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ESR-Series. CnpaBoyHnK komaHz CLI

1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacToslLLeM pykoBOACTBe npuBefeHo onucaHne komaHg CLI gnsa agmMuHucTpaTopa cepBUCHOIo
mapLupyTusatopa cepun ESR (B ganbHelilem nmeHyemoro MapLipyTn3aTtopoM Uim yCTPOACTBOM).
NHTepdpeiic komaHaHoii cTpokm (Command Line Interface, CLI) — nHTepdeiic, npegHasHayeHHbIl Ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokony Telnet, SSH nnn npamoe
NOAK/OYEHME Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHasna, BbIMO/THALLEro HaCTPOVKY 1
MOHUTOPUHT MapLupyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi ctpokm (CLI).
KBanudpmkaumusa TeXHNYEeCKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThl cTeka npoTtokonos TCP/IP,
NPUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxaT BaxHy MHOPMaLMIo, COBETbI U PEKOMEHAALMMN MO MCNO/Ib30BaHMIO U
HacTpolike yCTpOMCTBA.

© TMpepynpexaeHys MHPOPMUPYIOT MO/b30BATESA O CUTYaLSX, KOTOPbIE MOTYT HaHECTU BPe[,
nporpammHo-annapaTHoOMy KOMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NOTepe
[aHHbIX.

Ncnonb3yemble cokpalieHuUsi

AAA - Authentication, Authorization, Accounting
ARP - Address Resolution Protocol

BGP - Border Gateway Protocol

BRAS - Broadband Remote Access Server
DHCP - Dynamic Host Configuration Protocol
DNS - Domain Name System

DDoS - Distributed Denial of Service

DoS - Denial of Service

FIFO - First In, First Out

FTP - File Transfer Protocol

FXO - Foreign eXchange Office

FXS - Foreign eXchange Subscriber

GRE - Generic Routing Encapsulation

GRED - Gentle Random Early Detaction



HTTP — HyperText Transfer Protocol

HTTPS — HyperText Transfer Protocol Secure
ICMP - Internet Control Message Protocol
IKE - Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IP in IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU - Maximum Transmission Unit

mDNS — Multicast Domain Name System
NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP — Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service

RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol

SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System

ESR-Series. CnpaBoyHnK komaHz CLI



TFTP — Trivial File Transfer Protocol
URL - Uniform Resource Locator

VLAN - Virtual Local Area Network
VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service
WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 VcTtopusi ameHeHwi

Bepcus oKyMeHTa

Bepcusa 1.23

Bepcua 1.22

Bepcusa 1.21

Jata Bbinycka

15.10.2023

24.09.2020

05.06.2020

ESR-Series. CnpaBo4HuK kKomaHA CLI

CopgepxaHue nameHeHuii

3meHeHVs B pasgenax:

VismeHeHua B pasgenax:
- MOHUTOPWHT 1 ynpasneHve
- Pe3sepBupoBaHne

- HacTpoiika SLA

3meHeHus B pasgenax:
- CTpyKTYypa cUCTeMbl KOMaHf,

- YnpasneHue nporpaMMHbIM 06ecrnevyeHnem u
KOHdpurypauuei

- KoHdhuryprpoBaHue 1 MOHUTOPWHT TYHHenNel
- YnpasneHue L2 dpyHKLMAMN
- YnpasneHue Firewall

- Ynpas/sieHne NormpoBaHueM U 3aLUToi oT
CEeTeBbIX aTak

- YnpasneHue NAT

- Hactpoiiku IPsec VPN

- MapupyTtnsaums

- Hactpoiikn MPLS

- Pe3epBurposaHue

- YnpasneHve QoS

- MOHUTOPWHT 1 ynpaBs/eHue

- Hactpoiika Wi-Fi KoHTponnepa TyHHesnein

- TexHnueckas noaaepxka



ESR-Series. CnpaBo4HUK koMmaHz CLI

Bepcus foKyMeHTa J[aTta Bbinycka CopaepxaHue U3mMeHeHui

Bepcusa 1.20 03.02.2020 M3meHeHus B pasgenax:
- CTpyKTypa cnuctembl KOMaHz

- YnpasneHue nporpaMMHbIM 06ecrnevyeHnem u
KOHdpurypauuei

- KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHENE
- YnpasneHuve L2 doyHKUMAMN
- YnpaeneHue Firewall

- Ynpas/sieHne NormpoBaHMeM U 3aLuToin oT
CeTeBbIX aTak

- YnpasneHve NAT

- HacTpoiiku IPsec VPN

- HacTpoiika npotokona BFD
- Hactpoiikn MPLS

- Pe3epBurpoBaHue

- YnpasneHue QoS

- MOHUTOPWHT 1 ynpaBs/ieHue

- HacTpoiika Wi-Fi KoHTponnepa TyHHenei



Bepcus foKyMeHTa

Bepcusa 1.19

Bepcusa 1.18

Jata Bbinycka

04.02.2020

08.11.2019

ESR-Series. CnpaBo4HuK kKomaHA CLI

CopgepxaHue nameHeHuii

[lo6aBneHbl pasgernsl:
- HacTtpoiika mDNS-reflector

- Hactpoiikn MPLS

N3meHeHuns B pa3genax:

- CTpyKTypa cucTeMbl KOMaH[,

- KomaHabl Nosb30BaTebCKOro nHTepderica

- HacTtpoiika AAA

- KoHdhuryprpoBaHmne 1 MOHUTOPUHT MHTEPdIENCOB
- KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHENE

- YnpasneHuve L2 doyHKLMAMN

- HacTpoiika VRF

- YnpasneHue npoduasmm

- YnpaeneHue Firewall

- HacTpoiiku IPsec VPN

- YnpasneHue VPN. HacTpoiiku yaaneHHoro goctyna
- MapLpyTtunsaums

- YnpasneHue QoS

- YnpaeneHue sFlow

- MOHWUTOPWHT 1 ynpaBneHne

- HacTpolika koHTponsi aboHeHToB (BRAS)

- Hactpoiika VolP

CwuHxpoHu3saums ¢ sepcueii MO 1.8.2



Bepcus JOKyMeHTa

Bepcna 1.17

Jarta Bbinycka

02.09.2019

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgensi:

- 36 HacTpoiika ccTeEMbI NPefoTBpaLLeHNs]
BTOPXEHWMi (IPS/IDS)

N3meHeHuns B pa3genax:
- 1.4 Vicnonb3yeMble CoKpalleHns
- 3.2 KoHthurypupoBaHme mapLipyTmusaTopa

- 5 YnpaeneHue nporpaMMHbIM 06ecrneyeHnem u
KoHdUrypauuei

- 9 Hactpolika AAA

- 10 KoHchurypmposaHme 1 MOHUTOPUHT
nHTepdelicoB

- 11 KoHdhuryprpoBaHue 1 MOHUTOPUHI TYHHeNei
- 12 YnpasneHue L2 yHKUMAMM

- 13 PaboTa ¢ agpecHbiMu Tabnmuamm

- 14 HacTpoiika VRF

- 17 YnpasneHue npogunisamm

- 19 ¥YnpaBneHue firewall

- 24 Ynpasnenue VPN. HacTpolikn yaaneHHoro
poctyna

- 20 YnpaBneHue dunsTpaumeit
- 25 MapuwpyTtusaums
- 27 YnpaneHue QOS
- 30 MOHUTOPWHT 1 ynpaBneHne

- 35 Hacrpoiika VOIP

10



Bepcus JOKyMeHTa

Bepcna 1.16

Jarta Bbinycka

15.08.2019

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

N3meHeHuns B pa3genax:

- 1.4 Vicnonb3yeMble CoKpalleHns

- 3.2 KoHdhurypupoBaHme MmapLipyTmusaTopa

- 4 KomaHApl Nonb30BaTe/1bCKOro NHTepdeica

- 5 YnpaeneHue nporpaMMHbIM 06ecrneyeHnem u
KoHUrypauuei

- 9 Hactpolika AAA

- 10 KoHchurypmposaHme 1 MOHUTOPUHT
nHTepdelicoB

- 11 KoHdhurypupoBaH1e 1 MOHUTOPUHT TyHHenelk
- 23 Hacrpoiiku IPsec VPN

- 24 Ynpasnenue VPN. HacTpolikn yaaneHHoro
poctyna

- 25 MapuwpyTtusaums

- 27 YnpaneHue QOS

- 30 MOHUTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoiika koHTponsi aboHeHTOB (BRAS)

- 34 Hactpoiika Wi-Fi koHTponnepa TyHHeneli

11



Bepcus JOKyMeHTa

Bepcna 1.15

Jarta Bbinycka

05.08.2019

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500,
ESR-1510

JlobaBneHbl pasgens:
- 10.5 MocnepoBaTtenbHble MHTEpPAIENCHI
- 20 YnpaBneHue dunsTpaumeit

- 32 HacTtpoiika SLA

3meHeHVs1 B pasgenax:
- 3 CTpyKTypa cucTeMbl KOMaHg,
- 4 KomaHgpl No/b30BaTe/IbCKOro NHTepgeiica

- 5 YnpaeneHue nporpaMMHbIM 06ecrneyeHnem u
KoHUrypauuei

- 7 HacTpoiika o6LecUcTEMHbIX NapamMeTpoB
- 8 YnpaBneHne CUCTEMHbIMU Yacamu
- 9 Hactpoiika AAA

- 10 KoHchurypmposaHme 1 MOHUTOPUHT
nHTepdelicoB

- 11 KoHdhuryprpoBaHue 1 MOHUTOPUHI TYHHeNei
- 12 YnpasneHue L2 yHKUmAMM

- 13 PaboTa ¢ agpecHbiMu Tabnmuamm

- 14 HacTpoiika VRF

- 15 Hactpoiika IP-agpecaunn

- 16 HacTpoiika IPV6 agpecauun

- 17 YnpasneHus npounnsamm

- 18 YnpaBneHue cnuckamm KOHTPOs gocTyna
(ACL)

- 19 ¥YnpaBneHnue Firewall

- 21 YnpaBneHue NOrMpoBaHneM 1 3aLLuTOl OT
CeTeBbIX aTak

- 22 YnpasneHune NAT

- 23 Hacrpoiiku IPsec VPN

12



Bepcus JOKyMeHTa

Bepcua 1.14

Bepcua 1.12

Bepcua 1.11

Bepcna 1.10

Jarta Bbinycka

31.01.2019

11.11.2018

03.05.2018

03.05.2017

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

- 24 YnpasneHnue VPN. HacTpoiiku yganeHHoro
poctyna

- 25 MapuwpyTtmsauns

- 26 Pe3epBupoBaHme

- 27 YnpasneHue QOS

- 28 YnpaBnexue Netflow

- 29 YnpasneHue SFLOW

- 30 MOHUTOPVHT 1 ynpasfeHune

- 31 HacTpoiika DHCP

VismeHeHuA B pasgenax:

- 11 KoHouryprpoBaH1e 1 MOHUTOPUWHI TYHHENEe

CuxpoHunszaumsa ¢ Mo 1.4.1

CuxpoHusaums ¢ MO 1.4.0

VI3meHeHus B pasgenax:

- 3.2 KoHdhurypupoBaHme MmapLipyTmusaTopa

- 4 KomaHApl N0Mb30BaTe1bCckoro MHTepdeiica
- 6 HacTtpolika 06LecncTEMHbIX NapaMeTpoB
- 7 YnpaBneHne cCUCTEMHbIMU Yacamu

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHue nHtepdencamm

- 11 YnpaBsrnieHue TyHHeNnsAMu

- 13 YnpaBneHune agpecHbiMn Tabnuuamm

- 19 ¥npaBneHnue Firewall

- 21 Ynpasnenue VPN. Hactpolika IPsec

- 23.8 HacTpoiika npotokona BGP

- 24.5 Hactpolika MultiwAN

- 25 YnpasneHue QoS

- 31 HacTpoiika koHTpons a6oHeHToB (BRAS)

13



Bepcus JOKyMeHTa

Bepcusa 1.9

Bepcusa 1.8

Jarta Bbinycka

16.12.2016

22.07.2016

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgens:

- 23.5 HacTpoiika 06bEKTOB OTC/IEXMBaAHUSA COObLITUIA
- 23.6 Hactpolika npoTtokona BFD

- 23.8 HacTtpoiika npoTtokona BGP

- 31 HacTpoiika koHTponsi a6oHeHTOB (BRAS)

N3meHeHuns B pasgenax:
- 3.2 KoHthurypupoBaHme mapLipyTmusaTopa

- 3.3 Tunbl 1 NOPSIAOK MMEHOBaHNSI UHTEPdelicoB
MapLipyTusaTopa

- 3.4 Tvnbl ¥ NOPAAOK MMEHOBaHUA TyHHeNe
maplupyTM3aTopa

- 4 KomaHApl Nonb30BaTe1bCKOro NHTepdeica
- 6 HacTpoiika 06LecncTeMHbIX NapamMeTpoB

- 8 HacTpolika AAA

- 9 HacTpoiika 1 MOHUTOPUHT HTepdeiicoB

- 11 YnpasnieHve TyHHeNnsAMu

- 26 Ynpasnenue Netflow

- 32 Hactpoiika Wi-Fi koHTponnepa TyHHeneli

VismeHeHua B pasgenax:

- 7 YNpaBnieHne CUCTEMHbIMU Yacamu

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdeiichl

- 11 YnpasneHue TyHHeNnsMu

- 24 YnpasneHue VRRP

- 20 YnpasneHune NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 maplipytusaumei

- 24.3.2 HacTtpolika pe3epsupoBanus Firewall

14



Bepcus JOKyMeHTa

Bepcua 1.7

Jarta Bbinycka

28.01.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgensi:
-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctema MOHUTOpPUHTa
KauyecTBa ycsyr)

3meHeHus B pasgenax:

- 5.8 ¥npaeneHue nporpaMmHbIM 06ecneyeHnem
- 5.14 YnpaBneHve nporpaMmMHbIM 06ecnevyeHnem
- 6 HacTpoiika o6LiecrcTeMHbIX NapaMeTpoB

- 8 HacTpoiika AAA

- 9.1 Ethernet-nHTepgelichl

- 11.13 YnpaBneHue TyHHeNsaMu

- 18.12 ¥npaeneHue cnnckamuy KOHTPOssA JOCTyn
-22.1 L2TP/PPTP

- 22.3 O6LMe KOMaHAbl HACTPOKN yAa/IeHHOro
goctyna

- 23.7 HacTtpoliika npoTtokona BGP

- 20.8 YnpaBneHune NAT

- 24.1 YnpasneHune VRRP

- 11 YnpasnieHve TyHHeNnsAMu

- 14.4 Hactpoiika VRF

- 20.24 YnpaBneHune NAT

- 24.4 MultivAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LLMe HACTPOIKM MapLLpyTU3aLmn

- 23.5 HacTpoliika ctatuyeckux mappyTtos IPv4/
IPv6

- 23.8 HacTtpolika npoTtokona OSPF
- 23.9 HacTtpoiika npoTtokona OSPFv3

- 31 Hactpoiika Wi-Fi koHTponnepa TyHHeneli

15



Bepcus JOKyMeHTa

Bepcua 1.6

Jarta Bbinycka

17.08.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

- 25 YnpasneHue QOS

[Job6asneHbl pasgenst:
- 26 Ynpasnenue Netflow

- 27 YnpasneHue Sflow

VismeHeHuA B pasgenax:

- 2 MpaBuna nosb30BaHWsA KOMaHAHON CTPOKOA
- 3.2 KoHthuryprpoBaHue mMapLupytusaropa

- 5 YnpaBneHue nporpaMMHbIM ob6ecrnevyeHnem
- 7 YnpaB/ieHne CUCTEMHbIMU Yacamu

- 8 HacTpoiika AAA

- 9.1 Ethernet-uHtepdelichbl

- 12.1 YnpaBneHue L2 mapLlupyTtusaumei

- 12.3 Hactpolika n moHutopuHr VLAN

- 13 PaboTta c agpecHbiMU Tabnmuamm

- 19 YnpasneHue Firewall

- 20 YnpasneHue NAT

- 21.2 Ynpasnenue VPN. HacTpoiika IPsec

- 22 Ynpasnenue VPN. HacTpolikn yaaneHHoro
Joctyna

- 23. 1 O6wue HacTpOIiK1 MapLupyTU3auum

- 23.2 O6Lwme KoMaHbl aHOHCUPOBaHUA U Npuema
MapLUpyTOB

- 23.3 MaplupyTusauusa Ha ocHoe nonuTuk (PBR)
- 23.7 HacTtpoiika npoTtokona BGP

- 23.8 HacTtpolika npotokona RIP

- 23.9 Hactpoiika npotokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 HacTtpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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Bepcus JOKyMeHTa

Bepcua 1.5

Jarta Bbinycka

22.06.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgens:

- 9 Hactpoiika AAA

- 11 YnpasneHue IPv6 DHCP-knneHToM

- 13 YnpaBneHue IPv6 DHCP-relay

- 15 YnpasneHue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 HacTpoiika VRF

- 23 Hacrpoiika IPv6 agpecaumm

- 25 YnpaBneHue cnvckamun goctyna (ACL)

- 35 MapLupyTr3auums Ha ocHoe nonuTuk (PBR)
- 38 HacTpoiika ctatnyeckmx IPvé mapLupyToB
- 42 HacTpoiika npotokona OSPFv3

- 44 HacTpoiika pe3epBrpoBaHnst

N3meHeHuns B pasgenax:

- 4 KomaHApl Nonb30BaTebCKOro NHTepdeica

- 5 YnpaBneHve nporpamMmMHbIM 06ecrneyeHnem

- 14 HacTpoiika n moHutopuHr DHCP-cepsepa

- 16.1 Ethernet uHTepdelicsbl

- 20 PaboTta c agpecHbiMU Tabnmuamm

- 24 YnpasneHue npogunamm IP-agpecos 1 NopToB
- 26 YnpaBneHue Firewall

- 34 O6LIMe KOMaH bl aHOHCUPOBAHWS 1 MpUema
MapLLpyTOB

- 37 HacTpoliika cTaTtnyeckux mapLipyToB
- 39 Hacrpoiika npotokona BGP

- 40 HacTpoiika npotokona RIP

- 41 HacTpoiika npotokona OSPF

- 47 Hactpoiika QoS
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Bepcus JOKyMeHTa

Jarta Bbinycka

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

- 50 HacTpoiika SNMP
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Bepcus JOKyMeHTa

Bepcua 1.4

Jarta Bbinycka

11.03.2015

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgens:

- 11 YnpaBneHue DHCP areHTOM

- 27 O6LMe HaCTPOIiKN MapLIpyT13aLmm
- 29 HacTpoiika CBSI30K K/ltouei

- 34 YnpasneHune VRRP

- 35 Ynpasnenue DualHoming

- 36 Hactpoiika MultiwAN

- 37 YnpaBneHue QOS

- 38 HacTpoiika 3epkasimpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

N3meHeHuns B pa3genax:
- 1.4 Vicnonb3yeMble CoKpaLleHns
- 3.2 KoHthurypupoBaHme MmapLipyTmusaTopa

- 3.3 Tunbl 1 NOPSIAOK MMEHOBaHNSI UHTEPdelicoB
MapLipyTusaTopa

- 3.4 Tvnbl ¥ NOPAAOK MMEHOBaHUA TyHHeNe
maplupyTm3aTopa

- 5 YnpaeneHue nporpaMMHbIM 06ecrneyeHnem u
KoHUrypauuei

- 6 HacTpoiika 06LecncTeMHbIX NapamMeTpoB
- 7 Hactpoiika goctyna

- 12 Hactpoiika n moHutopuHr DHCP-cepsepa
- 13 HacTpoiika 1 MOHUTOPUHT UHTepPdIelicoB

- 14 YnpaBnexue Fpynnamu arperaumy KaHanos —
Link Agregation Group (LAG)

- 20 YnpaBneHue Firewall
- 21 YnpasneHune NAT
- 22 YnpasneHue VPN. HacTpoliiku IKE

- 23 Ynpasnenue VPN. HacTpoiiku IPsec
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Bepcus JOKyMeHTa

Jarta Bbinycka

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

- 25 YnpaBrieHue TyHHenssmMu

- 26 YnpasneHue Spanning Tree

- 30 HacTpolika cTatn4ecknx MapLupyToB
- 31 HacTpolika npotokona BGP

- 32 HacTpolika npotokona RIP

- 33 HacTpolika npotokona OSPF

- 41 YnpaBneHue Syslog
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Bepcus JOKyMeHTa

Bepcusa 1.3

Jarta Bbinycka

25.11.2014

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

[o6aBneHbl pasgensi:
- 7 HacTpoiika goctyna

- 13 Y¥npaBnexue Mpynnoii arperauymn KaHasios —
Link Agregation Group (LAG)

- 14 Hactpoiika n moHuTopuHr VLAN

- 15 YnpaBneHue bridge

- 16 PaboTa c agpecHbiMu Tabnmuamm

- 24 YnpaBneHue TyHHeNsMm

- 25 YnpasneHnune STP, RSTP, MSTP

- 26.2 O6LMe KOMaHAbl aHOHCUPOBaHNSA MapLUPYTOB
- 26.3 HacTpoiika npoTtokona BGP

- 26.4 Hactpolika npoTtokona RIP

- 26.5 Hactpoliika npotokona OSPF

- 27 YnpasneHue SYSLOG

N3meHeHuns B pasgenax:
- 3.2 KoHthurypupoBaHme MmapLipyTmusaTopa

- 3.3 Tunbl 1 NOPSIAOK MMEHOBaHNSI UHTEPdelicoB
MapLipyTusaTopa

- 4 KomaHgpl No/b30BaTe/IbCKOro NHTepgeiica

- 5 YnpaeneHue nporpaMMHbIM 06ecrneyeHnem u
KoHUrypauuei

- 6 HacTpoiika o6LiecrcTeMHbIX NapaMeTpoB

- 12 HacTpoiika 1 MOHUTOPUHT NHTepdelicoB

- 18 YnpasneHue npocgunamm IP-agpecos 1 NopToB
- 19 ¥YnpaBneHnue Firewall

- 20 YnpaBneHune NAT

- 22 Ynpasnenue VPN. HacTpoiiku IPsec

- 23 Ynpasnenue VPN. HacTpolikn yaaneHHoro
goctyna
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Bepcus JOKyMeHTa

Bepcus 1.2

Bepcusa 1.1

Bepcua 1.0

Bepcus nporpaMmmMHOro
oGecneyeHus

Jarta Bbinycka

26.06.2014

290.04.2014

20.03.2014

1.10.0

ESR-Series. CnpaBoyHnK komaHz CLI

CopgepxaHue nameHeHuii

CuHxpoHu3auus ¢ Bepcueii MO 1.0.2.
JlobaBneHbl pasgens:

- 5 HacTpoiika 06LecncTeMHbIX NapamMeTpoB
- 9 YnpaB/ieHne CUCTEMHBIMI Yacamu

- 18 Ynpasnenue VPN. HacTpolikn yaaneHHoro
poctyna

N3meHeHuns B pasgenax:
- 3.2 KoHthurypupoBaHme mapLipyTmusaTopa
- 4 KomaHApl Nonb30BaTebCKOro NHTepdeica

- 6 YnpaeneHne nporpaMMHbIM 06ecrneyeHnem u
KoHdUrypauuei

- 7 HacTpoiika cTaTuyeckmx MapLupyToB

- 10 YnpaBneHue DHCP-knneHTOM

- 12 HacTpoiika 1 MOHUTOPUHT NHTepdelicoB
- 14 YnpaBneHnue Firewall

- 16 Ynpasnenue VPN. HacTpolika IKE

- 17 ¥YnpaBnenue VPN. HacTpoiika IPsec

CuHxpoHusaums ¢ sepcueii MO 1.0.1.

Pasnen «OTnagka paboTbl yCTpOiCTBa» NepeHeceH
B OTAE/bHbIi AOKYMEHT.

MepBas nybnvkaums
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ESR-Series. CnpaBoyHnK komaHz CLI

3 lMpaBuna nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[nsa ynpoweHnst ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaET (YHKLMUIO aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMSI, MoMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCs NoMb30BaTe/lb, AMHAMUYECKM U3MEHSIETCS CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BknwyeHue 15 ypOBHA NpusBuierui

esr# configure Nepexoh B pexuMm KOHOUrypupoBaHMA yCcTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHbL Bbille
esr#

[nsa ypob6cTBa MCcnosib30BaHUS KOMaHAHOM CTPOKM peanin3oBaHa NogaepXKa ropsavmx KaBuLl,
nepeyncnieHHbIx B Tabnumue 1.

Tabnuua 1 — OnucaHne ropsunx Knaesuw KoMaHgHom ctpokum CLI

CoueTaHue K1aBULLN OonucaHuve

Ctrl+D B0 B/IOXEHHOM KOMaHAHOM PeXnme — BbIX0/ B NpeAblAyLni KoMaHHbIi
pexum (komaHaa exit), B KOpHEBOM KOMaHAHOM pexumMe — Bbixog, 13 CLI
(xomaHga logout)

Ctrl+z BbIXoA, B KOPHEBOI KOMaH/HbIN pexum (komaHaa top)
Ctrl+A Mepexop B HaYa0 CTPOKM

Ctrl+E Mepexopn B KOHeL, CTPOKM

Ctrl+U YnaneHve cUMBO/IOB C/1eBa OT Kypcopa

Ctrl+K YpaneHue cMMBO/IOB cripaBa OT Kypcopa

Ctrl+C OuncTka CTPOKK, a Takke 06pbIB BbINOSTHEHUS KOMAHAbI
Ctrl+W YpaneHuve crioBa cfnesa oT Kypcopa
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ESR-Series. CnpaBoyHnK komaHz CLI

CoueTaHue KnaBuLn OnucaHue

Ctrl+B Mepexopa Kypcopa Ha OfHY No3vuuio Ha3as
Ctrl+F Mepexop Kypcopa Ha oAHYy NOo3uLMIo BNepes
Ctrl+L OuucTka akpaHa

[ns yno6cTBa YTeHus fobasneH NoCTpaHNYHbIv BbIBOA, 60/1bLLOIN N0 06beMy MHOpMaLUN.

Hanpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr 1info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[na OTKNYeHMs NOCTPaHMYHOIO BbIBOAA B TEKYLLEl ceccu He06X0AMMO BBECTN KOMaHAY:

esr# terminal datadump

NHTepdeiic KoMaHHOI CTPOKKN o6ecneynBaeT aBTOpM3aLIMio No/b30BaTeNei 1 orpaHnyMBaeT AoCTyn K
KOMaHaM Ha OCHOBAHWMN YPOBHS NPUBWETiA, 33jaHHOTO aIMUHCTPATOPOM.

B crcTemMe MOXET 6bITb CO3/1aH0 HEOBXOAMMOE KO/IMYECTBO Nosb3oBaTteneil. Heo6xoauMblii ypoBeHb
npVBUNErvii 3aaaéTcs MHANBMAYANbHO A5 KaXKA0ro U3 HUX.

© B 3aBo/CKO KOHGMIypaLmMy B CUCTEME CO3/jaH OMH Nosb3oBaresb ¢ MMeHeM admin 1 naponem
password.

[nsi o6ecneyeHnst 6e30MacHOCT KOMaHHOro HTepdelica KomaH bl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NpUBUNIETWiA:

* 1 ypoBeHb — AOCTYNEH TONbKO MOHUTOPUHT YCTPOIACTBA;
+ 10 ypoBeHb — [JOCTYMHO KOH(PUIyprpoBaHue YCTPOICTBa, KPOMEe CO3/jaHNsA Nofb3oBaTenei,
nepesarpysku ycTpoiicTBa, 3arpysku MNo;
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ESR-Series. CnpaBoyHnK komaHz CLI

* 15 ypoBeHb — HET OrpaHNYEHWIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbI YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKOJIbKM M0/1b30BaTeNsIM OHOBPEMEHHO MOAK/IHUATLCS K YCTPOACTBY.

[na ymeHblleHna o6bemMa oTobpakaeMblX faHHbIX B OTBET Ha 3arpochl Nonb30BaTesNs U 06/1eryeHns novcka
Heo6XxoAMMOI NHGIOPMAaLLMN MOXHO BOCMNO/1b30BaTbCA pubTpaLmeid. Ansa donnstpaumum nHopmaumm
TpebyeTcs f06aBUTb B KOHEL, KOMaHAHOW CTPOKX CUMBOS «|» U MCNOMb30BaTh OAHY M3 ONUUiA ounsTpauum:

- begin — BbIBOANTL BCE NOC/E CTPOKK, COAepXKaLLein 3aAaHHbIin LWaboH,;

— count — BbIBOAUTb KO/IMYECTBO OTOOPaXKEHHbIX CTPOK. He No3BoNsieT BBECTU CneayoLwmii Mogudumkartop;
— counter — 06aBNATb B HA4YaU10 Kaxk4O0l CTPOKU ee NopsAKOBbI HOMEP;

— exclude — BbIBOgMTb BCE CTPOKM, HE coAepallime 3afaHHbIin WabnoH;

- include — BbIBOANTL BCE CTPOKK, coAepxalime 3afaHHbIi WabnoH;

- until — BbIBOAUTL BCE CTPOKM, cogepxalume 3afaHHblii waboH.

MOXHO MCNO/b30BaTb HECKO/ILKO ONnumin hunbTpauun. Kekaas HoBasi onumsa AO/MHKHA HAYMHATLCSA C
cvmBona «|». fNlocsie onuuy count HeNb3A UCNOMBL30BaTL Apyrve PUNLTPbI.

LLlabnoH noncka MOXET ObITb 3a4aH PEry/sipHbIM BbIPaXXEHNEM U COAEPXATb:

- MepeyeHb CMMBOOB. MOXHO ONpeaeninTb NepedeHb, 3akK/THUMB CYUMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CooTBeTcTBME OyAET NPOBEPSITLCS MO CUMBOIAM, MEPEUNC/IEHHBIM B NepeyHe. Ecnn nepBbIiii CMBO/ NEPEYHS
«*», TO COOTBETCTBUE BYAET NPOBEPATLCSA MO /IVO60MY CUMBOJTY, HE BXOASALEMY B NepeyeHb. Mpumepsi:

* [-az] -'a','z’n'-
+ [a-z] - Bce natuHckne 6ykBbl OT 'a' 10 'Z'.

— CneunasibHble CUMBObI:

+ A — Hayas10 CTPOKY;

+ § — KOHeL, CTPOKY;

* . — no6oli CMMBON B CTPOKE;
* * — HONMb UK Gonee pas.

BbiBOA, kOMaHA show MOXHO nepeHanpaBuTb B (haiil Ha BHELUHUIA HOCUTE/b UM B 3HEPTOHE3ABUCKMYH)
namsTb. 15 nepeHanpasneHns BbiBoga B (dalin Hy>XHO yka3aTb CUMBOJT:

+ — ><FILE> - 3anucaTb Becb BbIBOf, B paiin;
+ — >><FILE> - 3anucatb Becb BbIBOZ B KOHeL, dpaina.
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BbiBOg, KOMaHAapb! «show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog

syslog max-files 3

syslog file-size 512

syslog file tmpsys:syslog/default 1info

BbiBOg, KOMaHAap! «show running-config syslog» ¢ napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file tmpsys:syslog/default info

BbiBog, KOMaHAapbl «show running-config syslog» ¢ napameTpom «count»:

esr# show running-config syslog | count
4

BbiBOA KOMaH bl «<show running-config syslog» c napameTpom «counter»:

esr# show running-config syslog | counter
1: syslog max-files 3

2: syslog file-size 512

3: syslog file tmpsys:syslog/default info
4:

BbiBoa komaHabl «show running-config syslog» ¢ napameTtpom «exclude»:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file tmpsys:syslog/default info

BbiBog komaHAb! «<show running-config syslog» c napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBog komaHAbl «<show running-config syslog» ¢ napameTtpom «until»:

esr# show running-config syslog | include file-size
syslog max-files 3
syslog file-size 512

ESR-Series. CnpaBoyHnK komaHz CLI
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ESR-Series. CnpaBoyHnK komaHz CLI

MpvMepbl NCMO/Ib30BaHMSA PErYNAPHbIX BbIPAXEHWIA:

esr# show interfaces status | include '“te.x'

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | dinclude '7~gil/0/1[2568]'
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include '~[*tgIl -]'

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0

Mpumepsbl 3anncy BbiBoga B dhaiin:
esr# show running-config syslog > flash:data/syslog
Mprmepsbl 3an1cK BbiBoAa B KOHeL, thalina:

esr# show running-config syslog >> flash:data/syslog_1
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ESR-Series. CnpaBoyHnK komaHz CLI
4 CTpyKTypa CUCTEMbI KOMaH[,
+ [No6anbHbIA pexmm
+ KoHthurypmpoBaHne mapLupyTtusaropa

« Tunbl M NOPSAOK UMEHOBAHUS MHTEPAIEICOB MapLUpyTU3aTopa
+ Tunbl 1 NOPSAOK UMEHOBAHUSI TYHHE e MapLupyTm3aTopa

CucteMa KomaHf uHTepgpeiica KoMaHAHO CTPOKM MaplLupyTusaTopa cepum ESR pasgeneHa Ha
nepapxuyeckme ypoBHm (pasaenbl).

FnoGanbHbI peXum
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Ta6nuua 2 — Viepapxusi KOMaHAHbIX PEXNMOB (BEpPXHWiIA yPOBEHb)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)

esr-1000% end

configure

asr-1000 (config) #

debug pexunm DEBUG
esr=-1000 (debug) #

PrcyHoK 1 — BepxHuii ypOBEHb Mepapxun PeXMMOB KOMaH/
B kopHeBoM koMaHaHOM pexume (ROOT) ocyliecTBAsieTCs:
— paborTa ¢ haitniamm KoHurypaymm:

* MPUMEHEHNE;
* MOATBEPXAEHWNE;

+ cbpoc;

* COXpaHeHMe;

* OTMEeHa He MPUMEHEHHbIX U3MEHEHWIA;

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapwpytmnsaropa,;

— MOHUTOPWHT PaboTbl U NPOCMOTP TeKYLLE KoHurypauum ycTpoiicTaa.
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3 kopHeBoro pexuma (ROOT) ocyLecTBNSETCS Nepexo K creayolmm pasgenam:
— pexum KoHdpurypuposanus yctpoiictea (CONFIG);

— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypupoBaHue mapLupyTtusatopa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum gocTyneH
13 kopHeBoro pexumMa (ROOT). Mepexon B peXXmm KOHMIypupoBaHUs OCYLLLECTBSETCS TOMbKO B
NMPVBUNETMPOBAHHOM PEXMME.

[na nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytome KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexxume koHQUrypmpoBaHusa mapLipyTtusaropa cepun ESR BbinosnHsaeTcs:

— ynpas/ieHne CUCTEMHbIMY Yacamu;

— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoMm,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTI MPOTOKO/I0B MapLUpyTu3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa (oyHKL M, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 4151 yNpaB/ieHns MapLIpyTU3aTopoM

YpoBeHb KomaHpa Bxopa ! Bup cTpoKku noAacKasku Mpeabiaywuii
YPOBEHb

HacTpoiika rnobasibHbIxX configure esr(config)# ROOT

napameTpoB

(CONFIG)

HacTpoiika GigabitEthernet interface gigabitethernet esr(config-if-gi)# CONFIG

nHTepdeicos <PORT>

(CONFIG-GI)

HacTpoliika TengigabitEthernet  interface tengigabitethernet  esr(config-if-te)# CONFIG

nHTepceiicos <PORT>

(CONFIG-TE)

HacTpoiika rpynnbl arperauum intrerface port-channel <CH>  esr(config-port-channel)#  CONFIG

KaHas10B

(CONFIG-PORT-CHANNEL)
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YpoBeHb Komanga Bxoga Bupa CTPOKM NOACKA3KN Mpeablaywmii
YpPOBeHb
HacTpoiika cybuHTepdeiicoB interface gigabitethernet esr(config-subif)# CONFIG

<PORT>.<VLAN> nnun
(CONFIG-SUBIF)

interface tengigabitethernet

<PORT>.<VLAN> nnun

interface port-channel
<CH>.<VLAN>

HacTpoiika cybuHTepdeiicoB interface gigabitethernet esr(config-qing-if)# CONFIG
<PORT>.<VLAN>.<VLAN> nnn

(CONFIG-QINQ-IF)
interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnn

interface port-channel

<CH>.<VLAN>.<VLAN>
HacTpoiika nocnepnoBatenbHbiX  interface serial <PORT> esr(config-serial)# CONFIG
UHTEpdelicos 2
(CONFIG-SERIAL)
HacTpoiika BUpTyasbHbIX interface loopback <PORT> esr(config-loopback)# CONFIG
nHTepdeincos
(CONFIG-LOOPBACK)
HacTpoiika E1-mHTepdelicos interface e1 <PORT> esr(config-e1)# CONFIG
(CONFIG-E1)
HacTpoiika rpynnbl arperawum interface multilink <PORT> esr(config-multilink) # CONFIG
E1-kaHanos
(CONFIG-MULTILINK)
HacTpoliika FXO-nopToB interface voice-port <NUM> esr(config-voice-port-fxo)# CONFIG
(CONFIG-VOICE-PORT-FXO0)
HacTpoiika FXS-nopTtoB interface voice-port <NUM> esr(config-voice-port-fxs)# CONFIG
(CONFIG-VOICE-PORT-FXS)
HacTpoiika BupTyanbHbIX tunnel vti <VTI> esr(config-vti)# CONFIG

TYHHeNbHbIX uHTEpdelicos VTI

(CONFIG-VTI)
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YpoBeHb

HacTpoiika nocnenoBatensHOro

nHTepdeiica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTtpoiika GRE-TyHHenel

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika nornyeckmx
TYHHenel

(CONFIG-LT)

HacTpolika cabuHTepdeiica Ha

L2 TyHHene

(CONFIG-SUBTUNNEL)

Hactpoiika IPv4-over-IPv4

TyHHenei

(CONFIG-IP4IP4)

HaCTpOﬁKa ceTeBblX MOCTOB

(CONFIG-BRIDGE)

Hactpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBol NOUTHKA
ana onpepenednsa VLAN no
LLDPDU-co06LLeHNsAM KNueHTa

(CONFIG-NET-POLICY)

KomaHpa Bxoga !

line aux <NUM>

tunnel [2tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-line-aux)#

esr(config-12tpv3)#

esr(config-gre)#

esr(config-softgre)#

esr(config-lt)#

esr(config-subtunnel)#

esr(config-ip4ip4)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nyna agpecos
DHCP-cepBepa

(CONFIG-DHCP-SERVER)

HacTpoiika DHCP onuuun 60

(CONFIG-DHCP-VENDOR-ID)
HacTpoiika nyna agpecos
DHCP-cepBepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpowika DHCP onuumun 60

(CONFIG-IPV6-DHCP-VENDOR-
D)

HacTtpoiika npocuns
NPUNOXeHNI
(CONFIG-OBJECT-GROUP-
APPLICATION)

HacTpolika npocmns IP-
aapecoB

(CONFIG-OBJECT-GROUP-
NETWORK)

HacTpoiika npodnisi CBSA30K
IP-agpecos n TCP/UDP-noptoB
(CONFIG-OBJECT-GROUP-
ADDRESS-PORT)

HacTtpolika npocunsa TCP/UDP-
nopToB

(CONFIG-OBJECT-GROUP-
SERVICE)

HacTpoiika npodmns URL

(CONFIG-OBJECT-GROUP-URL)

HacTtpolika npodpmnnsa XAUTH

(CONFIG-ACCESS-PROFILE)

KomaHpa Bxoga !

ip dhcp-server pool <NAME>

ip dhcp-server vendor-class-id
<NAME>

ipv6 dhcp-server pool

<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

access profile <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-dhcp-server)#

esr(config-dhcp-vendor-
id)#

esr(config-ipvé-dhcp-
server)#

esr(config-dhcp-vendor-
id)#

esr(config-object-group-
application)#

esr(config-object-group-
network)#

esr(config-object-group-
address-port)#

esr(config-object-group-
service)#

esr(config-object-group-
url)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

esr(config-access-profile)# CONFIG
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YpoBeHb

HacTpoiika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona
IKE

(CONFIG-IKE-GATEWAY)

HacTpoiika nonmTukm
npotokona IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodnns npoTokona
IKE

(CONFIG-IKE-PROPOSAL)

HacTpoiika nofMTukn Habopa
npoTokosnos IPsec

(CONFIG-IPSEC-POLICY)

HacTtpoliika npocmns Habopa
nNpoTokooB IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe
Habopa npoTokosios IPsec

(CONFIG-IPSEC-VPN)

HacTpolika cnvcka KOHTpons
poctyna

(CONFIG-ACL)

HacTpoiika npaBunna gns
CnMcKa KOHTPO/IA AocTyna

(CONFIG-ACL-RULE)

HacTtpolika 30Hbl 6e30MacHOCTH

(CONFIG-ZONE)

KomaHpa Bxoga !

address-assignment pool
<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal

<NAME>

security ipsec vpn <NAME>

ip access-list extended

<NAME>

rule <ORDER>

security zone <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-policy)#

esr(config-ike-proposal)#

esr(config-ipsec-policy)#

esr(config-ipsec-

proposal)#

esr(config-ipsec-vpn)#

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL

CONFIG
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YpoBeHb

HacTpoiika rpynnbl npasun ass
nap 30H 6e30NacHoOCTM

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ans napbl
30H 6e3onacHocTh

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca
TpaHCNAUMN afpecos
nonyvarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecoB u
TCP/UDP-noptoB gsi1 DNAT

(CONFIG-DNAT-POOL)

HacTpoiika rpynnbl npasuna ans
DNAT

(CONFIG-DNAT-RULESET)

HacTtpoliika npaBuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepsuca
TpaHcAUMN agpecoB
oTnpaBuTeNs

(CONFIG-SNAT)

HacTpolika nyna IP-agpecoB u
TCP/UDP-noptoB nnia SNAT

(CONFIG-SNAT-POOL)

HacTpoiika rpynnbl npasuna gis
SNAT

(CONFIG-SNAT-RULESET)

HacTtpolika npaBuna ans SNAT

(CONFIG-SNAT-RULE)

KomaHpa Bxoga !

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

rule <ORDER>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-zone-pair)#

esr(config-zone-rule)#

esr(config-dnat)#

esr(config-dnat-pool)#

esr(config-dnat-ruleset)#

esr(config-dnat-rule)#

esr(config-snat)#

esr(config-snat-pool)#

esr(config-snat-ruleset)#

esr(config-snat-rule)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG-ZONE-PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-
RULESET
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YpoBeHb

HacTpoiika nonb3oBareneii
cucTeMbl

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpoiika yaaneHHon KoHcoNm

(CONFIG-LINE-TELNET)

HacTpoiika 3awmLieHHon
YAA/TEHHON KOHCO/N

(CONFIG-LINE-SSH)

HacTpoiika TACACS-cepBepa

(CONFIG-TACACS-SERVER)

HacTtpoliika RADIUS-cepsepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npodmnst RADIUS-
cepBepoB
(CONFIG-RADIUS-SERVER-
PROFILE)

HacTtpolika DAS-cepsepa
(CONFIG-DAS-SERVER)
HacTpoiika npodnnst DAS-
cepBepoB
(CONFIG-DAS-SERVER-
PROFILE)

HacTtpolika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

KomaHpa Bxoga !

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-user)#

esr(config-line-console)#

esr(config-line-telnet) #

esr(config-line-ssh)#

esr(config-tacacs-server)#

esr(config-radius-server)#

esr(config-aaa-radius-
profile)#

esr(config-das-server)#

esr(config-aaa-das-

profile)#

esr(config-ldap-server)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cepsepa ans
yAa/IeHHOro focTyna no
npotokony PPTP

(CONFIG-PPTP-SERVER)

HacTpoiika nonb3oBarenei gns
yAaneHHoro goctyna no
npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepsepa ans
yAaneHHoro fgoctyna no
npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpoiika nonb3oBarenei gns
yAaneHHoro goctyna no
nportokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa ans
yAa/IeHHOro JocTyna no
npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)
HacTtpolika nonb3oBarenei ans

yA&/IEHHOIo focTyna no
npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika knneHTa
yAaneHHoro goctyna no
npotokony PPTP

(CONFIG-PPTP)

HacTtpolika knueHTa
yAaeHHOro focTyna no
npotokony PPPOE

(CONFIG-PPPOE)

KomaHpa Bxoga !

remote-access pptp <NAME>

username <NAME>

remote-access |2tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

Bug, CTPOKM NOACKA3KN

esr(config-pptp-server)#

esr(config-pptp-user)#

esr(config-12tp-server)#

esr(config-12tp-user)#

esr(config-openvpn-
server)#

esr(config-openvpn-user)#

esr(config-pptp)#

esr(config-pppoe)#

ESR-Series. CnpaBoyHnK komaHz CLI

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-SERVER

CONFIG

CONFIG-OPENVPN-

SERVER

CONFIG

CONFIG
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YpoBeHb

HacTpoiika knmeHTa
yAaIEHHOI0 MNOAK/THYEHUS NO
npotokony L2TP

(CONFIG-L2TP)

HacTpoiika knneHTa
yAaNeHHOro NoAKIHYEHUS No
npotokony OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-
nonb3oBaTens

(CONFIG-SNMP-USER)

HacTpoiika NTP-cepsepa wim
nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTtpoiika IPv4/IPv6
agpecauun BGP-npouecca

(CONFIG-BGP-FAMILY)

HacTtpolika IPv4/1Pv6

aapecauun BGP-npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpoiika rpynnmpoBaHus
BGP-cocepei

(CONFIG-BGP-GROUP)

HacTpolika rpynnnpoBaHuns
BGP-cocepngeii B vrf

(CONFIG-BGP-VRF-GROUP)

KomaHpa Bxoga !

tunnel [2tp <L2TP-ID>

tunnel openvpn <OPENVPN-
ID>

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family {ipv4 | ipv6 }
unicast

address-family {ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-12tp)#

esr(config-openvpn)#

esr(config-snmp-user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-af)#

esr(config-bgp-group)#

esr(config-bgp-vrf-group)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP

CONFIG-BGP-VRF
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YpoBeHb

HacTpoiika cocega BGP-
npovecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocepa BGP-
npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTpoiika IPv4/IPvé
agpecauum BGP-cocepa

(CONFIG-BGP-NEIGHBOR-
FAMILY)

HacTpoiika IPv4/IPv6
aapecaunn BGP-cocepa B vrf

(CONFIG-BGP-NEIGHBOR-
FAMILY)

HacTpoiika cnvcka noaceTteit

(CONFIG-PL)

HacTtpolika cnucka nogcetei

(CONFIG-IPV6-PL)

HacTpoiika mapLupyTHO kapTbl

(CONFIG-ROUTE-MAP)

HacTtpolika npaBuna
MapLUPYTHOW KapThbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona

(CONFIG-RIP)

HacTtpolika RIPNG-npoTokona

(CONFIG-RIPNG)

KomaHpa Bxoga !
neighbor { <ADDR> | <IPV6-

ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR>}

address-family {ipv4 | ipv6 |
vpnv4 } unicast

address-family {ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-bgp-neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-neighbor-
af)#

esr(config-bgp-neighbor-af-
vrf)#

esr(config-pl)#

esr(config-ipv6-pl)#

esr(config-route-map)#

esr(config-route-map-
rule)#

esr(config-rip)#

esr(config-ripng)#

Mpeabiaywnii
ypoOBeHb

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP-
NEIGHBOR

CONFIG-BGP-VRF-
NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-MAP

CONFIG

CONFIG
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YpoBeHb

HacTtpoiika IS-IS-npouecca

(CONFIG-ISIS)

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTpoiika OSPF-06nacTtm

(CONFIG-OSPF-AREA)

HacTpoiika BUpTyasibHOro
coeguHeHuns OSPF

(CONFIG-OSPF-VLINK)

HacTpoiika OSPFv3-npouecca

(CONFIG-OSPFV3)

HacTtpoiika OSPFv3-o6nacTtu

(CONFIG-OSPFV3- AREA)

HacTpoiika BUpTyasibHOro
coefmHeHusa OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTpolika ISIS-npouecca

(CONFIG-ISIS)

HacTpoiika cnucka koveit

(CONFIG-KEYCHAIN)

HacTtpolika kntova

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP

(CONFIG-MST)

HacTtpolika npasun WAN

(CONFIG-WAN-RULE)

KomaHpa Bxoga !

router isis <ID>

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

router isis <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst

configuration

wan load-balance rule <ID>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-area)#

esr(config-ospf-vlink)#

esr(config-ipve-ospf)#

esr(config-ipv6-ospf-area)#

esr(config-ipvé-ospf-
vlink)#

esr(config-isis)#

esr(config-keychain)#

esr(config-keychain-key)#

esr(config-mst)#

esr(config-wan-rule)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG-OSPF

CONFIG-OSPF-AREA

CONFIG

CONFIG-OSPFV3

CONFIG-OSPFV3-AREA

CONFIG

CONFIG

CONFIG-KEYCHAIN

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npasun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpoiika target-nuctos

(CONFIG-TARGET-LIST)

HacTpoiika target-nvictos (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpoiika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTtpoiika WiFi Controller

(CONFIG-WIRELESS)

HacTtpoiika VRF

(CONFIG-VRF)

HacTtpolika nonntnkm QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTpolika knacca BHyTpK
nonnTtukm QoS

(CONFIG-POLICY-MAP-CLASS)

KomaHpa Bxoga !

Ipvé wan load-balance rule
<|D>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

wireless-controller

ip vif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-ipvé-wan-rule)#

esr(config-target-list)#

esr(config-ipve-target-list)#

esr(config-wan-target)#

esr(config-ipvé-wan-

target)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-map)#

esr(config-class-map)#

esr(config-class-policy-
map)#

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG

CONFIG-TARGET-LIST

CONFIG-IPV6-TARGET-

LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika PPP-nonb3oBarens
ONns ayTeHTudmkaumm
yAa/IeHHO CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napameTpos
pe3epBUpOBaHUS

KOHdpurypauum
(CONFIG-ARCHIVE)

HacTtpolika cepBepa cbopa
ctatuctmkm Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepBepa c6opa
cratuctuku sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nosayyeHuns
yBegomneHnii SNMP

(CONFIG-SNMP-HOST)

M3ameHeHune naposd nocne
NCTEeYEHUA CpoKa ,D,eVICTBMFl

(CHANGE-EXPIRED-
PASSWORD)

HacTtpolika npocunns
dmnbTpaumm http-sanpocos

(CONFIG-PROFILE)

KomaHpa Bxoga !

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

ip http profile <NAME>

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-ppp-user)#

esr(config-archive)#

esr(config-netflow-host)#

esr(config-sflow-host)#

esr(config-snmp-host)#

esr(change-expired-
password)#

esr(config-profile)

Mpeabiaywnii
ypoOBeHb

CONFIG-E1
CONFIG-MULTILINK

CONFIG-CELLULAR-
PROFILE

CONFIG-ACCESS-
PROFILE

CONFIG-L2TP-SERVER

CONFIG-PPTP-SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika 06X napamMeTpoB

MPLS

(CONFIG-MPLS)

HacTpoiika 06X napameTpoB

LDP

(CONFIG-LDP)

HacTtpoiika IPv4 agpecauum

npotokosna LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-
coceacTea

(CONFIG-LDP-NEIGH)

Hactpoka IPv4 agpecauyumn
npotokona LDP gns otgensHoro

ip-uHTepdeiica

CONFIG-LDP-AF-IPV4-IF

CosgaHune L2-MPLS-TyHHenein

(CONFIG-L2VPN)

HacTtpoiika L2-MPLS-TyHHens

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (lua6noHa

pseudo-wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTpos

pseudo-wire L2-MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTtpolika napameTpoB paboThl

zabbix-agent

(CONFIG-ZABBIX-AGENT)

KomaHpa Bxoga !

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

[2vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

zabbix-agent

ESR-Series. CnpaBoyHnK komaHz CLI

Bug, CTPOKM NOACKA3KN

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-ipv4)#

esr(config-ldp-neig)#

esr(config-ldp-af-ipv4-if)#

esr(config-12vpn)#

esr(config-12vpn-vpls)#

esr(config-12vpn-p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-pw)#

esr(config-zabbix-agent)

Mpeabiaywnii
ypoOBeHb

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-AF-IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-

EOMPLS

CONFIG
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YpoBeHb Komanga Bxoga Bupa CTPOKM NOACKA3KN Mpeablaywmii
YpPOBeHb
HacTpoiika napameTpoB pa6oTbl zabbix-proxy esr(config-zabbix-proxy) CONFIG

zabbix-proxy

(CONFIG-ZABBIX-PROXY)

T Noapo6Hoe onvcaHne KOMaHg, MPUBEAEHO HUKE

2 Tonbko anst ESR-21

Tunbl N NOPAAOK UMEeHOBaHUs MHTepPelicoB MapLLpyTU3aTopa

Mpu paboTe MapLIpyTU3aTopa 1Crosb3yTCA CeTEBbIE MHTEPDENCH! PAa3IMYHOTO TUMA U HA3HAYEHMSI.
CucteMa MMeHOBaHWs NO3BO/SIET OIHO3HAYHO a[lPecoBaTb MHTEPIENChI No X PYHKLMOHANIBHOMY
Ha3HaYeHV0 N MECTOMOIOXEHMIO B cucTeMe. [lanee B TabnvUe NpvBefeH nepeyeHb TUNoB NHTepdelicoB.
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Ta6nuua 4 — Tunbl U NOPSAOK UMEHOBAHUS MHTEPIECOB MapLUpyTU3aTopa

Tun
MHTepdeiica

dunsnyeckme
nHTEpgecol

MopTbl 176UT/C

MopTbl 10I6UT/C

Mpynnbl arperawum
KaHanoB

CybuHTepelicbl

O603HaueHne

O603HaveHne hr3nyeckoro nHTepdeiica BkYaeT B cebs ero TMn 1 ngeHTndunkaTop.
MaeHTudpmkatop cusndecknx nHtepgeiicos nmeet sug < UNIT>/< SLOT>/< PORT>, rae
- <UNIT> — Homep ycTpoiicTBa B rpynne ycTpoIicTB,

-<SLOT> — HoMep moAyns B cocTase ycTpoicTea unm 0 npu oTCYTCTBUM Ae/EeHNs YCTPOCTBA Ha
MoZaynu,

- <PORT> — nopsaKoBbIii HOMeEp nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaYeHust: gigabitethernet 1/0/12

& [onyckaetcs 1crnonb30BaTh COKpallleHHoe HarMeHoBaHue, Hanpumvep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaYeHust: tengigabitethernet 1/0/2

& [onyckaetcs ©cnosnb3oBaTh COKpaLLEHHOe HaMmeHoBaHwve, Hanpumep te1/0/2.

O603HaveHne rpynnbl arperawmn kKaHas10B BK/IKOYAET B Ce6s1 ero TvM 1 NOpsiAKOBbIA HOMEpP
NHTepgeiica:

port-channel <CHANNEL_ID>

Mpumep 0603HaYeHus: port-channel 6

a ﬂ,OI'IyCKaeTCFI MCMosib3oBaTb COKpalleHHOe HanMeHOBaHNE, Harpumep, po‘l.

O603HaveHne cybuHTepdeiica obpasyeTcs n3 0603HaueHms 6a3oBoro MHTepdeiica n
naenTudonkatopa (VLAN) cy6uHTepdelica, pasaeneHHbIX TOUKOA.

MprMmepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

A VpeHTndpukaTop cy6rHTEpdelica MOXeT NpuHUMaTh 3HadeHus [1..4094].
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Tun
uHTepdeiica

Q-in-Q
nHTepdeiics!

E1-uHTepdoelichbl

[pynnbl arperaymm
E1-kaHanos

JNlornyeckne
NHTEpgecol

ESR-Series. CnpaBoyHnK komaHz CLI

OGo3HaueHne

O603HaueHune Q-in-Q uHTepdeiica obpasyeTcs N3 0603HavYeHNst 6a3oBOro MHTepdelica,
naeHTncprkatopa cepsucHoro VLAN n ngeHtncpmkatopa nonb3osarenbckoro VLAN, pasgeneHHbIx
TOYKOIA.

Mpumepbl 0603HaYEHNI:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VpgeHTndmkaTop cepBrCHOTO 1 Nonb3oBaTte/ibekoro VLAN MOXeT NpuHMMaTh 3HaueHust
[1..4094].

O603HaueHue E1-nHTepdheiica BkNOYaeT B Ce6S €ro Tn 1 naeHTUgnKaTop.
MpaenTtudmkarop E1-uHtepdeiicoB nmeet Bug < UNIT>/< SLOT>/< STREAM>, rae
- <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..1],

-<SLOT> — Homep E1-moayns B cocTase ycTpoiictea [0..12],

- <STREAM> — nopsiakoBblii Homep E1-notoka [1..1].

Mpumep o6o3HaueHns: e1 1/0/1

O603HaueHwue rpynnbl arperaumun E1-kaHanoB BkIOYaeT B cebs ero Tun 1 NopsiAKOBbI HOMeEpP
nHTepcpeiica:

multilink <CHANNEL_ID>

Mpumep o0603HaqeHuns: multilink 3

O603Ha4YeHne Nornyeckoro nHTepdeiica ABNSETCS NOPAAKOBLIM HOMEPOM NHTepdeiica:
Mpumepbl 0603HAUEHWI:

loopback 4

bridge 60

service-port 1
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Tun
uHTepdeiica

MocnepoBaTesnbH
ble UHTepdelichbl

USB-mogembl

FXS/FXO nopthl

ESR-Series. CnpaBoyHnK komaHz CLI

OGo3HaueHne

O603HaveHne nocsefoBaTenibHOro nHTepdeiica BkIOUYaeT B ce6s ero TMn 1 naeHTUgnKaTop.
NaeHTndmnkatop E1-nHtepgeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae
- <UNIT> — Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..1],

-<SLOT> - HOMep Moayns B cocTase ycTpoiicTea Uim 0 Npu OTCYTCTBUM [ieNeHns YyCTPONCTBa Ha
mMozynu,

- <PORT> — nopsiakoBbIiii HOMep nopTa.

Mpumep 0603Ha4eHus: serial 1/0/1

O603HaveHne USB-mogema BkHOHaeT B ce65 ero Tmn 1 NopsifKoBbIi HOME:
modem <MODEM-NUM>

Mpumep 0603Ha4eHns: modem 1

O603HaueHne FXS/FXO nopToB BKNKOYAET B CEOSA €0 TUM 1 NOPAAKOBbLIA HOMEP:
interface voice-port <NUM>

Mpumep 0603HaveHus: voice-port 1

& KonunuecTBo MHTEPhEiCOB KaXA0ro TMNa 3aBUCUT OT MOAEN MapLupyTMu3aTopa.
Tekywan Bepcus MO He nogaepXMBaeT CTeKMpoBaHue ycTpocTB. Homep ycTpoiicTBa B rpynne
YCTPOWCTB unit MOXeT NPMHUMATb TOJIbKO 3HayeHue 1.
HekoTopble kKomaHabl NOAAePXMBAKOT OLHOBPEMEHHYIO paboTy C rpynnoi nHTepdeiicos. Ans
yKasaHus rpynnbl MHTEPEncoB MOXET ObITb MCNO/Ib30BAHO NEpeUYncIieHre Yepes 3ansaTyo uim
yKasaHve amnanasoHa UaeHTUUKaTopos Yepes 4edInC «-».
MpuyMepsbl ykasaHusa rpynn nHTepdericos:
interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2
interface gi1/0/1-3,gi1/0/7,te1/0/1

Tunbl 1 NOPAAOK UMEHOBaHUSA TYHHenel MaplipyTusaropa

Mpu paboTe MapLLIpyTU3aTOpa NCMO/b3YIOTCA CETEBbLIE TYHHENN PA3/IMYHOIO TuMNa 1 HasHadeHus. Cuctema
MIMEHOBaHWS NO3BO/ISIET OAHO3HAYHO aAPECOBAThL TYHHENN MO X (DYHKLUMOHANILHOMY Ha3HaueHuo. [Janee B
Tabnuue NpuBeaeH nepeyeHb TUNoB TyHHenNel.
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Ta6nuua 5 — Tunbl M NOPSAOK UMEHOBAHUS! TYHHe el MapLupyTmu3aTopa

Tvn TyHHensA

L2TP-TyHHeNb

L2TPv3-TyHHenNb

GRE-TyHHenb

GRE-cabTyHHenNb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHeNb

IPsec-TyHHenb

O603HauYeHne

O603Ha4veHune L2TP-TyHHensa coctomT n3 0603HavyeHns Trna u NopsiAKoBoro Homepa
TYHHeNs:

[2tp <L2TP_ID>

Mprmep o603HaveHus: 12tp 1

O603Ha4veHne L2TPv3-TyHHeNs cocTomT u3 0603HavYeHms Trna 1 NopsiAkoBoro Homepa
TYHHEnNs:

[2tpv3 <L2TPV3_ID>

Mpumep 0603HaueHus: 12tpv3 1

O603Ha4veHne GRE-TyHHeNa cocToMT U3 0603Ha4YeHms Trna 1 NopsiAKoBOro Homepa
TYHHEens:

gre <GRE_ID>

Mpumep o0603HaveHus: gre 1

O603Ha4yeHne GRE-cabTyHHens coctont n3 ob603HayYeHns Tuna, NopsaKoBOro HoMepa
TYHHens n ngeHtndmkatopa VLAN ans cabTyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep 0603HaveHns: gre 1.200

0O603HaveHne SoftGRE-TyHHeNsi cocTomT 13 0603Ha4YeHUs TUNa, NOPsAKOBOro HoMepa
TyHHens u, onuyuoHasnbHo, VLAN ID BupTyanbHOro nHtepceiica:

softgre <GRE_ID>[.<VLAN>]

MpumMepbl 0603HaveHust: softgre 1, softgre 1.10

0O603Ha4veHune IPv4-over-IPv4-TyHHeNs cocTouT 13 0603HavYeHns Tuna 1 nopsiAkoBoro
HOMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603HaveHuns: ipdip4 1

O603HaueHme BUPTYasIbHOO IPsec TyHHENsi cOCTOUT 13 0603HAYEHNS TUNA U
NopsiAKOBOTO HOMepa TYHHEeNs:

vti <VTL_ID>

Mpumep o603HaveHus: vii 1
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Tvn TyHHenA

Nornyeckuii TyHHeNb (TyHHENb
mexay VRF)

PPPoE-TyHHENDb

PPTP-TyHHenb

ESR-Series. CnpaBoyHnK komaHz CLI

OGo3HauYeHne

O603HavYeHne NorMyYecKoro TyHHeNss COCTOUT U3 0603HaAYEeHNS TMna 1 NOPsSAKOBOro
HOMepPa TYHHENA:

It <LT_ID>

Mpumep 0603HauEHNs: It 1

0O603Ha4eHne PPPoE-TyHHENst cocTouT 13 0603Ha4YeHns Tuna 1 nopsiLkoBoro Homepa
TYHHens:

pppoe <PPPoE_ID>

Mpumep 0603HaueHs: pppoe 1

O603Ha4yeHne PPPTP-TyHHeNs coctont n3 o603HaveHuns Tuna 1 nopsaaKkoBoro Homepa
TYHHens:

pptp <PPTP_ID>

Mpumep 0603HaveHus: pptp 1

& KonmuecTBo TyHHenel Kaxzgoro Tvina 3aBucuT oT Mogenu n MO mapLipyTusartopa.
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5 KomaHApbl Nonb30BaTeNbCKOro nHTepdeinca

« alarm

+ clear alarms

+ clear ssh host

+ configure

+ end

+ exit

* help

* history size

* logout

* monitor

+ ping

* reload system

+ show alarms brief
+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
+ ssh

+ telnet

+ terminal datadump
+ terminal resize

+ traceroute

+ uptime

+ verify

« verify filesystem

alarm

[JaHHol KoMaHZ0i ycTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuiii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET creayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpalleHnsi BEHTUIATOPA, BbipaXKeHHbI B MPOLEHTax OT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K
6onbLunM, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 60osbLUe, YeM alarm facility fan-speed low (g1 esr-100/200/1000/1200/1500/1700);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPKEHHbIN B NPOLEHTax 0T MakCUMasibHOW
ckopocTy BpauweHus (0..100), npu nepexoae yepes KOTopblii 0T 60/bLIMX 3HAYEHWI K MEHBLLM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauust aBapum). 3HaueHve 3Toro nopora
[lO/XHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans esr-100/200/1000/1200/1500/1700);

+ temperature cpu critical high — nopor TemnepaTypbl NpoLeccopa, BbipaXKeHHbIV B rpagycax no Likasne
Uenbcus (0..255), npy nepexoae Yepes KOTOPbIA OT MEHbLLMX 3HAUYEHWIA K 60/1bLUMM, TeHepUpyeTcs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nNopora A0/HKHO GbiTb CaMbIM 6OMLLLUM 13
BCEX 3HaYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;
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temperature cpu critical low — nopor Temnepartypbl NpoLEeccopa, BbIpaXeHHbI B rpagycax no wkane
Uenbcus (0..255), npy nepexoae Yepes KOTOpbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLUMM, TEHEpPUPYeTCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;
temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXXeHHbIV B rpagycax no
wkane Llenscusa (0..255), npu nepexope yepes KOTopblii OT MEHbLUNX 3HAYEHUI K 6GONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;
temperature <sensor> overheat low — nopor Temneparypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no wwkasne
Uenbcus (0..255), npy nepexoge Yepes KOTopbIi OT 6OMbLUMX 3HAYEHWIA K MEHBLLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHWe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;
temperature <sensor> supercooling high — nopor TemnepaTypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoT1BOMNONOXEHHOE 3HAUYEHME KOTOPOTO OT MEHbLUMX
3HaueHwuii K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOpPOr NpeAHasHauYeH Ansi 3aaHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HaueHmne A0MKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;
temperature <sensor> supercooling low — nopor Temneparypbl CEHCOpPa, BblpaXKeHHbIV B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOro OT 60/1bLUNX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapwus). 9ToT nopor
npegHasHayeH 418 3afaHns oTpulartesbHbIX Temneparyp, ¥ ero 3HadyeHne A0/HKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;
Mone ceHcop MOXET NPUHMMAaThL CriedyoLme 3Ha4YeHNs 415 KaK40 Mogeny MapLupytusaropa:

+ ESR-10: cpu;

« ESR-12V: cpu, switch;

« ESR-12VF/14VF: cpu, switch, sfp;

+ ESR-20/21: cpy;

+ ESR-100/200: cpu, board;

« ESR-1000/1200/1500/1700: cpu, board, switch, sfp.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX ¢ cBO60AHbIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
crnefytoume 3HaYeHus:

free low-watermark flash high — nopor konnuectsa cso6ogHol flash namsiTh, BbipaxkeHHON B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopblii OT MEeHbLUMX 3HAYEHUI K 6ONbLLNM,
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHWIA NOPOroB KosmyecTsa cBobogHoi flash namsaTty;

free low-watermark flash low — nopor konuuectsa ceo6ogHoii flash namaTn, BbipaxeHHoR B npoueHTax
oT makcumasibHoro (0..100), npu nepexoae yepes KOTopblii OT 60/bLUNX 3HAYEHWI K MEHBLLUM,
reHepupyetcs SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLle, yem alarm memory free low-watermark flash high;

free low-watermark ram high — nopor konnyectsa cBo6ogHoin RAM namsiTu, BbIpaXXEHHOI B NPOLEHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopbIii OT MEeHbLUMX 3HAYEHUI K 6ONbLLNM,
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60MbLUMM M3 BCEX 3HAYEHUI A NOPOroB Kosmyectsa cBobogHoi RAM namaTty;

free low-watermark ram low — nopor konmyecTBa cBo60aHOl RAM namsiTh, BbipaXXeHHO B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWIT KONTMYecTBa K
MeHbLUUM, reHepupyeTcst SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora AosmkHO
6bITb MEHbLUE, Yem alarm memory free low-watermark ram high;

reserve critical flash high — nopor konnuectsa cBo6ogHoii flash namaTn, BbipaxeHHO B npoueHTax oT
makcumasnbHoro (0..100), npu nepexofe Yepes KOTopblii OT MEHbLUNX 3HAYEHWUI K GOMbLLMM,
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO 6bITb MeHbLLe, YyeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;
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+ reserve critical flash low — nopor konuuectBa cBo6oaHoi flash namaTi, BbipaXeHHo B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoae yepes KoTopblii 0T 60/bLUMX 3HAYEHWI KOIMYECTBA K MEHbLLNM,
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHue 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyectsa cBo6ogHon RAM namsTi, BbipaXKEHHOW B NMpoLeHTax oT
makcumasnbHoro (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K GOMbLLNM,
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3Toro
nopora Ao/HKHO ObITb MeHbLUE, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyecTtsa cBo60ogHOV RAM namsTu, BbIpaXXeHHOM B NpoLeHTax ot
makcumasnbHoro (0..100), npu nepexoae yepes KoTopblii 0T 60/bLUMX 3HAYEHUI KOIMYECTBA K MEHbLLNM,
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHue 3Toro nopora Ao/mKHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMpruHumMaet cnegyowime
3HaYeHUs:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT makcumMasbHoii (0..100),
npu nepexoe Yepes KOTopbIli OT 60/bLUMX 3HAYEHWI K MeHbLIMM, reHepupyeTcs SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbiTb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BbipaXKeHHO B NpoLeHTax oT makcumasbHoii (0..100),
npu nepexoge Yepes KOTopbIi OT MEHbLUMX 3HAYEHW K 601bwnM, reHepupyetcs SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLLEeCTB/IAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive - yoansTca 3anncuy ToIbKO O apXMBHbIX aBapusix;

all - YANAKTCA 3anCh O apXUBHbIX N aKTUBHbIX aBapusax.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[JaHHO KOMaHoVi ocylLecTBNsSieTCs C6poc coxpaHeHHoro SSH-kntoua yaaneHHoro xocTa.

CuHTakcuc
clear ssh host { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<ADDR> - IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxaaa 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétcs B Buge X:X:X:X::X, rge kaxnas 4actb NpUHUMaET 3Ha4eHns B
LecTHaguartepuyHom cpopmare [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

configure

[JlaHHas KOMaHAan03BOMSIET NEPENTU B PEXUM [N106a/IbHOrO KOHPUTYPUPOBaHWSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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ROOT

Mpumep:

esr# configure
esr(config)#

ESR-Series. CnpaBoyHnK komaHz CLI

KomaHga do no3BonsieT BbINO/HATL KOMaH/bl KopHeBoro pexumMa (ROOT) 13 n60oro Apyroro pexmma

KOMaHZHOro uHTepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<command> — KoMaHa KOPHEeBOro pexvma.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum

Bce pexumsbl, KpoMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHga cnyxuT ansi Bo3Bparta B KOPHEBOW KOMaHaHbI pexxum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumebl, Kpome KOPHeBOro.

exit
[aHHaa KomaHaa CnyXuT A5 Bo3BpaTa Ha YPOBEHb BbilE B MEPAPXMUECKON CUCTEME KOMAHAHbIX PEXNMOB.

Mpu BbINONIHEHUM AaHHOI KoMaHAbl B pexumMe ROOT, 3aBepluaeTcs ceaHc paboTbl NoMb30oBaTens ¢
NHTepdelicom KomaHaHoi cTpoku CLI maplupyTusaTopa.

CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum

Bce pexumsl.

help

[aHHoi KomaHaol BbIBOAUTCA MHOpMaLUs 0 paboTe ¢ KOMaHAHOW CTPOKOW.

CuHTaKkcuc
help

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum

Bce pexumsl.
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history size

[JaHHOW KOMaH0W MOXHO M3MEHWUTL MaKCMMaslbHOE YI1C/I0 NOCNeAHUX BBEAEHHbIX KOMaHA, Nonb3oBaTens,
KOTOpPbIE COXPAaHSITCA B MCTOPUM KOMaHA, TEKYLLEn ceccun.icnonib3oBaHme oTpulateibHo hopMbl KOMaHAbI
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> — uncno nocnefHNxX BBeAEHHbIX KOMaH, NpuHUMaeT 3HadeHuns [10..1000].

3Ha4yeHue no ymonyaHuio
50

HeobOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# history size 20

logout

[aHHoi KomaHA0l 3aBepLUaeTCsi ceaHC paboThbl MNOMb30BaTeNS C MHTEPdENCOM KoMaHAHoM cTpoku CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
CHANGE-EXPIRED-PASSWORD
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Mpumep:

esr# logout

monitor

[ aHHO KOMaH/10¥i BK/TOYAETCS MOHUTOPUHT Tpadivika Ha CETEBOM MHTEpAIeiice B pexume peasnibHoro
BPEMEHV MONakKeTHO.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeic nnu rpynna nHTepdIeincos, 3agaétca B Buae, ONUcaHHoOM B pasgene Turbsl 1 nopsgok
MMEeHOBaHWs UHTephencoB MapLLpyTnu3aTopa;

<TUN> - umsi TyHHens, 3aaéTcs B BUe, ONMCaHHOM B pa3gesnie Turbl 1 Nopsifiok MMeHoBaHUs TYHHeen
MapLLpyTM3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpasa yacTb NpMHMMaeT
3HayeHus [0..255];

<DST-ADDR> - IP-agpec nonyyarens, 3agaétcsa B suge AAA.BBB.CCC.DDD, rage kaxgasa yacTb npuHMMaet
3HayeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpaBuTens, 3agaértca B Buge X:X:X:X::X, rae kaxgas 4actb NpUHUMaeT
3HauyeHus B WecTHaguaTepuyHom cpopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonydarens, 3agaétcsa B suge X:X:X:X::X, rae kaxnasa yactb npuHMmaet
3HauyeHus B WecTHaguaTepuyHom cpopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaércsa s suge AAA.BBB.CCC.DDD, rge kaxaas yacTb
npUHUMaEeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpaButens nnu noaydarens, 3agaérca B suge X:X:X:X::X, rge kaxnasa yactb
NPVHMMAaET 3HaYeHNs B LWecTHaauatepuyHom cpopmarte [0..FFFF];

<SRC-MAC> — mac-agpec otnpasutens ethernet-kagpa, 3agaerca B suge HH:HH:HH:HH:HH:HH, rae kaxaas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuyHom dpopmare [0..FF];

<DST-MAC> — mac-agpec nony4yatens ethernet-kagpa, 3agaetcsa 8 suge HH:HH:HH:HH:HH:HH, roe kaxpas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuyHom dpopmare [0..FF];

<SRC-MAC> — mac-agpec otnpaButensa unn nonyyarens ethernet-kagpa, 3agaercs B Buae
HH:HH:HH:HH:HH:HH, roe kaxaas HH-uacTb npMHMMaeT 3HaYeHns B lecTHaauaTepruuHoM chopmare [0..FF];

<TYPE> — Tvn npoToKO/a, NpyHMMaeT 3HadeHus: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpaBuTessi, NpPUHUMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopta nosyyatesns, npuHuMaet 3HadeHust [1..65535];
<PORT> - Homep TCP/UDP-nopTa oTnpaBuTesist Un nonyyaress, npuHMmaeT 3HadeHus [1..65535];

<VALUE> - konn4yecTBO nakeToB, NOC/e Noy4YeHns KOTOPbIX aHa/IM3 6y[eT OCTaHOB/IEH, yKa3blBaeTCs B
ananasoHe [1..4294967295];
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detailed — nHchopmauysa BblgaeTca B AeTan3poBaHHOM oopMare.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64

ping
[aHHaa komaHa Ucnosb3yeTcs 419 NPOBEPKM AOCTYMHOCTM YKa3aHHOIO CETEBOro YCTPOMCTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | ip { <vDDR> | <HOSTNAME> } | 1ipv6 { <IPV6-ADDR> |
<HOSTNAME> } } [ ttl <TTL> ] [ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout
<TIMEOUT> ] [interval <INTERVAL>] [ source { ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } |
interface <IF> | tunnel <TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed]
[ strategy <STRATEGY> ] [ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3afaéTcs B Biae XX:X:X::X, e Kaxaas 4acTb NPUHAMAET 3HaUeHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;
<TTL> — Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep nakeTa B 6aitTax, NpuHMMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiT, uTo
CcOoOTBeTCTBYET 64 Galitam nocne gobasneHus 3aronoska ICMP;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAnSET Ha TaliMayT, eC/v OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuio 1
CeKyH/a,;

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HMYEHNE
[200..60000], no ymonuaHuio 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboli IP-agpec
mMapLipyTu3aTtopa, 3agaétcsa B Buage AAA.BBB.CCC.DDD, rae kaxgas 4acTb npuHuMaeT 3HadeHust [0..255];
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<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUSE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3ATOPa;

<TUN> - ymsi TyHHEns1 MapLupyTM3aTopa, Yepes KoTopblii BydyT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pasgene Turbl 1 NopsioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM GYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NaKeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHON CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPaXKAKTCS 10 OKOHUYAHMS BbINOTHEHWS KOMaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT paspeLleHo OTNPaBsaTb NaKeTbl HA LUIMPOKOBELLATE bHbI
afipec;

detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopmauys o icmp-oTBeTax 1 oblias
cTaTucTUKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus chparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CEeAYOWMX 3HAYEHNIA:

+ allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

« discovery-pmtu — BbINoNHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/M pa3mep
nakeTta CMLWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKasIbHYHO.

<INFO> - Tonbko ansa IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS nmeH(n) y3na;

* ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbix IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecosB y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

* ipv4-all - 3anpoc IP-agpecoB cO BCex CeTEBbIX MHTEPIENCOB y3na.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload system

[aHHOI KOMaH/10¥i OCyLLIECTBSIETCS Nepe3arpy3ka ycTpoicTaa.

CuHTakcuc

reload system

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[ aHHO KOMaH10Vi BLIBOAMTCS KpaTKasi ICTOPUSi aBapuii Ha MapLupyTu3aTope (aKTUBHbIX U 3aBEPLLEHHbIX).

CuHTakcuc

show alarms brief
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 03/31/00 17:27:38 03/31/00 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOV KOMaH/10¥i BLIBOAMTCS KpaTkasi MH(OPMAaLIMS O TeKyLLMX (aKTVBHbIX) aBapusix Ha MapLUpyTHU3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed
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show alarm settings

[JaHHol KomaH0M BbIBOAUTCA NHGDOPMALMA O HACTPOMKax Noporos cpabarbiBaHWsA aBapuii.

CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporv aBapwii, cBsizdaHHbIX C OKpyxxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa u
[laTYMKOB);

* memory — Noporun aBapuii, CBA3aHHbIX ¢ cBo6oAHbIM NnpocTpaHcTBoM NAND 1 RAM,;

* process — Noporu aBapuii, CBA3aHHbIX C 3arpy3Koli npoLeccopa;

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
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show history

[aHHol KomaHo Ha Aucnneii BbIBOAMTCA MHpopMaLUms 0 KOMaH4ax, KoTopble UCMNO/b30Ba/IUCh B TEKYLLEN
CeCcCuM U 0 KOSIMYECTBE COXPaHSAEMbIX KOMaHS,

CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakcMmasibHOE YMC/I0 NOCNEAHNX BBEAEHHbIX KOMaH/, No/b30BaTe s, KOTOpPble COXPAHATCS B UCTOPUN
KOMaH[, TEKYLLE ceccuu.

<NUM> — KonnyecTBO nocriegHnX BBeAEeHHbIX KOMaH/, No/sb30BaTens, KoTopble H606X0,CI,VIMO OTO6pa3VITb
[0..100]

3Ha4yeHune no ymonyaHuio

0. CoOoTBETCTBYET BbIBOAY BCEIl CTOPUMN BBEAEHHBIX KOMaH/,

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wN R

show system reload

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O MPUYMHE NocneaHel nepesarpyski.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show system reload
Last reload reason: CLI: System reboot initiated by user admin from ssh 100.110.1.66 at 20.09.
2023 18:22:47

ssh

[JlaHHas komMaHAa 1cnonb3yeTcs A1 NOAKIHYEHNS K yaaIeHHOMY Y371y No NpoTokosy SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs ctpokoi Ao 31 cumsona.
<USERNAME> - nwvs nonb3osatens, 3agaétcs cTpokoin Ao 31 cumsona.

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HaueHus [0..255].

<IPV6-ADDR> - IPv6-agpec ycTpoiicTBa, 3aaé1ca B Buge X:X:X:X::X, rae kaxaasa yacTb NpMHUMAET 3HaYeHus
B LWecTHaguaTepunyHom dpopmarte [0..FFFF].

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4a€Tcsi CTPOKOWN A0 255 CMMBO/OB.

<PORT> - Homep TCP-nopTa, npocnylumBaemoro SSH-cepeepom, nprHuMaeT 3HaueHus [1..65535]. Mo
YMOJTYaHWNIO YCTAHOBNEHO 22.

<VERSION> - Bepcusi SSH-npoTokona, NpuHnMaeT 3HaueHus [1..2]. Mo ymonyaHuto ncnonb3yetcs Bepcust 1.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255].

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaauartepuyHom cpopmare [0..FFFF].

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHuMaeT 3HauveHme [0..63], 3HaueHune no
ymonuaHuio 0.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JaHHasi KoMmaHga UCMob3yeTcs A1 NOAKMNOYEHNS K YAANEHHOMY Y371y o npoTokosy Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa yacTtb NPUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec ycTpoincTsa, 3agaétca B suge X:X:X:X::X, rae kaxgasa 4acTb NMPUHUMAET 3HaYeHNs
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 255 CMMBONOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepeepom, NpuHMMaeT 3HauyeHus [1..65535], no
yMo/14aHuo 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B KauecTBe AAaHHOro apeca MOXET UCMOo/b3oBaTbCs nobol IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KayecTBe AaHHOro ajgpeca MOXeT UCNoNb30BaTbCA 0601
IPv6-agpec mapwpytmnsaropa, 3agaérca B suge X:X:X:X::X, rae kaxgas yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuyHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npuHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosndaHmio 0.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character is '*]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KomaHga NCNosb3yeTcAa A1 BbIKNKYEHNA NOCTPAHNYHOIO pexnma BbiBO4a TPaCcCUPOBOK AS14 TeKyLLI,eI7I
ceccun.

Vicnonb3oBaHue OTpMLlaTeﬂbHOVI KOMaHAbl BK/TlOYaeT ﬂOCTpaHMl—IHbIVI pexXxnm BbiBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# terminal datadump

terminal resize

KomaHza ncrnonb3yercsi 4718 MacluTabrpoBaHvsi pasmepa TepMUHana nog pasMep okHa npy UCNosib30BaHUm
KOHCOJ/IbHOTO MOAK/THOYEHUSI.

CuHTakcuc

terminal resize
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MapameTpbl

KomaHga He cofepxXuT napamMmeTpoB

Heob6xoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[JaHHasi KomaHa UCnonb3yeTcs A1 TPACCMPOBKM MaplLUpyTa [0 yKa3aHHOro CETEBOO YCTPOIACTBA.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | ip { <ADDR> | <HOSTNAME> } | ipv6 { <IPV6-ADDR> |
<HOSTNAME> } } [ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ]

[ source { ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | 1dinterface <IF> | tunnel <TUN> } ] [ dscp
<DSCP> ] [ protocol { dicmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> |
<GW-IPV6-ADDR> } ]

MapameTpbl
<VRF> - umsa aksemnnspa VRF, 3agaétcs ctpokoit o 31 cumsona;

<ADDR> - IP-agpec ycTpoiicTtsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgas 4acTb NnpuHUMaeT
3HayeHus [0..255];

<IPV6-ADDR> — |Pv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPMHUMAET 3HaYeHns
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETCs CTPOKOW A0 255 CUMBO/IOB;

<FIRST-TTL> — Bpems xun3Hu IP-nakeTa, 3Ha4YeHMe ¢ KOTOPOro Ha4YMHaEeTCA TpacCUpoBKa MapLUpyTa,
NPUHUMAET 3HaueHme [1..255], no ymonuaxuio 1;

<MAX-TTL> — BpeMs Xun3Hu |IP-nakeTa, 3Ha4eHne Ha KOTOPOM 3aKaH4MBaEeTCHA TpacCcMpoBKa MapLupyTa,
NpUHUMaET 3HaueHme [1..255], no ymonuanutio 30;

<TIMEOUT> — Bpems OxungaHusa 0TBeTa, B cekyHaax. Onuns BNNSET Ha TaiMayT, eC/in OTCYTCTBYIOT Kakue-
NMBO OTBETHI, B MPOTUBHOM C/lyyae yTunuta XaeT asa RTTs. MNpuHuMaeT 3HadeHue [1..60], no ymonyaHuio 5
CeKyHz,

<SRC-ADDR> - IP-agpec oTnpasuTens, B kKa4ecTBe AaHHOro agpeca MOXeT ucnosnb3oBaTtbes nwboi IP-agpec
mMapLupyTusartopa, 3agaétcsa B suae AAA.BBB.CCC.DDD, rge kaxaasi yacTb NpMHUMAaET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe faHHOro agpeca MOXET MCMob30BaTbCcs 1060
IPv6-agpec mapLupytmnsaropa, 3agaétcsa B suge X X:X:X::X, rge kaxaas yactb NpyHAUMaET 3HaYeHns B
LecTHaauaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLIpyTU3aTOPa, Yepes KOTopbIi ByayT OTNpaB/eHbl NakeTbl, 3a4aéTca B BUAE,
onucaHHOM B pasgene Turbl 11 Nopsaaok MMeHOBaHNA MHTepeiicoB MapLupyTM3aTopa;
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<TUN> - ymsi TyHHENs MapLUpyTM3aTopa, Yepes KoTopblii ByayT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgene Turbl 1 NopsioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> — Homep TCP/UDP-nopTa, NpuHMMaeT 3HadyeHue [1..65535], 3HaueHne no ymonyanuto 53 ans UDP 1 80
oana TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgas 4acTb NpUHUMAET 3Ha4YEeHMUs
[0..255]. Mpwu ykaszaHuM AaHHOTO NapaMeTpa B ucxoasimii nakeT go6aensetcs IP source routing onuus,
KOTopas coobLiaeT MapLipyTM3aTopy, Yepes Kakoi L/I03 AO/MHKEH MapLUpyTM3NpoBaTbCa NakeT B ceTu. Ha
60/1bLLUMHCTBO MapLUPYTM3aTOPOB OTK/Il0YEHA MapLUpyTM3auns No 4aHHO! ONuMn N3 coobpaxeHnii
©e30MacHoOCTW;

<GWIPV6-ADDR> — IPv6-agpec Wwno3a, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4actb NPUHUMAET 3HAYEHUA B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykasaHuy gaHHOTo napamMeTpa B UCXOASLLMIA NakeT
fob6asnsetcs IP source routing onums, KoTopas coobLLaeT MapLUPYTU3aTOPY, Yepes Kakow L3 AO/HKEH
MapLLPYyTM3MPOBaTbLCA NakeT B CETU. Ha 60/1bLUMHCTBO MapLLpPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3aumns rno
[aHHOI onummn 13 coobpaxeHnin 6e30nacHOCTU.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[aHHOI KOMaHA0M OCYLEeCTBAETCS NPOCMOTP NPOAO/HKUTENBHOCTM BPEMEHN paboThbl YCTPOKCTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# uptime
System uptime: 26 minutes and 35 seconds

verify

ESR-Series. CnpaBoyHnK komaHz CLI

[ aHHO KOMaH/10¥i BbINOMHSAETCS pacyeT Xall-CyMMbI 151 OTAe/bHOro goaina ¢ MCNonb30BaHNEM YKa3aHHOIo

asirfopuTMa XalmpoBaHUA.

CuHTakcuc
verify <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroputm xeLuMpoBaHus, NpuH1MaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> - nyTb 1 nms chaiina gns npoBepku, MOXET NPUHUMATL Criegytowmne 3HaueHus:

* usb://usb_name:/PATH
+ mmc://mmc_name:/PATH (kpome esr-10)
+ system:candidate-config
+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

+ flash:critlog/FILE

+ flash:syslog/FILE

+ flash:data/FILE

+ tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

verify filesystem

[ aHHO KOMaH/10Vi 3amycKaeTcs NPoLEecc pacyeTa Xal-CyMM AJ1s1 BCEX CUCTEMHbIX (Daii/ioB MapLupyTusatopa
1 CPABHEHWSI C 3TA/TOHHLIMM 3HAYEHVSIMU. B pe3ynbTaTte BbIBOAMTCS MHpOpMaLUS O COOTBETCTBUY

pacCHNTaHHbIX X3W-CyMM 3TaJ/TOHHbIM.
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CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntou oTBevatoLMii 3a NOAPOGHLIV BbIBOA, MHCDOPMAaLMK O NPOBEPKE KaxKaoro daina.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.
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6 YnpasneHue nporpamMmMHbIM 0b6ecrneyeHnemM 1 KoHurypaumei

+ archive

*+ auto

+ boot system

+ by-commit

+ commit

+ confirm

* copy

+ count-backup

* delete

« dir

* merge

* path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config

+ show storage-devices
+ show version

+ time-period

* type

archive

[JaHHO KOMaH/0Vi OCYLLECTBSIETCS NEPEXOA, B PEXNM HACTPOKM NapamMeTpoB pe3epBUpPOBaHIs

KOHdoUrypaumm.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHUIO A/1s

napamMeTpoB pPe3epBUPOBaHNS KOHGIMIypaLyu.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# archive
esr(config-archive)#

auto

[aHHO KoMaHAO0l BK/HOYAETCS pPeXnUM co3fgaHms dpaina pesepBHO KoHdMrypaumm Ha yaaneHHom cepsep u/
UM NOKasIbHO Yepes ykasaHHbIi NpoMexyTok BpeMeHu (pasgen time-period).

icnonb3oBaHue oTpuLaTeNIbHO (DOPMbl KOMaH bl (N0) BbIK/TOUYAET PEXMM OTNPAaBKN Yepes yKasaHHbIl
MPOMEXYTOK BPEMEHM.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

boot system

[aHHas KoMmaHga CnyXuT Ans BbIbopa akTMBHOrO 06pasa NporpaMMHOro 06ecneyeHus], 3arpy>XeHHoro Ha
YCTPOICTBO.

CuHTakcuc
boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaHu1e obpa3a NnporpammMHOro obecneyeHunsi, KOTopbIii OyaAeT 3arpyXXarbCsl Ha YCTPOWCTBO:

+ image-1 — cneaywowas 3arpyska ycTporictsa 6yaeT BbinosiHEHA U3 nepBoro obpasa Mo;
+ image-2 — cneaywouas 3arpyska ycTporictsa 6yaeT BbiNo/IHEHA U3 BTOporo obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[laHHOI KOMaHAOV BKIKOUYAETCA PeXxunM OTNpaBku dalinia KoHUrypaumm Ha cepBep pes3epBuUpoBaHns nocne
yla4HOro NPUMEHEHNs KOHJUrypaumn.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) BbIK/THOYAET PEXMM OTMPABKM NOC/E YAAYHOIO
NPYMEHEHNs1 KOHUrypaLmm.

CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[JlaHHas komMaHza No3BOJISIET NPUMEHUTDL (CAenaTb AelcTBYOLWMMN) n3MeHeHus kKoHdurypauum. RUNNING-
KOHurypaums 3amewgaetca koHdurypaumein CANDIDATE. [ins Toro 4tobbl NPUMEHEHHbIE U3MEHEHUS CTan
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAoM «confirm» B TeueHne
BPEMEHWU, He NpeBbILLatoLLLEro BpeMs AeiicTBMA Taiimepa noateepxaeHus (no ymonyanmio 600 cekyHp,
N3MeHsieTcs Npy NOMOLLM KoMaHAbl system config-confirm timeout).

CuHTakcuc

commit

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

N3MeHeHWs1 KoHdUrypauum nprMeHeHb!.

confirm

KomaHga npegHa3sHadyeHa 415 NOATBEPXAEHNUS NPUMEHEHNs KOHurypaumun. Ecniv B TedeHne 3aaHHOro
BpeMeHM (Mo ymonuaHuio 600 cekyHA, M3MEHSIETCA Npy NOMOLLM KomaHAbl system config-confirm timeout)
nocse NpMMeHeHUs KoHurypaumm KoMmaHaon «commit» He 6b1710 BBe,EeHO NOATBEPXAEHWE, Tpon3onaeT
aBTOMaTn4ecKknii oTkaT Ha AelCTBYIOLLYI0 paHee KoHurypaumo. ABTomatmyeckas crcteMa oTKkaTtos
npegoTepallaeT cutyalmmn notepu CBA3N C yCTPONCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# confirm

MoaTBEpPXAEHNE N3MEHEHWI B KOHCOMIypaLmu.

copy
[laHHasa KomMaHAa CyXuT 418 KONMPOBaHUS haitioB MeXAy pPasMyHbIMM UCTOYHUKAMK 1 NOyYaTensimu.
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CuHTakcuc

ESR-Series. CnpaBoyHnK komaHz CLI

copy <SOURCE> <DESTINATION>

MapameTpbl

<SOURCE> — ncto4uHuk, 3a0aétcq B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec daiina Ha TFTP-cepsepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopT, koTopbIi cnywaeT TFTP-cepsep, otaensiercsa ot IP-agpeca CUMBONOM «#» NN «.»;
<path> — nyTb k dpariny Ha TFTP-cepBepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepBepa;

<interface> — ncxogswmii ceteBoi nHtepdelic ans link-local aapecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepeep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aKM0UEH B KBAPATHbIE CKOOKH «[]»);

<path> — nyTb k dpariny Ha TFTP-cepBepe.

« ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA MO/Ib30BaTe s MO YMOYAHMI0 MOXHO KOMaHzoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOIYAHMI0 MOXHO KOMaHzoi ip ftp client password,
onucaHHoi B ip ftp client password);

<port> — nopT, KoTopbIi cnywaeT TFTP-cepeep, oTaensiercsa ot IP-agpeca CUMBONOM «#» NN «.»;
<path> — nyTb Kk cpaiiny Ha FTP-cepBepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogswmii ceteBoi nHtepdelic ans link-local aagpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA MO/Ib30BaTe s MO YMOUYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — naposib (HaCTPOUTbL Naposib MO YMOYAHMI0 MOXHO KOMaHzoi ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepeep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aKM0UEH B KBAPATHbIE CKOOKH «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatensi (HaCTPOUTb UMSA MO/Ib30BaTe s MO YMOYAHMI0 MOXHO KOMaHzoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMI0 MOXHO KOMaHzoi ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, koTopbIi cnywaeT TFTP-cepsep, oTaensietcsa ot IP-agpeca CUMBONOM «#» NN «.»;
<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogswmii ceteBoi nHtepdelic ans link-local aapecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA MO/Ib30BaTe s MO YMOYAHMI0 MOXHO KOMaHzoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOYAHMI0 MOXHO KOMaHzoi ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKH «[]»);

<path> — nyTb K dpaiiny Ha FTP-cepBepe.

« scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

74



ESR-Series. CnpaBoyHnK komaHz CLI

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsAwwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BaTEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopoMm 3anyuweH HTTP-cepBep, otaendetca ot IP-agpeca CMMBOMIOM «#» UN
«»,;

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYHOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms dhaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopTt, Ha koTopom 3anyuweH HTTPS-cepBep, otaensetcs oT IP-agpeca cMMBOMIOM «#» UK
«»,;

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaitna ceptucdmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms chaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ipv6> — IPv6-agpec HTTPS-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb Kk dpariny Ha TFTP-cepsepe.

« usb://usb_name:/PATH

Ull

usb_name — nms HaszHauyeHHoe USB-HocuTento. Bo3mMoxHO NocMoTpeTb KomaHAol "show storage-
devices" (cm. pasgen show storage-devices);

<path> — nyTb Kk cpaiiny Ha USB-HocuTene.
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+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — UM HazHadyeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETb KOMaHAom "show
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K chaintny Ha MMC-HocuTene.

+ system:factory-config — 3aBogckas koHUrypaums;

+ system:default-config — kKoHdMrypaumsa no ymonuaxuto (nycras);

+ system:running-config — Tekywiasi KOHMrypauus;

+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
«commity;

+ system:firmware — nporpammMHoe o6ecneyeHne ycTpoincTea. KonvpoBaHne nponM3BoguTcs ¢
HeakTMBHOro obpasa NporpaMmMHOro o6ecneyeHnss yCTpomncTea,

+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiicta (SBI, bl1, x-loader).

+ system:boot-2 — BTOpWYHbIi 3arpysumnk yctpolicTea (u-boot, boot).

+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTBa;

+ flash:syslog/FILE — nanka gna coxpaHeHus NoroB TeKyLL e ceccun, CoXpaHsaeTcs nocne nepesarpysku;

+ tmpsys:syslog/FILE — nanka gns coxpaHeHus /10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;

+ flash:backup/FILE — nanka g9 coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLuin
MapLLpyTM3aTopa;

+ flash:data/FILE — nanka gns ckaumBaHus oaiifioB ¢ MapLupyTm3aropa.

<DESTINATION> — HasHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K paitny Ha TFTP-cepBepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOUEH B KBAAPaTHbIE CKOOKM «[]»);
+ <path> - nyTb Kk paitny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYAHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KoTopbIin cnywaeT TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOYAHMI0 MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
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+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
« <path> - nyTb K haiiny Ha cepsepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPoOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
« <path> - nyTb K haiiny Ha cepsepe.
+ usb://usb_name:/PATH
+ usb_name - nmsa HazHauyeHHoe USB-Hocutento. Bo3aMoXHO NoCcMOTpeTb KoMaHAoi "show storage-
devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K haiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — UM HazHavyeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPEeTb KOMaHAom "show
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Noc/e BbINO/IHEHWUA KOMaHAbI
«commit»;
+ system:licence — nNuUEH3NS YCTPOWCTBa,;
+ system:boot-licence — nuueH3ns ycTpoicTBa NPUMEHSAIOLLMECS NPK 3anyCKe BTOPUYHOIO 3arpy3umka;
+ system:firmware — nporpammMHoe o6ecneyeHne ycTpoincTea. KonvpoBaHune Bcerga nponcxoanT B
HeakTVBHbIN 06pa3 nporpaMMHOro obecneyeHns yCTponcTea;
+ system:boot2 — BTOpuyYHbIN 3arpy3umnk yctpoiictsa (u-boot, x-loader);
+ system:certificate/ca/ — nanka gnsa xpaHeHus cepTudmkara yaoCTOBEPSIOLLErO LIeHTPa;
+ system:certificate/dh/ — nanka gna xpaHenus knoya Audcpun-Xennmana;
+ system:certificate/server_key/ — nanka ans xpaHeHus npusartHoro kntoda OPENVPN-cepsepa;
+ system:certificate/server_crt/ — nanka gna xpaHeHus npmeaTtHoro kitoda OPENVPN-cepBepa;
+ certificate:client-key/FILE — nanka ans xpaHeHus npusatHoro kntoda OPENVPN-knuneHTa;
« certificate:client-crt/FILE — nanka gnsa xpaHeHus ceptudpmkata OPENVPN-knveHTa;
+ system:certificate/ta/ — nanka gnsa xpaHenmua HMAC-kntoua;
+ system:certificate/crl/ — nanka gna xpaHeHus cnncka 0To3BaHHbIX CEPTUMKATOB;
+ flash:data/FILE — nanka gns ckaumBaHus oaiisioB ¢ mapLupyTm3aropa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT
Mpumep 1

esr# copy tftp://10.100.100.1/esr.cfg system:candidate-config
Mpumep 2

esr# copy tftp://10.100.100.1/crl.pem system:certificate/crl/crl.pem

count-backup

[aHHol KomaH0I ycTaHaB/IMBaETCA MakCMMasibHOE KO/IMYECTBO JI0Ka/IbHO COXPaHAEeMbIX pe3epBHbIX KON
KOHpurypauuii.

Mpwn ncnonb3oBaHUM OTPULATENBHO (DOPMbI KOMaHAbl (NO) ycTaHaBNMBAETCS 3HAUYEHME MO YMO/TYAHMIO.

CuHTtakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — MakcuMasibHOe KO/IMUYECTBO /I0Ka/IbHO COXPaHSAEMbIX Pe3ePBHbIX KONU KoHUrypaumii. MpuHumaeT
3HaueHus B AvanasoHe [1..100].

3Ha4yeHune no ymonyaHuio
1

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20

delete

[aHHas KomaHga CNyXuT ANs yaaneHus NMLEH3NiA, cepTUdKaTOoB, K/Yeil.
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CuHTakcuc

delete { <FILE> | licence | boot-licence}

MapameTpbl

<FILE> - Tvin paiina, MOXeT NpuMHMMaTh cregytolime 3HadeHus (Npy yaasieHme us nanku HeobxoamMmo ykasatb
HasBaHue haiina):

flash:backup/FILE — nanka gns coxpaHeHus pe3epBHbIX KONUIA TEKYLLMX KOHUrypauuii
MapLupyTM3aTopa,;

flash:critlog/FILE — nanka ans coxpaHeHnsi COo6LLEeHNIA aapa 3a BCe BpeMsi paboTbl YCTPOICTBA;
flash:data/FILE — nanka gns ckaumBaHust chaiisioB C MapLIpyTM3arTopa;

flash:syslog/FILE — nanka gn1s coxpaHeHus NoroB TEKyLLEn CeCCUm, COXpaHSeTCa Nocne nepesarpysku;
tmpsys:syslog/FILE — nanka ansi coxpaHeHusi I0roB TEKYLLEel Ceccum, He CoOXpaHaeTca nocnie
nepesarpysku;

system:certificate/ca/ — nanka ans xpaHeHus cepTugnkaTa y40CTOBEPSAIOLLENO LEHTPA;
system:certificate/dh/ — nanka gnsa xpaHeHus knova Audpdun-Xennmaxa,;
system:certificate/server_key/ — nanka gns xpaHeHusi npueaTtHoro kito4a IPsec/OpenVPN cepBepa;
system:certificate/server_crt/ — nanka gnsa xpaHeHus nybnuyHoro ceptudmkara IPsec/OpenVPN
cepsepa;

certificate:client-key/FILE — nanka gnsa xpaHeHnusi npmeaTtHoro kitouya OPENVPN-knneHTa;
certificate:client-crt/FILE — nanka gnsa xpaHexus ceptucmkara OPENVPN-kineHTa;
system:certificate/ta/ — nanka ans xpaHeHuns HMAC kntoua;

system:certificate/crl/ — nanka gnsa xpaHeHusa cnMcka 0TO3BaHHbIX CEPTUCMKATOB.

licence — nuueH3na ana akTnBauumn yHKUMOHaa TPeBYHOLLETO NNLEH3NIO.

boot-licence — nuueH3ns ycTpolicTBa NPYMEHSIIOLLMECS NPU 3amnyCcke BTOPUYHOTO 3arpysymka.

Heo6xoaumblii ypoBeHb NpuBUIernii

15

KomaHaHbIi pexum

ROOT

Mpumep:

esr# delete system:certificate/dh/dh.key

dir

[JlaHHas komMaHza No3BOJISIET 0TO6PA3NTb COAEPKMMOE BHELLUHUX HocuTenein nHgpopmauum (USB/MMC kapT
namsaTm).

CuHTakcuc

dir { usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE
| flash:data/FILE }
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MapameTpbl

<USB-device-name> — Ha3HauyeHHOe cuctemoli nms USB-HocuTens. OTobpaxaeTcs B BbiBoAe kKoMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — Ha3HauyeHHoe cuctemoin nma MMC-HocuTens. OTobpaxaeTcs B BbIBOAE KOMaHAbI
show storage-devices mmc, pasgen show storage-devices.

« flash:backup/FILE — chaiin gnsi coxpaHeHns pe3epBHbIX KOMWI TEKYLLUX KOHGIUrypaLmia
MapLUpyTh3aTopa;
« flash:data/FILE — nanka gns ckaumBaHusi haii/ioB C MapLUpyTM3aTopa;

<PATH> - nyTb go Heobxogmmoii nankun Ha USB/MMC-HocuTene.
flash:backup/FILE — chaiin gna coxpaHeHus pe3epBHbIX KONWi TEKYLLMX KOHGUIypaLumin MapLupyTmM3aTopa;

flash:data/FILE — nanka gns ckaumBaHusi haii/ioB C MapLIpyTM3aTopa;

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep 1:

esr# dir mmc://EF28-D074

Name Type Size

esrlee0-1.4.0-build21.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
Mpumep 2:

esr# dir flash:backup/

Name Type Size

config_20200630_175725_userl File 20.71 KB

config_20200630_180032_1ivan.s File 20.71 KB

config_20200630_180116_user2 File 20.71 KB
merge

[JlaHHas komMaHza CnyxuT AN 06beMHEeHNs 3arpyXeHHol koHdurypaumm ¢ candidate-config

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> — UCTOYHUK, 3a4aETcH B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
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<ip> — IP-agpec TFTP-cepBepa;
<port> — nopT, KoTopbli cnywaeT TFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpariny Ha TFTP-cepsepe.

. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:

+ <ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAAPaTHbIE CKOOKM «[]»);

<path> — nyTb K pariny Ha TFTP-cepBepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> - IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/Ib30BaTEss MO YMOTYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOMIOM «#» NN «:»,
<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsAwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOMIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpariny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;
<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;
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* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> - nyTb K haiiny Ha cepsepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
* <port> — noprt, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» Un
«»,;
+ <path> - nyTb K haitny Ha HTTP-cepBepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ucxogsawwii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> - nyTb Kk paitny Ha TFTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — nms chaitna ceptucdmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anywieH HTTPS-cepeep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> - nyTb K haitny Ha HTTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> - nms chaitna ceptucdmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHom crniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);
+ <path> - nyTb K paitny Ha TFTP-cepBepe.
+ usb://usb_name:/PATH
+ usb_name — nms HazHayeHHOe USB-HOocuTeN0. BO3MOXHO NOCMOTPETb KOMaHAoM
devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K haiiny Ha USB-HocuTene.
« mmec://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF/1700)
* mmc_name — UM HazHayeHHoe MMC-HocuTeno. BO3MOXHO NOCMOTPETL KOMaHaom "
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
+ flash:data/FILE — nanka gns ckaumBaHus goaiisioB ¢ MapLupyTm3aropa.

Ull

show storage-

show

Heo6xoauMbIii ypoBeHb NpuBUierui
15

82


usb://usb_name/PATH
mmc://mmc_name/PATH

ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[aHHOoI KomaHaoW onpeaensieTcsa NPoTOKO/, aApec cepBepa, a Takke pacrnonoxeHve v npegukc MMeHn
(haiina Ha cepsepe. NMpu BbINOSIHEHUN pe3epBMPOBaHNA K NpedinKkcy MMeHn daina gobasnserca Tekyllee
Bpems u gata B chopmare rrrrmmag_4dY4mMmcCc.

icnonb3oBaHue oTpuLaTeNibHoi (DOPMbl KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HAaUYeHMe.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> — chopmar nyTu 40 nNanku Ha yaasieHHOM cepBepe no npotokonam tftp/ftp/sftp/scp B ogHOM 13
chepytoumx hopmartos:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopTt, KkoTopbIi cnywaet TFTP-cepsep, otgensetca ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> - nyTb Kk painny Ha TFTP-cepBepe.
- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
« <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHoM cnydae IPv6-agpec Ao/mkeH 6biTb 3ak/oUeH B KBapaTHble CKOBKM «[]»);
+ <path> - nyTb Kk painny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — uMs nonb3osaresns (HaCTPOUTb MMS MO/Ib30BATESS MO YMOTYAHWI0 MOXHO KOMaHZO ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI0 MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaet TFTP-cepBep, otgensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — uMs nonb3osarens (HaCTPOUTb UMS NO/Ib30BATESS MO YMOTYAHMI0 MOXHO KOMaHZO ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHNI MOXHO KOMaHzoli ip ftp client password,
onucaHHoi B ip ftp client username);
+ <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
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<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsAwwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BaTEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BaTEs1s MO YMOTYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopbli cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn "' (B
AaHHOM crnydae IPv6-afipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JaHHasa komaHAa No3BONSET OTMEHUTHL MPUMEHEHHYIO, HO HEMOATBEPXAEHHYH KOH(UTYpaLMIo 1 BEPHYTbCS K
nocnegHern noaTeepXxaeHHoN. KomaHga NnpyMeHSeTcs Ko BCel KoHpurypaumm yctpoinctea. OTMeHa
N3MEHEHNII MOXET ObITb BbIMOIHEHA TOMbKO A0 BBOAA KOMaHAbl «confirmy. [pn BbINOMHEHUN KOMaHAbI
«restore» NPOUCXOAUT NOTEPS HEMOATBEPXKAEHHON KOH(UIypaLmn.
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CuHTakcuc

restore

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# restore

OcyLecTB/EH BO3BPAT K NOC/IeHEN NoATBEPXKAEHHON KOHJUIypaLum.

rollback

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHaa komaHa no3BoIAET OTMEHNUTb HEMPUMEHEHHbIE U3MEHEHUS KOHdurypauun. B pesynstare
BbINosiHeHnsa komaHabl 6yaet yaaneHa CANDIDATE koHurypaumsa. KomaHaa MOXeT ObITb UCNOJIb30BaHa

TOMbKO [10 BBOAA KOMaH/bl «COmMmMit».

KoMaHaa npumeHsieTcst KO BCei KoHgurypawumm ycTpolicTaa.

CuHTakcuc
rollback

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# rollback

Mpov3BegeHa OTMeHa BCEeX HEMPUMEHEHHbLIX U3MEHEHWI B KOHQUTypaLun.
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save

Komanpga cnyxut ans coxpaHeHuss CANDIDATE koHdurypaumm B NOCTOSAHHYO NamsATb YCTPOMCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:
esr# save

CoxpaHeHue TekyLlei koHurypaumm Ha Flash-namaTe ycTpolicTsa.

show bootvar

[aHHaa kKomaHga cnyxuT 418 npocmMoTpa MHopmaumm 06 obpasax nporpaMmmMHOro obecrnevyeHus,
3arpy>eHHbIX Ha yCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show bootvar
Image Version

1 1.0.7 build 119[5cd22b8]

2 1.0.7 build 119[5cd22b8]

show boot-licence

ESR-Series. CnpaBoyHnK komaHz CLI

Date Status After reboot
date 22/12/2015 time Not Active
18:00:47
date 22/12/2015 time Active *
18:00:47

[aHHas KomaHa CnyXuT 415t TPOCMoTpa MHhopMaL 06 aKTUBHO /TMLIEH3WMN YCTPOCTBA NPUMEHSIEMbIX Ha

aTane 3arpys3km BTOPpUYHOro 3arpys3dmka.

CuHTakcuc

show boot-licence

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show boot-licence
Licence information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpUMeHeHust HacTpoek (koMaHAa «commit»).

CuHTakcuc

show candidate-config [ <SECTION> ]
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MapameTpbl

<SECTION> - pa3gen koHurypaumm:

aaa — HacTpoiika napamMeTpoB ayTeHTMdMKaLMW, aBTopmnsaLmm 1N yyeTa;
access-list — KoHhurypaumsa cnnuckos focTyna;
bridges <BRIDGE-ID> — koHurypauusi ceteBbiX MOCTOB:
+ <BRIDGE-ID> — ngeHTUmKaLMOoHHbI HOMEp MOCTa, 3aJaeTcs B BUAe, ONMCaHHOM B
pasgene Tunbl 1 NOPSAAOK MMEHOBaHMA NHTEPdIECoB MapLupyTn3aTopa.
channel-group — kOHUrypaums rpynmnbl arperayumn KaHasos;
clock — koHhurypaymsa cuctemMHblx YacoB MapLupyTmsatopa u NTP-npoTokona;
dhcp — koHdurypaums DHCP-cepBepa, kiveHTa 1 Relay-areHTa;
dual-homing — koHdourypaums cepsuca Dual Homing '
extended - pacluMpeHHbIn BbIBOA KOHUrypaumy;
hostname - ceTeBoe UMs MapLLpyTU3aTOpa;
interfaces [<IF>] — KoHdbUrypauua nHTepdeincos:
+ <IF> - HaumeHoOBaHne nHTepgielica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsgok
MMEeHOBaHNS MHTepdencoB MmapLupyTM3aTopa.
ip-address — koHurypauus IP-nHTepdelicos;
ipv6 [<SUBSECTION>] — koHpurypauus IPv6:
+ address — koHurypaums IPv6-nHTepdencos;
+ dhcp [<SUBSECTION>] — koHurypaums IPvé DHCP-cepBrcOB:
+ client — koHpurypauyms IPvé DHCP-cepBepa;
+ relay — koHcpurypauyms IPv6 DHCP Relay-areHTa;
+ server — KoHurypaums IPvé DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPv6-mapLipyTusaumm:
+ bfd — koHburypauma npotokona IPv6 BFD;
+ bgp — kKoHpurypaumsa npotokona IPvé BGP;
+ ospf — kKoHdurypauwms npotokona OSPFv3;
+ prefix-lists — koHdurypayms IPv6 npedmkc-nmcTos;
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
* vrrp — KoHdurypauums IPvé VRRP-npoTokona.
dialplan — KoHUrypauus nnaHa Hymepaumu;
lldp — koHurypaumsa npotokona LLDP;
mac-address-table — koHdurypauus Tabnuusl MAC-agpecos ' ;
mdns — doyHKUnoHana mDNS;
mirroring — KOHUrypauusa sepKanmposaHms ' ;
mpls — KOHpMrypauma npoTokosoB TexHonorun MPLS;
mdns — KoHurypauus dyHkumoHana mDNS;
multiwan — KoHurypauus cepsuca pesepsupoBaHus 1 6anancuposkn WAN-uHTepdelicos;
nat [<SUBSECTION>] — koHcpurypauus cepsrca NAT:
* source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHhurypauymsa cepsuca Destination NAT;
+ alg — koHdurypauus anroputma NAT.
netflow — koHdurypauus Netflow npotokona;
object-groups [<SUBSECTION>] - koHdhurypauus npodpuneii IP/MAC-aapecos, ccbinnok URL, npodouneii
npmnox(eHvu/l ansa DPI v TCP/UDP-nopTosB:
+ address-port — koH(purypauma npodunein cesasok IP-agpecos n TCP/UDP-nopTos;
+ application — koHurypauus npodpuneri npunoxenHuii gns DPI dmunstpayuuy;
* mac — KoHurypaums npocpunein MAC -agpecos;
* network — koHdurypaums npocuneli IP-agpecos;
* service — KoHurypauus npoduneii TCP/UDP-nopTos;
+ url — koHdurypaums npocpmneii URL-ccbinok.
port-security — KoHdurypaums Port Security
qos — KoHurypaums QoS;
remote-access [<SUBSECTION>] — koHdourypaumst npocouneit L2TP over IPsec n PPTP-cepBepos;
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* 12tp — koHdmrypaums npocomneii L2TP over IPsec-cepBepos;
* pptp — KoHdurypauusa npodmnein PPTP-cepBepos;
+ openvpn — KoHdurypauusa npoduneii OpenVPN-cepBepoB;
+ remote-client — KoHdUrypauma yaaneHHoro goctyna (SSH, Telnet, etc.);
* rmon — KoHgurypaumss RMON;
. routlng [<SUBSECTION>] — KoHtburypaums mapLupyTusauui:
+ bfd - koHpurypauymsa npotokona BFD;
* bgp — koHurypaums npotokona BGP;
* isis — koHGurypaums npotokona IS-IS;
+ key-chains — koHdurypaums knwyen ayteHTMdnKaumm;
+ ospf — koHGmrypauwms npotokona OSPF;
« prefix-list — koHpurypayma npedunkc-NnCToB;
* rip — koHhurypaums npotokona RIP;
+ route-maps <NAME> — KoH(purypauusa MapLupyTHbIX KapT:
+ <NAME> - nmMsi CKOH(PUIyprMpOBaHHON NOUTUKM MapLUPyTU3aLnm;
+ static — KOHUrypaums ctaTmyecknx MapLupyToB;
« tracking — koHurypaums Tracking-o6beKTOB;
- security [<SUBSECTION>] — koHurypauus cepsucos IPsec VPN u Firewall;
+ ike — koHpurypauyms IKE;
*+ ipsec — KoHcpurypauus IPsec
+ zone — KoHdpurypaums 3oH Firewall;
*+ zone-pair — KoHdhurypaums nepexofos Mmexay 3oHamu Firewall;
* sip — KOHGurypaums npotokona SIP;
« profile — koHdurypaums SIP-npodumnei;
+ service — koHurypaums SIP-;
+ sflow — koHburypaymsa sFlow npotokona;
* snmp — KoHpurypauusa SNMP-cepsepa;
+ spanning-tree — KOHdMrypauys NPOTOKON0B cemelicTBa Spanning Tree ' ;
+ sla — koHdurypaums cepsuca IP SLA
+ system — KoHurypaumns obecnuctTeMHbIX NapaMeTpos;
+ syslog — koHurypauus cepsuca Syslog;
* tunnels [<SUBSECTION>] — koHdpurypaums TyHHene:
+ gre <GRE_ID> - koHtpurypaums GRE-TyHHeneix:
* <GRE_ID> — nHaekc TyHHens;
* ip4ip4 <IPIP_ID> — koHdhurypauus IPv4 over IPv4-TyHHeENE:
* <IPIP_ID> — nHAeKc TyHHens;
« 12tp <L2TP_ID> — koHdurypauus L2TP-TyHHeneix:
* <L2TP_ID> — nHgekc TyHHens;
* 12tpv3 <L2TPV3_ID> — koHdurypauus L2TPv3-TyHHeneix:
+ <L2TPV3_ID> — nHAEKC TYHHenNs;
* |t <LT_ID> — KoHourypaumsi Normyecknx TyHHeneii:
* <LT_ID> — nHpekc TyHHens;
+ softgre <SOFTGRE_ID> — koHdmrypaums SoftGRE-TyHHenel ' :
+ <SOFTGRE_ID> — nHgekc TyHHens;
+ vti <VTI_ID> — koHcpurypauusa VTI-TyHHenel:
* <VTI_ID> — nHAekc TyHHens;
* pptp <PPTP_ID> — koHpurypaumsa PPTP-knneHTOB:
* <PPTP_ID> — nHpekc TyHHens,
* pppoe <PPPoE_ID> - koHpurypauma PPPOE-k/ineHTOB:
* <PPPoE_ID> — nHpekc tyHHens;
* 12tp <L2TP_ID> — koHcpurypaumsa L2TP- knneHToB:
+ <L.2TP_ID> — HAEKC TyHHens;
+ openvpn — KoHurypauuss OPENVPN-k/1MeHTOB:
+ <OPENVPN-ID> — nHgekc TyHHens;

+ vlans — koHpurypaumsa VLAN;
* voice — KOH(ourypaums rosioCoBbIX CEPBUICOB;
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« vrf — koHurypauus VRF;

* vrrp — KoHpurypauusa VRRP-npoTokona;
+ wisla — KoHurypauus cuctembl MOHUTOPUHIA KavecTBa ycnyr wiSLA;
+ wireless-controller — koHdurypauus napametpos Wi-Fi koHTponnepa;
+ zabbix — koH(purypaumsa Zabbix areHTa.

ESR-Series. CnpaBoyHnK komaHz CLI

T B TekyLeii Bepcun MO gaHHbIN thyHKLMOHAN NOAAEPXMBAETCS TOMbKO Ha MapLupyTusaTtopax ESR-1000

Heo6xoaumblii ypoBeHb NpuBUIernii

10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show candidate-config
ntp enable

ntp broadcast-client enable

syslog max-files 3
syslog file-size 512
syslog file default info
vlan 2

exit

security zone trusted
exit

security zone untrusted
exit

object-group service telnet

port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server

port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[laHHOI KOMaHAOV OCYLLECTBNSIETCS NPOCMOTP Pa3NUUnii Mexay KOHUrypauuoHHbIMI calinamu.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHpurypauunoHHsblin hainin ans cpaBHeHus. MoryT NpUHUMaTb 3HaYeHUs:

+ candidate-config;
* running-config;
« factory-config;
+ default-config;
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+ flash:backup/FILE.

3Ha4yeHune no ymonyaHuio

Bes ykazaHua <CONFIG> otobpaxaeTcs pasHuua mexay running-config n candidate-config.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep 1:

esr(config)# show configuration changes
+ 1dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

Mpumep 2:

esr(config)# show configuration changes flash:backup/config_20200720_094003_admin flash:backup/
config_20200707_180257_userl

- hostname esr

+ hostname ESR-1700

- ip sla

- ip sla logging

- ip sla test 3

- icmp-echo 10.10.5.50 source-ip 10.102.0.2 num-packets 10
- frequency 60

- packet-size 1500

- enable

- exit

- 1ip sla schedule 3 1life forever start-time now

show crypto certificates

[laHHas KomaHAa BbIBOAWUT MHCDOPMALIMIO O KONTMYECTBE CepTUUKaTOB.

CuHTtakcuc
show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl
<CERTIFICATE-TYPE> — T1n ceptudinkara uam knr4a, MOXeT NPUHUMaThb Criefylolmne s3Ha4YeHus:

*+ ca — cepTudmKaT yA0CTOBEPSIOLLErO CepBepa;
« crl — cnncok 0To3BaHHbIX CepTMMKaTOB;

« dh - knou Andbdomn-Xennmaxa;

* server-crt — ny6nnyHbI cepTudnkar cepeepa;
* server-key — NnpuBaTHbIi K104 CEPBEP3;
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+ client-crt — cepTudmkar KNneHTa;
+ client-key — npuBaTHbI KNtOY KNNEHTA;
+ ta — HMAC-k/ou.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

ca 3

dh

server key
server crt
ta

crl

R RN e

show licence

ESR-Series. CnpaBoyHnK komaHz CLI

[JlaHHas komMaHza CnyxuT 418 NpocMoTpa MHopMaLuy 06 akTUBHOW NIULEH3MM YCTPOCTBA.

CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
5

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show licence
Licence 1information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

show running-config

[aHHas KomaHga CyXuT 415t TPOCMOTpa TeKyllel KoHgMrypaumm ycTpoiicTea.

CuHTakcuc

show running-config [<SECTION>]

MapameTpbl

<SECTION> - pa3gen koHdurypaumm, onncaHme npusegeHo B pasgene show candidate-config.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

show storage-devices

[JaHHoll KoMaHZol BbIBOAMTCS MHCDOPMALMS O NMOAKTIOYEHHBIX BHELLUHUX HocuTenel nhdgopmaumm (USB/MMC
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }
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MapameTpbl
usb — USB-HakonuTesnb nHdopmauun.

mmc — SD/MMC kapTa namaTu.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show storage-devices mmc
Name Total, MB Used, MB Free, MB

EF28-D074 99.79 72.64 27.15

show version

[aHHas KomaHga CnyxuT 418 NpocmoTpa TeKyLLen Bepcum NporpammHoOro obecneyeHuns n annaparHoi 4actu
yCTpOiCTBa.

CuHTakcuc

show version

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7
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time-period

[JaHHoli KoMaHAo 3aaéTcsA Nepuos BPEMEHW, MO UCTEYEHUN KOTOPOTro ByAET OCYLLECTBAATLCA
aBTOMAaTMYECKOE pe3epBUpPOBaHNE KOH(UTYpaLmK.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nep1oanyHOCTb aBTOMaTUYECKOIO PEe3ePBUPOBaHNS KOHMIYpaLn, NPUHUMAET 3HaYeHe B
MUHyTax [1..35791394].

3Ha4yeHune no ymonyaHuio

720 MUHYT

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440

type
[laHHOI KOMaH/10¥i yCTaHAB/IMBAETCS TUM COXPaHEeHUs1 pe3epBHbIX KOHJMIypauuii MapLipyTusaTopa.

Mpu MCronb3oBaHUM OTpPULATENIbHON (DOPMbI KOMaH/bl (N0) yCTAHAB/IMBAETCS PEXUM MO YMO/TYAHNIO.

CuHTakcuc
type <TYPE>
no type

MapameTpbl
<TYPE> — T1n coxpaHeHusi pe3epBHbIX KOHUrypaumii mappytmnsartopa. NMpuHumMaeT 3HavyeHus:

* local — coxpaHeHus pe3epBHbIX KOHpUrypauwmii nponcxogut B pasaen flash:backup/ ¢ nmenem daiina
Buga "config_YYYYMMDD_HHMMSS_username" rge:
* YYYY - rog, coriacHO CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pes3epBHON Konum
KOHpurypauuu;
* MM - mecsL, corfiacHoO CUCTEMHbIM Yacam MapLupyTM3aropa Ha MOMEHT 3anncu pe3epBHOn
Konun KoHdourypauuu,
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+ DD — geHb, CorflacHO CUCTEMHbIM Yacam MapLupyTu3aTopa Ha MOMEHT 3anuncy pe3epBHON KONum
KOHpurypauunu;
* HH - yac, cornacHo cMctemMHbIM YacaM MapLUpyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konuu
KOHpurypauuu;
* MM — MVHYTa, COrnacHO CUCTEMHbLIM YacaM MapLupyTusaTopa Ha MOMEHT 3anvcy pe3epBHOiA
Konuu KoHdurypawmu;
+ SS - cekyHAa, COr/lacHO CUCTEMHbIM Yacam MapLupyTM3aTtopa Ha MOMEHT 3anuncu pe3epBHON
Konuu KoHdurypawmu;
* username — MMS NONb30BaTENSA KOTOPbIA BbI3Ba/1 NPUMEHEHME KOHUrypaumm.
* remote — coxpaHeHUs pe3epBHbIX KOHPMrypaumin NpoUCXoanT Ha YaasleHHbIR cepBep;
+ both — coxpaHeHusi pesepBHbIX kKOHUrypauwmii B pasgen flash:backup n Ha yaaneHHbin cepsep.

3Ha4yeHune no ymonyaHuio

remote

HeoOxoaumbivi ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both
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7 Hactpoiika DNS

» domain ip host

+ domain lookup enable
+ domain name

+ domain name-server

domain ip host
JaHHaa komaHga onpegenset crarmyeckyto DNS-3anuce.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (N0) yaanseT 3anuch.

CuHTakcuc

[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoIi A0 255 CMMBO/OB.

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHaa komaHga BknovaeT paspelueHre DNS-umeH.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CunHTtakcuc
[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cMmBoia, B paMkax KOToporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaH,u,a MNO3BOJIAET HAa3HAYUTb NMA AOMEHA OJ1 MapLlipyTn3aropa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIseT UMs AOMEHA /18 MapLUpyTM3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — ums gomeHa MapLipyTm3aTopa, 3a4aéTcsa CTPOKOoi oT 1 40 255 CMMBO/IOB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
[anHaa komaHga onpegensert IP-agpec DNS-cepsepa, ncnonb3yemoro ans paspetleHns DNS-nven.
cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (no) yaanseT agpec DNS-cepsepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnonbsyemoro DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas 4yactb
npuHUMaEeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMKax KOTOpoi 6yaeT npoucxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1

ESR-Series. CnpaBoyHnK komaHz CLI
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8 HacTtpoiika mDNS-reflector

+ clear ip mdns-reflector

+ ip mdns-reflector

* ip mdns-reflector services
» show ip mdns-reflector

clear ip mdns-reflector

[aHHasi kKomaHga 06HOBNSET AaHHble B Kalle mMDNS-reflector

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHas komaHga fo6aBnsieT nHTepdeiic B KoHdurypaumto cepeuca mDNS-reflector. ns 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MUHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (o) yaanseT nHtepdeiic n3 KoHgurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHaa komaHaa aktusumpyet cdomnbTpaumto cepeucoB mDNS. CepBucel ykasaHble B object-group <NAME>
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok ounstpaumm nycT, To 6yayT AOCTYMNHbI

BCE CEPBUCHI.

Vicnonb3oBaHue oTpuUaTenbHoi koMaHAabl (No) oTkoUaeT dmnbTpauuto cepercos mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>

no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> — nmsa npodmns url-agpecos, 3agaétca cTpokoi go 31 cumsona.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep

esr (config)# object-group url test
esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit
esr (config)#
esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[JaHHasi KomaHa BbIBOAWT CNUCOK CepBUCOB 13 kalla mDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<IF> — nHTepdenic nnu rpynnel MHTEPecoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok
MMEeHOBaHWs UHTephencoB MapLLpyTnu3aTopa;

<NAME> — nmsa npodmns url-agpecos, 3agaértca cTpokoi go 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoauMbIii ypoBeHb NnpuBunierui

1

KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show 1ip mdns-reflector
Interface IP address Hostname Service Port

br21 172.

gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.

172.
172.
172.
172.
172.
172.

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
11
11
11
11
11
11
11

[ol ol oo oMo}

11

local
local
local
local
local
local
local
local

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020
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esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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9 HacTpoiika 06LEeCUCTEMHbIX NapamMeTpoB

+ alias

+ boot host auto-config

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

» show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout
+ system utilization softgre disable

alias

ESR-Series. CnpaBoyHnK komaHz CLI

[JlaHHas komMmaHAa AaeT BO3MOXHOCTb HACTPOUTb YKOPOUEHHbIE/CNeLngMUHbIE KOMaH/bl B pa3/inyHbIX

KOMaHAHbIX peXxunmax.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAbl (NO) yaaniseT 3anuch.

CuHTakcuc
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBOI1 KOMaHApbI.

<MODE> - Ha3BaH1s KOMaHAHOIO pPeXrma B KOTOPOM MPUCYTCTBYET HOBasi KOMaH4a:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-eT;
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+ config-gre;
+ config-if-gi;
+ config-ike-gw;
+ config-ike-policy;
+ config-ike-proposal;
+ config-ip4ip4;
+ config-ipsec-policy;
+ config-ipsec-proposal;
+ config-ipsec-vpn;
+ config-ipv6-bgp-af;
+ config-ipv6-bgp-group;
+ config-ipvé-bgp-neighbor;
+ config-ipv6-dhcp-server;
+ config-ipv6-ospf;
+ config-ipv6-ospf-area;
+ config-ipv6-ospf-vlink;
+ config-ipvé-pl;
+ config-ipvé-wan-rule;
+ config-ipv6-wan-target;
+ config-ipv6-wan-target-list;
+ config-keychain;
+ config-keychain-key;
+ config-12tp-server;
+ config-12tpv3;
+ config-ldap-server;
+ config-line-console;
+ config-line-ssh.

<COMMAND> - cTpoka pazmepoM 96 cumsosnos. KomaHaa CLI. BBoguTcsa nonHocTbi0, 6€3 cokpalleHuid. Ans
BBOZa KOMaH/fbl U3 HECKOMbKNX CNIOB 06paMnsieTcs ABONHbIMU KaBblYKaMu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

boot host auto-config

JaHHaa komaHga BKNOYaeT 3arpy3ky KoHgurypaumm mapLupytmsaropa npu nomowm npotokosa DHCP Option
150 n 67.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaHZbl (N0) OTK/OYAET 3arpy3ky KOH(Urypauum mapLipytusaropa
npu nomoLu npotokosia DHCP Option 150 u 67.

CuHTakcuc

[no] boot host auto-config
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

3HaueHue No yMmosi4aHuio

OTK/tOYEHO.

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

hostname

KoMaHa no3BonsieT Ha3HaunTb CeTeBoe MMS AN1s MapLupyTu3aTopa.

ESR-Series. CnpaBoyHnK komaHz CLI

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/IMBaeT NMA MapLlipyTn3artopa no ymosiyaHuio.

CuHTakcuc
hostname <NAME>

no hostname

MapameTpbl

<NAME> — ceTeBOe MMA MapLUpyTU3aTopa, 3agaéTtcsl CTPOKoW Ao 64 CMMBO/IOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

3HauyeHue No ymosi4aHuio

esr-10/esr-12v/esr-12vf/esr-14vf/esr-20/esr-21/esr-100/esr-200/esr-1000/esr-1200/esr-1500/esr-1700 — B

3aBMCUMOCTY OT MOAENN MapLupyTu3aTopa.

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# hostname router-1l.eltex-co.ru
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show cpu network-load

[ aHHOV KOMaH/10/i OCyLLIEeCTB/ISIETCS MPOCMOTP HAarpy3Kku, MPOU3BOAMMON CETEBbLIM TPAUKOM.

CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show cpu network-load

CPU ID CPU load Heaviest session Session
weight

(0] (0] - (0]

1 49413 80.88.157.57 -> 9826
172.129.22.57

2 46812 80.88.157.75 -> 9895
172.129.22.75

3 49229 172.129.22.41 —> 9851
80.88.157.41

4 (0] - (0]

5 53019 80.88.157.77 —-> 9989
172.129.22.77

6 39699 80.88.157.79 -> 9863
172.129.22.79

7 49726 172.129.22.45 -> 9804
80.88.157.45

8 39789 172.129.22.61 —> 9779
80.88.157.61

9 36876 80.88.157.59 -> 9775
172.129.22.59

10 53041 172.129.22.5 -> 9679
80.88.157.5

11 49010 172.129.22.47 -> 9896
80.88.157.47

12 53082 172.129.22.13 > 9650
80.88.157.13

13 63027 80.88.157.69 -> 9617
172.129.22.69

172 52722 80.88.157.73 -> 10001
172.129.22.73

15 55165 80.88.157.71 -> 9924
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show cpu history

[aHHOoI KOMaHAoM OCYLEeCTBAETCS NPOCMOTP UCTOPUKU UCNob30BaHUA pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — ykasblBaeT, ICTOPWIO KaKoli CTaTUCTUKN HEOBXOAMMO BbIBOAUTD, YCPEAHEHHYH U
MaKCUMaslbHYH0 3a MHTepBasl. Bes ykasaHusi JaHHOrO K/toua BbIBOAUTCA UCTOPUSI YCPEAHEHHOMN CTaTUCTVKM
(average)

<CPU> — BO3MOXHO yKka3aTb Homep KOHKpeTHoro CPU no koTopomy 6yAeT BbIBOAUTLCA UCTOPUS CTATUCTUKN
ncnosnb3oBaHusa pecypcoB CPU. bes ykaszaHna Hocepa CPU 6yaeT BbIBOAUTLCA MHpopmaumsa no scem CPU
NCNONb3YIOLWMMUCH CUCTEMOA.

<TIMER> B kauecTBe napamMeTpoB 418 AaHHOIO K/itloya MOTYT BbICTYNaTh:

+ hours — oToGpaxaeT UCTopuio 3a nocnefHve 72 yaca;

*+ minutes — oTo6paxaeT UCTOpUto 3a nocneaHne 60 MUHYT;

- seconds — oTo6GpaxaeT ucToputo 3a nocnegHue 60 cekyHp;

+ Mpw oTCyTCTBUM KNtoua timer, BbIBOAATCS 3 Tab/MLbl ICTOPUM CTATUCTVKM UCMONb3oBaHust CPU.

Heo6xoauMbIii ypoBeHb NpuBUIerui
5

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO

Last 60 seconds:

utilization, %

100

90 #

80 #

70 #

60 #

50 ##

40 ##

30 # ##

20 # ##

10 #Hu#H#H#A#AHIEHH
R [ [

0 25 50

time, 5 sec.

Last 60 minutes:

utilization, %

100 #

90 #

80 #

70 # #

60 ## #

50 ## #

40 ## #

30 ## # # # # # #

20 ## # # # # # #

10 HHAHHHHAHSHARHAHSHHARAHHAHAHSHHARAHHAHAHAABA RSB AR AR AR BRI RS
R [ P I [ [ [ I [ A e

0 5 10 15 20 25 30 35 40 45 50 55 60

time, min.

Last 72 hours:

utilization, %

100 # # # ##

90 # # H## ##

80 # # H## ##

70 # HHH#H ##

60 # HHH#H ##

50 # HHH#H ##

40 # HHH#H ##

30 HHAHAHAHHAHAHAHBARAHARAHAHSHHARAHARAHAHSHBARAHHH

20 HHHAHAHFAHARAHBARAHARAHAHSHHARAHHRAHAHSHBARSHHH

10 H#HHHH#HHHHARAHAAHAHSHHARAHAAHAHSHHARSHHAHAHSHHHH
S [ [ [ [ I I I P I I I

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

time, hours

show cpu processes

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMOo/b30BaHUA pecypcoB CPU-npoleccamm.

CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]
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MapameTpbl
active — CNUCOK akTMBHbIX NPOLECCOB;

name — NMA KOHKPETHOIO npoLecca.

HeoOxoaumblii ypoBEHb NpUBUIErUiA
5

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s
2013 CLI 0.00%
525 Cp-mgr 0.00%
535 Service-mgr 0.00%
532 Env-mgr 0.00%
530 Alarm-mgr 0.00%
529 Lb 0.00%
528 Session-mgr 0.00%
521 Ipc-hub 0.20%
533 El 0.00%
522 Syslog-mgr 0.00%
524 If-mgr 0.40%
534 Systemdb 0.00%
526 Oi-mgr 0.40%
527 Cfgsync-mgr 0.00%
531 Switch 0.00%
1877 IPv6 Routing 0.00%
1885 Routing 0.00%

show cpu utilization

CPU 1m

OO O OO O OO OO LOLOLOLOOO OO

CPU 5m

OO O OO O OO OO LOLOLOLOOO OO

=i cl oo oM oMOMOMOMOMONONO)
[
=
R

10.07%
1.08%
0.10%
0.10%

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMO/b30BaHUs pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

ESR-Series. CnpaBoyHnK komaHz CLI

Runtime

10 seconds

1 minute and 31 second
3 seconds
1 minute and 57
1 second
34 seconds
1 second

1 second

second
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last

5 sec 1 min 5 min
0] 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show system

[laHHOI KOMaHAoV OCyLLECTBNSIETCS NPOCMOTP NapamMeTpoB OKPYXXEHUSI YCTPOICTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NnpuBunierui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show system
System type:
System name:
Software version:
Hardware version: 1v3
System uptime:

System MAC address:
System serial number:

esr-1000

A8:F9:4B:AA:03:A0
NPO100O0OO50

4 minutes and 5 seconds

ESR-Series. CnpaBoyHnK komaHz CLI

Eltex ESR-1000 Service Router

1.0.7 build 118[53264b8] (date 22/12/2015 time 10:23:23)

Main power supply installed: Present
Main power supply status: Ok
Reserve power supply installed: Absent
Fan Level: 46%
Fan Table
Fan 1 Fan 2 Fan 3 Fan 4
Status Ok Ok Ok Ok
Temperature Table
CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6%) 18.94 (94%)

show system id

[laHHOV KOMaH/10¥i OCyLLIECTBSIETCS NPOCMOTP CEepUiiHOTO HoMepa YCTpoiicTBa.

CuHTakcuc

show system 1id

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show system 1id
Serial number:
NP01000023

system fan-speed

& [laHHas KomaHa NoAAepXUBaETCA TOMbKO HA MapLUpyTM3aTopax
ESR-100/200/1000/1200/1500/1700
KomaHga onpeaensieT pexvm paboTbl CUCTEMbI OX/TaXKAEHNS.

Vicnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexum aBToOMaTUYeCcKoro perympoBaHus,

max — PeXM MakKCMMaJlbHOIo OXJ1taxXaeHUA.

3HaueHue No ymon4yaHuio
ESR-100/200 auto;
ESR-1000/1200/1500/1700 max.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system fan-speed auto

system config-confirm timeout

[JlaHHas komMmaHAa onpeaensieT MHTEPBa/ BPEMEHU OXMAAHUS A5 NOATBEPXAEHNS TEKYLLEW KOH(UrypaLumm.
Ecnu koHburypauus He 6yaeT NoATBEPXAEHA, TO NMOC/E UCTEYEHNSI BDEMEHWN OXMAAHUS MPON30AAET OTKaT Ha
npeabIayLLY0 NPUMEHEHHYIO KOH(UTYPaLIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
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CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas BpeMeHN OXnagaHus NoATBEPXKAEHNA pe3epBUpoBaHmMs KOHUrypauun, npuHUMaeT
3HaveHue B cekyHgax [120..86400].

3HaueHue No yMonyaHuio
600

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:
esr(config)# system config-confirm timeout 1200
system utilization softgre disable

[aHHasi KomaHga Ncnonb3yeTcs s OTKAYEHUs nogcyeTa 3arpyxeHHocTn SoftGRE-TyHHenein.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] system utilization softgre disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

MoacyeT BK/IHOYEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# system utilization softgre disable
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10 YnpaBneHne cUcTeMHbIMU Yacamm

+ clock timezone

* key

* maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

* ntp authentication key-chain
+ ntp authentication trusted-key
* ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp server

* ntp source address

+ prefer

+ set date

+ show date

+ show ntp configuration

+ show ntp peers

* version

clock timezone

[aHHOoIn KomaHAoM ycTaHaBNMBaETCS YacoBOM NOSC.

ESR-Series. CnpaBo4HuK kKomaHA CLI

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET YaCOBOIA NOSIC MO YMO/TYAHWIO.

CuHTakcuc
clock timezone <OFFSET>

no clock timezone

MapameTpbl

<OFFSET> — 0603Ha4eHune 30HbI, coaepXallee cABur B Yyacax oTHocuTenbHo Greenwich Mean Time,

NPUHUMAET 3HaueHus [gmt-12 .. gmt +12].

3Ha4yeHune no ymonyaHuio

gmtO

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG

116



ESR-Series. CnpaBoyHnK komaHz CLI

Mpumep:

esr(config)# clock timezone gmt +7

key
[aHHoii KoMaHAo onpeaensieTcs Ky U3 CNcKa J0BEPEHHbIX KIHYed.

Vicnonb3oBaHue oTpuLaTeNbHOi DOPMbI KOMaH bl (N0) yAanseT NpuBA3Ky K ykazaHHOMY K/louy.

CuHTakcuc
key <ID>

no key

MapameTpbl

<ID> - naeHTMdUKaTop KU, 3aaaetcs B gnanasoHe [1..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# key 245

maxpoll

[aHHas KomaHfa ycTaHaB/IMBaeT MakCMMa/ibHOe 3HaYeHne NHTepBasia BPEMEHN MeXy OTNPaBKOi
coobuweHnii NTP-cepsepy.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
maxpoll <INTERVAL>

no maxpoll

MapameTpbl

<INTERVAL> — makcumasibHOe 3HadyeHne nHTepBasia onpoca. NMapameTp KoMaHAbl UCNOMb3YeTCs Kak
nokasareslb CTENeHn ABOMKN MPU BbIYUCNEHNN OJINTENIbLHOCTU MHTEPBasia B CEKYHAAX, BbIYMCISAETCA NyTeM
BO3Be/leHVs1 [1BOVKW B CTEMNEHb, 3a/laHHY0 NapaMeTpoM KOMaH/bl, NpuHumaeT 3HadeHue [10..17].
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3Ha4yeHune no ymonyaHuio

10 (219 = 1024 cekyHapl v 17 MUHYT 4 cekyHAbI)

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# maxpoll 11

minpoll

[JaHHas KomaH4a ycTaHaBNMBaeT MUHYMa/IbHOE 3HAYEHME VHTepBasia BpEMEHU MeXAy OTnpaBKol
coobuweHnii NTP-cepsepy.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
minpoll <INTERVAL>

no minpoll

MapameTpbl

<INTERVAL> — MnH1masibHOe 3HaYeHne nHTepBasia onpoca B CekyHaax, BbIUNCIAETCA nyTeM BO3BELAEHUS
ABOViKM B CTEMNEHb, 3ajaHHYI0 NapaMeTpoM KOMaH/bl, MPYHUMAET 3HaueHue [4..6).

3HauyeHue No ymosi4aHuio

6 (26 = 64 ceKyHAbl UM 1 MUHYTa 4 CEKYH/lbl)

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# minpoll 4
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ntp access-addresses

[aHHol KomaHAoW onpeAensieTcs CNMCOK A0BEPEHHbIX IP-aapecoB, C KOTOPbIMU MOXET MPONCXOAUTb OOMEH
ntp-naketamu.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET yKa3aHHbIA CMUCOK.

CuHTtakcuc
ntp access-addresses <NAME>

no ntp access-addresses

MapameTpbl

<NAME> - nms npodmns IP-agpecos, 3agaétcs cTpokoi Ao 31 cumsona.

3Ha4yeHue no ymonyaHuio

dunsTpaums oTKNoYeHa.

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:
esr(config)# ntp authentication trusted-key 25
ntp authentication enable

[JaHHas KomaHa BKoYaeT ayTeHTudmkaumio ans NTP-npoTokona.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ntp authentication enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbliktoueHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp authentication enable

ntp authentication key-chain

[laHHas kKomaHAa onpeaensieT Habop naposeit Ans ayTeHTUnKauum Yyepes anropuTm xelmposaHus md5 ¢
CEpPBEPOM, NPOM.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yaanseT NpuBsi3Ky K HAbopy naposeii.

CuHTakcuc
ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHtudmkatop cnmcka knwoueit, 3agaétcs CTPOKoh A0 16 cMMBOOB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:
esr(config)# ntp authentication key-chain lock
ntp authentication trusted-key

[aHHOoI KomaHAoM onpeAensieTcsa CNMCOK AOBEPEHHbIX K/toUYein N3 Habopa K/Iyei.

Mcnonb3oBaHue oTpuuatenbHoli hopmMbl KoMaHAbl (N0) yaansieT ykasaHHbI Ktou.

CuHTakcuc

[no] ntp authentication trusted-key <ID>

MapameTpbl

<ID> — naeHTMUKaTOp K/oUa, 3aAaeTcs B AnanasoHe [1..255].

120



ESR-Series. CnpaBoyHnK komaHz CLI

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

[aHHOI KOMaHAoM BKNHOYAETCH pexum npruéma LWnMpokoseLlaTebHbIx coobueHniin NTP-cepsepoB ans
rno6anbHON KoHMrypaumm n Bcex cywectsytowmx VRF. MaplpytmusaTtop pabotaet B kayectse NTP-kvMeHTa.
Ecnu B KOH(purypaumm yctpoinctea 3agaHbl NTP-nvpbl 1 cepBepsl, TO B LUMPOKOBELLATENTbHOM PEXMME OHU
WUrHOPUPYIOTCA.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) BbIK/TOUYAET LUIMPOKOBELLATE bHbIA PEXMM.

CuHTakcuc

[no] ntp broadcast-client enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbikntoueH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp broadcast-client enable

ntp dscp

KomaHga 3agaét 3HaveHue koga DSCP ansa ucnonb3oBanus B IP-3aronoske ncexogawmx naketos NTP-
cepsepa.

Vicnonb3oBaHue oTpuuaTesibHoi (DOPMbI KOMaH bl (N0) ycTaHaBIMBaeT 3HadeHre DSCP no ymonuaHuio.
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CuHTakcuc
ntp dscp <DSCP>
no ntp dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaet 3HadyeHus B gmanasoHe [0..63].

3HauyeHue No ymosiuaHuio
46

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp dscp 40

ntp enable

[laHHO KoMaHAol BKIHOYAETCA CUHXPOHM3ALMSA CUCTEMHbIX YacOoB C YAA/IEHHbIMY cepBepamu No NPOTOKosTy
NTP pnsa rnobanibHOW KOHMrypaumm n Bcex cosgaHHbix VRF.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) BbIK/THOUYAET CUHXPOHM3aLMI0 Mo NpoTokony NTP.

CuHTakcuc

[no] ntp enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ntp enable

ntp ipv6 source address
JaHHas komaHga ucnonb3yetcsa Ana ykasaHua source-IPve-agpeca s NTP-naketoB ans Bcex peer.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHbl (N0) ycTaHaBnmBaeT source-IPvé-aapec anst NTP-naketoB
Mo YMO/IHaHWIO.

CunHTakcuc
ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

MapameTpbl

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb npuHuUmaet
3HauYeHus B wecTHaauatepuuHom chopmare [0..FFFF].

3HayeHue No ymosiMaHuio

IPv6-agpec nHTepdieiica, ¢ kotoporo otnpasnsetcs NTP-nakert.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp ipv6e source address fc00::1

ntp object-group query-only

[aHHas KomaHaa BKIoYaeT pexum query-only, orpaHuumsatowmii B3aumopgeictene no NTP gns
onpegeneHHoro npocuns IP-agpecos. PaspellaeTca o6MeH ToNbko control messages.

cnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET AAHHbIE OTPaHUYEHUS.

CuHTtakcuc
ntp object-group query-only <NAME>
no ntp object-group query-only

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, 3agaétcs cTpokoi Ao 31 cumsona.
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3Ha4yeHune no ymonyaHuio

Pa6ota c NTP-nupamu HU4em He orpaHMynBaEeTCS.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

[aHHasi KomaHa BKYaeT pexum serve-only, orpaHnumsatowuii B3avmogeiicteme no NTP ans
onpefeneHHoro npocuns IP-aapecoB. PaspelleHo oTBeyaTth To/bKo Ha NTP-3anpochl; CUHXPOHM3aLmMs OT
APYTX XOCTOB 1 06MeH control messages 3anpeLleHsl.

icnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaH bl (N0) OTK/MOYAET AaHHbIE OrPaHNYEHNS.

CuHTakcuc
ntp object-group serve-only <NAME>

no ntp object-group serve-only

MapameTpbl

<NAME> - nmsa npodmns IP-agpecos, 3agaétcs cTpokoin ao 31 cumsona.

3HayeHue No ymosiMaHuio

Pa6oTta ¢ NTP-nupamu HAYEM HE OrpaHnYnBaeTcs

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp object-group serve-only OG-NTP-SO
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ntp peer

[aHHas KomaH4a Ucnosb3yeTcs AJ/18 yCTaHOBIEHUSA NapTHEPCKMX OTHoLWeHu mexay NTP-cepsepamu 1
nepexoga B koMmaHgHbI pexum CONFIG-NTP.

NTP-cepBep Ha MapLipyTM3aTope paboTaeT B pexmnme ABYCTOPOHHEN akTUBHOCTM C yaaneHHbIM NTP-
cepBepoM, ykazaHHbIM B KOMaHe. B cnyyae notepu CBA3M O4HOI0 U3 NapTHEPOB ¢ BbilwecToAwmm NTP-
CepBepOoM, OH CMOXET CMHXPOHU3MPOBAaTh BPEMS MO CepBepy-napTHepy.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (no) yaanseT 3agaHHoro NTP-napTHepa.

CuHTakcuc
[no] ntp peer { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec napTHepa, 3agaétcs B suge AAA.BBB.CCC.DDD, rge kaxaast 4acTb NPUHUMAET 3HaYEeHUA
[0..255];

<IPV6-ADDR> - |IPv6-agpec napTHepa, 3agaétca B Buae X:X:X:X::X, rae kaxaas 4acTb NPUHUMAET 3HaUeHus B
wecTHaguarepuyHom dopmare [0..FFFF];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMkax KoToporo 6yaet paboTartb
NTP-napTHep.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp peer 10.100.100.1
esr(ntp-remote)#

ntp server
[aHHaa komaHga ucnonb3yetca ansa cosgaHms NTP-cepsepa n nepexoga B koMaHAHbI pexxum CONFIG-NTP.

MapuwpyTunsaTtop paboTaeT ¢ ykasaHHbIM NTP-cepBepom B pexume ogHOCTOPOHHEN akTUBHOCTU. B AaHHOM
pexume NoKasibHble Yacbl MapLUpyTU3aTopa MOryT CUHXPOHU3NPOBATLCA C yaaneHHbIM NTP_cepsepom.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) yaansieT 3agaHHbiin NTP-cepsep.

CuHTakcuc
[no] ntp server { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec cepBepa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxpgasa yacTb NpUHMMAaET 3Ha4YeHuUs
[0..255];
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<IPV6-ADDR> - IPv6-agpec cepBepa, 3agaétca B Buae X:X:X:X::X, rae Kaxgas 4actb NpUHUMAET 3Ha4YeHus B
wecTHaguarepuyHom cdopmarte [0..FFFF];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMkax KoToporo 6yaet paboTartb
NTP-cepsep.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp server 10.100.100.2
esr(ntp-remote)#

ntp source address
JaHHaa komaHga ncnonb3yercsa 14 ykaszaHusa source-IP-agpeca gnsa NTP-nakeToB a/19 Bcex peer.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) ycTaHaBmBaeT source-IP-agpec ana NTP-nakeToB no
YMOJTYaHUIO.

CuHTakcuc
ntp source address <ADDR>

no ntp source address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHUMaeT 3HadeHus [0..255].

3HauyeHue No ymosi4aHuio

IP-agpec nHTepdeiica, c kotoporo otnpasnseTca NTP-naker.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp source address 10.100.100.2
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prefer

KomaHga otmeuvaeT gaHHblii NTP-cepBep Kak npeanoyTuTeNbHbIi. Mpy NpoYmx paBHbIX YCNOBUSX AaHHbINA
NTP-cepsep 6ygeT BbiOpaH A1 CUHXPOHM3aLmMu cpean Bcex pabounx NTP-cepsepos.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] prefer

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# prefer

set date

[laHHOi KOMaH/10¥i ycTaHAB/IMBAETCS BPYYHYIO CUCTEMHOE Bpems 1 aaTa.

CuHTakcuc

set date <TIME> [<DAY> <KMONTH> [ <YEAR> ] ]

MapameTpbl
<TIME> - ycTaHaBnnBaemoe cMCTeMHOe BpeMms, 3aaaétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeT 3HaueHue [0..23];
* MM = MUHYTBI, NpuHMMAaET 3HadeHue [0 .. 59];
+ SS - cekyHApbl, npuHMMmaeT 3HadeHue [0 .. 59].

<DAY> - neHb Mecsla, NpuHMMaeT 3HadeHns [1..31];

<MONTH> - mecsil, npuHMMaeT 3HaueHus [ January/February/March/April/May/June/July/August/
September/October/November/December];

<YEAR> - rop, npuHMmaeTt 3HadeHus [2001..2037].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# set date 16:35:00 15 May 2014

show date

JaHHas komaHga no3BosigeT NMOCMOTPETL TEKyLLMEe CUCTEMHOE BPEMA U AaTy.

CuHTakcuc

show date

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

show ntp configuration

[JlaHHan komaHaa oTobpaxaeT aeicteytolyto (RUNNING) koHdurypauumto npotokona NTP.

CuHTaKkcuc

show ntp configuration

MapameTpbl

KomaHga He coaepXut napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show ntp configuration
NTP status: Enabled

NTP mode: client/server
Address Type Prefer NTP version
10.100.100.1 peer yes NTPv4
10.100.100.2 peer yes NTPv4
1.2.3.4 server no NTPv4

show ntp peers

ESR-Series. CnpaBoyHnK komaHz CLI

Min poll Max poll
6(1m 4s) 11(34m 8s)
6(1m 4s) 10(17m 4s)
6(1m 4s) 10(17m 4s)

[laHHas komMaHa No3BO/ISIET MOCMOTPETL Tekylllee cocTosHne NTP-cepepoB (MMpoB). B cneaytoumx
Tabnmuax npuBefeH nepevyeHb 0To6paxaeMbIxX napameTpoB 1 KX ONucaHue.

Tabnuua 6 — CocTosiHe yaaneHHoro cepeepa (nupa)

MapameTp OnucaHue

remote DNS-umsi unm IP-agpec cepeepa (nvpa). MepBsblii CMMBON B TAbNNLE UCMOSb3YETCS
N5 0603HAYEHNS COCTOSAHMS cepBepa (MMpa), COCTOSIHUS onucaHbl B TabnnLe 7.

refid MaeHTudpmkatop ceasm nnm IP-agpec Toro, C KEM CUHXPOHU3MPOBaH YA IEHHbII
cepeep (Mup). Tunbl MAEHTUCMKATOPOB CBA3M ONUCaHbI B Tabniie 8.

st Crpatym.

t OTHoLLEHVEe MapLUpyTU3aTopa K yaaneHHoMy cepBepy (Mvpy), TUMbl ONucaHbl B
Tabnuue 9.

when Mepurog BpeMeHn ¢ MOMEHTa, Korga cepeep (M1p) nocsiefHnii pas onpalumsasics, B
cekyHaax ( “h” yacbl,“d” gHn).

poll YacTtoTa onpoca cepsepa (M1pa).

reach BocbMUOBUTHBIN cABUraemblii BIEBO PerncTp, coaepxaluuii pesynstartsl onpocos (1
= ycnewHo, 0 = HeycreLuHo), 0TO6paxXaeTcsi B BOCbMEPUYHOI CUCTEME CUNCTIEHUS.

delay BpeMsi npoxoxaeHusi nakeTa Ao cepeepa (n1pa) u 06paTHO, B MUIIMCEKYHAAX.
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offset

jitter

ESR-Series. CnpaBoyHnK komaHz CLI

OnucaHue

CpefHee NOCTOSIHHOE CMELLeHNe BPEMEHN MapLUPYTU3ATOPa OTHOCUTE/TbHO
cepeepa (nmpa).

CpefHuii pa36poc OTKNOHEHUSI BpEMEHM (IKMTTep).

Ta6nuua 7 — CocTosiHMe yaaneHHoro cepsepa (nupa)

Tun

npob6en

OonucaHuve

YKa3bIlBaeT Ha TO, UTO:

- He 6bI/1I0 OTBETOB OT yAa/IeHHOro cepsepa (nupa);

* CepBep He MCMOosb3yeTcs, Tak Kak CTpaTyM UMeeT 60/1bLIoe 3HaYeHMe;

- cepsep (M1p) UCNosb3yeT AaHHbIA MapLLPYTU3aTOP A/ CUHXPOHU3ALMM CBOUX
yacos.

Cepsep (M1p) He NCNosb3yeTcs A1 CUHXPOHM3aUMY BPEMEHW, OTGPOLLEH a/ITOPUTMOM
nepeceyeHus.

Cepsep (N1p) He UCNOMb3YETCS AN CUHXPOHM3ALMN BPEMEHW, OTEPOLLEH KNacTePHbIM
anropuTMOM.

Pa6ouuii yaaneHHblii cepeep (Nnp), HO HEe NCMOJb3YETCS, TaK Kak He BOLLE/ B YAC/IO
MepBbIX LIECTV CEPBEPOB (NMMPOB), OTCOPTUPOBAHHbIX MO PACCTOSHMID CUHXPOHU3ALIMN,
SIBNISIETCS PE3EPBHbIM.

Pa6ounii 1 npeanounTaeMblii yaaneHHslii cepeep (MUp), BKIOUEH anropuTMOM
06beAnHEHUS.

Cepsep (nMup), KOTOPbIV B HACTOsALLEE BPEMS SIBMISIETCS NEPBUYHBIM UCTOUHUKOM
BPEMEHMN.

Ta6nuua 8 — Tunbl NAEHTUNKATOPOB COEAVHEHVS C YaaNIeHHbIM cepBepoM (MMPOM)

Tun

ACST.

AUTH.

AUTO.

.BCST.

.CRYPT.

.DENY.

OonucaHue

Manycast-cepsep.

Owwumnbka ayTeHTUdUKaLNN.

Owunbka nocnegoBaTe/lbHOCTU aBTOMATUYECKOrO K/ltouva.

Broadcast-cepsep.

OwunbKa NPOTOKOa aBTOMATMUUECKOro Kkva.

CepBep oTkasan B gocrtyne.
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Tvn OnucaHue

INIT. VHnunanmsaums coegmMHeHNs ¢ CepBepoM.

.MCST. Multicast-cepsep.

.TIME. TaiiMayT COeIMHEHNSA C CEPBEPOM.

.STEP. CTyneH4yaToe n3MeHeHne BpeMeHU, CMELLEHNEe MeHbLUe npeaenbHoro nopora (1000

MWUISIMCEKYHA), HO 6onbLUe, yeMm war nopora (125 MunnncekyHa).

.RATE. [MpeBbilleHne YacToTbl ONPOCOB.

Ta6nuua 9 — Tvnbl OTHOWEHWI MapLupyTM3aTopa K yaaneHHoMy cepsepy (nvpy)

Tun OnucaHue

u Unicast ni1 manycast-knmeHT.

b Broadcast nam unicast-knneHT.

S [BYyCTOPOHHSSA CBA3b (NUp).

A Manycast-cepsep.

B Broadcast-cepsep.

M Multicast-cepsep.
CunHTakcuc

show ntp peers

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# sh ntp peers
Clock is synchronized, stratum 3, reference is 192.168.1.1
remote refid st t when poll reach delay offset jitter

*192.168.1.1 192.168.1.2 2 u 45 128 377 0.283 0.204 0.049

version
[JlaHHoli komaHAo ycTaHaBnvMBaeTcs Bepcust NTP-npoTokona.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<VERSION> - Bepcust NTP-npoTokona, npuHuMaeT 3HadeHus [1..4].

3HaueHune No yMoyaHuio
4

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# version 3
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11 HacTtpoika AAA

aaa accounting commands

aaa accounting login

aaa authentication attempts max-fail
aaa authentication enable

aaa authentication login

aaa authentication mode

aaa das-profile

aaa disable

aaa radius-profile

acct-port

auth-port

clear users blocked

clear user-session

clients

das-server

das-server

dead-interval

description

disable

enable

enable authentication

enable password

exec-timeout

ip sftp enable

key

Idap-server base-dn

Idap-server bind authenticate root-dn
Idap-server bind authenticate root-password
Idap-server bind timeout
|dap-server dscp

|dap-server host

|dap-server naming-attribute
Idap-server privilege-level-attribute
|dap-server search filter user-object-class
Idap-server search scope
Idap-server search timeout

line

login authentication

password

port

priority

privilege

privilege

radius-server dscp

radius-server host

radius-server host

radius-server retransmit
radius-server timeout

retransmit

root login enable

security passwords default-expired
security passwords history
security passwords lifetime
security passwords lower-case
security passwords max-length

ESR-Series. CnpaBo4YHUK koMaHz, CLI
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*+ security passwords min-length

*+ security passwords numeric-count
*+ security passwords special-case
*+ security passwords symbol-types
+ security passwords upper-case

+ show aaa accounting

+ show aaa authentication

+ show aaa ldap-servers

+ show aaa radius-servers

+ show aaa tacacs-servers

+ show users

+ show users accounts

+ show users blocked

+ source-address

+ source-interface

+ system configuration-exclusively
+ tacacs-server dscp

+ tacacs-server host

+ tacacs-server timeout

+ tech-support login enable

* timeout

* usage

* username

aaa accounting commands
[JaHHol KomaH0M KOHUIrypupyeTcst CNMCoK Cnoco60B yyeTa kKomaHz, BBeAEHHbIX B CLI.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

MapameTpbl
<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4yeT BBefleHHbIX koMaHp no npotokony TACACS.

3Ha4yeHune no ymonyaHuio

YUéT He BeeTC.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

[aHHo KomaHA0l KOHGIUIYpMpYyeTCs CNMCOK CNOCOBO0B yyeTa ceccuin nosnb3osarteneil. BegeHune yyeta
aKTVBUPYeTCS 1 NpekpaLlaeTcs, korga nonb3osaresib BXOAUT U OTK/IHOHAETCA OT CUCTEMbI, YTO COOTBETCTBYET
3HadeHunsaMm «start» 1 «stop» B coobuleHmax npotokonos RADIUS n TACACS.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> - cnocobsbl yyeta:

+ tacacs - yuet ceccuin no npotokony TACACS;
+ radius — y4eT ceccwuii no npotokony RADIUS.

3HayeHue No ymosiMaHuio

YyeT ceccuii BeeTcsl B TOKasTbHBbIi XypHar.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# aaa accounting login start-stop tacacs

aaa authentication attempts max-fail

[JlaHHOli KOMaHAOo ycTaHaBIMBAETCA MakCMMasIbHOE KOMIMUYECTBO HeyAauHbIX MOMbITOK ayTeHTUdMKaLum ao
6/10KMPOBKM MO/Ib30BATENS Y BPEMS, HA KOTOPOE NPOUCXOAUT B10KMPOBKA.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHZbl (NO), 3HAYEHUST KOIMYECTBA NOMbITOK U Neprog 6/10KMPOBKH
yCcTaHaBMMBAET MO YMO/YaHUIO.

CuHTtakcuc
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail
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MapameTpbl

<COUNT> — KO/M4ecTBO HeyZauHbIX MOMbITOK ayTeHTU(INKaL MK, Noce KOTOPbIX NPOU30AAeT 6/10KMpoBKa
nosib30BaTens, NPUHUMaeT 3HaveHust [1..65535];

<TIME> — nHTepBas BpeMeHUN B CEKyHAAX, Ha KOTOpbI ByaeT 3a6n0KMpoBaH nosib3oBaresib, NpUHUMaeT
3HaueHusa [1..65535].

3HayeHue No ymosiMaHuio
KonuuecTtBo HeyaauHbIX NOMNbITOK — 5

Mepwnopa 6nokmnposkn — 300

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

,ﬂ,aHHOI7I KOMaH,U,OVI co34akoTCA CrnncKn cnocobos ayTeHTI/I(*)I/IKaLl'I/IVI NoBbILLEHNA I'Ipl/lBI/I!'IEFI/II7I nosb3oBaresiei.
|_|pVI Hey,u,aqH0|7| nonbITKe ayTeHTVIdDI/IKaLl'I/II/I no ogHomMy CI'IOC06y nponcxogunT MonbITKa ayTeHTI/IqJVIKaLI'I/II/I no
cnegywuiemMy B Crincke.

B koHhurypaumm no ymonyaHuto CyLLecTBYET Cnncok ¢ umeHeM «default». Cnucok «default» cooepxut oguH
cnocob ayteHTMdmKauum — «enable». UTo6bl nCNoONb30BaTh CNMCOK A1 ayTEHTU(MKALUM NOBbILIEHUSA
NpVBUNETNIA NONb30BaTENEN, HEOOXOAMMO BbINO/THUTL €0 NPUBA3KY KOMaHAOW, ONUCaHHON B pasgene
HacTtpoiika AAA.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAaNSEeT CNMCOK CNoco60B ayTEHTUIMKALMN.

CuHTakcuc
aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

MapameTpbl

<NAME> - umsa cnucka: cTpoka go 31 cumBona;
+ default — nma cnucka «default».

<METHOD> - cnoco6bl ayTeHTUhMKauuu:

+ enable — ayTeHTMdmKaums ¢ noMoLLbto enable-naponeis;
+ tacacs — ayteHTudmkaumsi no npotokony TACACS;

* radius — ayTeHTMdmKaums no npotokony RADIUS;

* |dap — ayTeHTMdmkaums no npotokony LDAP.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

[aHHOI KOMaHAoM co34atTCsa CNNCKM CNocob0B ayTeHTUdIMKaLMM BXO4a Nosib3oBaTtesiein B cuctemy. Mpu
HeyAa4yHol NoMbITKe ayTeHTUIMKALMN MO OAHOMY CNOCOBY MPONCXOAMT NOMNbITKA ayTEHTMMKaLMK NO
cnepyroLiemMy B CMMCKe.

B koHburypaymm no ymonyaHuio CyLecTByeT CNNCOK C umeHeM «default», gaHHbI CNMCOK COAEPXUT OAMH
cnoco6 ayteHTudmkauum — «local». Ytobbl nCNonb3oBaTh CNNCOK A/18 ayTEHTMdMKaLUmM BXoaa
nosb3oBartesiei, Heo6XxoaMMO BbINOHUTL Er0 akTMBaLMi0 KOMaHAOoM, ONMCaHHON B pasgene Hactporika AAA.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yAanseT CnMcok Crnoco60oB ayTeHTUUKaLUN.

CuHTakcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }

MapameTpbl

<NAME> — nms cnucka, 3agaércsa cTpokoii 4o 31 cuvBona;

Cnoco6bl ayTeHTU(MKaALUK:

* local — ayTeHTUhMKaUMS C MOMOLLbIO TOKasIbHOW 6a3bl NoMb30BaTenei;
+ tacacs — ayteHTudomkanmsa no cnmcky TACACS-cepBepos;

+ radius — ayTeHTMdmkaums no cnucky RADIUS-cepBepos;

* |dap — ayteHTMdmkauums no cnucky LDAP-cepBepoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# aaa authentication login login-test tacacs local
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aaa authentication mode
[aHHOoIn KomaHAoW onpeAensieTcsa pexumM paboTbl CO CMCKaMy METOA0B ayTEHTUGIMKALNN.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKoMmaHabl (N0) yaansieT CNMCoK Croco6oB ayTeHTUUKaLUN.

CuHTakcuc

[no] aaa authentication mode { break | chain }

MapameTpbl

break — npu ayTeHTudbukauum GyayT NCNOMb30BaTLCS NocneaytoLlye MeToapl B C/lyyae HefloCTyNHOCTY 6onee
MPVYOPUTETHOIO;

chain - npu ayTeHTUdMKaLmm 6yayT MCMONb30BATLCS MOC/EAYIOLIME METOAbI B C/lydae NnosyyeHnst otkasa ot
60/1ee NPUOPUTETHOIO.

3Ha4yeHue no ymonyaHuio

chain

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa authentication mode break

aaa das-profile

JlaHHas komMaHaa ucnosnb3yeTcsa AN A06aBNeHNs NpPodnns cepBepoB AnHammueckoi aTopusauum (DAS)
nepexoga B komaHgHbI pexxum DAS SERVER PROFILE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT 3afaHHbIin npocuib cepBepos
AnHamuyeckoi aTopusauumu (DAS).

CuHTakcuc

[no] aaa das-profile <NAME>

MapameTpbl

<NAME> - nmsa npodpunsi cepeepoB AnHamumuyeckoii asTopusaumm (DAS), 3aaaetcst cTpokoi go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
[aHHOoIn KoMaHAoW OTKNYaEeT AOCTYN Ha MapLIpyTU3aTop Yepes KOHCO/bHbIN NHTepPMeENiC.

Mpwn ncnonb3oBaHWKM OTpULATENLHONM (hopMbl KOMaHAb! (NO) AOCTYN HA MapLLPYTU3aTOP YepPe3 KOHCOMbHbI
NHTepdenc BKNOYaETCS.

CuHTakcuc

[no] aaa disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

JloCcTyn Ha MapLpyT13aTop Yepes KOHCO/bHbIV NHTePdIEC BK/THOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-LINE-CONSOLE

Mpumep:

esr(config-line-console)# aaa disable

aaa radius-profile

[aHHasa komaHaa ncnonb3yetcs ans aobasneHms npoduns RADIUS-cepeepoB 1 nepexofa B KOMaHAHbIM
pexvm RADIUS SERVER PROFILE.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT 3agaHHbiin npodunb RADIUS-cepBeposB.

CuHTaKkcuc

[no] aaa radius-profile <NAME>
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MapameTpbl
<NAME> - nms npoduns RADIUS-cepBepoB, 3agaetcs CTpokoi Ao 31 cumBona.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa radius-profile profilel
esr(config-aaa-radius-profile)#

acct-port

[aHHoi KomaHaol 3a4aéTca HoMep nopTta Ansa obmeHa gaHHbiMU ¢ yaaneHHbIM RADIUS-cepsepom npu
BbINO/IHEHNWN aKKayHTUHra.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s o6MeHa AaHHbIMY C YAa/IeHHbIM CEPBEPOM, MPUHUMAET 3HaueHus [1..65535].

3HayeHue No ymosiyaHuio
1813

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# acct-port 4444
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auth-port

[aHHol KomaHaoM 3agaéTca Homep nopTa Ans obmMeHa gaHHbIMU ¢ yaaneHHbIM RADIUS-cepepom npu
BbIMOJ/IHEHMM ayTeHTUdImKaL M1 1 aBTopmusaLnin.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IeHHbIM CEePBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1812

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# auth-port 4444

clear users blocked

[aHHoii KomaHaon yaanseTcs nHgopmaumus 0 Henpasu/bHbIX MNOMNbITKAX ayTEHTUGMKALNN Pa3NNYHbIX
nonb3oBarTesie.

CuHTakcuc

clear users blocked <NAME>

MapameTpbl

<NAME> — nms nosnb3oBarens, 415 KOTOPoro He06XoANMO OUUCTUTL CTATUCTUKY HENpPaBU/IbHbIX NOMbITKaX
ayTeHTUdmKaumm, 3agaétca CTpokoin go 31 cumeona.

be3s yKasaHunAa MMeHU NoJsib3oBartesid O4naeTcAa BCA Ta6nmu,a HenpaBW/IbHbLIX NMOMbITOK ayTeHTI/IC*)VIKaLI,VII/I.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# clear users blocked

clear user-session

[aHHol KomaHAoW 3akpbiBaeTcs paboyas ceccus nonb3oBartens CLI.

CuHTakcuc
clear user-session [ <USERNAME> | <SESSION> ]

MapameTpbl
<NAME> — ums nonb3oBaTenst CECCUD KOTOPOro HEOBXOANMO 3aKPbITh, 3a4aETCs CTPOKOM Ao 31 cumBona.

<SESSION> — HoOMep TepMUHasIbHOI CeCCUM KOTOPYH HEOBX0AMMO 3aKpbIThb, 3a4aETCA YACNOB B AnanasoHe
[1..10].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# clear users-session

clients

[laHHOI KomMaHAol onpeaensieTcs CNUCOK KIMEHTOB AnHamuyeckoii aBTopusauum (DAC), Ha 3anpockl KOTOPbIX
6yaeT oTBevaTb cepBep AnHamuyeckoin astopmsauun (DAS).

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) yAANISET CNUCOK KTMEHTOB ANHAMUYECKOIA
asTtopu3sauum (DAC).

CuHTakcuc
clients object-group <NAME>

no clients

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, cogepxalunii agpeca KiMeHToB AMHaMUYeCcKol aBTopusaumm, 3agaércs
CTpokoit oo 31 cumBona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-DAS-SERVER

Mpumep:

esr(config-das-server)# clients object-group pcrf

das-server

JaHHasi KomaHga ucnosnb3yeTcst 418 fob6aBneHns cepeepa AvHamuueckoit asTopusaumn (DAS) n nepexopa B
koMaHHbIi pexxum DAS SERVER. CepBepa anHammuyeckoli aTopusaumm (DAS) npuHumatotr RADIUS CoA
3anpocsl OT KNIMEHTOB AMHamunyeckoi asTopusaumn (DAC), HanpyMep OTK/IKOYEHUE UM MOBTOPHBIN 3anpoc
Cnu1cka cepsrCcoB Mob3oBaTens.

icnonb3oBaHme oTpuuaTesibHoli (DopMbl KOMaHAbl (N0) yaanseT 3a4aHHblii cepBep AVHAMUYECKOl
asTopusauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nms cepsepa guHamuyeckoin astopusauum (DAS), 3agaetcsa cTpokoit o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# das-server main
esr(config-das-server)#

das-server

[laHHan komaHa ncnonbayertcs Ans go6aBneHns cepeepa guHamuueckoi asTopusauum (DAS) B
KOHUrypupyemblii npodnsib CEPBEPOB AVHAMUYECKOW aBTOpU3aLum.

cnonb3oBaHve oTpuLaTenibHoi hopmMbl kKOMaHAbl (NO) yAANSET 3a4aHHbIl cepBep AUHAMUYECKO
aBsTopu3sauum (DAS).

143



ESR-Series. CnpaBoyHnK komaHz CLI

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> -unmsi cepBepa anHamuueckoli asTopusauum (DAS), 3apaeTcsi cTpokoid Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG-AAA-DAS-PROFILE

Mpumep

esr(config)# das-server mainesr(config-das-server)#

dead-interval

[aHHoi KomaHaoM 3a4aéTca nHTepBaUl, B TeueHumn kotoporo Ha RADIUS cepep He 6yayT oTnpaBnsATbCs
naketbl. B gaHHoe coctosHne RADIUS cepBep nepeBoguTCs N0 UCTEYEHUN TaliMayTa OXugaHusi otBeTa Ha
3anpoc nocsiegHero AonycTumoro nostopa (cm. pasgen Hactpoiika AAA).

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
dead-interval <SEC>

no dead-interval

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaeT 3HadeHus [0..3600].

3Ha4yeHue no ymonyaHuio
120

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-RADIUS-SERVER
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Mpumep:

esr(config-radius-server)# dead-interval 600

description

KomaHaa ucnonb3yeTcs ANna U3MEeHeHNs onvMcaHusi npogusis cepBepoB AnHamuyeckoin asTopusauum (DAS)
unu npodouns RADIUS-cepBepoB.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT onucaHue npoduns.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPOKon go 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE

Mpumep:

YctaHoBUTbL onncaHue ang npodguns IP-agpecos:

esr(config-aaa-das-profile)# description "Main profile"

disable

[ aHHO KOMaH0Vi NPOM3BOANTCS NMOHWKEHWE YPOBHS NPUBWETUIA NONb30BaTENS [0 NEPBOHAYA/IbHBIX.

CuHTakcuc
disable

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
2
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# disable
esr>

enable

,ﬂ,aHHOI7I KOMaH,D,OVI nponsBognTCA NoBblilLIEHNE YPOBHA I'IpVIBVIﬂeFVIVI nonb3osarens. Cnocoos.l ayTeHTVICbI/IKaLl,I/II/I
NoBbILLEHNA I'Ipl/lBI/I]'IGFI/Iﬁ nosib3oBaresiei 3aaloTcAa C MoMOLL b KOMaHA4bl, onucaHHol B pasaene HaCTpOIZKa
AAA.

© Mo ymonuaHuio B KOHUIypaLImm YCTaHOB/IEH METOA, ayTeHTMIMKALMK MO naposito «enable». Mpn aTom
naposiv He 3a/iaHsbl, TO eCTb /160 CUCTEMHbIN NO/Ib30BaTE b MOXET NONYYNTb 15 HEOGXOANMBIiA
YPOBEHb NPUBUNIETUIA.

© [nsa ayteHTUdUKaLMM NOBbLILEHUA NpuBMnernii no npotokonam TACACS/RADIUS/LDAP Ha cepsepe
JIO/XHbI 6bITb co3aaHbI nonb3osartenu Senab<PRIV>S, rae <PRIV> — Heo6xo4VMbIii YPOBEHb
NpUBMAETNIA NO/Ib30BATESSA, KOTOPbIA A0/MKEH ObITb ayTEHTUULIMPOBAH.

CuHTaKkcuc
enable [ <PRIV>]

MapameTpbl

<PRIV> - HE06X04UMbIii ypOBEHb NPUBUETUIA, MPUHMAET 3HaueHue [2..15].

3HayeHue No ymosiyaHuio
15

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr> enable 10
esr#
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enable authentication

[laHHOli KOMaHAO0M OCYLLECTBNAETCA akTMBALMS CNMCKA ayTEHTUMMKALMW NOBbLILLIEHWSI NPUBUIETIA
nosb3oBartesneid, KOTopbIA GyAeT NCNOMb30BaTLCS B KOH(DUTYPUMPYEMOM TEPMUHASIE.

B koHhurypaumm no ymonyaHuio akTUBHbIM SIBASIETCA CNUCOK ¢ uMeHeM «default», gaHHbIN cnMcok coaepxuT
OOMH cnocob ayTeHTUdmkaumm — «enable».

cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (nNo) aenaeT cnuMcok ¢ umeHeMm «default» akTUBHbIM.

CuHTakcuc
enable authentication <NAME>

no enable authentication

MapameTpbl

<NAME> — nms cnmcka, 3agaércsa cTpokoit go 31 cumBona.

3Ha4yeHue no ymonyaHuio
default

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# enable authentication enable-test

enable password

[ aHHOi KOMaH/10/i ycTaHAB/IMBAETCS MAPO/ib, KOTOPbLIN ByeT 3anpallnBaTbCsl NPU NOBbILLEHUN YPOBHS
NpVBUIErWiA Nonb3oBaTess.

© Mo ymonuaHuio B KOHUrypaLmm napony He 3afaHbl, TO €CTb /1060 CUCTEMHBIV NOMb30BATENb MOXET
nonyyunTb 15 HEOBXOAUMbI YPOBEHb MPUBUAETUIA.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT naposb U3 CUCTEMbI.
CuHTakcuc

enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]
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MapameTpbl
<CLEAR-TEXT> - naposb, 3ajaéTcsi CTPOKOIi [8 .. 32] cumB0/10B, NpHUMAaeT 3HadeHus [0-9a-fA-F];
<HASH_SHAS512> - xeww napons no anroputmy sha512, 3agaértcsa cTpokoii 13 110 cMMBO/IOB;

<PRIV> - HE06X04UMbIii ypOBEHb NMPUBUMETUNA, MPUHMAET 3HaueHue [2..15], 3HaueHne no ymonyanuio 15.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# enable password 12345678 privilege 10

exec-timeout

[laHHOi KoMaH10Vi 3a4aéTCcs UHTEpBaJl, MO UCTEUYEHUM KOTOPOTo BYAET paspbiBaTbCsi 6e3aeicTByoLLas
ceccus.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
exec—-timeout <SEC>

no exec-timeout

MapameTpbl

<SEC> - nepviofi BpEMEHW B MUHYTaX, NPUHMMAET 3HaueHus [1..65535].

3HayeHue No ymosiMaHuio

30 MUHYT

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX '
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Mpumep:

esr(config-line-ssh)# exec-timeout 600

T Tonbko anst ESR-21

ip sftp enable
[JaHHoIl KOoMaHoi Ha MapLUpyTM3aTope BKIYaeTcs AoCTyn no sftp a4ns koHdMryprMpyemoro nosnb3oBarens.

Mpwn ncnonb3oBaHUM OTPULLATENBHOI hopMbI KOMaHAbl (No) oTKYaeT AocTyn no sftp ans
KOH(hurypupyemoro nonb3oBaTens.

CuHTakcuc

[no] ip sftp enable

MapameTpbl

OrtcyTtcTBYIOT

3Ha4yeHune no ymonyaHuio

BbikntoyeHo

HeoOxoaumbivi ypoBeHb NpUBUErAii
10

KoMaHAHbIV pexum
CONFIG-USER

Mpumep:

esr(config-user)# 1ip sftp enable

key
[aHHoii kKoMaHAoi 3aaéTCcs Naposb A8 ayTEHTUMKALMM HA yAaNIeHHOM CepBepe.

icnonb3oBaHue oTpuLaTeNibHoi hopMbl KOMaH bl (N0) yAanseT 3aAaHHbIi Naposib 415 ayTeHTUgMKaLMU Ha
yAa/ieHHOM CepBepe.

CuHTakcuc
key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

MapameTpbl

<TEXT> - cTpoka [8..16] ASCll-cumeonos (ana TACACS-cepsepa — 10 60 cuMBOMOB);
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<ENCRYPTED-TEXT> — 3awwudpoBaHHbIli naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]

cumBonos (ana TACACS-cepsepa — o 120 cuMBO/IOB).

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# key ascii-text 12345678

Idap-server base-dn

[laHHoli komaHaoit 3apaétcs 6a3oBblii DN (Distinguished name), KoTopblii 6yAeT MCNONb30BATLCSA NPV NOUCKE

nosnb3oBartesiei.

Mcnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (N0) yaansieT 3afaHHblin 6a30BbIi DN.

CuHTakcuc
ldap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl

<NAME> — 6a308bIii DN, 3agaetca cTpokoii 4o 255 cumBoos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server base-dn “dc=example,dc=com”

Idap-server bind authenticate root-dn

[JaHHoli komaHgoit 3apaétcs DN (Distinguished name) nonb3oBatensi ¢ npaBaMn agMUHUCTPATOPA, Nof,
KOTOpbIM ByAeT npomcxoAuTb aBTopusauunsa Ha LDAP-cepeepe npu novcke nosb3oBartesneii.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) yaanseT 3agaHHblii DN nonb3oBatensi.
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CuHTakcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatens ¢ npaBamMmn agMMHUCTPATOPa, 3afaeTcs CTPOKOM A0 255 cMmBOI0B.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

[aHHoi KomaHAoM 3a4aéTca Naposib NoMb30BaTeNs ¢ npaBamMmn agMUHUCTPATopa, Nog KOTopbiM byaeT
npovcxoanTb aBTopu3aumsa Ha LDAP-cepBepe npu novcke nosb3oBaTesneii.

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI q:JOprI KOMaHAbl (no) yaandet 3a,EI|aHHbII7I naposib nosib3oBartess.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCII-cumB0NOB;

<ENCRYPTED-TEXT> — 3awudppoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaeTcs cTpokoii [16..32]
CVMBO/IOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678
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Idap-server bind timeout

[aHHoI KomaHaoM 3a4aéTca NHTepBaUl, N0 NCTEYEHMM KOTOPOro YCTPOCTBO cumTaeT, uto LDAP-cepsep
HeJOCTYyneH.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
ldap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> - nepvo/i BpeMeHu B CeKyHax, NpuHumaeT 3HadeHus [1..30].

3Ha4yeHue no ymonyaHuio

3 cekyHApbl

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind timeout 5

Idap-server dscp

KomaHpga 3anaét 3HadeHne koga DSCP ansa ncnonb3oBaHnsa B IP-3arosioBke ncxogawmx naketos LDAP-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
ldap-server dscp <DSCP>

no ldap-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiuaHuio
63
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ldap-server dscp 40

Idap-server host

[aHHaa komaHga ucnonb3yetcsa ana gobasnenns LDAP-cepsepa B CNMCOK UCMO/b3YEMbIX CEPBEPOB U
nepexoga B koMaHgHbI pexum LDAP SERVER.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHbl (N0) yaansieT 3agaHHblii LDAP-cepBep.

CuHTakcuc
[no] ldap-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

<ADDR> - IP-agpec LDAP-cepBepa, 3agaétcsa B Buge AAA.BBB.CCC.DDD, rge kaxgasi 4acTb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec LDAP-cepBepa, 3agaétca B Buge X:X:X:X::X, rge kaxgasa yactb NpuHUMaeT
3HauYeHus B LecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

[aHHoi KomaHaol 3aaaéTca nmsa atpnbyTa 06bekTa, CoO 3Ha4EHMEM KOTOPOro NAET CPaBHEHNE NMEHN
nckomoro nosnb3oBatensa Ha LDAP-cepsepe.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

MapameTpbl

<NAME> — ums aTpnbyTta 06b€EKTa, 3a4aETCsi CTPOKOM A0 127 CMMBO/OB.

3HaueHue No yMoIYaHUIo
uid

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ldap-server naming-attribute displayName

Idap-server privilege-level-attribute

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHol KomaHaoM 3a4aéTca umsa atpubyTa 06bEKTa, 3HaYeHe KOTOPoro Byaet onpeaensitb HavyasibHble
NPUBWUIEMMI NONb30BATENSA HA YCTPOCTBE. ATPMOBYT AO/MKEH NPUHMMATL 3HaueHus [1..15)]. Ecnun ykasaHHbIi
aTpubyT OTCYTCTBYET UMN COAEPXUT HEAOMYCTMMOE 3HAYEHME, TO HaYa/IbHbIE MPUBWIENM NOMb30BATENS

6yayT COOTBETCTBOBATbL NPUBUIETVSM NOMbL30BATENSA «remotey.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTtakcuc
ldap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute

MapameTpbl

<NAME> — nms atpmbyTta 06bekTa, 3a4a€TCs CTPOKON A0 127 CMMBO/OB.

3HauyeHue Nno ymosi4aHuio

priv-lvl

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server privilege-level-attribute title

Idap-server search filter user-object-class

[aHHoi KomaHAoM 3a4aéTca UMA Knacca 06bEKTOB, CPean KOTOPbIX HEOOXOAMMO BbIMOHATL NOUCK
nonb3oBartenei Ha LDAP-cepsepe.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapameTpbl

<NAME> — nms knacca o6bEKTOB, 3a4aéTcs CTPOKOI A0 127 CMMBO/IOB.

3Ha4yeHue no ymonyaHuio

posixAccount

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server search filter user-object-class shadowAccount

Idap-server search scope
[aHHoi KomaHaol 3aaaétcsa 06/1acTb Novcka nosb3osareneii B gepese LDAP-cepsepa.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTaKkcuc

ldap-server search scope <SCOPE>

no ldap-server search scope
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MapameTpbl
<SCOPE> - o6nacTb noucka nonb3osaresnein Ha LDAP-cepBepe, NnpuHMMaEeT criefytoLime 3HaueHns:

+ onelevel — BbINOMHATL NOMCK B 06bEKTaxX Ha cneaytolemM yposHe nocse 6asosoro DN B gepese LDAP-
cepsepa;
* subtree — BbINO/IHATL MOUCK BO BCex 06bekTax nogaepesa 6asosoro DN B aepeBe LDAP cepsepa.

3HayeHue No ymosiMaHuio

subtree

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server search scope onelevel

Idap-server search timeout

[laHHOI KomMaHAol 3a4aéTCa NHTepBa, N0 UCTEYEHMM KOTOPOro YCTPOCTBO cuntaeT, uto LDAP-cepBep He
Hallen 3anuceli nofb3oBaTenei, NoAXoASALLIMX NOA YC/I0BUE NoucKa.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ldap-server search timeout <SEC>

no ldap-server search timeout

MapameTpbl

<SEC> - nepvo/; BpeMeHu B cekyHax, npuHumaet 3HadeHus [0..30].

3Ha4yeHune no ymonyaHuio

0 — yCTPOIiCTBO OXUAAET 3aBepLLEHMS NoucKa 1 nonyyeHus oteeta ot LDAP-cepsepa.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# ldap-server search timeout 10

line

[laHHO KOMaH/10¥i OCYLLIECTBNSIETCS NEPEXOA, B PEXUM KOHIMIYPUPOBaHUS COOTBETCTBYIOLLETO TepMUHaNa:
NoKasIbHas KOHCO/b, yaaneHHas koHcosnb (Telnet), ynaneHHas 3auuiieHHas koHcosnb (SSH).

icnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) ycTaHABNMBAET NapamMeTpbl TEPMIHANA MO
yMon4aHuio. MapameTpbl N0 yMO/4YaHMio onvcaHsl B pasaenax Hactpoiika AAA n Hactpoiika AAA.

CuHTakcuc

[no] line <TYPE>

MapameTpbl
<TYPE> — T1n KoHCcoONN:

+ console — nokasibHast KOHCO/Ib;
+ telnet — yganeHHasa KoHCO/b;
+ ssh — 3awmeHHas yganeHHas KOHCO/b;

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# line console
esr(config-line-console)#

login authentication

[aHHO KOMaH/10Vi OCYLLIECTB/SIETCS aKTUBALWMS CNMCKa ayTEHTUUKALMM BXOAA NO/b30BaTENEN B CUCTEMY,
KOTOPbIV GYAET MCMOMb30BATLCS B KOHPUIYPMPYEMOM TEPMUHANE.

B KoHhMrypauum no yMoni4aHuio akTUBHbLIM SIBASIETCSA CMUCOK C MMeHeM «default», gaHHbI cnncok cogepxuT
OOMH cnocob ayTeHTMdmKaumm — «local».

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) AenaeT cnncok ¢ umeHem «default» akTUBHbIM.
CuHTakcuc

login authentication <NAME>

no login authentication
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MapameTpbl

<NAME> — nms cnucka, 3agaércsa cTpokoin go 31 cumsona.

3HayeHue No ymosiMaHuio

default

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# login authentication login-test

password

KomaHga 15t ycTaHOBKY Naposis onpeaeieHHoOMY No/b30BaTesio A1 BXoga B cuctemMy. Maposib MOXET 6biTb
3a/laH Kak B OTKPLITOM BUAE, Tak 1 B Bue xell sha512.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yaandeT naposib Nosib3oBartesid N3 CUCTEMbI.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> — naponb, 3aja€Tcs CTPOKOIi [8 .. 32] cumBo/I0B, NpuHUMAaeT 3HadeHus [0-9a-fA-F;

<HASH_SHA512> - xeww naponsi no anroputmy sha512, 3agaétcsa ctpokoii 13 110 cMMBONOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-USER
CHANGE-EXPIRED-PASSWORD
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Mpumep:

esr(config-user) password test

port
[JaHHoi KomaH 1ol 3a4aéTcs HomMep nopTa A8 06MeHa AaHHLIMU C YAANEHHbIM CEPBEPOM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> - Homep TCP/UDP-nopta Ans obmeHa faHHbIMW C YAaNleHHbIM CEPBEPOM, MPUHUMAET 3HAYEHUA
[1..65535].

3HaueHne No yMon4yaHuio
49 npnsa TACACS-cepsepa
389 pona LDAP-cepBepa

He yctaHoBneHo ans DAS-cepsepa

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# port 4444

priority

[aHHol KomaHaoM 3a4aéTca NPMOPUTET UCNONb30BaHMA yAaIEHHOro cepBepa. Yem Hmke 3HaYeHne, Tem
npuopuUTeTHEE cepsep.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
priority <PRIORITY>
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no priority

MapameTpbl

<PRIORITY> — npvopuTeT UCMO/b30BaHNSA YAAaIEHHOMO CepBepa, NPUHNUMAET 3HaueHus [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-tacacs-server)# priority 5

privilege

[aHHOoI KomaHAoM NPON3BOANTCS YyCTaHOBKA YPOBHA NpUBUNEruiA nonb3osarens. Habop komaHa, KOTOpbIi
AOCTYNeH Nonb30BaTento, 3aBUCUT OT YPOBHA NpuBunerii. NMonb3oBatensam ¢ ypoBHAMY npusmaernii ot 1 go 9
[AOCTYMNeH TONbKO NPOCMOTP MHAopmaumn. MNMonb3oBarensm ¢ ypoBHeM npusunernii ot 10 go 15 goctynHa
60nblIas YacTb KOMaHA, KOHGUrypupoBaHus. MNMonb3oBatensm ¢ ypoBHeM npusuiernii 15 4oCcTyneH NosHbIii
Habop KkomaHA,. Tpebyemblili HE0OXOANMbIA YPOBEHb NPUBUIETNIA KOMaH MOXET ObITb U3MEHEH, ONCaHne B
pasgene Hactpoiika AAA.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAbl (NO) yCTaHaB/IMBAET HEOBXOAUMbI YPOBEHb NpUBUAErnl
Mo YMO/YaHWIO.

HasHauyeHne Hauya/lbHOro YPOBHS NPUBU/IErUiA NOMb30BaTENSIM NPOUCXOAUT CrieAyoLWmUM 06pa3oM:

* Heob6Xxo4uMbIl yPOBEHb MPUBW/IETNIA NOb30BATENAM U3 IOKa/IbHOW 6a3bl Ha3HaYaeTCs yka3aHHOM
KomaHaow;

* Heob6Xxo4uMbIl ypOBEHb NPUBWIETNIA A5 NONb30BaTeNneil, aBTopm3oBaBLUMXcs No npotokony RADIUS,
6epeTca n3 atpubyTa cisco-avpair = "shell:priv-lvlI=<PRIV>";

* HeobXoAUMBbI YPOBEHb NPUBUIETNIA ANA NOMb30BaTeNen, aBTopu3oBasLUMxcsi no npoTtokony TACACS,
6epetcs us atpubyTa priv-lvl=<PRIV>,

* YPOBEHb NpvBUAErMn 15 Nosb30BaTeneil aBTopnM3oBaBLLMXCA No npoTokony LDAP 6epetcsa n3
atpnbyTta 3agaHHOro KomaHaou
privilege-level-attribute, onncanHoii B pasgene Hactporika AAA, no ymonyanuto priv-lvi=<PRIV>;

Ecnu npu ayteHTndmkauumn nonb3osarens yepes npotokosibl TACACS/RADIUS/LDAP He 6bin1a nonyyeHa
BbllLIeyKa3aHHasa onuus uamn 6bis1a nosyyeHa onuus ¢ HEKOPPEKTHLIM 3HAYeHneM, TO Nonb3oBartento byayT
Ha3HayeHbl NPUBUIETM NONb30BaTeNs «remote», No yMonyaHuo 1. Heobxoammblii ypoBeHb NpUBUAETUiA
nonb3oBarens «remote» MOXHO U3MEHUTb aHaUI0TMYHO SIFO60MY ApyroMy Mob30BaTeNto U3 NI0KasbHON 6a3bl C
NMOMOLLbIO YKa3aHHON KOMaHApbI.
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CuHTakcuc
privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HEO6XOAMMbII1 YPOBEHb MPUBWIEMMIA, MPUHUMAET 3HaueHue [1..15].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-USER

Mpumep:

esr(config-user)# privilege 15

privilege

[JlaHHoli KOMaHAOo NPOU3BOANTCS YCTAHOBKA MUHUMAa/IbHOTO YPOBHSI NPUBWIETWIA NONb30BaTENS,
HEeobXoAMMOro AN BbINOMHEHUSI KOMaHAb! 13 yKa3aHHOro NoaaepeBa KOMaHg,

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yCTaHaB/IMBAET HEOBXOANMbIV YPOBEHb NPUBUNETAl
MO YMOJTYaHWIO.

CuHTakcuc
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — koMaHZHbI/ pexuM, onMcaHne pexmnmoB NpuBeaeHo B Tabsinue 3;
<PRIV> - HE06X0AUMbIii ypOBEHb NPUBUMETUNA, MPUHUMAET 3HaueHue [1..15];

<COMMAND> - noaaepeBo KoMmaHg, 3afaeTcsi CTPOKoi A0 255 cMMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

YcTaHOoBUTb AN nogJepesa KoMaHg, «Show» KOPHEBOITo KOMaHAHOIO pexviMa HeobxoAnMbIii yPOBEHb
npusunerunii 2. KomaHgel nogaepesa «show interfaces» octTaBuTb ¢ ypoBHEM NpuBMAErnii 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp

KomaHpga 3anaét 3HadeHne koga DSCP ansa ncnonb3oBaHna B IP-3aronoBke ncxogawmx naketos RADIUS-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
radius-server dscp <DSCP>

no radius-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiuaHuio
63

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# radius-server dscp 40

radius-server host

JaHHaa komaHga ncnoneayercsa ana gobasneHns RADIUS-cepeepa B CNMCOK UCMOMb3yeMbIX CEPBEPOB U
nepexoga B koMaHgHbI pexum RADIUS SERVER.

Micnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHbl (NO) yaanseT 3agaHHbIin RADIUS-cepsep.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]
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MapameTpbl
<VRF> - nmsa ak3emnnspa VRF, 3agaetcs ctpokoit ao 31 cumBona.

<ADDR> - IP-agpec RADIUS-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rge kaxgasa yactb NpUHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yacTb npuHuUmaeT
3HayeHus B LWecTHaguaTepnuHom copmare [0..FFFF].

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#

radius-server host
[aHHasa komaHaa ncnonbayetcs ans gobasneHms RADIUS-cepsepa B npodguis RADIUS-cepsepoB.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (N0) yaanseT 3afaHHblin RADIUS-cepBep 13 npoduns.

CuHTakcuc

[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa aksemnnspa VRF, 3agaetca cTpokoii go 31 cumsona.

<ADDR> - IP-agpec RADIUS-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rge kaxgasa yactb NpUHUMaEeT
3HayeHus [0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb npuHuUmaet
3Ha4YeHus B WecTHaauaTepuuHom chopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-RADIUS-SERVER-PROFILE

Mpumep:

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1
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radius-server retransmit

[aHHol KomaHaoM 3a4aéTca KOIMYeCTBO Nepe3anpocoB K nocnegHemy aktnsHomy RADIUS-cepBepy, koTopoe
OyfeT BbINO/IHEHO Nepes BbINOo/IHEHNEM 3anpocos K cnegyrowmm RADIUS-cepsepam B crnivicke.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
radius-server retransmit <COUNT>

no radius-server retransmit

MapameTpbl

<COUNT> - konmyecTBO nepe3anpocoB k RADIUS-cepBepy, npuHUMaeT 3HaueHus [1..10].

3Ha4yeHue no ymonyaHuio
1

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server retransmit 5

radius-server timeout

[JaHHoi KomaHaol 3aaéTcsa MHTepBasl, N0 UCTEYEHMM KOTOPOro YCTPOMCTBO cuntaeT, uto RADIUS-cepeep
HeLOCTYyneH.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
radius-server timeout <SEC>

no radius-server timeout

MapameTpbl

<SEC> - nepviofi BpEMEH B CEKyH1ax, NpMHMMaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

3 CeKyHAbl
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# radius-server timeout 5

retransmit

[aHHol KomaHaoM 3aaéTca KomyecTBo nepesanpocos kK RADIUS-cepsepy, KoTopoe 6yZeT BbINO/IHEHO Nepes,
BbIMOJIHEHMEM 3anpocoB K cnepyowwmm RADIUS-cepBepam B cnucke.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CuHTakcuc
retransmit <COUNT>

no retransmit

MapameTpbl

<COUNT> - konmuecTBo nepesanpocoB k RADIUS-cepBepy, npuHnmMaet 3Hauexus [1..10].

3HauyeHue Nno ymosi4aHuio

He 3agaH, ncnonb3yeTcsa 3HadyeHne rnobasibHoOro napameTpa, OnMcaHHoro B pasgene Hactpoiika AAA.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config)# retransmit 5

root login enable

,ﬂ,aHHOVI KOMaH,D,OVI BK/TKOHAETCA HI/I3K0ypOBHEBbIl7I JIOKasbHbI AOCTyn K Cucteme C nomMmoLLbo NnoJsib3oBaresis
«root».

© [anHan kKomMaHJa NpUMeHrMa TOMbKO eC/iv 3aaH Naposib Nosb3osaresis "root". B NpoTMBHOM cryuae,
MapLLpyTU3aTop BblAAET COOOGLLEHNE O HEBO3MOXHOCTU NPUMEHUTb KOMaHy.
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Vicnonb3oBaHue oTpuLaTesibHoi POpPMbl KOMaH bl (N0) BbIK/TOUYAET H3KOYPOBHEBBIV NTOKa/bHbI AOCTYN K
CUCTEME C MOMOLLbIO NO/Ib30BATENS «f00t».

CuHTakcuc

[no] root login enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:
esr(config)# root login enable
security passwords default-expired

[ aHHO KOMaH/0Vi BK/TOYAETCA 3anpoc Ha CMeHy Naposis No yMoYaHuio A5 nosb3osatesis admin.

icnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaHbl (N0) OTK/OYAET 3anpoc Ha CMEHY Naposisi MO YMOYaHMIO.

CuHTakcuc

[no] security passwords default-expired

MapameTpbl

KomaHga He coaepXuT napameTpoB

3Ha4yeHue no ymonyaHuio

3anpoc Ha CMeHy Naposis N0 YMOSTYAHUIO OTK/THOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords default-expired
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security passwords history

[JaHHOV KOMaH0Vi BK/TIOYAETCA PEXMM 3anpeTa Ha 1CMosib30BaHNe paHee YCTaHOB/IeHHbIX Naposiei
NOKasIbHbIX Nosib3oBaTesieit. B kayecTBe napameTpa yKasbiBaeTcsi KOIMYECTBO Naposieii COXpaHsieMbIX B
namMaTi MapLupyTu3aTopa.

Mcnonb3oBaHue oTpulatenbHoli hopmbl kKoMaHbl (N0), CHUMAET OrpaHMYeHns Ha MOBTOPHOE MCNO/Ib30BaHue
naponei.

CunHTtakcuc
security passwords history <COUNT>

no security passwords history

MapameTpbl

<COUNT> - Ko/IM4ecTBO naporsiel, coxpaHsieMblx B NamsiTv Maplipytusatopa [0..15]. Mpyu ymeHbLIeHnn
[AHHOTO 3HaYeHus], NMHNe 6onee cTapble Napony yaansTcs.

3Ha4yeHune no ymonyaHuio
1

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords history 5

security passwords lifetime

[laHHOI KOMaH/10¥i ycTaHAB/IMBAETCS BPeMs eiiCTBUA Napos NI0KafibHOro nosib3osatesisi. Mpu nonbITke
NOAK/HOUYEHMS NO/b30BaTENS C UCTEKLLUM NaposieM, NoNb30BaTeNb GyAeT HAaNpPaB/IeH B PEXUM
NPUHYAUTENBbHOV CMEHbI Napons.

Vicnonb3oBaHue oTpuLaTeNIbHO DOPMbl KOMaH bl (N0), CHUMAET OrpaHNYeHne BPeMeHW X13HK Naposist
NTOKasIbHOTO NO/b30BaTENS.

CuHTakcuc
security passwords lifetime <TIME>

no security passwords Llifetime

MapameTpbl

<TIME> - nHTepBas BpeMeHu AeiNCcTBUS Naposist B AHSX, NPUHUMAET 3HadeHus [1..365].
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3Ha4yeHune no ymonyaHuio

Bpems feiicTBMS Naposi NOKasIbHOrO NO/Ib30BaTENst HEOTPAHNYEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords lifetime 30

security passwords lower-case

[aHHoi KomaHAol ycTaHaBIMBAETCA MUHMMAa/IbHOE KO/IMYECTBO CTPOUHbLIX BYKB B Naposie /IoKaslbHOro
nonb3osarend, ENABLE-napone, umeHn SMNPv3-nonb3osatens 1 SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO), CHUMAET OrpaHMYeHne Ha KONMYeCcTBO CTPOUHbIX GYKB
B naposie nokasibHoro nonb3osaresnis, ENABLE-napone, umeHn SMNPv3-nons3osatena n SMNPv1/SMNPv2 ¢
KOMbBIOHUTWN.

CuHTakcuc
security passwords lower-case <COUNT>

no security passwords lower-case

MapameTpbl

<COUNT> — MMHUMaJ/IbHOE KONMYECTBO CTPOUHbIX BYKB B Naposie iokasibHoro nons3osartenis, ENABLE-napone,
nmenn SMNPv3-nonb3osartens n SMNPv1/SMNPV2 ¢ kombtoHuTH [0..128].

3HayeHue nNo ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords lower-case 2
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security passwords max-length

[aHHOoI KomaHAoM ycTaHaBNMBaAETCHA OrpaHNYeHne Ha MakCMMasibHYH0 A/IVMHY Napos N0KasIbHOMo
nono3osaresnis, ENABLE-napons, umenn SMNPv3-nons3osatens n SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

cnonb3oBaHue oTpulatenbHol hopmMbl kKoMaHbl (N0), OTK/OYAET OrpaHNUYeHne Ha MakCUMasibHoe
KO/IMYECTBO CUMMBOJIOB B Naporie.

CunHTtakcuc
security passwords max-length <NUM>

no security passwords max-length

MapameTpbl

<NUM> — MakcuMasibHOe KOMn4ecTBO CMMBOJIOB B Naporsie, 3a4aeTcs B AvanasoHe [8..128].

3Ha4yeHune no ymonyaHuio
0

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords max-length 30

security passwords min-length

[aHHoI KomaHAol ycTaHaBAMBAETCS OrpaHnYeHme Ha MUHUMaUTbHYHO A/IMHY Naposs T0KaslbHOro
nons3osarend, ENABLE-napons, umeHn SMNPv3-nons3osatena n SMNPv1/SMNPV2 ¢ KOMbIOHUTH.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI CbOprI KOMaHAbl (no), OTK/TIOHaEeT orpaHnyeHne Ha MMHMMalsibHOe
KO/In4ecTBO CMMBOJIOB B Naporsie.

CuHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHMMa/IbHOE KO/IMYECTBO CMBOJIOB B Naposie, 3aaeTcs B AvanasoHe [8..128].

3HayeHue No ymosiMaHuio
0
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# security passwords min-length 10

security passwords numeric-count

[aHHol KomaHZo yCcTaHaB/IMBAETCS MUHMMa/IbHOE KO/IMYECTBO AP B Naposie NOKasbHOro nosb3osarens,
ENABLE-napone, umeHn SMNPv3-nons3osatens 1 SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

Mcnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO), CHUMAET OrpaHMYEHNE Ha KOIMYECTBO Ludp B napose
nokaneHoro nons3osatens, ENABLE-napone, umenn SMNPv3-nonb3osarens 1 SMNPv1/SMNPv2c
KOMBbIOHUTH.

CunHTtakcuc
security passwords numeric-count <COUNT>

no security passwords numeric-count

MapameTpbl

<COUNT> — MnHMmMasibHOe KoNn4ecTBo Ludp B napose fiokasibHoro nons3osaresis, ENABLE-napone, nmeHm
SMNPv3-nons3osarens 1 SMNPv1/SMNPv2 ¢ kombloHutu [0..128].

3HauyeHue No ymosi4aHuio
0

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# security passwords numeric-count 2
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security passwords special-case

[aHHoI KomaHAoM ycTaHaBNMBaETCA MUHMMasIbHOE KOSIMYECTBO CnelnasibHbIX CMMBOJIOB B Naposie
nokasnbHoro nosne3osarens, ENABLE-napone, nmeHn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢
KOMbIOHUTN.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO), CHUMAET OrpaHUYEHNE Ha KOMIMYECTBO CneuuasibHbIX
CVIMBOJ10B B Nnaporsie siokasibHoro nosb3osarens, ENABLE-napone, nmenn SMNPv3-nons3osartena n SMNPv1/
SMNPV2 ¢ KOMBIOHUTW.

CunHTtakcuc
security passwords special-case <COUNT>

no security passwords special-case

MapameTpbl

<COUNT> — MMHMMa/IbHOE KONNYECTBO CrneLumasibHbIX CUMBO/IOB B Maposie N0KasibHOro Nonb3oBarens,
ENABLE-napone, umeHn SMNPv3-nonib3osatens n SMNPv1/SMNPV2 ¢ komblonnTy [0..128].

3Ha4yeHune no ymonyaHuio
0

HeoG6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords special-case 2

security passwords symbol-types

[aHHOoI KomaHaoM ycTaHaBNNMBaeTCd MUHMMasIbHOE KOSIMYECTBO TUMOB CMMBOJI0B, KOTOPbIE JO/DKHbI
NnpUCyTCTBOBaTL B Naposie NokasibHoro nosb3osarens, ENABLE-napone, nmeHn SMNPv3-nonb3osarens u
SMNPvV1/SMNPV2 ¢ KOMbIOHUTN.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO), yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO A5
MWUHUMaNIbHOrO KOMiMYecTBa TUNOB CUMBOJIOB, KOTOPbIE A0/MKHbI MPUCYTCTBOBATL B NApPOs1e NNOKas/IbHOIO
nonb3osarend, ENABLE-napone, umeHn SMNPv3-nonb3osatens 1 SMNPv1/SMNPV2 ¢ KOMbIOHUTMW.

CuHTakcuc

security passwords symbol-types <COUNT>

no security passwords symbol-types
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MapameTpbl

<COUNT> — MMHUMaJ/IbHOE KOMIMYECTBO TUMNOB CUMBOJIOB B Naporsie f1okasibHoro nons3osarens, ENABLE-
napone, umeHn SMNPv3-nonb3oBatens 1 SMNPv1/SMNPv2 ¢ kombloHUTK [1..4].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords symbol-types 2

security passwords upper-case

[JlaHHOli KOMaHAOo ycTaHaBNMBAETCA MUHMMasIbHOE KOMMUYECTBO NPOMUCHbIX (3arnaBHbIX) GYKB B Napone
nokasnbHoro nons3oarens, ENABLE-napone, nmenn SMNPv3-nonb3oBatena n SMNPv1/SMNPv2c
KOMbIOHUTH.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO), CHUMAET OrpaHUYEHNE Ha KOMIMYECTBO NPOMUCHbIX
(3arnaBHbIx) GykB B Napose siokasibHoro nonb3osarensi, ENABLE-napone, nmenn SMNPv3-nonsb3oBatens u
SMNPV1/SMNPV2 ¢ KOMbIOHUTN.

CuHTakcuc
security passwords upper-case <COUNT>

no security passwords upper-case

MapameTpbl

<COUNT> — MVH1MasIbHOE KONMMYECTBO NPONMUCHBIX (3arnaBHbIX) GyKB B Naposie I0KasibHOTo Nosib30BaTens,
ENABLE-napone, umeHn SMNPv3-nonb3osatens n SMNPv1/SMNPV2 ¢ kombloHnTy [0..128].

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# security passwords upper-case 2

show aaa accounting

JaHHaa komaHaa no3BosiseT NPOCMOTPETb HACTPOEHHbIE NapamMeTpbl yyeTa.

CuHTakcuc

show aaa accounting

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show aaa accounting
Login : radius
Commands : tacacs

show aaa authentication

JaHHaa komaHaa no3BosigeT NPOCMOTPETL CMUCKU crnoco6os ayTeHTMdDI/IKaLI,VIVI nosb3oBartenei, a Takke
aKTUBHbIE CMMUCKN KaXXA0ro tuna TepMmnHas10B.

CuHTakcuc

show aaa authentication

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method 1list
console default default
telnet default default
ssh default default

show aaa Idap-servers

JaHHas komaHga no3BonsfeT NpocMmoTpeTs napameTtpbl LDAP-cepBepoB.

CuHTakcuc

show aaa ldap-servers

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show aaa ldap-servers

Base DN: dc=example,dc=com

Root DN: cn=admin,dc=example,dc=com
Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

JaHHas komaHAa no3BonseT NnpocMmoTpeTs napametpbl RADIUS-cepeepoB.

CuHTakcuc

show aaa radius-servers

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority Usage Key

2.2.2.2 -= 1 all 9DA7076CA30B5FFEODCIC4
2.4.4.4 -= 1 all 9DA7076BA30OB4EFCES

show aaa tacacs-servers

[JaHHasi KomaHa no3BosieT NPocMoTPeThL napameTpbl TACACS-cepBeposB.
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CuHTakcuc

show aaa tacacs-servers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDE65039E5591FA3

10.100.100.5 49 10 CDE65039E5591FA3
show users

JaHHaa koMmaHaa no3BosiIAeT NPOCMOTPETL akTUBHbIE Ceccun nonb3oBartesieii CUCTEMbI.

CuHTakcuc

show users

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show users
User name Logged 1in at Host Timers Login/Priv  level

admin 13/02/15 01:14:25 Console 00:29:57/00:00:00 15
1 user sessions.
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show users accounts

[JaHHas komaHza No3BOJISIET NPOCMOTPETb KOHPUrypaLuo Nosb3oBaTeneli CUCTEMbI.

CuHTakcuc

show users accounts

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show user accounts

Name Password Privilege

admin $6$1sxrvGaV8Za8oX/K$YNel5xYPZ4c] 15
bemYWYNpQBQKDXWE9v@aoKgQ
KkRCEbOEMNuUusO9Kmg7UBs7nA3buEM87e
Eu.rA6tzqo

techsupport $6$YfwntIwU$Sah7UxPZTemKhjpSWvVsV 15
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

remote $6$YfwntIwUSah7UxPZTemKhjpSWvVsV 1
9jHcp. kgFAK. vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

operator $6$eILpbbyRxedCzvVD$4RHPO8SMjXVNf 1
urX7V/ULCZ1loHIWMwEEh5f
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewl

show users blocked

[JaHHas KomaHza No3BoNAET npocMaTpuBaTb CNUCOK Nosib3oBaTesniei, 41 KOTopbIX Obl/1 BBEAEH
Henpasu/bHbIA Naposb. MNonb3oBaresb yAaIseTca U3 cnucka nocsie BBoga npasu/ibHOro nNaposs npu
ayTeHTugukaymm.

CuHTakcuc
show users blocked [ <NAME> ]
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MapameTpbl

<NAME> - umsa nonb3oBaTens, AnA KOTOPOro He06XoAMMO 0TO6PAa3UTb CTATUCTUKY HENPAaBU/IbHBLIX MOMbITOK
ayTeHTUdmKaumm, 3agaétcsa cTpokoi go 31 cumeona.

Bes ykasaHus nMeHu nonb3oBatess, oTobpaxaeTcs Bcs Tabnuua HenpaBubHbIX NMOMNbITOK ayTEHTUGMKALN.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show users blocked
User name Failures Latest failure From

tester 4 10/09/17 08:29:42 0.0.0.0

source-address

[aHHoin komaHaon onpegensietca IPv4/IPv6-agpec mapLupytusaropa, KoTopblii 6yaeT Ncnosib3oBaTbCs B
kauyecTBe IPv4/IPv6-agpeca nctodyHmka B oTnpaBnseMbix naketax Ha KoHgurypupyemolii AAA-cepsep.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaansieT ykasaHHblii IPv4/IPv6-agpec NCTOYHMKA.

CuHTakcuc
source-address { <ADDR> | <IPV6-ADDR> }

no source-address

MapameTpbl

<ADDR> - IP-agpec nctouHuka, 3agaétcs B suge AAA.BBB.CCC.DDD, rge kaxaas 4acTb NPUHUMAET 3HaYeHns
[0..255];

<IPV6-ADDR> — IPv6-agpec UcTouHuKa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yacTb NpUHUMAaET 3Ha4eHUs B
LwecTHaauartepmuHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
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Mpumep:

esr(config-radius-server)# source-address 220::71

source-interface

[aHHoi KomaHaol onpeaensieTca nHTepdeic nnu TyHHe b MaplipyTturdaTopa, IPv4/IPv6e-agpec koToporo
6yaeT ucnonb3osarbeA B kavecTse IPv4/IPv6-agpeca nctouHmKa B OTnpassieMblx Naketax Ha
KoHpurypupyemslii AAA-cepBep.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT ykazaHHblii UHTepdoeiic Um TyHHe b.

CuHTakcuc
source-interface { <IF> | <TUN> }

no source-interface

MapameTpbl

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MMeHoBaHNSA
MHTepheiicoB MapLLpyTM3aTopa;

<TUN> - umsi TyHHenst yCcTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-RADIUS-SERVER

Mpumep:
esr(config-radius-server)# source-interface gigabitethernet 1/0/1
system configuration-exclusively

[JaHHOI KOMaH/10Vi BK/TOYAETCS OrpaHnyeHne Konmuectsa ceccuii CLI 4o oaHOIA.

icnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] system configuration-exclusively

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# system configuration-exclusively

tacacs-server dscp

KomaHpga 3apaét 3HaveHue koga DSCP ansa ncnonb3oBaHnsa B IP-3aronioBke ncxogsawmx naketos TACACS-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HayeHue No ymosiyaHuio
63

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# tacacs-server dscp 40
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tacacs-server host

JaHHaa komaHga ncnoneayerca gna gobasneHms TACACS-cepBepa B CNUCOK UCNOMb3yeMbIX CEPBEPOB U
nepexoga B koMaHgHbI pexxum TACACS SERVER.

Micnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (N0) yaanseT 3agaHHblii TACACS-cepsep.

CuHTakcuc

[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3apgaetcsa cTpokoii o 31 cumBona.

<ADDR> - IP-agpec TACACS-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgasa yactb NpUHUMaeT
3HaueHus [0..255].

<IPV6-ADDR> — IPv6-agpec TACACS-cepBepa, 3agaétcs B Buge X:X:X:X:: X, rge kaxgasi 4acTb NpuHUMaeT
3HauYeHus B LIecTHaguaTepuyHom dpopmarte [0..FFFF].

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#

tacacs-server timeout

[aHHoI KomaHaoM 3aaéTca HTepBaUsl, N0 NCTEYEHMUM KOTOPOro YCTPOMCTBO cunTaeT, yto TACACS-cepsep
HeLoCTyneH.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

MapameTpbl

<SEC> — nepviog, BpemMeHu B cekyHax, npuHumMaeT 3HaueHus [1..30].

3HauyeHue No ymosi4aHuio

3 cekyH/pbl.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# tacacs-server timeout 5

tech-support login enable

[aHHOoI KOMaHA0W BKNHOYAETCHA HU3KOYPOBHEBbIN yAaNeHHbI OCTYN K CMCTeME C NOMOLLbIO Nosib3oBaTesis
«techsupport». HU3k0ypoBHEBbI 4OCTYN K CUCTEME MO3BOUT NOYUNTb TEXHNYECKON NOAAEPXKKE BCIO
Heobxo4MMy0 NHGOPMaUUIo, KOrAa 3T0 HE06X0AMMO.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) BbIK/THOUYAET HU3KOYPOBHEBbIN YAa/IeHHbI AOCTYN K
cucTeme C NOMOLLbIO Nosb3oBatens «techsupport».

CuHTakcuc

[no] tech-support login enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# tech-support login enable

timeout

[aHHoi KomaHaol 3aaaéTcsa MHTepBasl, N0 UCTEYEHMM KOTOPOro YCTPOocTBO cuntaeT, uto RADIUS-cepsep
HeAOoCTyNeH.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTaKkcuc

timeout <SEC>

no timeout
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MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1axX, NpMHMMaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

He 3apaH, ncnonb3yetcs 3HavyeHue r1obasibHOro Tanmepa, onncaHHoro B pasaene Hactpoiika AAA.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# timeout 7

usage

[aHHaa komaHga onpeaensiet TMn CoeguHeHni Ans ayTeHTUdmKaumm KOTopbiX OyAeT NCNo/b30BaTbCs
RADIUS-cepsepa.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

MapameTpbl
all — Bce Tvnbl coeanHeHWA;

aaa — RADIUS-cepBep 6yaeT ucnonb3oBaTbCs Ans ayTeHTudmkauun, astopusaunm n yyera telnet, ssh console
ceccuii;

auth — RADIUS-cepBep 6yaeTt ncnonb3oBatbCsa A8 ayTeHTMdmnkaumm n asTopusaumm telnet, ssh console
ceccuii;

acct — RADIUS-cepBep 6yaeT ucnonb3oBaTbcs Ans yyeta telnet, ssh console ceccuij;

pptp — RADIUS-cepBep 6yaeT ncnosnb3oBaTbCs A/151 ayTEHTMdMKaL MK, aBTopM3aLmn 1 yuyeTa yaaneHHbIX
nonb3oBartesiei, nogxkyatoLmxest no npotokony PPTP;

I2tp — RADIUS-cepBep GyaeT ncnonb30oBaTbCs AN ayTeHTUdMKaL MM, aBTopmusaLmm 1 ydeta yaaneHHbIX
nonb3oBartesnien, nogxodatoLmxcs no npotokony L2TP over IPsec.

3Ha4yeHune no ymonyaHuio

all
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# usage pptp

username

[aHHOoI KOMaHAoW BbINOSTHAETCS A0o6aB/ieHne Nosib30BaTesis B /IOKa/IbHYH0 6a3y nonb3oBarenei u
OCYLLECTBNSIETCS NEPEXOS B PEXMM HACTPOINKM NapamMeTpoB NoO/Ib30BaTENS.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHbl (NO) yaansieT nosib3oBaTesist U3 CUCTEMBI.

CuHTakcuc

[no] username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona. Ecnv ncnonb3oBatb KOMaHay Ans
yAaseHns;, TO NPy yKkasaHun 3HaueHmus «all» 6yayT yaaneHbl Bce No/b30BaTeNu.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# username test
esr(config-user)#
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12 KoHchurypupoBaHue 1 MOHUTOPUHI MHTEpPencosB

+ O6uwme KoMaHabl
+ clear interfaces counters
+ description
+ history statistics
* interface
* ip tcp adjust-mss
+ load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
+ show interfaces counters
+ show interfaces description
+ show interfaces history
+ show interfaces status
+ show interfaces utilization
+ shutdown
+ show system jumbo-frames
+ speed
+ switchport dot1q ethertype egress stag
+ switchport mode
+ system jumbo-frames
+ dusnyeckme nHTepencol
« snmp trap link-status
+ show interfaces protected-ports
+ show interfaces sfp
+ show interfaces switch-port configuration
+ show interfaces switch-port status
+ threshold rx-utilization
+ threshold rx-utilization monitoring
+ threshold tx-utilization
+ threshold tx-utilization monitoring
+ switchport community
+ switchport protected
+ switchport protected-port
+ ArpervpoBaHHble MHTepdelichl
+ channel-group
* lacp port-priority
* lacp system-priority
* lacp timeout
+ port-channel load-balance
+ show interfaces port-channel
+ show lacp counters
+ show lacp interfaces
+ show lacp parameters
* E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* mrru
+ password
* ppp authentication chap
* ppp chap hostname
* ppp chap password
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* ppp chap refuse
* ppp chap username
* ppp ipcp accept-address
* ppp ipcp remote-address
* ppp max-configure
* ppp max-failure
* ppp max-terminate
* Ppp mru
* ppp multilink
* ppp multilink-group
* ppp timeout keepalive
* ppp timeout retry
+ show controllers e1
+ switchport e1 slot
+ switchport e1 clock source
+ switchport el crc
+ switchport e1 framing
+ switchport e1 invert data
+ switchport e1 linecode
+ switchport e1 timeslots
+ switchport e1 unframed
+ switchport mode e1

+ [NocnepoBaresibHble NHTEpPAdENCHI
+ chat-script
+ clear line aux
+ databits
+ dialer
+ dialer idle-timeout
+ dialer in-band
+ dialer map
« dialer string
+ flowcontrol
* line aux
* modem inout
* parity
+ show line aux
+ speed
+ stopbits
+ transport telnet port

+ becnpoBogHble MOAEMBI
+ allowed-auth
+ allowed-mode
* apn
+ cellular modem
« cellular profile
+ device
* enable
* ip-version
* mru
* number
+ password
* pin
+ preferred-mode
+ profile
+ show cellular configuration modem
+ show cellular configuration profile
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+ show cellulas status modem
* user
+ HacTtpolika TenedoHHbIX NOpPTOB
+ authentication name
+ authentication password
+ call-forwarding busy
+ call-forwarding busy number
+ call-forwarding no-answer
+ call-forwarding no-answer number
+ call-forwarding no-answer timeout
+ call-forwarding unconditional
+ call-forwarding unconditional number
+ call-waiting
+ caller-id mode
+ dial-type
* enable
+ flash call-transfer
+ flash call-transfer mode
+ flash timer
* hotline
* hotline ipt
* hotline pstn
+ hotline number
* hotline number ipt
+ hotline number pstn
+ hotline timeout
* hotline timeout ipt
* hotline timeout pstn
+ hybrid rx
+ hybrid tx
* ipt prefix-name
* ipt prefix-number
+ ipt offhook-ringing
* ipt ring-number
+ profile sip
+ profile pbx
* pstn transmit-number
+ pstn transmit-prefix
+ shutdown
+ sip port
* sip user display-name
* sip user phone
+ timing delay
+ timing digit
+ timing flash
+ timing pulse-digit
+ timing pulse-interdigit
+ timing pulse-pause
+ timing tone-digit
+ timing tone-interdigit
+ TecTmpoBaHue TenedIOHHbIX MOPTOB
+ test voice-port start
+ test voice-port status

MopsifoK MMeHOoBaHWA NHTePdIECOB MapLLpyTU3aTopa onnucaH B pasaene Turbl 1 NopsioK MMeHoBaHA
NHTEepdIencoB MapLupyTusaropa.
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KomaHApbl, BBEAEHHbIE B pEXMME KOHUIypupoBaHusi nHTepdoelica (rpynnbl MHTEPKECcoB), NPUMEHSIHOTCS K
BblGpPaHHOMY MHTepdeiicy (rpynne nHTepgeiicos).

O6wue KomMmaHAbl

clear interfaces counters

[aHHo KomaHa0l OCyLECTBNAETCHA COPOC CHETUMKOB 3a[aHHOIO0 CUCTEMHOTO MHTEepdielica nnu rpynnbl
NHTepdelicos.

CuHTaKkcuc

clear tinterfaces counters [<IF>]

MapameTpbl

<IF> — HameHOBaHMe CUCTEMHOrO HTepdieica uaun rpynnbl UHTepencos, 3aaaéTcs B BUAe, ON1MCaHHOM B
pasgene Tvnbl 1 NOPSALOK UMEHOBaHUA NHTEPECOB MapLIpyTh3aTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTephelicoB nepeyncneHnem yepes «,» MMbo ykasatb gmanasoH UHTepdeincos
yepes «-». Ecnn He ykasbiBaTb MHAEKCHI MHTEPhEicoB, TO ByAyT OUMLLEHbI CHETUNKM BCEX NHTEPAIENCOB
3alaHHo rpynnbl. Mpy BbINONHEHUM KOMaHAbl 6€3 NapameTpa 6yayT OUULLEHbI CHETHUKM BCEX CUCTEMHbIX
NHTepdencos.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# clear interfaces counters gigabitethernet 1/0/5

description
[laHHas KoMaHAa UCcnonb3yeTcs A1 U3MEHEHUS ONMCaHMS KOHGIUTYPUPYEMOTo MHTepdielica.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ycTaHOB/IEHHOE OMNCaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune nHtepdelica, 3agaétcsa CTpokoin fo 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE

CONFIG-LINE-AUX '

Mpumep:

esr(config-if-gi)# description "Uplink interface"

T Tonbko anst ESR-21

history statistics

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KoMaHAoV BK/IKOYAETCS 3anncb CTAaTUCTUKIN UCNOMb30BaHUS TEKYLLLEro UHTepdeiica.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) OTK/KUYAET 3anncb CTATUCTUKM UCMO/Tb30BaHNS

TeKyLlero nHrepdeiica.

CuHTakcuc

[no] history statistics

MapameTpbl

OTcyTCTBYIOT.

Heob6xoauMbIii ypoBeHb NpuBUIerui

10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF

189



ESR-Series. CnpaBoyHnK komaHz CLI

CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-MULTILINK
CONFIG-E1
CONFIG-BRIDGE

Mpumep:

esr:esr(config-if-gi)# history statistics
esr:esr(config-if-gi)#

interface
[aHHasi KoMmaHaa No3BONSET NepeiiTn B peXUM KOHUIYpMpPOBaHMA OHOTO UK 6onee NHTEPIEACOB.

icnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) BOCCTaHaBNMBAET HACTPOIKM MHTepdieiica no
YMOUYaHMI0.

CuHTakcuc

[no] dinterface <IF>

MapameTpbl

<IF> — HanmeHoBaHVe nHTepdeica uam rpynnbl UHTEPAENCOB, 3a4aETCA B BUAE, ONUCAHHOM B pasgene Turbi
1 NOPALOK MMEeHOBaHWA NHTepdIeicoB MapLLpyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep 1

Mepexof B pexum KoHdurypuposaHus Ethernet-untepdpeiica gi 1/0/20:

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)#

Mpumep 2

Mepexon B pexum KoHdurypupoBaHus Ethernet-nntepdoeiica te 1/0/2:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if-te)#
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Mpumep 3

Mepexos B peXnM KOHDUIyprpoBaHUsa BUPTYasIbHOTO HTepeiica:

esr(config)# interface loopback 5
esr(config-loopback) #

Mpumep 4

Mepexof B pexum KoHUrypnpoBaHus cabmnHtepdeiica:

esr(config)# interface gigabitethernet 1/0/20.20
esr(config-subif)#

Mpumep 5

Mepexon B pexum KoHdurypupoBaHus nitepdeiica port-channel 2:

esr(config)# interface port-channel 2
esr (config-port-channel) #

Mpumep 6

Mepexof B pexum KoHdurypmpoBaHus nHtepdeica el 1/0/1:

esr(config)# interface el 1/0/1
esr(config-el)#

ESR-Series. CnpaBoyHnK komaHz CLI
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Mpumep 7

Mepexopn B pexumM KoHduryprupoBaHus nHtepdeica multilink 1:

esr(config)# interface multilink 1
esr(config-multilink)#

ip tcp adjust-mss

[laHHoli komaHAoI nepeonpeaenseTcs 3HayeHne nons MSS (Maximum segment size) Bo Bxoaawmx TCP-
naketax.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) OTK/MOYAET KOPPEKTUPOBKY 3Ha4YeHue nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprHUMaeT 3HaueHusi B gnanasoHe [500..1460].

3HauyeHue No ymosiuaHuio
1460

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ip tcp adjust-mss 1400

load-average

[laHHOI KoMaHaol ycTaHaBNMBAETCA MHTEpPBa/ BPEMEHW, MO KOTOPOMY NPOUCXOAMT pacyeT yTuam3auum
nHTepdeinca
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MCHOﬂbSOBaHMG(ﬂpMuaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeT3HaquMefK)yMOHHaHMD.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> — uHTepBa1 B CEKyHaX, NPUHUMAET 3HadeHus [5..150].

3HauyeHue No ymosiyaHuio
S)

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep:

esr(config-if-gi)# load-average 30

mode
[aHHOoI KOMaHAoW yCcTaHaBNMBaAETCA pPeXxnM paboTbl PU3NYECKoro/arpernpoBaHHOro UHTepgeinca.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTAHAB/IMBAET 3HAUYEHME PeXMMA N0 YMOJTYAHWIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl

<MODE> - pexum paboTbl (hr3nyeckoro/arpermpoBaHHoro nHtepdeinca, NpUHUMaeT 3Ha4YeHNS:
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- switchport — ycTaHaBnvBaet L2-pexvm. Bo3aMoxHO paspelieHue vlan, Ho 3anpeLyaeTt Ha3HadeHwe IP-

agpeca n cosaHue cab/qing-mHTepdeicos.
+ routerport — yctaHaBnusaeT L3-pexumm. Bo3moxHO HaszHayeHune IP-agpeca v co3gaHve cab/
ging-uHTepencos, HO 3anpeLLeHo paspeLleHune vlan Ha uHTepdeiice.

+ hybrid — BoamoxHo paspeLueHve vlan, HasHaueHune IP-agpeca n cosgaHve cab/qing-uHrepdelicos ' .

3HaueHue No yMmo4aHuio

routerport

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# mode switchport

1 JocTynHO ToNbKo Ha MapuipyTtmsaTopax ESR-1000/1200/1500/1700.

mtu
[JlaHHoli komaHAoi ykasbiBaeTcst pasmep MTU (Maximum Transmition Unit) ana nHtepdeiicos.

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaHAbl (NO) ycTaHaBIMBaET 3HadeHne MTU no ymonyaHuto.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HaueHne MTU B 6aiitax, NpMHUMAET 3HAUYEHUS B Ananal3oHe:
ESR-10/12V/12VF/14VF - [552..9600]

ESR-20/21 - [552..9500]

ESR-100/200/1000/1200/1500/1700 - [552..10000]

Insa Serial, E1 u multilink-uHtepdeiicos — [552-1500] ans Bcex Mogenei MapLupyTM3aTopoB.

3HaueHua MTU 6onee 1500 MOXHO BbICTaBASITb TONIbKO NPW BKNKOYEHHOW nogaepxke Jumbo-gpeiimos,
onucaHHol B pasgene KoHurypnposaHmie 1 MOHUTOPUHT NHTEPECOoB.

3Ha4yeHue no ymonyaHuio
1500
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-if-gi)# mtu 1400

rate-limit arp-broadcast

& B paHHoli Bepcum MO komaHaa nprMeHMma TobKO A5 MapLipyTU3aTopoB

ESR-1000/1200/1500/1700

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHOoI KOMaHAoW BKNHOYaAETCS OrpaHnyYeHne npuema arp-3anpocos Ha bridge-nHtepdelice.

Mpu Mcnonb3oBaHUM OTpULATESIbHON (DOPMbI KOMaH/bI (NO) OTK/IOYAETCS OrpaHMyeHne NprMemMa arp-3anpocoB

Ha bridge-nHtepdelice.

CuHTakcuc

[no] rate-limit arp-broadcast

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-BRIDGE

Mpumep:

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

& B paHHoli Bepcun MO koMaHaa NprMEHNMa TOMbKO /1S MapLUpyTM3aTopoB
ESR-1000/1200/1500/1700

[aHHoI KomaHAoM yCcTaHaBNMBaAETCSA MakCMasibHbIA MOPOr NprMemMa arp-3anpocoB Ha bridge-nHtepdelice.
[aHHbIi napameTp paboTaeTt To/IbKO NPV BK/IKOYEHHOM peXnme orpaHMyeHus npremMa arp-3anpocos Ha bridge-
nHTepdeiice

anMCﬂOﬂb30BaHMMOTpMHaTeﬂbHOﬁ(boprlKOMaHﬂH(nO)yCTaHaBﬂMBaET3HaquMe[K)yMOﬂanMm.

CuHTakcuc
rate-limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

MapameTpbl

<PPS> — Ko/M4ecTBO arp-3anpocos, 3a4aeTcs B AnanasoHe [1..65535].

3Ha4yeHune no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-BRIDGE

Mpumep:

esr(config-bridge)# rate-limit arp-broadcast pps 2000

show interfaces counters

KomaH0i BbINONHAETCA NPOCMOTP CYETUMKOB Ha CUCTEMHbLIX MHTEepdielicax: nopTax, CyouHTepdeiicax,
rpynnax arperayum, ceTeBbiX MOCTax.
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CuHTakcuc

show interfaces counters [ <IF> ]

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 NopsaoK MMeHOBaHUA
NHTepdhelicoB MapLUupyTu3aropa.

KomaHga oTob6paxaeT CUETUMKM 4151 NOPTOB MapLUpyTM3aTopa, CabuHTepEncoB N TYHHENbHbIX
NHTepelicos.

MOXHO yKa3aTb HECKO/IbKO MHTepencoB. Ecnu He yka3blBaTb MHAEKCHI MHTEPENCOB, TO BYAYT OTOOPaXKEHDI
CUYETUMKMN BCEX MHTEPAIENCOB 3aaaHHOl rpynnbl. Ecnu 3agaH onpeaenéHHblin nHtepdelic, To yaet
oTO6paXeHa AeTasibHast MHopmMaLmsa No gaHHOMY MHTepdelicy. Mpu BbINOIHEHUN KOMaHAbl 6e3 NapameTpa
6yayT NoKasaHbl CHETUMKN BCEX CUCTEMHbIX NHTEPKENCOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

ESR-Series. CnpaBoyHnK komaHz CLI

esr# show interfaces counters gigabitethernet 1/0/4-6

Interface
gil/0/4
gil/0/5
gil/0/6
Interface
gil/0/4
gil/0/5
gil/0/6

UC recv

Bytes recv

393748
(0]

Errors recv MC recv
0] 0]
0] 0]
0] 0]

esr# show interfaces counters gigabitethernet 1/0/4

Packets
Bytes re
Dropped
Receive
Multicas
Receive
Receive
Receive
Receive
Receive
Receive
Receive
Packets
Bytes tr
Dropped
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Collisio

received:
ceived:

on receive:
errors:

ts received:
length errors:

buffer overflow errors:

CRC errors:
frame errors:
FIFO errors:
missed errors:
compressed:
transmitted:
ansmitted:
on transmit:
errors:
aborted errors:
carrier errors:
FIFO errors:

heartbeat errors:

window errors:
comressed:
ns:

show interfaces description

0

[clcl ol ool oNoNolNoMNoolNoloMolNolNoMoMooMoMoNOo)

KomaHga ucnonb3yeTcsi 718 NPOCMOTPa ONUCaHNs CUCTEMHBIX MHTepPdIeiicoB.

CuHTakcuc

show interfaces description [ <IF> ]

MapameTpb

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MMeHOBaHNSA

MHTepdheiicoB MapLLpyTM3aTopa.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OTOOpaXeHbl CTaTyCbl BCEX NHTEPIENCOB 3a4aHHOI rpynnbl. Mpu BbINOSIHEHUM KOMaHAb! 6e3 napameTpa

6yayT NokasaHbl ONMcaHNs BCEX CUCTEMHBIX MHTEPCIECOoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show 1interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

KomaHga ucnonb3yeTcs Ans NpocMoTpa CTaTUCTMKM UCNOMb30BaHus HTepdelica.

CuHTakcuc

show interfaces history [<IF>] [timer <TIMER>]

MapameTpbl

<IF> — HaumeHoBaHVe NHTeperica Ui rpynnbl MHTEPCHENCOB, 3a4aETCA B BUAE, ONMCAHHOM B pasgene Turbi
1 NOPAA0K MMEHOBaHMA MHTEP(IEICOB MapLLpyTM3aTopa.

<TIMER > — He o6s13aTenbHbIii kntoy timer. B kauecTBe napamMeTpoB A5t aHHOTO K/ko4a MOryT BbICTynaTb:

+ hours oTo6paxaeT NCTopuio 3a nocnegHue 72 yaca

* minutes oTo6paXkaeT NCToputo 3a nocnegHne 60 MUHYT

+ seconds oTo6paxaeT UcTopumio 3a nocnegHme 60 cekyHa,

+ Tpu oTcyTCTBUM KAtoya timer, BbiBOASTCS 3 TabnMLbl ICTOPUM UCNONb30BaHUSI TyHHENs (eif)

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHZAHbIi pexum
ROOT
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Mpumep:

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 (0] (0] (0]
1-2 961 64 (0] (0] (0]
2-3 962 64 (0] (0] (0]
3-4 962 64 (0] (0] (0]
4-5 960 64 (0] (0] (0]
5-6 961 64 (0] (0] (0]
6-7 719 64 (0] (0] (0]
7-8 960 64 (0] (0] (0]
8-9 800 65 (0] (0] (0]
9-10 962 64 (0] (0] (0]
10-11 865 64 (0] (0] (0]
11-12 962 64 (0] (0] (0]
12-13 817 65 (0] (0] (0]
13-14 962 65 (0] (0] (0]
14-15 961 65 (0] (0] (0]
15-16 880 60 (0] (0] (0]
16-17 960 63 (0] (0] (0]
17-18 ©O 0 (0] (0] (0]
18-19 ©O 0 (0] (0] (0]
19-20 ©O 0 (0] (0] (0]
20-21 0 0 (0] (0] (0]
21-22 0 0 (0] (0] (0]

show interfaces status

KomaHga ucnosnb3yeTcsi 4719 NPOCMOTPA COCTOSIHUS CUCTEMHBIX MHTepPdIeiicoB.

CuHTakcuc

show interfaces status [<IF>]

MapameTpbl

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MeHOBaHNSA
MHTepdheiicoB MapLLpyTM3aTopa.

B KOMaHAe MOXHO yka3aTb HeCKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OTOBOpaXeHbl CTaTyCbl BCEX MHTEPIENCOB 3aaHHOi rpynnbl. EC/iv 3agaH KOHKPETHbIV HTepdeiic, To byaeT
oTobpaxeHa AeTanbHas nHgopmaums no JaHHOMY nHTepdeiicy. Mpu BbINO/IHEHUN KOMaHAb! 6e3 napameTpa
6yayT NOKa3saHbl CTaTyCbl BCEX CUCTEMHbIX UHTEPCENCOB.

Heo6xoaumblii ypoBeHb NpuBUnernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show interfaces status gigabitethernet 1/0/1-2
Interface Admin Link MTU MAC address Uptime
state state

gil/o/1 Up Down 1500 a8:f9:4b:aa:53:fc -
gil/0o/2 Up Up 1500 a8:f9:4b:aa:53:fd 15 hours, 17 minutes and 52
seconds

show interfaces utilization

KomaHga ucnosnb3yeTcsi 4718 NPOCMOTPa TEKYLLE HAarpy3ku Ha onsnyeckux nHTepdecax.

CuHTakcuc

show interfaces utilization [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcs B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok

IMEeHOBaHUsi NHTepdeincoB MapLIpyT13aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTEP(EICOB NepeyncieHreM Yepes 3ansTyo «,» b0 ykasaTb AvanasoH

NHTepdencoB Yepes gednc «-». Ecnm He ykasblBaTb MHAEKCHI MHTEPAECOB, TO ByAeT oTo6paeHa TekyLas

Harpyska /15 Bcex nHTepgeircoB 3agaHHol rpynnel. Mpu BbINOSHEHMM KOMaHAbl 6e3 napameTpa byaet

nokasaHa TekyLlas Harpyska a/1si Bcex om3nyecknx nHTepdencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Perdiod, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gil/o/3 5 0 0 0 0
gil/0/4 5 0 0 0 0
gil/0/5 5 0 0 0 0
gil/0/9 5 0 0 0 0
shutdown

[aHHOoI KoMaHAoW OTKNHYaAETCS KOHUryprpyemblil nHTepdelic.

icnonb3oBaHue oTpuuaTesibHoi (DOPMbI KOMaH bl (N0) BK/IOYAET KOHUTYPUPYEMbIA MHTEpdIeiic.
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CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Mpumep:
esr(config-if-gi)# shutdown

KoHdurypupyembiii MHTEPIENC OTK/THOUEH.

show system jumbo-frames

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaAepXMBaeTCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

KomaHga ncnonb3yeTcs 415 NPOCMOTPa TEeKYLLLero COCTOSAHMSA 1 COCTOSHUS MOC/e nepesarpy3kn ycTpoincTea
doyHKUMM jumbo-thpeimos.

CuHTakcuc

show system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

speed

[aHHOoI KomaHAoW yCcTaHaBNNBAETCA 3Ha4YEHNEe CKOPOCTU ANS1 KOHpMrypmpyemMmoro nHtepderica, rpynnbi
nHTepdeico. KomaHAon MOryT 6bITb YCTaHOB/EHbI cneayowme pexumsl: 10M6wut/c, 100M6éunTt/c, 1000 MouT/
¢, 10réwmt/c nnu auto.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (no) (bOprI KOMaHAbl yCTaHaB/IMBaET 3Ha4e€Hne no ymosi4aHuio.

CuHTakcuc
speed <SPEED> <DUPLEX>

no speed

MapameTpbl
<SPEED> - 3HauyeHue ckopocTu:

+ 10M - 3HauyeHue ckopoctn 10M6éuT/c;

+ 100M - 3HauyeHue ckopoctn 100M6éuT/c;

+ 1000M - 3HaueHue ckopocTn 1000M6uUT/C;
+ 10G - 3Ha4eHune ckopoctn 10I6mUT/C;

+ auto — aBTOMAaTMYECKUIA BbIOOP pexuma.

<DUPLEX> — pexum paboTbl npuemonepeaarynka, NpuHUMaeT 3HaueHus:

+ full-duplex — pynnekc;
+ half-duplex — nonyaynnekc.

3Ha4yeHue no ymonyaHuio

auto

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep 1
esr(config-if-te)# speed 10G

YcTaHOB/IEH CKOPOCTHOM pexum nHtepgeica 10 Fomnt/c.

Mpumep 2
esr(config-if-gi)# speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOW pexum nHtepdgeica 10 Méut/c, gynnekc.

switchport dot1q ethertype egress stag
[aHHoi komaHaon HacTpansaeTcs EtherType gns cepsucHoro VLAN B ncxogsmx naketax.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc

[no] switchport dotlqg ethertype egress stag { 802.1q | 802.1ad }

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio
802.1q (0x8100)

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.lad

switchport mode
[laHHas KoMaHAa ucnonb3yeTcs ANs 3a4aHns pexnma paboTtbl MHTepdelica ¢ VLAN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
switchport mode <MODE>

no switchport mode

MapameTpbl

<MODE> - pexum paboTbl:

+ access | — uHTepeiic focTyna, HeTernpoBaHHbI MHTepdeiic Ansa ogHol VLAN;

+ trunk ! - HTEpdeiic, NPUHMMAOLLMIE TONBKO TErMpoBaHHbIM Tpaduk 3a UckyYeHnem ogHoro VLAN,
KOTOpPbI MOXET 6bITb A06aBNEH C NOMOLLbIO KOMaHabl switchport trunk native vlan , onucaHHoi B
switchport trunk native-vlan;

- general 2 - uHTepdpeiic nepeknouaeTca B pexum general;
+ e1 — dmsnyeckunii nHTepdreiic nepekntouaeTcsa B pexxum E1 (He npumeHnMa aAns arperMpoBaHHbIX
NHTepdelicos).

3HayeHue No ymosiMaHuio
access '

general 2

HeoOxoaumbivi ypoBeHb NPUBUETAI
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport mode trunk

T laHHas KOMaHa NOAAepPXKVBAETCS TOMbKO Ha MapLupyTusatopax ESR-10/12V/12VF/14VF/20/21/100/200

2 NaHHas KOMaHza nogaepXxveaeTca T0/1bKo Ha MaplipyTtumsaTopax ESR-1000/1200/1500/1700

system jumbo-frames

[laHHOI KomaHAaol BKoYaeTca noaaepxka Jumbo-cpeliMoB. [ns BCTyneHns nsMeHeHuli B cuny Tpebyetcs
nepesarpyska ycTpoicTsa.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) BbIK/IHOYAET noaaepxky Jumbo-chpeiimos.

CuHTakcuc

[no] system jumbo-frames
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# system jumbo-frames

dusuyeckne nHTepcencobl

snmp trap link-status

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHas KoMmaHAa Ucnonb3yeTcs A1 BKIKUYEHUST OTNPAaBKX SNMP - trap 0 BK/IOYEHWUN/BbIK/THOYEHUN TYHHENS.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) OTK/OYAET OTNPaBKy SnMp - trap 0 BK/IKOUYEeHUN/

BbIK/TIOYEHNN TYHHENA.

CuHTakcuc

[no] snmp trap link-status

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE
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Mpumep:

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXUBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1700

KomaHga ucnonb3yeTcsi 4719 NPOCMOTPa IU3NYECKUX UHTEPAIEiCOB B PEXUME M30/1ALMM MO Tpymnnam.

CuHTakcuc

show interfaces protected-ports [ <IF> ]

MapameTpbl

<IF> — nmsa chmsmyeckoro nnamn arperMpoBaHHOro MHTepdieinca ycTponcTsea, 3agaétcs B BUAe, ONMcaHHOM B
pasgene Tunbl 1 NOPAAOK UMEHOBaHUS MHTEPENCoB MapLupyTusarTopa.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdhencos, To byayT
OTOOpaXeHbl CTaTyCbl BCEX HTEPIENCOB 3aaHHOI rpynnbl. EC/iv 3agaH onpegeneHHblin nHTepgeric, To
6yaeT oTobpaxeHa getasibHas MHopmaums No gaHHOMy uHTepdeincy. MNMpu BbINOIHEHMN KOMaHAb! 6e3
napametpa OyayT nokasaHbl CTaTyCbl BCeX (DU3NUECKMX MHTEPCENCOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

show interfaces sfp

KomaHga ucnosnb3yeTcsi 4718 NpocMoTpa MHdopmMaumi 06 SFP-TpaHcuBepax.

CuHTakcuc

show 1interfaces sfp [ <IF> ]

MapameTpbl

<IF> — nmsa dmnsnyeckoro nHTepdieinca ycTponcTea, 3a4aétcs B BUAE, ONMCAHHOM B pasaene Tunbl 1 NopsiioK
NMEeHOBaHNs NHTePdEencoB MmapLupyTusartopa. B KomaHae MOXHO ykasaTb HECKO/bLKO MHTepdelicoB. Ecnn He
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yKasblBaTb MHAEKCHI UHTEPCHENCOB, TO ByAyT OTOGPaXEeHbI CTaTyCbl BCEX MHTEP(ECOB 3a4aHHOl rpynmbl.
Ecnv 3agaH onpeaeneHHsblin nHTepdeiic, To byaeT oTobpaxeHa AeTasibHast MHhopMaums No gaHHOMY
nHTepdeiicy. Mpu BbINO/THEHUN KOMaHAbI 6e3 NapamMeTpa 6yayT NokasaHbl CTaTyCbl BCEX CUCTEMHbIX
NHTEpPdENCoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show interfaces sfp
Interface 'tel/0/1':

SFP present: Yes
Connector Type: LC
Type: SFP/SFP+

Compliance code: 10G BASE-SR
Laser wavelength: 850 nm
Transfer distance: 300.00 m

Vendor OUI: 24:00:00

Vendor name: Modultech

Vendor PN: MT-PP-85192-SR

Vendor SN: M1204011007

Vendor date: 04.05.12

Vendor revision: 1.0

DDM supported: Yes

Temperature: 40.562 C

Voltage: 3.3364 V

Current: 6.004 mA

RX Power: 0.0001 mW / -40.0000 dBm
TX Power: 0.4398 mW / -3.5674 dBm
RX LOS: Yes

TX Fault: No

TX Disable: No

Soft TX Disable: No
Interface 'tel/0/2':

SFP present: Yes
Connector Type: SC
Type: SFP/SFP+

Compliance code: 1000BASE-LX
Laser wavelength: 1310 nm
Transfer distance: 20.00 km

Vendor OUI: -=

Vendor name: OEM

Vendor PN: APSB35123CXS20
Vendor SN: S$G35224701333
Vendor date: 12.12.12
Vendor revision: 1.00

DDM supported: No
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show interfaces switch-port configuration

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

KomaHz0i1 BbINOMHAETCA NPOCMOTP NapamMeTpoB KOHUrypaLmmn rusnyeckmx MHTepgericos.

CuHTakcuc

show interfaces switch-port configuration [ <IF> ]

MapameTpbl

<IF> - nms chnsnyeckoro nHTepdoeiica ycTpoiicTea, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 nopsifokK
VIMEHOBaHUS MHTEPDEiCOB MapLUpyTH3aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTepdIeiicoB nepeuncieHMeM Yepes 3ansaTyto M60 yKkasaTb AuanasoH
NHTepdelicoB Yepes aeduc «-». EC/IN He yKasbiBaTb NHAEKCHI MHTEPdIeiicoB, To ByayT OTOGPAXEHbI
napameTpbl BCEX UHTEPdIeiicoB 3aaHHO rpynnbl. Mpu BbINO/IHEHUI KOMaHbl 6e3 napameTpa 6yayT
rnokasaHbl napaMeTpbl BCEX (DU3NUYECKUX MHTepdIeiicoB.

Heo6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o0/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

KomaHga ucnonb3yetcs Ans NpoCMOTpa COCTOSAHUS (IM3NYECKUX MHTEPCIECOoB.

CuHTakcuc

show interfaces switch-port status [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHOro nHTepdielica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPSA0K MMEHOBAHNSA MHTEPCDEINCOB MapLIpyTHU3aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTepPheicoB NnepeyncneHnemM yepes 3ansTyto «,» M60 ykasaTb AnanasoH
NHTEepdencoB Yepes gednc «-». Ecnim He ykasbiBaTb MHAEKCHI NHTEPAENCOB, TO ByaAyT 0TOOPaXKeHbI CTaTyCbl
BCEX MHTepelicoB 3agaHHoOl rpynnbl. ECNn 3agaH onpeaeneHHoblii nuTepdeiic, To 6yaeT oTobpaxeHa
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AeTanbHasi MHhopMaLums nNo JaHHoOMY MHTepdieiicy. Mpu BbINONHEHUM KOMaHab! 6e3 napaMeTpa byayT
rMokKasaHbl CTaTyCbl BCEX (IM3NUECKMX HTEPEIICOB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show interfaces switch-port status

Port Media Duplex Speed Neg Flow Link Back MDI Port
ctrl State Pressure Mode Mode
gil/o/1 - - - Enabled - Down - - access
gil/0/2 - - - Enabled - Down - - access
gil/0/3 - - - Enabled - Down - - access
gil/0/4 - - - Enabled - Down - - access
gil/0/5 - - - Enabled - Down - - access
gil/0/6 - - - Enabled - Down - - access

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface gigabitethernet 1/0/2
Status: up
Media: copper
Speed: 100 Mbps
Duplex: full

Flow control: no
MAC address: a8:f9:b5:00:00:25

MAC status:
Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

threshold rx-utilization

[JaHHasa komaHaa ncnonb3yeTcs AN5 3a4aHns nopora BXOAsALel Harpysku nHtepdoerica 415 oTnpasky SNmp -
trap eltexInterfaceRxUtilizationHigh u eltexinterfaceRxUtilizationHighOk.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAYEHNS MO YMOYAHUIO.

CuHTakcuc
threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

MapameTpbl
<TH-HIGH> — nopor B npoueHTax ans otnpasku snmp-trap eltexInterfaceRxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax A5 otnpasku snmp-trap eltexinterfaceRxUtilizationHighOk.

210



3Ha4yeHune no ymonyaHuio
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHan KomaHaa ncnosnb3yeTcs A1 BKAYEHM oTnpaBku snmp - trap eltexInterfaceRxUtilizationHigh n

eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTK/OYAET OTNpPaBKy snmp - trap

eltexInterfaceRxUtilizationHigh un eltexInterfaceRxUtilizationHighOk.

CuHTakcuc

[no] threshold rx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep:

esr(config-if-gi)# threshold rx-utilization monitoring

threshold tx-utilization

[laHHas KomMmaHAa ucnonb3yeTcs A5 3a4aHNsi NOPOroB NCXOASLLEN Harpysku MHTepdielica Ans oTnpaBKu
snmp - trap eltexInterface T xUtilizationHigh u eltexinterface T xUtilizationHighOk.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHNWS N0 YMOMYAHUIO.

CuHTakcuc
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

MapameTpbl
<TH-HIGH> — nopor B npoueHTax ansa otnpasku snmp-trap eltexinterfaceTxUtilizationHigh ;

<TH-LOW> - nopor B npougeHTax a5 oTnpasku snmp-trap eltexinterfaceTxUtilizationHighOk.

3HauyeHue No ymosiuaHuio
<TH-HIGH> — 90%;
<TH-LOW> - 85%.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

[aHHasi KoMmaHga ncnonb3yeTcsa s BKAYEHUS oTnpaBku snmp - trap eltexinterface T xUtilizationHigh n
eltexInterface T xUtilizationHighOk.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) OTK/OYAET oTnpaBky snmp - trap eltexInterface T
xUtilizationHigh u eltexInterface T xUtilizationHighOk.
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CuHTakcuc

[no] threshold tx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization monitoring

switchport community

& B Texyuleli Bepcun MO gaHHas KomaHAa NoaAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

[JaHHol KomaHaon nHTepdpelic gobasnseTca B rpynny U3onaunn. JaHHas KomaHga aktyasibHa, TONIbKO ecriv
NOPT HaXOAWTCA B PEXMME U30N5LUMM NO rpynnam.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanseT uHTepdeirc U3 rpynnbl U30NSLMN.

CuHTakcuc
switchport community <ID>

no switchport community

MapameTpbl

<ID> - naeHTUdMKaTOpP rpynrbl, NPUHMMAET 3Ha4YeHns1 B agnanasoHe [1..30].

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport community 10

switchport protected

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepPXMBaeTCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

[laHHOI KomaHAol Ha MHTepdielice BkoYaeTcs oyHKUMOHa Private VLAN u ykasbiBaeTcst UHTEpQeiic, Ha
KOTOPbIN MOTyT OTNPABASTLCSA NPUHATbLIE NaKeTbI.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) OTKYaeT dhyHKUMoHan Private VLAN.

CuHTakcuc
switchport protected <IF>

no switchport protected

MapameTpbl

<IF> — HanmeHoBaHVe nHTepdeiica, 3aa4aéTca B BUAE, ONMCAHHOM B pasgene Turbl 1 nopsifoK MMeHoBaHUA
NHTepdhelicoB MapLUpyTusaropa.

3Ha4yeHue no ymonyaHuio

®yHkumoHan Private VLAN oTk/itoueH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1
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switchport protected-port

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

[JaHHol KomaH0 nHTepdieinc NepeBoanTCA B PEXMM M30/18UMK No rpynnam. B gaHHOM pexvime o6meH
TpauKoM Mexay nHTepdeicaMmum 04HON rpynnbl paspeLleH, 06MeH TpadrkoM Mexay nHtepdencamm pasHbix
rpynn 3anpetyeH, obMeH Tpadvkom Mexay 13011MpoBaHHbIMU 1 HEN30/IMPOBAHHBLIMU MHTEpdelicamu
paspeLueH.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] switchport protected-port

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

NHTepdelic He n3onnposaH.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr:esr(config-if-gi)# switchport protected-port

ArpervpoBaHHble UHTepdeiicbl

channel-group
[aHHoli KomaHao hranyecknii MHTepheinc BKIKOYaETCA B rpynny arperaumm KaHanos.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yaanseT uHTepdeiic U3 rpynnbl arperauym kaHaos.

CuHTakcuc
channel-group <ID> mode <MODE>

no channel-group
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MapameTpbl
<ID> - NopsiAKOBbI HOMEP TPYMMbl arperauyn KaHas10B, NPUHUMAeT 3HaueHus [1..12].
<MODE> - pexum thopM1MpoBaHuA rpynnbl arperauny KaHanos:

+ auto — fo6aBNTL NHTEPAIENC B AUHAMUYECKYIO rpynny arperauumn ¢ nogaepxkoi nportokona LACP;
* on — fo6aBnUTb NHTEPAIEC B CTATUYECKYHO TPYNMy arperauum.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
[aHHoii komaHgon ycTtaHaBnuBaetcs LACP-npuoputeT nHTepdeiica Ethernet.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI C*JOprI KOMaHAbl YCTaHaB/IMBAET 3HA4Y€HNE MO yMO/THaHUIO.

CuHTakcuc
lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> - npuvopwuTeT, ykasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
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Mpumep:

esr(config-if-gi)# lacp port-priority 5000

lacp system-priority
[aHHol KomaHZOo ycTaHaBIMBaETCs NPUOPUTET CUCTEMbI A4Nns npoTtokona LACP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
lacp system-priority <PRIORITY>

no lacp system-priority

MapameTpbl

<PRIORITY> - npuvopwuTeT, ykasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# lacp system-priority 5000

lacp timeout
[aHHoI KomaHAoW ycTaHaBNMBaeTCa aAMUHUCTPATUBHbIN TalimayT npoTtokona LACP.

Mcnonb3oBaHue oTpulaTenbHol hopMbl KOMaHAbl YCTaHABNMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
lacp timeout { short | long }

no lacp timeout

MapameTpbl
long — gnutenbHoe Bpems TaiimayTa (90 cekyHa);

short — kopoTkoe BpeMsi TaiiMayTa (3 cekyHApbl).
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3Ha4yeHune no ymonyaHuio

long

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# lacp timeout short

port-channel load-balance
[laHHOI KOMaHAoV yCTaHaBNNBAETCS MEXaH3M H6anaHCMPOBKM Harpy3ku Aas rpynn arperayum kaHanos.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

MapameTtpbl ana ESR-1000, ESR-1200 ESR-1500 v ESR-1700
src-dst-mac — mexaHu3m 6anaHcnpoBKM OCHOBbIBaeTcs Ha MAC-agpece oTnpaBuTesns u nosyyartens;
src-dst-ip — MexaHn3m 6an1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpece otnpaBuTens v nonyvarens,

src-dst-mac-ip — mexaHm3m 6anaHcMpoBKM ocHoBbIBaeTcsA Ha MAC-agpece n IP-agpece otnpasuTens u
nonyvartens;

src-dst-ip-port — mexaHn3m 6an1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpecax u tcp/udp-noptax oTnpasuTens u
nonyyarens;

src-dst-mac-ip-port — mexaHu3m 6anaHcuMpoBKN ocHoBbiBaeTcs Ha MAC-agpece, IP-agpece v nopte
oTnpaBuUTeNs 1 nosyyarens.

MapameTtpbl ana ESR-10, ESR-12V, ESR-12VF, ESR-14VF, ESR-20, ESR-21, ESR-100 n ESR-200

active-backup — Becb Tpadvk OTNpaBNSETCA B OAVH UHTepdieiic 1 NepeHanpaBnsieTcs B ApYroi, eC/in NepBbiii
nepewien B cocTosiHne down;

src-dst-mac — mexaHu3m 6anaHCcUpPOBKM OCHOBbIBaeTCA Ha MAC-aapecax oTnpaBuUTeNs 1 Nosyyatens;

src-dst-mac-ip — mexaH1m3m 6anaHcMpoBKM OCcHOBbIBaeTcs Ha MAC-agpecax u IP-agpecax oTnpaButens un
nonyvartens;

src-dst-ip-port — MexaHn3m 6anaHCPOBKM OCHOBbIBAETCA Ha IP-afpecax u tcp/udp-noptax oTnpaBuTens u
nosnyyarensi;
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3Ha4yeHune no ymonyaHuio

src-dst-mac

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# port-channel load-balance src-dst-mac-ip

show interfaces port-channel

[JaHHasi KomaHa UCnosb3yeTcs A1 NPOCMOTPAa MHGIOPMALIMI O YSIEHAX TPYMMbI arperawymn KaHanos.

CuHTakcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - nopsAKoBbLI HOMEP rPyNMbl arperaumn KaHasos, NPUHUMAET 3HaueHus B ananasoHe [1..12].

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

pol gil/0/21

show lacp counters

& B Tekyuyeli Bepcum MO aaHHbIv hyHKLMOHAN NOAAEPXUBAETCA TOMbKO HA MapLUpyTM3aTopax
ESR-1000/1200/1500//1700

[aHHasi KomaHga Ucnonb3yeTcs A8 NPocMoTpa CcTaTUCTUKK paboTtbl LACP-npoTokona ans nHtepdeiica
Ethernet.
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CuHTakcuc

show lacp counters [ <IF> ]

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 NopsaoK MMeHOBaHUA
NHTepdhelicoB MapLUupyTu3aropa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnn He yKasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByaeT
OTOGpaXKeHa CTaTUCTMKa BCeX MHTEPJIencoB 3aaHHOol rpynnbl. ECniv 3aaaH onpeaeneHHblin nHtepdelic, To
6yaeT oTobpaxeHa getasibHas MHGopMaLUus No AaHHOMY MHTepdency.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show lacp counters port-channel 2
Interface Sent Recv Link failure

show lacp interfaces

[JaHHasa komaHga ncnosnb3yercs g/ npocmoTpa nHpopmauum o npotokosie LACP.

CuHTakcuc

show lacp interfaces [ <IF> ]

MapameTpbl

<IF> — ums chnsmueckoro nnu arpernpoBaHHOro MHTepdieiica ycTpoiicTea, 3aaéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPAA0K MMEHOBAHUA HTEPIEINCOB MapLIpyTHU3aTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnn He ykasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByaeT
oTobpaxeHa nHdopmaumst o LACP-npoTokone ansi Bcex nHTepdgeincoB 3agaHHom rpynnbl.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show lacp 1interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp 1interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

[aHHasi KomaHaa Ucnonb3yeTcs A8 NPocMoTpa napameTpoB HacTpoiikn npotokona LACP ans nHtepdelica
Ethernet.

CuHTakcuc

show lacp parameters [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
VIMEeHOBaHVs nHTepheincos MapLupyTnsaTopa. Bo3MOXHO UCMoNb30BaHMe TOMbKO (Pr3nYecknx MHTepdericos.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
oTOBOpaxXeHbl NapamMeTpbl BCEX MHTePeicoB 3agaHHOl rpynnbl. ECNn 3agaH KOHKPETHbIN MHTepdieiic, To
OyaeT oTobpaxeHa getasibHas MHpopmaums No gaHHOMY UHTepdeiicy.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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esr# show lacp parameters tengigabitethernet 1/0/2

LACP parameters

tel/0/2 32768 Short

E1/multilink

enable

[aHHoii komaHaon Bknovaetcst PPP-nonb3oBartens.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) oTkNtouaeT PPP-nonb3oBatens.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

PPP-nonb3oBartenb OTKAHOUYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# enable

ip tcp header-compression

[laHHOI KOMaHAoV BKIKOYAETCA NMPOTOKO/ CXaTus tCp 3aro/ioBKoM. MNMpPOTOKO/ MCNONb3YeTCs ANS YNy4ylleHNs

npon3BognNTE/IbHOCTN HU3KOCKOPOCTHbLIX KaHaU10B CBA3U

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) OTK/OYAET NPOTOKO/T CXATNSA tCp 3aro/I0BKOB.

CuHTaKkcuc

[no] 1ip tcp header-compression
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MapameTpbl
OrtcyTCTBYIOT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

(config-el)# ip tcp header-compression

ip tcp compression-connections

[aHHO KOMaH/10¥i yKa3bIBaeTCS KOMMYECTBO OAHOBPEMEHHBIX tCP-COEANHEHNIA, ANS KOTOPbIX ByaeT
CMNO/b30BaTbCSA NPOTOKO KOMMPECCUm tcp 3aro/ioBKOB.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOMYAHUIO A/1S
KO/IMYECTBA Of|HOBPEMEHHbIX tCp-COeAMHEHWIA, N KOTOPbIX BYAET 1CNo/b30BaTbCA NPOTOKON KOMNpeccum tcp
3aro/IoBKOB.

CuHTakcuc
ip tcp compression-connections <NUMBER>

no ip tcp compression-connections

MapameTpbl

<NUMBER> — K0/1M4ecTBO 04HOBpPEMEHHbIX tCp-COeAMHEeHNIA, ANS KOTOPbIX BYAET MCMONb30BaTLCA MPOTOKON
KOMMpeccun tcp 3aro/1oBKOB. MOXET NpuHUMaTh 3HaueHust [2..16).

3HauyeHue No ymosiyaHuio
16

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr:esr(config-el)# ip tcp compression-connections 32
esr:esr(config-el)#

mrru
[JaHHas KomaHga onpeaensieT MakcMMasibHbIl pasmep npuHMMaeMoro naketa ansa MLPPP nHTepdeiica.

Vicnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaH bl (N0) yCTaHAB/MBAET 3HAYEHME MITU MO YMOTYAHNIO.

CuHTakcuc
mrru { <MRRU> }

no mrru

MapameTpbl

<MRRU> — makcumasibHbIl pasmep npuHuMaemMoro naketa ans MLPPP nHTepdpeiica, npyuHMMaeT 3HavyeHus B
ananasoHe [1500..10000].

3HauyeHue No ymosiyaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-MULTILINK

Mpumep:

esr(config-multilink)# mrru 1700

password

KomaHga ons yctaHOBKM Napons B OTKPbITOM UK 3aumdpoBaHHOM hopMe onpenesieHHOMY Mosib30BaTtesito
ANa ayTeHTUdUKaL MM yaaneHHoW CTOPOoHsbI. MNaposib Nosb3oBartens XpaHUTca B KOHdUrypauuy B
3alumdpposaHHol dhopme. Npr KOHPUTYpMpoBaHUM MOXHO 3aaTb Naposib B OTKPbLITON hopme nnbo
CKOMupoBaTb Naposib B 3alnpoBaHHON hopme ¢ Apyroro ycTpoicTea.

cnonb3oBaHue oTpuuaTenbHol hopmbl kKomaHabl (No) yaanseT naponb nonb3oBaTens.

CuHTtakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOVi chopme, 3aaeTca CTPOKoli [1 .. 64] ciMBOMOB, MOXET BK/tOUYaTb
cumBonbl [0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awwmdpoBaHHoii hopme, 3agaéTca CTpokoii [2..128] cumBosnos.

& Maponn xpaHaATcsa B KOHUrypauun B 3aliMdgpoBaHHol hopMe He3aBUCKMMO OT hopMara,
NCNosib30BaHHOIO NpY BBOAE KOMaHAbI.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# password ascii-text 01234567

ppp authentication chap
[aHHoi komaHaol Bktovaetcst CHAP-ayTeHTUbmKaums.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0) OTK/MOYAET ayTeHTUMKALIMIO.

CuHTakcuc

[no] ppp authentication chap

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp authentication chap
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ppp chap hostname

[aHHol KomaH0I yKa3blBaeTCA MMA MapLUpyTMU3aTopa, KOTopoe OTNpaBseTcs yaaseHHOW CTOpoHe A/1s
npoxoxaeHna CHAP-ayTeHTudmKaumnn.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
ppp chap hostname <NAME>

no ppp chap hostname

MapameTpbl

<NAME> — nms mapLupyTtumsaropa, 3agaéTtcs CTpokol o 31 cumsona.

3Ha4yeHue no ymonyaHuio

CuctemHoe ums yctpolictea (hosthame).

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap hostname esril

ppp chap password

[aHHOoI KoOMaHA0M yKa3blBaeTCs nNaposib, KOTOPbIA OTNPaBAsAeTCA yAaIeHHOW CTOPOHE BMECTe C UMEHeM
MapLupyTumsaTopa g5 npoxoxaeHnss CHAP-ayTeHTudbmkaumn.

Vicnonb3oBaHue oTpuLaTesibHoli DOPMbI KOMaH bl (N0) yaansieT naporsb.

CuHTakcuc
ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

MapameTpbl

<CLEAR-TEXT> - naposib B OTKpbITOli chopMe, 3aaETcsi CTPOKOI [1 .. 64] CMMBO/IOB, MOXET BK/HOUATb
cumBonbl [0-9a-fA-F];

<ENCRYPTED-TEXT> — naposib B 3alumcpoBaHHoli hopMe, 3aaEéTcsi CTPOKoI [2..128] cumBonoB.
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& Maposnb xpaHUTCs B KOHUrypauuy B 3alumpoBaHHol hopMe He3aBUCKMMO OT chopMara,
NCMNONb30BAHHOIO NPY BBOAE KOMaHAbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap password ascii-text 01234567

ppp chap refuse
[laHHOI KOMaHAol BKHOYAETCA UTHOPUPOBaHKe ayTeHTUUKaLMK.

icnonb3oBaHue oTpuLaTeNibHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] ppp chap refuse

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

MrHopvipoBaHue ayTeHTUUKaLMI BbIK/THOUYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap refuse
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ppp chap username

[JlaHHOli KOMaHAO0 yKa3bIBAETCS NO/Ib30BATENb A/151 AyTEHTUUKALMN YAANTEHHON CTOPOHBI U OCYLLIECTBASETCS
nepexog B peXXmm KOH(MIypupoBaHUsi Nosib3oBaTensi.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (No) yaansieT ykasaHHOro Nnosib3oBaresisi.

CuHTakcuc

[no] ppp chap username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaéTcsa cTpokoit o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap username xap

ppp ipcp accept-address

[aHHOoI KomaHAoW pa3peluaeTcs NpuHMUMaTb 0T cocefa Ntobol HeHyneBol IP-agpec B kayecTBe /I0Ka/IbHOro
IP-appeca.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ppp ipcp accept-address

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue Nno ymosi4aHuio

Mprewm IP-agpeca 3anpeLleH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp accept-address

ppp ipcp remote-address

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KomaHaol ycTaHaBnnBaetcs IP-agpec, KOTopbIii OTNpaBNsSeTcs yaaneHHol cTopoHe Ass

nocsiegyrouero ero npnceBoeHus.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (No) yaanseT IP-agpec yaAaneHHO CTOPOHLI.

CuHTakcuc
ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address

MapameTpbl

<ADDR> — IP-agpec yaaneHHoro wso3a.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp remote-address 192.168.1.2

ppp max-configure

[laHHOI KoMaHAol ycTaHaBNMBAETCA KONMMUYECTBO NOMbITOK oTnpaBku Configure-Request nakeToB, npexae yem

yAaneHHbIin Nup 6yaeT Npu3HaH HeCNOCOGHbIM OTBETUTD.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHWIO.

CuHTakcuc

ppp max-configure <VALUE>
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no ppp max-configure

MapameTpbl
<VALUE> - Bpewmsi B CeKyHAax, NPMHMMAaET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)#i ppp max-configure 4

ppp max-failure

[laHHOI KomMaHAol ycTaHaBNMBAETCS KONMUYECTBO NonbIToK Bbic/iaTb Configure-NAK nakeTbl, npexae yem
6YyayT NOATBEPXKAEHLI BCE OMLMN.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ppp max-failure <VALUE>

no ppp max-failure

MapameTpbl

<VALUE> - Bpems B cekyHax, NpUHUMAaET 3HadeHus [1..255].

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-SERIAL
CONFIG-E1
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CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-failure 3

ppp max-terminate

[ aHHO KOMaH/10/i ycTaHAB/IMBAETCS KOJIMUYECTBO MOMbITOK BbicNaTb Terminate-Request nakeTbl, Npexae yem
ceccusi 6yieT npepeaHa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp max—-terminate <VALUE>

no ppp max-terminate

MapameTpbl

<VALUE> - Bpems B cekyHaax, NPMHUMAET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-terminate 4

PPP mru
[laHHoi komaHAaol ykasbiBaeTca pasmep MRU (Maximum Receive Unit) ans nHtepdeiica.

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) ycTaHaBnmBaeT 3HaveHne MRU no ymonuyaxuto.

CuHTtakcuc
ppp mru <MRU>

no ppp mru
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MapameTpbl
<MRU> - 3HaueHne MRU, npuHMMaeT 3HaYeHns B avanasoHe [552..1500].

3HayeHue No ymosiMaHuio
1500

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:
esr(config-if-gi)# mru 1400
ppp multilink

[aHHoii komaHgown Bkntovaetcs pexum MLPPP Ha ET1-nHTepdelice.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) oTktovaeT pexum MLPPP.

CuHTakcuc

[no] ppp multilink

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-E1

Mpumep:

esr(config-el)# ppp multilink

ppp multilink-group

[JaHHoli kKomaHzoi E1-uHTepdpeiic BktovaeTcsa B rpynny arperaumu.
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icnonb3oBaHue oTpuUaTeNibHO (hopMbl KOMaHbl (N0) UCK/OYAET MHTEPIEIC M3 TPyNMbl arperauyu.

CuHTakcuc
ppp multilink-group <GROUP-ID>

MapameTpbl

<GROUP-ID> — naeHTudomkaTop rpynmbl, NpUHUMaeT 3HaveHue [1..4].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-E1

Mpumep:

esr(config-el)# ppp multilink-group 1

ppp timeout keepalive

[laHHOI KoMaHAol yCTaHaBNMBAETCA NHTEPBa/T BPEMEHN B CEKyHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTHU3aTop
otnpasnseT keepalive-coobLueHune.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..32767].

3Ha4yeHune no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbI1 pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr(config-if-gi)# ppp timeout keepalive 200

ppp timeout retry

[laHHOV KOMaH/10¥i yCTaHAB/IMBAETCS HTEPBA/T BDEMEHM B CEKYHAAX, N0 NCTEYEHNM KOTOPOro MapLLpyTU3aTop
MOBTOPSIET 3aNPOC HA YCTAHOB/IEHUE CECCUMN.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp timeout retry <TIME>
no ppp timeout retry

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
3

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# ppp timeout retry 3

show controllers e1

[aHHoin KomaHaoW BbiBOAUTCA MHGIOMapuUmsa o E1 KoHTponepax.

CuHTakcuc

show controllers el [<IF>]

MapameTpbl

<IF> - nms chnsnyeckoro nHTepdpeiica MapLupyT3aTopa, 3a4aéTcs B BUAe, ONMCaHHOM B pasaene Tkl 1
NopsI0K UMEeHOBaHWA HTePEicoB MapLLPYTU3aTopa;
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum

ROOT

Mpumep:

esr# show controllers el
Interface 'tel/0/1':

SFP present:

SFP Vendor name:

SFP Vendor PN:
Line code:
Clock source:
Timeslot:
Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:
E1l Link:

E1 Synced:

E1 RX AIS:

E1 RX RAI:

switchport e1 slot

Yes
NSC-COM
611.900
HDB3
Internal
24

No

No
FCS16
Down

No

No

No

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHol KomaHaoM nopT e1 NpuBA3bIBaETCA K ousnyeckomMy nHtepdericy. Micnonb3oBaHne oTpuuaTesibHOM

thopmbl KOMaHAB! (NO) NEpPexoanT B CTAHAAPTHLIN PEXMM.

CuHTakcuc

[no] switchport el slot <SLOT>

MapameTpbl

<SLOT> - naeHtTUdmKaTop coTa, NpUHUMAET 3HadeHne B ananasoHe [0..12].

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHZAHbIi pexum

CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport el 0
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switchport e1 clock source
[aHHol KomaHAoM onpeaensieTcsa NCTOUHMK CUHXPOHU3aummn el-nHTepdeiica.

cnonb3oBaHue oTpuuaTenbHoli hopmbl KoMaHo (no) ycTaHaBNMBAET 3HAYEHMEe N0 YMOTYaHMIO

CuHTakcuc
switchport el clock source { internal | line }

no switchport el clock source

MapameTpbl
internal — ncnonb3yeTcs BHYTPEHHWI UCTOUYHMK CUHXPOHM3aLNK;

line — B KAauecTBe MCTOYHMKA CUHXPOHU3aUnn NCNoJsib3yeTca CUrdast ¢ JIMHNW.

3Ha4yeHue no ymonyaHuio

internal

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el clock source line

switchport e1 crc
[laHHOI KoMaHAol onpeaensieTcs peXxxMum NPoBEPKN LEe/TOCTHOCTU NepeAaBaeMbiX AaHHbIX.

Micnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH0Vi (N0) ycTaHABMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc
switchport el crc { 16 | 32 }

no switchport el crc

MapameTpbl
16 — ncnonb3yetcst 16-T GUTHbIN aNropuTM NPOBEPKM OTCYTCTBUSA om0k (CRC);

32 - ncnonbayetcs 32-Tv GUTHBI anropuT™M NPOBEPKN OTCyTCcTBMA owwn6ok (CRC).

3HauyeHue No ymosiuaHuio
16
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el crc 16

switchport e1 framing

[aHHOoI KomaHAoM BKNHOYaeTCs NpoBepka LesiocTHOCTM no anroputmy CRC4

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZOV (NO) yCTaHaBMBAET 3HAUYEHWE MO YMO/TYaHUIO

CuHTakcuc
switchport el framing { crc4 | no-crc4 }

no switchport el framing

MapameTpbl

crcd — BK/IOYEHME NPOBEPKM LienocTHocTM no CRC4;

no-crc4 — BbIKNOUYEHNE NPOBEpPKU LienocTHocTn no CRCA4.

3HauyeHue Nno ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el framing crc4

switchport e1 invert data

[aHHO KOMaH/10Vi BK/TOYAETCA PEBEPCUBHAS OTNPaBKa AaHHbIX.

icnonb3oBaHue oTpuUaTenbHo hopMbl KOMaHoV (N0) ycTaHaBNMBAET 3HAUYEHME MO YMO/TYAHUIO
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CuHTakcuc

[no] switchport el invert data

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHOo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el invert data

switchport e1 linecode

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOI KoMaHAol onpeaensieTcs aropuT™M KOAUPOBaHNA AaHHbIX, OCYLLLECTB/ISIEMOE 1A UX Nepeaayn no

Jonanyeckomy KaHany.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaHAOoV (N0) ycTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

switchport el linecode { ami | hdb3 }

MapameTpbl
ami — ncnosb30BaTb aroOpuT™M ami;

hdb3 - ncnonb3oBatb anroputm hdb3.

3HauyeHue No ymosi4aHuio
hdb3

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
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CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el linecode ami

switchport e1 timeslots
[laHHOI KoMaHAoV onpeaensieTcs KoMYecTBO NCNo/b3yeMbix 64K6UT/C KaHa0B B NoToke ET.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH10Vi (N0) ycTaHABNMBAET 3HAUYEHME NO YMOTYAHUIO.

CuHTakcuc
switchport el timeslots < RANGE >

no switchport el timeslots

MapameTpbl

< RANGE > - KonnuecTBo 64K61TC KaHa/10B, NPUHUMAET 3HaueHue [1..31].

3HauyeHue No ymosiyaHuio
31

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el timeslots 16

switchport e1 unframed

[aHHol KOMaH/0 BKNKUYAETCS PEXUM NCMONb30BaHKA NoToka E1 kak eanHoro 6e3 pasgeneHunst Ha KaHasbl
no 64Kout/c.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHAOW (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] switchport el unframed

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:
esr:esr(config-if-gi)# switchport el unframed
switchport mode e1

[aHHoi KomaHaol oM3nyecknini NopT nepeBoanTcs B pexmnm padoTel ¢ SFP e1 moaynem.

Vicnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaH bl (N0) NepeBoAWT NOPT B CTAHAAPTHbIN PEXMM.

CuHTakcuc

[no] switchport mode el

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport mode el

MocnepoBaTtenbHble UHTepPENCHI

& Tonbko ana ESR-21
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chat-script

KomaHga ucnonb3yetcs ansa cosganus chat-script, koTopble MOryT UCMNOMb30BaTLCS NPY NOAKIHUYEHNN Yepes
dialup.

cnonb3oBaHue oTpuuatensHoli hopmbl komaHapbl (no) yaansiet chat-script.

CuHTakcuc
chat-script <NAME> <TEXT>
no chat-script { <NAME> | all }

MapameTpbl
<NAME> - Ha3BaHMe CKpUNTa, 3a4aeTcsa CTPoKol Ao 31 cumBona.

<TEXT> - coaepxaHue cKkpunTa, 3agaeTcs CTPOKoi A0 255 cMMB0ON0B. HE06XOAMMO 3aKAOUNTL CKPUNT B
Kpyrnble CKOOKM 1 3KpaHMpoBaTb Npu NnoMoLLy cumBeona "\" npo6ensl 1 cneynann3mpoBaHHble CUMBO/IbI.

all - knou Ans yaaneHus BCex Co3aaHHbIX CKPUMTOB.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# chat-script DIAL "\ (ABORT ERROR ABORT BUSY \"\" \"ATZ\" OK \"ATDTT\" TIMEOUT 30
CONNECT\)"

clear line aux

KomaHga ucnonb3yeTcs Ansa yaaneHust ceccuii nocnegoBatenibHbIX MHTepPdeicoB.

CuHTakcuc

clear line aux [ <NUM> ]

MapameTpbl

<NUM> — Homep nocriefoBaTenibHOTo HTepdelica, ykasbiBaeTcs B gvanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# clear line aux 2

databits
[aHHol KoMaH/10 3a1aeTCs KOSIMYEeCTBO GUT AaHHbIX B MOCHIIKE.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
databits <BITS>

no databits

MapameTpbl

<BITS> — ko/IMuUecTBO BGUT JaHHbIX B NOCbINKE. MpUHUMaET 3HaueHue [7..8]

3HayeHue No ymosiMaHuio
8

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-LINE-AUX

Mpumep:
esr(config-line-aux)# databits 7
dialer

[aHHOoI KomaHAoM BKNOYaeTCs PYHKUNS A03BOHLLMKA.

Mcnonb3oBaHue oTpuuatenbHol hopmMbl koMmaHAbl (N0) OTKAYAET YHKLMIO A03BOHLLMKA.

CuHTakcuc

[no] dialer

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer

dialer idle-timeout
[aHHoli KomaH/1011 3a/1aeTcs ycTaHaBNMBAETCS BPEMS YAEPXaHNUS NMOAKNHOUYEHMS MPU OTCYTCTBUM TpadmKa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer idle-timeout <TIME>
no dialer idle-timeout

MapameTpbl

<TIME> - BpeMs yaep>aHusa NoAKNI0YEHMSA NPU OTCYTCTBMM Tpadiuka B cekyHaax, NpUHUMaeT 3HayeHne B
ananasoHe [1..65535].

3HauyeHue No ymosiuaHuio
30

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer idle-timeout 210

dialer in-band

[aHHoli kKomaHaon Ha serial-uHTepdheiice BktovaeTca pexum V.25bis.
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icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] dialer +in-band

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmosi4aHuio

OTK/tOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer in-band

dialer map

CLI

[laHHOI komaHAaol 3aaaeTcsa cooTBeTcTBME IP-NoAceT 1 HOMEPOB A03BOHA A/1A AOCTyNa K 3TUM NOACETAM.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer map ip <SUBNET> name <PPPUSER> [ modem-script <SCRIPT-NAME> ] <PHONE-NUM>
no dialer map 1ip

MapameTpbl

<SUBNET> — agpec Ha3HaueHus, 3agaetcs B suge AAA.BBB.CCC.DDD/NN, rae AAA-DDD npuHumatot
3HaueHus [0..255] n NN npuHumMaet 3HadeHus [1..32].

<PPPUSER> - nmsi nonb3oBartens ansa Ao3BoHa, 3a4aeTcs CTpokoi Ao 31 cumsona.
<SCRIPT-NAME> - nmsa ckpunTta A03BOHa, 3afaeTcs CTpokoi Ao 31 cumeona.

<PHONE-NUM> - Homep anst 4o3BoHa.3agaetcsi CTPOKoi A0 15 CMMBO/10B, BO3MOXHO MCMNO/1b30BaTh TO/IbKO
ubldopbl.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

244



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer map ip 192.168.33.0/27 name SITE12 5512

dialer string
[JaHHoli komaHAo 3aaaeTcs Homep TenedoHa 4718 YCTaHOBKM coefuHeHus yepes dialup-mogem.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT HoMep TenedoHa A/1s1 yCTaHOBKM
coeamHeHns yepes dialup-mogem.

CuHTakcuc

dialer string <PHONE-NUM>
no dialer string

MapameTpbl

<PHONE-NUM> - Homep TenechoHa And Ao3BoHa. 3agaeTcsi CTPOKOW A0 15 cMMBO/10B, BO3MOXHO
NCNosb30BaTh TOMBKO LbIddpbl.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer string 3835401

flowcontrol
[laHHOV KOMaH/1011 3a1aeTCS PEXMM YNpPaBNeHNs MOTOKOM AaHHbIX.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

flowcontrol <MODE>

no flowcontrol
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MapameTpbl
<MODE> - pexum ynpasneHus notokom. NpuH1UMaeT 3HaYeHuns:

+ software — nporpammHoe ynpasfieHne noToKoM;
+ hardware — annapartHoe ynpasfieHne nNoToKOM;
+ disabled — ynpaBneHvne NOTOKOM OTK/IHOHEHO.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHAHbIli pexxum

CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# flowcontrol software

line aux

[aHHO KOMaH/10ii OCYLLIECTBSIETCA NEPEXOA, B PEXUM KOHPUIYPMPOBaHNSA NOCeAoBaTelbHOMO MHTepdeiica.

CuHTakcuc

line aux <NUM>

MapameTpbl

<NUM> - HomMep nocnegoBaTenibHOro nHTepgeiica, 3aaaetcs B gnanasoxe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# line aux 1
esr(config-line-aux)#

modem inout

[laHHOi KOMaH10Vi NepeBoANT NOC/eA0BaTe bHbIV UHTEPMEIC B PEXUM paboThbl C MOAEMOM.
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icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaHbl (N0) NepeBoAnT NoCeAoBaTe bHbI MHTEPHENC B pEXIM
KOHCOJ/IbHOTO cepBepa.

CuHTakcuc
modem inout

no modem +inout

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

Mo ymonuaHuto, nocneaoBatebHblli MHTEpdEiC paboTaeT B peXnMe KOHCO/IbHOTO cepBepa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# modem inout

parity
[aHHOoI KOMaHAoM 3aaeTcsa PeXnM YCTaHOBKM 6uTa YETHOCTW.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
parity <MODE>

no parity

MapameTpbl
<MODE> - pexum ycTaHOBKM 6uTa YeTHOCTW. MprUHUMaEeT 3Ha4YeHus:

+ odd — npoBepka Ha HEYETHOCTb
* even — NpoBepka Ha YeTHOCTb
* none — GUT YETHOCTM HE BbICTAB/AETCS.

3HauyeHue No ymosi4aHuio

none.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# parity even

show line aux

KomaHga ucnosnb3yeTcsi 471 NPOCMOTPa COCTOSIHMSA Noc/iefoBaTe bHbIX NHTEPHEiCoB.

CuHTakcuc

show 1line aux [ <NUM> ]

MapameTpbl

<NUM> — HoMep nocneaosaTenibHOro nHTepdieiica, ykassisaetcs B gnanasoHe [1..3].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show line aux

AUX Line 1

Baud rate: 115200
Databits: 8
Parity: NONE
Stopbits: 1
Flowcontrol: Disabled
Timeout Exec (min): 300
Telnet port: 2001
Modem mode: Disabled

speed

[aHHoI KomaHAo0M 3aaeTcsa CKOpOCTb paboThbl MOcneAoBaTeNbHOro nHTepdelica.

Mcnonb3oBaHue oTpulatTenbHoli hopMbl kKoMaHAbl (N0) yCTaHaBMMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

speed <SPEED>

no speed

248



ESR-Series. CnpaBoyHnK komaHz CLI

MapameTpbl
<SPEED> — ckopocTb paboTbl NocniegoBaTesnibHOro nHTepdeica B 6ut/cek. MpuHMMaeT 3HavyeHus:

« 300;
+ 1200;
+ 2400;
« 4800;
+ 9600;
+ 19200;
+ 38400;
« 57600;
115200.

3HayeHue No ymosiMaHuio
115200.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHAHbIli pexxum

CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# speed 9600

stopbits
[laHHOI KoMaHAoV 3aaeTcs KO/IMYECTBO CTOMOBbLIX GBUTOB B MOCbI/IKE.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
stopbits <STOP-BITS>

no stopbits

MapameTpbl

<STOP-BITS> — KO/IMUYECTBO CTOMOBbLIX GUTOB B NOCbI/IKE. MpMHUMAET 3HadyeHus [1..2].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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KomaHaHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# stopbits 2

transport telnet port

[JaHHoli komaHaoit 3apaetcst Homep TCP-nopTa ansi pexvma KoHcosibHoro cepeepa. Mpu telnet-noakntoueHnn
Ha IP-afpec mapLipyTm3aTopa 1 CKOHUIypUpoBaHHbIl AaHHOW KomaHaoli TCP-nopT, nonb3oBartesb
NOAK/MOYMTCA K KOHCOIbHOMY MHTEPeiicy YCTPOICTBa, NOAK/THUYEHHOTO K NOC/1Ie0BaTe/IbHOMY MHTEPeiicy
MapLupyTusartopa.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yaanseT 3HaveHne Homepa TCP-nopTta Ansa pexuma
KOHCO/IbHOTO cepBepa.

CuHTakcuc
transport telnet port <PORT>

no transport telnet port

MapameTpbl

<PORT> - Homep TCP-nopta A1 pexumMa KOHCO/IbHOro cepaepa. MNpuHumaeT 3HadeHns [1..65535].

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# transport telnet port 2001

BecnpoBogHble MOAEMbI

allowed-auth
[laHHoli KomaH/101 3aaeTcs MeToA ayTeHTUdMKaLUM Nosib3oBaTensi B MOGU/ILHOM CETH.

icnonb3oBaHue oTpuLaTeNibHoi (DOpMbl KOMaHbl (N0) ycTaHAB/IMBAET METOA, ayTEHTUUKALM MO
YMOYaHMIO.
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CuHTakcuc
allowed-auth <TYPE>

no allowed-auth

MapameTpbl

<TYPE> - meTop ayTeHTUdVKaL My nonb3osartesns B MobunibHoit cetn [none, PAP, CHAP, MSCHAP,
MSCHAPV2, EAP]

3HaueHue no ymMmonyaHuo
PAP

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# allowed-auth MSCHAP

allowed-mode
[JaHHOoIn KomaHAoW pa3peLuaeTcs UCrnonb3oBaHne pexnma npy paéote USB-mogema.

icnonb3oBaHue oTpuuaTenibHoli (hopMbl KOMaHbl (N0) yAanseT paspeLleHne Ha UCMo/Ib30BaHNe pexuma.

CuHTakcuc
[no] allowed-mode <MODE>

MapameTpbl

<MODE> - ponyctumblii pexum pa6otsl USB-mogema [ 2g, 3g, 49 ]

3HauyeHue No ymosi4aHuio

PaspeLueHbl pexuMbl, KoTopble oTobpaxatoTcs Kak "Allowed modes:" B BbiBoge komaHAbl show cellular status
modem <ID>.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-MODEM

251



ESR-Series. CnpaBoyHnK komaHz CLI

Mpumep:

esr(config-cellular-modem)# allowed-mode 4g

apn

[aHHoi KomaHaol 3aaeTcst ToUka A0CTyna MOOBUIbHON ceTu.

CuHTakcuc

apn <NAME>

MapameTpbl

<NAME> — Touka goctyna MobunbHON ceTu, 3a8aéTcs CTPOKOn Ao 255 cMMBO/IOB.

3HayeHue No ymosiMaHuio

He ckoHdurypvpoBaHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# apn internet

cellular modem

[aHHoii komaHaon cosgaetca USB-mogem ¢ onpeaeneHHbIM NAEeHTUAINKATOPOM N OCYLLECTB/ISAETCS NEPEXOL B
pexvm KoHdurypuposaHus USB-mogema

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (NO) yaanseT ckoHUryprpoBaHHblii USB-mogem.

CuHTakcuc

[no] cellular modem <ID>

MapameTpbl

<ID> - naeHtudmnkatop USB-mogema B cucteme [1..10].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# cellular modem 1

cellular profile

[JlaHHoli komaHAo co3gaeTcs npochunb HacTpoek a1 USB-Mogema ¢ onpefeneHHbIM UAEHTUUKATOPOM 1
OCYLLECTBNSIETCS NEPEXOL, B PEXMM KOH(IUTYPUpPOBaHUsS Npodnns.

icnonb3oBaHue oTpuuaTesisHo hopMbl KOMaHbl (NO) yAaNseT CKOHPUIYpUpPOBaHHbI NPOhK/Ib HACTPOEK
USB-mopema.

CuHTakcuc

[no] cellular profile <ID>

MapameTpbl

<ID> — naeHTudukaTop npodmnsa HacTpoek ana USB-moaema B cucteme [1..10].

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# cellular profile 1

device
[aHHoi KomaHaon 3agaetca ngeHtudmkarop USB-nopta nogknto4eHHOro MogemMa.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAANSET YCTaHOB/IEHHBIN MAEHTUUKaTOp.

CuHTakcuc
device <WORD>

no device

MapameTpbl
<WORD> - naeHtudpukatop USB nopTa nogknoueHHoro mogema [1..12].

[aHHbIn naeHTMdunKaTop AO/MKEH coBnagaTh ¢ naeHTudgmkaTtopom B nosne "USB port device" B BbiBoAe
komaHabl show cellular status modem.
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3Ha4yeHune no ymonyaHuio

He ykasaH.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# device 1-1

enable

[aHHoi komaHaol aktusnpyetca USB-mogem.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuLaTeNnbHo hopMbl KOMaH bl (No) AeakTuBupyet USB-moaem.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

USB-moaem He akTMBMpPOBaH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem) #

ip-version

[aHHOoI KomaHAoW orpaHnYMBaeTCA BO3MOXHOCTb MCMONb30BaHMsA ceMeincTs IP-aapecoB B MOGU/IbHON CETH.

icnonb3oBaHve oTpuLaTenbHoi (hopmMbl kKOMaHAbI (NO) paspeLLaeT UCMob30BaHMe agpecauuii 060mx

cemeincts IPv4 u IPv6.
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CuHTakcuc
ip-version { 1ipv4 | 1ipv6 }

no 1ip-version

MapameTpbl
ipv4 — cemeiicteo IPv4;

ipv6 — cemeiicteo IPv6;

3HaueHue No yMmosi4aHuio

PaspelueHa agpecaunsi o6oux cemeiicts IPv4 n IPv6.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# ip-version 1ipv4

mru

[aHHOi KoMaH/10/i 3a4aeTcs pasmep MakCUMasIbHOTO NPYHYMAEMOro NakeTa.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
mru { <MRU> }

no mru

MapameTpbl

<MRU> - 3HaueHne MRU, npuHMMaeT 3HaYeHns B avanasoHe [128..16383].

3HauyeHue No ymosi4aHuio
1500

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem)# mru 1476

number
[laHHoli KomaH/1011 ycTaHaB/IMBAETCSl HOMEp [03BOHA A/15 NOAKOUYEHNS] K MOBU/IbHON CeTu.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT HoMep A03BOHA A1 NOAK/THUYEHNS K
MOOW/IbHON CEeTW.

CuHTakcuc
number <WORD>

no number

MapameTpbl

<WORD> - HOMep [03BOHa 4/19 NOAK/IYEHMSA K MOBWIBHON ceTu, 3a4aéTcs CTpokoi oT 1 4o 15 cumBosos.

3HayeHue No ymosiMaHuio

Homep He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# number *99#

password

KomaHga ons yctaHOBKM Naposs nosb3osarenss MO6UIbHOW CeT B OTKPBITOM UK 3aimdpoBaHHOl chopMe.
Maposb nonb3oBartens XpaHUTCa B KOHGUrypauun B 3aimddpoBaHHoin oopme. Mpun KOHpUryprposaHum
MOXHO 3afaTb Naposib B OTKPLITON hopme nnbo ckonupoBaTb Naposib B 3alumMtpoBaHHOR hopme ¢ Apyroro
yCTpOWCTBA.

cnonb3oBaHue oTpuuaTenbHol hopmbl kKomaHabl (No) yaanseT naponb nonb3oBaTens.

CuHTtakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOVi chopme, 3aaETca CTPOKoli [1..64] ciMBO/IOB, MOXET BK/tOYATb CUMBO/IbI
[0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awmdpoBaHHoii hopme, 3agaeTcsa CTpokoii [2..128] cumBosnos.

& Maponn xpaHaATcsa B KOHUrypauun B 3aliMdgpoBaHHol hopMe He3aBUCKMMO OT hopMara,
NCNosib30BaHHOIO NpY BBOAE KOMaHAbI.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-PPP-USER

Mpumep:
esr(config-ppp-user)# password ascii-text 01234567
pin

[aHHoi KoMaH 10V 3aAaeTcsa Kof, pa3tnokMpoBky SIM-KapTbl.

icnonb3oBaHue oTpuLaTesibHOi (DOPMbI KOMaH bl (N0) yaanseT Kog, pa36rokMpoBku SIM-kapTbl.

CuHTakcuc
pin <WORD>

no pin

MapameTpbl

<WORD> - kop, pa36nokmposku SIM-kapTbi [4..8] ciMB0N0OB. BO3MOXHO MCMNO/b30BaHUE TOMBLKO LMdp.

3HayeHue No ymosiMaHuio

PIN He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# pin 4856
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preferred-mode
[aHHoIn KomaHAoM 3aaeTcsa NpeanoyuTUTENbHbIR pexnm paboTel USB-mogema B MOOUILHOW CETU.

icnonb3oBaHue oTpuLaTenbHO hopMbl KOMaHbl (NO) yaanseT NpeanoyTUTENbHBIN pexuM pa6oTtsl USB-
MoZiemMa B MOOGW/TbHOI CeTH.

CuHTakcuc
preferred-mode { <MODE> }

no preferred-mode

MapameTpbl

<MODE> - npegno4TuTesnbHbIi pexum paboTsl USB-moaema [2g, 3g, 44].

3Ha4yeHue no ymonyaHuio

Onpegensetca USB-mogemom.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# preferred-mode 4g

profile
[aHHoin komaHaol Ha USB-Mogem HasHavaeTcs co3faHHbIi npodub HacTpoek ang USB-mogema.

icnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaH bl (N0) yaanseT HasHayeHHbIi Npoub HacTpoek ans USB-
mozema.

CuHTakcuc
profile <ID>

no profile

MapameTpbl

<ID> - naeHTudmkatop npoduns HacTpoek ans USB-moaema B cucteme [1..10].

3HayeHue No ymosiMaHuio

ID npodonnst HaCTPOEK He 3aaH.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# profile 1

show cellular configuration modem

[aHHOoI KomaHaoM oTob6pakaeTca nHopmMaumsa 0 CKOHUrypmposaHHbix USB-mogemax

CuHTakcuc

show cellular configuration modem [ <ID> ]

MapameTpbl
<ID> - naeHtudmukatop USB-mogema B cucteme [1..10].

Be3 ykaszaHus Homepa USB-mogema BbiBOAMTCA Tabnmua ¢ KpaTkoin nHcopmaumen o Bcex
CKOHGhMryprpoBaHHbIX USB-mogemax.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show cellular configuration modem

Number State Description
modem

1 Enabled megafon

2 Enabled mts

esr# show cellular configuration modem 2

State: Enabled

Description: mts

USB port device: 1-2

Pin: --

MRU: --

MTU: 1500

Preferred mode: none

Allowed modes: all

Profile: 2

Description: MTS
User name: mts
Number : *9o#
APN: internet.mts.ru
Password (encrypted): 91A010
IP version: both
Allowed auth: EAP

Security zone: --

show cellular configuration profile

[aHHoi KomaHaol oTobpaxaeTcs UHGopMaLmsi 0 CKOHGUIYpUpPOBaHHbIX Npodunnax USB-moaemos.

CuHTakcuc

show cellular configuration profile [ <ID> ]

MapameTpbl

<ID> - npeHtudmkarop USB-mogema B cucteme [1..10].

USB port device

ESR-Series. CnpaBoyHnK komaHz CLI

Profile

Be3 ykazaHus Homepa USB-mogema BbiBOAMUTCSA Tabnmua ¢ KpaTkoin nHcpopmavmen o Bcex

CKOHGhMryprpoBaHHbIX npodounax USB-moaemos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show cellular configuration profile

Number User name
profile

1 gdata

2 mts

APN Number
internet *990#
internet.mts.ru *990#

esr# show cellular configuration profile 1

Description:

User name:

Number :

APN:

Password (encrypted):
IP version:

Allowed auth:

MEGAFON
gdata

*99#
internet
9BB00279B1
both

EAP

show cellulas status modem

ESR-Series. CnpaBoyHnK komaHz CLI

Description

MEGAFON
MTS

[aHHOi KOMaH 10V oToGpaxaeTcsl MHhopMmaLysa o cTaTyce NoAxItueHHbIX USB-MmoaemMoB.

CuHTakcuc

show cellular status modem [ <ID> ]

MapameTpbl

<ID> - npeHtudmkarop USB-mogema B cucteme [1..10].

Be3 ykaszaHus Homepa USB-mMogema BbIBOAUTCS Tabnmua ¢ KpaTkoil nHpopmMaumein o Bcex 06HapyXXeHHbIX

USB-mopemax.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show cellular status modem

Number USB port Manufacturer Model

device

esr# show cellulars status modem 1
Interface 'modem 1' status information:

USB port device: 1-1
Manufacturer: huawei

Model: E3372

Revision: 21.180.01.00.00
IMEI: 861821036192893

Status SIM lock: -

ESR-Series. CnpaBoyHnK komaHz CLI

Current state Inteface Link
state
disabled -- Down

Status unlock retries: sim-pin (3) sim-pin2 (3) sim-puk (10) sim-puk2 (10)

Current state: disabled
Access tech: unknown
Signal level: 0

Support modes:
allowed 2G; preferred none;
allowed 3G; preferred none;
allowed 4G; preferred none;

allowed 2G 3G 4G; preferred none;

Allowed modes: 2G 3G 4G
Preferred modes: none
Type IP: IPv4
Operator name:

Registration: unknown

user

[aHHOi KOMaH 1oV 3a4aeTcs MMSI No/b30BaTeNst MOOWMbHOI ceTu. Moc/e BbINO/IHEHUS AaHHO KoMaHApbI
MapLLpyTM3aTop NEPEXOANT B PEXMM KOH(PUIYPMPOBaHKS NapamMeTpoB Nosib30BaTesis.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOPMbI KOMaH bl (N0) yaanseT MMs nonb3oBaTens Mo6UbHON CeTu.

CuHTakcuc

[no] user <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaétcsa cTpokoit go ot 1 go 31 cumsona.

3HayeHue No ymosiMaHuio

lMonb3oBaresib He co3aaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# user gdata

HacTpoliika TennepoOHHbIX NOPTOB

& [aHHblli hyHKLUMOHAN AOCTYNEH TOMbKO HA MapLupyTusaTopax moaeneii ESR-12V/12VF/14VF

authentication name

[laHHasi KoMaHa No3BoMSET HA3HAYNTL UMS NOMb30BaTENs, UCNOMb3yeMOoe AN ayTeHTudukauum Ha SIP-
cepsepe (1 cepBepe perucTpauum).

Micnonb3oBaHue oTpuLAaTeNbHO (hopMbl KOMaH bl (N0) yaanseT 3HaueHue.

CuHTakcuc
authentication name {<LOGIN> | as-phone}

no authentication name

MapameTpbl

<LOGIN> — nms nonb3oBarens, ucnonb3yemoe Ans ayTeHTudmkaunm, 3agaétca cTpokoi go 31 cumsona nnm
AVPEeKTNBOI as-phone, koTopas o3HavaeT, YTo UMS Nonb3oBaTens ANns ayTeHTudukaunm 6yaeT pasHo
TenedpOHHOMY HOMepY;,

As-phone — ums nonb3oBartensa ona ayteHTugukaumm, paBHo TesiePOHHOMY HOMEpY.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxo)# authentication name userlogin
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authentication password

[laHHas KoMaHAa No3BOJISIET HA3HAYMTb NaPOsb, UCNOb3yeMblit Ans ayTeHTudukauum Ha SIP-cepeepe (1
cepBepe perucrpauun).

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yAaISeT 3HAYEHNE.

CunHTtakcuc
authentication password { <PASS> | encrypted <ENCRYPTED-PASS>}

no authentication password

MapameTpbl
<PASS> - naponb gns ayTeHTMduKaumm, 3agaétcsa CTpokoin Ao 16 CMMBOSIOB;

<ENCRYPTED-PASS> - xew-napossi no anroputmy sha512, 3agaérca cTpokoli pasmepom [2..32] cumsonos.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# authentication password superpassword

call-forwarding busy

[laHHan komMaHa No3BOJISIET paspeLunTb ncnonb3oBaHue ycnyrm CFB (Call Forward at Busy) — nepeagpecaumsi
BbI30Ba NPV 3aHATOCTU abOHEeHTa Ha yKa3aHHbIn HOMep.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) 3anpeLLaeT Ucnonb3oBaHue ycnyru «flepeadpecayusi
BbI308a MPU 3aHSIMOCMU».

CuHTakcuc

[no] call-forwarding busy

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Ycnyra CFB oTtkntoveHa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding busy

call-forwarding busy number

[JlaHHas komMaHza No3BOMSIET HA3HAYMTb HOMEP, Ha KOTOPbI NepeHanpaBnsoTCA BXOASALLME BbI30BbI NPK
3aHSATOCTY abOHEHTa, NpU BK/KOUEHHO ycnyre «[lepeadpecayusi o 3aHsmocmu.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) yaasnseT Homep nepeagpecauu no 3aHATOCTU.

CuHTakcuc
call-forwarding busy number <PHONE>

no call-forwarding busy number

MapameTpbl

<PHONE> - HOMep, Ha KOTOPbI NepeHanpaBnstOTCA BXOASALLME BbI30BbI NPY 3aHATOCTN abOHEHTAa, 3aaETCs
CTpokoii ao 50 cMBONOB.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding busy number 4596

call-forwarding no-answer

[JlaHHan komaHa No3BOJISIET paspeLmnTb ncnonb3oBaHue ycnyrn CFNA ( Call Forward at No Answer ) —
nepeagpecauus Bbi3oBa nNpu HeoTBeTe abOHEHTa Ha yKa3aHHbI HoMep.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (N0) 3anpeLLaeT Ucnosb3oBaHve ycnyru «flepeadpecayusi
BbI308a MPU HEOMBEME>.
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CuHTakcuc

[no] call-forwarding no-answer

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

Ycnyra CFNA oTkntoveHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer

call-forwarding no-answer number

[JaHHas KomaHaa No3BoMSET Ha3HAUMTb HOMEP, Ha KOTOPbI NepeHanpaBnsoTC BXOASALLME BbI30BbI NPK
HeoTBeTe abOHEHTA, NPV BK/IUYEHHOI ycryre «epeadpecayus 8bI308a Mpu HEOMBeme».

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) yaasisieT Homep nepeagpecauuy npyu HeoTBeTe.

CuHTakcuc
call-forwarding no-answer number <PHONE>

no call-forwarding no-answer number

MapameTpbl

<PHONE> - HOMep, Ha KOTOpbIl NepeHanpaBnsaTCsa BXOASLLME BbI30BbI NPY HEOTBETE abOHEHTa, 3aaéTca
cTpokoli fo 50 cumBosIOoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS
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Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer number 4685

call-forwarding no-answer timeout

[JaHHasi KomaHa No3BoNSET ykazaTb MHTepBas BPEMEHU, Yepes KOoTopblii 6yAeT NPon3BoanTLCS
nepeagpecauysi Bbi3oBa B C/lyyae HeoTBeTa aboHeHTa, Npu BKUYEHHOI ycnyre «[lepeadpecayus 8bI308a rnpu
Heomseme».

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
call-forwarding no-answer timeout <TIME>

no call-forwarding no-answer timeout

MapameTpbl

<TIME> — nHTepBas1 BpeMEHW B CeKyHax, Yepe3 KOTopbIi ByaeT Nnpon3BoauTLCs nepeagpecauys Bbi3osa B
Cnydyae HeoTBeTa abOHEHTa, MOXET NPUHUMaTL 3HadeHus [0-120].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer timeout 15

call-forwarding unconditional

[laHHas KomMaHAa No3BossieT paspeLunTb ncnonb3oBaHue ycnyru CFU (Call Forward Unconditional) — Bce
BXOAsLLME BbI30BbI NEPEHaNPaBNSATCA Ha yKa3aHHbIA Homep 6e3ycnoBHO Nepeagpecaumm.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) 3anpeLLaeT Ucnosb3oBaHve ycnyru «flepeadpecayusi
BbI308a MPU 3aHIMOCMU».

CuHTakcuc

[no] call-forwarding unconditional
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

Ycnyra CFU oTkntoveHa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding unconditional

call-forwarding unconditional number
[JaHHas komaHa No3BOMSET HA3HA4YMTbL HOMep 6e3yCc/I0BHON Nepeagpecaumn.

icnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaH bl (N0) yaansetT Homep 6e3yc/i0BHON nepeagpecauyn.

CuHTakcuc
call-forwarding unconditional number <PHONE>

no call-forwarding unconditional number

MapameTpbl

<PHONE> - Homep, Ha KOTOpbIii NepeHanpaBnsoTCsa BCE BXOASALLME BbI30BbI, NPY BK/OYEHHOI ycryre
«be3ycnoBHas nepeaapecalysi», 3aaéTcs CTPoKoli Ao 50 CMBOJIOB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding unconditional number 4685
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call-waiting
[JaHHas komaH4a No3BONSET paspeLunTb UCMOob30BaHNe yenyru «OxudaHue 8bi308ax.

icnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHbl (N0) 3anpeLLaeT Ucnonb3oBaHue yenyrm «OxudaHue
BbI308a».

CuHTakcuc

[no] call-waiting

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

Ycnyra CW oTkntoveHa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# call-waiting

caller-id mode
[laHHan komaHa No3BO/SIET BbIGPATb PEXUM BblAaun HoMmepa Bbi3biBatoLlero — (Caller ID).

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) OTK/OYAET Bbigavy Homepa BbisbiBatollero — (Caller
D).

CuHTakcuc
caller-id mode <MODE>

no caller-id mode

MapameTpbl
<MODE> - pexum Bblgaun Homepa Bbi3biBatoLlero — (Caller ID), MOXeET NpyHUMATb 3HAYEHUS:
+ auto — aBTOMaTMYeECKOe onpeaeneHne, ncnosblyemoro metoga Caller-id. JocTynHo ToNbKO Ha
FXO-nopry;
+ dtmf - onpegeneHne Homepa Bbi3biBatoLWEro aboHeHTa metogom DTMF. Bbigaua HomMepa B /IMHUIO

OCYLLECTBNAETCA MeXAy NepBbiM 1M BTOPbIM CUTHa/IOM MOCLIIKA Bbi30Ba ABYX4YacTOTHbIMU DTMF
nocblKamu,;
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+ fsk-bell — onpegeneHne Homepa 1 nMeHn Bbi3biBatOLWEro aboHeHTa MeTogoM FSK no ctaHgapty Bell202.
Bblgaya HoMepa B IMHUIO OCYLLLECTBASETCA MeXAY NepBbIM 1 BTOPbIM CUTHa/I0M MOCbISIKN Bbl30Ba
NMOTOKOM [aHHbIX C YACTOTHOW Mogynsaumei;

+ fsk-v23 — onpeaeneHne Homepa 1 UMeHN Bbi3biBatoLLero aboHeHTa metogom FSK no ctaHaapty ITU-T V.
23. Bblgaya HoMepa B JIMHUIO OCYLLECTBNSAETCA MEeXAY NepPBbIM M BTOPbIM CUTHa/TIOM NOCbISIKA BbI30Ba
NMOTOKOM [aHHbIX C YACTOTHOW Mogynsumei.

3Ha4yeHune no ymonyaHuio

Bbikntouaet Caller ID.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# caller-id mode fsk-v23

dial-type
[laHHas kKomaHAa No3BO/ISIET BblOpaTh pexmm Habopa HoMepa FXO-koMneKkTom.

MCﬂOﬂb3OBaHMe(ﬂpMuaTeﬂbHOﬁ(bOprIKOM&HAH(nO)BOCCTaHaBﬂMBaeT3HaHeHMeIK)yMOﬂanMD.

CuHTakcuc
dial-type <MODE>
no dial-type

MapameTpbl
<MODE> - pexum Habopa Homepa FXO-KOMMIeKkToM, MOXET NPUHUMAaTb 3HA4YEeHUS:

+ dtmf — Habop Homepa MeToAOM Nepegayn TOHOBbIX CUTHAUIOB;
* pulse — Habop HOMepa MeTOA40M NOC/Ief0BaTE/TbHOIO 3aMblKaHWA U pasmbiKaHust TenedOHHOM IMHUM.

3HaueHue No yMoYaHUIo
dtmf

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:
esr(config-voice-port-fxo)# dial-type pulse
enable

[laHHOI KOMaHAoV akTUBMPYETCA NPOUb UM HAGOoP NpaBu.

cnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) AeakTMBMPYET NPOnb 1 Habop npasul.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

He akTuBMpoBaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-config-voip-sip-proxy)# enable

flash call-transfer
[laHHas komMaHa No3BO/SIET BbIGPATb PEXUM MCMONb30BaHUsA doyHKumK flash (kopoTkuii oT60N).

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) BO3BpaLLAET 3HAUYEHNE MO YMOMUYAHUIO.

CuHTaKkcuc
flash call-transfer <METHOD>

no flash call-transfer

MapameTpbl

<METHOD> - pexum ncnosnb3oBaHus cyHkumm flash, moxeT nprHumats 3HaveHus:
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« attended - flash o6pa6atbiBaeTcsi NoKasIbHO YCTPOCTBOM (Nepeaavya Bbi3oBa OCYLLECTBISETCA Noc/e
YCTaHOB/IEHUSI COEANHEHUS C TPETbM abOHEHTOM);

+ unattended - flash o6pa6atbiBaeTcsi NoKasIbHO YCTPOICTBOM (Nepeaya Bbl3oBa OCYLLECTB/ISIETCSA NO
OKOHYaHMI0 Habopa HomMepa TPETLETO aGOHEHTA);

+ transmit-flash — nepegaya flash B kaHan (ogH1M 13 MeTOAOB, HACTPOEHHbIX KOMaHzol transfer flash B
napameTpax SIP-npoduns);

+ local-transfer — nepegaya BbI30Ba BHYTPW YCTPOICTBA, 6€3 oTnpaBkm coobueHns REFER.

3Ha4yeHue no ymonyaHuio

transmit-flash

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash call-transfer attended

flash call-transfer mode

[laHHas kKomaHAa No3BO/SIET BblIOpaTb PEXMM Nepesayn Bbi3oBa — HACTPolika AOCTynHa Tonbko ans Attended
calltransfer n Local calltransfer n otBeuaet 3a pexum akTnBauumn ycnyru nepeaayn Bbizosa.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) BO3BPALLAET 3HAYEHNE MO YMOMUYAHWIO.

CuHTakcuc
flash call-transfer mode <MODE>

no flash call-transfer mode

MapameTpbl
<MODE> - pexum nepenauyv Bbi30Ba, MOXET NPUHUMATb 3HAYEHUS:

* r4 — nepefava BbI30Ba aKTUBUPYeETCSH nocne HaxaTtus R 4,
+ hook — nepegaya BbI30Ba aKTUBMpPYETCA NOC/e 0TO0S,
+ both — nepegava BbI30Ba akTMBMpPYETCA N0 0TOOKO M NO HaxaTuio R 4.

3HaueHue No yMmon4yaHuio
r4

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash call-transfer mode hook

flash timer

[JaHHasi KomaHga No3Bo/SIET YCTAaHOBUTL MUHUMa/IbHOE BpeMsi 06HapyxeHusi curHana flash (kopotkoro
0T605).

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) BO3BpaLLAET 3HAYEHNE MO YMOMHYAHUIO.

CuHTakcuc
flash timer <TIME>

no flash timer

MapameTpbl

<TIME> — MyHMasbHOe BpeMsi 06HapyxeHus curHana flash B munnvcekyHaax, MoXeT NpMHUMaTh 3HAYEeHUs
[80..1000]

3Ha4yeHue no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash timer 200

hotline

JaHHas komaHga ucnosb3yeTcsa Ana aktmsaumm ycnyru «fopsidasi/ Tennas /iuHuUsi». Ycnyra no3ponser
aBTOMaTU4YeCKn yCTaHOBUTb UCXOoAsLee coenHeHne 6e3 Habopa HoMepa cpasy nocse nogbema Tpyokm —
«ropsyas iMHus», M0 C 3a0ePXKOoN «Tennas MNHUSA»,
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CuHTakcuc
[no] hotline

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

Ycnyra «lopsavyasn/Tennas AMHNS» OTKIOYEHaA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hotline

hotline ipt

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHasi KoMaHza UCnosb3yeTcst 418 akTuBaumm ycnyri «fopsiyasi/ Tennas IMHUSI» B HaNpaBieHnn 3

aHanoroBoi TenedoHHoN MHun B VoIP.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHAbl (N0) 3anpeLyaeT Ucnosib3oBaHve ycnyru «ropsiyas/Tennas

NNHWA» B HanpasfeHnn U3 aHa10roBo TenedoHHoN NnHuK B VOIP.

CuHTakcuc
[no] hotline 1ipt

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

Ycnyra «l'opsyas/Tennas iMHUSA» OTK/I0YEHa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
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Mpumep:

esr(config-voice-port-fxo)# hotline ipt

hotline pstn

[aHHaa komaHza Ucnonb3yeTcsa 18 aktmeauum yenyru «ropadas/Tennas nuHva» B HanpasneHun u3s VolP B
CTOpOHY TpOIM.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHzbl (NO) 3anpeLLaeT ucnosib3oBaHue ycnyru «ropsiyas/Tennas
NNHKUA» B HanpasneHun ns VolP B ctopoHy TdOrN.

CuHTakcuc

[no] hotline pstn

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

Ycnyra «lopsayaa/Tennas AMHUS» OTKIIOYeHa.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline pstn

hotline number

[JaHHaa komaHza No3BONAET Ha3HauYUTbL HOMEpP TeneoHa, C KOTopbIM ByeT yCTaHaB/IMBATLCA COEANHEHNE
npuv NCnonb3oBaHuKM ycnyru «fopayasa/Tennas nmHUA».

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHzbl (NO) yaanseT HoMep ycnyru "Topsyas/Tennas nuHus'".

CuHTakcuc
hotline number <PHONE>

no hotline number

MapameTpbl

<PHONE> - Homep TenedoHa, C KOTOpbIM BYAET yCTaHAB/IMBATLCS COEAUHEHWE NOC/E NOAHSATUS TPYGKU
TenedoHa, 3aAaéTcs cTpokoii ot 1 Ao 50 cMMBO/IOB.
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3Ha4yeHune no ymonyaHuio

3Ha4yeHue He 3aaHo.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hotline number 5462

hotline number ipt

[aHHasi KoMaHJa No3BoSET HA3HAYMTbL HOMEP TeNedgoHa, C KOTopbIM BYAET yCTaHAB/IMBATLCS COEIMHEHNE
npwv UCNosb30BaHWUN YCNyr «fopsiyas/ Tensiasi IUHUS» B HANPaBNeHU U3 aHaNoroBoii TeNleQOHHO NMHUN B
VolIP.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaansieT Homep ycnyru «fopsidasi/Tennasi IUHUSI» B
HanpasAeHUn N3 aHas10roBoi TenedoHHoON NMHUKM B VolP.

CuHTakcuc
hotline number -ipt <PHONE>

no hotline number ipt

MapameTpbl

<PHONE> - Homep TenedhoHa, Ha KOTOpbI OCYLLECTBASETCA BbI30B NPY UCMOMb30BaHUM ycnyrun «Ffopsaydasn/
Tennasa NMHWA» B HanpasneHnn U3 aHa10roBo TeneoHHon NnHuK B VOIP, 3agaétca cTtpokoii ot 1 go 50
CMMBOJI10B.

3HayeHue nNo ymosiMaHuio

3HayeHue He 3agaHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline number ipt 6347
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hotline number pstn

[aHHaa komaHa No3BONAET Ha3HauYUTbL HOMepP TeneoHa, C KOTopbIM ByZeT yCTaHaB/IMBATLCA COEANHEHNE
npuv Ncnonb3oBaHuUKn ycnyru «fopsiyas/Tersias 1UHUS» B HanpasneHum n3 VolP B aHanorosoto tesiepoHHYy0
NNHNIO.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT HoMep ycnyru «fopsidasi/ Tennasi IUHUs» B
HanpasneHun n3 VolP B aHas10rosyto Tenie)OHHYH0 JIMHUIO.

CunHTtakcuc
hotline number pstn <PHONE>

no hotline number pstn

MapameTpbl

<PHONE> - ropsiunii Homep npwu 3BOHKE B CTOpOoHY TPOIT, 3agaétcs cTpokoit Ao 50 cMMBO/OB.

3Ha4yeHune no ymonyaHuio

3Ha4yeHue He 3aaHo.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline number pstn 5462

hotline timeout

[aHHas KomaH[a NO3BONSAET YCTaHOBUTL « TaliMaym 3adep)xku» nepen yCTaHOB/IEHNEM COeAUHEHUS U Noc/e
noAHATUSA TPYoKN TenedoHa.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) BO3BPALLAET 3HAYEHWNE MO YMOMUYAHWIO.

CuHTakcuc
hotline timeout <TIME>

no hotline timeout

MapameTpbl

<TIME> — nHTepBa/1 BpEMEHU B CEKyHaX, Yepe3 KOTopbIli ByaeT ycTaHaBNMBaTbCs COefMHEHNE C BCTPEYHbIM
abOHEHTOM, MOXET NpMHMMaTh 3HaueHus [0..60].
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3Ha4yeHune no ymonyaHuio
0

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hotline timeout 10

hotline timeout ipt

[aHHas KomaHa No3BoNSET YCTAaHOBUTL «TaiMayT 3a1epXKn» Nepes, yCTaHOBNEHNEM COeAVHEHNS C
«FopsiuMM HOMEPOM» B HaNpaB/IEHNN U3 aHA/I0r0BOI Tened)oHHON HUK B VolP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
hotline timeout ipt <TIME>

no hotline timeout ipt

MapameTpbl

<TIME> — nHTepBa/1 BpEMEHW B CEKyHAaX, Yepe3 KOTopbIli ByaeT ycTaHaBNMBaTbCs COefMHEHNE C BCTPEYHbIM
abOHEHTOM, MOXET NpMHMMaTh 3HaueHus [0..60].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline timeout ipt 10
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hotline timeout pstn

[JaHHas KomaHza No3BONSAET YCTaHOBUTL «TaiMayT 3aZlepXKu» nepes, yCTaHOB/IEHUEM COeAVHEHWS C
«TennblM HOMepoM» B HanpasneHuy 13 VolP B aHanorosyto TefiedOHHY0 JINHNUIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
hotline timeout pstn <TIME>

no hotline timeout pstn

MapameTpbl

<TIME> — nHTepBas1 BpEMEHN B CEKyHAAX, Yepe3 KOTopbIli ByaeT ycTaHaBNMBaTbCSl COeAMHEHNE C BCTPEYHbIM
abOHEHTOM, MOXET NPUHUMAaTL 3HaueHus [0..60].

3Ha4yeHue no ymonyaHuio
0

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline timeout pstn 10

hybrid rx

JaHHaa komaHga no3BosigeT yBe/IMUnTb YyCUneHne curHana Ha npueme.

CuHTakcuc
hybrid rx <NUM>
no hybrid rx

MapameTpbl

<NUM> - npuHnmaeT 3HayeHune ot -200 go 200

3HayeHue nNo ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hybrid rx 100

hybrid tx

[laHHas KomMaHa No3BO/SIET YBENUNTL YCU/IEHME CUTHANA Ha nepeadye.

CuHTakcuc
hybrid rx <NUM>
no hybrid rx

MapameTpbl

<NUM> - npuHumaert 3Ha4veHne ot -200 go 200

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hybrid rx 20

ipt prefix-name

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHan KomaHaa no3BonsieT ykalatb npednkc kK umenun B CallerlD, koTopoe nepeaaetcs B HanpasneHun VolP.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaansieT yCTaHOB/IEHHOe 3HaYeHMe.

CuHTaKkcuc
ipt prefix-name <NAME>

no ipt prefix-name
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MapameTpbl
<NAME> - npedikc, nobasnsemolii kK MMeHn B CallerID, 3agaétca ctpokori ot 1 o 21 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# ipt prefix-name localPSTN

ipt prefix-number

[aHHaa kKomaHaa no3BoNsSieT ykasatb npednkc kK Homepy B CallerlD, koTopbIli nepegaeTcs B HanpasneHun
VolIP.

Micnonb3oBaHue oTpuuaTesisHoi hopMbl KOMaHbl (NO) yAaNseT yCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
ipt prefix-number <NUMBER>

no ipt prefix-number

MapameTpbl

<NUMBER> — npedukc, gob6asnsiemblii K Homepy B CallerID, 3agaétcs cTpokoii ot 1 go 21 cumBona.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# ipt prefix-number 7
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ipt offhook-ringing

[aHHas KomaHga ncnonb3yeTcs 19 ykasaHusa 3aMblkaTb Lieid npu Bbi3ose u3 TDM B IP fo npok/itoveHus
rosiocoBOrO KaHana B CTOpoHy VolP.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) NO3BO/ISIET HE 3aMblKaTb LWeid npu Bbi3oBe U3 TDM
B IP fo Tex nop, noka He 6yAeT NoyYeH roflIocoBON TPaKT A0 B3aMMOAENCTBYHOLEro No npotokony SIP-wto3a.
[aHHas HacTpoika Mcnosb3yeTcs TO/IbKO COBMECTHO C HAacTpoiikoi «Hotline».

CuHTakcuc

[no] 1dipt offhook-ringing

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

Mo3BONSET HE 3aMblkaTb et npu BoizoBe 13 TDM B IP 40 NpoKNHOYEHUSA rON0COBOr0 KaHana.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# no ipt offhook-ringing

ipt ring-number

[JaHHas KomaHa No3BoNseT ykazaTb KONMYecTBO «[oChINOK BbI30Ba», N0 KOTOPOMY KOMM/IEKT FXO BbINOHUT
3aMblkaHue Lwneida («CHUMET TPY6Ky») 1 BbiAACT B TENEOHHYH MHMIO curHan «OTBET CTaHLumn».

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) BO3BPALLAETCS B 3HAYEHUE MO YMOMUYAHWIO.

CuHTakcuc
ipt ring-number <COUNT>

no ipt ring-number

MapameTpbl

<COUNT> — KonnuecTBO «[M0OCbI/IOK BbI30Ba», N0 KOTOPOMY KOMMAeKT FXO BbINOAHUT 3aMblkaHue Lwneida,
MOXET NPUHMMAaTh 3HaueHus [2..10].

3HayeHue nNo ymosiMaHuio
2
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# ipt ring-number 4

profile sip

[aHHaa komaHga no3sBonsieT BblbpaTb SIP-npodnnb AN KOHUrypmpyemoro nopra.

CuHTakcuc
profile sip <PROFILE>

MapameTpbl

<PROFILE> — nHgekc SIP npodunsi, MOXeT NpUHUMaTh 3Ha4yeHust [1..5].

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxo)# profile sip 1

profile pbx

[JaHHasi KomaHa no3BonsieT BbibpaTb SIP-Npodvb A5 KOHGUIYpUpyeMoro nopra.

CuHTakcuc
profile pbx<PROFILE>
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MapameTpbl
<PROFILE> — ums SIP npodouns, cosgaHHoro Ha cepsepe PBX, 3agaétca cTpokoii ot 1 go 31 cumBona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxo)# profile pbx fxs_ports

pstn transmit-number

[laHHas kKomaHAa ucnonb3yeTcs A5 yKasaHus nepegaqv Homepa, npuHatoro us IP (u3 3aronoska Request URI
3anpoca INVITE) B nHMI0, 3a UCK/TOUYEHeM HOMep nopTa.

Micnonb3oBaHue oTpuLaTenbHol hopmbl KOMaH, 3anpeLLaeT nepegady Homepa, nPUHATOro us IP.

CuHTakcuc

[no] pstn transmit-number

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

He nepenaBaTb NOMHbIA HOMEP.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# pstn transmit-number
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pstn transmit-prefix
JaHHaa komaHga ncnonb3yercs 414 ykaszaHus nepegadm aboHeHTCKoro Homepa FXO-komnnekra.

cnonb3oBaHue oTpuuaTtensHoi hopMbl KOMaHAbl 3anpeLwaeT nepegady aboHeHTckoro Homepa FXO-
KOMM/eKTa.

CuHTakcuc

[no] pstn transmit-prefix

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

MepepasaTb abOHEHTCKUA HOMep FXO-komnnekTa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:
esr(config-voice-port-fxo)# pstn transmit-prefix
shutdown

JaHHaa komaHga ncnosib3yetcsa 414 OTKIoYEeHUA nopra.

icnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH bl (N0) BK/IKOYAET NOPT.

CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

IMopT BK/HOYEH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# shutdown

sip port

[laHHas kKomaHAa ucnonb3yetcs Ans ykasaHus Homepa UDP-nopTta ana npuéma Bxoasiumx coobuieHnii SIP Ha
[laHHbI aKKayHT, a Takxe A5 oTnpaBky ucxoasawmx SIP-coo6LEHWIA ¢ JaHHOTO akKayHTa.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) BO3BpaLLAET 3HAYEHNE MO YMOMHYAHUIO.

CuHTakcuc
sip port <PORT>

no sip port

MapameTpbl

<PORT> - Homep UDP-nopTa, npuHuMaeT 3HadeHuns [1..65535].

3Ha4yeHue no ymonyaHuio
5060

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip port 5080

sip user display-name

[laHHas komMaHa No3BO/ISIET HA3HAYMTb MMSI NOJIb30BATESS, CONOCTaB/IeHHOEe C NopToM (0ToGpaXaeTcs B
none Display-Name 3aronoBka From B ncxoasaumux coobuieHusix SIP).

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaasnisieT 3HaYeHue.
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CuHTakcuc
sip user display-name <LOGIN>

no sip user display-name

MapameTpbl

<LOGIN> — nms nonb3oBaTesis, KOTopoe oTobpaxaercs B nosne Display-Name, 3agaétca cTpokoit o 31
cvMBONA.

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip user display-name "port-1"

sip user phone
[aHHasi KomaHga No3BONSET HA3HAYNTb aBOHEHTCKMIN HOMEP, 3aKpensIeHHbI 3a TeNnedOHHbIM NOPTOM.

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) yaansieT aboHEHTCKMIn Homep.

CuHTakcuc
sip user phone <PHONE>

no sip user phone

MapameTpbl

<PHONE> — aGOHEHTCKMI1 HOMEp, 3aKpEN/IeHHbIV 3a TenneddOHHbIM NOPTOM, 3a4aéTCA CTPoKon Ao 50
CMMBOJIOB.

3HauyeHue No ymosi4aHuio

3HayeHue He 3agaHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip user phone 4101

timing delay
[JlaHHas komaHza No3BO/ISET YCTAHOBUTL 3a4ePXKy nepes Habopom Homepa.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
timing delay <TIME>

no timing delay

MapameTpbl

<TIME> - 3aaepxKa nepe/, HA60poOM HoMepa B CEKyHax, MOXET NPUHUMAaTL 3HadeHus [0..10].

3Ha4yeHune no ymonyaHuio
2

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing delay 4

timing digit
[aHHasa KomaHAa No3BOMSIET YCTAHOBUTb MUHUMa/IbHO AETEKTUPYEMbI MEXLMGPOBOI nHTepsan ans FXS-
nopra.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

timing digit <TIME>

no timing pulse-interdigit
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MapameTpbl

<TIME> — MUHUMabHbIA MEXUNK(POBOI NHTEPBA B MUIIMCEKYHAAX, MOXET NPUHUMATb 3HAYEeHNS
[150...20000].

3HayeHue No ymosiMaHuio
200

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:
esr(config-voice-port-fxs)# timing interdigit 300
timing flash

JaHHaa komaHga no3Bonser YCTaHOBUTb BPEMA 3aMblKaHUA LIJ]'IeI7Iq38. Aana nMmmtaumn nmnysibca «flash».

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNE No YMOIHaHUIO.

CuHTakcuc
timing flash <TIME>

no timing flash

MapameTpbl

<TIME> — BpemMs 3aMblkaHus Lnelida B MAIIMCEKYHAAX, MOXET NpUHMMaTh 3HadeHus [70..1000].

3Ha4yeHue no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO
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Mpumep:

esr(config-voice-port-fxo)# timing flash 150

timing pulse-digit
[laHHas KoMmaHAa No3BO/SIET YCTAHOBUTb A/IMTENBHOCTb MMMY/IbCa NPY UMMYNIbCHOM Habope Homepa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing pulse-digit <TIME>
no timing pulse-digit

MapameTpbl

<TIME> — gnnTenibHOCTb UMNYy/ibca NPy UMMY/IbCHOM Habope HoMepa B MUITMCEKYHAAX, MOXET NPUHUMATb
3HavyeHus [50..120].

3HauyeHue No ymosiyaHuio
80

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing pulse-digit 75

timing pulse-interdigit

[aHHaa komaHaa no3BOMSET YCTAHOBUTbL MEXLUN(POBOW MHTEPBaUT NPKU MMMNYNLCHOM Habope Homepa B
aHasiorosyto TenedoHHyo nnHuo ana FXO-nopra.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHWIO.

CuHTakcuc
timing pulse-interdigit <TIME>

no timing pulse-interdigit

MapameTpbl

<TIME> — MeXLMPPOBOI MHTEPBAST NPV UMMY/ILCHOM Habope HoMepa B MUI/IMCEKYHAAX, MOXET NPUHUMATH
3HaueHus [80...2500].
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3Ha4yeHune no ymonyaHuio
200

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:
esr(config-voice-port-fxo)# timing pulse-interdigit 300
timing pulse-pause

JaHHaa komaHga no3BosiseT YCTaHOBUTL A/INTENbHOCTh Nay3bl NPpU UMMY/IbCHOM Ha6ope HOMepa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing pulse-pause <TIME>

no timing pulse-pause

MapameTpbl

<TIME> — gnuntenibHOCTb Nay3bl NP NMMY/IbCHOM Habope HOMepa B MUJIJIUCEKYHAAX, MOXET NMPUHUMATb
3HayeHus [50..100].

3HauyeHue No ymosiuaHuio
80

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing pulse-pause 75

timing tone-digit

[laHHas KomaHAa No3BO/SIET YCTAHOBUTb A/IMTENBHOCTb TOHA NPY TOHOBOM HaGope HoMmepa.

291



ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing tone-digit <TIME>

no timing tone-digit

MapameTpbl

<TIME> — gnnTenbHOCTb TOHA NPU TOHOBOM HAabope HoMepa B MUIIMCEKYHAAX, MOXET NPUHUMAaTb 3HaYeHNs
[65..100].

3HaueHue No yMoyaHuio
80

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing tone-digit 75

timing tone-interdigit
[JaHHasa komaH4a No3BONSET YCTAHOBUTL A/IMTENbHOCTbL Nay3bl NPy TOHOBOM Habope Homepa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing tone-interdigit <TIME>

no timing tone-interdigit

MapameTpbl

<TIME> — ANNTENTbHOCTb Nay3bl NPy TOHOBOM Ha6ope HOMEpa B MUWIJTUCEKYHOAX, MOXET NPUHNMaTb 3Ha4eHUA
[80..2500].

3HauyeHue No ymosi4aHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing tone-interdigit 150

TecTupoBaHue TeslePOHHbIX MOPTOB

& [aHHblli hyHKLUMOHAN AOCTYNEH TOMbKO HA MapLupyTusaTopax moaeneii ESR-12V/12VF/14VF

test voice-port start

[aHHaa KomaHaa ncnonb3yeTcs A5 3anycka Npoueaypbl M3MepeHnst SNeKTPUYECKNX XapaKTepucTmK
AOOHEHTCKOW NTIMHUN.

CuHTakcuc

test voice-port <NUM> start

MapameTpbl

<NUM> — Homep FXS-nopTa, MOXeT NpuHMMaTh 3HadeHus [1..3].

Heo6xoaumblii ypoBeHb NpuBUIerni
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# test voice-port 3 start
Voice-port 3 test started. The result will be available in 80 seconds, or more if the test run
on other ports.

test voice-port status

[JaHHasi KomaHa Ucnonb3yeTcs A1 BbiIBOAA Pe3y/bTaToB KpaliHeli npoLleaypbl M3MepeHust aIeKTPUYECKMX
XapakTepUCTUK aBOHEHTCKOI NIMHUN.

CuHTakcuc

test voice-port <NUM> status
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<NUM> — Homep FXS-nopTa, MOXeT npuHMMaThb 3HadyeHus [1..3].

HeoOxoaumblii ypoBEHb NpUBUIErUiA

1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# test voice-port 3 status
Testing voice-port 3 1is -idle

Last test start: Sat May 20 16:01:37 2017

Number voip-port 3
Foreign DC voltage A (TIP):
Foreign DC voltage B (RING):
Foreign AC voltage A (TIP):
Foreign AC voltage B (RING):
Cross current:
Longitudinal current:
Line supply voltage:
Resistance A (TIP) - B (RING):
Resistance A (TIP) - Ground:
Resistance B (RING) - Ground:
Capacity A (TIP) - B (RING):
Capacity A (TIP) - Ground:

0.128377
0.144342
0.
0
0

026239

.032287
.260343
-0.101857 mA
-50.370598 U
1007.203674 kOm
402.105469 kOm
874.041443 kOm
50.000000 nF
573.000000 nF

CcC Cc CccCc

mA

ESR-Series. CnpaBoyHnK komaHz CLI
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13 KoHpurypupoBaHue n MOHUTOPUHT TyHHenel

* auth-nocache

+ authentication algorithm
+ authentication method
+ certificate

+ clear ip nhrp

+ clear tunnels counters
+ clear tunnels softgre

* compression

+ default-profile

+ description

+ dscp

* enable

+ encryption algorithm

+ history statistics

* ignore-default-route

* interface

* ip nhrp authentication
* ip nhrp enable

* ip nhrp holding-time

* ip nhrp ipsec

* ip nhrp map

* ip nhrp multicast

* ip nhrp nhs

* ip nhrp redirect

* ip nhrp shortcut

* ip tcp adjust-mss

* ipsec authentication method
* ipsec authentication pre-shared-key
+ keepalive dhcp dependent-interface
+ keepalive dhcp link-timeout
+ keepalive dst-address
+ keepalive enable

+ keepalive retries

+ keepalive timeout

+ keepalive timeout ipsec
+ key

+ load-average

+ local address

+ local address xauth

* local checksum

+ local cookie

+ local interface

* local port

* local session-id

* mode

* mode

* mtu

« multipoint

+ password

*+ peerlt

+ ppp failure-count

* ppp timeout keepalive
+ protocol

+ protocol

* remote address
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* remote address xauth
* remote checksum

* remote cookie

+ remote port

+ remote port

* remote session-id

* route-metric

* route-nopull

* snmp init-trap

+ show ip nhrp

+ show tunnels configuration
+ show tunnels counters
+ show tunnels history

+ show tunnels status

» show tunnels utilization
.t

« tunnel

« tunnel

* tunnel-source

« username

« username

auth-nocache
[aHHOoI KomaHAoM OTKNYaeTCs KawnpoBaHne napons nonb3osarens OPENVPN-kiveHTa.

icnonb3oBaHue oTpuuatTenbHoli hopmMbl kKoMaHbl (N0) aKTUBUPYET K3LLMPOBaHWe Napos Nnonb3oBaress
OPENVPN-knuneHTa.

CuHTakcuc

[no] auth-nocache

MapameTpbl

OTCcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

KalumpoBaHue paspeLleHo.

HeoOxoaumblii ypoBEHb NpUBUIETUIA
15

KomaHZHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config)# auth-nocache
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authentication algorithm

[aHHol KomaH0I ycTaHaB/IMBaETCS a/ifopUTM ayTeHTUUKaLMW, KOTOPbIA UCNob3yeTcsa AN
ayTeHTUdomkaumy npu nogkaodeHmn Kk OPENVPN-cepsepy.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET alfopuTM ayTEHTUIMKALMN.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdMKaunm, NnpuHUMaeT 3HadeHns: md4, rsa-md4, md5, rsa-md5, mdc2, rsa-
mdc?2, sha, shal, rsa-sha, rsa-shal, rsa-shal-2, dsa, dsa-sha, dsa-sha1l, dsa-shal-old, ripemd160, rsa-
ripemd160, ecdsa-with-sha1, sha-224, rsa-sha-224, sha-256, rsa-sha-256, sha-384, rsa-sha-384, sha-512, rsa-
sha-512, whirlpool.

3Ha4yeHune no ymonyaHuio

He 3apaH.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# authentication algorithm md5

authentication method

[aHHOoI KomaHaoW onpefensieTca MeTo, ayTeHTudmkaumm, KoTopbli ByaeT NCnosb30BaTbCs Npu
YCTaHOB/IEHUWN YA1EHHOIO NoAakNtdeHus knneHtamm PPPoE, PPTP n L2TP.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT ykazaHHblii MeTo/ ayTeHTUGMKALN.

CuHTakcuc
authentication method <METHOD>
no authentication method <METHOD>

MapameTpbl

<METHOD> - meTopg ayTeHTUdmKaLmm, BO3MOXHble 3Ha4yeHus: chap, mschap, mschap-v2, eap, pap.
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3Ha4yeHune no ymonyaHuio

chap

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP

Mpumep

esr(config-pppoe)# authentication method mschap-v2

certificate
[aHHoI KomaHA0l yKasbiBalOTCA Heobxoanmble cepTudnkathbl ansa nogknoveHms Kk OPENVPN-cepsepy.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAansieT Ha3BaHue cepTudMKaTa n3 KoHgUrypauum.

CuHTakcuc
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoOXeT NPUHUMaTh Criefylolmne 3Ha4eHus:

* ca — cepTudpmkar ueHTpa ceptudmkalmy;
+ client-crt — cepTudmkar KNneHTa;

+ client-key — knueHTCKuMiA Loy,

+ crl — cnucok oTo3BaHHbIX CEPTUMKATOB;
+ dh — kmou Andpcoun-Xennmaxa;

* ta — HMAC-k/mou.

<NAME> — nms ceptudoukara nnm knwoya, 3agaértca cTpokoi go 31 cuvsona.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN
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Mpumep

esr(config-openvpn)# certificate ca KEY

clear ip nhrp

[JaHHasa komaHga cnyxut ansa ounctkm NHRP-3anucein ¢ maplupytmnsartopa.

CuHTakcuc

clear ip nhrp [ { dynamic | static | incomplete | nhs} ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

MapameTpbl
<ID> - ngeHTndukarop TyHHens;
<ADDR> - IP-agpec 3anaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTtpokoii go 31 cumsona. MNpu ykazaHun gaHHoOro napameTpa oyayt
ypaneHsl NHRP-3anucy, ykasaHHble B saHHOM VRF;

dynamic — 04MCTUTb ANHAMUYECKN MPUOBPETEHHYIO MHpOpMaLMIO;

incomplete — o4MCTUTbL HE3AMO/THEHHbIE 3aNUCHK;

nbma-address — ouncTUTb 3anucu, kacarowumecs onpegenéHHoro NBMA-agpeca;
nhs — o4uncTUTbL 3anucu, kacarowmecs onpegenéHHoro NHS;

static — ouncTuTb 3anmcuy, 3agaHHbIe CTaTUUYeCKy;

tunnel — ouncTuTb 3anncu, kacarowmecs onpeseneHHOro TyHHens;
tunnel-address — ounCTUTL 3anucK, Kacaromecs onpeaenEHHOro TyYHHeNs,

vrf — ouncTuTh 3anucK, Haxogswmecsacs B onpegenéHHom VRF.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

esr# clear 1ip nhrp vrf vrf_test tunnel gre 9 static

clear tunnels counters

[JlaHHO KOMaH/10¥i OCYLLECTBNSIETCS CHPOC CYETUMKOB 3aaHHOTO TYHHENS U TPYNMbl TYHHENEIA.

CuHTakcuc

clear tunnels counters [ <TUN> ]
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MapameTpbl

<TUN> — nms TyHHenNs yCcTpOnCcTBa, 3afaéTcs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsafok MMeHoBaHs
TYHHENEen mapLpyTmsaropa.

MOXHO yKa3aTb HECKOJIbKO TYHHeNel nepeync/ieHem yepes 3andaTylo «,» 160 ykasaTb Anana3oH TyHHesei
yepes geuc «-». Ecnm He ykasbiBaTb UHAEKCHI TYHHENeR, To ByAyT OUULLEHbI CHETUUKM BCEX TYHHENEen
3ajaHHOW rpynmbl.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep

esr# clear tunnels counters gre 25

clear tunnels softgre

[JaHHas KomaHga paspyLuaeT softgre TyHHHENW/TyHHENb.

CuHTakcuc

clear tunnels softgre [ remote-address <REMOTE-IP> ]

MapameTpbl

<REMOTE-IP> —yaaneHHsblIii IP-agpecc, ¢ KoToporo nogHAT softgre-TyHHenb.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep

esr# clear tunnels softgre esr#clear tunnels softgre remote-addressl0.10.42.10

compression

,ﬂ,aHHOVI KOMaH,D,OVI BK/TOHAETCA MEXaHU3M CxXaTuA nepegaBaeMblX gaHHbIX MeXy KIMeHTamMn n cepesepom
OPENVPN.

Mcnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaHbl (N0) OTK/OYAET MEXAHW3M CXaTusi NepefaBaeMbIX
AaHHbIX.
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CuHTakcuc

[no] compression

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHOo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# compression

default-profile

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHasi KomaHga No3BONSET MCMNO/b30BaTb KOHUrypaumo agaHHoro SoftGRE-TyHHeNs ans aBTomMaTnyeckoro

co3gaHuns TyHHenen ¢ Takumm xxe mode 1 local address.

Vicnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) 3anpeLLaeT UCNosb30BaHMs KOH(UIypaumum TyHHess

014 aBTOMarn4yeckoro cosgaHua TyHHene|7|.

CuHTakcuc
[no] default-profile

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-SOFTGRE

Mpumep

esr(config-softgre)# default-profile
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description
JaHHaa komaHga ncnosnb3yercs 415 USMEHEHUS OnnMcaHns KOHUIYpUpPyeMoro TyHHens.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKomaHbl (No) yaansieT ycTaHOB/IEHHOE OnvcaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune TyHHens, 3aaéTcsa CTPOKOoI A0 255 CMMBO/OB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IP4IP4
CONFIG-SUBTUNNEL
CONFIG-GRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# description "tunnel to branch"

dscp
KomaHpa 3aaaét 3HaveHue koga DSCP gnsa ncnonb3oBaHus B IP-3arofioBke MHKanNcyuMpytoLero nakera.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (N0) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaHuio.

CuHTakcuc
dscp <DSCP>

no dscp
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<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HadyeHus B amanasoHe [0..63].

3HayeHue No ymosiMaHuio

Hacnepgyetcs OT MHKancyMpyemMoro naketa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IP4IP4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# dscp 40

enable

[laHHOI KOMaHAOW BK/HOYAETCS TYHHESb.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/IOYAET TYHHESb.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

TyHHesb BbIK/TIOYEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI

ESR-Series. CnpaBoyHnK komaHz CLI
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CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# enable

encryption algorithm
[aHHoii KOMaHo BLIGUPAETCS ATOPUTM LLNPOBAHKS, CMO/b3YEMbIV NPU Nepefayn AaHHbIX.

Micnonb3oBaHue oTpuLaTesibHOi DOPMbI KOMaH bl (N0) OTK/OYAET LUNGPOBAHME.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — ngeHTudmkaTop NpoToKosa WngpoBaHus, NpuHUMaeT 3HaveHus: des, blowfish128, aes128,
des-ede, aes192, 3des, desx, aes256.

3HayeHue nNo ymosiMaHuio

LLndppoBaHMe OTKMOUEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# encryption algorithm aesl128

history statistics
[aHHOoIn KOMaHAoM BKNHOYAETCH 3annCb CTaTUCTUKM UCMOMb30BaHNSA TEKYLLETO TYHHESS.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl koMaHbl (N0) OTK/IOYAET 3amnnCb CTATUCTUKU UCNOb30BaHUS
TEKYLLLero TyHHens.

CuHTakcuc

[no] history statistics
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MapameTpbl
OrtcyTCTBYIOT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-IP4IP4
CONFIG-L2TPV3
CONFIG-LT
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-ip4ip4)# history statistics

ignore-default-route

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHasi KoMaHa BK/OYAET PEXUM, B KOTOPOM MapLLpyT MO YMO/YaHWIo, MOMyYeHHbI OT cepBepa, He

ycTaHaB/MBaeTcs B TabnvLy MapLUpyTU3aLyn.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] dignore-default-route

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

MapLupyT No yMo/iuaHuto, NoslyyYeHHsbIi OT cepBepa, ycTaHaBIMBaeTcs B TabnuvLy MapLUpyTU3aLmu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-L2TP
CONFIG-PPTP
CONFIG-PPPOE

Mpumep

esr(config-pptp)# dignore-default-route

interface
[aHHoin KomaHaoW onpegensieTcsa nHTepdeiic yepes KoTopblii 6yaet yctaHaBnuBaTbcst PPPoE-coeguHeHme.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yAaNAeT ykasaHHbIli nHTepdeiic.

CuHTakcuc
interface <IF>

no interface

MapameTpbl

<IF> — nHTepdeiic nnu rpynnel UHTepdoeiicoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsiaok
VIMEHOBaHUS MHTEPEIiCOB MapLLpyTH3aTopa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-PPPOE

Mpumep

esr(config-pppoe)# interface gigabitethernet 1/0/5.100

ip nhrp authentication

JaHHaa komaHga BknovaeT ayteHTUdmnkauuio ans npotokona NHRP. Y scex yuactHukos NHRP-npouecca
[O/MKEH ObITb OANHAKOBLIM NAPO/Ib.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl KoMaHbl (N0) OTK/OYAET ayTeHTUUKALMIO.

CuHTtakcuc
ip nhrp authentication <WORD>

[no] ip nhrp authentication
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MapameTpbl

<WORD> - naposib B OTKpbITOV chopme, 3aaeTcst CTPOKoi [1..8] cuMBO/IOB, MOXET BK/toUaTh cMMBO/bI [0-9a-
fA-F].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp authentication pass

ip nhrp enable
[JaHHoii komaHaoi BKNtoYaeTcst paboTta npoTtokona NHRP B TyHHeNne mMapLipyTmsaTtopa.

Vicnonb3oBaHue oTpuLaTeNbHoi DOPMblI KOMaH bl (N0) OTKtoYaeT paboTy npotokonia NHRP Ha
MapLpyT13aTope.

CuHTakcuc

[no] ip nhrp enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp enable

ip nhrp holding-time

[aHHas KomaHga CnyxuT N yCTaHOBKM BpeMeHH, B TedeHun kotoporo Ha NHRP-cepsepe 6yaet
CyLLEeCTBOBATb 3anNnCb O K/IMeHTe. Takke 3Tol KoMmaHAoM 3a4aéTcs NepPUOLANYHOCTb OTNPaBKN KIIMEHTOM
3anpocoB o pernctpaunn Ha NHRP-cepsep, oHa paBHa 1/3 NHRP holding time.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
ip nhrp holding-time <TIME>
[no] ip nhrp holding-time

MapameTpbl

<TIME> — BpeMs B CEKyHaX, B TEYEHUMN KOTOPOro Ha cepBepe OyaeT CyllecTBOBaTb 3an1cb 0 aHHOM
K/IMEeHTe, NPUHMMAaeT 3HadeHus [1..65535].

3HaueHue No yMmosi4aHuio

7200 cekyHp,

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp holding-time

ip nhrp ipsec
[aHHOoI KomaHAoM yKa3blBaeTcs UCNosib3oBaHne paHee cosgaHHoro IPsec-VPN Ha mGRE TyHHese.

cnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OTKAoYaeT ucnosb3oBaHue IPsec-VPN ¢ mGRE
TYHHEsNeM.

CunHTtakcuc
ip nhrp ipsec <WORD> { static | dynamic }
no ip nhrp ipsec <WORD> { static | dynamic }

MapameTpbl
<WORD> - nms VPN, 3agaétca cTpokoii o 31 cumBona;

static — ctatnyeckoe coegnHeHne, npumeHaTes ansa ceasm ¢ NHRP-cepBepoMm, 3a8aéTca Ha KMeEHTe,
HeorpaHn4yeHHoO Nno BPeEMEHH;

dynamic — guHamuyeckn yctaHaB/MBalOLLEECS COeAMHEHNE, KoHurypupyeTcs ans cessu ¢ NHRP-knmeHToMm.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-GRE
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Mpumep

esr(config-gre)# 1ip nhrp +dipsec VPN static

ip nhrp map
[JaHHas kKomaHaa 3a4aéT COOTBETCTBUE «BHYTPEHHEr0» TYHHE/IbLHOMO aapeca C «BHellHM» NBMA-aapecom.

Micnonb3oBaHue oTpuLaTeNibHoOi DOPMbI KOMaH bl (N0) yaansieT COOTBETCTBYE.

CuHTakcuc

[no] 1dip nhrp map <ADDR-IN> <ADDR-OUT>

MapameTpbl

<ADDR-IN> - IP-agpec TyHHenbHoro nHtepdelica 3agaérca B suge AAA.BBB.CCC.DDD, rae kaxgas Yactb
npyHUMaeT 3HaueHus [0..255].

<ADDR-OUT> - IP-agpec BHelLHero nHTepdeica 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxpgas 4yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp map 192.168.1.2 67.86.141.231

ip nhrp multicast
[aHHasa komaHga onpegenseTt agpecara My/bTUKACTHOro Tpadguka.

icnonb3oBaHue oTpuLaTenbHo (hopMbl KOMaHbl (N0) yaanseT agpecara.

CuHTakcuc
[no] 1ip nhrp multicast { dynamic | nhs | <ADDR> }

MapameTpbl
dynamic — oTnpasnsieT Tpadvk Ha BCe NUPbI, C KOTOPbIMW YCTAHOB/IEHO COEANHEHNE;
nhs — oTnpaBnsieT Ha Bce cTaTnyeckne ckoHdurypupoaHHble NHRP-cepBepa;

<ADDR> — otnpaBnsiet Ha cneuudnyeckn ckoHhurypmpoBaHHbiii IP-agpec, 3agaétcsa B Bue
AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHMmaeT 3HadyeHus [0..255].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp multicast nhs

ip nhrp nhs
[laHHaa KomMaHaa CNyXuT 418 3a[aHus «/1ornyeckoro (TyHHenbHoro)» agpeca NHRP cepsepa.

Vicnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaHAbl (N0) yaasisieT 3an1ch 0 cepeepe.

CunHTtakcuc
ip nhrp nhs <ADDR/LEN> [ no-registration ]
no ip nhrp nhs <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - agpec, 3apgaétcs B Buge AAA.BBB.CCC.DDD/EE, rge kaxpgas yacts AAA — DDD npuHumaet
3HaueHus [0..255] n EE npuHumaeT 3HaveHus [1..32];

no-registration — He pernctpuposarbca Ha NHRP cepsepe.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp nhs 192.168.1.2

ip nhrp redirect

[aHHoii KomaHaon BKkNoYaeTcs pexum, B koTopom NHRP-cepeep MoxeT otnpasnsTb coobuleHna NHRP Traffic
Indication.

icnonb3oBaHune oTpuLaTesibHo hopMbl KOMaH bl (NO) OTK/IOYAET PEXUM.

CuHTaKkcuc

[no] ip nhrp redirect
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp redirect

ip nhrp shortcut

[ aHHOV KOMaH/10Vi BK/TOYAETCSA PEXUM, NO3BONSIOLLIMIA MCMNOMNb30BaHKE KpaTyaiiLLnX MapLIPyTOB /1Sl CBS3U C
APYTMU KIMEHTAMM.

Micnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaHbl (NO) OTK/OUYAET PEXUM.

CuHTakcuc

[no] 1ip nhrp shortcut

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp shortcut

ip tcp adjust-mss

[aHHoi KomaHoVi NnepeonpeaensieTcs 3HaveHre nonst MSS (Maximum segment size) Bo Bxoaswmx TCP-
nakeTax.

icnonb3oBaHue oTpuLaTeNibHO (DOpMbl KOMaHbl (N0) OTK/OYAET KOPPEKTUPOBKY 3Ha4YeHue nonst MSS.
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CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, npuH1UMaeT 3HaueHus B ananasoHe [500..1460].

3HauyeHue No ymosiuaHuio
1460

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-VTI
CONFIG-LT

Mpumep

esr(config-gre)# ip tcp adjust-mss 1400

ipsec authentication method

[aHHoI KomaHaoW BblbnpaeTca MmeTog ayTeHTudmnkaumm no knody ans IKE-coegmHeHns. AyteHTudmkaums
COO0OLEHMI MO KNKOYY MCMOoNb3yeTcs Npu yctaHoseHun IKE-coeguHeHns, KoY 3a4aETcs KOMaHA0M «ipsec
authentication pre-shared-key» (cm. pasgen ipsec authentication pre-shared-key).

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTtakcuc
ipsec authentication method pre-shared-key

no ipsec authentication method

MapameTpbl

pre-shared-key — meTog ayTeHTUbmKaumm, NCNONbL3YOLWMIA NpeaBapuTeibHO MNOyYEeHHbIE K/TH4M
LWndopoBaHUS.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# +ipsec authentication method psk

ipsec authentication pre-shared-key

[aHHOoI KOMaHAoW ycTaHaBNMBaETCA 00N CEKPETHbIN KN4 4151 ayTEHTUGIUKALMW, KOTOPbIV AO/KEH
coBnagatb y 060MX CTOPOH, yCTaHaBNNBAKOLLMX TYHHESb.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) yAanseT yCTaHOBIEHHbI K/tou.

CuHTakcuc

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no 1ipsec authentication pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cimB0o/0B.

<HEX> - uucno pasmepom [1..32] 6aiiT 3aa&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLIECTHAALATEPUUHOM
cpopmate(0xYYYY...) unm (YYYY...).

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcs cTpokoit [2..128]
CVMBOJ/I0B;

<ENCRYPTED-HEX> — 3awundgpoBaHHOe unic/io pasmepom [2..64] 6aiiT, 3aaaétcsa CTPoKoii [2..256] cumBosoB.

3HauyeHue No ymosi4aHuio

none

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# +ipsec authentication pre-shared-key ascii-text password
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keepalive dhcp dependent-interface

[aHHol KomaH0I BKNoYaeTca MexaHn3m nepesanpoca IP-agpecos no npotokosy DHCP Ha yka3aHHbIX
nHTepdeicax npu otknoveHnn GRE-TyHHens no keepalive. Bo3amoxHO yka3aTb 0 8-Mu nHTepdeiicos s
kaxkgoro GRE-TyHHens.

Mcnonb3oBaHue oTpuuatensHoli hopmMbl komaHbl (N0) OTKOYAET MexaHu3M nepesanpoca IP-agpecos no
npotokosly DHCP.

CunHTtakcuc
keepalive dhcp dependent-interface <IF>

no keepalive dst-address

MapameTpbl

<IF> — dou3nuecknii nnu arpermpoBaHHbIli MHTEpelic, 3a4aéTcs B BUae, ONMCaHHOM B pasaene Turbi 1
NopsI0K MMeHoBaHWs MHTepelicoB MapLUpyTU3aTopa.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp dependent-interface gi 1/0/1

keepalive dhcp link-timeout

[laHHOI KOMaHAol yKa3biBaeTCa MHTeEpPBal BpeMeHu Mexay oTknodeHneM GRE-TyHHensi n nepesanpocom |P-
ajpeca Ha nHTepgoeiice/nHTepdeiicax ykasaHHbIx komaHaol keepalive dhep dependent-interface (cm. pasgen
KoHurypmpoBaHue N MOHUTOPUHT TYHHENE)

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
keepalive dhcp link-timeout <SEC>

no keepalive dhcp link-timeout

MapameTpbl

<SEC> - nHTepBan B cekyHAax mexay otkntoveHnem GRE-TyHHens n nepesanpocom IP-agpeca Ha
nHTepdeice/nHTepdeicax ykasaHHbIx komaHaol keepalive dhep dependent-interface, npuHumaet 3HaueHus
[1..32767] cekyHa,
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3Ha4yeHune no ymonyaHuio
10

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp link-timeout 90

keepalive dst-address

[JaHHoii KomaH 1ol HacTpauBaeTcs IP-agpec ans otnpasku keepalive nakeToB Ans NpoBepKu
paboTocnoco6HOCTY TYHHENS. ECM ykasaHHbIi IP-aapec HegoCTyneH, To TYHHE b MEHSIET onepaTBHOe
cocTosiHne Ha DOWN. [laHHblii napameTp MMeeT 3HaUYeHre TOMbKO NPU BKIOYEHHOM MexaHu3me keepalive (cm.
pazaen KoHUrypupoBaHue 1 MOHUTOPVHT TyHHENel).

Vicnonb3oBaHue oTpuUaTesibHoi (DOPMbl KOMaH bl (N0) OTK/OYAET AAHHYHO NMPOBEPKY.

CuHTakcuc
keepalive dst-address <ADDR>

no keepalive dst-address

MapameTpbl

<ADDR> - IP-agpec gs1a npoBepku pabotocnocobHoct GRE-TyHHENs.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dst-address 192.168.1.57
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keepalive enable

[aHHol KoMaH0I BKNHOYaeTCA NpoBepka AOCTYNHOCTU YAAIEHHOIO LW/03a TYHHeNsA. EC/n yaaneHHbli W3
TYHHENA HefOCTYMeH, TO TYHHENb MEHSET onepartrBHoe cocTosiHme Ha DOWN.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) OTK/IOYAET AAaHHYO NPOBEPKY.

CuHTakcuc

[no] keepalive enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No ymMmosi4aHuio.

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive enable

keepalive retries

[JaHHasi KomaHa onpeaensieT KoNMYecTBO NoNbITOK NPOBEPKM AOCTYMNHOCTMN YAANEHHOTO LLM03a TyHHens. o
[OCTVXEHWIO YKA3aHHOTO KOIMUYECTBA HeylauHbIX MOMbITOK, TYHHE/b 6yeT CUMTaTbCA HEAKTUBHBIM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
keepalive retries <VALUE>

no keepalive retries

MapameTpbl

<VALUE> - KOonn4ecTBO NONbITOK, NPUHUMAET 3HaueHusi B AnanasoHe [1..255].

3HayeHue No ymosiMaHuio
6
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive retries 8

keepalive timeout
[aHHOoI KomaHOoW perynvpyeTcs nepuog otnpaskn keepalive nakeToB BCTPEYHO CTOPOHE.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
keepalive timeout <TIME>

no keepalive timeout

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHUMAET 3HaueHusi B AvanasoHe [1..32767].

3HauyeHue No ymosi4aHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout 18

keepalive timeout ipsec

[aHHoOi KOMaH10li 3ajaeTcs BpeMsi, KOTOpOe OTBOAMTCSA HAa BOCCTAHOB/EHME coeanHeHus IPsec VPN, no
MCTEUYEHMMN KOTOPOro MapLLpyTU3aTop ByAeT nepesarpyxeH. JaHHbli dyHKLMOHaN paboTaeT ToMbKO Korga
mMapLpyTusartop paboTaeT B pexume OTT. Pexxum pa6oTbl OTT BK/IOUAETCS NPU NPOM3BOACTBE YCTPOICTBA.

Mpu Mcnonb3oBaHUM OTpULATENIbHON (DOPMbI KOMaHbl (N0) 3HAUYeHUe NPUBOAUTCS K AEO/TTHOMY 3HAYEHMIO
180.
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CuHTakcuc
keepalive timeout ipsec <TIME>

no keepalive timeout -ipsec

MapameTpbl

<TIME> - Bpems B cekyHAax, NPUHUMaET 3HaueHus B ananasoHe [30-32767].

3HaueHue No yMoyaHuio
180

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout ipsec 1000

key

[laHHan komaHa paspellaeT nepegady knoda (Key) B TyHHenbHOM 3aronoeke GRE (B cooTtBeTcTBUM € RFC
2890) 1 ycTaHaB/IMBAET 3HAUYEHME K/toua. Koy MOXET 6bITb MCMNOMb30BaH A1 MAeHTUUKaLum NoTokoB
Tpadmka B GRE-TyHHenNe.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHbl (NO) 3anpeLyaeTt nepegady kiwva.

CuHTakcuc
key <KEY>

no key

MapameTpbl

<KEY> - 3HaueHue KEY, npvHMMaeT 3HadeHns B avanasoHe [1..2000000].

3HauyeHue No ymosi4aHuio

Knoy He nepefaércs.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE
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Mpumep

esr(config-gre)# key 40

load-average

[aHHO KOMaH/10ii yCTaHAB/IMBAETCS MHTEPBA/T BPEMEHW, 33 KOTOPbI YCPeAHSIETCS CTATUCTVKA O Harpyske Ha
TyHHene.

Vicnonb3oBaHue OTpMLl,aTeﬂbHOVI CbOprI KOMaHAbl YCTaHaB/IMBAET 3HA4Y€HNE MO yMO/THaHUIO.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> - nHTepBan B CeKyHax, NpMHMMAaeT 3HadyeHus [5..150].

3HayeHue nNo ymosiMaHuio
5

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-L2TPv3
CONFIG-VTI
CONFIG-L2TP
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# load-average
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local address
[aHHoli KomaHaon ycTaHaBnuBaeTcs IP-agpec NoKasibHOTo Wk3a TyHHEess.

cnonb3oBaHue oTpuuatensHoli hopmMbl komaHabl (nNo) yaanseT IP-agpec nokanbHOro Wwo3a.

CuHTakcuc
local address <ADDR>

no local address

MapameTpbl

<ADDR> — |IP-agpec nokanbHOro wnw3a.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-VTI

Mpumep

esr(config-ip4ip4)# local address 192.168.1.1

local address xauth

[JaHHoi komaHaol 3ajaeTcs UCnonb3oBaHne agpeca, Bbigasaemoro no mode config, npu ncnonb3oBaHwm
paHee HacTpoeHHoro IPsec VPN B pexnme XAUTH-knneHTa.

Mpu Mcnonb3oBaHUM OTpULATESIbHOV (DOPMbI KOMaHAbI (NO) yAasieT HaCTPOliKy.

CuHTakcuc
local address xauth <NAME>

no local address

MapameTpbl

<NAME> - nms paHee cosgaHHoro IPsec VPN, 3agaétcsa ctpokoii go 31 cumsona.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-)# local address xauth IPsecVPN

local checksum

[JaHHas komMaHza BK/I0YAET BbIYUC/IEHNE KOHTPO/IbHOM CyMMbl 1 3aHeceHue eé B GRE-3aronoBok
OTNpaB/siEMbIX NAKETOB.

icnonb3oBaHme oTpuLaTesibHoi (DOpPMbl KOMaHZbl (N0) OTK/OYAET MPOLLECC BbIYMC/IEHUS 1 OTNPABKM
KOHTPO/IbHOM CYMMbI.

CuHTakcuc

[no] local checksum

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# local checksum

local cookie

[laHHas KomMmaHAa onpeaensieT 3HavyeHne cookie Anst 4ONOHUTENIbHO NPOBEPKM COOTBETCTBUS MeXay
nepegaBaeMbIMy J@aHHbIMU U CECCUENA.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (NO) yAanseT /loKanbHbIi cookie.
CuHTaKkcuc

local cookie <COOKIE>

no local cookie
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MapameTpbl

<COOKIE> - 3HauyeHne COOKIE, napameTp NpUHUMAET 3HAYEeHNS AIMHOM BOCEMb UM WIECTHaALaTb CUMBO/IOB
B LLUECTHaALUaTepuyHoM Buae [8 nnm 16).

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local cookie 8FB51B8FB

local interface

[JaHHOoIn KomaHAoW ycTaHaBNnBaeTCs Ucnonb3oBaHve IP-agpeca, Ha3Ha4YeHHOTo Ha NHTepdIeC B KayecTse
nokanbHoro wnt3a GRE-TyHHens.

Mpu ncnonb3oBaHUM OTpULATENbHOI (DOPMbI KOMaH bl (NO) NpekpallaeTcs ucnosb3oBaHue IP-agpeca,
Ha3HaAYeHHOro Ha NHTepdelic B KAYecTBe NI0Ka/IbHOTO LLI/M03a.

CuHTakcuc
local interface { <IF> | <TUN> }

no local 1interface

MapameTpbl

<IF> — T1n n ngeHTNhrkaTop nHTepdeica, 3agaétcs B BMAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
MMEHOBaHNS MHTeP(encoB MapLLpyTM3aTopa;

<TUN> - umsi TyHHenst yCTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# local interface gigabitethernet 1/0/1

322



ESR-Series. CnpaBoyHnK komaHz CLI

local port

KomaHga onpegensieT nokanbHblii UDP-nopT, ecnv B kKayecTse MeToda MHKancynsumm 6ein sbiopad UDP
NPOTOKO/.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (NO) yaanseT nokasbHblii Homep UDP-nopra.

CuHTtakcuc
local port <UDP>

no local port

MapameTpbl

<UDP> - Homep UDP-nopTa B gnana3soHe [1..65535].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local port 1501

local session-id
YCTaHOBUTb NTOKa/IbHbIA MAEHTU(INKATOP CECCUN.

icnonb3oBaHme oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT NokasibHblii MAEHTUNKATOP CECCUN.

CuHTakcuc
local session-id <SESSION-ID>

no local session-id

MapameTpbl

<SESSION-ID> - nageHTudmkaTop ceccuu, NpMHMMaeT 3HadeHust [1..200000].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-L2TPV3
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Mpumep

esr(config-12tpv3)# local session-id 200

mode
[aHHoin KomaHaoW 3aaeTcs pexuMm paboTbl SoftGRE-TyHHens.

icnonb3oBaHue oTpuLaTeNIbHoi DOPMbl KOMaH bl (N0) CHUMAET YCTaHOB/IEHHbIV PEXIM.

CuHTakcuc

mode <MODE>
no mode

MapameTpbl
<MODE> —pexum paboTbl TYHHE 1, BO3MOXHbIE 3HAYEHWS:

+ data —pexum gaHHbIX;
* management —pexum ynpasfieHusl.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-SOFTGRE

Mpumep

esr(config-softgre)# mode data

mode
[aHHOoI KOMaHAoW yKa3blBaeTCsa pexuMm nHkancynsumm ana GRE-TyHHens.

icnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET MHKAMNCY/ISLMIO MO YMOMUYaHMIO.

CuHTakcuc
mode <MODE>

MapameTpbl
<MODE> - pexum uHkancynsaummn ana GRE-TyHHens:

* ip — nHkancynsaums IP-naketoB B GRE;
+ ethernet — nHkancynsuus Ethernet-copeiimos B GRE.
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3Ha4yeHune no ymonyaHuio

ip

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# mode ethernet

mtu
[laHHoli komaHAoit ykasbiBaeTcst pasmep MTU (Maximum Transmition Unit) ans TyHHenei.

icnonb3oBaHue oTpuLaTeNbHO DOpPMbl KOMaH bl (N0) ycTaHaBMBaET 3HadeHe MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HauyeHne MTU, npuHMMaeT 3HaueHusi B AgnanasoHe [552..10000].

3HauyeHue No ymosiuaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
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CONFIG-OPENVPN

Mpumep

esr(config-12tpv3)# mtu 1400

multipoint

[aHHas KomaHga CNyxuT Ans nepeBoa TYHHeNs B pexxum multipoint. B aTom pexvime BO3MOXHO
yCTaHOB/IEHNE HECKO/TbKMX COEUHEHUIT C O[IHOTO TYHHENBHOMO MHTepdieiica.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) NepeBoAnT B 06bIUHbINA, point-to-point pexum.

CuHTakcuc

[no] multipoint

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# multipoint

password
KomaHga ans yctaHoBku napons nons3osarens OPENVPN-cepsepa.

icnonb3oBaHue oTpuuaTeNibHoi hopMbl KOMaHbl (N0) yaanseT naposib No/b30BaTess.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpPbITOl chopMe, 3aaETCsi CTPOKOI [8..32] cMBO/IOB, MOXET BK/1H0UATb CUMBO/IbI
[0-9a-fA-F];

<ENCRYPTED-TEXT> — naposib B 3alumMpoBaHHoli hopMe, 3aaETcsi CTPOKoIi [8..32] cumBonos.

© Naponu xpaHATCA B KOHGMIypaumm B 3alLpoBaHHoOlN hopMe He3aBUCUMO OT ddopmara,
NCNO/Ib30BAHHOIO NPW BBOAE KOMaH/bI.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# password 01234567

peer It
[laHHas KomMaHaa 1cnonb3yeTcs A5 3a[aHus yAaIeHHO cTopoHbl (B ApyroM VRF) Nornyeckoro TyHHens.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) yaanseT NpuBa3Ky YAAIEHHOV CTOPOHbI TYHHESS.

CuHTakcuc
[no] peer 1t <ID>

MapameTpbl

<ID> — ngeHTUmKaTop yaasieHHOW CTOPOHBI SIOTMYECKOro TYHHENS.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-LT

Mpumep

esr(config-1t)# peer 1t 2

ppp failure-count
[aHHoI1 KomaHAoW ycTaHaBNMBaETCS KONNMYecTBO HeyaauHbix data-link TectoB nepen pa3pbiBOM CECCUMN.

Mpwn 1cnonb3oBaHUM OTPULATENBHOI DOPMbI KOMaHAbl (NO) ycTaHaBNMBAETCS 3HAUYEHME MO YMO/TYaHMIO.

CuHTaKkcuc
ppp failure-count <NUM>

no ppp failure-count

MapameTpbl
<NUM> - konunuecTBo HeyaauHbix data-link TecToB, 3aaaetcs B gnanasoHe [1..100].
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3Ha4yeHune no ymonyaHuio
10

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-12tp)# ppp failure-count 20

ppp timeout keepalive

[laHHOI KOMaHAol yCTaHaBNMBAETCS NHTEpPBa/l BPEMEHN B CEKyHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTMU3aTop
otnpasnseT keepalive-coobuieHue.

Mpu Mcnonb3oBaHUM OTpULATENbHOV (hOPMbI KOMaHbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOMUYaHMIO.

CunHTakcuc
ppp timeout keepalive <TIME >

no ppp timeout keepalive

MapameTpbl

<TIME> - BpeMsi B cekyHAax, 3aaetcs B AnanasoHe [1..32767].

3HauyeHue No ymosiuaHuio
10

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
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Mpumep

esr(config-12tp)# ppp timeout keepalive 5000

protocol

Bbi6op MmeToaa MHKancynaumm ansa TyHHensa L2TPv3.

CuHTakcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> — Tvn nHKkancynauumn, BO3MOXHbIE 3HAYEHUS:

* IP-nHkancynsauusa B IP-naker;
+ UDP-unkancynsuusa B8 UDP-gelitarpammbl.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# protocol 1ip

protocol

Bbi6op meToaa nHkancynaumm ansa tyHHens OPENVPN.

CuHTakcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> — T”n nHkancynsummn, BO3MOXHble 3Ha4YEHUS:

* TCP — vHkancynsaumus B TCP-cermeHT;
+ UDP - unkancynaunsa B UDP-geiTarpamMmbi.

3HauyeHue No ymosiyaHuio
TCP

ESR-Series. CnpaBoyHnK komaHz CLI
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-OPENVPN

Mpumep

esr (config-openvpn)# protocol tcp

remote address

[laHHOI KomaHAaol ycTaHaBnmBaeTcs |IP-agpec yaaneHHOoro LWi3a TYHHeNs.

ESR-Series. CnpaBoyHnK komaHz CLI

cnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) yaanseT IP-agpec yaaneHHoro Lwio3a.

CuHTakcuc
remote address <ADDR>

no remote address

MapameTpbl

<ADDR> - IP-agpec yganeHHoro wnws3a.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-PPTP
CONFIG-OPENVPN

Mpumep

esr(config-ip4ip4)# remote address 192.168.1.2
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remote address xauth

[aHHoi KomaHAoM 3aaeTcs Ncnosb3oBaHe agpeca management-ip unu data-ip, Bblgasaemoro no mode
config, npu ncnonb3oBaHnn paHee HacTpoeHHoro IPsec VPN B pexume XAUTH-knueHTa. TpebyeT Hannuns
COOTBETCTBYHOLLNX HacTpoek Ha IPsec-VPN-cepsepe.

Mpwn ncnonb3oBaHUKM OTpULATENBHON (DOpMbI KOMaHAb! (NO) yAaNsieT HacTPONKy.

CunHTtakcuc
remote address xauth <NAME> {management-ip|data-ip}

no remote address

MapameTpbl
<NAME> - nms paHee cozgaHHoro IPsec VPN, 3agaétcs ctpokoit Ao 31 cumBona;

management-ip — agpec, nonyyaemsblii no mode config npun yctaHoBke IPsec VPN B pexume XAUTH-knneHTa.
TpebyeT Hannums B HacTpoiikax IPsec-VPN-cepeepa poytepa ELTEX_MANAGEMENT_IP (28683).

data-ip — agpec, nonyyaemsiii no mode config npn yctaHoBke IPsec VPN B pexnme XAUTH-knueHTa. Tpebyet
Hanmnums B HacTpoiikax IPsec-VPN-cepsepa ELTEX_DATAL_IP (28684)

3Ha4yeHune no ymonyaHuio

He 3agaHo.

HeoOxoaumbivi ypoBeHb NPUBUMETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# remote address xauth IPsecVPN

remote checksum

KomaHga BKk/ito4aeT npoBepKy HasIMyms U COOTBETCTBUSA 3HAUYEHUI KOHTPO/IbHOM CYMMbI B 3aro/ioBKax
npuHumaemMblx GRE-nakeTos.

Vicnonb3oBaHue oTpuLaTesibHoOi DOPMbI KOMaH bl (N0) OTK/OYAET NPOBEPKY KOHTPOSIbHO CYMMbI.

CuHTakcuc

[no] remote checksum

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

Mo ymon4yaHuio NpoBepKa KOHTPOSIbHOM CYyMMbI BbIK/THOUEHA.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# remote checksum

remote cookie

[JaHHas KomaHga onpeaensieT 3HaueHne cookie ANa 4ONONHUTENLHO NPOBEPKU COOTBETCTBUS MEXAY
nepefaBaeMbIMU JaHHLIMU U CeCcCUeid.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT yaaneHHsblii cookie.

CuHTakcuc
remote cookie <COOKIE>

no remote cookie

MapameTpbl

<COOKIE> - 3HauyeHne COOKIE, npuHMMaeT 3Ha4yeHns A/IMHOM BOCEMb WY LLeCTHaAUaTb CUMBOJIOB B
LecTHaauaTepuuyHom Buae [8 nnm 16).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote cookie 8FB51B8FB

remote port

[JaHHasi KomaHg onpeaenseT yaaneHHblii UDP-nopT, ecniv B kKauecTBe MeToa MHKancysiuuy 6bi BbiGpaH
UDP.

cnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaH bl (N0) yaanseT yaaneHHslii Homep UDP-nopTa.
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CuHTakcuc
remote port <UDP>

no remote port

MapameTpbl

<UDP> - Homep UDP nopta B ananasoHe [1..65535].

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote port 65000

remote port
[JaHHas komaHg, onpegenset yganeHHoli TCP/UDP-nopt gna pa6otel OPENVPN-kveHTa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
remote port <PORT>

no remote port

MapameTpbl

<PORT> - Homep UDP nopta B ananasoHe [1..65535].

3HauyeHue No ymosi4aHuio
1194

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN
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Mpumep

esr(config-openvpn)# remote port 65000

remote session-id
JlaHHO KOMaH/0Vi yCTaHaB/IMBAETCA YAA/IEHHbIV UAEHTUUKATOP CECCUN.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAanseT yaaneHHblin aeHTUgMKaTop ceccum.

CuHTakcuc
remote session-id <SESSION-ID>

no remote session-id

MapameTpbl

<SESSION-ID> — naeHTudukaTop ceccuu, NpUHUMAaET 3HaueHne B amanasoHe [1..200000].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote session-id 2

route-metric
[aHHOoI KomaHAo Ha3HaYaeTCs MeTprKa MapLUpPyTOB nosydyaembix knneHtom oT OPENVPN-cepBepa.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
route-metric <METRIC>

no route-metric

MapameTpbl

<METRIC> — meTpuka MapLipyTa, NPMHUMAET 3HadyeHve B AvanasoHe [0..255].

3HauyeHue No yMmo4aHuio
0
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-OPENVPN

Mpumep

esr(config)# route-metric 100

route-nopull

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHOoI KOMaHAoW OTKNIYaeTCs NpUMeHeHe MappyToB., nepegasaeMbix OPENVPN-cepsepom.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] route-nopull

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

rHopupoBaHue MapLUpyTOB OTK/TIHOUEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep

esr(config)# route-nopull

snmp init-trap

JaHHas komaHga Ucnosb3yeTcs 419 BKAKYEHUA OTNpaBky snmp - trap 0 BKAKOYEHUW/OTKIHOUEHUN TYHHENS.

icnonb3oBaHue oTpuuaTesibHoi DOpMbl KOMaHbl (N0) OTK/OYAET OTNPaBKY SNMp - trap 0 BK/IKOUYeHUN/

OTK/TKOHEHUN TYHHE/A.

CuHTakcuc

[no] snmp 1init-trap
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-GRE
CONFIG-SUBTUNNEL

Mpumep

esr(config-gre)# snmp init-trap

show ip nhrp

[aHHaa komaHga cnyxut gns npocmotpa NHRP-3anucei.

CuHTakcuc

show ip nhrp [ { dynamic | static | incomplete | nhs } ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

MapameTpbl
<ID> — ngeHTUdUKaTop TYHHENS;
<ADDR> - IP-agpec 3aaaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];

<VRF> — nms aksemnnsipa VRF, 3agaetca cTpokoi oT 1 go 31 cumeona. MNpu ykazaHu AaHHOro napameTpa
6yayT otobpaxeHbl NHRP-3anucuy, ykasaHHble B gaHHOM VREF;

dynamic — nokasarb MHhopmauto, NPUOBPETEHHYIO ANHAMUYECKN;
incomplete — nokasarb He3ano/IHEHHbIE 3annCy;

nbma-address — nokasaTb 3anucu ¢ onpeaenéHHbiM NBMA-agpecowm;

nhs — nokasaTtb 3anuncu onpegenévHoro NHS;

static — nokasarb 3anucu, 3afaHHble cTaTuyecky;

tunnel — nokasaTb 3anMcK onpeaenéHHoro TyYHHenNs,

tunnel-address — nokasaTb 3an1cu ¢ onpeaeséHHbIM TYHHE/IbHbIM a[peCcoM;

vrf — nokasatb 3anucu, Haxoasumecsica B onpeaenéHHom VRF.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

336



KomaHaHbIi pexum
ROOT

Mpumep

esr# hub-12# sh +ip nhrp

Tunnel address
Flags

12.1.1.3
lower-up,

12.1.1.9
lower-up,

12.1.1.99
lower-up,

NBMA address

192.168.3.4

192.168.9.4

120.12.120.12

show tunnels configuration

Interface

gre 1

gre 1

Peer type

dynamic

dynamic

dynamic

KoMaH/10/1 BbINO/THAAETCA NPOCMOTP KOHUIypauum TyHHens.

CuHTakcuc

show tunnels configuration [ <TUN> ]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

0:04:45

0:01:14

Created
00:23:18

up
00:23:49

up
00:24:11

up

<TUN> — nmsA TyHHeNa yCcTponcTBa, 3aaéTcs B BUAE, ONNUCAHHOM B pasgesne Turbl 1 Nopsfok MMeHoBaHusA
TYHHe e mapLupyTtusaropa.

Heob6xoauMmbIii ypoBeHb NnpuBuierui

1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show tunnels configuration gre 25

State: enabled
Description:

Local address: 14.0.0.2
Remote address: 14.0.0.1
Calculates checksums for outgoing GRE packets: no
Requires that all input GRE packets were checksum: no

key: -

TTL: Inherit
DSCP: 0

MTU: 1500
Security zone: remote

show tunnels counters

KOMaH,EI,OVI BbIMOJTHAETCA NMPOCMOTP CHETHUKOB Ha TYHHENAX.

CuHTakcuc

show tunnels counters [ <TUN> ]

MapameTpbl

<TUN> - umsi TyHHenst yCcTpoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNsA
TYHHesneli mapLupyTusartopa.

MOXHO yKa3aTb HECKOJIbKO TYHHeNnen. Ecnv He ykasbiBaTb UHAEKCHI TYHHENER, To ByayT 0TOGpaXKeHbl
CUYETUMKM BCEX TYHHesel 3agaHHol rpynnbl. ECnn 3agaH onpesenéHHblii TyHHeNb, To 6yaeT oTobpaeHa
fileTanbHasn nHpopmauusi No JaHHOMy TYHHeNew.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show tunnels counters 12tpv3 1
Tunnel '12tpv3 1' counters:
Packets received:

Bytes received:

Dropped on receive:

Receive errors:

Multicasts received:

Receive length errors:

Receive buffer overflow errors:
Receive CRC errors:

Receive frame errors:

Receive FIFO errors:

Receive missed errors:

Receive compressed:

Packets transmitted: 658
Bytes transmitted:

Dropped on transmit:
Transmit errors:

Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

[clcl ol ool oMo oNoOoNO]

(€]
[9)]
(€)1
(0]
o

[cl ool oo oo OoNO]

show tunnels history

KomaHga ncnonb3yetca Ans npocmMoTpa CTatTMcTUKK UCMNOb30BaHUA TYHHENS.

CuHTakcuc

show tunnels history [ <TUN> ] [<timer {TIMER}>]

MapameTpbl

<TUN> - umsi TyHHens, 3a4aéTcs B BUE, ONMCaHHOM B pasgesnie Turbl 1 Nopsifiok MMeHoBaHUs TYHHeen
MapLupyTm3aTopa.

<TIMER> — He o6s3aTtesibHbIi Koy timer. B kayecTBe napaMeTpoB A/15 faHHOro KnYva MOryT BbICTyNaTb:

+ hours oTo6paxaeT nctoputo 3a nocsegHue 72 yaca,

* minutes oTo6paxaeTt UcTopuio 3a nocnegHme 60 MUHYT;

+ seconds oTob6paxaeT UcTopuio 3a nocnegHme 60 cekyHz,;

* TMpw oTcyTCcTBUM KtoYa timer, BbIBOAATCA 3 Ta6MMLbl UICTOPUM UCNONb30BaHNSA TYHHENS (ei).

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show tunnel history gre 1 timer minutes

gre 1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 (0] (0] (0]
1-2 961 64 (0] (0] (0]
2-3 962 64 (0] (0] (0]
3-4 962 64 (0] (0] (0]
4-5 960 64 (0] (0] (0]
5-6 961 64 (0] (0] (0]
6-7 719 64 (0] (0] (0]
7-8 960 64 (0] (0] (0]
8-9 800 65 (0] (0] (0]
9-10 962 64 (0] (0] (0]
10-11 865 64 (0] (0] (0]
11-12 962 64 (0] (0] (0]
12-13 817 65 (0] (0] (0]
13-14 962 65 (0] (0] (0]
14-15 961 65 (0] (0] (0]
15-16 880 60 (0] (0] (0]
16-17 960 63 (0] (0] (0]
17-18 ©O 0 (0] (0] (0]
18-19 ©O 0 (0] (0] (0]
19-20 ©O 0 (0] (0] (0]
20-21 0 0 (0] (0] (0]
21-22 0 0 (0] (0] (0]

show tunnels status

KomaHga ucnosnb3yeTcsi 4719 NPOCMOTPA COCTOSIHWS CUCTEMHBIX MHTepPdIeiicoB.

CuHTakcuc

show tunnels status [ <TUN> ]

MapameTpbl

<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTu3artopa.

B KOMaHAe MOXHO yka3aTb HeCKO/IbKO TyHHenel. Ecnu He ykasbiBaTb MHAEKCHI TYHHEenen, To byayT
OTOOpaXeHbl CTaTyCbl BCEX TYHHeNel 3aaHHoN rpynnbl. ECNn 3afaH KOHKPETHbIN TYHHeNb, TO ByaeT
oTobpaxeHa AeTanbHas nHopmaumsa No JaHHOMY TYHHESTHO.

Heo6xoaumblii ypoBeHb NpuBUnernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show tunnels status

Tunnel Admin state MTU Local IP Remote IP Uptime
ip4ip4 4 Up 1500 115.0.0.100 115.0.0.30 1 minute and 4
seconds

show tunnels utilization

KomaHga ucnonb3yeTcsi 4718 NPOCMOTPa CpeaHeli Harpysku B TYHHENSIX 3a YKa3aHHbIn neprog,

CuHTakcuc

show tunnels utilization [ <TUN> ]

MapameTpbl

<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

MOXHO yKa3aTb HECKO/IbKO TYHHE/Ee nepeuncieHnem Yepes «,» 6o ykasaTb AuanasoH nHtepdelicos uepes
«-». ECN1 He yKa3blBaTb MHAEKCHI TYHHESENR, TO ByAyT OUNLLEHbI CHETUMKM BCEX TYHHENEW 3aaHHOM rpynnbl.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show tunnels utilization gre 2

Tunnel Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gre 2 15 0] 0] 0] 0

ttl
KomaHga 3a4aéT 3HaueHne BpeMEH XM3HU TTL Anst TYHHE bHbIX NaKeToB.

icnonb3oBaHue oTpuUaTeNibHo hopMbl KOMaHbl (N0) ycTaHaBNMBaET 3HaueHre TTL no ymonyaHuio.

CuHTakcuc
ttl <TTL>
no ttl
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MapameTpbl

<TTL> - 3HauyeHue TTL, npMHMMAET 3HauYeHns B AmanasoHe [1..255].

3HayeHue No ymosiMaHuio

Hacnepgyetcs OT MHKancyMpyemMoro naketa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IP4IP4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# ttl 10

tunnel
[aHHaa KomaHaa No3BONSET NEPENTM B PEXMM KOH(PUIYPUPOBaHMSA TYHHENS.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT TyHHEb.

CuHTakcuc

[no] tunnel <TUN>

MapameTpbl

<TUN> — nmA TyHHeNa yCTPonCTBa, 3a4aéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsfok MMeHoBaHusA
TYHHesen mapLupyTusaropa.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep 1

Mepexon B pexum KoHdurypupoBaHus TyHHens 12tp 10:

esr(config)# tunnel 12tp 10
esr(config-12tp)#
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Mpumep 2
Mepexopn B pexumM KoHdurypmuposaHus TyHHens 12tpv3 10:

esr(config)# tunnel 12tpv3 10
esr(config-12tpv3)#

Mpumep 3

Mepexoa B pexum KoHdurypmpoBaHus TyHHens ip4ip4 200:

esr(config)# tunnel ip4ip4 200
esr(config-ip4ip4)#

Mpumep 4
Mepexon B pexxnm KOHOUIypupoBaHns TyHHeNs gre 25:

esr(config)# tunnel gre 25
esr(config-gre)#

Mpumep 5

Mepexoa B pexum KoHurypmpoBaHust TyHHens vti 125:

esr(config)# tunnel vti 125
esr(config-vti)#

Mpumep 6

Mepexopn B pexxum KoHdurypuposaHus TyHHens pptp 10

esr(config)# tunnel pptp 10
esr(config-pptp)#

Mpumep 7

Mepexon B peXuM KOHDUTypUpoBaHusl TyHHens pppoe 8

esr(config)# tunnel pppoe 8
esr (config-pppoe)#

tunnel

[JaHHol KomaH0I yka3biBaeTcsa pexum nHkancynsauumn ans OPENVPN-knneHTa.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) yCTaHAB/IMBAET UHKAMNCYNALMIO MO YMOTYaHUIO.
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CuHTakcuc
tunnel <MODE>

MapameTpbl
<MODE> — pexum nHkancynsaunmn ana OPENVPN-kniveHTa:

* ip — nHkancynaums IP-naketoB B OPENVPN,;
+ ethernet — nHkancynsuus Ethernet-chpeiimos B OPENVPN.

3HauyeHue No yMmo4aHuio

ip

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# mode ethernet

tunnel-source

[aHHoin komaHaon ykasbiBaetcsa ums VRF ot IP-uHTepdoeiica kotoporo 6yaet cTpouTbes AaHHbln GRE-TYHHeNb.
[aHHaa komaHga akTyasibHa B criyyvae, ecnn GRE-TyHHenb ctpoutca yepes3 VRF otanyHbiin ot VRF camoro
TYHHess.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHzbl (NO) yCTaHaB/IMBAET pexuM, koraa GRE-TyHHenb u IP-
nHTepdpeic ot kotoporo ctpoutcs GRE-TyHHenb HaxogAaTcsa B ogHom VRF.

CuHTakcuc

tunnel-source { vrf <VRF> }
[no] tunnel-source

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

Bes ykazaHusa kntoua "vrf' n umenn aksemnispa VRF, 6yaeT ncnonb3oBatbes IP-nHTepdheiic rnobanbHol
KOHUrypaumu.

3HauyeHue No ymosi4aHuio

OTkntoueHo (GRE-TyHHenb u IP-uHTepdeiic oTHocaTea k ogHomy VRF).

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# tunnel-source vrf magistral

username
[aHHoin KomaHAoM 3aaeTcs NoNb3oBaTeb U Naposb ANa nogkatoveHuns Kk L2TP-, PPPoE- nnn PPTP-cepsepy.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) yAANAET yKkasaHHOro Nosib3oBaTess.

CuHTakcuc
username <NAME> password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no username <NAME>

MapameTpbl
<NAME> — ums nonb3oBaTtens, 3agaéTcs CTPokon Ao 31 cumeona;
<CLEAR-TEXT> — naponb, 3aaéTca cTpokoli [1 .. 64] cumBo/OB;

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii Naposib, 3aJaETcsi CTPOKOI [2..128] cumBonoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-pptp)# username fedor password ascii-text password

username
[aHHoli KomaHoI co3faeTcs nonb3osatenb 418 nogknoveHns k OPENVPN-cepsepy.

Mcnonb3oBaHue oTpulaTensbHoli hopmbl komaHabl (No) yaansieT yka3aHHOro Nnosib3oBaresisi.
CuHTakcuc

username <NAME>

no username <NAME>

345



ESR-Series. CnpaBoyHnK komaHz CLI

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaértcsa cTpokoi go 31 cumeona.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# username fedor
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14 YnpasneHue L2 chyHKUMAMU

* YnpasneHue L2 pyHKUNAMM
+ bridge
+ bridge-group
+ description
* enable
* mac-address
+ ports vrrp filtering
+ protected-ports
+ protected-ports exclude vlan
+ show interfaces bridge
+ thresholds wifi-tunnels-number high
+ thresholds wifi-tunnels-number low
+ unknown-unicast-forwarding disable
+ vlan
* YnpasneHue Spanning Tree
* instance
* name
* revision
+ show spanning-tree
+ show spanning-tree active
+ show spanning-tree bpdu
* spanning-tree
* spanning-tree bpdu
* spanning-tree cost
* spanning-tree disable
+ spanning-tree forward-time
+ spanning-tree hello-time
+ spanning-tree link-type
* spanning-tree max-age
* spanning-tree mode
* spanning-tree mst
* spanning-tree mst configuration
*+ spanning-tree mst cost
*+ spanning-tree mst max-hops
* spanning-tree mst port-priority
* spanning-tree pathcost method
*+ spanning-tree portfast
* spanning-tree port-priority
* spanning-tree priority
+ HacTtpoiika n moHmTopuHr VLAN
« force-up
* ip internal-usage-vlan
* name
+ show interfaces switch-port vlans
+ show vlans
+ show vlans internal-usage
+ switchport access vlan
+ switchport default-vlan tagged
+ switchport forbidden default-vlan
+ switchport general acceptable-frame-type
+ switchport general allowed vlan
+ switchport general allowed vlan auto-all
+ switchport general ingress-filtering disable
+ switchport general macs-group
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+ switchport general pvid
+ switchport macs-group
+ switchport trunk allowed vlan
+ switchport trunk allowed vlan auto-all
+ switchport trunk native-vlan
+ vlan
* HacTtpoiika n moHutopuHr Voice-VLAN
« application
+ dscp
+ lldp network-policy
* network-policy
* priority
+ vlan

YnpaBneHue L2 pyHKunAMN

bridge

[aHHoi KomaHaol A06aBIsieTCs CETEBOM MOCT B CUCTEMY U OCYLLECTBASIETCA NEPEXO/] B PEXMUM HACTPOWKN
€ro napameTpos.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaansieT MocT.

CuHTaKkcuc
[no] bridge <BRIDGE-ID>

MapameTpbl

<BRIDGE-ID> — ngeHTnmKaumoHHbIn HOMEpP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
MMEHOBaHNS MHTepdencoB MmapLupyTmsaropa.

HeoOxoaumblii ypoBEHb NpUBUIETUIA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

Mepexon B pexum KoHUrypupoBaHns ceteBoro mocTta bridge 10:

esr(config)# bridge 10
esr(config-bridge)#

bridge-group
[laHHas kKomaH4a ucnonb3yeTcs A5 406aBNeHNs B TEKYLLENO CETEBOIO MHTepdielica B L2-gomMeH.

icnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) yaanseT uHtepgoeiic ns L2-gomeHa.
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CuHTakcuc
bridge-group <BRIDGE-ID> [tagged]

no bridge-group

MapameTpbl

<BRIDGE-ID> - naeHTnhKkaumnoHHbIA HOMEpP MOCTa, 3aflaeTcs B BME, ONMCAHHOM B pasaene Turnbl 1 NopsiioK
NMEeHOBaHNS NHTEPIENCOoB MapLLpyTM3aTopa.

tagged — Kntou gns HanpaBnkeHUs TarMpoBaHHbIX KaapoB don3nyeckoro nHTepdelica B bridge. MNpumeHnmo
TONbKO Ha hmanyeckmx nHTepdeiicax mapwpyTtunsaropos ESR-10/12V/12VF/14VF/20/21/100/200.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-L2TPV3
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-OPENVPN

Mpumep
esr(config-subif)# bridge-group 15
description

[laHHas KoMaHAa UCMNonb3yeTcs A1 HA3HAYEHNS ONUCAHUST KOHPUIYpUMpPYyeMOMY CETEBOMY MOCTY.

Micnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHzbl (NO) yAaNsSeT yCTaHOB/IEHHOE OnucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue ceTeBOro MocTa, 3afaéTcsi CTPOKOM A0 255 cMmBOI0B.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# description "broadway"

enable

[aHHoIn KomaHaoW pa3peluaeTcs paboTa ceTeBOro mocta. bes ykaszaHus AaHHON KOMaHbl, CETEBOW MOCT He
paboTaer.

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) BbIK/TOUYAET MapLUPYTU3aLMIO0 AaHHbIX.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# enable

mac-address

[JaHHasi komaHga no3eonseT 3agatb MAC-agpec ceTeBoro MocTa, oM3MUYeCcKoro Uan arpervpoBaHHOro
MHTepdelica, OT/IMYHOrO OT CUCTEMHOTO.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
mac-address <ADDR>

no mac-address

MapameTpbl

<ADDR> — MAC-agpec ceTeBoro Mocta, 3agaétcs B Buae XX: XX:XX:XX:XX:XX, rae kaxgasa 4acTb nNpuHMmMaeT

3HayeHus [00..FF].

3HaueHue No yMmosi4aHuio

CuctemHsblii MAC-agpec.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# mac-address A8:F9:B0:00:00:04

ports vrrp filtering

& B Texyueli Bepcun MO aaHHbI yHKLMOHAN NOAAEPXKMBAETCS TO/IKO HA MapLUpyTM3aTopax
ESR-1000/1200/1500/1700

[aHHoI KomaHaoW BKoYaeTcs 3anpet Ha otnpasky VRRP-coobLeHnii B uHTepdeincax, BK/IOUYEHHbIX B L2-
[LOMEH.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ports vrrp filtering {enable | exclude vlan}

MapameTpbl
enable — BkntoveHune 3anpeta Ha otnpasBky VRRP-coobueHnin B HTepdiencax, BKIOYEHHbIX B L2-A0MEH;

exclude vlan — npu ykaszaHumn gaHHoro napametpa VLAN nckitoyaeTcs u3 cnucka qounsTpyeMbIX.

3HauyeHue Nno ymosi4aHuio

dunsrpayma VRRP-coobLLeHni OTKIO4EHa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# ports vrrp filtering enable

protected-ports
[aHHOoI KOMaHA0M OCYLLEeCTBNAETCA yNpaB/ieHne pexmMmomMm N3onsaunumn NHTepagericos.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
protected-ports <MODE>

MapameTpbl
<MODE> - pexum n3onsaumm nHtepdencos, NpUHUMaEeT cneayoLime 3Ha4eHus:

* none - M130n5umsa nHTepdeiicos oTKNOYEHA. B JaHHOM pexrMe KOMMYyTaumsa KaapoB Mexay YieHamu
CETEBOro MOCTa paspeLueHa.

* local - 3onsauma nHtepdeincos BkIoveHa. B faHHOM pexume KoMMyTauus KaapoB Mexay YieHamu
CETEBOro MOCTa 3anpeLleHa.

+ radius - i3onsauusa nitepdelicos BkoYeHa. [1a Cnonb30BaHNs AaHHOIO pexvMa Tpebyetcs
HacTpoiika WiFi KoHTponnepa TyHHenel B pexume ‘radius”. B faHHOM pexvMe KommyTauus Kaapos
MeXay YsieHaMy CEeTEeBOro MocTa 3anpeLleHa, 3a uckntoyeHmem SoftGRE DATA TyHHeneld.

[ns SoftGRE DATA TyHHeneli napameTpbl n3onsuumn sanpawmsatorcs y RADIUS-cepsepa.

3HauyeHue No ymosi4aHuio

none

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# protected-ports local
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protected-ports exclude vian

[JaHHoli komaHzoi VLAN, Ha3HaYeHHbIn ceTeBOMY MOCTY, UCK/TIO4aeTCH U3 CncKa U3ompyemMblX Ha BXOAALLMX
B bridge nHTepdpeiicos. [laHHasa onuusa akTyasibHa Npu HacTPoke pexunma Ynpasnexve L2
ChYHKLMAMY OT/IMYHOTO OT 3HAYEHUS MO YMOJTYaHMIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc

[no] protected-ports exclude vlan

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# protected-ports exclude vlan

show interfaces bridge

[laHHasi KomaHa Ucnosb3yeTcs A8 NPocMoTpa MHdopmaumn o VLAN, nHTepdpeiicax, TyHHensax
06beANHEHHBIX MOCTOM.

CuHTakcuc

show interfaces bridge [<BRIDGE-ID>]

MapameTpbl

<BRIDGE-ID> — ngeHTncmKaumoHHbIn HOMepP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
MMEeHOBaHNS MHTepdencoB MapLupyTmsaropa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show interfaces bridge 1
Bridges Interfaces

bridge 1 vlan 1,gil/0/1.10

thresholds wifi-tunnels-number high

& [aHHblli hyHKLMOHAN NoaaepXmMBaeTcs To/bKO Npu Hannumm nuueHsun Ha WiFi-controller

[laHHOI KOMaHAol yCTaHABNNBAETCS BEPXHUIA NOPOr aBapyin NPEBbLILLIEHNS YMCNA BK/THOUYEHHbIX CABTyHHeNnel
softgre B bridge.

MCHOﬂb3OBaHM6CﬂpmuaTeﬂbHOM(bOprIKOM&HAH(nO)yCTaHaBﬂMBaETCH3HaquM6[K)yMOﬂHaHMD.

CuHTakcuc

thresholds wifi-tunnels-number high<NUM>
no thresholds wifi-tunnels-number high

MapameTpbl

<NUM> —BepxHuii Nopor aBapuiu NpPeBbILIEHNsI YMCIa BKIOYEHHbIX cabTyHHenel softgre B bridge, npuHumaet
3HaueHue B ananasoHe [1..1000]

3Ha4yeHue no ymonyaHuio
950

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbIpexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number high 200

thresholds wifi-tunnels-number low

& [aHHblli hyHKUMOHAN NoaaepXMBaeTcs TO/IbKO Npu Hanuumm nuueHsun Ha WiFi-controller

[laHHOI KOMaHAol yCTaHaBNMBAETCA HYDKHWI MOPOr aBapun NPEBbILLEHUS YMC/IA BKIIOUYEHHbIX CabTyHHEenen
softgre B bridge.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.
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CuHTakcuc

thresholds wifi-tunnels-number low <NUM>
no thresholds wifi-tunnels-number low

MapameTpbl

<NUM> —HWKHWIA Nopor aBapun NpeBbILLEHNS YMCNa BKIOYEHHbIX cabTyHHenel softgre B bridge, npuHumaet
3HayeHve B AvanasoHe [1..1000]

3HaueHue No yMonyaHuio
925

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIlipexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number low 20

unknown-unicast-forwarding disable

[aHHOoI KomaHAoM 3anpeLLaeTca KOMMyTauns KOHMKACTOBOro Tpadmka ¢ oTcyTcTeyowmmn MAC-agpecamu B
Tabnuue MAC-agpecoB ceTeBOro mocTra.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] unknown-unicast-forwarding disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

KommyTaLmsa oHMKacToBoro tTpadurka ¢ HenssectHeiMn MAC-agpecamn paspeLueHa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE
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Mpumep

esr(config-bridge)# unknown-unicast-forwarding disable

vlan

JaHHaa komaHaa ncnosnb3yercs 4715 CBA3bIBAHUSA TekyLero ceteBoro mocta ¢ VLAN. Bce nopTtsl, ABNS0LMECH
yneHamu Ha3Hadaemoro VLAN, aBToMatnyeckun BK/IH0HAKOTCA B CETEBOW MOCT U CTAHOBATCA yYacTHUKaMu
ob6ulero L2 gomeHa. Ans ynpaBneHust Y1eHCTBOM CeTeBbIX MHTepdieiicoB B VLAN 1CNOMb3YOTCHA KOMaHb!,
onucaHHble B pasgene YnpasneHve L2 oyHKUNAMMN.

Vicnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (No) yaanset npueasky VLAN n oTkiouaeT
COOTBETCTBYHOLLME MHTEPIENCbI OT CETEBOTO MOCTA.

CuHTakcuc
vlan <VID>

no vlan

MapameTpbl

<VID> - npeHtudpmkatop VLAN, 3aaaétcsa B amanasoHe [1..4095].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# vlan 40

YnpaBneHue Spanning Tree

& B Tekyueii Bepcun MO gaHHbIv hyHKLUMOHAN NoAAepXMBaETCS TONIbKO Ha MapLupyTusaTtope ESR-1000

instance
[JaHHol KomaH0i co3aeTcs COOTBETCTBUE MeXY aKk3emMnasapom npotokona MSTP u rpynnamu VLAN.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
[no] dinstance <INSTANCE> vlan <VID>

356



ESR-Series. CnpaBoyHnK komaHz CLI

MapameTpbl
<INSTANCE> - ngeHTtudpmkatop MST-3k3eMnsipa, ykasbiBaeTcs B gnanasoHe [1..15];
<VID> — naeHTudmKaLmoHHbIii Homep VLAN, 3aaaétcsa B avanasoHe [1..4094].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-MST

Mpumep

esr(config-mst)#instance 5 vlan 10-250

name
[aHHoi KomaHaol yKasbiBaeTcsa nms KoHdurypauumn MSTP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> — nmsa koHdurypaumm MSTP, 3agaétca ctpokoit go 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-MST

Mpumep

esr(config-mst)# name test

revision
[aHHoin KomaHAoW 3aaeTcsa HoMep peBn3nmn KoHdurypauun MSTP.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
revision <NUM>

no revision

MapameTpbl

<NUM> — Homep peBun3umn KoHdurypauun MSTP, 3agaetca B avanasoHe [0..65535].

3HauyeHue No yMmo4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-MST

Mpumep

esr(config-mst)#revision 5000

show spanning-tree

Moka3sbiBaeT NOAPOGHYO MHhOPMALMIO O HacTpoiike npotokona STP an1a BbiopaHHOro nHTepdenca nnm
YCTPOWCTBA B LIE/IOM.

CuHTakcuc

show spanning-tree { <IF> | bridge }

MapameTpbl

<IF> — comsnueckuii nnn arpermpoBaHHbIi MHTepdelic nn rpynna MHTepdgelicos, 3aJaéTcs B BUAE, ONUCAHHOM
B pasgene Tunbl U NOPSAOK MMEHOBAHUSI MHTEPAIEICOB MapLLPYTU3aTOopa;

bridge — komaHga anst oTo6paxeHuns obuein nHdopmaymmn 06 yCcTponcTae.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show spanning-tree gigabitethernet

Port gil/0/10 disabled

State: BLK

Port id: ---

Type: ---

Designated bridge Priority: ---
Designated port id: ---

Role: ---

Port cost: ---

Designated path cost: ---
Address: ---

Port Fast: ---

esr# show spanning-tree bridge
Protocol version: STP

Root ID: [32768] 02:01:02:03:04:55

1/0/10

Root port: [128] gigabitethernet 1/0/14

Pathcost 4
Message Age 1

Hello time: 2 Max age time: 20 Forward delay:
Bridge ID: [32768] 02:20:03:A0:04:90
Hello time: 2 Max age time: 20 Forward delay:

Transmit hold count: 6 Topology change: 0
Time since topology change: 13736 Topology change count: 2 show

show spanning-tree active

15

15

ESR-Series. CnpaBoyHnK komaHz CLI

MokasblBaeT MHGOPMAaLMIO O HAcTpoiike NpoTokona STP, MHJopMaLMio 06 aKTUBHbIX NMOPTax.

CuHTakcuc

show spanning-tree active

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show spanning-tree active
Protocol version: RSTP
Root ID: [32768] A8:F9:4B:83:52:C0
Root port: [128] gigabitethernet 1/0/20
Pathcost 20000
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] A8:F9:4B:AA:03:00
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 2318 Topology change count: 1
Name State Prio.Num Cost Status Role Type

gil/0/20 en 128.2318 20000 FRW Root RSTP

show spanning-tree bpdu

[aHHo KoMaHA0l BbINOHAETCS NPOCMOTP pexnma 06paboTkm naketoB BPDU-uHTepdeincom.

CuHTakcuc

show spanning-tree bpdu

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show spanning-tree bpdu
Global: filtering

spanning-tree
KomaHaa akTuBMpyeT NpoToKosbl cemeiicTBa Spanning Tree (STP, RSTP, MSTP) Ha mapLupyTu3aTope.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) BbIK/THOYAET NOALEPXKY NPOTOKO/I0B CEMENCTBa
Spanning Tree.

CuHTakcuc

[no] spanning-tree
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

OT1nto4eHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree

spanning-tree bpdu

& B oT/mMumm oT ocTanbHbIX KOMaHf pasaena "YnpaeneHnue Spanning Tree", AaHHas koMaHAa AOCTynHa
Ha BCeX MoAensx MapLupyTusatopoB ESR

[JaHHoli KomaHzoI onpeensieTca pexum 06paboTkv naketoB BPDU-nHTepdelicoM, Ha KOTOPOM BbIK/THOYEH
npotokosn STP.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
spanning-tree bpdu <MODE>

no spanning-tree bpdu

MapameTpbl
<MODE> - pexum paboTbl:

« filtering — Ha uHTepdeiice c BbIKOYEHHbIM NPOTOKO/1I0M STP BPDU-nakeTbl oUNLTPYOTCS;
+ flooding — Ha uHTepdeiice ¢ BbiKNHOYEHHbIM NPoToKonoM STP HeTernposaHHble BPDU-nakeTs!
nepefarTcs, TermpoBaHHble — PUNLTPYIOTCA.

3Ha4yeHune no ymonyaHuio

flooding

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree bpdu filtering

spanning-tree cost
[aHHol KomMaH0 ycTaHaB/IMBAETCS METOZ, ONPEeAENEHNS LLIEHHOCTH NyTH.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
spanning-tree cost <COST>

no spanning-tree cost

MapameTpbl

<COST> - cToumOoCTb NyTwW, ycTaHaBNMBaeTca B AvanasoHe [1..20000000].

3Ha4yeHue no ymonyaHuio
4

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep
esr(config-if-gi)# spanning-tree cost 115
spanning-tree disable

[aHHoi KomaHaol 3anpellaetcsa pabota npoTokona STP Ha koHGurypupyemom nHtepdieiice.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.

CuHTaKkcuc

[no] spanning-tree disable
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# spanning-tree disable

spanning-tree forward-time

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHO KOMaH/10/i yCcTaHAB/IMBAETCS MHTEPBA/T BPEMEHW, 3aTpadvBaeMblii Ha NPOCNyLIMBAHUE U U3YUeHME

COCTOSIHWI nepen nepeknryeHnem B COCToAHME nepegaydu.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree forward-time <TIME>

no spanning-tree forward-time

MapameTpbl

<TIME> - Bpemsi B cekyHAax, NpuHUMaeT 3HaueHus [4..30].

3HauyeHue No ymosiyaHuio
15

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# spanning-tree forward-time 20
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spanning-tree hello-time
[aHHOoIn KomaHAoM ycTaHaBNMBaETCH MHTepBasl BpEMEHU Mexay oTnpaskoin BPDU-nakeTos.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
spanning-tree hello-time <TIME>

no spanning-tree hello-time

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..10].

3Ha4yeHune no ymonyaHuio
2

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree hello-time 20

spanning-tree link-type

[ aHHoii KomaH1oii ycTaHaBMBaeTcst NpoTokos RSTP B nepeaatolliee COCTOSIHWE U onpeaensieT TN cBsA3n Ans
BbIGPAHHOIO NOPTA — «TOUYKA-TOUKA», «PA3BETBNEHHbIN».

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

MapameTpbl
point-to-point — KomaHaa onpegensier UHTepgec Kak «To4ka-Touka,

shared — komaHga onpefenseT UHTePgIENC Kak «pa3BeTBIEHHbIN».

3HayeHue No ymosiMaHuio

point-to-point
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep
esr(config-if-gi)# spanning-tree link-type point-to-point
spanning-tree max-age

[aHHOoI KomaHAoW ycTaHaBNMBaETCH BPeMS XN3HM cBA3ytoLero aepesa STP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree max-age <TIME>

no spanning-tree max-age

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, IPMHMMAET 3HadyeHus [6..40].

3HauyeHue Nno ymosi4aHuio
20

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# spanning-tree max-age 35

spanning-tree mode
[laHHOi KOMaH10Vi BbIGUpaeTCs NoAAepXMBaeMblii TPOTOKO/ 13 cemeiicTea STP.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
spanning-tree mode <MODE>

no spanning-tree mode

MapameTpbl
<MODE> - npotokon cemeiictea STP:

« STP - IEEE 802.1D Spanning Tree Protocol;
« RSTP - IEEE 802.1W Rapid Spanning Tree Protocol;
« MSTP - IEEE 802.1s Multiple Spanning Trees.

3HauyeHue No ymosiyaHuio
RSTP

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# spanning-tree mode STP

spanning-tree mst
[aHHOoIn KomaHAoW HacTpamBaeTca NpMopuTeT 418 onpegeneHHoro MSTP-ak3emnnspa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree mst <INSTANCE> priority <PRIORITY>
no spanning-tree mst <INSTANCE> priority

MapameTpbl
<INSTANCE> - ngeHTtndpmkatop MST-ak3eMnsipa, ykasbiBaeTcs B AnanasoHe [1..15];

<PRIORITY> — npuvopwTeT, yKasbiBaeTcs B AnanasoHe c warom 4096 [0..61440].

3HauyeHue Nno ymosi4aHuio
32768

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree mst 14 priority 4096

spanning-tree mst configuration

[laHHOI KOMaHAoV OCYLLIECTBNSETCA Nepexo/] B pexum KoHdurypuposaHus MSTP-napaMeTpos.

CuHTakcuc

spanning-tree mst configuration

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# spanning-tree mst configuration
esr(config-mst)#

spanning-tree mst cost
[aHHOoI KomaHAoW yCcTaHaBNMBaETCA MEeTo/, onpeaeneHns LEHHOCTU NyTu Ans akdemnnspa MST.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
spanning-tree mst <INSTANCE> cost <COST>
no spanning-tree mst <INSTANCE>

MapameTpbl
<INSTANCE> — naeHtudpukatop MST-ak3emMnnsapa, ykasbiaetcs B gnanasoHe [1..15];

<COST> - cToMmOCTb NyTW, ycTaHaBNMBaeTca B AvanasoHe [1..20000000].
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3Ha4yeHune no ymonyaHuio
4

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# spanning-tree mst 1 cost 115

spanning-tree mst max-hops

ESR-Series. CnpaBoyHnK komaHz CLI

[laHHOV KOMaH/10¥i ycTaHAB/IMBAETCS MaKCMMaslbHOE KOJIMYECTBO TPAH3UTHBIX Y4acTKoB A/s naketa BPDU,
HE0o6X0AMMbIX ANsi DOPMUPOBAHNSA AepeBa 1 yaepXaHus MHopMaLymn 0 ero CTPpoeHun. ECnn nakeT yxe
MPOLLEN MakCUMasibHOe KO/TMYECTBO TPAH3UTHBIX YYaCTKOB, TO Ha C/1e/lyloLLEeM YYacTKe OH 0TGpachiBaeTCs.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree mst max—-hops <NUM>

no spanning-tree mst max-hops

MapameTpbl

<NUM> — KONn4yecTBO TPaH3UTHbIX y4aCTKOB, 3a4aeTcsl B AnanasoHe [6..40].

3HauyeHue No ymosiuaHuio
20

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# spanning-tree mst max—hops 10
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spanning-tree mst port-priority
[aHHoI KomaHAoW ycTaHaBNMBaeTCsa NpuopuTeT nHTepderica ansa aksemnaspa MST.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
spanning-tree mst <INSTANCE> port-priority <PRIORITY>
no spanning-tree mst <INSTANCE> port-priority

MapameTpbl
<INSTANCE> — naeHtudpukatop MST-ak3emMnnsapa, ykasbiaercs B gnanasoHe [1..15];

<PRIORITY> — npuvopw\TeT, yKasbiBaeTcsa B AnanasoHe ¢ warom 16 [0..240].

3Ha4yeHue no ymonyaHuio
128

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# spanning-tree port-priority 160

spanning-tree pathcost method
[laHHOI KOMaHAol yCTaHaBNMBAETCS METOZ, ONpeAeNeHNs LLEHHOCTA NyTu.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree pathcost method {short | long}

no spanning-tree pathcost method

MapameTpbl
long — 3HaueHne UeHHOCTM B AnanasoHe [1..200000000];

short — 3HaueHue LieHHOCTY B AvanasoHe [1..65535].
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3Ha4yeHune no ymonyaHuio

short

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree pathcost method short

spanning-tree portfast

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHO KOMaH/10Vi BK/TOYAETCSA PEXMM, B KOTOPOM NOPT, NPU NMOAHSATAN HA HEM JIMHKA, CPa3y NepexoamnT B

COCTOAHNE nepenayn, He JoxXngadacb NCTeveHns Ta17||v|epa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) BbIK/TOUYAET PEXNM MOMEHTA/ILHOTO Nepexoaa B

COCTOAHME Nepeaayn no nogHATU JINHKa.

CuHTakcuc

[no] spanning-tree portfast

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# spanning-tree portfast

spanning-tree port-priority

[laHHOI KOMaH10Vi ycTaHaB/IMBAETCS NPUOPUTET MHTepdielica B cBasytoLlem gepese STP.

icnonb3oBaHue oTpuLaTesibHoi (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
spanning-tree port-priority <PRIORITY>

no spanning-tree port-priority

MapameTpbl

<PRIORITY> — npvopuTeT, yKasbiBaeTcs B AnanasoHe ¢ warom 16 [0..240].

3HaueHue No yMoyaHuio
128

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep
esr(config-if-gi)# spanning-tree port-priority 160
spanning-tree priority

[aHHoI KomaHAoM HacTpamBaeTcsa NprMopuTeT ceasytowero gepesa STP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree priority <PRIORITY>

no spanning-tree priority

MapameTpbl

<PRIORITY> — npuvopwTeT, yKasbiBaeTcs B AnanasoHe c warom 4096 [0..61440].

3HauyeHue No ymosi4aHuio
32768

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree priority 4096

HacTpoiika u moHuTopuHr VLAN

force-up

JaHHaa komaHga ncnosb3yercs 415 BKAYeHNs pexrma aktmsHocT VLAN BHe 3aBUCUMOCTY OT COCTOAHUSA
NHTEpPIENCOoB, Ha KOTOPbIX pa3pelLeHa obpaboTka ppeiimoB gaHHoro VLAN.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) OTMEHSIET pexum akTuBHocTM VLAN .

CuHTakcuc

[no] force-up

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VLAN

Mpumep

esr(config-vlan)# force-up

ip internal-usage-vilan

& B Tekylleli Bepcun gaHHasi KoMaHaa noaaepXrBaeTcsl TOIbKO Ha MapLipyTUu3aTopax
ESR-1000/1200/1500/1700

[aHHas komaHga ncnonblyetcs gns pesepsupoBarnsa VLAN a1a BHyTpeHHEro 1Cnosib30BaHns Ha
nHTEepdeiice.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbI KOMaH bl (N0) OTMEHSIET pe3epBMPOBaHNE.
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CuHTakcuc
ip internal-usage-vlan <VID>

no ip internal-usage-vlan

MapameTpbl

<VID> — naeHTudmKaLmoHHbIin Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep
esr(config-if-gi)# ip internal-usage-vlan 1500
name

JaHHaa komaHga ncnonbayercsa gns gobaenexHms onucadms VLAN.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNE No YMOIHaHNIO.

CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> - onuncaHue VLAN, 3agaétcsi CTPOKOW A0 255 cMmBO/OB.

3Ha4yeHune no ymonyaHuio

OnucaHune He 3agaHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-VLAN
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Mpumep

esr(config)# name L2-ACCESS

show interfaces switch-port vlans

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXUBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1700

[aHHasi KomaHa Ucnonb3yeTcs A1 NPOCMOoTPa pexuMa yuyactusi nitepdelicos B VLAN.

CuHTakcuc

show interfaces switch-port vlans [<IF>]

MapameTpbl

<IF> — nms chmsmnyeckoro nnmn arpernpoBaHHOro MHTepgIenca ycTponcTea, 3a4aéTcs B BUAE, ONMCaHHOM B
pasgene Tunbl 1 NOPAAOK UMEHOBaHUS MHTEPENCoB MapLupyTusarTopa.

B komaHze MOXHO yka3aTb HECKO/IbKO MHTepdeicoB. Ecnv He yka3biBaTb MHAEKCHI MHTepdeincos, To byaeT
oTobpaxeHa nHhopmMaLmsa 0 Bcex nHTepdeiicax 3agaHHoi rpynnbl. Mpy BbINONHEHUM KOMaHAb! 6e3
napameTpa bygeT nokasaHa nHgopmauusa ansa Bcex nsnyecknx MHTepdIencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show interfaces switch-port vlans gigabitethernet 1/0/1-7

Interface PVID Frame types Ingress Tagged Untagged
filtering
gil/o/1 1 All yes 101 1
gil/0/2 1 All yes 150-151 1
gil/o/3 1 All yes none 1
gil/0/4 1 All yes none 1
gil/0/5 1 All yes 55 1
gil/0/6 1 All yes none 1
gil/o/7 1 All yes none 1

N/A - 1dinterface doesn't exist
N/S - interface is not a 802.1Q bridge port
ERR - can't get vlan setting for {interface

show vlans

[aHHasi KomaHga Ucnosb3yeTcs 4718 NPOCMOoTPa MHGopMaumn 06 onpegeneHHoii VLAN.
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CuHTakcuc

show vlans [<VID>]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<VID> — naeHTUmnKaLmoHHbIn Homep VLAN, AvanasoH A0NYyCTUMbIX 3HaueHwii [1 .. 4094].

MoxHO ykasaTb Heckonbko VLAN nepeuncneHnem yepes 3ansatyto «,» Moo ykasarb agnanasoH VLAN uepes
neduc «-». MNpu BbINOTHEHMM KOMaHAbl 6€3 napameTpa OyayT nokasaHbl Bce co3gaHHble VLAN.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum
ROOT

Mpumep

esr# show vlans

VID Name Tagged

1 default

show vlans internal-usage

Untagged

gil/0/3-4, gil/0/6-24,
pol

gil/0/1, tel/0/1-2

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaAepXMBaeTCs TO/TbKO HA MapLLpyTM3aTopax

ESR-1000/1200/1500/1700

[JlaHHan komaHga ncnonbayercsa A npocmoTpa Hgopmauuy no VLAN, Mcnonib3yemMbliX CUCTEMOIA.

CuHTakcuc

show vlans internal-usage

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show vlans 1internal-usage

Usage VID Reserved IP address
gil/0/18 4088 No Active
gil/0/16 4089 No Active
gil/0/15 4090 No Active

switchport access vlan

& B Tekyuleii Bepcun MO gaHHasi KOMaHaa NoaAepXuBaeTcst TONbKO Ha MapLupyTusaTtopax ESR-10/12V/
12VF/14VF/20/21/100/200

[JaHHasi KomaHa UCMonb3yeTcs A1 BKYEHNs/UCKoueHus nHTepdelica B/u3 VLAN B pexxume pa6oThbl
access.

CuHTakcuc
switchport access vlan <VID>

no switchport access vlan

MapameTpbl

<VID> — naeHTudmKaUmoHHbIii Homep VLAN, 3aaaétcsa B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport access vlan 50

switchport default-vlan tagged

[JaHHas KomaHa UCrosb3yeTcs AN U3MEHEHNS YNleHCTBa nHTepdelica Bo VLAN no ymonyaHuio Ha
TervpoBaHHoe.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) U3MEHSIET UNIeHCTBO MHTepdelica Bo VLAN no
YMO/TYaHMI0 Ha HETETPOBaHHOE.

CuHTakcuc

[no] switchport default-vlan tagged

376



ESR-Series. CnpaBoyHnK komaHz CLI

MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport default-vlan tagged

switchport forbidden default-vlan
[laHHas komaHAa ucnonb3yetcs ans yaaneHus nHtepdeiica ns VLAN no ymonuaxmio.

Mcnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) paspeluaeT gobasneHve vlan Ha nopty.

CuHTakcuc

[no] switchport forbidden default-vlan

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# no switchport forbidden default-vlan
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switchport general acceptable-frame-type

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

[aHHoi KomaHaoM 3a4aeTcs TMN PpelriMoB, KOTOpPbIe MOXET NPUHUMATL NHTEPAIEAC.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTtakcuc
switchport general acceptable-frame-type { tagged-only | all 1}

no switchport general acceptable-frame-type

MapameTpbl
tagged-only — npyHMMaTb TONbLKO TErMpoOBaHHbIEe hpeimbl;

all — npyHMmaTth BCce hpelimbl.

3Ha4yeHune no ymonyaHuio

all

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config)# switchport general acceptable-frame-type tagged-only

switchport general allowed vian

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTi3aTopax
ESR-1000/1200/1500/1700

JlaHHan komaHa 1cnonb3yeTcs A1 BKAOUYEeHWs/UCKoYeHns nitepgoeiica B/u3s VLAN.

CuHTakcuc

switchport general allowed vlan <ACT> <VID> [<TYPE>]
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MapameTpbl
<ACT> — Ha3Ha4YaeMoe AeiNCcTBUE:

+ add - BkntoyeHne nHTepdeiica Bo VLAN;
* remove — Uck4veHne nHtepderica ns VLAN.

<VID> — naeHTudmKaLmoHHbIii Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTb AMana3oHOM
yepes «-» UNN NepPeyvncrieHNeM Yepes «,»,

<TYPE> - Tvn nakera:

+ tagged — vHTepdpeiic byaet nepegasaTb U NPUHMMATbL NaKeTbl B ykasaHHbIX VLAN TermpoBaHHbIMY;

+ untagged — uHTepgoeinc byaeT nepenasartb nakeTbl B ykazaHHbIX VLAN HeTernposaHHbiMu. VLAN, B
KOTOpYo 6yayT HanpasieHbl BXOASLME HETEMMPOBaHHbIE MaKeTbl, HAcTpamBaeTca KoMmaHaom switchport
general pvid, onncaHHol B Yrpasnexve L2 dyHkumamm.

3HayeHue No ymosiyaHuio

Ecnu He yka3biBaTb napameTtp <TYPE>, To no ymonyaHuio yctaHaBnmBaeTcs «tagged».

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep 1

Vickniountb uHTepgeinc n3 uneHctea B VLAN 50

esr(config-if-gi)# switchport general allowed vlan remove 50

Mpumep 2

Bkntountb nHtepgoeinc B VLAN 10-50 Kak TErMpoBaHHbIiA

esr(config-if-gi)# switchport general allowed vlan add 10-50

switchport general allowed vlan auto-all

& B Tekyueii Bepcun MO gaHHasi KOMaHa NoAAepPXUBAETCS TOMbKO HA MapLupyTU3aTopax
ESR-1000/1200/1500/1700

[JaHHaa komaHAa BKIoYaeT aBToMarnyeckoe fobasieHne nctepdeiica Bo Bce CO3faHHbIe Ha
mMapLupyTtusatope VLAN.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/lOYAET aBToMaTnyeckoe gobaBneHre nopra Bo
BCe co3faHHble Ha mapwipyTtusatope VLAN.
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CuHTakcuc

[no] switchport general allowed vlan auto-all [ <TYPE> ]

MapameTpbl
<TYPE> - Tvn nakera:

+ tagged - vHTepdeiic byaeT nepegaBaTb U NPUHMMATbL NakKeTbl B yka3aHHbIX VLAN TermpoBaHHbIMY,

+ untagged — uHTepdeiic byaeT nepenaBartb NakeTbl B ykazaHHbIX VLAN HeTernpoBaHHbiMu. VLAN, B
KOTOpyHo 6yayT HanpaB/eHbl BXOAsLLME HETErMPOBaHHbIE NaKeTbl, HacTpanBaeTcs komaHaon switchport
general pvid, onucaHHoi B Ynpagsnenune L2 doyHKLmsamn.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general allowed vlan auto-all

switchport general ingress-filtering disable

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1200/1500/1700

[aHHaa KomaHa Ucnosib3yeTcs O/18 BbIKNIYeHNS ouibTpaumm BXo4ALWMX NakeToB Ha OCHOBE NPUCBOEHHOTO
um 3HauyeHusa VLAN ID.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) BK/IHOUAET OUIbTPaLMILO.

CuHTakcuc
switchport general ingress-filtering disable

no switchport general dingress-filtering

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

dunsTpaums BKNOYEHa.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general ingress-filtering disable

switchport general macs-group

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1700

[aHHoin KomaHaol HaszHavaeTcs npodunb MAC-agpecos u conoctasnsieTcst VLAN-ID, B koTopblii 6yayT
nonagartb naketbl ¢ MAC-agpecom UCTOYHMKA, ABNAoLLLErocst YacTbio npoduna MAC-agpecoB. MHopmauus o
KOHOUrypmpoBaHun npoduneit HaXo4nTCA B pasgene YnpassieHne nponismmn.

Vicnonb3oBaHue oTpuLaTeNbHoi DopMbl KOMaH bl (N0) yaanser conoctasneHve npouns MAC-agpecos 1
VLAN-ID.

CuHTakcuc
switchport general macs-group <NAME> vlan <VID>

no switchport general macs-group <NAME>

MapameTpbl
<NAME> - nmsa npodmnna MAC-agpecos, 3agaetcs CTpokoi go 31 cumeona.

<VID> - naeHTudmKaUmoHHbIii Homep VLAN, 3aaaétcsa B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# switchport general macs-group OGM1 vlan 999

switchport general pvid

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXUBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1700

[JlaHHoli komaHzoi yctaHaBnmBaeTca naeHTudgmkatop VLAN-nopta (PVID) ansi BXOAALLENO HETETMPOBAHHOTO
Tpadmka.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
switchport general pvid <VID>

no switchport general pvid

MapameTpbl

<VID> — naeHTudmKaUmoHHblii Homep VLAN, 3aaaétcsa B avanasoHe [1..4094].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general pvid 999

switchport macs-group

& B Tekyueii Bepcum MO gaHHas KomaHaa NoaaepXxuBaeTcs ToNbKo Ha MapLupyTuaTtopax ESR-10/12V/
12VF/14VF/20/21/100/200

[JaHHoli KomaHzoi HasHavyaeTcs npodnnbe MAC -agpecos 1 conoctasnsietcs VLAN-ID, B KoTopblin 6yayT

nonagate naketol ¢ MAC -agpecom UCTOYHUKA, ABNSOLWErocs Yactoto npoduia MAC-agpecos. Hdopmauns
0 KOHpUrypmpoBaHum npodunein HaxoauTca B pasgene YnpaesneHune npouisamu.
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icnonb3oBaHue oTpuuaTenibHoi DopMbl KOMaH bl (N0) yaansietT conoctasneHve npoguns MAC -afpecoB v
VLAN-ID.

CuHTakcuc
switchport macs-group <NAME> vlan <VID>

no switchport macs-group <NAME>

MapameTpbl
<NAME> — ums npodmnna MAC-aapecos, 3aaaeTcsi CTPokon Ao 31 cumsona.

<VID> — naeHTudmrKaLmoHHbIin Homep VLAN, 3aaaétca B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport macs-group OGM1 vlan 999

switchport trunk allowed vian

& B Tekyueli Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs ToNbKo Ha MapLupyTuaTopax ESR-10/12V/
12VF/14VF/20/21/100/200

[aHHas KomaHaa ncnosnb3yeTcs A8 BKIYEHMA/UckveHmnsa nHtepderica B/n3 VLAN B pexrmve paboTbl
trunk .

CuHTakcuc

switchport trunk allowed vlan <ACT> <VID>

MapameTpbl
<ACT> — Ha3Ha4yaeMoe AeiNcTBue:

+ add - BkntoueHne nHtepdpeiica Bo VLAN;
* remove — uUckuyeHne nHtepdeica ns VLAN;

<VID> — naeHTudmKaLmoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTh AMana3oHoM
yepes «-» U NepeyvncsieHneM Yepes «,».

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk allowed vlan add 10-50

switchport trunk allowed vlan auto-all

& B Tekyueii Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs ToNbKo Ha MapLupyTuaTtopax ESR-10/12V/
12VF/14VF/20/21/100/200

[JaHHas komaHaa BKNKYaeT aBToMaTMyeckoe nobasreHne nopTa BO BCE€ CO3aHHbIE HA MapLlpyTmnsartope
VLAN.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAb! (NO) OTK/OYAET aBTOMaTUYecKoe fo6aB/eHre nopTa BO
BCe co3faHHble Ha mapupyTtusaTope VLAN.

CuHTakcuc

[no] switchport trunk allowed vlan auto-all

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTKtOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-IF-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk allowed vlan auto-all

switchport trunk native-vlan

& B Tekyuleii Bepcun MO gaHHas KOMaHaa NoaAepXuBaeTcst TONbKO Ha MapLupyTusaTtopax ESR-10/12V/
12VF/14VF/20/21/100/200
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[JaHHasi KomaHga ucnosnbayeTcs AN HacTpolikn VLAN no ymonuaHuio Ans uHtepgoeiica B pexumMe pa6oTbl
trunk . Becb HeTErMpoBaHHbIi Tpadvk, NOCTynatoLuii Ha faHHbI MHTepdelic, HanpaBnsieTcs B AaHHyo VLAN.

CuHTakcuc
switchport trunk native-vlan <VID>

no switchport trunk native-vlan

MapameTpbl

<VID> — naeHTudmKaLmnoHHbIin Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

3HauyeHue No yMmo4aHuio
1

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk native-vlan 55

vlan

[JaHHoin komaHgon nobasnsetca VLAN B crucTeMy M OCYLLECTBASIETCA NEPexXos B PEXUM HACTPOMKM
napameTpoB VLAN. Ha mapwpyTtusarope scerga cywectsyeT VLAN ¢ ngeHTtncmkatopom 1, Bce MHTepencnl
Mo YMO/IHaHMIO BKNHOYEHbI B faHHbIi VLAN.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KoMaHbl (no) yaansiet VLAN.

CuHTakcuc
[no] vlan <VID>

MapameTpbl

<VID> — naeHTudmKaLmnoHHbIit Homep VLAN, 3aaaéTcsa B AvanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# vlan 40

HacTtpoiika u moHuTOpUHr Voice-VLAN

application

[aHHol KomaHOo HacTpavBaeTCsa NPUNOXeHNe, KoTopoe byaeT uncnntbes B nakete LLDP-MED npwu
paccbinke LLDPDU ¢ nHTepdeiicoB, Ha KOTOpbIX Ha3HayeHa ceTeBas nonutuka (network-policy).

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHzbl (NO) yAANAET HACTPOIKY NPUIOXKEHNS A1 NONUTUKN.

CuHTakcuc
application <APP-TYPE>

no application

MapameTpbl
<APP-TYPE> — Tn npunoxeHus, ans Kotoporo 6yaet cpabartbiBatb network-policy. MprHMMaeT 3HaueHus:

* voice;

+ voice-signaling;

+ guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;

+ streaming-video;

+ video-signaling.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# application voice

dscp

[aHHoi KomaHaol HacTpamBaeTcs 3HavyeHme DSCP, kotopoe 6yaet uncnutbes B nakete LLDP-MED npwu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOPbIX Ha3HayeHa ceteBasi nonmTuka (network-policy).
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icnonb3oBaHve oTpuLaTenibHoi hopmMbl koMaHabl (N0) yaansiet paccbinky DSCP ans gaHHoli ceteBoit
nonutukm (network-policy).

CuHTakcuc
dscp <DSCP>
dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HadyeHus B guanasoHe [0..63].

3HaueHne No yMmon4yaHuio
Paccbinika DSCP B LLDPDU-MED oTkntoueHa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# dscp 62

lidp network-policy
[laHHOli KOMaHAoI Ha MHTepdeiic HasHaYaeTcs co3gaHHasn paHee ceteBas nonutuka (network-policy).

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) CHUMAET Ha3HAYEHHYH0 paHee CEeTEBYH NMOMUTHKY C
nHTEepdeica.

& LLDPDU-co06LeHMs, onucaHHble NONUTUKON, ByIyT pacchinaTbCs TOMLKO ec/v B rNo6asibHOl

KoHchurypaumm BkntoueHa nogaepxka LLDP-MED (cm. komaHgy B pasaene lldp med fast-start enable).

CunHTtakcuc
[no] 1ldp network-policy <NAME>

MapameTpbl

<NAME> — nms HazHa4yaeMoi NoANTKKN, 3afaeTcs CTPoKoin Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-GI

387



ESR-Series. CnpaBoyHnK komaHz CLI

CONFIG-TE

Mpumep

esr(config-if-gi) 1ldp network-policy ip-phones

network-policy

[JaHHoii KomaH 1oV co3maeTcsa ceTeBasi nonmTuKa (network-policy) 1 ocyLeCTBASETCA NEPEXos, B PEXUM
HaCTPOKN NapamMeTpOB NOIMTUKM.

icnonb3oBaHue oTpuLaTenibHoi hopmMbl kKOMaHAbI (NO) YAANSIET CO3L4AHHYI0 paHee CETEeBYHO NOMNTUKY
(network-policy).

CuHTakcuc

[no] network-policy <NAME>

MapameTpbl

<NAME> — nms cosgaBaemoil NoUTUKN, 3a4aeTcsl CTPoKoin Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# network-policy ip-phones

priority

[aHHoii kKomaHgon HacTpamBaeTcs 3HadyeHme COS, koTopoe byaet uncnmtbes B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOPbIX Ha3HayeHa ceTeBasi nonmTmka (network-policy).

icnonb3oBaHve oTpuLaTenibHoi hopmMbl koMaHAbl (N0) yaansiet paccbiniky COS anst faHHON ceTeBol
nonutukm (network-policy).

CuHTakcuc
priority <COS>

no priority

MapameTpbl
<COS> — 3Ha4yeHue npuopuTeTa, NPUHMMAET 3HAYEHNS:

 best-effort — COSO;
+ background - COST1;
- excellent-effort — COS2;
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« critical-applications — COS3;
+ video - COS4;

+ voice — COS5;

* internetwork-control — COS6;
+ network-control — COS7.

3Ha4yeHune no ymonyaHuio
Paccbinika COS B LLDPDU-MED oTtkntoueHa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# priority voice

vlan

[aHHoi KomaHaol HacTpamBaeTcs 3HadyeHme VLAN, koTopoe 6yaet uncnntbcs B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOpPbIX Ha3HayeHa ceTeBasi nonmTuka (network-policy).

icnonb3oBaHue oTpuLaTenbHoi hopmbl kKoMaHAbl (N0) yaansieT koHdurypauuo VLAN ansi faHHoi ceTeBoii
nonutukm (network-policy).

CuHTakcuc

vlan <VID> [tagged]

MapameTpbl
<VID> — naeHTudmMKaLmoHHbIi Homep VLAN, npuHuMaeT 3HaueHus [1...4094];

tagged — k/ito4, Npy yCTaHOBKE KOTOPOro aboHEHTCKOe YCTPOUCTBO b6yaeT oTnpaBnsaTb Ethernet-copeimbl
yKa3aHHOr0 NpUIOKEeHWs B TENMpPOBaHHOM BUze.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-NET-POLICY
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Mpumep

esr(config-net-policy)# vlan 3258 tagged
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15 Paborta c agpecHbIMU Tabmuamm

* clear arp-cache

+ clear ipv6 neighbors

+ clear mac address-table

* iparp

* ip arp reachable-time

* ipv6 nd

* ipv6 nd reachable-time

* mac address-table aging-time

* mac address-table save-secure-freq
* port-security max

*+ port-security mode

+ port-security unknown-sa-action

» show arp

+ show arp configuration

+ show ipv6 neighbors

+ show ipv6 neighbors configuration
+ show mac address-table

clear arp-cache

KomaHga ncnonb3yetcs Ans o4nmcTkm cogepxumoro ARP-Tabnuubl.

CuHTakcuc

clear arp-cache [ <OPTIONS> ]

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<OPTIONS> — napameTpbl KOMaHApl A7 AeTanu3aluym 3anpalmBaemoin MHopMaLum, ONUMOHasTbHbI

napamertp:

« vrf <VRF> — nms aksemnnspa VRF, 3agaetcs ctpokoit Ao 31 cumeona. OnumnoHanbHbI napameTp, npu

yKasaHun Kotoporo 6yaet ounweHa ARP-Tabnmua B ykazaHHoMm VRF;

+ <IF> — ums nHTepdeiica ycTpoiicTea, 3aAaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nops/iok

MMEHOBaHUNs UHTepeiicoB MapLLpyTU3aTopa;

+ ip-address <ADDR> - IP-agpec, no koTopoMy BegeTtcsi nouck, 3agaércsa B suge AAA.BBB.CCC.DDD, rae

Kakas 4acTb NpuHUMaeT 3HaveHus [0..255];

+ mac-address <ADDR> — MAC-agpec, No KoTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,

rae Kaxgas 4acTb npuHuMaeT 3HadeHus [00..FF].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# clear arp-cache ip-address 10.0.0.8
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clear ipv6 neighbors

KomaHga ncnonb3yetcs gns oumctku cogepxmnmoro IPvé Neighbor Discovery Tabnumubl.

CuHTakcuc
clear 1ipv6 neighbors [<OPTIONS> ]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHApl A7 AeTanv3aluym 3anpalBaemoin MHgopMaLum, ONUMOHasbHBbI
napamertp:

« vrf <VRF> — nms aksemnnspa VRF, 3agaetcs ctpokoi Ao 31 cumsona. Mpu ykasaHuy gaHHOro
napameTpa 6yaet ounwieHa IPvé Neighbor Discovery Tabnumua B ykazaHHom VREF;

+ <IF> - nmsa nHTepcpeica ycTpoincTea, 3a4a€Tcs B BUAE, ONMCaHHOM B pasgene Turnbl 1 Nopsiok
NMEeHOBaHNA NHTEPENCoB MapLLPYTU3aTopa;

* ipv6-address <IPV6-ADDR> — yka3sbiBaeTcs IPv6-agpec, N0 KOTOpOMY BeAeTCsi NOUCK, 3a4aETcA B BUAE
XX X:Xi:X, rae kaxaas 4acTb NPUHUMAET 3HaUYeHus B LiecTHaauatepudHom coopmare [0..FFFF];

+ mac-address <ADDR> — MAC-agpec, No KOTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,
rae Kaxgasi 4acTb npuHuMaeT 3HadeHust [00..FF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear 1ipv6 neighbors

clear mac address-table

KomaHga ncnonb3yetcs gns yaaneHnsa nigpopmaunm o6 nsyyeHHbix MAC-agpecax.

CuHTakcuc

clear mac address-table [ { dynamic | static } { interface { <IF> | host-port <U/S/P> } |
tunnel softgre <SOFTGRE-ID> | vlan <VLAN-ID> } ] [ interface { <IF> | host-port <U/S/P> }
| vlan <VLAN-ID> ]

MapameTpbl

<IF> — nmsa nHTepdelica ycTponcTea, 3agaéTtcs B BUAE, ONMcaHHOM B pasgene Turbl 1 Nopsifok MMeHoBaHn:A
NHTepchelricoB MapLupyTusaropa.

<VLAN-ID> — Homep vlan. Bo3amoxHO 3agaHune cnvcka vlan yepes cumson '," 6e3 npo6enos, gnanasoHa vlan
yepes cumBoA "-" /MM KOMGMHaLMM CINCKOB U Anana3oHoB.

host-port — yaganeHvne nidopmaumm 06 nsydeHHbix MAC-agpecax Ha nHTepdelice nakeTHOro npoweccopa.

<SOFTGRE-ID> - ugeHtndmukatop soft-GRE TyHHens.
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<U/S/P> = FOHuT (1), cnot (0) 1 Homep MHTepdeiica NnakeTHoOro npoteccopa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear mac address-table

ip arp
[aHHoin KomaHaon fobaBnseTca crtatmyeckas 3anncb B ARP-Tabnuuy.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaH bl (NO) yAansieT cTaTuyeckyto 3anuck 13 ARP-Ta6nubl.

CuHTakcuc
ip arp [ vrf <VRF> ] <IP> <MAC> { <IF> | <TUN> }
no ip arp [ vrf <VRF> ] <IP>

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;

<IP> - IP-agpec cTtatnyeckoi 3anucu, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxgas 4acTb NpUHUMAET
3HauveHus [0..255];

<MAC> - MAC-azpec k/MeHTa, Kotopomy byaeT BblgaH IPv6-agpec, 3agaétcsa B Buge XX XXXXXX:XX: XX, rae
Kakgasi YacTb npuHuMaeT 3HadeHust [00..FF];

<IF> — nmsa nHTepdelica ycTponcTea, 3agaéTtcs B BUAE, ONMcaHHOM B pasgene Turbl 1 Nopsifok MMeHoBaHn:A
NHTepdIelicoB MapLLPyTM3aTopa;

<TUN> — umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHNsA
TYHHesnel mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3
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ip arp reachable-time
[aHHol KomaH0i ycTaHaB/IMBaeTCs BpeMs Xn3HK 3anvcy B ARP-Tabnuue.

Mcnonb3oBaHue oTpuuatTensHoli hopmMbl koMmaHbl (N0) ycTaHaBMBaET 3HaveHne napameTpa arp reachable-
time no ymonuaHuio.

CuHTtakcuc
ip arp reachable-time <TIME>

no ip arp reachable-time

MapameTpbl

< TIME > — BpeMmsi Xu13Hn guHammnyecknx MAC-agpecos, B MunnncekyHgax. Jonyctumole sHadeHnsa ot 5000 go
100000000 munnucekyHa. PeanbHoe Bpemsi 06HOBNeHMs 3anucy Bapbupyetcs ot [0,5;1,5]*< TIME >.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

3HayeHue No ymosiyaHuio
160000

KomaHAHbI pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip arp reachable-time 6000

ipv6 nd
[aHHoi KomaHaol aob6aBnsieTcs ctatnyeckasa sanuck B ND-Tabnuuy.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) yaanseT ctaTtuyeckyto 3anmchk 13 ND-Tabnuubl.
CuHTakcuc

ipv6 nd [ vrf <VRF> ] <IPV6> <MAC> {<IF> | <TUN>}
no ipve nd [ vrf <VRF> ] <IP>
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MapameTpbl
<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona;

<IPV6-ADDR> - ykasbiBaeTcs IPv6-afpec, 3afaétca B Buge X:X:X:X::X, rae kaxaas yacTb NPUHUMAET 3HAYEHNS
B LWecTHaauatepuuHom chopmare [0..FFFF];

<MAC> - MAC-agpec knneHTa, KoTopomy 6yaeT BbigaH IPv6-agpec, 3agaétcs B Buge XX XXXX XX XX:XX, roe
Kakas yacTb NpuHMMaeT 3HadeHus [00..FF];

<IF> - uma nHTepdielica ycTpoincTea, 3a4aéTcA B BUAE, ONUCAHHOM B pasgesie Turbl 1 NopsaioK MeHOBaH s
MHTepheicoB MapLLpyTM3aTopa;

<TUN> — nms TyHHeNs yCcTpOnCTBa, 3aaéTcs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsafok MMeHoBaHs
TYHHENEen maplpyTmaropa.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3

ipv6 nd reachable-time

[laHHOi KOMaH/10/i yCTaHAB/IMBAETCS! BPEMS], B TEUEHME KOTOPOro YAaNeHHbI y3en IPv6 cuMTaeTcs foCTynHbIM
Mpv OTCYTCTBUM aKTUBHOCTM Yy3/a.

Vicnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) ycTaHaBNMBAET 3HauYeHVe napameTtpa nd reachable-
time no ymonuaHuio.

CuHTakcuc
ipv6 nd reachable-time <TIME>

no ipvé nd arp reachable-time

MapameTpbl

<TIME> — Bpems Xu3Hu 3annucu o6 yganeHHom ysne IPv6 B Tabnvue ND npoTokona, B MUIIMCEKYHOAX.
Jonyctumble 3HavyeHns ot 5000 go 100000000 munnucekyHg,. PeanbHoe BpeMsi 0GHOB/IEHMSA 3anmncu
Bapbupyetcs ot [0,5;1,5]*< TIME >.

3HauyeHue No ymosiyaHuio
30000

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ipve nd reachable-time 27000

mac address-table aging-time
KomaHpoit ycTaHaBimMBaeTCs BpeMs Xn3Hn anHamuyecknx MAC-agpecos B forwarding-tabnuue.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) yCTaHaBMBAET 3HaYeHUe «aging time» no
YMO/THaHWI0.

CuHTakcuc
mac address-table aging-time <AGING TIME>

[no] mac address-table aging time

MapameTpbl

<AGING TIME> — Bpems xu3Hn guHamunyecknx MAC-agpecos, B cekyHaax. JonycTuMble 3Ha4YEHNS:

+ ESR-1000/1200/1500/1700 — ot 10 go 630 cekyHA. Mpun 3Ha4eHun 0 TaiiMep BbIK/THOYEH.
+ ESR-10/12V/12VF/14VF/20/21/100/200 — ot 20 o 630 cekyHa.

3Ha4yeHue no ymonyaHuio
300

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# mac address-table aging-time 30
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mac address-table save-secure-freq

& B Texylleli Bepcun gaHHas KoMaHa nofaepXmnBaeTcsi ToIbKo Ha MaplipyTuzaTopax ESR-1000

[laHHOI KOMaHAol ycTaHaBNMBAETCA YacToTa COXPaHeHUs crnucka ctatmyeckmx (secure) MAC-aapecos.

Mcnonb3oBaHue oTpuuatensbHoli hopmbl komaHabl (N0) ycTaHaBMBaeT 3HaveHne «mac address-table save-
secure-freq» No ymonuyaHuto.

CunHTtakcuc
mac address-table save-secure-freq <SAVE-SECURE-FREQ>

[no] mac address-table save-secure-freq

MapameTpbl

<SAVE-SECURE-FREQ> — yacToTa coxpaHeHusi cnucka ctatmyeckux (secure) MAC-agpecos, NpyHUMaeT
3HaueHue [600..86400] cekyHA,

3Ha4yeHue no ymonyaHuio

1200 cekyHA,

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# mac address-table save-secure-freq 650

port-security max

& B Tekyueii Bepcun MO gaHHbIl hyHKUMOHAN NOAAEePXMBAETCS TONbKO Ha MapLupyTusaTtope ESR-1000

[ aHHOi KOMaH/10¥i ycTaHaB/IMBAETCS MakCMMasibHoe KonimuecTBo MAC-aapecoB, paspelleHHbIX s
3arnomMyHaHvs Ha nopTy.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHzbl (NO) OTK/IOYAET «port-security».
CuHTakcuc

port-security max <MAX>

no port-security max
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MapameTpbl

<MAX> - makcumasibHoe konnyectso MAC-afgpecos, KoTopoe 6yAeT 3anoMUHaTLCA MOPTOM, NPUHUMaET
3HaueHusa [1..1024].

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security max 1

port-security mode

& B Tekyuleii Bepcun MO gaHHbIl hyHKLUMOHAN NOAAEePXMBAETCS TONIbKO Ha MapLupyTu3aTtope ESR-1000

[JaHHasi KomaHa No3BosISIET HACTPOUTL PEXMM «port-security».

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHibl (N0) OTK/OYAET PEXUM GE30MaCHOCTY.

CuHTakcuc
port-security mode [<OPTIONS>]

no port-security mode

MapameTpbl
<OPTIONS> - napameTpbl KOMaHab!l 415 Bbl6Opa pexvma port-security:
limited — npu BKNOYEHUN AAHHOTO pexuma:

* C nopta yganaiTca Bce BblyyeHHble MAC-agpeca;

* KO/INYECTBO a[pecoB, KOTOPOe CHOBAa MOXET 3anOMHUTb MOPT, OrPaHNYMBaETCA TeKyLLel
KOHGoUrypaumer;

* MAC-agpeca He cOxpaHsTCA Mexay annapaTHbIMU nepesarpy3kamu;

+ BpeMsi xpaHeHuss MAC-agpecoB 3aBMCUT OT BPpEMEHM XU3HM anHammyeckux MAC-agpecos B forwarding-
Tabnuue.

lock — npu BK/IOYEHMM JAHHOTO pexnma:

* Ha NopTy coxpaHsoTcs Bce BblydeHHble MAC-agpeca;

* NOPT He 3anoMuHaeT HOBble aapeca;

+ MAC-agpeca coxpaHsTcs Mexay annapaTHbIMU nepesarpyskamu;

+ BpeMsi xpaHeHuss MAC-agpecoB 3aBMCUT OT BPEMEHM XU3HM anHammyeckux MAC-agpecos B forwarding-
Tabnuue.

secure-delete-on-reset — npu BK/ItOYEHUM AAHHOTO pexuma:

* C noprta yganaiTca Bce BblydeHHble MAC-agpeca;
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* KO/IMYECTBO aApecoB, KOTOPOE CHOBA MOXET 3anOMHUTL NMOPT OrpaHNYMBaETCS TEKYyLLEl
KoHourypaumers;

+ MAC-agpeca He coxpaHsaITCA Mexay annapaTHbIMy nepesarpy3kamu;

+ Bpems xpaHeHuss MAC-apecoB He 3aBUCUT OT BPEMEHU XM3HM AnHamunyeckux MAC-agpecos B
forwarding-Tabnuue.

secure-permanent — Npu BKIKOYEHUN AAaHHOTO pexuma:

* C nopta ygansoTcs Bce BblyvyeHHble MAC-agpeca;

* KO/IMYEeCTBO afpecoB, KOTOPOE CHOBA MOXET 3arMOMHUTL NMOPT, OrpaHNYMBaeTCs TEKyLLE
KoHourypaumer;

+ MAC-agpeca coxpaHsalTcs Mexay annapaTHbIMy nepesarpy3kamy;

+ Bpems xpaHeHuss MAC-agpecoB He 3aBUCUT OT BPEMEHU XM3HM AnHamunyecknx MAC-agpecos B
forwarding-Tabnuue.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security mode secure-delete-on-reset
esr(config-if-gi)# port-security mode secure-permanent

port-security unknown-sa-action

& B Texyuleli Bepcun MO aaHHbIl hyHKLMOHAN NoAAePXMBAETCS TObKO Ha MapLipyTu3aTope ESR-1000

KomaHgown ycTaHaBnnBaeTcs 3anpeT Ha nepegadvy naketoB ¢ Hem3BecTHbIMM MAC-agpecamu.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) paspellaeT nepegady nakeToB ¢ Hen3BecTHbIMU MAC-
agpecamu.

CunHTtakcuc
port-security unknown-sa-action discard

no port-security unknown-sa-action

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
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Mpumep

esr(config-if-gi)# port-security unknown-sa-action discard

show arp

KomaHga ncnonbsyetcs ansa npocmoTtpa ARP-Tabnuupl.

CuHTakcuc

show arp [<OPTIONS>]

MapameTpbl

<options> — napameTpbl KOMaHAb! AN AeTanu3auum 3anpalimBaemoi nHopmaLlnm, onuuoHasIbHbI
napamertp:

+ vrf <VRF> - nmsa aksemnnsipa VRF, 3agaetcs ctpokoit ao 31 cumona. MNpu ykazaHun AaHHOro
napameTpa byget otobpaxeHa ARP-tabnvua B ykazaHHoM VRF;

+ <IF> — HaumMeHoBaHMe CUCTEMHOIO MHTepderica nm cnucka MHTepgencos, 3aaéTcs B BUae,
ONMCaHHOM B pasgerie Turbl 1 Nopsafok MMeHoBaHns nHtepeincos mapLupytnzaropa. OTobpaxaercs
TOIbKO MHbopMaLmMsa No ykasaHHbIM HTepdelicam,

+ <TUN> — HanmeHOBaHWs TYHHesen, 3aatTcsa B BUAE, ONUCAHHOM B pasaene Turbl 1 nopsfok
MMEHOBaHWs TYHHeseiln MmapLupytusaropa.

+ mac-address <MAC> — MAC-agpec, No KOTOPOMYy BefeTcs Nouck, 3aaaétcs B Buae XX XX XX XX:XX: XX,
rae Kaxaas 4acTb npuHumaet 3Hauenus [00..FF];

+ ip-address <ADDR> - IP-agpec, no koTopoMy BegeTtcs nouck, 3agaérca B suge AAA.BBB.CCC.DDD, rae
Kaxkaas yacTb NpuHMMaeT 3HadeHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show arp

Interface IP address MAC address State Age (min)
bridge 1 192.168.1.1 a8:f9:4b:aa:00:40 -= -=
gil/0/5 10.255.100.1 d8:50:e6:d2:f0:46 reachable 2
gil/0/5 10.255.100.5 a8:f9:4b:aa:00:45 - -

show arp configuration

KomaHga ucnosnb3yeTtcsi 4715 NPOCMOTPa 3HaYEHNIn BpEMEHM XU3HW 3anuceii B ARP-Tabnuue.
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CuHTakcuc

show arp configuration <IF>

MapameTpbl

ESR-Series. CnpaBoyHnK komaHz CLI

<|F> — HaumeHoBaHUs1 CUCTEMHbIX MHTEPCEICOB, 3a4at0TCS B BU/E, ONMCAHHOM B pasaene Turbl 1 NopsoK
MMEHOBaHUSI UHTePIENCOB MapLUPyTU3aTOP3;

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KomaHaHbIi pexum

ROOT

Mpumep

esr# sh arp configuration gigabitethernet 1/0/1-5
Globally configured ARP reachable time is 6000 msec

Interface

gil/o/1
gil/0/2
gil/0/3
gil/0/4
gil/0/4

ARP reachable time, msec

6000
6000
6000
6000
6000

show ipv6 neighbors

KomaHpga ncnonbsyetca gnsa npocmotpa IPve Neighbor Discovery Tabnuvupl.

CuHTakcuc

show ipv6é neighbors [<OPTIONS>]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHAbl AN AeTanusayum 3anpalumpaemMoin MHpopmauum, onunuoHanbHbI

napamertp:

« vrf <VRF> — nms aksemnnsipa VRF, 3agaetcs ctpokoit Ao 31 cumona. MNMpu ykazaHum AaHHOro
napameTpa 6yaet otobpaxeHa IPv6 Neighbor Discovery Tabnuua B ykazaHHom VRF;

+ <IF> — HaumeHoBaH1e CUCTEMHOIO MHTepdeiica nm cnucka MHTepgencos, 3aaéTcs B BUae,
OnvcaHHOM B pasgesie Turbl 1 NopsaaoK MMeHoBaHVA nHTepdeicoB mapLupytnsaropa. OTobpaxaerca
TOMbKO MHpopMaLMs NO yKa3aHHbIM MHTepdeincam,

* mac-address <MAC> - yka3biBaeTcss MAC-agpec, Mo KOTOpOMY BeAeTcsi NouCK, 3a4a€Tcs B BUAe

XX XX XX XX XX:XX, roe kaxaaa yacTb npuHuMaeT 3HaveHus [00..FF];

* ipv6-address <IPV6-ADDR> — yka3sbiBaeTcs IPv6-agpec, N0 KOTOpoMy BeAeTcsi NOUCK, 3a4aéTcs B BUae
XX X:Xi:X, rae kaxaas 4acTb NPUHUMAET 3HaUeHus B LiecTHaguatepuyHom dpopmare [0..FFFF].
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show 1ipvée neighbor

Interface IPv6
gil/0/5 fcoo::
gil/0/5 fcoo::
bridge 1 fe80:
bridge 2 fe80:
gil/0/5 fe80:
gil/0/5 ffo2:
gil/0/5 ffo2:
gil/0/5 ffo2:
gil/0/5 ffo2:

s
address

:aaf9:4bff:feaa:40
:aaf9:4bff:feaa:40
:aaf9:4bff:feaa:45
.16

:fb

:1:ffe0:1
:1:ffe0:2

show ipv6 neighbors configuration

MAC address

ESR-Series. CnpaBoyHnK komaHz CLI

norarp
norarp
norarp
norarp

Age (min)

KomaHga ncnonb3yetcs A1s NPOCMOTPA 3HAYEHWI BPDEMEHN XU3HM 3anmcu 06 yaaneHHoM y3ne B Tabnuue ND

npoTokona.

CuHTakcuc

show 1ipv6 neighbors configuration <IF>

MapameTpbl

<IF> — HanmMeHoBaHNA CUCTEMHbIX MHTequeﬁCOB, 3a4alTCA B Buae, onncaHHOM B pasgerie Twunbl 1 NOPAJOK

NMeHOBaHNA NHTePdIECOB

mMapLupyTm3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KomaHZHbIi pexum
ROOT

Mpumep

esr# sh ipv6 neighbors configuration tengigabitethernet 1/0/1-2
Globally configured NDP reachable time is 30000 msec

Interface ND re
tel/0/1 30000
tel/0/2 30000

achable time, msec
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show mac address-table

KomaHga ncnonb3yetcsa ana npocMoTpa uHdpopmanmm 06 nydeHHbix MAC-agpecax.

CuHTakcuc

show mac address-table [<OPTIONS>]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHzp! 47151 NPOCMOTPA AOMO/IHUTE/LHOI HGIopMaLUK 1 AeTam3aumn 3anpoca,
ONUMOHa/bHbIV NapaMeTp. Bo3MOXHble BapuaHTbl TapaMeTpoB KOMaHAbI:

+ count — npocmoTp KonmyecTsa 3anucei B Tabnuue MAC-agpecos. Crnncok MAC-agpecoB He
oTobpaxaeTcs;

+ bridge <BRIDGE-ID> — npocmoTpeTb nHhopMaumio B Tabnuue no scem MAC-agpecam, U3yyeHbiM Ha
bridge's;

+ interface <IF> — npocmoTpeTb nHgopmaumio B Tabnuue no scem MAC-agpecam, n3yyeHbIM Ha
OTAEeNbHOM MHTepdelice;

+ vlan <VLAN-ID> — npocmoTpeTb nHpopmaumto B Tabnmue no scem MAC-agpecam, n3y4eHbiM B 04HOM
NN HEeCKOMbKMX vlan;

* mac <ADDR> <MASK> oTo6paxeHune nHgopmaumm o KOHKpETHOM mac-agpece uam rpynne mac-
aZipecos Mo Macke;

<IF> — HaMMeHOBaHWsA CUCTEMHbIX MHTEPDEIICOB, 3a4al0TCsA B BUAE, ONMCAHHOM B pasgene Turbi 1 Nopsifok
VIMEHOBaHUS VHTEPENCOB MapLLPYTU3aTOPa;

<VLAN-ID>- Homep vlan. Bo3amoxHO 3agaHune cnucka vlan yepes cumon ", 6e3 npobenos, agnanasoHa vlian
yepes cMMBO "-" N/ KOMOGMHaLMK CMNCKOB N AYana3oHoB.

<ADDR> — MAC-agpec, no KOToOpoMy BefeTcs nouck, 3agaétca B Buge XX XX XX XX:XX: XX, rge kaxgasa yactb
npuHnUMaeT 3HaueHus [00..FF];

[MASK] — macka MAC-aapeca, onumoHasbHbIii napameTp, 3a4aétcs B Buae XX:XX:XX:XX:XX:XX, rae kaxaas
yacTb NpuHumaeT 3HadeHus [00..FF]. BuTbl Macku, ycTaHoBneHHble B 0, 3agatoT 6uTbl MAC-aapeca,
WCK/IoYaeMble N3 CpaBHEHUA NPK noucke. 3HadeHne macku no ymonyanuio FF.FF.FF.FF:FF:FF;

+ host-port <U/S/P> - ynaneHve nHgopmaumm o6 nsydeHHoix MAC-agpecax Ha uHTepcpeice nakeTHoro
npoueccopa. FOouut (1), cnot (0) n Homep HTepdpelica NakeTHOro Npoueccopa.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show mac address-table

VID MAC Address Interface Type

102 a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
101 a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
100 a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic

3 valid mac entries
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16 Hactpoika VRF

+ description

* ip source-vrf

* ipvrf

+ ip vrf forwarding
+ show ip vrf

description
[aHHaa komaHa UCnosib3yeTcs A1 Ha3HauYeHUs onmcaHusa KoHduryprpyemomy aksemnnsapy VRF.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKomaHbl (No) yaansieT ycTaHOB/IeHHOE OnvcaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucanwue ak3emnnspa VRF, 3agaétcs cTpokoit go 255 cMMB0OOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-VRF

Mpumep

esr(config-vrf)# description "VRF1"

ip source-vrf
[aHHOI KOMaHA0M OCyLLeCTBNAETCA NepeBo cuctemsl konnposaHus no TFTP, SCP, FTP, SFTP B VRF.

icnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaHZbl (N0) CUCTEMbI KONMPOBAHUSI B CTAHAAPTHbIA PEXVM.

CuHTakcuc
ip { tftp | ftp | ssh | sftp | http } source-vrf <VRF>
no ip { tftp | ftp | ssh | sftp | http } source-vrf

MapameTpbl

<VRF> - nms VRF, 3agaeTtcs cTpokoit go 31 cumBona.
tftp — konupoBaHue no npotokony TFTP;

ftp — konupoBaHue no npotokony FTP;

ssh — konvposaHue no npotokony SCP;
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sftp — konupoBaHue no npotokony SFTP;

http — konupoBaHue no npotokony HTTP.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip tftp source-vrf vrfl

ip vrf

[JaHHoli KomaHzoi B cucteme co3gaetcs ak3emnnsap VRF 1 ocyLecTBiseTca nepexos B peXxvmM HacTpOnKu
napameTpoB ak3emnnapa VRF.

Mcnonb3oBaHue oTpuLaTesibHol hopMbl KoMaHkl (No) yaansiet aksemnnsp VRF 13 cuctemsl.

CuHTakcuc
[no] ip vrf <VRF>

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# ip vrf VRF1
esr(config-vrf)#

ip vrf forwarding

[aHHoi komaHaol 3agaétca nmsa akdemnnspa VRF, B KOTopom 6yayT UCN0/b30BaTbCs YKa3aHHbIE CETEBOW
NHTepdoeiic, MOCT, 30Ha 6e30nacHoCTK, cepBep AMHammnyeckoit astTopusaumn (DAS) nnu rpynna npasun NAT.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yAasnisieT NPUBSI3KY CETEBOTO MHTepdielica, MOCTa, 30HbI
6e3onacHocTu unu rpynnel npasun NAT k aksemnnspy VRF.
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CuHTakcuc
ip vrf forwarding <VRF>

no ip vrf forwarding

MapameTpbl

<VRF> — ums VRF, 3agaetcsa cTpokoii o 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-CELLULAR-MODEM
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-GRE
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-ZONE
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DAS-SERVER
CONFIG-SNMP-USER
CONFIG-SNMP-VIEW
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-OPENVPN
CONFIG-IPSEC-VPN

Mpumep

esr(config-snat-ruleset)# 1ip vrf forwarding VRF1
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show ip vrf

KomaHga ncnonb3yetcs Ans npocMoTpa uHdpopmMaLmm 0 CyLecTBytowmx B cucteme aksemnnsapax VRF.

CuHTakcuc
show ip vrf [ <VRF>]

MapameTpbl

<VRF> - nms VRF, 3agaetcs cTpokoit go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show 1ip vrf

Name Interfaces
VRF1 gil/o/8
VRF2 gi1/0/10.22
test gil/0/2
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17 HacTtpoiika IP-agpecaunn
* ip address
* ip redirects
* ip route source-route
* ip unnumbered

* ip unreachables
« show ip interfaces

ip address

[aHHoili kKomaHaon co3gaétcs IP-unTepdeinc n gobasnawtes IP-agpec n macka nogcetv ans
KOHGhurypupyemoro uHtepdelica (ousnyeckoro nHTepdpeiica, rpynnbl arperauum KaHanos, TYHHENS Un
CeTeBOoro MocTa).

Micnonb3oBaHue oTpuuaTenbHoi hopMbl KOMaHbl (No) yaanseT IP-agpec ¢ nHtepdoeiica. Mpu yaaneHum
nocnegHero agpeca IP-uHTepgeinc yHuutoxaeTcs.

& Tpu co3pgaHum IP-nHTepdeiica cucTema pesepBupyeT HanbosbLunii HesaHsTbili VLAN ID, KoTopblit
6yAeT UCnoNb3oBaTbCA BHYTPU cuctembl. s kaxporo IP-nHtepdpeiica Ha Ethernet-nopty
pe3sepsupyetcs VLAN. Ecnv VLAN yxe 6bln 3ape3epsupoBaH ans IPve-uHtepdeiica, o ans IP-
nHtepdpeiica VLAN pesepBupoBatbcs He byaer.

MoxHo 3ape3epsuposatb VLAN ID ana BHyTpeHHero ncnosib3oBaHns SBHO C NOMOLLLIO KOMaHAbl ip
internal-usage vlan <VLAN_ID>.

CuHTtakcuc
ip address <ADDR/LEN>
no ip address { <ADDR/LEN> | all }

MapameTpbl

<ADDR/LEN> - IP-agpec n gnvHa macku nogcetn, 3agaétcsa B Buae AAA.BBB.CCC.DDD/EE, rge kaxgasa yactb
AAA - DDD npuHumaet 3HadeHus [0..255] n EE npuHumaeT 3HaveHus [1..32]. MOXHO yKa3aTb HECKO/bKO
IP-agpecoB nepeuncrieHneM yepes 3anaTyto. MoxeT 6bITb HasHaueHo Ao 8 IP-agpecos (Bkitovas IPv6-agpeca)
Ha nHTepdeiic. MNpu BbINOIHEHUW OTpULATENbHOW (DOPMbI KOMaHAbl CO 3HaYeHnem napameTpa «all» 6yayTt
yaaneHol Bce IP-agpeca;

all - komaHpaa yaansiet Bce IP-agpeca Ha uHtepdeiice.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
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CONFIG-MULTILINK
CONFIG-VTI
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ip address 192.168.25.25/24

ip redirects

[aHHoi KomaHAol BK/toYaeTcsl MexaHnsm oTnpaski ICMP coo6LeHunin o cyllecTBOBaHUKM 6onee
NPUOPUTETHOrO MapLUpyTM3aTopa B AaHHON IP-ceTn ans KOHKpeTHOro IP-HazHaveHus.

Vicnonb3oBaHue oTpuLaTeNIbHO DOPMbI KOMaH bl (N0) OTK/OYAET MexaHu3M oTrnpasku ICMP-coobLeHuii 0
CyLLECTBOBaHMUI 6o/ee NPUOPMTETHOTO MapLLpyTU3aTopa B JaHHOi IP-ceTu ANst KOHKPETHOrOo |P-HazHaueHus.

CuHTakcuc

[no] 1ip redirects

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

3Ha4yeHue no ymonyaHuio

OTtnpasku ICMP-coo6LueHunit 0 cyliecTBoBaHUY 601ee NpUopUTETHOIO MapLupyTusaTopa B faHHoi IP-cetn ans
KOHKPETHOro |IP-Ha3HauyeHns BKNOYEHa.

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
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CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip redirects

ip route source-route
[laHHOI KOMaH/10/i Ha MapLLpyTU3aTope BK/OYAETCS NoAaepXKa onuum ip source-route.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) NoAAepXKKa ONUMK ip source-route oTk/OYaeTCs.

CuHTakcuc

[no] ip route source-route

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip route source-route

ip unnumbered

[aHHOoIn KoMaHAoM BKNHOYAETCS peXxum paboTbl MHTEpAIeca C UCNOb30BaHNEM ip-agpeca Ha3Ha4YeHHOro Ha
Apyroii nHtTepdeiic.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl koMmaHabl (N0) OTK/OYAET pexuM ip unnumbered.
CuHTtakcuc

ip unnumbered { <IF> | <TUN> }

no 1ip unnumbere
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MapameTpbl

<IF> - uma nHTepdielica ycTpoincTBa, 3aaéTcA B BUAE, ONUCAHHOM B pasgesie Turbl 1 NopsaioK MeHOBaH s
MHTephencoB MapLLpyTM3aTopa;

<TUN> — HanMmeHOBaHWs TYHHenNel, 3a4at0TCs B BUAE, ONMCAHHOM B pasgesnie Turbl 1 NopsafoK MMeHoBaHus
TYHHENen mapLpyTmsaropa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config-el)# ip unnumbered gigabitethernet 1/0/1
esr(config-el)#

ip unreachables
[JaHHoii komaHaoit BKtoyaeTcsi otnpaeka ICMP-NakeToB 0 HEAOCTYMHOCTY KOHEYHOTO aapeca.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) OTK/OYAET BO3MOXHOCTL OTnpaeku ICMP-nakeToB o
HeZIOCTYMHOCTV KOHEUHOTo ajpeca.

CuHTakcuc

[no] 1dp unreachables

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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3Ha4yeHune no ymonyaHuio

Otnpaska ICMP-nakeToB 0 HEAOCTYMHOCTN KOHEYHOro ajpeca BK/oveHa.

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip unreachables

show ip interfaces

KomaHga ncnonb3yetcs 415 npocMoTpa MHhopMmaumm 0 CyLLecTByWNX B cucteme IP-nHtepdpelicax.

CuHTaKkcuc
show ip interfaces [ { <IF> | <TUN> | vrf <VRF> [ ip-address <ADDR> ] } ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii go 31 cumsona. Npu ykazaHun gaHHOro napameTpa oyayTt
oTo6paxeHsl IP-uHTepdelickl B ykazaHHOM VRF,;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD/EE, rae kaxaas yacTb NpUHMMAaET 3HaueHus [0..255].
Mpwn ykazaHnm gaHHOro napameTtpa 6yaeTt otobpaxeH IP-uHTepgeiic ¢ ykasaHHbiM IP-agpecowm;

<|F> — HaumMeHoBaHUSA CUCTEMHbIX MHTEPCPENCOB, 33Aat0TCs B BU/IE, ONMCAHHOM B pasdene Turbl 1 nopsifiok
MEeHOBaHNst UHTepeiicoB MapLLpyTU3aTopa;

<TUN> — HauMeHOBaHusa TyHHeNel, 3aat0Tcs B BUAE, ONUCAHHOM B pasaene Turbl 1 Nopsiiok MMeHoBaHMs
TYHHenel mapLupyTusartopa.

B KoMaHA€e MOXHO yKa3aTb HECKO/IbKO CUCTEMHbBIX MHTEPeicoB. Ecnm He ykasblBaTb UHAEKCHI MHTEPIECOoB,
TO GyAyT 0TO6pakeHbl Bee IP-MHTepdeiichl, OTHOCSALMECS K CUCTEMHBLIM UHTepdelicam ykazaHHOTo Tuna.

Ecnu B kOMaHAe ykaszaH onpeaeneHHbli CUCTEMHbI MHTEpPJIEenc, nonyyaowmii IP-napameTpbl N0 NPOTOKONY
DHCP, To 6yayT oTo6paxeHbl HacTpoikn DHCP-knneHTa n coctosiHue Tekylleli apeHabl IP-napameTpos.
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Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ip interfaces

IP address Interface Type
155.0.0.60/24 brie static
16.0.0.2/24 gil/0/16 DHCP
10.0.0.1/8 gil/0/18 static
180.0.0.1/24 gil1/0/18 static
192.168.1.1/24 gil/e/2 static
25.0.0.2/30 gre 25 static
10.1.0.2/24 ip4ip4 10 static
esr# show 1ip interfaces gigabitethernet 1/0/16
IP address Interface Type
16.0.0.2/24 gil/0/16 DHCP
DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm): 00:02:00

Reboot time: 10 seconds

Retry time: 300 seconds

Timeout: 60 seconds

Select timeout: 0 seconds

Vendor class ID: N/A

Ignore options:

router

Latest lease contents:
Lease time(dd:hh:mm): 00:02:00

DHCP message type: DHCPACK

Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09

ESR-Series. CnpaBoyHnK komaHz CLI
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18 HacTtpoiika IPv6 agpecaunn

* ipv6 address

* ipv6 enable

* ipv6 nd managed-config-flag
* ipv6 nd ns-interval

* ipv6 nd other-config-flag
* ipv6 nd prefix

* ipv6 nd ra hop-limit

* ipv6 nd ra lifetime

* ipv6 nd ra max-interval

* ipv6 nd ra min-interval

* ipv6 nd router-preference
* ipv6 redirects

* ipv6 route source-route

* ipv6 unreachables

« show ipv6 interfaces

ipv6 address

[aHHoii kKomaHaon co3gaétcs IPve-uHtepdgeic n gobasnsetcs IPve-agpec n macka noacetu ans
KOHGOUrypupyemoro nHtepdoenca: qonusnyeckoro nHTepdeiica, rpynmnbl arperauum kaHasoB, TYHHENA Unn
CeTeBOro MocTa.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHabl (No) yaanset IPvé-aapec ¢ uHtepdpelica. Mpv yaaneHnm
nocnegHero agpeca IPv6-uHTepgeinc yHuutToxaeTcs.

& Mpu co3pgaHum IPv6-nHTEpdbelica cuctema pesepBupyeT HambobLumnii HedaHsTbI VLAN ID, koTopblii
Oy[eT ncnonb3oBaTbCs BHYTPU cuctemsbl. Ansa kaxgoro IPve-uHtepdpeiica Ha Ethernet-nopty
pe3sepsupyetcs VLAN. Ecnv VLAN yxe 6bin 3ape3epsupoBaH ans IP-uHtepdpeiica, To ans IPve6-
nHtepdpeiica VLAN pesepBupoBatbcs He byaer.

MoxHo 3ape3epsuposatb VLAN ID ana BHyTpeHHero ncnosib3oBaHns SBHO C NOMOLLLIO KOMaHAbl ip
internal-usage vlan <VLAN_ID>.

CuHTakcuc
ipv6 address <IPV6-ADDR/LEN>
no ipv6e address {<IPV6-ADDR/LEN>]|all}

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec v npedimkc nogcetu, 3agaétcs B suge X:X:X:X::X/EE, rae kaxaas yactb X
NPUHUMAET 3HaUeHus B LecTHaguaTepuyHom dpopmare [0..FFFF] u EE npuHumaeT 3HaueHus [1..128]. MoxHo
yKasaTb HeckosibKo IPv6-aapecoB nepeuncrieHnem yepes 3anaTyo. MoxeT 6bITb HazHavyeHo a0 8 IPv6-
aapecos (Bkntoyas IP-agpeca) Ha nHTepdeiic. Mpuv BbINOIHEHWUW OTpULLaTENbHO hopMbl KOMaHAbBI CO
3HauyeHneM napametpa «all» 6yayT yaaneHsl Bce IPvb-agpeca.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 address fc00::1/120

ipv6 enable

[aHHoi KomaHaol BKtoyHaeTes nogaepxka IPvée Ha uHTepdeiice.

ESR-Series. CnpaBoyHnK komaHz CLI

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) OTKoYaeT noaaepxky IPvé Ha uHTepdeiice.

CuHTakcuc

[no] 1dipv6 enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mogaepxka IPv6 oTkoueHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 enable
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ipv6 nd managed-config-flag

[JaHHoi komaHaol yctaHaBnmnBaetcs managed-config-flag B SLAAC-coo6LueHusx. Vicnonb3oBaHye gaHHOro
onara onpegenseT nonyyeHune scex IPvé-HacTpoek ot DHCPv6-cepsepa.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) YCTaHAB/IMBAETCSA 3HAYEHUE MO YMOTHAHNUIO.

CuHTakcuc

[no] 1dipv6 nd managed-config-flag

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipve nd managed-config-flag

ipv6 nd ns-interval

[laHHOli KOMaH[oI ycTaHaBNMBAETCA MHTepBana oTnpasku IPv6-coobuleHnii novcka cocega (neighbor
solicitation) gns wmpokoBeLLaTeNbHOro OMeHa.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAETCSA 3HAUYEHWE M0 YMOMUYAHUIO.
CuHTakcuc

ipv6é nd ns-interval <TIME>

no ipv6é nd ns-interval
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MapameTpbl
<TIME> — uHTepBas OTNpaBKy, onpeaensieTca B MuancekyHaax [1..172800000].

3HayeHue No ymosiMaHuio
0

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ns-interval 2000

ipv6 nd other-config-flag

[JaHHoi komaHpaoli yctaHaBnmBaetcs other-config-flag B SLAAC-coobLieHusix. Micnonb3oBaHne gaHHoro gonara
nogpasymeBaeTt npegocrtasneHme IPve-npedmkca no npotokony SLAAC, a ocTasibHbIX NapaMeTpoB Mo
npotokosy DHCPv6.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeTCH3HaquM6[K)yMOﬂHaHMm.

CuHTakcuc

[no] 1dipv6 nd other-config-flag

MapameTpbl

OTCyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd other-config-flag

ipv6 nd prefix

[aHHoii kKomaHaon ycTaHaBnuBaetcs IPve-npedmke ansa paccobinaembix SLAAC-coobuieHnin gns
LUMPOKOBeLLaTe/IbHOro OMEHa.

icnonb3oBaHune oTpuLaTesibHO hopMbl KOMaHzb! (NO).

CuHTakcuc
ipv6 nd prefix <IPV6-ADDR/LEN> <VLAID-TIME> <PREFER-TIME> [no-autoconfig] [no-onlink]

no ipv6e nd prefix

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec v npedimkc noacetu, 3agaétcs B suge X:X:X:X::X/EE, rae kaxaas yactb X
NPUHUMAET 3HaUeHus B LecTHaguaTepnyHom dpopmare [0..FFFF] u EE npuHumaeTt 3HaueHus [1..128];

<VLAID-TIME> — gonycTMmMoe BPeMSs! XU3HW aHOHCAa, onpeaenseTcs B cekyHaax [1..2147483647];
<PREFER-TIME> — npenoytutenibHoe BPeMs XW13HWU aHOHCa, onpeaenseTcs B cekyHaax [1..2147483647];

[no-autoconfig] — He ncnonb3oBatk Neighbor Discovery ans ycTaHOBKM BCeX AeliCTBUTEbHbIX NPEeUKCOB Ha
KaHase 13 06bsiBNeHuii mapLipytusartopa (RA), nonyyeHHbIX Ha UHTepdelice;

[no-onlink] — KoHdourypupyeT ykasaHHbIi npeduke kak He on-link. Mpedike 6yaeT 06bABNEH C
yCTaHOB/EHHbIM L-61TOM.

3Ha4yeHue no ymonyaHuio
MpedrKec He yCTaHOB/EH,;
valid time - 0;

preffered time - 0;
no-onlink — He ycTaHOB/NEH;

no-autoconfig — He ycTaHOB/EH.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd prefix

ipv6 nd ra hop-limit

[aHHol kKomaHaon ycTaHasnusaetcs napametp hop-limit gna pacceinaembix SLAAC-coobuieHunii gns
LUMPOKOBELLLATETbHOIO OMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6e nd ra hop-limit <HOP-LIMIT>

no ipvée nd ra hop-limit

MapameTpbl

<HOP-LIMIT> —, 3apaeTca B AnanasoHe [0..255].

3HauyeHue No ymosi4aHuio
64

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
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CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra hop-limit 128

ipv6 nd ra lifetime

[aHHoii KomaHaon ycTaHaBnuBaetcs napametp lifetime gnsa paccbinaembix SLAAC-coob6LueHnin ans
LUMPOKOBELLLATeIbHOIO AOMEHa.

Micnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc
ipve nd ra lifetime <TIME>

no ipvée nd ra Llifetime

MapameTpbl

<TIME> — BpeMsi XXU3H1 paccbllaeMbIx 06bABNEHNI MapLUPyTU3aTopa, onpeaensetcs B cekyHaax [0..9000].

3HayeHue No ymosiMaHuio

He orpaHunyeHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra lifetime 120

ipv6 nd ra max-interval

[aHHoIn KomaHAoM ycTaHaBNMBaETCS MakCMMasibHbI MHTepBasl Ans paccbliaemMbiX SLAAC-coobweHnii ans
LUMPOKOBELLLATeNIbHOIO AOMEHaA.

420



ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuLaTeNibHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6 nd ra max-interval <TIME>

no ipv6e nd ra max-interval

MapameTpbl

<TIME> — makcumMasbHbIii nHTepBas pacchlisiku SLAAC-coo6LLEeHWi, onpeaenseTcs B cekyHaax [4..1800].

3HaueHue No yMonyaHuio
600

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra max—interval 1200

ipv6 nd ra min-interval

[aHHOoI KomaHAoW ycTaHaBNMBaeTCA MUHUMasIbHbIV MHTepBas 415 paccbliaeMbix SLAAC-coobweHuii ans
LUMPOKOBELLLATETbHOIO OMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6 nd ra min-interval <TIME>

no ipvée nd ra min-interval

MapameTpbl

<TIME> — MUHUManbHbIA UHTepBan paccblsiku SLAAC-coo6LLEeHWii, onpeaensietcs B cekyHaax [3..1350].
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3Ha4yeHune no ymonyaHuio
200

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra min-interval 30

ipv6 nd router-preference

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHOI KOMaH/10¥i ycTaHAB/IMBAETCS NPUOPUTETHOCTL MapLLpyT3aTopa B NpoLiecce BbiGopa MapLupyTa no

YMOJ/THaHUIO A1 LHNPOKoBeLWaTe/lIbHOro JoMeHa.

icnonb3oBaHue oTpuLAaTeNbHO (hOpMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc

ipv6 nd router-preference <ACTION>

no ipvé nd router-preference

MapameTpbl
<ACTION> — npuHUMaeT 3Ha4YeHus:

* low;
* medium;
+ high.

3HayeHue No ymosiMaHuio

medium

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd router-preference low

ipv6 redirects

[aHHoi KomaHaoW BKNoYaeTcsl MexaHn3am otrnpasky ICMP coobLieHwnii 0 cyuecTBoBaHun 6onee
NPMOPUTETHOIO MapLipyTnsaTopa B gaHHol IPv6-ceTn ans KOHKpeTHOro IPv6-Has3HauyeHns.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAbl (NO) OTKYAET MexaHn3M oTnpaBki ICMP-co06LLEHWIA O
CyLecTBoBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTopa B AaHHoi IPv6-ceTn anst KOHKpeTHoro IPv6-
Ha3HayeHus.

CuHTakcuc

[no] ipv6 redirects

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

3HauyeHue Nno ymosi4aHuio

Otnpasku ICMP-coo6LeHniA 0 cyLecTBoBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTtopa B AaHHoi IP-cetn ans
KOHKpPETHOro |IP-Ha3HaueHus BKIOYEHa.

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
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CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# no ipv6 redirects

ipv6 route source-route
[ aHHO KOMaH/10ii Ha MapLLpyTU3aTope BK/OYAETCS NnoaaepXka onuum ipvé source-route.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) NoAAepXKa OnuUMK ipvé source-route OTK/OUAETCS.

CuHTakcuc

[no] 1ipv6 route source-route

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ipv6 route source-route

ipv6 unreachables
[aHHoin KomaHaon BkNtovaeTcs otTnpaska IPv6 ICMP-naketoB 0 HeAOCTYNMHOCTM KOHEYHOro agpeca.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHzbl (NO) OTK/IOYAET BO3MOXHOCTL oTnpaBku IPv6 ICMP-nakeTtoB
0 Hef0CTYMNMHOCTN KOHEYHOro ajpeca.

CuHTakcuc

[no] ipv6 unreachables

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

Otnpaska IPv6 ICMP-nakeToB 0 HeLOCTYNHOCTM KOHEYHOIO ajpeca BK/IoUeHa.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# no ipv6 unreachables

show ipv6 interfaces

KomaHga ucnosnb3yeTcsi 4718 NPOCMOTPa MHGOpMaLIMK O CYLLLEECTBYIOLLMX B cucTeMe IPv6-nHTepdelicax.

CuHTakcuc

show ipv6 interfaces { { <IF> | <TUN> | dipv6-address <IPV6-ADDR> } | vrf <VRF> [ ipv6-
address <IPV6-ADDR> ] }

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTtpokoii go 31 cumsona. MNpu ykazaHum gaHHoOro napameTpa oyayTt
oTobpaxeHsbl IPv6-nHTepdelicol B ykazaHHoM VRF;

<|F> — HaumeHoBaHUs1 CUCTEMHbIX MHTEPCDENCOB, 3aAat0TCs B BU/E, ONMCAHHOM B pasgdene Turbl 1 nopsifok
MEeHOBaHNsi UHTepgheiicoB MapLLpyTU3aTopa;

<TUN> - HauMeHOBaHusa TyHHeNel, 3aatoTcs B BUAE, ONUCAHHOM B pasaene Turbl 1 Nopsiiok MMEHOBaHMNS
TYHHenel mapLipyT13aropa;

<IPV6-ADDR> — IPv6-agpec, 3agaétca B suge X:X:X:X::X/EE, roe kaxaas yactb X NpUHUMAET 3Ha4YeHUA B
wecTHaguatepuuHom dpopmarte [0..FFFF] n EE npuHumaeT 3HaueHus [1..128]. MNpwu yka3aHum JaHHOro
napameTpa 6yayT otobpaxeH IPv6-nHTepdelic ¢ ykasaHHbIM IPv6-aapecom.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO CUCTEMHbIX MHTepdeicoB. Ecnv He ykasbiBaTb MHAEKCHI MHTephencos,
TO 6yayT oTOGpaXeHbl Bce IPV6-MHTEpdencbl, OTHOCALLMECS K CUCTEMHbLIM MHTephelicam ykazaHHOro Tuna.

Ecnu B kOMaHAe ykasaH onpefesieHHbli CUCTEMHBIN MHTepdieiic, nonyyatowmii IPvé napameTpbl Mo NpOTOKOY
DHCP, To 6yayT oTo6paxeHbl HacTpoiku DHCP-knneHTa n coctosiHue Tekyllein apeHabl IPve-napameTpos.
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Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ipv6 1interfaces

IPv6 address Interface Type
fc00::2/120 gil/0/5 static
fe80::aaf9:4bff:feaa:45/64 gil/0/5 static
esr# show 1ip interfaces gigabitethernet 1/0/16

IP address Interface Type

16.0.0.2/24 gil/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm): 00:02:00

Reboot time: 10 seconds

Retry time: 300 seconds

Timeout: 60 seconds

Select timeout: 0 seconds

Vendor class ID: N/A

Ignore options:

router

Latest lease contents:
Lease time(dd:hh:mm): 00:02:00

DHCP message type: DHCPACK

Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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19 YnpasneHue npodonisimu

+ address-port pair

« application

+ description

* ip address-range

* ip prefix

* ipv6 address-range

* ipv6 prefix

* mac address

+ object-group address-port
+ object-group application
+ object-group mac

+ object-group network

+ object-group service

+ object-group url

+ port-range

* regexp

+ show object-group

* url

address-port pair
KomaHga ncnonb3syetcsa ansa sagaHunsa cesasku IP-agpecos n TCP/UDP-noprta.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAaNseT 3anncb U3 KOHPUIyprpyeMoro npocuns.

CuHTakcuc

[no] address-port pair < ADRR >:< PORT >

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpuHUMaeT 3HaueHus [0..255];

<PORT> — HOoMep nopTa, NpYHUMaeT 3HaveHue [1..65535].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-ADDRESS-PORT

Mpumep

esr(config-object-group-address-port)# address-port pair 192.168.1.1:23

application
[aHHaa komaHa Ucnosnb3yeTcs /18 yKasaHusa NpuiIoKeHWin, nonagatoLwmx nog Aencrane gaHHoro npoguns.

icnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaHZbl (NO) yAanseT NpUIoXXeHne 13 TeKyLLLero Npous.
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[no] application < APPLICATION >

MapameTpbl
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< APPLICATION > - yka3blBaeT NpunoxeHne nognagarliee nof AencTeme gaHHoro npogunsi.

MoXeT npuH1UMaTb 3HaYeHUs:

afp — Apple Filing Protocol;

amazon — Amazon Data Services;

amgp — Advanced Message Queuing Protocol;
apple — Apple Inc,;

apple-icloud - Apple iCloud;

apple-itunes — Apple iTunes;

applejuice — Applejuice P2P;

avi — AVI content in HTTP payload,;

ayiya — Anything In Anything;

battlefield — Battlefield:;

bgp — Border Gateway Protocol;

bittorrent — BitTorrent;

bjnp — Canon BJNP protocol;

cisco-skinny — Cisco Skinny;

cisco-vpn — Cisco VPN,;

citrix — Citrix;

citrix-online — Citrix-online;

cloudflare — Cloudflare Inc;

coap — Constrained Application Protocol;

collectd — Collectd;

corba — Common Object Request Broker Architecture;
dce-rpc - Distributed Computing Environment / Remote Procedure Calls;
deezer — Deezer (music streaming service);

dhcp — Dynamic Host Configuration Protocol;
dhcpv6 — IPv6 Dynamic Host Configuration Protocol;
directconnect — Direct Connect;

dns — Domain Name System;

dnscrypt — DNSCrypt;

drda — Distributed Relational Database Architecture;
dropbox — Dropbox;

ebay — eBay;

edonkey — eDonkey;

egp — Exterior Gateway Protocol;

epp — Extensible Provisioning Protocol.

Heo6xoaumblii ypoBeHb NpuBUIernii

10

KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-APPLICATION
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Mpumep

esr(config-object-group-application)# application egp

description
KomaHga ncnonb3yetcs Ans U3MeHeHus onvcanusa npodmns IP-agpecos, npodounsi nopTos 1 npodmns URL.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT onucaHue npoduns.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHue npoduns, 3a8aétcsa CTPOKon fo 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-NETWORK
CONFIG-OBJECT-GROUP-SERVICE
CONFIG-OBJECT-GROUP-MAC
CONFIG-OBJECT-GROUP-APPLICATION
CONFIG-OBJECT-GROUP-URL
CONFIG-OBJECT-GROUP-ADDRESS-PORT

Mpumep

YctaHoBUTbL onuncaHue ang npodunsa IP-agpecos:

esr(config-object-group-network)# description "Internal addresses"

ip address-range
KomaHga ncnonb3yetcs Ansa sagaHusa guanasoHa IP-agpecos.

icnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yAanseT 3an1ch 13 KOHUIypupyemoro npoduns.

CuHTakcuc
[no] 1ip address-range <FROM-ADDR>[-<TO-ADDR>]
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MapameTpbl
<FROM-ADDR> - HavyasibHbIl IP-agpec avana3oHa afpecos;

<TO-ADDR> — koHeuHbIii IP-agpec anana3oHa afpecos, OnuMoHasIbHbIN napameTp. Ecnv napameTp He ykasaH,
TO KOMaHAoW 3afaéTca oanHOuHbIN IP-agpec.

Apapeca 3agatotcs B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHUMAaeT 3HadeHns [0..255].

[na ESR-20/21/100/200/1000/1200/1500/1700 Bo3MOXHO yka3aTtb 0 64 otaensHbiX IP-gunanasoHos B
pamkax OfHOM rpynnbl agpecos.

Ona ESR-10/12V/12VF/14VF BO3MOXHO yKa3aTb A0 6 oTAenbHbIX IP-Anana3oHoB B pamkax 0gHON rpynnbi
afpecos.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep
esr(config-object-group-network)# ip address 192.168.1.1 192.168.1.25
ip prefix

KomaHga ucnonb3yeTtcsi AN 3aaHns NoACeTM.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3afaHHy0 NOACETb.

CuHTakcuc

[no] ip prefix <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - IP-noacets, 3apaértca B Buae AAA.BBB.CCC.DDD/EE, roe kaxaasa yacte AAA — DDD
npuHUMaeT 3HaueHus [0..255] u EE npuHumaeTt 3HaueHus [1..32].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ip prefix 10.10.10.0/24
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ipv6 address-range

KomaHga ncnonb3yetca ons 3agaHusa gnanasoHa IPve-agpecos. Micnonb3oBaHue oTpuuaTenibHon (hopMmbl
komaHgbl (No) yAansieT 3anmcb U3 KOHUIypupyemoro npodns.

CuHTakcuc
[no] 1dipv6 address-range <FROM-ADDR>[-<TO-ADDR>]

MapameTpbl
<FROM-ADDR> - HauyasbHbIli IPv6-agpec agnanasoHa agpecos.

<TO-ADDR> — KoHeuHbI1 IPv6-agpec gnanasoHa aapecos, onuMoHasbHbI napameTp. Ecnv napamertp He
yKasaH, To KomaHAoW 3agaéTca oAnHOYHbIN IPv6-agpec.

Anpeca 3agatTcs B Buge X:X:X:X:X, rae kaxgas 4acTb NPMHUMAET 3HAUYEHUS B LLIECTHAALATEPUYHOM
dopmare [0..FFFF].

[na ESR-20/21/100/200/1000/1200/1500/1700 Bo3MOXHO yka3aTtb 0 64 otaensHbIX IP-avanasoHos B
pamMKax O4HO rpynnbl aApecos.

[ns ESR-10/12V/12VF/14VF BO3MOXHO yKa3aTb A0 6 oTaenbHbIX IP-guana3oHoB B paMKax O4HON rpynnbl
agpecos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ipv6 address-range fc00::1:1-fc00:1::32

ipv6 prefix
KomaHga ncnonb3syetcsa ansa sagaHus IPve-nogcetu.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3afaHHy0 NOACETb.

CuHTakcuc
[no] ipv6 prefix <IPV6-ADDR/LEN>

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec 1 macka nogcetu, 3agaétca B Buge X:X:X:X::X/EE, rae kaxxgas yactb X
MPVHMMAaET 3HauYeHus B LWecTHaauatepnyHom coopmarte [0..FFFF] n EE npuHumaet 3Havenus [1..128].

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ipv6 prefix fc00::/126

mac address
[JaHHasa komaHga ncnonbayerca s 3agaHns gnanasoHa MAC -agpecos.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAANSET 3anncb U3 KOHPUIYpUpyeMoro npoduns.

CuHTakcuc
[no] mac address <MAC-ADDR> <MAC-MASK>

MapameTpbl

<MAC-ADDR> — MAC-agpec, 3agaétcs B suge XX: XX XX:XX:XX:XX, rge kaxgas yactb NpMHUMaET 3Ha4yeHus
[00..FF];

<MAC-MASK> — macka MAC-agpeca, onuuMoHasbHblii napamMeTp, 3agaétcs B Buge XX: XX XX:XX:XX:XX, rae
Kavkaas yacTb npuHuMaet 3HadeHuns [00..FF]. BuTtbl macku, yctaHoBneHHbIe B 0, 3aaatoT 6uTel MAC-agpeca,
NCKNoYaeMble N3 cpaBHEHNA NPKU noucke. 3HadeHne mackum no ymonydauuo FF.FF.FF.FF:FF:FF.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-MAC

Mpumep

esr(config-object-group-mac)# mac address a8:f9:4b:80:e7:00 FF:FF:FF:FF:FF:00

object-group address-port

KomaHga npegHasHaveHa Ans co3gaHuns npodmns ceasok IP-agpecos n TCP/UDP-nopToBs. Mpodmnm
NCNO/b3YHTCA NPU HACTPOVike cepBunCoB, paboTtatowmx ¢ nynamm IP-agpecos n TCP/UDP-noptamu — NAT,
Firewall.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (No) yaanset npodunb IP-agpecos.

CuHTakcuc

[no] object-group address-port <NAME>
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MapameTpbl

<NAME> - nwms KoHdurypmpyemoro npodpuns ceasok IP-agpecos n TCP/UDP-nopToB., 3a4aéTCs CTPOKOR A0
31 cumBona. MNpwv BbINOIHEHUW OTpULATENbHOW (DOPMbI KOMaHAbl CO 3HaYeHnem napametpa “all” 6yayTt
yaaneHsl Bce npodwnn IP-agpecos.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

CospgaHue npodunns IP-agpecos ¢ MMEHEM remote 1 Nepexos B PeXxnum KOHOUrypnposaHns npogunis:

esr(config)# object-group address-port WEB

object-group application

[JaHHasi KomaHa UCrosb3yeTcs AN18 Co3AaHus NPOgUNS NPUNOXEHWIA. [laHHbI NPOUIb UCNONb3YyeTcs ANs
counsTpaumm no npunoxexunsm (DPI).

icnonb3oBaHue oTpuLaTeNibHoi DOpPMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group application <NAME>
MapameTpbl
<NAME> — nmsa npodmnnsa npuioxeHnin, 3agaetcs cTpokoin Ao 31 cumsona. Mpu ygasneHnn BMecTto MMeHU

BO3MOXHO Mcnosb3oBaTth kntou all. Mpu ncnonb3osaxHum kntova "all” 6yayT yaaneHsl Bce npodounsim
NPUIOXKEHWIA.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# object-group application 0GA045
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object-group mac

[aHHaa komaHga ncnonb3yetca s cosganns npodouns MAC -agpecos. [laHHbli Npoduib Cnonb3yeTcs B
MAC-based VLAN.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yaanseT npoduseb.

CuHTakcuc

[no] object-group mac <NAME>

MapameTpbl

<NAME> - nms npodmnnsa MAC-agpecos, 3agaetcs cTpokoin go 31 cumeona. Mpu yaaneHmm BMECTO UMEHM
BO3MOXHO Mcnonb3oBaTth kntou all. Mpu ncnonb3osaxHum kntova "all” 6yayT yaaneHsl Bce npodnm
MAC-agpecos.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# object-group mac OGMEO7

object-group network

KomaHga npegHasHadeHa gns cosganuns npodpuns IP-agpecos. MNpoduam ncnosnb3yTes Npyu HacTpoiike
cepsucos, paboTtatowux ¢ nynamu IP-agpecos — Hanpumep, NAT, Firewall, Remote-Access, Takke ans
co3aHnsa cnucka npegukcos.

Mcnonb3oBaHue oTpuLaTenibHov hopMbl KOMaHbl (No) yaansiet npodunb IP-agpecos.

CuHTakcuc

[no] object-group network <NAME>

MapameTpbl

<NAME> — nms koHdurypmpyemoro npocpuns IP-agpecos, 3agaétca ctpokoii go 31 cumsona. Mpu
BbINO/IHEHUWN OTPULLATE/NBbHON (POpMbI KOMaHAbI CO 3HaYeHeM napametpa «all» 6yayT yaaneHsl Bce npocuimn
IP-agpecos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

434



ESR-Series. CnpaBoyHnK komaHz CLI

Mpumep

CospgaHue npodmnns IP-agpecos ¢ MMEHEM remote 1 Nepexos B PeXXnm KOHUIrypnposaHns npoguns:

esr(config)# object-group network remote

object-group service

KomaHga npegHasHadeHa ans cosganuns npodgpunsa TCP/UDP-noptos. [aHHblii npoduib UCMoNb3yeTcs B
npasunax cepsucos NAT un Firewall.

icnonb3oBaHue oTpuLaTeNibHoi DOpPMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group service <NAME>

MapameTpbl

<NAME> — HanmeHOBaHve npocras NopToB, 3agaéTcA CTPokoi Ao 31 cumeona. Mpwu BbINOSTHEHUN
oTpuuartenbHoi hopMbl KOMaHbl CO 3Ha4YeHnem napameTpa «all» 6yayT yaaneHs! Bce npodgunu TCP/
UDP-noptos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# object-group service ssh

object-group url
KomaHga npegHasHadeHa ansa cosgadmsi npodamnns URL-cCbINOK.

icnonb3oBaHue oTpuuaTesibHoi DopMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group url <NAME>

MapameTpbl

<NAME> — HaumeHoBaHne nNponnsa NopToB, 3a4aéTcs CTpokoit Ao 31 cumBona. Mpu BbINOHEHNN
oTpuuaTenbHoi hopMbl KOMaHabl CO 3HaYeHnem napameTpa «all» 6yayT yaaneHsl Bce npodunun URL-cCbINOK.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

435



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# object-group url vk

port-range
KomaHpgow 3agaétca gnana3oH TCP/UDP-nopToB, OTHOCALWMXCS K MPOdnio.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAANSET 3anncb U3 KOHPUIYpUpyeMoro npoduns.

CuHTakcuc
port-range <PORT>
no port-range [<PORT> | all]

MapameTpbl
<PORT> — HOMep nopTa, NpYHUMaeT 3HaveHue [1..65535].

MOXHO yKa3aTb HECKO/IbKO NOPTOB NEPEYMCIEHNEM Yepes 3ansaTyio «,» 60 yKasaTb Anana3oH NopToB Yepes
«-». Mpumep 3anucu: <PORT>, <PORT> nnn <PORT>-<PORT> nnn <PORT>-<PORT>, <PORT>-<PORT>.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-SERVICE

Mpumep

esr(config-object-group-service)# port-range 22

regexp
[aHHoi KomaHaon onucbiBaeTcs WwabnoH URL-CCbInoK.

cnonb3oBaHue oTpuuatensHoli hopmMbl komaHabl (nNo) yaansieT wabnoH URL-ccbinok.

CuHTakcuc
regexp <REGEXP>
no regexp {<REGEXP>]|all}
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MapameTpbl

<REGEXP> - perynspHoe BblpaxeHune. OnucbiBaeTcs CTPOKoW A0 255 cumonoB. Cumson "\" fo/mKeH 6bITb
3KPaHUPOBaH.

all = kntoy, ncnonb3yemblii AN yaaneHusa BCex Co34aHHbIV npasus.

3HayeHue No ymosiMaHuio

LLIabnoH He co3aaH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# 'Ahttp:\/\/site\.ru'

show object-group

[JaHHasa komaHga ncnonb3yercs 415 npocmoTpa nHpopmauum o npodunax IP-agpecos n TCP/UDP-nopToB.

CuHTakcuc
show object-group <PROFILE_TYPE> [<NAME>]

MapameTpbl
<PROFILE_TYPE> — T1n npocoumns:

+ network — npodomns IP-agpecos;
+ service — npoguns TCP/UDP-nopToB;

<NAME> — ums npodunns, 3agaércsa cTpokoi Ao 31 cMMBOa, ONUMOHa/bHbIN NapameTp. Ecnn nmsa npoduns
He 3aaHo, To 6yAeT BbiBeAeHa NHopmauusa no scem npodunnam IP-agpecos n TCP/UDP-nopToB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show object-group network
Network Description

remote --
local --
tunnel --
esr# show object-group network remote
IP Addresses

10.102.0.0/16
esr# show object-group service
Service Description

telnet --
ssh --
dhcp_server -
dhcp_client -
ntp --
esr# show object-group service ssh
Port ranges

url
KomaHpga ncnone3yetca s 3agaHms URL-cebinku.

Vicnonb3oBaHue oTpuLaTeNIbHOi (DOPMbI KOMaH bl (N0) yAanseT CCbifKy 13 KOHDUTYPUPYEMOTO NPOgonns.

CuHTakcuc
url <URL>
no url [ <URL> | all ]

MapameTpbl
<URL> - TekcToBOe norse, cogepxatiee URL-ccbINKy A/IMHHONR OT 8 A0 255 cnmBOooB.

Mpun yganeHnn ¢ ncnonb3oBaHnem knwoya "all" 6yayt yaaneHbl Bce BHeCceHHble paHee URL-cCbIsiku.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# url https://vk.com
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20 YnpaBneHue cnvckamu KoHTpons goctyna (ACL)

+ action

+ description

+ enable

* ip access-list extended
* match cos

+ match destination-address
+ match destination-mac
+ match destination-port
* match dscp

+ match ip-precedence

+ match protocol

* match source-address
* match source-mac

* match source-port

* match vlan

* rule

+ service-acl input

+ show ip access-list

action
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[laHHas KoMaHAa UCcnonb3yeTcs ANs YKaszaHus AeiCcTBUS, KOTOPoe A0/MKHO ObiTb MPUMEHEHO ANt Tpadmka,

Y0B/IETBOPSIOLLET0 3ajaHHbIM KPUTEPUSIM.

Mcnonb3oBaHue oTpulatTensHoli hopMbl koMmaHAbl (N0) yaansieT Ha3HaueHHoe AelicTBue.

CuHTakcuc
action <ACT>

no action

MapameTpbl
<ACT> - Ha3Ha4yaeMmoe JelicTBue:

* permit — npoxoxaeHvie Tpaduka paspeLlaeTcs;
+ deny - npoxoxaeHue Tpadgvka 3anpeLyaeTcs.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# action permit
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description
JaHHaa komaHga ncnosnb3yeTcs /19 USMEHEHUS ONnMcaHns KOHGUIYpUPYeMoro cnmncka KOHTponsa goctyna.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKomaHbl (No) yaansieT ycTaHOB/IEHHOE OnvcaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHune cnmucka KOHTpOAs A0CTyna, 3a4aéTcst CTPOKOW A0 255 cumMBO/OB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ACL

Mpumep
esr(config-acl)# description "Drop SSH traffic"
enable

JaHHas komaHga NCNOJIb3yeTCA ONA aKTUBUPOBaHUA npaBuna.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) AeakTMBUPYET NpaBusio.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

MpaBuno BbIKKYEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ACL-RULE
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Mpumep

esr(config-acl-rule)# enable

ip access-list extended

[aHHasi KomaHJa UCMosb3yeTcs 4718 CO3AaHNs CNMCKa KOHTPO/S A0CTyNa 1 Nepexoa B pexum
KOHCpUryprpoBaHKs Crvcka.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yAanseT 3a4aHHblil CNMCOK KOHTPONS AoCTyna.

CuHTakcuc

[no] 1ip access-list extended <NAME>

MapameTpbl

<NAME> — nms cosgaBaemoro crnvcka KoOHTposia focTyna, 3a4aéTtca CTpokor fo 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ip access-list extended acl-ssh-drop
esr(config-acl)#

match cos

[aHHoi KoMaHoVi ycTaHaBIMBaeTcst 3HaveHne 802.1p npropuTeTa, 415t KOTOPOTO A0/KHO cpabaTbiBaTb
npasuso.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYeHMe.

CuHTakcuc
match cos <COS>

no match cos

MapameTpbl

<COS> - 3HaueHwue 802.1p npuoputeTa, NpUHUMaET 3HaueHus [0..7]

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match cos 2

match destination-address
[aHHoii KomaHaon ycTaHaBnuBaroTcs IP-aapeca nonyyarens, Ans KOTopbiX 4O/MKHO cpabaTtbiBaTb NpPaBusio.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match destination-address { <ADDR> <MASK> | any }

no match destination-address

MapameTpbl

<ADDR> — IP-agpec nonyyarens, 3agaétcsa B suge AAA.BBB.CCC.DDD, rge kaxpas yactb npuHUMaeT
3HaueHus [0..255];

<MASK> — macka IP-agpeca, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxxgasa 4acTb NPUHMMAET 3Ha4YEeHUA
[0..255]. BuTbI Macku, ycTaHoBMeHHble B 0, 3aat0T 6UThl IP-agpeca, UCKIIoUYaeMble U3 CPaBHEHUS MPY NMOUCKE.

Mpu ykazaHUy 3Ha4UeHus «any» NpaBuio byaeT cpabaTbiBaTb Ans No6oro IP-agpeca nonyyarens.

3Ha4yeHue no ymonyaHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match destination-address 10.10.10.0 255.255.255.0

match destination-mac
[aHHoi komaHaol ycTaHaBnmBatoTca MAC-agpeca nonyyarens, Ansi KoTopbIX AO/MKHO cpabartbiBaTb NpaBusio.

Mcnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (N0) OTMEHSIET HAa3HAYEHNe.
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CuHTakcuc
match destination-mac <ADDR> <WILDCARD>

no match destination-mac

MapameTpbl

<ADDR> — MAC-agpec nony4arens, 3agaétcs B suge XX: XX:XX:XX:XX:XX, rae kaxaast 4acTb NpuHUMaeT
3HayeHus [00..FF];

<WILDCARD> — macka MAC-agpeca, 3agaétcs B Buge XX XX:XX:XX:XX:XX, rae kaxaast 4acTb NpuHUMaeT
3HaveHus [00..FF]. BuTbl macku, yctaHoB/eHHbIe B 0, 3aaat0T 61Tl MAC-agpeca, CK/TlUYaeMble U3 CPaBHEHUS
npv Noucke.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match destination-mac A8:F9:4B:AA:00:41 00:00:00:00:00:FF

match destination-port

[aHHoii komaHgon yctaHaBnusaetcst Homep TCP/UDP-nopTta nonyyatens, osis KOTOPOro A0/MKHO cpabaTbiBaTbh
npaswuno.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT HasHaYeHNe.

CuHTakcuc
match destination-port {<PORT> | any}

no match destination-port

MapameTpbl

<PORT> — Homep TCP/UDP-nopTa nonyyarensi, NpuHUMaeT 3HadyeHust [1..65535]. Mpwn ykasaHnm 3Ha4eHus!
«any» npasuno byaet cpabatbiBaTb AN ntodoro TCP/UDP-nopta nony4varens.

3Ha4yeHune no ymonyaHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match destination-port 22

match dscp
[aHHoin KomaHaoW ycTaHaBnnBaeTcs 3HavyeHne koga DSCP, ans KoToporo Ao/mKHO cpabaTtbiBaTb NpaBusio.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match dscp <DSCP>

no match dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeTt 3HaueHus [0..63].

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match dscp 55

match ip-precedence

[aHHoin KomaHaoW ycTaHaBnnBaeTcs 3HavyeHne koga IP Precedence, gnis KOTOpPoOro fo/mkHO cpabaTtbiBaTb
npasuno.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTtakcuc
match +ip-precedence <IPP>

no match 1ip-precedence

MapameTpbl

<IPP> - 3HaueHue koaa IP Precedence, npuHnumaeTt 3HaueHus [0..7].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match ip-precedence 5

match protocol
[aHHoln KomaHaoW ycTaHaBnuBaeTcs ums IP-npotokona, ANns KOTOPoro A0/HKHO cpabaTtbiBaTb NpaBusio.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CunHTtakcuc

match protocol <TYPE>
no match protocol
match protocol-id <ID>

no match protocol-id

MapameTpbl

<TYPE> — Tn npoTokona, NpuHMMaEeT 3Ha4YeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre. Mpu ykazaHnn 3Ha4eHUs «any» Npasuio byaeT cpabartbiBaTb A1 /TH0ObIX MPOTOKO/OB;

<ID> - naeHTUVKaLMOHHBbI Homep IP-npoTokona, npuHuMaet 3HadyeHusi [0x00-0xFF].

Mpu yka3aHum 3Ha4YeHns «any» npasuio byaert cpabarbiBarb /15 /1H060ro NpoToKosa.

3HauyeHue No ymosi4aHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match protocol tcp
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match source-address
[aHHoilh KomaHaoW ycTaHaBnuearoTcs IP-aapeca otnpasuTens, 415 KOTOpbIX AO/HKHO cpabaTbiBaTb NpaBusio.

Mcnonb3oBaHue oTpuuaTenbHol opmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTakcuc
match source-address { <ADDR> <MASK> | any }

no match source-address

MapameTpbl

<ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpgas yacTb NpMHUMaEeT
3HaveHus [0..255];

<MASK> — macka IP-agpeca, 3agaétcsa B Buge AAA.BBB.CCC.DDD, rge kaxgasi 4acTb NpUHUMAET 3HaUYEHNS
[0..255]. BuTbI Macku, ycTaHoBNEHHbIe B 0, 3a4at0T 6UThI IP-agpeca, NCK/IlUYaeMble U3 CPaBHEHWS MPY MOWCKE.

Mpu ykazaHu 3HaUeHus «any» NpaBunio byaeT cpabaTbiBaTb Ans No6oro IP-agpeca oTnpaBuTens.

3Ha4yeHune no ymonyaHuio

any

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match source-address 10.100.100.0 255.255.255.0

match source-mac

[JaHHoii KomaH ol ycTaHaenmBaroTcst MAC-agpeca oTnpaBuUTens, A5t KOTOPbIX [O/HKHO cpabaTbiBaTb
npasuso.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
match source-mac <ADDR> <WILDCARD>

no match source-mac

MapameTpbl

<ADDR> — MAC-agpec otnpasutens, 3agaétca B Buge XX XX XX:XX:XX:XX, rae kaxnaa yactb npuHMMaeT
3HayeHus [00..FF];
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<WILDCARD> - macka MAC-agpeca, 3agaétcs B Buge XX:XX:XX:XX:XX:XX, rge kaxgasi 4acTb NpuUHUMaET
3HaueHus [00..FF]. BuTbl macku, ycTaHoB/eHHble B 0, 3agatoT 6uTbl MAC-apeca, UCK/loYaeMble 13 CPaBHEHNS
npv Noucke.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match source-mac A8:F9:4B:AA:00:40 00:00:00:FF:FF:FF

match source-port

[JaHHoi komaHaol yctaHasnmnsaetca Homep TCP/UDP-nopTa otnpasuTens, 419 KOTOPOro AO/HKHO
cpabartbiBaTb NpaBuso.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CunHTtakcuc
match source-port { <PORT> | any }

no match source-port

MapameTpbl

<PORT> - Homep TCP/UDP-nopTa oTnpaBuTessi, NPMHUMAaEeT 3HadeHus [1..65535]. Mpu ykazaHum 3HaueHns
«any» npasuno byaet cpabartbiBatb ana nodoro TCP/UDP-nopta otnpasutens.

3HauyeHue No ymosi4aHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match source-port any
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match vian

[aHHoI KomaHAoW ycTaHaBNMBaETCA 3HavYeHne naeHTugnkaumoHHoro Homepa VLAN, 415 KOTOPOro A0/MHKHO
cpabarbiBaTtb nNpasuso.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTakcuc
match vlan <VID>

no match vlan

MapameTpbl

<VID> — naeHTUdmMKaLmnoHHbIn Homep VLAN, npuHnuMaeT 3HaueHus [1...4094).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-ACL-RULE

Mpumep

esr(config-acl-rule)# match vlan 100

rule

JaHHaa komaHga ncnonb3yercs 415 Co34aHns npasusia u nepexoga B pexum koHgurypuposaHus CONFIG-
ACL-RULE. MpaBuna obpabarbiBatoTCA YCTPONCTBOM B MOPSAKE BO3pacTaHUsA NX HOMEPOB.

Vicnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHZbl (N0) yaanseT ykaszaHHoe npaBusio.

CuHTakcuc
[no] rule <ORDER>

MapameTpbl

<ORDER> - Homep npaBuna, npuHUMaeT 3HaueHus [1..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ACL
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Mpumep

esr(config-acl)# rule 10
esr(config-acl-rule)#

service-acl input

[aHHasi KoMmaHga NCnonb3yeTcs AN NPUBA3KN YKa3aHHOMO CNUcKa KOHTPO/S AOCTyNa K KOHUrypupyeMmomy
NHTepdency ansa puneTpauun Bxogsilero Tpadguka.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT NpuBsA3KY Cnvcka KOHTPOS AoCTyna K
[AaHHOMY MHTepdeiicy.

CuHTakcuc
service-acl input <NAME>

no service-acl input

MapameTpbl

<NAME> — nms cnmncka KOHTpPons A0oCTyna, 3afaétcsa CTpokoin go 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# service-acl input acl-ssh-drop

show ip access-list

[JaHHasi KoMaHga UCnosb3yeTcs A1 NPOCMOTPA CMCKOB YNPaB/EHNS AOCTYMOM.

CuHTakcuc
show ip access-1list [ <NAME> [ <ORDER> ] ]

MapameTpbl
<NAME> — ums cnncka ynpasneHus AocTynom, 3agaéTcs CTpokoii Ao 31 cMmBona;

<ORDER> - HOMep npasuna, npuHumaet 3HadeHus [1..4096]. Mpu ykazaHum Homepa npasuia 6yaert rnokasaHa
NHhopMaLmsa TO/IbKO MO AaHHOMY Nnpasusy.
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1

KomaHgHbIii pexum

ROOT

Mpumep

esr#
Name

acl-
acl-

show ip access-l1ist

telnet-drop
ssh-drop

Description

Drop SSH traffic

esr# show ip access-list acl-ssh-drop

Inde
Matc

Acti
Stat

X:

hing pattern:
Protocol:

Source MAC address:
Source IP address:
Source port:

Destination MAC address:

Destination IP address:
Destination port:

on:

us:

1

TCP(6)
any

any

any

any

any

22

Deny
Enabled

ESR-Series. CnpaBoyHnK komaHz CLI

Inde
Matc

Acti
Stat

X:

hing pattern:
Protocol:

Source MAC address:
Source IP address:

Destination MAC address:

Destination IP address:
on:
us:

any
any

any

any

any
Permit
Enabled
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21 YnpasneHue Firewall

+ action

+ clear ip firewall counters

+ clear ip firewall sessions

+ clear ipv6 firewall counters

+ clear ipv6 firewall sessions

+ description

* enable

+ ip firewall disable

* ip firewall mode

+ ip firewall sessions counters

+ ip firewall sessions allow-unknown

+ ip firewall sessions generic-timeout

+ ip firewall sessions icmp-timeout

« ip firewall sessions icmpvé-timeout

+ ip firewall sessions max-expect

+ ip firewall sessions max-tracking

« ip firewall sessions tcp-connect-timeout
+ ip firewall sessions tcp-disconnect-timeout
+ ip firewall sessions tcp-estabilished-timeout
+ ip firewall sessions tcp-latecome-timeout
+ ip firewall sessions tracking

+ ip firewall sessions udp-assured-timeout
+ ip firewall sessions udp-wait-timeout
« match application

* match destination-address

+ match destination-address-port

* match destination-mac

+ match destination-nat

+ match destination-port

+ match fragment

« match icmp

« match ip-option

+ match protocol

* match source-address

+ match source-address-port

* match source-mac

+ match source-port

+ ports firewall enable

* rate-limit pps

* rearrange

* renumber rule

* rule

* security zone

* security-zone

* security zone-pair

+ show ip firewall counters

+ show ip firewall sessions

+ show ip firewall sessions tracking

+ show ipv6 firewall counters

+ show ipv6 firewall sessions

+ show security zone

+ show security zone-pair

+ show security zone-pair configuration
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action

[laHHas KoMaHAa UCnonb3yeTcs ANs YKaszaHus AeiCcTBUS, KOTOPoe A0/MKHO ObiTb MPUMEHEHO ANt Tpadmka,
Y[I0B/IETBOPSIIOLLENO 3ajaHHbIM KPUTEPUSAM.

Mcnonb3oBaHue oTpulatensHoli hopmMbl komaHAabl (N0) yaansieT Ha3HaueHHoe AelicTBue.

CuHTakcuc

action <ACT> [log]

no action

MapameTpbl

<ACT> - Ha3Ha4yaeMmoe JelicTBue:

permit — npoxoxaeHne Tpadvka paspeLlaercs;

deny — npoxoxgeHve Tpacuka 3anpeLlaercs;

reject — npoxoxgeHue Tpadvka 3anpeLaeTcs, a Takke NnocbliaeTcs OTNpaBUTE/O OTBET 06 OLLMOKE;
netflow-sample — npoxoxaeHne Tpacurka paspeLlaeTcs 1 OCyLLECTBASETCA SKCNOPT CTATUCTUKN NO
npotokony Netflow;

sflow-sample — npoxoxaeHne Tpadmka paspeLlaeTcs 1 OCyLLECTBASETCA KCMNOPT CTATUCTUKN NO
npotokony sFlow;

log — kntoY 4Na aKTMBaLUK NTOTMPOBAHUS CECCUIA, yCTaHaBNMBAOLLMMUCS COT1IaCHO JaHHOMY npaBuiy.

3Ha4yeHune no ymonyaHuio

[JeiicTtBue He HaCTpPOEHO, normposaHmne OTK/TIYEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA

10

KomaHZgHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# action permit

clear ip firewall counters

[laHHOi KoMaH10li ocyllecTBNsSieTCs cbpoc cueTumko npasun Firewall.

CuHTakcuc

clear ip firewall counters [ vrf <VRF> ] [ <SOURCE-ZONE> [ <DESTINATION-ZONE>
[<KORDER>] T 1]

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaétcs ctpokoi o 31 cumsona. MNpu ykazaHum faHHoro napametpa oyayT
OUNLLEHbI CHETUMKN NpaBu B ykazaHHoM VRF;
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<SOURCE-ZONE> — 30Ha 6e30nacHOCTK, U3 KOTOPOIi NnocTynaeT Tpadvk;
<DESTINATION-ZONE> - 30Ha 6€30MacHOCTM, B KOTOPYIO NOCTynaeT Tpaduk;

<ORDER> — HOMep npaBuna, npuHuMaeT 3HadeHus [1..10000]. Mpwu ykazaHun HoMepa npasunia 6yayT
OYULLEHbI CYETUMKM TOMILKO MO AaHHOMY Mpasusy.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear ip firewall counters trusted self

clear ip firewall sessions

[aHHOI KOMaHAoM OCYLLEeCTBNAETCA yaasleHne akTuBHbIX IP-ceccuin.

CuHTakcuc

clear 1ip firewall sessions [ vrf <VRF> ] [ protocol <TYPE> ] [ inside-source-address
<ADDR> ] [ outiside-source-address <ADDR> ] [ inside-destination-address <ADDR> ]

[ outside-destination-address <ADDR> ] [ -inside-source-port <PORT> ] [ outside-source-
port <PORT> ] [ dinside-destination-port <PORT> ] [ outside-destination-port <PORT> ]

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaétca ctpokoii go 31 cumsona. Mpu ykasaHuv gaHHOro napamerpa 6yayTt
y4asieHbl aKTUBHbIE ceccum B ykasaHHOM VREF,

<TYPE> — TMn npoTokosa, NpUHMMaET 3Ha4YeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb npuHUMaeT 3HaueHus [0..255];
<PORT> — TCP/UDP nopT, npyH1MaeT 3HaueHus [1..65535];

inside-source-address — ko4 ANsA ykasaHus IP-agpeca NCTOUHMKA, NPUXOAALLMX NaKeTOoB;
inside-destination-address — kntou gnsa ykasaHus IP-agpeca HasHauyeHus, NpuxogsLmx NakeTos,;
outiside-source-address — ko4 ans ykasaHus IP-agpeca ncTouHvka, oTnpasisieMbIX NakeTos.;
outside-destination-address — kntou gnsa ykasaHus IP-agpeca HazHaueHUs OTrnpaB/iieMblX NaKeTOoB;
inside-source-port — kntoy an1a ykasaHma TCP/UDP nopTta oTnpaBuTenst B NPUXOAALLNX NakeTax;
outside-source-port — kntou ansa ykasavmsa TCP/UDP nopta otnpaBuTens B oTnpaBAsieMblX NakeTax;
inside-destination-port — kntou ans ykasanus TCP/UDP nopTta HasHauyeHus B NpUXOASALLMX NakeTax;

outside-destination-port — kntoy ans ykasaHusa TCP/UDP nopTta Ha3HauyeHUsi B OTNpaB/IsieMbIX NakeTax.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

453



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
ROOT

Mpumep

esr# clear ip firewall sessions vrf VRF1

clear ipvé6 firewall counters

[laHHOI KomaHAol ocylLecTBNsSeTCA cOpoc cueTumkoB npaeun Firewall.

CuHTakcuc

clear 1ipv6e firewall counters [ vrf <VRF> ] [ <SOURCE-ZONE> [ <DESTINATION-ZONE>
[<ORDER>] 1 1]

MapameTpbl

<VRF> — ums aksemnnsipa VRF, 3agaétcsa ctpokoii o 31 cumBona. Mpu ykasaHun gaHHOro napametpa 6yayT
OUYULLEHbI CHETUMKN Npasu B ykazaHHOM VRF.

<SOURCE-ZONE> - 30Ha 6e30nacHOCTH, U3 KOTOPOI NOCTynaeT TpaduK.
<DESTINATION-ZONE> - 30Ha 6€30MacHOCTM, B KOTOPYIO NOCTynaeT Tpaduk.

<ORDER> — HOoMep npaBuna, npuHumaeT 3HadeHns [1..10000]. Mpwu ykazaHun HoMepa npasunia 6yayT
OYMLLEHBbI CYETYMKMN TOSIBKO MO AaHHOMY npasuy.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# clear ipve firewall counters trusted self

clear ipvé6 firewall sessions

[aHHOoIn KoMaHAoM OCYLLEeCTBNAETCA yaanieHne akTuBHbIX IPve-ceccuin.

CuHTakcuc

clear 1ipv6 firewall sessions [ vrf <VRF> ] [ protocol <TYPE> ] [ inside-source-address
<IPV6-ADDR> ] [ outiside-source-address <IPV6-ADDR> ] [ dinside-destination-address <IPV6-
ADDR> ] [ outside-destination-address <IPV6-ADDR> ] [ 1inside-source-port <PORT> ]

[ outside-source-port <PORT> ] [ 1inside-destination-port <PORT> ] [ outside-destination-
port <PORT> ]
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MapameTpbl

<VRF> - nmsa ak3emnnspa VRF, 3agaétca ctpokoii go 31 cumsona. Mpu ykasaHuv gaHHOro napamerpa 6yayTt
yAasneHbl akTVBHble ceccun B ykasaHHOM VRF.

<TYPE> — TMn npoTokosa, NpUHMMaEeT 3HadYeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre.

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Buge X:X:X:X::X, rae kaxgasa yactb NpMHMMaeT 3Ha4YeHUs B
LwecTHaauartepruHom cpopmare [0..FFFF].

<PORT> — TCP/UDP nopT, npyH1MaeT 3HaueHus [1..65535];

inside-source-address — koMaHga Ans ykasaHus IPvbe-agpeca MCTOYHUKA, NPUXOAALLMX NaKETOB.
inside-destination-address — komaHaa ansa ykasaHus IPvb-agpeca HazHauyeHus), NPUXoasLmnX nakeTos.
outiside-source-address — koMaHga ANns ykazaHus IPvb-agpeca UCTOUYHMKA, OTNPaB/IsieMblX NakeToB.
outside-destination-address — komaHga A/1a ykasaHus IPv6-agpeca HazHaueHust oTrpas/iseMblX NaKeTos;
inside-source-port — ko4 an1a ykasaHma TCP/UDP nopTta oTnpaBuTenst B NPUXOAALLMX NakeTax;
outside-source-port — kntoy gnsa ykasavms TCP/UDP nopta otnpaBuTens B oTnpaBAsieMblX NakeTax;
inside-destination-port — kntou ans ykazannsa TCP/UDP nopTta HasHauyeHus B NPUXOAALLMX NakeTax;

outside-destination-port — kntoy ans ykasaHusa TCP/UDP noprta Ha3HauyeHUsi B OTNpaB/isieMbIX NakeTax.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear ipve firewall sessions vrf VRF1

description

[aHHasi KoMaHa UCMoMb3yeTcs A1 U3MEHEHWS ONUCAHNSE KOHAPUIYPUPYEMOWA 30HbI UM NAapbl 30H
6e3onacHocTu. Vicnonb3oBaHue oTpuLatenibHoli hopMbl KoMaHabl (N0) yaansieT ycTaHOB/IEHHOE On1caHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHune 30Hbl 6€30MacHOCTH, 3a4a€TCA CTPOKON A0 255 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-ZONE
CONFIG-ZONE-PAIR
CONFIG-ZONE-PAIR-RULE

Mpumep
esr(config-zone)# description "Trusted interfaces"
enable

JaHHaa komaHga NCMNONb3YETCA A1 aKTUBMPOBaHUA npaswusia.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) AeakTUBMPYET NPaBUIIO.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep
esr(config-zone-rule)# enable
ip firewall disable

[aHHaa KomaHaa ncnonb3yeTcs Ans oTknveHus dyHkuun Firewall Ha ceTeBom uHTEpdeiice.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) BKoUaeT doyHKumio Firewall Ha ceTeBom MHTEpdeiice.

CuHTaKkcuc

[no] ip firewall disable
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM
CONFIG-VTI
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-L2TP
CONFIG-LT
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-OPENVPN

Mpumep

esr(config-if-gi)# ip firewall disable

ip firewall mode
[JaHHas komaHaa UCnonb3yeTcst A5 BbIGopa pexvma paboTbl MEXCETEBOTO 3KpaHa.

icnonb3oBaHue oTpuLaTeNbHO (DOPMblI KOMaH bl (N0) yCTaHAB/IMBAET PEXUM PaboThbl MEXCETEBOIO 3KpaHa
Mo YMOJ/YaHWIO.

CuHTakcuc

ip firewall mode <MODE>

no ip firewall mode
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MapameTpbl
<MODE> — pexum paboTbl MEXCETEBOIO 3KPaHa, MOXET NPUHUMATL 3HAUYEHUSA:

+ stateful — pexxwum, npyn KOTOPOM MapLLpPyTU3aTOP OTC/EXMBAET ceccum. NepBble NakeTbl ceccumn
NPOXOAAT NOJIHbIA LKA NPOBEPKN COMMACHO NpaBu/l MEXCETEBOro aKpaHa, a nocneayoLime nakeTbl
ceccuv MapLUpyTU3NPYTCA 6e3 AOMNOMHUTE/BHBIX NPOBEPOK. JaHHOe NpaBusio He pacnpocTpaHseTcs
Ha paboTy mexaHunsma DPI.

+ stateless — pexum, Npy KOTOPOM MapLLPYTU3ATOP He OTCNeXmBaeT ceccun. Kakaplii nakeT NpoxoauT
MOJTHbIA LMKA NPOBEPKN COMNACHO MpaBul MEXCETEBOI0O 3KpaHa, YTO CYLLLECTBEHHO CHMKaEeT
NPoOn3BOANTENBLHOCTL 060PYA0BaHNSA. VICNoNb30BaHUe AaHHOIo pexumMa A4onyCTUMO TO/IbKO B YC/T0BUSAX
KpaliHein Heo6xoaUMOCTH.

3HayeHue No ymosiMaHuio

stateful

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip firewall mode stateless

ip firewall sessions counters

KoMaH/10i1 BbINosHsEeTCA BKAoUeHne cuetumkoB ceccuii anst NAT u Firewall. CueTumkm yBennumMBaroTcsa To/1bKo
TOrAQ, Korfa yctaHaB/MBaeTCcsl HoBasi ceccust. /18 YCTaHOB/IEHHbIX CECCUI YBENTMUYEHMS] 3HAUYEeHWIA CUETUMKOB
He NPOUCXOAUT NP NPOXOXAEHUN NAKETOB. BK/OUEHME CHETUMKOB CHUXXAET NPOU3BOAUTENIbHOCTb
mMapLupyTu3arTopa.

KomaHgpbl Ans npocMoTpa CHETYMKOB M CECCUIA OnmncaHbl B pasgenax Ynpasnenne Firewall, Ynpasnenve
Firewall, YnpaBnenwue Firewall u Ynpasnenwue Firewall.

Micnonb3oBaHue oTpuuaTesnibHol hopMbl KOMaHAb! (NO) OTK/IOYAET CUETUMKN CECCUIA.

CuHTakcuc

[no] 1ip firewall sessions counters

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions counters

ip firewall sessions allow-unknown

[laHHOI KoMaHAol OTKNoYaeTCA PUILTPALMA NaKeToB, 4151 KOTOPbIX HE yAasiocb onpeaenunTb
NPUHAANEXHOCTb K KAKOMY-/IM60 M3BECTHOMY COEANHEHMIO 1 KOTOpbIe He SAB/SIKOTCA HavasloM HOBOTO
coefINHeHuUsI.

icnonb3oBaHue oTpuuaTesibHoin (hopMbl KOMaHZbl (NO) BK/IHOUAET OUIbTPaLMLO.

CuHTakcuc

[no] ip firewall sessions allow-unknown

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions allow-unknown

ip firewall sessions generic-timeout

[aHHOI KOMaH 10V onpefensieTcs BPEMsI XW3HI CECCUM A5 HENOAAEPXNBAEMbIX MPOTOKO/IOB, MO UCTEYEHNUN
KOTOPOTr0 OHa CUMTaEeTCs yCTapeBLUeli 1 yaanseTca u3 Tabnulpbl OTC/IEXNBAEMbIX CECCUIA.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
ip firewall sessions generic-timeout <TIME>

no ip firewall sessions generic-timeout

MapameTpbl

<TIME> — Bpemsl XXN3HN cecCun Ansa HenogaepXxmBaemMblX MPOTOKO/10B, MPUHUMAET 3HAYEHNS B CEKyHAaxX
[1..8553600].

3HaueHue No yMmosi4aHuio

60 cekyHq

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions generic-timeout 60

ip firewall sessions icmp-timeout

[aHHoln KomaHaon onpegensieTca Bpems XusHm ICMP-ceccum, No MCTe4eHUn KOTOPOro OHa cunTaeTcs
ycTapeBLUein n yganseTca u3 tabnuupbl OTC/IeXmMBaeMblX CECCUN.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ip firewall sessions dicmp-timeout <TIME>

no ip firewall sessions icmp-timeout

MapameTpbl

<TIME> - Bpems xu3Hu ICMP-ceccuu, NpUHUMAaET 3HaueHust B cekyHaax [1..8553600].

3HauyeHue No ymosi4aHuio

30 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# ip firewall sessions -icmp-timeout 60

ip firewall sessions icmpv6-timeout

[aHHoii KomaH 1ol onpefensieTcs Bpemsi Xu3Hu ICMPV6-ceccum, No UCTEUEHUI KOTOPOrO OHA CUMTAETCS
ycTapeBLLUell 1 yaansetcs U3 Tabnuibl OTCNEXMBAEMbIX CECCUIA.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
ip firewall sessions icmpv6-timeout <TIME>

no ip firewall sessions icmpv6-timeout

MapameTpbl

<TIME> - Bpemsi xu3Hu ICMPv6-ceccum, NpuHMMAaeT 3HadeHns B cekyHaax [1..8553600].

3HayeHue nNo ymosiMaHuio

30 cekyHa

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip firewall sessions icmpv6-timeout 60

ip firewall sessions max-expect
[aHHoi KomaHaoW onpegensieTcsa pasmep Tabnmubl Ceccuii OXnaarLmx 06paboTku.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
ip firewall sessions max-expect <COUNT>

no ip firewall sessions max-expect

MapameTpbl

<COUNT> - pa3mMep Tab/nuLibl, NPUHMMAaET 3HaueHus [1..8553600].
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3Ha4yeHune no ymonyaHuio
256

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions max-expect 512

ip firewall sessions max-tracking
[aHHoii KOMaHAoi onpeaensieTcs pasmep Tab/nLbl OTC/IEXMBAEMbIX CECCUIA.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ip firewall sessions max-tracking <COUNT>

no ip firewall sessions max- tracking

MapameTpbl

<COUNT> - pasmep TabnuLibl, NpUHMMAaET 3HaueHus [1..8553600].

3HauyeHue No ymosiuaHuio
512000

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip firewall sessions max-tracking 256000

ip firewall sessions tcp-connect-timeout

[aHHoi KomaHaoW onpegensieTca Bpems XusHm TCP-ceccum B COCTOAHUM «COeAUHEHME YCTaHaB/IMBAETCA», MO
NCTEYEHNM KOTOPOrO OHAa CUYMTAETCA yCTapeBLUel U yaansaeTcs u3 Tabnuupbl OTCIeXMBaeMbIX CECCUA.
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icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ip firewall sessions tcp-connect-timeout <TIME>

no ip firewall sessions tcp-connect-timeout

MapameTpbl

<TIME> — Bpems xu3Hu TCP-ceccun B COCTOSIHUM "cOeiHEHNE yCTaHaBNMBaeTcs", NPMHUMAET 3Ha4YeHUs1 B
cekyHax [1..8553600].

3HauyeHue No yMmo4aHuio

60 cekyHq

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions tcp-connect-timeout 120

ip firewall sessions tcp-disconnect-timeout

[aHHol KomaHaoW onpegensieTca Bpems XusHu TCP-ceccum B COCTOSAAHMM "cOeMHEHNE 3aKpbIBaeTcs", No
NCTEYEHNN KOTOPOro OHa CYMTaeTCs ycTapeBLUEn 1 yaanseTcsa U3 Tabnuubl OTCIEXUBAEMbIX CECCUIA.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ip firewall sessions tcp-disconnect-timeout <TIME>

no ip firewall sessions tcp-disconnect-timeout

MapameTpbl

<TIME> - Bpems xun3Hu TCP-ceccnm B COCTOAHUM "coeiHEHVE 3aKpbiBaeTCs", NPUHUMAET 3HaYEeHNS B
cekyHaax [1..8553600].

3HauyeHue No ymosi4aHuio

30 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
15

463



ESR-Series. CnpaBoyHnK komaHz CLI

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions tcp-disconnect-timeout 10

ip firewall sessions tcp-estabilished-timeout

[aHHoin KomaHaon onpegensieTcsa Bpems xusHm TCP-ceccum B COCTOAHMM "COeAMHEHNE YCTAHOBNEHO", N0
NCTEYEHUN KOTOPOro OHa CYMTAETCs YCTapeBLLEN 1 yaanseTcsa U3 Tabnuubl OTCIEXUBAEMbIX CECCUIA.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ip firewall sessions tcp-estabilished-timeout <TIME>

no ip firewall sessions tcp-estabilished-timeout

MapameTpbl

<TIME> — Bpems xu3Hun TCP-ceccun B COCTOSIHUM "COeAMHEHNE YCTAHOB/MEHO", NPMHMMAET 3Ha4YeHus1 B
cekyHax [1..8553600].

3Ha4yeHue no ymonyaHuio

120 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions tcp-estabilished-timeout 3600

ip firewall sessions tcp-latecome-timeout

[aHHoli KomaHZo onpeaensieTcs BpeMsi OXUAaHUs, N0 MCTEYEHMN KOTOPOrO NPOMCXoANT hakTU4ecKoe
yaaneHue 3akpbitoii TCP-ceccum 13 Tabnuubl OTCNEXMBAEMbIX CECCUNA.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

ip firewall sessions tcp-latecome-timeout <TIME>

no ip firewall sessions tcp-latecome-timeout
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MapameTpbl
<TIME> - BpeMsi oXxuaaHusi, NpUHUMaeT 3HaYeHns B cekyHaax [1..8553600].

3HayeHue No ymosiMaHuio

120 cekyHA

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions tcp-latecome-timeout 10

ip firewall sessions tracking

[ aHHOV KOMaH0Vi BK/TOYAETCA (PYHKLMS OTC/IEXMBAHNSA CECCUI YPOBHS MPUNIOXEHWIA ANst OTAENbHBIX
MPOTOKO/I0B.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/OYAET OYHKLMIO OTCEXMBaHMS CECCUI YPOBHS
NPUNOXEHWI ANa OTAENbHbIX NPOTOKO/IOB.

CuHTakcuc

ip firewall sessions tracking { <PROTOCOL> | sip [ port <OBJECT-GROUP-SERVICE> ] }
no ip firewall sessions tracking { <PROTOCOL> | sip [ port <OBJECT-GROUP-SERVICE> ] |
all }

MapameTpbl

<PROTOCOL> — npoTOKO/1 YPOBHSA NPUMIOXKEHWUIA, CECCUN KOTOPOTo AOMKHbI OTCAEXNBATLCSA, MPUHUMAET
3HaueHus [ftp, h323, pptp, netbios-ns].

<OBJECT-GROUP-SERVICE> - nms npodmnsa TCP/UDP-nopToB sip ceccun, 3agaéTtca cTpokor Ao 31 cumsona.
Ecnwv rpynna He ykasaHa, TO OTC/ieXuBaHue ceccuii sip byaet ocywecTBnAtbesa ans nopta 5060.

BmecTo nmeHn 0TAeNbHOro NPOTOKOa MOXHO UCNonb3oBaTh Krtod “all”, koTopblil BKItoUaeT oyHKLUMIO
OTC/IEXMBAHNSA CECCUIA YPOBHS NPUIOXKEHWNIA 418 BCEX AOCTYMHbIX NPOTOKO/OB.

3Ha4yeHue no ymonyaHuio

OTKMOYEHO AN1A BCEX NMPOTOKOJ10B.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions tracking ftp

ip firewall sessions udp-assured-timeout

[aHHoii komaHaon onpegensieTcs Bpems xunsHm UDP-ceccumn B cocTosiHum "coeguHeHre NoaATBEPXAEHO", MO
NCTEYEHNM KOTOPOrO OHAa CUYMTAETCH yCTapeBLUEel 1 yaanseTcs u3 Tabnuupbl OTCIEXMBAEMbIX CECCUIA.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ip firewall sessions udp-assured-timeout <TIME>

no ip firewall sessions udp-assured-timeout

MapameTpbl

<TIME> - Bpems xu3Hn UDP-ceccumn B coCcTosIHMM "coegnHEHME NOATBEPXAEHO ", MPUHUMAET 3HAYEHNS B
cekyHax [1..8553600].

3Ha4yeHue no ymonyaHuio

180 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions udp-assured-timeout 3600

ip firewall sessions udp-wait-timeout

[laHHoi komaHaol onpeaensieTcs BpeMs xu3Hu UDP-ceccun B COCTOSIHUM «COEAVHEHME HE NOATBEPXAEHO»,
Mo MUCTEYEHUN KOTOPOro OHA CHUTAETCS yCTapeBLUEei 1 yaanseTcs U3 Tabnuubl 0TCeXNBAEMbIX CECCUIA.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

ip firewall sessions udp-wait-timeout <TIME>

no ip firewall sessions udp-wait-timeout
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MapameTpbl

<TIME> - Bpems xu3Hu UDP-ceccumn B COCTOSIHUM «COEANHEHME HE MOATBEPXKAEHO», MPUHUMAET 3HAYEHUSA B
cekyHaax [1..8553600].

3HayeHue No ymosiMaHuio

30 cekyH

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip firewall sessions udp-wait-timeout 60

match application

[JlaHHOli KOMaHAo ycTaHaBMBAETCA NPOGWb NPUIOXKEHWIA, A1St KOTOPbIX AO/HKHO cpabaTbiBaTb NPaBUIIO.
[JaHHan yHKUMS UCnonb3yeTcs ANna uasTpauum no npuioxeHusiMm (Mexanmsm DPI)

Mpwn ncnonb3oBaHWMM NapaMeTpa «not» NnpaBuio ByaeT cpabaTbiBaTb 4151 NPUIOXKEHWIA, KOTOPbIE HE BXOAAT B
yKasaHHbIn npocusb.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match [not] application <OBJ-GROUP-APPLICATION>

no match application

MapameTpbl

<0OBJ-GROUP-APPLICATION> — nms npodunnsa NnpunoxeHuii, 3agaértcs cTpokoin ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match application APP_DENY
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match destination-address

[aHHolh KomaHaon ycTaHaBnuBaeTcs npounb IP-agpecosB nonyyarens, 418 KOTOpbIX AO/HKHO cpabaTtbiBaTb
npaswuno.

Mpu ucnonb3oBaHUM NapaMeTpa «not» npaBuio GyaeT cpabaTtbiBaTth A5 IP-aapecoB nosyyaressi, KoTopble He
BXOAST B YKa3aHHbI Npognsib.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTakcuc
match [not] destination-address <OBJ-GROUP-NETWORK-NAME>

no match destination-address

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - nms npocomns IP-agpecos, 3agaétcsa cTpokoii o 31 cumsona. MNpu
yKasaHuun 3HaveHus «any» npaBuno byaet cpabaTbiBaTh 418 ntoboro IP-agpeca nonyyarens.

3Ha4yeHune no ymonyaHuio

any

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match destination-address local

match destination-address-port

[aHHoi KomaHaol ycTaHaBnmMBaeTcsa npodunb cBsa3ok IP-agpecos n TCP/UDP-nopToB nonyyarens, s
KOTOPbIX A0/DKHO cpabaTbiBaTb NpaBuso.

Mpwn ncnonb3oBaHUM NapameTpa «not» Nnpaesnno 6yaeTt cpabdartbiBaTb AN cBsA30K IP-agpecos n TCP/UDP-
NMOPTOB NoJlyyarens, KOTopble He BXOAAT B yKa3aHHbI npodusib.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (N0) OTMEHSIET HAa3HAYEHNe.
CuHTakcuc

match [not] destination-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

no match destination-address
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MapameTpbl

<OBJ-GROUP-ADDRESS-PORT-NAME> - umsa npodounia cesasok IP-agpecos n TCP/UDP-nopTos, 3agaétca
cTpokoit Ao 31 cumBona. MNpu ykazaHUn 3Ha4eHns «any» NpaBuIo He ByaeT yunTbiBaTb AaHHbIA CNOCO6
dunnsTpaumm.

3HayeHue No ymosiMaHuio

any

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match destination-address local

match destination-mac
[aHHoii komaHaon ycTtaHaBnnsaetcss MAC-agpec nony4yatens, An1s KOToporo A0/MKHO cpabaTbiBaTb NpasBusio.

Mpwn ncnonb3oBaHMKM napameTpa «not» (match not) npasuno 6yaet cpabatbiBaTtb Ana MAC-agpecoB
nonyyartens, OT/IMYHbIX OT YKa3aHHOro.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc

match [not] destination-mac <ADDR>
no match destination-mac <ADDR>

MapameTpbl

<ADDR> — MAC-agpec nony4arens, 3agaétcs B suge XX XX XX XX:XX: XX, rae kakaas 4acTb NpuHUMaeT
3HaueHus [00..FF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match destination-mac A8:F9:4B:AA:00:40
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match destination-nat

[aHHOoI KomaHAoW ycTaHaBNMBaAETCA OrpaHnYeHne, Npu KOTOpPOM NpaBuio byaeT cpabaTbiBaTb TOMbKO A5
Tpadmka, U3MEHEHHOIo CepBUCOM TpaHcisaumu IP-anpecoB 1 NOPTOB nostyvaTens.

Mpn ncnonb3oBaHUKM NapameTpa «not» Nnpasuio byaet cpabartbiBaTh ANnA Tpadurka, He U3MEHEHHOIO CEPBUCOM
TpaHcnsumn IP-aapecoB 1 NOPTOB nosyyartens. Vicnonb3oBaHne oTpuuaTtesibHOM hopMbl KOMaHAbl (NO)
OTMEHSeT Ha3HaueHue.

CuHTakcuc

match [not] destination-nat
no match destination-nat

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match destination-nat

match destination-port

[JaHHoli KomaHzoi yctaHasnmeaetcs npouab TCP/UDP-nopToB nosnyyarens, 415 KOTopbIX LO/MKHO
cpabartbiBaTb NpaBuso.

Mpun ncnonb3oBaHUN NapameTpa «not» Nnpasuio 6yaet cpabatbiBatb ana TCP/UDP-nopToB nonyyarens,
KOTOpPbIE HE BXOAAT B yKa3aHHbI Npodnsib.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT HasHaueHue.

CuHTakcuc
match [not] destination-port <PORT-SET-NAME>

no match destination-port

MapameTpbl

<PORT-SET-NAME> — ums npodouna TCP/UDP-noptos, 3agaétca ctpoka Ao 31 cumeona. MNpu ykasaHum
3HauYeHns «any» npaesuio dyaeTt cpabatbiBaTh ANA nodéoro TCP/UDP-nopTa nony4varens.

3HauyeHue No ymosi4aHuio

any
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match destination-port ssh

match fragment

[JaHHol KomaH0i onpefensaTca oparMeHTUPOBaHHbIE NakKeTbl, HarNpas/eHHble Ha YyCTPOMCTBO. KoMaHaa
npUMeHUMa TO/bKO B MpaBunax Mexay 3oHamu any self. Nog, gelictBme npasuia nonagatoT BTOPOL 1
nocneayowe parmeHTbl naketa. O6paboTka NakeToB 3TUM NPaBuU/IOM NPOUCXOAUT A0 TPAHCAALUN
agpecos DNAT.

Mpwn ncnonb3oBaHWMM NapaMmeTpa «not» NnpaBuio ByaeT cpabaTbiBaTb /151 HehparMeHTVPOBaHHbIX NaKETOB.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc

match [not] fragment
no match fragmen

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/I0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-pair-rule)# match fragment
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match icmp

[aHHaa KomaHaa ncnosnb3yeTcs /18 HacTpoliku napameTpoB npotokona ICMP, ecnv OH BbiGpaH KOMaHao
«match protocol». laHHOI KOMaHAO0WN yCTaHaBNMBaETCA TN U Kog, coobweHnii npotokona ICMP, ans koTopbIx
[O/MKHO cpabaTbiBaTb Npasusio.

Mpw “cnonb3oBaHMM NapameTpa «not» npasuno 6yaet cpabartbiBaTb A1 BCEX TUMOB U KOAOB COOOLLEHWI
npotokona ICMP, kpome ykasaHHbIX.

Mcnonb3oBaHue oTpulaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTakcuc
match [not] icmp { <ICMP_TYPE> <ICMP_CODE> | <OPTION> }

no match -icmp

MapameTpbl
<ICMP_TYPE> — Tun coo6uieHus npotokona ICMP, npuHumaet 3HadeHus [0..255];

<ICMP_CODE> - kop, coobuieHus npotokona ICMP, npuHumaeT 3HadeHus [0..255]. Mpu ykaszaHuy 3HaYeHns
«any» npaewnnio byget cpabdartbiBaTb 415 N060ro Koga coobeHusa npotokona ICMP

<OPTION> — cTtaHgapTHble Tunbl ICMP-co06LLEeHWIA, MOTYT NPUHMMAaTb 3HAYEHUS:

+ administratively-prohibited,;
« alternate-address;

+ conversion-error;

+ dod-host-prohibited;
+ dod-network-prohibited;
+ echo;

+ echo-reply;

+ host-isolated;

+ host-precedence;

* host-redirect;

* host-tos-redirect;

+ host-tos-unreachable;
* host-unknown;

+ host-unreachable;

+ information-reply;

+ information-request;
* mask-reply;

* mask-request;

* network-redirect;

* network-tos-redirect;
* network-tos-unreachable;
* network-unknown;

* network-unreachable;
+ option-missing;

+ packet-too-big;

« parameter-problem;
+ port-unreachable;

+ precedence;

+ protocol-unreachable;
+ reassembly-timeout;
 router-advertisement;
 router-solicitation;

+ source-quench;
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« source-route-failed;
+ time-exceeded;

+ timestamp-reply;

+ timestamp-request;
* traceroute.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match icmp 2 any

match ip-option

[laHHOI KoMaHAol onpeaenstTca NakeTbl, coaepxalyue onuun B IP-3aronoskax. KomaHga npyMeHMMa Tos1bKo
B NpaBunax mexay 3oHamu any self.

Mpun ncnonb3oBaHUKN NapamMmeTpa «not» Npasuno 6yaeTt cpabatbiBaTb 419 NAKETOB, HE COAEPXaLLMX Onuuii B
IP-3aronoBkax.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HauYeHue.

CuHTakcuc

match [not] +ip-option
no match +dip-option

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-pair-rule)# match ip-options
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match protocol

[aHHoi KomaHAoW ycTaHaBNnBaeTcs MMs UM Homep IP-NpoTokona, /19 KOTOPoro A0/MKHO cpabaTbiBaTb
npaswuno.

Mpu ncnonb3oBaHUM NapamMeTpa «not» Npasuio GyAeT cpabaTbiBaTh /151 BCEX NPOTOKO/I0B, KPOME YKa3aHHOIO.

Mcnonb3oBaHue oTpulaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CunHTtakcuc

match [not] protocol <TYPE>
no match protocol

match [not] protocol-id <ID>

no match protocol-id

MapameTpbl

<TYPE> — Tvn npoToKona, NpMHMMaeT 3HavyeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre.

Mpu yKkazaHU 3HaUeHus «any» NpaBuo byaeT cpabaTbiBaTb A5 N0ObIX NPOTOKO/IOB;

<ID> — naeHTUUKALIMOHHBI HoMep IP-npoTokona, NpuHMMaeT 3HadeHns [0x00-0xFF).

3Ha4yeHune no ymonyaHuio

any

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match protocol udp

match source-address

[aHHoi KoMaH1o¥i ycTaHaBIMBaeTcs Npodusb IP-aapecoB oTNpaBUTeNs, 4151 KOTOPbIX [0/HKHO cpabaTbiBaTb
npasuso.

Mpu ncnonb3oBaHuM napameTpa «not» (match not) npaeuno 6yaet cpabarbiBaTb Ans |IP-agpecos
OTNPaBMUTESS, KOTOPbIE HE BXOAAT B yKa3aHHbI Npousb.

Vicnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc

match [not] source-address <OBJ-GROUP-NETWORK-NAME>
no match source-address <OBJ-GROUP-NETWORK-NAME>
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MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nms npocouns IP-agpecos, 3agaétcsa cTpokoii o 31 cumsona. MNpu
yKazaHun 3Ha4YeHns «any» npasuno dyaet cpabarbiBaTth 418 ftoboro IP-agpeca otnpasuTtesns.

3HayeHue No ymosiMaHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match source-address remote

match source-address-port

[aHHoin KomaHAoW ycTaHaBnnBaeTcsa npousb cBA3okK IP-agpecos n TCP/UDP-nopToB oTnpasutens, ans
KOTOpPbIX A0/MHKHO cpabaTbiBaTb Npasusio.

Mpwn ncnonb3oBaHMKM NnapameTtpa «not» (match not) npasuno 6yaet cpabaTbiBaTh A1 CBSA30K IP-agpecos un
TCP/UDP-nopToB OTNpaBuTens, KOTOpble He BXOAAT B yKa3aHHbIi Npodunsib.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc

match [not] source-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>
no match source-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

MapameTpbl

<0OBJ-GROUP-ADDRESS-PORT-NAME> — ums npoduns cesasok IP-agpecos n TCP/UDP-nopToB, 3agaétcsa
CTpokoi Ao 31 cumBona. MNpu ykazaHUn 3Ha4YeHMs «any» NpaBuao He ByaeT yunTbiBaTb AaHHbIA CNOCO6
GounsTpaymn.

3Ha4yeHue no ymonyaHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ZONE-PAIR-RULE
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Mpumep

esr(config-zone-rule)# match source-address-port admin

match source-mac
JaHHoii KomaHJoii ycTaHasmBaeTca MAC-afpec oTnpaBuTess, A/ KOTOPOro A0/HKHO cpabaTbiBaTh Npasuso.

Mpu ucnonb3oBaHUM NapameTpa «not» (match not) npaeuno 6yaeT cpabatbiBaTh AN MAC-aapecoB
OTNPaBMUTESS, OT/IMYHbIX OT YKa3aHHOrO.

Vicnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc

match [not] source-mac <ADDR>
no match source-mac <ADDR>

MapameTpbl

<ADDR> — MAC-agpec otnpasutens, 3agaétca B Buge XX XX XX:XX:XX:XX, rae kaxnaa yactb npuHMMaeT
3HayeHus [00..FF].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match source-mac A8:F9:4B:AA:00:40

match source-port

[JaHHoii KomaHzol ycTaHaBnmBaeTcs npocounb TCP/UDP-nopToB oTnpaBuTens, A5t KOTOPbIX JO/MKHO
cpabartbiBaTh NpaBusIo.

Mpu ucnonb3oBaHUM NapaMeTpa «not» npaBuo 6yaet cpabatbiBaTth A1 TCP/UDP-nopToB oTnpaBuTens,
KOTOpblE He BXOAST B YKa3aHHbIVi Npodounsib.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAbl (N0) OTMEHSIET HAa3HAYEHNE.
CuHTakcuc

match [not] source-port <PORT-SET-NAME>

no match source-port

476



ESR-Series. CnpaBoyHnK komaHz CLI
MapameTpbl

<PORT-SET-NAME> - ums npochunsa TCP/UDP-nopTtoB, 3agaétcsa cTpokoi Ao 31 cumsona. Mpu ykazaHuu
3HauYeHuNa «any» npasuio dyaet cpabatbiBaTh ANA nodoro TCP/UDP-nopTa otnpasutens.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-zone-rule)# match source-port telnet

ports firewall enable

& B Tekyuleli Bepcum MO AaHHbIV hyHKLMOHAN NOAAEPXUBAETCS TOMbKO HA MapLUpyTU3aTopax
ESR-1000/1200/1500/1700

[aHHas KoMmaH[a akTUBMPYET OUILTPaLMIO U PEXMM OTCNEXMBAHUSA CECCUI NPY NPOXOXAEHNN NaKETOB
mMexay uneHamu Bridge-nHtepdelica.

icnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaHbl (N0) yaanseT HasHauYeHHOe AeicTBue.

CuHTakcuc

[no] ports firewall enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# ports firewall enable
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rate-limit pps

[laHHas komMaHAa orpaHMYMBaeT KOSIMYECTBO 06pabaTbiBaeMbIX MPaBUIOM NAKeTOB B CEKyHAY. KomaHaa
npYMeHMMa TOMbKO B NpaBuiax Mexay 3oHamu any self u npu ycnosum geiicteus action permit B aTom
npaswne.

Mcnonb3oBaHue oTpuuatenbHoli hopMbl kKomaHAabl (N0) yaansieT Ha3HaueHHoe AelicTBue.

CuHTakcuc
rate-limit pps <RATE>

no rate-limit

MapameTpbl

<PPS> — KOoNIM4YecTBO NAKETOB B CEKyHAY, NPUHMMAET 3HaueHus [1..10000].

3Ha4yeHune no ymonyaHuio

He orpaHunyeHo.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-ZONE-PAIR-RULE

Mpumep

esr(config-if-gi)# rate-limit pps 200

rearrange

JaHHaa koMmaHga MeHsAeT war mexay co3faHHbIMU npasuiamMu.

CuHTakcuc

rearrange <VALUE>

MapameTpbl

<VALUE> - war mexay npasuiamu, npuHuMaeT 3HadeHus [1..50].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ZONE-PAIR

478



Mpumep

esr(config-zone-pair)# rearrange 10

renumber rule

[JaHHasi KoMaHJa MeHsIeT HoOMep npaBuna.

CuHTakcuc

renumber rule <CUR_ORDER> <NEW_ORDER>

MapameTpbl
<CUR_ORDER> - TekyL\it HOMep npaBuna, npuH1uMaeT 3HadeHus [1..10000];

<NEW_ORDER> — HOBbIi1 HOMep npaBuna, NpMHUMaeT 3HadeHns [1..10000].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ZONE-PAIR

Mpumep

esr(config-zone-pair)# renumber rule 13 100

rule

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHaa KomaHaa ncnosnb3yeTcs A/1a co3haHnus npasuia u nepexoga B koMaHaHbI pexxum SECURITY ZONE
PAIR RULE. NMpaBnna o6pabaTtbiBatoTCA YCTPOMNCTBOM B NOpsiAke BO3pacTaHusi X HOMEPOB.

icnonb3oBaHue oTpuUaTesibHoi (DOPMbl KOMaH bl (N0) yaanseT ykazaHHoe NpaBusio.

CuHTakcuc
[no] rule <ORDER>

MapameTpbl

<ORDER> — HOoMep npasuna, npuHumaet 3HadeHns [1..10000]. Ecnu npu yaaneHnm ncnonb3yercs s3HaveHne
napametpa "all", To 6yayT yaaneHsl Bce npaBunia Anst KOHQMrypmpyemoi napbl 30H 6€30MacHOCTM.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-ZONE-PAIR

Mpumep

esr(config-zone-pair)# rule 10
esr(config-zone-rule)#

security zone

[JlaHHan komMaHza 1cnonb3yeTcs 418 CO3A4aHUst 30H 6e30MacHOCTY U Nepexosa B PeXMM KOH(MIypupoBaHUs
30HbI.

icnonb3oBaHue oTpuUaTesibHoi (hopMbl KOMaHbl (NO) yaanseT 3afaHHyto 30Hy 6e30MacHOCTW.

CuHTakcuc

[no] security zone [ <NAME> | all ]

MapameTpbl

<NAME> — umsi cosgaBaemMoii 30HblI 6e30NacHOCTK, 3afaéTcsl CTPOKOW A0 12 cnmBonoB. INpu BbINOSTHEHWN
oTpuuartenbHol hopMbl KOMaHAbl CO 3Ha4YeHnem napameTpa «all» 6yayT yaaneHbl Bce 30Hbl 6e30nacHOCTU.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security zone trusted
esr(config-zone) #

security-zone

[aHHaa KomaHAa ncnosnb3yeTcs s fobasneHns BbIGpaHHOIo CETEBOrO MHTepelica B 30Hy 6€30MacHOCTU.
cnonb3oBaHue oTpulatensbHoli hopmMbl komaHabl (No) yaansieT nHTepdeiic 13 30HbI.

CuHTtakcuc
security-zone <NAME>

no security-zone

MapameTpbl

<NAME> — nms 30HbI 6€30NacHOCTH, 3a4aETCsA CTPOKOM A0 12 CMMBO/IOB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-E1
CONFIG-MULTILINK
CONFIG-VTI
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP
CONFIG-OPENVPN
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER
CONFIG-PPTP-SERVER

Mpumep

esr(config-if-gi)# security-zone trusted

security zone-pair

ESR-Series. CnpaBoyHnK komaHz CLI

[JaHHas koMaHAa 1cnonb3yeTcs 418 CO34aHUsS Tpynnbl NPaBua AN Napbl 30H 6e30MacHOCTU.

Vicnonb3oBaHue oTpuLaTenbHoi (hopMbl KOMaHZbl (NO) yAanseT yKasaHHy rpynny npasu.

CuHTakcuc

[no] security zone-pair <SOURCE-ZONE> <DESTINATION-ZONE>

MapameTpbl

<SOURCE-ZONE> - 30Ha 6€30nacHOCTH, U3 KOTOPOW nocTynaeTt Tpaduk;
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<DESTINATION-ZONE> - 30Ha 6e30MnacHOCTM, B KOTOPYIO NocTynaeTt Tpaduk. Ha mapLupytmnsarope scerga
CyLlecTBYyeT 30Ha 6e3onacHOCTU ¢ MeHeM «self». Ecnin B kayecTBe nony4varens tpadvka BbiICTynaer cam
MapLUpyTM3aTop, TO ecTb TparK He ABNAETCA TPaH3UTHBLIM, TO B KAY4eCTBE NapameTpa ykasbiBaeTcs 30Ha
«self». Ecnun npun yganeHny ncnonb3yetcs 3HadeHne napameTpa «all», To 6yayT yaaneHbl Bce
KOHpurypupyemble napbl 30H 6e30MacHOCTW.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security zone-pair trusted self

show ip firewall counters

[laHHas KoMaHAa Ucnonb3yeTcs 418 NPOCMOoTPa CTAaTUCTUKI NO NakeTam, NPOXOAALLMM MeXay 30HaMK, Ans
KOTOPbIX HE YCTaHOB/IEHA CECCUs.

CuHTakcuc

show 1ip firewall counters [ vrf <VRF> ] [ <SOURCE-ZONE> [ <DESTINATION-ZONE>
[ <ORDER> ] ] ]

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaétca ctpokoii go 31 cumsona. Mpu ykasaHuv gaHHOro napamerpa 6yayTt
OTOOpaXeHbl CHETUMKM NpaBu B yka3aHHOM VRF;

<DESTINATION-ZONE> — 30Ha 6e30nacHOCTK, B KOTOPYHO NOCTynaeT Tpaguk;
<SOURCE-ZONE> - 30Ha 6€30nacHOCTH, U3 KOTOPOW nocTynaeTt Tpaduk;

<ORDER> — HOMep npaBuna, npuHumaeT 3HadeHus [1..10000]. Mpu ykazaHun HoMepa npasuna 6yaet
nokasaHa nHgopmauus T0/1bKo No aHHOMY npasuny.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show ip firewall counters trusted self

Zone-pair Rule Action Pkts Bytes
any/any default deny 0 0
trusted/self 1 permit 0 0
trusted/trusted 1 permit 0 0

show ip firewall sessions

[aHHasi KomaHa UCnosb3yeTcs A8 NPOCMOTPa aKTUBHbIX IP-ceccuii.

CuHTakcuc

show ip firewall sessions [ vrf <VRF> ] [ protocol <TYPE> ] [ 1inside-source-address
<ADDR>] [ outside-source-address <ADDR> ] [ inside-destination-address <ADDR> ]

[ outside-destination-address <ADDR> ] [ inside-source-port <PORT> ] [ outside-source-
port <PORT> ] [ inside-destination-port <PORT> ] [ outside-destination-port <PORT> ]

[ summary ] [ configuration ] [ expected ]

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaétcs ctpokoi o 31 cumsona. MNpu ykasaHum faHHoro napametpa oyayT
OTOOpaXeHbl akTUBHbIE ceccumn B ykazaHHOM VRF;

<TYPE> — TMn npoToKo/a, NpUHMMaET 3Ha4YeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];
<PORT> - TCP/UDP nopT, npuHMmaeT 3HaueHus [1..65535];

inside-source-address — koMaHga Ans ykasaHus IP-agpeca MCToYHMKa, NPUXo4ALLMX NaKeToB.;
inside-destination-address — komaHga ons ykaszaHus IP-agpeca HazHavyeHus, NPUXoASaLMNX NakeTos.;
outiside-source-address — komaHga 419 ykasaHus IP-agpeca UCTOYHMKE, OTNpaBAsieMblX NaKeToB.;
outside-destination-address — komaHga onsa ykasaHus IP-agpeca HazHavyeHUs OTnpaBseMbIX NakeTos;
inside-source-port — ko4 ans ykaszaHus TCP/UDP nopta oTnpasuTensa B NPUXOAALLMX NakeTax;
outside-source-port — knoy ans ykasaHusa TCP/UDP nopta oTnpasuTens B OTNpas/iseMblX Nakerax;
inside-destination-port — kntou ans ykasaHusa TCP/UDP noprta Ha3HauyeHust B MpUXoAALLNX nakeTax;
outside-destination-port — ktou ans ykasanmsa TCP/UDP nopTa HasHaueHus B OTNpaBisseMbIX NakeTax;
summary — BbIBOAUT CYMMAapHY0 CTatucTuky no IP-ceccusawm,

configuration — BbIBOAWT HACTPOIiKy TaiiMayToB 1 o6bema Tabnuy, IP-ceccuiz;

expected — KomaHga 4191 0TOGpPaXKEHNsT CECCUI, OXMAAOLLNX 06pabOTKN APYTNX CECCUIA.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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ESR-Series. CnpaBoyHnK komaHz CLI
Mpumep

esr# show ip firewall sessions
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

vrrp 4.4.4.4 224.0.0.18 4.4.4.4 224.0.0.18 -= -=

show ip firewall sessions tracking

[aHHoi KomaHa0l oTo6paxaeTcs HacTpolika oyHKLMOHaNa OTCNEXNBaHNUsl CECCUIA YPOBHS NPUOXEHNUIA.

CuHTakcuc

show ip firewall sessions tracking

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show ip firewall sessions tracking
Tracking Status:

FTP: Enabled
H.323: Enabled
GRE: Enabled
PPTP: Enabled
NETBIOS-NS: Enabled
SIP: Enabled

show ipv6 firewall counters

[JaHHasi KomaHa UCMo/b3yeTcs A/ NPOCMOTPA CTATUCTMKM MO NakeTam, NPOXoAsALLIMM MEXAY 30HaMW, A71s
KOTOPbIX HE YCTAHOB/IEHA CECCUS.

CuHTakcuc

show ipv6 firewall counters [ vrf <VRF> ] [ <SOURCE-ZONE> [ <DESTINATION-ZONE>
[ <ORDER> ] 1 1]

MapameTpbl

<VRF> — ums aksemnnsipa VRF, 3agaétcsa ctpokoii o 31 cumBona. Mpu ykasaHun gaHHOro napametpa oyayT
OTOBPaXKEHbI CYETUNKN NpaBun B ykazaHHOM VREF;
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<DESTINATION-ZONE> - 30Ha 6€30MacHOCTM, B KOTOPYIO NOCTynaeT Tpaduk;
<SOURCE-ZONE> — 30Ha 6e30nacHOCTK, N3 KOTOPOIi nocTynaeT Tpadvk;

<ORDER> — HOMep npaBuna, npuHumaeT 3HadeHus [1..10000]. Mpu ykazaHun HoMepa npasuna byaet
nokasaHa MHgopMauus To/IbKo No AaHHOMY NpasBusy.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ipv6e firewall counters trusted self

Zone-pair Rule Action Pkts Bytes
any/any default deny 0 0
trusted/self 1 permit 0] 0
trusted/trusted 1 permit 0] 0

show ipvé6 firewall sessions

[aHHaa kKomaHa Ucnosib3yeTcs 419 NPoCMoTpa akTUBHbIX IPv6-ceccuii.

CuHTakcuc

show ipv6e firewall sessions [ vrf <VRF> ] [summary] [ protocol <TYPE> ] [ 1inside-source-
address <IPV6-ADDR>] [ outiside-source-address <IPV6-ADDR> ] [ inside-destination-address
<IPV6-ADDR> ] [ outside-destination-address <IPV6-ADDR> ] [ inside-source-port <PORT> ]

[ outside-source-port <PORT> ] [ 1inside-destination-port <PORT> ] [ outside-destination-
port <PORT> ] [ expected ] [ summary ]

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaétca ctpokoii go 31 cumsona. Mpu ykasaHuv gaHHOro napamerpa 6yayTt
OTOOpaXeHbl aKkTUBHbIE ceccuu B yKkazaHHOM VRF;

<TYPE> — TMn npoTokona, NpuHMMaEeT 3Ha4YeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<IPV6-ADDR> - |IPv6-agpec, 3afaétca B Buge X:X:X:X::X, rge kaxaas yacTb NpUHMMaeT 3HaYeHus B
wecTHaguarepuuHom cdopmare [0..FFFF];

<PORT> — TCP/UDP nopT, npyH1MaeT 3HaueHus [1..65535];

inside-source-address — koMaHga Ans ykasaHus IPvé-agpeca MCTOYHMKA, NPUXOASALLMX NaKETOB;
inside-destination-address — komaHga ans ykasanus IPvb-agpeca HazHauyeHus, NPUXoAsLmnX NakeTos;
outiside-source-address — komaHga g1 ykasaHus IPv6-agpeca NCTOUHMKA, OTPaBAsiEMbIX NAaKETOB;
outside-destination-address — komaHga 419 ykasaHus IPvb-agpeca HazHaueHust OTrnpas/iseMblX NakeTos;
inside-source-port — kntoy an1a ykasaHma TCP/UDP nopTta oTnpaBuTenst B NPUXOAALLNX NakeTax;

outside-source-port — kntou ansa ykasanmsa TCP/UDP nopta otnpaBuTens B oTnpaBAsieMbIX NakeTax;
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inside-destination-port — kntou ans ykasaHusa TCP/UDP nopTta Ha3HauyeHUst B MPUXOAALLMX NakeTax;
outside-destination-port — kitou ans ykasanmsa TCP/UDP nopTa HasHaueHus B OTNpaBisieMblX NakeTax;
expected - KomaHza o189 0TOOPaXKEHMSA CECCUIA, OXMAAIOLLMX 06PabOoTKM ApYyrnx CeCCUii;

summary — BbIBOAWUT CYMMapHyto CTaTUCTKKy no IPv6-ceccusim.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ipv6e firewall sessions
Prot 1Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp6 fc00O::2 fc00::2 fce0::2 fcoO::2 -- --
icmp6 fc00O::2 fcoo::1 fce0::2 fcoo::1 -- --

show security zone

[JlaHHas komMaHAa 1cnonb3yeTcs 418 NPOCMOTpa MHTEPAIENCOB, BXOAALMX B 30HY 6€30MacHOCTM.

CuHTakcuc

show security zone [<NAME>]

MapameTpbl

<NAME> — nms 30Hbl, 3a4aéTcA CTpokoii o 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# show security zone

Zone name Interfaces
trusted gil/0/2-6, gil/0/8-24, bridge 1
untrusted gil/0/1, tel/0/1-2, bridge 2
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show security zone-pair

[JaHHasi KoMaHga UCnosb3yeTcst A/ NPOCMOTPA CNMcKa nap 30H.

CuHTakcuc

show security zone-pair

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show security zone-pair

From zone To zone
trusted untrusted
trusted trusted
trusted self
untrusted self

show security zone-pair configuration

[JaHHas komMmaHza ncnonb3yercs 418 NPoCMoTpa Npasua 4718 napbl 30H 6e30MacHOCTY.

CuHTakcuc
show security zone-pair configuration <SOURCE-ZONE> <DESTINATION-ZONE> [<ORDER>]

MapameTpbl
<SOURCE-ZONE> - 30Ha 6€30nacHOCTH, U3 KOTOPOW nocTynaeTt Tpaduk;
<DESTINATION-ZONE> — 30Ha 6e30nacHOCTK, B KOTOPYHO NOCTynaeT Tpaguk;

<ORDER> — HOMep npaBuna, npuHumaeT 3HadeHus [1..10000]. Mpu ykazaHun HoMepa npasuna 6yaet
nokasaHa nHgopmauus To/1bKo No aHHOMY npasusny.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show security zone-pair configuration trusted self

Order:

Description:

Matching pattern:
Protocol:
Src-addr:
src-port:
Dest-addr:
dest-port:

0 0

1

tep(6)
any
any
any
23

ESR-Series. CnpaBoyHnK komaHz CLI
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22 YnpaBneHue chunstpaymen

+ default action

+ description

« filter

* ip http profile

* ip http proxy

* ip http proxy aaa das-profile
* ip http proxy listen-ports

* ip http proxy redirect-port
* ip http proxy server-url

* ip https proxy

* ip https proxy listen-ports
* ip https proxy redirect-port
« urls local

+ urls remote

default action

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHol KomaH0I ycTaHaB/MBaeTCs AeicTBue A1 06paboTkm Tpadrika HeaBTOPU30BaHHBIX NO/Ib30BaTe e

cnonb3oBaHue oTpuuatensHoli hopmMbl komaHAabl (N0) yaansieT AeincTene ans 06paboTkm Tpadmka

HEeaBTOPN30BaHHLIX MO b30BaTene.

CuHTakcuc
default action <ACTION> { redirect-url <REDIRECT-URL>}

no default action

MapameTpbl

<ACTION> — peiicTBue, KoTopoe 6yAeT NPOUCX0AUTb AN1a Tpaduka HUKaK He ONMMCaHHOIo B Npodounsie.

BO3MOXHble 3Ha4YeHus:

*+ permit — nponyckatb http-3anpocsi;
+ deny — 6noknposarthb http-3anpocsi;
« redirect — nepeHanpasiATb 3aNpockl Ha onpeAeneHHbIi url-agpec.

<REDIRECT-URL> - url-agpec gns nepeHanpasneHus http-sanpocos. YkasblBaeTcsi TO/IbKO B pexume redirect.

3Ha4yeHune no ymonyaHuio

He 3agaHo.

HeoOxoaumblii ypoBEHb NPUBUIETUIA
15

KomaHZHbIi pexum
CONFIG-PROFILE

Mpumep

esr(config-profile)# default action deny
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description
[aHHol KomaHzoM 3aiaéTcs onvcaHue nNpodunsa unsTpauun.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAaNseT onucaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHwue, 3agaéTcs CTpolikoi ao 255 cMMBOOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-PROFILE

Mpumep

esr(config-profile)# description "deny any"

filter

[laHHOI KOMaHAoV BKHOUYAETCA PeXxnmM uibTpaummn AaHHbIX.

ESR-Series. CnpaBoyHnK komaHz CLI

icnonb3oBaHue oTpuLaTesibHoli (hoOpMbl KOMaHZbl (N0) PEXUM OUIbTPaLMM AaHHbIX OTK/THUAETCS.

CuHTakcuc
[no] filter <DATA-TYPE>

MapameTpbl

<DATA-TYPE> T1n gaHHbIX nognexawimx dunnstpauumn. MoXeT npuHUMaTh 3Ha4YeHUS:

+ activex
+ cookie
. JS

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-PROFILE

Mpumep

esr(config-profile)# filter cookie

ip http profile

[JaHHoli komaHzoi cozgaeTcs npochunb ounbtpaumn HTTP-Tpaduka n Npon3BOANTCS NEPEXOS, B PEXNM
KOHCQUIypMpoBaHUsi CO34aHHOT0 NPOHnNS.

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAb! (NO) yaanset npodunnb dmnstpauum HTTP-Tpadimka.

CuHTakcuc

[no] ip http profile <NAME>

MapameTpbl

<NAME> - umsa npodpuns counsrpaummn HTTP-Tpaduka, 3a4aeTca CTPOKo AnnHHol [1..31] cumBson.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip http profile HTTP-BLOCKED

ip http proxy
[aHHol KomaHaoM Ha MHTepdenc nam TyHHeNb HasHavaeTca npodunb unbTpaumm http-3anpocos.

icnonb3oBaHue oTpuuaTenbHo hopmMbl KOMaHAbl (No) Npodunnb chmunsTpaumm http-3anpocos yaansercs.

CuHTtakcuc
ip http proxy <NAME>
no ip http proxy

MapameTpbl

<NAME> — nms npodmnns. 3agaetcsa cTpokoi go 31 cumBona.

491



Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-VTI

CONFIG-LT
CONFIG-PPPOE

Mpumep

esr(config-cellular-modem)# ip http proxy HTTP-BLOCKED

ip http proxy aaa das-profile

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHas komaHAa ucnonb3yeTcs A5 Bbioopa Npodnis cepBepoB AnHammuyeckoii aBTopusauum (DAS), Ha

KoTopble 6yayT npuxoantb CoA 3anpockl o1 PCRF 06 nsmexHeHun cnuckos URL.

icnonb3oBaHme oTpuuaTesibHoli (DoOpMbl KOMaHAbl (N0) yaanset npothusib AMHAMUYECKO aBTOpU3aLuu.

CuHTakcuc

ip http proxy aaa das-profile <NAME>

no ip http proxy aaa das-profile

MapameTpbl

<NAME> - nms npocmnsi cepeepoB agnHammnyeckoin astopusauum (DAS), 3agaetcst cTpokoii Ao 31 cumBona.

3HauyeHue No ymosi4aHuio

Mpodonnb He 3aaaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip http proxy aaa das-profile my_server

ip http proxy listen-ports

[laHHOI KOMaHAoV yCTaHABNMBAETCS CNMCOK A0NONHUTENbHbIX tep-NopToB ANs dmnsTpaumm http-3anpocos (B
[0MoSTHEeHNe K cTaHdapTHbIM 80 1 8080).

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAANSET paHee Co3AaHHbI CMUCOK.

CuHTakcuc
[no] ip http proxy listen-ports <SERVICE_OBJ_GROUP_NAME>

MapameTpbl

<SERVICE_OBJ_GROUP_NAME> - npodomnb nopToB (object-group service). 3apaetcsi cTpokoii ao 31 cumsona.

3Ha4yeHue no ymonyaHuio
80, 8080

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ip http proxy listen-ports HTTP-ADD

ip http proxy redirect-port

[JaHHoin kKomaHaon onpegensieTca 6a3osbiin nopT HTTP Proxy-cepsepa Ha mapLupytmsaTtope. Konnyectso
NCNONb3yeMbIX MOPTOB COOTBETCTBYET UMC/Y A4eP npoueccopa.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTaKkcuc

ip http proxy redirect-port <PORT>
no ip http proxy redirect-port
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MapameTpbl
<PORT> - HoMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiMaHuio
3128

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip proxy http redirect-port 3001

ip http proxy server-url

JaHHoii komaHaoii 3agaeTtcs URL-agpec cepBepa, C KOTOPOro 6yAeT 3arpyaTbCs CMMCOK (ubTpauun.

icnonb3oBaHue oTpuuaTenbHoi hopmbl kKoMaHabl (no) yaanset URL-agpec cepsepa.

CuHTakcuc

[no] ip http proxy server-url <URL>

MapameTpbl

<URL> - url-agpec pecypca, 0TKyia He06X0AMMO CKauMBaTb ¢haiin Co CMMCKOM dmbTpaumi. 3agaeTcs
CTPOKOA A0 [8..255] cumBo/OoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep
esr(config)# ip http proxy server-url http://domain.example
ip https proxy

[aHHOoI KomaHAoW Ha MHTepdIenc unn TyHHeNb HasHavaeTcsa npodunb ounerpaymm https-3anpocos.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
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CuHTakcuc
ip https proxy <NAME>
no ip https proxy

MapameTpbl

<NAME> — ums npodmnns. 3agaeTcsa cTpokoii ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-VTI

CONFIG-LT
CONFIG-PPPOE

Mpumep

esr(config-cellular-modem)# ip https proxy HTTPS-BLOCKED

ip https proxy listen-ports

[JlaHHOli KOMaHAOo ycTaHaBMBAETCS CMUCOK AONOIHUTENbHLIX tcp-nopToB Ana dunnbTpayun https-3anpocos (B
[IONONHeHNe K cTaHgapTHoMy 433).

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAANSET paHee Co3AaHHbIi CMUCOK.

CuHTakcuc
[no] ip https proxy listen-ports <SERVICE_OBJ_GROUP_NAME>

MapameTpbl

<SERVICE_OBJ_GROUP_NAME> - npodomnb nopToB (object-group service). 3apaetcsi cTpokoii ao 31 cumsona.
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3Ha4yeHune no ymonyaHuio
433

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ip https proxy listen-ports HTTPS-ADD

ip https proxy redirect-port

ESR-Series. CnpaBoyHnK komaHz CLI

[aHHoin KomaHaol onpepensetca 6a3osblii nopT HTTPS Proxy-cepBepa Ha mapLupytusatope. Konnmuectso

CMosb3yeMbIX MOPTOB COOTBETCTBYET UMC/TY SiAEP NpoLieccopa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

ip https proxy redirect-port <PORT>

no ip https proxy redirect-port

MapameTpbl

<PORT> - HoMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiyaHuio
3129

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip proxy https redirect-port 3001
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urls local

[aHHoii KomaHaon B npoduib hmunsTpauumn o6aBnseTcs NoKanbHbIA CN1Ccok url