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lusrl/lib/eltex-ems/conf/licencel/licence-dist.xml

<group>
<title>Wrel ess WPSWDS</title>
<count >10</ count >
<t ypelLi st>
<type>W Fi </ type>
</ typeLi st>
</ gr oup>
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[ Onucanne | Monb3osatenu Wi-Fi | MoHUTopuHT KoHKypenTHbix T[l | MonuTopuur | Kondurypauus | foctyn |

CeTb
BecnpomoaHoW gocryn =/ O6HOBHTL | | . PegakTnpoBarb || Zl.B XML|
Noctyn
Paguo wuTepdeiicel || T WIDS Parameters --
WIDS/WIPS e
BupTyankcHble TOYKH gocTyna
Key holder data Shared key 1234567800
Global RADIUS
QoS. Main WIDS list URL ws100.111.50.1:9095/MacLists
QoS. EDCA parameters WIDS MAC list WhiteL ist
Client QoS. Global
Client QoS. Class Map Scan mode .
Client QoS. Policy Map
wWDS Passive scan interval, sec 20
Capt!ve Portal. Global Passive scan duration, ms 100
Captive Portal. Instance
Cluster. Main Prevention mode
AirTune cepeHc
CHCTeMHoe BpeMs Misconfigure detection
CucremHble cobeITHA DoS Detection Parameters -------------
SNMP
CLiftelnet
CLI/ssh Interval, sec 1
DoS-trigger 250
=1y . Assoc threshold a00
[
Reassoc threshold 500
. Disassoc threshold 500
Auth threshold 500
Deauth threshold 500
Rts threshold 500
Cts threshold 500
Prob threshold 500
Beacon threshold 500
Blockack threshold 500
Blockackreq threshold 500
Pspoll threshold 500
------------- Bruteforce Detection Parameters ---
Interval, sec &
Threshold 25
Enable MAC Blacklist on |-
Timeout, sec 1800
WIDS Parameters
Status Full/Down/Key-only = Full -
Down - . -
Key-only - ,
Key-only Beacon "™, .  Shared key.

Shared key ASCIl 10 32 s




WIDS list URL

WIDS MAC list

Scan mode

Passive scan
interval, sec

Passive scan
duration, ms

Home-only scan
interval, sec

Home-only scan
duration, ms

Prevention mode

Misconfigure
detection

Mode

Interval, sec

DoS-trigger

... treshlold

ws://<ip>:<port>
/MacLists

Passive/Sentry
/Home-only

5..3600

10..2000

5..3600

10..2000

None/Rogue/All

Off/On

Up/Down

1..86400

1..1000000000

1..10000

eltex-wids-service.

MAC-, "Wireless - WIDS Manager"

Passive - (Passive scan interval) (Passive scan duration)y ( ) , . ,,
Sentry - -
Home-only -, Passive
. -120.
. - 100.
Home-only. -:20.
Home-only. -:100.
None - . -
Rogue - MAC-, ™, DeAuth ™
All-  DeAuth , ™, ,
, , . - off
-v1.17_
01.07.2019 02:13:09
wepl2
system ;. W ds-service: ;
CRI TI CAL
ab ©1.3.6.1.4.1.35265.1.60.1.8.3.0.6

DoS Detection Parameters
DoS-. -: down.
DoS ., destination mac mac- . ( Beacon)

. ,  SNMP-

08. 07.2019 17:30: 20
WEP- 12ac_13
: "' wanl(5GHz) :
CRI TI CAL
ab : 1.3.6.1.4.1.35265.1.60.1.8.3.0.1

- 1.

s s DoS-.
-: 250.

(Assoc, ReAssoc, DiAssoc, Auth, DeAuth, RTS, CTS, Prob, Beacon, BlockAck, BlockAckRedq, Pspoll

)
-2 500.

Bruteforce Detection Parameters

Beacon ( 159  99).

40


ws://100.110.1.159:9095/MacLists
ws://100.110.1.159:9095/MacLists
https://docs.eltex-co.ru/display/draft/v1.15_WIDS#v1.15_WIDS-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%D0%B2%D1%81%D0%BF%D0%BE%D0%BC%D0%BE%D0%B3%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%BE%D0%B3%D0%BE%D1%81%D0%B5%D1%80%D0%B2%D0%B8%D1%81%D0%B0eltex-wids-service
https://docs.eltex-co.ru/pages/viewpage.action?pageId=83137181

Interval, sec 0..86400

SSID (Personal Enterprise) . Threshold ,

12.07.2019 14:37:02

VEP- 12ac_13
: " " w anOvap2(2.4GHz) (_ES 24 _test_tinmers_enter),

-: 0c:9d: 92: 6e: d9: 20

CRI TI CAL
ab : 1.3.6.1.4.1.35265.1.60.1.1.1. 14
- 5.
Interval=0, ""
Threshold 1..10000
- 25.
Enable MAC Blacklist = On/Off MAC- , "', Timeout. "MAC Blacklist" Timeout, ,
- off
Timeout, sec 1..86400 MAC-
-1 1800
1.18.0 . (ap-security) -
180 3 (login/password) telnet/ssh/web/consol, ip-, , 5,
19. 09. 2019 13:26: 02
VEP- 12ac_13
: tel ¢ 100.111.50.151.
MAJOR
ab : 1.3.6.1.4.1.35265.1.60.1.7.1.1
logon-snmp-retries 0..127 , logon-snmp-interval, ip- "".
;3
logon-snmp-interva, sec 1..86400
1180
logon-snmp-freeze-interval, sec = 0..600 , ip-, ,
1300

/ , CLI .



get ap-security

Property Val ue

| ogon-snnp-retries 3
| ogon-snnp-i nterval 180

| ogon-snnp-freeze-interval 300

set ap-security < > <>
set ap-security |ogon-snnp-interval 86400

set ap-security |logon-snnp-retries 0

save- runni ng

eltex-wids-service

GUI EMS ( "Wireless WIDS Manager") "WIDS MAC list" "WIDS/WIPS" "".

Wids MeHenxep

ﬁlds Tab — ’1—| i1 na cTpannue: 20 |

| N3MeHUTE nona | £} NobaBuTk (I'III(OKl "\ PelaKTMpoBaTh CNMCOK | &) Ypanuts cnucok

HaumeHoBanue Yucno benbix Yucno 4yepHeIx
WhiteList 3 0
BlackList 0 3

letcleltex-wids-
service/config.hocon




PepakTupoBaHue obbekTa

Iatelalt Al Rovz/l I
TCLU/CTICATWIUSTSTTVILT/LUTITTYLTTOUC UTT
HawmeHnoBanmne & WhiteList

servi ceConfiguration = { [Hanmerosanme ULl N o
ApplicationConfiguration = { L ]

ServicePort = 9095 // service |istenapdidrdbill:11:11
a§:f9:4b:11:11:12
/1 if this environment equals to ' prBfCEMBHL: 1413 | ogs will transmit tolgr
benubbnflSe if this environment equals tio "k8s', all logs will be witten to| st
Envi ronnent = "production”

Sl eepDaenonQueueTine = 5 // tine forf sleep (unit: mlliseconds)
Foul Tinme = 60 // tine of raw event, |they di sappear (unit: seconds)

Cel f Enabl ed = false // inclusion of nd yl og
20N | ©

Dat abaseNane = "w ds" // database nane

MongoConnectionString = "nmongodb://172.17. 0. 2: 27017" // dat abase connect|on
}
Yepuuie agpeca o o
logs = {
Logger Configuration = {
LogLevel = "error"
FileLog = "/var/log/eltex-w ds/w ds./log" // name of log file

MaxSize = 5 // nmexinal size of |og file_(unit: _negabyte)

VexAge = 30 // meximum log lifetinme (unif: days)

MaxBackups = 10 // maxi num nugmb ups (unit: anmpunt of log files)
Conpress = true // the need ¢
GelfHostWthPort = "lab3-test.eltex.|oc:12201" // address of graylog server

Servi cePort = 9095

® _ 2:"production"- Graylog, "k8s" - stdout.

Envi ronment = "production”

®  Graylog:

Cel f Enabl ed = fal se

Dat abaseNane = "w ds"

MongoConnectionString = "nmongodb://172.17.0.2: 27017"

LogLevel = "error"

yl og
out

string



FileLog = "/var/log/eltex-w ds/wids.|og"

MaxSi ze =

I
ol

MaxAge = 30

MaxBackups = 10

Conpress = true

® Graylog:
Gel fHost WthPort = "l ab3-test.eltex.|oc:12201"
docker-. .env docker-compose.yml

docker-compose.yml

version: "3"

services:
w ds:
i mge: hub.eltex-co.ru/softw c/eltex-w ds: 1. 18-467
ports:
- 9095: 9095
vol unes:
- "/var/log/eltex-wids:/var/log/eltex-w ds"
"/etcl/eltex-w ds-service/config. hocon:/etc/eltex-w ds-service/config. hocon”
envi ronnent :
- LogLevel =${ W DS_LOG_LEVEL}
- MongoUr | =${ W DS_MONGO_URL}
- DBNane=${ W DS_DB_NAME}
- Sl eepDaenmonQueueTi me=${ W DS_SLEEP_DAEMON_QUEUE_TI ME}
- Foul Ti me=${ W DS_FOUL_TI ME}

.env

W DS_LOG_LEVEL=error

W DS_MONGO_URL=npngodb: // <I P- addr ess>: 27017
W DS_DB_NAME=wi ds

W DS_SLEEP_DAEMON_QUEUE_TI ME=5

W DS_FQOUL_TI ME=60



® ServicePort -,

® SleepDaemonQueueTime - ;
® FoulTime -

MongoDB

* DBName -
® MongoUrl - MongoDB-.

LogLevel - (ERROR, INFO, DEBUG);
FileLog - ;

MaxSizeFileLog - - ;
MaxAgeFileLog - - ;
MaxBackupsFileLog - ;
CompressLogs - -;
GelfHostWithPort -  GrayLog;
LogEnvironment - ; , (file/stdout);
GelfEnabled -  GrayLog.



	v1.18_WIDS

