1.6.2 ESR OTT

L]
L]
L[]
® ESR
EoGRE 1.4.1 ESR1200/1700, GRE . GRE, IPsec |, ESR . IPsec VRF,, , GRE VRFIPsec, VRFESR.
. tel/0/1, SoftWLC, OTT . IPsec OTT tel/0/1.4092, port-channel 2, VRFipsec. po2 (tel/0/2 tel/0/6, te1/0/3 tel/0/7) port-

channell, VRF., GRE VRFipsec connected .

ESR,

1.6.2, BGP, ESR, EOGRE (ESR 1200/1700).
1) te1/0/1.4092: 10.12.20.3/28 -, , IPsec, VRF ipsec;
2) port-channel 2: 192.168.200.35./28 - , GRE;
3) te1/0/1.4081: 10.255.255.6/30 - , VRF backbone SoftWLC, DHCP DNS;
4) te1/0/1.4082: 10.255.255.10/30 - , VRF nat ;
4) bridge 1: 192.168.200.33/28 192.168.200.34/28 - EoGRE , ;
5) bridge 3: 10.255.244.0/22 - . 10.255.244.1 ESR SoftWLC;
6) bridge 10: 10.255.244.0/22 - . - 10.255.244.1, DNS 100.123.0.2;
7) 172.31.0.0/21 - , mode config, EOGRE ;

8) 100.110.123.0/24 - . 100.123.0.2 - SoftWLC, DHCP, DNS.
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host name esr-i psec

ip firewall sessions

obj ect-group service
port-range 67

exit

obj ect - group service
port-range 68

exit

obj ect - group service

classification enable
dhcp_server

dhcp_client

i psec_ports
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port-range 500
port-range 4500

exit

obj ect -group service snnp
port-range 161-162

exit

obj ect -group service dns
port-range 53

exit

obj ect -group service bgp
port-range 179

exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network ipsec_renpte_address
ip prefix 172.31.0.0/21
exit
obj ect-group network gre_term nation
ip prefix 192.168.200. 32/ 28
exit
obj ect -group network ngnt _AP
ip prefix 10.255.244.0/22
ip prefix 10.255.248.0/22
exit
obj ect-group network clients_AP
ip prefix 10.255.244.0/22
ip prefix 10.255.248.0/22
exit

ip vrf ipsec
exit

sysl og consol e none

radi us-server timeout 10
radi us-server retransmt 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 11
priority 20
sour ce- address 10. 255. 255. 6
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group SoftW.C
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vl an 10
force-up

exit

vlan 5

exit

security zone trusted
exit



security zon
exit

security zone ipsec
ip vrf forwarding ipsec

exit

e gre

security zone untrusted

exit

security zone gre-ipsec

ip vrf forwarding ipsec

exit

security zone users

exit

ip protocols bgp max-routes 256
rout e- map out _BGP_AP

match i p address object-group nmgnt _AP

ermt

rout e- map out _BGP_NAT

match i p address object-group clients_AP

rule 10
action p
exit
exit
rule 10
action p
exit
exit

router bgp 6

ermt

4601

address-fanmily ipv4d
router-id 10.255.255.6
redi stribute connected

nei ghbor

10. 255.255.5

renote-as 65001
rout e- map out _BGP_AP out
updat e- source 10. 255. 255. 6

enabl e
exit
nei ghbor

10. 255. 255. 9

renote-as 65001
rout e- map out _BGP_NAT out
updat e- sour ce 10. 255. 255. 10

enabl e
exit
enabl e

exit
exit

snnp- server
snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
comunity "privatel" rw
comunity "publicll" ro

host 100.123.0.2

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

config

config commit
config confirm

envi ronnent
envi ronnent
envi ronment
envi ronnent
envi ronnent
envi ronnent
envi ronnent
envi ronnment
envi ronnent
envi ronnent
envi ronment
envi ronnent

pwrin

pwin-insert

fan

f an- speed- changed

f an- speed- hi gh
menory-flash-critical-Iow
menory-fl ash-1 ow
menory-ramcritical -l ow
menory-raml ow

cpu- | oad
cpu-critical-tenp



snnp-server enabl e traps environnent cpu-overheat-tenp
snnp-server enable traps environnent cpu-supercooling-tenp
snnp-server enable traps environnent board-overheat-tenp
snnp-server enable traps environnent board-supercooling-tenp
snnp-server enable traps environnment sfp-overheat-tenp
snnp-server enabl e traps environnent sfp-supercooling-tenmp
snnp-server enable traps environnent sw tch-overheat-tenp
snnp-server enable traps environnent sw tch-supercooling-tenp
snnp-server enable traps wfi

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps fil e-operations

snnp-server enable traps fil e-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps file-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessions-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-linmt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshol d
snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto
snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tine-exceeded
snnp-server enable traps screen unreachable

snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shut down

snnp-server enable traps envnon supply

snnp-server enable traps envnon tenperature

snnp-server enable traps flash

snnp-server enable traps flash insertion

snnp-server enable traps flash renova

snnp-server enable traps snnp

snnp-server enable traps snnp authentication

snnp-server enable traps snnp col dstart

snnp-server enable traps snnp |inkdown

snnp-server enable traps snnp |inkup

snnp-server enable traps syslog

bridge 1
vlan 5
security-zone gre
ip address 192.168. 200. 33/ 28
ip address 192. 168. 200. 34/ 28
enabl e



exit

bridge 3
vlan 3
security-zone trusted
ip address 10.255.244.1/22
i p hel per-address 100.123.0.2
ip tcp adjust-mss 1312
protected-ports
protected-ports exclude vlan
enabl e

exit

bridge 10
vl an 10
security-zone users
ip address 10.255.248.1/22
i p hel per-address 100.123.0.2
ip tcp adjust-nss 1312
| ocation AP1
protected-ports
protected-ports exclude vl an
enabl e

exit

interface port-channel 1
nmode hybrid
speed 10G
swi t chport forbidden default-vlan
swi tchport general pvid 5
swi tchport general allowed vlan add 5 untagged
exit
interface port-channel 2
ip vrf forwarding ipsec
node hybrid
speed 10G
security-zone gre-ipsec
ip address 192. 168. 200. 35/ 28
exit
interface tengi gabitethernet 1/0/1
description "UpLi nk"
exit
interface tengi gabitethernet 1/0/1.4081
description "VRF_backbone"
security-zone trusted
ip address 10. 255. 255. 6/ 30
ip tcp adjust-mss 1312
exit
interface tengi gabitethernet 1/0/1.4082
description "VRF_nat"
security-zone untrusted
ip address 10.255. 255. 10/ 30
exit
interface tengi gabitethernet 1/0/1.4092
ip vrf forwarding ipsec
description "VRF_i psec"
security-zone ipsec
ip address 10.12.20.3/28

exit

interface tengi gabitethernet 1/0/2
nmode hybrid
channel -group 1 npde auto

exit

interface tengi gabitethernet 1/0/3
nmode hybrid
channel -group 1 node auto

exit

interface tengi gabitethernet 1/0/6
nmode hybrid
channel - group 2 npde auto

exit

interface tengigabitethernet 1/0/7
nmode hybrid



channel - group 2 nopde auto
exit
interface service-port 1
service-policy dynam c
exit
tunnel softgre 1
description "nmanagnent _AP"
node nanagenent
| ocal address 192.168.200. 33
defaul t-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data_AP"
node data
| ocal address 192.168.200. 34
defaul t-profile
enabl e
exit

port-channel |oad-bal ance src-dst-ip

security zone-pair trusted self
rule 10
action permt
enabl e
exit
exit
security zone-pair users self
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
exit
security zone-pair gre self
rule 10
action permt
mat ch protocol gre
mat ch source-address ipsec_renote_address
mat ch destination-address gre_termination
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair users trusted
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 20
action permt



mat ch protocol udp
mat ch destination-port dns
enabl e
exit
exit
security zone-pair ipsec self
rule 10
action permt
mat ch protocol udp
mat ch destination-port ipsec_ports
enabl e
exit
rule 20
action permt
mat ch protocol esp
enabl e
exit
rule 30
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted trusted
rule 10
action permt
enabl e
exit
exit
security zone-pair users untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol icnp
enabl e
exit
rule 20
action permt
match protocol tcp
mat ch destination-port bgp
enabl e
exit
exit
security zone-pair ipsec gre-ipsec
rule 10
action permt
match protocol gre
mat ch source-address ipsec_renote_address
mat ch destination-address gre_term nation
enabl e
exit
exit
security zone-pair gre-ipsec ipsec
rule 10
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair gre-ipsec self
rule 10
action permt
match protocol icnp
enabl e
exit
exit



addr ess- assi gnnent pool ipsec_pool _1
ip prefix 172.31.0.0/21
dat a-tunnel address 192.168. 200. 34
managenent -t unnel address 192. 168. 200. 33
exit

security ike proposal dhl_nd5_aes128
aut hentication al gorithm mi5
encryption algorithm aes128

exit

security ike policy psk_xauth
lifetime seconds 86400
pre-shared-key ascii-text testingl23
aut henti cati on net hod xaut h- psk-key
aut henti cati on node radi us
proposal dhl_nd5_aes128

exit

security ike gateway xauth_ike
i ke-policy psk_xauth
| ocal address 10.12.20.3
| ocal network 192.168.200.32/28
renpte address any
remote network dynami c pool ipsec_pool _1
node policy-based
dead- peer-detection action clear
dead- peer-detection interval 60
dead- peer-detection tinmeout 180
exit

security ipsec proposal nd5_aes128_esp
aut hentication al gorithm nd5
encryption algorithm aes128

exit

security ipsec policy ipsec_po
proposal nd5_aes128_esp
exit

security ipsec vpn xauth_ipsec
node i ke
ip vrf forwarding ipsec
i ke establish-tunnel by-request
i ke gateway xauth_ike
i ke ipsec-policy ipsec_po
enabl e

exit

security passwords history O
ip dhcp-rel ay

ip route 172.31.0.0/21 192. 168. 200. 35
ip route vrf ipsec 0.0.0.0 10.12.20.2

wirel ess-controller
nas-i p-address 10.255. 255. 6
resp-time 3
failure-count 3
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

clock tinezone gnt +7

ntp enable



ntp server 100.123.0.2
exit
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