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IPsec VPN Policy Based Site-to-Site  VRF Pre-Shared Key

IKE:
: 3des;
: shal.
IPsec:
1 3des ;
:shal.
ESR-1 ESR-2 firewall

ESR-1:

ESR- 1# sh runni ng-config
host name ESR-1

obj ect -group service | SAKMP
port-range 500
port-range 4500

exit

obj ect -group network Local _net
ip prefix 192.168.1.0/24

exit

obj ect - group network Renote_net
ip prefix 172.16.1.0/24

exit

ip vrf test
exit

security zone untrusted
ip vrf forwarding test

exit

security zone trusted
ip vrf forwarding test

exit

interface gigabitethernet 1/0/1
ip vrf forwarding test
security-zone untrusted
ip address 192.0.2.1/30

exit

interface gigabitethernet 1/0/2
ip vrf forwarding test
security-zone trusted
ip address 192.168.1.1/24

exit
security zone-pair untrusted self
rule 1

action permt
mat ch protocol udp

Internet(WAN) (192.168.1.0/24) ESR-1 (172.16.1.0/24) ESR-2.



mat ch destination-port | SAKMP
enabl e
exit
rule 10
action permt
mat ch protocol esp
enabl e
exit
rule 11
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair untrusted trusted
rule 10
action permt
mat ch sour ce- address Renpte_net
mat ch destinati on-address Local _net
enabl e
exit
exit
security zone-pair trusted untrusted
rule 10
action permt
mat ch sour ce-address Local _net
mat ch destinati on-address Renote_net
enabl e
exit
exit

security ike proposal | KE_PROPCSAL
exit

security ike policy |IKE_POLICY
pre-shared-key ascii-text <password>
proposal | KE_PROPOSAL

exit

security ike gateway | KE_GATEVWAY
i ke-policy | KE_POLICY
|l ocal address 192.0.2.1
| ocal network 192.168.1.0/24
renote address 198.51.100.1
remote network 172.16.1.0/24
nmode policy-based

exit

security ipsec proposal |PSEC PROPOSAL
exit

security ipsec policy |IPSEC POLICY
proposal | PSEC_PROPOSAL
exit

security ipsec vpn | PSEC_ VPN
node i ke
ip vrf forwarding test
i ke establish-tunnel route
i ke gateway | KE_GATEWAY
i ke ipsec-policy | PSEC POLI CY
enabl e

exit

iproute vrf test 0.0.0.0/0 192.0.2.2

ESR-1:



ESR- 1# sh security ipsec vpn st
Currently active | KE SA:
Nane:
State:
Ver si on:
Uni que | D:
Local host:
Renpt e host:
Rol e:
Initiator spi:
Responder spi :
Encryption al gorithm
Aut henti cation al gorithm
Di ffie-Hellman group:
Est abl i shed:
Rekey tine:
Reaut henti cation tine:
Child | Psec SAs:
Nane:
State:
Prot ocol :
Mode:
Encryption al gorithm

atus vrf test |PSEC VPN

| PSEC_VPN

Est abl i shed
vl-only

1

192.0.2.1
198.51.100.1
Responder
0x1d0c68c51a7cd2f 8
0x16ed4123946b0295
des

shal

1

1 hour, 46 minutes and 58 seconds ago
1 hour, 46 mnutes and 58 seconds

1 hour, 1 minute and 1 second

| PSEC_VPN- 4
Install ed
esp

Tunnel

3des

Aut hentication algorithm shal

Rekey tine:
Life tinme:

Est abl i shed:
Traffic statistics:
I nput bytes:

Qut put bytes:
I nput packets:
Qut put packets:

WAN:

15: 45: 54. 719594 a8:f9: 4b: aa: b3: 53 > a8:f9: 4b: aa: 38: 21, ethertype | Pv4 (0x0800),

31 minutes and 2 seconds
43 minutes and 39 seconds

16 minutes and 21 seconds ago

873180
873180
10395
10395

id 0, offset 0, flags [DF], proto ESP (50), length 136)

192.0.2.1 > 198.51.100. 1: ESP(spi =0xc1413691, seq=0x289c),
21 > a8:f9:4b: aa: b3:53, ethertype | Pv4 (0x0800),
id 13623, offset 0, flags [none], proto ESP (50), |ength 136)

198.51.100.1 > 192.0.2.1: ESP(spi=0xcc487721, seq=0x289c),
21 > a8:f9:4b: aa: b3:53, ethertype | Pv4 (0x0800),

15: 45: 54. 719999 a8:f9: 4b: aa: 38:

15: 45: 54. 720073 a8: f9: 4b: aa: 38:

64462, offset 0, flags [none],
172.16.1.10 > 192.168. 1. 10:

15: 45: 54. 720611 a8:f9: 4b: aa: b3:

proto ICW (1), length 84)

| CWP echo reply, id 16, seq 1,
53 > a8:f9:4b: aa: 38: 21, ethertype |Pv4 (0x0800),

id 0, offset 0, flags [DF], proto ESP (50), length 136)

192.0.2.1 > 198.51.100.1: ESP(spi =0xc1413691, seq=0x289d),

ESR-2:

ESR- 2# sh runni ng-config
host name ESR- 2

obj ect-group service | SAKMP
port-range 500
port-range 4500

exit

obj ect -group network Local _net
ip prefix 172.16.1.0/24

exit

obj ect-group network Renote_net
ip prefix 192.168. 1.0/ 24

exit

ip vrf test

I ength 150:

I engt h 150:

I ength 98:

I ength 150:

(tos 0xO0,

(tos 0xO,

(tos 0xO,

(tos 0xO0,

ttl

ttl

ttl

ttl

64,

63,

63,

64,

id



exit

security zone untrusted
ip vrf forwarding test

exit

security zone trusted
ip vrf forwarding test

exit

interface gigabitethernet 1/0/1
ip vrf forwarding test
security-zone untrusted
ip address 198.51. 100. 1/ 30
exit
interface gigabitethernet 1/0/2
ip vrf forwarding test
security-zone trusted
ip address 172.16.1.1/24
exit
security zone-pair untrusted self
rule 1
action permt
mat ch protocol udp
mat ch destination-port | SAKMP
enabl e

exit

rule 10
action permt
mat ch protocol esp
enabl e

exit

rule 11
action permt
mat ch protocol icnp
enabl e

exit

exit

security zone-pair untrusted trusted
rule 10

action permt
mat ch sour ce- addr ess Renpte_net
mat ch destination-address Local _net
enabl e
exit

exit

security zone-pair trusted untrusted
rule 10

action permt
mat ch sour ce- address Local _net
mat ch destinati on-address Renote_net
enabl e
exit

exit

security zone-pair trusted self
rule 10

action permt
match protocol icnp
enabl e
exit
exit

security ike proposal | KE_PROPCSAL
exit

security ike policy |IKE_POLICY
pre-shared-key ascii-text <password>
proposal | KE_PROPOSAL

exit

security ike gateway | KE_GATEWAY
i ke-policy | KE_PCLICY



| ocal address 198.51.100.1
local network 172.16.1.0/24
renote address 192.0.2.1
renmote network 192.168. 1.0/ 24
node policy-based

exit

security ipsec proposal |PSEC PROPOSAL
exit

security ipsec policy | PSEC POLI CY
proposal | PSEC_PROPOSAL
exit

security ipsec vpn | PSEC VPN
node i ke
ip vrf forwarding test
i ke establish-tunnel route
i ke gateway | KE_GATEWAY
i ke ipsec-policy | PSEC POLI CY
enabl e

exit

ip route vrf test 0.0.0.0/0 198.51.100.2

ESR-2:

ESR-2# sh security ipsec vpn status vrf test |PSEC VPN
Currently active | KE SA

Nane: | PSEC_VPN
St at e: Est abl i shed
Ver si on: vl-only
Uni que I D: 1
Local host: 198.51.100.1
Renpt e host: 192.0.2.1
Rol e: Initiator
Initiator spi: 0x1d0c68c51a7cd2f 8
Responder spi: 0x16ed4123946b0295
Encryption al gorithm des
Aut hentication algorithm shal
Diffie-Hell man group: 1
Est abl i shed: 1 hour, 55 minutes and 46 seconds ago
Rekey ti ne: 1 hour, 55 minutes and 46 seconds
Reaut hentication tine: 54 minutes and 22 seconds
Child | Psec SAs:
Nane: | PSEC_VPN- 4
St at e: Install ed
Pr ot ocol : esp
Mode: Tunnel
Encryption al gorithm 3des
Aut hentication algorithm shal
Rekey time: 23 minutes and 37 seconds
Life tinme: 34 minutes and 51 seconds
Est abl i shed: 25 minutes and 9 seconds ago
Traffic statistics:
I nput bytes: 3657024
Qut put bytes: 3657024
I nput packets: 43536

Qut put packets: 43536
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