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- ESR-10
ESR-10 OTT, . - - factory-config., , ( "password", - ):
esr-10(change-expired-password)# password password
esr-10(change-expired-password)# comm
Configuration has been successfully applied and saved to flash. Commit timer started, changes will be reverted in 600 seconds.
2019-02-07T12:15:53+00:00 %CLI-I-CRIT: user admin from console input: commit
esr-10(change-expired-password)# confirm
Configuration has been confirmed. Commit timer canceled.
2019-02-07T12:15:57+00:00 %CLI-I-CRIT: user admin from console input: confirm
esr-10#
debug -
esr-10# debug
esr-10(debug)# service-activator url https://sa.example.org:8043
- | DHCP url .
OTT - url -:
esr-10(debug)# no service-activator url
esr-10(debug)# show service-activator url
esr-10(debug)#

- ESR-10.

ELTEX-WIFI-SA

Ivar/lib/eltex-wifi-sa/firmware/
root@softwic-ott:/tftpboot# mv -v /tftpboot/esrix-1.6.0-build3.firmware /var/lib/eltex-wifi-sa/firmware/

/tftpboot/esrlx-1.6.0-build3.firmware’ -> * /var/lib/eltex-wifi-sa/firmware/esr1x-1.6.0-build3.firmware’
removed Ytftpboot/esrix-1.6.0-build3.firmware’

letc/eltex-wifi-sa/factory-fw.conf ~ ESR10:
"ESR-10"{
min=1.6.0.3

file = esrix-1.6.0-build3.firmware

}

root@softwic-ott:/tftpboot# service eltex-wifi-sa restart
eltex-wifi-sa stop/waiting
eltex-wifi-sa start/running, process 29739

ISC-DHCP-SERVER

ESR-10, OTT 43 15, GRE keepalive. , OTT . , SoftwLC 121.
, GRE keepalive , 172.16.27.1:
OF:0B:31:37:32:2e:31:36:2€:32:37:2e:31

..ESR10 OTT GREoverlPsec , , 43- 15 10, SNMP


http://sa.example.org:8043
http://softwlc-ott/tftpboot
http://softwlc-ott/tftpboot

subnet 172.16.27.0 netmask 255.255.255.0 {
pool {
option routers 172.16.27.1;
range 172.16.27.2 172.16.27.254;
option vendor-encapsulated-options 0A:0E:31:39:32:2e:31:36:38:2e:34:32:2e:31:37:38:0f:0b:31:37.:32:2e:31:36:2e:32:37.2e:31;
option ms-classless-static-routes 24, 192,168,42, 172,16,27,1;
option rfc3442-classless-static-routes 24, 192,168,42, 172,16,27,1;
option ntp-servers 192.168.42.178;
allow members of "ELTEX-DEVICES";

}
}
ESR-10 , .. allow members of "ELTEX-DEVICES";
ESR "OTT .", , ESR-10
EMS
1. "Wireless" " ", "OTT . ™.

MeHepKep Npasun MHMLUMaNU3auun T,

Mpasnna

MNpHBAZKKH Cr 0 | o wa crpannue: |20 |
OTT npogunu | N3MeHnTL nons | & OGHOBuThl MpocMoTp | 4+ ﬂoﬁaamhl PeAaKTHPOBaTbl Knouuposarbl VAamm:|
OTT npuBA3KK

. D |Name |Domain |Device type |Content |Length, b |Upload date |MD5
YHepHulid cnucok OTT

| OTT MHAMBUAYaNbLHaA KoH.

2., -“default"( , , ), “device type" ESR-10 ™.



: Dob6aeneHne HoBoro o6LeKTa

Domain . OTT.root U
Name default |
Deavice type ESR-10 |v‘
‘ v NpPHHATE H # OTMEHNTb ‘
3.
: Dobaeute 'default’
hostname ESR1Q-OTT-default -

object-group network SoftWLC
1p address-range 192,168.42.178
exit

line conzole
aaa disable

int

security zone trusted

exit

security zone untrusted

exit

SNMp-SErver

snmp-server system-shutdown
shmp-server community "publicll" ro
shmp-server community "privatel" rw

shmp-server host 192,168.42,178
source-interface bridge 1
exit

snmp-server enable traps
snmp-server enable traps links

cEmn carwar amable teanes J9eles cdatiie

a] T [ ]

v TpHHATE # OTMeHuTh

ESR10:
hostname ESR10-OTT-default

object-group network SoftWLC
ip address-range 192.168.42.178
exit

line console
aaa disable
exit

security zone trusted
exit

security zone untrusted
exit

snmp-server
snmp-server system-shutdown

snmp-server community "public11" ro
snmp-server community "privatel" rw



snmp-server host 192.168.42.178
source-interface bridge 1
exit

snmp-server enable traps

snmp-server enable traps config

snmp-server enable traps config commit

snmp-server enable traps config confirm

snmp-server enable traps environment

snmp-server enable traps environment memory-flash-critical-low
snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low
snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp
snmp-server enable traps environment cpu-overheat-temp
snmp-server enable traps environment cpu-supercooling-temp
snmp-server enable traps file-operations

snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit
snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood
snmp-server enable traps screen land

snmp-server enable traps screen winnuke

snmp-server enable traps screen icmp-frag
snmp-server enable traps screen udp-frag

snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag

snmp-server enable traps screen port-scan
snmp-server enable traps screen ip-sweep
snmp-server enable traps screen syn-fin

snmp-server enable traps screen fin-no-ack
snmp-server enable traps screen no-flag

snmp-server enable traps screen spoofing

snmp-server enable traps screen reserved
snmp-server enable traps screen quench

snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded
snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor

snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon

snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion

snmp-server enable traps flash removal

snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart

snmp-server enable traps snmp linkdown

snmp-server enable traps snmp linkup

snmp-server enable traps syslog

bridge 1
security-zone trusted
ip address dhcp
ip dhep client ignore dns-nameserver
ip dhcp client ignore router
enable
exit



interface gigabitethernet 1/0/1
description "UPLiInk"
ip address dhcp
security-zone untrusted

exit

interface gigabitethernet 1/0/2
shutdown

exit

interface gigabitethernet 1/0/3
shutdown

exit

interface gigabitethernet 1/0/4
shutdown

exit

interface gigabitethernet 1/0/5
shutdown

exit

interface gigabitethernet 1/0/6
shutdown

exit

interface loopback 1

exit

tunnel gre 1
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gil/0/1
mode ethernet
local address xauth ipsec_vpn
remote address xauth ipsec_vpn management-ip
enable

exit

tunnel gre 1.1
bridge-group 1
snmp init-trap
enable

exit

security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
match source-address SoftWLC
enable
exit
exit

access profile acc_p
exit

security ike proposal ike_prop
exit

security ike policy ike_pol
authentication method xauth-psk-key
authentication mode client
proposal ike_prop

exit

security ike gateway ike_gw
ike-policy ike_pol
assign-interface loopback 1
local interface gigabitethernet 1/0/1
remote network dynamic client
mode policy-based
dead-peer-detection action restart
dead-peer-detection interval 10
exit

security ipsec proposal ipsec_prop
exit

security ipsec policy ipsec_pol
proposal ipsec_prop
exit



security ipsec vpn ipsec_vpn
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit

ip ssh server

MeHepxep npaBun MHULKWaNK3aumMu T,

LipanEns Cr 1 | i1 ,;‘ Ha CTpaHKue: |20 | D HALTP: | ||

MpuBA3KKH

o?‘r ot pr— DUNLTPAUWA CTPOK N0 MMEHI NPaBKMAS, JOMEHE W ONWCaHWI0 NO yCaoBWo I’ (c:llil_ll,.-timﬁonhl: ;‘}_ﬁ" I- HEOMPE L ENeHHOE

Ol "pt'“a" 1D Tun ycrpoicTBa iMa npaeuna JNloMeH npasuna Onucanue Nlata cozpaiua

YepHsuiil cnucok OTT e

OTT WHLMBMAYaNLHAA KOHGD. 7 'WEP-12ac efault_ OTT OTT.root (Trce
8 WEP-12ac-RevC default_0TT OTT.root C...
9 'WEP-2ac default_OTT OTT.root C..
10 WEP-2ac-Smart default_OTT OTT.root (Beer
11 WEP-12ac-RevB default_0TT OTT.root C...
12 'WB-15-W default_OTT QOTT.root 02.06.2018 17:15:01 R...




: MpaBrno HHALWANW3ALHH T,

I'naeHoe
Tun ycTpoHCTER o | ESR-10 | - |
HMma npaesnna ¢ default_OTT
OoMen npaBdna o OTT.reot 0
Onucanne | |
RADIUS
DoGaenTe TO 8 RADIUS
Knwou o |tesl:ingl23

ObHoeneHne M0

MpoToxon zarpyzxe N0 =

llocTyn
SNMP Tpas cnopT
SHNMP Community (Tonexo sTeune) o |puhlic11 |
SHMP Community (uTenne/3anucs) o |privatel |
Pexum ESR
Cepenc BRAS
v [pHUHATE H # OTMEeHWTL

1)""-"ESR-10"

2)""-"default_OTT"(, OTT , OTT ),

3)" RADIUS"- ;

4) "™ - "testing123";

5)" "- "FTP";

6) "SNMP " - "UDP";

7) "SNMP Community ()" - "public11"( ESR-8);
8) "SNMP Community (/)" - "privatel";

9) ESR - "StationCE"( , , PCRF /[ );

10) "BRAS"- (ESR10 OTT , , OTT).

6." " ™ OTT( , OTT):



MeHem)Kep Npasua MHMUMaNU3auun T,

i [ comeen (@3 [@]eecomsen 0] ormer: |
OTT npodunu | N3MeHnTL nons | £ ObHOBUTL | % Nobaeuteb | . PepakTnpoBats |0Yp,anmh| e noru|
3:;::;?:;:“ = ID npUBA3KK WMA ycrpoicT... Knwoy IMA npaBuna | JloMeH npasu... JloMeH y3na OTT (Over-th...| OTT uH...
OTT MHANBHAYANEHAR KOHD. 7 OTT ott_default default_OTT OTT.root default.0TT.root |Connected default
] aTT 28:f9:4b:b6:04:... |default_OTT OTT.root shishmarev.OTT...|Connected
10 oTT e0:d9:e3:75:21... [default_OTT OTT.root abarenov.OTT.r... [Connected
11 OTT_limonov_re... [e0:d9:23:70:01... |default_OTT OTT.root limonov.0TT.root Connected
12 OTT_doronina_... |e0:d9:e3:70:38... |default_OTT OTT.root doronina.OTT.r... [Connected
15 OTT_haliullin_re... |[e0:d9:e3:52:ee... |[default_OTT OTT.root haliullin.0TT.root Connected
15 OTT_WB a38:f9:4b:b6: 70:... [default_OTT OTT.root default.0TT.root |Connected
19 oTT e0:d9:e3:75:24.., [default_OTT OTT.root beletskaya.OTT... [Connected
20 a8:f9:4b:b6: 7 4., [default_OTT OTT.root default.0TT.root |Connected
22 WB-15-W_shkaf... |a8:f9:4b:b6:70:... |[default_OTT OTT.root default.0TT.root |Connected
23 oTT a8:f9:4b:b6: 74, [default_OTT OTT.root default.0TT.root |Connected
7. , "OTT .", ESR10 SA.

: PepakTHpoBaHWe obbekTa

Hus ycrpolcrea oTT

Koy o |ott_default
Wns npaenna . default_OTT
DomMen npaenna OTT.root

¢ default.0TT.root

HNomen yzna

OTT {Over-the-top)

OTT uupuenpyaneHan xond.

% TNPHHATL H # OTMeHuTh

8. ‘“default" ™.



: BbifpaTe

Crpannua: 1 | i1 ua crpannue: |20 |

HM3aMeHnTs nona | ;:_: OGHOBHTB |"56 NpocuoTp | ﬁ NobaButh | \ PepakKtupoBartk |l"_1 Knouupoearts |

1D Name Domain Device type Content Length, b Upload date MD5
5c48398998a3e... |default OTT.root ESR-10 CL 4955 Wed Jan 23 16:5... [ff13a32225511d...
| W TpPUHATL | | OYUCTHT | | # OTMEeHHTL |

9. :
: PepakTHpoBaHWe obbekTa

Wms ycrpokcTea oTT

Koy o |ott_default

o default_OTT

Mma npaesna

DomMen npaenna OTT.root
Domen yana ¢ default.0TT.root Q
OTT (Over-the-top)
OTT uupuenpyaneHan xond. default @
% TNPHHATL ‘ ‘ # OTMeHuTh
10. " " ESR-10 , ,
1) (gil/0/1) ESR10;
2) - gi1/0/2 - gi1/0/6;
3) ., ()gill0/2-gil/0/6 ESR-10.
, MAC ESR-10, . , , ESR-10, s s s
, ESR-10, SSID, -SSID1VID 701 SSID2 VID 702, location SSID12.
BRAS
BRAS. - c OTT, WELCOME .

1. , """PCRF" ™




C03/1aTb HOBI CEpPBIC

Vimst cepemca * PunsTpsl URL

OTTinternet -
[OeicTBIE No yMonyaHuo *
JomeH ™

permit v
OTT.root

Knacc Tpagmka *
Mma puibTpa

INTERMET
KBOTa no BpemMeHn -
JelcTene

7 | CekyHabl
il permit
KeoTa no Tpaguk
paguky BbifpaHHble GpUALTPE
? | BaiT -
Wma puneTpa AeAcTene
WHTepBan oTNpaBkyn akkayHTUHra, ¢ *

600 ?

Mpuopurer *

|' 10| 2

BO3MOXHOCTE NPOXOXAEHWA [P NOTOKOB

PaspewwTs IP NoTok B 06a Han v

1) " " -"OTTinternet";
2)m -

3)""-"INTERNET";

4)" " -"600"
5) " -"10"
6)" IP"-"IP "

i

2. "PCRF" ™, "PCRF/BRAS" ™:



H-
2"

y™- ()
N A
5y "-"10";
6)" "-"600";

7)™ - "OTTinternet";

Co3/aTb HOBLIM Tapug

HanmeHoBaHWe *

OTT_bras

OnucaHwe

Kog tapuga*
OTTbras
Jomer *
OTT.root
BpemMsa XN3HW Ceccim
12 ? | Yacel
Bpems KW3HW ceccim npy BesgecTeM nonb3osatens *
10 ? | MWHYThI
WHTEpEBan oTrpaBKy aKkKkayHTWHra, ¢ *

600

KonuyecTteo OAHOBPEMEHHBIX CeCCWiA C OAHNM NOTWMHOM W Naponem

LleHa, py6.

CocTae yonyr

CueHapuu

CepBuCbI

[+] OTTinternet




, BRAS. . ., BRAS .

1. "

Co3faTb HOBbII BUPTYa/lbHbIA nopran

WmMs BMpTYyansHoro BRAS OTT
noprana —

[LomeH obnactn OTTroot
BUAVMOCTH

CoxpaHuTb OrmeHa

RN
2" -

"

2."" "OTT_bras™
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: Do6aBuTe SSID

Tun Hotspot | - |
Hna (| S5ID1 |
Onucanne | |
Domain . office01.0TT.root Q
Craryc S5ID |Dperationa| | - |
Hara cozpaHnm 2019-02-01 18:33:04
Onunn

Bridge, Location |ssmu |
Craryc VAP Up -
Pexun Tpaduxa VAP (Tonexo pna GRE) Tunnel -
Broadcast SSID
Radio All -
Pexcum bezonacnocTn bes wHuipposanus -
MAC Auth Type Disable -
Craryc Client QoS on -
VLAN-ID |?01 |
QoS method {down link]) 202.1p | - |
2802.1p priority {up link) 4] |
VLAN trunk ]
M=0nsuNE KNHEHTOR 1
Band stear
Wireless Multicast Forwarding |:|
Hotspot 2.0 | | -
DiffServ Policy Up | | #
DiffServ Policy Down | #
Bandwidth Limit Up, kbps 0
Bandwidth Limit Down, kbps 0
VAP Limit Up, kbps 0
VAP Limit Down, kbps |U

------------- Minimal signal -------------
Enabled ]

------------- Captive portal —-—--—--
Enabled 1
Virtual portal name |m5_urr | - |

------------- Pacnucanne paborm -—---—---—---|E|
BxniounTh |:|

v [NpPUHATL H # OTMEeHWTL

SSID1.

" VAP" "tunnel" - ESR-10 BRAS( SSID ).



: Do6aBuTe SSID

Tun Hotspot | - |
Wins L |ss3 |
Onucanne | |
Domain ¢ office0l.0TT.root (W)
Craryc S5ID |Dperationa| | - |
Hara cozpaHnm 2019-02-01 18:33:04
Onunn
Bridge, Location |ssmu |
Craryc VAP Up -
Pexcum Tpaduxa VAP (Tonuxo ons GRE) Tunnel -
Broadcast SSID
Radio All -
Pexcum bezonacnocTn bes wHuipposanus -
MAC Auth Type Disable -
Craryc Client QoS on -
VLAN-ID |?02 |
QoS method {down link) 802.1p v
2802.1p priority {up link) 4] |
VLAN trunk ]
M30NAUNA KNHEHTOB 1
Band steer
Wireless Multicast Forwarding |:|
Hotspot 2.0 | | -
DiffServ Policy Up | | #
DiffServ Policy Down | #
Bandwidth Limit Up, kbps 0
Bandwidth Limit Down, kbps 0
VAP Limit Up, kbps 0
VAP Limit Down, kbps |U
------------- Minimal signal -------------
Enabled ]
------------- Captive portal -—----------
Enabled 1
Virtual portal name |BRAS_0TT | - |
------------- Pacnucanue paborer -—---—---—---|E|
BxnounTe |:|
v [NpPUHATL H # OTMEeHWTL
SSID2.
, ESR-10.
L2
L2 ""...IP- DHCP, L2 OTT ( BRAS ESR10) - "MAC, ". , L2 NAS MAC. NAS IP



1) (SNMP ESR-10 MAC );
2)
3) .
"Notify PCRF about IP changed for MAC-based subnets".

L2 - SSID1 SSID2.

"PCRF" "L2" "
[Etest_stand-Goc X | [ElBapuantsisknc X | JuChangelist1.12 - X |5 3apaun-Redmii X | &5Bug #113530:H X | &5 Bug#113909:C X | Sy 1.6.0ESR-100T X A NuuHbiid kabure X | + = _ 0O X
< 88 | © & Notsecure 172.16.0.135 >0 &

P " Paul-base-Soft' [l ASCIIto Hex tex

PejaKTvpoBaTh NojceTs
HaumeHoBaHme

SsID1
Tun *

MAC, cTaTuyeckas
NAS IP

NAS MAC *

a8:f9:4b:ab:81:20
VRF

1

| 3HaqeHme VRF No ymon4aHnio
Location MHTepdeica *

g11/0/1.701

Service gomeH

office01.0TT.root

WMma Noprana *

BRAS_OTT
AP gomeH

office01.0TT.root
DA

SSID*

SSID1:0ffice01.0TT.root F

- "SSID1";

1)"NASIP"- ( IP):

2) "™ - "MAC, ", MAC- ESR10;

3) "VRF"- "VRF "

4) "Location" - location gi1/0/1.701 (-, = SSID1);
5) "Service " - SSID;

6) "AP " - ESR-10;

7)"SSID"- SSID ( SSID1);

L2 SSID2:



[Eltest stand-Goc X | [ElBapuanteisknic X | A Changelist1.12 X | £t 3apaun-Redmii X | #£2Bug #113530:H X |2 Bug#113909: ¢ X | L 1.6.0ESR-100T X A JIMuHbIi kabunH
. P g 9 9
< C B8 | Q @ Notsecure 172.16.0.135

" Paul-base-Soft [Rl ASCllto Hex tex

PejaKTpOBaTh NoACeTh
HaumeHoBaHWe

SSID2
Tun*

MAC, cratuyeckas ¥
NAS IP

NAS MAC *

a8:f9:4biabi81:20
VRF

1

¥ 3HaqeHve VRF no ymonqaxnio

Location wHTepderica *

gi1/0/1.702
Service AomMeH

office01.0TT.root

Wws Noptana *
BRAS_QTT

AP foMeH
office01.0TT.root

IDTA

SSID *

SSID2:office01.0TT.root =

B cogmn

OoTT

" "oTT .o

Dob6aeneHWe HoBoro o6LeKkTa

Mame |||:m|enT oducl |

Domain . office01.0TT.root (%)

Device type |ESR-10 | - |
v MNpPHHATE H # OTMeHnTh

,, Device type "ESR-10", ™.

x

e




L0o6aBuTEL 'KNHWeHT opmc 1'

hostnane ESR1@-OTT-ofl

object-group service dns
port-range 53
exit

port-range &7
exit

port-range 68

exit

object-group service snmp
port-range 181-162

exit

object-group service redirect
port-range 3123-3129
port-range 3130-3131

exit

object-group network natpool
1p prefix 182.168.1.0/24

exit

object-group network SoftWlc
1p address-range 100,123.0.2

exit

reddie mnrwnre +Fomasnt 10

object-group service dhop_server

object-group service dhep_client

L

a

v TIpHHATL

# OTMEeHMTh

hostname ESR10-OTT-of1

object-group service dns
port-range 53

exit

object-group service dhcp_server
port-range 67

exit

object-group service dhcp_client
port-range 68

exit

object-group service snmp
port-range 161-162

exit

object-group service redirect
port-range 3128-3129
port-range 3130-3131

exit

object-group network natpool
ip prefix 192.168.1.0/24
exit
object-group network SoftWLC
ip address-range 192.168.42.178
exit



radius-server timeout 10
radius-server retransmit 5
radius-server host 192.168.42.178
key ascii-text encrypted 88B11079B9014FAAF7B9
timeout 11
priority 20
source-interface bridge 1
auth-port 31812
acct-port 31813
retransmit 10
dead-interval 10
exit
aaa radius-profile PCRF
radius-server host 192.168.42.178
exit
das-server COA
key ascii-text encrypted 88B811079B9014FAAF7B9
port 3799
clients object-group SoftWLC
exit
aaa das-profile COA
das-server COA
exit
line console
aaa disable
exit

domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone user

exit

ip access-list extended WELCOME

rule 1
action permit
match protocol tcp
match destination-port 443
enable

exit

rule 2
action permit
match protocol tcp
match destination-port 8443
enable

exit

rule 3
action permit
match protocol tcp
match destination-port 80
enable

exit

rule 4
action permit
match protocol tcp
match destination-port 8080
enable

exit

exit

ip access-list extended INTERNET
rule 1
action permit
enable
exit
exit



ip access-list extended unauthUSER
rule 1
action permit
match protocol udp
match source-port 68
match destination-port 67
enable
exit
rule 2
action permit
match protocol udp
match destination-port 53
enable
exit
exit

subscriber-control filters-server-url http://192.168.42.178:7070/filters/file
subscriber-control
aaa das-profile COA
aaa sessions-radius-profile PCRF
aaa services-radius-profile PCRF
nas-interface bridge 1
session mac-authentication
bypass-traffic-acl unauthUSER
default-service
class-map unauthUSER
filter-name remote gosuslugi
filter-action permit
default-action redirect http://192.168.42.178:8080/eltex_portal/
session-timeout 600
exit
enable
exit
snmp-server
snmp-server system-shutdown
snmp-server community "public11" ro
snmp-server community "privatel"” rw

snmp-server host 192.168.42.178
source-interface bridge 1
exit


http://192.168.42.178:7070/filters/file
http://192.168.42.178:8080/eltex_portal/

snmp-server enable traps

snmp-server enable traps config

snmp-server enable traps config commit

snmp-server enable traps config confirm

snmp-server enable traps environment

snmp-server enable traps environment memory-flash-critical-low
snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low
snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp
snmp-server enable traps environment cpu-overheat-temp
snmp-server enable traps environment cpu-supercooling-temp
snmp-server enable traps file-operations

snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps bras

snmp-server enable traps bras sessions-number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit
snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood
snmp-server enable traps screen land

snmp-server enable traps screen winnuke

snmp-server enable traps screen icmp-frag
snmp-server enable traps screen udp-frag

snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag

snmp-server enable traps screen port-scan
snmp-server enable traps screen ip-sweep
snmp-server enable traps screen syn-fin

snmp-server enable traps screen fin-no-ack
snmp-server enable traps screen no-flag

snmp-server enable traps screen spoofing

snmp-server enable traps screen reserved
snmp-server enable traps screen quench

snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded
snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor

snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon

snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion

snmp-server enable traps flash removal

snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart

snmp-server enable traps snmp linkdown

snmp-server enable traps snmp linkup

snmp-server enable traps syslog



bridge 1
security-zone trusted
ip address dhcp
ip dhcp client ignore dns-nameserver
ip dhep client ignore router
enable

exit

bridge 11
security-zone user
ip address 192.168.1.1/24
service-subscriber-control any
location SSID12
enable

exit

interface gigabitethernet 1/0/1
description "UPLink"
ip address dhcp
security-zone untrusted

exit

interface gigabitethernet 1/0/1.701
bridge-group 11

exit

interface gigabitethernet 1/0/1.702
bridge-group 11

exit

interface gigabitethernet 1/0/2
shutdown

exit

interface gigabitethernet 1/0/3
shutdown

exit

interface gigabitethernet 1/0/4
shutdown

exit

interface gigabitethernet 1/0/5
shutdown

exit

interface gigabitethernet 1/0/6
shutdown

exit

interface loopback 1

exit

tunnel gre 1
keepalive retries 3
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gi1/0/1
mode ethernet
local address xauth ipsec_vpn
remote address xauth ipsec_vpn management-ip

enable

exit

tunnel gre 1.1
bridge-group 1
snmp init-trap
enable

exit



security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
enable
exit
exit
security zone-pair user untrusted
rule 10
action permit
enable
exit
exit
security zone-pair user self
rule 10
action permit
match protocol udp
match source-port dhcp_client
match destination-port dhcp_server
enable
exit
rule 20
action permit
match protocol tcp
match destination-port redirect
enable
exit
rule 30
action permit
match protocol udp
match destination-port dns
enable
exit
exit

access profile acc_p
exit

security ike proposal ike_prop
exit

security ike policy ike_pol
authentication method xauth-psk-key
authentication mode client
proposal ike_prop

exit

security ike gateway ike_gw
ike-policy ike_pol
assign-interface loopback 1
local interface gigabitethernet 1/0/1
remote network dynamic client
mode policy-based
dead-peer-detection action restart
dead-peer-detection interval 10
exit

security ipsec proposal ipsec_prop
exit

security ipsec policy ipsec_pol
proposal ipsec_prop
exit

security ipsec vpn ipsec_vpn
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit



nat source
ruleset NAT
to interface gigabitethernet 1/0/1
rule 10
match source-address natpool
action source-nat interface
enable
exit
exit
exit
ip dhcp-server
ip dhcp-server pool lan
network 192.168.1.0/24
max-lease-time 000:00:20
default-lease-time 000:00:10
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
exit
ip ssh server
clock timezone gmt +7
ntp enable
ntp server 100.123.0.2
exit
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, ESR-10 CLi SA "OTT ." ., uplink, IPsec, GRE

( wait-timer ESR-10 factory-config

OTT 43 15 ( bridge 1). wait-timer, - factory-config, - . wait-timer
SSID
- L2 ( location, ; location , gil/0/2 gi1/0/2.100).
default OTT
default, IPsec, . . ESR-10 , EMS, MAC ESR10

ESR-10, SA. , "OTT ." .

hostname ESR10-OTT

object-group network SoftWLC
ip address-range 192.168.42.178
exit

line console # ESR10
aaa disable

exit

security zone trusted
exit

security zone untrusted
exit

snmp-server
snmp-server system-shutdown

snmp-server community "public11" ro
snmp-server community "privatel” rw

snmp-server host 192.168.42.178
source-interface bridge 1
exit

snmp-server enable traps

snmp-server enable traps config
snmp-server enable traps config commit
snmp-server enable traps config confirm
snmp-server enable traps environment

i

snmp-server enable traps environment memory-flash-critical-low

snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low

snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp

snmp-server enable traps environment cpu-overheat-temp

snmp-server enable traps environment cpu-supercooling-temp

snmp-server enable traps file-operations
snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit
snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood
snmp-server enable traps screen land

snmp-server enable traps screen winnuke
snmp-server enable traps screen icmp-frag
snmp-server enable traps screen udp-frag
snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

. ESR-10

SA).



snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag
snmp-server enable traps screen port-scan
snmp-server enable traps screen ip-sweep
snmp-server enable traps screen syn-fin
snmp-server enable traps screen fin-no-ack
snmp-server enable traps screen no-flag
snmp-server enable traps screen spoofing
snmp-server enable traps screen reserved
snmp-server enable traps screen quench
snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded
snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor
snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon

snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion
snmp-server enable traps flash removal
snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart
snmp-server enable traps snmp linkdown
snmp-server enable traps snmp linkup
snmp-server enable traps syslog

bridge 1 #bridge 1
security-zone trusted
ip address dhcp
ip dhcp client ignore router
enable

exit

interface gigabitethernet 1/0/1 # gi1/0/1 |
description "UPLink"
ip address dhcp
security-zone untrusted
exit
interface gigabitethernet 1/0/2
shutdown
exit
interface gigabitethernet 1/0/3
shutdown
exit
interface gigabitethernet 1/0/4
shutdown
exit
interface gigabitethernet 1/0/5
shutdown
exit
interface gigabitethernet 1/0/6
shutdown
exit
interface loopback 1
exit
tunnel gre 1 # GRE -
# - SA (ipsec gre-mtu-offset)
# - SA (ipsec gre-ping-counter)
# - DHCP 43 15
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gil1/0/1
# - GRE keepalive . DHCP 43 15
mode ethernet
local address xauth ipsec_vpn# mode-cfg IPsec, IPsec VPN
remote address xauth ipsec_vpn management-ip # mode-cfg IPsec, IPsec VPN
enable
exit
tunnel gre 1.1 # sub-GRE -
bridge-group 1
# - SA (ipsec gre-mtu-offset)
snmp init-trap
enable
exit



security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
match source-address SoftWLC
enable
exit
exit

access profile acc_p#,
# - SA (ipsec xauth-user)

exit

security ike proposal ike_prop # ,
# - SA (ipsec auth-alg)
# - SA (ipsec encrypt-alg)
# - SA (ipsec dh-group)
exit

security ike policy ike_pol # ,
# - SA (ipsec lifetime)
# - SA (ipsec password)
authentication method xauth-psk-key
authentication mode client
proposal ike_prop
exit

security ike gateway ike_gw # ,

ike-policy ike_pol

assign-interface loopback 1

local interface gigabitethernet 1/0/1

# - SA (ipsec remote-gateway)

remote network dynamic client

mode policy-based

dead-peer-detection action restart

dead-peer-detection interval 10

# - SA (ipsec dpd-delay)
# - SA xauth-user

exit

security ipsec proposal ipsec_prop # ,
# - SA (ipsec sa-auth-alg)
# - SA (ipsec sa-encrypt-alg)
exit

security ipsec policy ipsec_pol # ,
# - SA (ipsec sa-lifetime)
proposal ipsec_prop
exit

security ipsec vpn ipsec_vpn# ,
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit

ip ssh server

custom-config

# - SA (ipsec xauth-password)



hostname ESR10-OTT

object-group network SoftWLC
ip address-range 100.123.0.2
exit

syslog console debug
syslog monitor info

line console
aaa disable

exit

security zone trusted
exit

security zone untrusted
exit

snmp-server
snmp-server system-shutdown

snmp-server community "public11" ro
snmp-server community "privatel” rw

snmp-server host 100.123.0.2

source-interface bridge 1
exit

snmp-server enable traps

snmp-server enable traps config

snmp-server enable traps config commit

snmp-server enable traps config confirm

snmp-server enable traps environment

snmp-server enable traps environment memory-flash-critical-low
snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low
snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp
snmp-server enable traps environment cpu-overheat-temp
snmp-server enable traps environment cpu-supercooling-temp
snmp-server enable traps file-operations

snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps bras

snmp-server enable traps bras sessions-number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit

snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood

snmp-server enable traps screen land

snmp-server enable traps screen winnuke

snmp-server enable traps screen icmp-frag

snmp-server enable traps screen udp-frag

snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag

snmp-server enable traps screen port-scan

snmp-server enable traps screen ip-sweep

snmp-server enable traps screen syn-fin

snmp-server enable traps screen fin-no-ack

snmp-server enable traps screen no-flag

snmp-server enable traps screen spoofing

snmp-server enable traps screen reserved

snmp-server enable traps screen quench

snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded



snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor
snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon
snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion
snmp-server enable traps flash removal
snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart
snmp-server enable traps snmp linkdown
snmp-server enable traps snmp linkup
snmp-server enable traps syslog

bridge 1
security-zone trusted
ip address dhcp
ip dhcp client ignore router
enable
exit

interface gigabitethernet 1/0/1
description "UPLink"
ip address dhcp
security-zone untrusted
service-policy dynamic all

exit

interface gigabitethernet 1/0/2
shutdown

exit

interface gigabitethernet 1/0/3
shutdown

exit

interface gigabitethernet 1/0/4
shutdown

exit

interface gigabitethernet 1/0/5
shutdown

exit

interface gigabitethernet 1/0/6
shutdown

exit

interface loopback 1

exit

tunnel gre 1
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gil1/0/1
mode ethernet
local address xauth ipsec_vpn
remote address xauth ipsec_vpn management-ip
enable

exit

tunnel gre 1.1
bridge-group 1
snmp init-trap
enable

exit

security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
match source-address SoftWLC
enable
exit
exit

access profile acc_p



exit

security ike proposal ike_prop
exit

security ike policy ike_pol
authentication method xauth-psk-key
authentication mode client
proposal ike_prop

exit

security ike gateway ike_gw
ike-policy ike_pol
assign-interface loopback 1
local interface gigabitethernet 1/0/1
remote network dynamic client
mode policy-based
dead-peer-detection action restart
dead-peer-detection interval 10
exit

security ipsec proposal ipsec_prop
exit

security ipsec policy ipsec_pol
proposal ipsec_prop
exit

security ipsec vpn ipsec_vpn
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit

ip ssh server

ortr. (, . SsIb -, - ,. . SSID (@il/0/2-6 ( gil/0/1 ) mode access

gil/0/1, SSID1 2314, SSID2 2315. - bridge 11. NAT @il/0/1.

hostname ESR10-OTT-BR-1

ip firewall sessions classification enable

object-group service dns
port-range 53

exit

object-group service dhcp_server
port-range 67

exit

object-group service dhcp_client
port-range 68

exit

object-group service redirect

port-range 3128-3129

port-range 3130-3131

exit

object-group network natpool
ip prefix 198.19.253.0/24
exit
object-group network SoftWLC
ip address-range 192.168.42.178
exit

NAT



radius-server timeout 10
radius-server retransmit 5
radius-server host 192.168.42.178
key ascii-text encrypted 88B11079B9014FAAF7B9
timeout 11
priority 20
source-interface bridge 1
auth-port 31812
acct-port 31813
retransmit 10
dead-interval 10
exit
aaa radius-profile PCRF
radius-server host 192.168.42.178
exit
das-server COA
key ascii-text encrypted 88B811079B9014FAAF7B9
port 3799
clients object-group SoftWLC
exit
aaa das-profile COA
das-server COA
exit

line console
aaa disable
exit

domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone user

exit

ip access-list extended WELCOME

rule 1
action permit
match protocol tcp
match destination-port 443
enable

exit

rule 2
action permit
match protocol tcp
match destination-port 8443
enable

exit

rule 3
action permit
match protocol tcp
match destination-port 80
enable

exit

rule 4
action permit
match protocol tcp
match destination-port 8080
enable

exit

exit

ip access-list extended INTERNET
rule 1
action permit
enable
exit
exit



ip access-list extended unauthUSER
rule 1
action permit
match protocol udp
match source-port 68
match destination-port 67
enable
exit
rule 2
action permit
match protocol udp
match destination-port 53
enable
exit
exit

subscriber-control filters-server-url http://192.168.42.178:7070/filters/file
subscriber-control
aaa das-profile COA
aaa sessions-radius-profile PCRF
aaa services-radius-profile PCRF
nas-interface bridge 1
session mac-authentication
bypass-traffic-acl unauthUSER
default-service
class-map unauthUSER
filter-name remote gosuslugi
filter-action permit
default-action redirect http://192.168.42.178:8080/eltex_portal/
session-timeout 600
exit
enable
exit
snmp-server
snmp-server system-shutdown
snmp-server community "public11" ro
snmp-server community "privatel"” rw

snmp-server host 192.168.42.178
source-interface bridge 1
exit


http://100.123.0.2:7070/filters/file
http://100.123.0.2:8080/eltex_portal/

snmp-server enable traps

snmp-server enable traps config

snmp-server enable traps config commit

snmp-server enable traps config confirm

snmp-server enable traps environment

snmp-server enable traps environment memory-flash-critical-low
snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low
snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp
snmp-server enable traps environment cpu-overheat-temp
snmp-server enable traps environment cpu-supercooling-temp
snmp-server enable traps file-operations

snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps bras

snmp-server enable traps bras sessions-number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit
snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood
snmp-server enable traps screen land

snmp-server enable traps screen winnuke

snmp-server enable traps screen icmp-frag
snmp-server enable traps screen udp-frag

snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag

snmp-server enable traps screen port-scan
snmp-server enable traps screen ip-sweep
snmp-server enable traps screen syn-fin

snmp-server enable traps screen fin-no-ack
snmp-server enable traps screen no-flag

snmp-server enable traps screen spoofing

snmp-server enable traps screen reserved
snmp-server enable traps screen quench

snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded
snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor

snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon

snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion

snmp-server enable traps flash removal

snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart

bridge 1
security-zone trusted
ip address dhcp
ip dhep client ignore dns-nameserver
ip dhcp client ignore router
enable

exit

bridge 11
security-zone user
ip address 198.19.253.1/24
service-subscriber-control any
location SSID12
enable

exit



interface gigabitethernet 1/0/1
description "UPLiInk"
ip address dhcp
security-zone untrusted
service-policy dynamic all

exit

interface gigabitethernet 1/0/1.2314
bridge-group 11

exit

interface gigabitethernet 1/0/1.2315
bridge-group 11

exit

interface gigabitethernet 1/0/2
shutdown

exit

interface gigabitethernet 1/0/3
shutdown

exit

interface gigabitethernet 1/0/4
shutdown

exit

interface gigabitethernet 1/0/5
shutdown

exit

interface gigabitethernet 1/0/6
shutdown

exit

interface loopback 1

exit

tunnel gre 1
keepalive retries 3
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gil/0/1
mode ethernet
local address xauth ipsec_vpn
remote address xauth ipsec_vpn management-ip
enable

exit

tunnel gre 1.1
bridge-group 1
snmp init-trap
enable

exit



security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
enable
exit
exit
security zone-pair user untrusted
rule 10
action permit
enable
exit
exit
security zone-pair user self
rule 10
action permit
match protocol udp
match source-port dhcp_client
match destination-port dhcp_server
enable
exit
rule 20
action permit
match protocol tcp
match destination-port redirect
enable
exit
rule 30
action permit
match protocol udp
match destination-port dns
enable
exit
exit

access profile acc_p
exit

security ike proposal ike_prop
exit

security ike policy ike_pol
authentication method xauth-psk-key
authentication mode client
proposal ike_prop

exit

security ike gateway ike_gw
ike-policy ike_pol
assign-interface loopback 1
local interface gigabitethernet 1/0/1
remote network dynamic client
mode policy-based
dead-peer-detection action restart
dead-peer-detection interval 10
exit

security ipsec proposal ipsec_prop
exit

security ipsec policy ipsec_pol
proposal ipsec_prop
exit

security ipsec vpn ipsec_vpn
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit



nat source
ruleset NAT
to interface gigabitethernet 1/0/1
rule 10
match source-address natpool
action source-nat interface

enable
exit
exit
exit

ip dhcp-server
ip dhcp-server pool lan
network 198.19.253.0/24
max-lease-time 000:00:20
default-lease-time 000:00:10
address-range 198.19.253.2-198.19.253.254
default-router 198.19.253.1
dns-server 198.19.253.1
exit

ip ssh server
clock timezone gmt +7

ntp enable
ntp server 192.168.42.178
exit

. gil/o/, gil/0/2 - 701, gil/0/3- , 701.
hostname ESR10-OTT-BR

ip firewall sessions classification enable

root login enable

tech-support login enable

object-group service dns
port-range 53

exit

object-group service dhcp_server
port-range 67

exit

object-group service dhcp_client
port-range 68

exit

object-group service redirect
port-range 3128-3129
port-range 3130-3131

exit

object-group network natpool
ip prefix 198.19.253.0/24
exit
object-group network SoftWLC
ip address-range 192.168.42.178
exit

vian 701
exit

radius-server timeout 10
radius-server retransmit 5
radius-server host 192.168.42.178
key ascii-text encrypted 88B11079B9014FAAF7B9
timeout 11
priority 20
source-interface bridge 1
auth-port 31812
acct-port 31813
retransmit 10
dead-interval 10
exit
aaa radius-profile PCRF
radius-server host 192.168.42.178
exit
das-server COA



key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group SoftWLC
exit
aaa das-profile COA
das-server COA
exit

line console
aaa disable
exit

domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone user

exit

ip access-list extended WELCOME
rule 1
action permit
match protocol tcp
match destination-port 443
enable
exit
rule 2
action permit
match protocol tcp
match destination-port 8443
enable
exit
rule 3
action permit
match protocol tcp
match destination-port 80
enable
exit
rule 4
action permit
match protocol tcp
match destination-port 8080
enable
exit
exit
ip access-list extended INTERNET
rule 1
action permit
enable
exit
exit

ip access-list extended unauthUSER
rule 1
action permit
match protocol udp
match source-port 68
match destination-port 67
enable
exit
rule 2
action permit
match protocol udp
match destination-port 53
enable
exit
exit

subscriber-control filters-server-url http://192.168.42.178:7070/filters/file
subscriber-control

aaa das-profile COA

aaa sessions-radius-profile PCRF

aaa services-radius-profile PCRF

nas-interface bridge 1

session mac-authentication

bypass-traffic-acl unauthUSER

default-service


http://192.168.42.178:7070/filters/file

class-map unauthUSER
filter-name remote gosuslugi
filter-action permit
default-action redirect http://192.168.42.178:8080/eltex_portal/
session-timeout 600
exit
enable
exit
snmp-server
snmp-server system-shutdown
snmp-server community "public11" ro
snmp-server community "privatel"” rw

snmp-server host 192.168.42.178
source-interface bridge 1
exit

snmp-server enable traps

snmp-server enable traps config

snmp-server enable traps config commit

snmp-server enable traps config confirm

snmp-server enable traps environment

snmp-server enable traps environment memory-flash-critical-low
snmp-server enable traps environment memory-flash-low
snmp-server enable traps environment memory-ram-critical-low
snmp-server enable traps environment memory-ram-low
snmp-server enable traps environment cpu-load
snmp-server enable traps environment cpu-critical-temp
snmp-server enable traps environment cpu-overheat-temp
snmp-server enable traps environment cpu-supercooling-temp
snmp-server enable traps file-operations

snmp-server enable traps file-operations successful
snmp-server enable traps file-operations failed
snmp-server enable traps file-operations canceled
snmp-server enable traps interfaces

snmp-server enable traps interfaces rx-utilization-high
snmp-server enable traps interfaces tx-utilization-high
snmp-server enable traps interfaces number-high
snmp-server enable traps bras

snmp-server enable traps bras sessions-number-high
snmp-server enable traps screen

snmp-server enable traps screen dest-limit
snmp-server enable traps screen source-limit
snmp-server enable traps screen icmp-threshold
snmp-server enable traps screen udp-threshold
snmp-server enable traps screen syn-flood
snmp-server enable traps screen land

snmp-server enable traps screen winnuke

snmp-server enable traps screen icmp-frag
snmp-server enable traps screen udp-frag

snmp-server enable traps screen icmp-large
snmp-server enable traps screen syn-frag

snmp-server enable traps screen unknown-proto
snmp-server enable traps screen ip-frag

snmp-server enable traps screen port-scan
snmp-server enable traps screen ip-sweep
snmp-server enable traps screen syn-fin

snmp-server enable traps screen fin-no-ack
snmp-server enable traps screen no-flag

snmp-server enable traps screen spoofing

snmp-server enable traps screen reserved
snmp-server enable traps screen quench

snmp-server enable traps screen echo-request
snmp-server enable traps screen time-exceeded
snmp-server enable traps screen unreachable
snmp-server enable traps screen tcp-all-flags
snmp-server enable traps entity

snmp-server enable traps entity config-change
snmp-server enable traps entity-sensor

snmp-server enable traps entity-sensor threshold
snmp-server enable traps envmon

snmp-server enable traps envmon shutdown
snmp-server enable traps envmon temperature
snmp-server enable traps flash

snmp-server enable traps flash insertion

snmp-server enable traps flash removal

snmp-server enable traps snmp

snmp-server enable traps snmp authentication
snmp-server enable traps snmp coldstart


http://192.168.42.178:8080/eltex_portal/

bridge 1
security-zone trusted
ip address dhcp
ip dhep client ignore dns-nameserver
ip dhep client ignore router
enable

exit

bridge 2
vlan 701
security-zone user
ip address 198.19.253.1/24
service-subscriber-control any
location SSID12
enable

exit

interface gigabitethernet 1/0/1
description "UPLink"
ip address dhcp
security-zone untrusted
service-policy dynamic all

exit

interface gigabitethernet 1/0/2.702
bridge-group 2

exit

interface gigabitethernet 1/0/3
mode switchport
switchport access vilan 701

exit

interface gigabitethernet 1/0/4
shutdown

exit

interface gigabitethernet 1/0/5
shutdown

exit

interface gigabitethernet 1/0/6
shutdown

exit

interface loopback 1

exit

tunnel gre 1
keepalive retries 3
keepalive dhcp dependent-interface bridge 1
keepalive dhcp dependent-interface gil/0/1
mode ethernet
local address xauth ipsec_vpn
remote address xauth ipsec_vpn management-ip
enable

exit

tunnel gre 1.1
bridge-group 1
snmp init-trap
enable

exit

security zone-pair untrusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
enable
exit
exit
security zone-pair user untrusted
rule 10
action permit
enable
exit
exit
security zone-pair user self
rule 10
action permit
match protocol udp



match source-port dhep_client
match destination-port dhcp_server
enable

exit

rule 20
action permit
match protocol tcp
match destination-port redirect
enable

exit

rule 30
action permit
match protocol udp
match destination-port dns
enable

exit

exit

access profile acc_p
exit

security ike proposal ike_prop
exit

security ike policy ike_pol
authentication method xauth-psk-key
authentication mode client
proposal ike_prop

exit

security ike gateway ike_gw
ike-policy ike_pol
assign-interface loopback 1
local interface gigabitethernet 1/0/1
remote network dynamic client
mode policy-based
dead-peer-detection action restart
dead-peer-detection interval 10
dead-peer-detection timeout 60
exit

security ipsec proposal ipsec_prop
exit

security ipsec policy ipsec_pol
proposal ipsec_prop
exit

security ipsec vpn ipsec_vpn
mode ike
ike establish-tunnel immediate
ike gateway ike_gw
ike ipsec-policy ipsec_pol
enable

exit

nat source
ruleset NAT
to interface gigabitethernet 1/0/1
rule 10
match source-address natpool
action source-nat interface
enable
exit
exit
exit

ip dhcp-server

ip dhcp-server pool lan
network 198.19.253.0/24
max-lease-time 000:00:20
default-lease-time 000:00:10

address-range 198.19.253.2-198.19.253.254

default-router 198.19.253.1
dns-server 198.19.253.1
exit

ip telnet server
ip ssh server



clock timezone gmt +7

ntp enable
ntp server 192.168.42.178
exit
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