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Bridge 92
100.64.0.97/30
i nmoacet andA ceAsn iIBGP i |
i Yepes nepembluky B VRF

ESR-1 VRRP MASTER

iBGP VRF ISP2

VLAN 92

VRRP

ESR 2

100.64.0.38/30
100.64.0.46/30
100.64.0.54/30

100.64.0.78/30

192.168.200.51/28 = 192.168.200.49  192.168.200.52/28

192.168.200.50

198.18.128.1

198.18.136.1

198.18.156.1

.OLD.

(1)
ESR 1 ESR 1
1 VRF AP gi1/0/1.206 = 100.64.0.34/30
2 VRF Backbone gil/0/1.208 = 100.64.0.42/30
3 VRF IPS1 gi1/0/1.210 = 100.64.0.50/30
4 VRF ISP2 gil/0/1.214 100.64.0.74/30
5 GRE Bridge 1
(mgmt data)
6 Bridge 3 198.18.128.2/21
7 iBGP ESR Bridge 9 100.64.0.57/30
VRF
8 Bridge 10 198.18.136.2/22
VRF
9 VRF ISP2 ESR It1 10.200.200.1/30
10 s Bridge 12 198.18.156.2/22
VRF IPS2
11 iBGP ESR VRF ISP2 ' Bridge 92 100.64.0.97/30
12 VRF default ESR It2 10.200.200.2/30
ESR VRF WIRELESS-CONTROLLER  L2/L3 WiFi -
( ESR):
1. VRF (ISP2).
2. VRF.
3. VRFISP2(4 1).
4. VRF (10 1).
5. iBGP ESR VRF (11 1).
6. It VRF VRF ISP2 (9 1).
7. It VRFISP2 VRF (12 1).
8. SoftWLC VRF ISP2.
9. VRF ISP2 VRF Backbone.
10. , - VRF( - PCRF).
11. .
VRF
ESR.
VRF "ISP2":
ip vrf ISP2

ip protocols bgp nmax-routes 250

exit
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@ | VRF BGP "ip protocols bgp max-routes”, BGP , ,

, VRF:

security zone untrusted_| SP2
ip vrf forwarding |SP2
exit
security zone user_| SP2
ip vrf forwarding |SP2
exit
security zone sidelink_| SP2
ip vrf forwarding |SP2
exit
security zone trusted_| SP2
ip vrf forwarding |SP2
exit

,  VRF. VRF

VRF

ESR VRF ISP2.

ESR-1:

interface gigabitethernet 1/0/1.214
ip vrf forwarding |SP2
description "1SP2_vrf"
security-zone untrusted_| SP2
ip address 100. 64.0. 74/ 30
ip tcp adjust-mss 1458

exit

ESR-2:

interface gigabitethernet 1/0/1.215
ip vrf forwarding |SP2
description "I SP2_vrf"
security-zone untrusted_2
ip firewall disable
ip address 100. 64.0. 78/ 30
ip tcp adjust-mss 1458

exit

VLAN Bridge, ESR-1/2:

vlan 12
force-up

exit

vl an 92

exit

Brudge , - softgre VRF.

ESR-1:



bridge 12
ip vrf forwarding |SP2
vlan 12
security-zone user_| SP2
ip address 198.18. 156. 2/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 12
vrrp ip 198.18.156.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt delay 150
vrrp
ip tcp adjust-mss 1458
| ocation datal2
protected-ports
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

ESR-2:

bridge 12
ip vrf forwarding |SP2
vl an 12
security-zone users2
ip firewall disable
ip address 198.18. 156. 3/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 12
vrrp ip 198.18.156.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt delay 150
vrrp
ip tcp adjust-nmss 1458
| ocation datal2
protected-ports
protected-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

Bridge iBPG ESR VRF.

ESR-1:

bridge 92
ip vrf forwarding |SP2
description "SideLink for VRF | SP2"
vl an 92
security-zone sidelink_ISP2
ip address 100.64.0.97/30
enabl e
exit

ESR-2:



bridge 92
ip vrf forwarding |SP2
description "SideLink for VRF | SP2"
vl an 92
security-zone sidelinkl2
ip firewall disable
ip address 100. 64.0.98/ 30
enabl e
exit

vlan ESR-1/2:

interface gigabitethernet 1/0/2

description "SideLink"

swi tchport general allowed vlan add 12,92 tagged
exit

eBPG VRF ISP2 iBGP ESR

ESR-1:

obj ect-group network clients_| SP2
ip prefix 198.18.156.0/22
exit

route-map out_BGP_| SP2
rule 1
match i p address object-group clients_| SP2
action permt
exit
exit

router bgp 64603
address-fam ly ipv4d vrf |SP2
redi stribute connected
nei ghbor 100.64.0.73
renot e-as 65001
rout e-map out _BGP_I SP2 out
updat e- source 100. 64.0. 74
enabl e
exit
nei ghbor 100. 64. 0. 98
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 97
enabl e
exit
enabl e
exit
exit

ESR-2:



obj ect-group network clients_| SP2
ip prefix 198.18.156.0/22
exit

rout e- map out _BGP_I SP2
rule 1
match i p address object-group clients_| SP2
action permt
exit
exit

router bgp 64603
address-famly ipv4d vrf |SP2
redi stribute connected
nei ghbor 100. 64.0. 77
renote-as 65001
rout e- map out_BGP_I SP2 out
updat e- source 100. 64.0.78
enabl e
exit
nei ghbor 100. 64. 0. 97
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 98
enabl e
exit
enabl e
exit
exit

VRF

L3 VRF ESR It. VRF VRF. ESR.

ESR-1:

tunnel It 1
peer It 2
security-zone trusted
ip address 10.200. 200. 1/ 30

enabl e
exit
tunnel It 2
peer It 1

ip vrf forwarding |SP2
security-zone trusted_I| SP2
i p address 10.200. 200. 2/ 30
enabl e

exit

, VRF default ISP2  10.200.200.0/30.

ESR-2:



tunnel It 1
peer It 2
security-zone trusted
ip firewall disable
ip address 10.200. 200. 5/ 30

enabl e
exit
tunnel It 2
peer It 1

ip vrf forwarding |SP2
ip firewall disable
ip address 10.200. 200. 6/ 30
enabl e
exit

ESR-2 10.200.200.4/30.

.. VRF ISP2 VRF Backbone  SoftLWC - IP-, DNS, , VRF Backbone

ESR-1:

ip route vrf 1SP2 100.123.0.0/24 10.200.200.1

ESR-2:

ip route vrf 1SP2 100.123.0.0/24 10.200.200.5

VRF VRFISP2 VRF Backbone ( object group, route-map prefix-list
ESR-1:
ip route 198.18.156.0/22 10.200.200.2
obj ect -group network ngnt _AP
ip prefix 198.18.156.0/22
exit
ESR-2:
ip route 198.18.156.0/22 10.200.200.6
obj ect - group network ngnt _AP

ip prefix 198.18.156.0/22
exit

VRF

-, -softgre, Bridge VRF, VRF,

tunnel softgre 2.12
ip vrf forwarding |SP2
bri dge-group 12
enabl e

exit

softgre wireless-controller

PCRF VRF

BGP):

- PCRF wireless-controller. VRF . - softgre Bridge location. Bridge VRF -



bridge 12
ip vrf forwarding |SP2
| ocation datal2

exit

,, location ESR, VRF Bridge.

VRF , VRF. (security zone-pait) VRF. . It . .4 ESR.



Qi1/0/1.214 untrasted_ISP2

VRF
ISP2

tunnel It 2
trusted_ISP2

Bridge 12
user_ISP2

ESR-1 VRRP MASTER

VRF VRF, VRF. It VRF trusted, ESR , trusted,

4.

VRF

VRF default

tunnel It 1
trusted

gi1/0/1.215 untrusted_ISP2

tunnel It 2
trusted_ISP2

Bridge 12
user_ISP2

VRF
ISP2

ESR-2 VRRP BACKUP




user_ISP2 untrsted_ISP2;
user_ISP2 trusted_ISP2 DHCP ( DNS);
user_ISP2 sidelink_ISP2 DNS (, );
untrusted_ISP2 self ICMP ;

ICMP untrusted_ISP2 user_ISP2;
sidelink_ISP2 self BGP;
sidelink_ISP2 untrusted_ISP2

NoghwbhpeE

security zone-pair user_|SP2 self
rule 1
action permt
match protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user_|SP2 untrusted_| SP2
rule 10
action permt
enabl e
exit
exit
security zone-pair user_ISP2 trusted_| SP2
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 11
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user_ISP2 sidelink_|SP2
rule 10
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
rule 20
action permt



mat ch not source-address PrivateNets
enabl e
exit
exit
security zone-pair trusted_|I SP2 self
rule 10
action permt
enabl e
exit
exit
security zone-pair trusted_| SP2 user_| SP2
rule 10
action permt
enabl e
exit
exit
security zone-pair untrusted_| SP2 self
rule 10
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair untrusted_|l SP2 user_| SP2
rule 10
action permt
mat ch protocol icnp
enabl e
exit
rule 100
action permt
enabl e
exit
exit
security zone-pair sidelink_|ISP2 self
rule 2
action permt
mat ch protocol tcp
mat ch destination-port bgp
enabl e
exit
exit
security zone-pair sidelink_|SP2 untrusted_| SP2
rule 10
action permt
enabl e
exit
exit

1 'ESR, DHCP-discover DHCP-request, source-address , DHCP .

Bridge VRF source It VRF. DHCP DHCP-offer DHCP-ack
, relay agent ip address DHCP-discover/request. ., ESR DHCP- , source/destination ip address.

ip,

’

.5, discover offer.



VRF ISP2

DHCP discover (port 68 -> 67)

[ srcip:0.0.0.0 | dstip:255.255.255.255| == -===--=-=

1

default VRF

DHCP discover (relay, port 67 -> 67)

src ip : 100.200.200.2] dst ip : 100.123.0.2

relay agent ip address : 198.18.156.2

4 <€

DHCP offer (port 68 -> 67)

srcip : 198.18.156.2 | dstip:198.18.156.137

your (client) ip address : 198.18.156.137

ESR
( PCRF) - softgre.

ESR-1

#!/usr/bin/clish
#14
host name ESR- 1

ip firewall sessions

obj ect-group service
port-range 23

exit

obj ect -group service
port-range 22

exit

obj ect -group service
port-range 67

exit

obj ect -group service
port-range 68

exit

obj ect-group service
port-range 123

exit

obj ect -group service
port-range 161-162

exit

obj ect-group service
port-range 3799

2
AY
1 A
o1 bridge12 | »
1 198.18.156.2 1 JE ) DHCP server
1
L P I 3
t2- tynnel -1It1 DHCP offer (port 67 -> 67)
100.200.200.2/30 1 src ip:100.123.0.2 |dsﬂp:198181562
1 your (client) ip address : 198.18.156.137
1
1
. 5.

al | ow- unknown
t el net

ssh

dhcp_server

dhcp_client

ntp

snnp

COA

port-range 31812-31813

exit

obj ect -group service
port-range 179

exit

obj ect -group service
port-range 53

exit

obj ect-group service
port-range 1337

exit

obj ect -group service
port-range 3333

exit

obj ect -group network

bgp

dns

sunct un

firewal | _fail over

Sof t W.C

ip prefix 100.123.0.0/24

exit
obj ect -group network

gre_termnation



ip prefix 192.168.200. 48/ 28
exit
obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21

ip prefix 198.18.136.0/22

ip prefix 198.18.140.0/22

ip prefix 100. 64.0.56/ 30

ip prefix 198.18.144.0/22

ip prefix 198.18.156.0/22
exit

obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 198.18.128.0/21
ip prefix 198.18.144.0/22
exit
obj ect - group network Admet
ip prefix 100.123.0.0/24
ip prefix 100.110.0.0/23
ip prefix 192.168.200.48/28
ip prefix 100. 64.0. 40/ 30
exit
obj ect-group network PrivateNets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit
obj ect - group networ k BGPnei ghbours
ip prefix 100.64.0.32/ 30
ip prefix 100.64.0.40/30
ip prefix 100. 64.0. 48/ 30
ip prefix 100. 64.0.56/ 30
exit
obj ect -group network DNS
ip prefix 100.123.0.0/24
exit
obj ect-group network CoA servers
ip prefix 100.123.0.0/24
exit

obj ect-group network clients_|SP2
ip prefix 198.18.156.0/22

exit
ip vrf 1SP2

ip protocols bgp max-routes 250
exit

radi us-server tinmeout 10
radi us-server retransnit 5
radi us-server host 100.123.0.2
key ascii-text encrypted 88B11079B9014FAAF7B9
tineout 11
priority 20
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group SoftWC
exit
aaa das-profile COA
das-server COA
exit



vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 11
force-up

exit

vlan 12
force-up

exit

vl an 101
force-up

exit

vlan 9, 92

exit

security zone trusted

exit

security zone untrusted

exit

security zone gre

exit

security zone sidelink

exit

security zone user

exit

security zone untrusted_| SP2
ip vrf forwarding I SP2

exit

security zone user_| SP2
ip vrf forwarding | SP2

exit

security zone sidelink_| SP2
ip vrf forwarding I SP2

exit

security zone trusted_| SP2
ip vrf forwarding | SP2

exit

rout e- nap out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match ip address object-group clients_AP
action permt
exit
exit
rout e-nmap i n_PREF
rule 10
action permt
exit
exit
rout e- map out _BGP_| SP2
rule 1
match i p address object-group clients_| SP2
action permt
exit
exit



router bgp 64603
address-fanmly ipv4
redi stribute connected
redistribute static
nei ghbor 100. 64. 0. 33
renote-as 65001
rout e- map out _BGP_GRE out
updat e- source 100. 64. 0. 34
enabl e
exit
nei ghbor 100. 64.0. 41
renot e-as 65001
rout e-map out _BGP_AP out
updat e- source 100. 64. 0. 42
enabl e
exit
nei ghbor 100. 64. 0. 49
renote-as 65001
rout e- map out _BGP_NAT out
updat e- source 100. 64. 0. 50
enabl e
exit
nei ghbor 100. 64. 0. 58
renot e-as 64603
route-map i n_PREF in
next - hop-sel f
updat e- source 100. 64. 0. 57
enabl e
exit
enabl e
exit
address-fanmly ipv4 vrf
redi stribute connected
nei ghbor 100. 64.0. 73
renote-as 65001
route-map out_BGP_I SP2 out
updat e- source 100. 64.0. 74
enabl e
exit
nei ghbor 100. 64. 0. 98
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 97
enabl e
exit
enabl e
exit
exit

| SP2

snnp- server
snnp- server
snnp- server

comunity "publicll" ro
community "privatel” rw

snnp-server host 100.123.0.2

exit

snnp-server enable traps

snnp-server enable traps config

snnp-server enable traps config commit

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enable traps environnent pwin-insert

snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enabl e traps environnent fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environment nenory-flash-Iow
snnp-server enable traps environment menory-ramcritical-1ow
snnp-server enable traps environnment nenory-raml ow



snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

bridge 1

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

envi ronnent cpu- 1| oad
environment cpu-critical-tenp
envi ronment cpu-overheat-tenp
envi ronnment cpu-supercool i ng-tenp
envi ronment board-overheat -tenp
envi ronnent boar d- supercool i ng-tenp
envi ronment sf p-overheat-tenp
envi ronment sf p-supercooling-tenp
envi ronnent swi tch-overheat-tenp
envi ronment switch-supercooling-tenp
wifi

wi fi wi fi-tunnel s-nunber-in-bridge-high
file-operations

file-operations successfu
file-operations failed
file-operations cancel ed
interfaces

interfaces rx-utilization-high
interfaces tx-utilization-high
interfaces nunber- high

bras

bras sessi ons-nunber-hi gh
screen

screen dest-limt

screen source-limt

screen icnp-threshold

screen udp-threshol d

screen syn-fl ood

screen | and

screen w nnuke

screen icnp-frag

screen udp-frag

screen icnp-1|arge

screen syn-frag

screen unknown- proto

screen ip-frag

screen port-scan

screen i p-sweep

screen syn-fin

screen fin-no-ack

screen no-flag

screen spoofing

screen reserved

screen quench

screen echo-request

screen tinme-exceeded

screen unreachabl e

screen tcp-all-flags

entity

entity config-change
entity-sensor

entity-sensor threshold

envnon

envnon fan

envnon shut down

envnon supply

envnon tenperature

flash

flash insertion

flash renoval

snnp

snnp aut henti cation

snnp col dstart

snnp |inkdown

snnmp |i nkup

sysl og

description "GRE_termnation”

vlan 101

security-zone gre



ip address 192. 168.200. 51/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp i p 192.168. 200. 50/ 32 secondary
vrrp priority 200
vrrp group 1
vrrp preenpt delay 150
vrrp
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bri dge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt delay 150
vrrp
ip tcp adjust-nss 1458
protected-ports
prot ected-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "SideLink"
vlian 9
security-zone sidelink
i p address 100. 64.0.57/ 30
enabl e

exit

bri dge 10
description "datal_AP"
vlan 10
security-zone user
ip address 198. 18. 136. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp i p 198.18.136.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt delay 150
vrrp
| ocation datalO
protected-ports
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 12
ip vrf forwarding I SP2
vlan 12
security-zone user_| SP2
ip address 198.18. 156. 2/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 12
vrrp ip 198.18.156.1/32
vrrp priority 200



vrrp group 1
vrrp preenpt delay 150
vrrp
ip tcp adjust-nss 1458
| ocation datal2
protected-ports
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit
bri dge 92
ip vrf forwarding I SP2
description "SidelLink for VRF | SP2"
vlan 92
security-zone sidelink_ISP2
ip address 100.64.0.97/30
enabl e
exit

interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
i p address 100. 64. 0. 34/ 30

exit

interface gigabitethernet 1/0/1.208
description " VRF_BACKBONE"
security-zone trusted
i p address 100. 64. 0. 42/ 30

exit

interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 50/ 30

exit

interface gigabitethernet 1/0/1.214
ip vrf forwarding I SP2
description "I SP2_vrf"
security-zone untrusted_| SP2
i p address 100. 64. 0. 74/ 30
ip tcp adjust-nss 1458

exit

interface gigabitethernet 1/0/2
description "SideLink"
node hybrid
swi t chport forbidden default-vlan
swi t chport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-12,92,101 tagged

exit

tunnel It 1
peer It 2
security-zone trusted
i p address 10.200. 200. 1/ 30

enabl e
exit
tunnel It 2
peer It 1

ip vrf forwarding | SP2
security-zone trusted_| SP2
i p address 10.200. 200. 2/ 30
enabl e

exit

tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3



enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168.200. 50
default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port sunctun
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address BGPnei ghbours
mat ch source-port bgp
mat ch destination-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Soft W.C
enabl e
exit



rule 11
action permt
mat ch sour ce-address Admet
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce- address BGPnei ghbours
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-address DNS
mat ch destination-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt



mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair sidelink self
rule 2
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt
mat ch protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 50



action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 60
action permt
mat ch sour ce- address Sof t W.C
enabl e
exit
rule 80
action permt
mat ch source- address Admet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destinati on-port sunctun
enabl e
exit
rule 100
action permt
mat ch protocol tcp
mat ch destination-port telnet
enabl e
exit
exit
security zone-pair sidelink trusted
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink gre
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink user
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_client
enabl e
exit
exit
security zone-pair trusted sidelink
rule 10
action permt
enabl e
exit
exit
security zone-pair gre sidelink
rule 10
action permt
enabl e
exit
exit
security zone-pair user sidelink
rule 10
action permt



mat ch protocol udp
mat ch destinati on-port dns
enabl e

exit
rule 20

action permt
mat ch not source-address PrivateNets
enabl e

exit

exit

security zone-pair untrusted self
rule 10

action permt

mat ch protocol tcp

mat ch sour ce- address BGPnei ghbours
mat ch source-port bgp

mat ch destination-port bgp

enabl e

exit

exit

security zone-pair user_|SP2 self
rule 1

action permt
mat ch protocol icnp
enabl e

exit
rule 2

action permt

mat ch protocol udp

mat ch source-port dhcp_client

mat ch destination-port dhcp_server
enabl e

exit
rule 4

action permt
match protocol vrrp
enabl e

exit
rule 5

action permt

mat ch protocol udp

mat ch source-port dhcp_server

mat ch destination-port dhcp_server
enabl e

exit

exit

security zone-pair user_I|SP2 untrusted_| SP2
rule 10

action permt
enabl e

exit

exit

security zone-pair user_|SP2 trusted_I SP2
rule 10

action permt

mat ch protocol udp

mat ch source-port dhcp_client

mat ch destinati on-port dhcp_server
enabl e

exit
rule 11

action permt

mat ch protocol udp

mat ch source-port dhcp_server

mat ch destination-port dhcp_server
enabl e

exit

exit

security zone-pair user_|SP2 sidelink_|SP2
rule 10

action permt



mat ch protoco

udp

mat ch destinati on-port dns

enabl e
exit
rule 20

action permt
mat ch not source-address PrivateNets

enabl e
exit
exit

security zone-pair

rule 10

action permt

enabl e
exit
exit

security zone-pair

rule 10

action permt

enabl e
exit
exit

security zone-pair

rule 10

action permt

mat ch protoco

enabl e
exit
exit

security zone-pair

rule 10

action permt

mat ch protoco

enabl e
exit
rule 100

action permt

enabl e
exit
exit

security zone-pair

rule 2

action permt

mat ch protoco

trusted_| SP2 self

trusted_| SP2 user_| SP2

untrusted_| SP2 sel f

icnp

untrusted_| SP2 user_| SP2

i cnp

sidelink_|I SP2 self

tcp

mat ch destinati on-port bgp

enabl e
exit
exit

security zone-pair sidelink_lSP2 untrusted_| SP2

rule 10

action permt

enabl e
exit
exit

security passwords hi

ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip dhcp-rel ay

ip route vrf

story O

sync-type uni cast

sour ce- address 100. 64. 0. 57
destination-address 100.64.0. 58
port 3333

vrrp-group 1

I SP2 100. 123. 0. 0/ 24 10. 200. 200. 1
ip route 198.18.156.0/22 10.200.200.2

wirel ess-controller
peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2



vrrp-group 1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit
ip telnet server
ip ssh server

clock tinezone gnmt +7

ntp enabl e
ntp server 100.123.0.2
exit

ESR-2

#!/usr/bin/clish
#14
host nane ESR- 2

ip firewall sessions allow unknown

obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group service snnp
port-range 161-162

exit

obj ect-group service COA
port-range 3799
port-range 31812-31813

exit

obj ect-group service bgp
port-range 179

exit

obj ect-group service dns
port-range 53

exit

obj ect-group service sunctun
port-range 1337

exit

obj ect-group service firewal | _fail over
port-range 3333

exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24

exit

obj ect-group network gre_termination
ip prefix 192.168.200. 48/ 28

exit

obj ect-group network ngnt_AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 100.64.0.56/30



ip prefix 198.18.144.0/22
ip prefix 198.18.156.0/22
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 198.18.128.0/21
ip prefix 198.18.144.0/22
exit
obj ect - group network Admmet
ip prefix 100.123.0.0/24
ip prefix 100.110.0.0/23
ip prefix 192.168.200.48/28
ip prefix 100.64.0.44/30
exit
obj ect-group network PrivateNets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/ 16
ip prefix 172.16.0.0/12
exit
obj ect -group network BGPnei ghbours
ip prefix 100.64.0.36/30
ip prefix 100. 64.0. 44/ 30
ip prefix 100.64.0.52/ 30
ip prefix 100.64.0.56/30
exit
obj ect -group network DNS
ip address-range 8.8.8.8
ip prefix 100.123.0.0/24
exit
obj ect-group network CoA servers
ip prefix 100.123.0.0/24
exit
obj ect-group network clients_I SP2
ip prefix 198.18.156.0/22

exit
ipvrf ISP2

ip protocols bgp max-routes 250
exit

radi us-server tineout 10
radi us-server retransnmt 5
radi us-server host 100.123.0.2
key ascii-text encrypted 88B11079B9014FAAF7B9
tinmeout 11
priority 20
sour ce- address 198.18.128.3
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit



vlian 11
force-up

exit

vlan 12
force-up

exit

vlan 101
force-up

exit

vlan 9, 92

exit

security zone trusted

exit

security zone untrusted

exit

security zone gre

exit

security zone sidelink

exit

security zone user

exit

security zone untrusted_| SP2
ip vrf forwarding | SP2

exit

security zone user_| SP2
ip vrf forwarding |SP2

exit

security zone sidelink_I SP2
ip vrf forwarding |SP2

exit

security zone trusted_| SP2
ip vrf forwarding ISP2

exit

rout e- map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action permt
exit
exit
route-nmap i n_PREF
rule 10
action permt
exit
exit
rout e-map out_BGP_| SP2
rule 1
match i p address object-group clients_I SP2
action permt
exit
exit
router bgp 64603
address-fanily ipv4
redi stribute connected
redistribute static
nei ghbor 100. 64. 0. 37
renote-as 65001
rout e- map out _BGP_GRE out



updat e- source 100. 64. 0. 38
enabl e

exit

nei ghbor 100. 64. 0. 45
renot e-as 65001
rout e-map out _BGP_AP out
updat e- source 100. 64. 0. 46
enabl e

exit

nei ghbor 100. 64. 0. 53
renote-as 65001
rout e- map out _BGP_NAT out
updat e- source 100. 64. 0. 54
enabl e

exit

nei ghbor 100. 64. 0. 57
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 58
enabl e

exit

enabl e

exit
address-fam ly ipv4 vrf

redi stribute connected

nei ghbor 100. 64.0. 77
renot e-as 65001
rout e-map out_BGP_I SP2 out
updat e- source 100. 64.0. 78
enabl e

| SP2

exit

nei ghbor 100. 64. 0. 97
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 98

enabl e

exit
enabl e
exit
exit

snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

community "publicll”
comunity "privatel"

ro
rw

host 100.123.0.2

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

config

ronmnent
ronment
ronnent
ronnment
ronnment
ronnent
ronment
ronment
ronmnent
ronment
ronnent
ronnment
ronnment
ronnent
ronnment
ronment
ronmnent

envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi

config conm t
config confirm

pwrin

pwrin-insert

fan

f an- speed- changed

f an- speed- hi gh
menory-flash-critical-Iow
menory-fl ash-1 ow
menory-ramcritical -l ow
menory-raml ow

cpu- | oad
cpu-critical-tenp
cpu-over heat -t enp

cpu- supercool i ng-tenp
boar d- over heat - t enp

boar d- super cool i ng-t enp
sf p- over heat -t enp



snnp-server enabl e traps environnent sfp-supercooling-tenp
snnp-server enable traps environment switch-overheat-tenp
snnp-server enable traps environnment switch-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi wi fi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps file-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessi ons-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linmt
snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold
snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-Ilarge

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto
snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enabl e traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shut down

snnp-server enable traps envnon supply

snnp-server enable traps envnon tenperature

snnp-server enable traps flash

snnp-server enable traps flash insertion

snnp-server enable traps flash renoval

snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnmp-server enable traps snnp col dstart

snnp-server enable traps snnp |inkdown

snnp-server enable traps snnp |inkup

snnp-server enabl e traps syslog

bridge 1
description "GRE_term nation"
vl an 101
security-zone gre
ip address 192. 168. 200. 52/ 28
vrrp id 1
vrrp ip 192.168. 200. 49/ 32
vrrp ip 192.168.200. 50/ 32 secondary
vrrp priority 190
vrrp group 1
vrrp preenpt delay 150



vrrp
protected-ports
prot ected-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 3
description "mgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 190
vrrp preenpt delay 150
vrrp
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "SideLink"
vlian 9
security-zone sidelink
ip address 100. 64. 0.58/30
enabl e

exit

bridge 10
description "datal_AP"
vl an 10
security-zone user
ip address 198.18. 136. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt delay 150
vrrp
| ocation datal0
prot ected-ports
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 12
ip vrf forwarding |SP2
vlan 12
security-zone user_| SP2
ip address 198. 18. 156. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 12
vrrp i p 198.18. 156. 1/ 32
vrrp priority 190
vrrp group 1
vrrp preenpt delay 150
vrrp
ip tcp adjust-nmss 1458
| ocation datal2
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan



enabl e
exit
bridge 92
ip vrf forwarding I SP2
description "SideLink for VRF | SP2"
vlan 92
security-zone sidelink_| SP2
ip address 100. 64.0.98/30
enabl e
exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
i p address 100. 64. 0. 38/ 30
ip tcp adjust-nss 1458

exit

interface gigabitethernet 1/0/1.209
descri ption "VRF_BACKBONE"
security-zone trusted
i p address 100. 64. 0. 46/ 30
ip tcp adjust-nmss 1458

exit

interface gigabitethernet 1/0/1.211
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 54/ 30
ip tcp adjust-nss 1458

exit

interface gigabitethernet 1/0/1.215
ip vrf forwarding I SP2
description "I SP2_vrf"
security-zone untrusted_| SP2
i p address 100. 64. 0. 78/ 30
ip tcp adjust-nmss 1458

exit

interface gigabitethernet 1/0/2
description "SideLink"
node hybrid
swi tchport forbidden default-vlan
swi tchport general acceptable-frane-type tagged-only
swi tchport general allowed vlan add 3,9-12,92,101 tagged

exit

tunnel It 1
peer It 2
security-zone trusted
i p address 10.200. 200. 5/ 30

enabl e
exit
tunnel It 2
peer It 1

ip vrf forwarding |SP2
security-zone trusted_| SP2
i p address 10.200. 200. 6/ 30
enabl e
exit
tunnel softgre 1
description "mgnt"
nmode managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168. 200. 50



default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destinati on-port sunctun
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address BGPnei ghbours
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Sof t W.C
enabl e
exit
rule 11
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 20



action permt
mat ch protocol tcp
mat ch sour ce- addr ess BGPnei ghbour s
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
match protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-address DNS
mat ch destination-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
rule 2



action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair sidelink self
rule 2
action permt
match protocol tcp
mat ch destinati on-port bgp
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt
mat ch protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit



rule 60
action permt
mat ch source-address Sof t W.C
enabl e
exit
rule 80
action permt
mat ch sour ce- address Admmet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destination-port sunctun
enabl e
exit
rule 100
action permt
mat ch protocol tcp
mat ch destination-port telnet
enabl e
exit
exit
security zone-pair sidelink trusted
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink gre
rule 10
action permt
enabl e
exit
exit
security zone-pair sidelink user
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
exit
security zone-pair trusted sidelink
rule 10
action permt
enabl e
exit
exit
security zone-pair gre sidelink
rule 10
action permt
enabl e
exit
exit
security zone-pair user sidelink
rule 10
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
rule 20
action permt



mat ch not source-address PrivateNets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address BGPnei ghbours
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair user_|SP2 self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair user_ISP2 untrusted_| SP2
rule 10
action permt
enabl e
exit
exit
security zone-pair user_I|SP2 trusted_I SP2
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 11
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user_|SP2 sidelink_|SP2
rule 10
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
rule 20
action permt



mat ch not source-address PrivateNets

enabl e
exit
exit

security zone-pair

rule 10

action permt

enabl e
exit
exit

security zone-pair

rule 10

action permt

enabl e
exit
exit

security zone-pair

rule 10

action permt

mat ch protoco

enabl e
exit
exit

security zone-pair

rule 10

action permt

mat ch protoco

enabl e
exit
rule 100

action permt

enabl e
exit
exit

security zone-pair

rule 2

action permt

mat ch protoco

trusted_| SP2 self

trusted_| SP2 user_| SP2

untrusted_I SP2 sel f

icnp

untrusted_| SP2 user_| SP2

i cnp

si delink_I SP2 sel f

tcp

mat ch destinati on-port bgp

enabl e
exit
exit

security zone-pair sidelink_|SP2 untrusted_| SP2

rule 10

action permt

enabl e
exit
exit

security passwords hi

ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip dhcp-rel ay

ip route vrf

story O

sync-type uni cast

sour ce- address 100. 64. 0. 58
destination-address 100. 64.0. 57
port 3333

vrrp-group 1

I SP2 100. 123. 0. 0/ 24 10. 200. 200.5
ip route 198.18.156.0/22 10.200.200.6

W rel ess-controller
peer - address 100. 64. 0. 57
nas-i p-address 198.18.128.3
vrrp-group 1

dat a-tunne

configuration radius

aaa das-profile COA
aaa radi us-profile PCRF

enabl e
exit



ip telnet server
ip ssh server

cl ock tinezone gmt +7
ntp enabl e

ntp server 100.123.0.2
exit
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