¢ VRRP+BGP

° ESR
. VRRP

® AS-path

®  Multi exit discriminator (MED)
® |ocal preference , ESR

VRRP PE, ESRVRRP MASTER

* ESR
ESR " "(PE1 PE2) .1., , PoE, L3/ ( ).
. VRF AP.

. VRF NAT, NAT.
®* VRFcore ESR SoftWLC.

ESR PE .ESR GRE ., PE ESR,

SoftWLC

ESR-1 ESR-2
VRRP MASTER VRRP BACKUP

.2 , BGP.
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Operator network

PE1

eBGP
iBGP
ESR-1 ESR-2
VRRP MASTER VRRP BACKUP
.2
VRRP
1. ESR-1 ESR-2  GRE VRFAP. , GRE PE2 ESR-2, VRRPBACKUP GRE. GRE ESR-1 ESR-2,  VRFcore() VRF

NAT( ) PE1, .3.
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SoftWLC

=
ESR-1 ESR-2
VRRP MASTER VRRP BACKUP

== == == = Tpacuk ynpasneHua T/ BHYTpn GRE

= e o om Tpaduk knneHToB T BHYTpU GRE

mememmemmennes TpachuK ynpasneHua T nocne gekancynauyum ns GRE

Tpadmk KnueHToB T[ nocne gekancynauumn n3 GRE

.3

2. ESR-1 ESR-2 VRF core VRF NAT. ESR-2 PE2. , SoftWLC, VRF NAT CcESR-2 ESR-1, VRRP MASTER GRE
PE1, .4.
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pErator network .
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SoftWLC

-
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*

PE1

ESR-1
VRRP MASTER VRRP BACKUP

== == == = Tpacuk ynpasneHua T/ BHYTpn GRE

= e o om Tpaduk knneHToB T BHYTpU GRE

-------------- Tpadwmk ynpasneHua T4 go nHkancynauum 8 GRE

Tpadmk KnneHToB T, 00 uHKancynauum 3 GRE

. 4.

3.PE1 PE2 ESR-1/ESR-2 , SoftWLC NAT. ESR-1 ESR-2 , iBGP ., ESR, VRRP MASTER, , ESR VRRP BACKUP.

. 5.



===

SoftWLC

y
~ibePm =
ESR-1 ESR-2
VRRP MASTER VRRP BACKUP

== == == = Tpacuk ynpasneHua T/ BHYTpn GRE
= e = o= Tpaduk knneHToB T BHYTpU GRE
-------------- Tpadwmk ynpasneHua T4 go nHkancynauum 8 GRE

Tpadmk KnneHToB T, 00 uHKancynauum 3 GRE

. 5.

ESR( )
ESR L2VPN :
EoGRE (ESR100/200/1000)  /SSID,..  (up/down)

4. PE1l, ESR-1, VRRP MASTER , (.6).

Text



SoftWLC
PE 1
oTKas
eBGP
ESR e ESR-2
VRRP MASTER VRRP BACKUP
== == == == Tpadiuk ynpasneHna T4 sBHyTpn GRE
= e = o= Tpaduk knneHToB T BHYTpU GRE
-------------- Tpadwmk ynpasneHua T4 go nHkancynauum 8 GRE
Tpadmk KnneHToB T, 00 uHKancynauum 3 GRE
. 6.
ESR L2 VPN

ESR. ESR, :



®* L2 VRRP, GRE, ;

L]
® iBGP ESR-1 ESR-2.

1 2:

. BGP
3

®* , ESR
4.

VRRP ESR. VRRP MASTER

iBGP, BGP , , PE ESR.

®* VRRP PE ESR. PE,VRRP ESR,PE

ESR

BGP,

PE
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o
>
<
=]
<
©
o
o
—
PE 1
a
g
o 4 &
eBGP o J 3
qd 3 4
L
II>
>

gi1/0/1.210 - 100.64.0.50/30

Bridge 1
192.168.200.51/28
TepMrHupoBaHne GRE
ot T

Bridge 3 ]
198.18.128.2/21 =
NoAcCeTb ynpasnenna T,

Bridge 9
100.64.0.57/30

nogceTb A ceAsn iBGP

yepes NepembIuKy

Bridge 10 ]
198.18.136.2/22 -~ —
noAceTb KnneHToB T/,

gi1/0/2

AS 65001

AS 64603

VIP 192.168.200.49/32
VIP 192.168.200.50/32

VLAN 10

100.64.0.53/30

VRE AP
VRE backbone
VRE NAT

gi1/0/1.211 - 100.64.0.54/30

Bridge 1

gil/o/2

192.168.200.52/28
TepMuHupoBaHue GRE
ot T4

Bridge 3
! 198.18.128.3/21
i nopceTb ynpasneHna T,

Bridge 9
100.64.0.58/30 :
! mogceTb A/1A cBA3K iBGP
i yepes NepemMbluky ;

Bridge 10
198.18.136.3/22
noAceThb KIMeHToB T/,

PE 2

eBGP



Bridge 11
198.18.140.2/22
NofceTb KAMEHTOB T/,

é._ L - -

VLAN 11

ESR-1 VRRP MASTER

ESR-1 (gi1/0/1) - PE1. - eBGP VRF.

IP

VRF AP | @i1/0/1.206 & 100.64.0.34/30

VRF core | i1/0/1.208 @ 100.64.0.42/30

VRF NAT | @i1/0/1.210 ' 100.64.0.50/30

ESR-2 (gi1/0/1) - PE2. - eBGP VRF.
P
VRFAP | gi1/0/1.207 = 100.64.0.38/30

VRF core | gi1/0/1.209 @ 100.64.0.46/30

VRF NAT | gi1/0/1.211 @ 100.64.0.54/30

ESR-1 (gi1/0/3) ESR-2 (gi1/0/3).

VRRP Bridge 1, 3, 10, 11

VRRP GROUP 1

vlan.

iBGP ESR Bridge 9.

Bridge 11
198.18.140.2/22
noAceTb KNMEHTOB T/,

ESR-2 VRRP BACKUP

/ VRRP IP ESR-1 IP address ESR-2 IP address
GRE bridge 1 /101 ' 192.168.200.49/32 A 192.168.200.51/28 192.168.200.52/28
192.168.200.50/32
bridge 3/3 198.18.128.1/32 198.18.128.2/21 198.18.128.3/21
ESR-1  bridge 9/9 n/a 100.64.0.57/30 100.64.0.58/30
bridge 10 /10 | 198.18.136.1/32 198.18.140.2/22 198.18.140.3/22
bridge 11/11 = 198.18.140.1/32 198.18.140.2/22 198.18.140.3/22
VRRP
ESR, VRRP MASTER, BGP , PE ., VRRP , VRRP VRRP, MASTER, ESR, VRRP MASTER, BGP. |, - AS-
path Multi exit discriminator (MED).
AS-path
AS-path, ESR, VRRP MASTER, AS-path ,  AS-path , . "tracking 1" ( ESR):
tracking 1
vrrp 3 not state master
enabl e
exit
tracking 1 60. VRRP id3. VRRPid, bridge3, ESR... VRRP , ., VRRP MASTER. ,..VRRP BACKUP FAULT. tracking
BGP, ESR
route-map, "track 1". BGP (AS-path prepend). AS



rout e-map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action set as-path prepend 64603 track 1
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group nmgnt _AP
action set as-path prepend 64603 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match ip address object-group clients_AP
action set as-path prepend 64603 track 1
action permt
exit
exit

route-map ESR.

ESR-1:

router bgp 64603
address-fanmily ipv4d

redi stri bute connected

nei ghbor 100. 64. 0. 33
renote-as 65001
rout e- nap out _BGP_CRE out
updat e- source 100. 64. 0. 34
enabl e

exit

nei ghbor 100. 64. 0. 41
renote-as 65001
rout e- nap out _BGP_AP out
updat e- source 100. 64. 0. 42
enabl e

exit

nei ghbor 100. 64. 0. 49
renot e-as 65001
rout e- map out _BGP_NAT out
updat e- source 100. 64. 0. 50
enabl e

exit

enabl e

exit
exit

ESR-2:



router bgp 64603
address-fanmily ipv4d

redi stri bute connected

nei ghbor 100. 64. 0. 37
renote-as 65001
rout e- nap out _BGP_CRE out
updat e- source 100. 64. 0. 38
enabl e

exit

nei ghbor 100. 64. 0. 45
renote-as 65001
rout e- map out _BGP_AP out
updat e- source 100. 64. 0. 46
enabl e

exit

nei ghbor 100. 64. 0. 53
renote-as 65001
rout e- map out _BGP_NAT out
updat e- source 100. 64. 0. 54
enabl e

exit

enabl e

exit
exit

, ESR-2,VRRP  BACKUP, AS-path AS:

Bet a# show i p bgp 64603 nei ghbors 100. 64. 0. 37 advertise-routes
multicast, a -

Status codes: u - unicast, b - broadcast, m-
* - valid, > - best
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop
*> u 192.168. 200. 48/ 28 100. 64. 0. 38

Metric

LocPrf
100

anycast

Wi ght
0

Bet a# show i p bgp 64603 nei ghbors 100. 64. 0. 45 advertise-routes
multicast, a -

Status codes: u - unicast, b - broadcast, m-
* - valid, > - best

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop

*> u 198. 18. 140. 0/ 22 100. 64. 0. 46

*> u 198.18. 136. 0/ 22 100. 64. 0. 46

*> u 198.18.128.0/21 100. 64. 0. 46

*> u 198. 18. 144. 0/ 22 100. 64. 0. 46

*> u 100. 64. 0. 56/ 30 100. 64. 0. 46

Metric

LocPrf
100
100
100
100
100

anycast

Wi ght

O O o oo

Bet a# show i p bgp 64603 nei ghbors 100. 64. 0. 53 adverti se-routes
mul ticast, a -

Status codes: u - unicast, b - broadcast, m-
* - valid, > - best

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop

*> u 198.18.140.0/ 22 100. 64.0.54

*> u 198.18.136.0/ 22 100. 64. 0. 54

*> y 198.18.128.0/21 100. 64.0.54

*> u 198.18.144.0/ 22 100. 64. 0. 54

, BGP AS-path ESR, VRRP BACKUP, , VRRP MASTER.

Metric

LocPrf
100
100
100
100

anycast

Wei ght

O O oo

Pat h
64603

Pat h
64603
64603
64603
64603
64603

Pat h
64603
64603
64603
64603

64603

64603
64603
64603
64603
64603

64603
64603
64603
64603

NN N ) N

NN ) )



@!,

® AS-path prepend ( AS-path);
® AS-path;
O 4 BGP.

Multi exit discriminator (MED)
Multi exit discriminator (MED) BGP

"tracking 1" ( ESR):

tracking 1
vrrp 3 not state naster
enabl e

exit

route-map, BGP, "track 1" MED = 1000. 0 4294967295.

rout e-map out_BGP_GRE
rule 10
match ip address object-group gre_term nation
action set netric bgp 1000 track 1
action permt
exit
exit
rout e-map out_BGP_AP
rule 10
match i p address object-group nmgnt _AP
action set nmetric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action set nmetric bgp 1000 track 1
action permt
exit
exit

route-map ESR.

ESR-1:

..ESR, VRRP MASTER,



router bgp 64603
address-fanmily ipv4d

redi stri bute connected

nei ghbor 100. 64. 0. 33
renote-as 65001
rout e- nap out _BGP_CRE out
updat e- source 100. 64. 0. 34
enabl e

exit

nei ghbor 100. 64. 0. 41
renote-as 65001
rout e- map out _BGP_AP out
updat e- source 100. 64. 0. 42
enabl e

exit

nei ghbor 100. 64. 0. 49
renote-as 65001
rout e- map out _BGP_NAT out
updat e- source 100. 64. 0. 50
enabl e

exit

enabl e

exit
exit

ESR-2:

router bgp 64603
address-fam |y ipv4

redi stribute connected

nei ghbor 100. 64. 0. 37
renote-as 65001
rout e- map out _BGP_GRE out
updat e- source 100. 64. 0. 38
enabl e

exit

nei ghbor 100. 64. 0. 45
renot e-as 65001
rout e- map out _BGP_AP out
updat e- source 100. 64. 0. 46
enabl e

exit

nei ghbor 100. 64. 0. 53
renmote-as 65001
rout e- nap out _BGP_NAT out
updat e- sour ce 100. 64. 0. 54
enabl e

exit

enabl e

exit
exit

, ESR-2,VRRP  VRRP BACKUP, MED ,



Bet a# show i p bgp 64603 nei ghbors 100. 64. 0. 37 advertise-routes
Status codes: u - unicast, b - broadcast, m- nulticast, a - anycast
* - valid, > - best

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wi ght Pat h
*> u 192. 168. 200. 48/ 28 100. 64. 0. 38 1000 100 0 64603 ?

Bet a# show i p bgp 64603 nei ghbors 100. 64.0.45 advertise-routes
Status codes: u - unicast, b - broadcast, m- nulticast, a - anycast
* - valid, > - best

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wi ght Pat h
*> u 198.18.140. 0/ 22 100. 64. 0. 46 1000 100 0 64603 ?
*> u 198.18.136. 0/ 22 100. 64. 0. 46 1000 100 0 64603 ?
*> yu 198.18.128.0/21 100. 64. 0. 46 1000 100 0 64603 ?
*> u 198.18.144.0/ 22 100. 64. 0. 46 1000 100 0 64603 ?
*> u 100. 64.0.56/30 100. 64. 0. 46 1000 100 0 64603 ?
Bet a# show i p bgp 64603 nei ghbors 100.64.0.53 advertise-routes
Status codes: u - unicast, b - broadcast, m- nulticast, a - anycast
* - valid, > - best
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wei ght Path

*> u 198.18. 140. 0/ 22 100. 64. 0. 54 1000 100 0 64603 ?
*> u 198.18.136.0/ 22 100. 64. 0. 54 1000 100 0 64603 ?
*> u 198.18.128.0/21 100. 64. 0. 54 1000 100 0 64603 ?
*> u 198.18.144.0/ 22 100. 64. 0. 54 1000 100 0 64603 ?
(D [ St

® MED;

e "™  , Weight, local preference, AS-path origin code ;

L]
route-map as-path prepend metric
local preference , ESR

, SoftWLC , , iBGP ESR, PE. local preference - ESR BGP local preference iBGP 100, ESR PE( PE, iBGP ).
ESR-1:

route-map, action set local-preference 20:

rout e-map i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit

route-map ESR-1 iBGP (ESR-2):



rout
ad

ex
exit

, , ESR-2,

ALfa# sh ip bgp

St at

aig

* Ok % % ok F

*

* %

*

* % *
VvV Vv
cCcCccCcoccCccoccCccoccCccoccCccocccCc

*

*
\"

er bgp 64603

dress-famly ipv4d

redi stri bute connected

nei ghbor 100. 64. 0. 58
renote-as 64603
route-map i n_PREF in
next - hop- sel f

updat e- source 100. 64. 0. 57

enabl e
exit
enabl e
it

us codes: u - unicast,
* - valid, >

in codes: i - IGP, e -

Net wor k

0.0.0.0/0

198. 18. 140. 0/ 22
198. 18. 136. 0/ 22
198.18.128. 0/ 21
10. 10. 60. 0/ 24
198. 18. 144. 0/ 22
100. 64. 0. 16/ 28
192. 168. 200. 48/ 28
100. 64. 0. 56/ 30
100. 123. 0. 0/ 24
192. 168. 250. 0/ 24
100. 64. 0. 52/ 30
100. 64. 0. 44/ 30
100. 110. 0.0/ 23
100. 64. 0. 36/ 30

ESR-2:

rout
ru

ex

exit

rout
ad

ex
exit

e-map i n_PREF
le 10

BGP local-preference 20:

64603 nei ghbors 100. 64. 0.58 routes

b - broadcast, m- nulticast, a -
- best

EGP, ? - inconplete

Next Hop Metric LocPrf
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20
100. 64. 0. 58 20

action set |ocal-preference 20

action permt
it

er bgp 64603

dress-famly ipv4d

redi stribute connected

nei ghbor 100. 64. 0. 57
renot e-as 64603
route-map i n_PREF in
next - hop- sel f

updat e- source 100. 64. 0. 58

enabl e
exit
enabl e
it

anycast

Wei ght

[eNeolNelNeolNeNeNoNolNolNolNelNoNolNolNol

Pat h

65001 64602
?
?
?

65001 ?
?

65001 ?
?
?
65001 ?
65001 64602 ?

NN ) N



Beta# sh ip bgp

64603 nei ghbors 100. 64. 0. 57 routes

Status codes: u - unicast, b - broadcast, m- nulticast, a -
* - valid, > - best
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf

* u 0.0.0.0/0 100. 64. 0. 57 20
* u 198.18.140.0/22 100. 64. 0. 57 20
*> u 198.18.136.1/32 100. 64. 0. 57 20
* u 198.18.136.0/22 100. 64. 0. 57 20
*> u 198.18.140.1/ 32 100. 64. 0. 57 20
*> u 198.18.128.1/32 100. 64. 0. 57 20
* u 198.18.128.0/21 100. 64. 0. 57 20
*> u 198.18.144.1/32 100. 64. 0. 57 20
* u 10.10. 60.0/ 24 100. 64. 0. 57 20
* u 198.18.144.0/ 22 100. 64. 0. 57 20
* u 100.64. 0. 16/ 28 100. 64. 0. 57 20
*> u 192.168. 200. 50/ 32 100. 64. 0. 57 20
* u 192.168. 200. 48/ 28 100. 64. 0. 57 20
*> u 192.168. 200. 49/ 32 100. 64. 0. 57 20
* u 100. 64. 0. 56/ 30 100. 64. 0. 57 20
* u 100.123.0.0/ 24 100. 64. 0. 57 20
* u 192.168. 250. 0/ 24 100. 64. 0. 57 20
*> u 100. 64.0. 48/ 30 100. 64. 0. 57 20
*> u 100. 64. 0. 40/ 30 100. 64. 0. 57 20
* u 100. 110. 0. 0/ 23 100. 64. 0. 57 20
*> u 100. 64.0.32/30 100. 64. 0. 57 20
VRRP PE, ESR VRRP MASTER
PE VRRPtrackIP. IP PE VRRP FAULT VRRP.
Bridge 3( , VRRP) vrrp track-ip 100.64.0.45 (IP PE VRF core).
bridge 3

description "ngnt _AP"

vlan 3

security-zone trusted

ip address 198.18.128.3/21

i p hel per-address 100.123.0.2

ip hel per-address vrrp-group 1

vrrp id 3

vrrp ip 198.18.128.1/32

vrrp priority 190

vrrp group 1

vrrp preenpt disable

vrrp track-ip 100. 64. 0. 45

vrrp

protected-ports

protected-ports exclude vl an

ports vrrp filtering enable

ports vrrp filtering exclude vlan

enabl e
exit
2 vrrp track-ip 100.64.0.45 PE 100.64.0.45, VRF core. P, PE.

ping probe, 5 (

, vrrp track-ip,
v+, ping probe;
Ping probe ;
PE , VRRP
preempt delay

arwnPE

FAULT

ping probe - ;

Initialize,

vrrp track-ip packets 1 5), 10 (

ping probe , VRRP ( bridge 3) FAULT -

VRRP

VRRP MASTER ESR,

BACKUP,

vrrp preempt disable vrrp priority ESR,

anycast

Wei ght Pat h

0

0 ?
0 ?
0 ?
0 ?
0 ?
0 ?
0 ?
0 65001 ?
0 ?
0 65001 ?
0 ?
0 ?
0 ?
0 ?
0 65001 ?
0

0 ?
0 ?
0 ?
0 ?

vrrp track-ip interval 3 60). VRRP

BACKUP.

65001 64602 i

65001 64602 ?

, Vrrp priority ,

ESR.

, VvITp



, PE ESR, , VRRP FAULT, VRRP ESR
. ESR PE
ESR
ESR-1:
host nane ESR-1
ip firewall sessions counters
ip firewall sessions classification enable
ip firewall sessions allow unknown
obj ect-group service tel net
port-range 23
exit
obj ect-group service ssh

port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group service snnp
port-range 161-162

exit

obj ect -group service COA

port-range 3799

port-range
exit
obj ect - group
port-range
exit
obj ect - group
port-range

31812- 31813

service bgp
179

service dns
53

exit

obj ect - group
port-range

exit

service firewal | _fail over
3333

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network gre_term nation
ip prefix 192.168.200.48/28
exit
obj ect-group network ngnt_AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 100.64.0.56/30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
exit
obj ect - group network Admet



ip prefix 100.123.0.0/24
ip prefix 100. 64.0. 40/ 30
exit
obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit
obj ect-group network cross
ip prefix 100.64.0.32/ 30
ip prefix 100.64.0.40/30
ip prefix 100. 64.0. 48/ 30
ip prefix 100. 64.0.56/ 30
exit
obj ect -group network DNS
ip prefix 100.123.0.0/24
exit
obj ect-group network CoA servers
ip prefix 100.123.0.0/24
exit
obj ect -group network VRF_AP
ip prefix 100.64.0.32/30
exit
obj ect -group network VRF_CORE
ip prefix 192.168.200.48/28
ip prefix 100. 64.0.56/ 30
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
exit
obj ect -group network VRF_NAT
ip prefix 100. 64.0. 48/ 30
exit

radi us-server tineout 10
radi us-server retransnit 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tineout 11
priority 20
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 11
force-up

exit

vl an 101
force-up

exit

vl an 3101



force-up
exit
vl an 3102
force-up
exit
vlan 9
exit

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit

rout e- map out _BGP_GRE
rule 10
match i p address object-group gre_term nation
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
route-nmap i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit
tracking 1
vrrp 3 not state master
enabl e
exit
router bgp 64603
address-fanmily ipv4
redi stribute connected
nei ghbor 100. 64. 0. 33
renot e-as 65001
rout e-map out _BGP_GRE out
updat e- source 100. 64. 0. 34
enabl e
exit
nei ghbor 100. 64.0. 41
renot e-as 65001
rout e-map out_BGP_AP out
updat e- source 100. 64. 0. 42
enabl e
exit
nei ghbor 100. 64. 0. 49
renote-as 65001
rout e- map out _BGP_NAT out



updat e- source 100. 64. 0. 50
enabl e

exit

nei ghbor 100. 64. 0. 58
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 57
enabl e

exit

enabl e

exit
exit

snnp-server
snnp-server system shut down

snnp-server community "publicll" ro
snnp-server community "privatel" rw

snnp-server host 100.123.0.2
exit

snnp-server enable traps

snnp-server enable traps config

snnp-server enable traps config commt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environnent pwin

snnp-server enable traps environment pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enabl e traps environnent fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environment nenory-flash-Iow
snnp-server enabl e traps environnent nmenory-ramcritical-Iow
snnp-server enable traps environnent nenory-ramlow
snnp-server enable traps environnment cpu-I|oad

snnp-server enable traps environnent cpu-critical-tenp
snnp-server enable traps environnment cpu-overheat-tenp
snnp-server enabl e traps environnent cpu-supercooling-tenp
snnp-server enabl e traps environnent board-overheat-tenp
snnp-server enabl e traps environment board-supercooling-tenp
snnp-server enabl e traps environnent sfp-overheat-tenp
snnp-server enabl e traps environnent sfp-supercooling-tenp
snnp-server enable traps environment switch-overheat-tenp
snnp-server enabl e traps environnment sw tch-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed

snnp-server enable traps file-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high

snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enabl e traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-1large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto

snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan



snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enable traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tine-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan
snnp-server enable traps envnon shut down
snnmp-server enable traps envnon supply
snnp-server enable traps envnon tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renoval
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnmp |inkup
snnp-server enable traps syslog

bridge 1
description "GRE_term nation”
vlan 101
security-zone gre
ip address 192.168.200. 51/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp ip 192.168. 200. 50/ 32 secondary
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp
i pv6 enabl e
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp i p 198.18.128.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp track-ip 100.64.0.41
vrrp
protected-ports
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
descri ption "nei ghbour"



vlian 9
security-zone nei ghbour
ip address 100.64.0.57/30
enabl e

exit

bridge 10
description "datal_AP"
vl an 3101
ports firewall enable
security-zone user
ip address 198. 18. 136. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp
ip policy route-map Fltr_PBR
| ocation datalO
enabl e

exit

bridge 11
description "data2_AP"
vl an 3102
ports firewall enable
security-zone user
ip firewall disable
ip address 198. 18. 140. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 11
vrrp i p 198.18.140.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp
| ocation datall
protected-ports
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

interface port-channel 1
node hybrid
swi tchport general pvid 2334
swi tchport general allowed vlan add 2334 unt agged
security-zone untrusted

exit

interface gigabitethernet 1/0/1
description "UpLink"
node hybrid

exit

interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
ip address 100. 64. 0. 34/ 30
i pv6 enabl e

exit

interface gigabitethernet 1/0/1.208
description "VRF_CORE"
security-zone trusted
i p address 100. 64. 0. 42/ 30
i pv6 enabl e

exit

interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted



ip address 100. 64. 0.50/ 30
i pv6 enabl e
exit

interface gigabitethernet 1/0/2
description "nei ghbour"
node hybrid
swi t chport forbidden default-vlan
swi tchport general acceptable-frane-type tagged-only
swi tchport general allowed vlan add 3,9-11, 101 tagged
exit
interface service-port 1
service-policy dynanic
exit
tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168. 200. 49
defaul t-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
match protocol vrrp
enabl e
exit
rule 2



action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 11
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
rule 4
action permt
mat ch protocol vrrp



enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-address DNS
mat ch destination-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_client
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair neighbour self
rule 2
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e



exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt
match protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 60
action permt
mat ch source-address Sof t W.C
enabl e
exit
rule 80
action permt
mat ch sour ce- address Admmet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 100
action permt
mat ch protocol tcp
mat ch destination-port telnet
enabl e
exit

exit
security zone-pair neighbour trusted

rule 10
action permt
enabl e

exit

exit
security zone-pair neighbour untrusted

rule 10
action permt
enabl e

exit

exit
security zone-pair nei ghbour gre



rule 10
action permt
enabl e
exit
exit
security zone-pair neighbour user
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
exit
security zone-pair trusted nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair gre nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair user nei ghbour
rule 10
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
rule 20
action permt
mat ch not source-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch source-port bgp
mat ch destination-port bgp
enabl e
exit
exit

security passwords history O

ip firewall failover sync-type unicast

ip firewall failover source-address 198.18.128.2

ip firewall failover destination-address 100.64.0.58
ip firewall failover port 3333

ip firewall failover

ip dhcp-rel ay

W rel ess-controller
peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2
vrrp-group 1
data-tunnel configuration radius
aaa das-profile COA
aaa radi us-profile PCRF
enabl e

exit

ip telnet server

ip ssh server



ESR-2:

host nane ESR- 2

ip firewall sessions counters
ip firewall sessions classification enable
ip firewall sessions allow unknown
obj ect-group service tel net
port-range 23
exit
obj ect-group service ssh

port-range 22

exit

obj ect - group
port-range

exit

service
67

dhcp_server

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group service snnp
port-range 161-162

exit

obj ect-group service COA

port-range 3799

port-range
exit
obj ect - group
port-range
exit
obj ect - group

31812- 31813

service bgp
179

service dns

port-range 53

exit

obj ect - group
port-range

exit

service firewal | _fail over
3333

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network gre_termnination
ip prefix 192.168.200.48/28
exit
obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 100. 64.0.56/ 30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
exit
obj ect - group network Admmet
ip prefix 100.123.0.0/24
ip prefix 100. 64.0. 44/ 30
exit
obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit
obj ect-group network cross
ip prefix 100. 64.0. 36/ 30
ip prefix 100. 64.0. 44/ 30
ip prefix 100.64.0.52/30
ip prefix 100. 64.0.56/ 30



exit

obj ect -group network DNS
ip prefix 100.123.0.0/24

exit

obj ect-group network CoA servers
ip prefix 100.123.0.0/24

exit

obj ect -group network VRF_AP
ip prefix 100.64.0.36/30

exit

obj ect -group network VRF_CORE
ip prefix 192.168.200.48/28
ip prefix 100. 64.0. 44/ 30
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22

exit

obj ect -group network VRF_NAT
ip prefix 100.64.0.56/30

exit

radi us-server tineout 10
radi us-server retransnit 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tineout 11
priority 20
sour ce- address 198. 18.128.3
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

vlan 3
force-up

exit

vlan 10
force-up

exit

vlian 11
force-up

exit

vlan 101
force-up

exit

vlian 9

exit

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit



rout e- map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
route-nmap i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit
tracking 1
vrrp 3 not state master
enabl e
exit
router bgp 64603
address-fam ly ipv4
redi stribute connected
nei ghbor 100. 64. 0. 37
renot e-as 65001
rout e- map out _BGP_GRE out
updat e- source 100. 64. 0. 38
enabl e
exit
nei ghbor 100. 64. 0. 45
renot e-as 65001
rout e-map out _BGP_AP out
updat e- source 100. 64. 0. 46
enabl e
exit
nei ghbor 100. 64. 0. 53
renote-as 65001
rout e-map out _BGP_NAT out
updat e- source 100. 64. 0. 54
enabl e
exit
nei ghbor 100. 64. 0. 57
renot e-as 64603
route-map i n_PREF in
next - hop- sel f
updat e- source 100. 64. 0. 58
enabl e
exit
enabl e
exit
exit

snnp- server
snnp-server community "publicll" ro

snnp-server comunity "privatel” rw

snnp-server host 100.123.0.2



exit

snnp-server enable traps

snnp-server enable traps config

snnp-server enable traps config conmmt

snnp-server enable traps config confirm

snnp-server enable traps environnment

snnp-server enable traps environment pwin

snnp-server enable traps environnent pwin-insert
snnp-server enable traps environnment fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enable traps environnment fan-speed-high
snnp-server enable traps environment nenory-flash-critical-Iow
snnp-server enabl e traps environnent nenory-flash-1ow
snnp-server enable traps environment nenory-ramcritical-1ow
snnp-server enabl e traps environnent nenory-raml| ow
snnp-server enable traps environnent cpu-I|oad

snnp-server enable traps environment cpu-dp-critical-tenp
snnp-server enable traps environment cpu-dp-overheat-tenp
snnp-server enable traps environnment cpu-dp-supercooling-tenp
snnp-server enable traps environment cpu-ngnt-critical-tenp
snnp-server enable traps environment cpu-ngnt-overheat-tenp
snnp-server enabl e traps environnment cpu-ngnt-supercooling-tenp
snnp-server enabl e traps environnent board-overheat-tenp
snnp-server enabl e traps environnent board-supercooling-tenp
snnp-server enable traps environnment sfp-overheat-tenp
snnp-server enabl e traps environnent sfp-supercooling-tenp
snnp-server enabl e traps environnment sw tch-overheat-tenp
snnp-server enable traps environnment switch-supercooling-tenp
snnp-server enable traps wf

snnp-server enable traps wifi wi fi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed

snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high

snnp-server enabl e traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linmt

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto

snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tinme-exceeded

snnp-server enabl e traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags

snnp-server enable traps entity

snnp-server enable traps entity config-change

snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold

snnp-server enable traps envnon

snnp-server enable traps envnon fan



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e

bridge 1

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

envnon shut down
envnon supply
envnon tenperature
flash

flash insertion
flash renoval

snnp

snnp aut henti cation
snnp col dstart
snnp | i nkdown

snimp |i nkup

sysl og

description "GRE_termnation”

vlan 101
security-zone gre

i p address 192.168. 200. 52/ 28

vrrp id 1

vrrp ip 192.168. 200. 49/ 32
vrrp i p 192.168. 200. 50/ 32 secondary

vrrp priority 190
vrrp group 1

vrrp preenpt disa
vrrp
protected-ports

bl e

prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan

enabl e

exit

bridge 3
description "mgnt
vlian 3
security-zone tru

_AP"

st ed

ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1

vrrp id 3

vrrp ip 198.18.128.1/32

vrrp priority 190
vrrp group 1
vrrp preenpt disa

bl e

vrrp track-ip 100.64.0.45

vrrp track-ip int
vrrp
prot ected-ports

erval

9

protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan

enabl e
exit
bridge 9

description "nei ghbour"

vlian 9

security-zone nei ghbour

ip address 100. 64. 0.58/30

enabl e

exit

bri dge 10
description "data
vl an 10
security-zone use

1_AP"

r

i p address 198.18. 136. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1

vrrp id 10

vrrp ip 198.18.136.1/32

vrrp priority 190
vrrp group 1
vrrp preenpt disa

bl e



vrrp
ip policy route-map pbr_rule_1
| ocation datalO
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 11
description "data2_AP"
vlan 11
security-zone user
i p address 198.18. 140. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 11
vrrp i p 198.18.140.1/ 32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp
ip policy route-map pbr_rule_1
| ocation datall
protected-ports
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
i p address 100. 64.0. 38/ 30
i pvé enabl e

exit

interface gigabitethernet 1/0/1.209
descri ption "VRF_CORE"
security-zone trusted
ip address 100. 64. 0. 46/ 30
i pv6 enabl e

exit

interface gigabitethernet 1/0/1.211
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 54/ 30
i pv6 enabl e

exit

interface gigabitethernet 1/0/2
description "nei ghbour"
node hybrid
swi tchport forbidden default-vlan
swi tchport general acceptable-frane-type tagged-only
swi tchport general allowed vlan add 3,9-11, 101 tagged

exit

interface service-port 1
service-policy dynanic

exit

tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e

exit

tunnel softgre 1.1
bridge-group 3
enabl e

exit

tunnel softgre 2



description "data"
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
match protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 11
action permt
mat ch sour ce- address Admet



enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch source-address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-address DNS
mat ch destination-port dns
enabl e
exit
exit



security zone-pair trusted user
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair nei ghbour self
rule 2
action permt
mat ch protocol tcp
mat ch destination-port bgp
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt
mat ch protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server



enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 60
action permt
mat ch sour ce-address Sof t W.C
enabl e
exit
rule 80
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 100
action permt
match protocol tcp
mat ch destination-port telnet
enabl e
exit
exit
security zone-pair neighbour trusted
rule 10
action permt
enabl e
exit
exit
security zone-pair nei ghbour untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair nei ghbour gre
rule 10
action permt
enabl e
exit
exit
security zone-pair neighbour user
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_client
enabl e
exit
exit
security zone-pair trusted nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair gre nei ghbour
rule 10
action permt
enabl e
exit
exit



security zone-pair user nei ghbour
rule 10
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
rule 20
action permt
mat ch not source-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit

security passwords history 0

ip firewall failover sync-type unicast

ip firewall failover source-address 198.18.128.3

ip firewall failover destination-address 100.64.0.57
ip firewall failover port 3333

ip firewall failover

ip dhcp-rel ay

W rel ess-controller
peer - address 100. 64. 0. 57
nas-i p-address 198.18.128.3
vrrp-group 1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e

exit

ip telnet server

ip ssh server
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