MDNS ESR (Bonjour)

® ESR
L]
® mDNS reflector
4 mDNS
* mDNS
L]
L]
® ESR
L[]
mDNS 172.20.0.0/24 172.21.0.0/24. SSH HTTPS.

ESR 1.6.4 mDNS reflector. mDNS L3

Bridge 20, Bridge 21. mDNS Bridge 20  Bridge 21 .

ESR

VLAN 20,

...............................................................................
W .

Bridge 20 mDNS Bridge 21
172.20.0.1/24 € > 172.21.0.1/24

gi1/0/2.20

gi1/0/2.21

MES

ESR Bridge 20 - gi1/0/2.20.

vlan21

WEP-2ac




bridge 20
ip firewall disable
ip address 172.20.0.1/24
enabl e

exit

VLAN 21, ESR Bridge 21 -gi1/0/2.21.

bridge 21
ip firewall disable
ip address 172.21.0.1/24
enabl e

exit

interface gigabitethernet 1/0/2.20

bri dge-group 20
exi t

interface gigabitethernet 1/0/2.21

bri dge-group 21
exit

mMDNS reflector

ip mdns-reflector mDNS reflector.

bri dge 20
ip firewall disable
ip address 172.20.0.1/24
ip mdns-reflector
enabl e
exit
bridge 21
ip firewall disable
ip address 172.21.0.1/24
ip mdns-reflector
enabl e
exit

1 BRAS, mDNS reflector

mMDNS

show ip mdns-reflector  mDNS mDNS reflector.

L3.

mDNS reflector Bridge 20 Bridge 21

mDNS (UDP:5353) bypass-traffic-acl.



ESR10# show i p mdns-reflector

Interface | P address
Port

br 20 172.20.0.10
5000

br 20 172.20.0.10
3283

br 20 172.20.0.10
548

br 20 172.20.0.10
445

br 20 172.20.0.10
5900

br 20 172.20.0. 10
3031

br 20 172.20.0.10
22

br 20 172.20.0.10
22

br 20 172.20.0.10
443

clear ip mdns-reflector mDNS reflector.

MDNS

_ssh._tcp _https._tcp.

obj ect-group url test_url

url _ssh. _tcp. | ocal

url

url _https._tcp.local

exit

i URL ,

mDNS,

ip ndns-reflector services test_url

mDSN.

ESR10# show i p ndns-refl ector

Interface | P address
Por t

br 20 172.20.0.10
22

br 20 172.20.0. 10
443

multimedia, client. ESR

1. DHCP /| ESR;
2. mDNS / ESR;
3. HTTPS/SSH ;
4, ICMP | ESR;

self :

Host nane

Book-tester-7.1ocal

Book-tester-7.1 ocal

Book-tester-7.1ocal

Book-tester-7.1ocal

Book-tester-7.1ocal

Book-tester-7.1 ocal

Book-tester-7.1ocal

Book-tester-7.1ocal

Book-tester-7.1ocal

Host nane

Book-tester-7.1ocal

Book-tester-7.1ocal

Service

_raop. _tcp
_net-assistant._udp
_afpovertcp. _tcp
_snb. _tcp
_rfb._tcp

_eppc. _tcp
_sftp-ssh. _tcp
_ssh. _tcp

_https._tcp

Service

_ssh._tcp

_https._tcp



5. ICMP

obj ect -group service ssh
port-range 22

exit

obj ect-group service https
port-range 443

exit

obj ect -group service dhcp_server
port-range 67

exit

obj ect -group service dhcp_client
port-range 68

exit

obj ect -group service mdns
port-range 5353

exit

security zone client
exit

security zone nultinedi a
exit

Bridge ( no ip firewall disable )

bridge 20
security-zone nmultimedia
ip address 172.20.0.1/24
ip mdns-reflector
enabl e

exit

bridge 21
security-zone client
ip address 172.21.0.1/24
ip ndns-reflector
enabl e

exit

security zone-pair nultinmedia self
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server

mat ch destination-port dhcp_server

enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client

mat ch destination-port dhcp_server

enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 5
action permt
mat ch protocol udp



mat ch destination-port nins
enabl e
exit
exit
security zone-pair client self
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch destination-port mins
enabl e
exit
exit
security zone-pair client nultinmedi a
rule 2
action permt
mat ch protocol tcp
mat ch destination-port ssh
enabl e
exit
rule 3
action permt
match protocol tcp
mat ch destination-port https
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
exit

ESR

#!/usr/bin/clish
#14

#1.6.4
#06/ 12/ 2019
#18:19: 37

host nane ESR10

obj ect -group service ssh
port-range 22

exit

obj ect-group service https
port-range 443



exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

servi ce dhcp_server
67

service dhcp_client
68

servi ce mdns
5353

obj ect-group url test_url

url _ssh. _tcp.loca
url _https._tcp.loca
exit

usernane admnin

password encrypted $6$0qYVDALPNSI LZsQ $i qWi8CPYGn8744FowOgaYD
/ MZGhgXmAuVnB Sf 6ny S8nl v3nuA5Ez2Z5ASeKx U7t FFf 3Soi PDEdy ALKZ] VbEP.

exit

vlan 2
exit

security zone client
exit

security zone nultinedi a
exit

security zone uplink
exit

snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
comunity "privatel"
comunity "publicll”
snnp-server host 10.10.5.50
exit

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

config
config
config

rw
ro

conmmi t
confirm

envi ronnent
envi ronnent
envi ronment
envi ronnent
envi ronnent
envi ronnent
envi ronnent
envi ronnment
envi ronnent
fil e-operat
fil e-operat
fil e-operat
fil e-operat
interfaces

menory-flash-critical-Iow
menory-flash-1 ow
menory-ramcritical -l ow
menory-raml ow

cpu- 1| oad
cpu-critical-tenp

cpu- over heat -t enp

cpu- super cool i ng-tenp

ons
ons
ons
ons

successfu
failed
cancel ed

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

interfaces rx-utilization-high
interfaces tx-utilization-high
i nterfaces nunber-high

screen
screen
screen
screen
screen
screen
screen
screen
screen
screen
screen

dest-limt
source-limt
icnmp-threshol d
udp-t hreshol d
syn-fl ood

| and

wi nnuke
icmp-frag
udp-frag
icnp-1arge



snnp-server enable traps screen syn-frag
snnp-server enable traps screen unknown- proto
snnp-server enable traps screen ip-frag
snnp-server enable traps screen port-scan
snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enable traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enable traps screen unreachable
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon shut down
snnp-server enable traps envnon tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renova
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnp |inkup
snnp-server enable traps syslog

bridge 1
description "uplink"
vlian 2
security-zone uplink
ip address dhcp
enabl e

exit

bridge 20
description "multinedia"
security-zone nmultimedia
ip address 172.20.0.1/24
ip ndns-reflector
enabl e

exit

bridge 21
description "client"”
security-zone client
ip address 172.21.0.1/24
ip mdns-reflector
enabl e

exit

interface gigabitethernet 1/0/1
node switchport
swi tchport access vlan 2

exit

interface gigabitethernet 1/0/2.20
bri dge-group 20

exit

interface gigabitethernet 1/0/2.21
bri dge-group 21

exit
security zone-pair nultinmedia self
rule 2

action permt

mat ch protocol udp

mat ch source-port dhcp_client

mat ch destination-port dhcp_server
enabl e



exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch destination-port ndns
enabl e
exit
exit
security zone-pair client self
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch destination-port ndns
enabl e
exit
exit
security zone-pair client nultinedia
rule 2
action permt
mat ch protocol tcp
mat ch destination-port ssh
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port https
enabl e
exit
rule 4
action permt
match protocol icnp
enabl e
exit
exit
security zone-pair uplink self
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
match protocol tcp
mat ch destination-port ssh
enabl e
exit



exit

i p dhcp-server

i p dhcp-server pool br20_local _clients_vlan20
network 172.20.0.0/24
max- | ease-time 000:00: 15
defaul t-1 ease-tine 000: 00: 10
address-range 172.20.0.10-172. 20. 0. 250
defaul t-router 172.20.0.1
dns-server 172.20.0.1

exit

i p dhcp-server pool br21 |ocal _clients_vlan2l
network 172.21.0.0/24
max- | ease-time 000: 00: 15
defaul t-1 ease-tine 000: 00: 10
address-range 172.21.0.10-172.21.0. 250
defaul t-router 172.21.0.1
dns-server 172.21.0.1

exit

ip mdns-reflector services test_url
ip ssh server

clock tinmezone gnt +7

ntp enabl e
ntp server 10.10.5.50
exit
Ethernet 11, Src: Apple_93:c3:e0 (70:70:0d:93:c3:e0), Dst: I|Pv4ncast_fb (01:00: 5e: 00: 00: f b)

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID 21
Internet Protocol Version 4, Src: 172.21.155.135, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Source Port: 5353
Destination Port: 5353
Length: 62
Checksum O0xfdc2 [correct]
[ Checksum St at us: Good]
[ Stream i ndex: 30]
Mil ticast Domai n Name System (query)
Transaction | D: 0x0000
Fl ags: 0x0000 Standard query
Questions: 1
Answer RRs: 0
Aut hority RRs: O
Addi tional RRs: 0O
Queri es
MacBook Air - tester._snb._tcp.local: type SRV, class IN, "QU' question
Name: MacBook Air - tester._snb._tcp. |l ocal
[ Name Length: 36]
[ Label Count: 4]
Type: SRV (Server Selection) (33)
. 000 0000 0000 0001 = Class: IN (0x0001)
1... .... .... .... ="QU" question: True



Et hernet 11, Src: EltexEnt_aa:1d:cO (a8:f9:4b:aa: 1d:c0), Dst: |Pv4ntast_fb (01:00: 5e: 00: 00: f b)
802.1Q Virtual LAN, PRI: 0, DEI: O, ID 7
I nternet Protocol Version 4, Src: 172.20.0.1, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Source Port: 5353
Destination Port: 5353
Length: 62
Checksum 0x1948 [correct]
[ Checksum St at us: Good]
[Stream i ndex: 32]
Mul ti cast Donmmin Name System (query)
Transaction | D: 0x0000
Fl ags: 0x0000 Standard query
Questions: 1
Answer RRs: 0
Aut hority RRs: O
Additional RRs: 0
Queries
MacBook Air - tester._smb._tcp.local: type SRV, class IN, "QW question
Nanme: MacBook Air - tester._snb._tcp.local
[ Name Length: 36]
[ Label Count: 4]
Type: SRV (Server Selection) (33)
. 000 0000 0000 0001 = Class: |IN (0x0001)
0... .... .... .... ="QU" question: False



Ethernet 11, Src: Apple_ab5:8f:de (64:76:ba:ab5:8f:de), Dst: |Pv4ncast_fb (01:00: 5e: 00: 00: f b)

802.1Q Virtual LAN, PRI: 0, DEI: O, ID 7
Internet Protocol Version 4, Src: 172.20.0.10, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Source Port: 5353
Destination Port: 5353
Length: 189
Checksum 0x182b [correct]
[ Checksum St at us: Good]
[Stream i ndex: 188]
Mul ti cast Donai n Name System (response)
Transaction I D: 0x0000
Fl ags: 0x8400 Standard query response, No error
Questions: 0
Answer RRs: 6
Aut hority RRs: O
Additional RRs: O
Answer s

_services. _dns-sd. _udp.local: type PTR class IN, _snb._tcp.!local

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (domai n nane PoinTeR) (12)

. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Tine to live: 4500

Data | ength: 12

Domai n Nane: _snb. _tcp. |l ocal

_services. _dns-sd. _udp.local: type PTR class IN, _afpovertcp._tcp.|ocal

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (donmi n nanme Poi nTeR) (12)

. 000 0000 0000 0001 = C ass: |IN (0x0001)
0... .... .... .... = Cache flush: False
Tine to live: 4500

Data |l ength: 14

Domai n Nane: _af povertcp. _tcp. | ocal

_services._dns-sd. _udp.local: type PTR class IN, _rfb._tcp.local

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (donmi n nanme Poi nTeR) (12)

. 000 0000 0000 0001 = C ass: |IN (0x0001)
0... .... .... .... = Cache flush: False
Tine to live: 4500

Data |l ength: 7

Domain Nane: _rfb._tcp.local

_services. _dns-sd. _udp.local: type PTR class IN, _ssh._tcp.local

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (donmi n nanme Poi nTeR) (12)

. 000 0000 0000 0001 = C ass: |IN (0x0001)
0... .... .... .... = Cache flush: False
Tine to live: 4500

Data |l ength: 7

Domai n Nane: _ssh._tcp. |l ocal

_services. _dns-sd. _udp.local: type PTR class IN, _sftp-ssh._tcp.|ocal

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (donmi n nanme Poi nTeR) (12)

. 000 0000 0000 0001 = C ass: |IN (0x0001)
0... .... .... .... = Cache flush: False
Tine to live: 4500

Data | ength: 12

Domai n Nane: _sftp-ssh._tcp.local

_services._dns-sd. _udp.local: type PTR class IN, _net-assistant._udp.|ocal

Nanme: _services._dns-sd. _udp. | ocal

Type: PTR (donmi n nanme Poi nTeR) (12)

. 000 0000 0000 0001 = C ass: |IN (0x0001)

0... .... .... .... = Cache flush: False

Tine to live: 4500

Data | ength: 17

Domai n Nane: _net-assistant._udp. | ocal
[Unsolicited: True]



Ethernet 11, Src: EltexEnt_aa:1d:cO (a8:f9:4b:aa: 1d: c0), Dst: |Pv4nctast_fb (01:00: 5e: 00: 00: f b)
802.1Q Virtual LAN, PRI: 0, DElI: 0, ID 10
Internet Protocol Version 4, Src: 172.21.0.1, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Source Port: 5353
Destination Port: 5353
Length: 189
Checksum 0x79cb [correct]
[ Checksum St atus: Good]
[Stream index: 49]
Mil ticast Domai n Name System (response)
Transaction I D: 0x0000
Fl ags: 0x8400 Standard query response, No error
Questions: 0
Answer RRs: 6
Aut hority RRs: O
Addi tional RRs: 0
Answer s
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data | ength: 12
Donmei n Nane: _snb. _tcp.|ocal
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data | ength: 17
Donmei n Nane: _net-assistant._udp.|ocal
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data | ength: 12
Donmei n Nane: _sftp-ssh._tcp. | ocal
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data |l ength: 7
Donmei n Nane: _ssh. _tcp.|ocal
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data |l ength: 7
Donmei n Nane: _rfb._tcp.local
_services. _dns-sd. _udp.local: type PTR class
Name: _services. _dns-sd. _udp. | ocal
Type: PTR (domai n nane Poi nTeR) (12)
. 000 0000 0000 0001 = Class: IN (0x0001)
0... .... .... .... = Cache flush: False
Time to live: 4500
Data | ength: 14
Donmei n Nane: _af povertcp. _tcp. | ocal

N, _snb._tcp.local

N, _net-assistant._udp. | ocal

4

_sftp-ssh. _tcp.local

4

_ssh. _tcp.local

N, _rfb._tcp.local

N, _afpovertcp._tcp. |l ocal
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