Switch-community

ESR
EMS
Switch Community ESR

® , SSID-ENTERPRISE, , SSID-PRINT;

- ESR

ESR 1.11.0, SoftWLC 1.16.

L3 (softGRE) - PCRF.

Swicth Community (SC) - PCRF ESR,



SSID 2 (vian 11)
SSID 1 (vian 10)

SSID 4 (vian 11)

SSID 3 (vian 10)
\

Client 1 Client 3
AP 1 (domain 1
( ) AP 3 (domain 2) §RJ O D]
SoftGRE 6.10
SoftGRE 2.10
SoftGRE 6.11
SoftGRE 2.11 S
Switch Community 1 Swicth Community 2
4 -~
SoftGRE 4.10 ’ ~~.
SoftGRE 4.11
SoftGRE 8.10
SoftGRE 8.11
AP 2 (domain 1) AP 4 (domain 2)
1
SSID 1 (vlan 10) !
SSID 3 (vlan 10)
SSID 2 (vian 11)
SSID 4 (vian 11)
Client 2 Client 4

.1. SC.sC - 4,
1) SC 1 (Switch Community 1) - SoftGRE 2.10 SoftGRE 4.10, AP 1 AP 2, domain 1.

2) SC 2 (Switch Community 2) - SoftGRE 6.10 SoftGRE 8.10, AP 3 AP 4, domain 2.

1) Client1 Client2 SSID 1 SC 1.
2) Client 3 Client 4 SSID 3 SC 2.
3) Clientl 2c Client3 .

4) SSID2 4sC, SSID

L3 (SoftGRE) - PCRF.

SC ESR,, ESR SC.

SSID ..

SC office-doman, vlan location. SC SSID , EMS, SSID, "bridge location" "vlan".
SSID , SSID () ""("", ).
SSID,, , , “Globalisolation". SSID , ESR.

SC OTT.

ONOGO~WNE

ESR

ESR L3, - PCRF. ESR L3 (WiFiL3) ESR wireless-controller


https://docs.eltex-co.ru/pages/viewpage.action?pageId=97485392
https://docs.eltex-co.ru/pages/viewpage.action?pageId=98173074

() "protected-ports radius" .

bridge 10
| ocation datal0
protected-ports radius
exit

bridge 11
| ocation datal0
protected-ports radius
exit

@ I "protected-ports radius”  "location”!

ESR, EoGRE (ESR-1200/1500/1700) internal-usage-vlan (IUV). EoGRE vlan SC. vlan ESR, vlan,
- 2000 SC. vlan “wireless-controller" ‘"internal-usage-vlan", vlan, SC.

wirel ess-controller
i nternal -usage-vl an 1001- 2037, 2500- 3000, 3200- 3700
exit

- EoGRE 8000,

2 -

SC

@ I SC ESR-1200/1500/1700, EOGRE, internal-usage-vlan SC. internal-usage-vlan SC !

1 ESR 1.11.0  "protected-ports":
"protected-ports local" -  protected-ports,

"protected-ports radius" - , SC, CoA, PCRF . - -

EMS

SC(/) SSID- . SSID: "Wireless" " SSID" " SSID" (. 2):



[ »

Tun Hotspot | -
Wna L7 |i-10
OnucaHue
Domain ¢ eltex.r54.root 0
CraTtyc SSID Operational | - |
Dara co3naHua 2021-04-29 11:10:06
Dara HINEeHeHH 2021-04-20 11:10:06
------------- MapaneTpsl OKPYMEHNA ——-—-—----—
Bridge Location datalo |
VRF 1 | - |
Switch Community
Tpebopars Hanuune Opt82 I:‘
DPI {Step Logic) I:‘ r
OnuuH
Craryc VAP Up -
Pexnn Tpadnka VAP (tonexo ona GRE) Tunnel -
Broadcast 55ID
Radio All -
Pexnn Gesonachocrn Be3s wmndposanns -
MAC Auth Type Disable -
Craryc Client QoS on -
VLAN-ID |1u |
005 method (down link) |BD2.1p | - |
VLAN trunk ]
General Mode ] ]
General VLAN-ID 1
802.1p priority (up link) |U
W2onsuns KnHenTos ]
Band steer
Support 802.11k ]
Wireless Multicast Forwarding ]
Hotspot 2.0 L
DiffServ Policy Up @' =
" MPHHATE H # OTMenuTL

.2,

"Bridge, Location" , ESR, -. "VLAN-ID". "Switch Community" SSID ™.
, """ SSID, ,

SSID  "SSID" (. 3):



Mapamerpel npHBAZKH |:|

Kniou DOMAIN | w

3 ) EMS

A rs4

¢ A eftex]
o Alfa
- Beta

DHCP 1
radius 1
radius_2

) CoagaTh npuBA3KY

HeT npuBA3KK

MpHHATE H # OTMEeHHTb

SSID, "DOMAIN" ""

(.3.):

¢ (1Y EMS

¢ ¥ rsa

- "f.ﬁz eltex
st WEP-1Z2ac_ag:f9:4b:b0:2b:e0 [0]

g WEP-12ac_rev C_e0:d9:e3:70:58:20 [0]

radiu§_1
radius_2

SC SSID i-10.

1

(O
SSID - SC. , SC.

SSID, "VLAN-ID" "Bridge, Location® SC- SSID SC SC SSID.

, ESR, -,, - SC CoA, PCRF:

1. Domain - "office:name=Eltex.r54.root"

2. VLAN-ID -- "vlan:id=10"
3. Bridge, Location - - "name=datal0"

4. SC- "sc=1"
- SC( "sc=1").
"sc" CoA -  SC.
, SSID.

SC SSID - "VLAN-ID", "Bridge, Location" "Switch Community",



[»

Tun Hotspot | -
Nna ¢ [i-10-print
Onucanne
Domain ¢ eltex.r54.root Q
Craryc S5ID Operational | - |
OaTa cozpaHua 2021-04-2011:31:24
OaTa HIMeHeHHA 2021-04-2011:31:24
————————————— MNapaMeTpel OKPYMEHHA -------—----=
Bridge Location datalo |
VRF 1 | - |
Switch Community =
TpeboeaTe nannune Opt82 I:‘
DPI (Step Logic) I:‘
Onunn
Cratyc VAP Up -
Pexun Tpaduxa VAP (toneko ona GRE) Tunnel -
Broadcast SSID
Radio All -
Pemnn BezonachocTn WPA Personal -
Moppepxra WPA-TKIP
Monnepmxa WPA2-AES
Enable pre-authentication I:‘ B
Kniou (WPA) 12345678 |
MAC Auth Type Disable | - |
Broadcast Key Refresh Rate 0 |
Craryc Client QoS on | - |
VLAN-ID |1|:| |
Qo5 method (down link) |Bl]2.1p | - |
VLAN trunk ]
General Mode J
General VLAN-ID 1
802.1p priority (up link) |D
W3onauns KnnenToe ] =
%" [NPUHATL H * OTMeHnTL

, SSID "i-10-ent" (. 6).

. 5.

SSID "i-10-print” (. 3) "VLAN-ID", "Bridge, Location" "Switch Community" SSID "i-10-ent",

"WPA Personal".




Koy DOMAIN | - MNMapameTpbl NPHBAZKH |:|
(i) EMS
¢ &0 rs4
¢ A0 [eltex]
o Alfa
= Beta
DHCP_1
radius 1
radius_2
) Cospate NpHBA3KY HeT npuBA3KK
MpHHATE H # OTMEeHHTb
. 6.
- SSID "i-10-ent" "i-10-print" SC. , vlan- ESR - SSID.
SSID - SSID , SC ., "™ ™"" "Global isolation" "off"
/SC SSID / "Switch Community" SSID. , , SSID CoA "domain-update" ESR (. 7).

[ Onucanne | Monu3oBatenn Wi-Fi | MonuTopuHr KonkypenTuuix TN | MonuTopunr | Koudmrypaumwa | Hocryn

CeTh [r= .
BecnpoBOAHOR foCTyn ‘u 06HOBUTE | | . PejlaKTupoBaTh || ‘B XML|

HLocryn :

Paguo uutepdeiics Country |RUSSIE ‘ ‘

BUpTYyansHLIe TOYKK jocTyna

Transmit Power Control
Key holder data

EIE SN TSPEC Violation Interval
Qo5. Main . .
QoS5. EDCA parameters Global isolation

Client QoS. Global

= Load Balancing
Client QoS. Class Map

Client QoS. Policy Map || o Radio interface 1 —--------—--
wWD5
Captive Portal. Global Enable .

Captive Por?al. Instance MAC address 28:f9:4b:b0:2b:e0
Cluster. Main

CHcTeMHOe BpeMAa Mode IEEE 802.11b/g/n .

CHCTeMHBbIe cobbITHA

SNMP WwWDS false
SNMP trap Channel auto
CLljftelnet

CLIssh Queue optimization period 60

Enable

' MAC address a8:f9:4b:b0:2b:f0
e 5oz 1aec |
WDS false
Channel auto
Queue optimization period &0
LT

SSID, , SSID. SSID, vlan . SSID, vlan

Switch Community ESR

1. SC ESR "show interfaces bridge switch-communities™:



2.

esr1000# show interfaces bridge switch-communities

bridge 10
Locati on
Interfaces

dat al0
softgre 6.10,

8.10

dat al0 El t ex. r54. r oot

softgre

8. 310

bridge 11

Locati on Conmuni ty

Interfaces

datall El t ex. r54. r oot

softgre

, SC, . "Location" location ; "Community" - , , SC, "Interfaces"
SC, |, "show interfaces bridge switch-communities < >":

esr 1000# show interfaces bridge switch-comunities 11

bridge 11
Location
Interfaces

datall
softgre

SC, "show interfaces bridge switch-communities community < ,

Conmuni ty

El t ex. r54. r oot

Comuni ty

El t ex. r54. r oot

-, SC.

, SC>"

softgre 2.10, softgre 4.10,

softgre

softgre 2.310, softgre 4.310,

6. 310, softgre

softgre 2.311, softgre 4.311,

6.311, softgre 8.311

softgre 2.311, softgre 4.311,

6.311, softgre 8.311



esr1000# show interfaces bridge switch-communities
bridge 10

Locati on Conmuni ty
Interfaces

dat al0 El t ex. r54. r oot softgre 2.10, softgre 4.10,
softgre 6.10,

softgre
8.10

dat al0 El t ex. r54. r oot softgre 2.310, softgre 4.310,
softgre

6. 310, softgre
8. 310

bridge 11
Locati on Conmuni ty
Interfaces
datall El t ex. r54. r oot softgre 2.311, softgre 4.311,
softgre
6.311, softgre 8.311

., EMS(.8):

IOnucaHue rAKTMBHbIe aBapmun f CnHCoK yCcTpoicTB f Monbzoeatenn Wi-Fi r MOHHMTOpPMHI KOHKYpPeHTHBIX TJ, rWireIess r Craructuka RRD rﬂocnfn |

WmMna eltex
T™n NODE
NoMeH eltex. r54.root

OnucaHne foMeHa

. 8.
"show interfaces bridge switch-communities community include <>":

esr 1000# show interfaces bridge sw tch-comunities
bridge 10
Locati on Communi ty
Interfaces
dat al0 El t ex. r54. r oot softgre 2.10, softgre 4.10,
softgre 6.10,

softgre
8.10
dat al0 El t ex. r54. r oot softgre 2.310, softgre 4.310,
softgre

6. 310, softgre
8. 310
bridge 11
Locati on Communi ty
Interfaces
datall El t ex. r54. r oot softgre 2.311, softgre 4.311,
softgre

6. 311, softgre 8.311



SC "show interfaces bridge switch-communities summary":

esr 1000# show interfaces bridge sw tch-comunities sumary
Bri dges Conmmuni ti es

bri dge 10 2
bridge 11 1

.3,45

esr1000# show i nterfaces bridge swi tch-comunities community Eltex. Novosi birsk. Novosi bi rskaya_obl ast .
MRF_Si bir. Local . AllCients.root 11

bridge 11

Locati on Conmuni ty

Interfaces

datall El t ex. r54. r oot softgre 2.311, softgre 4.311,
softgre

6. 311, softgre 8.311

esr 1000# show i nterfaces bridge sw tch-comunities
bri dge 10

Locati on Conmuni ty
Interfaces

dat al0 El t ex. r54. r oot softgre 2.10, softgre 4.10,
softgre 6. 10,

softgre
8.10

dat al0 El t ex. r54. r oot softgre 2.310, softgre 4.310,
softgre

6. 310, softgre
8. 310

esr1000# show i nterfaces bridge switch-comunities summary 10
Bri dges Communi ties

bri dge 10 2

SC ESR-1200/1500/1700, EoGRE , SC IUV:



esr1200# show int bridge interfaces sw tch-conmunities

bridge 10
Locati on
Interfaces

dat al0
softgre 10.10

12.10

dat al0
softgre

12.310

bridge 11
Locati on
Interfaces

datall
softgre

12.311

ESR ( ESR-1200,

#!/usr/bin/cl
#18
host nane ALfa

ip firewall s

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

Communi ty

El t ex. r54. r oot

El t ex. r54. r oot

El t ex. r54. r oot

VRRP):

i sh

al | ow unknown
t el net

essi ons
service
23
service ssh
22

service
67

dhcp_server

service
68

dhcp_client

service
123

ntp

service
161- 162

snnp

service COA
3799

31812- 31813

service bgp
179

service dns
53

service aptd
1337

1008

1006

1007

softgre 4.10

softgre

softgre 4.310

10. 310,

softgre 4.311

10. 311,

softgre

softgre

softgre 6.10,

softgre 6.310,

softgre 6.311,



exit

obj ect-group service firewall _fail over
port-range 3333

exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network gre_term nation
ip prefix 192.168.200. 48/ 28
exit
obj ect-group network ngnt_AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 100.64.0.56/30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
exit
obj ect - group network Admmet
ip prefix 100.123.0.0/24
ip prefix 100.110.0.0/23
ip prefix 192.168.200.48/28
ip prefix 100. 64.0. 40/ 30
exit
obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit
obj ect-group network cross
ip prefix 100.64.0.32/30
ip prefix 100.64.0.40/30
ip prefix 100.64.0.48/30
ip prefix 100. 64.0.56/ 30
exit
obj ect -group network DNS
ip prefix 100.123.0.0/24
exit
obj ect-group network CoA servers
ip prefix 100.123.0.0/24
exit

aaa authentication login default radius |oca
radi us-server tineout 10
radi us-server retransnmit 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 11
priority 20
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

vlan 3



force-up
exit
vlan 10
force-up
exit
vlan 11
force-up
exit
vlan 101
force-up
exit
vlian 9
exit

security zone trusted

exit

security zone untrusted

exit

security zone gre

exit

security zone nei ghbour

exit

security zone user

exit

rout e- map out _BGP_CRE
rule 10

match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action permt

exit
exit
rout e-nap i n_PREF
rule 10
action permt
exit
exit

router bgp 64603
nei ghbor 100. 64. 0. 33
renote-as 65001
updat e- source 100. 64. 0. 34
address-fam |y ipv4 unicast
rout e- map out _BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 41
renote-as 65001
updat e- sour ce 100. 64. 0. 42
address-fanmi |y ipv4 unicast
rout e-map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 49
renote-as 65001
updat e- source 100. 64. 0. 50
address-fam |y i pv4 unicast
rout e- map out _BGP_NAT out



enabl e

exit
enabl e
exit
nei ghbor

100. 64.0. 58

renot e-as 64603

updat e- source 100. 64. 0. 57

address-fam |y ipv4 unicast
route-map i n_PREF in
next - hop-sel f

enabl e

exit
enabl e
exit

address-fanmily ipv4 unicast

redi stribute connected
redistribute static

exit
enabl e
exit

snnp- server
snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
community "publicll" ro
comunity "privatel” rw

host 100.123.0. 2

enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps

config
config conm t
config confirm

envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
wifi
wifi

ronnent

ronnment pwin

ronnment pwrin-insert

ronnent fan

ronment fan-speed-changed
ronment fan-speed- hi gh

ronment nenory-flash-critical-Ilow
ronnment menory-flash-1ow

ronment nenory-ramcritical-1low
ronment nenory-ramlow

ronnent cpu-1| oad

ronment cpu-critical-tenp
ronnent cpu-overheat-tenp
ronment cpu-supercooling-tenp
ronment board- overheat-tenp
ronnment board- supercool i ng-tenp
ronment sfp-overheat-tenp
ronment sfp-supercooling-tenp
ronnent sw tch-overheat-tenp
ronment switch-supercooling-tenp

wi fi-tunnel s-nunber-in-bridge-high

file-operations
file-operations successfu
file-operations failed
file-operations cancel ed
interfaces

interfaces rx-utilization-high
interfaces tx-utilization-high
interfaces nunber-high

br as

bras sessi ons- nunber - hi gh
screen

screen dest-limt

screen source-limt
screen icnp-threshold
screen udp-threshol d
screen syn-fl ood



snnp-server enable traps screen |and
snnp-server enable traps screen w nnuke
snnp-server enable traps screen icnp-frag
snnp-server enable traps screen udp-frag
snnp-server enable traps screen icnp-Ilarge
snnp-server enable traps screen syn-frag
snnp-server enable traps screen unknown-proto
snnp-server enable traps screen ip-frag
snnp-server enable traps screen port-scan
snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enabl e traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan
snnp-server enable traps envnon shutdown
snnp-server enable traps envnon supply
snnp-server enable traps envnon tenperature
snnmp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renoval
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnp |inkup
snnp-server enable traps syslog

bridge 1
description "GRE_term nation"
vlan 101
security-zone gre
ip address 192. 168.200. 51/ 28
vrrp id 1
vrrp ip 192.168. 200. 49/ 32
vrrp i p 192.168. 200. 50/ 32 secondary
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp timers garp delay 1
vrrp tinmers garp repeat 10
vrrp
i pv6 enabl e
protected-ports | oca
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 200



vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tiners garp delay 1
vrrp tinmers garp repeat 10
vrrp
ip tcp adjust-nss 1458
prot ected-ports | oca
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
i p address 100. 64.0.57/ 30
enabl e

exit

bri dge 10
description "datal_AP"
vlan 10
security-zone user
ip address 198. 18.136. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp i p 198.18.136.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp timers garp repeat 10
vrrp
ip tcp adjust-nmss 1458
| ocation datalO
prot ect ed-ports radius
protected-ports exclude vlan
enabl e

exit

bridge 11
description "data2_AP"
vlan 11
security-zone user
i p address 198.18. 140. 2/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 11
vrrp ip 198.18.140.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp timers garp repeat 10
vrrp
ip tcp adjust-nmss 1458
| ocation datall
protected-ports radius
prot ected-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

interface gigabitethernet 1/0/1
description "UpLink"
node hybrid

exit



interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
ip firewall disable
ip netflow export
i p address 100. 64. 0. 34/ 30
i pv6 enabl e
exit
interface gigabitethernet 1/0/1.208
description "VRF_CORE"
security-zone trusted
i p address 100. 64. 0. 42/ 30
i pv6 enabl e
exit
interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 50/ 30
i pv6 enabl e
exit
interface gigabitethernet 1/0/2
description "nei ghbour"
node hybrid
swi tchport forbidden default-vlan
swi tchport general acceptable-frane-type tagged-only
swi tchport general allowed vlan add 3,9-11, 101 tagged
exit
tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bridge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

security zone-pair gre self

rule 1
action permt
mat ch protocol gre
enabl e

exit

rule 2
action permt
mat ch protocol vrrp
enabl e

exit

rule 3
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e

exit

rule 4
action permt
mat ch protocol icnp
enabl e

exit

rule 10
action permt
mat ch protocol tcp



mat ch sour ce- address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 11
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp



mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-address DNS
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair neighbour self
rule 2
action permt
mat ch protocol tcp
mat ch destinati on-port bgp



enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt
match protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 60
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 80
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 100
action permt
mat ch protocol tcp
mat ch destination-port telnet
enabl e
exit
exit
security zone-pair nei ghbour trusted
rule 10
action permt
enabl e
exit
exit



security zone-pair neighbour untrusted

rule 10

action permt
enabl e

exit

security zone-pair
rule 10

exit

action permt
enabl e

exit

security zone-pair
rule 10

exit

action permt

mat ch protoco

nei ghbour gre

nei ghbour user

udp

mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e

exit
security zone-pair trusted nei ghbour

exit

rule 10

action permt
enabl e

exit
security zone-pair gre nei ghbour

exit

rule 10

action permt
enabl e

exit

security zone-pair
rule 10

exit

action permt

mat ch protoco

user nei ghbour

udp

mat ch destinati on-port dns
enabl e

exit
rule 20

action permt
mat ch not source-address nets
enabl e

exit

security zone-pair
rule 10

exit

action permt

mat ch protoco

untrusted self

tcp

mat ch sour ce-address cross
mat ch source-port bgp

mat ch destinati on-port bgp
enabl e

exit

security passwords hi

exit

ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip firewall failover
ip dhcp-rel ay

wirel ess-controller

story O

sync-type uni cast

sour ce- address 100. 64. 0. 57
destination-address 100. 64.0. 58
port 3333

vrrp-group 1

peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2



dat a-tunnel configuration radius
keepal i ve nbde reactive
aaa das-profile COA
aaa radius-profile PCRF
i nternal -usage-vl an 1001- 2037, 2500- 3000, 3200- 3700
enabl e
exit
ip telnet server
ip ssh server

clock timezone gnt +7
ntp enabl e

ntp server
exit

100. 123.0. 2

#!/usr/bin/clish
#18
host nane Beta

al | ow- unknown
t el net

sessi ons
service
23

ip firewal

obj ect - gr oup
port-range

exit

obj ect - gr oup
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

service ssh

22

service
67

dhcp_server

service
68

dhcp_client

service
123

ntp

service
161- 162

snnp

service COA

3799

port-range
exit
obj ect - group
port-range
exit
obj ect - group
port-range
exit
obj ect - group

31812- 31813

service bgp
179

service dns
53

service aptd

port-range 1337

exit

obj ect - group
port-range

exit

service firewal | _fail over
3333

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24

exit

obj ect-group network gre_term nation
ip prefix 192.168.200.48/28

exit

obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
ip prefix 100.64.0.56/30

exit



obj ect-group network clients_AP
ip prefix 198.18.136.0/22
ip prefix 198.18.140.0/22
exit
obj ect - group network Admmet
ip prefix 100.123.0.0/24
ip prefix 100.110.0.0/23
ip prefix 192.168.200.48/28
ip prefix 100.64.0.44/30
exit
obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit
obj ect-group network cross
ip prefix 100.64.0.36/30
ip prefix 100. 64.0. 44/ 30
ip prefix 100.64.0.52/30
ip prefix 100. 64.0.56/ 30
exit
obj ect -group network DNS
ip address-range 8.8.8.8
ip prefix 100.123.0.0/24
exit
obj ect-group network CoA servers
ip prefix 100.123.0.0/24
exit

radi us-server tineout 10
radi us-server retransnit 5
radi us-server host 100.123.0.2
key ascii-text encrypted 88B11079B9014FAAF7B9
tineout 11
priority 20
sour ce- address 198. 18.128.3
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 11
force-up

exit

vlan 101
force-up

exit

vlian 9

exit

security zone trusted
exit

security zone untrusted
exit



security zone gre

exit

security zone nei ghbour

exit

security zone user

exit

rout e- map out _BGP_GRE
rule 10

match ip address object-group gre_ternination
action set as-path prepend 64603 track 1
action set nmetric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action set as-path prepend 64603 track 1
action set nmetric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action set as-path prepend 64603 track 1
action set nmetric bgp 1000 track 1
action permt
exit
exit
rout e-map i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit
router bgp 64603
nei ghbor 100. 64. 0. 37
renote-as 65001
updat e- source 100. 64. 0. 38
address-fam |y i pv4 unicast
rout e- map out_BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 45
renote-as 65001
updat e- sour ce 100. 64. 0. 46
address-fanmily ipv4 unicast
rout e-map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 53
renot e-as 65001
updat e- source 100. 64. 0. 54
address-fam |y ipv4 unicast
rout e-map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 57
renot e-as 64603
updat e- source 100. 64. 0. 58
address-fam |y i pv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e



exit
enabl e

exit

address-fanmily ipv4 unicast
redi stribute connected
redistribute static

exit

enabl e

exit

snnp- server
snnp-server comunity "publicll" ro
snnp-server comunity "privatel" rw

snnp-server host 100.123.0.2
exit

snnp-server enable traps

snnmp-server enable traps config

snnp-server enable traps config conmmt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enable traps environnent pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enabl e traps environnent fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environment nenory-flash-Iow
snnp-server enable traps environment nmenory-ramcritical-1ow
snnp-server enable traps environnment nenory-raml ow
snnp-server enabl e traps environnent cpu-I|oad

snnp-server enable traps environnent cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enabl e traps environnent cpu-supercooling-tenp
snnp-server enable traps environnent board-overheat-tenp
snnp-server enable traps environment board-supercooling-tenp
snnp-server enable traps environnent sfp-overheat-tenp
snnp-server enable traps environnment sfp-supercooling-tenp
snnp-server enabl e traps environnent sw tch-overheat-tenp
snnp-server enable traps environnment sw tch-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessi ons-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnmp-server enabl e traps screen syn-flood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto

snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e

bridge 1

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

screen no-flag
screen spoofing
screen reserved
screen quench

screen echo-request
screen time-exceeded
screen unreachabl e
screen tcp-all-flags
entity

entity config-change
entity-sensor
entity-sensor threshold
envnon

envnon fan

envnon shut down
envnon supply

envnon tenperature
flash

flash insertion
flash renoval

snmp

snnp aut henti cation
snnp col dstart

snnp |inkdown

snnmp |i nkup

sysl og

description "GRE_termnation”

vlan 101
security-zone gre

i p address 192.168. 200. 52/ 28

vrrp id 1

vrrp ip 192.168. 200. 49/ 32
vrrp ip 192.168.200. 50/ 32 secondary

vrrp priority 190
vrrp group 1

vrrp preenpt disa
vrrp preenpt dela
vrrp

i pvé enabl e

bl e
y 150

ports vrrp filtering enable
ports vrrp filtering exclude vlan

enabl e

exit

bridge 3
description "ngnt
vlian 3
security-zone tru

_AP"

st ed

ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1

vrrp id 3

vrrp ip 198.18.128.1/32

vrrp priority 190
vrrp group 1

vrrp preenpt disa
vrrp preenpt dela

bl e
y 150

vrrp track-ip 100.64.0.45

vrrp track-ip int
vrrp

ip tcp adjust-nmnss
prot ected-ports

erva

1458
ocal

9

protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan

enabl e
exit
bridge 9

description "nei ghbour"

vlian 9



security-zone nei ghbour
ip firewall disable
ip address 100. 64.0.58/30
enabl e
exit
bridge 10
description "datal_AP"
vlan 10
security-zone user
ip firewall disable
ip address 198. 18. 136. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp
ip tcp adjust-nss 1458
| ocation datal0
prot ect ed-ports radius
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit
bridge 11
description "data2_AP"
vlan 11
security-zone user
ip firewall disable
i p address 198.18. 140. 3/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 11
vrrp ip 198.18.140.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp
ip tcp adjust-nss 1458
| ocation datall
prot ected-ports radius
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
ip firewall disable
ip address 100. 64. 0. 38/ 30
ip tcp adjust-nmss 1458
i pv6 enabl e

exit

interface gigabitethernet 1/0/1.209
description "VRF_CORE"
security-zone trusted
ip firewall disable
ip address 100. 64. 0. 46/ 30
ip tcp adjust-nmss 1458
i pv6 enabl e

exit

interface gigabitethernet 1/0/1.211
description "VRF_NAT"
security-zone untrusted



ip firewall disable
i p address 100. 64. 0. 54/ 30
ip tcp adjust-nmss 1458
i pv6 enabl e
exit
interface gigabitethernet 1/0/2
description "nei ghbour"
node hybrid
swi tchport forbidden default-vlan
swi t chport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-11, 101 tagged
exit
tunnel softgre 1
description "nmgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node dat a
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp



mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 10
action permt
mat ch sour ce-address Sof t W.C
enabl e
exit
rule 11
action permt
mat ch sour ce- address Admet
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch source-port bgp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e



exit

exit
security zone-pair user trusted
rule 1

action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-address DNS
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_client
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair neighbour self
rule 2
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch destination-port firewall _failover
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
exit
rule 10
action permt



match protocol gre
enabl e
exit
rule 20
action permt
mat ch protocol icnp
enabl e
exit
rule 30
action permt
mat ch protocol vrrp
enabl e
exit
rule 40
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 60
action permt
mat ch source-address Sof t W.C
enabl e
exit
rule 80
action permt
mat ch sour ce- address Admmet
enabl e
exit
rule 90
action permt
mat ch protocol tcp
mat ch destination-port aptd
enabl e
exit
rule 100
action permt
mat ch protocol tcp
mat ch destination-port telnet
enabl e
exit

exit
security zone-pair neighbour trusted

rule 10
action permt
enabl e

exit

exit
security zone-pair neighbour untrusted

rule 10
action permt
enabl e

exit

exit
security zone-pair nei ghbour gre

rule 10
action permt
enabl e

exit

exit
security zone-pair nei ghbour user

rule 10
action permt



mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_client
enabl e
exit
exit
security zone-pair trusted nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair gre nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair user nei ghbour
rule 10
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
rule 20
action permt
mat ch not source-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch source-port bgp
mat ch destination-port bgp
enabl e
exit
exit

security passwords history O

ip firewall failover sync-type unicast

ip firewall failover source-address 198.18.128.3

ip firewall failover destination-address 100.64.0.57
ip firewall failover port 3333

ip firewall failover

ip dhcp-rel ay

wirel ess-controller
peer - address 100. 64. 0. 57
nas-i p-address 198.18.128. 3
vrrp-group 1
dat a-tunnel configuration radius
keepal i ve npde reactive
aaa das-profile COA
aaa radius-profile PCRF
i nternal -usage-vl an 1001- 2037, 2500- 3000, 3200- 3700
enabl e

exit

ip telnet server

ip ssh server

clock timezone gnt +7

ntp enabl e
ntp server 100.123.0.2



exit
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