v1.16

* SoftWLC v1.13

* 11
® 12 BRAS
e 13 «»

® 1.4 RADIUS accounting
® 2 Eltex-sorm2-replicator
® 3 Eltex-radius-sorm3-federal
® 4 Eltex-sorm2-replicator
® 4.1 Eltex-sorm2-replicator
® 42 IP_ACC_N_yyyyMMdd_Hhmm.csv
® 4.3  Eltex-sorm2-replicator
® 4.4 RADIUS accounting
® 4.5 Eltex-radius-nbi
® 46IP- B2B
® 5 Eltex-radius-sorm3-federal
® 5.1 Eltex-radius-sorm3-federal
® 5.2 Eltex-radius-sorm3-federal
® 53 EMS
® 531 «»
® 532
® 5.3.3 Framed-IP-Address WPA Enterprise «»
® 534
® 5.3.5 DPI (Step Logic)
® 5.4 Eltex-radius-nbi
® 55
* 55 B2B
® 56.1 B2B
® 56.2 Enterprise
* 6
® 7 Eltex-sorm2-replicator

1.0  21.08.2017

1.1  21.09.2017 -3 Wi-Fi

1.3  24.10.2017 -3

1.4 07.12.2017 sorm3.enabled

1.6  27.02.2018 533

1.7 1 20.04.2018 yyyy-MM-dd HH:mm:ss

eltex-radius-sorm3-federal 15 ,.5.2.

1.8  14.05.2019 DPI

ESR-1000 1.4.1
ESR-12001.4.1

SoftwLC 1.13
WEP-12ac/WOP-12ac 1.16.0
WEP-2ac/WOP-2ac 1.16.0
eltex-radius-sorm3 1.13-65
eltex-sorm2-replicator 1.13-85

SoftWwLC v1.13

11



ESR-1000 SoftGRE- L3-. : Management-  Data- .
Management- . L3-, GRE- Data- . ESR-1000  ( NAT).
1.2 BRAS

i ESR/BRAS
NAT i
onepartopa|
AocTyna j E
onepaTopa s
SoftWLC

Brixog B MHTEpHET (He HTTP)

HTTF BzanmogencTEMe C NOPTaNomM . Bexoa B wHTepHer ( HTTRPHTTPS)
2—- BRAS
® «» cHotspot HotWiFi;
L , ESR-10, Hotspot .
, SSID, DHCP. (ESR-10) GRE ESR. ESR DHCP-relay SoftWLC. . AP
WEB , HTTP ESR, Source (USERIP) ESR (PROXY IP). ESR SoftWLC HTTP(S) IP ESR . USER IP .
, NAT, Source (USERIP). URL, HTTP(S) ESR, Source (USERIP) ESR (PROXY IP). ESR NAT HTTP(S) IP ESR . USER IP

NAT, «» |IP NAT.



1.3 «>»

NAT Office 1
onepaTtopa
Hp
SoftWwLC
T—  DHCP T~ BLiXOf B MHTEPHET
HTTP BzavMoQEACTEME CNORTAN0OM
3- «»

® «» c Hotspot;

® «» Enterprise.

WEB , HTTP . IP- (User IP), DHCP.

1.4 RADIUS accounting

«» SSID Enterprise, RADIUS accounting GRE ESR ( VRF AP-core), SoftWLC (VRF- Baskbone).
«» ¢ Hotspot RADIUS accounting GRE ESR ( VRF AP-core), SoftWLC (VRF- Baskbone).

«» ¢ Hotspot  HotWiFi RADIUS accounting ESR-1000 (BRAS), SoftWLC (VRF- Baskbone).

, ESR-10, Hotspot, RADIUS accounting ESR-1000 (BRAS), SoftWLC (VRF- Baskbone).
accounting VRF Backbone, ESR SoftWLC.

— MNG GRE

-mm--— Accounting AP

- Accounting ESR

4 — RADIUS accounting



PervoHansH il
RADIJS accounting
O pervodansisix ESR COPM
DST port: 1813, 31813 '
- -"
a"‘ Pe _
M0 HAMEH B
COPM
-.-------.r ------*
, ..
o Y N .
SoftWLC Eltex-sorm2-replicator PerotasuiLi
RADIUS server Eltex-radius-sorm 3-federal
OpuruHansHeid RADIUS acc
> DST port: 1813, 31813
P = Konua BCEIO RADIUS accc
DST port: 41813
cecceal Konua RADIUS accounting ,
DST port: 1813

2 Eltex-sorm2-replicator

Eltex-sorm2-replicator ~ SoftWLC.
RADIUS ;
(RADIUS accounting) -3,
(RADIUS accounting) FTP
, RADIUS

«» (:)
. Eltex-DPI-Step-Logic 0/1,

RADIUS accounting SoftWLC, IPTables
RADIUS

()

® RADIUS «», Eltex-Ap-Domain;
L2 (B2B), nasip L2;
. EMS, IP- nasip.

SoftWLC (B2B). (). .

IP- ,IP-,DST RADIUS (B2B). ,

® |P_ACC_N_yyyyMMdd_Hhmm.csv;
N P Eltex-sorm2-replicator HEX,

DPI EMS, Eltex-sorm2-replicator  Eltex-DPI-Step-logic

RADIUS accounting SoftWLC

RADIUS accounting.

, DPI.

RADIUS accounting ¢ DST 1813 31813 Eltex-sorm2-replicator DST 41813. Eltex-sorm2-replicator ,

O !
Ap-Domain , ( 4.6).
, (global.clients eltex-sorm2-replicator.json),

, sorm2-relicator'.

3 Eltex-radius-sorm3-federal

FTP

Eltex-radius-sorm3-federal ~ SoftWLC.

1. WIFI-  SoftWLC.

«» ().


https://www.mfisoft.ru/direction/sorm/sorm-3/
https://www.mfisoft.ru/direction/sorm/sorm-3/

, Northbound-, SOAP/XML( ). API-  Eltex-radius-sorm3-federal. (URL) . 04:00.
hotspot

® ABONENTS_yyyyMMdd_Hhmm.csv;
® ABONENTS_ID_yyyyMMdd_Hhmm.csv.

enterprise

* ABONENTS_ ENTERPRISE_yyyyMMdd_Hhmm.csv;
* ABONENTS_ ENTERPRISE_ID_yyyyMMdd_Hhmm.csv.

® ABONENTS_ VOUCHER_yyyyMMdd _Hhmm.csv
* ABONENTS_ VOUCHER_ID_yyyyMMdd_Hhmm.csv.

WIFI-
® BASE STATION yyyyMMdd_Hhmm.csv;_
® BASE_STATION_IP yyyyMMdd_Hhmm.csv;_
® BASE_STATION_WIFI_ANTENNA yyyyMMdd_Hhmm.csv;_
® BASE_STATION_WIFI_WRL yyyyMMdd_Hhmm.csv._
2. FTP.

4 Eltex-sorm2-replicator

4.1 Eltex-sorm2-replicator

: Linux Ubuntu Server 14.04 x64 LTS.
Oracle JDKS8.
Oracle JDK8

1. ( jre-8u2li-linux-x64.tar.gz)
2. Jjava .

nkdir /fusr/lib/jvm
tar -zxf /root/jre-8u2ll-linux-x64.tar.gz -C /usr/lib/jvm

3.Java  /usr/lib/jvm/rel.8.0_211. java. update-alternatives.
updat e-al ternatives --install "/usr/bin/java" "java" "/usr/lib/jvmjrel.8.0_211/bin/java" 1500
update-alternatives --install "/usr/bin/javaws" "javaws" "/usr/lib/jvm jrel.8.0_211/bin/javaws" 1500
4. JAVA_HOME, . /etc/environment .

JAVA HOME="/usr/lib/jvmjrel.8.0 211"

source /etc/environnent

java -version
echo $JAVA HOVE

7.

® sudo echo net.core.rmem_max=134217728 >> [etc/sysctl.conf

® sudo echo net.core.rmem_default=134217728 >> /etc/sysctl.conf
® sudo sysctl -p



1. Eltex-sorm2-replicator sudo dpkg -i eltex-sorm2-replicator_X.X-XXX_all.deb
2. .. letcleltex-sorm2-replicator/eltex-sorm2-replicator.json

"acct.address" : "0.0.0.0",
"acct.port" : [41813],
"acct.receive. buffer.byte" : 134217728,

"web. noni toring.port" : 7071,

"cluster.enable" : false,
"cluster.eventBusPort" : 5802,

"radius" : {
"url"™ : "jdbc:nysql://1ocal host/radius?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&aut oReconnect =t rue",
"user" : "javauser",
"password" : "javapassword",
"max_pool _size" : 16

b

"sql . ems" @ {
"url"™ : "jdbc:nysql://1ocal host/eltex_ens?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&aut oReconnect =t rue",
"user" : "javauser",
"password" : "javapassword",
"max_pool _size" : 16

b

"nmongo. sornR" : {
"connection_string": "nongodb://local host: 27017/ sor n2"

b

"mongo. pcrf" : {
"connection_string": "nmongodb://local host: 27017/ pcrf"

b

"global.clients" : {
"enabl ed" : true,
"clients" : [
{ "host" : "127.0.0.1", "port" : 11813, "secret": "eltex" }
]
I

"sormB" : {
"enabl ed" : true,
"host" : "127.0.0.1",
"port" : 21,
"period_s" : 900,
"user" : "ftp",
"pass" : "ftp",
"acct _dir" : null

b

"sormR" : {
"enabl ed" : true,
"federated" : false

h

"dpi.step.logic" : {
"enabl ed" : true,
"verbose" : true

® «radius»  radius MySQL;
® «sgl.ems»  eltex_ems MySQL;



«mongo.sorm2»  sorm2 MongoDB;
«mongo.pcrf»  pcrf MongoDB;
«global.clients»  RADIUS accounting ;
«sorm3» FTP;
«sorm2» RADIUS accounting . RADIUS accounting
* "federated" : true/false, ",z
® «dpi.step.logic» DPI.
® enabled=false - SSID, ,
enabled=true - SSID, ¢ dpi cms radius
® verbose=false- dpi=1()
verbose=true - , dpi0O 1

FTP. MongoDB ,:
"connection_string": "mongodb://10.62.18.36:27017,10.62.18.37:27017/pcrf?replicaSet=WIFI"

Eltex-sorm2-replicator FTP , FTP. yyyyMMdd (). , Maximum number of files per directory, , 0
FTP  acct_dir., acct_dir: ACCO. ACCOlyyyyMMddffile.csv. acct_dir: null, yyyyMMdd/file.csv.

4.2 IP_ACC_N_yyyyMMdd_Hhmm.csv

[etc/eltex-sorm2-replicator/sorm3-columns.json Eltex-sorm2-replicator.

sorm3-columns.json:

tester@ester-6:~$ cat /etc/eltex-sornR-replicator/sornB-col ums.json
{
" CONNECTI ON_TI ME": true,
"REG ONLID': true,
"PONT_ID": true,
"LOG N_TYPE": true,
"SESSION_I D": true,
"ALLOCATED | PV4": true,
"ALLOCATED_I PV6": true,
"USER_NAME": true,
" CONNECT_TYPE": true,
"CALLI NG_NUMBER': true,
"CALLED _NUMBER': true,
"NAS_| PV4": true,
"NAS_I PV6": true,
"NAS_I P_PORT": true,
"1 N_BYTES_COUNT": true,
"OUT_BYTES_COUNT": true,
"USER_PASSWORD": true,
"USER_EQ MAC': true,
"USER_EQ VPI ": true,
"USER EQ VCI ": true,
"APN': true,
"SGSN_I PV4": true,
"SGSN_I PV6": true,
"GGSN_I PV4": true,
"GGSN_I PV6": true,
" SERVI CE_AREA CODE": true,
"LAC_START": true,
"CELL_START": true,
"TA _START": true,
"WL_CELL_START": true,
"W._MAC_START": true,
"LAC END': true,
"CELL_END': true,
"TA END': true,
"W._CELL_END': true,
"W._MAC END': true,
" PHONE_CARD_NUMBER": true,

"I'MSlI": true,
"I MElI": true,
"ESN': true,
"POCL": true,

"L2_I NTERFACE": fal se

yyyyMMdd/file.csv.



"L2_INTERFACE".

4.3

mailutils ssmtp. smtp /

Eltex-sorm2-replicator

hostname=vagrant-ubuntu-trusty-64
mailhub=mail.eltex.nsk.ru
AuthUser=tester@eltex.nsk.ru
AuthPass=tester
UseTLS=NO
UseSTARTTLS=NO
/etc/ssmtp/revaliases:
root:tester@eltex.nsk.ru:mail.eltex.nsk.ru:25
/etc/default/eltex-sorm2-replicator

#Send notification
NOTIFICATION_ADDR= "email@tester.ru"

eltex-sorm2-replicator
service eltex-sorm2-replicator stop

lusr/lib/eltex-sorm2-replicator/check.sh,

4.4 RADIUS accounting

RADIUS accounting  Eltex-sorm2-replicator,
RADIUS- SoftWLC (Eltex-pcrf Eltex-radius).

letc/ssmtp/ssmtp.conf

IPTables. DST 1813 31813 DST 41813 Eltex-sorm2-replicator.

IPTables-sorm2 :

*raw

#-A OQUTPUT -p udp --sport 1813 -j LOG --1o0g-prefix "raw out put "

# conntrack’

-A QUTPUT -p udp --sport 1813 -j NOTRACK

-A QUTPUT -p udp --sport 31813 -j NOTRACK

COW T

*mangl e

: PREROUTI NG ACCEPT [ 0: 0]

: I NPUT ACCEPT [ 0: 0]

: FORWARD ACCEPT [ 0: 0]

: QUTPUT ACCEPT [ 0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]

-A PREROUTING -p udp --dport 1813 -mmark --mark 1 -j MARK --set-mark 2

-A PREROQUTING -p udp --dport 31813 -mmark --mark 1 -j MARK --set-nark 2

-A PREROUTING -p udp --dport 1813 -mmark --nmark 0 -j MARK --set-mark 1

-A PREROQUTING -p udp --dport 31813 -mmark --mark 0 -j MARK --set-nmark 1

-A PRERQUTING -p udp --dport 1813 -mmark --mark 1 -j TEE --gateway 127.0.0.1
-A PRERQUTING -p udp --dport 31813 -mmark --nmark 1 -j TEE --gateway 127.0.0.1

#-A OQUTPUT -p udp --dport 1813 -j
CcoOWm T

*nat

: PREROUTI NG ACCEPT [ 0: 0]
: 1 NPUT ACCEPT [ 0: 0]

: OQUTPUT ACCEPT [ 0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]

# destination sor n@
# send to other host

# 211 - 2

# 213 -

-A PRERQUTING -p udp --dport 1813 -m

-A PREROUTING -p udp --dport 31813 -mmark --mark 1 -j
-A POSTROUTI NG -p udp --dport 41813 -

COW T

LOG --10g-prefix "mangl e out put

DNAT --to 192.168.107.211:41813
DNAT --to 192.168.107.211:41813
SNAT --to 192.168. 107. 213

mark --mark 1 -j

mmark --mark 1 -j

SRC DST IP-.


mailto:email@tester.ru

192.168.107.211 — IP- Eltex-sorm2-replicator
192.168.107.213 — IP- RADIUS- SoftWLC

IP- IPtables-sorm2:

iptables-restore < IPtables-sorm2

apt-get install iptables-persistent

service iptables-persistent save
/etc/sysctl.conf
sysctl net.ipv4.ip_forward=1

sudo sysctl -p

4.5 Eltex-radius-nbi

mongo SORM2 API Eltex-sorm2-replicator, "radius_nbi_config.txt"
/etc/eltex-radius-nbi/radius_nbi_config.txt

mongo SORM2 API Eltex-sorm2-replicator

#El t ex. SORMR. repl i cat or MongoDB ' sornR' connect*

sor n2. nongodb. enabl ed=true

sor n2. nongodb. uri =nobngodb: / /| ocal host: 27017/ sor n2

#El t ex. SORMR. repl i cator host to use API*

sor n2. enabl ed=t r ue

sornR. url =http://192. 168. 107. 211: 7071

sor nR. user name=adm n

sor n2. passwor d=passwor d

# MongoDB ,

sor n2. nongodb. uri =nongodb: // 10. 62. 18. 36: 27017, 10. 62. 18. 37: 27017/ sor nR2?r epl i caSet =W FI

Tomcat7

service tomcat7 restart

461P- B2B



Eltex-sorm2-replicator, RADIUS , IP-, B2B.
>-> «-2 «»», , B2B.
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radius, radius. MongoDB sorm2.profiles.



MongoDB sorm2.links.

5 Eltex-radius-sorm3-federal

5.1 Eltex-radius-sorm3-federal

. Linux Ubuntu Server 14.04 x64 LTS.
Oracle JDKS8;

JDK8 4.1 https://docs.eltex-co.ru/pages/viewpage.action?pageld=36480442#id-.v2-_Toc4967248094.1Eltex-sorm2-replicator

5.2

dpkg -i eltex-radius-sorm3-federal_X.X-XXX_all.deb.deb

NoBasuTe Npoguns

Mma
OnucaHue
Jowmer

domeH

MNopt
1813

KojaoBOe CNoBo

« | COPM-2

&

root@vagrant-ubuntu-trusty-64:~$ sudo dpkg -i eltex-radius-sorm3-federal_1.8-248_all.deb
Selecting previously unselected package eltex-radius-sorm3.
(Reading database ... 63224 files and directories currently installed.)
Preparing to unpack eltex-radius-sorm3-federal_1.8-248_all.deb ...

Unpacking eltex-radius-sorm3 (1.8-248) ...
Setting up eltex-radius-sorm3 (1.8-248) ...
root@vagrant-ubuntu-trusty-64:/home/vagrant#

Eltex-radius-sorm3-federal

[etc/eltex-radius-sorm/eltex-radius-sorm3.conf



https://docs.eltex-co.ru/pages/viewpage.action?pageId=36480442#id-.v2-_Toc4967248094.1Eltex-sorm2-replicator

app_nane=el t ex- radi us-sornB- 1. 8-federal . j ar

nbi _i p=192. 168. 26. 205

nbi _port =8080

aut h_user nane=adm n

aut h_passwor d=passwor d

export _pat h=/var /| og/ el t ex-radi us-sornB/ export _dat a
domai n=

ftp_url=ftp://acs:acs@92. 168. 26. 26: /ft p/
start_count =128

max_count =1000

nbi_ip — IP- Eltex-radius-nbi;

nbi_port — SOAP/XML Eltex-radius-nbi;
auth_username — ;

auth_password — ;

ftp_url— ftp;

start_count — , ;
max_count —

FTP,
® BTS-
* ABON- ;
04:00.
CRON:
cat /etc/cron.d/sorm_export

MAILTO=""
00 4 * * * root /usr/share/eltex-radius-sorm3/export_sorm.sh

(D !

EMS cron softwlc.

5.3 EMS

531 «»
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, , . Eltex-radius-sorm3-federal, . Eltex-sorm2-replicator, RADIUS accounting

5.3.2

> «», . «37.587614». («»), («»).

® (http://kladr-api.ru/api.php);
® Google(https://maps.googleapis.com/maps/api/geocode/json);
® Yandex(https://geocode-maps.yandex.ru/1.x/);
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EMS. EMS, Google.
https://lyandex.ru/maps https://www.google.ru/maps
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5.3.3 Framed-IP-Address WPA Enterprise «»
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Framed-IP-Address start RADIUS accounting
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Eltex.EMS <tester:Operator>

20D e
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wait IP» SSID WPA Enterprise.

start
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wait IP»
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5.3.5 DPI (Step Logic)

DPI, SSID.
DPI
1 wn

4

‘ | & |0‘ P anucaHue r/ Monszosarenu Wi-Fi r MOHMTOPHHT KOHKYPEHTHbIX T]1 ’/ MOHMTOPMHI I’Kuurbur\;pauuﬂ I’ﬂumyn L

‘ Ik u E |:j OBHOBHTE ‘ ‘ N Penanupuuarh‘

7]

3 NapaMeTpbl HHHUMANHIAWHM -

? (R EMS E g .

¢ 728 addrl || ono

Bepesos Pefop AHATONLEEMY
=®esr

go\ak[ul | | uHH 3664069387
®® radius | | Homep sasein 27313703

%! || DPI (Step Logic) O
2. "" DPI (Step Logic), ""

= = I'IapaMEprl HHHUHANU3AUHH ===

DHO Bepesoe $efop AHATONLEENY
WHH 3664069397

Homep zanekm 27313703

DPI (Step Logic)

1. ( addrl)



Mounck

| E
¢ (208 EMS
?

=% esr
g golak [0]
jolly [O]

®® radius

2" DPI.

(Anmam:le asapmu rCnucm( ONT r/ CnucoK ycTpoicre I’Kauanhl PON rVoIP nopTel r Nonssosarenn Wi-Fi r MOHMT OPHHT KOHKY pEeHTHbIX TJ r Locryn \

| b
p?"-nn-nhle AL Tun: |--- Bce -— | - ‘ |--- Bce --- | | Wna: | Anpec: Bepcua NO: H
CHMHXPOHWI AUMA BPEMEHM élluﬂ £7 O6uoBMTL | % JKkcnopT |H-5(rull |3anuei: 3
Tpan NpUEMHUKK
GElen Nusa Agpec IloMeH MAC Tun ~ NonTun
06HoB neHue M0 esr 192,168.84.80|addrl.root AZFS4BANIFCO ESR 1000
ﬂ:::::::;':::s:::::::__mm golak 192.168.90.32/addr1.root AB:F9:4B:BO:SF:CO [WEP 12ac
W3MEeHHTb Maponib MONb30BaTEns jolly 192.168.90.30|addrl.root e0:d9:e3:70:3%:a0 |WEP -12ac-RevC

* BrinonHuTE

rAKTMEHhIe aBapumn rCnncox ONT r CNUCOK yCTpoiicTB rKaHaﬂhl PON |/V0|P noprbl r MNonb3oBatenn Wi-Fi |/ MOHWTOPHHI KOHKY pPE
pynnoBbie onepawyun 1

p| Tun: |--- Bce --- | - | |--- Bce --- | | ma: | Appec:

CHHXPOHM3ALMA BPEMEHH ||l@ £ OBbuoBuTk | § dxcnopr | H-scroll |3anncei:3

Tpan npueMHUKN
Syslog npMEMHUKK Nma Aapec NoMeH MAC =~ Tun
asr 192,168.84.80(addrl.root ASFS4BANTFICO ESR

06HoBneHne MO

ﬂ“ﬁa""’ nonboRaTend | |golak 192.168.90.32|addrl root AS:FO:4B:BO:SF:CO WEP
efdKTHPOEaTk NONL30BaTEns B

H3MeHWTL Napont Nonb3oBaTeEns A4 ljolly 192.168.90.20|addrl.root e0:d9:e3:70:38:a0 |WEP
¥panMTh Nonb3O0BaTEns :

SNHP - cueHapwii

|NobasuTe TJl Ha RADIUS

Cozparte data-tunnel na ESR
YcTaHosMTh goMedH Tf}

NMony4ynTh KoHbur ypawpsa TJL

Konp ur ypuposanme TJ}
NepeuvHuymanusayms Tl no npuesske
Nepezar py3uTe YCTPOHCTBO

NobasuTh nNpasuno asToobHosnenms ONT |
PepaKTHMpOBEaTh NpasMno ae T006HOE neHua
YpanuTe npaguno asToobHoenenua ONT :
CueHuTh pesmn obHosnenws ONT
3arpy3ka MO ONT wa OLT

|3kcnopT cBogHOM wH) opMaumn ob ycTpoiig
ABTOMaTHYeCKaa cWeHa ONT ID :
CueHa napameTpos [locTyna
06HOBENEHHE MapaMeTpos I E0pacnoNoKeHHs
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DPI

DPI (Step Logic)

DPI, SSID.
ssid.
1. "SSID"
Eltex.EMS <ad uperUser>
Ananer Ycrpoicrea Vnpasnewwe OLT ONT RADIUS |Wireless | Netconf Cobbrus Yrwnmrer Aamunu Cnpaska
XML pegaxtop wabnonos koudm ENUT -
6 cupomssauns]  1oscx ot copans]| X PEATETD o cotures: [N [0 (G I
= Menegxep wabnoHoB KoudMry paiyus
*\_ Menexep nacrpoiiku FBT na TJ|
# @ r| (Onucanwe | Monssos | | Meneaxep SSID wutopunr | Kongurypauun | focryn |
Monce Cetb “i» Mene gxep npasun ™ —
‘ u BecnponoanoR A0CTy| & Caoguas uHopmaLus no WI-Fi ceru enanupunan,| £ Coxpanute ss|u| Z|| Wamennts lmnsil ¥ Elcnupl‘
Rocryn =] i xon-aa knuentoa |k S...|VLAN-ID SSID MAC Domain PexuM 6e30... | Captive port...| Ctatyc Clien...| Cratyc Fast ...
G BN NHEE BB ET 1 te2 E£0:D%E3:70:3... [root lainText on off
¢ A% addrl -] no cratucruke PCRF :D9:E370:3... p
=9esr BUpTY &I HEL® TONN b —ry Ty d 1 teL E£0:D9:£3:70:3 t lainText lan0bssvapl ff
o iCey holder data jown e . |roof plainTe; wlanobssvapl  |on o
9§ folly 10] Global RADIUS 2 up s FREE E£0:D9:£3:70:3... [addrl.root plainText wlanObssvap2  |on off
®° radius Qos. Main 3 up s ENT E£0:D9:E3:70:3... [addrl.root wpaEnterprise |wianObssvap3  [on off
QoS. EDCA parameters
~Client Qos. Global —|* down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wlanObssvapa  |on off
Client Qos. Class Map 5 down 1 rtual Access ... [EQ:D9:E70:3... |- plainText wianObssvaps  |on off
Client QoS. Policy Map 5 down i irtual Access ...|[E0:D%E3:70:3... |- plainText wianObssvap6  [on off
wDS
“Captive Portal. Global |7 down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wianobssvap?  |on off
Captive Portal. Instance 8 down 1 irtual Access ... [E0:D9:E3:70:3... |- plainText (wlanObssvapg  |on off
Cluster. M 5 down it irtual Access ...|[E0:D9:E3:70:3... |- plainText wlanObssvapg  [on off
AirTune cepamuc
CHCTEMHO® BpeMA 10 down 1 rtual Access ...[E0:D9:E3:70:3... |- plainText (wlanObssvapl0 |on off
CucTemHble cobeiTus 11 down 1 irtual Access ...|[E0:D9:E3:70:3... |- plainText wlanObssvapl1 |on off
SNMP 12 down it irtual Access ... [E0:DRES:T0:3. . |- plainText wianObssvapl2 [on off
["SNMP trap 5 . ’ oo =
CUremet |12 jown 1 irtual Access ..[E0:D9:E3:70:3... |- plainText wianObssvapl3 |on o
CLissh 14 down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wianobssvapl4 |on off
15 down 1 irtual Access ...|E0:D9:E3:70:3... |- plainText fwlanObssvapl5 |on off
3apaum
sapawm [N ens p ens | fara crapra Nata sasepwenns | Craryc Mporpecc Coobuienne Mpepears
21|Cmera napameTpos...[admin 192.168.84.100 2019-05-14 04:13:37 [2018-05-14 04:13:37 Venewwo ans 2 ycr..
20|CMeHa napameTpos. . [admin 192.168.84.100 2019-05-14 04:03:13 [2019-05-14 04:03:13 VenewHo Ans 2 ycT...
19|CMeHa NapameTpos... |admin 192.168.84.100 2019-05-14 04:02:49 |2019-05-14 04:02:49 [YcnewHo ana 2 ycT..
18|Cmera napameTpos...[admin 192.168.84.100 2019-05-14 04:02:34 [2019-05-14 04:02:34 Venewro ans 2 ycr..
2. SSID DPI, ™
. ,

DPI

Eaza 55ID

MpuBasku 551D

Crpannua:

wa crpannue: (20 D unLTp: |

PaboTta c MeHenXepoM SSID

LW abnouel Policy

LW abnonel MAC

| M12MeHnTs NnONs | .f_,, OBHOBUTBL | ﬁ Nobaeutb SSID | ﬁ Nobaeutk SSID npuBA3Ky | S Pepaktuposa

Hotspot 2.0

MHpgekc NMna OnUcaHue HloMeHn Ilata co3gaHuA Crartyc 5!
1 FREE addrl.root 13.05.2019 07:28:...|Operation:
2 ENT addrl.root 13.05.2019 07:28:... |Operation:

3.

"DPI (Step Logic)"

DPI [ Step Logic)

VAP Limit Down, kbps




“» McnpaeuTh

4. , "SSID", SSID

[ PaboTa c MeHegXepo

Baza SSID |

Mpues3KK S5ID CTpannua: 1 /1 IEI Ha cTpannne: (20 P unLTp:
Ll abnousl Policy NaMennTh nona | (o O6HoBuT | %™ Ucnpaeute | &) Vaanute | | Ouw
o e Mupekc Kniwo4y NAS SSID uHpekc | SSID[Oomen]
Hotspot 2.0
1 addrl.root 1 FREE[addrl.ro.
2 addrl.root 2 ENT[addrl.root

SSID DPI
, SSID DPI Step Logic API NBI.

SSID  wpa personal.

<soapenv: Envel ope xnm ns: soapenv="http://schemas. xn soap. or g/ soap/ envel ope/" xm ns:nbi ="http://nbi.radius.eltex

org" xm ns:xsd="http://response. obj ect. nbi.radius. el tex. org/xsd">
<soapenv: Header/ >
<soapenv: Body>
<nbi : Cr eat eSS| D>

<l--Optional:-->
<nbi : name>Test _wpa</ nbi : name>
<l--Optional:-->
<nbi : domai n>r oot </ nbi : domai n>
<!--Optional:-->

<nbi : descr ></ nbi : descr >

<l--Zero or nore repetitions:-->

<nbi : par ans>
<xsd: nane>DPI| _St ep_Logi c</ xsd: nane>
<xsd: val ue>true</ xsd: val ue>

</ nbi : par anms>
<nbi : par ans>
<xsd: nane>Security_Type</ xsd: nane>
<xsd: val ue>1</ xsd: val ue>

</ nbi : par ans>

<nbi : par ans>
<xsd: nane>Br oadcast _Key_Refresh_Rat e</ xsd: nane>
<xsd: val ue>0</ xsd: val ue>

</ nbi : par anms>

<nbi : par ans>
<xsd: name>VAP_St at us</ xsd: nane>
<xsd: val ue>up</ xsd: val ue>

</ nbi : par ans>

<nbi : par ans>
<xsd: nane>Radi o</ xsd: name>
<xsd: val ue>ALL</ xsd: val ue>

</ nbi : par anms>

</ nbi : Cr eat eSS| D>
</ soapenv: Body>
</ soapenv: Envel ope>

NBI

v1.16_NBI

DPI

1. DPI SSID


https://docs.eltex-co.ru/display/doc/v1.16_NBI

a. "C" DPI.
b. "SSID" SSID DPI,

2. DPI SSID
a. "C" DPI.
b. "SSID" SSID, DPI,
3. DPI SSID
a. "C" DPI, ™ DPL
b. " SSID" SSID DPI,
4. DPI SSID .
a. "Cc" DPI, ™ DPL

b. "SSID" SSID, DPI,

DPI

DPI .

b AVP: t=Connect-Info(77) 1=23 val=CONNECT @Mbps 802.11qg
+ AVP: t=Vendor-Specific({28) 1=12 wnd=Eltex Enterprise, Ltd.(35265)
Type: 26
Length: 12
Vendor ID: Eltex Enterprise, Ltd. (35265)
b WSA: t=Eltex-DPI-Step-Logic(29) 1=6 val=0ff(0)
B AVP: t=Vendor-Specific(26) 1=16 wvnd=Eltex Enterprise, Ltd.([35265)

DPI .
b AVP: t=Connect-Info(77) 1=23 val=CONMECT @Mbps 802.11g
» AVP: t=Vendor-Specific(26) 1=12 wnd=Eltex Enterprise, Ltd.(35265)
Type: 28
Length: 12
Vendor ID: Eltex Enterprise, Ltd. (35265)
b WSA: t=Eltex-DPI-Step-Logic(29) 1=6 val=0On{1)
B AVP: t=Vendor-Specific(26) 1=16 vnd=Eltex Enterprise, Ltd.([35265)

5.4 Eltex-radius-nbi

/etc/eltex-radius-nbi/radius_nbi_config.txt

sorm3.enabled

#It enables records export to SORM3 while editing wifi users
sorm3.enabled=true

Tomcat7

service tomcat7 restart

Wi-Fi
* () WiFi

5.5



sorm3.enabled, NBI admin) , . softwlc_service/softwlc  NBI. NBI, « NBI»

Hoctyn k NBI

MpoTokon HTTP

Xoct localhost

Nopt

NyTe K WSDL

I B Wma nonb3osarens

Mapene softwic

CoxpaminTi

5.5 B2B

56.1 B2B

B2B. / Wi-Fi, , L, Wi-Fi.
>

PegaktmpoBats : u2

NorvH *

Napone *

CucTemHan pone *

default_platform_admin L]
JomeH *
4444.root Q

Yacosoii noac*

(+03:00) Europe/Moscow
Jata co3gaHma
JeicteyeT o
Damunwma *

WM 1 oT4yecTBo *
MoBUNEHLIA TenedoH *

Email

Onucanne

S

5.6.2  Enterprise



, Enterprise. B2B

Cratnctmka  KoHdurypauma  TLS

Noruk *

Mapone *
SSID
tester.root e
= flomeH

[elicTeyeT g0

Tapud
44@555.root

Damunmng *

Mma 1 oTuecTBo *

MoBWUNEHLIA TenedoH *

Email

Otgen

6

Eltex-sorm2-replicator Eltex-radius-sorm3 Eltex-sorm2-replicator. RADIUS  Eltex-sorm2-replicator ,

7 Eltex-sorm2-replicator

, .4. Eltex-sorm2-replicator 5701 tcp, 5801 tcp  /etc/eltex-sorm2-replicator/hazelcast-cluster.xml  ( 3 24
multicast  tcp-ip .
<net wor k>
<l-- Wite here public address of the node -->

<publ i c- addr ess>192. 168. 0. 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5702</port>
<out bound- port s>
<ports>0</ports>
</ out bound- port s>
<j oi n>
<mul ti cast enabl ed="fal se">
<trusted-interfaces>
<interface>192.168.0.*</interface>
</trusted-interfaces>
</ mul ticast>
<tcp-ip enabl ed="true">
<l-- Wite here IP of all nmenbers of the cluster (including this)
<menber >192. 168. 0. 1</ menber >
<menber >192. 168. 0. 2</ nenber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>
</j oi n>
<interfaces enabl ed="true">
<l-- Wite here IP of the interface to use for cluster
<interface>192.168.0. 1</i nterface>
</interfaces>

-->

>

letc/eltex-sorm2-replicator/eltex-sorm2-replicator.json

"cluster.enable" : true,

. Eltex-radius-sorm3

-, 8, , 16-17-

)



, Eltex-sorm2-replicator http://server_ip:7071/system. :

{
"key" : "PcrfErrorCode. success",
"message” : "Success",
"code" 0,
"args" : [ ],
"dat a" {
"version" : "1.8-162 (20171017-1233)",
"java_nmenory" : {
"used" : 40,
"free" : 267,
"total" : 308,
"max" : 455
H
"java" : {
"vendor" : "Oracle Corporation",
"title" : "Java Runtinme Environnent",
"version" : "1.8.0_144"
},
"systent : {
"cpu" : 6
H
"vertx" : {
"clustered" : true
H
"hazel cast" : {
"cluster" : {
"menbers" : {
"192.168.107. 211" : {
"local" : true
I
"192.168. 107. 212" : {
"local" : false
}
},
"state" : "ACTIVE"
}
}
}
}
hazelcast
(D !
time to live
(TTL)
MongoDB sorm2.profiles 1200 evict , NBI
MongoDB sorm2.links 1200 evict , NBI
(ap domain, dpi, cms) 600 c
MySQL eltex-ems.ELTEX_OBJ_GEO
(region_id) 600
MySQL eltex-ems.DOMAINS, DOMAIN_PARAMS
(ap domain) 600
MongoDB pcrf.subnets
ssid (dpi) 600 c

MySQL wireless.SSID, SSID_PARAMS

) TTL, . DPI, , 600.



http://server_ip:7071/system
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