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1 BBegeHue

e AHHOTauus

Vicnonb3oBaHne KOHTpoepa

e LleneBas ayantopus

YcnoBHble 0603HaYeHNs

Moackaskuy, npymeyaHns 1 npenynpexaeHns

1.1 AHHOTauus

WLC — 310 nporpaMMHo-annapaTHbIil KOMMNIEKC A/19 CAMOCTOATE/IbHOro yrnpasneHns 6ecnpoBoiHbIMU
ceTAMY KOpnopaTUBHOIO YPOBHSA 419 MaJslioro U cpefHero 6usHeca. YCTpOMCTBO NO3BO/SET OnepaTtuBHO
KoHGourypupoBaTb ceTb Wi-Fi 1 f06aBnATb B Hee Toukn goctyna S/TTEKC pasHoil npon3BoanTeIbHOCTH U
HasHayeHus. B jaHHOM pyKOBOACTBE M0 3KCnyarauun U3/1oKeHbl Ha3HaYeHne, TEXHNYeCcKe XapakTepucTukm,
Nopsi0K YCTaHOBKW, peKOMEeHZaunn no HavyasibHOW HacTpOoiKe 1 0GHOB/IEHMIO NPOrPaMMHOro obecnevyeHuns
KoHTponnepa 6ecnposoaHoro aoctyna WLC (aanee "koHTponnep" unm "ycTpoiicteo").

1.2 Mcnonb3oBaHuWe KOHTpo/Nepa

M3HavanibHO 3aBoAcKas koHpurypaumsa koHTponsiepa WLC He coBcem nycTtasd. OHa cofepXut 6a3oBblii Habop
napameTpoB, KOTOPbIN NO3BONAET ObICTPO NOAKIUNTE K KOHTPOJIIEPY TOUKY AOCTYNa 1 3anyctutb Ha Heil Wi-
Fi. Mpun noaktoyeHnn K KOHTPOINepy € 3aBOACKOM KOHurypaumein Heobxoanmo 1cnosb3oBatb Nepsbld NopT
ANs NNHKa ¢ VIHTepHeToM, a BTopoli Ana Toukn aoctyna Eltex (TA). Mpu Takom noakntoueHun T nonyuut ot
KoHTposepa IP-agpec, aBTomaTU4eckn 3aperncTpupyeTca Ha HEM 1 NONYUYUT NPodnan KOHUrypaumm,
koTopble coaepxat SSID (oTo6pa3nTcs Ha Ballem cMmapTdoHe B pasaene Wi-Fi ceTeid). [1ns Toro 4too6bl
aBToOpM30BaTbCA Ha gaHHOM SSID 3aBeanTe yyeTHyH 3anncb nosib3osatena Wi-Fi nocne nogknioyeHns K
KOHTponnepy. bonee nogpo6Hyo NHGOPMaLMIO MO aNropuTMy aBTopu3aumm cM. B pasgene Quickstart. Ans
yrnpaB/ieHNs1 KOHTposI/1IepoM cM. pasgen Hactpoiika WLC, B kKoTOpoM noApo6HO onvcaH npumep
KoHpurypuposarust cetn Wi-Fi ¢ GRE-TyHennnpoBaHnem aboHEHTCKOro Tpadgimka Mexay TOUKOi goctyna u
KOHTPOJI/1IEPOM, @ Takxe npuBeLeHbl Bce KOMaHbl, KOTOpble He06X0AMMbI /18 peann3aumm Takom

cxembl. KoHdurypuposaHue HacTpoek Wi-Fi BoamoxkHo uepes CLI n WEB-nHTepdelic.

1.3 UeneBas ayautopus

[aHHoe pyKoBOZCTBO MNosib3oBaresia npefHasHavyeHo A/19 TEXHNYECKOro nepcoHasa, BbINosIHALLEro
yCTaHOBKY, HACTPOIiKYy U MOHUTOPWHT YCTPOICTBa NocpeacTBOM nHTepdelica komaHaHoi ctpoku (CLI), a Takke
npoueaypbl No 06CyXMBaHNIO CUCTEMBbI U 06HOBNEHMIO [10. KBauimdmnkaLma TEXHNYECKOro nepcoHana
npegnonaraet 3HaHWe OCHOB paboTbl CTeKOB NpoTokos10B TCP/IP, npuHumnos noctpoeHus Ethernet-cetein.

1.4 YcnoBHble 0603HauYeHUs

O6Go3HauyeHne OnucaHue

[1 B kBagpaTHbIX ckobKax B KOMaHAHO CTPOKE yKa3blBalTCs Heo6s3aTe lbHble NapaMeTpbl,
HO VX BBOJ, NPEeA0CTaB/IAET OnpeAesieHHble AOMNOMHUTE bHbIE ONUMUN.

{} B domrypHbIx ckobkax B KOMaHAHOW CTPOKe YKa3bIBAOTCS BO3MOXHble 06s13aTesbHble
napameTpbl. Heo6x0AMMO BbI6paTh OJIMH U3 NapaMeTpoB.

«,» JaHHble 3HaKu B onncaHnn KoMaHAbl UCMOMb3YIOTCA 414 YKa3aHAa gMana3oHos.

«=»

«|» ﬂaHHbIVI 3HakK B onncaHnm KoMmaHabl 0603HaYvaeT «UN».
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O6o3HaueHne OnucaHue
MonyXupHbIA WpudgT Mony>XMpHbIM LLUPMAITOM BblAesieHbl NPMMeYaHunsl, NpeaynpexaeHns nnm nidopmMaums.

<MonyxupHbili Kypcus>  TONYXMPHBLIM KYPCMBOM B YI/IOBbIX CKOOKAX YKa3biBAOTCA HA3BaHNS KaBULL Ha
Knaematype.

B pamMKax c TEeKCTOM yKasaHbl NpUMepbl 1 pe3y/ibTaTbl BbINOMHEHWS KOMaHA,
TeKCT B pamke

1.5 TMopackKasku, NpuMeyaHus 1 npegynpexaeHns

MpumevaHnsa cogepxaT BaxkKHYH MHpOpMaLMo, COBETbI UIM PEKOMEHAALMN MO NCMNO/Ib30BAHUIO U
HaCTpoiike yCcTponcTea.

© nMpepynpexaeHns MHOPMUPYIOT NOML3OBATENSA O CUTYaLMAX, KOTOPbIE MOTYT HAHECTU Bpes,
YCTPOWACTBY W/IN YENIOBEKY, NPUBECTU K HEKOPPEKTHOV paboTe yCTPOICTBA UM NOTEPE [AaHHbIX.

© vHdbopmams cogepuT cnpaBouHble JaHHble 06 NCNOML30BAHNUK YCTPOCTBA.

© Toackasku cogepxaT CoBeTbl MO UCTO/L30BAHMIO U HACTPOIIKE YCTPOICTBA.
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2 Quickstart

3asopckas koHpurypauma WLC npegHacTpoeHa Takum 06pa3om, 4To6bl OT nosb3oBartesns noTpebosasioch
MUHMMYM HacTpoeK A1 nonyvyeHns nepeoii pabotocnocobHoi Wi-Fi cetn. ins 6bicTporo nogxitoderHns WLC k
paboyemy cTeHOy HEO06X0AMMO BbINOMHUTL CriedytoLue warw:

1. Y6eputecb, uto WLC 1 nogknovaemas K Hemy Touka AocTyna cOpoLueHbl 0 3aBOACKMX HacTpoek. Ecnu
€CTb COMHEHWSI B TOM, YTO KOH(pUrypaums yCTpOiCTB 3aBOACKas, CopocbTe ux B AehoNT nyTem 3axaTus
kHonkM "F", pacnonoxeHHoW Ha nepeaHel unu 3agHei naHenu, Ha 20 cekyHA. Mocne aToro npounsongeT
nepesarpyska yCcTpoicTBa 1 OHO 3arpy3uTcs C 3aBOACKOIN KOH(burypaumei.

2. MoakniounTe ToUKy AOCTyna Hanpsamyro B nopt gi1/0/2. Ecnv gns nuTaHmsa TOYKU AocTyna
ncnonblyetcs POE-nHxekTop, To noaktounte Touky B nopT gil/0/2 yepes PoE-nHxektop. Ecnn ans
nNUTaHUA TOYKM AO0CTyna ucnosblyetcs POE-kommyTaTop, TO TOUKa BKIKOYAETCA B acCess-nopT
KomMyTaTopa, a KoMmyTaTop Bknovaetcsa B nopt gi1/0/2 WLC gpyrum access-nopTom.

3. Bkntounte nopt gi1/0/1 WLC B Nt060i1 access-NOPT BbILLECTOSLLEN CETH, TAe uMeeTcsa AOCTyn B
nHTepHeT n BblgaeTca IP-agpec ¢ DHCP-cepsepa. VIHTepdoeiic gi1/0/1 aBnseTcs aniMHKOM B 3aBOZCKOA
KoHourypauum 1 nonyyaet agpec no DHCP. MHTepdeiic, nonyumslumnin agpec no DHCP, ncnonb3yetcs B
WLC ana NAT.

4. Ansa nogkntodeHna Kk WLC B 3aBoackoli koHdurypaumm no ssh nogkntounte MK K nro6omy ceso6ogaHOMY
nopTty, kpome gi1/0/1, nonyunte oT KoHTponnepa agpec no DHCP v BbInoHMTE NoaktoyeHne no ssh k
admin@192.168.1.1.

#/lornH gnga aBTopu3aumm B WLC: "admin", naponb: "password".

#Npn nepBOM BXOAe MNocne aBTopu3auuM HEo6XOAMMO MOMEHSATb Maposb:
wlc(change-expired-password)# password newpassword
wlc(change-expired-password)# commit
wlc(change-expired-password)# confirm

5. lNa KOpPEKTHOI perncTpaumm To4ek AoCcTyna Ha KOHTPO/Iepe BpeMS Ha BCeX YCTPOMCTBaX AO0/HKHO
6bITb akTyasnibHbIM. HacTpouTte NTP-cepBep, UTO6bI KOHTPOIEP NOJTYYM/T aKTyasibHOE BpeMS OT
BbILLECTOALLEro cepsepa 1 TOUKM AOCTyrna MOrin CUHXPOHN3NPOBATL BPEMS C KOHTPOJISIEPOM.
HacTtpouts NTP-cepep MOXHO crieyroLumMy KoMaHaamu:

#OTKNOUNTE pexum broadcast-client, KOTOpbIi BKAWYEH B 3aBOACKON KOHOUrypauum v npegnonaraet
CUHXPOHM3aLMi0 BpeMeHn No WUMpOKOoBelaTebHbM Nnaketam OT cepsepa:
wlc(config)# no ntp broadcast-client enable

#3apaliTe agpec BblwecTosiwero cepsepa NTP, C KOTOpbM OyAeT OCYWEeCTBAATbLCS CUHXPOHU3aUus
BpPEMEHN :

wlc(config)# ntp server <IP-ADDRESS>

#rpoe

#<IP-ADDRESS> - IP-agpec NTP-cepBepa, 3afaétca B Buge AAA.BBB.CCC.DDD, rpe kKaxgas 4acTb
npuHMmaeT 3HadeHusa [0..255].

#3apaiiTe IP-agpec NTP cepBepa, KOTOpbii 6yaeT AOCTyneH B CeTu A/ Balero KOHTpossaepa.

#3apaliTe MUHUMaNbHbLIA WHTEpBas BPEMEHW Mexay OoTrnpaBKoli coobueHunin NTP-cepBepy:
wlc(config-ntp-server)# minpoll 1

#3apaiTe MakcuMasbHbIi MHTepBasl BpemMeHW Mmexay OTnpaBKoW coobueHuin NTP-cepBepy:
wlc(config-ntp-server)# maxpoll 4
wlc(config-ntp-server)# exit

#AKTUBUPYNTE paboTy npoTokosa NTP:
wlc(config)# ntp enable

#MNpUMEHNTE N COXPaHMTEe HACTPOWNKWU:
wlc# commit
wlc# confirm


mailto:admin@192.168.1.1
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6. MNocne nogknoyeHns K WLC annuHka n To4ky JOCTyna, Touka [ocTyna asTtomatuyeckn nonyunt ¢ WLC
agpec no DHCP n3 cetn 192.168.1.0/24, CMHXPOHU3MUPYETCA BPEMS, 3apPErNCTPUPYETCA Ha BCTPOEHHOM
Wi-Fi koHTponnepe, nonyunt koHdurypauumio, Bknoumnt SSID, noctpont GRE-TyHHens o WLC ans
nepefayn aboHeHTCKOro Tpadmka n 6yaeT rotosa AJ/18 NoAKIYEeHNs enterprise-KNMeHTOoB.
7. Ans ycnewHon aBTopmnsaumm KNneHTa cosgaiite 1a Hero yyeTHyto 3anucbk B b1 nokanbHoro RADIUS-
cepBepa, BcTpoeHHoro B WLC. Co3gaTtb ee MOXHO cnefyowmmm KomaHaamu:

wlc# configure
wlc(config)# radius-server local
wlc(config-radius)# domain default

#Coz3paliiTe y4dyeTHyw 3anucb nonb3oBaTtena Wi-Fi gna nogknawveHua K Enterprise SSID:
wlc(config-radius-domain)# user namel

wlc(config-radius-user)# password ascii-text passwordl
wlc(config-radius-user)# end

wlc# commit

wlc# confirm

Mocne aToro MoXxHo noaktounTbest K SSID "default-ssid” ¢ nornHom "name1" n naponem "password1" n
NOMyYUTb yCnyry VIHTEPHET.
MocMOTPETb CTaTyC TOYKM AOCTyNna Ha KOHTPOJ/I/IEPE MOXHO KOMaHAOM:

wlc# show wlc ap

MonHasa koHdurypaums WLC onucaHa B pasgene Hactpoiika WLC. Best npuBeeHHas B pasgene Hactpoiika
WLC koHurypaums yxe cogepxutcs B 3aBogckoin koHdurypaumm WLC, kpome HacTpoek NTP 1 yyeTHoi
3anvcu nonb3osatensa Wi-Fi, koTopble 6bi1v npuBeeHs! Bbile. V3yyeHne nosiHon koHgurypaumm WLC paet
NMOHMMaHMe, 3a YTO OTBEeYalT pas/INyHbIe 06BEKTbI B 3TOM KOHGUIypauun 1 kakmm ob6paszomM OHU Mexay Cob0W
CBSA3aHbl.
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3 OnucaHue nsaenwii

e HasHaueHve
e OYHKLUNK
e PyHKUMM UHTeppeiicos
e dyHKUMKM Npy paboTe ¢ MAC-agpecamu
e DyHKUMM BTOPOro ypoBHSA ceTeBoit mogenu OSI
e DyHKUMM TPETbEro YPoBHs ceTeBoi mogesnin OSI
e DYHKUMM TYHHENMPOBaHUA Tpadmka
e PYHKUMM ynpaBneHusa 1 KOHPUIypUpoBaHNS
e PYHKUMM CETEBOW 3aLLMTbI
e OCHOBHble TEXHUYECKME XapaKTePUCTUKN
e KOHCTPYKTUBHOE MUCNOJIHEHUNE
o KoHcTpykTMBHOE ucrnosnHeHne WLC-15
o KoHCTpykTMBHOE ucnosHeHve WLC-30
o KoHCTpykTMBHOE ucrnosHeHne WLC-3200
o KoHCTpykTMBHOE ucrnosHeHne WLC-3250
o KoHcTpykTMBHOE ucrnosHeHne WLC-3350
e KOMNAEKT NOCTaBKU

3.1 Ha3HaueHue

KoHnTponnep 6ecnposogHoro goctyna WLC npefgHasHayeH 15 yrnpas/ieHnss 6ecnpoBOAHbIMU CETAMM.
YCTPOWCTBO NO3BO/ISIET CAMOCTOATENIbHO KOHGUrypuposaTb ceTb Wi-Fi 1 f06aBNATbL B Hee TOUKN JocTyna
STTEKC pasHoil Npon3BoANTEIbHOCTU N Ha3HAYEeHUS.

Enterprise-aBTopusaums (WPA/WPA2/WPA3 Enterprise, WPA/WPA2/WPA3 Personal) nonb3oBateneii ¢
LWndopoBaHnem Tpadumka NpomMcxoanT no NorMHy/naposto. B 3aBMCMMOCTH OT 3a4a4 U CXEMbl CETU AaHHble
pelweHns nossonseT nogknoyare o 50 Tovek goctyna ang WLC-15, 150 Touek goctyna ana WLC-30, 1000
Touek pgoctyna gna WLC-3200, 3000 Touek goctyna gsis WLC-3250 n 5000 Touek goctyna ana WLC-3350.

YcTpoiicTBo obecneurBaeT MOHUTOPVHT BCEX TOYEK AOCTYNa, aHa/IM3mpyeT CTaTUCTMKy Tpadiuka 1 Bpems
CeCCWiA, BbINOJTHAET NHAMBUAYasbHbIe HacTpoiku Wi-Fi.

Yctpolictea cepuun WLC SBASIOTCS BbICOKOMPOM3BOANTENbHBIMU MHOTOLENEBbIMU CETEBLIMU KOHTPO/1/1IepaMm
1 MapLupyTmM3aTopamn. YCTPOUCTBO 06beanHseT B cebe TpaguuMOoHHbIEe ceTeBbIe (PYHKLMM U KOMMIEKCHbII
MHOrOYpPOBHEBbIV NOAX0A K 6€30MacHOCT! MapLUpyTM3aLum, 4To NO3BO/ISET 06ecneynTb HAAEXHYH0 3aLlnTy
[ANS1 KOPNOpaTUBHOM cpefbl.

YCTpoiicTBO NOAAEPXKMBAET PYHKLIMN MEXCETEBOro 3KpaHa A5 3alUWTbl CETU OpraHm3aLlumn n CBOel ceTeBol
NMHPpacTPYKTYpbl, & TakKe coyeTaeT B cebe HoBellwmre cpefcTBa obecneyeHnss 6e30nacHOCTU AaHHbIX,
LIMppOoBaHUS, ayTeHTUMKaLMM 1 3aLLnTbl OT BTOPXEHMWIA.

YCTPOWCTBO COAEPXMUT B cebe cpeacTsa A1 NPOrpamMmMHOi 1 annapaTtHoin 06paboTku faHHbIX.
MakcmmasibHas NpoM3BoANTENBHOCTL AOCTUIraeTCcs 3a CYeT ONTUMa/IbHOrO pacnpefeneHns PyHKLmMi
06pabOTKM fAaHHbIX MeXAy YacTaMu.
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3.2.1 ®PyHKuuun nHtepdeiicos

B Tabnuvue 1 npuBeaeH cnMcok ddyHKUMiA MHTepdiencoB yCcTponcTaa.

Ta6bnmua 1 — ®yHKUMM MHTEpPIecoB YCTPONCcTBa

OnpepgeneHne
NONIAPHOCTKN
NoAKNOUYEeHUs
Kabens

(Auto MDI/MDIX)

Moppepxka
oGpartHoro
[aBneHnsA
(Back pressure)

YnpaBneHue
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHaoB

(LAG, Link
aggregation)

ABTOMaTMYecKoe onpegenieHne Tuna kabens — nepekpecTHbli kabesnb Unn kabeab NPSIMoro
nogkrn4yeHuns.

* MDI (Medium Dependent Interface — npsimoii) — ctaHgapT kabeneli Ana NoakUYEeHUs
OKOHEYHbIX YCTPOIACTB;

* MDIX (Medium Dependent Interface with Crossover — nepekpecTHbIi1) — cTaHAapT kabenei
L7151 NOAK/TIOYEHUST KOHLEHTPATOPOB U KOMMYTATOPOB.

MeTog 06paTHOro AaB/EHNS UCMOJb3YETCA HA NOYAYN/IEKCHBIX COEAMHEHUAX A5
peryiMpoBaHnsi NoToKa AaHHbIX OT BCTPEYHOT0 YCTPOCTBA NyTEM CO34aHus Konu3nii. MeTtog,
no3Bo/IAET n3Gexatb nepenonHeHus 6ydepHoii NamsaTh yCTPOCTBA U NOTEPU JaHHbIX.

YnpaB/iieHve NoTOKOM NO3BOJISET COEAMHATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. 19 NpeaoTBpalleHns nepenoiHeHnst 6ydgepa HU3KOCKOPOCTHOE
YCTPOICTBO UMEET BO3MOXHOCTb OTNPaB/sTh nakeT PAUSE, Tem cambIM MHGOPMUPYS]
BbICOKOCKOPOCTHOE YCTPOICTBO 0 HEO6XOAMMOCTY cAenaTb nay3y npu nepeaavye nakeTos.

ArperupoBaHve (06beVHEHNE) KaHA/IOB NO3BOJIAET YBE/IMUUTL MPOMYCKHYIO CMOCOGHOCTh
KaHasia CBSI3W 1 MOBbLICUTb €50 HaZleXXHOCTb.

KoHTponnep nognepxveaeT cTaTtnyeckoe 1 AHamuyeckoe arpermposaHue kaHasos. Mpu
ANHaMNYEeCKOM arpernpoBaHumn ncnonblyetcsa npotokon LACP ans ynpasneHnus rpynnoii
KaHaJ10B.

3.2.2 ®PyHKuum npun padote ¢ MAC-agpecamu

B Tabnuue 2 npuseneHsl hyHKUMM yCTpoiicTBa npu paboTe ¢ MAC-agpecamu.

Tabnuua 2 — ®yHkymm padotsbl ¢ MAC-agpecamu

Ta6nuya MAC-
agpecoB

Pexum oGyueHuns

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBre Mexay MAC-agpecamn n nHtepdeiicamu
YCTPOICTBA M UCNOSb3yeTCs A1 MapLUpyTU3aLmumn nakeTos AaHHbIX. KOHTponnepb! umetoT
Tabnumuy emkocTbio A0 128k MAC-aapecoB 1 pe3epBuUpytoT onpeaeneHHbie MAC-aapeca ans
NCMNO/Ib30BaHNsA CUCTEMOA.

MAC-Ta6/1ua MOXeT coAepXaTtb NGO cTaTuyeckme aapeca, 6o agpeca, U3yUeHHble npu
MPOXOXAEHNN NaKETOB [JaHHbIX Yepe3 YCTPOICTRO.

M3yueHune npomcxoguT 3a cyeT pernctpaunm MAC-agpecoB oTnpaBuTeNnein NakeToB ¢ NPUBA3KOI
nx Kk noptam n VLAN. BnocneacTBumn 3T AaHHble UCMO/b3YIOTCA 4151 MapLupyTusauum
BCTPEUHbIX NakeToB. Bpems xpaHeHWs 3apernctpupoBaHHbix MAC-afpecoB orpaHn4eHo, ero
NPOAOC/HKUTENBHOCTbL MOXET HacTpanBaTbCA aAMUHUCTPATOPOM.

Ecnn MAC-agpec nony4yatenisi, ykasaHHblii B NPUHSATOM YCTPOWCTBOM NakeTe, OTCYTCTBYET B
Tabnwvue, To Takol NakeT OTNPaBAsIeTCs Aasiee Kak LUMPOKOBeLLLaTebHbI B Nnpegenax L2-
cermeHTa CeTw.
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3.2.3 ®PyHKUUM BTOPOro ypoBHSA ceTteBoii mogenu OSI

B Tabnuue 3 npuBeaeHbl PYHKLMN N 0CO6EHHOCTN BTOPOTro YPOBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHve yHKLMiA BTOporo ypoBHs (ypoBeHb 2 OSI)

MNoapepxka VLAN

MpoTtokon
CBSAI3YIOLLEro
aepeBa
(Spanning Tree
Protocol)

VLAN (Virtual Local Area Network) — 3To cpeacTBO pa3fesieHusi CETU Ha M30/IMPOBaHHbIE
cerMeHTbl Ha ypoBHe L2. Ncnonb3oBaHne VLAN no3BonsieT NOBLICUTb YCTONYMBOCTb paboThl
KPYnNHbIX ceTell 3a cHeT aeneHns ux Ha 6osee Menkme cetu, M30/IMPOBaTh Pa3HOPOAHbIA Tpadmk
JaHHbIX Mexay coboili 1 pelunTb MHOTMe Apyrue 3agauu.

MapLupyTr3aTopbl NOAAEPXKMBAIOT Pas/iMyHble Cnoco6bl opraHmsaLmm VLAN:

¢ VLAN Ha 6a3e MeTOK NakeToB AaHHblIX, B cooTBeTcTBUM € IEEE 802.1Q;
¢ VLAN Ha 6a3e noptoB ycTpolicTa (port-based);
¢ VLAN Ha 6a3e 1cnosib3oBaHusi npaBu/ Knaccudmkaumm gaHHbix (policy-based).

3apgauveii npoTtokona Spanning Tree siBNSIeTCA NCKNHOYEHNE N3ObITOUHBIX CETEBbIX COEAVHEHWIA 1
npuBeAeHNE TOMOIOTUN CETU K APEeBOBMAHONM. OCHOBHbIE NPYMEHEHUST NPOTOKO 1A CBA3aHbI C
npeaoTBpaLleHMEM 3aLUMKNNBaHMS CETEBOIO Tpadnka 1 ¢ opraHusaumei pesepBHbIX KaHa10B
CBSA3N.

3.2.4 ®PyHKUMM TPeTbero ypoBHs ceTeBoii mogenu OSI

B Tabnuue 4 npueeaeHbl PYHKUMN TPeTbero ypoBHs (ypoBeHb 3 OSI).

Ta6nmua 4 — OnucaHve yHKUMi TpeTbero yposHs (Layer 3)

Cratunueckue IP-
MapLupyTbl

AuHamMmunyeckas
MapLpyTusauus

Ta6nuua ARP

Knnent DHCP

AAMUHUCTPATOP MapLIpyT13aTopa MMeeT BO3MOXHOCTb 106aBNATb U yAasTh cTaTuyeckme
3anncy B TabAMLy MapLipyTU3aLmi.

MpOTOKONbI AYHAMWYECKOW MapLLPYTU3aLIMU NO3BONSIOT YCTPOWCTBY 0OMEHUBATLCA
MapLUpPYTHOI MHhopMaLmeit ¢ cocegHMMU MapLIpyTM3aTopaMun 1 aBTOMaTUYeCK COCTaBNSATh
Tabsimuy MapLUpyTOB.

MapLupyTusaTtop nogaepxmeaeT crefytolme npotokosbl: RIPV2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.

ARP (Address Resolution Protocol) — npoTokosn ansi BbIiCHEHUSI COOTBETCTBUSI afipeCOB CETEBOIO
N KaHas/TIbHOro ypoBHei. Tabnuua ARP cogepxuT nHdopmanmio 06 n3y4eHHOM COOTBETCTBUMN.

CooTBeTCTBUE YCTaHaBNMBAETCA HA OCHOBE aHa/1M3a OTBETOB OT CETEBbIX YCTpOVICTB, aipeca
yCTpOI\/JICTB 3anpawmearoTcAa C NOMOLLLIO LLUMPOKOBELWaTE/TbHbIX NaKeTOB.

MpoTokon DHCP (Dynamic Host Configuration Protocol) gaéT BO3MOXHOCTb aBTOMaTWU3NPOBaTh
ynpaBfieHne ceTeBbIMW YCTPONCTBAMU.

KnueHnt DHCP no3BossieT MmaplipyTm3atopy nosy4vaTb CETEBOIN apec U AOMNO/THUTE/bHbIE
napameTpbl oT BHewHero DHCP-cepsepa. Kak npaBuno, aToT cnocob ncnonb3yeTcs s
Mo/lyYeHus: CeTeBbIX HACTPOEK onepaTtopa ny6anuHoii cet (WAN).
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Cepsep DHCP

DHCP Relay

TpaHcnauyua
ceTeBbIX afpecoB
(NAT, Network
Address
Translation)
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Cepsep DHCP npegHasHayeH gn1a asTomatmsauum n LeHTpanmnsauum KoHhurypuposaHms
ceTeBbIX YCTPOICTB.

PasmeweHne DHCP-cepBepa Ha KOHTpos1/1epe NO3BO/ISET NOJYUNTh 3aKOHUYEHHOE peLLeHne ans
noAaaepXKn IOKasTbHOM CeTun.

DHCP-cepBep, BXxoasLwWmMIi B COCTaB KOHTPOJI/IEPA, NO3BOMISAET Ha3HavaTk IP-agpeca ceTeBbiM
yCTpoiicTBaM 1 nepefasaTb AONOHUTE bHbIE CETEBbIE NapamMeTpbl — aJpeca CepBepos, agpeca
LL/THO30B CETU U ApYyrue Heobxoaumble napamMeTpbl.

®yHkumoHan DHCP Relay npegHasHaveH g/1a nepeHanpasieHns wmpokosewaresibHbix DHCP
Discover-nakeToB 13 OHOIO LUMPOKOBELLIATEIbHOTO AOMeHa B ofiHoaapecHble (unicast) DHCP
Discover-nakeTbl B 4pyrom LLUMPOKOBELLATE/TbHOM JOMEHE.

TpaHcnsums ceTeBbIX apecoB — 3TO MeXaHU3M, KOTOpPbIi N03BosieT Npeo6pasoBbiBaTh |IP-
agpeca 1 HoMepa NopPTOB TPAH3WTHbLIX NMaKETOB.

®yHKkuma NAT no3BonsieT Mcnosib3oBaTb MeHbLUIee KomyecTso |IP-agpecos, TpaHcnpys
HecKo/1bKo |P-agpecoB BHYTpPEHHel ceTu B OAMH BHELUHWI Ny6nyHbIi IP-agpec. icnonb3oBaHve
NAT no3BonsieT yBenmunTb 3alUMLLEHHOCTb SIOKa/IbHOM CeTY 3a CUET CKPLITUA €€ BHYTPEeHHel
CTPYKTYPbI.

KoHTponnepsbl nogaepxunsatoT cnegyowme sapnaHtol NAT:

* Source NAT (SNAT) — BbINonHAETCSA 3aMeHa agpeca, a Takke HoMepa NopTa UCTOUYHMKA Npu
NPOX0XAEeHNM NakeTa B OHY CTOPOHY 1 06paTHOl 3aMeHe agpeca HasHauyeHnsi B OTBETHOM
nakeTe;

 Destination NAT (DNAT) — korga o6palleHusi N3BHe TPaHCNPYIOTCA KOHTPO/1IEPOM Ha
KOMMbOTEP NO/1b30BATE/S1 B TIOKASIbHON CETU, UMEIOLLINIA BHYTPEHHWIA agpec 1 NnoToMy
HeAoCTYMHbIA N3BHE ceTn HenocpeacTBeHHo (6e3 NAT).
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3.2.5 ®PYyHKUUM TYHHeNnnpoBaHusa Tpaduka

Tabnuua 5 — PyHKLMN TYHHENNPOBaHNS Tpadmka

MpoToKoNbl TYHHE
nnpoBaHus

TyHHenMpoBaHMe — 3T0 CNocob NPeo6pasoBaHNs NAKETOB AaHHbIX NPU Nepegaye X no cety,
MPY KOTOPOM MPOUCXOANT 3aMeHa, MoAUdUKaLVMs U fo6aBeHne HOBOro CETeBOro 3aro/ioBka
nakeTa. Takoli cnoco6 MOXeT GbITb MCMO/IL30BaH /15 COrTacoBaHNsA TPAHCMOPTHLIX MPOTOKO/I0B
MNPV NPOXOXAEHUN AAHHbIX Yepe3 TPaH3UTHYIO CETb, /151 CO3[aHUs 3aLLMLLEHHbLIX COeAVHEHWIA,
NP KOTOPbIX TYHHE/TMPOBAHHbIE A@HHbIE NOABEPraloTCs WMMPOBAHUIO.

KoHTposnnepbl NogaepXxvBaioT cieayoLye BUbl TYHHENeil:

¢ GRE - nHkancynauus IP-naketa/Ethernet-kagpa B apyroii IP-nakeT ¢ go6asneHnem GRE
(General Routing Encapsulation)-3aronoeka;

¢ IPv4-IPv4 — TyHHENb, NCNO/b3YIOLWNI NHKANCYNSALMI0 UCXOAHbIX IP-nakeToB B IP-nakeTbl ¢
ApYyrvMMu ceTeBbIMM NapameTpamu,

e L2TPv3 - TyHHeNb Ans nepegaun L2-tpadmka ¢ nomoLlbio IP-nakeTos;

¢ IPsec — TyHHe b C LWUMpOBaAHNEM NepeaaBaeMbiX AaHHbIX;

e L2TP, PPTP, PPPoE, OpenVPN — TyHHenu, ucnonb3yoLmecs A1 opraHnsauny yaaneHHoro
[0CTyna KIMeHT-cepBep.

3.2.6 PyHKUMM ynpaBrieHNsa N KoOHUrypmposaHus

Ta6numua 6 — OCHOBHblE OYHKLMW YNpaBAeHUsi 1 KOHUIYpPYpOoBaHUs

3arpyska u
BbIrpy3ska daiina
HaCTPOWKMN

NHTepdeiic
KOMaHAHOW
cTpoku (CLI)

Syslog

CeTeBble
YTUNUTDI
ping, traceroute

YnpaBneHue
KOHTpONupyeMbIM
[OCTyrnom -
YpPOBHU
npuBUIErnii

AyTeHTUUKaUusa

MapameTpbl yCTPOCTBA COXPaHATCA B (oalisie HaCTPOMKK, KOTOPbIA COAEPXKUT AaHHbIe
KOHdhMrypaumm Kak Bceil CMCTeMbI B LLleNIOM, Tak U OnpeAeneHHoro nopra ycrpoincrsea. Ans
nepegauun aiizioB MOryT Ucnonb3oBaTtbcs npotokonsl TFTP, FTP, SCP.

Ynpasnexue nocpegctesom CLI ocylecTBnsieTcs 10KaibHO Yepes nociefoBaTesibHbIi NopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. UHTepdeiic komaHaHoI cTpoku koHconm (CLI)
SIBNAETCA NMPOMbILL/IEHHBbIM CTaHAapToM. VMiHTepnpeTatop CLI npegocTaBnsieT cCnMcok kKomaHg, u
K/I0UEBbIX CMOB AJ151 MOMOLLM MOMNb30BATENIO U COKPaLLEHNIO 06beMa BBOAUMbIX AAHHbIX.

MpoTtokon Syslog ob6ecneunBaeT nepegayvy MHGPOPMAaLMOHHBIX COOBLLEHNI O NPOMCXOASALLNX B
cucTemMe COoObITUSIX N BeeHMe XypHasa CoObITUA.

YTunuTsl ping u traceroute npeAHasHauyeHbl A5 NPOBEPKU AOCTYNHOCTN CETEBbIX YCTPOIACTB 1
LS onpefieNnieHnst MapLIpyToB nepeaayun AaHHbIX B IP-ceTax.

KoHTponnepbl nogaepxuneatoT ynpaBneHne YpoBHEM AOCTyNa Nonb3oBaTtesieil K cucteme.
YpoBHM A0OCTyna No3BO/IAOT yNpaB/isaTb 30HaMU OTBETCTBEHHOCTW aAMVHNCTPATOPOB YCTPOMCTB.
YpoBHM gocTyna HymepytTcs oT 1 4o 15, ypoBeHb 15 COOTBETCTBYET MOJIHOMY OCTYNY K
yrNpaB/IeHNIO YCTPOCTBOM.

AyTeHTUhMKaums — 3To npoueaypa NpPoBepKn NOAMHHOCTY Nob3oBaTens. KoHTponnepsl
noAAepX1BatoT criefytolime MeTobl ayTEHTUUKALIK:

¢ noKanbHasa — 415 ayTeHTUdMKaLmMn NCNosb3yeTcs /ToKasibHas 6a3a AaHHbIX N0Nb30BaTesnei,
XpaHsLLascs Ha caMoM YCTPOWCTBE;

e rpynnoBas — 6a3a JaHHbIX Nosib30BaTe el XpaHUTCA Ha cepBepe ayTeHTudukaumm. s
B3aVMOAEWNCTBUA C CEPBEPOM MCMNO/b3yoTcs NpoTokosbl RADIUS n TACACS.
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CepBep SSH/
cepBep Telnet

ABTOMaTun4yeckoe
BOCCTaHOB/IEHUE
KOHhurypaumm

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

®yHkumm cepeepa SSH 1 Telnet No3Bo/ISAOT YCTAHOBUTL COEAUHEHME C YCTPOIMCTBOM A/1s
ynpaBneHnsi UM.

YCTPOIACTBO NoAepXmBaeT aBTOMATUYECKYHO CUCTEMY BOCCTAHOB/IEHUSI KOHUrypaLmm, kotopas
npeaoTBpaLlaeT cUTyaLumn noTepun yaaseHHoro AocTyna K yCTPOCTBY NoC/ie CMEHbI
KoHdpurypaumun. Ecnv B TeYeHre 3aaHHOr0 BPEMEHU Nocsie N3MeHeHUs KoHpUrypaumy He 6b1n1o
BBE/IEHO NOATBEPXAEHVE — MPOU30IAET aBTOMATUUECKNI OTKAT KOHMrypauum 1o
npeAblayLLero cnosb30BaBLLIErocsi COCTOSHUSA.

3.2.7 ®PyHKUUM ceTeBOI 3alUTbI

B Tabnuvue 7 npuBeaeHbl (OYHKLUM CETEBOI 3aLLMTbI, BbINO/THSIEMbIE YCTPONCTBOM.

Tabnuua 7 — OyHKLMM CETEeBOW 3aLnThbI

30HbI
6e3o0nacHoOCTU

dunbTpauusa
AaHHbIX

Bce nHTepdeiickbl KOHTPO/IIEPa pacnpeaenstoTcs no 30HaM 6e30MacHOCTY.

Ansa Ka)Kp,OI\/JI napbl 30H HaCTpanBarTCA npaswsia, onpeaendarumne BO3MOXXHOCTbL U
HEBO3MOXHOCTb NPOXOXAEHNA OaHHbBIX MeXAy 30HaMu, npasuia q)I/I]'IpraU'I/II/I Tpa(bI/IKa AaHHbIX.

[nsi kakaoli napbl 30H 6e30MaCHOCTW COCTaBASiETCS HABOP NPaBus1, KOTOPLIE NMO3BOJISHOT
ynpaenaTb ubTpaumeli AaHHbIX, TPOXOASALLMX YePe3 KOHTPOIEp.

KomaHaHbIi HTepgieiic ycTpoiicTBa NPeAoCcTaBNsAET cpeAcTBa A1 AeTa/IbHON HAaCTPOMNKM
npaBun knaccudukaumm Tpacmka 1 4na HasHauyeHuUs pesybTUPYHOLWEro PeLleHnsi 0 NPonycke
Tpadmka.
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3.3 OCHOBHble TeXHNU4YecKue XapakKTepucTtukum

OCHOBHbIE TEXHUYECKME NapaMeTpbl KOHTPO/IIEpa NpUBeAEHbI B Tabnuue 8.

Tabnuua 8 — OCHOBHblE TEXHUYECKMNE XapaKTepPUCTUKN

O6wue napaveTpbl

VHTepdoeiicol WLC-15

WLC-30

WLC-3200

WLC-3250

WLC-3350

4 x Ethernet 10/100/1000BASE-T
2 x T000BASE-X (SFP)

1 x KoHCONbHbI nopT RJ-45
1xUSB 2.0

1 x PazbeM f/1s1 yCTAHOBKM XECTKOro ancka

4 x Ethernet 10/100/1000BASE-T

2 x T0GBASE-R (SFP+)/1000BASE-X

1 x KoHconbHbI nopT RJ-45

1xUSB 3.0

1xUSB2.0

1 x PazbeM A/151 yCTaHOBKM XECTKOro ancka

1 x Cnot anga microSD-kapTbl

12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x KoHcosnbHbI nopT RJ-45

1 x MopTt OOB

1xUSB 2.0

1 x PazbeM 4/15 yCTaHOBKM XECTKOro amcka

1 x Cnot ana microSD-kapThbl

8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)

4 x T000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
1 x KoHconbHbI nopt RS-232 (RJ-45)

2xUSB 3.0

1 x Pa3beM [/151 yCTaHOBKM XECTKOro Ancka

1 x Cnot ana microSD-kapTsl

8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X (SFP)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
1 x KOHCONbHbIV nopT RS-232 (RJ-45)

2xUSB 3.0

1 x PasbeM /151 yCTaHOBKM XECTKOro Ancka

1 x Cnot ana microSD-kapThbl
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Tunbl ONTUYECKUX
TpaHCUBEpPOB

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

[ynnekcHblli 1 NonyaynneKkCHbI peXxmMmbl

nHTepdeiicoB

CKOpOCTb Nepeaayn AaHHbIX

KonuyectBo
nogaepXunsaemMbix TOHEK
joctyna

KonunyectBo SoftGRE-
TyHHene

KonunuectBo VPN-TyHHenei

WLC-15

WLC-30

WLC-3200

WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-3250

WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

T000BASE-X SFP

TO00BASE-X SFP
TOGBASE-R SFP+

T000BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28

o AyN/IEKCHbIV U NOSYAYNIEKCHBIA PEXUM ANS1 3NEKTPUYECKMX
nopToB
o [yN/IEKCHbIV PEXUM A1t ONTUYECKMX MOPTOB

¢ 3niekTpuyeckue nHtepgeicsl 10/100/1000 MéuT/c
e onTnyeckne nHtepdeliicol 1 Féut/c

¢ 3/1eKkTpuyeckne uHtepdeiicol 10/100/1000 MéuT/C
e onTnyeckne nHtepdelicol 1/10 Féut/c

e onTuyeckme uHtepdeiicbl 1/10/25 rémt/c

e 3niekTpunyeckue nHrtepdeicol 10/100/1000 Méut/c
e onTuyeckme nHtepdpeiicol 1/10/25 réut/c

50, pgocTynHO pacwupeHne no nuueHsun ao 100
150, mocTynHo pacwmpeHune no nuueHsuy go 500
1000, pgocTynHo paclumpeHune no nnueHsum go 3000
3000, gocTynHo paclumpeHune no aueHsuun ao 5000
5000, pocTtynHOo paclmpeHue no nuueHsum go 7000
100

600

4000

10

250

500
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KonnuecTBo cTaTnyeckux
MapLLpyTOB

KonmuectBo KOHKYPEHTHbIX
ceccuit

Mopaepxka VLAN

KonnuecTtso mMapLipyToB
BGPv4/BGPv6

KonmuyecTso MapLipyToB
OSPFv2/0SPFv3/1S-IS

KonunuectBo mapupytos RIP/
RIPng

Tabnuua MAC-agpecoB

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

11k

4k
256k
512k

8,5M

o 4k aktnBHbIX VLAN B cootBeTcTBUM € 802.1Q
™
2,5M

5M

30k
300k

500k

1k

10k

2k 3anuceit Ha 6puax

16k 3anucei
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Pa3mep 6a3bl FIB WLC-15
WLC-30
WLC-3200
WLC-3250
WLC-3350
VRF

Konunuectso L3-uHtepdpeiicoe  WLC-15

WLC-30

WLC-3200
WLC-3250
WLC-3350

CootBeTcTBME CTaHgapTam

YnpaBneHue

NokanbHOE ynpaBneHue

YpaaneHHoe ynpassieHune

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

1,4M

1,7M

32
200

4000

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3cc 25GBASE-LR Ethernet

IEEE 802.3by 25GBASE-SR Ethernet
ANSI/IEEE 802.3 aBTOOMNpeneneHme ckopocTtu
IEEE 802.3x KOHTPO/Ib MOTOKOB AaHHbIX

IEEE 802.3ad 06beamHeHne kaHanos LACP
IEEE 802.1Q BupTyanbHble nokasbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

CLI

TELNET, SSH, WEB

dusnueckne XxapakTepUuCTUKN 1 YC/I0BUS OKpYXKatoLleil cpeabl

MCTOYHMKN nUTaHnS WLC-15

WLC-30

CeTb nepemeHHoro Toka: 100-264 B, 50-60 'y,

18



MakcumansHas
notpebnsemMas MOLWHOCTb

Macca

ra6aputHble pasmepsl
(WxBxT)

MHTepBan paboumnx
Temneparyp

WLC-3200
WLC-3250

WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-3250

WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-3250

WLC-3350

WLC-15

WLC-30

WLC-3200

WLC-3250

WLC-3350

WLC-15

WLC-Series. PYyKOBOACTBO MO 3KcnnyaTtaunn. Bepcus 1.36.4
CeTb nepemeHHoro Toka: 100-240 B, 50-60 'y,
CeTb NOCTOSAHHOTO TOKa: 36—72 B
BapuaHTbl nuTaHus:

¢ OANH NCTOYHUK NNTaHNA NMOCTOAHHOIO UM NePEMEHHOIo ToKa,
e NiBa UCTOYHUKA NUTAHNA NOCTOAHHOIO NI NepeMeHHOro Toka, C
BO3MOXHOCTbIO FOpFl‘-IGVI 3aMeHbl.

CeTb nepemeHHoro Toka: 200—-240 B, 50-60 'y,
CeTb NOCTOAHHOIO TOKa: 36—72 B
BapwvaHTbl nUTaHus:

¢ OANH NCTOYHUK MNTAHNA NMOCTOAHHOIO UM NePeMEHHOro TOKa,
® NBa NCTOYHUKa NNTaHUA NOCTOAHHOIO UIN NepeMeHHOro Toka, C
BO3MOXHOCTbHO ropﬂqeﬁ 3aMeHbl.

18 BT

26 Bt

18 BT

74 Bt

110 Bt

2,7 xr

2,934 kr

6,08 kr

4,232 kr

5,638 kr

430 x 44 x 226 MM
430 x 40 x 225 mm
430 x 44 x 330 Mm
430 % 43,6 x 329 mm
430 x 43,6 x 424 mm

o1 0 go +40 °C
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WLC-30 oT-10 go +45 °C
WLC-3200
WLC-3250
WLC-3350
VHTepBan Temneparypbl XpaHeHus oT-40 po +70 °C

OTHOCHTE IbHAsA B/IXXHOCTb MpKW 3Kcnayataumn  He 6onee 80 %
(6e3 o6pa3oBaHNsa KoOHAEHCATA)

OTHOCKTE/IbHAsA BNAXHOCTb Npu XpaHeHun (6e3 o1 10 o 95 %
o6pa3oBaHuUsi KOHAEHcaTa)

CpoK cnyxo6bl He MeHee 15 net

3.4 KOHCTpyKTUBHOE UCMOMHEHNe

B gaHHOM pasgesie onncaHo KOHCTPYKTUBHOE UCNO/IHEHME YCTpoicTBa. MNMpeacTaB/ieHbl N306paeHns
nepeaHeil, 3agHel 1 60KOBbIX NaHesnel ycTpolictea. OnucaHbl pa3bembl, CBETOANOAHBIE MHANKATOPbI U
opraHbl ynpaseHus.

YCTPOINCTBO BbINO/IHEHO B MET&/I/IMYECKOM KOPMyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

3.4.1 KoHcTpyKTnBHOE ncnosHeHune WLC-15

MepeaHsasn naHenb yctpoiictBa WLC-15

BHewwHuiA BUA nepefHeli naHeny nokasaH Ha pucyHke 1.

)

©

1 2 3 45 6 7 8

PucyHok 1 — MNepegHaa nadesis WLC-15

Tabnuua 9 — OnucaHve pasbLEMOB, MHAUKATOPOB 1 OpraHoB ynpassieHns nepegHeli naHenn WLC-15

Ne JnemeHT OonucaHue
nepepgHewu
naHenu
1 110-250 V MNCTOYHUK nUTaHus.
AC 50-60 Hz
2 Power WHpukaTop nuTaHusa ycTpoiicTea.

Status IHAMKATOP TEKYLLEero COCTOSHISA YCTPOIACTBA.
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Ne O3OnemeHT OnucaHue
nepegHeii
naHenu
Alarm MHaukaTop Hanuums 1 yYpoBHS aBapun yCTpoOiiCTBa.
User WHpukaTop, MCnonb3yrLWwmiics A5 nonb30BaTeNbCKUX CLEHAPMEB, KOTOPbIE MOXHO

HasHa4MTb B peXumMe KOHhMrypupoBaHus ycTpoiicTea.
3 Console KoHconbHbI nopT RS-232 (RJ-45) anst nokanibHOro ynpaenieHnst yCTPORCTBOM.

4 F ®YHKUMOHaNbHAs KHOMKa A/19 nepe3arpy3ku ycTpoicTea u c6poca K 3aBOAICKMM HaCTpolikam:

e NPV yaepXXaHun kHonkm meHee 10 cekyHA, MPOMCXOAUT nepesarpyska yCTPOCTBa;
e MpY yaepXaHum KHomnku 6onee 10 cekyHa NPoOUCXoAnT nepesarpyska yCTpoicTBa u copoc
K 3aBOZCKUM HaCTpOiiKam.

5 USB Pasbem USB 2.0 gns nogkntoveHus sHewHnx USB-ycTpolicTs.
6 [1..4] 4 nopta Ethernet 10/100/1000BASE-T.

7 [56] 2 nopta 1000BASE-X SFP.

8 HDD Pasbem Ana yCcTaHOBKW XXECTKOro AucKa namsaTu.

3eneHblit HAYKaTop:

® NNCK HE BCTaBJ/1IEH — HE FOpuT,
® NNCK BCTaB/1IEH — TOPUT,
¢ €CTb akKTUBHOCTb Ha ANCKe — MUraert.

KpacHblii nHamkatop (6yaeT nogaepxaH B 6yayLinx Bepcusx).

3agHAaAa naHenb yctpoiictBa WLC-15

BHelwwHWI BUA 3agHein naHenn yctporictea WLC-15 npmBeaeH Ha PUCYHKE HMXKe.

©
CO00000CCC000000000002NNNVNVVVVBVVLLLLLOO000000000000C0000CO0000000000d0000
ScogocgogogogocgsO000000C0000000000000000000C0000000000SUu0CC00cCO0000000000000
COC000C0C000000D000000000000000US86dooCuO0000C00C000CN000000000000000C00A0000
CO00000000000000eCO000000000000C0CC0C0O0COD000000000000CO000NTIO0000000000CaCd
000000000 0000CCHO00000000000CCNHCOGCCCO0000CCN0000GRCCCCC0NO00000000000000 | ©

PucyHok 2 - 3agHaa naHens WLC-15
Tabnuua 10 — OnucaHme pa3beMoB 3aaHel naHenn koHTponnepa WLC-15

Ne OnucaHue

1 Knemma ans 3azemsieHns ycTpoicTaa.

BokoBble naHenun yctponcrtea WLC-15

BHeLLHWii B 60KOBbIX NaHeneii yctpoiictea WLC-15 npuBeieH Ha PUCYHKAX HIXKE.
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PucyHok 4 — JleBas 6okoBast naHesnb WLC-15

Ha 60KOBbIX NaHe X YCTPONCTBA PACNONOXEHbI BEHTUNSALMOHHbIE PELLETKM, KOTOPbIE CAyXaT A5 0TBoja
Tenna. He 3akpblBaiiTe BEHTUNALMOHHbIE OTBEPCTUS NOCTOPOHHMU NpeaMeTaMu. 3TO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOCTBA U BbI3BaTb HapYLLEHNS B ero pa6oTte. C peKoMeHJaLmsiMi No YCTaHOBKe
YCTPOIACTBA MOXHO 03HAKOMUTLCSA B pasfene YCTaHoBKa U NOAKIH0UEHNE.

3.4.2 KoHcTpyKTUBHOE ncnonHeHune WLC-30

MepeaHsnsn naHenb yctpoiictea WLC-30

BHeLWHWIA BUA, nepeaHeli naHenu nokasaH Ha pucyHke 5.

e e

PucyHok 5 — MNMepepgHsas naHens WLC-30

Ta6nmua 11 — OnucaHne pa3beMOB, UHAMKATOPOB 1 OpraHoB yrnpasneHus nepeaHei naHenn WLC-30
Ne 3nemeHT OnucaHue

nepegHe
naHenv

1 110-250 V AC 50— WCTOYHUK NUTaHUS.

60 Hz
2  Power NHavkaTop nuTaHus ycTpoiicTea.
Status VHAavkaTop TekyLlero COCTOSHUS YCTPOIACTBA.
Alarm NHavkaTop HamMums v ypoBHS aBapun YCTpOCTBa.
User VHavkaTop, MCNonb3yrLwWwunincs gNs Nosb3oBaTe/IbCKMX CLEHAPWEB, KOTOPbIE MOXHO

Ha3HAUYNTb B PEXVME KOH(MIYPMPOBaHMS YCTPOMCTBA.
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Ne O3OnemeHT
nepegHeii
naHenm

4 Console

5  microSD
6  USB1

7 USB2

8 [1..4]

9  XG1,XG2
10 HDD

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

OnucaHue

®YHKUMOHasTbHAS KHOMKA AJ19 nepe3arpy3ku ycTpoicTBa U c6poca K 3aBOACKMM HaCTpolikam:

o MpY yAepXaHun KHonkn MeHee 10 cekyH/1 MpoucXoauT nepesarpy3ka ycTpoincTea;
* NPV yAepXaHun KHoMkn 6osee 10 cekyHA, NPoOMCXOauUT nepesarpyska ycTpoicTea u

cbpoc K 3aBOACKMM HaCTPOKam.

KoHcosbHbIN nopT RS-232 (RJ-45) ANna nokasbHOro ynpaenieHnsl yCTPOCTBOM.

Pasbem ansa ycraHoBku microSD-kapT namaTu.

Pasbem USB 2.0 gns nogxntoveHuns BHewHnx USB-ycTpolicTs.
Pasbem USB 3.0 gns nogknodeHns BHewHnx USB-ycTpoiicTB.
4 nopta Ethernet 10/100/1000BASE-T.

2 nopta 10GBASE-R (SFP+)1000BASE-X.

Pasbem g5t yCTaHOBKM XECTKOro AWcka NamMsiTy.
3efeHblit tHauKaTop:

® JUCK HE BCTaB/IEH — HE FOpwT;
® [JICK BCTaB/IEH — FOPUT;
® ©CTb aKTVBHOCTb Ha ANCKE — MUTaeT.

KpacHblii nHavkatop (6yfeT nogaepxaH B 6yayLnX BEPCUsiX).

3agHAA naHenb yctpoiictBa WLC-30

BHeluHwii BuA 3aaHeli naHenm yctpoiictea WLC-30 NnpuBeAeH Ha pUCyHKE HUXE.

PucyHok 6 — 3agHsasa naHenb WLC-30

Tabnuua 12 — OnucaHne pa3beMoB 3aaHel naHenn koHTponnepa WLC-30

Ne OnucaHue

1 Knemma ansi 3a3eMneHns ycTpolicTea.

BokoBble naHenu ycrpoiictea WLC-30

BHewHwuiA Bug, 60koBbIX NaHeneli ycrporictea WLC-30 npuBefeH Ha pucyHKax HUXe.
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PucyHok 7 — MNpaBas 6okoBasi naHesib WLC-30
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PucyHok 8 — JleBas 6okoBas naHesis WLC-30

Ha 60KOBbIX NaHesIsAX YCTPOCTBA PacnosioXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOpble CNyXaT A/1si oTBoja
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI NMOCTOPOHHUMU NpeaMeTaMmn. ATO MOXET NPUBECTU K
neperpeBy KOMMOHEHTOB YCTPOCTBA U Bbi3BaTb HapyLLeHUs B ero pa6oTe. C pekoMeHaauusiMmn rno ycTaHoBKe
yCTpOicTBa MOXHO 03HAKOMUTLCS B pasfesie YCTaHoBKa 1 NOAK/OYEHNE.

3.4.3 KoHcTpykTUBHOE ncnosiHeHne WLC-3200

MepeaHsasn naHenb ycrpoiictea WLC-3200

BHewHwnin Bug nepegHel naHenn nokasaH Ha pucyHke 9.

06068000

PucyHok 9 - MNepepHaa naHens WLC-3200

Tabnuua 13 — OnncaHne pa3bEMOB, MHAVKATOPOB M OpraHoB ynpasieHus nepegHen naHenn WLC-3200

Ne 3nemeHT nepepgHeii  OnucaHue

naHenu
1 Status VHauKaTop TeKyLLero CoOCTOSIHUS YCTPOCTBa.
Alarm VHpgukaTop HanMums 1 ypoBHS aBapun yCTpoicTBa.
User NHAavkaTop, ucnonb3yrwuiics onsi Nosib3oBaTe/IbCKUX CLLEHAPWEB, KOTOPbLIE MOXHO
Ha3HauYNTb B peXMME KOH(IUIYpPUPOBaHNS yCTPOCTBA.
Flash NHAavkaTop akTMBHOCTM 06MeHa C HakonuTesniem AaHHbix — microSD-kapToi nnm USB
Flash.
Power VHaukaTop NnuTaHus ycTpoiicTea.
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Ne

3nemeHT nepepHeii
naHenv

Master

Fan

RPS

00B

Console
microSD
USB
[1..12]

HDD
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OonucaHue

NHaykaTop paboTbl ycTpolicTBa B failover-pexumMax (He ncnonb3yetcs B TEKyLLEl
BEpCUN).

NHamkaTop aBapun BEHTUIATOPOB.
NHAMKaTOp pe3epBHOIO UCTOYUHMKA 3MEKTPONUTAHUS.

®yHKUMOHasIbHAst KHOMKa A/151 nepes3arpy3ky yCcTpoiicTBa 1 copoca K 3aBOICKMM
HaCTpoWKaM:

* NPV yaepxxaHun KHonku MeHee 10 cekyHZ, NpoucxoauT nepesarpyska ycTpoicTBa;
* NPV yaepxxaHum kHomnku 6osiee 10 cekyHA NPOMCXOANT Nepe3arpyska ycTpoicTea u
c6pOC K 3aBOACKMM HACTpolikam.

Ethernet-nopT ncnonb3yeTcs ToNbKO A5 06HOBMEHNS NPOrPamMMHOro obecneyeHus
uepes 3arpy3unk U-Boot. [laHHbIli MOPT He 1Cnonb3yeTcs 41 YAa/IEHHOro AOCTyna 1
ynpas/ieHusi.

KoHCOo/bHbI nopT RS-232 (RJ-45) ANa NokasibHOTo ynpasnieHusl yCTPOCTBOM.
PasbeM anst yctaHoBKy microSD-kapT naMsaTu.

Mopt USB 2.0 gna nogknioveHns USB-ycTpoiicTs.

CnoTbl Ansa yctaHoBku TpaHcusepos 25G SFP28/10G SFP+/1G SFP.

Pasbem A/1s1 yCTaHOBKY XXECTKOTO AVcKa NamsiTy.
3eneHblil HaUKaTop:

* [JICK HE BCTaB/IEH — HE TOpWUT;
* [CK BCTaB/IEH — [OPWT,;
* ©CTb aKTMBHOCTb Ha ANCKEe — MUraeT.

KpacHblii nHavkaTop (6yaet nogaepxaH B 6yayLimx Bepcusx).

3agHAA naHenb yctpoiictBa WLC-3200

BHewHwuin BuA, 3agHein naHenu yctpoictea WLC-3200 npuBeaeH Ha pUCYHKE HUXKE.

PucyHok 10 — 3agHaa naHess WLC-3200
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WLC-Series. PykoBoACTBO N0 3kcnsiyatauun. Bepcusa 1.36.

Tabnuua 14 - OnncaHne pa3beMoB 3a4Hel naHenn koHTposiiepa WLC-3200
Ne OnucaHue
1 OCHOBHOI UCTOYHWK MUTaHUS.
2 Knemma gns 3asemsneHuns ycTpoiicTsa.
3 CbeMHble BEHTU/ISLMOHHbIE MOAY/ M C BO3MOXHOCTbIO ropsiueli 3aMeHbl.

4 MecTo ANnsi yCTaHOBKW PE3EPBHOI0 UCTOYHMKA NMUTaHWSI.

BokoBble naHenu yctpoiictea WLC-3200

BHeluHWIA BMA 60K0BbIX NaHenel yctpoictea WLC-3200 npuBeAeH Ha pUCYHKaX HUXKE.
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PucyHok 12 - JleBas 6okoBast naHenb WLC-3200

Ha 60KOBbIX NaHe X YCTPOCTBA PacnosioXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOpble CNyxXaT A/1si oTBoja
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMU NpeaMeTaMun. ATO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOCTBA U BbI3BaTb HapyLLEHMs B ero paboTte. PekoMeHaauum no ycTaHoBKe
YCTpOIACTBa PacnosioXeHbl B pa3aese YCTaHoBKa U NoAKIHYEHME.

CeeToBas nHgukauma WLC-3200

CocTosiHne meHbIx HTepdeiicos Gigabit Ethernet oTo6paxaeTcsi AByMSA CBETOAMOAHLIMU UHAMKATOPaMN —
LINK/ACT 3eneHoro useta n SPEED siHTapHoOro useTta. PacnonoxeHve nHOMKaTopoB MeaHbIX MHTepdelicoB
nokasaHo Ha pucyHke 13. CocTosiHne SFP-uHTepdelicoB otobpaxaeTca Asymsa nHaukaropamm RX/ACT n TX/
ACT n yka3aHo Ha pucyHke 14. 3Ha4yeHns CBETOBOIN MHAMKALMK onucaHbl B Tabnuuax 15u1 16
COOTBETCTBEHHO.

LINK/ACT SPEED

" J[:];. u

-

]

PucyHok 13 — PacnosioxeHue nHgukatopoB pasbema RJ-45

4
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4
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PucyHok 14 — PacnosioXeHve MHAMKaTOPOB ONTUYECKNX UHTepdelicoB

Tabnuua 15 — CeeToBas MHAMKALUNS COCTOSIHUSA MeAHbIX MHTepdelicoB

CBeueHue nHgukaropa CseueHune nHgukatopa LINK/ CocTtosiHue uHtepdeiica Ethernet

SPEED ACT

BblIkoyeH BblIktoueH IMopT BLIK/IOYEH NN COeAUHEHNE He
yCTaHOB/IEHO.

BblIknoyeH fopuT NOCTOAHHO YcTaHoBneHo coeguHeHne Ha ckopoctu 10 nnm
100 MéuT/c.

fopuT NOCTOAHHO fopuT NOCTOAHHO YcTaHOBNEHO COeguHEHMEe Ha CKOPOCTU

1000 Mo6uTt/cC.

X MwuraHune MaeTt nepepaya faHHbIX.

Tabnuua 16 — CeetoBas nHamkauns coctosiius SFP/SFP+/QSFP+-nHTepdelicos

CBeueHue nHgukaTopa CseueHue nHgukartopa TX/ CocTtosiHue uHtepdeiica Ethernet

RX/ACT ACT

BblknoyeH BblkoueH MopT BbIK/HOYEH WY COEANHEHME HE YCTaHOBMEHO.
fopuT NOCTOAHHO fopuT NOCTOAHHO CoepgnHeHve ycTaHOB/IEHO.

MwuraHune X Voet npuem gaHHbIX.

X MwuraHune VaeT nepegava gaHHbIX.

B cnepgyowein Tabnvue npuBeaeHo onncaHmne COCTOSHUI CUCTEMHbIX UHANKATOPOB YCTPOMCTBA U NX
3HAYEHMUIA.
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Tabnuua 17 — COCTOAHMA CUCTEMHBIX MHANKATOPOB

HasBaHue
MHAUKaTopa

Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

DYHKUMA UHAUKaTOpa

VHaukaTop TekyLlero
COCTOSIHWA YCTPOCTBA.

VHankaTop Hanuuusa u
YPOBHS1 aBapun yCTpoiicTBa.

VHankaTop Hanmumsa
akTuBHbIX VPN-ceccuii.

VHAMKaTop aKTMBHOCTU
06MeHa C HakonuTenem
AaHHbIX: SD-kapToit unn USB
Flash.

VHavkaTop nutaHus
yCTpoiicTBa.

VHavkaTop paboThl
ycTpoiictea B failover-
pexumMax.

CocTosiHMe BeHTunAaTopa
OXNTXAEHUS.

PexuM paboTbl pe3epBHOro
MCTOYHMKA NUTaHUS.

CocTtosiHMe
MHAOUKaTopa

3eneHbln

Mwuraet
3e/1eHbIM

3eneHbln

3eneHblit

KpacHbiii

BbikntoueH

BbikntoueH

KpacHbiii

3eneHbli
BbikntoueH

KpacHsblii

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

CocTosiHMe ycTpoiicTBa

YCTpOoiicTBO paboTaeT HopMaslbHO.

YCTPOICTBO HAX0AUTCS B COCTOSIHUM 3arpy3ku MO.

BbinonHeHWe onepauuii YTeHns/3anmcy no KoMaHae
((COpy»_

MuTaHne ycTpoiicTBa B Hopme. OCHOBHOI NCTOYHMK
MUTaHWUS, €C/IN OH YCTaHOB/EH, pa6oTaeT HopMasibHO.

HepaboTocnoco6HOCTL OCHOBHOIO UCTOYHMKA NUTAHKUSA,
aBapusl UM OTCYTCTBME NEPBUYHON CETHU.

OTka3s BHYTPEHHUX NCTOYHUKOB NUTaHNA yCTpOﬁCTBa.

Bce BEHTUIATOPbI UCMPaBHbI.

OTka3 ogHoro nam 6o0s1ee BEHTUNATOPOB. [NpuynHol
BO3HWKHOBEHWS aBapun MOXeT ObITb
HepaboTOCNOCOOHOCTb XOTS 6bl OAHOM0 13
BEHTUIATOPOB — OCTAHOBKA W/IN NOHWXEHHAs YacToTa
060pOTOB.

Pe3epBHbIl7I MNCTOYHWUK YCTAHOBJ/1EH N NCNPAaBEH.
PESEpBHbIVI MNCTOYHUK HE YCTaHOBJIEH.

OTCcyTCTBUE NEPBUYHOrO NMUTAHNS PE3EPBHOIO
WCTOYHMKA U/IN €70 HEUCMPABHOCTb.
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WLC-Series. PykoBOACTBO N0 3kcnaiyartauun. Bepcusa 1.36.4

CBeToBas nHgukauma WLC-30

CocTosiHne mefHbIX MHTepgoeincos Gigabit Ethernet oTobpaxaeTcs AByMs CBETOANOAHBIMU MHAMKATOpaMK —
LINK/ACT 3eneHoro useta u SPEED aHTapHoro ugeta.

Tabnuua 18 — CeeToBas MHAMKALUMSA COCTOSHUA MegHbIX nHTepdeicoB n SFP-nHTepdelicos

CBeueHue MHAMKaTopa

SPEED

BbikntoueH

BbikntoueH

[oOpuT NOCTOAHHO

CBeueHune nHgukartopa LINK/ CoctosiHue nHtepdeiica Ethernet

ACT

Bblk/itoueH MopT BbIK/IOYEH NN COEQUHEHNE He
yCTaHOBNEHO.

FopnT NOCTOAHHO YcTaHoB/eHO coegnHeHne Ha ckopocTn 10 nnn
100 MéwuT/c.

FopuT NOCTOAHHO YcTaHoBNEeHO coeauHeHne Ha ckopocTtu 1000
MéuT/c.

MwuraHune MaeT nepepayva faHHbIX.
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PucyHok 15 — PacnosnoxeHue nHgukatopoB pasbema SFP

LINK/ACT SPEED

S
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]

PucyHok 16 — PacnosioxeHvne nHankatopos pasbema RJ-45

B cnepytowein Tabnvue npuseaeHo onncaHme COCTOSHUI CUCTEMHbIX UHANKATOPOB YCTPOMCTBA U NX

3HAYEHUIA.

Tabnmua 19 — COCTOAHNA CUCTEMHbIX UHAMKATOPOB

HasBaHue DYHKUNA UHANKaTopa CocTtosiHue CocTosiHue ycTpoiicTBa
MHAUKaTopa MHAUKaTopa
Power MHavkaTop nutaHua 3eneHblid MutaHne ycTpoiicTBa B HopMme. VICTOUHMK NUuTaHms
yCTpOWCTBA. paboTaeT HOpMasibHO, OCHOBHOE MO NporpyxeHo.
KpacHbiii He nporpyxeHo ocHosHoe [M0.
BblknoyeH OTKa3 BHYTPEHHUX UCTOYHWUKOB NMUTaHUA
yCTpoiicTBa.
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

HasBaHue DYHKUUA nHOUKaTopa CocTtosiHue CocTosiHMe ycTpoiicTBa
nHaukKaTopa nHaukaTopa
Status VHavkaTop TekyLlero coctosHuss  3eneHblii YcTpoiicTBO paboTaeT HOpMasibHO.
yCTpoicTBa.
Mwuraet YCTpPOIACTBO HAXOAUTCS B COCTOSIHUN 3arpy3Kku
3e/1eHbIM Mno.
Alarm MHavkaTop Hamuusa n ypoBHS - -

aBapuu ycTpolicTBa.

User HAmKaTop, Ncnosb3yoLmiics - -
[J151 N0/NIb30BaTE/IbCKUX
CLeHapyreB, KOTOPbIE MOXHO
Ha3HauYNTb B pEXNME
KOHDUIyprpoBaHusi ycTpoiicTaa.

CeeToBas nuHgukauusa WLC-15

CocTosiHne meHbIx UHTepdheiicos Gigabit Ethernet oTo6paxaeTcsi AByMSA CBETOAMOAHLIMU UHAMKATOPaMW —
LINK/ACT 3eneHoro useta 1 SPEED aHTapHoro ugeta.

Ta6nuua 20 — CBeToBas MHAMKALMNA COCTOSIHUA MedHbIX UHTepdencos 1 SFP-nHTepdelicos

CBeueHue nHgukaropa CBeueHue uHgukartopa LINK/ CocTtosiHue uHtepdevica Ethernet

SPEED ACT

BbikntoueH BblikoyeH [opT BbIK/HOYEH UIN COEeNHEHME He
YCTaHOB/EHO.

BblknoyeH 'opuT NOCTOAHHO YcTaHOBNEHO coeguHeHne Ha ckopocTtu 10 nnm
100 MéwuTt/c.

FopuT NOCTOSAHHO FOpuT NOCTOSAHHO YcTaHOBMEHO coeanHeHme Ha ckopocTn 1000
MéuT/c.

X Mwuraet VoeT nepegava AaHHbIX.

() LNK
() SPD

PucyHok 17 — PacnonoxeHue nigukatopoB pasbema SFP
LINK/ACT  SPEED

H
B
C Hﬂﬂﬂﬂﬂ

PucyHok 18 — PacnosioxeHue nHgukatopoB pasbema RJ-45
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4
B cnep,yromeﬁ Ta61'II/IL|,e npmeegeHo onncaHmne COCTOSIHUI CUCTEMHBbIX MHONKaTopOB yCTpOIZCTBa N NX
3HAYEHWIA.

Ta6nmua 21 — CoCTOAHMS CUCTEMHbIX MHANKATOPOB

Ha3BaHue PYHKUUA MHAMKaTopa CocTtosiHue CocTtosiHue ycTpoiicTBa
MHAMKaTopa MHAMKaTopa
Power NHAavkaTop nuTaHmsa ycTpolicTaa. 3eneHblii MutaHne ycTpoiicTBa B HopMme. VICTOUHMK

nuTaHns pabotaeT HOPMasibHO, OCHOBHOE
MO nporpyxeHo.

KpacHbiii He nporpy»xeHo ocHosHoe 0.
BbikntoyeH OTKa3 BHYTPEHHUX NCTOYHMKOB NUTaHNSA
ycTpoiicTsa.
Status ViHanMKaTop TeKyLero COCTOSHNS 3eneHbiit YCcTpoiicTBO paboTaeT HOPMaslbHO.
yCTpolicTBa.
KpacHbiii YCTPOWCTBO HAX0AMTCS B COCTOSIHUM
3arpysku MO.
Alarm VNHauKaTop HanmmMums 1 ypoBHS - -

aBapuu ycTpolicTsa.

User NHavkaTop, ucnonb3ywowuiics gns - - -
NoSb30BaTE/IbCKUX CLIEHapUEB,
KOTOpblE€ MOXHO Ha3Ha4MTb B
pexnmMme KOHUIyprupoBaHus
yCTpoOWCTBa.

3.4.4 KoHcTpyKTUBHOE ncnosnHeHne WLC-3250

YCTPONCTBO BbINO/IHEHO B MET&/I/IMYECKOM KOPMyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepHAaa naHenb yctpoiictea WLC-3250

BHelwwHnii Bua nepeaHeit naHenn WLC-3250 nokasaH Ha pucyHke 19.
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PucyHok 19 — MepeaHss naHens WLC-3250

B Tabnuue 22 npvBeaeH nepeyeHb pa3beMOB, CBETOANOAHbIX MHANKATOPOB 1 OPraHoB YrpaB/ieHus,
pacnosioXeHHbIX Ha nepegHein naHenn WLC-3250.
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Tabnuua 22 - OnucaHne pasbeMoB, MHAVKATOPOB M OpraHoB ynpasneHus nepegHein naHenn WLC-3250

Ne 3nemeHT nepepHeii

naHenn

1 Status

Alarm

User

Flash

Power

Master

Fan

RPS

3 Console

4 microSD
5 USB 1
6 USB 2

7 1GE Combo [1 .. §]
8 25GE[1 .. 4]

9 HDD

OonucaHue

HAyKaTOp TEKYLLIEro COCTOSIHUSI YCTPOMCTBA.
VHAuKaTOp HaNMumsi 1 YpoOBHS aBapun yCTPOCTBa.

NHAmkaTop, Ncnonb3yrowmiics ansi Nonb3oBaTeNbCKMX CLLEeHapNeB, KOTOPbIE MOXHO
Ha3HaUYUTbL B PEXNME KOHIMIYPUpPOBaHUS YCTPOICTBA.

NHAmKaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbIX — microSD-kapTtoit nnm USB
Flash.

WHaykaTop NUTaHUst yCTpoiicTBa.

NHamkaTop pa6oTbl ycTpoiicTBa B failover-pexxumax (He ncnonb3yeTtcs B TekyLlel
BEpCUNn).

NHAamKaTop aBapuy BEHTUNATOPOB.
NHaMKaTop pe3epBHOT0 UCTOYHMKA 3NEKTPONUTAHUS.

dYHKLMOHa/IbHAsA KHOMKa 4151 nepe3arpysku ycTpoiicTBa 1 cbpoca k 3aBOACKUM
HacTpoiikam:

e Npu yaepxaHun kHonkm meHee 10 cekyHA, MPOUCXOAUT nepesarpyska yCTpPoiCcTBa;
e NpuV yaepxaHun kHonkm 6onee 10 cekyHA NpoucxoanT nepesarpyska ycTpoicTea 1
cbpocC K 3aBOACKNM HACTPOMKaM.
KoHconbHbI nopT RS-232 (RJ-45) ana nokasibHOTo ynpasieHnsl YCTPOCTBOM.
Pasbem ansa yctaHoBkM microSD-kapT namaTtu.
MopT USB 3.0 ana nogkntoyeHnst USB-ycTpoiicTs.
Mopt USB 3.0 gna nogkntoveHns USB-ycTpoiicTs.
8 nopToB Gigabit Ethernet 10/100/1000BASE-X (SFP).

4 nopta 1000BASE-X/10GBASE-R/25GBASE-R.

Pasbem A/1s1 yCTaHOBKY XECTKOro AncKa namsiTu.
3eneHblil HaUKaTop:

® NWNCK HE BCTaBJIEH — HE TOpUT,
® NWNCK BCTaBJ/1IEH — TOPUT,
® €CTb aKTUBHOCTb Ha AANCKE — MUTaeT.

KpacHblii nHavkaTop (6yaet noggepxaH B 6yayLimx Bepcusx).
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

3agHAA naHenb yctpoiictBa WLC-3250

BHewHuin Bug 3agHein naHenn WLC-3250 nprBefeH Ha pUCYHKE HNXKeE.

O e

100-240 V AC
50-60 Hz

PucyHok 20 - 3agHsaa naHesns WLC-3250
B Tabnuue 23 nprBeeH nepeyeHb pa3beMoB, pacnoioXeHHbIX Ha 3aaHei naHenn WLC-3250.

Tabnuua 23 — OnucaHne pasbemMoB 3aaHelt naHenn WLC-3250
Ne OnucaHue
1 OCHOBHOI4 UCTOYHMK NUTaHWA.
2 Knemma gns 3asemsieHunst ycTpoiicTsa.
3 CbeMHble BEHTU/ISLMOHHbIE MOAY/ TN C BO3MOXHOCTbIO ropsiyueli 3aMeHbl.

4 MecTo ANnsi yCTaHOBKW PE3EPBHOI0 UCTOYHMKA NMUTaHWSI.

BokoBble naHenu yctponctea WLC-3250

BHewwHnin BuA 60koBbix naHenein WLC-3250 npuBefeH Ha pUCYHKax HUXe.
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PucyHok 22 - JleBas 6okoBas naHesib WLC-3250

Ha 60KOBbIX NaHesIsX YCTPOCTBAa PacnosioXeHbl BEHTUSILMOHHBbIE PELLETKM, KOTOpble CyXaT A/1si oTBoja
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMU NpeaMeTaMmn. ATO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOCTBA U BbI3BaTb HapyLLEHWs1 B ero paboTte. PekoMeHaauum no ycTaHoBKe
YCTpOIAiCTBa PacnosioXeHbl B pa3aesne YCTaHoBKa U NoAKIHOYEHME.
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3.4.5 KoHcTpykTUBHOE ucnosiHeHne WLC-3350

YCTPOICTBO BbINOJIHEHO B META/IINYECKOM KOPMYCe C BO3MOXHOCTbI0 YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

Kopnyca 1U.

MepepgHAa naHenb yctpoiictBa WLC-3350

BHewwHnii Bua nepeaHeit naHenn WLC-3350 nokasaH Ha pucyHke 23.
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PucyHok 23 - MNepepHsaa naHesns WLC-3350

B Tabnvue 24 npuBeaeH nepeyeHb pa3beMOB, CBETOANOAHbLIX MHANKATOPOB 1 OPraHoB yrpaB/eHus,
pacnonoXeHHbIX Ha nepegHein naHenn WLC-3350.

Tabnuua 24 — OnucaHme pa3bemMoB, MHAMKATOPOB N OpraHoB ynpaBneHuns nepegHeii naHenn WLC-3350

Ne 3nemeHT nepepgHei

naHesnun

1 Status

Alarm

User

Flash

Power

Master

Fan

RPS

3 Console

4 microSD

OonucaHue

NHAMKaTOp TEKYLLIEro COCTOSIHUSI YCTPOMCTBA.
VHauKaTOp HaNMumsi 1 ypoBHS aBapun yCTPOCTBa.

NHAmMKaTop, Ncnonb3yrowmiics ansi Nonb3oBaTe bCKMX CLLEeHapNeB, KOTOPbIE MOXHO
Ha3HaUYUTbL B PEXNME KOHIMIYPUpPOBaHUS YCTPOICTBA.

NHAnKaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbIX — microSD-kapToit nnm USB
Flash.

WHaykaTop NUTaHust ycTpoiicTBa.

NHamkaTop pa6oTbl ycTpoiicTBa B failover-pexumax (He ncnonb3yeTtcs B TekyLel
BEpCUNn).

NHAaMKaTop aBapuy BEHTUATOPOB.
NHAaMKaTop pe3epBHOTO UCTOYHKKA 3NEKTPONUTAHUS.

dYHKLMOHa/IbHAsA KHOMKa A151 Nepe3arpysku ycTpoiicTBa 1 cbpoca k 3aBOACKUM
HacTpoiikam:

* NpU yaepXaHUn KHomkn MeHee 10 cekyHp, NPOMCX0AMT nepesarpyska yCTponcTBa;
e Npu yaepxaHum kHomnkn 6onee 10 cekyHA NPOMCX0AWT nepesarpyska yCTpoincTea 1
cbpocC K 3aBOACKNM HACTPOMKaM.

KoHconbHbI nopT RS-232 (RJ-45) ana nokasibHOro ynpaseHnsl YCTPOCTBOM.

Pasbem ansa yctaHoBkM microSD-kapT namaTtu.
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Ne 3nemeHT nepepgHeii  OnucaHue

naHenv
5 USB 1 MopT USB 3.0 gna nogkntoyeHnst USB-ycTpoiicTs.
6 USB 2 MopT USB 3.0 gna nogkntovenns USB-ycTpoiicTs.

7 1GE Combo [1 .. §] 8 nopToB Gigabit Ethernet 10/100/1000BASE-X (SFP).
8 25GE[1.. 4] 4 nopta T000BASE-X/10GBASE-R/25GBASE-R.

9 HDD Pa3zbeM A1 yCTaHOBKU XEeCTKOro Ancka namMaTu.
3eneHblii HAMKaTOP:

® ONWNCK HE BCTaBJ/IEH — HE TOpUT,
® NWNCK BCTaBJ/1IEH — TOPUT,
® €CTb aKTUBHOCTb Ha AANCKE — MUTaeT.

KpacHblii nnavkatop (6yaeT nogaepxaH B 6yayLuX Bepcusx).

3agHAa naHenb yctpoiictBa WLC-3350
BHewHwuin Bug, 3agHein naHenn WLC-3350 nprBefeH Ha pUCYHKE HNXKeE.

PucyHok 24 — 3aagHssa naHesns WLC-3350

B Tabnuue 25 npuBeaeH nepeyeHb pa3beMOoB, PacnosioXeHHbIX Ha 3aaHel naHenn WLC-3350.

Tabnuua 25 — OnucaHme pa3beMoB 3aaHel naHenn WLC-3350

Ne OnucaHue

1 OCHOBHOI1 UICTOYHVK NUTAHWS.

2 Knemma gns 3asemseHuns ycTpoiicTsea.

3 CbeMHbI€ BEHTUASALMOHHbIE MOAYN C BO3MOXHOCTbIO ropsiueli 3ameHbl.

4 MecTo /11 YCTAHOBKM Pe3ePBHOM0 MCTOYHMKA NMUTAHWS.
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BokoBble naHenu ycrtponctea WLC-3350

BHewHwuiA Bug, 60koBbix naHeneit WLC-3350 nprBefeH Ha pUCYHKax HMXe.
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© ©

© ©
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T Al

PucyHok 26 — fleBast 6okoBas naHenb WLC-3350

Ha 60KOBbIX NaHe X YCTPOCTBA PacnosioXeHbl BEHTUNSILMOHHbIE PELLETKYM, KOTOPbIE CNyXaT A/1si 0TBoAa

Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI MOCTOPOHHUMU NpeaMeTaMmn. ATO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOICTBA U BbI3BaTb HapyLLEHWS B ero paboTte. PekoMeHaauum no ycTaHoBKe

YCTPOIAiCTBA pacnosioXeHbl B pasfesnie YCTaHOBKa 1 NOAKIOUYEHNE.

3.5 KomnnekT noctaBKu
B 6a308BbIii komnnekT noctaBkn WLC-15 Bxogsr:

e koHTponnep WLC-15;

e Kabesb NUTaHNS;

* KOHCO/IbHbI Kabesb;

e KOMMNEKT AN KPENIEHMS YCTPONCTBA B CTOMKY 19"
e cepTucukaT COOTBETCTBUS;

* Macnopr;

* [JOKyMeHTaums (onumMoHanbHo);

e MamsATKa O AOKyMEHTaLMN.

B 6a308BbIii komnnekT noctaBkn WLC-30 Bxoasr:

e koHTponnep WLC-30;

e Kabesb NUTaHNS;

* KOHCOJ/IbHbI Kabesb;

e KOMMNNEKT AN KPEN/EHMA YCTPONCTBA B CTOMKY 19"
e cepTucukaT COOTBETCTBUS;

* Macnopr;

* [IOKyMeHTaums (onuunoHanbHo);

e MamsATKa O AOKyMEHTaLMN.

B 6a308BblIi komnnekT noctaskm WLC-3200 BxogsT:

e koHTponnep WLC-3200;

* KOHCOJ/IbHbI Kabesb;

e KOMMNNEKT AN151 KpeNnsieHns yCcTpoicTea B cToiiky 19
e cepTucukaT COOTBETCTBUS;

* Macnopr;

* [JOKyMeHTaums (onumMoHanbHo);

e MamsATKa O AOKyMEHTaLMWN.
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B 6a30BbIii koMnnekT noctaBku WLC-3250 BxoasT:

e koHTponnep WLC-3250;

® KOHCO/bHbI Kabesb;

* KOMM/IEKT A/19 KpeNneHns yCTponcTea B CToiky 19
e cepTudnKaT COOTBETCTBUS;

* nacnopr,

* [I0KyMeHTaums (OnuMoHasnbLHo);

* NamsaTKa 0 fOKYMeHTauum.

B 6a30BbIii komnnekT noctaBku WLC-3350 BxoasT:

e koHTponnep WLC-3350;

® KOHCO/bHbI Kabesb;

* KOMM/IEKT A/19 KpeNeHUs yCTponcTea B CToiky 19
e cepTudnKaT COOTBETCTBUS;

e Macnopr,

* [J0KyMeHTaums (oOnuMoHasnbLHo);

* NamsaTKa 0 fOKYMeHTauum.

Mo 3akasy nokynatens ana WLC-3200/3250 B KOMNNEKT NOCTaBKM MOXET ObITb BK/TOUEH MOAY b
nutanuna (PM160-220/12 nnn PM160-48/12).

Mo 3akasy nokynatesns ana WLC-3350 B KOMN/IEKT NOCTABKN MOXET ObITb BK/IOUEH MOAY/Tb NMUTAHNSA
(PM350-220/12 nnn PM350-48/12).

Mo 3aka3y nokynaTesisi B KOMMNAEKT NOCTaBKM MOTYT GbiTb BK/HOUEHbI SFP/SFP+-TpaHcuBepsl.
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4 YcTtaHOBKa 1 noaknt4veHune

KpenneHue KpoHWTERHOB
YcTaHOBKa yCTPOWCTBA B CTOWKY
e YcTaHoBKa moagynei nutanmns WLC-3200, WLC-3250, WLC-3350
MoaknoyeHne NuTatoLen ceTn
YcTtaHoBKa 1 yaaneHne SFP-TpaHcrBepoB
e YCTaHOBKa TpaHcuBepa
e YaaneHue TpaHcueepa

B paHHOM pasgene onncaHbl npoueaypbl yCTaHOBKN yCTpOIZCTBa B CTOI7IKy N NOoAKMIHYEHNA K I'II/ITaIOLLIIGI7| CeTn.

4.1 KpenneHuwe KpOHLITENHOB

B KOMNaekT nocTaBky yCTPOMCTBA BXOAAT KPOHLUTENHbI /1 YCTAHOBKM B CTOMKY WM BUHTbI 4719 KPEnaeHus
KPOHLUTENHOB K KOprycy yCTpoicTBa. /15 yCTaHOBKM KPOHLITEHOB:

PucyHok 19 — KpensieHve KpOoHLITENRHOB

1. CoBMeCTUTE YeTbipe OTBEPCTUS AJ/18 BUHTOB Ha KPOHLUTEHE C TaKUMM XXe OTBEPCTUAMU Ha GOKOBOIA
naHenun ycTpomncTaa.

2. C NOMOLLbI0 OTBEPTKM NMPUKPENUTE KPOHLUTEH BUHTAMU K KOPMYCY.

3. MoBTopUTeE AeiicTBKA 1, 2 ANs1 BTOPOrO KPOHLUTENHA.

4.2 YcTaHOBKa yCTPOWCTBA B CTOMKY
[lns ycTaHOBKM YCTPOINCTBA B CTOMKY:

1. MpUNoXnTe YCTPONCTBO K BEPTUKA/IbHBIM HANpPaBASOLLM CTONKM.

2. COBMECTUTE OTBEPCTUS KPOHLUTEHOB C OTBEPCTUSIMU HA HaNPaB/IAOLWMX CTOVKK. Vicnonb3yiiTe
OTBEPCTUSI B HANPaBSIOWMX HA OAHOM YPOBHE C 06€MX CTOPOH CTOMKM /18 TOro, YTOGbI YCTPOWCTBO
pacnonaranock ropu3oHTasIbHO.

3. C NOMOLLbIO OTBEPTKM NPUKPENUTE KOHTPOJI/IEPA K CTOMKE BUHTAMW.
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PucyHok 20 — YcTaHOBKa YCTPOICTBA B CTOKY

€@ BeHnTunsAuus ycTpoiicTBa opraHn3oBaHa no cxeme hPOHT-TbI. Ha nepeaHeit n 60KOBbIX NaHensx
YCTPOICTBa PacnofioXeHbl BEHTUNALMOHHbIE OTBEPCTUS, C 3a[IHEN CTOPOHbI YCTPOICTBA
pacnonoXeHbl BEHTU/IALMOHHbIE MOAYNN. He 3aKpbiBaiiTe BXOAHbIE U BbIXOAHbLIE BEHTUIALNOHHbIE
OTBEPCTMS NOCTOPOHHUMW NpeaMeTaMu BO M3bexaHne neperpesa KOMNOHEHTOB YCTPOICTBA U
HapyLleHns ero paboTsbl.

4.3 YctaHoBKa mopgynei nutaina WLC-3200, WLC-3250, WLC-3350

KoHTposnnepbl WLC-3200/3250/3350 moryT pabotaTtb C O4HUM WX ABYMSA MOLY/ISMU NUTAHKA. YCTaHOBKa
BTOPOro MoAyns nuTaHns HeobxoAyuma B Cnyvyae UCnosib30BaHMs YCTPOINCTBA B YCNOBUSAX, TPEOYOLWMNX
NOBbILLEHHOW HAaAEXHOCTW.

MecTa Ansa yCTaHOBKM MoAy/eii NMTaHus C 3/IEKTPUUECKOI TOUKM 3peHUst paBHOLIEHHbI. C TOUKW 3peHNs
CMNONb30BaHNSA YCTPOICTBA, MOAY/Tb MUTAHUSI MOXET HaXx0UTbCS B OCHOBHOM U PE3EPBHOM pa3beMe,
MHhopMaLMs 0 NPUOPUTETHOCTY HaxoauTcs B Tabnue "OnncaHne pa3bemoB 3aAHeli NaHem KoHTponiepa’.
Mogynv NMTaHns MOryT yCTaHaB/IMBATLCS 1 U3BMEKaTbCSl 6€3 BbIK/HUYEHMS YCTPOIiCTBa. Mpn yCTaHOBKE UK
13BMIEYEHUM AOMNOMHUTENBLHOTO MOAYNA NMUTAHKS KOHTPO/iepa NpoJo/xaeT paboTy 6e3 nepesanycka.

PucyHok 21 — YcTaHoBKka Modynei nMtaHms
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PucyHok 22 — YcTaHOBKa 3ar/1yLLUKu

@ VHavkaumsa aBapun MOAYNA NUTAHKS MOXET ObIThb BbI3BaHA HE TO/ILKO OTKA30M MOZY/ISi, HO U1
OTCYTCTBMEM NEPBUYHOTO NMUTaHUSI.

CocTosiHMe mMoay et NMTaHusi MOXeT 6biTb NPOBEPEHO MO MHAMKALMM HA NepeaHeli naHen KoHTponnepa (cMm.
pasgen CBeToBas UHAVKALVS) UK MO AXArHoCTVKe, AOCTYNHO Yepes nHTepdelickl ynpasBieHns
KOHTpO/Inepa.

4.4 TMopkniouyeHne nNUTaroLWwein cetm

1. Mpexae YeM K yCTpoicTBY 6yAeT NoAk/IYeHa nuTatoLas ceTb, HE06X0AMMO 3a3eM/IMTb KOPNyC
YCTPOIiCTBa Yepe3 3a3eMNsALWmiA BUHT M4. 3aseMieHne HE06X0AMMO BbINOHATb M30/IMPOBAHHBLIM
MHOTOXW/TbHbIM MPOBOAOM. YCTPOACTBO 3a3EM/IEHUSI U CEYEHME 3a3EM/IAIOLLENO NPOBOAA AO/HKHbI
COOTBETCTBOBATbL TPe6OBaHMsAMM MNpaBua YCTPOICTBA 3NEKTPOYCTAHOBOK (MY ).

2. Ecnu npegnonaraeTcsi NOAKMOUYEHVE KOMMNbIOTEPA UM MHOTO 060PYA0BaHUSI K KOHCONIbHOMY MOPTY
KOHTPO1EPa, 3TO 060PYA0BaAHNE TaKKe LO/HKHO ObiTh HAAEXHO 3a3eMJIEHO.

3. MogaknumnTe K yCTpoiicTBy kabenb nuTaHus. B 3aBUCUMOCTM OT KOMMEKTaLMMN YCTPONCTBA, MUTaHNE
MOXET OCYLLECTBMSATLCA OT CETU NEPEMEHHOIO TOKa /IMGO OT CETU MNOCTOSIHHOTO ToKa. Mpw
NOAKMOUYEHNN CETU NEPEMEHHOIO TOKa CNeayeT UCMO0/Ib30BaTb Kabe b, BXOAALLMIA B KOMMNIEKT

ycTpoiicTBa. [/15 NOAKMHYEHMS K CETU NOCTOSIHHOIO TOKa UCMO/b3yiTe NPOBO/ cevyeHnem He meHee 1

MM2.

4. Bknounte nuTaHne yCcTponcTBa 1 y6eamTecb B OTCYTCTBMU aBapuii N0 COCTOSIHMIO UHANKATOPOB Ha
nepeaHen naHenw.
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4.5 YcrtaHoBKa n yganeHue SFP-TpaHcuBepoB

YcTaHOBKa ONTUYECKNX MOAYNel MOXET NPOM3BOANTLCA Kak NP BbIK/TOYEHHOM, TakK 1 Npu
BK/TIOYEHHOM YCTPOWCTBE.

4.5.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepPXHUIA SFP-MOAY/b B C/I0T OTKPLITOWN YacTblo padbemMa BHU3, a HXHWUIA SFP-moaynb —
OTKPbITOM YaCTblO pa3bema BBEpPX.

BN
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PucyHok 23— YcTtaHoBka SFP-TpaHcrBepoB

2. HagaBuTe Ha Mofly/b MO HanpaB/IeHMI0 BHYTPb KOpryca YCTPOICTBa A0 NOSIB/IEHUSI XapaKTEPHOTO LiienyKa
chukcauum moayns.

PucyHok 24 — YctaHoBneHHble SFP-TpaHcuBepbl

4.5.2 YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOAY/S, 3TO NpuBeAET K pa3b/IoKMPOBaHNIO YAEPXMBAIOLLEN 3alLleKi.

PucyHok 25 — OTKpbITHe 3awesikn SFP-TpaHcMBepoB

2. 3BneknTe Moy b 13 cnoTa.

,_A. ‘,E N )\/5 o
{

PucyHok 26 — N3BneyeHne SFP-TpaHcuBepoB

¥
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5 WHTepdoeiickl ynpaBneHus

 VIHTepdpeiic komaHaHoit cTpoku (CLI)
e TuNbl 1 NOPSAOK MMEHOBAHMS HTEPENCoB KOHTPOIIepa
e Tunbl 1 NOPSAOK MMEHOBAHWSA TYHHE e KOHTpoepa

HaCTpOVIKa N MOHUTOPWHI yCTpOVICTBa MOTYT OCYLLECTBJIATLCA Yepes3 pas3/indHble I/IHTep(,bEI\/JICbI ynpaB/eHUA.

[N poctyna K yCTpoiiCcTBY MOXET UCMO/Ib30BaTbCA CETEBOE NOAK/UEHME No npoTokonam Telnet n SSH nnm
NPsSIMOe NOAK/HOYEHNE YEPE3 KOHCO/bHBIV NOPT, COOTBETCTBYHOLMIA cneumndmkauum RS-232. Mpu goctyne no
npoTtokonam Telnet, SSH 1 npu nogkYeHN Yepes KOHCO/bHbIN NOPT A1 YNpaBIEHUs yCTPOCTBOM
NCNosb3yeTcs MHTEPAIEC KOMaHAHO! CTPOKN.

3aBoackas KoHMrypaLms COAEPXUT OnMcaHne AOBEepPeHHO 30HbI trusted n IP-agpec ana goctyna K
ynpaBneHnto yctpoinctsom — 192.168.1.1/24.
B [0BEpPEHHYI0 30HY BXOAAT MHTEPIENCHI:

o ana WLC-15: GigabitEthernet 1/0/2-5;

e nna WLC-30: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/1-2;

e nns WLC-3200: Twentyfivegigabitethernet 1/0/3-12;

e nna WLC-3250, WLC-3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4

B 3aBo/CKOV KOHGIMIypaLym No yMoM4aHnio co3faH nosib3oBatesib «admin» ¢ naposemM «password».

Mpwn 1cnosb30BaHUM N0GOT0 U3 NEPEUNCIEHHBIX MHTEPCHENCOB YNpaBneHUs AENCTBYOT eAuHbIE NPUHLMMbI
paboTbl ¢ koHbUrypaumeid. lomkHa cobnoaaTbCcs onpefeneHHas, onMcaHHas 34ech, Noc/1eL0BaTeIbHOCTb
M3MEHEHUS 1 MPUMEHEHNSA KOHpUrypaLmm, No3Bo/IsLas 3alUMTUTL YCTPOCTBO OT HEKOPPEKTHOTO
KOHCOUIyp1pOBaHMsi.

5.1 UHTepdeiic komaHgHoli cTpoku (CLI)

NHTepdeiic komaHaHoi ctpokn (Command Line Interface, CLI) — uHTepdeiic, npeiHasHauyeHHbIN 415
ynpas/ieHNs,, N(POCMOTPa COCTOSAHUSA U MOHUTOPUHIa ycTponcTea. An1a paboTbl noTpebyeTcs nobas
ycTaHoB/ieHHas Ha MK nporpamma, nogaepxmsatowas paboTy no npotokonam Telnet, SSH nnun npsamoe
noAKMoUYEeHVEe Yepes3 KOHCObHbIV nopT (Hanpumep, HyperTerminal).

NHTepdpelic komaHOHOW CTPOKM 06ecneymBaeT aBTopm3auunio Nosib3oBaTesien n orpaHuymMBaeT Ux AOCTYN K
KOMaH[am Ha OCHOBaHWM YPOBHSA AOCTYNa, 3aaHHOr0 aAMMHNCTPATOPOM.

B cucteme MoxeT 6bITb CO34aHO HEOBX0AMMOE KONMMYECTBO NoJb30BaTeseil, NpaBa A0CTyna 3a4arTcs
NHANBMAYA/IbHO ANS1 KAXKA0r0 U3 HUX.

[lna obecneyeHns 6e30MacHOCTN KOMaHAHOIo MHTepdelica, Bce KOMaHAbl pa3aesnieHbl Ha ABe KaTeropum —
NPUBUNIETMPOBaHHbIE N HEMPUBUIErMPOBaHHbIe. K NpyBUAEernpoBaHHbIM B OCHOBHOM OTHOCSITCS KOMaHApb!
KOHUrypupoBaHus. K HenpuBmierMpoBaHHbIM — KOMaHAbl MOHUTOPUHrA.

CuncTema no3BonseT HECKOJIbKMM NOJb30BaTe 1AM OAHOBPEMEHHO NMoaKnyaTbCA K yCTpOVICTBy.
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5.2 Tunbl M NOPAAOK UMEHOBaHUSA MHTepdelicoB KOHTpoNepa

Mpun paboTe KOHTPOsIIEpPaA UCMOJb3YHTCA CETEBLIE MHTEPMECHI Pa3/IMYHOrO TUNa 1 HasHaveHus. Cuctema
MMEHOBaHWS NO3BOSIET OAHO3HAYHO apecoBaTb MHTEPAENChI N0 UX PYHKLMOHAIbBHOMY HA3HAUYEHWHO 1
MeCTOMNOJIOXEHWI B cucTeMe. [lanee B TabnvLe NpUBEAEH NepeyeHb TUNOB UHTePECOoB.

Tabnuua 22 — Tunbl N NOPAL0K MMEHOBaHNS MHTepPhelicoB KOHTpoiepa

Tun uHTepdpelica

dursnueckne MHTepeich!

MopTbl 1 F6UT/C

MopTbl 10 F6MT/C

MopTbl 25 F6uT/C

Mpynnbl arperaummn KaHasoB

O603HaueHue

0O603HaueHne hr3nyeckoro nHTepdelica BkIO4aeT B cebs ero Tun
1 ngeHTudmkarop.

NpeHtudmkatop cdusmyecknx nHtepgeiicos nmeet Bug <UNIT>/
<SLOT>/<PORT>, rge:

¢ <UNIT> — Homep yCTpoiicTBa B rpynne ycTpoicTB,

¢ <SLOT> — HOMep MoAy/ia B cocTase ycTpoicTtea unm 0 npu
OTCYTCTBUM AE/IeHNs YCTPONCTBA Ha MOAY /W,

¢ <PORT> — nopsAKOBbI HOMEpP nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep 0603HayeHus: gigabitethernet 1/0/12

[JonyckaeTcsa Mcnosb3oBaTh COKpalleHHOe HauMeHoBaHwe,
Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3Ha4veHus: tengigabitethernet 1/0/2

[JonyckaeTcs Mcnonb3oBaTh COKpalleHHOe HauMeHoBaHwe,
Hanpumep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaueHus: twentyfivegigabitethernet 1/0/2

[JonyckaeTcs Mcnonb3oBaTb COKpalleHHOe HaMMeHOBaHNe,
Hanpumep twe1/0/2.

O603HaueHne rpynnbl arperayumn kKaHas10B BKOYAET B CEOS ero Tmn
1 NOpPsIAKOBLIN HOMep UHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o0603HaueHus: port-channel 6

JlonyckaeTcs ncnosb30BaTh COKpalleHHOe HaMMeHoBaHwe,
Hanpumep, poTl.
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Tun nHtepdcpeiica

Cab-nHtepdeliichl

Q-in-Q uHTepdelichl

E1-uHtepdeiicsl

Ipynnbl arperaumm E1-kaHanos

Jlornyeckne nHTepdeincel

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

O603HaueHue

0O603HaueHne cab-nHTepeiica obpaslyeTcs N3 0603HaYEHNS
6a3oBoro uHTepdgeiica n ngeHTudrkaTopa (VLAN) cab-
nHTepdeiica, pa3fgeneHHbIX TOUKOM.

Mpumepbl 0603HAYEHNIA:

 gigabitethernet 1/0/12.100
 tengigabitethernet 1/0/2.123
 twentyfivegigabitethernet 1/0/2.200
¢ port-channel 1.6

VaeHTudmkatop cab-nHTepderica MoXeT NpUHMMAaTh
3HaveHnd [1..4094].

0O603HaueHne Q-in-Q nHTepdeiica o6pasyeTcst U3 0603HAYEHMS
6a30B0oro nHTepdeiica, naeHTudgrkaTopa cepsmcHoro VLAN un
naeHTudrkaTopa nonb3osartesibekoro VLAN, pa3geneHHbIX TOUKOM.

Mpumepbl 0603HAYEHNIA:

e gigabitethernet 1/0/12.100.10
 tengigabitethernet 1/0/2.45.12

« twentyfivegigabitethernet 1/0/2.100.200
¢ port-channel 1.6.34

VaeHTudmkaTop cepBMCHOro 1 nonb3osartesnibekoro VLAN
MOXeT NPUHUMAaTL 3HaueHus [1..4094].

O603HauveHne E1-uHtepdoeiica BktovaeT B ceb5 ero Tmn u
naeHTudmkarop.

NaeHTndukaTop E1-nHtepcheiicos nmeet sug <UNIT>/<SLOT>/
<STREAM>, rae:

¢ <UNIT> — Homep ycTpoiicTBa B rpynmne yCcTPOWCTB,
e <SLOT> - Homep ET1-moayns B cocTaBe yCTpOICTBa,
e <STREAM> — nopsigkoBbIli Homep E1-noToka.

Mpumep 0603HauveHus: e1 1/0/1

O603HaueHne rpynnbl arperayun E1-kaHanoB BkIHOYaEeT B ce6S €ro
TWN 1 NOPSIAKOBLIA HOMEp UHTepdeiica:

multilink <CHANNEL_ID>
Mpvmep o603HaveHmns: multilink <CHANNEL _ID>

O603HayYeHne NOrMYeckoro NHTepdeiica SBNAETCA NOPSAKOBbLIM
HOMepoM MHTepdeiica:

Mpumepbl 0603HAYEHNIA:

» loopback 4
 bridge 60
¢ service-port 1
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Tun uHTepdeiica

MocnegoBaTenbHble MHTEPDEIACHI

USB-mogembl

WLC-Series. PykoBOACTBO N0 3kcnaiyartauun. Bepcusa 1.36.4

O603HaueHue

O603HaveHne nocenoBaTeslbHOro MHTepgielica BktoyaeT B cebst
€ro TUn n naeHTudrkKaTop.

VaeHTudukaTop nocregoBaTefnibHOro MHTepdieiica MMeeT Bug,
<UNIT>/<SLOT>/<STREAM>, rge:

» <UNIT> — HoMep ycTpoiicTBa B rpynne ycTpoiicTs [1..1],

e <SLOT> — Homep moayns B cocTase ycTporictsa unv 0 npu
OTCYTCTBUM AE/IeHNs YCTPONCTBAa Ha MOAY/N,

¢ <PORT> — nopsaKoBblii HOMeEpP nopTa.

Mpumep o0603HaueHus: serial 1/0/1

O603HaveHre USB-mofemMa BKtOYaeT B ceb5 ero Tmn u
NopsiAKOBbI HOMEP:

cellular modem <MODEM-NUM>

Mpumep 0603HauYeHns: modem 1

1. KonnMyecTBo NHTEPEEeicoB KaXA0ro Tuna 3aBucuT 0T MOZIe/IN KOHTPO/Iepa.

2. Tekyuas Bepcus MO He NnoadepxuBaeT CTEKMpoBaHMe YCTPoiCTB. Homep ycTpoiicTBa B rpynne
YCTPOIACTB Unit MOXeT NPMHUMATb TO/bKO 3HaueHue 1.

3. HekoTopble KoMaHAbl NOAAEPXMBAIOT OJHOBPEMEHHYI PaboTy C rpynnoi MHTepdeicos. Ans
yKazaHusi rpynnbl MHTEPCEINCOB MOXET 6bIThb UCMO/Ib30BAHO NEPEUNCIEHNE Yepes 3ansaTyo UK
ykazaHve auanasoHa WaeHTU(MKATOPOoB Yepes3 AedncC «-».

MpuMepbl yKazaHus rpynn nHTepdeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface twentyfivegigabitethernet 1/0/3-4

interface gil/0/1-3,gi11/0/7,tel/0/1,fol/0/1
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5.3 Tunbl M NOPAAOK UMEHOBaHUSA TYHHeeli KOHTponnepa

Mpn paboTe KOHTpOIepa NCNO/b3YKTCSA CeTeBble TYHHEN Pa3/IMYHOro Tuna n HasHaveHus. Cuctema
MMeHOBaHUS NO3BO/IAET OAHO3HAYHO aApecoBaTb TYHHE N MO UX PYHKLMOHA/IbHOMY Ha3HaueHuto. lanee B
Tabnvue npueBefeH nepeyeHb TUMOB TYHHENEN.

Tab6nmua 23 — Tunbl 1 NOPAAOK UMEHOBAHNA TYHHE/Ie KOHTpoepa

Twun TyHHeNnA

L2TP-TyHHENDb

L2TPv3-TyHHENb

GRE-TyHHenNb

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE b

IPsec-TyHHe b

Jlornyeckuii TyHHE b
(TyHHENb Mexay
VRF)

PPPoE-TyHHENb

O6o03HaueHue

O603HaveHne L2TP-TyHHeNns cocTont n3 0603Ha4YeHns Tina 1 NopsAKoBOro HoMepa TyHHes:
12tp <L2TP_ID>

Mpymep o603HaveHus: 12tp 1

O603HauveHne L2TPv3-TyHHeNsa cocTont U3 0603Ha4YeHns T1na 1 nopsiikoBoro Homepa
TYHHenNs:

12tpv3 <L2TPV3_ID>

Mpumep 0603HayeHus: 12tpv3 1

O603Ha4yeHne GRE-TyHHe 1 COCTOUT 13 0603HaYEeHMS TUNa 1 NOpPALKOBOro Homepa TyHHens:
gre <GRE_ID>

Mpumep 0603HaveHus: gre 1

0O603Ha4eHne SoftGRE-TyHHeNns cocTonT n3 0603HaYeHUst TMNa, NOPsAKOBOro HoMepa TyHHeNS
n, onumoHansHo, VLAN ID BupTyasibHOro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HauYeHus: softgre 1, softgre 1.10

O603HauveHue IPv4-over-IPv4-TyHHeNss CoOCTOUT U3 0603HAYEHUA THMa U NOpPsiAKOBOro HoMepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep 0603HaveHus: ip4ip4 1

O603HaveHre BUpTyanbHOro IPsec-TyHHeNns coctouT nu3 0603HaveHns Tuna 1 nopsaKoBoro
HOMepa TyHHess:

vti <VTL_ID>

Mpumep 0603HauveHus: vii 1

O603HavYeHVe T0rMYECKOro TyHHe 11 COCTOUT M3 0603HaYeHNs TMna 1 NopsAKoBOro Homepa
TYHHenNs:

It <LT_ID>

Mpumep 0603HayeHus: It 1

0O603Ha4yeHne PPPOE-TyHHENA cOCTOUT U3 0603HAYeHMs TUna 1 NOpsiAKOBOrO HoOMepa TYHHeNS:
pppoe <PPPOE_ID>

Mpumep 0603HaqeHuUs: pppoe 1

46



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Tun TyHHens OGo3Ha4yeHue
OpenVPN-TyHHEeNb O603HaveHre OpenVPN-TyHHeNs cocTonT 13 0603HaYeHUs TUMa 1 NOpsiAKOBOro HoMepa
TYHHEnNs:

openvpn <OPENVPN_ID>

Mpvmep 0603HaueHns: openvpn 1

PPTP-TyHHENDb O603HaveHne PPTP-TyHHensi cocTomT M3 0603HaYeHns Tmna u NnopsiAkoBOro Homepa TyHHenNs:
pptp <PPTP_ID>

Mpumep 0603HauveHus: pptp 1

KonmuecTBo TyHHENEe Kaxaoro Tuna 3aBucuT oT Mogenm u NO KoHTponnepa.
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6 HauyanbHas HacTpoKKa yCTPOWCTB

e 3aBo/ckas KOH(Urypaums ycTpoicTs
e OnucaHne 3aBOACKOIN KOHhurypaumm
e [oakNOYeHre N KOHhUrypnuposaHme ycTporicTea
e [oAKNHOYEHNE K YCTPOICTBY
e [MopxoveHve no nokKasibHoi ceTu Ethernet
e [NoaknoYeHne Yyepes KOHCO/bHbIN NopT RS-232
¢ [IpyMeHeHVe n3MeHeHNs KoOHdurypauum
e ba3oBasi HACTpOiKa yCTPOWCTB
* lI3meHeHVe napona nosnb3osarens «admin»
e Co3faHne HOBbIX NoJib3oBaTe e
e HasHauyeHvie UMeHn yCTpoiicTBa
e HacTpoiika napameTpoB Ny6/IM4YHON ceTu
e HacTpoiika ya/ieHHOro focTyna K yCTponcTay

6.1 3aBopckasi KOH(hurypauusa yctpoucTs

Mpw OTrpy3ke yCTPOMCTBA KNIMEHTY Ha YCTPOMCTBO OyAeT 3arpyxeHa 3aBofckas KoHhurypaums, kotopas
BK/IIOYAET MMHUMa/IbHO HeobxoAMMble 6a30Bble HAaCTPOVKN. 3aBOCKasA KOH(UrypaLmsa no3sonset
NCNoNb30BaTb KOHTPOJIIEP B KavecTBe LW/o3a ¢ pyHKumeli SNAT 6e3 Heo6Xo4MMOCTU NPUMEHSTb
[l0NOIHUTE bHbIE HACTPONKK. Kpome Toro, 3aBoAcKast KOHQUrypauusi CoAepXnT HaCTPOKKM, NO3BOIAOLLME
Nosly4YnTb CETEBOM AOCTYN K YCTPOWUCTBY /19 BbINONIHEHUSA PACLUMPEHHOIO KOHUTYPUPOBaHUS.

6.1.1 OnucaHue 3aBOACKOW KOHhUrypauum

[N noaknoyeHns K ceTsiM B KOHUrypaumm onucaHbl 2 30Hbl 6€30MacHOCTM ¢ HaumeHoBaHUsAMK «Trusted»
ANs nokanbHol ceTn n «Untrusted» ana ny6nmuHoli cetn. Bce nHTepdelicbl pasgeneHbl Mexay AByX 30H
©e30nacHOCTH:

1. 3oHa «Untrusted» npegHasHaueHa anst noaknodeHns K ny6nuyHoii cetn (WAN). B 3T0i1 30HE OTKPbITbI
noptbl DHCP-npoTokona ansa nonyyeHnsa auHamuyeckoro IP-agpeca oT npoaigepa. Bce Bxoasuimne
COeaNHEHNS N3 AaHHOW 30HbI Ha KOHTPO/1/1ep 3anpeLLeHbl.

B paHHyo 30HY 6€30nNacHOCTM BXOAAT MHTepdhelichl:
e nna WLC-15: GigabitEthernet1/0/1; GigabitEthernet1/0/6;
e nna WLC-30: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
e nnsa WLC-3200: Twentyfivegigabitethernet 1/0/1-2;
e nna WLC-3250/3350: GigabitEthernet 1/0/1, TwentyfivegigabitEthernet 1/0/1-2;

WHTepdpelicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoit MOCT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa 418 NOAKIYEHUS K nokasibHol ceTu (LAN). B 3Toli 30He OTKPbITbI
nopTbl NnpoTokonoB Telnet n SSH ana yaaneHHoro aoctyna, ICMP-npoTokona ans npoBepku
AOCTYNHOCTW KOHTponnepa, DHCP-npoTokona ansa nosydeHus knveHtamu IP-agpecoB OT KOHTpoOsi/1epa.
Ncxopsawme coeanHeHns U3 gaHHol 30HbI B 30HY «Untrusted» paspeLueHs.

B naHHyo 30HY 6e30nacHOCTM BXOAAT MHTepdhelicl:
e nns WLC-15: GigabitEthernet 1/0/2-5;
e nns WLC-30: GigabitEthernet 1/0/2-4,
e ans WLC-3200: Twentyfivegigabitethernet 1/0/3-12;
e nna WLC-3250/3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4;

WHTepdpelicbl 30HbI 06BbEANHEHBI B 0AMH L2-cermeHT yepes ceTeBoit MOCT Bridge 1.

Ha nHTepdeiice Bridge 2 BkntoueH DHCP-knmeHT ansa nonyyeHuns auHammnyeckoro IP-agpeca ot nposaigepa.
Ha nHTepdeiice Bridge 1 ckoHdurypupoBaH ctatuyeckuii IP-agpec 192.168.1.1/24. Co3pgaHHbIii IP-uHTepdeiic
BbICTYMaeT B Ka4ecTBe LL/I03a A/19 KNIMEHTOB JIOKaUTbHOW ceTu. [NA KIMEHTOB /I0Ka/IbHOM CETU HACTPOeH
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DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. 1N noy4eHNs KmeHTamm
nokanbHOW cetn aoctyna K Internet Ha koHTponnepe BktOYeH cepauc Source NAT.

MonNnTKM 30H 6E30MacCHOCTN HACTPOEHbI CNeayoLLMM 06pa3oM:

Tabnuua 24 — OnucaHne NOSIUTUK 30H 6€30MacHOCTH

30Ha, U3 KoTopoii uget Tpacuk  30Ha, B KOTOpylo uaet Tpacdmk  Tun Tpaduka QOelictBue
Trusted Untrusted TCP, UDP, ICMP paspeLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspelueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLueH

4

@ [na o6ecneyenns BO3MOXHOCTN KOHCOUTYPUPOBAHIWS YCTPOICTBA NPU NEPBOM BK/HOYEHUM B
KOHpurypaumm KOHTposiepa co3faHa y4éTHas 3annucb agMuHucTpaTopa "admin” ¢ naponem
"password".

Monb3oBaTento 6yaeT Npea/IoKEHO N3MEHWUTL Napo/ib aAMUHMCTPaTOpa NPy HaYasIbHOM
KOHQIUIypmypoBaHMe KOHTPO/11epa.

€ [ns ceTesoro focTyna K ynpaB/ieH1Io KOHTPO/IIEPOM NPV NEPBOM BKIOUYEHUM B KOHCUIypaLmm 3a4aH
cTaTuyeckuin IP-agpec Ha nHtepdelice Bridge 1 — 192.168.1.1/24.

6.2 MopgkntoueHue u KOH(pUrypuposaHue ycTpomncrTea

KoHTponnepsbl 6ecnpoBogHoro goctyna WLC npeaHasHaueHbl 4715 BbINOMHEHUST (OyHKLUMI NOrpaHUYHOro
Lt03a U o6ecneyeHns 6e30MacHOCTM CETU NOIbL30BATENSA NPY NOAKMOUYEHNMN €70 K NY6/IMYHBIM CETAM
nepegayn AaHHbIX.

ba3oBas HaCTpOIZKa AaHHbIX yCTpOI7ICTB AO0J/DKHa BK/IKoYaTh:

 HasHaueHue IP-aapecoB (CTaTUYECKUX MW AMHAMUYECKUX) MHTEpPeicam, y4acTBY WM B
MapLUpyTU3aLMN JaHHbIX;

* co3flaHue 30H 6e30MacHOCTU U pacnpefeneHne nHTepgeiicoB No 3oHam;

* CcO3aHune NoNTUK, PETYNNPYIOLLMX NPOXOXAEHNE AaHHbIX MEXAY 30HaMU;

 HacTpoiika CepBMCOB, COMYTCTBYOLMX MappyTusaumn gaHHbix (NAT, Firewall n npoune).

PaCLIJI/IpeHHbIe HaCTpOﬁKM 3aBUCAT OT TpeﬁoBaHVIVI KOHKpGTHOI7I CXEMbI MPpUMEHEHNA yCTpOVICTBa N nNerko
MOoryT ObITb lEl|06<';lBI'IeHI3I nn nsMmeHeHbl C NOMOLLbI0 MMERLLNXCA MHTepdDeVICOB ynpas/ieHUA.

6.2.1 MNopgkntoyeHue K yCTPOUCTBY
MpeaycMoTpeHbI crieaytoLume cnocobbl NOAKIYEHNS K YCTPONCTBY:

MNopgknoueHne nNo nokanbHoii cetu Ethernet

Mpu NepBoHaYasibHOM CTapTe YCTPOIMCTBO 3arpyxaeTcs ¢ 3aBO/ICKOI KoHmrypauueir. OnmcaHve
3aBO/ICKOIN KOHUIypaL v NprBeAeHo B pasaene 3aBo/ckast KoH(uUrypaLms ycTpoiicTB 4aHHOTO
PYKOBO/ICTBA.
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I_IO,CI,KI'HOLII/ITe ceTeBoi Kabesb nepepavn gaHHbIX (I'IaTLI-KOp,EI,) K J'I}O60My nopTy, BXoasAaLwemy B 30HY «Trusted»,
N K KOMNblOTEPY, NpegHasHa4eHHOMY A4 ynpaB/iEHUA.

B 3aBo/CKOI KOHpUrypauum KoHTponnepa aktueuposaH DHCP-cepBep ¢ nynom IP-agpecoB B noaceTut
192.168.1.0/24.

Mpu NoaKNoUYeHnN CETEBOTO MHTEphelica ynpaB/soLWEero KOMMbIOTEPA OH A0/HKEH MOSTyYnTb CETEBOI aapec
OT cepBepa.

Ecnn IP-agpec He nosny4yeH no Kakor-imbo npuyunHe, To cnefyeT Ha3HaunTb agpec nHTepgielica BpyUHyio,
ncnonb3ys noboi agpec, kpome 192.168.1.1, B nogcetn 192.168.1.0/24.

MopgknioueHne yepes KOHCO/bHbI NopT RS-232

Mpu nomoLum kabensa RJ-45/DBF9, koTopbli BXOAWUT B KOMIMJIEKT MNOCTaBKM YCTPONCTBA, COeAMHNTE NOpT
«Console» KoHTposiiepa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHasIbHY0 NporpammMy (Hanpumep, HyperTerminal nnm Minicom) u cosgaiite HoBoe
noAkayeHne. JomkeH 6bITb MCNOMb30BaH pexum amynsauumn tepmudana VT100.

BbinonHute cnepgytowmne HacTpoiikn nHteperica RS-232:

CkopocTb: 115200 6uT/C
BuUTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBsble 6UTbI: 1
YnpaB/sieHe NOTOKOM: HEeT

6.2.2 MpumeHeHne U3MEeHeHUs1 KOHhurypauum

Niobble N3MEHEHUS, BHECEHHbIE B KOHDUTYpaLuio, BCTYNAT B Ae/ACTBUE TOMIbKO NOC/1e NPUMEHEHNSA KOMaHAbI:

wlc# commit
Configuration has been successfully committed

Mocne npuMeHeHNs1 JaHHOW KOMaHAbl 3anyckaeTcs Tamep "oTkata" koHurypaumu. ns ocTaHOBKM Taimepa
N MexaHu3ma "oTkaTa" cnosb3lyeTcs KomaHaa:

wlc# confirm
Configuration has been successfully confirmed

3HaueHve Talimepa "oTkaTta" no ymonuaHuio — 600 cekyHz,. 19 N3MEeHEHUs JaHHOro TaliMepa Ucnosnb3yeTcs
KoMaHAaa:

wlc(config)# system config-confirm timeout <TIME>

e <TIME> — vHTEpBa/ BPEMEHMN OXNAAHUA NOATBEPXKAEHUS KOHDUTYpaLMK, NPUHUMAET 3HAYEHVE B
cekyHgax [120..86400].

6.2.3 Ba3oBasi HacTpoliKa YCTPOIiCTB
Mpoueaypa HaCTPOWKKM YCTPOICTB NPy NEPBOM BKIKOUYEHUN COCTOUT U3 CNeAyHOLMX 3TanoBs:

* /I3MeHeHVe Napons nonb3osaress «adminy.
» Co3aHu1e HOBbIX NOJb30BaTeNEN.
» HasHaueHve nmeHu yctpoiictea (Hostname).
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e YCTaHOBKa napamMeTpoB NoAK/IHYEHUS K I'Iy6l'IVILIHOI7I CeTn B COOTBETCTBUN C Tpe6OBaHI/|F|MI/I
nposaligepa.
° HaCTpOVIKa yAaneHHOro Aoctyna K KOHTponepy.
e [lpymeHeHue 6a30BbIX HaCTpOeEK.

N3meHeHue napons nonb3oBartens «admin»

.u'flﬂ 3aljumeHHoro exoga B CI/ICTeMy HeO6XOp|V|MO CMEeHUTb ﬂapOﬂb I'Ipl/IBI/IﬂerVIpOBa.HHOFO nosib3oBartens
«admin».

YyeTHasd 3anuck techsupport Heobxoanma onsa yaasieHHOro 06CyX1MBaHUA CEPBUCHBLIM LLEHTPOM;
YueTHas 3anuck remote — ayteHTudprkaums RADIUS, TACACS+, LDAP;

Ypanutb nonb3osarteneii admin, techsupport, remote Heslb3si. MOXHO TO/IbKO CMEHUTb Naposib U
YPOBEHb NPUBUAETWIA.

@ Ecnv vndopmauys o nonb3osatene "admin" He oTo6paxaeTcs B KOHPUrypaLyi, 3HaUMT NapameTpbi
[laHHOro Nosib30BaTeNA HaCTPOEHbI No yMonyaHuto (naposb "password”, ypoBeHb npusunerunii 15).

mMsi nonb3oBaTens 1 naposib BBOAATCS NpU BXOAE B CUCTEMY BO BPEMS CEAHCOB aAMUHUCTPMPOBaHMS
yCTpOCTBA.

[nsi u3ameHeHusi Nnaponsa nonb3osartens «admin» UCNOMb3YOTCS CNeayoLIMe KOMaHb!:

wlc# configure

wlc(config)# username admin
wlc(config-user)# password <new-password>
wlc(config-user)# exit

Co3paHue HOBbIX NoJsib3oBaTe el

[nsA co3paHns HOBOrO Nosb30BaTes1 CUCTEMbI TN HACTPOIKM 1I060r0 M3 NapaMeTpoB: MMEHU NOJIb30BaTENS,
naposnsi, ypoBHS NPUBUIEMNIA — UCNO/b3YHOTCA KOMaHAbI:

wlc(config)# username <name>
wlc(config-user)# password <password>
wlc(config-user)# privilege <privilege>
wlc(config-user)# exit

YpoBHuM npuBunernin 1-9 paspeLiaroT AOCTYMN K YCTPONCTBY Y NPOCMOTP €ro onepaTuBHOrO COCTOSHNS,
HO 3anpeLLarT HacTpoiKy. YpoBHY npusuneruii 10-14 paspeLlualoT kak JOCTyn, Tak U HACTPOKY
60/bLUei YacTn yHKUMIA YCTPOCTBA. YPOBEHb NpuBUAeErvii 15 paspeLuaeT Kak AOCTyn, Tak 1
HacCTpOiiKy BCex (PyHKUMIA YCTPOACTBA.
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Mpumep KomaHa, Ansa co3gaHus nonb3osatens «fedor» ¢ naponem «12345678» 1 ypoBHeM npuunernii 15 un
co34aHus Nosib3oBaTens «ivan» ¢ naponem «password» 1 ypoBHeM npusunernii 1:

wlc# configure

wlc(config)# username fedor
wlc(config-user)# password 12345678
wlc(config-user)# privilege 15
wlc(config-user)# exit

wlc(config)# username ivan
wlc(config-user)# password password
wlc(config-user)# privilege 1
wlc(config-user)# exit

YpoBHM npuBunernii 1-9 paspeLsatoT 4OCTyn K yCTPOWCTBY 1 MPOCMOTP €ro 0nepaTUBHOrO COCTOSHUS,
HO 3anpeLlarT HacTPoViKy. YpoBHM npusuneruii 10-14 paspeluaroT kak A4OCTYN, Tak U HACTPOIKY
60/1bLUEN YacTh (OYHKLUMIA YCTPOCTBA. YPOBEHb NPUBMUAErNiA 15 paspeluaeT Kak A40oCTyn, Tak 1
HaCTPOIiKy BCEX (PYHKLWIA yCTpOMCTBA.

Mpumep KomaHa ansa cosgaHus nonb3osartens «fedor» ¢c naponem «12345678» 1 ypoBHem npusunernii 15 un
co34aHusa Nonb3oBatens «ivan» ¢ naponem «password» 1 yposHeM npvsunerni 1:

wlc# configure

wlc(config)# username fedor
wlc(config-user)# password 12345678
wlc(config-user)# privilege 15
wlc(config-user)# exit

wlc(config)# username -ivan
wlc(config-user)# password password
wlc(config-user)# privilege 1
wlc(config-user)# exit

HasHaueHune nMeHu ycTpoiicTBa

[na Ha3HayeHVs MeHW YCTPOICTBA UCNO/b3YTCA CrieayoLme KOMaHabl:

wlc# configure
wlc(config)# hostname <new-name>

Mocne NpUMEHEHUST KOHCUTypaLMmn NpUrnalleHme KOMaHAHON CTPOKM N3MEHNUTCS Ha 3HAYEHUE, 3alaHHOe
napameTpoM <new-name>.

HacTtpoiika napameTpoB ny61uuHoli cetu

[ns HacTpolikn ceTeBoro MHTepdieinca KoOHTpoepa B Ny6ANYHOM CETU HEOOXOANMO Ha3HAYUTL YCTPONCTBY
napameTpbl, onpeAenéHHble npoBaigepom cetu — IP-agpec, macka NoAceTn 1 afpec LW/I3a No YMONIYaHWIo.

Mpumep KomaHa HacTpoiikn ctaTnyeckoro IP-agpeca ans cab-uHtepdpeiica Gigabit Ethernet 1/0/2.150 ans
aocTtyna K KoHTponnepy vyepes VLAN 150.

MapameTpbl NHTEPhElica:

e |P-agpec — 192.168.16.144;
e Macka nogcetn — 255.255.255.0;
e IP-agpec wso3a no ymonyaHuoo — 192.168.16.1.
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wlc# configure

wlc(config)# interface gigabitethernet 1/0/2.150
wlc(config-subif)# ip address 192.168.16.144/24
wlc(config-subif)# exit

wlc(config)# 1ip route 0.0.0.0/0 192.168.16.1

[na Toro 4to6bl y6eamTbes, UTO agpec Obi1 Ha3HayYeH nHTepgericy, Nocne NPUMeHeHNs KoHdurypawmm
BBeAMTE C/ieayoLLyt0 KOMaHay:

wlc# show ip 1interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBarigep MOXeT UCNob30BaTh AMHAMUYECKM Ha3HaYaeMble agpeca B CBoel ceTu. Ansa nonyyveHus IP-
ajipeca MOXeT ucnonb3oBatbcs npotokon DHCP, ecnn B ceTu npucytcteyeT cepsep DHCP.

Mprmep HaCTPOIiKK, NpeAHa3HaYeHHOM ANns nNoaydYeHns anHamudeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepgeiice Gigabit Ethernet 1/0/10:

wlc# configure

wlc(config)# interface gigabitethernet 1/0/10
wlc(config-if)# ip address dhcp
wlc(config-if)# exit

[nsi Toro uTo6bl Y6eanTLCS, UTO aApec Obi1 Ha3HauYeH UHTepdieiicy, BBEAUTE CNeayioLLyto KoMaHay nocne
MPYMEHEHNS KOHAIUTYpPaLK:

wlc# show ip 1interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHOro goctyna K yCTpoucTey

B 3aBOACKOWN KOHpMIypaummn paspeLLeH yaanieHHbli A0CTyn K KOHTpoiepy no npotokonam Telnet nam SSH n3
30HbI «trusted». 115 TOro 4TOObLI paspeLLnTb YAIEHHbIR OCTYN K KOHTPOIEPY U3 APYTUX 30H, HANpUMep, U3
ny6nYHOl ceTn, HE06X0AMMO CO34aTb COOTBETCTBYOLWME npasuna B firewall.

Mpu KOH(UIYPUPOBaHMK AOCTYNA K KOHTPOJ/IepY NpaBusia co34atoTcs A1 napbl 30H:

e source-zone — 30Ha, U3 KOTOPO OByAeT OCyLeCTBNATLCA YAa/IEHHbIA AOCTY,
« self — 30Ha, B KOTOpOI HaxoaMTCS UHTepPAIEliC ynpaBieHNs YyCTPONCTBOM.
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[na co3paHvsa paspeluaroLlero npasuia UCnosb3yoTca c/eayloline KomaHabl:

wlc# configure

wlc(config)# security zone-pair <source-zone> self

wlc(config-zone-pair)# rule <number>

wlc(config-zone-rule)# action permit

wlc(config-zone-rule)# match protocol tcp

wlc(config-zone-rule)# match source-address object-group <network object-group>
wlc(config-zone-rule)# match destination-address object-group <network object-group>
wlc(config-zone-rule)# match destination-port object-group <service object-group>
wlc(config-zone-rule)# enable

wlc(config-zone-rule)# exit

wlc(config-zone-pair)# exit

Mpumep KoMaHA, 419 pa3peLleHns nonb3osaTensM U3 30Hbl «untrusted» c IP-agpecamu
132.16.0.5-132.16.0.10 noak/toyaTbCa K MapLpyTn3aTtopy uav KoHTposinepy c IP-agpecom 40.13.1.22 no
npoTokosy SSH:

wlc# configure

wlc(config)# object-group network clients

wlc(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
wlc(config-addr-set)# exit

wlc(config)# object-group network gateway

wlc(config-addr-set)# ip address-range 40.13.1.22
wlc(config-addr-set)# exit

wlc(config)# object-group service ssh

wlc(config-port-set)# port-range 22

wlc(config-port-set)# exit

wlc(config)# security zone-pair untrusted self
wlc(config-zone-pair)# rule 10

wlc(config-zone-rule)# action permit

wlc(config-zone-rule)# match protocol tcp

wlc(config-zone-rule)# match source-address object-group clients
wlc(config-zone-rule)# match destination-address object-group gateway
wlc(config-zone-rule)# match destination-port object-group ssh
wlc(config-zone-rule)# enable

wlc(config-zone-rule)# exit

wlc(config-zone-pair)# exit
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7 OGHOB/IEHNE NPOrPAMMHOIo 06ecneyeHus

o O6HOB/IEHVE NPOrPaMMHOro o6ecneyeHns cpecTBamy CUCTEMbI
e OGHOB/EHVE NPOrPaMMHOro o6ecneyeHnst U3 Ha4aslbHOro 3arpy3ynka
e OGHOB/NEHMe BTopuYHoro 3arpy3suvka (U-Boot)

7.1 OGHOBEHME NPOrpamMmMHOro o6ecneyeHus cpeacTBamMu CUCTEMbI

@ [ns 06HOBNEHMA NPOrPAMMHOr0 06ecrneyeHns NoOHaZ06UTCS OAWH U3 cneaytoLmx cepsepos: TFTP,
FTP, SCP. Ha cepBep 40/MKHbI ObITb MOMELLEHbI gaiibl TporpamMHOro obecneyeHns yCTpoicTBa,
Mony4yeHHble 0T NPOU3BOANTENS.

Ha ycTpolicTBe xpaHuTcsa ABe KOnumn NporpaMMHoro obecneyveHus. ns obecnevyeHnss HageXxHoCTu
npoueaypbl 06HOB/IEHMSA NPOrPaMMHOro obecrneyeHns AOCTynHa 4151 06HOBIEHNS TONBbKO KONuS,
KOTOpasi He 6bls1a NCNob30BaHa A/1a NocnefHEro crapTa yCcTpoincTaa.

€ Mpu o6HOBNEHMM NPOrPAMMHOTO 06ecneyeHnst KOHAUrypaLyst KOHTPOIepa KOHBEPTUPYETCS B
COOTBETCTBUMN C HOBOI BEPCUEI.
Mpwu 3arpy3ke KOHTposiepa c 6osee CTapoii Bepcuelt NporpaMMHOro o6ecnedyeHuns, Yem 3arpy>keHHas
paHee, KOHUrypauus He KOHBEPTUPYETCS 1 BNOCNeACTBUM YaaIAeTCs.

O6HoBneHue MO ¢ 6os1ee paHHUX BEPCUIA MOXHO NPOU3BECTH, BOCNO/Ib30BABLUNCH MHCTPYKLUMER,
npusegeHHol B pasgene O6HOB/IEHME NPOrpaMMHOro obecneyeHus.

O6HOBNEHME NPOrPaMMHOro ob6ecrnevyeHns Ha YCTPOUCTBe, paboTatoLem nog ynpassieHnem onepawMoHHOM
CUCTEMbI, BbIMOIHAETCSA B C/ieAyoLeM nopsiake.

1. MoaroToBbTe 4719 paboThbl BbIOpaHHbI cepBep. Jo/mkeH ObITb N3BECTEH afpec cepBepa, Ha cepaepe
[O/DKEeH ObITb pa3melleH AUCTPUOYTUBHbIM dainn NporpaMMHOro ob6ecneyeHums.

2. KoHTposnnep fo/mxeH 6biTb NOArOTOB/IEH K paboTe B COOTBETCTBUM C TPEOOBaAHUAMU AOKYMEHTAaLMN.
KoHdhurypaumusa koHTponnepa 4o/HkHa No3BOASATbL 06MeHMBaTLCA AaHHbIMK Mo npotokonam TFTP/FTP/
SCP 1 ICMP c cepsepom. MNpun 3TOM J0/IKHA 6bITb YYTEHa NPUHAANEXHOCTbL cepBepa K 30HaM
6e30nacHOCTN KOHTPOJI1epa.

3. MoaknunTeCh K KOHTPOEPY /I0Ka/IbHO Yepe3 KOHCO/bHbIM NopT Console nav yaaneHHo, NCnosib3ys
npokonbl Telnet i SSH.

MpoBepbTe AOCTYNHOCTb CepBepa /15 KOHTPOsI/1epa, UCNosb3ys KOMaHay ping. Ecnu cepsep He
[IOCTyNeH, NpoBepbTe NPaBU/IbHOCTb HACTPOEK KOHTPO/I/Iepa U COCTOSHUE CeTeBbIX MHTEpPdelicoB
cepsepa.

4. ins 06HOBNEHMA NPOrpaMMHOro obecneyeHns yCTpoincTea BBeanTe CrieflytoLLyto komaHay. B kauectse
napameTpa <server> Jo/HXeH 6bITb YkasaH IP-agpec ncnonbsyemoro cepsepa. Ans o6HosneHns ¢ FTP
nnn SCP-cepBepa notTpebyeTcs BBECTU MMS Nob3oBaTesisA (napameTp <user>) u naposnb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxuTe ums gpaiina nporpaMMHoOro obecneyeHus,
MoMeLLEeHHOro Ha cepaep (Mpw 1cnosib3oBaHnn SCP HyXXHO yka3aTb NOJHbIA NyTb — napameTp <folder>).
Mocne BBOAA KOMaH/bl YCTPOMNCTBO CKOMMPYyeT a1 BO BHYTPEHHIOK NamsiTb, NPOBEPUT LLe/IOCTHOCTb
[laHHbIX N COXPAHUT ero B 3HeproHe3aBnC1MY0 NamATb YCTPONCTBA.

TFTP:

wlc# copy tftp://<server>:/<file_name> system:firmware

FTP:

wlc# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:
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wlc# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

wlc# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBUTE ocHOBHOEe 1O yepes SCP:

wlc# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. Ans Toro uTo6bI YCTPOCTBO paboTasio noj ynpas/ieHNeM HOBOW Bepcuy MPOrpaMMHOro o6ecrneyeHus,
Heo6XoANMO NPOV3BECTYM NEPEK/IIOYEHNE aKTBHOTO o6pasa. C NoMoLLbo KoMaH bl show bootvar
cnepayeT BbISICHUTbL HOMEpP 06pas3a, cogepxatlero o6HosieHHoe MO.

wlc# show bootvar

Image Version Date Status After reboot
1 1.30.8 build 2025-10-24 14:40:09 Active *
3[6c22bcbad93]
2 1.36.1 build 2026-01-30 17:39:02 Not Active
16[el44flacf2]

[nsi BbiGopa o6pasa UCrosb3yiTe KOMaHy:

wlc# boot system image-[1]2]

. Ansi o6HoBNEeHNA BTopuyHoro 3arpy3unka (U-Boot) BBeauTe cnepytolyto komaHay. B kauectse
napameTpa <server> fo/MKeH GbiTb yYka3aH IP-aapec ucnonb3ayemoro cepeepa. 151 o6HoBneHusi ¢ FTP
nnn SCP-cepBepa noTpebyeTcsi BBECTU MMs Nosib3oBaTens (napaMeTp <user>) u naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute nmsi chaiizia BTOPMUHOTO 3arpy3unka,
MoMeLLeHHOro Ha cepeep (Mpw 1cnob3oBaHnn SCP HyXHO ykazaTb NoJ/HbIA NyTb — napameTp <folder>).
Mocne BBOAA KOMaHAb! KOHTPO/IEP CKONMpyeT chalin Bo BHYTPEHHIOW NamsiTb, TPOBEPUT LLe/IOCTHOCTb
A@HHbIX U COXPAHWUT ero B 3HEProHe3aBUCKMYIO MaMsTh YCTPOICTBA.

TFTP:

wlc# copy tftp://<server>:/<file_name> system:boot-2

FTP:

wlc# copy ftp://<server>:/<file_name> system:boot-2

SCP:

wlc# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2

SFTP:

wlc# copy sftp://<server>:/<file_name> system:boot-2
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7.2 OGHOBJ/IEHME NPOrPamMMHOro o6ecneyeHnss U3 HauaslbHOro 3arpysumka

MNporpaMmMHoe obecneyeHne KOHTPOsIIepa MOXHO O6HOBUTbL U3 HAYA/TLHOTO 3arpy3ynka crefylowmm
o6pasom:

1. OcTaHoBMWTE 3arpy3Ky yCTPOCTBa Noc/ie OKOHYaHUs MHUUuanmnsaumm ycTporctea 3arpy3dnkom U-Boot
KomaHaoi stop:
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepsepa:

u-boot> serverip 10.100.100.1

3. Ykaxute IP-agpec koHTpoepa:

u-boot> dipaddr 10.100.100.2

4. Ykaxute nvs gpainna nporpammHoro obecneyeHunsi Ha TFTP-cepepe:

u-boot> firmware_file firmware

5. MOXHO COXpaHWTb OKPYXXEHNe KOMaH/I0i «saveenv» A1 6yayLmnx 06GHOBAEHNIA.
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6. 3anyctute npouenypy 06HOBNEHNA MPOrpaMMHOro obecrneyeHus:

u-boot> run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHSHH AR SR AR HAHS

HAHAHFHHAHAHIABARAHHAHAHHABARAHHAHAH

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBWTE 3arpy>eHHoe nporpaMmmHoe o6ecreyeHne B kKauecTBe obpasa /15 3anycka CUCTEMbI 1
nepesarpysute poyTtep:

u-boot> boot_system imagel
u-boot> reset

7.3 OGHoBneHue BTopuyHoro 3arpysuuka (U-Boot)

BTopuuHbIii 3arpy3unk 3aHnmaeTcs nHuumanunsaumein NAND koHTponnepa. Npn o6HOBNEHUN HOBLIW dhaiin
BTOPWYHOrO 3arpy3umka coxpaHsietcs Ha flash Ha mecTe cTaporo.

[na npocmoTpa TekyLelr Bepcum 3arpy3oqHoro gparina, paboraroLero Ha yCTponcTBe, BBeguTe KOMaHay
«version» B CLI U-Boot, Takke Bepcus otobpaxkaeTcsi B NpoLecce 3arpy3kn ycTpoicTea:

u-boot> version
U-Boot:1.36.3.15 (25/03/2026 - 16:00:03)
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Mpouenypa o6HoBMEHMA TO:

1. OcTaHoBMWTE 3arpy3Ky yCTPOCTBa NOC/1€ OKOHYaHWs MHULMann3aumm ycTporicTea 3arpysunkom U-Boot,
BBeAs KomaHay stop:

CPLD: setup LEDs
LM75/1 temperature 35.500 C
LM75/2 temperature 41.000 C

Initializing WLC-30 1v4

SF: Detected mx25112845g with page size 256 Bytes, erase size 4 KiB, total 16 MiB
Net: etho: tel_2, ethl: gil_3, eth2: gil_1, eth3: tel_1, eth4: gil_4, eth5: gil_2
Autobooting in 5 seconds, enter to command line available now

2. Ykaxute IP-agpec TFTP-cepBepa:

u-boot> serverip 10.100.100.2

3. Ykaxute IP-agpec koHTposinepa:

u-boot> 1dipaddr 10.100.100.2

4. Ykaxnte nms danna sarpysunka Ha TFTP-cepsepe:

u-boot> uboot_file u-boot.bin

5. MOXHO COXpaHWTb OKPYXXeHME KOMaH/ol «saveenv» /15 6y AyLmMX 06HOBMEHWIA.
6. 3anycTuTe npoLieaypy 06HOBEHUSI TPOrPaMMHOI0 06GeCcneyYeHns:

u-boot> run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'u-boot.bin'.

Load address: 0xa800000078020000

Loading: ##t#######H#H###HHHHHHHMHHHHHBHHHHHHHHHHHHHHHAHAHHH B AR 1Y
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

7. Mepesarpy3nTe yCTPOIACTBO:

u-boot> reset
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8 PekomeHaaumy no 6e30nacHoii HacTpoiike

o O6WMe pekomeHdaumm
e HacTpoiika cuctembl JIOTMPOBaHUSA COObITUI
e PekomeHaauun
e [MpepynpexaeHuns
e [1pumep HacTpoliKn
HacTpolika nonnTuky ncnosnb3oBaHns naponei
e PekomeHpauun
e [1pumep HacTpOoliKn
HacTpoiika nonntukm AAA
e PekomeHpauun
e [MpepynpexaeHuns
e [1pumep HacTpOliKn
HacTpolika yaanéHHoro ynpasneHus
e PekomeHaauun
e [1pumep HacTpoliKn
HacTpolika MexaH1U3MOB 3aLnTbl OT CeTEBbIX aTak
e PekomeHpauun
e [1pumep HacTpoliKn

PekoMeHaauum no 6e3onacHoli HacTpolike HOCAT O6LLMIA XxapakTep U NoAXoAAT A/1s 60NbLUMHCTBA
NHCTaNNAUMIA. HacTosilme pekoMeHaauun B 3HaUnTeIbHO CTeneHn NoBbIWAKT 6€30MacHOCTb 3KCnayaTaLmm
YCTPOIACTBa, HO He SABNSITCS UCYepnbIBAOLLMMU. B 3aBUCUMOCTM OT CXEMbI MPUMEHEHMS YCTPOliCcTBA
Heob6XoAMMO HacTpauBaTb 1 Apyrve napameTpbl 6e30MaCHOCTW. B HEKOTOPbIX CNELMgUUECKNX Crydanx
BbIMO/IHEHME AAaHHbIX PeKoMeHaauuii MOXeT NPUBECTM K HEpaboToCNoCO6HOCTM ceTu. Mpu HacTpoiike
yCTpoiicTBa CTOWT B NEPBYH0 oUepeb cnefoBaTh TEXHUYECKUM TPEBOBAHNAM 1 periameHTam ceTel, B
KOTOpbIX ByAEeT 3KCnyaTUpoBaThbCs JaHHOE YCTPOICTBO.

8.1 OO6wue pekomeHpauMun

e PekoMeHAyeTcs Bcerga oTk/Io4aTb Hencnosib3yemMble onsnyeckme nHTepdiencobl ¢ NOMOLLLI KOMaHab!
shutdown. KomaHga nogpo6Ho onvcaHa B pasgene KoHduryprposaHe 1 MOHUTOPUHI UHTEPIeincos
crnpasoyHuka komaHg CLI.

e PekoMeHAyeTCs Bcerfa HactpamBaTb CUHXPOHM3ALUMI0 CUCTEMHBIX YaCOB C A0BEPEHHbIMU UCTOYHKAMMN
ceteBoro BpemeHu (NTP). Anroputm HacTpoiiku NTP npueeaéH B pasaene Hactpoiika NTP HacTosiliero
pykoBogcTBa. NogpobHas nHpopmaums o komaHgax ansa Hactpoiikn NTP npusegeHa B pasgene
YnpaBneHne CUCTEMHbIMU Yacamy crnpaBoyHuka komaHz CLI.

e PekomeHpyeTcs oTkatodate NTP broadcast client, BK/1HOYEHHBIN NO yMON4YaHMIO B 3aBOACKOWA
KOHcpurypauuu.

e He pekomeHayeTcs ucnosb3oBatb koMaHay ip firewall disable, oTkntouatowyto mexcetesoe
akpaHupoBaHue. CriegyeT Bcerga HasHavyartb MHTepgelricaM COOTBETCTBYHOLLME 30HbI 6€30MacHOCTU U
HacTpanBaTb KOPPEKTHbIE MpaBu/ia MexceTeBoro aKpaHa. AIropuTM HaCTPONKN MEXCETEBOro aKpaHa
npuBeféH B pasgerne KoHdurypuposarve Firewall HacTosiwero pykosoacTsa. MNoapo6Has nHpopmaums
0 KOMaHAax 411 HACTPOMKM MeXCeTeBOro akpaHa npuBeeHa B pasgesie YnpaseHve
Firewall cnpaBoyHuka komaHg CLI.

8.2 Hacrtpoliika cMcteMbl IOrMPOBaHUA COObITUIA

ANrOPUTMbI HACTPOIiKM CUCTEMbI /IOTMPOBaHKS COBbLITUIN NpUBEAEHbI B Noapasaene «HacTpoiika Syslog»
pasaena MoHUTOPUHT HACTOSILLEErO PYKOBOACTBA.

Moapob6Hasa nHopmaumusa 0 KomaHgax A/ HACTPOMKN CUCTEMbI JTOTMPOBaHNA COObITUI NpuBeneHa B
pasgene
YnpasneHne SYSLOG cnpaBo4yHuka komaHg CLI.
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8.2.1 PekomeHpauuun

e PekomeHOyeTCcs HaCTPOUTb XpaHeHne coobLLeHNI 0 cObbITUSAX B dpaitn syslog Ha yCTpoiicTBe n
nepegadyy atux cobbITUN Ha BHELLHWUI syslog-cepaep.

e PekomeHAyeTcsa orpaHmumBaThb pasmep syslog-halina Ha ycTpoiicTBe.

e PekomeHAyeTca HacTpavBaTb poTauuto syslog-thainnos Ha yCTpoOICTBe.

e PekomeHAayeTcs BK/IYaTh HyMepauuio coobLeHunii syslog.

8.2.2 MpepynpexaeHus

e [laHHble, XpaHsiLmecs B chaiinosoii cucteMe tmpsys:syslog, He coxpaHsitoTcsl Npy nepesarpyske

yCTpoiicTBa. STOT TN (haii/I0BOIN CUCTEMbI PEKOMEH/IYETCS UCMNO/b30BaThb A1 XPAHEHUS ONEPATUBHbIX

J10ros.

e He pekomeHayeTcs 1crnonb3oBath dhaiinosyto cuctemy flash:syslog ans xpaHeHus noros, Tak kak aTo

MOXET NPUBECTY K NPeXAeBPeMEHHOMY BbIXO/ly U3 CTPOS YCTPOIACTBA.

8.2.3 Mpumep HaCTPOIKU

3agava:
HacTpounTb XpaHeHMe COOBLLEHMI 0 COObITMAX YPOBHSA info 1 Bbille B doaiin syslog Ha ycTpolicTBe 1

HacTpouTb nepegady aTUX COObITUIA Ha BHELWHWIA syslog-cepBep. OrpaHnunThb chaiin pasmepom 512 Kbaiir.

Bkntountb potaumto 3 chaiinios. BknounTb Hymepaumio coobuieHnin syslog.
PelleHue:

HacTtpanBaem xpaHeHue syslog-coobuieHuii B thaiine:
wlc(config)# syslog file tmpsys:syslog/default info
HacTpauBaem orpaHuyeHune pasmepa 1 potauuo gainnos:

wlc(config)# syslog max-files 3
wlc(config)# syslog file-size 512

HacTpanBaem nepegadvy coo6LLEHMIT HA BHELLHWI cepBep:
wlc(config)# syslog host mylog 192.168.1.2 info udp 514
Bkntouaem Hymepauuio coobuieHnin syslog:

wlc(config)# syslog sequence-numbers

8.3 HacTtpoiika NONUTUKN UCNO/Ib30BaHUA Naposiein

ANropuUTMbl HACTPOVKN NOMINTUKN NCNONBb30BaHMA Naposieli NpuBeAeHsbl B pasgene Hactpoiika
AAA HacTosLLero pykosoacrtaa.

Moapo6Hasa nHdopmaumusa 0 KomaHgax A5 HACTPOWKK NOANTMKN UCNONb30BaHWA Naponel npusegeHa B
pasgene Hactporika AAA cnpaBodHmka komaHz CLI.

8.3.1 PekomeHpauuun

» PekomeHayeTcsi Bcerga BkIUaTh TpeboBaHWs Ha CMEHY Maposisi Mo YMOMYaHUo nosb3oBatens admin.
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» PekomeHAyeTCsi orpaHnyvBaTh BPEMS XW3HW Naposelt 1 3anpeLwatb NOBTOPHO NCNO/Ib30BaTh, Kak
MUHUMYM, NPeAbIAYLLMIA Naposib.

» PekomeHAayeTcsi BbICTaBNSATL TPEGOBAHUSI MUHUMA/IBHON A/IMHBI Naponist 60/1bLie 8 CUMBOJIOB.

» PekomeHAyeTCsi BbICTaBNSATL TPEGOBAHUSI HA MCNO/Ib30BAHNE CTPOUHbIX U MPOMUCHBIX BYKB, LGP 1

cneucnmBoioB.

8.3.2 Mpumep HacTpPOKu

3agaua:

e HacTpouTb NaposibHyH MNOSIMTUKY C 06513aTeIbHbIM TPe60BaHMEM CMEeHbI Naposis N0 YMOYaHWIO,
BpeMeHeM AelcTBUA naponsa 1 Mecsy, 1 3anpeTom Ha ncnosb3oBaHme 12 nocnegHux naponen.

e 3a/arb MUHUMaNbHYIO A/IMHY napons 16 cMMBOMNOB, MakCuMasbHy0 — 64 cumBona.

e [laposnb JO/KEH coaepXaTb He MeHee 3 NPOMUCHbIX BYKB, HE MeHee 5 CTPOUHbIX OYKB, He MeHee 4 undp
N He MeHee 2 cneLcrMBOOB. MNaposib B 06513aTe/IbHOM NOpPsSAKe A0/DKEH codepxaTtb Bce 4 Tuna

CMMBOJ10B.

PelueHue:

BktouaeM 3anpoc Ha CMeHy nNaposisi No yMOsYaHuio 415 nonb3osaTesns admin:

wlc(config)# security passwords default-expired

YcTaHaBnvMBaeM BpeMsi XnsHu napons 30 gHer 1 3anpeT Ha Ucnosib3oBaHue npeablayumnx 12 naponeii:

wlc(config)# security passwords lifetime 30
wlc(config)# security passwords history 12

YcTaHaBiMBaeM orpaHnyeHnsa Ha AJ/iMHy napons:

wlc(config)# security passwords min-length 16
wlc(config)# security passwords max-length 24

YcTaHaB/iMBaeM orpaHnyeHnsa no MMHMMaslbHOMY KOJIMYeCcTBY CMMBOJ1I0B COOTBETCTBYHOLLUX TUMNOB:

wlc(config)# security
wlc(config)# security
wlc(config)# security
wlc(config)# security
wlc(config)# security

passwords
passwords
passwords
passwords
passwords

8.4 Hactpoika nonutukm AAA

upper-case 3
lower-case 5
special-case 2
numeric-count 4
symbol-types 4

ANropuUTMbI HACTPOVKK NonnTukn AAA npueegeHbl B pasgene Hactporika AAA HacTosLLEro pykoBoACTBa.

Moapo6Hasa nHgopmaumusa 0 KomaHgax A1 HacTporikn nonuTukn AAA npvBegeHa B pasgene HacTtpoiika
AAA cnpaBoyHuka komaHg CLI.

8.4.1 PekomeHpauuun

PekoMeHAyeTcs MCno/b30BaTb POJIEBYIO MOAE/b A0OCTYNa Ha YCTPOIACTBO.

PekoMeHAyeTCcs UCMOo/b30BaTh NEPCOHA/IbHBIE YUETHbIE 3anvcy A1s ayTeHTUdMKaLum Ha YCTPOIACTBE.
PekoMeHAyeTcs BK/oYaThb NI0NpoBaHMe BBOAVMBIX NMO/b30BaTeIeM KOMaH.

PekoMeHAyeTcs UCMo/b30BaTh HECKOIbKO METO/I0B ayTeHTUdMKaLMy 418 BXOAa Ha YCTPOoiicTBa yepes

KOHCO/b, Y1Ja/IEHHOTO BXO/la HA YCTPOICTBA M NOBbILLEHWS NpUBUAErvii. ONTUMasibHOl cunTaeTcs
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8.4.3

WLC-Series. PykoBOACTBO Mo 3aKcnyataunn. Bepcus 1.36.4
KOMOUHaUmMaA 13 aytTeHTugmrkaumm no ogHomy 13 npotokosios RADIUS/TACACS/LDAP v nokanbHO
ayTeHTumkaumn.
PekomeHayeTcs NOHN3UTb YPOBEHb NPUBUIErNiA BCTPOEHHOW Y4éTHOIM 3anncy admin go 1.
PekomeHayeTca HaCTPOUTb I0rMPOBaHe N3MEHEHUI JTOKasTbHbIX YYETHbIX 3anuceil.
PekomeHayeTcs HacTPOUTb I0rMpoBaHue N3MeHeHui NoMTukn AAA.

MpepynpexaeHuns

BCTpoeHHyto y4€THYI0 3anmcb admin yganutb Henb3s.

KomaHga no username admin He yganseT nosb3oaTtens admin, copacbiBaeT ero KoHurypauuio B
3Ha4YeHUs No ymonyaHuto. Nocne NnpMMeHeHnsa 3Toil KoMaHAbl Nosib3oBartesib admin He 6ygeT
oTOb6paxartbCA B KOHhurypaumm.

KomaHga no password a15 nosb3oatens admin Takke He yaansaeT naposb nonb3osarens admin, a
cbpacblBaeT ero B 3Ha4eHune no ymonyaHuio. Nocne npumMeHeHnss 3Toil KoMaHbl Naposib Nosb3oBaTens
admin nepecTaéT oTo6paxaTbCsi B KOHUTypaLmmn n ctaHoButcs ‘password'.

Mepepn ycTaHOBKOM Nonb3oBartesito admin NOHMXKXEHHbIX MPUBWUIETAI Y Bac AO/HKEH ObITb HACTPOEH
nosb3oBaresib ¢ yposHeM npusunernii 15 nnv 3agaH ENABLE-naponb.

Mpumep HacTpoiiku

3apgava:
HacTtpoutb nonutuky AAA:

e [1na yaanéHHoro Bxoga no npoTtokony SSH ucnonb3osatb ayTeHTUdrKaumm yepes RADIUS.
o [1n19 BXOAa Yepes NoKasibHYK KOHCO/1b UCMO0b30BaTb ayTeHTUdukaumn yepes RADIUS, B cnyvae

oTcyTcTBUA cBA3M ¢ RADIUS-cepBepamm MCMNO/b30BaTb /IOKa/IbHYI0 ayTeHTUdnKaLNIo.
Mcnonb3oatb ENABLE-naponb 3agaHHbIi yepes RADIUS, B cnyyae oTcyTcTBUS ¢Bsidn ¢ RADIUS-
cepBepamn Ucnosib3oBath fIokasbHbIi ENABLE-napons.

YcTaHoBWTb Nosib3oBaTesto admin NOHMKEHHbIV YPOBEHb NPUBUETWIA.

HacTpouTb /iormpoBaHne n3MeHeHun NTOKasIbHbIX YYETHBIX 3anuceil.

HacTpouTb nornpoBaHme naMeHeHuii nonntnk AAA.

HacTpouTb nornposaHne BBOAUMbIX KOMaHS,

PelwleHue:

Co3pgaem nokanbHoro nosb3oBatens local-operator ¢ ypoBHem npuBunernii 8:

wlc(config)# username local-operator
wlc(config-user)# password Pa$$woOrdl
wlc(config-user)# privilege 8
wlc(config-user)# exit

3agaém nokanbHblii ENABLE-napons:

wlc(config)# enable password $6e5c4r3e2t!
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lMoHMXaem npmsunerun nosb3oBartesns admin:

wlc(config)# username admin
wlc(config-user)# privilege 1
wlc(config-user)# exit

HacTtpaunsaem cBs3b ¢ gsyma RADIUS-cepsepamm, OCHOBHbIM 192.168.1.11 n pe3epsBHbiM 192.168.2.12:

wlc(config)# radius-server host 192.168.1.11

wlc(config-radius-server)# key ascii-text encrypted 8CB5107EA7QQ5AFF
wlc(config-radius-server)# priority 100 wlc(config-radius-server)# exit
wlc(config)# radius-server host 192.168.2.12

wlc(config-radius-server)# key ascii-text encrypted 8CB5107EA7TQQ5AFF
wlc(config-radius-server)# priority 150

wlc(config-radius-server)# exit

HacTtpavBaem nonntuky AAA:

wlc(config)# aaa authentication login CONSOLE radius local
wlc(config)# aaa authentication login SSH radius
wlc(config)# aaa authentication enable default radius enable
wlc(config)# aaa authentication mode break

wlc(config)# line console

wlc(config-line-console)# login authentication CONSOLE
wlc(config-line-console)# exit wlc(config)# line ssh
wlc(config-line-ssh)# login authentication SSH
wlc(config-line-ssh)# exit

HacTtpavBaem normposaHue:

wlc(config)# logging userinfo
wlc(config)# logging aaa
wlc(config)# syslog cli-commands

8.5 HacTtpoiika ypanéHHoro ynpasneHus

MogpobHasa nHhopmMaums o KoMaHAax HaCcTPOViKK yaanéHHOro A4ocTyna npuesegeHa B pasgene Hacrporika
poctyna SSH, Telnet cnpaBoyHuka komaHg CLI.

8.5.1 PekomeHpauuun

e PekoMeHAyeTCs OTK/IUUTL YAa/IEHHOE ynpas/ieHve no npoTtokosny telnet.

e PekomeHayeTcs UCNob30BaTh KPUNTOCTONKME anropuTtMbl ayTeHTudpmkaumumn sha2-512 n otknioumTb BCe
OoCTaJlbHble.

e PekomeHayeTcs UCNob30BaTh KPUNTOCTONKME afiropuTMbl LUIMGPpOBaHKs aes256c¢tr n OTKI0UMTL BCe
OoCTaJlbHble.

e PekomeHayeTcs UCNoNb30BaTh KPUNTOCTOMKMI aniroputm obmeHa kitodamm wndposaHusa dh-group-
exchange-sha256 n oTk110UNTL BCE OCTasIbHbIE.

e PekomeHayeTcs UCNob30BaTb KPUNTOCTOWMKMIA anroputm Bepudmkauun Host-Key ansa SSH rsa un
OTK/TOYUTb BCE OCTa/IbHbIE.

e PekoMeHAyeTCs paspeLlunTb AOCTYN K yAa/lEHHOMY YrpaB/iIeHN0 YCTPONCTBOM TOJIbKO C ONpefenéHHbIX
IP-appecos.

e [Nepen HayasIOM aKcnyaTaumMm pekoMeHayeTcs nepereHeprpoBaThb Knoum WngpoBaHus.
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8.5.2 Mpumep HacTpoOiku

3agava:

OTkNouMTb NpoToKON telnet. CreHeprpoBaTh HOBbLIE K/OUM LWNGPOBAHUS. VIcno/ib3oBaTh KpUNTOCTOMKME
aIropuTMbI.

PelueHue:

OTKNoYaeM yaaneHHoe yrnpasfieHre no npoTokosny telnet:
wlc(config)# no ip telnet server
OTKNOYaeM ycTapeBLUMEe U HEe KpUNTOCTOMKME anropuTMbi:

wlc(config)# ip ssh server

wlc(config)# ip ssh authentication algorithm md5 disable

wlc(config)# ip ssh authentication algorithm md5-96 disable
wlc(config)# ip ssh authentication algorithm ripemd160 disable
wlc(config)# ip ssh authentication algorithm shal disable
wlc(config)# ip ssh authentication algorithm shal-96 disable
wlc(config)# ip ssh authentication algorithm sha2-256 disable
wlc(config)# ip ssh encryption algorithm 3des disable

wlc(config)# ip ssh encryption algorithm aesl128 disable

wlc(config)# ip ssh encryption algorithm aesl28ctr disable
wlc(config)# ip ssh encryption algorithm aesl192 disable

wlc(config)# ip ssh encryption algorithm aesl92ctr disable
wlc(config)# ip ssh encryption algorithm aes256 disable

wlc(config)# ip ssh encryption algorithm arcfour disable

wlc(config)# ip ssh encryption algorithm arcfourl28 disable
wlc(config)# ip ssh encryption algorithm arcfour256 disable
wlc(config)# ip ssh encryption algorithm blowfish disable
wlc(config)# ip ssh encryption algorithm castl128 disable

wlc(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
wlc(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
wlc(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
wlc(config)# ip ssh host-key algorithm dsa disable

wlc(config)# ip ssh host-key algorithm ecdsa256 disable

wlc(config)# ip ssh host-key algorithm ecdsa384 disable

wlc(config)# ip ssh host-key algorithm ecdsa521 disable

wlc(config)# ip ssh host-key algorithm ed25519 disable

FeHeprpyeM HOBbIE K/oUM LIMPOBAHUS:

wlc# update ssh-host-key rsa
wlc# update ssh-host-key rsa 2048

8.6 HacTtpoliika mexaHU3MOB 3alUTbl OT CeTeBbIX aTak

ANTOPUTMbI HACTPOIKMN MEXaHN3MOB 3aLLMTbl OT CETEBbLIX aTak NpvBe/eHbl B pasaene Hactpoiika
NOTVIPOBaHMS 1 3alLMThI OT CeTEeBbIX aTak HacTOsILLLero pyKoBoACTBa.

Moapo6Has MHopMaLus 0 KOMaHAAaX A/ HACTPOWKMU NOIMTUKN UCNOJIb30BaHNS Naposiei npueeaeHa B
pasgene Ynpas/ieHve NormpoBaHem 1 3allMToin OT CETEBbIX aTak cnpaBoYHMka komaHg CLI.
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8.6.1 PekomeHpauuun

PekomeHayeTcs Bcerga BkaouaTtb 3alumTy oT ip spoofing.

PekomeHayeTca Bcerga Bknovath 3awnty ot TCP-nakeToB ¢ HenpaBu/ibHO BbICTaB/IEHHbIMW (hharamu.
PekomeHayeTca Bcerga BkNOYaTth 3alnTy oT oparMeHTMpoBaHHbIX TCP-NakeToB C BbICTAB/IEHHbIM
onarom SYN.

PekomeHayeTca Bcerga BkUaTh 3auTy OT oparMeHTUpoBaHHbIX ICMP-nakeTos.

PekomeHpgyeTcs Bcerga Bkitoyarth 3awmTty ICMP-nakeToB 601bLU0r0 pasmepa.

PekomeHayeTcsa BCcerga BKtoyaTb 3almuTy OT He3aperncTprpoBaHHbIX IP-npoTokosos.

PekomeHayeTcs BKtOYaTh /I0rMpoBaHne MexaHn3Ma 3alnTbl OT CEeTEBbIX aTak.

8.6.2 Mpumep HACTPOIKMK

3agava:

HacTpouTb MexaHn3M 3alnTbl OT CETEBbIX aTak B COOTBETCTBUMN C peKOMeHAaLNAMMN.
PeweHne:

Bkntoyaem 3aluty oT ip spoofing 1 normpoeaHe MexaHu3Ma 3allmThbl:

wlc(config)# ip firewall screen spy-blocking spoofing
wlc(config)# logging firewall screen spy-blocking spoofing

Bknwoyaem 3alnTy ot TCP-nakeToB C HenpaBW/ibHO BbICTaB/IEHHLIMW belal'aMVl n normpoBaHne MexaHn3ma
3alUnTbl:

wlc(config)# ip firewall screen spy-blocking syn-fin
wlc(config)# logging firewall screen spy-blocking syn-fin
wlc(config)# ip firewall screen spy-blocking fin-no-ack
wlc(config)# logging firewall screen spy-blocking fin-no-ack
wlc(config)# ip firewall screen spy-blocking tcp-no-flag
wlc(config)# logging firewall screen spy-blocking tcp-no-flag
wlc(config)# ip firewall screen spy-blocking tcp-all-flags
wlc(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntouaem 3almTy oT pparMeHTMpoBaHHbIX ICMP-nakeToB 1 NornpoBaHne MexaHuamMa 3aLmTbl:

wlc(config)# ip firewall screen suspicious-packets icmp-fragment
wlc(config)# logging firewall screen suspicious-packets +dicmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLIOM0 pasmepa 1 /iorMpoBaHne MexaHnsma 3awuTbl:

wlc(config)# ip firewall screen suspicious—-packets large-icmp
wlc(config)# logging firewall screen suspicious-packets large-icmp

BkiouaeM 3alumTy OT He3aperncTpupoBaHHbIX IP-NpoTOKOM0B U TIOrMpOBaHe MexaHn3Ma 3aLnThl:

wlc(config)# ip firewall screen suspicious-packets unknown-protocols
wlc(config)# logging firewall screen suspicious-packets unknown-protocols

66



WLC-Series. PykoBOACTBO MO aKcnnyaTauuun. Bepcusi 1.36.4

9 YnpasneHune nHtepdeiicamm

ANTOPUTM 1 NPUMEPbI HACTPOIKN (PYHKUMIA ynpaBneHust nHtepdpelicamm cm. B fokymeHTauuy ESR.

3HauyeHua napameTpos gnsg WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

10 YnpasneHue koHTponnepom WLC

e Hactpoiika WLC
e YnpasneHue yepe3 WEB-uxHtepceiic

10.1 Hactpowika WLC

e HacTtpoiika koHTposnnepa WLC
¢ [prMep HACTPOIKK
e 3agava
e PeuleHne
e HacTpoiika nHTepdeincos, ceTeBblx NnapameTpoB u firewall
e HacTtpoika NTP-cepeepa
HacTtpoiika DHCP-cepBepa
HacTtpoiika RADIUS-cepBepa
HacTpoiika moayns ynpasneHus Toukamu goctyna WLC
e HacTtpoiika SSID
e HacTtpoiika npodouneii KoHdurypaumm
e HacTtpoiika nokauuu
OnpepeneHve nogcetein 06CyXnBaemMbIX TOUEK AOCTyna
ABTOperucTpaumsa Touek gocrtyna
BkntoueHne pyHkumoHana WLC
Web-nHtepdeiic
e OGHOBNEHME TOYEK AOCTYyNna
e ANropuTM HaCTPOWKM
e HacTtpoiika AirTune
e AIrOpUTM paboTsl
e ANropuUTM HaCTPOWKM
¢ [prMep HACTPOIKK
e icnonb3yemble NopTbl U MPOKOSIbI

10.1.1 HactpoWka koHTponnepa WLC

Mpumep HACTPOIIKK

3adaua

OpraHusoBartb ynpas/sieHne 6ecnpoBOAHbLIMU TOYKaMK AOCTyNa ¢ NOMOLLbI0 KOHTposinepa WLC. B yacTHocTw,
HEeobXx0AMMO HACTPOUTb NOAK/THOYEHNE TOYEK AOCTYNA, 0GHOBUTbL U CKOHPUIYpUpOBaTb UX /151
npefocTaB/ieHUst AOCTyNa [0 PECYpPCOB VIHTEPHET aBTOPM30BaHHbLIM nosb3oBatensm Wi-Fi.

© npumep HacTpoiikM NpUBEAEH HA OCHOBE 3aBO/ACKOI KOHAUIypaLn NS CXeMbl C NOCTPOEHUEM
SoftGRE-TyHHenei.
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WLC
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PeweHue

ApXUTEKTypa pelleHust npeAnosiaraeT aBToMaTuyeckoe NoakNoYeHne Touek goctyna kK koHtponnepy WLC.
Mpv NoaKNloYeHNN K CeTy ToUka AocTyna 3anpawmsaeT agpec no DHCP 1 BMecTe ¢ HUM [0/MKHA NOMyYnTb
URL cepBuca nHuumanusaumm Todek goctyna B 43 (vendor specific) onummn DHCP.

MonyymB AaHHYIO OMUMIO, TOYKA AOCTyNna NPUXOANUT Ha KOHTPOJIEP U NosBAseTcsa B 6a3e 06CnyXnBaembix
Toyek focTyna (komaHaa ANt MOHUTOPUHra cnncka: show wic ap). Jlanee KOHTPONIEP MHALUANZUPYET ee B
COOTBETCTBUN CO CBOEW KOH(UrypaLmeil:

1. BeinonHaeT 06HOBNEHWE, ecnv Bepcus MO Ha Touke A0CTyna He COOTBETCTBYET BEpCUmn, Kotopas
pasMelleHa Ha KOHTposepe.

2. YcTaHaBnvBaeT naposb AocTyna.

3. BbINosiHsieT KOHUIyprpoBaHMe B COOTBETCTBUM C HACTpOIiKaMu Ans AaHHol nokaumm (ap-location):
BblGpaHHbIMY Npohmnsamu KoHdurypaumm n SSID.

Toukn gocTtyna moryT 6bITb NOAK/I0YeHbI K KOHTponepy WLC uepes L2- nnn L3-ceTb npeanpuaTus.

BbigeneHve n Hactporika VLAN npy nogxnto4eHnn HOBbIX TOYEK AOCTyNa MOXET oKa3aTbCsa TPYA0EMKOM
3aa4eil, 0CO6EHHO eCNn Ha ceTy NPeAnPUATUS MeXAy ToUKaMu AOCTyna U KOHTPO/I/IEPOM UCMOJ/b3YeTCA
60/bLLOE KO/IMYECTBO KOMMYTATOPOB. Mo3Tomy 3aBoackas koHdurypauns WLC npegnonaraet nocTpoeHve
SoftGRE DATA TyHHene Ana nepefayvm nonb3oBaTenbckoro Tpadimka. Takoe pelleHune gaxe B L2-cetu
No3BOJIAET YNPOCTUTbL NOAKIIOUEHME TOUYEK JOCTYNa, TakK Kak OTCYTCTBYEeT Heo6xo4MMOoCTb npokuabiBats VLAN
ans kaxporo SSID yepes Bce KOMMyTaTOpPbI.

Mpwn opraHm3auun cesa3mn B L3-cetn Heobxoammo obecneuntb HacTpoliky DHCP-relay Ha o6opyaoBaHumn cetu
npegnpuaTna gna nepeHanpasnedns DHCP-3anpocos Touek goctyna Ha WLC, rae HacTtpoeH nyn IP-agpecos
ONA ynpasneHusa ToukaMmy AoCTyna, a Takke Bbigadva 43 onuun 15 nogonumn DHCP, copgepxawan URL
KOHTpoO/iepa.

MocnepoBaTeNbHOCTb HACTPOIKN KOHTPoNepa 6ecnpoBoHbix ceteli WLC:

1. HacTtpolika nHTepdeiicos, ceTeBbix napameTpoB u firewall.
2. HacTtpoiika koHTponnepa anst opraHnsaumm SoftGRE DATA TyHHenell.
3. Hactpoitka DHCP-cepsepa.
4. Hactpoiika RADIUS-cepBepa.
5. Hactpolika moayns ynpasneHus Toukamu goctyna WLC:
e HacTtpoiika SSID.
e HacTpoiika npochuneli KoHdurypayumn.
» Co3pgaHue nokauuu (ap-location) n onpegenexne npaBun KOHPUIypPUPOBaHKA TOYEK AOCTYNa,
BXOJALLMX B AAHHYHO SIOKaUMo.
e OnpepgeneHne noacetein ob6cnyxmnBaemblx ToUeK JOCTynNa.
6. HacTpoiika 06HOB/IEHMA TOYEK AOCTyna.
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Hacmpolika uHmepaghelicos, cemesbix napamempos u firewall

HacTpoiite npodunnun TCP/UDP-nopToB 415 HE06X0ANMbIX CEPBUCOB:

wlc# configure

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

Co3spaiite Tpu 30HbI 6€30MaCHOCTY: 30Ha NoJib3oBaTe el (Users), AoBepeHHast 30Ha /18 Touek AocTyna
(trusted) n HegoBepeHHas 30Ha ANns Bbixoaa B MIHTepHeT (untrusted):

wlc(config)# security zone users
wlc(config-zone)# exit

wlc(config)# security zone trusted
wlc(config-zone)# exit

wlc(config)# security zone untrust
wlc(config-zone)# exit

ssh
port-range 22
exit

dns
port-range 53
exit

dhcp_server
port-range 67
exit

dhcp_client
port-range 68
exit

ntp
port-range 123
exit

netconf
port-range 830
exit

radius_auth
port-range 1812
exit

sa
port-range 8043-8044
exit

airtune
port-range 8099
exit

web

port-range 443
exit

ed
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HacTtpolite npaBuna firewall:

wlc(config)# security zone-pair trusted untrusted
wlc(config-zone-pair)# rule 1
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

wlc(config)# security zone-pair trusted trusted
wlc(config-zone-pair)# rule 1
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

wlc(config)# security zone-pair trusted self
wlc(config-zone-pair)# rule 10
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp
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wlc(config-zone-pair-rule)# match destination-port object-group ssh

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 20
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol -{icmp
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 30
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp

wlc(config-zone-pair-rule)# match source-port object-group dhcp_client

wlc(config-zone-pair-rule)# match destination-port object-group dhcp_server

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 40
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp

wlc(config-zone-pair-rule)# match destination-port

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 50
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp

wlc(config-zone-pair-rule)# match destination-port

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 60
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp

wlc(config-zone-pair-rule)# match destination-port

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# rule 70
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp

wlc(config-zone-pair-rule)# match destination-port

wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit

object-group ntp

object-group dns

object-group dns

object-group netconf
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wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit
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80

action permit

match protocol tcp

match destination-port object-group sa
enable

exit

90

action permit

match protocol udp

match destination-port object-group radius_auth
enable

exit

100

action permit

match protocol gre

enable

exit

110

action permit

match protocol tcp

match destination-port object-group airtune
enable

exit

120

action permit

match protocol tcp

match destination-port object-group web
enable

exit

wlc(config)# security zone-pair users self

wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit

10

action permit

match protocol icmp

enable

exit

20

action permit

match protocol udp

match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable

exit

30

action permit

match protocol tcp

match destination-port object-group dns
enable

exit

40

action permit

match protocol udp

match destination-port object-group dns
enable

exit

wlc(config)# security zone-pair untrusted self

wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#

1
action permit
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wlc(config-zone-pair-rule)# match protocol udp
wlc(config-zone-pair-rule)# match source-port object-group dhcp_server
wlc(config-zone-pair-rule)# match destination-port object-group dhcp_client
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

wlc(config)# security zone-pair users untrusted
wlc(config-zone-pair)# rule 1
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

HacTpolite NAT:

wlc(config)# nat source

wlc(config-snat)# ruleset factory

wlc(config-snat-ruleset)# to zone untrusted

wlc(config-snat-ruleset)# rule 10

wlc(config-snat-rule)# description "replace 'source ip' by outgoing interface ip address"
wlc(config-snat-rule)# action source-nat interface

wlc(config-snat-rule)# enable

wlc(config-snat-rule)# exit

wlc(config-snat-ruleset)# exit

wlc(config-snat)# exit

Cospaiite VLAN ans uplink:

wlc(config)# vlan 2
wlc(config-vlan)# exit

Cospaiite nonb3oBaresnbckuii VLAN:

wlc(config)# vlan 3
wlc(config-vlan)# force-up
wlc(config-vlan)# exit

Cospaiite nHTepdencol o1a B3aMMOLENCTBUA C NOACETAMU yrpaB/iieHUs ToukamMmn 40CTyna, Nosib3oBaTensamm
Wi-Fi u ceTbto VIHTepHeT:
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#KoHOUrypmupyem napameTpbl UHTepdelica gna Todek pgocTyna:
wlc(config)# bridge 1

wlc(config-bridge)# vlan 1

wlc(config-bridge)# security-zone trusted
wlc(config-bridge)# ip address 192.168.1.1/24
wlc(config-bridge)# no spanning-tree
wlc(config-bridge)# enable

wlc(config-bridge)# exit

#KoHOUTypupyem napameTpbl Ny6AnYHOro MHTepdeiica:
wlc(config)# bridge 2

wlc(config-bridge)# vlan 2

wlc(config-bridge)# security-zone untrusted
wlc(config-bridge)# ip address dhcp
wlc(config-bridge)# no spanning-tree
wlc(config-bridge)# enable

wlc(config-bridge)# exit

#KoHOUTrypupyem napameTpbl MHTepdeiica ans nonb3oBaTenein Wi-Fi:
wlc(config)# bridge 3

wlc(config-bridge)# security-zone users

wlc(config-bridge)# ip address 192.168.2.1/24
wlc(config-bridge)# no spanning-tree

wlc(config-bridge)# vlan 3

wlc(config-bridge)# mtu 1458

wlc(config-bridge)# enable

wlc(config-bridge)# exit

HacTpoiiTe nopTbl:

#KoHourypupyem untepoeico gnsa uplink:
wlc(config)# interface gigabitethernet 1/0/1
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# switchport access vlan 2
wlc(config-if-gi)# exit

wlc(config)# interface tengigabitethernet 1/0/1
wlc(config-if-te)# mode switchport
wlc(config-if-te)# switchport access vlan 2
wlc(config-if-te)# exit

#KoHOUrypmupyem uHTepoencol nsa MNOAK/MOYEHUA TOYeK gocTtyna:
wlc(config)# interface gigabitethernet 1/0/2
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface gigabitethernet 1/0/3
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface gigabitethernet 1/0/4
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface tengigabitethernet 1/0/2
wlc(config-if-te)# mode switchport
wlc(config-if-te)# exit

Bkntounte paspewieHme DNS-umeH:

wlc(config)# domain lookup enable
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HacTpoiiTe cepBep SSH ans goctyna K KOHTponnepy:
wlc(config)# ip ssh server
HacTpoiiTe npodunnb AN NoAHATUS TYHHENe:

wlc(config)# tunnel softgre 1
wlc(config-softgre)# mode data
wlc(config-softgre)# local address 192.168.1.1
wlc(config-softgre)# default-profile
wlc(config-softgre)# enable

wlc(config)# exit

Hacmpolika NTP-cepsepa

Heob6xoaumo 0653aTelbHO CUHXPOHM3MPOBAaTL BPEMS HA KOHTPOJIIEPE M TOUKaX A0CTynNa, T. K.
KOPPEKTHOE BPeMS NO3BOJISIET NPOITM NPOBEPKY BaIMAHOCTY CEPTUCMKATOB.

[N KOPPEKTHOI perncTpauuy To4ek AoCTyna Ha KOHTposiepe TpebyeTcsl CUHXPOHM3aLNA BPEMEHU.

HacTpoiite NTP-cepBep, UT06bI KOHTPO/I/IEP NOJYYNT aKTya/IbHOE BPEMS OT BbILLECTOSLLENO cepBepa. 3aTtem

yKaknTe agpec KoHTponnepa B kayectBe NTP-cepBepa ansa Touek goctyna B 42 onumm DHCP (npumep
HacTpolikv NpefcTaBfeH B pasaene Hactpoiika DHCP-cepBepa), YTo6bl TOUKM AOCTYMNa TakKe CMOr/n
NOSlyYnUTb aKTyasibHOE BpeMS.

#0TKNo4aeM pexum broadcast-client, KOTOpbIi BK/AKWYEH B 3aBOACKOI KOHOUrypauum v npegnonaraet
CVMHXPOHM3auni BpeMeHU Mo WUPOKOBewWwaTesbHbIM NakeTam OT cepBepa:
wlc(config)# no ntp broadcast-client enable

#3apgaem agpec BbluecToswero cepsepa NTP, C¢ KOTOpbM OyfeT OCYWeCTBAATbLCA CUHXPOHMU3AUUSA BPEMEHMU:

wlc(config)# ntp server 46.146.231.187

#3aaeM MUHUMasbHbIA MHTEpBas BPEeMeHW Mexay OTNnpaBKoi coobuweHuit NTP-cepBepy:
wlc(config-ntp-server)# minpoll 1

#3aaeM MaKcumasbHblli MHTepBan BpPemMeHU Mexay OTnpaBKOl coobueHunii NTP-cepBepy:
wlc(config-ntp-server)# maxpoll 4
wlc(config-ntp-server)# exit

#AKTUBMPYEM paboTy npoTokosa NTP:
wlc(config)# ntp enable
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Hacmpolika DHCP-cepsepa

HacTpoliiTe agpecHoe NpoCTPaHCTBO A/1 YCTPOICTB, KOTOpble GyAyT NOAKIH0UYEHbI K KOHTPOIEPY:

wlc(config)# ip dhcp-server pool ap-pool

#0npegenseM noaceTb:
wlc(config-dhcp-server)# network 192.168.1.0/24

#3agaeM AuanasoH BblgaBaembix IP-afpecoBs:
wlc(config-dhcp-server)# address-range 192.168.1.2-192.168.1.254

#llno3 no ymonyaHuio. UM siBNsieTcA agpec 6puixa ynpabneHus TA:
wlc(config-dhcp-server)# default-router 192.168.1.1

#Bbigaem agpec DNS-cepsepa:
wlc(config-dhcp-server)# dns-server 192.168.1.1

#Heo6xoaumo o6s3aTenbHO ykasbiBaTb NTP-cepBep, T.K. KOpPpPeKTHOe BpemMsi MO3BO/ISET MPOATH MPOBEPKY
Ba/IMHOCTN CEPTUGMKATOB.

#Bbigaem 42 onuuio DHCP, cogepxauwyw agpec NTP-cepBepa, A1 CUHXPOHM3ALUU BpPEMEHU Ha TouKax
pocTtyna:
wlc(config-dhcp-server)# option 42 ip-address 192.168.1.1

#BbigaeMm 43 vendor specific onuuo DHCP, KOoTOpas COLEpPXWUT:

- 12 nogonuuw, Heobxoaumyw ANA nocTtpoeHus SoftGRE data TyHHenei. Onuua copepxuT IP-agpec
softgre-uHTepdeiica KoHTponnepa.

wlc(config-dhcp-server)# vendor-specific

wlc(config-dhcp-server-vendor-specific)# suboption 12 ascii-text "192.168.1.1"

- 15 nogonuui, HeobxoAuMyl ANS TOro, 4YTOOb Touka AOCTyrna aBTOMATUUYECKU MpuUwaa Ha KOHTpPoanep u
BK/loUYnnacb B paboTy nof ero ynpasneHuem. Onuusi cogepxuT HTTPS URL KOHTposnnepa.
wlc(config-dhcp-server-vendor-specific)# suboption 15 ascii-text "https://192.168.1.1:8043"

wlc(config-dhcp-server-vendor-specific)# exit
wlc(config-dhcp-server)# exit

HacTpoiiTe agpecHoe NpocTpPaHCTBO A4/15 Noib3oBaTenel:

wlc(config)# ip dhcp-server pool users-pool

#0npegensem noaceTb:
wlc(config-dhcp-server)# network 192.168.2.0/24

#3ajaeM Amana3oH BbigaBaeMblx nonb3oBaTensm Wi-Fi IP-agpecoB:
wlc(config-dhcp-server)# address-range 192.168.2.2-192.168.2.254

#lM03 No ymonyaHuio:
wlc(config-dhcp-server)# default-router 192.168.2.1

#Bbinaem agpec DNS-cepsepa:
wlc(config-dhcp-server)# dns-server 192.168.2.1
wlc(config-dhcp-server)# exit

Bkntounte DHCP-cepBep:
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#Bknwyaem DHCP-cepBep:
wlc(config)# ip dhcp-server

Hacmpodlika RADIUS-cepsepa

HacTpoiite nokasnbHbIli RADIUS-cepBep.

wlc(config)# radius-server local

#HacTpauBaem NAS ap. CoaepxuT MNoACeTU TO4YeK [OoCTyna, KoTopble OyAyT 06CAyxuBaTbCHA NOKasbHbIM
RADIUS-cepBepomMm npu Enterprise-aBTopu3auyun nosib3osatenen Wi-Fi:

wlc(config-radius)# nas ap

wlc(config-radius-nas)# key ascii-text password

wlc(config-radius-nas)# network 192.168.1.0/24

wlc(config-radius-nas)# exit

#HacTpanBaem NAS local. Wcnonb3lyeTcsa npu obpaweHun WLC K nokanbHomy RADIUS-cepBepy npwu
noctpoeHun SoftGRE-TyHHenei:

wlc(config-radius)# nas local

wlc(config-radius-nas)# key ascii-text password

wlc(config-radius-nas)# network 127.0.0.1/32

wlc(config-radius-nas)# exit

#Co3gaeM AOMeH A/nsi nonb3oBaTeneii:
wlc(config-radius)# domain default

#Co3paeM y4deTHyl 3anucb nosb3oBaTtena Wi-Fi gnda nogkmodyeHna K Enterprise SSID:
wlc(config-radius-domain)# user namel

wlc(config-radius-user)# password ascii-text passwordl
wlc(config-radius-user)# exit

wlc(config-radius-domain)# exit

#HacTpoiiku BUPTya/lbHOrO cepBepa cofepxaT HoMepa MNOpPTOB A/1A ayTeHTudukaumm u akkKayHTuUHra,
HaCTPOVKN MpPOKCcupoBaHWA Ha BHewHWin RADIUS-cepBep. Wcnonb3oBaHWe cTaHZapTHbIX nopToB (1812 ansA
ayTeHTUdnKaumm n 1813 AN akKkKayHTUHra) He TpebyeT HaCTpoOiiKM. B TakoM criydyae [OCTaTO4YHO MPOCTO
BK/IOYEHNA BUpTyanbHOro cepsepa (enable).

wlc(config-radius)# virtual-server default

wlc(config-radius-vserver)# enable

wlc(config-radius-vserver)# exit

#Bknwyaem RADIUS-cepBep:
wlc(config-radius)# enable
wlc(config)# exit

© B 3aBosCKOli KOHGMIypaLWK yueTHas 3anck NOMb30BATE/NA He HACTPOeHa B LieNsix 6e30MacHoCTH,
noatomy Ansa nogknoyveHus kK Enterprise SSID B 3aBocKOl KOHpUrypaumy Heob6xoaMmo co3aatb
YUYETHYI0 3anuchb.

Onpegenute napameTpbl Ans sB3anmogeinctems ¢ RADIUS-cepsepom: IP-agpec n kntou. Tak kak RADIUS-
cepBep HaxoAmMTCA NI0KasIbHO Ha KOHTPOJI/Iepe, B kavyecTBe agpeca xocta 3agaite 127.0.0.1. Knwou gomkeH
coBnagatb C KH0YOM, yKazaHHbIM A4/1a has local.

wlc(config)# radius-server host 127.0.0.1
wlc(config-radius-server)# key ascii-text password
wlc(config-radius-server)# exit

76



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

[o6asbTe npochunb AAA, yKaxknTe agpec cepBepa, KOTopblid 6yaeT NCnosib30BaTbCs:

wlc(config)# aaa radius-profile default_radius
wlc(config-aaa-radius-profile)# radius-server host 127.0.0.1
wlc(config-aaa-radius-profile)# exit

HacTpolite 1 BkIounTe hyHKUMOHaN aBToMaTmyeckoro nogHatus SoftGRE-TyHHenei:

wlc(config)# softgre-controller

#Tak Kak RADIUS-cepBep Haxo4MTCSA NIOKa/lbHO Ha KOHTpoO//iepe, ykKasbiBaeM nas-ip-address 127.0.0.1:
wlc(config-softgre-controller)# nas-ip-address 127.0.0.1

#Bblbupaem pexvm co3paHusa data SoftGRE TyHHenelh - WLC:
wlc(config-softgre-controller)# data-tunnel configuration wlc

#Bblbpaem co3faHHbii paHee AAA-NPoOdUNb:
wlc(config-softgre-controller)# aaa radius-profile default_radius
wlc(config-softgre-controller)# keepalive-disable

#Pa3pewaem Tpaduk B nonb3oBaTenbCKoM vlan:
wlc(config-softgre-controller)# service-vlan add 3
wlc(config-softgre-controller)# enable
wlc(config-softgre-controller)# exit

7



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Hacmpolka mooy/sa yripas/ieHus moykamu docmyna WLC

MepelignTe K HacTpolikam Moaynst ynpaBneHus KoHdurypaumeit Touek gocTyna:

wlc(config)# wlc
wlc(config-wlc)#

HacTpoiite npodunnb RADIUS-cepBepa, KOTOpbIn 6yAeT NCNOoNb30BaTbCA A4/18 ayTeHTUGMKaLMM 6ecrnpoBOAHbIX
knneHtoBs Enterprise SSID Touek goctyna Wi-Fi. Ecnmn npegnonaraetcs ayTeHTUUKaUUA KIMEHTOB Ha
BHelwHeM RADIUS-cepBepe 6e3 NpoKCMpPOBaHMs, TO 34ECh YKa3bIBAETCA €r0 apec 1 KoY (Npu Takow
HacTpoiike Touka AocTyna 6yAeT NpoBOANTbL ayTEeHTU(MKALMIO KNneHToB 6e3 yyactust WLC).

wlc(config-wlc)# radius-profile default-radius

#Tak Kak RADIUS-cepBep HaxoAuTCs NOKa/lbHO Ha KOHTpoO//iepe, yKa3blBaemM ajpec KOHTpos/epa B MOACETU
To4ek pgocTtyna:
wlc(config-wlc-radius-profile)# auth-address 192.168.1.1

#Knwuy RADIUS-cepBepa [O/IKeH coBnajaTb C K/AWYOM, YKa3aHHbM Ana NAS ap:
wlc(config-wlc-radius-profile)# auth-password ascii-text password

#YKa3biBaem gomeH RADIUS. 3TOT [AOMEH f[O/IXeH coBnagaTb C [OMEHOM, B KOTOPOM CO34aHbl y4YeTHble
3anucu nonb3oBaTteneli Enterprise.

wlc(config-wlc-radius-profile)# domain default

wlc(config-wlc-radius-profile)# exit
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Hactpoliika SSID

Mpodomnb SSID coaepxmnT HacTpolikm SSID Toukn goctyna. s npumepa npmeBeaeHa HacTpolika Enterprise
SSID:

wlc(config-wlc)# ssid-profile default-ssid

#Description MOXeT cogepxaTb KpaTkoe onucaHume npoduns:
wlc(config-wlc-ssid-profile)# description default-ssid

#SSID - Ha3BaHue 6ecnpoBOAHON ceTu, KOTopoe OyayT BMAETb MNOAb30BaTeNM MNpPWU CKaHupoBaHuM 3dupa:
wlc(config-wlc-ssid-profile)# ssid default-ssid

#VLAN ID - Homep VLAN gna nepegayv nonb3oBaTenbCKoro tpaduka. Mpu nepepadve Tpaduka Wi-Fi
KNneHTam MeTkKa OyAeT CHUMaTbCHA TOYKOW gocTyna. Mpu npoxoxaeHun Tpaduka B oOpaTHyl CTOPOHY Ha
HeTernpoBaHHbIA Tpaduk OT KANEHTOB MeTKa OyaeT HaBewuBaTbCH:

wlc(config-wlc-ssid-profile)# vlan-id 3

#Security mode - pexum 6e3omacHOCTM gocTyna K 6ecnpoBogHoi ceTu. [ns Enterprise aBTopusauuun
BblbepuTe pexum WPA2_1X:
wlc(config-wlc-ssid-profile)# security-mode WPA2_WPA3_1X

#YKa3sbiBaem npodunb HacTpoek RADIUS-cepBepa, KOTOpbIA OyAeT ucnonb3oBaTbCHA A8 aBTopu3auunu
nonb3osaTtenen Wi-Fi:
wlc(config-wlc-ssid-profile)# radius-profile default-radius

#BKMlOYaemM POyMUHI no cTaHgapTam 802.11k n 802.11v:
wlc(config-wlc-ssid-profile)# 802.11kv

#/lanee Heob6xo0AUMO yKa3aTb XOTA Obl OAMH AManal3oH, B KOTOpoMm b6yaeT pab6oTtatb SSID: 2.4/5/6 I'Tu:
wlc(config-wlc-ssid-profile)# band 2g

wlc(config-wlc-ssid-profile)# band 5g

wlc(config-wlc-ssid-profile)# band 6g

#AKTUBUPYeEM npodunb SSID. B cnyyae Heo6XoAMMOCTM OTKYeHMs SSID Ha Bcex nokauumsax, SSID-npodunb
MOXHO BbIK/IIOYNTbL KOMaHZoh 'no enable':

wlc(config-wlc-ssid-profile)# enable

wlc(config-wlc-ssid-profile)# exit

HacTtpoiika npocpuneii koHdurypauum

Cospgavite npochuib 06LMX HACTPOEK TOYEK AOCcTyna:

wlc(config-wlc)# ap-profile default-ap

#3afaeM naponb AN MOAK/NYEHUS K TO4Yke gocTyna:
wlc(config-wlc-ap-profile)# password ascii-text password

#Mo ymonyaHwio AOCTYM A0 TO4YKam AOCTyna 3akpbiT. Mpy HE06XOAWMOCTU, MOXHO akTMBUPOBaTb AOCTYMN Mo
ssh/telnet n web-uHTepodelic:

wlc(config-wlc-ap-profile)# services

wlc(config-wlc-ap-profile-services)# ip ssh server

wlc(config-wlc-ap-profile-services)# ip telnet server

wlc(config-wlc-ap-profile-services)# ip http server

wlc(config-wlc-ap-profile)# exit

Cospgavite npotnv KoHdurypaumm Tovek goctyna:
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© 15 kaxxaoii Touky JocTyna MOXHO nepeonpeaenuTb napaMeTpbl OTAENbHO Yepes UHANBUAYAbHbII
npotunb. NMoapo6HY NHOPMALMIO O TOUKax AOCTYNa MOXHO HaTK B ohuLnanbHON AOKYyMEHTaLMn
No CCbl/IKe.

Cospaiite npodunnb KOHUIypnpoBaHmsa paanonHTepdieiica, paboTtarollero B YaCTOTHOM Ananas3oHe 2.4 Tu;

wlc(config-wlc)# radio-2g-profile default_2g

#3a/laeM CMUCOK KaHa/noB, M3 KOTOPbLIX To4dka AocTyna 6yAeT aBTOMAaTUYECKU BbIGUPATb HaUMeHee
3arpyxeHHblii pagmokaHan:
wlc(config-wlc-radio-2g-profile)# limit-channels 1,6,11

#Bblbvpaem IEEE 802.11 pexum paboTbl pagnonHTepdeiica:
wlc(config-wlc-radio-2g-profile)# work-mode bgnaxbe

#3ajaem WUPUHY pajunoKaHana:
wlc(config-wlc-radio-2g-profile)# bandwidth 20

#BbicTaBgseMm MOWHOCTb CUrHasna nepejatyunka:

wlc(config-wlc-radio-2g-profile)# tx-power maximal
wlc(config-wlc-radio-2g-profile)# exit

Cospaiite npodnnb KOHUIypnpoBaHus paanonHTepdeiica, paboTtarollero B YaCTOTHOM aAnanasoHe 5 M

wlc(config-wlc)# radio-5g-profile default_5g

#MepeBoAUM PEXUM AUHAMUYECKOrO BbIGOPA 4H4aCTOThl B MPUHYAUTE/bHbIA PEXUM:
wlc(config-wlc-radio-5g-profile)# dfs forced

#3a/laeM CMWCOK KaHa/loB, W3 KOTOPbLIX To4yka AocTyna 6yaeT aBTOMAaTUYECKU BbIGUPATb HaUMeHee
3arpyxXeHHblii paguokaHan:
wlc(config-wlc-radio-5g-profile)# limit-channels 36,40,44,48,52,56,60,64

#Bblbupaem IEEE 802.11 pexum paboThl paguouHTepodeica:
wlc(config-wlc-radio-5g-profile)# work-mode anacaxbe

#3ajaem WNPUHY pajgunokaHana:
wlc(config-wlc-radio-5g-profile)# bandwidth 20

#BbicTaBfeM MOWHOCTb CUrHasla nepegatTyunka:

wlc(config-wlc-radio-5g-profile)# tx-power maximal
wlc(config-wlc-radio-5g-profile)# exit
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Cospgaiite npounsib KOHUrYpUpoBaHUa paavonHTepdielica, paboTatoLero B YacTOTHOM AvanasoHe 6 M

wlc(config-wlc)# radio-6g-profile default_6g

#3a4aeM CNUCOK KaHanoB, W3 KOTOPbLIX TOYKa AocTyna 6yAeT aBTOMATUYECKM BbibupaTb HaumeHee
3arpyxXeHHbll pagunokaHan:

wlc(config-wlc-radio-6g-profile)# Llimit-channels
1,5,9,13,17,21,25,29,33,37,41,45,49,53,57,61,65,69,73,77,81,85,89,93

#Bblbupaem IEEE 802.11 pexum paboTbl pagunounHTepodelica:
wlc(config-wlc-radio-6g-profile)# work-mode anacax

#3afaeM WUPUHY paguokaHana:
wlc(config-wlc-radio-6g-profile)# bandwidth 20

#BbiCTaBNAEM MOWHOCTb CUrHana nepegartyuka:
wlc(config-wlc-radio-6g-profile)# tx-power maximal
wlc(config-wlc-radio-6g-profile)# exit
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HacTtpoiika nokauumu

Mop nokauuei NoHMMaeTCs rpynna ToYek A0CTyna, NpeAHasHauyeHHasn An1a npeaocTaB/eHns cepBuca BHyTpy
TOnorpagonMueckoro 1/unm NoOrMYeckoro CerMeHTa ceTu, KoTopble B 06LLeM cryyae 6yayT KOHUrypupoBaTbes
no oaHMM 1 TeM xe npasuniam (npodounam). Jlokauusi ans Toukm (ap-location) onpegensietcs npu
NOAKMOUYEHNMN TOUKM K KOHTPOIEPY B 3aBUCMMOCTM OT aAjpeCcHOro NpoCcTpaHCTBa. VickntoueHne cocTaBnsieT
nepeonpeaenexune (override) napameTpos u/unu ap-location B HAMBMAYabHO CO3laHHOM LWa6/ioHe Ans
Toukn goctyna no ee MAC-agpecy.

CospaliTe nokauyo 1 onpeaennTe npasuna KOHUIyprpoBaHus TOYEK AOCTYNa, BXOAALWMX B AAHHYHO
noKaumio:

wlc(config-wlc)# ap-location default-location

#Description MoxeT cofepxaTb KpaTKOe onucaHue NoKauun:
wlc(config-wlc-ap-location)# description default-location

#YKas3biBaem npoouin KOHPUrypuposBaHus pafnovHTepdericos:

wlc(config-wlc-ap-location)# radio-2g-profile default_2g
wlc(config-wlc-ap-location)# radio-5g-profile default_5g
wlc(config-wlc-ap-location)# radio-6g-profile default_6g

#YKasbiBaem npodunb o6WMX HACTPOEK To4vyeK gocTyna:
wlc(config-wlc-ap-location)# ap-profile default-ap

#YKa3biBaem npoounm 6ecnpoBOfHbIX CeTeil, KoTopble O6yayT NpefocTaBfsiTb YCAYrv B AaHHOW nokauuu:
wlc(config-wlc-ap-location)# ssid-profile default-ssid

#Tak KakK cxema npegnonaraeTt nepefayy nofb3oBaTeNbCKOro tpadpuka 4veped SoftGRE-TyHHenu, TO
Heob6xo4MMO yKa3aTb, 4YTO NoKauusa paboTaeT B pexume TYHHEIMPOBaHUA:
wlc(config-wlc-ap-location)# mode tunnel

wlc(config-wlc-ap-location)# exit
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OnpegeneHue noacerteli 06CNYXMBaeMbIX TOYEK 4OCTYNa

OnpegennTe apecHoe NPOCTPaHCTBO MOAK/UYAEMbIX TOUEK A0CTyna:

wlc(config-wlc)# ip-pool default-ip-pool

#Description MoxeT cofepxaTb KpaTKOe onucaHue nyna ajpecoB:
wlc(config-wlc-ip-pool)# description default-ip-pool

#MoaceTb IP-afpecoB To4yeK AOCTyna yKasbiBaeTcs B napamMeTpe network. ECAuM faHHbIE mapameTp He
onpegeneH, To BCe TOYKM gocTyna 6yayT nonajaTb Mof AaHHOEe MpaBuio. WCK/YEeHWEe COCTaBAT TOYKM
focTyna, ANs KOTOpbIX CO3haH WHAMBUAYANbHbIA Npodunb KoHPurypauun no MAC-agpecy. MpasBuna B
WHAMBUAYA/IbHOM Mpoouie VMMeKT MNpUopUTET.

#YKasblBaeM sioKauuw, B KOTOpyl 6yAayT nonajaTb TOYKM AOCTyna AaHHOro nysa ajpecoB:
wlc(config-wlc-ip-pool)# ap-location default-location
wlc(config-wlc-ip-pool)# exit

Mo ymonuyaHuto napameTp network nveet 3HaveHune 0.0.0.0/0, To ecTb nog Npasuao nonagaet nto6oi 1P-
agpec. YBugeTb 3Ha4YeHne napameTpa no ymoa4aHnio MOXHO € NOMOLLbI0 KoMmaHabl show running-config full
wic ip-pool.

Ecnu ip-pool orpaHnyeH KOHKpPETHO noaceTbio U IP-agpec ToUkM AOCTyna He nonagaeT B 3Ty NOACETb, a
TaKke A1 3TOW TOUKM A0CTyna He co3faH nHAMBMAyasbHbI npoduab no ee MAC-agpecy, Takas Touka He
OyfeT 06CNyXNBaTbCA KOHTPOIIEPOM.

ABTOperucTpauusi Touek gocrtyna

AKTVBMPYIiTE aBTOPErncTpaumio To4ek A4oCTyna Ha KOHTPOJINepe:

wlc(config-wlc)# service-activator
wlc(config-wlc-service-activator)# aps join auto

Mpn NOAKMOUYEHNIN HOBBIX TOYEK AOCTYNa HE NOTPEeOYeTCH AONOSHUTENbHbLIX AEACTBUN, TOUYKM focTyna 6yayT
3aperncTpupoBaHbl B aBTOMATUYECKOM PEXUME.

BkntoueHue cpyHkumoHana WLC

AkTuBMpYiiTe paboty WLC, ykaxuTte IP-agpec KoHTponiepa A5 ToUeK [0CTyna ¥ COXPaHUTe HaCTPOWKK:

wlc(config-wlc)# enable

wlc(config-wlc)# outside-address 192.168.1.1
wlc(config-wlc)# end

wlc# commit

wlc# confirm

Web-uHmepgpelic

[ns KoHMrypmpoBaHus Moaynsa ynpasneHus Toukamy A0CTyna, a Takke MOHUTOPUHIa npeaycmoTpeH web-
nHTepdeiic, kKoTopbli gocTyneH no npotokony HTTPS B 3aBoAcKoi koHurypaumun. Joctyn no HTTP MOXHO
BK/TOUMTb KOMaHAoM (AononHUTEeIbHO NoTpebyeTcst HacTpouTs firewall gns nponycka Tpadgwvka no nopty 80):
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#lobaBnaem B rpynny cepsuca WEB nopT 80:
wlc(config)# object-group service web
wlc(config-object-group-service)# port-range 80,443
wlc(config-object-group-service)# exit

#Bkodaem HTTP-cepBep
wlc(config)# ip http server
wlc(config)# end

wlc# commit

wlc# confirm

Web-uHtepdeiic no ymonyanuio 6yget goctyneH no URL: https://<IP-address_wlc>, ¢ yueTHO 3anucbto:
admin/password.

OG6HoB/1I€HUE MOoYek docmyna

B koHdurypaLmm no yMosi4aHuio npu nogxIlHeHMN To4ka AOCTyna cpasy aBToMaTtnyeckn 06HOBUTCA Ha
NpoLUMBKY, KoTopasa 3arpyxeHa Ha WLC. Ecniv Touka goctyna yxe Haxoautca nog ynpasneHunem WLC, To
06HOB/IEHME NPOM30NAET Npu paboTe MeHemkepa 06HoBNeHns MO nnn npu nepenogknioverHmun T4 k WLC.
Mepenogx/IoyeHne MOXHO BbINOSIHUTL Yepe3 KoMaHay clear wic ap <mac>.

[nsA 3arpy3ky NpoLUMBKM UCMOSb3YITE KOMaHAy:

#IP-agpec TFTP-cepBepa - 192.168.1.2, WEP-1L-1.2.5_build_16.tar.gz - Ha3BaHue ¢aina MO.
wlc# copy tftp://192.168.1.2:/WEP-1L-1.2.5_build_16.tar.gz system:access-points-firmwares

Ecnn Ha WLC 3arpyeHo Heckonbko haiinos MO, To Touka AocTyna 6yaeT 06HOBNATLCSA HA CaMyto
nocneaHwow Bepcuto. NMoapobHee 06 06HOBNEHUN TOUEK A0CTyNa MOXHO NpounTaTb B cTatbe OOHOBEHME
Touek goctyna.

ANTOPUTM HACTPOIIKK

Pasgen cogepxut anroputm HacTpoiikn moaynsa WLC, RADIUS-cepsepa 1 SoftGRE-koHTponnepa.

LWar OnucaHue KomaHpa Knioun
1 HacTpouTtb wlc(config)#
nokaneHblii RADIUS-  radius-server
cepsep n neperitn B local
PEXIM €To wlc(config-
KOHCOMIypupoBaHusi. radius)#
2 AKTMBUPOBATb wlc(config-
pab6oTy fokanbHoro  radius)# enable
RADIUS-cepsepa.
3 [o6aBuTb NAS 1 wlc(config- <NAME> - Ha3BaHue NAS, 3asaeTcs cTpokoli Ao 235 cUMBOIIOB.
NnepenTn B pexum radius)# nas
ero <NAME>
KOHCOMIypupoBaHusi. wic(config-

radius-nas)#
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LWar

10

11

OnucaHue

3apatb KoY
ayTeHTudukaumn.

YKasaTb CeTb.

Co3patb JOMEH.

Jo6aButb
BMPTYaslbHblii
RADIUS-cepBep 1
nepeiTn B pexnm
ero
KOHUrypupoBaHus.

AKTMBMpPOBATL
pa6oTty
BUPTYasIbHOIo
RADIUS-cepBepa.

Jo6asntb RADIUS-
cepBep B CNNCOK
NCMNONb3yeEMbIX
CEpBEPOB 1 NepenTn
B pPEXWUM €ro
KOHOUIyp1pOBaHus.

3apatb KoY
ayTeHTudukaymm.

Cos3gatb npothusib
AAA v nepeitun B
pexum ero
KOHOUTYpUPOBaHUS.

KomaHpga

wlc(config-
radius-nas)# key
ascii-text
{<KEY> |
encrypted
<ENCRYPTED-
KEY> }

wlc(config-
radius-nas)#
network <ADDR/
LEN>

wlc(config-
radius)# domain
<NAME>

wic(config-
radius)# virtual-
server <NAME>

wic(config-
radius-vserver)#

wic(config-
radius-
vserver)# enable

wlc(config)#
radius-server
host

{ <IP-ADDR> |
<IPV6-ADDR> }
[ vrf <VRF>]

wlc(config-
radius-server)#

wlc(config-
radius-server)#
key ascii-text
{<KEY> |
encrypted
<ENCRYPTED-
KEY> }

wlc(config)# aaa
radius-profile
<NAME>

wic(config-aaa-
radius-profile)#

WLC-Series. PykoBOACTBO N0 3kcnaiyartauun. Bepcusa 1.36.4

Kntoun

<KEY> — cTpoka u3 [4..64] ASCII-cumBonosB;

<ENCRYPTED-KEY> — 3alumMdpoBaHHbIi KoY, 334aETCHA CTPOKOIA
[8..128] cumBoioB.

<ADDR/LEN> - IP-agpec 1 macka nogcetu, 3aaétcs B Buae
AAA.BBB.CCC.DDD/EE, rge kaxpaasn yacte AAA — DDD npuHnumaeTt
3HaveHus [0..255] n EE npuHumaeT 3HaueHus [1..32].

<NAME> - ngeHTndmkaTop 4OMEHa, 3a4aeTCsi CTPOKONR Ao 235
CVMMBOJIOB.

<NAME> - Ha3BaHue BupTyansHoro RADIUS-cepBepa, 3asaeTcs
CTpoKoii Ao 235 CMMBOJIOB.

<IP-ADDR> - IP-agpec RADIUS-cepBepa, 3a0aéTcs B BuAe
AAA.BBB.CCC.DDD, rge kaxgas 4acTb NpYHUMaEeT 3Ha4YeHns
[0..255];

<IPV6-ADDR> - IPv6-anpec RADIUS-cepBepa, 3a1aéTcs B BUAE
XX XXX, rae kaxkpasa yacTtb NpUHUMAaEeT 3HaYeHUs B
LecTHaguatepuyHom gpopmare [0..FFFF];

<VRF> - nms aksemnnsapa VRF, 3agaetca cTpokoii go 31
cMmBona.

<KEY> - cTpoka 13 [4..64] ASCII-cumB0/10B;

<ENCRYPTED-KEY> — 3alumMdpoBaHHbIi KoY, 334aETCHA CTPOKOIA
[8..128] cumBosioB.

<NAME> - ums npodpnns cepeepa, 3agaeTcs CTPokoin Ao 31
cumMBoONa.
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LWar

12

13

14

15

16

17

18

OnucaHue

B npodoune AAA
ykasaTtb RADIUS-
cepsep.

Mepeiitn B
HaCTPOWKM
KOH(UrypmpoBaHus
SoftGRE-
KOHTpoONepa.

Onpepenutsb IP-
agpec NAS

YCTaHOBUTb PeXNM
KOHGourypauum
SoftGRE DATA
TYHHEnNeM.

Ykasartb npousib
AAA.

OTKNOUYNTL 06MEH
ICMP-coobuieHusamu,
KoTopble
ncnonb3ytTesa Ans
NpoBEpPKN
[OOCTYMHOCTU
yOa/IeEHHOrO Wo3a
TyHHenel Wi-Fi
KOHTponnepa.

PaspelumnTb Tpaduk
B M0/1b30BATE/IbCKOM
vlan.

KomaHpga

wic(config-aaa-
radius-profile)#
radius-server
host

{ <IP-ADDR> |
<IPV6-ADDR> }

wlc(config)#
softgre-
controller

wlc(config-
softgre-
controller)#

wlc(config-
softgre-
controller)# nas-
ip-address
<ADDR>

wic(config-
softgre-
controller)#
data-tunnel
configuration
{local | radius |
wic}

wlc(config-
softgre-
controller)# aaa
radius-profile
<NAME>

wic(config-
softgre-
controller)#
keepalive-
disable

wlc(config-
softgre-
controller)#
service-vlan add
{<VLAN-ID> |
<LIST_ID> |
<RANGE_ID> }

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<IP-ADDR> - IP-agpec RADIUS-cepBepa, 3aaéT1cs B BUuae
AAA.BBB.CCC.DDD, rge kaxgas 4acTb MpMHUMAET 3Ha4YeHUs
[0..255];

<IPV6-ADDR> - IPv6-anpec RADIUS-cepBsepa, 3aaéTcs B BUAE
XXX:X:X, rae Kaxkpasa yacTb NpUHMMAaeT 3HavYeHus B
LecTHaauaTepuyHom gpopmare [0..FFFF].

<ADDR> — IP-agpec nctouHuka B otnpasnsemsix RADIUS-nakeTax,
3apaétcsa B Buge AAA.BBB.CCC.DDD, rae kaxaas 4yacTb
npuHumaeT 3Havenus [0..255].

local — pexxum koHdUrypauum, npyn kKoTopom napameTpbl SoftGRE
DATA TyHHenei nony4yarTcs U3 NoKaslbHOM KoHGUrypauum
MapLipyTusaTopa;

radius — pexum, npu KoTopom napameTpbl SoftGRE DATA
TyHHenel 3anpawmBatotcs y RADIUS-cepBepa;

wic — pexum, npu koTopom napameTpbl SOftGRE DATA TyHHenelk
3anpatwmatorca y WLC.

<NAME> - nmsa npodpnnsa cepBepa, 3afaeTcs CTPOKoi Ao 31
cumMBoNa.

<VLAN-ID> — Homep vlan, B koTopoM npoxoanT
Nnosb30BaTe NbCKUiIl TPadovK, NPUHUMAET 3HadeHus [2..4094];

<LIST_ID> - cnucok vlan, ykasbiBaemblii yepes 3ansatyto (1,2,3),
NpYHUMAaET 3HadeHus [2..4094];

<RANGE_ID> - gnanasoH vlan, ykasbiBaetcs yepes tmpe (1-3),
npuHUMaeT 3HaueHus [2..4094].
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LWar

19

20

21

22

23

24

25

26

27

OnucaHue

AKTMBMpoBaTb
paboTy KOHTpo/epa
Wi-Fi.

Mepeitn B
HacTpoiikmn SoftGRE-
TYHHess.

3ajartb pexunm
paboTbl SoftGRE-
TYHHEnNs.

YctaHoBuThb IP-
aflpec /IoKasIbHOro
LUH03a TYHHENA.

AKTMBMpoOBaTh
1CMnosib3oBaHne
KOHGoUrypauum
naHHoro SoftGRE-
TYHHens ans
aBTOMaTU4YEeCKOro
C034aHns TyHHenei
C TaknmMm e mode 1
local address.

BKNOUNTL TYHHESb.

MepeiTn B pasgen
KOHpMrypupoBaHus
KOHTposepa.

Cos3gartb npothusib
KOHUrypmpoBaHusi
06LLUMX HACTPOEK
TOYKM JocTyna.

3apjartb naposnb Ans
NOAK/TIOYEHNSA K
TOuKaMm gocTtyna.

KomaHpga

wlc(config-
softgre-
controller)#
enable

wic(config)#
tunnel softgre
<TUN>

wlc(config-
softgre)# mode
<MODE>

wlc(config-
softgre)# local
address <ADDR>

wlc(config-
softgre)#
default-profile

wlc(config-
softgre)# enable

wlc(config)# wic

wlc(config-wic)#
ap-profile
<NAME>

wic(config-wic-
ap-profile)#

wlc(config-wlc-
ap-

profile)# passwo
rd ascii-text

{ <CLEAR-TEXT>
| encrypted
<HASH_SHA512

>}

wlc(config-wlc-
ap-profile)# exit

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<TUN> - Msi TYHHEens yCTPOIACTBa, 3aa€TCA B BUAE, ONMMCAHHOM
B pasgesnie Tunbl 1 NopsAaoK MMEHOBaHUSA TyHHeNel
mMapLupyTm1saTopa.

<MODE> — pexum paboTbl TYHHE/S], BO3MOXHbIE 3HAYEHUSI:

e data — pexum AaHHbIX;
¢ management — pexum ynpassieHusi.

<ADDR> - IP-agpec NnokasibHOro Wwto3a, 3a4aétcs B
suae: AAA.BBB.CCC.DDD, rae kaxxgas yactb npuHUMaeT
3HaueHus [0..255].

<NAME> - Ha3BaHVe npodnns, 3a4aeTcs CTPOKOW A0
235 cumBONOB.

<CLEAR-TEXT> — naposib, 3a4aéTcs CTPOKOi1 [8-64] cimBo/I0B.

<HASH_SHA512> - xew napons no anroputmy sha512, 3agaércs
CTPOKOIA [16-128] cumBosoB.
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28

29

30

31

32

33

OnucaHue

CospgaTb npodunb
KOHOUTYpMpOBaHUs
paguonHTepdeiica,
paboTatoLero B
4YacTOTHOM
OvanasoHe 2.4 [Tu.

HactpouTb paboty
pexuma
aBTOMaTNYECKOro
YMEHbLLEHUS
LUMPWHBI KaHa1a npu
3arpy>eHHOM

pagvoadupe

YCTaHOBUTL peXxnm
paboThbl
pagnonHTepdeiica.

YCTaHOBUTL KOf,
CTpaHbl.

3anaTb CNucok
KaHas10B 4/15
OVHaMNYecKoro
BblOOpa KaHana.

HacTtpouTb WnMpnHy
KaHana.

KomaHpga

wlc(config-
wic)# radio-2g-
profile <NAME>

wlc(config-wlc-
radio-2g-
profile)# obss-

coexistence {on |

off}

wlc(config-wlc-
radio-2g-
profile)# work-
mode <WORK-
MODE>

wlc(config-wlc-
radio-2g-
profile)#
country-code
<CODE>

wlc(config-wlc-
radio-2g-
profile)# limit-
channels
<CHANNEL>[,<C
HANNEL>]

wlc(config-wlc-
radio-2g-
profile)# bandwi
dth <BANDWIDT
H>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<NAME> - Ha3BaHVe npodnns, 3a4aeTcs CTPOKOW A0
235 cMBOSIOB.

on — pexnm aBToMaTtnyecKoro ymeHblleHnA LWWNpPUHbl KaHaula
aKTuBMpPOBaH,

off - PexXnm aBTOMaTN4eCKOro yMeHbLUEHNA WNPUHBI KaHasla
BbIKJ/THOYEH.

<WORK-MODE> - pexum paboTbl, [OCTYMNHbIE 3HAYEHUS:

e bg

® nax

¢ bgnax

¢ bgnaxbe

<CODE> - kopg cTpaHbl. Bo3MOXHble 3Ha4YeHUS:

* RU

¢ CN (MogaepxaH Tonbko Ans Touek goctyna WEP-30L,
WEP-30L-Z, HaunHasi ¢ Bepcun 2.9.0);

¢ US (MopaepxaH TosbKo Ansa Touek goctyna WEP-30L,
WEP-30L-Z, HaunHas ¢ Bepcun 2.9.0);

<CHANNEL> — HOMep rcnonb3yemMoro kaHana, 4OoCTyMnHble
3HayYeHus B 3aBMCMMOCTM OT KOAa CTPaHbl:

RU:1,2,3,4,5,6,7,8,9,10,11,12,13
CN*:1,2,3,4,5,6,7,8,9,10,11,12,13
US*:1,2,3,4,5,6,7,8,9,10, 11

* -Kopabl cTpaHbl CN 1 US 1 cooTBETCTBYIOLLME KaHa bl MOTyT
6bITb yCTaHOBMEHbI TO/IbKO Ha TA WEP-30L n WEP-30L-Z

<BANDWIDTH> - wu1puHa kaHana, 4OCTynHble 3Ha4YeHns:
e 20;

o 40L;
e 40U.
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34

OnucaHue

HacTpouTb ypoBeHb
MOLLHOCTI AN
pagnonHTepdeiica.

KomaHpga

wlc(config-wlc-
radio-2g-
profile)# tx-
power {minimal |
low | middle |
high | maximal}

Kntoun

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Bo3MOXHble 3HaYeHNsa napameTpa B 3aBUCUMOCTM OT MOAENN
TOYKM gocTtyna 1 3afaHHOro Kkoaa CTtpaHbl yCTaHaB/IMBakT

crepyouime 3HadyeHus mowHocTtu B Agbm Ha T/

Mopenb

WEP-1L

WEP-2L

WEP-3L

WEP-200
L

WEP-30L

WEP-30L-
z

WEP-3ax

WEP-550
K

WOP-2L

WOP-20L

WOP-30L

WOP-30L
S

WOP-30LI

WEP-2ac

WEP-2ac
Smart

Kop
CTpaHbI

RU

RU

RU

RU

RU

CN

us

RU

CN

us

RU

RU

RU

RU

RU

RU

RU

RU

RU

2,41y

minim
al

11

low

12

10

middle high
10 13
10 13
14 15
7 10
8 12
6 9
10 15
8 12
6 9
10 15
11 14
8 12
10 13
12 14
8 12
6 9
8 12
11 14
11 14

maxim
al

16

16

16

16

16

13

20

16

13

20

16

16

16

16

16

11

16

16

16
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35

36

37

38

OnucaHue

Cos3gatb npocunib
KOHOUrypupoBaHms
pagnounHTepdelica,
paboTatoLlero B
YacTOTHOM
AnanasoHe ST,

HacTtpouTb pa6oTy
pexuma
aBTOMAaTUYECKOTO
YMEHbLLUEHNSA
LUIMPWHBI KaHana npw
3arpy>eHHOM

paguoadgupe

YCTaHOBUTb pPexum
paboThbl
pagnonHTepdeiica

YCTaHOBUTL KOf,
CTpaHbl

KomaHpga

wic(config-
wlc)# radio-5g-
profile <NAME>

wlc(config-wlc-
radio-5g-
profile)# obss-
coexistence {on |
off}

wlc(config-wlc-
radio-5g-
profile)# work-
mode <WORK-
MODE>

wlc(config-wlc-
radio-5g-
profile)#
country-code
<CODE>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

WOP-2ac RU 5 8 11 14 16
WOP-2ac: RU 5 8 11 14 16
rev.B

WOP-2ac: RU 5 8 11 14 16
rev.C

WOP-3L- RU 11 12 14 15 16
EX

WEP-50L RU 0 4 8 12 16

<NAME> - Ha3zBaHue npouns, 3agaeTcs CTPOKOM A0
235 cMmBONOB.

on — peXxnm aBTOMaTtnyeCKoro ymeHbLleHnsA LWWNpuHbl KaHasla
aKTMBMpoOBaH,

off - peXnm aBTOMaTN4eCKOro yMeHbLUIEHNA WLNPUHBI KaHasla
BbIK/TIOYEH.

<WORK-MODE> — pexum paboTbl, 4OCTYMHbIE 3HAYEHUS:

e anacax
e anacaxbe

<CODE> - ko cTpaHbl. BO3MOXHbIe 3HaYeHUs:

e RU

e CN (MoppaepxaH Tonbko Ans Todek goctyna WEP-30L,
WEP-30L-Z, HaunHasi ¢ Bepcun 2.9.0);

¢ US (MopaepxaH TofbKo Ans Touek goctyna WEP-30L,
WEP-30L-Z, HaunHas ¢ Bepcum 2.9.0);
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LWar OnucaHue

39 3apartb CNUcok
KaHas10B 4151
AVHaMUYecKoro
BblbOpa KaHana.

40 HacTpouTb WMpUHY
KaHana.

KomaHpga

wlc(config-wlc-
radio-5g-
profile)# limit-
channels
<CHANNEL>[,<C
HANNEL>]

wlc(config-wlc-
radio-5g-
profile)# bandwi
dth <BANDWIDT
H>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<CHANNEL> — HOMep 1cnonb3yemMoro kaHana, oCTynHble
3Ha4yeHusa B 3aBMCMMOCTM OT KOAa CTPaHbl:

RU: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157,
161,165

CN*: 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,157,161, 165

US*: 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112,116, 120,
124,128,132,136, 140, 144,149, 153,157,161, 165

* -koppbl cTpaHbl CN 1 US 1 cooTBETCTBYIOLIME KaHa bl MOTYT
ObITb YCTAHOB/EHbI TONbKO Ha T[ WEP-30L n WEP-30L-Z

<BANDWIDTH> — wupurHa kaHana, 4OCTYMHbIE 3HAYEHUS:

* 20;

e 40L,;

e 40U;

e 80;

* 160 (noaaepxaHo Tonbko Ha WEP-550K).
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41

OnucaHue

HacTpouTb ypoBeHb
MOLLHOCTI AN
pagnonHTepdeiica.

KomaHpga

wlc(config-wlc-
radio-5g-
profile)# tx-
power {minimal |
low | middle |
high | maximal}

Kntoun

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Bo3MOXHble 3HaYeHNsa napameTpa B 3aBUCUMOCTM OT MOAENN
TOYKM gocTtyna 1 3afaHHOro Kkoaa CTtpaHbl yCTaHaB/IMBakT

crepyouime 3HadyeHus mowHocTtu B Agbm Ha T/

Mopenb

WEP-1L

WEP-2L

WEP-3L

WEP-200
L

WEP-30L

WEP-30L-
z

WEP-3ax

WEP-550
K

WOP-2L

WOP-20L

WOP-30L

WOP-30L
S

WOP-30LI

WEP-2ac

WEP-2ac
Smart

Kop
CTpaHbl

RU

RU

RU

5Ty

minim
al

11

11

11

10

11

11

11

low

13

13

13

11

12

13

13

13

middle high
15 17
15 17
15 17
14 17
10 15
10 15
10 15
10 15
10 15
10 15
15 17
10 15
15 17
15 17
10 15
6 9
10 15
10 15
15 17

maxim
al

19

19

19

19

19

20

20

19

20

20

19

19

19

19

19

11

19

19

19
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42

43

44

45

46

OnucaHue

HacTpouTb pexum
AVHamMnyeckoro
BblbOpa 4acToThl.

Co3pgatb npochusib
KOHMrypupoBaHus
paguonHTepdeiica,
paboTtatoLiero B
4acTOTHOM
AnanasoHe 6 T,

HactpouTb paboty
pexuma
aBTOMaTUYECKOr0O
YMEHbLLEHNSA
LUMPWHBI KaHana npu
3arpy>eHHOM

paguoagupe

YCTaHOBUTb pexnm
paboThbl
pagunonHTepdeiica.

YCTaHOBUTbL KOA
CTpaHbl

KomaHpga

wic(config-wic-
radio-5g-
profile)# dfs
{auto | disabled |
forced}

wlc(config-wic)#
radio-6g-profile
<NAME>

wlc(config-wlc-
radio-6g-
profile)# obss-
coexistence {on |

off}

wlc(config-wlc-
radio-6g-
profile)# work-
mode <WORK-
MODE>

wlc(config-wlc-
radio-6g-
profile)#
country-code
<CODE>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

WOP-2ac RU 1 6 10 15 19
WOP-2ac: RU 1 6 10 15 19
rev.B

WOP-2ac: RU 1 6 10 15 19
rev.C

WOP-3L- RU 11 13 15 17 19
EX

WEP-50L RU 0 4 8 13 17

auto — mMexaHu3M BKJTHOUEH;

disabled — mexaHu3m BbIktouYeH. DFS-kaHanbl He AOCTYMNHbI ANs
BbIOOPA3;

forced — mexaHn3m BblkntoueH. DFS-kaHanbl 4OCTYNHbI 1S
BbIGOpa;

<NAME> - Ha3BaHVe npodnns, 3a4aeTca CTPOKOW A0
235 cMMBO/IOB.

on — pexnm aBTOMaTtnyeCKoro ymeHbLleHnA LWNpPUHbI KaHa1a
aKTMBMNpPOBaH,

off — pexxum aBTOMaTNYECKOro YMeHbLUEHUS LUMPUHLI KaHana
BbIK/TOYEH.

<WORK-MODE> - pexum paboTbl, [OCTYMNHbIE 3HAYEHNS:

e ax, axbe — Ansa yacTtoTHoOro AnanasoHa 6 u.

<CODE> - kop, cTpaHbl. Bo3mMoXHble 3HaueHus: RU
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47

48

49

50

51

52

53

OnucaHue

3apatb Cnmcok
KaHas10B A/15
AVHaMMUYecKoro
BblbOpa KaHana.

HacTtpouTb WnMpnHYy
KaHana.

HacTpouTb ypoBeHb
MOLLHOCTI AN
pagnonHTepdeiica.

Cos3gatb npochusib
KOHUrypupoBsaHus
RADIUS-cepBepa.

YkasaTtb |IP-agpec
RADIUS-cepBepa,
KOTOpbIA OTBEYaeT
3a ayTeHTUrKaymio.

YKasaTb naposb
RADIUS-cepBepa,
KOTOpbIA OTBEYaET
3a ayTeHTUrkaymio.

YKasaTb JOMEH.

KomaHpga

wlc(config-wlc-
radio-6g-
profile)# limit-
channels
<CHANNEL>[,<C
HANNEL>]

wlc(config-wlc-
radio-6g-
profile)#
bandwidth
<BANDWIDTH>

wlc(config-wlc-
radio-6g-
profile)# tx-
power {minimal |
low | middle |
high | maximal}

wic(config-wic)#
radius-profile
<RADIUS-ID>

wic(config-wic-
radius-profile)#

wlc(config-wlc-
radius-profile)#
auth-

address <ADDR>

wic(config-wic-
radius-profile)#
auth-

password ascii-
text { <CLEAR-
TEXT> |
encrypted
<HASH_SHA512

>}

wic(config-wic-
radius-

profile)# domain
<NAME>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<CHANNEL> — HOMep 1cnonb3yemMoro kaHana, oCTynHble
3HaveHns: 1,5,9,13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61,
65, 69, 73,77, 81, 85,89, 93

<BANDWIDTH> - wupuHa kaHana, 4OCTyMnHble 3Ha4YeHuns:

e 20;
o 40L;
40U;
e 80;
160;
320.

Bo3MmoxHble 3HaUYeHUA napameTpa ycTaHas/IMBaloT creaytoLme
3Ha4yeHna mowHocTu B abm Ha TA:

e minimal — 0 gbm
low — 5 nbm
middle — 10 gbm
high — 15 gbm
maximal — 19 gbm

<RADIUS-ID> - npgeHtncmkarop RADIUS-cepBepa, 3agaetca
CTpOKoii Ao 235 CMMBOJIOB.

<ADDR> — IP-agpec RADIUS-cepBepa, 3aaéT1cs B
suae: AAA.BBB.CCC.DDD, rae kaxxgas yactb NnpuHUMaeT
3HaueHus [0..255].

<CLEAR-TEXT> — naponb, 3aaaéTtcs CTpokoii [8-64] cumeona.

<HASH_SHA512> - xew napons no anroputmy sha512, 3agaércsa

CTPOKOIA [16-128] cumBonos.

<NAME> - ngeHTudmnkaTOp AIOMEHa, 3a4aeTCsi CTPOKON A0 235
CVMMBOJIOB.
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54

55

56

57

58

59

OnucaHue

CospgaTb npodunb
KOHOUTYpMpOBaHUs
SSID.

3apaTb onucaHue
npodounns.

HacTtpoutb
YaCTOTHbII
AmanasoH, B KOTOPOM
6yaeT npoucxoantb
BeLaHne SSID.

YKa3aTb
Nnosib30BaTe IbCKUiA
vlan.

YCTaHOBUTbL peXum
6e3onacHocTu
NOAK/TIOYEHNSA K
SSID.

Yka3atb npogusib
RADIUS-cepsepa.

KomaHpga

wlc(config-
wic)# ssid-
profile <NAME>

wlc(config-wlc-
ssid-profile)#

wlc(config-wlc-
ssid-

profile)# descrip
tion
<DESCRIPTION>

wlc(config-wlc-
ssid-profile)#
band <BAND>

wlc(config-wlc-
ssid-profile)#
vlan-id <ID>

wlc(config-wlc-
ssid-

profile)# security
-mode <MODE>

wlc(config-wlc-
ssid-profile)#
radius-profile
<RADIUS-ID>

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<NAME> - Ha3BaHne npodunns SSID, 3agaeTcs CTpokoit go 235
CMMBOJIOB.

<DESCRIPTION> — npon3Bo/ibHOE OnucaHune, 3a4aeTcs CTPOKOIA
[o 255 cumBonos.

<BAND> — ananasoH 4acToT, OCTYMHblEe 3HAaYEHNS:

<ID> - ngeHTudumKaTop vlan, NprHMMaEeT 3Ha4YeHUs B AuanasoHe
[0-4094].

<MODE> - pexum 6e30nacHOCTH, fOCTYNHblE 3HAYEHUS:

e OWE

o WPA;

o WPA2;

e WPA2_1TX;

o WPA2_WPA3;

e WPA2_WPA3_1X;
o WPAS3;

e WPA3_TX;

o WPA_1X;

o WPA_WPA?2;

e WPA_WPA2_1X;
o Off.

Pexum 6e3onacHocTn WPA3 nogaepxusaeTcs TO/IbKO Ha TOUKax
poctyna mogeneii WEP-3ax, WEP-30L, WEP-30L-Z, WOP-30L,
WOP-30LS, WEP-3L, WOP-3L-EX, WOP-30LI, WEP-50L, WEP-550K.

Mpw BbIGOpe CMeLLaHHOTO pexunma 6e3onacHocTy (Hanpumep,
WPA2_WPA3) WPA3 GyaeT npMMeHEH TOMbKO A/15 TeX TOUEK

[0CTyna, KOTopble ero NoAAepPX1BatoT, 471 OCTasIbHbIX ByaeT
npuMeHeH BTopoli pexum (WPA2).

<RADIUS-ID> - npgentncmkarop RADIUS-cepBepa, 3agaetca
CTpOKoii A0 235 CUMBOJIOB.
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60

61

62

63

64

65

66

67

68

OnucaHue

3apatb Ha3BaHue
SSID, koTopbIii 6yaeT
Belarbcs
no/sib30BaTessim.

AKTMBMpPOBATL
pa6oty SSID.

CospgaTb npodunb
nokaumu.

3apaTb onucaHue
nokauuu.

YkaszaTb
cyllecTBytoLime
nNpodnn HacTpoek
pagnonHTepdgeincos
Touek gocrtyna.

Ykasatb
CYLLECTBYOLLUIA
npodonsib 06LLMX
HacTpoex.

Ykazatb npodusib
SSID, koTopblii 6ygeT
Ha3Ha4eH Toukam
joctyna.

BKounThL pexxum
TYHHENMpoBaHus
ONA Touek goctyna
nokauuu

Co3sgatb agpecHoe
NPOCTPAHCTBO /15
[locTyna K
KOHTpONNepy.

KomaHpga

wlc(config-wlc-
ssid-profile)#
ssid <NAME>

wic(config-wic-
ssid-profile)#
enable

wlc(config-wic)#
ap-location
<NAME>

wlc(config-wlc-
ap-location)#

wlc(config-wlc-
ap-

location)# descri
ption
<DESCRIPTION>

wlc(config-wlc-
ap-location)#
radio-5g-profile
<NAME>

wlc(config-wlc-
ap-location)#
radio-2g-profile
<NAME>

wlc(config-wlc-
ap-location)#
ap-profile
<NAME>

wlc(config-wlc-
ap-

location)# ssid-
profile <NAME>

wic(config-wic-
ap-location)#
mode tunnel

wlc(config-wic)#
ip-pool <NAME>

wic(config-wic-
ip-pool)#

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<NAME> - Ha3BaHwue SSID, 3agaeTcsa CTPOKoi A0 32 CMBO/IOB.
HasBaHus, cogepxatypne npobesn, HeobxoaMMo 3aknoyaThb B
KaBbIUKM.

<NAME> - Ha3BaHVe Nnpodnns /I0KasIbHOro KOHQUryprupoBaHus,
3ajaeTcs CTPOKoW A0 235 CMMBOJIOB.

<DESCRIPTION> — npon3Bo/ibHOE OnucaHune, 3a4aeTcs CTPOKOA
0o 255 cumBonoB.

<NAME> - Ha3BaHVe npodnns, 3a4aeTcsa CTPOKOW A0
235 cumBOOB.

<NAME> - Ha3BaHue npoduns, 3agaeTcs CTpokoi ao 235
C/MBOJIOB.

<NAME> - Ha3BaHne npodunns SSID, 3agaeTcs CTpokoit go 235
C/YIMBOJI0B.

<NAME> - Ha3BaHVe aZpecHOro NpPoCTpaHCTBa, 3a4aeTcA
CTpoKoii Ao 235 CUMBOJIOB.
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69

70

71

72

73

74

OnucaHue

Yka3aTb nogcetb
TOYek JocTtyna.

YKaszaTtb Ha3BaHue
nokauuu, B KOTOpPYH
nonagyT TOUKU
JocTyna c agpecamu
13 3af,aHHOIA
noacetu.

Mepeitn B
HaCTpOIKM cepBuC-
aKkTuartopa.

HactpouTtb
aBTOMaTNYeCcKyto
perncrpaumio To4ek
JocTyna Ha
KOHTposiepe.

YkasaTb IP-agpec
KOHTpO/i/iepa B cetu
Touek goctyna

AKTMBMpPOBATL
paboty
KOHTposiiepa.

10.1.2 Hactpoliika AirTune

KomaHpga

wlc(config-wlc-
ip-pool)#
network <ADDR/
LEN>

wlc(config-wlc-
ip-pool)# ap-
location <NAME>

wlc(config-wlc)#
service-activator

wlc(config-wlc-
service-
activator)#

wlc(config-wlc-
service-
activator)# aps
join auto

wlc(config-wic)#
outside-address
<ADDR>

wlc(config-wic)#
enable

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Kntoun

<ADDR/LEN> - IP-agpec 1 macka noacetu, 3agaércs B Buae
AAA.BBB.CCC.DDD/EE, rge kaxpasa yacte AAA — DDD npuHumaet
3HaueHus [0..255] u EE npunumaeT 3Hadenus [1..32]. Mopa ceTb
0.0.0.0/0 nonagatot BCe agpeca.

<NAME> - Ha3BaHuMe fnokauun, 3agaeTcst CTPoKoin ao 235
C/YMBOJIOB.

<ADDR> - IP-agpec KOHTpoO//1epa, 3a4aEéTCa B
suae: AAA.BBB.CCC.DDD, rge kaxpaasn yacte npuHUMaeT
3HaueHus [0..255].

OfHMM 13 NPUOPUTETHBLIX HanpaB/IeHWI MO pPa3BUTUIO ToUek gocTyna B o6nactu Enterprise&High-Density Wi-Fi
ABNseTcsa peanusauns cepsuca AirTune, OCHOBHOW oyHKLMen koToporo siBnsietcs Radio Resource
Management (RRM).

Radio Resource Management no3BosisieT aBTOMaTUYECK/ ONTUMU3NPOBATL XapakTEPUCTVKM TOUYEK AOCTyna B
3aBMCUMOCTU OT TEKyLLMX yCnoBuii. Cepeuc AirTune He 3aMeHsieT co60ii npoueaypbl
paguonnaHMpoBaHuUs, HO NO3BOJISIET MPOBECTMN (PMHASIbHbI 3Tan ONTUMU3ALMM CETH, a TaKKe BECTY
MOCTOSIHHbIV KOHTPO/Tb.

Vicnosib3yemble TEXHOTOTUN U a/TTOPUTMBI:

e Dynamic Channel Assignment (DCA) — anropuTmM aBTOMaTUYECKOTO pacnpeaeneHns YacTOTHbIX

KaHasI0B KO0/ TOUKM A0CTYyna B CETU AN U36eXaHUa MHTEPEPEHLMM MEXIY HUMY;

 Transmit Power Control (TPC) — anroputm ynpaeieHu1si MOLHOCTbIO NEPEAATUMKOB C LIE/bIo

obecneyvyeHns ONTUMasibHOW 30Hbl NOKPbITNA CETN N MUHNMIN3aL NN «KOHd)fIVIKTHbIX» ob6nacrei, roe
KNMNEeHT HaxoaAnTCA B 30HE YBEPEHHOIO npnema HeCKOJIbKMX COCeHNX TOYEK A0CTYIMa,

 Load Balancing — anropytm aBToMaTW4€CKOro pacnpeaeseHns KIMEHTCKMX YCTPOWCTB MeXy TOUKamMm.

B cnyyae neperpysku cepBuc onpeaenvT 6onee ontuMasbHyto T/, Ansi NOAKUYEHNS KTMEHTA 1
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WLC-Series. PYyKOBOACTBO MO 3KcnnyaTtaunn. Bepcus 1.36.4
BblJACT pekomMeHAaunn Ha TOUYKN [OCTYyNa, KIUeHT ByaeT BuaeThb B adoupe 1onbko 1 T/,
pekoMeH0BaHHY0 ANA aBTopUsaunu;
e Roaming — nogaepxka ctaHaapToB 6ecloBHOro poymuHra 802.11r/k/v.

OCHOBHbIMU 3ajavdyamMmn beHKLI'I/IOHafIa ABNIAKOTCA:

e ABTOMaTMYECKass HaCTpoiKa pabounx KaHasI0B Mexay Toukamu AOCTyna;

e ABTOMAaTUYeCKas NOACTPOIKA N3/TyYaeMOI MOLHOCTY A5t CTaBWU/IbHOCTU 30HbI MOKPLITUSA («COTbI»);
OnTummnsaumst NPoNycKHOM CNocCOBHOCTM 6eCcnpPOBOAHOI CEeTY;

MuHMMM3aUUS «KOHMPIMKTHBIX» 06/1acTen Mexay ToukaMu 40oCTyna,;

e PaBHOMEpPHOE pacnpegeneHne Harpyskm mexay Toukamm gocTyna;

Monck oNTUMasIbHOM TOYKM AOCTYNa AJ/19 K/IMEeHTa HaXOAsALWerocs B «<HeyBepeHHOM» 30He npuemMa;
MuHUMM3aLMSA «ClydaliHbIX» NepenoakNioYeHnii KNMEHTOB Ha rpaHuLax «coT;

e [Nogaepxka 6eCLLIOBHOr0 POyMUHra KMEHTOB MexXay Toukamu gocTyna.

Mpn pa6ote dyHKunoHasa TPC/DCA Toukum gocTyna no KomaHge OT cepBuca C MOMOLLbI cheunasibHbIX
naketoB (Action Frame) cobupatoT MHopMauuo O paguocpeae B TeKyLMiA MOMEHT BPeMEeHW. 3atem
nepegarwT MHAOPMaUM0 Ha CEepPBUC, KOTOPbLIA BbINOAHAET aHa/In3 «kadecTBa paguoadmpa» M NpoBoauT
ONTMMM3aLMI0 NapamMeTPoB AN KaX40M TOUYKM A0CTyNna, YTO obecneymBaeT paBHOMEPHOCTb 30HbI MOKPLITUA 1
MUHUMU3ALNIO UHTEPdEpPEHLNN.

Takke cepBUC BK/IKOYAET B Ce65 (PYHKUMOHA POYMUHTaA:

e CUHXPOHM3aLMsa CNNCKOB COCeAHMX Touek goctyna ctaHgapTta 802.11k, KOTOpbIi NO3BONASIET KINEHTY
npu ocnabeeBaHnn cUrHasia ¢ TeKyLLel TOUKM JOoCTyna nckatb 60/1ee NoAXoAsLLy0 TOUKY AOCTyna 13
pPEKOMEHAYEeMOro CrnvcKa, a He aHaIn3npys Becb adup.

e CornacosaHue Kno4en mexay Toukamy goctyna ans poymvHra ctaHgapta 802.11r, KOTopbli N03BoONSET
3HaUYNTENIbHO YCKOPATL MPOLLECC NEePEKNOYEHN KNEHTa MeX Ay ToUKaMu A0CTYNa, T. K. KIIMEHTY He
HY)XHO OyAeT NPOoXoAnTb NOBTOPHYO MOJIHYI0 aBTOpM3aL M0 Ha BCTPEYHON ToUKe AOCTyNa, TO/IbKO
YCKOPEHHYIO.

© .15 pa6oTsl poymunra crangapTos 802.11k/r Heo6xoAMMa NOAAEPXKKA CTaHAAPTA CO CTOPOHbI
K/IMEHTOB.

MpocToii npumep paGoTbl ONTUMU3ALMM CETY C MOMOLLbIO CEPBUCA NPeACTaB/eH Ha KapTuHke ((PyHKLMoHa
DCA+TPC):

BbiCOKMI ypOBEHb UHTEPDEpEHLUN CHUXXEHHbIN YpOBEHb MHTEpdEepeHumn
A0 ONTUMM3aLUN nocne onNnTMMMU3auum

1 Channel

6 Channel
(((n))
11 Channel

: (((0))) | @ . (((o))) ‘ ( 4
; . { - Airtune Server

7

((( . )\> ((( a ))) |

98



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Anroputm pa6oTbl

T/, npu noaxnoueHun K cepeepy (coeanHeHne mexay T, u cepBepoM OCYLLECTB/ISIETCS N0 NPOTOKO/TY
WebSocket) otnpasnsieT cooblieHune "subscribe-request’, rae nepegaet cBov napameTpbl, TakMe Kak:

e 3aBO/ICKME YCTaHOBOYHbIE NapaMeTpbl (CEPUiiHbIA HOMep, TUN ycTpoiicTBa, MAC-aapec);
* VIMsi loKaumn (reorpadmuecknin JoMeH);

* pafMo HACTPOIKK (KaHasl, MOLLHOCTb);

cnucok SSID;

® CMNNCOK NOAK/THOYEHHBIX KIIMEHTOB.

Mocne Toro Kak T[, nocTponna ceccuro ¢ cepBrcom, Ha AirTune ToUKu rpynnupyoTca no gomeHam. Ecnm Ha
cepBuce HeT JoMeHa, KOTOPOMY NPUHAAIEXUT Touka, AirTune oTnpasnsAeT oTkas B 06CNyXMBaHUW.

Ecnun Ha AirTune JOMeH HacTpoeH, TO cepBep oTnpasnseT "subscribe-response’ ¢ ykasaHneMm kakne oyHKUnn
(DCA, TPC, Load Balance) HacTpoeHbl An1a 3T0ro oMeHa.
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Oontumusayusa (DCA, TPC) npoxoAuT BHYTPY NoKaLMK MO CNeaytoLemMy CLeHapuLo:

(G2~

N o

Access Point WLC

Subscribe-Request with AP domain

Moakniouenue T k cepsucy

Subscribe-Response

RRM-Mode-Response

onTuMnaaunen

CWHXpPOHW3aUWs NnapameTpos
mexay TIl v cepsucom nepef

RRM-update

CkaHnposaHne
acpupa

Mpouecc
onNTUMM3aLMK

RRM-Response

v

RRM-info

. Ha nepBom aTane npoucxogut asTtopusaumns T Ha cepsuce AirTune, 41151 3Toro cuctema ynpasfeHns

nocpenctsom SNMP-set 3anpoca koHurypmpyet Ha Toukax goctyna URL cepsuca AirTune.

. Tl nogHMMaloT ceccuto ¢ cepBrncoMm, 06MeHsBLLIMCL NakeTammn Subscribe-Request/Subscribe-Response,

B KOTOpbIX T[] MHOpPMUPYET CEpPBUC O TeKyLLEel KoHdurypaumn. B cnydae, ecnim Ha cepBuCe He
CyLLIeCTBYET reorpadduyecknini AOMeH, nepefaHHblil B COOBLLEHUN OT TOYKKW, CEPBUC ByaAET UTHOPUPOBATh
3anpockl. Ecnn goMmeH HageH, NogKItoYeHne NponNcXoanT YCneLwHo.

. CepBep oTnpasnsieT Ha T/ 3anpoc «rrm-request-mode», 4To6bl akTyann3nmpoBaTh TEKYLLYH

NHCOPMALMIO O HKX, T. K. ONTUMU3ALMS MOXET HayaTbCsl He TOJ/IbKO MOC/1e NOAKMOUYEHUS TOUKM, a TakkKe
niaHoOBO /IGO0 Mo KOMaHAe aAMUHUCTpaTopa CnycTsi 40/IT0e BpeMsl Nocsie NepBMYHOro NoAK/IYeHus.

. T[l oTBEUaloT «rrm-response-mode», B KOTOPOM nepeaatoT CBOM TEKyLLME paamo napaMeTpsbi.
. CepBep 0TNpaB/isieT 3anpoc Ha CKaHMPOBaHME OKPYXeHus «rrm-update». B 3aBUCUMOCTY OT ONLMK

eltex-rrm-scan ckaHMpoBaHNe MOXeT 6bITb «0ObIYHbIM» (TOUKA NepebupaeT AOCTYMNHbIE KaHaslbl U
[leTeKTMPYeT BCe BUAUMbIE TOUKM) /IMOO cneumasibHbIM, KOrAa TONbKO TOUKM 13 AoMeHa nepeaatoT
cneymnasnbHble action-nakeTbl B 0AVH 3apaHee onpeaesieHHbIi MOMEHT BPEMEHMW.

. TOUKM OTNPABAAOT Pe3y/ibTaT CKAHMPOBAHMS Ha CEPBEP COOBLLIEHNEM «ITM-TeSPONSE».
. MonyunB pe3ynbTaThbl OT Bcex T/, B nokaluu, CepBep B 3aBUCUMOCTM OT HAaCTPOEK onpeaensieT ans

KavkA0li TOUKM ONTMMasIbHY MOLLHOCTb, ONTYMasIbHbIN KaHaUl, CMMCOK coceiei 1 oTnpaBnsiet
coobLeHne «rrm-infox.

. T[}, NnpUMEHSIOT peKoMeH/10BaHHble HACTPOVKK, 1 ONTUMM3ALUA CUMTAETCS 3aBEPLLUEHHOMN.
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© OnTumuzauMs NpovcxoanT B CREAYIOLMX CyuasX:
e HOBasi Touka fo6aBunach B SIOKALMIO;
ofiHa 13 T[], Obl/1a OTK/IHOUEHa;
Ha OAHOI 13 TOYEK Bbl/IN U3MEHEHbI PaAMo NapameTpbl;
no Tarimepy (optimization time);
Mo KOMaHze agMUHUCTpaTopa.

OonTnmMmsauunsa He NPoOUCXoauT B Cydae:
e nepesanycka T/,
e KOPOTKOro nponagaHusa cBasmn mexay T/ n cepsucom,
e 00HOBNEHUA TA.

CueHapuii 6anaHCMPOBKN KNIMEeHTOB Ha T/

Client Access Point WLC

Subscribe-Request with AP domain

MoaxntoueHune T/ K cepsucy

Subscribe-Response

mmmmm e m e m e e e ——
" I RRM-Request-Mode
3 s a4
§ RRM-Mode-Response
2 RRM-Update
g A e
=l
o4 o
x £
=

= ] g
2 g8
S £3
g §c
=3 o
o
S RRM-Response
[}
3 RRM-Info
= A mmm e m -

Assoc-Request

Assoc-Response RRM-Client-Assoc

(Mac, RSSl, SSID)

RRM-Client-Assoc-Ack (ans noptanbHbix SSID)

Disassoc-Request

Disassoc-Response

CueHapwit NoAKNoYeHNs
KAMEHTa B XOPOLUMX YCNOBUAX

Assoc-Request

Assoc-Response
PP J RRM-Client-Assoc
(Mac, RSS|, SSID)

RRM-Probe-Request (ko Bcem T[], KpOMe UCXOAHOIA)

RRM-Probe-Response

RRM-Client-Assoc-Ack (ana nopTanbHbix SSID) Nc,"" Hailgesa
--------------------------------- “onmumanskas TA?

RRM-Disassoc-Request (Ha ucxogyto T/1)

CLeHapuii NOAKNIOYEHUA KIUEHTa C HU3KUM RSSI
nnbo NoAKNOYEHNe Ha NeperpyXKeHHyto T

Assoc-Request RRM.-Client-Assoc
K pekomenayemoit T[], (Mac, RSSI, SSID)

RRM-Client-Assoc-Ack (ans noptansHbix SSID)
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B cnyuae, ecnu anroputmbl TPC/DCA BKNOUYEHBI BMECTe ¢ 6anaHCUMPOBLLMKOM, IGO0 BKIOYEHA Onuus
«optimization candidate neighbors», ToO nepBbiM 3Tanom NPoONCXoauT NONCK COCEACTBYOLLMX TOYEK B

athupe.

© B cnyuae, ecnn BrtoueHa onuus «optimization candidate all» B npocoune AirTune, To NyHKT
«lMounck cocecTBYIOLLMX TOUeK B admpe» byaeT NponyLLeH, paccbliika 6yaeT OCyLeCcTBNATLCA
BceMm T/, Haxo4AWMMCA B O4HOI NoKauun.

. HaumHatotca cueHapum paboTtbl 6anaHcmposLymka. Mpy nogxItovYeHnn HOBOro kveHTa ¢ T, Ha cepBep

oTnpasnsieTca coobuieHune «rrm-client-assoc», B koTopom cogepxutca MAC-agpec knneHta SSID, K
KOTOPOMY K/IMEHT NOAKNIOUUACA. B cnyyae ecnu nofKNtoYEHHbIA KNMEHT HaX04MTCA B 30He YBEPEHHOIO
npuema, n T[, He ABNSAETCA 3arpy>XEHHON, CEPBUCOM HUKaKMX AENCTBUI He NpeanpuHMMaeTcs,
oTnpas/isieTcs ToNbKo coobuieHne «RRM-Client-Assoc-Ack» ans noptasibHbIX KNMEHTOB. Nocne 3Toro
T/, pa36ioKMpyeT KNMEHTOB A5 AOCTyna B MHTEPHET (EC/IM NOMb30BaTE b Y)Ke aBTOPKU30BasICs Ha
noprasne).

. Ecnu npu nogkntoueHnn knveHTa AaHHas Touka siB/ISeTCs 3arpyXeHHol (MPeBbIleH IMMUT KIMEHTOB),

W KNINEHT MMEET CUTHaUT HUXKE YCTaHOB/IEHHOTO YPOBHS, CEPBEP MHMLMMPYET NPoLLecc 6asiaHCMPOBKM
3TOro K/MeHTa.

. CepBuc oTnpaBnseT «cocefHUM» T/, Ha KOTOPbIX HACTPoeH Takoi xe SSID, coobLueHune «rrm-probe-

request», UTOGbI ONPeaennTb, C KakuM ypoBHeM curHana T/, «<BUAsiT» AaHHOTO K/IMeHTa.

. T oTBeyaloT coobLieHnem «rrm-probe-response», B KOTOPOM yka3blBalOT ypoBeHb curHasia RSSI.
. Ecnu cepsep He Hawen nogxogsLein ToUkn ANs KNMeHTa, OH OCTaB/IseT ero Ha Tekyweir. Ecnm

oNnTMMasibHasa TOYKa HangeHa, OTKoYaeM KNneHTa ot Tekyuwein T komaHgoin«rrm-disassoc-request,
Ha BCEX OCTasIbHbIX, KPOME ONTUMasIbHON, 610KMpyeM KnimeHTa komaHgon «rrm-blacklist». Takum
06pa3om, KIMEeHT BUAWT B achmpe ToNbko 1 uenesyto T/, 1 Npon3oingeT nepeknioyeHmne KnneHTa

(poyMumHr).

BanaHcypoBKa KIMEHTOB MeX/y ToukaMu A0CTyna NPOUCXoAUT B paMKax ofHoro uHtepdeiica (2.4
My vnm 5 w).

Ecnn knneHT nogknoumncs B 2.4 ' K 3arpyXeHHon T/, To ero 6anaHcupoBka Ha CBOGOAHbIN
nHTepdeinc 5 N, BTOPOI TOUKM A0CTyna NPOUCXoAnTb He ByaeT, TOMbKO Ha aHaIormyHbIi MHTepdieinc
(2.4TTw).

Ecnn KNMeHTCKoe YCTPOICTBO nogaepxunBaeT qyHKUMoHan paHgommsaumum MAC-agpeca B Probe
Request, TO 4151 TakMX KIMEHTOB (PYHKLMOHaAN paboTaTb He 6yAeT, T. K. aHa/IM3 YPOBHSI CUrHasia ot
K/IMEHTA Ha COCeAHMX TOUKaxX [0CTyna OCHOBLIBAETCS HA MEHEMKMEHT-NakeTax oT knmeHTa (Probe
request).
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ANropuTM HaCTpPOWKK

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Mo yMonyaHuio Bce HeO6X0AMMble HACTPOVKM 15t pab0Thl CEPBUCA BbIMOJHEHbI, HY)XXHO TOJ/IbKO yKa3atb |P-
afipec KOHTPO/I/iepa, KOTOPLIA BUAEH TOUKaM AOCTYNa, BKIUYMTb CEPBUC, CO3A4aTb NPOdIn/Ib U NpMBA3aTh €ro K
nokauumu.

HacTpoiiku nponsBoasTcs B pexume koHdurypupoBanus (config) pasaena HacTpoiiku koHTponnepa WLC
(config-wlc).

LWar

OonucaHue

MepenTn B pasgen
KoHdourypuposaHusa WLC.

Coszgatb npochunb AirTune.

MepeliTy B ToKaLmio, 4151 KOTOPOIA
TpebyeTcsA aBToMaTuyeckas
ONTUMU3ALIMSA HACTPOEK TOYUEK
goctyna.

MpuBsA3aTh co3gaHHbIl Npodusb K
nokKaumu.

MepeiTn B pasgen obwmux
HacTpoek cepBuca.

AKTUBMpOBaThL paboTy cepBuca.

KomaHpga

wic# configure
wic(config)# wic

wlc(config-wic)#
wlc(config-wlc)# airtune-profile
<NAME>
wlc(config-airtune-profile)#exit
wic(config-wic)#
wlc(config-wlc)# ap-location
<NAME>

wlc(config-wlc-ap-location)#

wlc(config-wlc-ap-location)#
airtune-profile <NAME>

wlc(config-wlc-ap-location)#exit

wlc(config-wlc)#

wlc(config-wlc)# airtune

wlc(config-airtune)#

wlc(config-airtune)# enable

wlc(config-airtune)#end

Knoun

<NAME> - Ha3BaHue npocuns,
3agaeTcs CTPOKo Ao 235
C/IMBO/I0B.

<NAME> - Ha3BaHue npodnnsa
nokaumu, 3afaeTcs CTPoKoi Ao
235 cmBONOB.

<NAME> - Ha3BaHue npodunsa
nokaumn, 3agaetcs CTPOKOi Ao
235 cumBonoB.
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Mpumep HACTPOIIKK

#Co3gaem npoduab airtune, Mo yMON4yaHWI B HEM YyXe yKasaHbl ONTUMasibHble HACTPOWKWM cepBuca, MO3TOMY
[lOCTATOYHO MPOCTO €O034aTb cam MNpodub:

wlc# configure

wlc(config)# wlc

wlc(config-wlc)# airtune-profile default_airtune

wlc(config-airtune-profile)#exit

#[06aBnsieM npodunb B foKauuio, 4YTOGb paspewnTb ONTUMU3ALMIO B BbIGPAHHON sloKaUun:
wlc(config-wlc)#

wlc(config-wlc)# ap-location default-location

wlc(config-wlc-ap-location)# airtune-profile default_airtune
wlc(config-wlc-ap-location)#exit

#nobanbHO akTuBUpYyeM OYHKUMOHAN airtune B KOHTposnepe (onTumusauus 6yaeT NPOXOAUTb TOMbKO B
nokaymax c npodunem airtune):

wlc(config-wlc)# airtune

wlc(config-airtune)# enable

wlc(config-wlc)# end

wlc# commit
wlc# confirm

10.1.3 Wcnonb3yembie NOPTbI U NPOKO/IbI

B Tabnvue onucaHbl NOPTLI M NPOTOKO/bI, UCNO/Ib3yemble npu pabote WLC.
NcToUuHUK Ha3HauyeHue MopTt HasHayeHna  lpoTokon OnucaHue
MopTbl gna ynpasneHua n nogkntoveHus TA

AP WLC 8043,8044 TCP Vicnonb3yeTtca npu
noaknoveHne T4 k WLC

AP WLC 8099 TCP Mcnone3yetca ana AirTune

AP WLC 1812 UDP RADIUS-nopT a5 aBTOpU3auun

AP WLC 1813 UDP RADIUS-nopT o191 akkayHTUHra

AP WLC 123 UDP CuHxpoHusaumsi BpemeHu (NTP)

AP WLC GRE (IP-47) Mcnonb3yeTcst af1st CXeMbl €
TYHHENNPOBAHNEM K/IMEHTCKOIO
Tpaduka

WLC AP GRE (IP-47) Wcnonb3yeTca Ansi cXeMbl €
TYHHENNPOBAHNEM K/IMEHTCKOIO
Tpaduka

WLC AP 830 TCP Vicnonb3yeTtca s ynpasneHus
T, (NETCONF)
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NcTouHUK Ha3HaueHue MopT Ha3HayeHuA
AP WLC 67

WLC AP 68

Users WLC 22

Users WLC 443

AP WLC 53

MopThbl, UCcnonb3yemble A NOPTaNbLHOI aBTOpPU3aLUn

WLC AP 3799

NAC cuctema WLC 1700

MopThbl, UCNoNb3yeMble B CXEME C pe3epBUpPOBaHMEM

WLC WLC 873
WLC WLC 1337
WLC WLC 9999

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

MpoTtokon

UDP

UbP

TCP

TCP

TCP/UDP

UbP

UDP

TCP

TCP

UDP

OnucaHue

DHCP-knueHT

DHCP-cepBep

SSH-cepsep ansa ynpasneHus
HTTPS-cepBep ansa ynpaBneHus

DNS-cepsep

Vicnonb3yeTcsa AN oTnpaBku
CoAHaTh

Micnonb3yetca ong npyema
CoA ot NAC-cuctem

Wcnonb3yeTca ans
CYHXPOHM3ALMMN AAHHbIX B
CXeme C pe3epBrpoBaHmeMm

Vicnonb3yeTcs ans
CUHXPOHM3ALMN TYHHeNe
SoftGRE B cxeme ¢
pe3epBrpoBaHnEM

Vcnonb3syetca ons
CUHXpOHM3aLun ceccuii Firewall
B pexume unicast B cxeme C
pe3epsuposaHunem. MNopt
3a4aeTcs B KOHurypaumm,
3HayeHue No ymonyaHvue
OTCYTCTBYET
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10.2 YnpaBneHue uyepe3 WEB-untepcevic

e Hauyano paboTbl
e OCHOBHble 3n1eMeHTbl web-nHTepdelica
e MOHUTOPUHT
e MeHio «becnpoBogHas ceTb»
e [logmeHto «Jlokaunm»
e ToukMn goctyna
e KnneHtol
OT1uétbl RRM
e Ceccum AirTune
e laHHble RRM
e [laHHbIE MO POYMUHTY
e BupTyaUibHble TOYKM AOCTyna
e [MoagmeHto «ToUkM focTyna»
e Toukmn goctyna
e HoBble TOUKK gocTyna
MoameHto «MpobnemMbl KOHJUrypaLmm»
MoameHto «KypHan cobbITuii»
e ToukM goctyna
e KnneHtol
e WIDS
e [NlogmeHto «KneHTbI»
e [logMeH0 «BrpTyasibHble TOUKM JOCTyna»
e MeHto «Cuctemar
e [logmeHio «MHdopmaums 06 ycTpoiicTee»
o [MoameHto «I"pachuk 3arpy3ku CPU»
o KoH(purypupoBaHue
e Pexnm pegaktuposaHus
e CoxpaHeHne n3MeHeHwui
e OO6LLMe NPUHLMNbI CO34aHNA 0OBEKTOB
e MeHio «becnpoBogHas ceTb»
e [logmeHto «Jlokaunm»
e HacTpoiiku fiokaunm
e Hactpoiikn T,
o SSID-npodounn
e HacTpoiikn 6ecnpoBOAHOI YacTu
e Hactpoiikm WIDS
e [Mpodomnn WIDS
e [ogmeHo «O6Lme HaCTPOMKN»
e MoameHto «Mpodmnnn»
e SSID
e Hactpoiikn T,
Pagunonpodounn
RADIUS
AirTune
MopTan
OrpaHunyeHune ckopoctn T4,
e WIDS
e [ogmeHo «NHanBMAYyanbHble HACTPOMKN TO»
e HacTpoiikn pagnonHtepdgeica 2.4 Iy,
e HacTpoiikn pagnonHtepdeiica 5y,
e HacTpoiikn pagnonHtepdeiica 6 Ny,
e SSID
e WIDS
e [logmeHto «MaHnpoBLUK 06HOBNEHNS 1O TO»
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e MeHto «<AAA»
e [NogmeHio «<RADIUS-cepsep»
e Bknagka «O6Lume HacTpOnKm»
Bknagka «Cepsepbl 1 rpynnbi»
Bknagka «NAS»
Bknagka «JOMeHbI»
e MeHto «CeTb»
e [NoameHto «VLAN»
 Moamenio «Bridges»
e Bknagka «O6Lume HacTpOnKm»
e Bknagka «PacluvMpeHHble HacTPONKn»
e DHCP
e VRRP
e AIMWHUCTPUpPOBaHNE
e MeHto «MO ycTpolicTBax»
e MeH «JInueH3nm»
e MeHio «[10 ToYek goctyna»
e MeHio «PaboTa ¢ harinamm KoHurypaumm»
e [logMeHI0 «AKTyasibHble doaiibl»
e 3arpy3uTb hain KoHUrypaumm
e CkayaTb haiin KoHdurypaumum
e 3aBo/ckas KoH(Urypauns
e [logMeHI0 «ApXMBHbIE haii/ibl»
e [oameHio «CpaBHeHNe KOHUrypaLmin»

10.2.1 Ha4yano pa6oTbl

WLC-Series. PyKOBOACTBO MO 3kcnayaTauuun. Bepcusa 1.36.4

Web-uHTtepdelic BktoyeH B 3aBoackoii koHdurypauum WLC n goctyneH no npokony HTTPS.

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBeauTe B agpecHoii cTpoke 6pay3epa IP-agpec yctpoiictBa. ins nepexoga B web-nHtepgeiic MoxHo
ncnonb3osatb URL https://<ip-address_wlc>. Mpu ycnewHoMm 06HapyXeHU KOHTPOIepa B OKHE

6pay3epa 0Tob6pasnTcAa CTpaHnLa aBTopusauni.

MNonb3oBatenb

Maponb

Beegute naponb

wRY

HELTEX

BowiTtn B WLC-30

BBEAVTE UMA NOoNb30BaTeNa

BoiATn

&

3. BBegute vMs nonb3oBatesis U Naposib B COOTBETCTBYHOLLME NOJIS.
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© 3asopckue ycTaHoBKY: Nonb3oBaTens — admin, napons — password
Mpu nepBoM BXxo/ie TpebyeTcsl CMEHWUTL Napo/ib. HOBLI Naposb AO/MKEH OT/IMYATLCS OT
3aBO/ICKOIO.

SHELTEX

N3meHUTb napoJsib

ABTOpM3auMs NpoLwna ycnewHo. Npu nepsoM Bxoge
TpebyeTcs U3IMEHUTDL TeKyLWMIA Naponb

Hosblii naponb

Beeaute naponb Q
Maponk MOXeT cogepxaTte natnHckue byksel (a-f, A-F) n
undpel (0-9)

MoaTBepxaeHne napons

rfosropure napono Q
. RU v 000 MpeanpusTe "3nTexc”, 2022

4. MNpw ycneLuHo cMeHe Naposisi NPoM30iAeT NEPEXO, Ha CTpaHuLy «aposb N3MEHEH».

HELTEX

MNapons N3MeHeH

HauATe pabOTy B NPMNoxenma

Hayare patory

. RU v

5. HaxmuTe KHOMKy «HauyaTb pa6oTy» Ana nepexoga B web-nHTepdeiic ycTpoiicTea.
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10.2.2 OcHoOBHbIe 3n1eMeHTbl web-uHTepdeiica

Ha pucyHke HUXe npeacTaBieHbl 3/IEMEHTbI HaBuUrauum web-nHtepdelica.

A WLC-30 ©

JNokauumn

OKHO No/ib30BaTeNbCKOro MHTEpdeiica pasaeneHo Ha LWecTb obnacTeii:

DU WN =

. KHOMKM rnaBHOro MeHK — N5 rpynnmMpoBKM MEHIO MO KaTEropusim.

. BKnagku MeHIo 1 nogMeHto — Ans ynpaBaeHus NoNemM OCHOBHOI MHGIOpMaL .

. BktoueHne pexunma pefakTMpoBaHus.

. KHoMka BbIxoga — A/1a 3aBepLIeHnst ceaHca paboTbl B web-uHTepdpeiice nog gaHHbIM NOMb30BaTENEM.
. Mone ocHoBHOI MHhopMmaumn — 415 TPOCMOTPA AaHHbIX NOAMEHHO.

. KHomka Bbi6opa si3blka MHTepdeiica (4ocTynHa pycckasi u aHrnuiickas Bepcumn web-uHtepdeiica) n

NHhopMaLMoHHOe nosie — Ans oTobpaxeHusi Bepcum MO, ycTaHOBNEHHON Ha KOHTpoOepe.

OCHOBHble 3/1eMeHTbI UHTepgielica:

dnemeHT JeiictBue

-

[06aB1Tb HOBbI 0O BEKT

YaanuTb OfiIMH UM HECKO/bKO 0GHEKTOB

BblbpaTb 04NH NN HECKO/TbKO 06bEKTOB

KOHTEeKCTHOEe MeHIo a/1d pa6OTbI C Bbl6paHHbIM 00bEKTOM
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AnemMeHT

C

Q

fou

PexuM peaakTMpoBaHus

AeiictBne

OG6HOBUTbL AaHHbIE HA CTpaHWLEe

Mepesarpy3nTb TOUKY AOCTyna

PasperucTpupoBaTb TOUKM 4OCTYyNa

3apernucTpmpoBath BCe TOUKM JOCTyna

PasopBaTtb ceccum AirTune

BK/IIOUNTL PEXUM pPefaKkTPOBaHUs KOHpUTypaLmm

O6HoBUTbL MO

JeayTeHTudmkalms knMeHTa

Ckayatb ot4yeTbl RRM

3anyck ontumusanumm RRM

OuncTuTb

PUnbTPbI

CpaBHUTL

KonupoaTtsk B Candidate

MNoackaska

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4
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dnemMeHT AeiictBne

A

BHeceHbl U3MEHEHNS B KOHUrypaLmio

10.2.3 MOHUTOPUHT

MeH1o «BbecnpoBogHas ceTb»

MoowmeHo «/Tokayuu»

B noamMeHio «/lokauumn» 0ToGpaxaeTcsl CNCOK IoKaLuiA, pacnpeaeneHme ToUek oCTyna no HAM U KOJIMYecTBO
TOYeK [0CTyna, KoTopble YNpaBnsTcsa cepBucom AirTune.

OGHOB/IEHNE CTPAHMLIbI NPOVUCXOAUT MPY HaXKaTuK Ha KHOMKY «OBGHOBUTbY.

Takxe B JaHHOM MOJMEHI0 OTO6GPaKaeTCs MHDOPMALIMSA NO KMEHTaM, UX KONIMYECTBO B KaX/0i nokaumm 1
pacnpegeneHve no AvanasoHam.

Sy WLC-30 PeXuUM pejaKTMpoBaHns writer [5»
@  BecnposogHas ceTb ~ Tlokauwm
00 Jlokaumm
Touku focTyna Jloka uun
]
MNpo6neMbl KOHGUIrypaLmn c
XypHan cobbiTuii
KAVeHTbI Ha3saHue Konn4ectso To4ek AocTyna B AirTune Konm4ecTso Touek AocTyna Konm4ecTso KIMeHTos KONn4ecTso KNMeHTOB B 2.4/5/6 ML,
BUpTyanbHble TOUKM A0CTYNa Eltex-Mobile 1 1 7 0/7/0
Cuctema v building-1.floor-1 0 0 0 0/0/0
building-1.floor-2 0 0 0 0/0/0
building-1.floor-4 0 0 0 0/0/0
building-2.floor-4 9 10 91 0/87/4
building-2.floor-5 20 20 84 2/82/0
building-3.floor-01 0 0 0 0/0/0
building-3.floor-02 24 24 2 0/2/0
building-3.floor-03 23 23 5 0/5/0
building-3.floor-04 7 7 49 0/49/0
building-3.floor-05 0 0 0 0/0/0
building-3.floor-06 0 0 0 0/0/0
building-3.floor-07 0 0 0 0/0/0
building-3.floor-08 1 1 0 0/0/0
building-3.floor-09 0 0 0 0/0/0
building-3.floor-10 0 0 0 0/0/0
[ J RU v building-3.floor-11 1 1 101 0/100/1
Bepcua N0
© 000 «MpeanpusaTue «AnTekc», 2022
< O6lujee KONMYECTBO: 23

Mpun nepexoae B fiokaumo 6yayT AOCTYMHbI CNUCKM TOYEK AOCTYna 1 KIMeHTOoB, oT4eTbl RRM, ceccun Touek
poctyna c cepsucom AirTune, gaHHble RRM, gaHHble N0 POYMUHIY M aKTUBHbIE BUPTYaslbHble TOYKM A0CTyna.

Touku docmyna

Ha cTpaHuue oTobpaxeHbl TOUKM AOCTYNa, KOTOPbIE 3aperMcTpUpoBaHbl 1 HAXOAATCA B BbIOPAHHOWM nokauum,
a TaKkKe TOYKM A0CTyna, KOTopble NPeAHACTPOEHbI B KOH(UIypaLmm, HO eLe He NOAK/IYEHbI K KOHTPOIEPY.
MapameTp «O6Llee KONMYECTBO» NOKa3bIBAET YMC/I0 3aPErMCTPUPOBAHHbIX TOUYEK AOCTYNa U HACTPOEHHbIX
yepes nHanBMayasnbHble HAcTpoikn no MAC-agpecy B BbIOpaHHO fiokauuu.
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Mpn 60NbLLIOM KONNMYECTBE TOYEK AOCTYNa B NOKaLUMKW, Ha CTpaHuLe NosiBasieTcs napameTp "3anuncei Ha
CTpaHuue" ¢ BO3MOXHbIMKM 3HaYeHusamu: 15, 50, 100, 150 n 200, a Takke NOABNAETCS BO3MOXHOCTb
nepekntovYeHns Mexay CTpaHuuamu.

OGHOBEHNE CTPAHULLbI MPOUCXOAUT MPU HAKATUM Ha KHOMKY «OBHOBUTbY.

C nomoLpbio KHoMkn — — «CkauaTb» MOXHO BbIFPy31Tb CMIMCOK TOUEK A0cTyna B chaiin B gpopmarte .csv,
KOTOpbI ByAeT coaepxaTb NpeacTaB/eHHyo B Tabauue nHhopMalmio No BCem Toukam JocTyna.

C NOMOLLbH YEKGOKCOB MOXHO BbIGpaTh O/IHY, HECKOJIbKO U/ BCE 3apErMcTpMpoBaHHbIe TOUKMU A0CTyna Ha
y < I
CTpaHuLE, 4TO6bl MPUMEHUTL K HUM 06LLME AEACTBUS C MOMOLLbIO KHOMOK «PasperncTpupoBaTtb,

i
«O6HOBUTBL MO» Nnn ~ «Mepe3arpy3nTs TO».

Mpn HaXkaTM Ha KHONKY «Pa3pernctpnpoBaTtb» 1 NOATBEPXKAEHNN AECTBUS, BCE BbIOPAHHbIE
3aperucTpmpoBaHHbIe TOUKM A0CTyna 0yayT BbiBeAEeHbl N3 06CTy)XUBaHUA. ECM HA MOMEHT pasperucrpauum
TOYKa JoCTyna HaxoauTcst B paboTe (BktoyeHa), oHa nonyunT no DHCP 15 nogonuuto 43 onuum v NPOAO/KUT
coBepLUaTb HOBbIE MOMbITKA NOAKTHOYEHNA K KOHTPOJI/IEPY.

Mpwn 3TOM, €Cv BK/IOUEHA aBTOPErMcTpaLms, To ToUka CHOBa NOSABUTCA B /IOKaLMKW B TeYeHUE 5 MUHYT. Ecnn
aBTOPErNCTpaLma BbIK/TOYEHA, PA3PErMCTPUPOBaHHbIE TOUKM JOCTYNa NosIBATCS B pasaene «TOUKU AoCTyna»
— «HoBble TOYKM fOCTYyNax.

Mpun HaxkaTnm KHomkn «O6HOBUTL MNO» 3anycTUTCA 06HOB/IEHME BCEX BbIOPAHHbLIX C MOMOLLbI0 YeKOOKCOB
3aperncTpmpoBaHHbIX TOYEK AOCTyNa Npu YCNOBUM HasIMunst Ha KoHTponnepe MO ansa Heob6xoaMMoln mogenu
TA. Ctatyc npouecca 06HOBMEHNA MOXHO YBUAETL NPy 06HOB/IEHUM CTpaHuLbl. 3arpyska MO Touek goctyna
Ha KOHTPOJ11EP OCYLLECTBNAETCA B MEHIO «AAMUHUCTPMpPOBaHNE» — «IO Touek gocTynay.

Mpwn HaxkaTumn KHOMKK «Mepe3arpy3nTb TA» 1 NOATBEPXAEHUN AECTBUS, BCE BblIGpaHHbIE TOUKM AOCTyNa
6yayT OTnpaB/ieHbl Ha Nepesarpysky.

2 WLC30 PexuM pegakTuposarun  writer (3

lokauum > Eltex-Mobile > MogknioyeHHsIe TOHKKU A0CT.

Touxy a0cTy € Jlokauws Eltex-Mobile

Ml KOHQUTYP3LIMM Toukmgocryna  Knvewtel  OTuetsl RRM  Ceccum AirTune  [lanbie RRM  /laHHbie N0 poyMuHry — BupTyansHele TOuKM A0CTyna

XKypHan coBsiTMit

KnuerTs c L v

BupTyansHble TOYKM 40CTyNa MA ~ o , o - . e ~ .
MAC-aapec Cratyc IP-agpec Mogens VMg ycTpoiictsa  Bepcua MO Bpems pa6oTh  KONMHECTE0 KAMEHTOE 5 2.4/5/6 T KoNW4ecTso kueHTos

Cucrema ~
v 68:13:e2:20:a3:00 B pabote 10.24.202.3 WEP-30L wep-301-2.4.410  2.11.0build 125 14 06:32:11 0/9/-

HopMaLw 06 ycTporicTse

pa¢wmk 3arpysku CPU

@R
Bepcua NO

< T s O61uee KonnuecTso: 1
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[nsa kaxaoit T, AOCTYNHO KOHTEKCTHOE MEHI0 CO crieAyoWwuMy AeicTBUSIMIA

Pa3peaucmpuposams — BbIBO U3 0OCNYXNBaHNA TOYKM JOCTYNa;

O6HoBumMb MO — 3anyck 06HOB/IEHMSA NPOrpaMMHOro ob6ecneyeHns, ecnm Ans gaHHon mogenn T/, Ha
KOHTposiep 3arpyxeH daiin MNo;

lNepesaepysums T/] — 3anyck npouecca nepesarpysku T,

Hacmpoumpe — co3gaHne nHaMBnayasibHOro NPomas HaCTPOEK TOUKM AOCTYNa, B KOTOPOM
NpUCyTCTBYET BO3MOXHOCTb 3agaTb UMms T/[l, nepeonpeaenntb NoKaumio uav npodnsib 06LmMX HaCTpoekK
T/, nepeonpeaenvtb NapaMeTpbl paanonpodunen, Takme Kak pexnm paboTbl paguonHtTepdeiica,
KaHaJul, LUMpUHa KaHasia, MOLLHOCTb, a Takke OTK/I4YNTb ncnonb3osaHve AirTune. leiicTBrne fOCTYMHO
Npv BKIIOYEHHOM peXnme peaakTUpoBaHUS.

Tabnvua cogepXxnT AaHHble:

MAC-adpec — MAC-agpec Touku goctyna. Npu HaxxaTumn OCyLLLEeCTBNAETCA Nepexos Ha cTpaHuuy «Touka
[0CTyrnay, KoTopasa coaepxnt 6onee Nogpo6HY NHOoPMaLUIO 0 BCEX K/IMEHTaxX TOUKM AOCTyna u ee
nHTepceincax;

Cmamyc — cocTosiHMe paboTbl TOUKM A0CTYNa;

IP-adpec - IP-agpec TOUKM1 [OCTYyNa,;

Modesib — MmofeNb TOUKM AOCTYNa;

Wmsi yempolicmsa — uMs TOUKM A0CTYNa;

Jlokayusi — Ha3BaHue f1oKauun, K KOTOPOi OTHOCUTCS TOoYKa AOCTyna;

Bepcus O — Bepcusa nporpaMmMHOro o6ecneyeHnst TOUku AocTyna;

Bpemsi pabombl — BpeMsi paboTbl C MOMEHTA NOC/IeAHEro BK/IKOUYEHMS UNN Nepe3arpy3kn YyCTPOCTBa;
Konuwecmso kaueHmos 8 2.4/5/6 Ty — 4aCcno KAMEHTOB, NOAKIHOYEHHbIX K TOUKE AOCTyNa B YaCTOTHbIX
AnanasoHax 2.4/5/6 'y, COOTBETCTBEHHO;

Konuyecmso kaueHmos — obuyee Yicno KIMeHTOoB, NOAKIOYEHHbIX K ToUke gocTyna. Mpu HaxaTun
OCYyLLeCTBAETCA nepexo Ha cTpaHuuy "KnueHTbl", cogepxaltlyo 6on1ee nogpo6Hyo nHopmMaLmio no
KAMeHTaM JaHHOW TOYKM AocTyna.

RU v

Bepcus MO

© MoHuTOpUHI v

XypHan cobbiTnit
KnveHTs! 5 ~  0cee:20:24:02:00 B pa6ote 10.11.0.30 WEP-550K WEP-550K default-location 1.3.0 build 117 00:05:32 0/0/0 0

Cucrema > AKTUBHOCTb:
Wb Korurypaus >

€ AaMMHNCTPUpOBaHHe > AnnapatHas

& WLC-30 > > Toukm goctyna > lMoAKNKOYeHHbIe TOUKM AOCTyna PexuvM pejakTupoBaHus admin 5>

Touku goctyna

BecnposogHas ceTb v

Toukm goctyna HoBble Toukwu gocTyna

Jlokauyum

Touku goctyna @ 1 54

Mpo6nembl KOHGUrypaLun

MAC-agpec Cratyc IP-agpec Mogene Wwms yctpoiictea  Jlokaums Bepcua NO Bpems paboTel KonunuecTso knneHToB B 2.4/5/6 MMy Konnuectso kaveH

BUpTya/bHbIe TOUKM AOCT...

OnucaHue cTaTtyca: = Mocneawss 2026.05.12 10:39
CepwiiHblii Homep: WP61000069
Bpewms B cTaTyce

"B pagore” 00:03:22

w3
Bepcus:

ip-pool default-ip-

MoaknioueHa yepes:
Al P pool

WcTounnk nutaHus: PoE++

MepBas 2026.05.12 10:39 CoctosaHue Netconf: ALIVE
aKTUBHOCTb:

OnucaHue: default-ip-pool
MoaxnioueH B: 2026.05.12 10:39

00O «ITpegnpusTHe «InTeKcs, 2022

06Lyee konuyecTeo: 1

Mpn HaXkaTun Ha KHOMKY ~ ~  BYyAET pacKpbiTa AONOSHUTENbHAA MHAopMaLMS:

OnucaHue cmamyca — JONONHUTENbHAasA MHhopMaLus No cTaTycy, B C/lydae ec/v Ha Touke AocTyna
0GHapyXeHbl Npobnemsl;

CepuliHbili Homep — cepuiiHblii HOMepP YCTPOIACTBA, YCTaHOBEHHbIV 3aBO0M-U3rOTOBUTENEM;
AnnapamHasi sepcusi — BepCus annapaTHOro ob6ecnevyeHnst yCTponcTea;
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e /IcmoYHUK numaxusi — PeXum nNuTaHusa ToYKK gocTyna. MNapaMeTp nogaepkaH TO/IbKO Ha TOYKe AocTyna
WEP-550K;
e [lepBasi akmusHOCMb — BPEMSI NEPBOI PErMCcTpaLmn TOUKN AOCTYNa Ha KOHTPOJEPE;
e [10OK/1IOYEH B — BPEMSI NOCNEAHETO MNOAKMOUYEHMS TOUKM AOCTYNa K KOHTPONNEPY;,
e [loc/1e0HsIs1 akmuBHOCMb — BPEMSI, B KOTOPOE KOHTPOJIIEP NOCNEAHMI pa3 HacTpanmBasl TOYKY AOCTYynNa;
e Bpewmsi 8 cmamyce "B pabome" — Bpemsi, KOTOpoe Touyka Haxoamnack B ctaTyce "B paboTte”;
e [lodk/oueHa 4epe3 — Npodunsib, C MOMOLLLH KOTOPOro ToYKa A0CTyna Gbl/ia HACTPOEH3;
e CocmosiHue Netconf — cTaTyc coeAnHEHNst TOYKM AOCTyna 1 KOHTponnepa no npotokony Netconf;
e OnucaHue — TEKCTOBOE onuncaHme npoduais noaKIoUEHS.

OUNLTPDI
MAC-agpec T4
IP-agpecTA
s T4
CraTyc
. v
lﬂ,ﬂﬂyp,OﬁCTBal'lpep,yCMOTpEHbl(:bI/IJ'IprbI.|/|CI'IOJ1b3yI/IT6KHOI'IKy ,HTO6bIHaCTpOMTb(bMHprH.ﬂOMCK

AOCTYMEH MO CNeAyoLLMM K/THUYEBbIM NapaMeTpam:

e MAC-adpec T4 — MAC-agpec Toukn goctyna. [1ns noucka OCTaTtoO4HO BBECTU OAMH WU HECKO/ILKO
LeNbIX OKTETOB;

e |P-adpec T4 — IP-agpec Touku goctyna. [18 noucka Heo6xoaumo BeecTu IP-aapec NosHOCTLIO;

e VIMs T/ — Msl TOUKM [OCTYNa, 3a4aeTcsl CTPOKOW. Monck paboTaeT Nno YaCTUYHOMY COBMAZEHWNIO;

e Cmamyc T/ — cocTosiH/e paboTbl TOYKM AOCTYNa, OCYLLECTBISAETCH BbIGOP U3 CNMCKa 3HAYEHWIA.

Mpwn ncnonb3oBaHnn unbTPoB NapameTp «ObLyee KOIMYeCTBO» 0TOGpaKaeT obLlee KOMYeCcTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

KnueHmsi

CTpaHuLa coaepXuT MHYopMaLMIo O KMeHTax, NOAKMHUYEHHbIX K TOUKaM AocTyna AaHHON nokauun. B
napameTpe «O6Lee KONMMYECTBO» 0TOGPAXKAETCA 06LLEE YMC/IO KTMEHTOB B JIOKALMK U UX pacrnpeaeneHne no
YaCTOTHbIM Avana3oHam.

Mpwn noaxAYeHN 60/1bLLIOT0 KONNMYEeCTBa KIMEHTOB, Ha CTPaHMLEe NosABAsSeTCA NnapaMeTp "3anucein Ha
CTpaHuue" ¢ BO3MOXHbIMU 3HaYeHunsamu: 15, 50, 100, 150 n 200, a Takke NOABNAETCS BO3MOXHOCTb
nepekntoveHns Mexay ctpaHuyamm. O6HOBEHME CTPaHMLbI MPOUCXOANT MPU HAXaTUN Ha KHOMNKY
«OBHOBUTbY.

C nomoLlpbo 4EeKOGOKCOB MOXHO Bbl6paTb O4HOro, HECKOJIbKO Wi BCEX KJTMEHTOB Ha CTpaHuue, yTOOGbI

O,

(=L]
NMPUMEHUTb K HUM 06LLee AeNCTBIE C NOMOLLLH KHOMKM «[leayTeHTUdVKALMA KNeHTar. Mpu HaxaTun
Ha KHOMKY BblGpaHHbIe KNNeHTbI By AyT AeayTeHTUULMPOBaHbI.

NSt KaXKA0ro K/IMEHTA Takxke AOCTYMHO KOHTEKCTHOE MEHH0 C AeicTBMEM «[eayTeHTUMKaLMS KIMEHTax.
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<

Sy WLC30 PeXyM peaaKTMposaHya writer (5»
Q becnpoeogHas ceTb ~ e -
L] Noxaumm
€ TNokauwus Eltex-Mobile
Touku goctyna
@
MpoBnems xoHdUrypaunmn Touku goctyna  Knuentbl  OTueToiRRM  Ceccum AirTune  [lanHbie RRM  /laHHbie N0 POYMMHTy — BUpTyanbHbie TOuKM AoCTyna
XKypHan couiTuin c 9
KnnerTs
T T T MAC-aapec Vs _ Kauecteo PexuM IEEE Vv
BUPTYansHbIE TOUKM A0CTYNa AP IP-anpec B ssiD [Qvanason, Ty RSSI, BM SNR, 25 = Bpems paBoTsl " MAC-3gpec
KnvenTa ycrpoiicrsa coegurenms 802.11 nonssosatens
Cucrema ~
; v 02:30:17:9b:17:25 10.168.1.19  — 5 59 28 100 00:02 ax - 68:13:€2:20
UrpopMauys o6 ycTpoicTse
Mpadwk 3arpyskn CPU
Pk sarpyses v 3632clc9edfs 10168210  iPhone 5 -49 35 92 02:21 ax — 68:13:€2:20

Vv 3ed5:fe:59:bd:25 10.168.1.165 — 5 73 14 100 14.03:35 ax = 68:13:e2:20
Vv 56:77:68:7¢:30:4f  10.168.2.82 iPhone 5 -60 28 97 01:40 ax == 68:13:e2:20
Vv 82:19:28:cc:2c20  10.168.2.26 = 5 -52 33 90 03:26 ax = 68:13:e2:20
Vv 8a:71:21:¢5:15:70 10.168.1.190 — 5 -55 30 90 01:40 ax = 68:13:e2:20
Vv e6:47:4b:88:26:8a 10.168.2.244 — 5 -46 38 89 00:43 ax = 68:13:e2:20
Vv e3:3e:09:c7:09:55 10.168.1.69 — 5 -51 34 98 05:33 ax — 68:13:€2:20
Vv f2:.99:06:c3:02:.79 10.168.2.150  Redmi-A3 5 -48 36 100 00:56 ac -_ 68:13:€2:20

or

Bepcua MO

Obuiee konnuectso: 9 240 59 61y 0

OcHOBHas VHJ)OpMaLMs BK/THOUYAET B Ce6s crefytolye napaMmeTpbl:

MAC-adpec knueHma — MAC-agpec noaknH4YeHHOro YyCTPOMCTBa;

IP-adpec - |P-apgpec NoOAKIYEHHOIO YCTPONCTBA,

Vimsi ycmpolicmsa — ngeHTudmkaTop NnoAKNHOYEHHOIO YCTPONCTBA;

SSID — Ha3BaHWe ceTu, K KOTOPOI NOAKMHOYEHO YCTPONCTBO;

Juana3soH, Ty — gnanasoH 4acToT, B KOTOPOM MOAK/IHOYEHO YCTPONCTBO K TOUKE AOCTYNa;

RSS!, 0bm — ypoBeHb NPUHUMAEMOrO CUrHana,;

SNR, 0b — oTHOLLEeHWe curHas/Wwym, onpeaenstoLee pasHuly Mexay MOLLHOCTbIO NOIE3HOI0 curHana u
YPOBHEM NOMEX MPU CBA3N C K/TMEHTCKUM YCTPOICTBOM,;

Kauyecmso coeduHeHusi — napameTp, KOTOPbIi 0TOBpaXKaeT COCTOSIHUE /IMHKA [0 K/IMEHTa,
paccymTaHHbIi HA OCHOBaHUM KONIMYeCcTBa NOBTOPHONM Nepefayv NakeToB, OTNPAaB/IEHHbIX KNINEHTY.
MakcumanbHoe 3HaueHne — 100 % (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOWA MOMbITKY),
MUHUMaIbHOe 3HaueHne — 0 % (HK1 oAMH nakeT He 6blN YCMeLHo OTNpaB/eH A0 KNeHTa). 3HaueHne
napamMeTpa paccuntbiBaeTcs 3a nocnegHue 10 cekyHa;

Bpewmsi pabombl — ANUTENBHOCTL TEKYLLEl Ceccum yCTPocTBa C MOMeEHTa ero nocsiegHero
NOAK/TOYEHNS K TOUKe A0CTyna,;

Pexum IEEE 802.17 — pexum paboTbl YaCTOTHOrO AManasoHa y TOUYKM A0CTyna, K KOTOPOW NOAKNHYEHO
YCTPOWCTBO;

Vimsi nosib308amesisi — MS NONb30BaTENS, yKazaHHOe Npu aBTopu3auny B ceTu. B cnyyae personal-
aBTopM3aLUM UM NPU NOAKNIOYEHNUM K OTKPBITOM CeTW, UMS NoNb30BaTe st OCTaHeTCs MyCTbIM.
MAC-adpec T/] - MAC-agpec TO4YKkn AOCTyna, K KOTOPOI NOAK/IHUYEHO YCTPOCTBO;

Vima T — nma TOYKU Joctyna;

[ns BbiBOAA 60/ee pasBepHyToi MHdropMaLuy No onpeaeneHHOMY K/TMEHTY BbiGepuTe ero B CrNCKe 1
HaXXMUTE Ha
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Sy WLC30 PexuM pegakTuposanus  writer [
=} .
u e
o ]
< Jlokauws Eltex-Mobile
@
Touku goctyna  Knventsi  OTueTsiRRM  CeccmAirTune  JanHbie RRM  [laHHbIE N0 pPOYMUHTY  BUpTyanbHble TOUKi A0CTyna
] v
MAC-agpec _ Yns - _ _ Kauectso Pexum IEEE
P- ) anasox v SNR, 2 Bpewms pasoT: MAC-aape ine
s aapec e HCIES SSID [Auanason, MMy RSSI, 46A NR, a6 e pems pa6oTs! 802.11 MAC-agpec T4 Uma T4
20-17 - 10 16 < 2 1 . . wep-30I-
A  0a:30:17:9b:17:25 0.168.1.19 = 5 -59 28 00 00:02 ax = 68:13:€2:20:a3:00 24410
244
WnTepdeiic TA: wian1-va0 Mepeaaro, 6aiiT: 211974
O6Lee KauecTeo 1 MNpuHaTo, 6aWT: 330188
coepuHeHNs:
Mepeparo, naketos: 1138
Domen: -
MpuHATO, NakeTos: 1204
KananoHas HE NS52 MCS9 SGI
CKOPOCTb Nepegaum: 2294 WwupuHa nonocbl 20
nepepaun, My <
KaHanbHas HE NSS52 MCS7 SGI
CKOpOCTH Npuema: 1721 LWunpuHa nonocs! o
npuema, Mry:
CkopocTb
nepegaun, Kéut/c:
CKopocTb npyema, .
Kéut/c:
wep-301-
v 36:32:c1:c9e9fa 10.168.2.10 iPhone 5 -49 35 92 02:21 ax — 68:13:€2:20:a3:00 Zip'WO
5 5 1016 s 2 4 1 1 2 . . wep-30I-
Vv 3ed5:fe:59:bd:25 0.168.1.165 — 5 -73 14 00 A.03:35 ax - 68:13:€2:20:a3:00 24410
244
- PR PO, - _ _ ) . . wep-30I-
Vv 56:77:68:7c:30:4f 0.168.2.82 iPhone 5 -60 28 97 01:40 ax — 68:13:€2:20:a3:00 4410
244
o P - - . wep-30I-
v 82:19:28:cc:2c:20 0.168.2.26 = 5 -52 33 90 03:26 ax — 68:13:€2:20:a3:00
24410
Ra-71-9 1570 10 16 c 2 - . . wep-30l-
Vv 83:71:21:5:15:70 0.168.1.190 — 5 -55 30 90 01:40 ax - 68:13:€2:20:a3:00
24410
> O6uwee konmuectso: 9 2.4My:0 SMMW:9 6Ty 0

MoapobHasa nHpopmayunsa BraovaeT B cebs cnegytoLlime napameTpsl:

e VIHmepcpelic — nHTepdeinc B3anMoaencTBMA TOUKM JOCTYNa C NOAK/IYEHHLIM YCTPONCTBOM;

e Obujee Kavecmso cOe0UHeHUsT — NapaMeTp, KOTOPbI 0TOOPaXKaeT COCTOSIHNE NINHKA A0 KIINEHTA,
paccyMTaHHbIA Ha OCHOBAHWM KONIMYECTBa NOBTOPHOM Nepeaayn nakeTo, OTNPaBAEHHbIX KITUEHTY.
MakcumanbHoe 3HaueHne — 100 % (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOWA NOMbITKY),
MUHUMasIbHOE 3HayeHne — 0 % (H¥1 oAuH NakeT He 6blN yCneLlHo OTNPaB/EH A0 KNNeHTa). 3HauYeHne
napamMeTpa paccunTbiBaeTCS 3a BCE BPeMSA MOAK/TOUYEHNS KITNEHTE;

e /loMeH — JOMEH, K KOTOPOMY NMPUHAAIEXUT MOJIb30BaTe b,

* KaHa/lbHasi CKopocme repedayu — MOAYNAUNSA N KaHauIlbHass CKOPOCTb Npu nepegade;

* KaHa/lbHasi Ckopocmb rpuemMa — MOAYNALUNA U KaHasTbHasi CKOPOCTb NpW Npueme;

e Ckopocmsb nepedayu, Kbum/c — akTyasibHas CKOpOCTb nepegaduv Tpadunka B HaCTOALLNIA MOMEHT
BpEMEHU;

e Ckopocmsb npuema, Kbum/c — akTyasibHasi CKOPOCTb nNpvemMa Tpadvka B HaCTOALWMIA MOMEHT BPEMEHWY,

e [lepedaHo, 6alim — KONNYeCTBO GanT, NnepefaHHbIX Ha NOAK/IHYEHHOE YCTPONCTBO;

e [IpuHsimo, 6alim — KONN4YecTBO 6ANT, NPUHATLIX OT NOAKNHOYEHHOTO YCTPONCTBA;

e [lepedaHo, nakemos — KONINYeCTBO NakeToB, NepefaHHbIX Ha NOAK/IHYEHHOe YCTPOCTBO;

e [IpuHsIMO, Nakemos — KONNYEeCTBO NaKeToB, NPUHATLIX OT NOAKIHOYEHHOTO YCTPOMCTBA;

e [llupuHa nosiockl nepedayu, MMy — WMpUHa NosI0Cbl YacTOT KaHasa, Ha KOTOpoW paboTaeT
pagnovHTepdelic npu nepegave;

e [llupuHa rosiockl npuema, MMy — WMpuHa Nos0Ckl YaCcTOT KaHaa, Ha KOTopoi paboTaeT
pagnovHTepderic npu npueme.
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PUNLTPBLI

MAC-agpec KnneHTa
IP-agpec KnneHTa
Uma ycTponcTBa
MmMa nonb3osatens
MAC-agpec T/

nMma T4

SSID

Awvana3oH, Iy
Pexwum IEEE 802.11
RSSI, ABM

Ka4yecTtBo coegnHeHus, %

OuncTUTL NokasaTtb

v

[ns yno6ctBa npeaycMoTpeHbl (UIbTPbI. VIcnonb3yiATe KHOMKY , UTOGbI HACTPOUTb OUNLTPBI. Monck
[OCTYMNEH MO C/IeAyOLWMM KIOYEBbIM NapaMeTpam:

MAC-adpec knueHma — MAC-agpec knneHTta. Jnsa novcka JoctaTouHO BBECTU OANH NN HECKOJTbKO
Le/iblX OKTETOB;

IP-adpec knueHma - IP-agpec knneHTa. Ans nomcka Heo6xoamMmo BBecTu IP-agpec NosHOCTLIO;

Vmsi yempolicmsa — ums yCTponcTBa NOAKNHOUYEHHOTO K/IMEHTA, YKa3daHHOE B ero HacTpoiikax, 3agaeTcs
CTPOKOM. Mounck paboTaeT No YaCTMYHOMY COBMAZAEHWIO;

Vimsi nosib3oBamesisi — UMs NoNb30BaTeNs, ykazaHHoe npu pernctpaumm B cetn Wi-Fi, 3agaeTcsa CTpoKoii.
Mounck paboTaeT Mo YacTUHHOMY COBMNAAEHNIO;

MAC-adpec T/ - MAC-agpec TO4YK1 AOCTyNa, K KOTOPO NOAK/IOYEH KIMEHT. N5 noncKa AoCTaTouHO
BBECTW OOUH U/ HECKO/IbKO LieJTblIX OKTETOB;

Wms T — viMmsi TOUKM [OCTynNa, 3a4aeTcsi CTPOKOW. Mounck paboTtaeT Nno 4acCTMYHOMY COBMAAEHWNIO;

SSID - Ha3BaHue SSID, kK KOTOpOMY NOAK/HOYEH KNNEHT. OCyLLeCTBAETCA BbIOOP U3 CMCKA 3HAYEHWUI C
BO3MOXHOCTLH NOUCKA MO CMUCKY;,

Juana3oH, My — 4acToTHbIN Anana3oH paboTbl kaneHTa. OCyLecTBNSETCS BbIOOP U3 CNNCKA 3HAYEHWIA;
Pexxum IEEE 802.11 - ctaHgapT Wi-fi, nicnonb3yembliii knneHTom. OCyecTBASETCS BbIGOP M3 CNcKa
3HaAUYEHWUIA;

RSSI, 0bm — ypoBeHb curHasia knneHTta B gbm. [1nsa noncka 3agaeTtcs gvanasoH 3Ha4YeHuii;

Kayecmso coeduHeHusi, % — NPOLLEHTHOE Ka4eCTBO COeAMHEHNS KNTMeHTa C TOUKOIM goctyna. [nsa nomcka
3a/aeTcsa gnanasoH 3HadveHuii ot 0 oo 100.

Mpwn ncnonb3oBaHnn unbTPoB, NapameTp «ObLiee KoMYecTBO» 0TOOpakaeT obLLee KOIMYeCcTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

Omyuyémbi RRM

Ha cTpaHuLe oTobpaxatoTcs 0TYEeTbl ONTUMM3ALMA. 10 YMOTUYaHWIO BbIBOAMTCS NOCNeAHWI OTUeT. B
napameTpe «O6Lee KonmuyecTBo» 0TOGpakaeTcsl KOJIMYECTBO paavovHTEPEIiCOB, A/15 KOTOPbIX Gblna
npou3seieHa oNTUMMU3aLus.

(2 o
Ha cTpaHuue MOXHO 3amnyCcTUTb ONTYMU3aLMI, HAXaB Ha KHOMKY «3anyCcTuTb ONTUMM3aLMIO» . [laHHbIi
npouecc 3aiMeT HECKONIbKO MUHYT.
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TakxXe eCTb BO3SMOXXHOCTb BbIrpy3uUTb OTYETHI, HAXKaB Ha KHOMKY «CkayaTb OTUYETbI»

Heobxoaumyto gaty oT4eTa MOXHO BbiGpaTh C MOMOLLbIO KasieHaapsi:

{

2 WLC30
@ Noxauwy > Eltex-Mobile » OTueTsi RR
[}
< Jlokaums Eltex-Mobile
@

Toukm gocryna  Knvertei  OTueTsiRRM  Ceccum AirTune  Jakkbie RRM  /laHHbie o poyMuHry — BpTyanbHbie TouKM AOCTYNa

PeXUM PeAaKTUPOBaHUS writer (3>

L D 24032026 (&)
MAC-agpec IP-agpec Mogens Wms ycrpoiictea Bpewms oTueta MowrocTe go/nocne onTuMmnsaumm, Abm Homep xaHana go/nocne oNTUMMU3IaLMn Awnanason, My
68:13:€2:20:33:00 10242023 WEP-30L wep-301-2.4.410 24.03.2026 00:01 15119 44144 5
> Obuyee KoNUuecTEo: 1
S WLc30 PexuM pegakTuposanus  writer 5>
(=] OrueTsi RR
W )
«  Jlokauws Eltex-Mobile
o]
Toukv goctyna  KnwenTsi OTueTol RRM  Ceccum AirTune  JamHbie RRM  /laHHBIE N0 pOYMUHTY  BMPTyanbHbIE TOUKM AOCTYNa
iy = 24032026 &8
MAC-aapec 1P-agpec Mogens Vms ycTpoiicTea Bpewms oTueta MowrocTs 40/nocne ONTMMU3ALMM, ABM Homep Karana 40/nocne onTumMmMsaLum 6y
68:13:22:20:33:00 10242023 WEP-30L wep-301-2.4.410 24.03.2026 00:01 15/19 44744 srry
241y
> Obuee KonmuecTso: 1
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B Tabnumue npeacTaBneHbl JaHHbIe:

e MAC-adpec — MAC-agpec To4kM fOCTyna, KoTopas ynpasnsetca AirTune;

 |P-adpec — IP-agpec Touku foctyna, Kotopas ynpasnsetcs AirTune;

e Modesib — MOAesb TOYKN A0CTyNa, kKoTopas ynpasnsetca AirTune;

e Vlmsi ycmpolicmsa — UMs TOUKU 0CTyna, koTopas ynpasnseTca AirTune;

e Bpemsi omyema - Bpemsl, B KOTOpoe 6bls1 ChOpPMMPOBaH OTYET ONTUMU3aLMY;

e MowHocmb do/roc/ie onmumusayuu, 0bM — MOLHOCTb TOYKM AOCTYNa, NepBOe YMC/I0 NokKasbiBaeT
3HayeHne, KoTopoe 6bINI0 Nepes onTUMMU3aumelt, BTopoe 3HadyeHne — MOLHOCTb Noc/1e ONTUMU3aLmm;

* Homep kaHasia 0o/nocsie onmumMu3ayuu — KaHan pagvonHtepdenca Toukn 4OCTyna, NepBoe Y1Co
nokasblBaeT 3HaYeHve, KoTopoe ObISI0 Nepes onTuMmnsaumneli, BTopoe 3HayeHne — kaHasl
pagnovHTepderica nocne onTumMmsaunm;

e fluanasoH, Ty — 4aCTOTHbIN Anana3oH paaMouHTepdeiica.

Ceccuu AirTune

Ha cTpaHuue npeacTaBneHbl fJaHHble 0 TOUKax JOCTyna, KOTOpPble Ha AaHHbI MOMEHT HaxoAATCS Noj
ynpasnieHveM cepsuca AirTune. B napameTpe «O6LLee KONMYECTBO» OTOGPAXKAETCS YNCO0 CECCUIA.

OGHOBMEHNE CTPAHULLbI MPOUCXOAUT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

C nomoLubo 4eKOGOKCOB MOXHO Bbl6paTb O4HY, HECKOJIbKO 1/11 BCE TOYKM AOCTYyNa, yTOOGbI NPUMEHNTb K HUM

obLee aelicTBMe ¢ NOMOLLbIO KHOMKM «Pa3opBaTb ceccum». OT cepBuca 6yayT OTKNHOUYEHbI BbIOPaHHbIE
TOYKM JOCTYNa, HO OHM ByAYT cpasy NepenoakIYeEHbl, ECNN A1 HUX He ByAeT BbiK/IoYeHa paboTa cepsuca B
KOHcpurypauuu.

Ans kaxaoli T, Takke AOCTYNHO KOHTEKCTHOE MEHIO C [eiicTB1eM «Pa3opBaTh CECCUIO».

oD WLC-30 PexuM pesakTMposaHus writer [

@ Nokaywm Eltex-Mobile
b0
@

€ JNokauywus Eltex-Mobile
Toukm goctyna  KnmeHTol  OtueTol RRM  Ceccum AirTune  JaHHble RRM  [laHHble No poymuHry  BupTyanbHble Touku gocTyna
(&

MAC-agpecTA IP-agpec Mogens ID Ceccum

68:13:€2:20:a33:00 10.24.202.3 WEP-30L 1306

> O6uwee konuyecTso: 1

B Tabnuue npeactas/ieHbl AaHHbIE:

e MAC-adpec T/ — MAC-agpec Touku AOCTyna, KOTopast Ha AaHHbIi MOMEHT HaxoAUTCA NoA
ynpasneHuem cepsuca AirTune, Npu HaxaTum 6yaeT OCyLLeCcTB/IEH Nepexos Ha CTpaHuLy pacluMpeHHO
NMHhopMaLmm nNo ceccuy;
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o IP-aapeC - IP—a,qpec TOYKMN O0CTyNna, KoTOpad Ha p,aHHbIIZ MOMEHT HaxoguTca noja ynpasneHnem
cepsuca AirTune;
e Moodesib - MoZe/ b TOYKM AOCTYMa, KoTopas Ha ,anHblﬁ MOMEHT HaxoauTca noa ynpabssieHnem cepBuca
AirTune;
e |D Ceccuu - Mp,eHTVIdJMKaLLMOHHbIVI HOMep ceccun TOYKK 0CTyna, KoTopasd Ha ,anHblﬁ MOMEHT
HaxoguTtca nop ynpasnieHUeM cepBuca AirTune.

AirTune-ceccus

[nsa Toro 4to6bI NepeiTn Ha cTpaHuuy «AirTune-ceccusi», HaxmmuTe Ha MAC-agpec yCTpoiicTBa, /19 KOTOPOro
TpebyeTca nHpopmaums.

Ha cTpaHuue npeactaBneHbl napameTpbl paguonHtTepdeincos n cnmcok SSID Ha HuX. [1ns Toro 4to6b!
00OHOBUTbL MHPOPMALUIO Ha CTpaHuLEe, HEOOXO0AUMO HaxXaTb Ha KHOMKY «OBGHOBUTLY.

S WLC-30 PEXUM pPeaaKTUpOBaHNUa writer [

Q
000
@

¢ AirTune-ceccus 68:13:e2:20:a3:00

PaguounHTepdericsl

24Ty 51Ty
MAC-agpec paguounHTepdeiica 68:13:€2:20:a3:00 68:13:2:20:33:08
Cratyc Down Up
bnokupoeka TPC 1 0
Bnokuposka DCA 1 0
Bnokupoeka 6anaHCMpPOBKKN 1 1
Homep kanana 1 42
MowHocTb, AbMm 16 19
MaKcumanbHasa MOLHOCTb, Abm 16 19
MuHUManbHas MOLHOCTb, ABM 1 0
WupuHa kaHana, MMy 20 20

AocTynHble KaHanbl - 44,48 52 56,60,64

SSID

SSID Aunanason, My MAC-agpec VAP 802.11k 802.11r 802.11v

5 68:13:€2:20:33:09 OTknro4eHo OTknroueHo OTknroueHo

>

Tab6nmua «PaavonHTepdeiicki» pasfeseHa no YacToTHbIM Auana3oHaM U CoOAepPXUT napameTpbl:

e MAC-adpec paduouHmepgpetica — MAC-agpec pagnovHTeperica Toukn focTyna, KoTopas
ynpasnsetca AirTune;

e Cmamyc - cOCTOsiHNe paanounHTepdeiica: Up — pagnonHTepdelic paboTtaeTt, Down — pagnonHTepdeiic
OTK/THOYEH;

e biokuposka TPC — ctatyc 6/710KMPOBKN aBTOMATUYECKOro yrnpas/ieHNsa MOLWHOCTb0: 0 — 6/10KMpOBKa
OTKNIOYeHa, T — 610KMPOBKA aKTUBUPOBaHa,;

o biokuposka DCA — ctaTyc 6/10KMPOBKM AUHAMUYECKOro pacnpegeneHns kaHasnos: 0 — 6110KMpoBKa
OTKNIOYeHa, T — 610KMPOBKA aKTUBUPOBaHa,;

e b/10KupoBKa basiaHCUpPoBKU — CTaTyCc 6/10KMPOBKN GanaHCUPOBKM KITMEHTOB Ha nHTepdieiice: 0 —
6/10KMpOBKa OTK/IOYEHa, T — 6/10KMPOBKA aKTMBUPOBaHa, T.K. Ha TOUKe AocTyna (OyHKUMOHaN OTK/II0YEeH
NN He noaaepXmBaeTcs;

e Homep kaHasia — Homep 6ecnpPoBOAHOMO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

e MowHocmb, 0bM — MOLLHOCTb CUrHasa pagnonHtepderica;

e MakcumasibHasi MOWHOCMb, 0bM — MakCMMasibHast MOLLHOCTb CUrHas1a, KoTopas A0CTynHa ans
pagnonHTepdeiica;
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e MuHuUma/ibHasi MOWHOCMb, 0BM — MUHUMasTbHAasA MOLLHOCTb CUrHaU1a, KoTopas AOCTynHa And
pagnonHTepdeiica;
e lllupuHa kaHas1a, MYy — lWmnpvHa Nos1ockl 4YacToT KaHasa, Ha KOTOpOVI pa60TaeT pa,D,MOMHTepdjeVIC;
e /locmyriHble KaHa/lbl — CMNCOK KaHas10B, U3 KOTOPbIX Bb|6|/|paeTCF| O/IVH, KOTOprﬁ nocne ontTnMmsaunm
Ha3Ha4YaeTCA Ha pa,CI,VIOVIHTepd)eVIC.

Tabnuua «SSID» cogepxuT:

e SSID - Ha3BaHWe ceTn, KOTOPOE BELLAETCA NOSb30BaTE/IAM;

Juana3oH, Ty — 4aCTOTHbIV Anana3oH paguovHTepdeiica;

e MAC-adpec VAP - MAC-agpec BUPTyasibHOM TOYKM JOCTYNa,

e 802.17k — cTaTyC aKTMBHOCTM CUHXPOHM3aLMN CINCKOB COCeHMX ToUek gocTyna ctaHgapta 802.11Kk,
KOTOpPbIA NO3BONSAET KAUEHTY, NPN 0cnabeBaHUn cUrHana ¢ TekyLen ToUKM AoCTyna, UckaTb 6onee
NoAXO4ALLYIO TOUKY AOCTyna U3 peKoMeHAyemMoro Crnncka, He aHasM3npysa Becb 3dmp;

e 802.117r - cTaTtyC akKTMBHOCTK cornacoBaHusA KNouen MeXxay ToO4KamMn Aoctyna Anda poymmHra CtaHgapTa

802.11r, KOTOpPbIi NO3BONSET 3HAUNTENIBHO YCKOPSITb NPOLECC NepPeK/IoUEHNs KITMEHTA MeXay ToUKaMu
[I0CTYNAa, T.K. KNIMEHTY HE HY)XHO GyAeT NPOXOANTL NMOBTOPHYHO MOJHYIO aBTOPU3aLMI0 HA BCTPEYHO
TOYKE [,0CTYNa, TONIbKO YCKOPEHHY!IO;

e 802.11v - cTatyc aKkTMBHOCTU PyHKLMOHa1a poymuHra ctaHgapta 802.11v, KoTopbIili No3BoNseT

OCYLLECTBATL GalaHCMPOBKY KTMEHTOB MEXY TOUKaMu [OCTYyna, peKoOMeHAysA KneHTam
nepekoyaTbCcsa Ha MeHee HarpyxeHHble T/A.

JHaHHble RRM

Ha cTpaHuue npeacTaBneHbl fJaHHble Mo paanovHTepdelicam Touek f4ocTyna nocse nocreaHel
ONTUMU3ALINMN.

OGHOBNEHME CTPAHULLbI MPOUCXOANT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

B napameTpe «ObLiee KoNM4ecTBo» 0TOBpakaeTCcsl YMC/10 paanonHTepdeiicoB. [JaHHbI CNMCOK MOXHO
OTCOPTUPOBATbL MO YACTOTHOMY AManasoHy.

»
-
o

Ll
o]

WLC-30 PeXvM peaakTMpOBaHUa writer (5

Nokauyw Eltex-Mobile > JaHHbie RRM
< JNlokaums Eltex-Mobile
Toukm goctyna  Knmentel  OtueTol RRM  Ceccvu AirTune  flaHtble RRM  /laHHble o poymunry  BupTyaneHele Touku goctyna

[¢]

MAC-agpec T/ Avanasow, My  Cratyc Bnokvposxa DCA  Bnokuposka TPC Homep kaHana  LWupwHa kaHana, My MouwHocTs, ABm [locTynHble KaHansl Konnuecrso knMeHTos
P Y P P P Y

68:

W

:€2:20:33:00 24 Down 1 1 1 20 16 = 0

68:13:2:20:33:00 5 Up 0 0 44 20 19 44,48,52,56,60,64 0

Obuee KONMHECTEO: 2
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B Tabnmue oTobpaxeHsil:

e MAC-adpec T[4 - MAC-agpec Touku [OCTyna, koTopas ynpasnsetcs AirTune;

e fluanasoH, MYy — 4aCTOTHbIN Auanas3oH paguonHTepdelica;

e Cmamyc - coCTosiHNe paanounHTepdeiica: Up — pagnonHTepdelic paboTtaeTt, Down — paguonHTepdeiic
OTK/IHOYEH;

e 610kuposka DCA — ctaTtyc 6/10KMPOBKN ANHAMNYECKOTO pacnpenesnieHns kaHanos: 0 — 6/10kupoBKa
OTK/IloYeHa, T — 6/I0KMPOBKa aKTUBMPOBaHa,

e b/10kuposka TPC — ctaTyc 6/10KUPOBKM aBTOMATUYECKOrO yrpaB/ieHNss MOLLHOCTbIO: 0 — 6/10KMpoBKa
OTK/IloYeHa, T — 6/I0KMPOBKa aKTUBMPOBaHa,

* Homep kaHasia — HoMep 6ecnpoBOAHOrO KaHaa, Ha KOTOPOM paboTaeT paanonHTepdelic;

 lllupuHa kaHasa, MMy — WunprHa NosI0Ckl YacTOT KaHana, Ha KOTOpoM paboTaeT pagnonHTepderic;

e MowHocmb, 06M — MOLLHOCTb CUrHasa pagnonHtepderica;

e [locmyrHble KaHa/lbl — CNCOK KaHaU10B, U3 KOTOPbIX BblIGMpaeTcs KaHas, KOTOpbI nocne onTuMusaunm
HasHavaeTCcs Ha pagnovHTepdeiic;

e Kosiuyecmso K/1lueHmMOoB — YACNO KNINEHTOB, NOAKMIOYEHHbIX K pagnuovHTepagericy.

JlaHHble no poymuHay

Ha cTpaHuLe oToGpaxeH BeCb CNMCOK BUPTYasibHbIX MHTepdgelicoB (VAP), koTopble o6pabaTbiBaroTCs
cepsucom AirTune. CTpaHuua npegHasHayeHa 4151 0ToOpaXeHns TekyLero CoOCTOAHNA KoHdurypaumm
poymuHra 802.11 k/r/v Ha Bcex ToUkax AOCTyna oKauun, a Takke KonmyecTsa coceaen, Mexay KoTopbiMu
CEepPBUC HACTPOWST POYMMUHT.

OGHOBMEHNE CTPAHULLbI MPOUCXOAUT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

B napameTpe «O6Liee KonmuyecTBo» oTobpaxkaeTcs uncio VAP, HAaCTPOEHHbIX Ha BCEX TouKax JoCTyna.
[JlaHHbI CNCOK MOXXHO OTCOPTUPOBATL MO YACTOTHOMY AManasoHy.

oD WLC-30 PexXuM peaakTMposaHna writer (52

@ TNoxayuy Eltex-Mobile
Ll
@

¢ TNokaums Eltex-Mobile
Toukm goctyna  Knwentel  OtueTsl RRM - Ceccuum AirTune  [lannbie RRM  [lanHble N0 pOyMUHTy  BupTyanbHbie Touku gocTyna
[¢]

MAC-agpec T4 MAC-agpec VAP Awanason, My 802.11k 802.11r 802.11v Konwy: cegeit 802.11r SsID

m

]
o

68:13:22:20:33:00 68:13:2:20:33:09 5 QOTxnroyerHo OTkntoyeHo OTkntoyeHo 0

> O6uwee konuuecTeo: 1
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4
B Ta6n|/|u,e 0T06pa)KeHbI cneaywuime napamMmeTpbl:

e MAC-adpec T/] - MAC-agpec To4kM OOCTyna,;

e MAC-adpec VAP - MAC-agpec BUpPTyasibHOM TOUKM JOCTYNa,

e fluanasoH, Ty — 4aCTOTHbIN AuanasoH paguonHTepdelica;

e 802.17k — cTaTyC aKTMBHOCTM CUHXPOHM3aLMN CINCKOB COCeAHMX ToUeK gocTyna ctaHgapta 802.11Kk,
KOTOpPbI NO3BONSAET KAUEHTY, NPN 0cnabeBaHUn curHana ¢ TekyLen ToUKn AoCTyna, UckaTb 6onee
NoAXO4ALLYI0 TOUKY AOCTyna U3 peKoMeHAyemMoro Crnncka, He aHa/IM3npysa Becb 3dmp;

e 802.11r — cTaTyC aKTMBHOCTU COr/1acOBaHWA KIKOYEn Mexay Toukammn AoCcTyna AJ/19 poyMyHra ctaHgapra
802.11r, KOTOpPbI NO3BONSAET 3HAUUTE/IBHO YCKOPATHL NPOLECC NepPek/IioUYeHNs KNeHTa Mexay Toukamu
[0CTYNa, T.K. K/IMEHTY HE HY)XXHO OyAeT NPOXoANTb NOBTOPHYIO NOJIHYIO aBTOPU3aLMI0 Ha BCTPEYHON
TOYKEe [0CTYMNa, TOSIbKO YCKOPEHHYIO;

e 802.11v - cTatyc aKkTMBHOCTU PyHKLMOHa1a poymuHra ctaHgapta 802.11v, KoTopblii No3BoNseT
OCYLLECTBNATL 6a/laHCMPOBKY KNIMEHTOB MEXAy TOYKaMu JOCTyna, PEKOMEHAYS K/IMeHTam
nepekYaTsca Ha MeHee Harpy>xeHHbole T/,

e Konuyecmso coceodeli 802.71r — KONIMYECTBO TOYEK AOCTYNa, C KOTOPbIMU Bbl1 HACTPOEH GECLLOBHbIN

poymuHr 802.11r, cocegmn No poyMUHIy onpegenatTcs no nosiHoMy coesnageHunto napameTpos SSID,

Takux kak ctatyc 802.11r, umMsa ceTn, AnanasoH;

SSID - Ha3BaHuWe ceTn, KOTOPOE BELLAETCA NOb30BATE/IAM.

BupmyasibHble moyku docmyna

Ha cTpaHuue npeacTaBneHa MHopMaLMsa 0 BCEX BKIOUEHHbIX BUPTYyasibHbIX Toukax goctyna (VAP) Ha
TOYKax AOoCTyna BbIGPAHHOI NokKaLui.

OGHOBEHNE CTPAHULLbI MPOUCXOAUT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

MapameTp «O6LEE KOMMYECTBO» NOKA3bIBAET YMC/IO BK/TOUEHHBIX BUPTYasIbHbIX TOUEK AOCTYMNa, KOTOpPble
NpefoCTaB/IAT YCyry B BbIGPaHHO oKaumm.

Fe S WLC-30 PeXWUM peaakTMpPOBaHUS writer (5

Q Noxayy Eltex-Mobile > BupTyansHb
000
@

€ Nokauws Eltex-Mobile

Toukm goctyna  Knwenter Otuetol RRM  Ceccumn AirTune  [lannble RRM  /laHHbie no poymunry  BupTyanbHble Touku goctyna

(¢]

MAC-agpec T4 Wms ycTpoiictsa AvanasoH, My Homep VAP Homep VLAN SsSID MAC-agpec VAP Pexum 6e3onacHocTv Konnuecrso xnneHTos

68:13:22:20:a3:00 wep-301-2.4.410 5 0 1071 68:13:22:20:33:09 WPA/WPA2 PSK 9

> O6uiee KkonuyecTeo: 1

Tabnmua coaepXuT CreayoLLyo MHopMaLmio:
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WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4

e MAC-adpec T/[ — MAC-agpec Toukn AoCTyna, Ha koTopoii BkAtoueHa VAP. Mpu HaxaTtun
OCYLLECTB/IAETCA Nepexo, Ha CTpaHuuy «Touka JAoCTyna», KoTopas coaepXxut 6onee nogpo6Hyro
NHGIOPMALMIO O BCEX K/IMEeHTax TOUYKM JOoCTyna v ee nHtepdeincax;

e /IMs ycmpolcmsa — UM TOYKU JOCTYNa;

e fluanasoH, 'y — 4acTOTHbIN AnanasoH pagnonHTepdelica, Ha kotopom VAP npefocTtaBnsieT ycnyry,;

e Homep VAP - NopsaKoBbIN HOMep BUPTYasibHOM TOUKM AocTyna. Ha Kaxaoi Touke focTtyna Hymepaums
VAP Begetcs ¢ 0 gn1a Kaxxaoro pagnonHtepgeinca;

e Homep VLAN — ngerntudmkatop VLAN, B koTopom nepegaetca Tpaduk Wi-Fi KnneHTos;

e SSID - Ha3BaHVe 6eCnpoBOAHON CeTH;

e MAC-adpec VAP - MAC-agpec BMpPTyasibHOM TOYKM JOCTYNa,

e Pexum 6e3onacHocmu — TN WNEPOBaHNA OaHHbIX, UCNOb3yeMblli HA BUPTYasibHOM TOUKe A0CTYNa;

e Kosiuyecmso K/IueHmMos — YACO KNIMEHTOB, NOAKMIOYEHHbIX K BUPTYaslbHON Touke goctyna. [MNpu
HaxaTun OCYLLECTB/IAETCS NEPeEXoq, Ha cTpaHuly «KnneHTbl», cogepxallyto 6o1ee nogpobHyo
NHGOPMALMIO MO KIMEeHTaM AaHHOM TOYKM focTyna.

MoomeHro «Touku docmynax

[aHHbln pazgen coaepXnT CAMCOK 3aperMcTpMpoBaHHbIX TOYEK AOCTYNa, a Takke CMMCOK ToYek A0CTyna,
KoTopble nonyunnu 15 nogonumio 43 onuumn DHCP, Nnpuwan Ha KOHTPOIIEP N OXNAAT perncrpaumn.

Sy WLC30 PexuM pegakTiposanna  writer 5>
@ | BecnposoaHas ceTs ~ Touxv R0cTyna > MOAKNKHEHHBIE TOUKM AOCT.
W Nokawm
Towmgocryna  Hossie Touku foctyna
@ | Tounaccyns
MpoBAeMsi KOHPUIypaLyy c L v
XypHan coBemui
o MAC-agpec Cratyc IP-appec Mogens Wns ycTpoidcTea JNoxauma Bepcws MO Bpems paboTol  KonuuecTso knnenTos B 2.4/5/6 My KonuuyecTso kanerHTos
Knverel
- ~ v 0cee:20:00:10:70 B pabote 1031.20.87 WEP-550K WEP-550K-3.11.1105  building-3.floor-11  1.3.0 build 37 4p 04:37:34 /51 6
BupTyansHble TOUKM A40CTYNa
v 0c:ee:20:00:10:d0 B paGore 10.24.20245 WEP-550K WEP550-2.4.409 building-2.floor-4 1.3.0 build 37 4p 04:20:02 0/20/5 25
Cucrema
v 33:13:e2:0f.00:00 MpeaHactpoeHa — WEP-200L — building-1.floor-1 0.0.0 build 0 — 0
v 68:13:e2:0735:40 B pabote 1024202153  WEP-200L WEP-200L building-2.floor-4 2.8.9 build 52 02:28:47 1
v 68:13:e2:20:a2:60 B paGore 10.24.202.21 WEP-30L wep-30I-2.4.416-test  building-2.floor-4 211.0build 125 14 06:41:20 1
v 68:13:22:20:a3:00 B pabore 10.24.2023 WEP-30L wep-301-2.4.410 Eltex-Mobile 211.0build 125 14 06:41:28 0/9/- 9
v 68:13:e2:20:23:70 B pabote 1021.201.12  WOP-20L WOP-20L production_devices 2.9.1build 122  03:30:49 1
v 68:13:e2:21:03:c0 B pabore 10.21.201.11 WOP-20L WOP-20L 291build 122 124 05:59:44 6
v 68:13:e2:21:03:f0 B pabore 10.21.201.10 WOP-20L WOP-20L production_devices 2.9.1build 122 264 05:28:10  0/5/- 5
v 68:13:e2:35:18:70 B pabote 1021.201.22  WOP-30L WOP-30L production_devices 2.11.0build 125 14 06:42:10 5
) Bpa6ore 10.21.201.27 WOP-30L producti 211.0build 125 14 06:40:55 4
v 68:13:e2:35:19:60 B pabore 10.21.201.13 WOP-30L WOP-30L production_devices 2.11.0build 125 14 06:41:34 4
v 68:13:e2:35:b6:f0 B pabore 10242022 WEP-30L wep-30I-2.4.cafe building-2.floor-4 2.11.0build125 14 06:42:02 16
68:13:€2:35:¢6:10 B pabore 10.31.2052 WEP-30L WEP-30L building-3.floor-02  2.11.0build 125 14 06:41:34 1
v 68:13:e2:35:c7:40 B pabote 1031.2047 WEP-30L WEP-30L building-3floor-02  2.11.0build 125 14 06:41:24 0/0/- 0
WRUY
3anucedi Ha CTpanmMue | 15 . 2 3 4 5 9
Bepaua MO
¢ | SO0 psnpume Simewe, 212 O6usee Konuuectso: 132

Touku docmyna

Ha cTpaHuue oTobpaxeHbl TOYKU JOCTYNa, KOTOPbIe 3aperncTpMpoBaHbl M HAXOAATCA NOZ, ynpaBieHnem
KOHTPO/1IEP], @ TaKKe TOYKM A0CTYyna, KOTOpble NPeAHACTPOEHbI B KOH(UrypaL i, HO eLLe He NOAK/YEHbI K
KOHTponnepy. NMapameTp «O6LLee KOMMUYECTBO» NOKa3biBaeT 06Lee YMC/I0 3aperncTpMpoBaHHbIX TOUeK
[0CTyNa N HaCTPOEHHbIX Yepe3 NHAMBUAYasIbHbIE HacTpolikn no MAC-agpecy.

Mpwn nosiBNeHnn 60/bLIOro KoIM4ecTBa 3aperncTpmupoBaHHbIX TOYEK AOCTYMa, Ha CTpaHuLe NosiBnseTcs
napameTp "3anuceii Ha cTpaHuue" ¢ BO3MOXHbIMK 3HadyeHuamu: 15, 50, 100, 150 1 200, a Takke nosBaseTcs
BO3MOXHOCTb NepekNoUeHns Mmexay ctpaHuyamm. O6HOBAEHNE CTPaHULbI MPOUCXOANT MPU HaXaTun Ha
KHONKY «OBGHOBUTbY.

C nomoLpbio KHOMK ~ — «CKayaTb» MOXHO BbIrPY3UTb CIMCOK TOYEK JOCTyna B haiin B hopmaTe .csv,
KOTOpbI ByAeT coaepxaTb nNpeacTaB/ieHHyo B TabuLe nHdhopMalmio No BCem Toukam JocTyna.
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WLC-Series. PYyKOBOACTBO MO 3KcnnyaTtaunn. Bepcus 1.36.4
C nomoLbto YeK60KCOB MOXHO BblOpaTh 04HY, HECKO/IbKO U/ BCE 3aperMcTpupoBaHHble TOUKM AOCTyna Ha
< T
CTpaHuLe, 4ToObl NPUMEHNUTL K HAM 00LMe AENCTBUS C MOMOLLbH KHOMOK «PaspeructpupoBatb»,
<
«O6HOBUTL MO» nnu «[Mepesarpysntb TO».

Mpn HaxkaTm Ha KHONKY «Pa3pernctpupoBaTb» 1 NOATBEPXKAEHUN AECTBUS, BCE BblOpaHHbIe
3aperncTpypoBaHHble TOUYKM AoCcTyna 6yayT BbiBeAEHbI M3 006CTYXMBaHUA. EC/IM HA MOMEHT pasperncrpauum
TOYKa AocTyna HaxoauTcst B paboTe (BktoueHa), oHa nonyunT no DHCP 15 nogonuuio 43 onumm v Npoaos kT
coBepLlaTb HOBble MOMbITKU NOAKNHOUYEHUSA K KOHTPOIEPY.

MMpwn aTOM, €C/IM BK/THOYEHA aBTOPErucTpaLms, TO ToUka CHOBa NOSABUTCA B J/IOKALUKN B TeYeHne 5 MUHYT. Ec/in
aBToperncTpalms BbIK/lOYEHa, pa3perncTpMpoBaHHble TOYKN AOCTYNa NosaBATCA B pasfesie « Touku goctynar»
— «HoBble TOUKM goCTyna.

Mpu HaxxaTun kHonkn «O6HOBUTL MO» 3anycTUTCA 06HOB/IEHNE BCEX BbIOPaHHbLIX C MOMOLLbIO YeKO6OKCOB
3aperucTprpoBaHHbIX TOYEK AOoCTyna rnpu ycrioBUM HaIMumsa Ha KoHTponnepe MO ans Heo6xo4MMoin Mogesnu
TA. Ctatyc npouecca 06HOBMEHUA MOXHO yBUAETb Npu 06HOB/IEHUU CTpaHuubl. 3arpyska MO Touek goctyna
Ha KOHTPOJ1/1EP OCYLLECTBASETCA B MEHIO «AAMUHUCTPUPOBaHue» — «MO Tovek gocTtynar.

Mpwn HaxkaTun KHOMKK «Mepe3arpy3uTb TA» 1 NOATBEPXAEHUN AEACTBUS, BCE BbliGpaHHbIE TOUKM AOCTyNa
6yayT OTnpaB/ieHbl Ha Nepe3arpyskKy.

Ana kaxgoit T AOCTYNHO KOHTEKCTHOE MEHIO CO CriefyoWwnMm A4encTBUAMN:

e Paspeaucmpuposams — BbIBOJ U3 0OCNYXNBAHNA TOUYKM JOCTYNa;

e O6HOBUMb MO — 3anyck 06HOBNEHNS NPOrPaMMHOro obecneveHuns, ecnn ansa gaHHon mogenu T Ha
KOHTpoiep 3arpyxeH gain Mo;

e [Mepe3sarpy3utb T/[ — 3anyck npouecca nepesarpysku T/,

e Hacmpoums — co3faHne MHANBUAYaNIbLHOIO NPOGIUAA HACTPOEK TOUKN A0CTYNa, B KOTOPOM
NPUCYTCTBYET BO3MOXHOCTb 3aJaTb uMsa T/, nepeonpesesimTb JIoKaLmnio v npognsib 06LLMX HACTPOeK
T/A, nepeonpefenutb NapameTpbl paguonpoduien, Takme kak pexum paboTel pagnonHTepdelica,
KaHa, LWMpUHa KaHasa, MOLHOCTb, & Takke OTKMI0UYUTb Ucnosib3oBaHue AirTune. [lelicTBre fOCTYMNHO
Npu BKIKOYEHHOM pexrMe pefakTMpoBaHuUs.

Tabnvua coaepXnT AaHHbIe:

o MAC-adpec — MAC-agpec Touku goctyna. lNMpu HaxaTum OCyLLeCcTBISETCA Nepexos Ha cTpaHuly «Touka
[locTynar, KoTopasi Co4epXuT 6o/1ee NoApPo6HY MH OpMaLU0 0 BCEX K/TMEHTaX TOUYKM AOCTyna u ee
nHTepdeincax;

e Cmamyc — COCTOSiHMEe paboTbl TOUKN OOCTYNa,

e |P-adpec — IP-agpec Toukn JoCcTyna;

e Modesib — MOZesib TOUKN AOCTYNa,

e /IMs ycmpolcmsa — UMS TOYKN AOCTYNa;

e /lokayusi — Ha3BaHue NokaLmK, K KOTOpOi OTHOCUTCA TOYKa AOCTYNa;

e Bepcusi O — Bepcus NporpaMMHOro obecnevyeHns To4YKM 4oCcTyna;

e Bpewmsi pabombi — BpeMs paboTbl C MOMEHTA NOC/AEAHEro BK/IOUYEHNS UMK Nepe3arpy3kn YyCTPONCTBa;

e Kosiuyecmso K/iueHmos 8 2.4/5/6 'y — 4ncno KInMeHToB, NOAK/THUYEHHbIX K TOUKe AOCTYNna B YaCTOTHbIX
ananasoHax 2.4/5/6 Ty, cOOTBETCTBEHHO;

e Kosiudecmso K/1ueHmos — obLyee Yncno KIMEHTOB, NOAK/IOYEHHbIX K TOUKe gocTyna. Mpy HaxaTum
OCYLLeCTBNAETCA Nepexo, Ha cTpaHuly "KnneHTsl", cogepxallyto 6onee nogpo6Hyo MHgopmaLmio no
KNMeHTaMm JaHHOW TOYKM JocTyna.
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

=]
L]
@

<

WLC-30 Pexum pesaxTvposaHus  writer (5
Becnposoarias cets 2 Toun A0CTyna > TIOHOMEHHUIE TONK 40T
Noxawm
Touknaocryna  Hossie Touxw AocTyna
Toukm goctyna
TpoBnens: KoHGMrypaLy =] 7
XypHan coBbmmii
MAC-agpec Cratyc 1P-3apec Mogens Vs yerpoiicTsa Noxkauws Bepcwa MO Bpewms pa6oTsl  KQMSECTBO KNMEHTOS B 2.4/5/6 [Ty Ko/MHECTSO KueHTos
L= Vv OBIISRZUIIHU O PaouTE UiZ# 202135 WEP-Z0UL WEP-Z0UC DUIOING-Z1I00r4 289 DUNUDZ  UZZOHT ori=
e v 68:13:2:20:a2:60 B pa6ore WEP-30L wep-301-24416-test  building-2floor-4  2.11.0build 125 13 064120 0/1/-
Chcrema v v 68:13:e2:20:a3:00 B pa6ote WEP-30L wep-301-24.410 Eftex-Mobile 2110build125 13 06:41:28  0/9/- 9
v 68:13:e2:20:a3:70 B padore WOP-20L WOP-20L production_devices 2.9.1 build 122 03:30:49 o
v 68:13:e2:21:03:c0 B pabore WOP-20L WOP-20L production_devices 29.1build 122 123 05:59:44  4/2/- 6
v 68:13:2:21:03:f0 B pa6ore WOP-20L WOP-20L production_devices 2.9.1build 122 263 052810  0/5/- 5
70 B pasore WOP-30L WOP-30L production_d 2110build125 15064210 174/ 5
B patore WOP-30L WOP-30L production_devices 2.11.0build 125 1a 064055  1/3/- 4
B patore WOP-30L WOP-30L production_devices 2.11.0build 125 1a 064134  0/4/- 4
B patote WEP-30L wep-30l-24cafe  building-2floor-4  2.11.0build 125 13 064202  O/16/- 16
B pabore 10312052  WEP-30L WEP-30L building-3floor02  2110build125 18064134  0/1/-
A 68:13:e2:35c7:40 B pabore 10312047  WEP-30L WEP-30L building-3floor02  2.11.0build 125 1a 064124  0/0/- 0
Onwucanue cTatyca: - MNocnegrss 2026.03.23 0753
aKTuBHOCTS:
CepuiiHbii HoMep: WP52000404
Bpews & cratyce 13 06:41:08
AnnapatHas o B paore”:
Bepas: )
N Moaxnioueravepes: 2o~ )
lepeas 2026.03.04 19:17 ba: el c7
AKTUBHOCTB!
Cocrosnme Netconf: ALVE
MoaKAtoueH B: 202603230753
Onucanue: —
W@RUY
3anucei Ha cTpaHMLe | 15 . 2 3 4 5 9

Bepcun 10

O6uwee konuuecTeo: 132

Mpu HaXkaTun Ha KHOMKY ~ ~  BYyAET pacKpbiTa AONOSIHUTEIbHAA MHDopMaLMS:

OnucaHue cmamyca — JONoNHUTeNbHAasA MHhopMaums No ctaTycy, B C/lyvyae ecnv 418 TOYKM gocTyna
06HapyXeHbl Npobemsl;

CepuliHbIl HOMEP — CEPURHBIA HOMEP YCTPOINCTBA, yCTaHOB/IEHHbIV 3aBOLOM-U3IOTOBUTENEM;
AnnapamHasi sepcusi — HW-Bepcus annapaTtHOro o6ecneyeHmns ycTpoicTBa;

lNepsasi akmusHOCMb — BPEMS NEPBOI perncTpauumn TOUKU AOCTYNa Ha KOHTPOEepE;

[odktoyeH 8 — BpeMsi NOCNeAHero NoAKIYEHNS TOUKN AOCTYyNa K KOHTPOAAepy;

[NocnedHsiss akmusHOCMb — BPEMS, B KOTOPOE KOHTPOJI1IEp NOCNeAHWI pa3 HacTpanBasl TOUKY A0CTYyna;
Bpewmsi 8 cmamyce "B pabome" — Bpems C MOMeHTa nepexofa ToukM focTyna B ctatyc Active.
AKTyanmsaums cyeTyrka Npon3BoANTCA N0 haKTy KaXA0ro M3MeHeHUss KoHQMUrypauumn, o06HoOBNEHMSA
NPOrpaMMHOro obecneyeHns nav NepenoakItYeHns K KOHTPONepy,

lNodkntoyeHa Yepes — NPounsb, C MOMOLLLIO KOTOPOro TOYKa 40CTyna 6bl1a HACTPOEH3;

CocmosiHue Netconf — cTaTyc coeAiMHEHMA TOUYKM [OCTYNa U KOHTposisiepa no npotokosny Netconf;
OnucaHue — TEKCTOBOE ONMcaHne TOYKM J0CTyna, KOTOpPoe el 6bI/1I0 Ha3Ha4YeHo Npy POPMUPOBaAHNN
npocuns.

OunbTpbl
MAC-agpec T4
IP-agpec T4
va T4
CraTyc

JNokaums

-

[na ynobcTea Nnonb3oBaHWs TabanLen npeaycMoTpeHbl (unbTpbl. ICNonb3yinTe KHOMKY , UTOObI
HacTpouTb (bnAbTPLI. MOMCK 4OCTYNEH NO CAeAyrLWMM KI0YEeBbIM NapameTpam:
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WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
MAC-adpec T/ - MAC-agpec Toukun goctyna. [is noncka 4OCTatoyHO BBECTU OAMH UM HECKOSIBKO
Le/IblX OKTETOB;
IP-adpec T/] — IP-agpec Touku goctyna. [Ana noncka HeobxoamMmo BeecTu IP-agpec NosIHOCTLIO;
Wms T — vimsi TOUKM JOCTynNa, 3a4aeTcsi CTPOKOW. Monck paboTaeT no 4acTMYHOMY COBMAAEHWIO;
e Cmamyc — cOCTOsIHUe paboTbl TOUKM AOCTYNa, OCYLLECTBNSETCA BbIOOP U3 CUCKA 3HAYEHWIA;
Jlokayusi — Ha3BaHue /10KaLmK, K KOTOpoi OTHOCUTCA Touka gocTtyna. OcylecTBaseTcs Bbl6op 13
Cnuncka 3HayeHnin ¢ BO3MOXHOCTbIO NMOWCKA MO CINCKY.

Mpwn ncnonb3oBaHnn unbTPoB, NapameTp «ObLiee KoMYecTBO» 0TOOpakaeT ob6LLee KOIMYEeCTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

CmpaHuya moy4ku docmyna

Mpu HaxaTun Ha MAC-aapec 3aperncTprpoBaHHO TOUKM AOCTYNa OCYLLECTBNAETCA Nepexoq Ha CTpaHuLy
TOYKM A0CTYNa, rAe NpeacTaBfeHbl AaHHbIe Mo KIMeHTaMm, pagnonHTepdeicam n nitepdeicam.

KnueHmabi

CTpaHVILI,a coaepPxumuT Ta6n|/|u,y KNTMEHTOB, KOTOPbLIE B ,El,aHHbII7I MOMEHT NMoAK/HYEeHbl K TOUKe AocTtyna. B
napameTtpe «O6L|.|,ee KONM4ecTBO» 0T06pa)KaETCF| KOMMYECTBO K/TMEHTOB CO BCEX YAaCTOTHbIX Aana3OHOB.
«2.4», «5» — NoKa3bIBAKT KOMMYECTBO K/IMEHTOB B Kaxxgom gmnarnas3oHe COOTBETCTBEHHO.

OGHOBEHNE CTPAHULLbI MPOUCXOAUT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

C nomoLupbo 4eKOGOKCOB MOXHO Bbl6paTb OA4HOro, HECKOJIbKO Wi BCEX KJTMEHTOB Ha CTpaHule, yTOOGHI

O,

(=L.]
MPUMEHUTb K HUM 06LLee AeiNCTBIE C NOMOLLLH KHOMKM «[leayTeHTUdVKALNA KNeHTax. Mpu HaxaTun
Ha KHOMKY BblGpaHHbIe KNNeHTbI By AyT AeayTeHTUULMPOBaHbI.

NSt KaXKA0ro K/IMEHTA Takxke AOCTYMHO KOHTEKCTHOE MEHH0 C AeicTBMEM «[eayTeHTUMKaLMS KIMEHTax.

2 WLC30 Pexum pesaxaposanna  writer

©  BecnposoaHas cetb Touxw aocTyna > 68:13:62:20:a2:60 > KnveHTs

W | Noxaumm
@ | Towmaccyna < Touka poctyna: wep-30l-2.4.416-test IP-agpec: 10.24.202.21
Mponemsi korGurypaLyn KnueHTbl  PagvouHTepdeiicnl  WHTepdeiicol

XypHan coBbmii

C v
KnuerTb
e TS T MAC-aapec knviests  IP-agpec Vina ycrpoiicrea  SSID Avansson, Ty RSSI, 26M SNR, 26 Kauecrso cosguenis  Bpews pagorsi  Pexum IEEEB0211  Vvs nonssosaTens

Cucrema v v 2e:06:531:83:0c 10.168.1.109 = 5 59 28 0 = ax

v 46:de:7f.17:88:05 10.168.0.35 = 5 79 8 100 04:05 ac

~ de3fe86f45:f 10.168.0.148 = 5 <70 16 100 00:01 ax

Vntepdeiic T wian1-va3 Nepeaatio, 6aiiT: 25319

ObLuee KauecTeo = MNpuHsTO, GaiiT: 46953
coepuHeHms:
MNepeparo, naketos: 95
[Llomen: enterprise.service.root
MpUHATO, NaKeTOE: 128
KananoHan HE NSS52 MCS6 SGI
CKOpOCTb nepepaum: 1549 LWnpuHa nonocs
nepeaaum, My
KaHanoHas HE NSS2 MCS2 MGI
CKOpOCTB Npuema: 488 LUnpyHa nonoce!
npuema, Mr:
CxopocTb
nepeaaum, Kéut/c:

CxopocTb npuema,

Keut/c: ¢

wRU

Bepcua M0

< AL S T el O6uuee konuuecTso: 3 24TTw 0 SMw3 6w 0

B Tabnuue npeAcTaB/eHbl AaHHble:

MAC-adpec — MAC-aapec KIMEHTCKOro YyCTPOIiCTBa;

IP-adpec - IP-agpec KNMEHTCKOro yCTPOICTBa;

SSID — nms ceTn, K KOTOPO NOAKNHYUYEHO YCTPOICTBO;

Juana3oH, Iy — AmanasoH 4acToT, B KOTOPOM MOAK/THOHYEHO YCTPOMCTBO K TOUKE [0CTYna;
Bpemsi pabombi — BpeMsi paboTbl C MOMEHTa NOAKNI0YEHUS KTMEHTCKOro ycTporictea K SSID;
RSS!, 0bm — ypoBeHb NPUHUMAEMOrO CUrHana,;
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SNR, 05 — oTHOLWLEHMEe curHan/wym;
Pexxum IEEE 802.11 - ctaHaapT 6ecnpoBOAHOl ceTy;
Kayecmso coeduHeHusi — napaMeTp, KOTOPbI 0TOOPaXKaeT COCTOSIHME NIMHKA A0 KIINEHTA,
paccuMTaHHbIA Ha OCHOBAHMM KONMYeCTBa NOBTOPHOI Nepeaayn nakeTos, OTAPaBAEHHbIX KITUEHTY.
MakcumasibHoe 3HadeHne — 100 % (Bce nepefaHHble NakeTbl OTNPaBUNCE C NEePBOV NOMNbITKK),
MUHUMasIbHOE 3HaueHne — 0 % (HY 0AWH NakeT A0 KMEHTa He Bbls YCNELHOo OTnpaB/eH);
Vimsi nosib3oBamerisi — Ms NONb30BATE/SA, yKa3aHHOe Npu aBTopu3aunm B cetu. B cnyyae personal-
aBTOpM3aLun NN Npu NOAKAKYEHNN K OTKPbITOM CETU, UMS NO/Ib30BaTENSA OCTAHETCS NYCTbIM;

e /JoMeH — LOMEH, K KOTOPOMY NMPUHAANEXMUT NO/b30BaTE b.

UT06bI NPOCMOTPETL NOAPOGHYI0 NHhOPMALUIO NO KIIMEHTY, HEOOXOANMMO HaXKaTb Ha

Moapo6Has nHgopMaLus Mo K/TMEHTY COAEPXKMT:

Vimsi ycmpolicmsa — ceTeBoe UMs NOAKTH0UYEHHOTO YCTPOICTBa;

ViHmepgpelic — nHTepdelic B3anMoaeiiCTBNA TOUKM AOCTYNA C NOAK/THUYEHHBIM YCTPOWCTBOM;
KaHasibHasi ckopocmb repedadu — MOAyNaUMs U KaHaslbHasi CKOPOCTb NpU Nepeaade;

KaHasibHasi ckopocmb npuemMa — Moaynsuust U KaHaslbHasi CKOpPOCTb NpU NpUeME;

ABmopu3osaH — CTaTyC aBTOPU3aLMN K/TMEHT];

Obuwee kauecmso coeduHeHUs — napameTp, KOTOPbIi 0ToGpaXaeT COCTOSIHME NIVHKA A0 K/TEHTa,
paccuMTaHHbIN Ha OCHOBaHMK KOIMYECTBA NOBTOPHOV Nepeaaqn NakeToB, OTNPAB/IEHHBIX K/TMEHTY.
MakcumanbHoe 3HadeHne — 100 % (Bce nepefaHHble NakeTbl OTNPaBUNCH C NEPBOIA NOMbITKM),
MUHMMasIbHOE 3HadeHne — 0 % (HM OMH NakeT A0 KMeHTa He 6bin YCNeLHo OTNpaB/eH). 3HayeHne
napameTpa paccuuTbiBaeTCs 3a BCe BPEMS NOAKMOUEHUS KNNEHT];

Ckopocms rnepedadyu, K6um/c — akTyasibHasi CKOpOCTb nepefaqn Tpagvka B HaCTOSILLMIA MOMEHT
BPEeMEeHY;

Ckopocms ripuema, K6um/c — akTyanbHasi CKOPOCTb NpMemMa Tpadgvka B HaCTOSALLMIA MOMEHT BPEMEHM;
MepedaHo, 6alim — Konn4yecTBo 6aiiT, nepeAaHHbIX Ha NOAK/UYEHHOE YCTPOICTBO;

[MpuHsimo, 6alim — KONNYeCTBO GaWiT, NPUHSTLIX OT NOAK/OUYEHHOTO YCTPOIICTBA;

MepedaHo, nakemos — KOJIMYECTBO NaKeToB, NepeaHHbIX Ha NOAK/YEHHOE YCTPOICTBO;
[MpuHsiMo, Nakemos — KOJIMYECTBO NaKeTOoB, MPUHATLIX OT MNOAK/IUYEHHOMO YCTPOCTBA;

LLlupuHa nonocki nepedaqu, MMy — WMpWHA NOOCkI YacTOT KaHasla, Ha KOTopoit paboTaeT
paavovHTepdeiic npu nepeaave;

LLlupuHa nonocki npuema, MMy — WpuHa Nosockl YacToT KaHana, Ha KOTopoii paboTaeT
paavovHTepdeiic npu npueme.

PUNbLTPLI

MAC-agpec KnmeHTa
IP-agpec kaneHTa

Wma ycTponcTBa

Mma nonb3osartens

SSID

[AwvanasoH, Iy

PexwmM IEEE 802.11

RSSI, ABM

KauecTBo coeguHeHws, %

Nokauusa

OuncTuThL MNoka3satb
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[na yno6cTea nNosib3oBaHns Tabnvuei npeaycMoTpeHbl unbTpbl. Icnonb3yiite KHOMKY , UTOObI
HacTpouTb hUNbTPbI. MOUCK AOCTYNEH NO CAeAyLWwmUM KIYeBbIM NapaMeTpam:

MAC-adpec knueHma — MAC-agpec knueHTa. [1na novcka ocTaToO4yHO BBECTU OAUH UM HECKOJTbKO
LesibiX OKTEeTOB;

IP-adpec knueHma - IP-agpec knneHTa. [Ans nomcka HeobxoamMmo BeecTu IP-agpec NosHOCTLIO;

Vimsi ycmpolicmsa — ums ycTpoiicTBa NOAK/IOYEHHOrO K/IMEHTa, yKaszaHHOe B ero HacTpoiikax, 3agaeTcs
CTPOKOA. Mounck paboTaeT No YaCTUYHOMY COBMALEHWIO;

Vimsi nosnib308amesisi — UMs NoNb3oBaTenNs, ykazaHHoe npu peructpaummn B cetn Wi-Fi, 3agaetcs CTpoKoiA.
Mounck paboTaeT N0 YaCTUYHOMY COBMALEHUIO;

SSID - Ha3BaHue SSID, kK KOTOpOMY NOAK/HOYEH KNNEHT. OCyLLLEeCTBAETCS BbIOOP M3 CMCKA 3HAYEHWUI C
BO3MOXHOCTbIO NOMCKA MO CMUCKY;

JuanasoH, Ty — 4acTOTHbIN Anana3oH paboTbl kaneHTa. OcyLecTBASETCS BbIGOP U3 CNNCKA 3HAYEHWIA;
Pexxum IEEE 802.11 - ctanpapT WI-fi ncnonb3yemblii kiveHTom. OcyLLecTB/ISieTcs BbIGOP U3 Cnncka
3HAYEHWIA;

RSSI, 0bm — ypoBeHb curHana knneHTa B gbm. 111 noncka 3agaeTtcs guanasoH 3HaueHui;

Kauyecmso coeduHeHusi, % — NPOLEHTHOE KaYeCTBO COeVHEHNS KIMeHTa ¢ TOYKol gocTyna. Ans novcka
3agaeTcsa gnanas3oH 3HauveHuii ot 0 go 100;

Jlokayusi — nokauums, K KOTOPOV NPUHAANEXNUT ToukKa A0CTyNa, K KOTOPOI NOAKOUEH KINEHT.
OcyuiecTBnseTCcs BbIGOP U3 CNNCKA 3HAYEHUIA C BO3MOXHOCTbIO NMOMCKa MO CrUCKY.
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PaduouHmepagbelichl

<

A WLC-30 PexiM pefakTUposaHns

B | becnposoaran cers N ey CXE

Touku gocTyna
@ Aacty

W Nokaum

< Touka goctyna: wep-30l-2.4.416-test IP-agpec: 10.24.202.21

MpoBnens! xoHurypaumy Knventsl  Pagvounntepdeiichl  WHTepdeiicsi
XypHan coBeTuii
KnesTn Wian 0 Wian 1
BupTyansHble TOUKM 40CTYNa MAC-agpec 68:13:e2:20:32:6f 68:13:62:20:a2:68
Cucrema v Cratyc BintoseHo Bintouero
Homep kaHana 64
Yacrota, My 2462 5320
WnpwHa kawana, My 20 20
MouwmocTb, AbM 16 19
Yposenb wyma, A6M 79 91
O6Luan yTUAUSALMA Kakana, % 47 29
CpeaHsis yTMAM3aLMS 3a NOCneAHWIA Yac, % 53 27
yr 3a i uac, % 63 79
y KaHana % 17 3
y KaHana T % 3 3
O61wan uHTeppepeHLms, % 71 16
WnTepdepenuun ot He Wi-Fi ycTpoiicTs, % 31
VTepepenums ot Wi-Fi yCTpoicTs Ha ToM xe KaHane, % 27 23
MpOLEHT NOBPEXAEHHBIX NaKeToB, % 3 14
WRUYV

Bepaua 110

ter 3>

Ha cTpaHuue npeacTaBneHa Tabsuua ¢ OCHOBHbIMY NapamMeTpaMu paanonHTepdeiicoB ToUKK AoCTyna:

MAC-adpec — MAC-agpec pagnonHtTepgeiica;

Cmamyc — cTaTyC aKTUBHOCTU paanonHTepdeiica;

Homep kaHana — Homep 6ecnpoBOAHOrO KaHana, Ha KOTOpoM paboTaeT paavonHTepdeiic;
Yacmoma, My — 4yacToTa, Ha KOTopoli paboTaeT pagnonHTepderic;

UlupuHa kaHana, MMy — WnprHa Nonockl YacTOT KaHana, Ha KOTOPOo paboTaeT pagmonHTepdeic;
MowHocmb, 06M — MOLLHOCTb CUrHana paguonHTepderica;

YposeHb wyma, 06M — ypoBeHb LLIyMa pagnonHTepdeinca,;

Obwas ymunusayusi kaHasna, % — 06LNiA ypoBEHb 3arpy3kn pagnonHTepgeinca;

CpedHsisi ymusiudayusi 3a noc/seoHuli 4ac, % — cpefH1in ypoBeHb 3arpy3ku pagunonHtepdeiica 3a
nocnegHuin yac;

MakcumasibHas ymususayusi 3a nocs1ieoHull 4ac, % — MakCMasibHbIil YPOBEHb 3arpy3ku
paavouHTepdeiica 3a nocnegHuii vac;

Ymunuzayus kaHasaa BX00siWuM mpaghukom, % — ypoBEHb 3arpy3ku paavonHtepdenca BXoaawmm
Tpadmkom;

Ymunuzayus kaHasaa ucxoosauwum mpacghukom, % — ypOBEHb 3arpy3kun pagnovHTepgeica MCXoaaLwmMm
Tpadmkom;

Obwas uHmepghepeHyusi, % — ypoBEHb NCKaXXEHWUI paanonHTepdeiica;

VHmepagbeperyusi om He Wi-Fi ycmpoticms, % — ypoBeHb uckaxeHuii ot He Wi-Fi ycTpoiicTs
paavouHTepdeiica;

Mumepagpeperyusi om Wi-Fi ycmpolicms Ha mom e kaHase, % — ypoBeHb nckaxeHuin ot Wi-Fi
YCTPOWCTB Ha TOM Xe KaHane pagnonHTepderica;

lpoyeHm nospexxo0eHHbIX Nakemos, % — OTHOLLUEHWNE NOBPEXAEHHbIX NakeToB pagnonHTepdeiice;

130




WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

UHmepgbedchbi

Ha cTpaHuue npeactasneHa nHgopmaumns no Bcem nHTepdeiicam Toukm goctyna. B napameTpe «Obuee
KO/IM4eCcTBO» OTOOpaKaeTCst YNCNo NHTEpPdIENCOB Ha ToYke AocTyna.

OGHOBEHNE CTPAHULLbI MPOUCXOAUT MPU HAKATUM Ha KHOMKY «OBHOBUTbY.

2y WLC30 PexuM pesaxTvposaHms  wiriter (5

@ | Becnposoavan cers N oy (YRR (e

v gocTyna cb
W Noxawm

@ | Townacyn € Touka goctyna: wep-30l-2.4.416-test IP-agpec: 10.24.202.21

Mpo6nemsi KorourypaLmi KnvenTol  Pagyowmepdeiicel  WHtepdeiicol
XypHan cobTuii ©
KnueHT!
e e T R LTS Vrrepgeiic  MAC-aapec Craryc KaransHas ckopacts, MéuT/c CxopocTs npuewa / nepegasi, K6ur/c Mpunsmo / nepeaaro, KEWT TIpUHSTO / nepeaano, nakeTos OTEpOLLIEHO Npy npiene / nepesavie
Cucrema . bondd 26ed33:a4:4400 down 0 0/0 0/0 0/0 0/0
br0 68:13:e2:20:32.60 up 0 2/0 230356/0 2683949/0 0/0
eth0 68:13:e2:20:32:60 up 1000 51/42 7247879 /1258891 0/0
Isw 68:13:e2:20:32:60 up 0 0/0 425470 7836/0
u-gre 68:13:e2:20:32.62 up 0 25/2 289286 /17299 2731017/127933 0/0
wian0 68:13:e2:20:32.6f up 0 0/0 89/636 162 /5630 0/0
wian0-va0 68:13:22:20:32:61 up 0 0/0 89/636 162 /5630 0/36
wian0-val 68:13:e2:20:32:62 down 0 0/0 0/0 0/0 0/0
wian0-va2 68:13:e2:20:32:63 down 0 0/0 0/0 0/0 0/0
wian0-va3 68:13:22:20:32:64 down 0 0/0 0/0 0/0 0/0
wian0-va4 68:13:e2:20:32:65 down 0 0/0 0/0 0 0/0
wian0-va5 68:13:22:20:32:66 down 0 0/0 0/0 0 0/0
wian0-vab 68:13:e2:20:32:67 down 0 0/0 0/0 0 0/0
wian0-wds0 68:13:e2:20:a2:6f down 0 0/0 0/0 0/0 0/0
wian0-wds1 68:13:22:20:a2:6f down 0 0/0 0/0 0 0/0
wian0-wds10  68:13:e2:20:a2:6f down 0 0/0 0/0 0 0/0
wian0-wds11  68:13:e2:20:a2:6f down 0 0/0 0/0 0 0/0
wian0-wds12  68:13:e2:20:32:6f down 0 0/0 0/0 0/0 0/0
wian0-wds13  68:13:e2:20:a2:6f down 0 0/0 0/0 0/0 0/0
wian0-wds14  68:13:e2:20:a2:6f down 0 0/0 0/0 0/0 0/0
WRUY -
Bepcua M0
< SRS o O6Lee KoNUUecTEO: 53

Tabnvua cogepXxnT AaHHble:

* /IHmepcpelic — Ha3BaHNe NHTepdelica;

e MAC-adpec — MAC-agpec nHTepdelica;

e Cmamyc - cTaTyC aKTUBHOCTU UHTepdeiica;

e KaHa/ibHasi ckopocmb, Kbum/c — CKOpOCTb NOAK/IYEHMS Ha (DM3NYECKOM YPOBHE, KOTopas
NCNONb3YETCS B HACTOSALLNIA MOMEHT BPEMEHN;

e Ckopocmsb nepeodadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb nepegayn Tpadmka B HacTosALL M
MOMEHT BPEMEHY;

e [IpuHsimo/nepedaHo, 6alim — KONNYEeCTBO GanT, NPUHATLIX/NepefaHHbIX Ha NOAKIUYEHHOE YCTPOICTBO;

e [IpuHsmo/nepedaHo, nakemos — KOSIMYECTBO NaKeTOB, NPUHATLIX/NepefaHHbIX Ha NOAKIUYEHHOE
YCTPOWCTBO;

e OM6POWEHO MpuU rnpueme/nepedade, nakemos — KOIMYEeCTBO NakeToB, OTOPOLUEHHbIX NPy Npueme/
nepegauu;

e [IpuHsimo/nepedaHo, OWub0K — KONNYECTBO NaKeTOB, MPUHATLIX/NepeAaHHbIX C OLMbKamMmn Ha
NOAKNIOYEHHOE YCTPOICTBO;

e [lyrzieKcHbIl pexxum — pexunmM paboTbl gyniekca Ha nHTepdelice.

Hosble mouku docmyna

Ha cTpaHuue oTobpaeHbl TOUKM A0CTYNa, KOTOpble HAXOAATCA B MpoLecce perncTpaumm nnn oxmaaroT ee.
MapameTp «O6LEe KONNMUECTBO» NOKasbiBaeT 00Lee YNC/I0 He3aperMcTpmpoBaHHbIX Tovek goctyna. MNpu
nosiBNeHnn 60/bLLIOro KoNMyecTsa HOBbIX TOYEK AOCTYNa, Ha CTPaHuLEe nosBaseTca napaMmeTp "3anucei Ha
CTpaHuue" ¢ BO3MOXHbIMKM 3HaYeHunsamu: 15, 50, 100, 150 n 200, a Takke NOABNAETCS BO3MOXHOCTb
nepektoveHns Mmexay ctpaHuyamm. O6HoOBEHME CTPaHMLbI MPOUCXOANT MPU HaXaTUN Ha KHOMKY
«OBHOBUTbY.
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C nomoLpbio KHOMKM — — «CKayaTb» MOXHO BbIrPY3UTb CIMCOK TOYEK JOCTyna B haiin B hopmaTe .Csv,
KOTOpbI GyAeT coepxaTb NpeAcTaB/eHHyto B TabuLe MHgopMaLuio No BCeM Toukam [0CTyna, KoTopble
HaxoAsTCA B NPOLIECCE PerucTpaLmmn uv oXnaatoT ee.

C NOMOLLbH YEKGOKCOB MOXHO BbIGpaTh O/IHY, HECKOJIbKO U/IN BCE TOUKM AOCTYNa Ha CTPaHWLE, YTo6bI

<
NPUMEHUTb K HAM obLee AelicTBME C NOMOLLbIO KHOMKM «3aperncTpupoBatby. MNpy HAXaTUN Ha KHOMKY
«3aperncTpupoBaTtb» 1 NOATBEPXKAEHUN AeiicTBUA ByAeT Npor3BeAeHa NonbITka perncTpauum Bcex
BblGpaHHbIX TOUYEK AOCTYNa, NP YCMeLIHOM BbINO/IHEHUM KOTOPOW, TOUKM A0CTYyNa NosiBATCA Ha CTpaHuue
«TOYKM gocTynar.

Ansa kaxpaoi T Takke AOCTYMHO KOHTEKCTHOE MEHIO C AeCTBUEM «3aperncTpupoBaTby.

2 WLC-30 @ > > Touku ocTyna > HoBble TOUKM AoCTyna Pexum pejaktuposatus  admin (5>

@ MonuTopuHr v Touku goctyna
becnpoBojHan ceTb v
Touku goctyna HoBble Touku gocTyna
JNokauumn
Touky gocTyna <) 4
Mpo6nembl KOHGUrypaLum

- 1P- n P
XypHan coBbITwii MAC-appec Cratyc aapec Mogens Bepcusa MO AnnapatHas Bepcus CepiiHblii HoMep

KNveHTsl i 68:13:2:20:a2:10 OxwuaaeT asTopusaummn 192.168.5.55 WEP-30L-Z 2.8.10 build 11 v WP4D000027
BUpTyanbHble TOYKM AOCT... i e4:5a:d4:e8:d9:20 OxwnaaeT asTopusaummn 192.168.5.50 WEP-200L 2.8.9 build 52 v WP4B000065
Cucrema > I e8:28:1:d7:3¢:20 OxXugaet asTopu3aLMN 192.168.5.53 WEP-2L 2.8.8 build 15 2v0 WP23000033
i) Korgurypauna v
BecnpoBoaHan ceTb v
Nokauyn
06LMe HacTpoiikn
npogmamn
VHANBMAYaNbHBIE HACTPO...
M/1aHNPOBLLVK OBHOBAEH...
AAA >
Cets >

@ AAMUHUCTPUpOBaHWe >

RU v

Bepcua 10

00 «flpeanpusTye «AnTecs, 2022

O6ujee KonMuecTso: 3

Tabnmua CoAepPXUT AaHHble:

MAC-adpec — MAC-agpec He3aperncTpupoBaHHOM TOUKN AOCTYNa;

Cmamyc — cocTosiHMe paboTbl TOUKN AOCTYNa;

IP-adpec - IP-agpec He3aperncTpmpoBaHHOM TOUKMN AOCTYNa,;

Modesib — Mofesib He3aperncTppoBaHHOW TOUKN JOCTYNa;

Bepcus O — Bepcusa nporpaMmMHOro obecneyeHnss HeaperncTpMpoBaHHON TOUYKM JOCTYNa,;

* Annapamuas sepcusi — HW-Bepcusa annapaTHOro o6ecnevyeHuns yCTponcTea,;

CepuliHbIli Homep — cepuiiHblii HOMepP YCTPOICTBA, YCTaHOBMEHHbI 3aBOA0M-U3rOTOBUTE/IEM.

PUnbLTPLI
[J MAC-agpecTA

(] IP-appecT/

CepuiiHblii HoMep

] WP39002038 ]

OuuncTnTeb MNokaszaTtk
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

o o v
[na yno6cTtBa nonb3oBaHus Tabnvueli npegycMoTpeHbl (UAbTPbL. Icnonb3yitTe KHOMKY , YTOGbI
HacTpouTb UNbTPLI. MOWCK AOCTYNEH MO CeAyLWMM KIoUYeBbIM NapaMeTpam:

e MAC-adpec T/] - MAC-agpec Toukn goctyna. s nomcka AoctaTovyHO BBECTM OANH U HECKOMBKO
LeNbIX OKTETOB;

e |P-adpec T4 — IP-agpec Toukn goctyna. [ noucka Heo6xoaumo BeecTu IP-agpec NosHOCTLIO;

e CepuliHbili HOMEP — CEPUIAHbIA HOMEpP TOYKM AOCTYNa, yCTAHOB/IEHHbIN 3aBOA0M-M3rOTOBUTENIEM.
3ajfaeTcs CTPOKOW, Nounck paboTaeT No YaCTUYHOMY COBMNAAEHMIO.

Mpwn ncnonb3oBaHnn unbTPOB, NapameTp «ObLiee KoIMYecTBO» 0TOOpakaeT obLLee KOIMYEeCTBO
OTCOMNbTPOBAHHBIX 3an1CeN.

MNMoomeHro «pob6siemMbl KOHhu2ypayuu»

Ha cTpaHuue npeacTaBneHa Tabivua, cogepxallas oLn6KM, BO3HUKLIME NPU HAaCTPOIike KOHTpoiepa, unm
npeaynpexmneHust o Tom, 4To napaMeTpbl He ByAyT NPUMEHEHbI MO Kakoii-Nn6o npuumHe. B napameTpe
«O06LLEee KoNMmMYecTBo» 0TOBPAKAETCS YMC/IO NPeaynpeXaeHnii/oln60oK KOHDUTYPUPOBaHNS.

OGHOBMNEHNE CTPAHULLbI MPOUCXOAUT MPY HAXATUM Ha KHOMKY «OBHOBUTLY.

2 WLC30 PexwM pesakTuposanus  writer 3

@ | BecnposoaHas cetb A Mpo6neMsi KOHOUrYPaLMM

W | Noxaunm

@ Townscns Mpo6nembl KoHOUrypauum
Mpo6nems! KoHGUrypaLmm c

XypHan co6emuii

KAveHTb! Ne Coo6ierne

BupTyaneHbie TOUKM 40CTyNa 1 SSID was not applied to radio ‘wian0' on AP '0cee:20:00:10:70". Reason: SSID is not enabled

Cucrema v 2 SSID was not applied to radio 'wian0' :20:00:10:d0". Reason: SSID is not enabled

SSID was not applied to radio 'wl 0:10:70". Reason: SSID is not enabled

SSID was not applied to radio 0:10:d0". Reason: SSID is not enabled

SsID was not applied to radio ‘Wi 00:10:70". Reason: SSID is not enabled
SSID was not applied to radio 'wian0’ on AP '0c.ee:20:00:10:d0". Reason: SSID is not enabled

ssiD was not applied to rad

€:20:00:10:70". Reason: SSID is not enabled

® ~wlalunlsu

SSID was not applied to radio 'wian1’ on AP ‘0c:ee:20:00:10:d0". Reason: SSID is not enabled

wruY

Bepaua N0

< T T O6Luee KoNMHeCTEO: 8

Tabnuua coaepXnT AaHHbIE:

e No — HOMep co00OLEHNS;
e CoobujeHue — coobuleHne o npobeme KoHdurypauun.

NMoomeHro «XKypHan cobbimuti»

B nogmeHto «XXypHan coObITUii» 0ToGpaXKaroTCsi COObITUS U AENCTBUSA C TOUYKAMM AOCTYyNa U KNMeHTaMun.

Touku docmyna

Ha cTpaHuue npeacTtaBneH xypHan cobbITuiA TOYEK AOCTyna C BPEMEHHbIMY MeTkaMu. B napameTpe «Obuyee
KONIMYECTBO» OTOOpaxaeTcs obLlee KONNMYeCTBO 3annceil B XXypHasne. MNpu nosiBneHumn 60/1bL0ro KonnyecTea
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OGHOB/EHME CTPaHWLbl NPOUCXOAUT NPU HaXKaTUM Ha KHOMKY «OBGHOBUTL». KHOMKa
yAansieT XypHas cobbITUIA.

WLC-Series. PyKoBOACTBO MO 3KcnyaTauun. Bepcusa 1.36.4
3anuceil, Ha cTpaHuue nosBseTca napameTp "3anuceli Ha cTpaHuLe" ¢ BO3MOXHbIMU 3HadeHusamu: 15, 50,
100, 150 1 200, a Takke NOABNSAETCHA BO3MOXHOCTb NEPEK/TIOYEHNA MEXAY CTPpaHMLamMu.

«OUnCTNTL»

»”
-»

® 8 0

<

WLC-30

BecnposoaHan cetb
Noxkayun

Toukw gocTyna

MpoGAEMsI KOHMTypaLn
XKypHan cobbmiii

KnneHTb!

BupTyantHsie TouKY 40CTYNa
Cucrema

ViHOOopMaLwR 06 ycTpoiicTse

Tpadwix 3arpysku CPU

oRu

Bepoua MO

00 «flpeanpusTvie s3nTexce, 2022

Touku goctyna

2

Knventor  WIDS

fata

2026-03-24T12:35:14+07:00
2026-03-24T12:35:11+07:00
2026-03-24T12:35:11+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:09+07:00
2026-03-24T12:35:05+07:00
2026-03-24T12:35:04+07:00
2026-03-24T12:35:02+07:00
2026-03-24T12:35:02+07:00
2026-03-24T12:35:01+07:00

2026-03-24T12:35:01+07:00

3anuceii Ha cTparnue | 15

O6uyee KonnuecTeo: 2924383

Han cobbIrui

PexiM peaaKTposaHms

Touxu gocTyna

Coobuierive

AP ecb1:20:34:48:60 changed state to 'Active’, AP location: building-3.ifts

AP ecb1:e0:34:48:60 changed state to 'Applying cfg, AP location: building-3.lifts

AP ec:b1:e0:34:48:60 connected, board 'WEP-3L' sw version '2.11.2 build 2' ipaddr '10.31.20.28', AP location: building-3.lifts

AP ec:b1:e0:34:48:60 status joined, AP modei: WEP-3L, SW version: 2.11.2 build 2, IP address: 10.31.20.28, description: 'SA_AUTH: remove from tracking'

AP ecb1:e0:34:48:60 changed state to 'Ready’, AP location: building-3.lifts

AP ecb1:e0:34:48:60 status joined, AP model: WEP-3L, SW version: 2.11.2 build 2, IP address: 10.31.20.28, description: 'SA_AUTH: connection path /register/ap, valid AP json’
AP ec:b1:e0:34:48:60 status joined, AP model: WEP-3L, SW version: 2.11.2 build 2, IP address: 10.31.20.28, description: 'SA_AUTH: start tracking AP with path [/ready/ap]’
AP ec:b1:e0:34:48:60 status registering, AP model: WEP-3L, SW version: 2.11.2 build 2, IP address: 10.31.20.28, description: 'SA_AUTH: accept AP with valid certificate’

AP ecb1:e0:34:48:60 status registering, AP model: WEP-3L, SW version: 2.11.2 build 2, IP address: 10.31.20.28, description: 'SA_AUTH: certificate ok’

AP ec:b1:e0:34:42:00 changed state to 'Active’, AP location: building-3.lifts

AP ec:b1:e0:0c:08:70 changed state to 'Active’, AP location: building-2.floor-5

AP ecb1:e0:34:42:00 changed state to ‘Applying cfg, AP location: building-3.lifts

AP ec:b1:e0:34:42:00 connected, board 'WEP-3L" sw version '2.11.2 build 2' ipaddr '10.31.20.20", AP location: building-3.lifts

AP ecb1:20:0c:08:70 changed state to ‘Applying cfi, AP location: building-2floor-5

AP ec:b1:€0:0c:08:70 connected, board 'WEP-3L' sw version '2.11.2 build 2' ipaddr '10.24.202.39", AP location: building-2.floor-5

witer (>

Ta6numua CoAepPXUT AaHHbIE:

[nsa yno6cTBa NCNob30BaHNs XypHana npeaycMoTpeHbl (ouabTPbIl. VICNoNb3yiTe KHOMKY

e No — HOMEp COO6LLEHUS;

e [lama - fnaTa cobbITUS;

 Coob6lleHne — cobbITUe, Npon3oLLellee ¢ TOUKON AocTyna (M3MEHEHKEe cTaTyca, NPUMeHeHne
KOHpUrypawmu, oTknoueHmne, obHosnexHme MO u T. n.).

PUNbLTPLI

MAC-appec T4

Cratyc T4
OnucaHue co6bITHA

IP-agpec T/,

68:13:€2:03:00:20
Nokauwna
Tun cobbiTnA
Jata

Mogenb TA

OunCTUTL MokasaTb

, YTOObI

HaCTPOUTb PUNLTPLI. MONCK AOCTYNEH MO CNEAYIOLLMM K/THUYEBLIM NapaMeTpam:

e Cmamyc T/] — cocTosiHue paboTbl TOUKM AOCTYNa, OCYLLECTBSAETCS BbIGOP M3 CNMCKA 3HAUYEHWIA;
e OnucaHue cobbimusi — OnMcaHne cobbITUS, 334aeTCs1 CTPOKO;
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WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4

e |P-adpec T4 — IP-agpec Touku goctyna. [18 noucka Heo6xoaumo BeecTu IP-agpec NosHOCTLIO;

e MAC-adpec T[4 — MAC-agpec Toukn goctyna. [1ns noucka OCTaTtoO4HO BBECTU OAMH WU HECKO/IbKO
LeNbIX OKTETOB;

e Jlokayusi — /10KaLms B KOTOPOI HaxoAaTcsa TOUKM Aoctyna. OcyulecTBiseTcs BbIoop U3 cnmcka
3HAYEHWA;

e Tun cobbimusi — TUN COObITUS, OCYLLECTBNSAETCH BbIOOP M3 CNUCKa 3HAYEHWI;

e [lama Hayasa — 6yayT OTNNbTPOBaHbI COObITUS, 3aDMKCUPOBAHHbIE C YKa3aHHOW AaTbl
BKNHOUMTENBbHO. [lonyckaeTcs BBOA BPYUHYHO UK C MOMOLLLIO kKaneHaaps. o ymonyaHuto: gata Havyana
- "Buepa”;

e [lama OKOH4YaHusi — 6yayT OT(VbTPOBaHbI COOLITUSA, 3adDUKCUPOBAHHbLIE MO YKa3aHHyH aaTy
BKNHOUMTENBbHO. [lonyckaeTcsi BBOA BPYUHYIO UIN C MOMOLLLIO kaneHaaps. Mo ymonyaHuio: gara
OKOHYaHus — "cerogHsa";

e Bpewmsi Hayasia — 6yayT OTOUNBLTPOBAHbI COObITUS, 3a(PMKCMPOBaHHbIE B YKa3aHHYH0 AaTy, HaumMHas ¢
yKa3aHHOro BpeMeHW, BKIoUMTeNbHO. ECnun Bpemsi He ykasaHo, 6yayT nokasaHbl COObITUSA, HaUMHas ¢
00:00:00;

e Bpewmsi okoH4YaHusi — 6yayT oT(MIbTPOBaHbI COObITUS, 3aMKCMPOBAHHbIE B YKa3aHHY0 Aaty, Ao
yKa3aHHOro BpemeHu BKNHUUTE IbHO. EC/iv Bpems He yka3aHo, 6yayT nokasaHbl cobbiTus Ao 23:59:59
BK/THOUNTE/BHO.

e Moodesb T/] — MoAenb TOUKM A0CTYNa, OCYLLECTBIAETCS BbIOOP M3 CMCKA 3HAYEHWIA.

Mpwn ncnonb3oBaHnn unbTPOB, NapameTp «ObLiee KoMYecTBO» 0TOOpakaeT obLLee KOSIMYEeCTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

KnueHmsi

Ha cTpaHuue npeactaBneH xypHan cobbiTuii Ans knneHTtoB Wi-Fi ¢ BpeMeHHbIMK MmeTkamu. XKypHa
COAEPXUT COBbLITMSA, HPOPMUPYIOLLME O MNOAKIYEHNN/OTK/IIOYEHUN KITUEHTOB, OLLIMOKax perncrpauun,
poymuHre. B napameTtpe «O6Lee KonmyecTBo» 0ToGpaxaeTcs obLiee KoNmM4ecTBo 3anucein B XypHasne. Mpu
nosiBNeHnn 60/bLLIOro KoNMYyecTsa 3anuceil, Ha CTpaHuue NosiBNSeTCs napameTp "3anvceit Ha cTpaHuue” ¢
BO3MOXHbIMU 3Ha4YeHuamu: 15, 50, 100, 150 n 200, a Takke NOABNAETCA BO3MOXHOCTb NEPEKNIOUEHNS MeXaY
CTpaHuLaMWn.

OG6HOBNEHNE CTPAHULLbI MPOUCXOANT MPY HAXATUM Ha KHOMKY «O6HOBUTL». KHOMKa
yfansieT XypHan CobbITUIA.

«OUnCTNTL»

2 WLC30 PexuM pegaxTvposarns  wiriter (5>

B | becnposoasan cers N

W | Noxaumn
Toukngoctyna  KnmeHtsl  WIDS
@ | Toswwpocyna

Mpo6nems: KoHGUrypaLmA cC @3 v
XypHan coBbmui
Ne fata Coobuerve
KnuerTsi
S — ; 2026.03-24T15:41:41+07:00 NNt 9B0d:afaf.c9:53 username has changed IP address to 10.168.0.100, AP: ec:b1:e0:20:3d:b0, SSID: RSSI: -51, interface: wian1-va3, band: 5 GHz, AP
EMpTyanbHble TouKki focTyl 2026-05-28T154 "% Jocation: pinewood, domain: 'enterprise.service.root', description: ‘AP detected client IP address change from ARP packet’
Cucrema ~ 2026.03.24T15:41:41+07:00 CIENt 9B0UARaFCIS3 username: connected (authenticated) on AP ec:b1:€0:20:ad:b0, SSID: RSSI: -51, interface: wian1-va3, band: 5 GHz, auth-
Vg opwaLms 06 ycTporicTse ‘ et method/status: WPA2-Enterprise/Authenticated, AP location: pinewood, domain: ‘enterprise service.root
R ent 98 953 authen ver air on AP ecb1:20:20: - wiani-va3, ban 2, AP location: pinewoo in
Fpadux sarpyska CPU 5 2026.03.24T15:41:41+07:00 C1ENT 9800 af2f.c3:53 authenticated by roaming over air on AP ec’b1:20:20:ad100, SSID: nterface: wian1-va3, band: 5 GHz, AP location: pinewood, domai
enterprise service.root’, roaming status: Success, description: 'Successfull authorized
h 2026.03.24T15.41:41-07.00 (1Tt 26CUe3Be:a0 username: disconnected (deauthenticated by AP) from AP ecb1:e0:20:a:50, SSID RSSI: -87, interface: wian1-va4, band: 5 GHz, AP
location: pinewood, domain: 'roat’, reason: 4, description: ‘Inactivity
. 2026.0324T15:41-40+07:00 (NNt farec2a2:02:0d username: has changed IP address to 10.168.0.58, AP: 90:54:67:06:ca:90, SSID: RSSI: -68, interface: wian1-va3, band: 5 GHz, AP
cHebteestis location: building-3.floor-11, domain: ‘enterprise.service.root, description: ‘AP detected client IP address change from ARP packet
. esrananony CliENT 32:80:32:06:be:7e username: has changed IP address to 10.168.0.53, AP: 68:13:62:35:19:20, SSID: RSSI: -42, interface: wian1-va1, band: 5 GHz, AP
6 2026-03-24T15:41:40+07:00 , ) 5 = .
location: production_devices, domain: 'enterprise.service.root, description: 'AP detected client IP address change from DHCP packet
~ . e Client 62:1513:c1:63:5¢ username: has changed IP address to 10.168.0.71, AP: ecb1:e0:20:ad:¢0, SSID RSSI: -52, interface: wian1-va3, band: 5 GHz, AP
7 2026-03-24T15:41:40+07:00 - : N 5 el
location: building-3.floor-11, domain: ‘enterprise.service.root’, description: ‘AP detected client IP address change from DHCP packet
n 2026.03.24T15:41-40+07:00 CNENt@497:01:5E3ecl has changed IP address to 192.168.53.172, AP: ecib1:e0:20:8¢.70, SSID RSSI: -69, interface: wian1-va0, band: 5 GHz, AP location: building-3.floar-
creeiesting 04, description: 'AP detected client IP address change from DHCP packet’
. 2026.0324T15:41:39+07:00 (€Nt 96:09337C7CS username: has changed IP address to 10.168.1.151, AP: ecb1:e0:20:3d:b0, SSID: RSSI: -49, interface: wian1-va3, band: 5 GHz, AP
o Esastizal= Iocation: pinewood, domain: ‘enterprise.service.root', description: AP detected client IP address change from DHCP packet’
. eaem Client 96:09:33:7¢7CfS username: has changed IP address to 10.168.1.151, AP: ecol:e0:20:3d:b0, SSID: RSSI: -49, interface: wian1-va3, band: 5 GHz, AP
10 2026-03-24T15:41:39+07:00 h 5 7 , N .
location: pinewood, domain: ‘enterprise.service.root', description: ‘AP detected client IP address change from ARP packet
. enr e CliENt 96:09:33:7c7CfS username: onnected (successfully authenticated on RADIUS) on AP ec:b1:e0:20:3d:b0, SSID: RSSI: 49, interface: wian1-va3, band: 5
1 2026-03-24T15:41:39+07:00 S eyt .
GHz, auth-method/status: WPA2-Enterprise/Authenticated, AP location: pinewood, domain: 'enterprise.service.roat
. 2026.0324T15:41:39+07:00 CIENta497:01:5E3excl has changed IP address to 192.168.53.172, AP: ecib1:e0:20:30:50, SSID. RSSI: -78, interface: wian1-va0, band: 5 GHz, AP location: pinewood,
< cHebtzestios ' description: 'AP detected client IP address change from DHCP packet
- 2026.03.24T15:41:39+07:0p CIENT €0:2€10b:09:ac1 username: has changed IP address to 10.168.2.191, AP: 90:54:b7:d6:ca:eD, SSID RSSI: -48, interface: wian1-va3, band: 5 GHz, AP
= 2026-03-28T1:415970790 o cation: building-2.floor-5, domain: ‘enterprise service.root, description: "AP detected client IP address change from DHCP packet
WRUY
3anuceii Ha cTparuue | 15 > »

Bepcua MO

O6wee konuuecTso: 9435751
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Tabnvua coaepXxnT AaHHble:

e Ne — Homep coobLLeHus;
e /lama — paTa cobbITUS;

e CoobujeHue - cobbITve, nponsoweaLee c knneHTom Wi-Fi (noakntoueHre, OTKIUEHME, OLUMOKA

perucTpaummn, pPOYMUHT 1 T. 1.).

PUNbTpSLI

Mmsa nonb3osaTens
IP-agpec knuneHTa
MAC-aapec KnneHTa
MAC-agpec T4
32:20
SSID
Nokauua
default-location X root X
Tun cobbiTnA
®
OnucaHne cobbITUa
JaTta

JomeH

o v
[ns yno6cTBa MCNosb30BaHNsA XypHana npeaycMoTpeHbl ouNbTPbl. VICNoNb3yiTe KHOMKY , YTOOGbI
HacTpouTb PUNLTPLI. MOKCK AOCTYNEH MO C/eAyLLIMM KNoUYeBbIM NapaMeTpam:

Wmst nonib3osBame/isi — UM NO/b30BaTeNs, ykasaHHOe npu peructpauun B cetn Wi-Fi, 3agaeTtcsi CTpoKoli.
Mounck paboTaeT No YaCTUYHOMY COBMALEHWIO;

IP-adpec knueHma - IP-agpec kaneHTa. [ns nomcka Heobxoammo BBecTu IP-agpec nosHOCTLIO;
MAC-adpec knueHma — MAC-agpec knveHTta. 515 noMcka gocTaTo4HO BBECTU OAMH NN HECKOJTbKO
LeNbIX OKTETOB;

MAC-adpec T4 — MAC-agpec Touku goctyna. 18 noucka AoctaroqyHo BBECTU OANH UM HECKOJIbKO
LeNbIX OKTETOB;

SSID — Ha3BaHMe ceTu, K KOTOPOI NOAKMOUYEH KNneHT. OCyLecTBASIETCS BbIOOP M3 CMMCKA 3HAYEHWIA.
Takke ecTb BO3MOXHOCTb Bbl6paTbh HECKO/IbKO SSID A151 0ToGpaxeHus;

Jlokayusi — Ha3BaHue nokaumm Toukn goctyna. OcyLecTBAsSeTCs BbIOOP U3 Cnncka 3HavyeHuin. Takke
€CTb BO3MOXHOCTb BblOpaTh HECKO/IbKO STIOKaL Wi AN 0TOOpaKeHNs,

Tun cobbimusi — TUM COBbITUS, OCYLLIECTBISIETCS BbIOOP N3 CNUCKA 3HAUEHWIA,

Moomun cobbimusi — NOATMN COObITKS, OCYLLIECTBNSAETCS BbIOOP 13 CNMCKA 3HAYEHWIA;

OnucaHue cobbimusi — onncaHne cobbIThs, 3a0aeTcsi CTPOKO. Monck paboTaeT No N0 TOYHOMY
BXOX/AEHUIO. TakKe eCTb BO3MOXHOCTb BblOpaTb HECKO/LKO /IOKALMIA A/151 0TOOpaXKeHus;

Jama Hayana — 6yayT oT(hnnbTPOBaHbl COObITUS, 3aPMKCUPOBaHHbIE C YKa3aHHOI Aathl
BK/TOUNTE/IBHO. [lonyckaeTCcsa BBOA, BPYHYHYHO UM C NOMOLLBIO KaneHaaps. Mo ymonyaHuio: gata Hadana
- "Buepa’;

Jama okoH4aHusi — 6yayT OTUNbTPOBaHbI COOLITUSA, 3adDUKCUPOBAHHLIE MO YKa3aHHyH aaTy
BK/TOUNTE/IbHO. [JonycKaeTCcsa BBOA, BPYUYHYHO U/IM C NOMOLLBIO KaneHaaps. Mo ymonyaHuio: gata
OKOHYaHus — "ceroaHs",
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WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
* Bpewmsi Hayasia — 6yayT OT(OUNbTPOBaHbI COOLITUSA, 3a(PMKCUPOBAHHbIE B YKa3aHHYI0 AaTy, HaunHas c
yKa3aHHOro BpeMeHH, BKIUNUTENbHO. EC/in Bpems He yka3aHo, 6yayT nokasaHbl COObITUSA, Ha4YMHas ¢
00:00:00;
e Bpemsi OkOHYaHusi - 6yayT OTOUIbTPOBaHbI COObLITUSA, 3aMKCMPOBaHHbIE B yKa3aHHyo Aaty, [0
yKa3aHHOro BpemeHu BKNHUUTE IbHO. EC/iv Bpems He yka3aHo, 6yayT nokasaHbl cobbiTns ao 23:59:59
BK/IHOUYNTESBHO.

Mpwn ncnonb3oBaHnn unbTPOB, NapameTp «ObLiee KoMYecTBO» 0TOOpakaeT obLLee KOIMYEeCTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

WIDS

Ha cTpaHuue npeacTtaBneH xypHan cobbituii WIDS ¢ BpeMeHHbIMU MeTKaMu. XKypHas COAEPXUT COObITUS
CUCTEMbI 0GHAPYXXEHUSI BTOPXEHWIA.

B napameTpe «O6LLee KOM4yecTBO» 0TO6pakaeTcs 0bLiee KOMMYecTBO 3anuceli B xypHane. Mpu nossneHnn
60/1bLLIOro KONNMYecTBa 3anucei, Ha cTpaHuLe NosBNsAeTCA napameTp "3anvceli Ha cTpaHuLe" ¢ BO3MOXHbIMU
3HavyeHuamK: 15, 50, 100, 150 n 200, a Takke NOABNAETCA BO3MOXHOCTb NEPEKNUEHNA Mexay CTpaHuuamun.

OG6HOBMEHME CTPaHWLbl NPOUCXOAUT MPU HaXKaTUM Ha KHOMKY «O6HOBUTL». KHOMNkKa & «OuncTuTb» yaanset
XXYpHa cobbITUIA.

2y WLC30 Pexum pesakTiposaHus  writer (B

@) | Becnposoaran cers N

W | Noxaumn
oukMAocTyna  KawmenTbi
T yna K wIDS
Toukw
@

ocTyna

MpoGnems! KoHMrypaLyy c v
XypHan coBbmmii
Ne fAata CoobweHve
KnuerTbi
BupTyansHbIe TOUKM A0CTYNa
Cucrema ~
WrdopmaLms o6 ycTpoiictse

X
Tpadu sarpysku CPU ypHan nyct

L L0

Bepaua 10

< e O6wee konuuecTso: 0

Tabnuua coaepXuT AaHHbIe:

e Ne — Homep coobLLeHus;

e /Jama — pata cobbITus;

e CoobuwjeHue - cobbitrie WIDS/WIPS (knneHT 3a6/10KMpOBaH, KMEHT pa3b/1I0KMpOBaH, 0GHaPYXEHO
C/IULLKOM MHOTO NOMbITOK ayTeHTUmKaLum, 60/1bLI0e KOMYECTBO NaKeTOB, Pe3Koe yBenmyeHne
KONMYecTBa NakeToB, OOHAPYXXEHME BPAXECKON TOUKM AOCTYNa, NOTEPS BPAXECKON TOUKM A0CTYNa,
06HapyXeHre Hen3BeCTHOW TOUKM AOCTYNa, OOHapyXeHue aeayTeHTudrKaLmm 6ecnpoBogHbIX
K/IMEHTOB).
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DunbTpbl
Nokauma
MAC-agpec T
Tun ataxku
®
lata
[arta Hauana Bpems Hauyana
23.03.2026 B || uummcc
[laTta oKOHuYaHMA Bpems okoH4YaHWA
24.03.2026 & YH:MM:CC
OuncTuTb

. Y
[ns yno6cTBa MCNoMb30BaHNsA XypHana npeaycMoTpeHbl ounbTPbl. VICNonb3yitTe KHOMKY , YUTOOGbI
HacTpouTb PUNLTPLI. MOWUCK AOCTYNEH MO C/eAyoLLIMM KNoUYeBbIM NapaMeTpam:

 Jlokayusi — Ha3BaHue nokauun. OcyLecTBIAeTCs BbIOOP U3 CrMcka 3HavYeHu. Takke eCTb BO3MOXHOCTb
BblGpaTh HECKO/IbKO NoKauuii ANnst 0TOOpakeHus;

e MAC-adpec T/] - MAC-agpec Toukn goctyna. [ noucka AoCTaTO4yHO BBECTU OAMH UM HECKO/bKO
LesblX OKTEeTOB;

e Tum amaku — TUN aTaku, OCyLLLEeCTBNSETCA BbI6OP N3 CucKa 3HaYEHWA;

e Tun cobbimus — TUN COObITUS, OCYLLECTBNAETCA BbIOOP M3 CUCKa 3HAYEHWI;

e Tun naketa — TUN naketa B pagnoadmpe, No KOTOPOMY 3aperncTpmposaHo coobueHne o DoS-aTake.
HacTpoiika goctynHa npu BbibpaHHoM Tune ataku DoS;

e SSID — Ha3BaHue ceTn. HacTpolika AocTynHa npu BbibpaHHOM Tune ataku Bruteforce nnm
MITM. OcyuyecTBnseTcs BbI6OP U3 CNMcKka 3Ha4YeHnin. Takke ecTb BO3MOXHOCTb BblOpaTb HECKO/IbKO
SSID gns oto6paxeHus;

* MAC-adpec knueHma — MAC-agpec knveHTa. Hactporika JoCTynHa npy BbI6paHHOM Turne ataku
Bruteforce nnn MITM. 1ns noncka AOCTATOYHO BBECTU OAMH WU/IM HECKOJILKO LIENbIX OKTETOB;

e [lama Hayasa — 6yayT OTNNbTPOBaHbI COObITUS, 3aPMKCUPOBAHHbIE C YKa3aHHOW AaTbl
BKHOUMTE NbHO. [lonyckaeTcs BBOA, BPYUHYIO MU C MOMOLLLIO kanieHaaps. Mo ymonyaHuio: gara Havana
- "Buepa”;

e [lama OKOHYaHusi — 6yayT OTUIbTPOBaHbI COObITUSA, 3adIMKCMPOBAaHHbIE MO yKa3aHHyo AaTy
BKNHOUMTE NBbHO. [lonyckaeTcs BBOA, BPYUHYIO UN C MOMOLLLIO kanieHaaps. Mo ymonyaHuio: gara
OKOH4YaHus — "cerogHs";

* Bpemsi Hayasia — 6yfyT OT(OUNbTPOBAaHbLI COOLITUSA, 3aPMKCUPOBAHHbIE B YKa3aHHYH AaTy, HaunHas c
yKa3aHHOro BpeMeHH, BK/IUnUTeNbHO. EC/in Bpems He yka3aHo, 6yayT nokasaHbl COObITUSA, Ha4YMHas ¢
00:00:00;

e Bpemsi okoH4YaHusi — 6yyT OT(PUNbTPOBaHbI COOLITUSA, 3aPMKCUPOBaHHbIE B YKa3aHHYy Aarty, 40
yKa3aHHOro BpeMeHu BKNKUMUTESbHO. EC/iv Bpems He ykasaHo, 6yayT nokasaHbl cobbiTus go 23:59:59
BK/IHOYNTESBHO.

MoomeHro «KnueHmsbi»

CTpaHuua cogepXxuT nHhopMaLmio 0 KIMeHTax, NOAKIYEHHbIX KO BCEM TOUYKaM A0CTyna KOHTposiepa.
MapameTp «ObLee KONMYecTBO» NokasbiBaeT 0bLLee YNCNO0 KMEHTOB U UX pacnpesesieHne no YacTOTHbIM
AvanasoHam. Mpu nogxNtoYeHnn 601bLIOr0 KONNYeCcTBa KMEHTOB, Ha CTpaHuLLE NoABAsSeTCA napaMmeTp
"3anuceli Ha cTpaHuLe" ¢ BO3MOXHbIMK 3HadeHnsmu: 15, 50, 100, 150 1 200, a Takke nosBnseTcs
BO3MOXHOCTb NepekioveHns mexay ctpaHuyamu. O6HOBNEHNE CTPpaHuLbl MPOUCXOANT NPU HaXKaTum Ha
KHONKY «OGHOBUTbY.

C nomolLLbio YeK6OKCOB MOXHO BblGpaTh OIHOr0, HECKO/IbKO MM BCEX KNIMEHTOB Ha CTpaHMULE, YTOObI

NPUMEHUTb K HAM obLLee AelicTBME C NOMOLLbIO KHOMKM «[leayTeHTudmKaums knneHTa». Mpun HaxkaTum
Ha KHOMKY BblGpaHHbIE KNNEHTbI By AyT AeayTeHTUULMPOBaHbI.
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[Na Kakaoro KNMeHTa Takke OOCTYMNMHO KOHTEKCTHOE MEHIO C AeVICTBMeM «,ﬂ,eayTeHTl/I(bl/lKaLl,I/Iﬂ KJIMEHTa».

»
o

Q

0
@

WLC-30 Pexum pegaxTvposanns  writer 3

Becnposoanas cets

nuer
Noxawm
T Knunentbl
MpoBems: KoHGMrypaLyn e ¢
XypHan coBTwii
e — } wectso Pexum IE
KnneHTs! m(e a_":““ IP-aapec Vs ycrpoiicrsa SSID [vanason, MMy RSSI, 46m SNR, 26 :;ﬂji_‘ . Bpews pabor ao;w MIEEE i nonssosatens  MAC-agpec T4
BUpTyansHble ToWKY 4OCTYNa
= ! v 00:c30s:bfbS51 1016830  Xiaomi-12T-Pro s 62 2 100 01:42 ax ecibt:e0:20:ad:eC
Cucrema ~
020724265112 10168084  ADY-LX9 5 48 ES 93 0039 ax ecib1:e0:20:ac:f0
Vg opwaLms o6 ycrpoiicTse - —
v 02308416dcBe — - s -100 0 4 00:00 ax - 68:13:e2:35:18:7C
Fpagwx 3arpysku CPU
029095132063 10.1682.161  realme-9-Pro 5 61 24 75 0236 ax ecib1:e0:20:ac:f0
/ 02bd2b20:dd:36 10.168324  Redmi-10 5 61 2 100 00:05 ac ecib1:e0:20:ac:70
02e1:35:353401 19216853212 SAY-A71-pok 5 66 2 100 01:42 ac - ecibi:e0:20:abeC
zovatela-Valentin
/ 02eeb7bIbcSO 1921685364 — H -58 29 100 01:27 ax = 90:54:67:d6:cc:20
0410:6b:46:¢£19 10168216  Redmi-Note-11-Pro 5 56 28 84 01:34 ac 90:54:67:06:d8:0(
06:125769:4c22 10.168.1.67  Pixel-7 s -50 2 100 0345 ax ecib1:e0:20:ad:2(
06:59:13:6976:11 10314063  — 5 48 37 94 00:01 ax ecibi:e0:20:ad:b(
06:bFbEE7I58 101683182 — s 47 38 95 0021 ax ecibt:e0:0a:3e:b(
08:65:c572:¢87b  10.168.0.175  LAPTOP-LQSHMMNC 5 56 29 100 01:59 ac ecibi:e0:0a:3e:b(
, 089df4f28cc6  10.1681.208  liya 5 -54 2 7 0257 ax ecib1:e0:20:3:60
05152880908 10.1683.144 — 5 62 24 100 0033 ax ecib1:e0:20:ac:60
v 0a30:17:90:17:25 10168119  — 5 50 36 a3 00:01 ax = 68:13:2:20:a3:0(
WRUY
3anucedi Ha cTpanuMue | 15 o 2 3 4 5 28

Bepcwn N0

O6uyee konuuecTso: 414 2419 5T 3% 6y 9

B Tabnuue npefcTaBieHa OCHOBHAs MH(DOPMALIMSI MO K/IMEHTY:

MAC-adpec knueHma — MAC-agpec noakn4YeHHOro YCTPOCTBa;

IP-adopec knueHma — |P-agpec NOAKIYEHHOIO YCTPONCTBA;

MAC-adpec T/] - MAC-agpec TO4Ykn AOCTyna, K KOTOPOI NOAK/IHUYEHO YCTPOCTBO;

Vima T — nma TOYKK goctyna;

Vinmepcpelic — nuTepgeiic B3aMMo4encTBmA TOUKN AOCTYNa C NOAKNHOYEHHBIM YCTPOCTBOM,

SSID — Ha3BaHWe ceTH, K KOTOPOI NOAKMOYEHO YCTPONCTBO;

Juana3soH, Ty — gnanasoH 4acToT, B KOTOPOM MOAK/HOYEHO YCTPONCTBO K TOUKE AOCTYNa;

RSS!, 0bm — ypoBeHb NPUHUMAEMOTO CUTHana,;

e Jlokayusi — NoKauus, B KOTOPOM HaxXoAMUTCA TOUKa A0CTYNa, K KOTOPOW NOAKIUYNAOCH KITMEHTCKOE
YCTPOWCTBO;

* VIMsi nosib308ame/isi — UMS NONb30BaTENS, yKazaHHOe Npu aBTopu3auny B cetu. B cnyyae personal-

aBToOpM3aLUM UM NPU NOAKNHOYEHNUM K OTKPBITONM CeTW, UMS NoNb30BaTe st OCTaHeTCs MyCTbIM.

[ns npocmoTpa noapo6Hol MHhopMaLmmn No KAMEHTY HEOOXOAMMO HaXaTb Ha

Moapo6Hoe onucaHve BkYaeT B ce6s cneaytolme napameTpbi:

e |P-adpec — IP-agpec noaKUYEHHOro YCTPOCTBA;

e SNR, 06 — OTHOLLIEHME CUTHAaN/LWIYM;

* KaHa/ibHasi CKopocmb repedayu — MOAYNAUNS U KaHaslbHasi CKOPOCTb Npu nepegade;

KaHasibHasi ckopocmsb rpuemMa — MOAYNALUMA U KaHaslbHasi CKOPOCTb NPW NpueMe;

Pexxum IEEE 802.11 — ctaHaapT 6ecnpoBOAHO ceTu;

e ABMopu308aH — CTatyc aBTopu3saunn KIMeHTa,;

e [loMeH — JOMEH, K KOTOPOMY NMPUHAANEXUT Nosib30BaTe b,

e Kayecmso coeduHeHUs1 — napameTp, KOTOPbIA OTOGpaXaeT COCTOSAHME JIMHKA [0 K/TMeHTa,
paccuMTaHHbIA Ha OCHOBaHWUM KONMYecTBa NOBTOPHOM NepeAayn nakeTos, OTNPaBEHHbIX KITMEHTY.
MakcumansHoe 3HaueHne — 100 % (Bce nepegaHHble NakeTbl OTNPABUNCL C NEPBOV NONbITKM),
MUHUMabHoe 3HaueHne — 0 % (HV ofIMH NakeT [0 KNMeHTa He Gbln YCrewHo oTnpaB/ieH). 3HaueHne
napameTpa paccuntbiBaeTcs 3a nocnegHue 10 cekyHa,

e Obuwjee ka4ecmso coeduHeHUs1 — napamMeTp, KOTOPbI 0TOOGPaXKaeT COCTOSAHNE JINHKA [0 KIINEHTa,
paccuMTaHHbIA Ha OCHOBaHWUM KONMYecTBa NOBTOPHOM NepeAayn nakeTos, OTNPaBEHHbIX KITMEHTY.
MakcumansHoe 3HaueHne — 100 % (Bce nepegaHHble NakeTbl OTNPABUNCL C NEPBOV NONbITKM),
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MUHUMasIbHOE 3HaueHne — 0 % (HY 0AMH NakeT [0 KNMeHTa He Gbln YCNEeWHO OTNPaB/eH). 3HaueHne
napameTpa paccunTbiBaeTCs 3a BCe BpeMs NOAKIOUEHNS KNTNEHTE;
Ckopocmb nepedayu, Kbum/c — akTyasibHasi CKOPOCTb nepeaayn Tpadmka B HaCTOALWMIA MOMEHT
BPEMEHY;
Ckopocmb npuema, Kbum/c — akTyasibHasi CKOPOCTb Npuema Tpadouka B HaCTOSILLMIA MOMEHT BPEMEHU;
lMepedaHo, 6alim — KOoNM4ecTBO 6aliT, NnepefaHHbIX Ha NOAKNIYEHHOE YCTPONCTBO;
lMpuHsimo, 6alim — KONMYeCTBO 6aliT, NPMHATLIX OT NOAK/IHOYEHHOrO YCTPOICTBA;
lMepedaHo, nakemos — KONNYEeCTBO NaKeTOoB, NepeAaHHbIX Ha NOAKIHYEHHOE YCTPONCTBO;
lMpuHsiMo, nakemos — KONNYEeCTBO NakeToB, MPUHATLIX OT NOAKIHOYEHHOIrO YCTPOICTBA;
Bpewmsi pabomesi — Bpems coeguHeHus ¢ Wi-Fi kineHTowm;
UlupuHa nonocs! nepedayu, MMy — WpuHa NON0CkI YacTOT kaHasa, Ha KOTopol paboTaeT
pagnovHTepdelic Nnpu nepegaye;
LupuHa nonockl npuema, MMy — wnpmnHa Nnonocbl 4YacToT KaHasa, Ha KOTOpol paboTaeT
pagnovHTepderic npu npueme.

PUnbTphI

MAC-agpec KnneHTa
IP-agpec knneHTa
MmMA ycTpocTBa
MmMA nonb3osatens
MAC-agpec T/

nma T4

SSID

[Awnana3oH, My
Pexwum |IEEE 802.11
RSSI, AbM

Ka4yecTtBo coegunHeHus, %

Jlokauuns
. . v
,ﬂ,ﬂﬂ yp,o6CTBa NMno/1Ib30BaHUA Ta6n|/|u,e|/| npegycMoTpeHbI CbVIﬂprbI. |/|Cﬂ0f|b3yl/ITe KHOMKY , yTOObI

HacTpouTb OUNbTPBI. MOKUCK AOCTYNEH NO CNeAYOLIMM K/0UYEBbIM NapaMeTpam:

MAC-adpec kiueHma — MAC-agpec knueHTa. [1na noncka [ocTatoyHO BBECTU OAUH UM HECKOJ/IbKO
LesiblX OKTETOB;

IP-adpec knueHma — IP-agpec knveHTa. [ins noncka Heob6xoammo BeecTu IP-aapec NoMHOCTLIO;

Wmsi yempolicmsa — umMs yCTponcTBa NOAKNHOUYEHHOTO K/IMEHTA, YkasdaHHOE B ero HacTpoiikax, 3agaeTcs
CTPOKOM. Mounck paboTaeT No YaCTUYHOMY COBMAAEHWIO;

Vmsi nosib3osamesisi — UM NONb30BaTeNs, ykazaHHoe npu pernctpaumm B cetn Wi-Fi, 3agaeTcsa CTpoKoii.
Mounck paboTaeT No YaCTUYHOMY COBMALEHWIO;

MAC-adpec T[4 — MAC-agpec TO4kM [OCTYNa, K KOTOPOI NOAKIOYEH KIMEHT. N5 noncka JoCTatouHo
BBECTW OOUH U/IM HECKO/IbKO LieJiblIX OKTETOB;

Wmsi T4 — vims TOYKM JOCTYNa, 3a4aeTcs CTPOKOW. Mounck paboTaeT no 4acTMYHOMY COBMALEHWIO;

SSID - Ha3BaHue SSID, kK KOTOpPOMY MOAK/HOYEH KNNEHT. OCyLLEeCTBAETCA BbIOOP U3 CMCKA 3HAYEHUI C
BO3MOXHOCTLI NOUCKA MO CMUCKY;,

Juana3oH, My — 4acToTHbIN anana3oH paboTbl kaneHTa. OcyLecTBNSETCS BbIOOP U3 CNNCKA 3HAYEHWA;
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Pexum IEEE 802.11 - ctaHgapT WI-fi nucnonb3yemblii knneHTom. OcyLecTBASIETCSA BbIGOP 13 Cnncka
3HAYEHWA;
RSSI, 0bm — ypoBeHb curHasna knneHTta B Abm. [1ns noncka 3agaeTtcs guanasoH 3Ha4YeHWiA;
Kayecmso coeduHeHusi, % — NPOLEHTHOE Ka4eCTBO COeAMHEHNS KNIMeHTa C TOUKOM goctyna. [ns nomcka
3a/aeTcsa agnanasoH 3HadveHuii ot 0 go 100;
Jlokayusi — nokaums, K KOTOpOi NpUHaANEXNUT Touka AOCTynNa, K KOTOPOi NOAKIOYEH
KnneHT. OcyLwecTBNAETCS BbI6Op M3 CNMCKa 3HAYEHWI C BO3SMOXHOCTLHIO MOMCKa NO CMMCKY.

Mpwn ncnonb3oBaHnm unbTPoB NnapameTp «ObLyee KONMYeCcTBO» 0TobpaxKaeT obLlee KOMYeCTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

MoomeHro «BupmyasibHble mo4yku oocmyna»

Ha cTpaHuue npeacTaBneHa MHhopmMaLms 0 BCEX BKTHOUYEHHbIX BUPTYasibHbIX Toukax goctyna (VAP) Bo Bcex
NoKauusiX KOHTposepa.

MapameTp «ObLiee KoNM4ecTBO» NOKa3biBAET YMC/I0 BKIKOYEHHbIX BUPTYyasibHbIX TOYEK AOCTYNa, KOTOpbIe
nNpeaocTaBAT yCayry Bo Bcex iokaunsix. OGHOBNEHME CTPaHULbI MPOUCXOANT NP HaXXaTUN Ha KHOMKY
«OBHOBUTbLY.

s

@
L]
@

<

WLC-30 PexuiM pefaKTMposaHus writer (5>

BecnposogHas ceTb ~

BupTyansHbie TouKW 40CTYNa

JNoxkaymn

Toskm goctyna

BupTyanbHble TOUKM AoCTyna

Mpo6nens! KorgurypaL c

XypHan cobsTui

Knuesmu MAC-aapec TA Vivs ycTpoiicTea Jpanasos, My Homep VAP Howmep VLAN SSID MAC-agpec VAP Pexum 6e3onacHocTv KONMUECTBO KAMEHTOB

BUpTyansHsie TouKM AOCTYNa 0c:ee:20:00:10:70 WEP-550K-3.11.1105 5 0 1073 Ocee:20:00:10:80 Open

CocTesen 0c:ee:20:00:10:70 WEP-550K-3.11.1105 5 1072 0cee:20:00:10:81 A2 PSK

VisgopuaLys 06 yorpoiicTse Oc:ee:20:00:10:70 WEP-550K-3.11.1105 5 2 1071 0cee20:00:10:82 W PA3 Enterprise

Tpadwx 3arpyzku CPU Oc:ee:20:00:10:70 WEP-550K-3.11.1105 6 0 1071 Oc:ee:20:00:10:90 WPA3 Enterprise
Oc:ee:20:00:10:d0 WEP550-2.4.409 5 0 1073 0Oc-ee:20:00:10:e0 Open
0Oc:ee:20:00:10:d0 WEPS50-2.4.409 5 1072 0Oc-ee:20:00:10:e1 WPA/WPA2 PSK 0
Oc:ee:20:00:10:d0 WEPS50-2.4.409 5 2 1071 Ocee:20:00:10:e2 PA3 Enterprise 20
Oc:ee:20:00:10:d0 WEP550-2.4.409 6 0 1071 0Ocee:20:00:10:f0 'WPA3 Enterprise 8
68:13:62:0£:35:40 WEP-200L 24 0 1071 68:13:62:01:35:41 WPA/WPA2 PSK 0
68:13:€2:0f:35:40 WEP-200L 5 0 1073 68:13:2:0.35:49 Open 2
68:13:€2:01:35:40 WEP-200L 5 7 68:13:2:0f.35:4a WPA/WPA2 PSK 0
68:13:€2:01:35:40 WEP-200L 5 2 1072 68:13:2:0f:35:4b 0
68:13:€2:0f:35:40 WEP-200L 5 3 1071 68:13:2:0f:35:4¢ WPA2 Enterprise 0
68:13:€2:20:a2:60 wep-30I-2.4.416-test 24 0 1071 68:13:€2:20:32:61 WPA/WPA2 PSK 0
68:13:2:20:a2:60 wep-301-2.4.416-test 5 0 1073 68:13:2:20:32:69 Open 0
68:13:2:20:a2:60 wep-301-2.4.416-test 5 1071 68:13:2:20:32:63 0
68:13:€2:20:a2:60 wep-30I-2.4.416-test 5 2 1072 68:13:2:20:a2:6b 0
68:13:2:20:a2:60 wep-301-2.4.416-test 5 3 1071 68:13:2:20:32:6¢ 3
68:13:2:20:a3:00 wep-301-2.4.410 5 0 1071 68:13:2:20:23:09 9
68:13:€2:20:a3:70 WOP-20L 24 0 1071 68:13:€2:20:a3.71 0

WY 68:13:2:20:a3:70 WOP-20L 5 0 1072 68:13:2:20:33:79 WPA/WPA2 PSK 0
b v 68:13:e2:20:a3:70 WOP-20L 5 1071 68:13:€2:20:33.73 WPA2 Enterorise 0

Bepcua 110

O6Luee konu4ecTso: 632

Tabnuua coaepXnT cneayoLlyo MHOoOPMaLIO:

MAC-adpec T4 — MAC-agpec To4kn AOCTyNa, Ha KOTopoii BkNtoueHa VAP. MNpu HaxaTum
OCYLLEeCTBNAETCA Nepexo, Ha CTpaHuly «Touka AoCTynax, KoTopas CoaepXut 6onee nogpobHyro
MHAOPMAaLMIO 0 BCEX KIMEHTAX TOUKM AOCTyrNa 1 ee nHtepgencax;

Vimsi yempolicmsa — UMsl TOUKM J0CTYNa,;

Juana3soH, Ty — 4yacToTHbIV AnanasoH pagnonHtTepdelica, Ha kotopom VAP npegocTaBnsieT yecnyry;,
Homep VAP — nopsiikoBbIii HOMep BUPTYyasibHOM TOUKM AOCTyna. Ha Kaxaon Touke focTyna Hymepawms
VAP Begetcs ¢ 0 ana kakaoro paauovHtepdeiica;

Homep VLAN - ngentudomkatop VLAN, B koTopom nepepaetcs Tpadunk Wi-Fi kMneHTos;

SSID - Ha3BaHMe 6ecnpoBOAHON CeTH;

MAC-adpec VAP — MAC-aapec BUpTYasibHOM TOUKMN AOCTYN3,;

Pexum 6e3onacHocmu — TN WUEPOBaHUA AaHHbIX, UCNOMb3YeMblli HA BUPTYasIbHOW TOUKe A0CTyna,;
Kosuyecmso k/1ueHmos — YNC/I0 KNNEHTOB, MOAK/THYEHHbIX K BUPTyasibHOM Touke goctyna. MNpu
HaxkaTumn OCyLLLeCTBSIeTCA Nepexo Ha cTpaHuly "KnueHTbl", cogepxallyto 6onee noapo6Hyto
NMHbopMaLMIo NO KMeHTam faHHOW TOYKM focTyna.
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MeHo «Cuctema»

MoomeHro «MHhopmayusi 06 ycmpoticmse»

B nogmeHto «/Hdhopmaumsa 06 yCTpPONCTBE» COAEPXKATCS OCHOBHbIE JaHHbIE O CUCTEME KOHTPOJINEP],
3arpyXeHHbix obpasax, Temnepatype 1 namsTu.

2y WLC-30

PexXvIM pEAaKTUPOBEHMA writer [5»
Q@ | Becnposoarasn ceTo ~ rgopmauys 06 ycrpoiicTse
o Noxkaumm
@ | Townaccyns MH¢opmauvm 06 ycrpouctee
Mpo6nemsb: koHGUrypaumn
Cucrema
XypHan coBbmi
Knviensl Tun ycrpoiicTsa Eltex WLC-30 Service Router
BupTyansHble ToUKM A0CTYNa Wma ycrpoiictea wic-b1-2
Cucrema ~ Bepcus M0 1.36.2 build 11 [f8bf3adede] (date 2026-03-04 time 09:03:25)
Wrdopmaums o6 ycrpoiicTse Annapatuas sepcun e
r 3arpysku CPU
paguxarpyzcA Bpems pa6oThi 194 203335
MAC-agpec 68:13:E2:7E7F:0E
Cepwiinbiii Homep NP1F000281
3arpyxeHHbie o6pasbl M0
Bepcua AaTa v pema AKTUBHBIV Mocne nepesarpysk1
1.36.2 build 11[f8bf8adeSe] 2026-03-04 09:03:25 v v
1.36.1 build 16[e144f1acf2] 2026-01-30 17:39:02 X X
Temnepatypa
CPU,*C Board, °C SFP, °C Coprocessor 1, °C
35 29 27 38
Namats
Wcnonssyetcs, MB Ceo6oaHo, MB
RAM 392830 3889 (99%) 39(1%)
Flash 119.96 5(4%) 115 (96%)
Dat: 6068.10 607 (10%) 5461 (90%)
wrUY ata (10%¢) (90%)

Bepcun 110
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MNMoowmeHro «pacpuk 3a2py3ku CPU»

Ha cTpaHuue npeactasneH obwmii rpadmk 3arpyskm scex CPU yCcTpoicTBa, a Takke MHANBMAYa/bHblE
rpadomkm onsa kaxporo CPU.

Ipaduk 3arpysku CPU

Taiimep Tun rpaduks

MusyTsi @® Average Max

CPUO CPU1 CPU2

CPU3

B napameTtpe "Taiimep" ocywecTBnsieTcsl BbI6GOp eAnHUL, N3MEPEHUS Nepruoaa BPEMEHN, 3a KOTOPbIN
oTOGpaxaeTcs rpadouk: CEKyHAbI, MUHYTbI, Yackl. MapameTp "Tun rpadmka” onpeaensieT, Kakme 3HaYeHNs
6yayT oTobpaxaTbCs Ha rpadivke — cpefHue 3a NepUoS UIN MakCUMasibHbIe.
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10.2.4 KoHcpurypupoBaHue

[nsA nepexoga K KOHPUryprpoBaHNiD HEO6XOAMMO B INTABHOM MEHHO BblOpaTh 3/1eMEHT «KOHUrypaums»,
pa3BepPHYTb HY)XHOE MEHI0 1 BblbpaTb NMYHKT MOAMEHH.

S WLC30 (OB Pexum pegakTvposatms admin [>
BecnpoBogHas ceTb A flokauwm
JNokauumn
+ (8]
O HasBaHue Yacosoii nosic TyHHeNbHbIA pexum Onucaxue

[0 ¢ defaultlocation — v default-location

oY

Bepcus N0

Pexum pefgakTtupoBaHuUsA

[na BHeceHus N3MEHEeHWIH B KOHqZ)I/IpraLI'I/IIO H606X0,CI,I/IMO BK/TOYNUTb PeXM pefaktnpoBaHUA
nepexknw4yaresieMm Ha BerHeI\/'I naHenn CtpaHuubl, No ymosi4aHno ,ﬂ,aHHbIVI PeXM OTK/THOYEH. lNocne
BKTOYEHUA peXnmMa pegaktnpoBaHnAa CTaHeT AOCTYNMHO N3MEeHEHME NMapaMeTpPOB.

Nokaumn
Jlokauumn
+

HasBaHue YacoBoii nosic TYHHENbHbIV peXxum Onucanue

default-location GMT -12 v default-location
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CoxpaHeHue n3MmeHeHuii

Mocne BHeCEHUS N3MEHEHWI B NPABOM HWDKHEM YI/1y CTPaHWULbl NOABUTCA BCMJIbiBaOLLAA KHOMKA
«CoXpaHUTby, MPU HaXXaTnmn Ha KOTOPY BCe uamMeHeHus 3anuncoisatotca B CANDIDATE koHdurypaumtio.

S WLC-30 () Pexiin DESAKTVDOEAHNA
@ BecnpoeoaHas ceTe ~ flosatwm B ERmcMobile 1] Hacmosas nosain
Nokaymy tex-Mabile CTROMKI NOKALMY
0 fNokayun
. ; < Eltex-Mobile
) OBwme HacTpoity
MNpodunn
WHauenayaneHsle KacTpoiku TS - -
e Hactpoiiku nokaunmn
Mnakuposwwmk obroeneqns NO TS ° SE L S
Onucanune
AAA v
Q Hacrponxu T4
Cete v
Yacoeol Nosc
@ ssID-npodunm
YeTaHosneH 8 rnobansHoi KoRdUrypayun
° Hactpoitn @ TyHHenvposakive kamenTcroro Tpaduka
6ecnpoBogHON 4acTn
N\ - Afl
() Hacrpoiixu WIDS MoaceTw Touek goctyna
Hazsanue Moacers Tosek gocTyna Onucanne
3aecs 6yayT NOACETH TOHEK A0CTYNa
G0
Bepcua NO
<

writer [5»

Hanunume nio6bix M3MeHeHUIi B TEKYLLEN KOHDUTYpaLMI OTPaXXaeTcsl Ha BEPXHEN NaHes I CTpaHuLbI C

A\
NOMOLLUBH NKOHKN & , PV HaXKaTnn Ha KOTOPYHO NoABAeTCA BO3MOXHOCTb NMOCMOTPETb CAe/laHHble

N3MEHEHNA NN NPOBEPUTL NX HA KOPPEKTHOCTb A0 NPUMEHEHUA HACTPOEK.

FAY 0 PexvM pefakTUpoBaHUA
BHeceHbl U3MeHEeHUs B KOHPUTypaLuio X

lNpoBEPUTL U3MEHEHWNA MocMoTpeTb U3MEHEHUA

Ecnu KoHhurypawmsi KOppekTHa, TO NOC/Ie HAXAaTUA Ha KHOMKY «poBepuThL N3MEHEHUSI» 0TOBPA3UTCA
coobLeHne «KoHgMrypaums saimgHar.
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Nokauun

4e

Ha3saHue
30apr

default-location

> Nokaumm A @ Pexum pepaktuposatna admin (>
BHeceHbl U3MeHeHVs B KOHGUrypauuio X
MpoBepuUTL N3MeHeHUs MocMoTpeTh U3MeHeHUs
Yacosoii nosic & TyHHEeNbHbIV pexum < Onucatve ¢
— Y —
— v default-location

© «Korpurypauma sanuara x

OTMEeHUTb MpuMeHUTL

Ecnu KoHoUrypaums HeKOPPEeKTHa, TO MPOBEpKa MOKAXET, Kakne OLLIMGKM NPUCYTCTBYIOT B KOHMIypaLum.

OLWKM6KN KoHPUrypaLmm X

check wic ip-pool 'test': network already declared in ip-pool 'default-ip-pool’

Mocne coxpaHeHMst HacCTPoek HeOBX0ANUMO NPUMEHNTL KOHUIYpaLMIO C MOMOLLBH KHOMKK «[TPUMEHUTbY.
KHonka «OTMeHWTb» NO3BONAET YAa/INTb BCE BHECEHHbIE N3MEHEHNS.

2 wLC30

@ | BecnpoeogHan ceTb A
W Noxaumm
@ | Ouwe acTpoiiky
Mpogunn
VHavBmayansHsie HacTpoviki TA
MnaHnposLmk o6HoBneHMA MO T4
AAA v

Cetb N2

@R
Bepcua N0

peanpusTve «3nTexce, 2022
<

A @ Pexm pepaxvposanus  admin (>

0O6Lme HaCTPOIiKK

Aapec KOHTponnepa

192.168.1.1

CepByC perncTpaumm Touek 4octyna

(I AETOMaTUUECKNIi PEXUM PernCTpaLM
Mopt
8043

AirTune
@) BrarounTs AirTune

B PoymuHr mexay nokauuamu (802.11r)

Mopt
8090

Bpems yAaNeHMA OTUETOB (4u:MM)

21:00

WIDS

@ [ pasoTsl cepaica WIDS TpesyeTca Hanuume
cooTseTCTBYROWER MALEHSA

e m
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»
ey

=}
00
]

<

WLC-30

BecrnpoBojHas ceTb
Noxaumn
O6uyve HacTpoiikn
Npodunm
WrauemuayansHeie HacTpoiiku T4
Mnanuposiunk o6Hosnerns N0 T4
AAA

CeTb

L

Bepcua M0

(I PoymuHr mexay nokauvamu (802.11r)
Mopt

8090

BpeMS yAANEHNA OTHETOS (MH:MM)

21:00

opmar kntoua

Encrypted

OB KAKY AOBEPEHHBIX TOYEK AOCTYNA

.................... &

Npoguns WIDS

default-wids

CNNCOK AOBEPEHHBIX TOUEK AOCTYNA

NapameTp He e6i6par

CnucoK BpakeckuX Touek AocTyna

NapameTp He s5i6paH

A

OTmeHuTE

@) Pexvm pegakTUposaHua

admin B

Mocne HaxaTns KHOMKK «[pUMeHNTb» 3amnyckaeTcs TaiiMep, B TeUeHWE KOTOPOro AeiCTBYHOT BHECEHHbIE
M3MEHeHUSI. UTOObI MOTHOCTLH COXPaHWUTL M3MEHEHUSI HEOOXOAMMO HaxXaTb KHOMKY «MoATBEPANUTLY.

KHonka «C6pocuTb» NCNOMb3yeTcs 4151 OTMEHbI AENCTBUS BHECEHHBIX M3MEHEHWIA. Mocne OKoHYaHUs
Talimepa BHECEHHbIE U3MEHEHUS Takxe ByayT OTMEHEHbI aBToMaTuyeckn. CneayeT yunTbiBaTh, UTO

n3meHeHusa npu atom octarotcsa B CANDIDATE koHpurypaLmm n moryT 6biTb CHOBa NPUMEHEHBI C MOMOLLLbHO
KHOMKY «[TPUMEHUTBL» UM MOTYT BbITb YAasIEHbI C MOMOLLbIO KHOMKN «OTMEHUTBY.

Ecnun KoHGurypauus He MOXET 6bITb NPYMEHEHA MO KaKMM-TO NpUYMHaM, Hanpumep, 3agaHbl HEKOPPEKTHbIE
napameTpbl NN He 3afaHbl 06a3aTesibHble NnapameTpbl, NOSBUTCA BCNJIbIBAKOLLEE OKHO CO CMIUCKOM
06HapY)XeHHbIX NPo6/1eM, KOTOpble HEO6X0AMMO UCMPaBUTL AJ/15 YCMNELHOro NPYMEHeHNS

KoHGourypaumn. MprmMep BCNbIBAKOLLETO OKHA NPeACcTaB/ieH Ha PUCYHKE HIXKeE.

Owunbkn KoHPUrypaumm

check wic radius-profile 'radius-6c06a779'": auth address is not set

check wic radius-profile 'radius-6c06a779": auth password is not set

O6wWue NPUHLUNBLI CO3AaHUA 06 HEKTOB

[nsa co3gaHnst HOBbIX 0OBEKTOB KOH(MIrypauum (nokauum, Npodunn 1 T. 4.) NCNonb3yeTcs KHonka «Co3gatb.
MpuMep NpeacTaB/ieH Ha PUCYHKE HUXKE:

CozaaHwve nokauum

OTtmena
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S WLC-30

@ | BecnpoeoaHas ceTb
W | Noxawm
@ O6Lyue HACTPOIAKM
Npoguan
WHanBuayansHsie HacTpoiikn T4
MnaHMpoBLK 06HOBAEHNS MO TA
AAA

Cetb

@RV
Bepcua MO
® 000 «lpegnpuaTne «3nTexcs, 2022

<

& test

‘ ° HacTpoiiku nokauum
(-) HacTpoiikn TA
O ssiD-npodunn

° HacTpoiiku
6eCnpoBOAHOM YacTn

(O Hacrpoiikn WIDS

HacTpoiikv nokauum

Onucanme

Yacosoii nosic

YCTaHoBNEH & F1068NBHO KOHUTYPaLMM

@) TynHenupoBaHue KNMEHTCKOro Tpaduka

MoaceTv Touek gocTyna

A

Hassanme NoaceTs Touek goctyna

3pecs 6yayT NoAceTM Touek AocTyna

D @) Pexum peaacraposanmn

Onucanne

admin 3

Mocne co3aaHnsi 06beKTa aBTOMATUUYECKN OCYLLECTBSAETCS NEPEXO HA CTPAHWLY ero HaCTPOWKN.

Ansi yaaneHus 06bekTa KOHhUrypawmm ncnosb3yTcsa Criefyolye BapuaHThbl:

e KOHTEKCTHOE MEHI0, KHOMKA Bbl30Ba KOTOPOro pacrnofiaraeTcs cfieBa OT Ha3BaHus 06bekTa. B
OTKPbIBLLEMCS CNUCKE AENCTBUIA HEO6XOAMMO BbIOPaTh MYHKT «YAaNTby;
e KHoOMKa «YAanuTb /loKauuio»/«Yaanutb npodgusib». C NOMOLLbI0 YEKGOKCOB MOXHO Bbi6paTh OAMH,
HECKOJ/IbKO W/IN BCE 06BEKTbI, UTO6bI yAaNNTb X OAHOBPEMEHHO.

148



I"Ipvmnepbl npegcrtaB/ieHbl HA PUCYHKaX HMXE:!

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

O @ Pexvmpepactvposanna  admin B>

)] > > Nokaumun
@ JNokayum
L}
@ +
Hassatve o Yacosoii nosic ¢ TyHHENBHbIZ pexum S Onucatme &
default-location - v default-location
Konuposats
Yaanute
A 0 > > Nokauwm A @ Pexwmpepaktuposarma  admin 5>
2 JNlokauun
W YaaawTs nokauuio
@ + @
Hassatue ¢ Yacosoii nosic & TyHHeNbHbIA pexum & Onucave &
:  defaultlocation - v default-location

Otmennts  EUETIVEETAS
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MeHi0 «<BecnpoBogHas ceTb»

ModmeHto «/lokayuu»

Ha cTpaHuue «Jlokauum» npeacTaB/ieHbl fIokauum, UMetoLLMecs B KOHUIypawuu.

© .15 cospanus, yganeHus n peaakTMpoBaHus NOKaLMU JOHKEH BbITb BKTOUYEH PEXUM
pefaKkTUpoBaHus.

B TabnuLe cofepxaTcsi OCHOBHblE NapameTpbl A1 KaX/10Vi oKaLmm, Takue Kak:

e HasBaHue nokauuu

e YacoBoi1 nosic

e Ctartyc paboTbl TYHHENBHOIO pexnma
e OnucaHme nokaumm

A WLC-30

Q | BecnpoBopHas ceTb ~ Nokauym

W Nokauan

@ | Obuwe HacTpoiiki JNokauun

nNpoguan +

WHAMBMAyanbHble HacTpoikn T4

NnaHMpoBLYYK 06HOBNeHNA MO TA HassaHue YacoBoii nosic TyHHeNbHbIA PeXuM Onucanve
AAA N default-location GMT-12 v default-location

Cetb ©

A @) Pexum pepakTMpoBaHus

admin &

[na pegakTpoBaHWs CyLLECTBYIOLWEN /TIOKaLMM HAXXMUTE Ha ee Ha3BaHue B Cnucke. HacTpoiika nokauum

pa3aeneHa Ha HECKOJIbKO LaroB, BbIMO/THATL LWarn MOXXHO B MPOU3BOJ/IbHOM nopAake.

SGC"POBOAHEH G55 - TNoxaunm test1 HacTpoiikv nokauum
TNokauyn

= & testl
O6Lme HacTpokn

nNpogunn

VIHABIAYanbHble HACTPOiKM T/, @ .| Hacrpoiikn nokauum
° Hactpoiiku nokauuu
TNaHMpPOBLK 06HOBNeHMA MO T4, ‘ P -
————  Onucanve
AAA v =
O Hacrpoiikun T
CeTb v

u -
O SSID-npoduan lacoBoii nosic

YCTaHOBAEH B I06ANIHOI KOHGUTYPaLMN

0 Hacrpoiiku (OB TyHHenupoBsaHue KMeHTCKOTO Tpaduka
6ecnpoBoAHOI YacTn

O Hacrpoiiku WIDS MoaceTn Touek goctyna

Es

HassaHve MoaceTs Touek gocTyna OnucaHve

3peck 6yayT NoACeTH Touek AOCTyNa

B 3aBO/CKOM KOHGUrypaLmmn co3gaHa nokaums ¢ HassaHvem «default-location» co cnegyrowmmm
HacTpolKaMu:

e OnucaHue: default-location;
TyHHENMpoBaHMe KMEeHTCKOro Tpadomka: BK/IOUYEHO;

e [MoaceTun Touek goctyna: T noboi nogceTn 6yayT KOHUIYpMpoBaTbCA MO HACTPOMKaM 3TOM NoKauuu;

HacTpoiikn T/ Bbi6paH npodunb default-ap;

RADIUS;
Paanonpodomnu: BbiopaHbl npochmnun default_2g, default_5g n default_6g;

SSID-npodomnu: BbibpaH npodunb default-ssid ¢ Enterprise aBTopusaumeli Ha nokanbHOM cepBepe
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e Mpodmnb AirTune: BbiGpaH npodunb default_airtune.

o WLC-30 (:) Pexum pesakTVposaHns writer (5
@ BecnposoaHasn ceTb ~ e Hactpoi u
V]
< Eltex-Mobile
(]
Mpodunn
WHavenayansHsie HacTpoikn T4 —_— HachoﬁKM T
NAanuposLK o6HoBAEHMs MO T4 ‘ @ Hacrpoiik nokaum
et Onucanune
AAA v
° Hacrpoiixu T4
Cete v
Yacoeoit nosc
° SSID-npodunn
YcraHosneH 8 robansHoit KoHGUTypayun
° Hacrpoitiu @ Tyunenvposakie xnnenTcroro Tpaduka
6£CNPOBOAHON YaCTH
() Hacrpoiixu WIDS MoaceTv Touek goctyna
+
Hazsasune Moacers To4ex goctyna Onucanme
3aeck 6yAyT NOACETM TOYEK AOCTYNa
@R
Bepeun N0

[JaHHbIli War cofepXuT 06LLMe HACTPOVKK A7 NoKaLWK:

e OnucaHue — onncaHne Ans fokauun. Bo3MoXHble 3Ha4YeHMst: CTpoKa 10 255 CUMBO/IOB. 3HAa4YeHWe Mo
YyMO/TYaHUIO: OTCYTCTBYET;

* Yacogoli nosic — 4acoBoi NOSiC A7 TOUeK A0CTyna AaHHOi nokauum. OnTummsaums AirTune un
06HOB/EHNE NO pacnucaHuio T/ 6yayT 3anyckaTbCsl C y4eTOM YacOBOro nosica. Bo3aMoXHble 3HaueHUs:
0T -12 A0 +12. 3Ha4YeHVe No YMOMHYaHMI0: YacOBOIA NOSIC yCTaHOB/EH U3 r106a/1bHON KOHUTypaLmm
KOHTpoO/Nnepa.

e TyHHE/IUpoBaHUE K/IUEHMCKO20 mpaghuka — AaHHbIi NapaMeTp No3BOMSIET BKIOUNTb PEXIM paboThl C
ncnonb3oBaHnem TyHHeneit SoftGRE Data ans T/, HaxoAsWmMXcs B 3TO nokauyun. Bo3amoxHble
3HAYEHVS: BK/IOYEHO/OTK/IHOUEHO. 3HAYEHKE MO YMOTYAHUIO: OTK/IOUEHO.

[odcemu moyek docmyna
[aHHbIn pazaen no3BonseT onpeaenntb noacetu T/, KOTopble 6yayT KOHUIYpUpoBaTbCSl N0 NpaBunam

+
[laHHOW nokauuu. [1ns co3gaHnst HOBOW NOACETU UCMO/b3YInTe KHOMKY «CospgaTtb noacetb T/O».

151




WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

CozpaHwve cetn

Hazeanue

Onucanue

Otmena

B OTKpbIBLUEMCSI OKHE AOCTYMHbI CNeAytoLIMe NapameTpbi:

e HasgaHue — Ha3BaHue nogceTu. Mo ymoN4yaHo Ha3BaHWe reHepupyeTca aBToMaTnyecku, npu
HEe06X04MMOCTH €r0 MOXHO U3MEHUTb;

e [lodcemb moyek docmyna — nogceTb T/, napameTp ABNSeTcA ob6s3aTesibHbIM. ECv agpec Touku
AocTyna NpUHaAIexuT ykasaHHoW nogceT, TO Touka AOoCTyna npu pernctpanumn nonageT B AaHHY
nokauuo n 6yaet CKOHUryprpoBaHa Cor/lacHO Habopy BK/IIOYEHHbIX B SIOKaL M0 npocunei
KOHpurypaumm. OgHa u 1a Xe NoACeTb He MOXET OblTb HACTPOEHA A/19 Pa3HbIX JI0KaLMiA.
Wcnonb3osaHne nogcetun 0.0.0.0/0 no3BonseT 406aBUTb B AaHHYHO NIOKaLMIO TOUKM AOCTyna 3 Nno6ol
NoACeTH, KPOMeE TeX, AN151 KOTOPbIX /IoKaLmsa onpeaeneHa yepes nHaMBuayanbHble HaCTPOWKY;

e OnucaHue — onucaHve A8 NoACeTH.

Hacmpoliku T4

< Eltex-Mobile

° HacTpoiixu nokawmm

( " ) BxnwounTs 8 nokaymio L] SSH Telnet HTTP/HTTPS SNMP Onucanne
‘ 0 Hactpoiiku T4 " o > S
" B : c~ default-ap-profile v v v v =
@ ssiD-npoguan : ap-12floor v v v v 12floor-ap
~ ap-3L-whithout_k_k v v v v -
° HacTtpoitku
6ecnpoB0AHON 4acTk : ap-naice v v v v -

ap-tester

X
X
X
|

(O Hacrpoiixu WIDS

test —

Ha gaHHOM wware B nokauuio gobasnsetcs npodusib ¢ HacTpolikamun TA. Hannune gaHHoro npoduns B
nokaunn AsnaeTca ob6a3aTesbHbIM.

[N no6aBieHns CyLLEeCTBYIOLLIEro NPOgIV/IA B JIOKALIMIO UCMO/b3YeTcs nepekodaTesib «BKIunTb B
NOKaLIO».

Ha cTpaHuue B Tabnuue npeacTasB/ieHbl OCHOBHbIE HACTPOMKM Kaxaoro npoduns:

e Ha3aHue npoduns;

Cratyc paboTbl cepsuca SSH Ha T/,

Craryc pa6oTbl cepsuca Telnet Ha T/,

Cratyc pabotbl cepsucos HTTP/HTTPS Ha T/,
Cratyc pa6botbl cepsuca SNMP Ha T/,
OnucaHune npoduns.

Mpy HEOGXOAMMOCTI MOXHO BHECTU U3MEHEHNS B CYLLLECTBYHOLLMIA NPOdNsIb, HAXKAB HA ero Ha3BaHue, UIu

co3faTb HOBbI. MNpoueaypa co3faHns 1 onvMcaHve napaMeTpoB AOCTYMHbI B MeHH0 «[1pochunn/HacTpoiiku
TO».
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SSID-npochunu

< Eltex-Mobile
> +
HacTpoiku nokayum
Bxniouute 8 Hazzawwe — s Ananazox, Howmep Pexum - .
o SRR S npoguna Sop - my VLAN SezonacHocTy b
( 1 : © Eltex-Mobile (1] 5/6 107 WPA/WPA2 PSK Elzex-Mobile
‘ ° SSID-npogunu
: BRAS-Guest (1] 2.4/5 0732 BuiknioyeH —
° HacTpoiixu BRAS-Guest_5g (1] s 073 BuiknioueH -
6ecnpoBogHON H4acTK
P Eltex-Devices (1) 24 1071 WPA/MWPAZ PSK —
() Hacrpoiixu WIDS e 245 1071 WEAWPAZ PSK _
~ P Devices_allband it == ! HrATiEAs S
Eltex-Guest (1] 2.4/5 1072 BuiknioyeH _
Eltex-Guest- Eltex-Guest-
5 1072 WPA/WPAZ PSK
Personal o ! AR Persona
Eltex-Guest_5g o 5 1072 BoiknousH s
R - VPA2/VPA3
Eltex-Local (1] 24/5 07 Enterprise -
Eltex-Local- - WPAZIWFAS
5/6 107 —
WPAZWPA3 o ! Enterprize
Eitex-Local-no-bs @ 24/5 107 WPAZ Enterprise —
Eltex-Local-no- T
2.4/5 1071 WPAZ Enterprise —
roam o ? e prs
Eltex-Local_5g (1] s 1071 WPA2 Enterprise —
Pinewood_wic (1] 24/5 3140 BuiknioueH Portal auth
Street24 (1] 24 1071 WPAZ Enterprise Street24
Street5 (1] 5 1071 WPA2 Enterprise StreetS
TTK (1] 24 170 WPA2 Enterprise —

B nokaumio MOXeT 6bITb f06aBNEH OAVH UM HECKONbKO SSID-npodnneii. Ana aToro ucnonb3yercs
nepekyaTesib «BKI0YNTL B NIOKALMIO».

OcHOBHble HacTpoiiku npodmns SSID npeacTaBieHbl B Tabnuue:

HaseaHue npoduns SSID;
Cratyc paboTbl SSID;
HasBaHue cetu (SSID);
[ranas3oH BellaHus;
Homep VLAN;

Pexunm 6e30nacHocTy;
OnucaHnue.

MNpy HEO6XOAMMOCTU MOXHO BHECTN U3MEHEHNSA B CYLLECTBYIOLLMIA NPONSIb, HAXKAB Ha ero Ha3BaHue, Nam
co3faTb HOBbIi. MNpoueaypa co3gaHnsa 1 onucaHve napameTpoB AOCTYNHbI B MeHH0 «[Tpodhnnn/SSID-
npogounun».
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Hacmpoliku 6ecrnposodHoli Hacmu

< Eltex-Mobile

. Paguonpoguau  AirTune-npoduam
° HacTpoiixu nokaumuu

° Hacrpoiiku T4

Brnw-uts = Owanazos, WwrpnHa kaxana e e
—— T Mra MowHocTe Onucanne
NOXaUN0 7]
@ ssID-npodunm
) : default_2g 24 b/g/n/ax/be 20 MaxcumansHas —
° Hactpoikn . : default_Sg 5 a/n/ac/ax/oe 20 Ewicokan —
6eCNpoBOAHOIN YacTh
\ default_6g 6 ax/be 160 Maxcumanesas  default_Sg
() Hacrpoitxu WIDS : Street_2g 24 b/g/n/ax/be 20 MaxcumansHas Street 2g
StreetS 5 a/n/ac/ax/oe 20 MaxcyumaneHas Street!
3_Build 5 a/n/ac/ax/oe 400 Esicokas —

< Eltex-Mobile

. Paguonpogunn  AirTune-npodunu
@ Hacrpoiixu noxkaumm

0 Hacrpoixu T4

Benw=nTs Epems ‘_ ~
SSID-npodunmn T ¥ o= Onucasne
° . & noxatyuio mowHocTk (TPC) ONTUMMZLMN STHsLalmy
o Eltex ding2 v 4 7:01 -
° HacTpouku x_building X 07-01
6eCcnpoBoAHON YacTu default_airtune v X 00:00 —
—~ . TTK v v X 00:00 —
() Hacrpoiiku WIDS
Eltex_building1 v v x 07:01 —
Eltex-building3 v v X 0201 —
Street v v X 03:0 —_
v v X 05:00 —

[ns po6asneHns B nokaumio paguonpoduneli n AirTune-npodmneli UICNOAb3YTCA Nepekyarenm
«BK/IOYUTL B SIOKaLUIO».

Hanuune B nokauun paguonpocpunen onsa kaxaoro gnanasoHa sensetcsa obasarenbHbiM. Hanimume AirTune-
nNpodnnsa ykasbiBaeT Ha TO, YTO HEKOTOPbIe NapameTpbl pagnovHTepdIENCcoB TOYEK AOCTYNa B AaHHOM
nokaummn 6yayT HaxoauTbesa nog ynpasneHnem AirTune (ecnv AirTune Takke BK/THOYEH r106a/1bHO Ha
cTpaHuue «O6Lme HacTpolikn»). COOTBETCTBEHHO, Koraa AirTune BK/IKOYEH B /IOKaLMK, MEHATb NapaMeTpbl,
CBSi3aHHble C MOLLHOCTBIO M pagnokaHasiamun B paanonpodunisax 3Tol lokauumn HeuenecoobpasHo, T. K. OHU He
6yAyT NPMMEHEHbI Ha TOYKM A0CTyNa NoTOMY, YTO 3TX NapaMeTpbl aBTOMATUYECKMN HACTpanBalTCs Yepes
AirTune. Npy HEO6XOANMOCTN U3MEHUTD LLUMPUHY KaHasa UM CNMCOK KaHas10B A1 aBTOBbIOOpA Ha ToukKax
[0CTyna, He06X0AMMO CHavana OTKIUNTL AirTune, NPUMEHNUTb U3MEHEHUS, a 3aTeM CHOBa BKOUNTb AirTune
N5 aBTOMATMYECKOrO yrnpas/ieHNs KaHanamun B COOTBETCTBUM C HOBbIMU HacTpolikamn. Mpu Heob6xoaumocTu
MOXHO BHECTU U3MEHEHMWSA B SIIOO0N CyLLEeCTBYOLWNIA NPOUb, HAXaB Ha ero HasBaHue, Ui co34aTb HOBbIA.
Mpoueaypa co3gaHus paguonpodunieri n onnucaHne napameTpoB AOCTYMHbI B MeHH0 «[podhmnn/
Pagnonpodmnnx». Mpoueaypa cos3ganHma AirTune-npodnnein n onMcaHve napameTpoB AOCTYMNHbI B MEHIO
«Mpodmnu/AirTune npocpunm».
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Hacmpotiku WIDS

@ [ns pa6oTsl cepsrca WIDS TpebyeTcs HanMuMe COOTBETCTBYIOLLEl NNLEH3NMN.

< Eltex-Mobile

° HacTpoiiku nokauum

0 Hacrpoikun T4

@ ssiD-npodunn

6ecnpoBoaHON 4acTn
P A Clear Text

° Hacrpoiixu DopmaT kHa

l (::\ HacTpoiikn WIDS OB1yMit KNKH ROBEPEHHBIX TOYEK AOCTYNA

BseguTe KN4 40BEPEHHLIX TOYEK 4OCTYNa &

Cnucok goeepenHslx Touek goctyna @

Mapametp He exifpan

Cnucok epaxeckux To4ek goctyna

MapameTp He exifpanx

Mpo¢unm WIDS

© B o6 HacTpoi

Ecau gns nokaunn

Bunwuute 2 Hazzanune _ Noazzne-ne

default-wids OTeno4eHo OrenmseHo X X —

[JaHHbIli war cogepxuT HacTporiku WIDS B fiokaumu.

KoHcburypaumusa WIDS B nokaumm He fiBnsieTca o6s3aTenibHoli. OHa TpebyeTcst TONbKO Npy HE06X0AMMOCTHU
nepeonpeaenntb A5 ToYek AOCTyna AaHHOM lokauum napameTpsbl, 3afaHHble Ha cTpaHuue "Obume
HaCTpOoIikun".

MapameTpbl WIDS B HacTpoiikax nokaumm umeroT npuoputeT Hag napameTpamm WIDS B 06LLmX
HacTpoikax.
HaunBbICLUNI NpUOpUTET MMEIOT NapameTpbl, 3a4aHHble B MHANBUAYa/IbHbIX HAcTponkax T/,

Ha cTpaHuue AocTynHa HacTpoiika criefyowyx napaMmeTpos:

e Omkmodums WIDS — nepeknoyaTesib UCnosib3yeTca ana oTknoveHns cepsmuca WIDS B nokauuu.
BkitoueHne cepsurca BbINOMHAETCH TOMbKO B 06LWwmx HacTpoiikax WIDS, npy aToM OH MOXeT ObITb
BbIK/IIOYEH B KAKMX-TO IOKAUUAX NN MHANBUAYA/IbHO Ha TOUKax A0CTyna,;

e oopmam K/ro4a — NnapamMmeTp, onpeaensaowmi B kKakom dpopmarte ganee dyaet 3agaH o6LmiA KoY
[l0BEpeHHbIX ToYek focTyna. 3HayeHve no ymonyanuio: Clear-Text.

Bo3MOXHble 3HaYeHus:
e Clear-Text;
e Encrypted.

e O6wuli K/1o4 00BEPEHHbIX MoYek docmyna — oo knod WIDS, ncnonb3yemblii AN OTCAEXUBaHNUS
[OBEPEHHbIX TOYEK AoCTyna B pagmoadmpe. 3HayeHre no yMosiHaHuio: OTCYyTCTBYET. BO3MOXHbIe
3HaYeHus:

e ecnv BblbpaH doopmart kitova Clear-Text — kitod 3agaétcs ctpokoii ot 10 4o 32 cMMBOIOB;
e ecnv BblbpaH doopmart kioya Encrypted — 3agaeTca xew ktoda no anroputmy sha512 ctpokoii ot
20 pno 64 cumBONOB.
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e Criucok 0oBepeHHbIX movyek docmyrna — BbIGOp rpynnbl, cogepxatleri cnmcok MAC-agpecoB
"[0BepeHHbIX" Tovek gocTyna. "[loBepeHHbIMU" CUMTatOTCA TOUKM A0CTYNa, KOTOPble YCTaHOB/IEHbI U
ynpasnaTca onepartopoM. Mpu ckaHnposaHun admpa T, 6yaeT cama onpenensatb oBepeHHble T no
obuemy Knrouy. BpyyHyto cnncok 3agaetca npu Hanuumm HeobxoammocTtu. Cosgate cnncok MAC-
afpecoB B TeKyLLeil BepCcum KOHTPOs/iepa BO3MOXHO TosbKo Yepes CLI, ucnonb3ys komaHgy object-
group mac.

e Criucok Bpaxeckux mo4ek oocmyrna — Bbl6op rpynnbl, cogepxatleinn cnncok MAC-agpecoB "Bpaxeckux"
Touyek JocTyna. "BpaXeckumMmn" cUMTatoTCs TOUKM, KOTOPbIE HECYT Yrpo3y A1 OCTa/IbHbIX TOYEK A0CTyNa
B CETW, KaK NpaBunsio, 3TO N3BeCTHble T/, KoTopble 6bIN 06HApPYXeHbl MuTUpYWMn MAC-agpec nim
SSID ucxogHoii TA. Mpu ckaHmpoBaHuu adompa T/, 6yaeT cama onpegensatb Bpaxeckme T/, KoTopble
nmutupyroT MAC nnm SSID ucxogHoi TA. BpyuHyto cnvcok 3agaeTcs Npy Haimunmm Heob6xoanumMocCTy.
Cospgatb cnncok MAC-afpecoB B TekyLel BepCcum KOHTPO/I/iepa BO3MOXHO TO/1bKO Yepes CLI,
ncnonb3ys KomaHay object-group mac.

© Cnuckn MAC-agpecos MoryT 6biTb 334aHbl Ha TPEX YPOBHSAX KOH(UIypaLmm: B 06LLMX HACTPOIiKaXx, B
nioKkaumm 1 B UHAMBUAYanbHbIX HacTporikax TA. MpruoputeT NpUMEHEHUs CIUCKOB Ha TOYKY AoCcTyna
crefyoLwmii: tHAnBMAYyabHble HacTpoiku T/, HACTPOIKM flokaLmn, 06LMe HacTpoiku. B cnyyae
3a/laH1sl Ha OHOM YPOBHE TOJIbKO CMMCKa OHOro BUAA (LOBEPEHHBIX UM Bpaxeckmx TA),
NPOTUBOMOJIOXHBINA CNUCOK OyAEeT UCNOMb30BaH CO CelyoLero YpoBHS B Nopsake npyoputeTa.
Hanpumep, ecniv B MHOUBUAYa/IbHbIX HACTPOVKaX TOUYKM AOCTYNa 3a4aH TO/IbKO CMIUCOK Bpaxeckux T/,
TO CNNCOK AoBepeHHbIX TL 6yaeT B3AT U3 HACTpPoek nokauun. Ecniv oH He 3agaH B fiokauuu, To oyaet
B3AT 13 0OLLMX HACTPOEK.

Ecnn TpebyeTcsa 3a4atb NyCcTON CNMCOK, TO Heo6xoaMmo co3gath nycTyto rpynny MAC-aapecos u
NCNOMb30BATb €€ HA HY)XHOM YPOBHE KOHpurypaumu.

Mpoconnu WIDS

BbiGop npocnnisi He siBNsieTcs 06s13aTesibHbIM. [Jo6aBneHne npoduas B OKALMI0 OCYLLECTBISIETCS NpK
Heo6XoANMOCTU NepeonpeaeniTb NPoWsIb, BbIGPaHHbIN B 061X HACTpOIiKax. [ 3TOro UCMob3yeTcs
nepekoyaTesb «BKIOUMTL B /TOKaLMIO». B lokauuio MOXeT 6biTb Ao6aBneH Tobko oamH WIDS-npodomib.

OcHoBHble HacTpoiiku npodmns WIDS npeactasieHbl B Tabnuue:

HassaHve npocuns

e PeXvM CKkaHMpoBaHuA

Pexvm nogasneHuns yrpos

CraTyc o6HapyxeHus nepebopa naponei
CraTtyc o6HapyxeHust DoS-atak
OnucaHune

Mpy HEO6XOAMMOCTU MOXHO BHECTU U3MEHEHNSA B CYLLECTBYIOLLMIA NPONSIb, HAXKaB Ha €ro Ha3BaHue, nau
co3faTb HOBbIiA. MNpoueaypa co3faHnsa 1 onucaHve napameTpoB AOCTYNHbI B MeHto «[Tpodnnn/WIDS
npodnby.

MoomeHIo «O6wue Hacmpouku»

B pasgene 3agatoTcsa obLme HaCTPOVKN KOHTPOIEPa, PEXMM perncTpaumm ToYek 40CTyna, obLme HacTpPoKu
cepsucoB AirTune n WIDS.

o Ansa pefakTnpoBaHnA 06LL||VIX HaCTpPOEeK A0J/TKEH ObITb BK/1HOYEH pPeXxnm pegaktmpoBaHuA.
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g WLC30

@ | BecnposogHas ceTo A SR

oKauuM

Y ——— 06ume HacTpoViKK
@ | OSuve wactois

MNpodunn

WHgnenayaneHsie HacTpoikv T4
7 a Appec KoHTponnepa

Mnarvposwwk obHoeneHns NO TS

AAA v 172.16.1.46
Ceto v

CepBuC permcTpaumm To4eK AocTyna

Mopt

8043

AirTune

Bpema yaaneHus oTHeTOoE (44:mm)

21:00

WIDS

wrUY

Bepewa MO

B 3aB0oACKOI KOHhMrypauumn obLime HacTPOku UMEKOT cneayoLne 3Ha4YEeHNs:

e |IP-agpec koHTponnepa: 192.168.1.1

e ABTOMATUYECKUIA PEXMM PEerncTpauun: BKIOUYEH
MopT cepsuca pernctpauunn: 8043

Cepsuc AirTune: BKNOYEH

PoymuHr Mexay nokauusimm (802.11r): OTK/IHOUEHO
MopT AirTune: 8099

Bpemsa yaaneHns otyetos: 21:00

e Cepsuc WIDS: oTk/toueH

Ha cTpaHuue npencrtas/ieHsl cnegyollye napaMmeTpbl:
Afpec KoHTpoinepa:

¢ |P-adpec — IP-agpec KoHTpO/1epa, N0 KOTOPOMY TOUKM AOCTyna byayT B3aMMoAeincTeoBaTh C
WLC. 3HauyeHne no ymo4aHuio: oTCyTCTByeT. BO3MOXEH BBOJ, 3HAYEHNS, B 3TOM C/lyvyae napameTp
3apaétcs B Buae: AAA.BBB.CCC.DDD, rae kaxkaasi 4acTb NpuUHUMaeET 3HadeHus ot 0 go 255. A takxe
BO3MOXEH BbIOOP 3HAYEHNS U3 CrnCKa CYLLECTBYIOLLMX aApecoB MHTepPKencoB KOHTponepa.

CepBuC perncrpaumm Touek gocryna:

e ABmomamuyeckuli pexum peaucmpayuu — nepexknyaTesib akTMBUPYET PEXNM, NPY KOTOPOM
npulleLIne Ha KOHTPOJIIEP TOUYKM 0CTyna He ByayT OXuaaTh AeNCTBUIA aaMuHmucTpaTopa anis
permcTpaumm, T.e. peructpaums nponsoligeT B aBToMaTnyeckom pexume. Ecnv nepeknoyaress
BbIK/TIOUEH, aIMUHUCTPATOP CAMOCTOATE/IbHO BbINOHAET PErncTpaLuio Touek A0CTyna, HaxoaaLWmxcs
Ha Bknagke «MoHUTOpUHr/BecnpoBoaHasn ceTb/Toukn aocTyna/HoBbIE TOUKM A0CTYNa» ¢ NOMOLLbH
COOTBETCTBYHOLLLEN KHOMKM «3aperncTpmpoBaTh» UK C NMOMOLLbI KOHTEKCTHOrO MEHIO [1/151 KaXX 40
06HapYXXEeHHOI TOUKM AOCTyna. 3HaYeHMe N0 YMOSTYaHUIO: OTKIIOUEHO. BO3MOXHbIE 3HAUEHUS:
BK/THOYEHO/OTK/IHOUYEHO;

157



WLC-Series. PYyKOBOACTBO MO 3KcnnyaTtaunn. Bepcus 1.36.4
e [lopm — NOpPT, HA KOTOPOM paboTaeT CepBUC perncTpaymm Todek 4ocTyna. 3HadeHne No yMo4aHuio:
8043. Bo3MOXHble 3HauYeHus: oT 1024 no 65535.

AirTune:

e Brsirowums AirTune — rnobanbHasn aktnBauus pabotel cepauca AirTune. 3HavyeHne No yMmonyaHuio:
OTK/THOYEHO;

e PoymuHz mexdy nokayusimu (802.77r) no3BoNsieT OTNpaBKy KUel Ana poymuHra ctaHgapta 802.11r.
MeXAay nokaunsmun. 3HaveHre No yMoIYaHuIo: OTK/THOYEHO;

e [lopm — NopT, Ha KOTOpoM paboTtaeT cepsuc AirTune. 3HavyeHue no ymonyaHuio: 8099. BoamMoxHbIe
3Ha4veHus: ot 1024 oo 65535;

» Bpewmsi yOasieHusi omyemos (44:MM) — BPEMS], B KOTOPOE OTUYETHI ONTUMU3ALMN ByAYT yAaNAaTbCS.
3agaetcs B (hopmate 4y:MMm, rae nepsbie ABe UMpbl — 3TO Yachl, BTOPblE — MUHYTbI. 3HA4YEeHMe No
ymonyanumio: 21:00.

a8 WLC-30
Q BecnposoaHan ceTb ~
1 TNokaymum AirTune
O6ww CTPOMKY \ —
) Dot HacTpome @ Exnounrs AirTune
MNpogunn .
(,l PoymuHr mexay noxkaumamm (802.11r)
WHanenayaneHsle HacTpoikn T4
Mopt
Mnakuposwmk obHoeneHus NO T4
20939
AAA v
BpemaA yaaneHua oTHeToe (H4:mm)
Cets v
21:00
WIDS
C| Brnwuute WIDS
O n=p
Dopmat K043
Clear Text
O6Wmit KNS SOBEPEHHBIX TOHEK 4OCTYNa
BeeauTe ¥4 Q0BEPEHHBIX TOYEK 40CTYNa @
MNpodune WIDS
default-wids
Cnucok goeepeHHBIX Towek goctyna @
Mapamertp He exibpan
Cnucok Bpaxeckux To4ek goctyna (@
- RU v MapameTp He exibpar
Bepeua NO
<

@ [na paboTsl cepauca WIDS TpebyeTcs Hannume COOTBETCTBYIOLLEN NLEH3NN.

WIDS:

e Brsmoyums WIDS — rnobanbHas aktueaumsa pabotbl cepsuca WIDS. MNMepekntoyaTens Nno3sonseT
BK/IOUUTL uin oTkMtounTb WIDS s Bcex T/, kOHTposinepa. 3HaveHne no yMoyaHuio: OTKKUEHO;

MapameTpbl WIDS, onncaHHble HWXe, 6yayT HACTPOEHbI A1 BCEX TOYEK A0CTyNa KOHTpOosi/iepa B TOM
c/iyyae, ecnu He 6yayT nepeonpeneneHbl aHa10rMYHbIMU HACTPOVKaMM B KOHKPETHOM lokauun uim B
NHAMBUAYa/IbHbIX HacTpolikax TA.

MapameTpbl WIDS B HacTpoiikax nokaumm umetoT npuoputeTt Hag napameTpamm WIDS B 06LLmX
HacTpolikax.

HamBbICLUWI NpropUTET MMEIT NapaMeTpbl, 3a/laHHble B UHAMBUAYaSIbHbIX HacTporikax T/A.
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e opmam K/iroya — napameTp, onpenensaowmii B kakoMm popmaTe fasee 6yaet 3agaH 06LWumii KoY
[OBEPEHHbIX TOUEK gocTyna. 3HayeHne no ymonyaHuto: Clear-Text.

B0O3MOXHble 3Ha4YeHNs:
e Clear-Text;
e Encrypted.

e O6wuli K/1o4 00BEPEHHBIX MoYeKk docmyna — oo knoy WIDS, ncnonb3yemblii Ans OTCAEXUBaHNS
[OBEPEHHbIX TOUEK AOCTyna B pagmoadmpe. 3HayeHre no yMosi4aHuio: OTCYyTCTBYET. BO3MOXHbIe
3HaYeHus:

e ecnv BblbpaH goopmat kitova Clear-Text — kitod 3agaétcs ctpokoii ot 10 4o 32 cMMBO/IOB;
e ecnv BblbpaH doopmart kitoya Encrypted — 3agaeTca xew ktoda no anroputmy sha512 ctpokoii ot
20 go 64 cumBosIOB.

e [pocpusib WIDS - Bbibop npochuna WIDS, B cooTBeTcTBUM € KOTOpPbIM cepmc WIDS 6yaeT HacTpoeH Ha
Bcex T/, koHTponnepa. Mo ymonyaHuo yctaHoBeH npodpunb default-wids. MapameTp Takke
NO3BONSET CO34aTb M HACTPOUTL HOBbIN NPOIUIIb.

© [1ns Toro uTo6bI co3aaTE M HACTPOUTL HOBLIV NPochunb WIDS, HE06X0AMMO B pacKpbIBaOLLEMCS
cnucke Bblbpatb NyHKT «Co3aartb HoBbI WIDS-npodounnb».

e Criucok 0osepeHHbIX movyek docmyrna — BblIOOp rpynnbl, cogepxawen cnncok MAC-agpecos
"[0BepeHHbIX" Tovek gocTyna. "[oBepeHHbIMU" CUMTalOTCA TOUKM AOCTYNa, KOTOPble YCTaHOB/IEHbI U
ynpaBnsawTcsa oneparopoM. Mpu ckaHnposaHuy achupa T 6yaeT cama onpefensitb AoBepeHHble T/ no
o6Lemy Kn4y. BpyyHyto CNncok 3agaeTcsa npy Hasimumm Heobxogmmoctu. CosgaTb cnmcok MAC-
a/ipecoB B TeKyLLel BepCun KOHTPOsiepa BO3MOXHO TO/IbKO Yepes CLI, ncnonb3ys komaHgy object-
group mac.

e Criucok sBpaxeckux mo4ek oocmyrna — Bbl6op rpynnbl, cogepxatlein cnncok MAC-agpecoB "Bpaxeckux'
To4Yek focTyna. "Bpakeckumn" cumtaroTCa TOUKM, KOTOPbIE HECYT Yrpo3y A1 OCTasIbHbIX TOYEK AocTyna
B CETU, KaK NpaBusIo, 3TO N3BeCTHble T/, KOTOpble 6bl/IM 06HapYXeHbl nMuTupyowmmmn MAC-agpec nnm
SSID ucxogHoii TA. Mpu ckaHmpoBaHuu agonpa T, 6yaeT cama onpegenatb Bpaxeckme T/, KoTopble
nmutnpytoT MAC nnu SSID nexogHoin T/, BpyyHyto CnMCOK 3a4aeTcs Npu Haimunm HeobXxoAnMMOCTH.
Cospgatb cnnucok MAC-agpecoB B TekyLLel BepCUn KOHTPOs1epa BO3MOXHO TOJ1bKO Yepes CLI,
ncnosnb3ys KomaHay object-group mac.

© Cnuckn MAC-agpecoB MoryT 6bIThb 3ajaHbl Ha TPEX YPOBHSIX KOHUIypaLmm: B 06LLMX HACTPOIiKax, B
nokauuun 1 B MHAMBUAYasbHbIX HacTpoikax T/A. MpuopnuteT NpUMEHEHMS CIIMCKOB Ha TOYKY AOCTyna
cnenywoLwmii: tHaMBMAYyasbHble HACTPOliku T/, HACTPONKN Nokauun, obLLMe HACTPOKN. B cnyvae
3a/laH1si Ha OJIHOM YPOBHE TOJIbKO CMMCKa OfIHOrO BuAA ([OBEPEHHbIX U Bpaxkeckux TA),
NPOTMBOMOJIOXHbIA CNUCOK ByAEeT UCMOJIb30BaH CO C/ieflytoLLero ypoBHsA B Nopsagke npuopurteTa.
Hanpumep, ecnv B HOUBMAYa/IbHbIX HACTPOMKaX TOYKM AOCTYrNa 3a4aH TO/IbKO CMUCOK Bpaxkeckux TA,
TO CNUCOK AoBepeHHbIX T/, 6yaeT B3ST U3 HACTPOeK nokaumn. ECcnv oH He 3agaH B siokauun, To byaet
B3SIT M3 00LMX HACTpoek. Ecnu TpebyeTcs 3aaaTb NYCTOM CAMCOK, TO HEOOXOAUMO CO34aTb MYCTYHO
rpynny MAC-agpecoB 1 UCMNosib30BaTb €e Ha HY)XXHOM YPOBHE KOHdurypaumu.

Mocne HacTpoWky napameTpoB COXpaHUTe, a 3aTeM NPUMeHUTE KOH(UIypaumio ¢ NOMOLLbHO
COOTBETCTBYHOLUMX KHOMOK. [Mpy HE06X0AMMOCTU OTMEHUTE N3MEHEHUA N yAaNUTE UX C MOMOLLbIO KHOMOK
«C6pocnTb» N «OTMEHUTb».

MoowmeHtro «Mpocghunu»

SSID

Ha gaHHoli cTpaHuue B BUae Tabnuubl npeactasnieHbl SSID-Npodunan, MMeoLImMecs B KOHGUrypaLuum.
Mpodomnu SSID npeagHasHaueHbl ANa co3aaHns 6ecnpoBOAHbIX CETEN C pa3NIMUHbIMK TUNAMU aBTOPU3aLIK
ANsi NoNb3oBaTeneil.
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© .15 cospanus, yganenus n peaaktupoBanus Npothuns JO/HKEH BbiTb BKIIOUEH PEXUM
pefaKkTUpoBaHus.

B TabnuLe cofepaTcsl OCHOBHbIE HACTPOIKM ANst Kaxxaoro SSID-Npodonns, Takme Kak:

HaseaHue npoduns;
Crartyc;

SSID;

e lnanasoH, 'y,
Homep VLAN;

Pexum 6e3onacHoCTH;
e OnucaHue.

Jv WLC-30 A @ Pexvmpepakvposarns  admin 5

@ BecnpoBogHas ceTb ~ Mpouan > SSID-poGuAK

W | Tokaymm
SSID  HacTpoiiku T4 Pagvonpodunu RADIUS AirTune fopran  OrpaHMdeHue ckopocTu T4, WIDS
@ | Obume HacTpoiiki
Mpodunn +
VHANBMAyanbHbIE HACTPOIKM TA
HasBaHue npopuna Cratyc SSID Auanason, MMy Homep VLAN Pexum 6esonacHocT Onucarue
MnaHnpoBLWK 06HOBAeHUA MO T4

AAA o ¢ default-ssid (1] 2415 3 BoikntoueH default-ssid

CeTb ~
VLAN

Bridges

L LU

Bepcus MO

B 3aBO/CKOM KOHGUrypaLmmn ycTpolicTea yxe co3gaH SSID-npochunib co cneayowmmmn napameTpamu:
O6LLMe HaCTPOIKN:

e Onucaxue: default-ssid

e CTartyc: BK/1H0YeH

» HasBaHue ceTu (SSID): default-ssid

e Homep VLAN: 3

e lnanasoH, ruy; 2.4/5/6

e Pexwum Band Steer: oTknto4eHO

e Pexxum 6e3onacHoctn: WPA2/WPA3 Enterprise

e Mpochmnb RADIUS-cepBepa: default-radius

e [Mpodmnb orpaHnyeHns ckopocTtu B 2,4 I'Mu; He 3aaaH
e [Mpodmnb orpaHnyeHns ckopocTtn B 5 'L He 3aaaH

e [lopTasibHasA aBTOpU3aLMA: OTK/IHOYEHO

e BktounTtb orpaHnyeHne goctyna no MAC: oTkNo4eHO

PacluMpeHHble HaCTPOKM:

e TpaHcnuposaTb SSID: BK/tOUEHO

MakcMMasibHOe KOSIMYECTBO K/IMEHTOB: OrpaHuyeHe OTKII0YEHO
e /1301AUMSA KNIMEHTCKMUX CTaHLMIA: OTKIIOYEHO

Moanepxka 802.11kv: BKNHOYEHO

Mopaepxka 802.11r: OTKNHOUYEHO

e KawmposaHne PMKSA: oTkN04YeHO
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e [1poBepKa ypOBHA CUTHas1A: OTK/IHOYEHO

e /IHTepBas NpoBepkn curHana, c: 10 cek

e MWHMMasbHbLIV YpOBEHb cUrHana, gbm: -100

e [lopor ypoBHSA curHasia npu poymuHre, Abm: -100

e Pexum TpaHkoBoi nepegayun VLAN: oTKIOHEHO

e [lepefava HeTErMpoBaHHOIO Tpadouka: OTKIHYEHO

e General VLAN ID: oTk1t0ueHO
e Tun npuoputeta: 802.1p

e MpuoputeT 802.1p npu nepenadye B Ethernet: auto

¢ Local Switching: oTkntoueHo
e 3awwuTa oT ARP-cnychmHra: oTk/Ilo4eHo

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

[nsa cospganma HoBoro SSID-npodunnsa ncnonbayiite KHoNky «Cosaatb NPodunsib». OTKPOETCS OKHO C
npeanoXxeHvem cos3gatb NPodnab CO CTaHAAPTHLIMU HACTPOKaMN N CTEHEPMPOBAHHbLIM Ha3BaHNEM, KOTOPOEe
MOXHO U3MEHMTb CaMOCTOSITENBHO. [ocne HaxkaTus KHonkK «CoXpaHUTb» OTKPOETCSA CTpaHuua npodunsa ans
HacTpolikn napameTpoB. Mpn HEOO6XOAMMOCTM OTMEHbI CO3A4aHNS HOBOTO NPOIUA, UCMO/b3YNTE KHOMKY

«OTMeHa».
ssid-811b8c31
OTtmena Coxpaunte
Jv WLC30 A @ Pexumpepakvposatma  admin 5>
@ | BecnpoBogHas ceTb ~ Mpogunn > SSID-npopunn > default-ssid
W | Noxauum
N < default-ssid
@ 061wme HacTpokn
Mpoguan
Wi Kn T, "
HAVIBUAYanbHble HACTPOVKM T4 O61uvte HacTpoiiku
MnaHMPOBLMK 06HOBNEHMS MO T
(o]
. nucakve
default-ssid
Cetb ~
VAN @ BsrnounTs SSID
Bridges Ha3BaHue ceTy (SSID)
default-ssid
@ HovepviaN ®
3
[Avanason
241y
50Ty
61Ty
@ Pexum Band Steer
Pexum 6esonacHocTn
WPA2/WPAS3 Enterprise
Mpodunb RADIUS-cepsepa
default-radius
Mpodunb orpaHmHeHIs ckopocTn B 2.4 Ty,
TapameTp He BbIEpaH
@R
Npodunb orpaHMeH!a ckopocTn B 5 Iy
Bepcus N0

O6Lwme HacTpoIiKn

Pasgen cogepxuT cneaytolme napaMmeTpbi:

e OnucaHue — onucaHune ans SSID-npodmnsa. Bo3aMOXHbIe 3Ha4eHUs: CTpoka A0 255 CMMBO/10B. 3HauYeHne

Nno YMOJTHaHUIKO: OTCYTCTBYET,

e Bkrodumsb SSID — nepekntoyaTeb, KOTOPbIA NO3BOASET BKAUNTL U BbIKNHOYMTL SSID. BO3MOXHbIE
3HAYEHUA: BKIHOYEHO/OTK/IIOUEHO. 3HaYeHMe Mo YMOMYaHUIO: BK/TIKOUYEHO;
Ecnu SSID BkntoyeH, To B Tabnuue npodunein B ctonbue «Crtatyc» 0To6paaeTcs ero HarnsaHoe

uBeToOBOE 0603HauveHue:
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e L J — SSID BK/OYEH;

J — SSID BbIK/HOYEH.
e HazgaHue cemu (SSID) — Ha3BaHMe 6ecnpoBOAHOI ceTu, KoTopas OyaeT BewaTbCsi NoNb30BaTessAM.
Bo3MOXHbIe 3HaYeHust: CTpoka 40 32 CMMBOJIOB. 3HAYEHME N0 YMOJTHaHUIO: OTCYTCTBYET;

[aHHblin napameTp ABnseTca ob6s3aTenbHbIM Npu co3gannm SSID-npocunns.

e Homep VLAN — naentudpmnkarop VLAN, ¢ koToporo 6yaeT cHMMaTbCsa MeTka npu nepegade Tpaduka Wi-
Fi knueHTam, nogkntoyeHHbIM K gaHHOMY SSID. Mpu npoxoxaeHun Tpadimka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbI TpaduK OT KIMEHTOB 6yaeT HaBelumBaTbes MeTka VLAN ID (npu oTkA0YEHHOM
pexvmMe VLAN Trunk). Bo3amMoXxHble 3HaYeHns: oguH ngeHtudmkatop VLAN, npuHMMatowmii 3Ha4eHUs ot
1 o 4094, a Takxe cnvcok VLAN nnn gnanasoH VLAN. 3HaueHne no ymonvaHuio: OTKIKOUEHO.

Ecnun 3apaHo 6onee ogHoro VLAN, Touka goctyna oyaeT pacnpefensatb KIMEHTOB Mo
yka3aHHbIM VLAN.
Ecnn Touka goctyna He noggepxueaeT (PyHKUUOHaN UCMo/b30BaHUA Heckonbkux VLAN ans
SSID, Tpachuk knneHTa 6yaeT nonagatb B NepPBbIi ykaszaHHbIi VLAN B cnucke.
®yHKLMOHAN NoAgepXaH Ha cnefyowmx Toukax gocryna:

e WEP-1L/2L n WOP-2L

e WEP-30L/30L-Z n WOP-30L/30LI/30LS

e WEP-200L n WOP-20L

o WEP-3L, WOP-3L-EX

e [fluanasoH, Iy — BbIGOp AManasoHa 4acToT, B KOTOpoM byaeT BewaTb SSID Ha 6ecnpoBoAHON TOUke
poctyna. Bo3aMoXHO BbIGpaTb BCe TpW 3Ha4YeHMe O4HOBPEMEHHO, NGO ABa 3HaYeHUA O4HOBPEMEHHO,
Takke eCTb BO3MOXHOCTb MCMNO/b30BaTb TO/IbKO OAMH Anana3oH. 3HayeHne no ymonyaHuio: 2.4, 5, 6
rru.

e Pexum Band Steer — nepekntoyaTeNb akTMBMPYET Ha TOUKax AoCTyna (PyHKLMIO NPUOPUTETHOIO
noaKNIYeHNa AByXAnana3oHHbIX 6eCnPoBOAHbIX KNIMEHTOB K ceT B 5 L. BO3MOXHble 3HaYeHUs:
BK/1IOYEHO/OTK/IIOYEHO. 3HaYeHne No yMOYaHUIO: BK/TKOUYEHO.

[na paboTbl PyHKUUN Heo6XoAMMO, YTO6kI B npodnne SSID 6b1s11 BKNKOYEHb! AnanasoHsl: 2.4
Mu, 5w,

e Pexum 6e3onacHocmu — onpegensiet Tun WngpoBaHna AaHHbIX, UCNOJb3yeMblli HA BUPTYas1bHOM
TOuKe focTyna. 3HavyeHve No YMOTYaHWIO: BbIK/THOUEH.
Bo3MOXHble 3HaYeHus:

e OWE;

WPA PSK;

WPA2 PSK;

WPA3 PSK;

WPA/WPA2 PSK;

WPA2/WPA3 PSK;

WPA Enterprise;

WPAZ2 Enterprise;

WPAS3 Enterprise;

WPA/WPAZ2 Enterprise;

WPA2/WPA3 Enterprise;

BbikQueH.
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Pexxumbl 6e3onacHocTn WPA3 n WPA3 Enterprise noagepxmBaeTcs TOMbKO Ha ToUKax AocTyna
mopenein WEP-3ax, WEP-30L, WEP-30L-Z, WOP-30L, WOP-30LS, WEP-3L,

WOP-3L-EX, WOP-30LI, WEP-50L, WEP-550K.

Mpwv BbIGOpE CMeLLlaHHOro pexmma 6esonacHocTy, cogepxatliero WPA3 (Hanpumep, WPA2/
WPA3), oH 6yAeT NpMMEHEH TO/bKO Ha Te TOUYKM A0CTyna, KoTopble noaaepxusaioT WPA3, ans
OCTa/lbHbIX 6yAeT NPUMEHEH MaKCUMaslbHO NOAAEPXKNBAEMbIA PEXUM, B AaHHOM cnyyvae WPA2.
Mpwn BbIGOpE pexmma 6e3onacHocTM Tonbko ¢ WPA3 — SSID 6yaeT npuMeHEH TOMbKO Ha Te
TOUKM OOCTYNa, KOTOPbIE €ro NnoaaepXmeatT. Ha ocTtasnbHble Toukn goctyna SSID He 6yaeT
NPYMEHEH.

dopmam k/aro4a — napameTp, onpeaensitoumii B kKakom popmaTte ganee byaet 3agaH kiod WPA.
3HaueHune no ymonyanuto: Clear-Text.
Bo3MOXHble 3HaYeHus:
e Clear-Text;
e Encrypted.
Kntou WPA — kntou ans noakntoueHus K SSID, ncnonb3yeTcst npu Bblbope pexumma 6esonacHoctn PSK.
Kntou MoXeT 6bITb 3afjaH Kak B OTKPbITOM BUAE, Tak 1 B Buae xew sha512. 3HaueHune no
YMOJIYaHUIO: OTCYTCTBYET.
Bo3MOXHble 3HaYeHus:
e ecnu BblbpaH doopmart kntova Clear-Text — kitod 3aaaéTcst CTPoKol oT 8 0 63 CMMBO/OB;
e ec/nin BblbpaH chopmart knova Encrypted — 3agaeTtcs xew-kntoya no anroputmy sha512 ctpokoii ot
16 0o 126 cMMBOIOB.

n

koHka MCNosb3yeTcs, YTOObI CKPbITh CUMBOJIbI K/TKOYa NMPY BBOAE, HE3ABUCKMO OT €ro
hopmara.

lpogpusib RADIUS-cepsepa — napameTp No3BOJISET BblopaTb CO34aHHbIN paHee npocuib RADIUS-
cepsepa, ec/in UCNosb3yeTcs pexmm 6esonacHocTn Enterprise, a Takke No3BoNAET co3aarth U
HacTpoOUTb HOBbI NPOUSIb.

Bo3MOXHbIe 3Ha4YeHUs 419 HazBaHUsA NPodusA: CTpoka 40 235 CMMBOJIOB. 3HAaYeHMe N0 YMOJTHaHUIO:
OTCYTCTBYET.

© [1na Toro uTo6bI co3aaTE M HACTPOUTL HOBLIN Npocuns RADIUS, Heo6x0aMMO B
packpbiBatoLemcs cnmcke BblbpaTb NyHKT «Co3aaTb HOBbI RADIUS npodhnsb».

lpocbusib oepaHu4eHusi ckopocmu 8 2.4 [Ty — napameTp NO3BO/SET BblOpaTb CO3[aHHbIA paHee
Npodn/ib OrpaHNYeHnsa CKOPOCTK B ananasoHe 2.4 Ty, a Takke NO3BOSET CO34aTb Y HACTPOUTL HOBbIM
npodgnsb. Bo3MOXHbIE 3HAYEHNA A9 Ha3BaHUA NpodnnNA: cTpoka Ao 235 CMMBOI0B. 3Ha4YeHue Mo
YMOJ1YaHUIO: OTCYTCTBYET.
lpogbusib o2paHu4YeHusi ckopocmu 8 5 Ty — napameTp NO3BOSAET BblOpaTb CO3[aHHbIA paHee
nNpodon/ib OrpaHNYeHns CKOpOCTK B ananasoHe 5 ML, a Takke NO3BOISAET CO34aTb U HACTPOUTbL HOBbIN
npognsb. BO3MOXHbIE 3HAYEHNA A9 Ha3BaHUA NpodnnNa: CcTpoka Ao 235 CMMBOI0B. 3Ha4YeHue Mo
YMOJ1YaHUIO: OTCYTCTBYET.
lMopmasibHass asmopu3ayusi — nepekvarTenlb akTMBUpyeT nopTasbHyto aBTopmsauuto Ha SSID.
3HayeHve No YMOJTHaHUIO: OTK/IKOYEHO;
lMpochusib nopmasia — napaMeTp NO3BOSET BblIOpaTh CO34aHHbIN paHee Npochu/ib NopTasa, a Takke
No3BOISET CO34aTb 1 HACTPOMTb HOBbIV NPOhW/Ib. HacTpoiika AOCTYMNHA TOIbKO NPY BKIKOYEHHO
nopTanbHOM aBTOpM3aL M. Bo3aMOXHbIE 3HAUYEHNS A1 Ha3BaHWsS NPOgIUIS: CTPOKa Ao 235
CYMBOJI0B. 3Ha4YeHVe N0 YMOJTHaHWIO: OTCYTCTBYET.
Bkrodumsb ogpaHudeHue docmyna no MAC — nepekntoyatesib akTuBmpyeT OYHKLUNIO orpaHn4eHns
aoctyna knmeHToB K SSID no nx MAC-agpecamM. BO3MOXHbIe 3HAUYEHUSA: BK/THOHYEHO/OTK/THOYEHO.
3HayeHve No yMOJTHaHUIO: OTK/IIOYEHO;
Pexxum docmyna — BblI6op cnocoba orpaHnyeHus goctyna no MAC-agpecam. HacTpolika gocTtynHa npu
BK/1IOYEHHOI OYHKLUMK orpaHmyeHns goctyna no MAC. Bo3aMOXHbIe 3HaUYeHUs:
e MAC ayteHTudmkaumsa Ha RADIUS — ayTeHTudmnkaumnsa byaet npoxoantb no MAC-agpecam,
3agaHHbIM Ha RADIUS-cepBepe. [aHHbl pexunm AoCcTyna He MOXET UCMNO0Nb30BaTbCs Npu
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BK/IIOYEHHOM pexume 6e3onacHocTu Enterprise. B Tekylueil Bepcumn co3gatb yYeTHbIE 3anvcu Ha
RADIUS-cepBepe BO3MOXHO To/1bKO Yepe3 CLI. YueTHan 3anvck ans MAC-ayTeHTudmkaLmm
AO/HKHa cogepxatb B napametpe "user"’: MAC-agpec knneHTa B popmarte AA-BB-CC-DD-EE-FF
(BepxHuii pernctp BaxeH), a B napametpe "password”: "NOPASSWORD". Mogpo6Hoe onucaHne
npeAcTaBfieHo B pasgesne "Hactporika goctyna 6ecrnpoBogHbix knneHTos no MAC-agpecam”.

Mpu pexume goctyna "MAC ayteHTudpmkauus Ha RADIUS", B cniyyae, ecnn yyeTHble
3anucu ¢ MAC-agpecamm KnmeHToB He co3gaHbl Ha RADIUS-cepsepe, TO:

e Npu nonutrke "Paspewnts’ — AocTyn 6yaeT 3anpeLleH BCeM yCTpolicTBam;

* Mpu NonunTKKe "3anpeTnuTb" — 4OCTYN GyAeT pas3peLLeH BCEM YCTpOMNCTBaM.

e [loctyn no cnuckam MAC-agpecoB Ha T/[, — goctyn k SSID 6ygeT ocyLecTBNATLCA MO JIOKa/IbHbIM
cnuckam MAC-agpecoB Ha Touke goctyna. Cnucok onpegensetcs napametpom "Tpynna MAC-

aapecos”.

Mpwu pexume pgoctyna no cnnuckam MAC-agpecos, B criyyae, ecnu rpynna agpecos He
3ajaHa, To:

e Npu nonutrke "Paspewnts’ — goctyn 6yaeT paspeLleH BceM yCTpolicTBam;

* Mpu NnonuTKkKe "3anpeTnuTb" — 4OCTYN ByAeT 3anpeLeH BCEM yCTpONCcTBaMm.

e [Tonnumuka docmyna — Bbl6op NnonnTukn goctyna K SSID. HacTpoiika AoCTynHa TO/IbKO NPV BKKOYEHHOW
doyHKLMK orpaHmyeHnsa goctyna no MAC. Bo3MOXHbIe 3Ha4YeHUS:

e PaspelwmTb — K gaHHoMy SSID 6yaeT paspeLueHo NoAKIYaTbCa TOMbKO TeM KaneHTam, Yo MAC-
aZipeca cogepxarcs B cnucke Ha Touke goctyna uav Ha RADIUS-cepeepe. BceM ocTasibHbIM
JocTtyn 6yneT 3anpeLlen;

e 3anpeTtutb — K gaHHomy SSID 6yaeT 3anpeLleHo nogknyaTbcs To/Ibko TeM knmeHTam, Ysn MAC-
aZipeca cogepxarcs B cnucke Ha Touke goctyna uav Ha RADIUS-cepeepe. BceM ocTasibHbIM
focTtyn 6yneT paspeLueH.

e [pynna MAC-adpecos — Bbl6Op rpynnbl, cogepxauiein cnucok MAC-agpecoB KIMEHTOB, KOTOPbIM, B
3aBMCUMOCTI OT MOSIUTUKM AOCTYNa, pa3peLLeH nnn sanpeLleH goctyn kK gaHHomy SSID. HacTpoiika
AOCTYNHA TOMbKO NPY BKIKOYEHHOWN (PYHKLUMKN orpaHmyeHms goctyna no MAC v BbIGpaHHOM pexume
poctyna no cnuckam MAC-agpecoB Ha Todke goctyna. Co3gaTb cnmcok MAC-agpecoB B TeKyLLEN
BEPCUN KOHTPO/IIepa BO3MOXHO TO/bKO Yepe3 CLI, ncnonb3ysa komaHay object-group mac.
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PaCI.IJI/IpeHHbIe HaCTpOﬁKM

Paspgenc paclnpeHHbIMA HaCTpOVIKaMM HaxoaAnTCA BHU3Y CTpaHWULUbl 1 ero napamMmeTpbl Mo yMmo/14aHNo

v

CKpbITbI. 151 AOCTYNa K pacluMpeHHbIM HACTPOKaM MCMOosb3yiTe KHOMKY

Ju WLC30 @ Pexim pegacriposanus  writer 53
@ Becnposoaran ceTe ~ MNpodune orpaHu<enns ckopocTu 5 My
0 | Nexaymm Napametp He sxibpan
06uyve HacTpOlKM
] = @ nooranswar asTopuzayws
Mpodunn
NMpodune noptana
WnauenayansHsie HacTpoikn T
eltex_guest
MAaHKpOBLLMK OEHOENEHY T4
BrAKuMTE OrpaHuseHpe 3ocTyna no MAC
Ceto
PacluMpeHHble HaCTPOKK  ~
@ Trancrmposars SSID
MakcuMansHoe KONHHeCTED KNWEHTOB
V207814415 KAMEHTEKMK CTaHLWE
@ noggepxra 802.11kv
@ npoeepxa yposws curnana
WHTepean nposepky CUrHana, ¢
MuHUManeEHBIA ypoBeHs curkana, gbm
Mopor ypoBHA CMrHana npu poymuHre, AEM
20
Pexum Tparkos0it nepeaas<u VLAN
Tun npuopureta
202 1
NpuoputeT 802.1p npu nepeaayqe & Ethernet
auto
Local Switching
@ RUV 3awwTa ot ARP-cnyduHra @
Bepcua NO

Pasgen cogepxuT cneaytolme napaMmeTpbi:

TpaHcuposams SSID — nepekntoyartesib No3BOMAET BK/IHOUUTL UM BbIKTHOUNTL BeLlaHue B adoup
SSID. BO3MOXHble 3HAYEHMWS: BKTHOYEHO/OTK/HOUYEHO. 3HaYeHMe Mo YMOTHaHNIO: BK/IKOUEHO;
MakcumasibHoe Ko/lu4ecmso K/lueHmos — C NMOMOLLbI0 NapamMeTpa BK/IIYaeTcs 1 3a4aeTcs
orpaHuyeHrie MakCMasibHOro KOSIM4yecTBa KIIMEHTCKUX YCTPOMCTB, KOTOPbIE MOTYT NOAK/IHOUUTBLCS K
BMPTYasIbHOW TO4YKe AocTyna. Bo3mMoxHble 3HayeHus: oT 1 o 64. 3HayeHne No yMOSTYaHuio:
orpaHuyeHve OTK/II0YEHO;

W3onsayus knueHmcekux cmaHyul — nepeksitoyartesib akTuBUpyeT U301ALMI0 Tpadmka Mexay KnmeHtamu
B Npefesiax 04HOM BUPTYasIbHOWN TOUKM A0CTYyNa. BO3MOXHble 3HaYeHWA: BKNHOYEHO/

OTK/TI0YEHO. 3HAaYeHVe N0 YMOJTYaHUIO: OTK/IIOYEHO;

lModdepxka 802.17kv — nepeknoyatens ynpasnseT nogaepxkor ctaHgaptos 802.11k/v Ha
BMPTyaJIbHOW TOUYKe AoCTyna. Bo3MOXHble 3HaYeHMA: BKNIOYEHO/OTK/IIOYEHO. 3HaUYEeHWe Mo YMONYaHUIo:
OTK/THOYEHO;

lModdepxxka 802.11r — nepekntoyaTens ynpasnseT nogaepxkor ctaHgapta 802.11r Ha BUpPTyasibHOM
TOuYKe gocTyna. HacTpoiika gocTynHa ToNbKo npu pexmmMax 6eszonacHocTn: WPA2, WPA3, WPA2/WPA3,
WPAZ2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise. Bo3MOXHble 3Ha4YeHUA: BK/THOYEHO/
OTK/TI0YEHO. 3HaYeHVe N0 YMOJTYaHUIO: OTK/IIOYEHO;

KawuposaHue PMKSA — nepekntoyaTesb yrnpasaseT BKIIYEHNEM KILLIMPOBaHMA NHopMaLmmn o
noaknoueHun Enterprise-knnenTa. Mpu BKNOYEHUM JAHHON (PYHKLMM TOYKa AOCTyna 3anoMvHaeT
K/IMEHTCKOe YCTPOMCTBO Noc/ie aBTopusaummn Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudukaLmmn Ha
RADIUS-cepBepe npu NOAKIOYEHUN B TEYEHME 3TOT0 BPEMEHU. BkoueHne aaHHON OyHKLMK
cokpallaeT Bpems poyMuHra npy Bo3BpalleHnmn KaveHTa Ha Touky B pexume WPA Enterprise.
HacTpolika focTynHa ToNbKo Npu pexumax 6eszonacHocT Enterprise. BO3MOXHble 3HaYeHUs:
BK/THOYEHO/OTK/TIOYEHO. 3HAYEHUE MO YMOTYaHWNIO: OTK/TIHOYEHO;
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e [IposepkKa yposHA cueHasia — nepeknovaresib N03BoNAET BKIYUTL NN BbIKIOYUTL NEePUOSUNYECKYIO
NPOBEPKY CUrHasa. Bo3mMoXHble 3HaYeHNS: BK/TIOYEHO/OTK/TIOYEHO. 3HaUYeHe Mo YMOI4aHWIo:
OTK/OYEHO;

* /IHmepsas1 NpoBepKU cu2Hasa, ¢ — napameTp onpenenser Bpems, Yepes KOTopoe 6yaeT NPon3BOANTLCA
nepvoauyeckas nposepka curHasia. BoamoxHsble 3HayeHus: 1-300 cekyHA. 3HadyeHve no ymosiyaHumio: 10
cekyHf. HacTpolika JoCTynHa npu BK/IKOYEHHOW NPOBEPKEe YPOBHA CUTHaNg;

o MuHumasibHbIl yposeHb cu2Hasla, 0bm — noporosoe 3HaveHne RSSI, npyn [OCTUXEHUN KOTOPOro TouUka
foctyna 6yaeT oTko4aTh KNMeHTa OT BUPTYaslbHOW TOoUkM AocTyna. Bo3amoxHble 3HadyeHus: o1 -100 go
-1 oBbM. 3HaueHne no ymonyaxuio: -100 gbm. HacTpoiika [ocTynHa npu BKIKOYEHHON NpoBEpKe YPOBHS
curHana,

* [Topo2 yposHs cugHasia rnpu poymuHae, 0bm — yposeHb RSSI, npy goctmxeHum Kkotoporo 6yaet
cpabaTbiBaTb POyMUHT. MNapameTp Ao/KeH ObiThb Bbilwe, YeM «MUuHUMa/IbHbIU yPOBEHb
cugHas1a». Bo3amoxHble 3HaveHus: oT -100 go -1 abm. 3HaueHne no ymonyaxuio: -100 gbm. Hactpoiika
[OCTYNHa Npy BK/TKOYEHHOW NPOBEPKE YPOBHS CUTHaNa;

o Pexxum mpaHkosol rnepedayqu VLAN — nepeksitoyaTenib NO3BOMASET BKAKOUNTL Nepesady TerMpoBaHHOMo
Tpadmka KNneHTy. Bo3aMOXHbIe 3HAUYEHUS: BK/TIOYEHO/OTK/TIOHEHO. 3HAUYEHME M0 YMOJTHaHUIO:
OTK/OYEHO;

e [lepedaya HemeauposaHHO20 mpaghuka — NepeksiryaTesb ynpasiseT BO3MOXHOCTbLIO Nepesayv
HeTernpoBaHHOro Tpaduka KIMeHTY COBMECTHO C TErMpoBaHHbIM. HacTpoiika focTynHa TobKOo npu
BK/IIOYEHHOM pexvmMe TpaHKoBoi nepegayv VLAN. BO3MOXHbIE 3HAYEHUS: BK/TOYEHO/

OTK/MIOYEHO. 3HaYEeHMe No YMONYaHWNIO: OTKHOYEHO;,

e General VLAN ID — nepekntoyatesnib aktuBnpyeT ncnosib3oaHne General VLAN ID. HacTpoiika goctynHa
TONbKO NPW BK/IKOYEHHOM pexuMe TpaHkoBol nepegauv VLAN v nepefaye HeTermpoBaHHOro Tpaguka.
B pexume TpaHKoBOI nepegayn ¢ ogHoro ykasaHHoro General VLAN ID 6ygeT cHMMaTbCA MeTka v
Tpadmk atoro VLAN npoiigeT Ha knneHTa 6e3 Tera. MNpu NnpoxoxaeHum Tpadurka B 06paTHYHO CTOPOHY
Ha HeTermpoBaHHbIV Tpaduk byaeT HaBelmBaTbcs MeTka General VLAN ID. BO3MOXHble 3Ha4YeHus: oT 1
00 4094. 3HayeHne No yMonyaHuo: OTKIKOUEHO;

e Tun npuopumema — BbI6Op cnocoba npuopuTusaunn. OnpegenseT Nonsa N3 3aro/I0BKOB MakeTos, Ha
OCHOBaHWM KOTOPOro Tpadivk, nepefarLunii B pagnonHTepdeiic, byaeT pacnpenensatbcs no oyepesam
WMM. 3HaueHne no ymonyanuto: 802.1p. Bo3MOXHbIe 3HaYeHNS:

e 802.1p — 6yaeT aHannsuposatbcsa npuoputeT 13 nosst CoS (Class of Service) TernpoBaHHbIX
nakeToB;

e DSCP - 6yget aHanm3aunpoBaTbcs npuoputeT 13 nonsg DSCP 3aronoska IP-naketa. Mpu aToMm ecnu
3HauyeHune DSCP B TermpoBaHHbIX kagpax paBHo 0, TO aHanm3nposaTbes OyaeT NpMopuTeT 13 noss
CoS (Class of Service).

e [Mpuopumem 802.1p npu nepedaye 8 Ethernet — npnopuTeT BTOPOro yPOBHS, KOTOPbLI 6yaeT
Ha3HayaTbCA Ha MakeTbl, NPUXoAdaLme OT K/IMeHTa, NOAKMI0YEHHOro K gaHHomy SSID, n nepepasartbca
Janee B NPOBOAHYH CeTb. BO3MOXHble 3HaYeHus:

e auto — NpuopuTeT, yKa3aHHbIN B 3aro/I0BKe naketa He 6yeT N3MeHeH;
e 3HauyeHua ot 0 4o 7, kKoTopble ByAyT YCTAHOB/EHBI, HE3ABNCUMO OT NMPUOPUTETA B MOCTYNUBLLEM
nakere.

e Local Switching — nepekntoyatenb akTnusupyet pyHkuumio local-switching, knneHTckuin Tpaduk He 6yaeT
TYHHesnimpoBatbCa ana gaHHoro SSID, ecnu ncnonb3yeTcs cxema ¢ TYHHeNMpoBaHneM. Bo3MoXHble
3HaYeHuA: BKIHOYEHO/OTK/IHOYEHO. 3HaYeHNe No YMOIYaHUIO: OTK/THOYEHO.

e 3awjuma om ARP-criychuH2a — nepeknoyareib akTMBUPYET NPoBepKy Tpaduka Ha noameHry IP-agpeca
nctoyHmka B ARP-naketax. dunbtpaums ARP-nakeToB NpoMcXoamnT Ha OCHOBE Tabnuubl COOTBETCTBWIA.
Mpw coBnageHnn MAC- n IP-agpecos otnpasutens (Sender IP) nakeT nponyckaeTcs, Npu HeCOBMNaAeHUM
— oTbpacbiBaeTcs. B cniyyae korga 3anvch B Tabnvue OTCYTCTBYET, CO34aeTCA HOBas NpuBA3Ka 1 nakeT
TpaHcnupyeTcs ganee. Bo3amMoXHble 3HaYeHWS: BK/TIOYEHO/OTK/TIOYEHO. 3HAUYEeHNE M0 YMO/THaHWIo:
OTK/HOYEHO.

Mocne HacTpoWkK NapameTpoB COXpaHnUTe, a 3aTeM NPYMeEHUTE 1 NOATBEPAUTE U3MEHEHUS KOHGUTypaLmmn ¢
MOMOLLLbI0O COOTBETCTBYHOLLMX KHOMOK. Mpn HE06X0AUMOCTN OTMEHUTE U3MEHEHUS U YAA/INTE MX C MOMOLLbIO
KHOMNOK «COpocnTb» N «OTMEHUTLY.
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Hacmpoliku T4

Ha gaHHoW cTpaHuue npeacTaBieHbl B Buge tabnuubl Nporam HacTpoek ToUeK AOCTyna, UMetoLmecs B
KOHcpurypauuu. JaHHble npodoniv No3BoMAKOT YNpas/isaTb JOCTYNOM K T/, HacTpamBaTb Naposb 1 ynpasnaTb
cepsucamm SSH, Telnet, HTTP/HTTPS, SNMP, a Takke BK/1t04aTbh U HacTpamBaTtb JIOTMPOBAHNE BHYTPEHHNX
cepsucoB T/, Bbirpy3ky noros ¢ Tl Ha TFTP-cepBep v 3agaBaTtb HACTPOIKMN A1 NOPTasibHOM aBTOpM3auun.

© /13 cozpanus, yaanenus n pefakTpoBanus NPouns fOMKEH GbiTh BKIKOUEH PEXUM

penakTMpoBaHus.

B Tabnuue cogepxaTcsi OCHOBHbIE MapamMeTpbl 4718 KaXA0ro npoduns, Takmne Kak:

HaseaHue npoduns;

Crartyc pabotbl cepsuca SSH Ha T/,

Craryc paboTbl cepsuca Telnet Ha T/,

Craryc pa6otbl cepsucoB HTTP/HTTPS Ha T[;
Craryc pa6oTbl cepsuca SNMP Ha T/[;
OnucaHne npocuns.

Cratychbl cepsucoB SSH/Telnet/HTTP/HTTPS/SNMP oTo6paxatoTcsa MKOHKamu:

v
. — CEPBIC BK/THOYEH;

4 — CepBUC BbLIK/THOYEH.

@ | BecnposogHan ceTb

irTune Moptan Orpanusenue ckopocTu T4 WIDS

QIS IX[L]K[L
SIS IX[L]L[L

QIS XKLL

wrU

Bepeun NO

Jv  WLC30 @ Fexim pegaxtvposakus

B 3aBo/iCKOii KOHGoMrypauum yxe co3gaH npodnsib ¢ HasBaHueMm «default-ap» co cnegyouyMm napameTpamu:

e OnucaHue: default_ap;
e dopmart napons: Encrypted;
e Maposnb: 8CB5107EA7005AFF (password);
e SSH cepBep: OTKMHOUYEHO
* MopT: 22.
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Telnet cepBep: oTKOUEHO

e ropT: 23.

HTTP/HTTPS: oTkn0ueHOo

e HTTP noprt: 80;
e HTTPS nopT: 443.

SNMP: oTknoueHo

e [aponb Ha yTeHue: public;
e [Maposb Ha 3anuce: private;
e AApec ons npuemMa Tpanos V1: OTCYTCTBYET,
e AZpec Ans npuemMa TpanoBs V2: OTCYTCTBYET,

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

e Agpec ans npuéma coobueHnii Inform: oTcyTcTByer.

Syslog: BkntoyeH

e Pexum: JlokasbHbIii daiin;

e Afpec cepBepa: OTCYTCTBYET;
e [MopT cepBepa: 514;

e Pasmep chaina, K6: 1000.

Bobirpy3ka nora Ha TFTP cepBep: OTKNHOYEHO

e AZpec cepBepa: OTCYTCTBYET;

e MakcumasibHbiii pasmep caiina: 10000;
e [Mepuog 3arpysku, c: 600;

e KO/M4ecTBO NONbITOK OTNpaBku: 3.

I'IopTaanaﬂ aBTopmnsauna

e |IP-asivac TA: oTcyTCcTBYET;

e [MpoTokon: HTTP;

CepTtudomkar: oTCyTCTBYET;

e [Maposib NpUBATHOrO K/1OYa: OTCYTCTBYET,

MepeonpeneneHve Ha3BaHuii napameTpos B URL nepeHanpaBneHus: OTKNHOYEHO;
Bk1ounTb pexxum coBmectumMocTu A1 i0S: OTK/II0YEHO.
HacTpoiikn normposaHusa cepsncoB T/ OTK/IOUEHO Yy BCEX CEPBUCOB.

B 3aBogckoi koHdurypaumm B npogoune default-ap Bce cepsucbl SSH/Telnet/HTTP/HTTPS/SNMP
BbIK/1IOUY€EHbI.

[nsa cospgannsa npocmnsa «<Hactpoikn TA» ncnonbayiite KHONKy «Co3aatb Npodunsib». OTKPOETCS OKHO C
npeanoXxeHvem cosgartb Npodnab CO CTaHAAPTHLIMU HACTPOKaMN U CTEHEPMPOBAHHbLIM Ha3BaHNEM, KOTOPOE
MOXHO N3MEHUTb CaMOCTOATE/IbHO. Mocne HaxaTua KHOMKM «CoxpaHUTb» OTKPoeTCsa cTpaHuua npoduns ans
HacTpolikn napameTpoB. Mpn HEO6XOAMMOCTM OTMEHbI CO3A4aHMNS HOBOTO NPOIUSA, UCMO/b3YINTE KHOMKY
«OTMeHa».

CozpaHue npoduna

© nNapons sBnseTcs 06a3aTeNbHLIM NAPAMETPOM W AO/MKEH GbiTb 3aaH NP CO3AaHWMM NPOUNA

«HacTtpolikn T». OcTasibHble NapaMeTpbl MPX OTCYTCTBUN U3MEHEHUI ByaAyT CO34aHbl CO 3HAYEHUSAMU
M0 YMOIY@HUIO.
Bonee nogpobHas nHpopmaums onmcaHa B pasgene «podusib HacTpoek T/», a Takke B
pasgene «J/lornpoBaHune cepsrcoB T/A».
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Mpocmnb HacTpoek T/,

2 WLC-30 ® » default-ap @ Pexum pegaktvposatma  admin 5>
Q@ MoruTopuHr v &« default-ap MepeiiTy K HaCTPOKe NOrMPOBaHUs CepBUCOB T4
BecnpoBojHas ceTb v
Jlokauum OnucaHue
Touku goctyna default-ap
Mpo6nembl KOH$Urypaumm
XypHan cobbiTuii C BT
KnuneHTbl EncBtes -
BupTyanbHble TOYKU 4OCT... MNapone
@ S P ®
W0 Kordurypauns v
BecrnpoBoAHas ceTb v Cepamicu
Nokauyun
O6Lyve HaCTPOVKM @ ssHcepsep
Mpoguam Mopt
VHAVBIAYanbHble HACTPO... 22
MNaHMPOBLUMK O6HOB/IEH. .. o Telnet-cepsep
s > Mopt
CeTb > 23
© AgMUHUCTPUpOBaHIe >
@ HTIP/HTTPS
HTTP-nopt
80
HTTPS-nopT
RU v 443
Bepcua NO SNMP

CTpaHuLa CoepXuT criefytoliye napameTpbl:

e OnucaHue — onucaHve A8 Npouaa HaCTPoeK ToYeK A0CTyna. Bo3MOXHbIe 3Ha4YeHUs: CTpoka A0 255
CMMBO/I10B. 3Ha4YeHue No YMOYaHWIO: OTCYTCTBYET;
e opmam napo/is — napameTp, onpeensioLmii, B kakom oopmate gasiee 6yaeT 3agaH naposb o1s
ynpaB/ieHNsi TOYKOM focTyna. 3HadeHune no ymonyaHuto: Clear Text:
BO3MOXHbIE 3HAYeHUS:
e Clear Text
e Encrypted

e [laposib — Naposib ANs ynpasneHus TOYKON AocTyna. 3HavyeHne No yMo4aHuio: OTCYTCTBYET;
Bo3MOXHble 3Ha4YeHNs:
e ec/in BblbpaH popmat napons Clear Text — naposb 3aaéTcs CTPOKON OT 8 40 64 CUMBO/OB;
e ecnv BblbpaH doopmat naposnis Encrypted — 3agaérca xew-napons no anroputmy sha512 ctpokoii
oT 16 oo 128 cnmBONOB.

Mocne coxpaHeHns KoHdurypaummn coopmaT noss NpUHyaAMTeNbHO ctaHoBuTcst Encrypted
1 panee naposib 6yAeT 0To6paxXaTbCs U XPaHUTbLCS B XELUVPOBAHHOM BUJE.

e CepBuchl:

e SSH Cepsep — nepeksoyaTenb yrnpasnseT BO3MOXHOCTbIO NOAK/IOYEHNS K TOUKE A0CTyna yepes
npoTokon SSH. 3HavyeHne No yMON4aHUIo: OTK/II0UEHO. BO3MOXHbIE 3HAYEHUA: BK/THOYEHO/
OTK/OYEHO:

e [Topm — NOPT A/18 NOAK/TIOYEHNS K TOUKE A0CTyna yepes npoTokos SSH. 3HaueHne no
ymon4aHuio: 22. Bo3MoxHble 3HayeHus: oT 1 o 65535.

e Telnet cepsep — nepeknoyaTe b ynpaBnseT BO3MOXHOCTbIO NOAK/IYEHUS K TOUKE AOCTyna
yepes NpoTokos telnet. 3HaveHne No ymonyaHuio: OTK/IOYEHO. BO3MOXHbIE 3HAYEHMSA: BKIIOYEHO/
OTK/OYEHO:

e [Topm — NOPT AN8 NOAKIOYEHNS K TOUKE A0CTyna yepes npoTokosn telnet. 3HaveHne no
ymonyaHuio: 23. Bo3MoxHble 3HayeHus: oT 1 o 65535.

e HTTP/HTTPS — nepekntoyaTtens ynpasnseT BO3MOXHOCTbIO NOAKI0YEHUS K web-KoHdurypaTopy
T yepe3 HTTP n HTTPS. 3HaveHne Mo YMOTHaHUIO: OTK/TIOHEHO. BO3MOXHbIE 3HAYEHMS:
BK/1H04YEHO/OTK/1HOYEHO:
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e HTTP nopm — nopT Ans nogknitodeHuns Kk web-kondurypatopy T4 no HTTP. 3HayeHue no
ymonyanuio: 80. Bo3moxHble 3HadeHus: 80, ot 1025 o 65535;
e HTTPS nopm — nopT 419 NoAKNto4YeHus kK web-koHdurypatopy TA no HTTPS. 3HaueHne no
ymMon4yaHuio: 443. Bo3MoOXHble 3HaveHmns: 443, ot 1025 go 65535.

e SNMP - nepekntoyaTens ynpasnset paboToi cepsmuca SNMP Ha T/l. 3Ha4yeHne no yMon4aHuio:
OTK/OYEHO. BO3MOXHbIE 3HAYEHMSA: BKHOUYEHO/OTKNHOUYEHO:

e [lapo/ib Ha YmeHue — napameTp onpegensetr community Ana goctyna rno npotokony SNMP
B peXuMe "TOMIbKO ANsi UTeHms". 3HavyeHne no ymonyaHuio: public. Bo3amoxHbIe 3Ha4YeHUs:
cTpoka oT 1 Ao 128 cumBOOB;

e [lapo/ib Ha 3anuck — napameTp onpegensetr community gnaa gocrtyna no npotokosy SNMP
B pexumMe "yTeHune v 3anuck’. 3HavyeHne no ymosnyaHuio: private. Bo3MoXHble 3HaYeHUs:
cTpoka oT 1 Ao 128 cumBOOB;

e Adpec 0s19 npuéma mparos vl — agpec xocTa ansA paboTbl ¢ TpanaMmv NPoTokona
SNMP Bepcum v1. 3HaueHne No yMO4aHuIo: OTCYTCTBYeT. NapameTp 3agaéTtca B BuAe:
AAA.BBB.CCC.DDD, rge kaxaast 4acTb npuHumaeT 3HaveHus ot 0 o 255;

e Adpec 0/19 npuéma mparos v2 — afpec xocTta ansa paboTbl ¢ TpanaMmv NpoTokona
SNMP Bepcum v2. 3HaueHne No yMO/14aHuIo: OTCYTCTBYeT. MNapameTp 3agaéTtca B BUAe:
AAA.BBB.CCC.DDD, rge kaxaasi 4acTb npuHumaeT 3HaveHus oT 0 o 255;

e Adpec 015 npuéma coobujeHul Inform — agpec xocta Ana paboTbl C COO6LLEHNSIMM TUMNA
Inform npoTokona SNMP. 3HaueHMe No yMosiYaHuto: oTCyTcTBYyeT. NapameTp 3a4aéTcs B
Buge: AAA.BBB.CCC.DDD, rge kaxgas yacTb npuHuMmaeT 3HaveHms ot 0 go 255.

e Syslog — HacTpolika napameTpoB cepauca syslog:

e BiounTb — NepeksitovaTeb No3BOASET BKIOUYNTL U BbIKNIIOUNTL CEPBUC Syslog Ha Touke
AocTyna. 3HavyeHne no yMON4YaHUIo: BK/IK0YEHO. BO3MOXHbIE 3HAYEHUSA: BK/THOYEHO/OTK/IHOYEHO:

e Pexum — BbI6Op pexrmMa paboTbl cepsuca syslog Ha Toukax focTyna. 3HayeHue o yMOSYaHuio:
NokanbHbIN (haiin. Bo3MOXHble 3HAYEHUS:

e JlokasibHbIl ¢halin — 3anuch syslog 6yaeT Npon3BoANTLCS TONLKO B /IOKa/TbHBIN dhaiin Ha
TOuKe JocTyna B gupektopuu /var/log/;

e Cepsep u ¢halin — syslog bygeT 3anucbiBaTbCA B doaitl Ha TOYKe AOCTyNa U OTNPaBNATLCA
Ha 3afaHHblli syslog-cepsep.

e Adpec cepsepa — appec syslog-cepsepa 419 OTNpaBkuM flora ¢ TOUKM JocTyna. 3HaveHve no
YMOJIHaHUIO: OTCYTCTBYET. MNapameTp 3agaértca B Buae |IP-agpeca niv 4JOMEHHOIO UMEHU
cepsepa;

* [lopm cepsepa — nopT syslog-cepsepa A1 OTNPaBKK flora ¢ TOUYKM AOCTyna. 3HayeHue no
ymonyaHuio: 514. Bo3amoxHble 3HayeHns: ot 1 o 65535;

e Pasmep ¢palina, K6 — pasmep haina syslog Ha Touke AOCTyna, Npu NPEBbLILLEHNN KOTOPOro /10T
6yaeT nepesanucbiBaTbCs, HTOOLI 06ecneunTb poTaunio. 3HaveHue no ymondanuio: 1000 K6.
Bo3amoxHble 3HavyeHus: oT 1 o 1000 K6.

* Bbiepy3ka /102a Ha TFTP cepsep — HacTpolika napaMeTpoB aBTOBbITPY3KM JIOFOB Ha C TOUKM AOCTyna Ha
cepeep TFTP:

e Bk/1o4umb — nepeksoyartesib No3BoseT BKIKYUTL U BbIK/THOUYNTL aBTOBLITPY3KY JIOTOB C TOUKU
AocTyna. 3HavyeHune no YMOo4YaHUIo: OTK/II0YEHO. BO3MOXHbIE 3HAYEHUSA: BK/THOYEHO/OTK/THOUEHO:

e Adpec cepsepa — IP-agpec TFTP-cepBepa A/ aBTOMATMYECKON BbIrPY3KMN /TIOTOB C TOYKM
AocTyna. 3HauyeHune no ymMon4yaHuIo: OTCYTCTBYET. MNapameTp 3a4aéTcsa B BUAE:
AAA.BBB.CCC.DDD, rge kaxaasi 4acTb npuHumaeT 3HaveHus oT 0 o 255;

* Makcumas/ibHbIl pa3mep ¢hali/zia — NoporoBoe 3HayYeHre pasMepa narnku ¢ 1oramm Ha Touke
poctyna (/var/log/), npy NpeBbILLEHUM KOTOPOTO S10rn 6yAyT aBTOMATUYECKMN BbIrPYXXEHbI HA
3agaHHbIi TFTP-cepBep Npu BKIKOUYEHHO Bbirpy3ke nora Ha TFTP-cepeep. 3HayeHne no
ymoniyanuio: 10000 K6. Bo3moxHble 3HadeHus: oT 0 o 20000 K6;

¢ [lepuod 3azpy3ku — nepuog oTnpasBkK SIOTOB C TOYKM gocTyna Ha TFTP-cepep npv BKIOYEHHO
BbIrpy3ke sora Ha TFTP-cepsep. 3HayeHre no ymonyaHuio: 600 c. Bo3mMoXHble 3Ha4eHns: ot 1 go
86400 c;

e Kosiuyecmaso rornbIimokK omrpasku — KONIMYECTBO MOMNbITOK NOBTOPHOW OTNPaBKM /IOTOB C TOYKM
poctyna Ha TFTP-cepBep npv BKIKOYEHHOW BbIrpy3ke fiora Ha TFTP-cepsep. 3HaueHme no
ymonyanuio: 3. BosamoxHble 3HayeHus: ot 0 go 5.
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MopTantHan asTopUsauma

IP-annacTg @

redirect.loc

MpoTokon
® HTTP
HTTPS

Ceptudukar

CepTwdwnkaTt He exibpan

®opmaTt napona

Clear Text

Napone NPUBATHOrO KNKOYa

BseanTe Naponk NPHEATHOMD KNKH3 @
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BrnoYnTE peXuM coBMecTMocTH ans i0S

CkaHwpoEBaHue 3¢upa

MNaccvesos ckakupoBadne (2

e [lopmasibHasi asmopu3ayusi — HaCcTpolika napaMmeTpoB NOPTasIbHOW aBToOpMU3aLUN:

e |P-asiuac T/ — nOMeHHOEe 1MS, Ha KOTOpoe ByaeT coBepLuaTbCcs nepeHanpasneHne KNMeHToB.
B0o3MOXHbIe 3HaUYeHNs: hopmaT 4OMEHHOro MMeHn 00 63 cuMBos10B. EC/iv napameTp He 3ajaH,
6yaeT ucnonb3oBatbes 3HaYeHue "redirect.loc’, 3agaHHOe Ha Touke AOCTyna no YMOYaHUIo;

e [Ipomokos — BbI6Op ucnonb3osaHusa npotokona HTTP/HTTPS gns nepeHanpaBneHns KIVMEHTOB
Ha TOYKYy AOCTyna npu NopTasibHOW aBTopu3almmn. 3HavyeHne no ymonyanumo: HTTP.

B03MOXHble 3HaYeHuUs:
e HTTP;
e HTTPS.

e Cepmuchukam — BbIGOP WM 3arpy3ka ceptudmkara /18 wndpoBaHns Tpadmka npu
nepeHanpas/ieHUN KIMEHTa Ha TOYKY AO0CTyna npu nopTasibHOW aBTopusaummn. Ceptudukar
[0/mKeH ObITb 419 JOMEHa, yKa3aHHOro B napametpe IP-anvac T/,

e popmam rapo/is — napameTp, onpeaenaoLLmin B Kakom hopmarte ganee 6yaet 3afaH naposb
npvBaTHOro KN4va ceptudumkata. 3HayeHre no ymonyanuio: Clear-Text.

B03MOXHble 3HaYeHuUS:
e Clear-Text;
e Encrypted.
e [laposib NpuBamMHO20 K/1to4a — Naposib NPUBATHOTO KtoYa cepTudmkara A/1a nopTasibHOM
aBTopum3auun. 3HayeHre No yMosi4aHuio: OTCYyTCTBYeET.
B0o3MOXHble 3HaYeHuUS:
e ecnv BbibpaH doopmat naposnisa Clear-Text — naponb 3agaéTca CTPokoli oT 8 fo 64
CMMBO/IOB;
e ecnv BbibpaH doopmaT napons Encrypted — 3agaetcsa xew-napona no anroputmy sha512
CTpoKoii oT 16 o 128 cumBonos B popmaTe HEX;

 [lepeonpedesieHue Ha3saHul napamempos 8 URL nepeHarnpassieHusi — nocne camoperncrpaumm
Ha BHellHeM nopTasne (npu aBTopu3auun yepes RADIUS) knneHTy Bo3BpaliaeTcst URL pegupekta
Ha TOYKY A0CTyna, KOTOPbI COAEPXUT NapaMeTpbl: username, password, redirect_url, error_url.
Ecnu noptan 6yaeT ncnonb3osatb Apyrue Ha3BaHus /19 napameTpos, HE06X0AMMO 3a4aTh B
[laHHOM pasfesie HOoBble Ha3BaHWs, YTOObI TOYKa AOCTYyNna MOoria ux KOppekTHo obpaboTtaTb A/1A
nposefeHnsa asTopusaumu Yyepes RADIUS:

e HoBoe Ha3saHue napamempa "error-url" — HOBOe Ha3BaHue A1 NnapaMeTpa, CoAepPXKaLLero
URL, kyaa 6ygeT nepeagpecoBaH K/IMEHT B C/lyvyae OWmMOKN aBTopusaumm. 3HavyeHune no
YMOJI4aHUIO: OTCYTCTBYET. BO3MOXHblE 3HAaYEeHUA: CTPOKa A0 255 CMMBOJIOB.
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e Hosoe Ha3saHue napamempa "redirect-url" — HOBOe Ha3BaHWe NapameTpa, CoAepPXaLlero
ncxoaHblin URL, 3anpoLleHHbIn kaneHToM. KnneHT 6yaeTt nepeagpecoBaH Ha AaHHblii URL B
c/y4yae ycnewHolr aBTopm3auun. 3HayeHre no yMosi4aHuio: 0TCyTCTBYET. BO3MOXHbIe
3Ha4YeHus: cTpoka Ao 255 CMMBO/IOB;

e Hosoe Ha3saHue napamempa "password" — HOBOe Ha3BaHWe NapameTpa, CoaepXxallero
naposb A8 KNMeHTa. 3Ha4YeHne no yMo/4aHno: OTCYTCTBYET. BO3MOXHble 3HAUYEHMS:
CTpoka o 255 cMmBoNOoB.;

e Hosoe Ha3gsaHue napamempa "username” — HOBOE Ha3BaHWe NapameTpa, CoAepXaLlero
NMA Nonb3oBaTesis. 3HayeHe No yMOIYaHMo: OTCYTCTBYET. BO3MOXHbIE 3HAYEHUS: CTPOKa
0o 255 cnmBoNOB;

e BKk/roHuUmMb pexxum cosmecmumocmu 07151 i0S — aaHHbIn (PyHKLMOHaN NnpeaHa3HaveH as
KOPPEKTHOIro 0TOBPaXeHMs 1 OTKPLITMA CTPaHWLbl NopTasia aBTopM3auun B MUHU-OKHE Ha
yctpoiictBax Apple (iPhone, iPad).

e CkaHupoBaHue achmpa — HacTpolika NnapaMeTpoB CKaHMpPOBaHMA admnpa:

e [laccusHoe CKkaHupoBaHuUe — NepeknYaTesib N03BONSAET BKIOUNTbL UV BbIK/THUNTbL CEPBUC
MacCUBHOrO CKaHMPOBaHWS Ha TOYKe AO0CTyna. 3HayeHne No YMOJTHaHMIO: BbIK/THOUEHO.
B0O3MOXHbIe 3HAaYEHNSI: BKNHOYEHO/OTK/IHOUEHO.

NornposaHue cepBucos T4

CTpaHu1ua HaCTPOEK TPACCMPOBKM CEPBMCOB TOYEK AOCTYNa OTKPbIBAETCS MO CCbI/IKE «MepeliTu K pexumy
HacTpolikvu normposaHusi cepsmcos T/[» B NPaBOM BEPXHEM YTy Npodnnsa HacTpoek TA,.

J WLC30 @ rPexum pegaktvposakms  writer 52

€ JlornpoeaHue cepeucoe T/

ACSD

Braio4nTE NorMposanne

AirTune

@ srnounrs norupozanne

Hazsakue paiina

sirtune.log

MakcumaneHwii pazmep daiina, K6

YPOBEHE NOrHPOBaHUA

debug

Band Steer

Captive Portal

Brno4nTE NOrMpoBaHne

Captive Portal APED

Brao4nTE Norposanne

Ry

Bepcua NO

B 60nbMHCTBE cnyyaeB cepBuchbl T, UMET OANHAKOBbIE HACTPOIKM /IOTMPOBAHUS, HO Y HEKOTOPbIX
CEpPBMCOB €CTb U MHANBUAYa/IbHbIE HACTPONKN. B 06L1eM criydyae HacTpoiika nornpoBaHusi oboro cepsnca
COAEPXKNT NapameTpbl:

e Bk/1o4umsb s102uposaHue — nepeknovaTesb No3BOSET BK/IUYNTb U BbIKIHOYUTL J10rMpoBaHve 4/1s
Kaxxgoro cepsuca T/l. 3HayeHne no ymosnyaHuio: OTK/IIOYEHO Y BCEX CEPBUCOB. BO3MOXHbIE 3HAYEeHWS:
BKJ/THOYEHO/OTKJ/THOUEHO.

e HasgaHue ¢halisia — Ha3BaHue dhaitna nora cepauca. Pain co3gaeTcs Ha ToUKe AOCTyna npu
BK/IIOYEHNM Nlora 1 HaxoauTcs B Ampektopum /var/log/. Bo3MoXHble 3HauYeHus: Ha3BaHve haiina ot 1 oo
235 cMMBONOB.
3HayeHve No yMoslHaHuo AN KaK[oro cepeuca:

ASCD - acsd.log

172



WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
AirTune - airtune.log
Band Steer — bandsteerd.log
Captive Portal — cportad.log
Captive Portal APBD - apbd.log
Captive Portal Tinyproxy — tinyproxy.log
ConfigD — configd.log
DMESG - dmesg.log
FTD - ftd.log
Hostapd — hostapd.log
MonitorD — monitord.log
Netconf - netconf.log
NetworkD — networkd.log
SNMP - snmp.log
WLC Service Activator — service-activator-wlc.log
WLC Service Activator Server — service-activator-server-wic.log
ScanD - scand.log

e MakcumasibHbIl pasmep ¢haliia — pasmep chaiina ora cepsuca, Npu NPeBbILLEHNM KOTOPOro for byaet
nepesanncbiBaTbes, YTOObI 06ecneynTb poTauuio. 3HadeHne no ymonyanuio: 1000 K6.
BoamoxHble 3HaveHus: oT 1 no 30000 K6.

* YpoBeHb /102UpoBaHUsi — YPOBEHb IOTMPOBaHKA cepsumca. [MNapameTp AOCTYNeH A1 CAeAyoLmx
cepsucos T/: ACSD, AirTune, Band steer, Captive Portal, Captive Portal APBD, Hostapd,
MonitorD, NetworkD, ScanD. 3HaueHune no ymonyaHuto: debug.

Bo3moxHble 3HaueHus ans cepsucos ACSD, AirTune, Captive Portal APBD, MonitorD, NetworkD:
error — Jior 6yAeT 3anucbiBaTbCs C YPOBHEM EITOT;

warn — fior 6yeT 3anncbiBaTbCA C YPOBHEM warning;

info — nor 6yaeT 3anucbiBaTbCs C YPOBHEM info;

debug — nor 6yaeT 3anucbiBaTbCsa € ypoBHEM debug.

Bo3moxHble 3HaueHust ansi cepsucos Band Steer, Captive Portal:
error — lor 6yeT 3anucbiBaTbCs C YPOBHEM EITOT;

warn — fior 6yeT 3anmcbiBaTbCA C YPOBHEM warning;

debug — nor 6yaeT 3anucbiBaTbCsa € ypoBHEM debug.

Bo3moxHble 3HaueHns ans cepsuca Hostapd:

error — lor 6yeT 3anucbiBaTbCs C YPOBHEM EITOT;

warn — fior 6yeT 3anncbiBaTbCA C YPOBHEM warning;

info — nor 6yaeT 3anucbiBaTbCs C YPOBHEM info;

debug — nor 6yaeT 3anucbiBaTbCsa € ypoBHEM debug;
excessive — /10r OyAeT 3anncbiBaTbCs C YPOBHEM €XCESSIVE;
msgdump — fior 6yZeT 3anmcbiBaTbCsi ¢ ypoBHeM msgdump.

Bo3moxHble 3HaueHus1 4sia cepsuca ScanD:

debug — nor 6ygeT 3anucbiBaTbCsa € ypoBHEM debug;
info — nor 6ygeT 3anucbiBaTbcs ¢ ypoBHEM info;
warning — f1or 6yeT 3anMcbiBaTbCsl C yPOBHEM warning;
error — Jior 6yAeT 3anucbiBaTbCs C YPOBHEM EITOT;
dump - nor 6yaeT 3anucbiBaTbcs ¢ ypoBHem dump.

NHAaMBMAYyanbHble HACTPOIKN NI0rMPOBaHNSA CEPBUCOB:

e ACSD
e Debug-5g - Bk/IOYaeT AoNoOHMTENBHOE NTIOTMPOBaHue Ansa moayns 5 GHz noacuctemsl
aBTOBbIOOPA PaAMOYaCcTOTHOIO KaHaa Ha ToUKe A0CTyrna. 3Ha4YeHne Mo YMOYaHUIO: OTK/THOYEHO.
B03MOXHble 3HAUYEHUS: BK/TIOYEHO/ OTK/THIOYEHO;
¢ Debug-Chanim - BkntoyaeT gononHUTEIbHOE NOrMpoBaHme 4sa Moayns chanim nogcucTemsl
aBTOBbIO6OPA PaAMOYaCcTOTHOIO KaHaa Ha ToUKe AOCTyrna. 3Ha4YeHne Mo YMOYaHUI0: OTK/THOUYEHO.
B03MOXHble 3HAUYEHUS: BK/TIOYEHO/ OTK/THIOYEHO;
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aBTOBbI60pa paAno4yacTOTHOrO KaHasia Ha To4ke AocTyna. 3HavyeHne no ymMosi4aHuio:
OTKNKOYEHO. BO3MOXHbIe 3HAYEeHUA: BK/IHOUYEHO/OTKHOYEHO.

e Band Steer

e Band Steer STA MAC - napameTp no3sonset 3agatb MAC-agpec knneHtckoin ctaHumm Wi-Fi, gns

KOTOpoOI1 ByaeT 3anucbiBaTbCs /101 noacuctembl band steer Ha Touke goctyna. 3HadyeHue no
YMOJIHaHWIO: OTCYTCTBYET. Bo3MoXHbIe 3HaueHns: MAC-agpec kimeHTckol ctaHumm Wi-Fi B

¢opmare HH:HH:HH:HH:HH:HH

e Captive Portal

» Captive Portal Redirector Debug - Bk/touaeT /10rMpoBaHne Moay/isi epeHanpas/ieHUs 3anpocoB

HTTP Ha Touke goctyna. 3HayeHue No yMOJTHaHUIO: OTK/TIOYEHO. BO3MOXHbIE 3HAUYEeHUS:

BK/1IOYEHO/OTK/THOUYEHO.

Mocne HacTPOIikM NapameTPOB COXpaHUTe, a 3aTeM NPUMEHUTE KOHAIUIypaLMIO C MOMOLLbHO
COOTBETCTBYHLLMX KHOMOK. Mpn HE06X0AMMOCTM OTMEHUTE U3MEHEHUS N yAA/IUTE UX C MOMOLLbI KHOMOK

«CopocnTb» U «OTMEHUTBY.

Moapo6Hasn nHdropMaLuus No paboTe C KOH(UIypaumei ycTpolicTBa onvcaHa B pasgesne

«KoHcthurypuposaHue». MNMocne co3gaHunsa npodunns, oH otobpasnTca B Tabvue npoduneii «Hactpoiikm T/y».

Paduonpocpusiu

Ha cTpaHuue B Buae TabnuLbl NpeacTas/ieHbl PO HaCTPOeK paanonHTepdeincoB ans ToOUek A0CTyNa,
NMeELOLLMECS] B KOHCpUTypaLN.

© [ns cozpanus, yaanenus n pefakTypoBanus Npouns JOMKEH GbiTh BKIKOUEH PEXUM

penakTMpoBaHusi.

Ecnn B nokaumo go6asneH AirTune-npodnnb, HEKOTOPbIE NapaMeTpbl paanonHTepdeicoB ToHek
[locTyna B laHHOI nokaumm 6yayT HaxoauTbea nod ynpasneHnem AirTune (ecnm AirTune Tak xe
BK/IIOUEH [1106a/1bHO Ha CTpaHuLe «O6LLMe HacCTPOiKNy»). COOTBETCTBEHHO, Korga AirTune BK/OYEH B
NloKau MK, MEHSITb NapamMeTpsbl, CBA3aHHbIE C MOLLHOCTLIO U paanokaHaiamu B paamonpoduisx aTom
Nlokaummn HelenecoobpasHo, T.K. OHU He ByayT NpUMEHEHbl Ha TOYKe A0CTyna NoToOMYy, YTO 3TK
napameTpbl aBTOMaTU4eCcKN HacTpamsatroTcsa yepes AirTune. MNMpn HeO6X0AMMOCTU U3MEHUTL LINPUHY
KaHana unm CnMcok kaHasioB A1 aBTOBbI6Opa Ha ToUKax A0CTyna, He06XOANMMO CHavasia OTK/TIUUTD

AirTune, NpMEHNTb U3MEHEHWS, & 3aTeM CHOBa BKNHOUUTL AirTune as1s aBToMaTUyYecKoro ynpas/ieHns
KaHa/fiamMmy B COOTBETCTBUM C HOBbIMW HACTPOKaMu.

SSID  Hactpowxu T4

+

Paauonpodunu

RADIUS

AirTune

Moptan Orpanusenune ckopoctu T4 WIDS

B Tabnuue cogepxatcsi OCHOBHbIE HACTPOIKM AN1s1 KAXA0ro Npodunss, Takme Kak:

e HaseaHue npoduns;
e lnanasoH, ',
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e Pexxum IEEE 802.11;

e lllnpuHa kaHana, Ml
e MOLLHOCTb;

e OnucaHune npodounns.

[N TOoro 4To6bl BHECTW U3MEHEHUS B CYLLECTBYHOLLMIA NPOOUIb, HXKMUTE Ha ero HazsaHme. OTKpoeTcs
CTpaHuLa c HacTpolikamu npodnns.

2 WLC-30 B » Mpopunm > Paguonpopunu > default_Sg
@ MoHuTopUHF v < default_5g
BecnpoBojHas ceTb v
Jlokauum OnucaHue

Toukm gocTyna default_Sg

Mpo6nembl KOHPUrypaLmm

- Pexxum IEEE 802.11
XypHan cobbiTuii

a/n/ac/ax/be v
KnneHTsbl
BupTyanbHble TOYKM AOCT... AwnanasoH, My
Cucrema > 5
= Y Koa cTpaHbl @
BecnpoBsoaHas ceTb v RU v
Jlokaumun

LnpwHa KaHana, My

O6Lme HacTPOoViKv
uy P 20 o

Mpo¢punn

0OBSS Coexistence
WHauBMAyanbHble HacTpo...

MNaHWUPOBLLUVK O6HOBAEH... MouHocTe
AAA 5 MakcumanbHas v
CeTb > rpaHMubl MOLWHOCTM Ans RRM (@
€ AAMUHMCTPUpOBaHUe >
Moppepxka DFS
forced v
CnWCOK KaHanoB ~ Beibparo: 8
RU v~ 36 (5180 M) 40 (5200 ML)
Bepcusa MO 44 (5220 MIr'u) 48 (5240 MI'u)

© 000 «lpeanpuaTHe «3nTeKo», 2022

B 3aBoACKOW KOHGhMrypauum co3aaHbl pagmonpodunuy ¢ HassaHuamn «default_2g» ans 2.4 'y, «default_5g»

ans 5Ty n «default_6g» gna 6 'y co cnegyowmummn napameTpamu:
Mpodune default_2g:

e Onucanue: default_2g;

e Pexum IEEE 802.11: b/g/n/ax;

e [lnanasoH: 2,4 I,

e Kopg ctpaHbl: RU;

e LllnpunHa kaHana: 20 Mly;

e OBSS Coexistence: OTK/1104EHO;

e MOLLHOCTb: MakCcMMasibHas,;

e ['paHnubl MOWHOCTK AN RRM: 0T MUMHMMasIbHON 40 MaKCUMasIbHOIA;
e Cnucok kaHasos: 1,6,11;

e Pexum pa6otbl DHCP Snooping: octaBuTb onumio 82 6e3 usmeHeHui;
e [MogaepxmBaemble ckopoctn: 1,2, 5,6,9, 11,12, 18, 24, 36, 48, 54 M6uT/c;
e OCHOBHble ckopocTu: 1,2, 5,11 Méut/c.

Mpochunb default_5g

e Onucanue: default_5g;
e Pexxum IEEE 802.11: a/n/ac/ax;
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e lnanasoH: 51Ty,
e Kog ctpaHbl: RU;
e LllnpunHa kaHana: 20 Ml'y;
e OBSS Coexistence: OTK/1l04YEHO;
e MOWHOCTb: MakCUMasibHas;
e ['paHnubl MOWHOCTK AN RRM: 0T MUHMMaIbHOWN A0 MaKCUMaslbHOIA;
 Mopaepxka DFS: forced;
e Cnncok kaHanos: 36, 40, 44, 48, 52, 56, 40, 64;
¢ Pexum pa6otbl DHCP Snooping: octaBuTb onumio 82 6e3 usmeHeHuis;
e [MogaepxmBaemble ckopocTu: 6,9, 12, 18, 24, 36, 48, 54 MéuT/c;
e OCHOBHble cKopocTu: 6, 9, 24 MéuT/c.

Mpocunb default_6g

e Onucanue: default_bég;

e Pexum IEEE 802.11: ax/be;

e [lnanasoH: 6 Nuy;

e Kog ctpaHbl: RU;

e LllnpnHa kaHana: 20 Mly;

e OBSS Coexistence: OTK/10O4YEHO;

¢ MOLHOCTb: MaKkCMMasibHas;

e ['paHnubl MOWHOCTN AN RRM: 0T MUHMMaIbHOWN A0 MaKCUMaslbHOIA;
e Cnuncok KaHauoB: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77, 81, 85, 89, 93;
e [NogaepxmBaemble ckopocTu: 6,9, 12, 18, 24, 36, 48, 54 MéuT/c;

e OCHOBHble cKkopocTK: 6, 12, 24 M6éuT/c.

[nsa co3gaHns HOBOro pagnonpodnns Ncnosbayiite KHONKy «Cosaatb Npodnsiby».,

OTKpOETCS OKHO C NpeAsioKeHneM co3gaTb NPoduab CO CTaHAaPTHLIMU HACTPOKaMn 1 CreHEPUPOBaHHbIM
Ha3BaHMEM, KOTOPOE MOXHO U3MEHUTb CaMOCTOATEIbHO. Heo6XxoAnMOo cpasy ykasatb, 4715 KaKoro HacTOTHOro
AnanasoHa cosgaeTcs npodusib. Nocne HaxaTnsa KHoNKn «CoxpaHnTb» O0TKPOeTCA cTpaHuua npodunnsa ans
HacTpolikn napameTpoB. NMpy HE06X0AMMOCTM OTMEHbI CO34aHMNA HOBOTO NPOgIUASA NCNOb3YITE KHOMKY
«OTMeHa».

CozgaHue npoduna

Awanazon, My

Ha cTpaHuuax pagvonpoduneii npeacTaBneHbl cneaytolime napameTpsbi:

e OnucaHue — onucaHve gnsa pagumonpodunisa. 3HavyeHne no yMo4aHuio: OTCyTCTBYET. BO3MOXHbIe
3HaYeHWA: NPOU3BO/IbHOE ONUcaHne 3aJaeTcs CTPoKol A0 255 CMMBO/IOB;
e Pexum IEEE 802.11 — pexum paboTbl pagnovHTepgeiica.
3HayeHus No ymMo4aHuio:
e b/g/n/ax — ans gvanasoHa 2.4 ',
e a/n/ac/ax — gnis guanasoHa 5 Iy,
e ax/be — ansa gnanasoHa 6 'y,
BO3MOXHbIE 3HAYeHUS:
e b/g, n/ax, b/g/n/ax — pna gpnanasoHa 2.4 'y
e a/n/ac/ax — gnis guanasoHa 5 Iy,
e ax/be, ax — gna gnanasoHa 6 'y,
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e [luana3oH, Ty — YacTOTHbI AnanasoH paguonHTepdeiica. [1s Kakgoro 4acToTHOro gnanasoHa (2.4, 5
1 6 L) co3paeTcs oTAeNbHbI paguonpodnb;

e K00 cmpaHbl — KO Ha3BaHMs CTPaHbl, B KOTOPOI paboTaeT Touka gocTyna. B 3aBucumMocTu ot
BbIGpaHHOro 3Ha4YeHnsa 6yayT NPUMEHEHbI OrpaHNYEeHMA K NO10Ce YacToT U MOLLHOCTU Nepeaarymka,
KOTOpble AENCTBYIOT B AAHHOI CTpaHe. 3HadyeHre no ymosidaHumio: RU. BodamoxHble 3HaveHus: RU, CN,
US.

e lllupuHa KaHasna, My — WnprHa NOA0CkI YacTOT KaHaa, Ha KOTOPOM paboTaeT pagnonHTEPGIENC TOUKK
AocTyna. 3HadyeHune no ymondanuio: 20 MIry,

B03MOXHbIEe 3HAUYEHUS:
e 20;

40L;

40U;

80 (Tonbko Ana 5Ty u 6 rrw);

160 (Tonbko anst 5Ty 1 6 IMw);

320L (Tonbko gns 6 Iw);

320U (Tonbko ans 6 Iru).

e OBSS Coexistance — nepekntoyvartesb yrnpas/seT peXMmMomM aBTOMaTUYeCcKoro yMeHbLIeHUS WUPUHbI
KaHana Ha Touke focTyna npu 3arpy)XeHHoM paamoadompe. 3HadyeHne Mo YMOSTHaHUIO: BKHOYEHO.
B03MOXHble 3HAUYEHUS: BK/TIOYEHO/ OTK/THOYEHO;

e MowHOCmb — ypOBEHb MOLWHOCTU curHana nepepatumka Wi-Fi ans pagnonHtepdeica. 3HayeHne no
YMO/IHYaHUIO: MakCcMMasibHas.

B03MOXHbIEe 3HAUYEHUS:
* MakcuMmasibHas;

BbICOKas;

cpeaHsas;

* HU3Kas;

MUHUMaJIbHas.
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CooTBeTCTBME 3HAUEHUI NapaMmeTpa MoWHOCTM (yka3aHo B ABM) ansi kaxaoro pagnonHTepdeiica T B
3aBuMcuMoCTy OT mogenu T/ 1 BbIGpaHHOTO KoAa CTpaHbl, NpeAcTas/eHbl B Tabnvue:

Mopgenb

WEP-1L

WEP-2L

WEP-3L

WEP-200L

WEP-30L

WEP-30L-Z

WEP-3ax

WEP-550K

WOP-2L

WOP-20L

WOP-30L

WOP-30LS

WOP-30LI

WEP-2ac

WEP-2ac
Smart

WOP-2ac

WOP-2ac:r
ev.B

Kop

CTpaHbl

RU

RU

RU

RU

RU

CN

us

RU

CN

us

RU

RU

RU

RU

RU

RU

RU

RU

RU

RU

RU

2,41Ty

minimal

low

middle

10

10

14

10

11

10

12

11

11

11

11

high
13
13
15
10

12

15

12

15
14
12
13
14

12

12
14

14

14

14
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maximal

16

16

16

16

16

13

20

16

13

20

16

16

16

16

16

11

16

16

16

16

16

5Ty

minimal

11

11

11

10

11

11

11

low

13

13

13

11

12

13

13

13

middle

15

15

15

14

10

10

10

10

10

10

15

10

15

15

10

10

10

15

10

10

high
17
17
17
17
15
15
15
15
15
15
17
15
17
17

15

15
15

17

15

15

maximal

19

19

19

19

19

20

20

19

20

20

19

19

19

19

19

11

19

19

19

19

19

178



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

WOP-2acrr RU 5 8 11 14 16 1 6 10 15 19
ev.C
WOP-3L- RU 11 12 14 15 16 11 13 15 17 19
EX
WEP-50L RU 0 4 8 12 16 0 4 8 13 17
Mopenb Kop, cTpaHbl 6Iry

minimal low middle high maximum
WEP-550K RU 0 5 10 15 19

e [paHuybl MowHocmu 07151 RRM — cnaiigep, N03BONSAOLWMNIA YCTAHOBUTb FPaHunLbl MOLLHOCTY CUrHasia

nepegarunka Wi-Fi gnsa pagnonHTepdeiica, 4tobbl npy onTuMu3aumm AirTune MOLLHOCTb He Bbixoauna
3a ero npejesbl. 3HaYeHne o yMOsIYaHuo: Ananas3oH 0T MUHUMasIbHOM 0 MakCUMaslbHOIA.
lpeobpasosaHue ARP 8 roHUkKacm — nepeknyartesib akTuBMpyeT npeobpasosaHre 6poakactoBbix ARP-
MakeToB B IOHVKaCTOBble A/14 IP-aapecos, KOTOpble N3BECTHbI TOUYKE AOCTYNa. 3Ha4YeHme no yMOoN4YaHuIo:
OTK/1H0YEHO. BO3MOXHbIE 3HAUYEHUA: BK/THOYEHO/OTK/THOUEHO;
lponyckamb ARP ¢ HeuzsecmHbIMU IP-adpecamu — nepeknoyaTelb akTUBUPYET PeXUM, NP KOTOPOM
ARP-nakeTbl, cofepxalime HeusBecTHbIN IP-agpec, 6yayT nponyLeHbl TOYKON focTyna 6e3 U3MeHeHUs.
HacTpoiika goctynHa npu BkIto4YeHHOM npeobpasoBaHm ARP B IOHUKACT. 3Ha4YeHUe No YMOYaHWIO:
OTK/1H0YEHO. BO3MOXHbIE 3HAYEHUA: BK/THOYEHO/OTK/IHOUEHO.
MpeobpasosaHue DHCP 8 roHukacm (mosibko 0718 duanaszoHos 2.4y u 5 I'Ty) — nepekntoyatesb
aKkTMBMpyeT pexum npeobpasosaHusa 6poakactosbix DHCP-0TBETOB OT cepBepa B KOHUKACTOBbIE NPU NX
nepegaye 6ecrnpoBoOgHOMY KNNEHTY. 3HAaYEHWE N0 YMO/THaHWIO: OTK/IHOYEHO. BO3MOXHbIE 3HaYEeHNUS:
BK/THOYEHO/OTKJ/THOYEHO.
Moddepsxka DFS (mosibko 07151 duanasoHa 5 Ty) — napameTp onpeaenseT Pexmm AMHaMUYecKoro
Bbl6Opa 4acToTbl. [laHHbI MexaHu3m TpebyeT 0T 6eCnpoBOAHbIX YCTPOWCTB CKaHNPOBATb Pagnoadmp n
n3beratb NCMNO/Ib30BaHNA KaHa10B, COBNaAatoLLMX C KaHasiaMu, Ha KOTOpbIX paboTaroT
paamonokaLMoHHbIE CUCTEMbI B AnanasoHe 5 . 3HavyeHre no ymoyaHuio: auto.
Bo3MOXHble 3HaYeHus:
e auto — mexaHn3m BKNYeH; DFS-kaHasbl [OCTYNHbI AN BbIGOPa;
e disabled - mexaHn3Mm BbiktoueH. DFS-kaHanbl He AOCTYMHbI AN BbI6OPa;
e forced — mexaHn3m BbikHOYeH. DFS-kaHanbl 4OCTYNHbI 4151 BbIGOpa.
Crucok kaHas108 — CMVCOK pagyoKaHasioB AJ/19 aBTOMaTUYeCcKoro Bbibopa B 3aBMCMMOCTY OT
paauoadupa.
3HayeHVsa No yMONYaHuIo:
e 1,6,11 — ona ananasoHa 2.4 Ty,
e 36,40, 44,48 — pna ananasoHa S I'uy;
* 1,5913,17,21, 25,29, 33,37, 41,45, 49, 53, 57, 61, 65, 69, 73, 77, 81, 85, 89, 93 — ansa ananasoHa
6.
Bo3MOXHble 3HaYeHus:
e ANA amanasoHa 2,4 'y
1,2,3,4,56,7,8,9,10,11,12,13 — anda koga cTpaHbl RU;
1,2,3,4,5,6,7,8,9,10,11,12, 13 — ansa koga ctpaHbl CN (MOryT 6bITb YCTAHOB/IEHbI TO/IbKO HA
T4, WEP-30L n WEP-30L-Z c Bepcuu MO 2.9.0);
1,2,3,4,56,7,8,9,10,11 — ans koga ctpaHbl US (MOryT 6bITb YyCTAHOB/NEHbI TO/IbKO Ha T/,
WEP-30L n WEP-30L-Z ¢ Bepcuu MO 2.9.0).
e N5 ananasoHa 5 I'ru;
36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149,153,157, 161, 165 — ansa koga ctpaHbl RU;
36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161, 165 — ansa koga ctpaHbl CN (MoryT 6bITb
yCTaHoBMEHbI TONbKO Ha T4 WEP-30L n WEP-30L-Z ¢ Bepcun MO 2.9.0);

179



WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
36, 40, 44, 48, 52, 56, 60, 64, 100, 104,108, 112,116, 120, 124, 128, 132, 136, 140, 144, 149, 153,
157,161, 165 — ans koga ctpaHbl US (MoryT 6bITb ycTaHOBMEHbI TONLKO Ha T4 WEP-30L 1
WEP-30L-Z ¢ Bepcuu MO 2.9.0);
e NN ananasoHa 6ru: 1,5,9,13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77, 81, 85,
89, 93.

Pe>xum pa6otbl DHCP Snooping

3aMeHUTb onuuto 82

®opmar Circuit ID onuun 82 DHCP
MAC-agpec TA + SSID

dopmat Remote ID onuwnn 82 DHCP

MAC-agpec knveHTa

Popmat MAC-agpeca ans onunn 82 DHCP
XXXXXKXXXXXX

ba3oBble KaHanbHble cKkopoctn A~

MNoppep>xxuBaemMble ckopocTu, M6UT/C

6 9 12 18 24 36 48 54

OcHOBHble ckopocTu, MéuT/c

6 9 12 18 24 36 48 54

e Pexxum paboms! DHCP Snooping — peiicteue, npumeHsiemoe K 82 onuun DHCP. 3HayeHne no
YMOJ1YaHUIO: OCTaBUTb ONnuuto 82 6e3 n3mMeHeHuin. Bo3MOXHbIe 3HaYEeHUS:
e OcTaBuUTb onumto 82 6e3 N3MeHeHu — onunsa 82 He obpabaTtbiBaeTCa TOUKOIM A0CTyna, byaeT
NCNONIb30BaHO 3HaAYeHUe OMnumu, yKasaHHoe B 3anpocax OT K/IMeHTa, eC/in TakoBoe MeeTcs;
e YaanuTb onumio 82 — 3HaveHme onuum 82 byaeT yaaseHo TOUKOW A0CTyna,;
e 3aMeHuTb onuuio 82 — 3HaueHne onumn 82 6yaeT N3MeHeHO/A06aBNeHO TOYKOM AocTyna.
Mpwn BbIGOPE JAHHOro 3HAYEeHUS AN11 HACTPOMKM OTKPbIBAKOTCA napameTpbi:
e ®opmar Circuit ID onumn 82 DHCP — 3ameHa 3HauyeHus napameTtpa Circuit ID. 3HaueHune no
ymonuyanuio: MAC-agpec TA + SSID. Bo3aMoXHble 3Ha4eHus:
e MAC-agpec T/ + SSID — 3ameHa 3Ha4eHunsa napameTpa Circuit ID Ha MAC-agpec
TOYkM goctyna u HassaHue SSID B oopmate <MAC-agpec T>-<SSID>;
e SSID - 3ameHa 3Ha4veHunsa napameTpa Circuit ID Ha Ha3BaHue SSID;
e [lpyroii — 3ameHa 3Ha4yeHus napameTpa Circuit ID Ha 3Ha4yeHne, ykaszaHHOE B
napameTtpe "Circuit ID";
e Circuit ID — npon3Bo/IbHOE 3HAYEHME, KOTOPOE byaeT nepeaasatbes B Circuit
ID. 3HaueHne No ymMon4aHuIo: OTCYTCTBYET. BO3MOXHbIE 3HAaYEHUsI: CTpoKa [0
52 cMMBO/I0B. 3Ha4YeHMEe Takke MOXET coepXaTb OAVH UM HECKOJIbKO
naencxongepos, Npn ykazaHMn KOTOPbIX, TOUKa AOCTyna noacTaBuT
COOTBETCTBYHOLME AaHHble B onpeaeneHHoM hopmare:
e %ap-mac% — MAC-agpec Toukun goctyna B popmarte ASCII;
e %ssid% — Ha3BaHue SSID B dhopmate ASCII;
e %ap-hostname% — nvs Toukn goctyna B hopmate ASCII;
e %vlan-id% — Homep VLAN ans tpadumka knneHTta B coopmate ASCII;
* %interface% — nHTepdelic Toukn goctyna B chopmate ASCII;
Sap-mac$ - MAC-agapec Touku goctyna B popmate HEX;
Svlan-idS$ — Homep VLAN ana tpadmka knveHta B coopmate HEX.
e ®dopmaT Remote ID onunn 82 DHCP - 3ameHa 3Ha4yeHna napameTtpa Remote ID. 3HaveHne
no ymondaHuo: MAC-agpec knneHTta. Bo3amMoxHble 3Ha4YeHNS:
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e MAC-agpec T/[ — 3ameHa 3HauyeHus napameTtpa Remote ID Ha MAC-agpec T/,
o MAC-agpec knmeHTa — 3ameHa 3HadeHus napameTtpa Remote ID Ha MAC-agpec

K/TMEHTAQ,

¢ Jlokauuma — 3aMeHa 3HadyeHus napametpa Remote ID Ha Ha3BaHWe nokauuu,
e [ipyroii — 3ameHa 3HayeHus napameTpa Remote ID Ha 3HayeHune, yka3aHHOe B

napameTpe

"Remote ID"

e Remote ID - npon3BonbHOE 3HAYeHNe, KOTOpPoe ByaeT nepefasaTbcs B Remote
ID. 3HayeHre No yMo14aHu1Io: OTCYTCTBYET. BO3MOXHbIE 3HAa4YeHNA: CTPOoKa [0
63 CMBO/IOB. 3HaUYeHVEe TaKkKe MOXET coAepXaTtb OAVH UM HECKOSIbKO
nAencxongepos, Npn ykazaHMn KOTOPbIX, TOYKa A4OCTyna noAcTaBuT
COOTBETCTBYIHOLIME AaHHbIE B OnpeaeneHHoM hopmaTe:

%ap-mac% — MAC-agpec Toukn goctyna B popmate ASCII;

%ssid% — Ha3BaHue SSID B hopmarte ASCII;

%ap-location% — Ha3BaHVe flokauumn Toukn goctyna B popmate ASCI;
%client-mac% — MAC-agpec knveHTa B chopmate ASCII;

Sap-mac$ - MAC-agpec Touku goctyna B popmate HEX;
Sclient-mac$ - MAC-agpec knveHTa B cpopmate HEX.

o ®dopmaT MAC-agpeca gns onuum 82 DHCP - onpegenseT pasgenurtenb oktetoB MAC-
aapeca, kotopblii nepegaetcs B Circuit ID n/nnm Remote ID. 3HaueHre No ymoi4aHuio:
XXXXXXXX XX XX, BO3MOXHbIE 3HAYEHWS:

o XXXXXX XX XX:XX — B KauecTBe pa3fenitens BbiCTynaeT 3HaK ABOeTouns,
o XX-XX-XX-XX-XX-XX — B KauecTBe pasfenitesis BbICTyNnaeT 3HaK TUpe,

¢ [ToddepxxuBaemble CKOPOCMU — BO3MOXHbIA HAOOP KaHa/IbHbIX CKOPOCTE A5 nepegayn gaHHbIX B
pagnoadmpe npu pabote no ctaHgaptam 802.11 a/b/g B pamkax BbIGpaHHOIo YacTOTHOrO AnanasoHa.

3HayeHusa No yMo4aHuio:

¢ 1,2,56,9 11,12, 18, 24, 36, 48, 54 Mobut/c — ons gnanasoHa 2.4 I'Tu;
* 6,9, 12,18, 24, 36, 48, 54 MouT/c — ana ananasoHa 5 IN'u;
* 6,9, 12,18, 24, 36, 48, 54 MouT/c — ana ananasoHa 6 Nu;

B03MOXHble 3HaYeHUs:

¢ 1,2,56,9 11,12, 18, 24, 36, 48, 54 M6but/c — ons gnanasoHa 2.4 I'Tu;
® 6,9, 12,18, 24, 36, 48, 54 MouT/c — ana ananasoHa 5 I'ru,
* 6,9, 12,18, 24, 36, 48, 54 MouT/Cc — ana ananasoHa 6 u,

e OCHOBHble CKOPOCMU — BO3MOXHbI HA6OP KaHa/IbHbIX CKOPOCTEW ANst Nnepeaayn ynpasnsoWwmx kKagpos
B paanoadhmpe B pamkax BbIGpPaHHOro YacTOTHOIO AnanasoHa.

3HayeHus No ymMo4aHuio:

e 1,2,5 11 Mout/c — ana ananasoHa 2.4 'u;
* 6,12,24 Mbut/c — ans ananasoHa 5 'y,
* 6,12,24 M6ut/Cc — gna grnanasoHa 6 I'ry,

B03MOXHble 3HaYeHUs:

©1,2,56,9 11,12, 18, 24, 36, 48, 54 Mobut/c — ons gnanasoHa 2.4 I'Tu;
* 6,9, 12,18, 24, 36, 48, 54 MouT/c — ana ananasoHa 5 IN'u;
® 6,9, 12,18, 24, 36, 48, 54 MouT/Cc — ana ananasoHa 6 u,

Mocne HAacTPOIikM NapamMeTPOB COXpaHUTe, a 3aTeM NPUMEHUTE KOHGIUIypaLMIO C MOMOLLbHO
COOTBETCTBYHLLMX KHOMOK. Mpn HE06X0AMMOCTM OTMEHUTE U3MEHEHUS N yAA/IUTE UX C MOMOLLbI KHOMOK

«CopocnTb» U «OTMEHUTBY.

RADIUS

Ha cTpaHuue npeactaBneHbl Npouan, onncbiBaroLmMe napameTpbl, HEO6XoAnuMble AN B3anMOLeNCTBUSA
Toukm goctyna ¢ RADIUS-cepsepom npu aBTopm3auun nonb3oatenein Wi-Fi, a Takke ans c6opa akkayHTUHra.

© /13 cozpanus, yaanenus n pefakTypoBanus Npouns JOMKEH GbiTh BKIKOUEH PEXUM

penakTMpoBaHusi.
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B Tabnvue coaepxartcsi OCHOBHbIE HACTPOVikK AN kKaxaoro RADIUS-npocmnns, Takme Kak:

HassaHve npodounns;

AJpec cepBepa ayTeHTUmKauuy;
e [lopT cepBepa ayTeHTUdMnKaLmu;
Afpec cepBepa akKayHTUHIa;
[MopT cepBepa akKayHTUHra;

e OnucaHune npodounns.

SSID  Hactpowku T4 Pagwonpodunu RADIUS AirTune Moprtan Orpanusenue ckopoctu T4 WIDS

Hazzaxune Agpec cepsspa Moprt cepeepa Anpec cepeepa MopT cepespa —~
; Onucasne

npoduns 3YTERTHNOMKALMK 3yTeHTUONKIUAN BKKBYHTIHIS SKKBYHTUHTE

eltex_guest_radius 172.16.0.134 1812 — 1813 s
eltex_radius 172.16.1.46 1812 — 1813 e
eltex_radius_local 172.16.1.46 1812 - 1813 -
eltx_radius_local_acct 172.16.1.48 1812 172.16.1.46 1813 —

naice 172.16.1.46 1812 172.16.1.46 1813 naice

[na TOro YTo6bl BHECTM N3MEHEHNSA B CYLLLECTBYHOLLMIA NPOgINIb, HAXXMUTE Ha ero HassaHue. OTKpoeTcs
CTpaHuLa C HacTpoikamu Npodonsis.

< eltex_radius

Onucanune

fomen

Enterprise.service.root

WasuTuduxatop NAS

AyTeHTUUKaLMA

Appec cepeepa
172.16.1.46

Nopt

1812
Dopmar kno4a

Encrypted

.................... ()

AKKAYHTUHI

B 3aBogcKoi koHMrypaumm yctporictea co3gaH RADIUS-npodnnb co cnegyowpmmmn napameTpamm:
Ob6uime:

e Onucanue: default-radius;
e [lomeH: default;
e TLS: OTK/1HOUEHO;

182



WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
e igeHTncpmnkatop NAS: OTCYTCTBYET;
e MAC-agpec B ka4yecTBe Naposis asTopusaunn: OTK/IHOUEHO.

AyTeHTUhMKaums:

e Appec cepsepa: 192.168.1.1;

MopT: 1812;

e dopmar knwoya: Encrypted,;

Kntou (xew): 8CB5107EA7005AFF

[Jo6asunTb HoMep ceccun B AUTH-nakeTbl: OTK/IHOYEHO.

AKKayHTUHT:

* BKNOUNTL aKKayHTUHT: OTK/IHOYEHO;
Appec cepBepa: OTCYTCTBYET;

MopT: 1813;

e dopmar knwoya: Clear Text;

Kntou: oTCcyTCTBYET;

Meprognyeckas oTnpaska: OTK/IHOYEHO;
e IHTepBan otnpasku: 600 c.

[nsa cospganma HoBoro RADIUS-npodnnsa ncnonbayiite KHONKy «Co3aatb Npodunsiby».

OTKpPOETCS OKHO C NPe/IoXeHNEM cO34aTb NPOUIb CO CTaHAAPTHLIMW HACTPOiKaMi U CreHepUPOBaHHbLIM
Ha3BaHWeM, KOTOPOE MOXHO U3MEHUTb CAMOCTOATE/IbHO. Moce HaxaTus KHOMKKM «COXpaHUTb» OTKPOETCS
CTpaHuua Npodusa A1 HACTPOWKN NapaMeTpoB. Mpy HE06X0AMMOCTM OTMEHbI CO34aHNA HOBOrO NPOCnS
NCMONb3yWTe KHOMKY «OTMEeHa».

CozaaHune npoduna

Ha cTpaHuue HacTpoiikn RADIUS-npodmns npeactasneHsl ceayolme napameTpbi:

« eltex_radius

Onucakne

fomex

enterprise.service.root

TLS

WasuTuduxatop NAS

®opmat MAC-agpeca

XOEA0COEE0EN
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O6uwwme:

e OnucaHue — onucaHve nNpogunsa. 3Ha4yeHue no yMoI4aHuIo: OTCYTCTBYET. BO3MOXHbIE 3HAYEHUSA:
NPOU3BOJILHOE ONMcaHue 3aaeTcs CTPOKON A0 255 cMMBOOB;

e /[loMeH — JOMEH Mosib3oBaTeNns. 3HayeHre No yMOJTHaHWIo: OTCYTCTBYET. BO3MOXHbIe 3HAYeHUS:
dhopmMat AOMEHHOro UMeHu 4o 235 cMMBOSOB;

e TLS — nepekntoyaTens, ynpasasitoLnii BO3MOXHOCTbIO MCMO/b30BaHuA TLS npy aBTopm3saumu.
3HayeHne No yMonyaHmo: OTKNHUEHO. BO3MOXHbIE 3HAYeHUA: BKIOUYEHO/OTKHOUEHO;

e VloeHmugpukamop NAS - naeHTndpmkatop NAS. Ecnv napameTp He onpegesneH, To B kKayecTse
noeHtTndgpukatopa NAS B RADIUS 1 HTTP(S) nakeTax 6yaeT ncnons3oBatbest MAC-agpec Toukn AocTyna.
Bo3MOXHbIe 3HaYeHust: CTpoka Ao 235 cMMB0ONOB, Kpome cumsona ' "

* MAC-adpec 8 kauecmse naposisi asmopu3sayuu — BK/toYaeT nogcrtaHosky MAC-agpeca KnneHTta B
kauecTBe napons B atpmbyTt User-Password B 3anpoce Access-Request k RADIUS-cepsepy npyn MAB-
ayTeHTUmKaumm B CXeme NopTasibHOM aBTOpM3aLun Yepes BHELLHWI nopTauT,

e Popmam MAC-adpeca — Bbl6op hopmata MAC-agpeca KnmeHTa npu UCnosib30BaHnn B KauecTse
napons agTopmsaunn. Bo3amMoxHble 3Ha4YeHUs:

XXXEXXEXX XX XX

XX-XX-XX-XX-XX-XX;

XXXXXXXXXXXX;

XXXXXXXXCXXEXX;

XX-XX-XX-XX-XX-XX;

® XXXXXXXXXXXX.

AyTeHTUPUKaUMA

Appec cepeepa

172.16.1.46

Mopt

QopmaT kNw4a

LoBasuts Homep cecoun 8 AUTH naketa

AyTeHTUhuKaums:

e Adpec cepsepa — agpec RADIUS-cepBepa ayTeHTMdMKauumn. 3Ha4yeHne no yMo/I4aHUI: OTCYTCTBYET.
Bo3moxHble 3HaueHus: IP-agpec RADIUS-cepBepa B chopmate: AAA.BBB.CCC.DDD, rge kaxxgasn yacTb
npuHUMaeT 3HadeHus [0..255] nnm gomeHHoe umsi RADIUS-cepBepa.

AZlpec cepBepa aBTopusauun siBAsieTcs 06s13aTeNlbHbIM NapaMeTpoM Npu co3aaHnmn Npodus.

e [Topm — HOMep nopTa a1 obmeHa gaHHbIMKM ¢ RADIUS-cepBepoM npw BbIMOTHEHUUN ayTEHTUIMKALAN 1
aBTOpU3auuKn. 3HadyeHue rno ymonyaHuio: 1812. Bo3aMoOXHble 3HaveHus: oT 1 go 65535;
e Popmam K/oya — onpegensieT, B kakom Buae oyaet ykasaH knod RADIUS-cepsepa, ncnons3yemoro gns
ayTeHTUmKaunm 1 aBTopmsaumnun.
Bo3MOXHble 3HayYeHus:
e Clear-Text;
e Encrypted.
o Koy — kntod g RADIUS-cepBepa, ncnosib3yemMoro ansa ayreHtudunkauum n agtopmsaunn. 3HaveHme
Mo YMOJ/IYaHUIO: OTCYTCTBYET.
Bo3MOXHble 3HauYeHus:
e ec/in BblbpaH popmart kntova Clear-Text — kntoy 3agaétca CTpokoli oT 8 A0 64 CMMBOJIOB;
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e ecnv BblbpaH doopmart katova Encrypted — 3agaeTca xew-ktoda no anroputMmy sha512 ctpokoii ot
16 0o 128 cnmBonoB.

Kntou saBndaeTca ob6a3arenibHbIM napameTpom npu cosgadum RADIUS-npodguns.

e /lobasumb Homep ceccuu 8 AUTH nakemsi — nepek/itodaresib akTuBUpyeT nepegadvy naeHtndukaropa
ceccuu akkayHTUHra B 3anpocax ayteHtudukaumm Access-Request Ha RADIUS. 3HaueHune no
YMOJTHAHMIO: OTK/IHOYEHO.

AKK3YHTUHI

CI EKNK4NTE SKKIYHTUHT

Appec cepeepa

AKKayHTUHT:

e Bk/1I04UMb akKkayHmMuH2 — nepekstoyaTesib akTuBmMpyeT oTrnpaBky akkayHTUHra Ha RADIUS-cepsep.
3HayeHVe No yMOJTHaHWIO: OTKIKYEHO. BO3MOXHbIE 3HAYEHWA: BK/TIOYEHO/OTK/THOUYEHO.

e Adpec cepsepa — agpec RADIUS-cepBepa A5 akkayHTUHra. 3Ha4yeHue rno ymMosi4aHuio: OTCYyTCTBYET.
Bo3moxHble 3HaueHus: IP-agpec RADIUS-cepBepa B chopmate: AAA.BBB.CCC.DDD, rge kaxxgasn yactb
npuHUMaeT 3HadeHus [0..255] nnm gomeHHoe umsi RADIUS-cepBepa.

e [Topm — nopT RADIUS-cepBepa 4715 OTnpaBky akkayHTUHra. 3HadeHve no ymonyaHuio: 1813.
Bo3MmoxHble 3HavyeHus: oT 1 0o 65535.

e Popmam K/oya — onpegensieT, B kakom Buge oyget ykasaH knod RADIUS-cepBepa, ncnonb3yemoro gns
akKayHTUHra.

B03MOXHbIEe 3HAUYEHUS:
e Clear-Text;
e Encrypted.
e Koy — kntod gnist RADIUS-cepBepa, NcnosibayeMoro AN akkayHTUHra. 3HadeHue no yMmoavaHuio:
OTCYTCTBYET.
B03MOXHbIEe 3HAUYEHUS:
e ec/in BblbpaH hopmart kntova Clear-Text — kntoy, 3a4aéTcsa CTPokoi oT 8 0 64 CMMBO/IOB;
e ecnv BblbpaH doopmart kitova Encrypted — 3agaetca xew-ktoda no anroputmy sha512 ctpokoii ot
16 0o 128 cnmBonoB.

e [lepuoduyveckasi omrpaska — nepeknoyaTesib akTuBupyeT Nepuoanyeckyto OTNPaBKy akkayHTUHra Ha
RADIUS-cepBep. 3HavyeHne no ymon4aHuio: OTK/II0HEHO. BO3MOXHbIE 3HAYEHUA: BK/THOYEHO/OTK/THOUEHO;

* VlHmepsas1 omnpasku — Nepuoa BpeMeHU, Yepes KOTOPbI OCYLLECTBNSETCA OTNpaBKa akkayHTUHIa Ha
RADIUS-cepsep. 3HaveHue no ymonyaxuio: 600 cekyHa. Bo3moxHble 3HaveHus: oT 1 no 86400 cekyHa,

Mocne HacTpoWkn NapameTpoB COXpaHUTe, a 3aTeM NPUMEHUTE KOHUTypaumuio ¢ NOMOLLbIO
COOTBETCTBYHOLLMX KHOMOK. MNpy He06X0ANMOCTM OTMEHUTE U3MEHEHUS U yAa/IUTe UX C NOMOLLbI KHOMOK
«CopocnTb» 1 «OTMEHUTBY.
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AirTune

Ha cTpaHuue npeacTaBneHsl B Buae 1abnvupsl npocunu AirTune, umetowipecst B KoHdurypauum. Mpodgun
paboThbl AAHHOTO cepBuca No3BOAIOT aBTOMATUUYECKM HacTpavBaTb TakMe napamMeTpbl paavonHTepdelicos
TOYEK JOCTYNa, KaK MOLLHOCTb U KaHaJlbl, @ Takke NO3BOJISAKT YNpaBsiTe 6a/1aHCUPOBKOI KNIMEHTOB 1
HacTpolikaMn poyMuHra.

© /13 cozpanus, yaanenus n pefakTpoBanus NPouns fOMKEH GbiTh BKIKOUEH PEXUM
penakTMpoBaHus.

Ecnun AirTune-npodunnb go6asneH B NOKaLMIO, HEKOTOPbIE NapaMeTpbl paanonHTepdeicoB ToHek
[locTyna B laHHOI nokaumm 6yayT HaxoauTbea nod ynpasneHnem AirTune (ecnm AirTune Tak xe
BK/IIOUEH [1106a/1bHO Ha cTpaHuLe «O6LLMe HACTPOKN»). COOTBETCTBEHHO, Korga AirTune BK/OYEH B
NloKaumMKn, MeHSITb NapamMeTpsbl, CBA3aHHblE C MOLLHOCTLIO U pagnokaHaiamu B paamonpoduisx aTom
Nokauumn HelenecoobpasHo, T. K. OHY He ByAyT NPMMEHEHbI Ha TOYKM AOCTyna noTomy, Yto aTu
napameTpbl aBTOMaTUYeCKN HacTpamatroTcsa yepes AirTune. MNMpn HeO6X0AMMOCTU U3MEHUTL LINPUHY
KaHana unm CnMcok kaHasioB A1 aBTOBbI6opa Ha ToUkax A0CTyna, He06XO0ANMMO CHavasia OTK/TIUUTb
AirTune, NpMEHNTb U3MEHEHWS, & 3aTeM CHOBa BKNHOUUTL AirTune ass aBToMmaTUyYecKoro ynpas/ieHns
KaHafiamMmy B COOTBETCTBUM C HOBbIMW HACTPOKaMu.

B Tabnmue coagepxatcsi OCHOBHbIE NapaMeTpbl 4518 KakA0ro npoduss, Takue Kak:

¢ HasBaHue npocuns;

Cratyc paboTbl aBTOMaT4ecKoi ontummsauum kasanos (DCA);
Cratyc paboTbl aBTOMAaTUYECKOI onTuMmsauum moluHoctu (TCP);
Tpurrep cpabaTbiBaHUS ONTUMU3ALLNN;

Bpewms, 3agaHHOe aAns ontummnsauuy;

OnuncaHne npodounns.
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S WLC30

@ | BecnposogHas cetb -~
1) | Nokaymm
SsSID
@ | Ofuvewactooiixn
MNpoduan

MHaueHayankHsie HacTRoiku TA

Mnakuposwyk o6Hoenenns N0 TA

AAA v

Cemn v

R

Bepein MO

AirTune

RADIUS

Hactpoiixu T, Paguonpodunm AirTune

AsTOMaTHNeCKas
Hazsanne

npoduns

ONTUMMIZUNF KaHAN0E

(DCA)
default_sirtune v/
K
Eltex_building2
Eltex_building1
Eltex-building3

Street

LS I N I O I G I IR

Itex3_lifts

Mopran

<t (TPC)

Orpanmuenme ckopocTv T4

onTUMKIaYMN

X
X
X
X
X
X
X

Pexwu pegaktvposanms  writer (5

WIDS

Bpews R
Onucanne
onTuMmzaLn

00:00 -

[lna TOro YTo6bI BHECTM U3MEHEHNSA B CYLLIECTBYIOLLIMI NPOGIN/Ib, HAXXMUTE Ha ero HasBaHue. OTKpoeTcs

CTpaHuLa ¢ HacTpolikamu Nnpodnns.

S WLC30
@ | Becnposogran cete ~
W | Noxaumu

@ | OSuve Hacpoiin
Mpoguan
UnauenayansHsie HacTpoiikv T4
Nnarupoewyik obHoznexms N0 T4
AAA v

Ceme v

@Ry

Bepeua NO

< default_airtune

Onucanue

WHTepsan onpeaenewma goctynwocti TA, ¢
120
TPUrrep CPaBaTLIBaHUR ONTUMMIALMN

Cobuirne

RRM

Bpema xpaHeHua 0T4eTos, gHeit

Pexomengyemsili yposeHs curnana cocegnnx T 2.4
Ty, gBm

-70

PeKomenayembili yposeHs CUrHana coceanix TA 5
Ty, aBM

o

Pexomengyemsili ypogeHs curnana cocegninx T4 6

Ty, aBm

-65

Tuctepesuc 2.4 Iy, aBw
2

TucTepesuc 5 MMy, A6

2

Tcrepeanc 6 MMy, A6

PeximM pegakTposaHma writer 5>

B 3aBo/iCKOii KOHGoMrypauum cosgaH npocunb ¢ HasBaHueM «default-airtune» co cneayrowymmn napameTpamu:
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O6uwwme:

e OnucaHue: default-airtune;

e IHTepBan onpegenexusa goctynHoctn TA: 120 c;
e Tpurrep cpabartbiBaHNsi ONTUMU3ALMN: COObITUE,;
e Bpewms ontumunsaumu: 00:00.

* YCKOpEeHHOe CKaHMpOoBaHWe: BK/THOYEHO;

e [eHepaLnsa OTYETOB: BK/IOYEHO;

e Bpemsa xpaHeHust 0T4YeTOB: 93 AHS;

e ABTOMaTuyeckas onTMMmn3aLmnsa MOLLHOCTU: BK/IKOUYEHO;

e PekomeHayeMblil ypoBeHb curHana cocegHunx T4 2.4 'y -70 abwm;
e PekomeHAyeMblil ypoBeHb cuUrHana cocegHunx TA 5 Ty; -65 abwm;

e PekomeHAyeMblil ypoBEHb CUrHana cocegHunx T[4 6 'y; -65 abwm;

e ONTMMMU3aLNA MOLLHOCTM TOMIbKO Ha T/[, ¢ 04MHaKOBbLIMWN KaHas1aMu: OTK/IHOUYEHO;
e [uctepesnc 2.4 'ry; 2 obwm;

e [nctepesnc 51Ty: 2 abwm;

e [nctepesnc 6 INu: 2 abwm;

e ABTOMaTuyeckas onTMMmn3aLns KaHas10B: BK/THOUYEHO;

e [lopor n3MeHeHns pagnoadupa ansa cMmeHbl kaHana: 25 %.

PoymuHT:

e ToukM pgoctyna ona poymuHra: sce T/ B nokauuu,

e 802.11k: BKNtOYEHO;

e 802.11r: BK/IHOUYEHO;

e Pexum 802.11r: Over DS;

e MakcnmasibHoe Bpems oxugaHus poymunra: 1000 mc;

e 802.11v: BKNHOYEHO;

e [Mepuof 6anaHcMpoBKU KNneHToB: 60 c;

e BbaslaHCMpOBKa K/IMEHTOB: BK/THOUYEHO;

e OTKIOUNTL BanaHCUPOBKY KNNMEHTOB Enterprise-ceTeit: OTKOUEHO;

e BepxHsAs cTpaHuua 30HbI YCTOMUYMBOro npuéma curHana: -65 abwm;

¢ HWKHAS rpaHnLa 30Hbl YCTONYMBOro Nnpnéma curHana: -75 gbwm;

e KO/IMYeCcTBO K/IMEHTOB, Npy KOTOPOM T[], cuntaetcst neperpyxeHHoii: 20;
e KO/IMYeCTBO K/IMEHTOB, NPV KOTOPOM OCYLLLECTBASIETCA NOUCK CBOGOAHbIX T/: 5.

[nsa cospgaHma HoBoro npodunnsa AirTune ncnonb3ayiite KHOMNKy «Co3aatb Npodunsib». OTKPOETCS OKHO C
npeanoXxeHvem cosgartb Npodnab CO CTaHAAPTHLIMU HACTPOKaMN N CTEHEPMPOBAHHbLIM Ha3BaHNEM, KOTOPOEe
MOXHO N3MEHUTb CaMOCTOATE/IbHO. Nocne HaxaTua KHOMKM «CoxpaHUTb» Npodusib 6yaeT co3faH ¢
HacTpolikamun No yMosi4aHuo 1 oTobpasnTcsa B Tabaumue. MNpu Heo6XoAMMOCTN OTMEHbI CO34aHNSA HOBOTO
nNpodonaa NCNoNb3yTe KHONKYy «OTMEHa.

CozgaHue npoduna

airtune-7b6d1abl
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Jv  WLC30 @ Pexum pegakvposanus  writer [

@ | BecnposogHan ceTb ~ T
W | Nokaymw

0Buywe HacTpoiKn
]

< default_airtune

Npodunn

WHanemayankHsie KacTpoiiki T4

Onucanue

MwTepsan onpeaenemn goctyntoct TA, ©

120

TPHrrep cpabaTLIBEaHUR ONTUMUIELUN

CoSuiTe

RRM

YokopesHoe ckakvposaHne

Bpems XpaHeHuA 0T4eTOE, gHel

@ Aeromariteckas onTuMmzauMs MoLHOCTH

Pexomerayemiil yposeHs curHana cocegumx T4 2.4
Ty, g5m

-70
PexomeHAyembili yposeHs curHana cocepumx TAS

Ty, g6m

PexomeHpyembili yposeHs curHana cocepumx T/, 6
Ty, gBM

Onm

DAMHAK!
TucTepesuc 2.4 MMy, a6m
2
Tuctepesuc 5 Ty, ABm
2
TucTepezuc 6 MMy, A6
2
@ Aeromariueckas onTummnzaums kaHanos
@ RU v Mopor zMeHeHWA pagno3dupa ANA CMEeHb! KaHaNa,
%

Bepeu NO

Ha ctpaHuue npodmna AirTune npegcraBneHsl cnegyrowme napaMmeTpsbl:
Ob6bume:

e OnucaHue — onvucaHue npotuns. 3Ha4YeHne no yMo4aHuio: OTCYTCTBYEeT. BO3MOXHble 3Ha4YEeHUs:
NPon3BOJIbHOE OnucaHne, 3aaeTcs CTPOKOWM A0 255 cumMBoIOB.

e VIHmepsas onpedesieHusi oocmynHocmu T/ — 3alUTHbI MHTEpBan Ans onpeaenenns goctynHoctn T4
cepBepoM, TO eCTb A0MYCTUMOE BpeMs oxugaHus T/ B ciiydyae notepu CBA3W, N0 UCTEYEHUN KOTOPOro
cepBuc byaet cuntatb T/L OTKNKOUYEHHON OT cepBuca. 3Ha4YeHne no ymonyanuio: 120 cekyHa,
BoamoxHble 3HavyeHns: oT 10 go 3600 cekyHA,

e Tpuzzep cpabambisaHusi onmumMu3ayuu — BbIGOp NapameTpa, N0 KOTOPOMy GyAeT cpabaTbiBaTb
onTMmM3aLms. 3Ha4YeHne o yMo4aHuio: cobbITHe.

Bo3MOXxHble 3HaYeHus:
e Cobbimue — BK/OYEHNE (PyHKLMOHaNa ONTUMM3aLUN Mo COBbITUIO:
e [lo6aBneHne HOBOW T/ B IOMEH;
e YpaaneHve T/[ 13 gomeHa;
e [MponagaHne cBs3M A0 oAHoN u3 T 6onee 5 MUHYT.
e Bpewmsi — BKIOYEHNE (DYHKUMOHANA ONTUMM3aLnn Mo ykasaHHOMY BpeMEHU;
e Cobbimue u BpeMsi — BK/Il0YeHNe hyHKLUMOoHaNa onTumMm3angnm 1 no cobbITUIO, U N0 yKazaHHOMY
BpEMEHY;
e OMK/Il04UMb — BbIK/IIOYEHME (PYHKLMOHaa ONTUMU3aL MK,

e Bpewms onmumusayuu — BpPeMs, B KOTOpoe byaeT cpabaTbiBaTb ONTUMU3aLMSA, KOT4a YCTaHOBEH
Tpurrep, coaepxatunin spems. 3HadeHme no ymondaduio: 00:00. Bo3MOXHble 3HAYEHUS: BPEMSI B
dhopmate y4:mMm, rge nepsble ABe UMdpbl — 3TO Yacbl, BTOPbIE — MUHYTbI.

RRM:
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* YCKOpPEeHHOEe ckaHUpoBaHue — nepeknyaTesib akTUBUPYET YCKOPEHHOE CKaHMpoBaHWe A1 ToYeK
poctyna Eltex. C BK/IOYEHHbIM NapaMeTpoM TOUKM A0CTyna B OAUH MOMEHT BpeMeHM 06MeHMBaloTCA
cneuvanbHbiMK Action-thpeiimamu B onpegenieHHOM YacTOTHOM KaHasle, KOTOpbIin COOBLLMA UM CepBUC.
Mo okoHYaHM0 06MeHa nepeaaroT CoobLEeHNE Ha CEPBUC C NOyYEHHbIMU pe3ynbTaTamu. Becb
npoLecc onTMMM3aLmnmn B TaKOM pexnme byaeT 3aHMmartb He 60s1ee napbl MAHYT BHE 3aBUCMMOCTU OT
KonnyectBa T/[ B gomeHe. B cnyvae oTkntoyeHHoro napameTtpa T/ no oyepenn CKaHUPYIOT BCe KaHaslbl,
YUuTbIBAKOT BINSIHME KOHKYpPeHTHbIX T/, B AaHHOM ciydae Bpewms, Tpebyemoe a/1a ontumusauuu, byaet
yBENIMUMBATLCA NPy yBenmueHun konudectsa T (Ha 1 T4 — 50-60 cekyHz). 3HaUEHME N0 YMOTYaHWIO:
BK/1H04YEHO. BO3MOXHbIE 3HAUYEHNS: BK/THOYEHO/OTK/THOHEHO.

e ['eHepayusi om4yemos — nepek/yaTesib akTUBUpPyeT reHepaunto otyetos pabdoTbl RRM. 3HaueHue no
YMO/IYaHUIO: BK/TIOYEHO. BO3MOXHbIE 3HAYEHWS: BKTIOYEHO/OTK/THOUYEHO.

* Bpems xpaHeHUss omyemos — BPeMS XpaHeHns OTY4ETOB no ontummnsauun RRM. 3HauyeHne no
ymonyaHuio: 93. BO3MOXHble 3HaYeHWs: oNyCTUMbI 3Ha4YeHus oT 1 4o 365 gHel.

BbINOJ/IHEHHbIE OTYETHI AOCTYMHbLI B MEHI0 «MoHUTOpuHI/BecnpoBogHas cets//lokaumn/<HassaHue
nokaummn=>/0OT4eTbl RRM». OTYETbl MOXHO MOCMOTPETb 3a Nnepunoa Ao 7 gHei. Mpn HeobxoAMMOoCTH
OTYET MOXHO BbITPY3UTb.

e ABmomamuyeckasi onmumu3ayusi MoWHOCMuU — nepeknoyaresib No3BoNAET akTMBMPOBaTb
aBTOMaTnyecKoe yrnpas/ieH1ne MOLLHOCTbIO Ha T/, B lokaumun. 3HayeHne no yMO/14aHWIo: BKITHOUYEHO.
B0O3MOXHbIe 3HAUYEHUS: BK/TIOYEHO/OTK/THOHEHO.

o PekomeHdyeMblIl yposeHb cugHasa cocedHux T4 2.4 Ty — ypoBeHb curHana, ¢ KotTopbiM cocegHune T/
OOJDKHBbI BUAETHL ApYyr Apyra B gnanasoHe 2.4 'Ty. B 3aBUCMMOCTI OT NOJIyYEeHHOro ypoBHA RSSI oT
cocegHeli T[l, cepep 6yaeT cpaBHMBaTb €ro C yKa3aHHbIM B AaHHOM napameTpe YPOBHEM U
pekomeHAoBaTb yMeHbLWNTL (ecnn RSSI oT T/ 60/1bLe) NM60 YBENMUMTL MOLWHOCTL NepeaaTynka T/,
(ecnu RSSI oT T/, MeHbLUE). 3HaueHMe No ymoyaHuio: -70 oBM. Bo3aMoxHble 3HaueHust: oT -100 go -1
nbMm.

* PekomeHdyeMblIl yposeHb cuzHasia cocedHux T 5 Ty — ypoBeHb CUrHana, ¢ KoTopbim cocegHue T,
OO/DKHBbI BUAETL ApYyr Apyra B AgnanasoHe 5 . B 3aBUCMMOCTM OT NOJTly4eHHOro yposHsa RSSI ot
cocegHeli T[l, cepep 6yaeT cpaBHMBaTb €ro C yKa3aHHbIM B AaHHOM napameTpe YPOBHEM U
pekomeHAoBaTb yMeHbLWNTL (ecnm RSSI oT T 60/1bLe) NM60 YBENMUUTL MOLWHOCTb NepeaaTynka T/,
(ecnu RSSI oT T/, MeHbLUE). 3HAYEHUE NO YMONYaHuio: -65 ABM. Bo3MOXHble 3HaueHus: ot -100 o -1
nbMm.

* PekomeHdyeMmbll yposeHb cuzHasia cocedHux T/ 6 Ty — ypoBeHb CUrHana, ¢ KoTopbim cocegHue T,
OO/DKHBbI BUAETL ApYr Apyra B AnanasoHe 6 M. B 3aBUCMMOCTM OT NOJTly4eHHOro yposHsa RSSI ot
cocegHeli T[l, cepep 6yaeT cpaBHMBaTb €ro0 C yKa3aHHbIM B AaHHOM napameTpe YPOBHEM U
pekomeHAoBaTb yMeHbLWNTL (ecnn RSSI oT T 60/1bLe) NM60 YBENMUUTL MOLWHOCTb NepeaaTunka T/,
(ecnu RSSI oT T, MeHbLUE). 3HAYEHUE NO YMONYaHuio: -65 ABM. Bo3MOoXHble 3HaueHus: ot -100 o -1
nbMm.

e Onmumu3ayusi MOWHOCMU mMosibKo Ha T/} ¢ 00UHaKOBbIMU KaHa/slaMu — Nepek/ityartesib akTuBupyeT
pPeXxuM aBToMaTUYeckoi ontummsauum mouHoctn (TPC-HD) Tonbko Ha T/, paboTarwmx Ha
OAMHAKOBbIX KaHanax. 3Ha4YeHne No yMO4YaHIO: OTK/IIDYEHO. BO3MOXHbIE 3HaYeHNSA: BKNIOYEHO/
OTK/HOYEHO.

e [ucmepesuc 2.4 'y — ponyctmmas norpeLwHoCcTb /19 YaCcTOTHOro gnanasoHa 2.4 'y, Ecnu
MOSTYYEHHbIV CUTHAUT NEXUT B AMana3oHe PpeKOMEeHAYEMOro YpoBHS CUrHana natc Uan MUHYC 3HavYeHue
rmcrepesmnca, onTMMM3aLmio No MOLLHOCTM NPOBOAUTL He cnedyeT. 3HavyeHme No ymonyaHuo: 2 gbm.
Bo3mMoxHble 3HaueHus: ot 1 go 10 gbm.

e [ucmepesuc 5 Ty — ponycTmas NorpeLHOCTb A1 YaCcTOTHOro AgnanasoHa 5 I'Tu. Ecav nonyyeHHbIin
CUTHaUT NEXUT B Anana3oHe peKOMeHAYyeMOro YPoBHSA CUrHasia Nnakc UM MUHYC 3HaYeHWE TMCTepesnca,
ONTUMM3aLMIO MO MOLLHOCTU NPOBOAUTL He cnegyeT. 3HavyeHme No ymonyaHuo: 2 ,bM. Bo3MOXHbIe
3HayeHus: ot 1 go 10 gbm.

e [ucmepesuc 6 Ty — ponycTmas NOrpeLHOCTb A1 YaCTOTHOro AgnanasoHa 6 'Tu. Ecav nonyyYeHHbIin
CUTHaUT NEXUT B Anana3oHe peKoOMeHAYyeMOro YpoBHSA CUrHasia nakc UM MUHYC 3HaYeHWE TMCTepesnca,
ONTUMM3aLMIO MO MOLLHOCTU NPOBOAUTL He cnegyeT. 3HavyeHme No ymonyaHuo: 2 bM. Bo3MOXHbIe
3HayeHus: ot 1 go 10 gbm.
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e ABmomamuyeckasi onmumu3ayusi KaHas108 — nNepekyaTeNb akTMBMpyeT UCNONb30BaHMe aniroputma
aBTOMAaTMYECKOro pacnpegeneHnsi YaCToTHbIX KaHa/I0B KaX4ol TOUKM AOCTyna B /loKaumu, 4Toobl
n3bexarb MHTepdepPEHLMMN MeXAy HAMWU. 3HaUYEeHME N0 YMOTYaHMIO: BKIOYEHO. BO3MOXHbIE 3HAYEHUS:
BK/1HOYEHO/OTKJ/THOYEHO.
* [Topo2 usmeHeHus1 paduoaghupa 0/151 CMeHbl KaHas1a — NopPor N3IMeHeHUs paanoadvpa npu
AVHaMMYEeCKOM pacnpefenieHnn KaHasioB, He06X0AMMbI 4151 CMEHbI KaHaslbl. 3HAa4YEHME N0 YMO/THaHWIO:
25 %. Bo3amoxHble 3HaveHus: ot 0 4o 99 %.

PoymuHr:

e Touku docmyrna 0/15 poymMuHaa — Bbloop T, Ansg poymuHra. 3HadeHue no ymonyanuio: sce T/, B
nokaumm.

Mpwu HacTpolike "Bce T/ B nokauun', KOIMYECTBO TOYEK AOCTYNa B /IOKALMUN HE [0/KHO NpeBbiath 64
L.

B03MOXHbIe 3HaYeHUs:

e Cocedcmsyrowjue T4 — T 6yayT ckaHMpoBaTtb ahup 1 onpenensaTs, kakne T/ ABns0TCA
cocesamu, YTobbl 6anaHCMPOBaThb K/IMEHTOB M OCYLLECTB/IATL POYMUHT TOJIbKO MEXAy PALOM
cToswwmmMmn T/ (MeHbLUe NULWHEro Tpadhuka B NPOBOAHON CETUW, HO 6o/bLIE B PaaNoCpese);

e Bce T/ 8 s10kayuu — cepBuUC UCnosib3yeT (DYHKUMOHaU B pamMmKax BCEro IOMeHa, faxe ecnu T/,
HaxoaaTcsa Ha 60/1bLIOM paccTosHUK Apyr oT Apyra (6onble Tpadmka B NPOBOAHON CETH,
MeHbLUE B paanocpese).

e 802.17k — nepekntoyaTeNb aKTMBMPYET CUMHXPOHU3ALMIO CMIMCKOB A1 pOyMUHra ctaHgapta 802.11k.
PoymuHr no npotokosny 802.11k MOXeT GbITb OpraHM30BaH Mexay Nto6bIMU ceTsIMU (OTKpPbITbIe/
lundppoBaHHbIe). EC/IM Ha TouKe A0CTyna HacTpoeHa paboTta no npotokosy 802.11k, To npu
NMOAK/TIOYEHNN KNTMEHTa, ToUKa AOCTyna nepefaeT emy CrvCOK «ApY>XEeCTBEHHbIX» TOYEK AOCTYna, Ha
KOTOPbIE K/TMEHT MOXET Nepek/ItoUnTLCA B npoLlecce poymuHra. Cnmcok cogepxunt nHdpopmannio o
MAC-agpecax Touek AoCTyna 1 KaHanax, Ha KOTopbIX OHW paboTatoT. Micnonb3osaHue 802.11k
NO3BOJISET COKPATUTL BPEMS, KOTOPOE K/IMEHT 3aTpaymBaeT Ha NouCK APYrol ceTn Npu poyMuHre, Tak
KaK K/IMEHTY HE HY)XHO MPOV3BOANTL CKaHNPOBaHME KaHas1I0B, Ha KOTOPbIX HET LefneBblX TOUYeK A0CTyna,
[AOCTYNHbIX 419 NepekitodeHns. JaHHblli BUL POYMUHIa BO3MOXEH TObKO AN151 TEX K/TMEHTCKUX
YCTPOWCTB, KoTopble nogaepxmsatoT 802.11k. 3HaueHne N0 yMOAYaHMIO: BKIHOYEHO. BO3MOXHbIE
3HaYeHNA: BK/THOYEHO/OTK/THOUEHO.

e 802.11r — nepeknoyaTesib akTUBMPYET OTNPaBKy Ktouyen ana poymuHra ctaHgapta 802.11r. [JaHHbIl
BWZ, POYMUHra AOCTYNEH TONbKO AJ/19 TeX KNIMEHTCKUX YCTPOMCTB, KoTopble nogaepxusatot 802.11r.
PoymuHr 802.11r BO3MOXeH ToNbko Mexay VAP ¢ pexumom 6esonacHoctni WPA2/WPA3 PSK n WPA2/
WPAS3 Enterprise. 3HaueHne no ymonyaHuio: BK/TlOYEHO. BO3MOXHbIE 3HAaYEHNS: BKIIOYEHO/OTK/TIHOYEHO.

e Pexxum 802.117r — BbIGOP pexrma B3anMogeNCcTBNS C LLe/IEBOI TOUKOM gocTyna ans poymudra 802.11r.
3HauyeHune no ymondaHuto: Over-DS.

Bo3MOXHble 3HayYeHus:

e Over-DS;

e Over-Air.

e MakcumasibHoe BpeMsi OXXUdaHUsl POyMUH2a — MakCUMasibHbIli Nepuoj BpeEMEHM, B TEYEHME KOTOPOro
T/, [O/MKHBI 0BMEHATLCS AaHHbIMMW O NOMbITKE PpoyMUHra kineHTa (RRB-nakeTbl). ECv 0TBET Ha 3anpoc
Nno UcTeuyeHuto TarimayTa He npuwes, RRB-3anpoc Ha 6€eCLUOBHbIN POYMUHI CUMTAETCA HEYCMNeLUHbIM.
3HayeHure no ymonyaHuio: 1000 mc. Bo3moxHble 3HaveHus: ot 1000 go 268431360 mc.

MapameTpbl "802.11v" 1 "Meprog 6anaHCMPOBKN KITMEHTOB" akTyasibHbl TO/IbKO AJ/19 TOYEK A0CTyna
WEP-1L, WEP-2L, WOP-2L, WOP-20L, WEP-200L, WEP-3L, WEP-30L, WEP-30L-Z, WOP-30L, WOP-30LS,
WOP-30LI, WEP-3ax.

e 802.77v — nepeknoyaTenb akTuBMpyeT hyHKUMOHaN poyMuHra ctaHgapTa 802.11v n 6anaHcMpoBky
KIMEeHTOB Mo BceM T/ B lokauun. PyHKLMOHaN paboTaeT COBMeCTHO co ctaHaapTom 802.11k, poymuHr
ocyLecTBsAeTcs No o6wum cnuckam. s ero pabotbl B SSID-npodune gomkHa 6bITh BKIKOUEHA Onums
802.11kv. NMomM1UMO NOMOLLM POYMUHTY K/IMEHTA B COOTBETCTBUN cO cTaHAapTom 802.11v, akTnBmpyeTcs
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paboTa 6as1aHCUPOBKM KMEHTOB. MNepekoyeHmne KIMeHTOB Ha apyrue T/, paboTaeT B 3aBUCUMOCTU OT
NMOPOroBbIX 3HAYEHWI, yCTaHOB/IEHHbIX B NapameTpax "Kosiudecmso kiueHmos, npu komopom T/
cqyumaemcs nepezpyxxeHHol" n "Kosuyecmso K1ueHmos, npu KOmMopoM OCyujecms/isiemcsi ouck
CcB060OHbIX T/]". ECnn KONn4ecTBO KIMEHTOB Ha T/l NpeBbICMI0 3HAYEHNE, yKadaHHOE B napameTpe
"Ko/iudecmso K/1ueHmos, rpu KomopoMm ocyuwecms/isemcsi nouck c80600HbIX T/A", To AirTune NOHU3NT
npuopuTeT aaHHoi T B cnuckax 802.11k/v AN NOAKMOYEHMA HOBbIX NOMb30BAaTENEN, U pasowneT
nHgopmanmio 06 aToM Bcem eé cocegam. Ecnim konmuecTso KNMeHToB Ha T/ NpeBbICUIO 3HaYEHMe,
ykazaHHoe B napameTtpe "Kosiu4ecmso K/ueHmos, rnpu komopom T/l cuumaemcs rnepezpyxeHHod", To
AirTune NOHU3NT NpuopuTeT AaHHOW T/ A0 HY/A Y UCKNIOYUT ee N3 pacCbliKu BO3MOXHbIX T, Ans
poymuHra. A Takke Ha4YHeT peKoMeHA0BaTb "HarpyxxeHHoin" T/, nepektounTb HECKOIbKUX KITMEHTOB Ha
cocegHue T no ctaHgapTy 802.11v. MocneayeT KIMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTyna Uim
HeT, rapaHTMpoBaTb HEBO3MOXHO, Tak Kak B KOHEYHOM CUeTe peLleHne O NePEKNOYEHNN Ha APpYTYIo
TOYKy 4OCTyna NpUHUMAET KMEHTCKas CTOpoHa. JaHHbll BUA pOyMUHra AOCTyNeH TONbKO AN Tex
K/IMEHTCKMX YCTPOWCTB, KOTopble noaaepxmsatoT 802.11v. 3HayeHne No yMONYaHUo: BKIKOUYEHO.
B0O3MOXHbIe 3HAaYEHNSI: BKHOYEHO/OTK/IHOUEHO.

e [lepuod basiaHCUpPoOBKU K/1UeHmMoB — nepuos 6anaHCcMpoBKA KIIMEHTOB MeXAy ToYkamMu AocTyna B
pamkax ctaHgapta 802.11v. 3HavyeHue no ymonyaHuio: 60 c. BoaMmoxHble 3HadeHus: oT 0 o 86400

CEeKyHA.

MapameTpbl "BanaHcMpoBka KMeHToB", "OTkNI4YMTL 6anaHCMpoBKY KIMeHToB Enterprise-ceTeld”,
"BepxHsAA rpaHuLa 30Hbl yCTOMUMBOIO NpremMa curHasnia' n "HmxHASA rpaHmua 30Hbl YCTOWYMBOIO
nprvemMa curHana" aktyasnbHbl TObKO AN Todek goctyna WEP-2ac, WEP-2ac Smart, WOP-2ac,
WOP-2ac:revB n WOP-2ac:rev.C.

e basnaHcuposka K/1ueHmos — nepeknyaresib akTusnupyeTt 6anaHCMpoBKy KMEHTOB o BceM T/ B
AOMEHE, HE3aBUCMMO OT UX PAKTUYECKOro PacnosiokeHms. PyHKLMOHaN HY)XEH AN paBHOMEPHOro
pacnpegenexHus KnneHtos mexay T/, 4To6bl n3dexaTb neperpyskn ogHon n3 T, ecnun B 30He
BMAMMOCTU K/IMEHTa ecTb 60nee cBobogHas T/[. 3HaYeHre N0 YMOIHaHUI0: BKNHOYEHO. BO3MOXHbIe
3HaYeHNA: BK/THOYEHO/OTK/THOUEHO.

o Omk/IHUMb 6as1aHcuposKy K/aueHmos Enterprise-cemeli — oTko4eHMe 6anaHCUPOBKN KTMEHTOB
enterprise-ceTteii mexay T/[. 3HauyeHVe No YMOYaHWIO: OTK/IHOYEHO. BO3MOXHbIEe 3HaUYeHUS: BK/IHOYEHO/
OTK/IHOYEHO.

e BepxHsiss cmpaHuya 30Hbl ycmoliquso20 rnpuéma cuzHasia — BEPXHASA rpaHmLa OKOHYaHWSA 30HbI
YCTONYMBOr0O Npuema curHana ot K/IMeHTa, TO eCTb NOPOr YPOBHA RSSI OT k/iMeHTa, Npu NpeBbIWeHNN
KOTOPOro MNOAK/THYEHHbIA KIMEHT ByAeT cuntatbCs B "yBEPEHHOI" 30HEe 1 NOUCK HOBOW T/l He HavyHeTcsA
B cniydae, ecnu T/ He neperpyxeHa. 3HavyeHue rno ymosidaHuio: -65 gbM. Bo3MoXHble 3HaveHus: ot -100
8o 1 abm.

* HuxHsIs1 epaHuya 30Hbl ycmoliquso20 rnpuéma cuaHasia — HWKHASA rpaHyLa OKOHYaHWS 30HbI
YCTONYMBOrO Npuema curHana ot KNIMeHTa, TO ecTb Nnopor ypoBHA RSSI oT knneHTa. B cnyyae ecnim RSSI
OT K/IMEHTA MEHbLUE YKa3aHHOro B JaHHOM napamMeTpe, K/IMEHT cuMTaeTcs Haxoasawmmes B
"HeyBepeHHO" 30He. CepBUC ByaeT NbiTaTbCA HATN AN KAneHTa T/ ¢ "yBepeHHbIM" npueMomM ans
nocneayroLlero nepektoyeHns KaneHTa Ha uenesyo T/[. 3HavyeHne no ymonyaHuio: -75 abm.
Bo3mMoxHble 3HaueHus: oT -100 go 1 gbm.

e Kosiuyecmso k/iueHmos, npu komopom T/l cHumaemcsi nepeapyxeHHol — Nopor KonnyecTsa
NOAKIOYEHHBIX KTMEHTOB Ha paanonHTepdelice, Npy NPeBbILLEHMM KOTOPOro To4ka 6yaeT cumtaTbes
neperpy>XeHHon. 3HayeHns no ymondaxuto: 20. BoamoxHble 3HaueHust: oT 1 go 100 kimeHToB.

e Kosiuyecmso K/1ueHmos, rpu KOmMopoM OCyuw,ecms/issemcsi Mouck cB0600HbIX T/ — nopor konnyecTsa
NOAKIYEHHBIX KTMEHTOB Ha pagnovHTepdelice, Npy NpeBbILLEHMM KOTOPOro cepBuc byaeT nckatb ans
HOBbIX KIMEHTOB 6o/1ee cBOGOAHYt0 T/, (ec/in TakoBas He HAWAETCS, KTMEHT NPOAOC/KUT paboTy Ha
TeKyllleit Touke gocTyna). Ecam KonmMyecTBO KNMEHTOB MeHbLLe TeKYLLLEero nopora — Touka Aoctyna
cuntTaeTcst CBO60AHON. 3HAYEHMA N0 yMONYaHuio: 5. BoamoxHble 3HaueHus: oT 1 go 100 knneHToB.

Mocne HacTpoWkn NapameTpoB COXpaHUTe, a 3aTeM NPUMEHUTE KOHUTypaumuio ¢ NOMOLLbIO
COOTBETCTBYHOLLMX KHOMOK. MNpy He06X0ANMOCTM OTMEHUTE U3MEHEHUS U yAa/IUTe UX C NOMOLLbI KHOMOK
«CopocnTb» U «OTMEHUTBY.
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Ha ,Cl,aHHOI7I CTpaHuue B Bnae Ta6}'II/ILI,bI npegcrtaB/ieHbl I'IpOd)I/I}'II/I HaCTpOEK nopTaan0|7| aBTopunsaumn,

NMeLoLLMECS] B KOHCpUTypaLN.

© /13 cozpanus, yaanenus n pefakTypoBanus Npouns JOMKEH GbiTh BKIKOUEH PEXUM

penakTMpoBaHus.

2y WLC30

Q BecnposoaHasn ceTb ~

Nokayuu
" SSID
& OBwme HacTpoitkn

Mpoduan +

WHanenayaneHsle HacTpoikn T4
MNrakvposwk obHoeneHus NO TS
AAA v

Cete v

Hactponxm T4, Pagwonpodunu RADIUS  AirTune Noptan Orpanudenue ckopoctu T4 WIDS
Hazeaxue npodwns Twun noprana Bpems 0XWA3HNR NONL3083TENS, C Onwucaxne
CP_new_2mab Apyroi eHelWwHWiA nopTan 26400 _
auditorium Apyroil eHelwHWiA nopTan 86400 auditorium
eltex_guest Buewnuit nopran SoftWLC 86400 -
pinewood-portal Apyroil eHelWwHKIA nopTan 86400 pinewood-porta

. ) Pexum pegakTVpOEaHus writer (5

B Tabnumue coaepxatcsi OCHOBHbIE NapaMeTpbl 718 KakA0ro npoduss, Takue Kak:

HaseaHue npoduns;
Twvn nopTtana,

e Bpems oxugaHusi nonb3oBatens;

OnucaHue npoduns.

B 3aB0O/iCKOV KOHpUrypauum npodonin noptana oTCyTCTBYIOT.

[nsa co3gaHmsa npodinnsa nopTana Mcnonb3yiiTe KHomnky «Co3aaTb Npodounib». OTKPOETCS OKHO C
npeasioxXeHmem co3aatb NPodu/ib CO CTaHAAPTHLIMI HACTPOViKAMU U CreHepPUPOBaHHbLIM HAa3BaHNEM, KOTOPOe
MOXHO U3MEHUTbL CAMOCTOATE/IbHO. Moc/ie HaxkaTus KHOMKKU «COXpaHUTb» OTKPOETCSA CTpaHuua npoduns ans
HacTpoIikn NnapameTpoB. MNpy HEOGXOAMMOCTI OTMEHbI CO3/1aHNs HOBOTO NPOMW/IS, UCNOMNb3YINTE KHOMKY

«OTMeHa».

CozaaHue npoduna
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2y WLC-30 B

[Q MOHWTOPUHF

00 KoHgpurypaums v
BecnpoBoAHas ceTb v Onucatue
Nokaumn
0O6Le HacTPONKK
Mpodunm Tun noptana
MHaMBUAYanbHbIe HAacTpo...
MnaHMpoBLUMK O6HOB/EH...

AAA >

W

CeTb >

€ AAMVHUCTPUpOBaHVe >

default

86400

>J & portal-fe796ef1

BHewwHwWi noptan SoftWLC v

OTKMtUUTL HTTP/HTTPS ayTeHTudMKauvio @

Afpec ans nepeHanpasnenus @

BeauTe ajpec

ANA NepeHanpasneHnsa

Ha3BaHue BUPTyanbHOro noprana

Benblii cnucok IP-agpecos

MapameTp He BbiGpaH v

Benblii cnucok AOMEHHbIX UMEH

MapaMeTp He Bbi6paH v

Bpems oXxuaaHusa nonb3osarens, ¢ @

OTK/I4aTh KAVMeHTa Npy Nojly4eHnm Access-
Reject oT RADIUS-cepBepa

> Mpo¢unn > MMoptannpopunu > portal-fe796ef1

®

CTpaHuLa CoilepXuT criefytoliye napameTpbl:

e OnucaHue — onucaHue Ans NPogWs HacCTPOEK NopTasia. Bo3MOXHbIe 3HAUYEeHUs: CTpoKa 10 255
CUMBO/I0B. 3HaUeH1e Mo YMO/IYaHUI: OTCYTCTBYET,

e Tun nopmasa — NnapameTp, onpeaensoLuii, Kakoii nopTan 6yaeT NCNob30BaThLCS /18 aBTopU3aLmn
nofb3oBaTesnieil. 3HaueHne No YMOIYaHuo: OTCYTCTBYET.

BO3MOXHble 3HaUYeHus:

e [lpy2oli BHEWHUL Mopmasl — PeXuUM UHTErPaLIMN CO CTOPOHHUM BHELLIHUM NOPTasIoM Npu

aBTopu3auum yepes RADIUS.

e BHewmHuti nopman SoftWLC — pexum nHterpauum ¢ BHelHuM noptanom Eltex, Bxogsiimm B

cocTtaB SoftWLC.

o Omkmodums HTTP/HTTPS aymeHmudgbukayuro — nepeknoyartenb ynpasnseT BO3MOXHOCTLIO ,
OoTK/oYeHns ayteHTudprkauun yepes HTTP/HTTPS, ans ncnonb3oBaHns ayTeHTU(MKaunum ¢ NoOMoLLbo
CoA. 3HauyeHue o ymon4aHuio: OTK/II0HEHO. BO3MOXHbIE 3HAYEHUSA: BKITHOYEHO/OTK/HOYEHO.

e Adpec 0715 nepeHarnpassieHusi — agpec BHELWHEro BUPTYyasibHOro nopTtana, Ha KoTopblin byaeT
nepeHanpassieH Nosb3oBaresib Npy NOAKIOYEHUN K 6eCrpoBOAHON CeTU. 3HAYEHNE MO YMOTYaHWIO:

otcytcTByerT. Npumepsl 3agaHna URL:

e N5 BHelwwHero noptana SoftWLC: https://192.168.0.1:8080/eltex_portal/. URL coaepxut agpec

nopTana, nopT 1 NyTb.
e [1711 APYTOro BHELLHEro noprana:

¢ URL 6e3 napameTpos: https://eltex-co.ru.
Korga URL yka3biBaeTcsi 6€3 napaMeTpoB, K HEMY aBTOMaTM4eckn 4o6aBnsoTCs
napameTpbl TakuMm 06pa3om, 4To pesynbTupyrowmii URL gnsa ykasaHHoro npumepa éyaet

nmeTb BUA;: https://eltex-co.ru/?

switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>&wlan=<SSID

>&redirect=<ORIGINAL_URL>

[o6aeneHHble NnapameTpbl URL MMeIOT cneaytoLye 3HaueHus:
switch_url — URL ans nepeHanpaBneHust KIMEHTa Noc/ie aBTopusaluy Ha noprane;
ap_mac — MAC-agpec TOuYk/ [A0CTYyNa, K KOTOPOiA NOAK/MOUEH KITUEHT,
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client_mac — MAC-agpec knneHTa;
wlan — Ha3BaHue SSID, K KOTOPOMY NOAKIOYEH K/TUEHT;
redirect — URL, kOTOpbI KNMEHT 3anpalunsasl nepBoHadvasibHo.

e URL c napametpamu: https://eltex-co.ru/?
action_url=<SWITCH_URL>&ap_addr=<AP_MAC>&client_addr=<CLIENT_MAC>&ssid_name=
<SSID>&red_url=<ORIGINAL_URL>&nas_id=<NAS_ID>&nas_ip=<NAS_IP>
Mcnonb3yeTcs, ecnm Heo6X0AMMO N3MEHUTbL Ha3BaHWA 415 NapaMeTpoB, KOTOPbIE
noAcTaBASTCA aBTOMaTnyecku, nnn gononHntb URL gpyrumm napametpamu. B aTom
cnyyae URL 3agaeTcsa NofHOCTLIO CO BCEMU napamMeTpamMu, UCnosb3ysa Heobxoammble
Ha3BaHus. OH MOXET cogepXaTb OAUH NN HECKO/TbKO NNEeNCX0naepoB onpeaesieHHOro
dopmara: <SWITCH_URL>, <AP_MAC>, <CLIENT_MAC>, <SSID>, <ORIGINAL_URL>,
<NAS_ID>, <NAS_IP>.

e HassaHue Bupmya/ibHO20 rnopmasia — Ha3BaHue noprtasa, CKoHhurypmposaHHoro Ha SoftWLC, Ha
KOTOpblIi 6yaeT nepeHanpas/ieH Nosib3oBaTeNb NPU NOAKIYEHNM K 6ECNPOBOAHON ceTn. 3agaeTcs
TONbKO €C/v TUN nopTana yctaHoBneH "BHewHuit nopTan SoftWLC". BO3MOXHble 3HAYEHWSA: CTPOKa A0
235 cMMBONOB. 3Ha4YeHne No yMo4YaHuo: OTCYTCTBYET;

e besbili cnucok IP-adpecos — BbIGOP rpynnbl, cogepxawein IP-agpeca, K KOTOpbIM NONb30BaTENIO
paspeLlleH 4ocTyn Ao aBTopu3aumun. NapameTp Heoba3aTebHbIA. AQpec noptana f4o6aBNseTcs B
6enblii CMMCOK aBTOMATMYECKM, NMO3TOMY 3a4aBaTtb €ro He TpebyeTcs. 3HaueHMe No YMOYaHMIO:
OTCYTCTBYET;

e Besiblli crnucok OOMEHHbIX UMEH — BbIGOP TPYnNbl, CoAepXallleit JoMeHHble uMeHa (nn perynsipHble
BbIPaXKEHUST), K KOTOPbLIM MOMb30BATEN0 paspeLleH A0CTYyN A0 aBTopu3auun. MNapameTp
Heobsi3aTeNbHbIN. Agpec nopTtana aobasnseTcsa B 6eblil CNMCOK aBTOMaTUYeCKn, NO3TOMY 3ajaBaTb
€ro He TpebyeTcs. 3HaYeHNe Mo YMOI4YaHUIO: OTCYTCTBYET;

© B WEB-uHTepdheiice Bo3MoXeH TOMbKO BLIGOP YXe CyLLECTBYIOLLeli rpynmbl 6ebiX CIUCKOB. 3a4aTh
rpynny agpecoB MOXHO vepes nHtepdgelic CLI B pazgenax object-group network n object-group url.

e Bpewmsi oxxudaHusi rnosib3o8ame/isi — BDEMEHHOW UHTEPBaU], B TEYEHVe KOTOPOro To4ka AOCTyna XpaHuT
NHhopMaL Mo 06 OTK/IHOYEHHOM 6eCrnpoBOAHOM K/MeHTe 1 He npoBoaMT MAB-aBTOpM3auunio npu
NOBTOPHOM €ro nogxtoveHnn. BoamoxHole 3HavyeHus: ot 0 o 604800. MNpwu ycTtaHoBKe 3HayeHus "0"
TouKa foctyna byaeTt XpaHUTb MHhopMaLuo 0 KIMeHTe [0 TexX Mop, Noka He ByaeT nepesarpyxeHa.
3HaueHue no ymonuaHuto: 86400;

o Omk/ro4amse K/iueHma rpu rnosydeHuu Access-Reject om RADIUS-cepsepa — nepekntoyartenb
aKTUBUPYET PexuM OTKIIUYeHUa kaneHTa ot T/, npu nonydeHumn otBeTa Access-Reject o RADIUS-
cepBepa. 3HayeHvie No YMO/THaHUWIO: OTK/IH0YEHO. BO3MOXHbIEe 3HaYEeHUS: BK/IIOYEHO/OTK/THOUYEHO.

Mocne HacTpOIik1 NapamMmeTpOB COXpaHuTe, a 3aTemM NPUMEHNTE KOHJIUIypaumio ¢ MOMOLLbHO
COOTBETCTBYHLLMX KHOMOK. [1pn HE06X0AMMOCTN OTMEHUTE U3MEHEHUS U yAA/IMTE UX C MOMOLLbIO KHOMOK
«CopocnTb» N «OTMEHUTLY.

MoapobHasa nHgopmauus no padboTte ¢ KOHUrypaumen ycTpoiicTBa onvcaHa B pasgene
«KoHuryprposaHuver. Mocne cos3gaHva npodounsis, OH oTobpasnTtcs B Tabnvue npodunei.

OepaHuyeHue ckopocmu T/

Ha gaHHoi cTpaHuue B BuAe tabnuubl NpefcTas/ieHbl MMerLwmecs B KoHdurypauum npouan HacTpoek
orpaHnyYeHns CKOpoCTH, KOTOPOE BbINOJIHAETCH TOUKOM AoCcTyna. JaHHble Npoduv NO3BONAOT yNpaBisaTh
MaKCVMMaJ/IbHON CKOPOCTbIO BXOASALLEr0 Y UCXOAALLEro Tpadmka Ans 04HOTo KIMEHTa, 415 BCeX K/IMEHTOB,
noakntoyeHHbIx K VAP, a Takxe orpaHMunBatb CKOPOCTb LLUIMPOKOBELLATE/IbHOIro U My/IbTUKACTOBOroO Tpadivka.

© .15 cospanus, yganenus n pegaktmpoBanus Npothuns JO/HKEH BbITb BKIOUEH PEXUM
pefaKkTUpoBaHus.
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Js  WLC30

@ | BecnposogHas ceTb ~ T e e
10 Nokaywn
SSID Hactpouxu T Paguonpodunu RADIUS AirTune MopTtan Oreannuenne CKOpOCTH Tg
) OBwwe HacTpoikm
MNpodunan =

WHauenayansHsie kacTpoikn T4

e T
~ Makc. ckopocTs ex./vecx.
Mnakvposwwk obHoeneHus MO TL = P = %

wupoKoeewaTensHoOro

AAA v Tpadmxa

Cems v 2000kbps/5000kbps —=

SMbit_s —r—

@ Pexum pegakvpozanus

WIDS

Make. cxopocTe Bx./

YNeTUKaCTOBOrO

writer C—’

Onucasne

B TabnuLe cofepxartcs OCHOBHblE NapameTpbl A/18 KaXA0ro Npoduss, Takue Kak:

» HaseaHue npocuns;

e MakcmmasibHasi CKOpPOCTb BXO/SILLEro Y UCXoAsLlero Tpadgmka scex (B cyMMe) 6eCnpoBOAHbIX KTMEHTOB

BUpPTyasbHoli Toukn goctyna (VAP);

e MakcMmasnbHasi CKOPOCTb BXO/SILLEr0 Y UCXOAALLETO LUNPOKOBELATENTbHOTO TPaUKa;

Onwucaxune npoduns.

B 3aB0o/ICKOI KOHGoMrypauum nponin orpaHnYeHnsi CKOpoCTy OTCYTCTBYIOT.

MakcrmasibHasi CKOPOCTb BXOZSLLEr0 Y UCXOAALLEro My/IbTUKACTOBOMO Tpaduka;

MakcrmasnibHasi CKOPOCTb BXO/SILLET0 Y UCXOAALLEro Tpadvka N5 Kakaoro 6ecnpoBoAHOM0 KNEHT;

[nsi co3aaHnsi Npodouna orpaHnUYeHnsi CKOPOCTU UCNOb3yiiTe KHOMKY «Co3aaTk Npodounsib». OTKPOETCS OKHO C
npeAaioXkeHneM co3aaTb NPogn/b CO CTAHAAPTHLIMW HACTPOViKaMK U CTeHepMPOBaHHbLIM Ha3BaHNEM, KOTOpoe
MOXHO M3MEHWTbL CaMOCTOSATE/bHO. [oc/e HaXaTUA KHOMKM «CoXpaHnUTb» OTKPOETCS CTpaHuLa npouns ans
HaCTPOIKN NapameTpoB. Mpu He06X0AMMOCTM OTMEHbI CO3AaHNsl HOBOrO NPOVIS, UCNOSb3YITE KHOMKY

«OT™MeHa».

CozaaHue npoduna

policy-f140bbb4
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Mpocunb orpaHNUYEHUs1 CKOPOCTU

< policy-1893ac0a

OnucaHune

OrpaHU4YeHne CKOpoCTH BCex KNnueHTos VAP (@
Bxoaawmin Tpaduk

Ucxogawmin Tpaguk

OrpaHuy4eHMe CKOpoCTU OAHOro knneHta @
Bxogawmin Tpadpuk

cxogawmin Tpaguk

OrpaHuyeHne CKOpOCTU LIMpOKOoBeLlaTenbHoro Tpapuka @
Bxoaawmin Tpadpuk

Ucxoaawmin Tpaguk

OrpaHuy4eHne CKOpoCTU My/IbTUKacToBoro Tpapuka @
Bxoaawmin Tpadpuk

cxogauwmin Tpaguk

CTpaHunLa CoaepXurT:

OnucaHue — onucaHve Ansa npognas orpaHnyeHnsa cKopocTu. Bo3mMoXxHble 3Ha4YeHUs: CTpoka A0 255
CMMBO/I0B. 3Ha4YeHue No YMO/IYaHWIO: OTCYTCTBYET;

OnucaHue pasoesios:

"OrpaHuyeHune ckopocTy Bcex knmeHToB VAP" — no3BonsieT 3a4arb orpaHuyeHne CKopocTun s Bcex
6ecnpoBO/HbIX KNMEHTOB (B CyMMe) 0AHOI BUpTyanbHoli Toukn aoctyna (VAP), Ha KOTopoii ycTaHOB/EH
SSID ¢ paHHbIM npodouniem. Ha Toukax goctyna WEP-2ac, WOP-2ac, WEP-2ac-Smart, WOP-2ac:rev.B,
WOP-2ac:rev.C orpaHnyeHne MOXHO 3a/1aTb TO/IbKO B Ki/iobuTax B cekyHay (kbps);

"OrpaHuyeHne cKOpoCTM OA4HOMO KIMEeHTa" — NO3BOSET 3a4aTb OrpaHMyeHne CKOPOCTU AN KaK40ro
6ecnpoBOHOIO KiMeHTa BUpTyanbHoii Toukn goctyna (VAP), Ha koTopoii yctaHoBneH SSID ¢ AaHHbIM
npodunem. Hactpoiika He nogaepxmnsaeTcsa Ha Toukax goctyna WEP-2ac, WEP-2ac Smart, WOP-2ac,
WOP-2ac:rev.B, WOP-2ac:rev.C;

"OrpaHuyeHne CKOpoCTH LUIMPOKOBELLaTENbHOIo Tpaduka" — N03BoISET 3a4aTb OrpaHNYeHne CKOpocTu
ANS WmnpokoseLaTenbHoro Tpaduka. Hactpoiika He nogaepxusaeTtcs Ha Toukax goctyna WEP-2ac,
WEP-2ac Smart, WOP-2ac, WOP-2ac:rev.B, WOP-2ac:rev.C;

"OrpaHuyeHne cKopoCcTy MyNbTUKACTOBOro Tpadumka" — N03BOISET 3a4aTb OrpaHM4YeHne CKopocTu Ans
MHOroagpecHoro Tpadvka. Hactporika He nogaepxmBaeTcs Ha Toukax goctyna WEP-2ac, WEP-2ac
Smart, WOP-2ac, WOP-2ac:rev.B, WOP-2ac:rev.C.

B kaxaom pasgene 3agatoTcs napameTpbl OrpaHUyeHns CKOPOCTY A/19 BXOAALLEro U/Wan CXoaALLero
Tpadmka:

Bxoaswmii Tpachuk — nepekntoyaTesib akTUBMPYET OrpaHMYeHne CKOPOCTH Anst Tpaduka, nayLiero K
6ecnpoBOAHOMY K/IMEHTY. 3HAYEHWNE MO YMOMYAHUIO: OTK/THOUEHO;

Ncxopawmii Tpadmk — nepeknoyatesis akTuBUpPYeT OrpaHnyeHne CKoOpoCcTu Ans Tpadmka, nayLwero ot
6ecnpoBOAHOrO KNMeHTa. 3HaYEHNE MO YMOMYAHUIO: OTK/THOYUEHO;
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° E,EIII/IHI/ILLbI n3MepeHna — Bbl60p eanHnY, namepeHmna gnsa sHavyeHus MaKCUMasTbHOM CKOpOCTWH,
3a,u,aBaeM0|7| HMXKe. 3HaYeHune no YMOJTHaHNKO: OTCYTCTBYET. Bo3mMOXHble 3HauYeHuns: kbpS (K6VIT/C); PpPsS

(nakeToB B cekyHAy);

e MakcuMasibHasi CKOPOCTb — OrpaHMYeHne CKOPOCTW. 3HAYeHNe No YMOMYaHWI: OTCYTCTBYET.

Bo3moxHble 3HavyeHus: ot 0 go 2000000000;

OrpaHvU4eHmne CKOpPOCTM BCex KNneHTos VAP (O

o Bxogawmin Tpapuk
EAVHWLBI U3MepeHus

kbps v
MakcuManbHas ckopocTb

5000

@ vicxogawmii Tpaguk
EAVHULBI 3MepeHns

pps M

MakcnmanbHas cKkopocTb

2000

Mocne HacTpoWky napameTpoB COXpaHuTe, a 3aTeM NPUMeHUTE KOH(UIypaumio ¢ NOMOLLbIO
COOTBETCTBYHOLUX KHOMOK. Mpy HE06X0AMMOCT OTMEHUTE N3MEHEHUA N yaaNUTe NX C MOMOLLbIO KHOMOK
«C6pocnTb» N «OTMEHUTbY.

Moapo6Hasa nHdopmaumsa no padboTe ¢ KOHUrypaLmel yCTpoiicTBa onucaHa B pasaersne
«KoHthuryprpoBaHuer. Mocne co3gaHusa npoduns, oH 0TobpasnTca B Tabnuue npodunei.

WIDS

Ha cTpaHuue npeacTasneHsl B Buae Tabnuupsl npodunnn WIDS, nMetoLmecs B KoHdurypaumm. [JaHHble
npodouamn coaepxar napaMmeTpsbl, HE0GX0ANMbIe /151 HACTPOKK Ha T/, cepBuca 0GHAPYXEHUS 1
npeaoTBPALLEHNS BTOPXKEHWI B 6ECNPOBOAHYH0 CETh. YHKLMOHAN aKTUBUPYETCS CNeLuanbHO NULEH3NEN.

© .15 cospanus, yganenus n pegaktuposanus Npothuns JO/HKEH BbITb BKIIOUEH PEXIM

pefakTpoBaHUS.
S WLC-30 @ rexum pegakrvpozakun writer 5
@ | BecnposogHas ceTb ~ Mooduan > WIDS-npodwnm
1 Nokauun ~ o ) ~ N
SSID  Hactpouxw T4, Paguonpodunu RADIUS AirTune MNoprtan Orpanusexue ckopoctu 74 WIDS

& OBuwme HacTpoikn

MNpoduan +

WHarenayaneHsie vacTpoikn T4

Hazazaune Ceaumponasme Noaasnexwe OSrapyxenne nepebopa O6s=apyxerne DosS- Onycanme
MNnaxuposwmk obHosneHNA MO T4 nooduns it i yrpoz naponei atax SR
AAA N default-wid OTkN04EHD OTknso4eHD X X -

Cetp v

B Tabnumue coaepxatcsi OCHOBHbIE NapaMeTpbl A58 KakA0ro npoduss, Takue Kak:

HassaHve npocuns

Pexum ckaHnpoBaHus

Pexvm nogasneHuns yrpos

CraTyc 06HapyxeHus nepebopa naponei
CraTtyc o6HapyxeHus DoS-atak
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e OnucaHue
Mpochunb WIDS

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

[lna TOro YTo6bI BHECTM U3MEHEHNSA B CYLLIECTBYIOLLIMI NPOgIN/Ib, HAXXMUTE Ha ero HasBaHue. OTKpoeTcs

CTpaHuLa ¢ HacTpolikamu npodnns.

2y WLC30

@ | BecnposoaHasn ceTb ~

oKauMK

@ O6uwyme HacTpoikn
Mpodunn
WHgnenayansHeie HacTpoiikn T4
Mnakupoewmk obHosneHus MO T4

AAA v

Cete v

< default-wids

Onucanue

OEH&[J_‘,‘,—iEH‘E DoS-atak BruteForce WIPS

CkaHupoBaHue

OrxnwoseHo

AWanazoH ckaHupoeauua, My

B 3aBoackoi koHhMrypaumm cosaaH npodunsnb ¢ HasBaHnem «default-wids» co cnegyouwmmm napameTpamu:

Ob6ume:
e OnuncaHune: oTCyTCTBYET
CkaHunpoBaHue athmpa:

e CkaHupoBaHue: OTKIHOYEHO

e [lnanasoH ckaHupoBaHus, I'u; 2.4/5 Ty,

O6HapyxeHune DoS-aTtak:

e OGHapyxeHune DoS-aTak: OTK/HOUEHO;

ViHTepBas nogcyeTa Ko/imyecTsa naketos B pagunoadupe: 1 c;
Mepnopa oTnpaBku yBegomneHun o6 atake: 20 c;

e KonnyecTBo nakeToB OTHOCUTE/LHO Npeablayuiero nepuoga spemenun: 250.

lMoporosble 3HaYeHUs KOMIMYecTBa nakeToB pasHbIX TUMOB:

e [opor ans "Beacon": 500 nakeToB.;

e opor ans "Probe request" n "Probe response": 500 nakeTos;
e [opor ans "Association request": 500 nakeTos;

e opor ans "Reassociation request": 500 nakeToB;

e [opor ans "Disassociation request": 500 nakeToB;

e opor ans "Authentication": 500 nakeToB;

e Mopor ans "Deauthentification": 500 nakeTos;

e Mopor ans "Block Ack": 500 nakeToB;

e Mopor ans "Block Ack Request": 500 nakeToB;

e Mopor ans "CTS": 500 nakeToB.;
e [opor ansa "RTS": 500 nakeToB;
e Mopor ans "PS Poll": 500 nakeTos.

BtuteForce:

e OGHapyXeHne nepebopa naposei: OTKNHYUEHO;
 [1OpOroBoe 3HaYeHMEe KOIMYECTBA HeyAauHbIX NONbITOK aBTopm3aunm: 25;
e VIHTepBan nogcyeTa HeyAauHbIX NOMbITOK aBTopm3aumm: 5 c.

WIPS:

e [NoaaBneHune yrpos: OTK/UEHO;
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° I_IepI/IO,EI, OTnpaBKn yBe,EI,OMI'IGHI/II7I CO CTaTUCTUKON nogaB/iEHNA Yrpoas: 10 MWH.,

[nsa cospgannsa npocmna WIDS ncnonbayiite kHonky «Co3gatb npodmib». OTKPOETCH OKHO C NpeasioKeHnemM
co3gartb Npohu/ib Co CTaHAAPTHLIMU HACTPOKaMM U CreHeprpPOBaHHbIM Ha3BaHWEM, KOTOPOEe MOXHO
N3MEHNTb CaMOCTOATENLHO. [loc/ie HaxaTns KHOMKN «CoxXpaHUTb» OTKPOETCA CTpaHuua npodunsa ans
HacTpoikn napameTpos. Mpu He06X0AUMOCTU OTMEHBI CO34aHUSA HOBOIO NPOMUA, UCNOb3YNTE KHOMKY
«OTMeHa».

CozpaHue npoduna

Ha ctpanuue npocunsa WIDS npegcTasrieHb! criegytowme napameTpbl:
O6bwwme:

e OnucaHue — onucaHne Npouns. 3HaueHne No YMOTYaHWIo: OTCYTCTBYET. BO3MOXHbIE 3HAUEHUS:
MPOU3BOJILHOE OMNWCaHue, 3a4aeTcs CTPOKOI 40 255 CUMBOSIOB.

CkaHupoBaHue agmpa:

e CKaHuposaHue — BbI6op pexnuma ckaHuposaHua WIDS. 3HaueHne no ymovaHuio: OTK/IHOYEHO.
Bo3MOXHble 3HaYeHus:

e OMK/II04EHO — CKaHMPOBAaHWNE BbIK/TIOYEHO.

e [laccusHoe — B 3TOM pexuMe Touka JOCTyna yepes 3afaHHble MPOMEXYTKU BpeMeHn byaet
KpaTKOBPEMEHHO MEHSITb CBOW TekyLmii kaHan (Ha KOTopoM MAeT paboTa C KneHTamu) Ha
oyepesHOI kaHan 13 obLLero cnucka ans obHapyxeHus gpyrux T/, B acmpe. KauecTso ycnyru,
npeaocTaBIAeMOl KNNEHTY, B MOMEHT CKaHMPOBaHWA NpakTuyeckn He gerpaaupyer. Mpu Bbibope
[aHHOro napamMeTpa AOCTYMNHbI CAeyroLme AOMNoJSIHUTENIbHbIE NapaMeTpbl:

e [Tepuod naccusHO20 CKaHUPOBaHUs, C — BPEMS B CEKyHAAX MeXy CKaHMpoBaHVeM B
naccnBHOM pexunme. BoamoxHble 3HadeHns ot 1 go 3600 c. 3HaueHne no ymonyanuio: 20 c;

e [Ipodo/mKkumesibHOCMb NMaccusHO20 CKaHUpPOBaHUsi 0OHO20 paduokaHaaa, Mc —
ANUTENIbHOCTb NAacCMBHOIO CKAHMPOBaHUA Ha O4HOM KaHasie. Bo3mMoXHble 3HavyeHus ot 10
00 2000 mc. 3HadeHue no ymonyanuto: 110 mc.
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Jv  WLC30
@ | BecnposogHas ceTb A T e — .
1t Nokayum
OEuime HarTooN < default-wids
) OBuwme HacTpoitxn
MNpoduan
WHanenayaneHsle HacTpoikn T4 OnucaHue

Mnaknposwmk obRoeneHna MO TS

AAA v

Cete v - -
ObHpr)—iEr‘lr‘E DoS-atak BruteForce WIPS

CkaHWpoBaHME

Maccwesos

AnanazoH ckaHupoeauua, My

-

a
4/

MNepuog N3CCMEHOrO CKAHMPOEBaHUA, C

0

npUAOﬂ)KHTEanDCTb NacCUEHOTO CKaHWPOEBaHWUA
OAHOro paguoKaHana, Mc

110

e AKmusHOe — B 3TOM pexrmMe He npeaycMoTpeHa paboTa ToukM focTyna ¢ KiameHTamu. Toyka
[0CTyna Bce BpeMs CKaHMpyeT BECb CMMUCOK KaHa/1I0B 1 MakCUMasibHO BbICTPO 06HapyXmMBaeT
yrpo3sbl. MNpu BbIGOpe AaHHOro NapameTpa AOCTYMNHbI cneayowme AONONHUTENbHbIE NapamMeTpbl:

e [Ipodos/mKuUMesIbHOCMb aKMUBHO20 CKaHUpPOoBaHUsi 00HO20 paduoKaHasia, Mc —
ANVUTENBHOCTb aKTUBHOTO CKAHMPOBAaHWS HA O4HOM KaHasie. BoaMoxHble 3HaveHunst oT 100
00 2000 mc. 3HadeHne no ymondyanuto: 200 mc.

e [luanasoH ckaHuposaHus, I'TYy — faHHbIA NapameTp 3afaeT nHTepdgeiic ckaHnposaHusa WIDS. 3HaueHne
no ymonyanuio: 2.4/5 'y, Bo3mMoxXxHble 3HaYeHus:
e 2.4/5 - ckaHMpoBaHVe 6yayT OCYLLEeCTBNATbL 06a paanonHTepderica TOYKM AOCTyna: B
ananasoHax 2.4 My wn STy,
e 2.4 - ckaHMpOBaHVe b6yaeT OCyLWecTBNATb TONbKO pagnonHTepdgelic TA B gnanasoHe 2.4 I'Tu,.
e 5 — ckaHMpoBaHune byaeT OCyLeCTBIATbL TO/IbKO paanonHTepdeiic T B gnanasoHe 5 Iy,

O6HapyxeHune DoS-aTtak:
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CkaHuposaHue 3¢pupa BruteForce WIPS

WHTEepEaNn NOACHETE KONMYECTES NAKETOE B
paawo3dupe, ¢

1

Mepuog 0TNPaEKW YESA0MAEHWIA 06 aTake, ©

20
Konu4ecTeo NaKeTOE OTHOCUMTENEHO NPEALIAYLLErD
nepuogaa EPEMeHn

250
ﬂoporosble 3Ha4YeHUA KONU4YECTEa NAKeETOE
Pa3HbIX TUNOE

Nopor gna “Beacon”

500

Nopor gna “Probe request” u "Probe response”

500

Nopor gna “Association request”

500

Mopor gna “Reassociation Request”

500

Mopor gna “Disassociation Request”

00

Mopor gna "Authentication”™

Nopor gna “Deauthentification”

Nopor gnsa “Block Ack”

500

e Bkodumb ob6HapyxeHue DoS-amak — nepekoyatesib N03BOISAET BKAKOUNTb UAN BbIKIOUNTL OYHKLMIO
o6HapyxeHusa DoS-aTak Ha Touke focTyna. Bo3MOXHble 3Ha4YeHUS: BKIIOUYEHO/OTKNHOUEHO. 3HaYeHne no
YMOJT4aHWUIO: OTK/THOYEHO;

* /lHmepsas1 nodcyema Kosiudecmsa rnakemos 8 paouoachupe, ¢ — napameTp onpeaenser UHTepBaJ
noacuyéTta nakeToB B paanoadmpe. Ecniv 3a 3To BpeMsi NOpor, yCTaHOB/IEHHbIN A/15 KaKOoro-To Tuna
nakeToB, 6b11 NpeBbILeH, hopmupyeTca cooblieHne 06 obHapyxeHun DoS-aTakn. BO3MOXHbIe
3HayeHus: ot 0 go 86400 cekyHa. 3HavyeHWe Nno ymosiyaHuio: 1 ¢;

* [lepuod omnpasku ysedomsaeHuli 06 amake, C — BpeMs B CEKyHAaX, Yepe3 KoTopoe byAyT oTnpaB/iAaTbCA
coobLLeHNs Ha KoHTposnep 06 ob6HapyxeHun DoS-ataku. BoamoxHble 3HaveHus: ot 0 go 604800
CeKkyHA,. 3HavyeHune no ymonyanuio: 20 c;

e Kosiuyecmso nakemos 0OmHOCUMe/1bHO rpeobioyuje20 rnepuoda speMeHU — NoporoBoe 3HavyeHne ans
N3MEHEHMS KOIMYecTBa NakeToB OTHOCUTE/IbHO NpeAblayLero nepuoga BpeMenun. NapameTtp
MoKa3bIBaET, HA CKO/IbKO A0/MKHO N3MEHUTLCA KOIMYECTBO NaKeTOB MO CPaBHEHWIO C NpeAblayLum
neproaoM, 4Tobbl 66110 OTNPaBAeHo coobueHne o DoS-atake Ha KOHTpoNnep. BO3MOXHbIE 3HAYEHUS:
ot 0 go 86400 nakeToB. 3Ha4yeHne No ymonyaHuto: 250;

e [loporoBble 3HA4YEHMA KOIMYECTBA NAKeTOB pasHbIX TMMNOB. Ecnn Nto60oi 13 Noporos 6bl/1 NPeBbILEH 3a
3a/laHHbIli MHTepBaUT BpeMeEHW, hopmmupyeTcs cooblieHne 06 ob6HapyxeHnm DoS-atakn. Bo3MOXHble
3HauyeHunsa gn1s Kaxxgoro tmna naketos: oT 0 go 86400 nakeTtos. 3HaveHme no ymondaHuto: 500.

e [Topoe 05151 "Beacon" — napameTp 3a4aeT NOPOroBoe 3Ha4YeHre KoNnmyecTea NnakeToB Tmna
‘Beacon'.
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e [Topoe 0515 "Probe request” u "Probe response” — napameTp 3agaeT NOPOroBoe 3HayeHne
KonnyecTBa naketos Tuna 'Probe request' n 'Probe response’.

e [lopoe 055 "Association request” — napameTp 3aaeT NOPOroBoe 3Ha4YEHNe KO/IMyecTBa NakeTos
Tmna 'Association request'.

e [lopoe 05151 "Reassociation request” — napameTp 3a4aeT NOPOroBOe 3HaYEHME KO/IMYeCcTBa NakeToB
Tmna 'Reassociation request'.

e [lopoe 055 "Disassociation request” — napameTp 3agaeT NOPOroBoe 3Ha4YEHNE KOIMYEeCTBa
nakeToB Tuna 'Disassociation request'.

e [Topoe o515 "Authentication” — napameTp 3a4aeT NOPOroBOe 3Ha4YeHMe KoIMYecTBa NakeTos Tuna
‘Authentication’.

e [lopoe ons "Deauthentification” — napameTp 3aaeT NOPOroBoe 3HaYeHNE KONMYECTBA NAKETOB
Tuna 'Deauthentification'.

e [lopoe 0515 "Block Ack" — napameTp 3agaeT NOPOroBoe 3HavyeHune KonmyecTsa naketos Tuna '‘Block
Ack'.

e [Topoe 055 "Block Ack Request” — napameTp 3afaeT NOPOroBoe 3HAYEHME KOMMYEeCTBa NakeToB
Tmna 'Block Ack Request'.

e [Topoe 0515 "CTS" — napameTp 3agaeT NOpOroBoe 3Ha4yeHne koamyecTsa naketos tuna 'CTS'.

e [Topoe 0n151 "RTS" — napameTp 3a4aeT NOPOroBoe 3HayeHne Konnyectsa naketos Tuna 'RTS'.

e [Topoe 0515 "PS Poll" — napameTp 3agaeT NOPOroBoe 3Ha4YeHne KosimyecTBa naketos tmna 'PS
Poll'.

BruteForce:

e Bk/ioyums 06HapyxeHue nepebopa naposieli — nepekoyare/lb N03BOASET BKIOUNTb NN BbIKNHOYUTD
dhyHKUMI0 06HapYyXeHus nepebopa naposei Ha Touke fgoctyna. Bo3MoXxHble 3HaYeHUs: BKIIOYEHO/
OTK/IHOYEHO. 3HaYeHVEe N0 YMOTHaHUIO: OTK/THOUEHO;

 [lopo2oBoe 3Ha4YeHuUe Kosiudyecmsa HeyoayHbIX MoMbIMOoK asmopusayuu — napameTp 3ajaet
KO/IMYECTBO HeyCneLlHbIX NOMbITOK aBTOpU3aLmmn Ha MHTepBasie BpeMeHW, Npu AOCTVXXEHUN KOTOPOTrO
ocyulectenaeTca 6/10kMpoBka knneHTta. BosamoxHble 3HayeHns: ot 1 go 10000. 3HayeHve no
yMOl4aHuio: 25

* VIHmepsas nodcyema Heyoa4HbIX MOMbIMOK asmopu3ayuu, ¢ — Nepuo BpEMeEHU, B TeYeHne
KOTOPOro cunTaeTcs KONIMYeCTBO HeYyCneLUHbIX NOMNbITOK agTopmu3auun nonb3osateneii Ha SSID ¢
wndppoaHnem (Personal n Enterprise) Ha T/Z. Ecniv nopor 6b11 NPeBbILEH, HA KOHTPONIEP
oTnpaBs/isieTcs coobLieHne 06 obHapyxxeHun atakm ‘nepebop naposneii’. BoaMoxHble 3HayeHus: ot 0 go
86400 cekyHf. 3HaveHme no ymondaHuto: 10 cekyHz,

e b/10KUpOBamb K/IUEHMOB, BbIMO/IHAWUX Nepebop naposiel — nepeknoyaTe/b akTuBnpyeT YHKLUMI0
6/T0KMPOBKM KITMEHTCKMX YCTPONCTB, 3aMEUYEHHbIX 3a aTakoi "'nepebop naposiein”. Hactpoiika AoctynHa
TO/IbKO MPU BK/TOUYEHHOM O6HapyxeHun nepebopa naponeii. MAC-agpeca KIMEHTCKMX YCTPOCTB 6yayT
[106aB/1eHbI B "4epHbIA" CIMCOK 1 BYAyT UTHOPUPOBATLCA TOYKOW AOCTyNa B TeYeHne nepuoaa BpeMeHn,
3aaHHoro B napametpe "MNepuos 6/10KMPOBKU", B pe3ynbTaTte Yero, KNMEHT HE CMOXET NOAKIUNTHLCS K
ceTn. BO3MOXHbIe 3HaYeHUs: BKIIIOYEHO/OTK/II0YEHO. 3HAYEHNE MO YMOYaHMIO: OTK/THOUYEHO;

e [Tlepuod 6/10KUPOBKU, C — NPOAOC/HKNTENBHOCTb 6/I0KMPOBKN KMEHTCKUX YCTPOICTB, 3aMEUYEHHbIX 3a
aTakoii "nepebop naponeir”. HacTpoiika A4OCTyNHa TOIbKO NPX BKAKOYEHHOM 06HapyXeHun nepebopa

naponeii. BoamoxHble 3HaueHust: ot 0 go 86400 cekyHAa. 3HaveHne no ymonyanmio: 1800 cekyHp;
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CxaHuposaHue 3¢pupa O6Hapyxenune DoS-atak WIPS

C' Exnm4nTe 06HapyxeHne nepebopa naponei

Moporosoe SHa4EHNE KONNHECTES HEYAIHHBIX
nonNbITOK aETOpPUzZauun

FA

WHTEpEaNn NO/CHETE HEeYR3YHEIX NONLITOK
3ETOpPMZaLUMK, C

(\. EnOKMDOBaTE KNMEHTOB, BEINONKADOLMX
“ nepebop naponen

Nepwog 6noKkupoBEKK, C

1800

WIPS

e [lodas/ieHue y2p0o3 — AaHHbl NapameTp No3BO/SET BbibpaTb pexum nogasieHns yrpo3. 3HayeHue no
YMOJT4aHUIO: OTK/THOYEHO. BO3MOXHbIE 3HAYEHUS:

e OMK/II0YEHO — PEXMM NOAaBNEHUSA YIPO3 BbIK/THOYEH;

* HedosepeHHbIX mo4yek docmyrna — B JaHHOM pexrmMe hopcrpoBaHHbIin DeAuth naket
OTNpaBNAETCA HE TOMbKO KAMeHTaM, NOAKIYEHHbIM K "BpaxeckuMm" T/, a BOOOLLE BCEM, KTO
NOAK/IYEH K "HefoBepeHHbIM" T/,

e Bpaxeckux moydyek docmyna — ckaHnpywowana T aetektnpyet MAC-agpeca KIMeHTOB, KOTopble
noAknoueHsbl K "Bpaxeckum” T, n otpaBnseT DeAuth nakeTbl OT umeHu "Bpaxkeckoid" T, KNNeHTy.

* [lepuod omnpasku ysedomsieHuli co cmamucmukol rnooassieHusi y2po3, MUH — JaHHbIA napameTp
3aZ,aeT nepuog, oTNpaBky Ha KOHTPOJI/IEP COOBLLEHUI, COAepXaLUMX CTAaTUCTUKY cpabaTbiBaHuWi
thyHkumoHana nogasnenns yrpo3 (WIPS). BoaMoxHble 3HaueHust: oT 1 40 1440 MUHYT. 3HaueHre no
ymosiyaHmio: 10 MUHYT.

CkaHupoeaHue 3¢pupa O6HapyxeHue DoS-atak BruteForce m

Nogaenexue yrpoz
OTteno=eHo

Mepwog OTNPaEKW YESAOMASHWUIA CO CTaTUCTUKOM
NOASENEHWUA YIrPo3, MUH

10

Mocre HacTPOWKN NapameTpoB COXpaHnTe, a 3aTeM NPYMeHUTe 1 NOATBEPAUTE U3MEHEHUS KOHGUrypaLmmn ¢
MOMOLLLbI0O COOTBETCTBYHLLMX KHOMOK. Mpn HE06X0AUMOCTM OTMEHUTE U3MEHEHUS U YAA/INTE X C MOMOLLbIO
KHONOK «CHpocntb» N «OTMEHUTLY.
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WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

Ha gaHHoi cTpaHuue B Buge Tabnuubl npeacTas/ieHbl OCHOBHbIE HACTPOMKM MHAMBUAYabHbIX Npocunen TA,.
Mpodnn co3atoTcA NePCOHaILHO /151 K&XXA0M TOUKM AOCTyNna npu He06XoAMMOCTM NepeonpefeneHns Ha
Heli 06LMX NapaMeTpoB pagmonHTepdencos, nokauuu, npoduns Hactpoek T, paboTbl AirTune, WIDS nnu

AN 3aaHns UMeHn yCTpoicTBa. B kauecTBe HasBaHus npodunns ucnonsdyetcs MAC-agpec ToUkM gocTyna.

»
s

Q
L]
@

<

WLC-30

BecnposoaHas ceTb
Noxkauumn

Toskm goctyna

Mpo6nemei xOHGUIypaLmm
XypHan cobemii

KnueHTb

BupTyansHsie TONKU A0CTyNa
Cucrema

VIHopMaLMR 06 ycTpoiicTse

Tpagux sarpysku CPU

o

Bepaun 110

BupTyanbHble TOUKM AoCTyna

(&7

MAC-3apec TA
Oc:ee:20:00:10:70
0c:ee:20:00:10:70
Oc:ee:20:00:10:70
Oc:ee:20:00:10:70
Oc:ee:20:00:10:d0
Oc:ee:20:00:10:d0
Oc:ee:20:00:10:d0
Oc:ee:20:00:10:d0
68:13:2:01:35:40
68:13:2:0£:35:40
68:13:2:01:35:40
68:13:2:01:35:40
68:13:2:01:35:40
68:13:€2:20:a2:60
68:13:2:20:a2:60
68:13:€2:20:22:60
68:13:€2:20:a2:60
68:13:2:20:a2:60
68:13:€2:20:a3:00
68:13:€2:20:a3:70
68:13:2:20:a3:70

68:13:€2:20:a3:70

BupTyansH

Vs yerpoiicrea
WEP-550K-3.11.110
WEP-550K-3.11.110

WEP-550K-3.11.110

R ]

WEP-550K-3.11.110:
WEP550-2.4.409
WEP550-2.4.409
WEPS50-2.4.409
WEP550-2.4.409
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
wep-301-2.4.416-test
wep-301-2.4.416-test
wep-301-2.4.416-test
wep-301-2.4.416-test
wep-301-2.4.416-test
wep-301-2.4.410
WOP-20L

WOP-20L

WOP-20L

O6Luee konu4ecTso: 632

blé TOUKM 4OCTYNa

Lyanzson, MMy

Howep VAP

Howmep VLAN

SSID

MAC-aapec VAP
Oc:ee:20:00:10:80
Ocee:20:00:10:81
Ociee:20:00:10:82
Ocee:20:00:10:90
Ocee:20:00:10:€0
Ocee:20:00:10:¢1
Ocee:20:00:10:€2
Oc:ee:20:00:10:f0

68:13:e2:035:41

68:13:62:0735:49
68:13:62:0135:43
68:13:e2:0f35:40
68:13:e2:035:4c
68:13:62:20:32:61
68:13:62:20:32:69
68:13:62:20:32:62
68:13:62:20:32:6b
68:13:62:20:32:6¢
68:13:62:20:33:09
68:13:62:20:3371
68:13:62:20:33.79

68:13:2:20:23:73

PeXuM PeAaKTUpOBaHUA  writer

PexvM 6830NaCHOCTH
Open

WPAWPA2 PSK
WPAZ/WPAS Enterprise
WPA3 Enterprise

Open

WPA/WPA2 PSK
WPAZ/WPAS Enterprise
WPA3 Enterprise
WPA/WPA2 PSK

Open

WPAWPA2 PSK
WPA/WPA2 PSK

WPA2 Enterprise
WPAWPA2 PSK

Open

WPA/WPA2 PSK

WPA2/WPAS Enterprise

WPA/WPA2 PSK

WPA2 Enterorise

Konuuecrso knneHTos

o o o

e

Tabnuua coaepXnT AaHHbIE:

MAC-adpec T4 — MAC-agpec ToUk/ JoCTyna,;
Vimsi ycmpolicmsa — UMsi TOUKM A0CTYN3;
Modesib — Mofe b TOUKM A0CTYN3;

Jlokayusi — Ha3BaHWe IoKaumMu, K KOTOPOIA OTHOCMTCS Touka A0CTYNa;
e AirTune - ctatyc AirTune (N0 yMONUYaHUIO BK/HOUEH);

e OnucaHue — onvcaHve npodnns NHAMBMAYasIbHbIX HACTPOEK TOUKM A0CTyna.

[na co3gaHns HOBOro Npodnsia HACTPOEK UCNOb3YHTe KHOMKY «Co3aaTh MHAMBUAYA/IbHbIE HACTPOWKN T/».
OTKpOETCS OKHO, rAe B Ka4ecTBe Ha3BaHnsa Heobxoammo ykaszatb MAC-agpec T/L. Mocne HaxaTusi KHOMKK

«COoXpaHUTb» OTKPOETCA CTpaHuLa, cogepXallasi napameTpbl A5 HACTPOKK. Mpu He06X0ANMOCTM OTMEHbI

CO3/1aHNa HOBOTO NPOW/IS, UICNONb3YINTE KHOMKY «OTMeHax.

NS penaktMpoBaHnA CyLLIECTBYIOLWMX HACTpoek HaxxmuTe Ha MAC-aapec B cnncke.

© .15 cospanus, yganenus n pegakTMpoBaHus HaCTPOEK JOHKEH BbITb BKIOUYEH PEXUM
pefaKkTVPOBaHUs.
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2 WLC-30 > > VHAMBUAYanbHble HACTPOAKA TA > 11:11:11:11:11:11 A @ Pexwmpegakuposatms  admin 5>

'S (LTI b < WHAMBMAYyanbHble HacTpoikm T4, 11:11:11:11:11:11

) Korurypauma v
BecnposoaHas ceTb v Onucaxne

Tokauym

O6Lye HacTPoIiku

Mpogmnn Mogens T4

NapameTp He Bbi6paH v
VIHAMBIAYanbHbE HACTPO. S -

MNaHNpOBLUMK O6HOBNEH...  JloKauus

AAA > MapameTp He Bbi6paH v

Cets > o

€ AAMUHMCTPUpOBaHWE > BeeavTe M TA

Npoduns T4

NapameTp He Bbi6paH v

OTKN0UNTB AirTune

LELa IO BV VLT LI IE R RN TY HacTpoiiku pagvonHTepdeiica 5 MMy Hactpoiikv paguounnTepdeiica 6 My SSID  WIDS

MepeonpeAenyTb HaCTPOKY PaAVonpoGuns

RU v

Bepcua 110

O «MpeanpusTHe «INTeKC», 2022

CTpaHuLa HaCTPOEeK COAEPXKNT CNeaytolime napameTpbi:

e OnucaHue - onvcaHve Npognasa HacTpoek;

e Modesib T — moaenb TOUKM O0CTYNa,;

e Jlokayusi — nokaums To4ku goctyna. [laet BO3MOXHOCTb Nepeonpefenntb Tokaumio A1 TOYKN 4OCTyna,
He3aBMCMMO OT HACTPOViKM noaceTel nokauun. MapameTp NO3BOMSET BblOpaTh CyLLECTBYHOLLYHO
NlokaLmio, a Takke co3gatb U HACTPOUTb HOBYIO;

e Vims T[] — iMsa TOYKN AOCTYyNa,

e [Ipocbusib T/ — ob6wwmii npochmnb HacTpoek TA. [JaeT BO3MOXHOCTb NepeonpeaenvTb Npodnnb 06Lwmx
HacTpoek T/, ykaszaHHbIn B nokauun. MapameTp No3BOASET BblbpaTh CyLLECTBYIOLWNI NPOdN/Ib, & Takke
€034aTb Y HACTPOUTb HOBBIN;

e Omk/mroqums AirTune — oTkNoYeHne paboTsl cepsuca AirTune HAMBUAYa/TbHO A1 TOYKM 4OCTYNa,
€C/1N OH BK/THOYEH B JTI0KaL MK, KOTOPOW NPUHAAIEXUT TOUKA.

© /15 HacTpoiikvu pagronHTepdelicoB HE0GX0AMMO 06s3aTeNbHO BbIGPaTh Mogenb T/, n nokaLmio.
[nsa HacTpoiikn pagnonHTepdeiica 6 'y Heo6xoANMMO BbIGpaTh /1I0KaLUMI0 1 MOAENb TOUKM AOCTyna
WEP-550K.

Ha cTpaHuue Takke npeactasneHbl pasgesbl C UHAMBUAYa/IbHbIMU HACTPOKaMu AN1s pagmonHTepdeincos
Toukn poctyna, SSID n WIDS. MepekntoveHre Mmexay pasgenaMmu npoucxoanT ¢ NOMOLLbI CEerMeHTHOro
nepektoyarens. HacTporiku AaHHbIX pa3fenioB UCMob3yTCA NpU Heo6XoANMMOCTY NepeonpeseneHus
HacTpoek 13 06LMxX npochuiein nokaunm 418 KOHKPETHOM TOUKM JOCTyna.
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Hacmpoliku paduouHmepgbetica 2.4 I'Ty,

1

12

S ETa { o TN EN VIR (S oL (WA T HacTpoliku paguonHTepdeiica 5 Iy,

7

Hactpoviku pagnonHtepdeiica 6 Iy SSID  WIDS

@ nepeonpegenuts HacTpoiikv pagvonpodus

Kop cTpaHbl

MapameTp He BbI6paH v

Pexwm IEEE 802.11

MapameTp He BbI6paH v

LnpuHa kaHana, My

MNapameTp He Bbl6paH v

Pexxum Bbl6opa KaHana

MapameTp He BblbpaH v

MowHocTb, ABM

12

0 IpaHuLel MoLHOCTY A1 RRM

ba3oBble KaHa/lbHble CKOPOCTU A

MoaaepxuBaemble ckopocT, M6uT/c

2 5 6 9 || 11

18 24| 36 | 48 |54

lNepeonpedenums HacmpoUku paduornpogusisi — NnepeksyaTe/b akTMBMpyeT pasgen HacTpoek
pagvouHTepdeiica B 2.4 'y, onA nepeonpesesnieHns ero napaMmeTpoB UHANMBUAYa/TbHO [/151 TOUKM
foctyna. insa BkI0YEHMA He06XoAMMO BblGpaTbh MOAe b TOUYKM AOCTYNa U NoKaumio.
Koo cmpaHb! — Ko, Ha3BaHWA CTpaHbl, B KOTOPOI paboTaeT Touka focTyna. B 3aBucMmMocTn ot
BbIOPAHHOro 3HayeHus 6yayT NpUMeEHEeHbl OrpaHNYeHns K Nosioce YacToT U MOLHOCTY NnepeaaTynka,
KOTOpble AelCTBYIOT B JaHHOW cTpaHe. Bo3amoxHble 3HaveHus: RU, CN, US.
Pexum IEEE 802.11 - pexuM paboTbl pagnovHTepdelica. Bo3amMoXHble 3HaYeHus (OCTYMHbIe PEXUMbI
pa3MuatoTCsl Ha Toukax A0CTyna pasHbiX MoAenen):

[ n;

* b/g;
b/g/n;
n/ax;
b/g/n/ax;

* ax.
UlupuHa kaHana, MMy — lWnprHa nosiockl YacToT KaHana, Ha KOTOpoM paboTaeT paanonHTepdenc ToUKku
focTtyna. Bo3mMoXHble 3Ha4eHns:

e 20;

e 40L;

e 40U.
Pexxum Bbibopa kaHas1a — pexxum Bblbopa kaHaa. Bo3MoXHble 3Ha4YeHUs:

e CraTuueckuii — N03BOJISET BbICTABUTb HA panouHTepdeiice onpeaeneHHblii kKaHan,

e ABTOMAaTUYECKMIN — BbIOOP KaHana byaeT OCyLecTB/IATbCA aBTOMaTU4eckn B 3aBUCUMOCTU OT

paanoadmpa. Cnucok kaHas1I0B A1 aBTO-BblOOpa 3a4aeTCA HUXKE.

KaHasibl — BbIGOP pagmokaHana. Mpu ctatnyeckoM pexrmMe AOCTyrneH BblI6op TONbKO OAHOr0 KaHaa.
Mpy aBTOMaTU4EeCKOM pexume BblIGMpaeTCs CNMCOK KaHa0B.
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MowHocmsb, 0bM — MOLLHOCTb CUrHana pagnonHTepdelica.
Mpw BbIGOPE AAHHOIO 3HAYEHUS A1 HACTPOMKM OTKPbLIBAKOTCA NapameTpbl:
e [paHuybl MowHocmu 07151 RRM — cnaiigep, N03BO/IAOLWMNIA YCTAHOBUTL rPaHuLbl MOLLHOCTY
curHana nepepgatyuunka Wi-Fi gna pagmonHTtepdeiica, 4tobsl npn ontuMmmsauum AirTune
MOLLHOCTb He BbIXOAMW/1a 3a ero npegersibl.
baszosbie kaHa/lbHble CKopocmu — Neinbn BbiNagatoLero cnucka Bbloopa 6a3oBbIX kKaHa/IbHbIX
CKOPOCTEW.
[Noddepxxusaembie CKOPOCMU — BO3MOXHbI HAO0P KaHa/IbHbIX CKOPOCTEel A/19 nepefayn AaHHbIX B
paanoadmpe npu pabote no ctaHaaptam 802.11b/g B pamkax BbIbpaHHOro 4aCTOTHOMO AMana3oHa.
Bo3MOXHble 3HayYeHus:
°*1,2,56,911,12,18, 24, 36, 48, 54 M6ut/cC.
OCHOBHbIE CKOPOCMU — BO3MOXHbIN HA60P KaHasIbHbIX CKOPOCTEW ANA nepefayn ynpasnstowmx kagpos
B paavoadmpe B paMkax BbIOpaHHOro YacTOTHOrO Anana3oHa. Bo3MoXHble 3HauYeHus:
°*1,2,56,911,12,18, 24, 36, 48, 54 M6ut/cC.

Hacmpoliku paduousmepgpetica 5 'y

Kog cTpaHbl

MapameTp He BbI6paH

Pexwm IEEE 802.11

[apameTp He Bbl6paH

LWunpwuHa kaHana, My

MapameTp He Bbl6paH

Pexxwm Bbl6opa KaHana

MapameTp He Bbl6paH

MowHoCTb, ABM
14

@ rpanmub MowHoCTH Ansi RRM @

10

ba3oBble KaHaNbHble CKopoctTn -~

MoaaepxuBaemsble ckopocTu, Méut/c

6 9 1218 | 24 || 36 48

OcHoBHble ckopocTu, M6uT/c

54

HacTtpoiiku pagronHTtepdeiica 2.4 MMy, QgEla (VO EN VI IO L RANNIN HacTpoliku pagnonHTepdeiica 6 MMy SSID  WIDS

@ nNepeonpegenuts HacTpoiiku pagronpodus

9 112 18|24 36 48 54

e [lepeonpedesiumb HacmpoUKu paduonpoghusis — nepekoyaTe/lb akTUBMPYET pasfen HacTpoek
pagvouHTepdeiica B 5 'y A4na nepeonpegeneHns ero napameTpoB UHAVBUAYAIbHO A5 TOUKU
focrtyna. [na BkioyeHusa Heobxoaumo BbiGpaTb MoAe b TOUKN JOCTYNa 1 NoKaLmio.

e KOO cmpaHbl — KO Ha3BaHWsA CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. B 3aBucmmMocTu ot
BbIGPAHHOro 3Ha4YeHns 6yayT NPYMEHEHbI OrpaHNYeHns K No10ce YacToT U MOLHOCTY NepefaTyvika,
KOTOpble AENCTBYIOT B AAHHOI CTpaHe. Bo3amoxHble 3HavyeHust: RU, CN, US.

e Pexum IEEE 802.11 — pexuM paboTbl pagnonHTepdelica. BoamoxHble 3HaueHns (LOCTYNHbIE PEXUMbI
pasnMuyatoTcsl Ha Toukax A0CTyna pasHbiX Moaenen):
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] a'
e a/n;
a/n/ac;
* ax;
a/n/ac/ax/.
UlupuHa kaHana, MMy — WnprHa Nosiockl YacToT KaHana, Ha KOTOPoOM paboTaeT paanonHTepdeiic ToUKkn
foctyna. Bo3mMoXHble 3Ha4YeHns:

e 20;

e 40L;
40U;

e 80;

* 160.
Pexum 8blbopa kaHas1a — pexvM Bblbopa kaHana. Bo3MOXHble 3Ha4YeHus:

e CTaTuueckuii — N03BONSET BbICTABUTb HA paanouHTepdeiice onpeaeneHHblii kKaHan,

e ABTOMAaTWUYECKMIN — BbIOOP KaHaa byaeT OCyLecTBIATLCA aBTOMaTU4eCckn B 3aBUCUMOCTHY OT

paanoadmpa. Cnucok kaHaoB 419 aBTO-BbIOOpa 3aaeTCA HUXE.
KaHnasibl — BbIGOP pagnokaHana. lNpy ctatmyeckom pexrmMe AOCTyrneH BbI6op TO/IbKO OAHOMO KaHana.
Mpn aBTOMaTMYECKOM PeXrMe BblbpaeTca CNMCOK KaHa0B.
MowHocmsb, 0bM — MOLLHOCTb CUrHana pagnonHTepdelica.
Mpwu BbIGOPE AAHHOTO 3HAYEHUS A1 HACTPOMKM OTKPbLIBAKOTCA NapameTpbl:
e [paHuybl MowHocmu 07151 RRM — cnaiigep, N03BO/IAOLWMNIA YCTAHOBUTL IPaHULbl MOLLHOCTY
curHana nepepgatyunka Wi-Fi gna pagmonHTtepdeiica, 4tobsl npn ontuMmmsaumm AirTune
MOLLHOCTb He BbIXOAMW/1a 3a ero npegersibl.

ba3zosbie kaHa/lbHble CKopocmu — Neinbn BbiNagatoLwero cnucka Bblbopa 6a30BbIX kaHaIbHbIX
CKOPOCTEM.
[Noddepxxusaembie CKOPOCMU — BO3MOXHbI HA60P KaHa/IbHbIX CKOPOCTEN AN nepefayn AaHHbIX B
paanoadmpe npu pabote no ctaHaapty 802.11 a B pamkax BbIGpaHHOro 4acTOTHOrO Auana3oHa.
Bo3MOXHble 3HayYeHus:

® 6,912, 18, 24, 36, 48, 54 MéuT/cC.
OCHOBHbIE CKOPOCMU — BO3MOXHbI HA60P KaHasIbHbIX CKOPOCTEW ANA nepefayn ynpasnsowmx Kagpos
B paavoadmpe B paMkax BbIOpaHHOro YacTOTHOrO Anana3oHa. Bo3MoXHble 3HauYeHus:

® 6,912, 18, 24, 36,48, 54 MéuT/c.
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Hacmpoliku paduouHmepgpetica 6 Ty

HacTtpoiiku pagrnonHTtepdeiica 2.4 Iy Hactpovikn pagunonHTepderica 5 Iy QaEMf o ITNEN LI (o7 R AUNIN SSID WIDS

@ nNepeonpegenuts HacTpoiiku pagronpodus

Kog cTpaHbl

MapameTp He BbI6paH v

Pexwm IEEE 802.11

[apameTp He Bbl6paH v

LWunpwuHa kaHana, My

MapameTp He Bbl6paH v

Pexxwm Bbl6opa KaHana

MapameTp He Bbl6paH v

MowHocTb, ABM
7 v

@ rpanmub MowHoCTH Ansi RRM @

3 I 15

ba3oBble KaHaNbHbIe CKopoctTn -~

MopaepxuBaemble ckopoctn, Méut/c

6 9 12118 |24 || 36 48 54

OcHoBHble ckopocTu, MéuT/c

6 9 112 18|24 36 48 54

e [lepeonpedesiumb HacmpoUKu paduonpoghusis — nepekoyaTe/lb akTUBMPYET pasfen HacTpoek
pagvouHTepdeiica B 6 'Y A4na nepeonpegeneHns ero napameTpoB UHAMBUAYAIbHO A5 TOUKU
poctyna. [Ans BKIYeHna Heobxoammo Bblbpate Mogensb Toukn goctyna WEP-550K 1 nokauuto.

e Pexum IEEE 802.11 — pexuM paboTbl pagnonHTepdelica. BoamoXxHble 3HaYeHns (AOCTYNHbIE PEXUMbI
pasMuyatoTcsl Ha Toukax A0CTyna pasHbiX Mogenen):

e ax;
e ax/be.

e lllupuHa kaHasa, MMy — WnprHa NosioCkbl YacTOT KaHaa, Ha KOTOpOM paboTaeT paanonHTepdelic ToUKkn
Aoctyna. Bo3amMoXHble 3Ha4YeHus:

e 20;

40L;

40U;

80;

160;

320L;

320U.

* Pexxum Bblibopa KaHasia — peXxnm Bblbopa kaHana. Bo3aMoXHble 3HauYeHus:

e Cmamuyeckuli — N03BONISIET BbICTABUTb Ha paanonHTepdelice onpegeneHHblii KaHan;
e ABmomamuyeckul — BbIGOP KaHas1a 6yAeT OCYLLEeCTB/IATLCA aBTOMATUYECKN B 3aBUCUMOCTH OT
paanoadmpa. Cnucok kaHanoB 419 aBTO-BbIOOpa 3aaeTCA HUXKeE.

e KaHa/ibl — BbIOOP pagnokaHana. Npu ctatnyeckom pexrme AOCTyneH BbI6OP TO/ILKO OAHOMO KaHana.
Mpn aBTOMaTMYeCKOM pexrmMe BblbpaeTca CN1MCOK KaHa0B.
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e MowHocmb, 0bM — MOLHOCTb CUrHana pagunovHtepderica. Mpu Bbibope AaHHOro 3Ha4YeHus AN
HaCTPOViKN OTKPbIBAKOTCA NapameTpbl:
e [paHuybl MowHocmu 07151 RRM — cnaigep, N03BOASOWMIA yCTAHOBUTbL FPaHuULbl MOLLHOCTK
curHana nepegatuvka Wi-Fi ansa pagmonHtepdeiica, 4tobbl npu ontuMmmsaymm AirTune MOLWHOCTb
He BbIXxoAusia 3a ero npegens.
e basoBbie KaHa/lbHble CKOpoCcMuU — Neiibn BbiNadaloLero cnmcka Bbibopa 6a30BbIX KaHa/TbHbIX
CKOPOCTEW.
¢ [ToddepxxuBaemMble CKOPOCMU — BO3MOXHbIA HAOOP KaHasIbHbIX CKOPOCTE AN18 nepeaayn gaHHbIX B
pagnoacupe npu pabote no craHgapTy 802.11 B pamkax BbI6GpaHHOro 4acTOTHOro AnanasoHa.
B0O3MOXHble 3Ha4YeHs:
® 6,9, 12,18, 24, 36,48, 54 M6uT/cC.
e OCHOBHbIE CKOPOCMU — BO3MOXHbIi HAGOP KaHasIbHbIX CKOPOCTEN ANA nepegayn ynpaBnsoowmx Kagpos
B paanoadmpe B paMkax BbIOpaHHOro 4acTOTHOro AnanasoHa. Bo3MOXHble 3HauYeHus:
® 6,9, 12,18, 24, 36,48, 54 Mout/c.

SSID

HacTpoiikun paguonHTepdelica 2.4 Iy HacTpoiikun paguonHTtepdeiica 5 MMy HacTpoiiku paguovHTepderica 6 My @ WIDS
+

HasBaHue Cratyc

3peck 6yayT HAMBUAYaNbHble HacTpoiiku SSID-npoduneii ana T4

B pasgene npegcrtasneHa tabnuvua ¢ MHAMBMAYanbHbIMKU HacTpokamu ans SSID-npocmneii. B
Tabnuue cogepxarca cneayowme napameTpsbi:

e HasgaHue — Ha3BaHue SSID, KOTOpPbI UCNOMb3YEeTCH B MHANBUAYa/TbHLIX HAacTpoikax T/,
e Cmamyc — napameTp, 0To6paxaloLmii TeKyLniA pexxnm yHKuMoHnpoBaHusa SSID Ha Touke gocTyna..

[ns po6asnenns SSID-npodunsa ncnonbayinte KHONKy «4o6asute SSID-npodunnby.

B OTKpbIBLUEMCS OKHE AO0CTYMNHbI C/ieAyloLLme napameTpsbl:

e SSID npochusib — HazHaueHme SSID-npodunns, KOTopbIi GyAEeT NCMO/b30BaThCS;
e Cmamyc — onpepgensieT, kKakoi ctatyc 6yaeTt nmeTtb SSID-npodnnb, Ao6aBneHHbIn Ha T/,. Bo3MOXHble
3HaYeHMs:
e YcmaHos/ieH 8 SSID-npogbusie — pexum, Npyu KOTOPOM COCTOSIHUE aKTUBHOCTU CETU onpeaensieTcs
napameTpamMu, 3aflaHHbIMN1 B COOTBETCTBYOLWEeM SSID-npodmne.;
e Bk/ito4eH — NpuHyauTesnibHas aktmaunsa SSID, He3aBMCMMO OT HACTPOEK aKTUBHOCTW, 3af,aHHbIX B
SSID-npodune;
e BbiK/104eH — NpuHyanTenbHasn geaktmsaums SSID, HE3aBMCMMO OT HACTPOEK aKTUBHOCTY,
3agaHHbIX B SSID-npocpune.

MpUMeEHEHNe NapamMeTPOB OCYLLECTB/IAETCS HAXATUEM KHOMKN «COXpaHUTb», NEPEXOA, HA CTPAHMLY HAcTPOEeK
npousoinaeT aBToMaTmyecku. na cépoca n3MeHeHU NCNOb3YiiTe KHOMKY «OTMeHay.
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< ssid_test2

Cratyc SSID npojuns

BknroueH v

Moaaepxka 802.11kv

MapameTp He BbI6paH v

Moaaepxka 802.11r

MapameTp He BbI6paH v

AwnanaszoH, My

I'Iepeonpe,qenmb AanasoH v

24Ty

5y
6Ty

MpoBepKa ypoBHsA cUrHana

MapameTp He BbI6paH v

Ha cTpaHuue HacTpoiiku SSID-npoduns npeactaBieHbl cneaytoLne napameTpsbl:

e Cmamyc SSID npodbussi — onpegenseT, Kakoii ctatyc byaeT umeTb SSID-npodusib, 4OGABMEHHbI HA
T/[. BO3MOXHble 3HaYeHus:
e [MapameTp He BblGpaH;
e BknroueH;
e BhikntoueH.
e [Toddepxka 802.11kv — onpeaenat noaaepxky ctaHaaptoB 802.11k/v Ha BUPTyasibHOW TOUke
foctyna. Bo3mMoXHble 3HaYeHUs:
e [MapameTp He BblGpaH;
e BknroueH;
e BhikntoueH.
e [loodepxka 802.11r — onpenenaT noaaepxky ctaHgapTta 802.11r Ha BUPTYyasibHON TOYKe
foctyna. Bo3mMoXHble 3HaYeHUs:
e [MapameTp He BblGpaH;
e BknroueH;
e BhikntoueH.
e [luana3soH, Ty — onpeaensit YacTOTHbIV AnanasoH paanonHtTepdeiica. Bo3mMoXHble 3Ha4YeHUs:
e [MapameTp He BblGpaH;
e [lepeonpenenutb ananasoH. Bo3aMoXHble 3Ha4YeHns:
e 21TwL;
e 51Ty,
e 61U,
e [IpoBepka yposHsi cugHasia — onpefenseT napaMeTpbl NepuoaNYecKoi NPOBEPKN cUrHana. Bo3moxHble
3HaYeHUs:
e [MapameTp He BblGpaH;
e BkitoueH. Bo3MOXHble 3HaUYeHUsA:
* /IHmepsas1 NPOBEPKU cu2Hasa, ¢ — napameTp onpeaensieT HTepBasl BpeMeEHW, Yepes
KOTOopoe 6yAeT NpoM3BOANTLCA Nepuoanyeckasl npoBepka curHasia. Bo3amoxHble 3HaYeHus:
1-300 cekyHg,
o MuHumasibHbIl ypoBeHb cuzHasia, 0bm — noporoBoe 3HauveHue RSSI, npyn goctmxeHnn
KOTOPOro TOYKa AocTyna 6yaeT OTKIoYaTb K/IMeHTa OT BUPTYasIbHOM TOUKM AOCTyna.
BoamoxHble 3HavyeHna: oT-100 go -1 abwm;
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* [Topo2 yposHs cugHasia rnpu poymuHae, 0bm — ypoBeHb RSSI, npy AOCTUXEHMN KOTOPOTo
6yaeT cpabaTbiBaTb pOyMUHT. MNapameTp A0/MKEH ObITb BbilLe, YeM 3HavyeHne "MnuHuMasibH
bIli ypOBEHb curHana".
e BbIK/IOYEH.

WIDS

@ [ns pa6oTsl cepsrca WIDS TpebyeTcs HanMuMe COOTBETCTBYIOLLEl NNLEH3NMN.

© /15 HacTpoiikn WIDS Heo6xoanMo 06s13aTenbHO BbiGpaTh OKALMIO.

HacTpoiikn paguouHTepdeiica 2.4 Iy HacTpoiiku paguouHTepdeiica 5 MMy HacTpoiiku pagnonHTepdeiica 6 My SSID m

OTknounTe WIDS @

dopmar Koua

Clear Text v

06K KNIK0Y AOBEPEHHbIX TOYeK A0CTyna

-------------------------------- ®
Mpodunb WIDS

default-wids v
Cnuncok AoBepeHHbIX Touek goctyna @

MapameTp He Bbl6paH v
Cnmncok Bpaxxecknx Touek goctyna @

MapameTp He BblbpaH v

e Omksmodums WIDS — nepekodarenb Ucnonb3yertcsa ana oTknoyveHns cepsuca WIDS nugmemayansHo
[ANs TOYKM focTyna. BkioueHre cepsuca BbINOIHAETCH TOMbKO B 06Lmx HacTpoikax WIDS, npu aTom oH
MOXET ObITb BbIK/THOYEH B KaKMX-TO JIOKAUMAX UM HA TOYKax AOCTYna;

e Popmam K/roya — napameTp, onpeaensownin B kakom coopmarte ganee 6yaeT 3agaH 0oumii Ktou
[lOBEPEHHbIX TOYEK AOCTyna. 3HayeHne no ymonyanuio: Clear-Text.

Bo3MOXHble 3HauYeHus:
e Clear-Text;
e Encrypted.

o 06wl K104 00BEPEHHBLIX MoYeK oocmyrna — obuwmii krtod WIDS, ncnonb3yemblint 4nsi OTCNEXMBaHUSA
[lOBEPEHHbIX TOYEK JOCTyna B pagmoadmpe. 3HayeHre Nno yMos1HaHuio: OTCyTCTBYeT. Bo3MOXHbIe
3HaYeHus:

e ecnv BblbpaH doopmaT kntova Clear-Text — kntod 3agaétcs ctpokoii ot 10 4o 32 cMMBOOB;
e ec/nin BblbpaH hopmart knova Encrypted — 3agaeTtcs xew kntoya no anroputmy sha512 ctpokoit ot
20 po 64 cumBONOB.

e [pocpusib WIDS - Bbibop npoduna WIDS, B cooTBeTcTBUM € KOTOpbIM cepmc WIDS 6yaeT HacTpoeH Ha
[aHHOW Touke goctyna. MapameTp Takke No3BOJISeT Co34aTb U HACTPOUTbL HOBbIV NPOW/b. NS 3TOro
Heob6Xo4MMO B packpblBaroLLEMCS CNNCKe BblbpaTtb NyHKT «Co3aaTb HOBbIM WIDS-npodunsiby».

e Criucok 0osepeHHbIX mo4ek docmyrna — BbIGop rpynnbl, cogepxalleit cnmcok MAC-agpecos
"noBepeHHbIX" Touek gocTyna. "JoBepeHHbIMW" CUMTalOTCA TOUKM A0CTYNa, KOTOpble YCTaHOB/EHbI U
ynpaenstTcs onepaTopom. Mpu ckaHupoBaHum achmpa T/ 6yaeT cama onpegensitb goBepeHHble T/, no
o6Lemy Knovy. BpyyHyto cnncok 3agaeTcst Npy Hammuum HeobxogaumocT. CosgaTb cnmcok MAC-
afpecoB B TEKYLLE BEPCMN KOHTPO/I/Iepa BO3MOXHO Tos1bko Yepe3 CLI, ncnonb3ys komaHgy object-
group mac.
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e Criucok BpaxeCcKux mo4ek oocmyrna — Bbl6op rpynnbl, cogepxatleinn cnncok MAC-agpecoB "Bpaxecknx"
TO4YeK gocTyna. "Bpakecknmn" cumtaroTCsa TOUKM, KOTOPbIE HECYT Yrpo3y A/18 OCTaslbHbIX TOYEK AoCTyna
B CETU, KakK NpaBuno, aTo U3BecTHble T/, KoTopble 6bl/IM 06HapYyXeHbl nMuTupytowmmn MAC-agpec nnm
SSID ucxogHoii TA. Mpwu ckaHmpoBaHuu adompa T/, 6yaeT cama onpegensatb Bpaxeckme T/, KoTopble
nmuntnpytoT MAC nnu SSID nexogHoin T/, Bpy4yHyto CMCOK 3a4aeTcst NpU HaiMunm Heo6XoANMOCTH.
Cospgatb cnnucok MAC-agpecoB B TeKyLLEl BEPCUMN KOHTPO/I1epa BO3MOXHO TO/IbKO Yepes CLI,
ncnonb3ys KomaHay object-group mac.

© Cnuckn MAC-agpecos MoryT 6biTb 334aHbl Ha TPEX YPOBHSAX KOH(PUIypaLmm: B 06LLMX HACTPOIiKaXx, B
nioKkaumm 1 B UHAMBUAYanbHbIX HacTporikax TA. MpruoputeT NpUMEHEHUs CIUCKOB Ha TOYKY AoCcTyna
crefyoLwnii: tHanBMAYyabHble HacTpoiku T/, HACTPOIKM flokaLmn, 06Lme HacTpoiku. B cnyyae
3a/laH1sl Ha OHOM YPOBHE TOJIbKO CMMCKa OHOro BUAA (LOBEPEHHBIX UM Bpaxeckmx TA),
NPOTUBOMOJIOXHBIA CNUCOK ByAeT UCNOMb30BaH CO CelyoLwero YpoBHS B Nopsake npuoputeTa.
Hanpumep, ecniv B MHOMBUAYa/IbHbIX HACTPOWKaX TOUKM AOCTYNa 3a4aH TO/IbKO CMIUCOK Bpaxeckux T/,
TO CNNCOK JoBepeHHbIX TL 6yaeT B3AT U3 HACTpPoek nokauun. Ecnivm oH He 3agaH B fiokauuu, To oyaet
B3AT 13 0OLLMX HACTPOEK.

Ecnn TpebyeTcsa 3a4artb NyCcToi CNMCoK, TO HeobxoamMmo co3gath nycTyto rpynny MAC-aapecos u
NCMNOMb30BaTb €€ HA HY)XHOM YPOBHE KOHpurypaumu.

Mocne HacTpPoWKN NapameTpoB COXpaHnTe, a 3aTeM NPYMeHUTe 1 NOATBEPAUTE U3MEHEHUSA KOHJUIypaLmmn ¢
MOMOLLbHO COOTBETCTBYIOLLMX KHOMOK. [py HEOOX0AMMOCTN OTMEHUTE U3MEHEHNS N yA/INTE UX C MOMOLLbIO
KHONOK «COpocnTb» N «OTMEHUTb.

MoowmeHto «MnaHuposwjuk o6HoseHust MO TA»

[JaHHas cTpaHuLa NOAMEHI0 UCMNOMb3YeTCs 4151 HACTPOKM 0BGHOBEHMS NPOrpaMMHOro obecrneyeHmst Touek
[0CTyNa no pacnucaHuio.

» W1 .20 rite
WLC-30 () Pexyim DESaKTVROEaRKR writer (5>

@ | BecnposogHas ceTb ~ MNaHMpoBWIK OBHORNEHNR

O6me HacToolm MnaHupoBwwK o6HoBNeHua MO T/ Mepesityt k cucxy daiinos MO
@ O6wwe HacTpoky
Mpodunu C| BrA4YHTE
WHguenayanessie HacTpoikn TS C' O6Ho=RRTS TA € KveHTaMM
Mnanwnposwmk obHoeneHus NO TS
- i Ha4ano wHTepeana epemeHu 06HOBNEHUA (H4MM)
AAA v

23:00

Cetb v
KoHey wHTepeana BpemMeHun 0BHOBNEHWA (H4imm)

06:00

[lna HacCTPOKM AOCTYNHbI ceayloLme napameTpbl:

e Bk/11o4UMb — NepeksitoyaTesib, KOTOPbIA NO3BOAAET BK/IHOUUTL U BbIKNHOUNTL 06HOBMeHMe O T/ no
pacnucaHuio. 3HaueHne No yMoa4yaHuio: OTKIIOYEHO.

e O6HOB/1IMb T/ C K/lUEHMaMu — NepeksirYaTesib, KOTOPbI NO3BOSIAET BKIKOUYUTbL U BbIK/THOUYNTD
BO3MOXHOCTb 06HOB/IEeHMA 1O T/, ecnv B MOMEHT 0GHOBNEHUS K HEW MOAKIOYEHbI KNMEHTbI. 3Ha4YeHne
Mo yMOJIYaHUIO: OTK/TIHOYEHO.

* Hayasio uHmepBasa speMeHuU 06HoB/1eHUsI (Y4:MM) — onpeaensieT Hayasio NPOMEXYTKa BpeMeHU
06HOB/IEHMSA. 3HadeHne no ymondanuto: 03:00.

» KoHey uHmepsasia BpeMeHu 06HOB/1IeHUs (44:MM) — onpeaensieT KOHeLl, MPOMeXyTKa BpeMeH!
06HOB/IEHMSA. 3HaYeHne no ymondanutio: 04:00.

Mpu BKKOYEHWN NIAHUPOBLLMKA 0GHOBMEHNE BYAET BbIMONHATLCS B 3afaHHbIA NPOMEXYTOK BPEMEHM B
COOTBETCTBUM C YACOBbIM MOSCOM fIOKaLUMW 4115 TEX MOAEesein ToUeK AOCTYNa, 4151 KOTOPbIX HAa KOHTPOsep
3arpyxeHbl doaiinbl MO. MpocMoTp 3arpyXeHHbIX hanos, a Takke 3arpyska HoBbIX dpannos MO Touek
A0CTyna Ha KOHTpO/I/1ep A0CTYMHa Ha cTpaHuue «[10 Touek gocTyna». 418 nepexoaa Ucnosb3ynte KHOMKY
«[MepeinTtn K cnucky caiinos MNO».
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MeHio «<AAA»
MNMoomeHro «<RADIUS-cepsep»

Bknadka «Obwjue HacmpoUku»

Ha ctpaHuue «RADIUS-cepsep» npeactaBneHa tabnvua ¢ sBuptyanbHbiM RADIUS-cepBepoMm, MMeLWwUMCs B
KOHpUrypaumm, MeHo HaCTPOKM CepTUIMKATOB, a Takxe nepeksyare b, ynpasnsaoLwmii BO3MOXHOCTbHO

ucnonb3osaHna RADIUS-cepBepa. 3HaueHne nepekovartesnis rno ymosiyaHuio: BKIKYeHO. BO3MOXHbIe
3HauYeHNs: BKIIOYEHO/OTKITOUEHO.

© .15 cospanus, yganenus n pegakTupoBaHus cepeepa oMKeH GbiTb BKIKOUEH PEXUM
pefaKkTUpoBaHus.

B Tabnuvue cogepxartcsa OCHOBHblE NapamMeTpbl 4151 BupTyasibHoro RADIUS-cepBepa, Takme Kak:

e HasBaHue

Pexuma paboTtbl RADIUS-cepBepa
MopT cepBepa ayTeHTUMKaLUN
MopT cepBepa akKayHTUHra

e |[P-agpec NAS
2 WLC-30 @ Pexum pegakviposanun writer 52
@ BecnposoaHas cetb A DIUS-cepeep Euyve HacT
10 Nokaymu -
OSwwe HacTposkut  Cepeepeiurpynnsl  NAS  [lomeHs
) O6wyme HacTpoitkn
Mpodunn
WHamengyansHsie HacTpoitki T4 @ exnouims RaDIUScepeen
Mnzruposyyk obkoenexns NOTL @3 OTKpBITS HACTPOIKY CePTUGMKATOS
AAA A

RADIUS-cepeep
BupTyanbHble cepeepbl
Cets v

[Nsi TOro 4To6bl BHECTV U3MEHEHMS B CYLLECTBYIOLLNIA BUPTYasibHblii CepBep, HAXXMIUTE Ha ero HasBaHue.
OTKpoeTcs CTpaHuLa C HacTPOKaMmn BUPTYyasibHOTO CepBepa.
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WLC-30 @ Pexim pegaxvposanns  writer 5

@ | Becnposoanan ces IS RADIUS-cepeep + OBuine HacTEol

< eltex_radius

@ Brawuurs euptyansHuii cepeep

Mlopr A1 ayTenTHéMKaLMM

1812

RADIUS-capsep

MopT ann akkaywTaHra

1813

Pexum paGoTs: RADIUS-cepsepa

Mpokcnposanvie Ha eneww kil RADIUS-cepeep

Tun aapeca NAS

Napametp He suibpan

@ Brawuurs DAS-cepeep

Mopr DAS-cepeepa

LDAP-npogune @

Napametp He suibpan

VIHAMEMAYaNbHbIE HACTPOTiKY AR SSID-NpoduAeit

@ RUV
Bepeia NO

<

B 3aBoACKOI KOHhMrypauum ycTpocTea co3aaH BupTyasibHblii RADIUS-cepBep co cneayowmmm
napameTpamu:

e BK/1HOUNTb BUPTYaUTbHbIM CEPBEP: BKHOYEHO;

MopT ana ayteHTudmnkaumm: 1812;

MopT ana akkayHTuHra: 1813;

Pexum paboTtbl RADIUS-cepeepa: AAA Ha nokanibHoM RADIUS-cepBepe;
Bkntounte DAS-cepBep: OTK/IHOYEHO;

LDAP-npodunb: NapamMeTp He BblOpaH.

[nsa cospaHnsa HoBoro BupTyasibHoro RADIUS-cepBepa ncnosb3ayiite KHoMKy «Co3aartb BUPTYasibHbI CEpBEP».
MakcMMasibHOE YMC/I0 BO3MOXHbIX BUPTYasibHbIX CEPBEPOB — 1, MO3TOMY NpY CTaHAaPTHbLIX HACTPOMKax
KHOMKa He akTuBHa. UToObl co3aaTb HOBbIV BUPTYasibHbIli CEPBEpP, HEOOXOANMO YAATUTb CTapblil.

OTKpOEeTCs OKHO C Npej/I0XeHNeM co3fiaTb BUPTYaslbHblii CEpBEpP CO CTaHAAPTHbLIMW HACTPOKaMM 1
CreHeprpoBaHHbIM Ha3BaHEM, KOTOPOE MOXHO M3MEHUTb CaMOCTOSATE/IbHO. MNoc/ie HaXaThs KHOMKM
«COXpaHUTb» OTKPOETCA CTpaHMLa BUPTyasibHOTO cepBepa A1 HacTPoliki napameTpoB. Mpu Heo6xoANUMOCTH
OTMeHbI CO3/JaHNs HOBOTO cepBepa UCNosb3yiiTe KHOMKy «OTMeHay.

Co3paHue BUpPTyanbHOro cepeepa

byaeT co3jaH BUPTYabHbIA CepBep CO CTaHAAPTHbIMU
HaCTpPOMKaMn 1 CreHepupoBaHHbIM Ha3BaHKeM. Bbl MOXeTe
NOMEHATb Ha3BaHwe

vserver-4756284f

Ha cTpaHuue HacTpoiiku BupTyanbHoro RADIUS-cepBepa npeacTaBneHbl crieayolmne napameTpsbl:
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e Bk/iroyums BUpmya/ibHbIl cepsep — nepekyartesb, ynpasnsowmii BOSMOXHOCTbIO NCMO0/1b30BaHUSA
BUPTYaUIbHOIO cepBepa. 3HavyeHue Mo yMosi4aHUio: BKNHYEHO. BO3MOXHbIe 3HaYeHUA: BKNIOYEeHO/
OTK/OYEHO;
e [lopm 0719 aymeHmuchukayuu — Homep nopta Ans obmeHa gaHHbiMu ¢ RADIUS-cepBepom npu
BbINOJ/IHEHWUYM ayTeHTUprKaunn. 3HayeHve no ymosiyarduio: 1812. Bo3amoxHble 3HayeHns: ot 1 o 65535;

[aHHbI NapameTp ABAsieTcsa obasatesibHbIM Npu co3gaHnn sBuptyanbHoro RADIUS-cepBepa.

e [Topm 07159 akkayHmMuH2a — HoMep nopta Ans o6meHa gaHHbIMy ¢ RADIUS-cepBepom npu BbIMNOSTHEHUN
akKkayHTUHra. 3HadyeHue no ymosyanuio: 1813. Bo3aMoxHble 3HaueHns: ot 1 o 65535;

[aHHbIi napameTp ABseTcs 0653aTeNbHbIM Npy co3gaHumn BupTyasibHoro RADIUS-cepsepa.

o Pexxum pabomsl RADIUS-cepsepa — onpedensieT, rae n kak 6yaeTt nponcxoauTb 06paboTka 3anpocoB Ha
aBTOpM3auUMIO N akkayHTUHT: Ha fiokasibHoM RADIUS-cepBepe, pa3BepHYTOM Ha KOHTPOJIIEPE;
npokcuposaTtbecs Ha BHelHnin RADIUS-cepBep, nan 6yaeT ncnonb3oBatcs aBTopusauyms no LDAP.
3HadeHune no ymondaHuto: AAA Ha nokanbHom RADIUS-cepBepe.

Bo3MOXHble 3HauYeHus:
e AAA Ha nokanbHoM RADIUS-cepsepe;
e LDAP;
¢ [MpokcupoBaHuMe Ha BHelHuiA RADIUS-cepsep.

Ecnu BbiGpaTb pexum "TpokcnpoBaHmne Ha BHelwHWA RADIUS-cepBep”, TO HYy)XHO GyAeT BblopaTb BHELUHME
cepBepa, Ha KoTopble ByAeT OCYLEeCTB/IATCA NPOKCMpPOBaHWe 3anpocos. [nsA obecneyeHus
0TKa30yCTOMYNBOCTY, BHELLUHME cepBepa 06begUHEHbI B TPYMMbl BHELWHMX CepBEPOB. B rpynne MoxeT ObITb
1-4 cepBepa. V13 rpynnbl BHELLHUX CepBEPOB 3anpockl 6yAeT OTnpaBAATCA Ha cepBep C HaubosIbLLMM
npuopuTeToM. ECiv OH He [OCTynNeH, TO 3anpochkl OTNPaB/IAITCA Ha CeayroLWniA No NpuopuTeTy cepsep.
pynnbl BHELHMX CEPBEPOB Ae/IATCA N0 TUMY; OHN MOTYT OCYLLECTBNATL SN0 ayTeHTUdMKaLmio, NMbo
asTopu3aunto, 1Mo 1 To, 1 Apyroe.

e Tun adpeca NAS — onpegensieT, kakne 3HaueHns NAS-IP 6yayT ncnonb3oBaTbCs Npy NPOKCMPOBaHUN
naketoB RADIUS. laHHasi HacTpoWika A0CTynHa npu Bbi6ope pexmnma NPoKCMPOoBaHNA Ha BHELLHWI
RADIUS-cepBep. 3HavyeHne no ymoiyaHuio: NapamMeTp He BblOpaH.

B03MOXHble 3HAUYeHUs:
e |IP-agpec;
e ['pynna agpecos;

¢ |P-adpec NAS — IP-agpec, KoTopblii 6yaeT ncnosb3oBaTbes B kadecTse aTpnoyta NAS-IP B 3anpoce
Access-Request 1 npu o6ueHnm Radius CoA npu oTnpaeke 3anpoca Ha BHeluHuin RADIUS-cepsep. Ecnu
napameTp He ykasaH, B atpnbyTte NAS-IP 6yaeT nepegaH IP-agpec TA. JaHHast HacTponka A0CTynHa
npu Bblbope pexnma npokcuposaHna Ha BHeLWwHnn RADIUS-cepiep, ecnu B none «Tun agpeca NAS»
ykazaHo 3HadeHue «IP-agpec». 3Ha4eHne rno ymonyaHuio: oTCyTCTByeT. Bo3MOXHble 3HauyeHus: IP-agpec
NAS B chopmate: AAA.BBB.CCC.DDD, rae kaxaas yacTb nNpuHUMaeT 3HadyeHus [0..255];

e [pynna adpecos NAS — BbIGOP rpynmbl, cogepxatiei cnucok IP-agpecoB Ans Kaxaoro oHUTa, KOTOPbI
6yaeT ucnonb3oBaTtbes B kayecTBe aTpnbyTa NAS-IP B 3anpoce Access-Request n npu o6weHnn Radius
CoA npu oTnpaske 3anpoca Ha BHelwHnii RADIUS-cepeep. Ecniv napameTp He yKasaH, B aTpnoyte NAS-
IP 6ynet nepepaH IP-agpec TA. aHHasA HacTpoiika AOCTYMNHa Npu BbIGoOpe pexrma NpoKCUpoBaHns Ha
BHeLwHMI RADIUS-cepBep, ecnu B none «Tun agpeca NAS» ykazaHo 3HauveHue «Ipynna agpecos».

© B WEB-unTepdbeiice Bo3MoxeH TONLKO BbIGOP YXKe CyLecTByloLLel rpynnbl agpecos. Co3aath rpynny
aflpecoB MOXHo uepes nHtepdelic CLI B pazgenax object-group network.

e Tun BHeWHUX cepsepos — ONpPefesnseT, Kakne rpynnbl BHELWHMX CepBepoB OyayT AOCTYNHbI AN
Bblbopa. byayT oTo6paxaTcs TONbKO rpynmbl C BbIOpaHHbIM TUMOM. HacTpoiika A4OCTynHa ecin BblbpaTb
npoKcupoBaHue Ha BHelHniA RADIUS-cepBep pexrmom pabotsl RADIUS-cepBepa. 3HayeHune no
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ymMon4yaHuio: NapameTp He Bb|6paH.
B0O3MOXHble 3HAYEHUS:
o AyTeHTl/Idi)VIKaLU/IFI;
® AKKaYHTUHT;
o AyTeHTl/Idt)VIKaLLI/IFI N aKKayHTUHT.

[aHHbI NapameTp ABAseTca ob6a3aTebHbIM, ECNIN NPOKCUpoBaHne Ha BHelHnin RADIUS-cepsep
ABNAETCA Bbl6paHHbIM pexrmom paboTtsl RADIUS-cepsepa.

e [pyrnna sBHeWHUX cepsepos — BbIGOP rpynnbl U3 HECKO/IbKMX NN OHOTO BHELLHErO cepBepa, Ha
KoTopble 6yAeT ocylecTBNATLCA NpokcnpoBaHne RADIUS-3anpocoB. OTobpaxatoTcs AnLlb Te rpynnbl, y
KOTOPbIX TUM COOTBETCTBYET BblOpaHHOMY B NpeablayLLeM NyHKTe. Takke eCTb BO3MOXHOCTb C034aTb
rpynny BHELHMX CEPBEPOB U3 YXKe CO3aHHbIX BHELLUHUX cepBepoB. EC/iM cO34aHHbIX BHELUHUX
CepBepOB HET, TO NPOM30AAET NepeHanpas/ieHne Ha BkNaaky "Cepsepbl 1 rpynnbl”. HacTpoiika
[OCTyrMHa ecnu Bbl6paTb NPOKCUMpoBaHne Ha BHeLHU RADIUS-cepsep pexxumom paboTebl RADIUS-
cepsBepa. 3HavyeHune no ymon4yaHuio: NapameTp He BbIGpaH.

© Cospanve rpynn BHeWHUX cepBepoB NponcxoauT BO Bkaake "Cepsepbl 1 rpynnbl'.

[aHHblin napameTp ABnseTca o6s3aTeNnbHbIM, EC/IN B kKadecTBe pexunma pabotsl RADIUS-cepBepa
BblGpaHo "lMpokcupoBaHne Ha BHelwHNn RADIUS-cepBep”.

e Bkrodumb DAS-cepsep — nepekntoyaTesb, ynpaBasoLmnii BO3MOXHOCTbIO NpokcnpoBaHns CoA-
3anpocoB C BHeLIHero noptana Ha T/, K KOTOpOi NOAKNIOYEH YKka3aHHbIV B 3anpoce KAMeHT. 3HaveHve
Nno yMO/14aHUIO: OTK/II0YEHO. BO3MOXHbIE 3HAUYEHNSA: BK/IKOYEHO/ OTK/TIOYEHO;

e [Topm DAS-cepsepa — HoMep nopTta Ana npuema CoA-3anpocos. HacTpoiika AOCTynHa npu BKIHOYEHHOM
DAS-cepBepe. Bo3aMOxHbIe 3HauYeHNs: 3HadeHne no ymonydaHumio: 3799. Bo3MOXHble 3Ha4eHus: oT 1 o
65535;

[JaHHblli napaMeTp sBNseTcs o6si3aTeNbHbIM, ecnv BkntoueH DAS-cepBep.

e L DAP-npochusib — BIGOP Npodounns, cogepxawyero Hactporiku LDAP, Takne kak agpec LDAP-cepsepa n
base-dn. MapameTp Heobs3aTeNbHbIA. 3Ha4YeHMe No yMoiYaHuo: MNapameTp He BbiGpaH;

© B WEB-uHTepdelice BO3MOXEH TOMLKO BbIGOP Yxe cyLuecTytoLero LDAP-npocuns. 3agats LDAP-
npodunnb MoXHO yepes nHTepdpelic CLI B pasaenax aaa ldap-profile.

[JaHHbIli napameTp ABseTca 06A3aTesibHbIM, eC/M B KayecTse pexuma paboTsl RADIUS-cepsepa
Bbl6paHo "LDAP".

Takxke Ha cTpaHuue npeacTasneHa Tabnvua ¢ HAMBUAYyanbHbIMU HacTpoiikamu gnsa SSID-npodnneii.
NHanBuayanbHble HACTPOliKK co3gatoTcesa ans kakaoro SSID-npodunns npy He06XoAMMOCTH
nepeonpegeneHns Ha Hem pexnma padotsbl RADIUS-cepBepa, Tvna BHELWHWX CePBEPOB, MPYNMbl BHELUHUX
cepBepos, IP-agpeca NAS. B kauecTBe Ha3BaHUsl UHANBUAYa/IbHbIX HACTPOEK UCMO/b3yeTcsa Ha3BaHue SSID-
npocuns.

B Tabnuue cofepxatcs Bce napaMeTpbl MHANBMAYaAIbHLIX HACTPOEK:

e SSID-npodunsib

SSID

Pexuma paboTtbl RADIUS-cepBepa
e Tun BHELLUHUX CEpPBEPOB

pynna BHELIHWX CepBepoB
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e |P-agpec NAS

[lna TOro UTo6bl BHECTM U3MEHEHNS B CYLLLECTBYIOLLME UHANBUAYA/IbHbIE HACTPOVKM, HXKMUTE Ha UX
HasBaHue. OTKpoeTcsl CTpaHuLla ¢ UHAMBUAYasbHbIMK HacTpolikamu ans SSID-npodouneii.

B 3&BO,£I,CKOI7I KOHCbVIpraLl'I/IVI yCTpOﬁCTBa npegycrtaHoB/IEHHbIX MHONBUAYa/IbHbIX HACTPOEK HET.

[ns co3gaHnsa HOBbIX MHAMBUAYA/IbHbIX HACTPOEK NCMO/b3YITe KHOMKY «Co34aTb MHANBUAYA/IbHbIE
HacTpoiikn gnsa SSID-npodmnsy».

OTKpOeTCS OKHO C Npef/ioKeHNeM co34aTb MHANBUAYa/IbHbIE HACTPOKN Y BO3MOXHOCTbIO Bblbopa SSID-
npodonns, 4N KOToporo 6yayT nepeonpenensatbcs HacTpoikn RADIUS. Mocne HaxaTns KHonkn «CoxpaHuTb»
OTKPOETCS CTpaHuua HacTpoek. Mpn Heo6X04MMOCT OTMEHbI CO34aHNSA HOBOTO NPoduia NCnosb3yiiTe
KHOMKY «OTMeHa».

CozpgaHue MHANBUAYaNbHbIX
HacTpoek anna SSID-npoduna

Otmena

Ha cTpaHuue HacTpoiiku BupTyanbHoro RADIUS-cepBepa npeacTaBneHbl crieayolmne napameTpsbl:

e Pexxum pabomsl RADIUS-cepsepa — onpeAensieT, rae n kak byaeTt nponcxoauTb 06paboTKa 3anpocoB Ha
aBTOpM3auUMIO N akkayHTUHT: Ha fiokasibHOM RADIUS-cepBepe, pa3BepHYTOM Ha KOHTPOJI/1EPE;
npokcuposaTtbecs Ha BHelHnin RADIUS-cepBep, nan byaeT ncnonb3oBatcs aBTopusaums no LDAP.
3HaueHme no ymonyaHuio: AAA Ha nokanbHom RADIUS-cepsepe. BoibpaTth pexum LDAP BO3MOXHO
TO/IbKO ec/n Ha cTpaHule ¢ BupTyanbHbiM RADIUS-cepBepom BbibpaH LDAP-npodmnnb.

Bo3MOXHble 3HaYeHus:
e AAA Ha nokanbHoM RADIUS-cepsepe;
e LDAP;
¢ [MpokcupoBaHmMe Ha BHeluHulA RADIUS-cepsep.

e Tun BHEWHUX cepsepos — ONpeaesnsieT, Kakne rpynnbl BHELWHMX CepBepoB OyayT AOCTYNHbI AN
Bbl6opa. byayT oToGpaxarcs TONbKO rpynnbl C BbIOPaHHbIM TUNOM. HacTpoiika AoCcTynHa ecnun BblbpaTtb
npokcuposBaHme Ha BHelwHnin RADIUS-cepsep pexunmom pabotel RADIUS-cepBepa. 3HadeHne no
ymon4yaHuio: NapameTp He BblGpaH.

Bo3MOXHble 3HaYeHus:
o AyTEeHTUgIMKaLNS,;
o AKKayHTUHT;
e AyTeHTUUKaLMA N aKKayHTUHT.

[aHHblin napameTp ABnseTca o6s3aTeNbHbIM, EC/IM NPOKCMpOBaHMe Ha BHelwHui RADIUS-cepsep
SIBMISIETCS BblOPaHHbIM pexxmuMmom paboTbl RADIUS-cepBepa.

e [pyrnna sBHeWHuUx cepsepos — BbIGOP rPynnbl U3 HECKOJIbKMX NN OLHOTO BHELLHErO cepsepa, Ha
KoTopble ByaeT ocywecTBNATLCA NpokcnpoBaHe RADIUS-3anpocoB. OTobpaxaloTcs NnLb Te rpynnbl, y
KOTOpPbIX TUM COOTBETCTBYET BbI6GpaHHOMY B NpeablayLlem nyHkKTe. Takke eCTb BO3MOXHOCTb CO34aTb
rpynny BHELIHNX CEPBEPOB U3 YXKe CO3[aHHbIX BHELLHUX CepBepoB. Ecnun co3gaHHbIX BHELLHUX
CepBEepPOB HET, TO NPOM30NAET NepeHanpaBfeHne Ha Bkaaky "Cepsepbl 1 rpynnbl”’. HacTpoiika
AOCTynHa ecnv BblbpaTb NpoKcupoBaHue Ha BHelwHuin RADIUS-cepBep pexunmom pabotbl RADIUS-
cepsepa. 3HaueHune no ymonyaHuio: NapameTtp He BbIOpaH.

© Cospanve rpynn BHeLWHUX cepBepOB NPOVNCXOAUT BO BKIaAke "Cepsepbl W rpynmbi'.

219



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

[aHHbI napameTp ABAsieTCA 0b6A3aTesibHbIM, ECIN B KauecTBe pexunma pabotel RADIUS-cepeepa
BblGpaHo "lMpokcupoBaHue Ha BHelwHNn RADIUS-cepBep”.

Tun adpeca NAS — onpepaensieT, kakne 3HadeHus NAS-IP 6yayT ucnonb3oBaTbCA NPy MPOKCMPOBaHUN
naketoB RADIUS. [laHHasi HacTpoWika A0CTynHa npu Bbibope pexmnma NPoKCMPOBaHNSA Ha BHELLHWIA
RADIUS-cepBep. 3HavyeHne no ymosiyaHuio: NapameTp He BblOpaH.
Bo3MOXHble 3HaYeHus:

e IP-agpec;

e ['pynna agpecos;

IP-adpec NAS - IP-aapec, koTopblil 6yaeT ncnosb3oBatbes B kavyecTBe atpubyTta NAS-IP B 3anpoce
Access-Request 1 npu o6ueHnm Radius CoA npu oTnpaeke 3anpoca Ha BHeluHuin RADIUS-cepBep. Ecnu
napameTp He yka3aH, B atpnbyTte NAS-IP 6yaeT nepepaH IP-agpec TA. aHHast HacTponka A0CTynHa
npu Bolbope pexnma npokcuposaHna Ha BHeLHnn RADIUS-cepsep, ecnu B none «Tun agpeca NAS»
yKaszaHo 3Ha4yeHue «IP-agpec». 3HauyeHune Mo ymosi4aHuio: oTCyTCcTBYeT. BodaMoxHble 3HavyeHus: IP-agpec
NAS B chopmate: AAA.BBB.CCC.DDD, rae kaxaas yacTb npuHUMaeT 3HadyeHus [0..255];

I'pynna adpecos NAS — BbIGOp rpynnbi, coAepxalliein cnucok IP-aapecos A/1st KaXkaoro tHUTa, KOTOpbIN
6yaeT ucnonb3oBartbes B kayecTBe aTpnbyTta NAS-IP B 3anpoce Access-Request n npu o6ueHnn Radius
CoA npu oTnpaske 3anpoca Ha BHelHniA RADIUS-cepeep. Ecniv napameTp He yKasaH, B atpnoyte NAS-
IP 6yaeT nepepaH IP-agpec TA. JaHHast HACTpoOWika A0CTynHa Npu BbiI6ope pexmnma NnpoKCUpoBaHns Ha
BHeLHMI RADIUS-cepBep, ecnu B none «Tun agpeca NAS» ykazaHo 3HauveHue «[pynna agpecos».

B WEB-nHTepcheiice BO3MOXEH TO/IbKO BbIOGOP YXe CyLlecTBYoLWen rpynmnbl agpecos. Co3gatb rpynny
aapecoB MOXHO yepes nHTepdelic CLI B pasgenax object-group network.

2 WLC30
@ BecnposoaHas ceTb ~ RADIUS-cepeep

€ connect

MNpodunu

WHgnengyaneHsie HacTpoikn T4 -
S B - Pexum ©

Mnaknposwyk osHoeneHNs MO T4 Mpokcuposanve Ha eHew it RADIUS-cepsep

AAA
Twn BHEWHWX CEPEEPOE
RADIUS-cepeep .
AYTEHTHOVKILMR 1 SKKSYTHHT

Ces
Ipynna BHEWHMUX CepEepOB

auditorium

Tun agpeca NAS
IP-agpec

IP-agpec NAS

172.16.1.46

Bknadka «Cepsepbl U 2pyrrbi»

Ha Bknagke «CepBepbl 1 rpynnbi» NpeacTaBneHbl 2 Tabmupl: C BHELLHMMUW CepBEpPaMU U C rpynnamy BHELLHMX

CepBEPOB, UMELLMMICS B KOHpUrypauun. MNepekoyeHre Mmexay TabnmuamMmm npoucXoamuT ¢ MoMOLLbIO
[IBYXCErMEHTHOro nepeksyaTens.

© [ns cozpanus, yaanenus n pefakTypoBaHus CepBEPOB U FPyNN AO/MKEH BbiTh BKIIOUEH PEXUM
penakTMpoBaHusi.
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Jv  WLC30

Q becnposoaHan ceTe
0] Nokauyum
& OBwwe HacTpoitkn
MNpoduan
WHguenayaneHsie vacTpoiikn T4
Mnakwposwk obkoenexns MO TL
AAA
RADIUS-cepeep

Ceto

O6wwme HacTPOHKK

Cepeepel u rpynnel  NAS

~

JomeHs:

pynnbi BHEWHWUX CEPEEPOE

+

Hazeauune

eltex

naice

Anpec cepsepa Mopr Npuopurer

172.16.0.134 1812 0

() Pexwm pegakTuposaxms

Tvin sHewRero cepeepa
AYTEHTUONKIUMR 1 3KKIYTUHT

AYTEHTUONKILUME 11 SKKSYTUHT

writer E—’

B TabnuLe BHELIHNX CEPBEPOB COAEePXaTcs c/eaytoLue napaMmeTpbi:

e HasBaHue
Apec cepsepa
e [lopT
Mpuoputer

Tun BHeLLHero cepeepa

[nsi TOro UTo6bl BHECTV N3MEHEHUS B CYLLLECTBYIOLLUI BHELLHWUIA CEPBEP, HAXKMUTE HA Ero HasBaHue.
OTKpoeTCs CTpaHuLa C HacTPOiKaMmn BHELLHETO cepBepa.

Q
]
]

WLC-30

bBecnposogHasn ceTb -~
Nokaymu

OBuyye HacTpolkn

Mpodunn

WHavengyansHsie KacTpoiiku T4
Mnarmnposwmk obHosnexs N0 T4
AAA ~
RADIUS-cepeep

Ceto A

« eltex

Agpec cepeepa
172.16.0.134

Tun sHewHero cepeepa

AYTeHTHOWNKBLMA 1 BKK3YTUHT

Mopr

Npuopurer @

Dopmar koka

Encrypted

.......... =

B 3aB0/ICKOii KOHCpMIypaLymn yCTPOCTBA BHELLHWI cepBep OTCYTCTBYET.

[Nsi co3aaHnsi HOBOTO BHELLIHETO CepBepa UCNosb3yiiTe KHOMKY «Co34aTh BHELLHUIA cepBep».

OTKpOEeTCS OKHO C NPE//IOXEHNEM CO3aTh BHELLUHWUI CEPBEP CO CreHEPUPOBAaHHLIM HAa3BaHNEM, KOTOPOE
MOXHO M3MEHUTbL CaMOCTOSITE/bHO. [oc/e HaxaTus KHOMKN «COXpPaHUTb» OTKPOETCS! CTPaHML,A BHELLHEro
cepBepa A5 HacTPOiikv napamMeTpoB. Mpy He06X0AMMOCTM OTMEHbI CO3/1aH1si HOBOTO CEpBepa UCNo/b3ayiiTe

KHOMKY «OTMeHa».

CozaaHue BHeLWHEero cepeepa

Ha cTpaHuLe HacTpoliku BHELLHEro cepeepa npeAcTaB/ieHbl criedytowme napameTpbl:

221




WLC-Series. PyKoBOACTBO MO 3KcnyaTauun. Bepcusa 1.36.4
» Adpec cepsepa — afipec BHeLLHero cepepa. 3HayeHre No yMos14aHuio: OTCYyTCTBYeT. BO3MOXHbIe
3HauveHus: IP-agpec BHelwHero cepsepa B coopmate: AAA.BBB.CCC.DDD, rae kaxxgas yacTb nNpuHUMaeT
3HaveHus [0..255] nnmn foMeHHOe UMS BHELLIHEro cepeepa.

[JaHHbIli napaMeTp ABNseTcs 06s3aTeNbHbIM NPY CO34aHNI BHELLIHEro cepBepa.

e Tun BHewHe20 cepsepa — onpefenseT TUN BHELUHEro cepsepa. 3Ha4yeHne no yMo4yaHuio:
AyTeHTudmkaums.
B0o3MOXHble 3HayYeHus:
e AyTeHTudpnkauus;
® AKKaYHTUHT;
o AyTEHTUUKALMA N aKKayHTUHT.
e [Topm — HOMep nopTa Ans o6MeHa faHHbIMU C BHELLHUM cepBepoM. 3HadyeHne No ymonyaHumio: 1812,
Bo3MoxHble 3HavyeHna: oT 1 0o 65535;

[aHHbIli napameTp ABNSeTCs 06s3aTe/IbHbIM NPV CO3/laHNM BHELLHEro cepBepa.

e [Ipuopumem — onpefensieT NPUopUTET NCMNO/b30BaHUA BHELLIHEro cepBepa. Yem Huxe 3HavyeHue, TeM
60/1ee NpMopUTETHLIN cepBep. Bo3moxHble 3HaveHms: oT 0 go 100;
e oopmam K/o4a — onpefeniseT, B KakoM Buae 6yaeT ykasaH K4 BHELLHEro cepsepa. 3HayeHve no
ymonuaHuto: Clear Text
Bo3MOXHble 3HauYeHus:
e Clear Text;
e Encrypted.
e K/1o4 — KNOY [N151 BHELLHEro cepeepa. 3HayeHve Nno yMos14aHuIo: OTCYTCTBYeT.
Bo3MOXHble 3HauYeHus:
e ecnu BblbpaH doopmart kntova Clear Text — kntoy 3agaércsa cTpokoit oT 4 oo 64 CMMBO/OB;
e ec/nin BblbpaH chopmart knouva Encrypted — 3agaeTtcs xew-kntoya no anroputmy sha512 ctpokoit ot
8 0o 126 cnmBONOB.

Kntou aBnsdeTtca o6a3arefibHbIM napameTpom rnpun co3gaHnn BHeELLHEro cepeepa.

Mpu HAXaTUM HA NepekYaTeslb OTKPOETCA Tabnuua rpynn BHELLHMX CEPBEPOB.

B TabnuLe rpynn BHELIHUX CEPBEPOB COAEPXaTCs CreayioLime napameTpbi:

HassaHune

e Tun BHELLUHUX CEpPBEPOB
BHeluHniA cepiep 1
BHelwHwWiA cepeep 2

e BHeluHunin cepBep 3
BHeluHwniA cepBep 4
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WLC-30

@ | BecnposogHas ceTb ~ RADIUS-cepsen —
10 Nokaumm
O6wue HacTpoiku Cepeepuiurpynnel  NAS  [lomeHs
@ O6wwe HacTpoikn
Mpoduan

+

WHanenayaneHsie actpoikn T4
Mnaknposwmk obroeneHns MO TL
AAA

AR
SRR Hazeanne Twin SHeWHMX CepESpoE

Cetb
AyTenTudukayms u

3KKSYTHHT

auditorium naice

AyTeHTudukayma u
3KKSYTHHT

eltex_radius eltex

AYTEHTUONKIYMA 1
pinewood_portal
3KKBYTHHT

naice

Buew

(:) Pexvim pegakTvposasng writer ["

BHewHWit cepeep

HWi cepeep

BHewrnn cepeep BHewrui cepeep

[nsi TOro UTo6bl BHECTV 3MEHEHMS B CYLLLECTBYIOLLYO FPYNMy BHELLIHMX CEPBEPOB, HAXXMUTE Ha eé Ha3BaHue.

OTKpOEeTCS OKHO C HACTPOiKamu rpynnbl BHELLHMX CEPBEPOB.

PepakTupoeaHue rpynnsl
BHELWWHWX CepeEpoOB
HazsaHnue
auditorium
T¥n BHELWHWX CEPESPOE
AYTEHTHDMKIUNR W SKKIYTHHT
EHewHWe cepeepsl

naice X

B 3aB0/ICKOIi KOHGpMrypaLmm ycTpoiicTBa rpynna BHeLLIHUX CepBEepOB OTCYTCTBYET.

[Nsi co3aaHnsi HOBOIA rPYNMbl BHELLHWUX CEPBEPOB NCMO/b3yiiTe KHOMKY «Co3aaTh rpynny BHELLIHUX CEPBEpPOB».

Co3paaHvie HOBOWA rpynnbl BHELLIHNX CEPBEPOB BO3MOXHO TO/ILKO NMPU HANMMYMK CO3AaHHbIX BHELHUX
cepBepoB. Ecnu BHeLLHWE cepBepa He co3faHbl, TO KHomnka «Co3aaThb rpynny BHELWHUX CEPBEPOB»

6yaeT HeloCTyMnHa.

OTKpOEeTCS OKHO C NPE//IOXEHNEM CO3aTh rPynny BHELLUHWX CEPBEPOB CO CreHepMpPOBaHHbLIM Ha3BaHMEM,
KOTOPOE MOXHO U3MEHUTb CaMOCTOSITE/IbHO. Takke HE06X0AMMO BbiGpaTh TWM BHELLHWUX CepBepoB, 1 oT 1 A0
4 BHELLIHMX CEPBEPOB B PacKpbIBAOLLEMCS CIUCKE. HaxaTue KHomky «CoxXpaHuTb» 3aBepluaeT co3aaHune
rPYnMbl BHELLIHMX CepBepPOB. Mpy HEO6X0AMMOCTM OTMEHbI CO3/iaHNsi HOBOI PYNMbl BHELLHNX CEpPBEPOB

NCMNONb3YiiTe KHOMKY «OTMEHA».

223



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

CozpaHue rpynnbl BHELWHUX CEPEEPOB

EYAET CO233Ha rpynna EHEW KWK CEPEEDOE CO
CreHepMpoBaHHEIM H32eaKmen. Bo MoxeTe noMeHAT:
HazeaHwe

Hazeanue

userver-pool-723faecc

THn BHELWHWX CEPESPOE

AYTEHTAOMKAUMA

AKKIYHTHHT

AYTERTUOMKILMA ¥ 3KKIYTUHT

B OKkHe HacTpOIiK1 rpynibl BHELLHUX CEPBEPOB NpeACcTaB/eHbl Ceayolime napameTpbi:

o Tun BHEWHUX cepsepos — ONpeaensieT, kakue BHeELLIHME cepBepa OyayT AOCTYMHbI AN Bblbopa. byayT
OoTOOpaxaeTcs TO/IbKO cepBepa € BbiOpaHHbIM TUMOM. 3HaYeHue No ymonvaHuio: NMapameTp He
BblGpaH.

B0O3MOXHble 3HAUYEHUSI:
o AyTeHTudmkauns;
e AKKayHTUHT;
o AyTEHTUIMKALNA N aKKAYHTUHT.

[aHHbIli NnapameTp ABNSeTCA 0653aTe/IbHbIM NPY CO3aHMKN PYNMbl BHELLIHNX CEPBEpOB.

* BHewHue cepsepbl — BbIGOP OAHOIO UM HECKOJ/IbKMX BHELLHMX CEPBEPOB, HA KOTOpble ByaeT
ocyLecTBnATbCA npokcrposaHe RADIUS-3anpocos. OTobpaxarTca N1Llb Te CepBepa, y KOTOPbIX TUM
COOTBETCTBYET BblOpaHHOMY B npeblayLeM nyHKTe. Boibop OCyLLEeCTBNAETCA HaXXaTuemM Ha OAVH UIn
HEeCKO/IbKO CepBEPOB B BbiNazatoLLeM cnucke. MakcrMasibHOe KOsIM4ecTBO CEPBEPOB B OAHOWM rpynne —
4. 3Ha4yeHne nNo ymon4yaHuio: NMapameTp He BbIGpaH.

[JaHHblli napaMeTp ABNseTcs 06s3aTeNbHLIM NPY CO34aHNI BHELLHEro cepeepa.

Bkniaoka «NAS»

Ha Bknagke «NAS» npeactasneHa Tabnuua ¢ NAS, nmerowmMmmncs B KOHUrypauum.

© .15 cospanus, yganenus n pepgaktuposanus NAS fomkeH GbiTb BKIIOUEH PEXUM peakTUPOBaHUS.

B Tabnmue NAS cogepxatcsa cnegytouime napameTpbil:

e NAS
e [loaceTb
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WLC-30

W | Noxaym

RADIUS-cepsep

Cete ~
VLAN

Bridges

@ Becnposognan cetb A~ RADIUS-cepsep © NAS

[lns TOro YTo6bLI BHECTM U3MEHEHNSA B CyLLLeCTBYOLLMI NAS, HaxxmnTe Ha ero HasBaHue. OTKPOETCSl OKHO C

HacTpoikamun NAS.

S WLC-30
@  BecnposogHas ceTb N
1] Nokaymu
) O6uwwe HacTpoitkn
Mpoguan

WHanenayansHsie kacTpoikn T4
Mnanunposwmk obHosneHns MO TS
AAA N
RADIUS-cepesp
Cetb A

VLAN

€ nas-naice

Nogcete

172.16.5.128/25

DopmaT kNHa

Encrypted

B 3aBopckoi koHdmrypaumm cosgaHbl NAS ¢ HasBaHusAMK «ap» 1 «local» co cnegylowymmn napameTpamu:

Mpodounb ap:

e MoaceTb: 192.168.1.0/24;
e dopmar knwoya: Encrypted;
e Kntou: 8CB5107EA7005AFF (password).

Mpodomne local:

e MoaceTb: 127.0.0.1/32;
e dopmar knwoya: Encrypted;
e Kntou: 8CB5107EA7005AFF (password).

[nsa cospgannsa HoBoro NAS ncnonbayiite kHonky «Co3gaTtb NAS».

OTKpOGTCH OKHO C MnpeasioxeHnem co3aatb NAS co creHepunpoBaHHbIM HasBaHNEM, KOTOPOE MOXHO USMEHUTb

camocTosiTeNbHO. Mocne HaxaTusa KHonku «CoxpaHuTby» 0TKpoeTcs cTpaHnua NAS ans HacTpoiiku
napameTpos. MNpy HEO6XOAMMOCTY OTMEHbI CO3JaHNA HOBOTO cepBepa UCNosb3yiTe KHOMNKY «OTMeHa».

CozpaaHune NAS
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Ha CTpaHuue HaCTpoﬁKM NAS npeacrtaBneHbl cnegyrouine napamMmeTpbl:

e [Toocemb — onpepenset nogcetb NAS. 3HaueHme No ymonyaHuio: OTCYyTCTBYeT. BO3MOXHbIe 3HaYeHNs:
IP-agpec BHellHero cepsepa B dpopmate: X.X.X.X/Y, rae X npuHumMaeT 3HaueHus [0..255], Y npuHumaeT
3HaueHus [1..32]. HegonycTtumblie agpeca: 0.0.0.0

[JaHHbIli napaMeTp sBNseTcs 06s3aTeNbHbIM Npy cozaaHun NAS.

e opmam K/roya — onpefensieT, B Kakom Buae byaet ykasaH kit ans NAS. 3HaueHne no ymonyaHuio:
Clear Text

B0o3MOXHbIe 3HayYeHus:
e Clear Text;
e Encrypted.
o Koy — knmou g NAS. 3HaveHre Mo yMos14aHUI: OTCYTCTBYET.
B0o3MOXHble 3HayYeHus:
e ecnv BblbpaH doopmart kitoya Clear Text — knto4 3agaétca CTpokoit oT 4 fo 64 CMMBO/OB;

e ecnv BblbpaH doopmart kiya Encrypted — 3agaeTca xew-ktoda no anroputmy shas12 ctpokoii ot
8 no 126 cnmMBONOB.

Kntou siBnsieTcst o6a3aTenibHbIM NapaMeTpoM Npu Co34aHnn BHELLHEro cepeepa.

Bknaoka «[JoOMEHbI»

Ha Bknagke «[JoMeHbI» NpeAcTaB/ieHa Tabnmua ¢ AoMeHaMu, UMerLWUMINCS B KOHAUrypauum.

© .15 cospanus, yganenus n peakTMpoBaHus JOMEHOB JOMKEH GbiTh BKIIOUEH PEXUM
pefaKkTUpoBaHus.

B TabnuLe JOMEHOB CoAepXaTcsl Ceaytolme napameTpbi:

e HasBaHue gomeHa

e TLS
S WLG30 @ Pexim pegaxtvposanva writer (52
@ | BecnposoaHas ceTb ~ RADIUS-cepsep = fom eH
10 Nokayuu . )
O6wme HacTposiku  Cepeepel wrpynnel NAS gnx(enbw
) OBwwe HacTpoitkn
+
WHanenayaneHsie HacTpoikn T4
Hazsanune gomesa TS
A
RADIUS-cepeep
Cemv ~
VLAN 3peck 6yayT AOMEHbI
VLAN
Bridges

[Nnsi TOro YTo6bl BHECTN N3MEHEHNSA B CYLLECTBYHOLNIA OMEH, HXXMUTE Ha ero Ha3BaHmne. OTKPOETCS OKHO C
HacTpolikaMu AOMEHa.
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PeAaKTMpOBaHMeAOMEHa

o TS

default
OTmeHa CoxpaHuTb

B 3aBoACKOi KOHhUrypauum co3aaH AoMeH ¢ Ha3BaHneMm «default» ¢ eAMHCTBEHHbIM NapamMeTpoM:

e TLS: oTkntoueHo
[na co3gaHns HOBOro AOMeEHa NCNOsb3yiiTe KHOMKY «Co3aaTb AOMEH».

OTKpOEeTCS OKHO C NPea/IoKeHNeM co3aTb AOMEH, BBEAS ero Ha3BaHve. Haxatune KHonkn «COXpaHUTb»
3aBepluaeT co3gaHve AoMeHa. MNpy Heo6X0ANMOCTY OTMEHbI CO3AaHNA HOBOTO AOMEHA UCTOMb3YITe KHOMKY
«OTMeHa».

CozaaHue aomeHa

TLS

Otmena

B okHe HacTpolikv rpynnbl BHELLIHUX CEPBEPOB NPeACTaB/IeH eAMHCTBEHHLI NapameTp:

e TLS — faHHbIVi napameTp NO3BOMSET BKIOUYNTL UCNONb30BaHWe aBTopm3auun no ceptudmnkatam TLS.
BO3MOXHbIe 3HaYeHNS: BKIIOYEHO/OTKII0YEHO. 3HaYeHVEe No YMO/THaHMIO: OTK/THOYEHO.

MeH10 «CeTb»

MoomeHro «VLAN»

Ha ctpaHuue «Hactpoiika VLAN» npeactasneHsl VLAN, nmetowmecs B kKoHdmrypaumm.

© [ns cospanus, ynanenus n pegaktposanuns VLAN fomkeH GbiTh BKIKOUEH PEXUM PeakTUPOBaHNA.

B Tabnvue coaepxarcs oCHOBHble napameTpsbl o5 kaxgoro VLAN, Takve Kak:

e Homep — Homep VLAN,;
e /Imsi — nmst VLAN;
e Pexxum pabomsl — NapamMeTp, onpeaensawwmi pexumm pa6otsl VLAN.
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A WLC-30 () Pexvm pegakTVposaxua writer 52

@ bBecnpoeoaHan ceTb ~ AN
1 Nokaymn
) OBuwme HacTpoikn

Hactpovika VLAN

-r v

- 2 33EMCHT OT COCTORHMA MHTepdelica

R wHTEpdSica

Cete ~ P o170 wifi_ttk_pilot WA MHTEp

VLAN : 107 WiFi_users_Eltex-Loca MR MHTEpOS

SENCHT OT COCTORHNR MHTepdeica

Bridges i 1072 WiFi_users_Eltex-Guest

1073 wifi-bras 332MCAT OT COCTORHNA HTEpOERCa

[nsa cozpgannsa HoBoro VLAN ucnonb3yiite kHomnky «Co3gaTtb VLAN». OTKpoeTcs OKHO, rae Heob6xoammo
ykasatb Homep VLAN 1 pexum paboTsbl.

e Homep — Homep VLAN 3agaétcs B gnanasoHe 2-4094, eCTb BO3MOXHOCTb CO3faHunst Heckonbknx VLAN
(uepes 3ansATyto), AnanasoHa VLAN (4epe3 aedumc nnm KoMGUHUPOBAHHYIO 3aMnch, COAEPXKaLLyo
3ansitble U aeducsl);

e Vimsi — nmsat VLAN. BO3MOXHbIE 3HAYEHUS: CTPOKa A0 255 CUMBOJIOB;

e Pexxum pabomsbl — napameTp, onpegensaowmii pexxvum pa6otsl VLAN. 3HavyeHre no ymonyaHuio: 3aBucuT
OT COCTOSIHMA NHTepdpeiica.

Bo3MOXHble 3HauYeHus:
e Bk/toyeH 6e3yc/108HO — pexum paboTsl VLAN BHe 3aBMCMMOCTM OT COCTOSAHMSA MHTEPIECOB.
e 3agucum om cocmosiHusi uHmepgbedica — pexunm pabotsl VLAN 3aBUCMOCTH OT COCTOSHUA
NHTEpPdIENCcoB.

CozaaHue VLAN

Homep

Otmena

Mocne HaxaTns KHoMkn «CoxpaHnTb» co3gaHHblii VLAN go6asutcst B Tabnuuy. Mpu HEO6XOAMMOCTI OTMEHbI
CO34aHUsi HOBOTO NPOCHUS, UCNOMb3YITE KHOMKY «OTMEHA.

[lna pegakTpoBaHKs CyLLECTBYOLWMUX HACTPoeK HaxmuTe Ha Homep VLAN B cnimcke.
C nomolLLbio YeK6OKCOB MOXHO BblGpaTh OfMH UK Heckosibko VLAN cTpaHuLe, YTo6bl NPUMEHUTb K HUM

"]

ob6uime AeicTBUS C MOMOLLbIO KHOMOK d «PepaktupoBatb VLAN» nnum 0 «Ypanutb VLAN».

[nsa kaxgoro VLAN Takke AOCTYMHO KOHTEKCTHOE MEHIO C AECTBUEM «Y AASINTbY.

o < Y
[na ynobcTtea nonb3oBaHus Tabnvueli npegycMoTpeHbl (UAbTPbI. Icnonb3yitTe KHOMKY , UTOGbI
HacTpouTb OUNLTPBI. MOKUCK AOCTYNEH NO CNeAyLMM K/oUYeBbIM NapaMeTpam:

e Homep VLAN — Homep co3sgaHHoro VLAN. 18 noucka Heob6xoaumo sesectn Homep VLAN,;
e HasgaHue VLAN — nvs VLAN, 3agaetcs cTpokoi. lNMonck paboTtaeT no 4acTMYHOMY COBMaLEHWNIO;
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o Pexum paﬁombl — PEXNM pa60TbI VLAN, ocyulecTBnaeTcA Bbl60p 13 CincKa 3Ha4YeHuiA.

Mpwn ncnonb3oBaHnn unbTPOB, NapameTp «ObLiee KoIMYecTBO» 0TOOpakaeT obLLee KOSIMYEeCTBO
OTCOMNBbTPOBAHHBIX 3aMUCEN.

MoomeHto «Bridges»

Ha ctpaHuue «Bridges» npeactaeneHsl Bridge, metowmecs B KOHdUrypaumm.

© .15 cospanus, ynanenus n pepaktupoBanus Bridge aomkeH GbiTb BK/IIOUEH PEXUM peAaKTUPOBaHUS.

B Tabnuue cogepxaTcsi OCHOBHblE NapameTpbl A1 kaxaoro Bridge, Takme kak:

e /M5 — nvs Bridge;
e Cmamyc — cocTosiHue bridge;
* |P-adpec - IP-agpec, 3afiaHHblli Ha bridge;

© Bridge MoxeT nMeTb HeckonbKo apecoB, 41 NPOCMOTPA BCEX a/lpecoB HEOBXOAMMO HaxXaTh Ha
HeobxoaumbIi aapec bridge B Tabnuue.

© Ecnv BbiGpaHo nonyyeHune agpeca no DHCP, B TabnuLe 6yaeT 0To6paxaTbCst aapec nonyyeHHbIi ot
DHCP cepsepa.

e Homep VLAN — naeHtudmnkatop VLAN, KOTOpbIA 3agaH Ha bridge;

e MTU - pasmep MTU, KoTopblil 3aaH Ha bridge;

e Firewall — coctosiHme Firewall Ha bridge:

e 3oHa 6e3ornacHocmu — UMs 30Hbl 6e30nacHOCTK, 3aZaHHON Ha bridge;
e STP - cTaTyc NnpoToKOo/ia CBA3yoLLero gepesa Ha Bridge;

e VRRP - ctaTyc Hanimumns HactpoeHHoro VRRP Ha Bridge;

e OnucaHue - onvcaHue Bridge.

o WLC-30 (:) Pexvm DegakTVpOSaxHna writer (2

@ BecnpoeoaHasn ceTb -~ N

100 Nokayum
) Bridges

) OBwwe HacTpoitkn

WayankHele HacTpoiikn T4

Mnakunposwmk obHosneHus MO T4 Wus Cratyc
AAA ~

N : b dge © (2 ‘ 147 1500 (4] trusted (4] (1] —
Cets - E

VLAN

B 3aBoACKOW KOHpMIypaumm yCTPOICTBa yXxe co3faHbl Bridges co cnegylowmmmn napameTpamm:
Bridge 1:

Crartyc: Briouen;

Homep VLAN: 1;

Tun IP-agpeca: CTaTu4eckuii;

IP-agpec ocHoBHOI: 192.168.1.1/24,
30Ha 6e3onacHocTu: trusted.

Bridge 2:

e Crartyc: Bknwuen;
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e Homep VLAN: 2;
e Tun IP-agpeca: DHCP;
e 30Ha 6e3onacHocTu: untrusted.

Bridge 3:

Crartyc: Brouen;

Homep VLAN: 3;

Tun IP-agpeca: CTaTuyeckuii;
IP-agpec ocHoBHOI: 192.168.1.1/24,
MTU: 1458;

30Ha 6e30nacHOCTW: USers.

[nsa cospgaHns HoBoro Bridge ncnonb3yiite kHonky «Co3aatb Bridge». OTKpoeTcsi OKHO, rae Heob6xoanumo
yKasaTb nHgekc Bridge.

© .15 kaxgoro TMNa yCTPOiiCTB MakcUMasbHoe KonnyecTso Bridge cooTBeTCTBYET Criey oL
3HaYEeHUAM:
e 1na WLC-15 — 50;
e [1na WLC-30 - 250;
e Nlna WLC-3200/3250/3350 - 500;
e na vWLC - 500.

CozpaHue HoBoro Bridge

OTtmeHa

Mocne HaxaTusa KHonkn «CoxpaHuTb» co3gaHHbI Bridge no6asunTca B TabvLy 1 OTKPOETCS CTpaHuua ¢
HacTpolikamun gaHHoro Bridge. Mpu Heo6xoanMMOCTN OTMEHbI co3gaHunsa Bridge, ncnosnb3yinte KHoMKy «OTMeHa».
[na pegakTnpoBaHus CyLLECTBYOLWNX HACTPOEK HaxxmuTe Ha Bridge B cnincke.

C nomMoubio 4eKO6OKCOB MOXHO BblOpaTh OAUH UM HECKO/bKO Bridge Ha cTpaHuue, 4ToObl NPUMEHNUTL K HAM

o 2] .
o6LMe AeicTBMS C MOMOLLbIO KHOMKK «Ypanutb Bridge».
[ns kaxpaoro Bridge AoCTyNHO KOHTEKCTHOE MEHIO C AECTBUEM «YAaNIUTb».
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S wLc30 @ Pexim pegaxriposanms  writer B

@ | BecnposogHas ceTb ~ Bridges © bridge 147

W | Noxaumm
< bridge 147

O6luyme HACTPOIiKK  PacLumMpeHHsIE HACTPOlKN

Onucakune

@ Braouurs Bridge
Homep VLAN
147

Tun IP-agpeca

Cratvseckuit

IP-agpeca ~

IP-agpec ocHoBHOM

IP-agpec ocHOEHOM

+ AoBasus ocHosHo# IP-agpec

IP-3apec RONOAHUTEALHBIG
+ fo6aEuTe fononHUTENEHBI IP-3apec
MTU ®
1500
MAC-agpec
@ BunouiTe wexcaTesoil 3kpan

3oHa 6ezonacHocTi

trusted

Brao4nTe NpOTOKON CBAZYOWErD gepesa

T NEPECHNKI HENZBECTHOMD KHMKICT

9 RUv KoHTpone nonezosateneit

Bepeun NO . T

Bknaodka «Obuwue HacmpouUKu»
Pasgen cogepxuT cnegyrowme napameTpbl:

e OnucaHue — onucaHue Bridge. Bo3amoxXHble 3Ha4eHus: CTpoka Ao 255 cMMB0ON0OB. 3HaYeHne no
YMOJIYaHUIO: OTCYTCTBYET;

e Bknrodums Bridge — nepekntouatenb, KOTOPbIA NO3BOMASIET BKIUNTL UMW BbIKNKOYXTL Bridge.
BO3MOXHbIe 3HaYeHUsI: BKIIOYEHO/OTKII0YEHO. 3HaUYeHVEe No YMOJTHaHMIO: OTK/THOYEHO;
B tabnuue Bridge B ctonbue «Ctatyc» 0ToGpaXkaeTcsl ero HarnsiaHoe LBeToBoe 0603HayYeHe:

@

) — Bridge BkNtoYeH;

. o — Bridge BbIK/O4EH.

e Homep VLAN — nein6n BbinagaroLlero cnucka nageHtudmnkaropos VLAN, KOTOpbIe MOXHO HA3HAYUTb Ha
Bridge. 3HaueHne nNo ymonyaHuto: oTcyTcTByeT. MapameTp Takke no3sonsiet cosgatb VLAN;

(; ) [nsa cospaHnsa HoBoro VLAN Heo6xoaMMo B pacKkpbiBatoLEMCs CMCKe BblopaTb NyHKT «Co3aatb
HoBbIl VLAN».

e Tun IP-adpeca — onpefensieT, kakol Tun agpeca 6ygeT ucnonb3oBatbcs Ha Bridge.
Bo3MOXHble 3HauYeHus:
e |IP-agpec He 3agaH;
e CTaTnyeckuii;
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e DHCP.

Ecnu BbIGpaTb pexum «CtaTnyeckuiny, 6yayT oTobpaxeHbl nons IP-agpec ocHoBHOM 1 IP-agpec
[ONOSTHUTENbHBIN, KOTOPble MOXHO Ha3HaunTb Ha Bridge.

e |P-adpec 0CHOBHOU — 3NEMEHT COCTOUT M3 ABYX YacTel: Noas BBOAA M BbiNnagatoLLero cnucka:
 [lone BBOAA NO3BONSET BBECTU IP-agpec, KoTopblil 6yaeT ncnonb3oBatbes B kadecTse IP-agpeca
Ha Bridge. 3HaueHune nNo ymonuyaHumio: otTcyTcTByeT. 3agaétca B suae: AAA.BBB.CCC.DDD/NN, rge
AAA-DDD npuHuMatoT 3HaueHust [0..255] n NN npuHumaeT 3HaueHus [8..32];
e Bbinagarowmii CnMcok ¢ BO3MOXHOCTbIO yKa3aTb HOHUT, KOTOPOMY 6yaeT Ha3HaueH IP-agpec.
3HayeHne No ymoyaHumo: oTCyTCTBYET.

© pu ncnonb3oBaHUK CXeMbI C OHUTaMK PeKOMeHyeTCs ykasbiBaTb IP-agpec AN KaxAoro oHNTA.
Ecnu 1oHUTBI HE NCNOML3YKTCA — A4OCTATOYHO YKasaTb OAuH IP-aapec. B aTOM cnyyae HoHUT BblbupaTtb
He TpebyeTcs.

© nocne BoiGopa loHMTa CTaHET JOCTYMHA KHOMKa «[]06aB1TL OCHOBHOI IP-afpecy, koTopas nossonseT
[o6asuTb A0 4 agpecos Bridge.

W
C NOMOLLIbIO0 KHOMKM «YpanuTb» MOXHO yaanunTb paHee fobaBneHHble IP-agpeca.

e |P-adpec 00no/siIHUmMe/IbHbIU — 31EMEHT COCTOUT 13 ABYX YacTeii: NoNsA BBOAA W BbiNadalowero cnmcka:
e [lone BBOAA NO3BONSAET BBECTU IP-aapec, KOTOpbIin 6yAeT MCnonb30BaTbCs B Ka4ecTBe
gonosiHuTensHoro IP-agpeca Ha Bridge. 3HayeHve no ymMonyaHuto: oTcyTcTByeT. 3afaéTcs B
Buae: AAA.BBB.CCC.DDD/NN, rae AAA-DDD npuHumatot 3HadeHus [0..255] n NN npuHumMaeT
3HaueHus [8..32];
e BbinagaroLmii CnMcok ¢ BO3MOXHOCTbIO yKa3aTb IOHUT, KOTOPOMY 6yAeT Ha3Ha4yeH
AONOSTHUTENbHbIN IP-aapec. 3HayeHre No yMosT4aHuio: OTCYTCTBYET.

© npu ncnonb3oBaHUK CXeMbI C OHUTaMK PEKOMEHYEeTCs IPU HEO6XO0AMMOCTM YKa3biBaTb
[ONONTHUTENbHBINA IP-aapec ans kaxaoro HMTA. EC/IM IOHUTBI HE UCNO/b3YTCSA — A0CTAaTOYHO
yKasaTb OfIMH A0NO/IHUTENbHbIN IP-agpec. B 3ToM cyyae HOHUT BbiGUpaTh He TpebyeTcs.

© Kronka «[lo6aBUTL foNONHUTENLHBIN IP-aapec» No3BonseT A06aBUTb 0 4 JOMNOMHATENLHBIX apecoB
Bridge.

)
C NOMOLLbH KHOTKM «Y[anuTb» MOXHO yAaIUThL paHee Ao6aBneHHble IP-agpeca.

e MTU - pa3smep MTU (Maximum Transmission Unit) ans Bridge. 3HaueHune no ymonyanmio: 1500.
BoamoxHble 3HavyeHus: ot 552 ao 9700;

e MAC-adpec - none, B KOTOPOM MOXHO 3a/1aTb NepcoHanbHbii MAC-aapec Bridge; 3HaueHne no
YMOJIY@HUIO: OTCYTCTBYET;

* Bbik/1o4umb Mexxcemesol 3KpaH — nepeknvaTesib, KOTOPbIA NO3BONAET BbIK/THOUNUTL UAW BKTHOUYNTD
MEeXCEeTeBOW aKpaH. BO3MOXHble 3HaUYeHWA: BK/IKOYEHO/OTK/TIIOYEHO. 3HAaYeHMe N0 YMONYaHMIo:
OTK/THOYEHO;

e B Ta6nuue Bridge B cTon6ue «Firewall» oTobpaxaeTcs ero HarnsgHoe LBeToBOe 0603HAYEHUE:

@

g — MEeXCeTeBOIA 3KpaH BK/THYEH,

4 o — MEXCETEBOIA 3KpaH BbIK/TIOYEH.

e 30Ha 6e3onacHocmu — napameTp No3BosIAET BbIbpaTb CO3aHHYH0 paHee 30Hy 6e30nacHOCTY.
3HayeHVe No yMos14aHuio: napamMeTp He BbibpaH;

232



WLC-Series. PykoBoACTBO Mo aKcnyataunn. Bepcusa 1.36.4
e BK/Il0HUMb MPOMOKO/1 CBSI3ytouje20 depesa — NepekoyaTesib, KOTOPbI NO3BOMSET BKAUNTb NN
BbIKNHOYMNTb MPOTOKO/T CBA3YHOLLErNO AepeBa. BO3MOXHbIe 3HAYEHUS: BK/THOUYEHO/OTKNHOYEHO. 3HAYEHNe
MO YMOTYAHMIO: OTK/IKOYEHO;
e B Ta6nmue Bridge B cTon6ue «STP» oToGpaXaeTcs ero HarnsgHoe LBeToBoe 0603Ha4YeHme:

@

. — NPOTOKOJ1 CBA3YHOLLErO AepeBa BK/THYEH;

4 0 — NPOTOKOJ1 CBA3YHOLETO AEepEBa BbIK/THOYEH.

e 3arnpem nepechbi/IKu HeU3BECMHO20 IOHUKacm mpacguka — nepexnoyaresib, KOTopbIii N03BONASET
BK/THOUUTb U BLIKIIOYNTL 3amnpeT Nepechiik HEM3BECTHOMO IOHMKACT Tpaduvka. Bo3MOXHble 3Ha4YeHUs:
BK/1HOYEHO/OTK/1I0YEHO. 3HAYEHNe N0 YMOYaHUIO: BK/THOYEHO;

e KoHmMposib nosib3o8amesieli — napameTp No3BOJIAET BbIOPaTh CO3[4aHHYI0 paHee rpynny 4J/19 BK/IYEHUA
KOHTpO/IA nosib3oBatenei Ha Bridge. 3HauyeHne no ymonyaHuio: napaMeTp He BblOpaH;

e IP mDNS pechniekmop — nepeksovaTesib akTUBMPYET NepeHanpaB/ieHme 3anpocoB B gpyrve cetu.
Bonee nogpobHO Ha cTpaHyLe. BO3MOXHbIe 3HAYEHWUS: BKNIFOYEHO/OTKNIOYEHO. 3HaYeHne no
YMO/T4aHUIO: OTK/THOYEHO.

Bknadka «PacuwupeHHble HacmpoUku»

Ha Bknagke «PacluvpeHHble HacTPoWKM» NpeAcTaBrieHbl 2 pasgena: ¢ napametpamu DHCP 1 VRRP,
UMerLLMMNCA B KOHdMrypaumn. NepekniodeHne mexay pasgenamm nponcxoamt ¢ NnoMoLbo
OBYXCErMEeHTHOro nepekyarens.

© [na cozpanus, yaanenus n pefakTypoBaHus NapamMmeTpoB A0/HKEH GbiTb BK/IIOUEH PEXUM
penakTMpoBaHusi.
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»
Ty

@ BecnposogHas cetb ~ 8 < e na DHC
0] Nokaynu

P < bridge 147
& Obuwwe HacTponkn

MNpodwunn O6wme HacTpoiku Pacwwgenus:e uac'rg-oﬁxm

WHanenayaneHsie HacTpoikn T4

WLC-30

Mnakwposwk obHoeneHus MO TS

BcnomorarenskHeii cepeep DHCP (D

IP-agpec wnwza

Onuwuu urHopupyemele DHCP knneHTom

Bpewmn apexgel IP-agpeca

001:00:00

Bpemn nepezanycka DHCP kaunenta, ¢ (O

WHTepean noeTopHoro 2anpoca DHCP, ¢

300
300

Bpemn exi6opa DHCP cepeepa, ©

Bpemna oxugaHua oTeeta o1 DHCP cepeepa, ¢

WaenTuduxatop nponzsogurens, onyua 60

WLC-30

Pexxum pabote: DHCP Snooping

OcTasnTe onyvio 82 Sz naMeHeHn

BcriomozamesibHbIl cepsep DHCP — nepekntoyaTesib akTUBUPYeT Nons ykasaHus IP-agpecos,
npegHasHavYeHHbIX A/19 NePechISIKM LIMPOKOBeLLaTe IbHbIX 3anpoCcoB Ha KOHKpeTHbIW IP-agpec.
3HayeHVe No yMOJTHaHUIO: OTK/IIOYEHO;

¢ |P-adpeca — neiibn BbiNagalLEero cnMcka BcrnomoraresbHbix IP-agpecos;

* |P-adpec - IP-agpec cepBepa, Ha KOTOpbIli 6yAeT BbINONHATLCA NepPechliKa LUMPOKOBELLATE TbHbIX
3anpocoB. 3Ha4yeHne No ymovaHuio: otcyTcTeyeT. 3agaércs B suge: AAA.BBB.CCC.DDD, rge
Kakaas yacTb npuMHMMaeT 3HaveHus ot 0 go 255;

IP-adpec wto3a — napameTp, KOTOPbIA NO3BONSAET BPYUHYIO NepeonpeaennTs 3HadeHune IP-agpec
wnto3a B DHCP-nakeTe. 3HaueHne No ymo4aHuio: oTcyTcTByeT. 3agaétcsa B Buge: AAA.BBB.CCC.DDD,
roe kaxgas yactb npuHMMaeT 3HayveHuns ot 0 go 255,

Onyuu uecHopupyemblie DHCP ksiueHmom — BbI6Gop 04HOI0 UM HECKO/IbKUX NapamMeTpoB, KOTopble He
6yayT ncnonb3oatbca DHCP kiveHToM npu nosyvyeHnn IP-aapeca. Boibop OCyLeCTBSETCA HaxaTtuem
Ha OJVH WM HECKOJIbKO NMapaMeTpoB B BbiNafatoLLeM CncKe. 3Ha4YeHNe rno yMON4YaHUio: napameTp He
BblGpaH;

Bpewmsi apeHOb! IP-adpeca — Bpems apeHfbl, 3anpawimsaemoe y DHCP-cepBepa ceTeBoro agpeca.
3agaetcsa B (hopmate A44:44:MM, TAe Nepsble TP LUpbl — 3TO AHWU, BTOPbIE — Yacbl, TPETbU — MUHYTbI.
3HayeHve no ymosnyaxuio: 001:00:00;

Bpewms nepesanycka DHCP ksiueHma, ¢ — Bpems, B TedeHne kotoporo DHCP-kneHT 6yaeT nbitatbes
nonyunTb cTapblii IP-agpec, nepes Tem kak HauyaTb 3anpoc HOBOTO agpeca. 3HaYeHre N0 YMOSTHaHUIO:
10;

ViHmepsas nosmopHoz20 3arnpoca DHCP, ¢ — npomMeXxyTok BpeMeHu, Yepes koTopbliit DHCP-knneHT
BO306HOBUT NOMbITKM NostyyeHns IP-agpeca, ecnv 6b110 yctaHoBneHo, 4uto DHCP-cepep He oTBevaer.
3HauveHune no ymonyaHuio: 300;
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Bpewmsi sBbibopa DHCP cepsepa, ¢ — nepuof BpemeHu, B TedeHne kotoporo DHCP-knneHT 6yaet
BblOMpaTb cpean Npea/IokeHnin No apeHae Npu HaIM4nMmn HeCKoIbknx cepeepos. Mpu 3HaveHnn 0
K/IMEHT NPUMET NepBOe NOyYEeHHOE NpeaioxeHre. 3HavyeHne no ymonyaHuio: 0;
Bpewmsi oxxudaHusi omgema om DHCP cepgepa, ¢ — nHTepBasl, N0 UCTEYEHUN KOTOPOrO K/INEHT CUUTAET,
yto DHCP-cepBep HepocTyneH. 3HadyeHue no ymonvaHuio: 60;
Moenmugpukamop npoussodumesis, onyus 60 — ngeHTUdMKaTop Knacca Nnpou3BoauTens,
nepegasaemsblii DHCP-kiMeHTOM cepBepy, YTOObI COOOLLMTL eMY O CBOEM TUMNE U NPOU3BOAUTESNE,
No3BO/IASA CepBepy BblAaTb cneumduyHble 415 YCTPONCTBA HACTPOVKN. 3HAYEHME N0 YMOTHAHWIO:
HavMeHoBaHVe MoLEeNN YCTPONCTBA;
Pexum pabomsl DHCP Snooping — geictaue, npumeHsiemoe kK 82 onuyum DHCP. 3HayeHune no
YMOJTHaHWIO: OCTaBUTL Onuuto 82 6e3 N3MEHEHNN. BO3MOXHble 3HAYEHUS:
e OcTaBuTb onuuto 82 6e3 n3meHeHuii — onumsa 82 He obpabaTbiBaeTCA TOUKON AoCTyna, byaeT
MCMNOMIb30BAHO 3HAYEHNE OMuMK, yKa3aHHOe B 3amnpocax OT K/IMEHTa, eC/Y TaKoe MMeeTCS;
e YpanuTb onuuio 82 — 3HaueHme onumm 82 byaeT yaanieHo TOUKOM A0CTyna;
e 3amMeHuTb onuumto 82 — 3HayeHne onuun 82 byaeT nameHeHo/A06aBIEHO TOYKOW A0CTyna.
Mpw BbIGOPE JAHHOTO 3HAYEHMSI A/1st HACTPOViKM (3aMeHNTb onumio 82) OTKPbIBAKTCA NapameTpbl:
e ®opwmart Circuit ID onuyumn 82 DHCP - npon3BoibHOE 3Ha4YeHne, KoTopoe byaet
nepepasartbcs B Circuit ID. 3HaYeHWe No ymMo4aHuio: OTCyTCTBYeT. BO3MOXHbIe 3HAYEeHUSA:
CTpoka [0 63 CMMBOJIOB.
e ®opmaT Remote ID onumm 82 DHCP - npoun3BosibHOe 3HaveHune, KoTopoe byaet
nepepasatbcs B Remote ID. 3HavyeHne No ymoniyaHuio: OTCYTCTBYET. BO3MOXHbIE 3HAUYEHUS:
CTpoka [0 63 CMMBOJIOB.

VRRP

HacTtpoiika napameTpoB VRRP BO3MOXHa TObKO NpX YCTAaHOBIEHHOM CTATUYECKOM afpece Ha
NHTepdeice.

Ha cTpaHuue npeacTaBneHbl cregyowme napameTpbi:

o dunbTpaunsa VRRP-coobLLeHnin — BKOYaET 3anpeT Ha otnpaBky VRRP-coobLeHnii B nHTepdeiicax,
BK/IHOYEHHbIX B L2-A0MEH.
o Vickmountb VLAN — npu BkaoveHun, VLAN nckiovaetcsa u3 cnucka omnbtpyembiX. VRRP-
coo6LleHnst npu aTom HanpasnstoTcsa B VLAN, ykazaHHbIn B HAacTpoiikax Bridge.

B Tabnuue comepxatca cneaytolie napameTpbi:

¢ ID — yHuMKanbHbIA naeHTU(UKATOP, NPUCBaNBAEMbI rpynne yCTPOMNCTB, paboTarolmx COBMECTHO B
pamkax npotokona VRRP;

e Cratyc — coctosHune VRRP;

e |IP-agpec - IP-agpec, HazHaueHHbIi VRRP nHtepdelicy;

e [pynna — ycTaHaB/MBaeTcsa npuHagiexHoctbe VRRP-npouecca Kk rpynne;

e [MpuopuTeT — ycTaHaBnmeaeTcsa npunoputeT VRRP-yCTpoiicTBa;

e Pexxum paboThbl — napameTp, onpeaensoLmin pexmnm pabotsl VRRP;

¢ [MepexBar ponu — ctatyc nepexsarta posiv VRRP;

e IHTepBas 3a4epXkn nepexsara posun.
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< bridge 7

06Lme HacTpoikK PaclumpeHHble HacTpoViKu

DHCP

@unbTpauus VRRP coobLeHnit

D¢ Cratyc ¢ IP-agpec ¢ Fpynna ¢ Mpuopuret ¢ Pexum pa6oTbl ¢ Mepexsat ponn & WHTepBan 3agepxku nepexsata poau ¢
1 (1] — — 100 3aBMCUT OT COCTORHUS HTepdelica (1] 0

7 (1] 10.11.0.3/22 1 100 3aBUCUT OT COCTORHUA NHTEpdeiica (1] 0

[nsa cospaHnsa Hosoro VRRP ncnonbayinte kHonky «Co3sgaTbe VRRP». OTKpoeTcs OKHO, rae Heobxoammo
ykasaTb ID VRRP.

CozaaHwne Hoeoro VRRP X

\

m

OTtmena

Mocne HaxaTunsa KHoMkn «CoxpaHuTb» co3faHHbIn VRRP no6aBuTcs B TabvLy U OTKPOETCS CTpaHuLa ¢
HacTpolikamu aaHHoro VRRP. Mpu Heo6xoammocTn oTMeHbl co3aanns VRRP, ncnonb3ayiite KHonky «OTMeHay.
[ONs pegaktMpoBaHna CyLLLECTBYIOWMX HAcTpoek HaxkxmuTe Ha ID VRRP B cnincke.

C NomoLb0 YEKOOKCOB MOXHO BblOpaTb 0AMH U Heckonbko VRRP cTpaHuue, 4ToObl NPUMEHNTb K HAM

8]

obLme aelicTBUS C NOMOLLbLI KHOMKM «Ypanutb VRRP». Ansa kaxgoro VRRP goCTynHO KOHTEKCTHOE
MEHIO C iIeiCTBMEM «Y[aNNTb».
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< 1

Bkntounts VRRP

Appeca VRRP ~

IP-agpec ocHOBHOW

Wcxopaawmii agpec VRRP

Beeaute IP-agpec

Mpuoputetr VRRP ®

100 MapameTp He BblibpaH v

Ipynna VRRP

Beegute rpynny VRRP

Pexwum pa6oTbl

®

3aBWCUT OT COCTOAAHWS POAUTE/IbCKOrO
MHTepdeiica

BkntoueH 6e3ycnoBHO

@ nepexsar pom

MHTepBan 3agiepXKu nepexeara ponu, cek

0

Pasgen cogepxuT cneaytolime napameTpsbi:

e Bkoyums VRRP — nepekntoyaTesib, KOTOPbI NO3BOASET BKIOUNTL UK BbIKNOUMTL VRRP. BO3MOXHbIe
3HaYeHusA: BKIIOYEHO/OTKIHOYEHO. 3HaYeHNe No YMOMYaHUIO: OTK/IHOYEHO;
B Tabnmue VRRP B cTon6ue «CtaTtyc» oToOpaxaeTcs ero HarnsagHoe useToBoe 0603HavYeHme:

@

. — VRRP BkntoueH;

. o — VRRP BbIkNtOYEH.

e |P-adpec ocHosHoU - IP-agpec, koTopblli ByAeT NCNoMb30BaTbCA B KavyecTBe 06LLero agpeca Bcex
yyacTHukoB VRRP. 3HaueHne no ymonuaHuto: otcytcteyeT. 3agaétcsa B suae: AAA.BBB.CCC.DDD/NN,
rae AAA-DDD npuHumMatoT 3HadeHus [0..255] n NN npuHumaeT 3HaueHus [8..32];

e Mcxooswul adpec VRRP — appec, KoTopblii 6yaeT ncnonb3oBaTbCs B kadecTBe IP-agpeca otnpasutens
Ans VRRP-coo6LweHunin. JocTynHble 3HaYeHus hopmmnpyoTcs Ha ocHose IP-aapecos, 3afaHHbIX B 06LLmMX
HacTpolikax. 3Ha4YeHne No ymon4yaHuio: otcyTcTByeT. 3aaaétcs B Buae: AAA.BBB.CCC.DDD, rge kaxgas
4yacTb NpuvHMMaeT 3HayveHns ot 0 go 255;

e [lpuopumem VRRP — 3neMeHT COCTOMT U3 ABYX YacTeli: NoNs BBOAA W BbiNagatoLwero cnucka:

e [lone BBOAA MO3BOIAET BBECTU 3HAYEHME, KOTOPOe ByAeT NCNOMb30BaATLCA B KAYECTBe
npuoputeta VRRP. 3HaueHne no ymo/4aHuIo: OTCYTCTBYET. BO3MOXHble 3Ha4veHus: oT 1 o 254,

e BbinagatoLunin CNMcoK ¢ BO3MOXHOCTbLIO yKa3aTb HOHUT, KOTOpoMy GyaeT HasHaueH IP-agpec.
3HayeHVe No yMOoJ14aHuIo: OTCYTCTBYET.
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© 1pun ucnonb3oBaHMK cxeMbl ¢ lOHUTaMK pekoMeHayeTcs ykasbiBaTb VRRP-nproputeT Ans
KaoK0ro oH1UTa. EC/iv IOHUTBI HEe UCNOJIb3YOTCS, A0CTaToOYHO yKa3aTb oaAnH VRRP-
npuoputeT. B 3TOM cnyyae IOHUT BbiOMpaTb He TpebyeTcs.
Mocne Bblbopa lOHUTA CTaHET AOCTYMNHA kHonka «obaBuntb npuoputeT VRRP», koTopas
no3sonseT fo6asnTb 40 4 3HAYEHUI NpuopuTeTa AN KaKA0ro 13 KOHUTOB.

C NoMOLLbI0 KHOMKM . «YpannTb» MOXHO yAanunTb paHee A06aBeHHbIe 3HAYEHUS
npuoputeTa.

'pynna VRRP — ycTtaHaBnnBaeTcs npuHagnexHocts VRRP-npouecca k rpynne. 'pynna npegocrasndet
BO3MOXHOCTb CUHXPOHMU3MpPOBaTb HeCKos1IbKOo VRRP-npoueccoB. 3HayeHne rno yMo/i4aHuio: OTCyTCTBYeT.
Bo3MoxHble 3HavyeHns: oT 1 go 32;
Pexum pabomesl — napameTp, onpegensawoLwmi pexum padotel VRRP. 3HaueHne no ymonyaHuio:
3aBUCKUT OT COCTOSAHUA POANTENIBCKOTO NHTepdelica;
Bo3MOXHble 3HauYeHus:

e 3aBUCUT OT COCTOSIHUA POAUTENBLCKOro nHTepdenica — pexum pabotsl VRRP — npouecca 3aBucut

OT COCTOSIHMA poauTensckoro Bridge;
e Bk/itoueH 6e3ycnoBHO — pexum paboTel VRRP — npouecca BHe 3aBUCUMOCTM OT COCTOSAAHUSA
poautenbckoro Bridge .

lMepexsam posiu — nepeknoyaTenb akTuBMpyeT yHKUMOHanN, korga Backup-ycTpolictso ¢ 6onee
BbICOKUM npuopuTeToMm, 6yaeT nblTaTbCs NepexsaTuTb Ha cebsa ponb Master y Tekyuiero
Master-yctpoiicTsa ¢ 60s1€e HU3KMM NPUopUTETOM. VICK/TIOUEHEM ABNSAETCA YCTPOMCTBO, Y KOTOPOro
BUPTYaUsibHbIV IP-agpec coBnagaet ¢ IP-agpecom Ha nHTepdelice, oH Bcerga byaeT nepexsartbiBaTb Ha
cebsa ponb Master BHe 3aBMCMMOCTY OT J@aHHON HaCTPOMKN. Takxke UCKNIYEHNEM ABISETCA PaBEHCTBO
3Ha4veHunin VRRP npuoputeTa, yCTPOMCTBO He ByAeT NbiTaTtbCA nepexsaTtbiBaTh Ha cebs posib Master BHe
3aBNCUMOCTU OT AAHHON HACTPOWKIN. 3HAYEHME Mo YMOTHaHNIO: BK/TOYEHO. BO3MOXHbIE 3HaYeHus:
BK/1H0YEHO/OTK/IOYEHO.;
ViHmepsasn 3adepxku nepexsama po/iu, cek — napameTp, onpeaensoLwnii BpeMeHHOW MHTepBaJ, No
ncTeyeHmmn KoToporo Backup-ycTpoincTBo ¢ 60/1e€e BbICOKMM NPYOPUTETOM ByAET NbiTaTbCA NepexsBaTuTb
Ha cebs posib Master y Tekywiero Master-yctpoictea ¢ 60/1€e HU3KMM NPUOPUTETOM. 3HaYeHne no
ymonyaHuto: 0. BoamoxHble 3HadveHus: oT 0 go 1000;
Bepcusi VRRP — onpepgenseT ncnosb3yemyto sepcuto VRRP-npoTokona. 3HadyeHne no yMmonvaHuio: 2;
Bo3MOXHble 3HauYeHus:

o 2

e 3.
Anzopumm aymeHmucgpukayuu VRRP — napameTp, onpefenstowmii, B kakom popmare dyaet
nepefasartbcs Naposb A8 ayteHTudmkaumm VRRP mexay yctpoictBamy. 3HadyeHme no yMmon4aHuio:
Clear Text;
Bo3MOXHble 3HauYeHus:

e Clear Text;

e MDS.
dopmam k/r4a — napameTp, onpeaenstoumii B kKakom popmaTte ganee 6yaet 3agaH o06LWmiA KoY ans
ayTeHTudmkaumm VRRP mexay ycTpoictBamn. 3HadeHre no ymonyarutio: Clear-Text.
Bo3MOXHble 3HauYeHus:

e Clear-Text;

e Encrypted.
Kntou aymenmudbukayuu VRRP — none BBoga napons ans ayteHtudukauumn ¢ cocegHmm VRRP -
YCTPOMCTBOM. 3Ha4YeHUe no yMo4aHUI: OTCYTCTBYET;
WMHmepsasn omnpasku VRRP coobweHul, cek — napameTp, onpefensowmnin MHTepsas Mexay oTnpasKoi
VRRP-co06LLEHNIA. 3HaYEHME No YyMOonYaHuto: 1. Bo3aMoXHble 3HaueHust: oT 1 ao 40;
Hmepsan omnpasku Gratuituous ARP, cexk — napameTp, onpeaenstoLnin MHTepaas, No UCTEYEHUN
KOTOpOro npoucxoaut otnpaska Gratuituous ARP-coo6LLeHNS, UTO BUPTYasbHbIl IP-agpec Tenepb
npusasaH K MAC-azpecy ycTpoicTea npu nepexofe B cOCTosiHNe Master. 3HaueHune no ymonyaHuto: 5.
Bo3moxHble 3HavyeHns: oT 1 go 60;
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e MIHmepsasn nepuoduyeckoli omnpasku coobuwjeHuli Gratuituous ARP, cek — napameTp, onpegenstoLmii
WHTepBaJl, Mo NCTEeUYEHUU KOTOPOro byaeT NponcxoanTe nepuogmyeckasn otnpaska Gratuituous ARP-
COOO6LLEeHNIA, NoKa YCTPONCTBO HAXOAUTCH B COCTOAHUM Master. 3HayeHue no ymonyaHuio: OTCyTCTBYET.
Bo3MoxHble 3HavyeHna: oT 1 o 65535;

e Konudecmso coobweHull Gratuituous ARP — napameTp, onpeaensitoLmnii KOIMYECTBO OTNPaBSEMbIX
Gratuituous ARP-co0o6LLeHWIA, NoKa YCTPOMCTBO HaxoAUTCs B cOCTOAHMM Master. 3HaueHune no
ymosiyaHuio: 1. Bo3moxHble 3HaveHuns: ot 1 go 60;

e Kosiuwecmso coobweHul Gratuituous ARP nipu nepexode 8 cocmosiHue Master — napameTp,
onpeaensoLmiA, KoM4ecTBo oTnpasnsembix Gratuituous ARP-coo6LLeHNiA, Npy Nepexose B COCTOSAHNE
Master. 3HayeHve No ymosiyaHuio: 5. Bo3amoxHble 3HaveHns: ot 1 go 60;

e |P-adpec 019 VRRP Track — IP-agpec, npoBepka KoToporo 6yaeT ncnosib3oBaTbCs A1 ynpaBieHus
ctarycom VRRP. Ecnv npoBepsieMblli agpec CTaHOBUTCA HELOCTYMNHbIM, aBBTOMaTUYECKN CHMKAETCS
npuoputeT VRRP-macTepa, 3acTaBnssi ero nepegatb posib L/I03a PE3EPBHOMY YCTPOMCTBY. 3HaYeHne
Nno yMo/i4aHuIo: OTCYTCTBYeT. BO3MOXHble 3HaveHus: oT 1 go 60. 3agaétca B Buge: AAA.BBB.CCC.DDD,
roe Kkaxgas yactb npuHMMaeT 3HayveHuns ot 0 go 255,

e VIumepsas ICMP nposepku, cek — napameTp, onpeAensaownii MHTepeasa NPoBepku npu nomoLuy ICMP-
3anpocoB ansa ynpasneHusa ctatycom VRRP Ha ocHoBe ICMP-oTBeTa 0T onpegeneHHoro IP-agpeca.
3HayeHue no ymosiyaruio: 10. Bo3moxHble 3HaveHus: ot 3 fo 60;

e Konudecmso ICMP 3anpocos — napameTp, onpegenstowmii konnyectso ICMP-3anpocos 3a 0gHy
onepauuio, os1a ynpasneHusa ctatycom VRRP Ha ocHose ICMP-oTBeTa 0T onpegesieHHoro IP-agpeca.
3HayeHue no ymonyaHuio: 5. Bo3MOXHble 3HayYeHus: ot 1 fo 5.

10.2.5 AgMuHUCTPUpOBaHMe

[ns nepexofa K agMUHUCTPUPOBAHWIO HEO6XOAMMO B INTaBHOM MEHIO BbIOPaTb 3/1EMEHT
«AOMUHUCTPUPOBaHUE».

MeHto «MO ycTpoiicTBa»

Ha cTpaHuue HaxoauTtcst nHdhopmaumst 06 ycTaHOB/IEHHOM MPOrpaMMHOM 06ecreyeHn Ha yCTPOocTBe, a
Takxe eCTb BO3MOXHOCTb 3arpy3uTb 1 YCTaHOBUTL HoBOE MO 1 nepesarpy3nTb KOHTPO/IEep.

& WLC-30 © > MO ycrpoiicTa PeXuM pejakTMpoBaHins admin (5

@ MonwToputr v Mo ycrpoiicTea [N T EC Sl Mepesarpy3uTh YCTPOACTBO
0 Korpurypaums >
€3 ABMMHUACTPUPOBaHME v
0 ycrpovicTea ,
MepeTalywiTe coga WM BbIGEPHUTE aiin AR 3arpysku
Nnuiensun
110 Touek gocTyna
PaBoTa C Galinam KoHp... > Bepcua [laTa v Bpems Cratyc o CraTyc 10 nocne nepesarpyskwt
1.36.4 build 10[d506760aca] 2026-05-13 11:07:40 HeakTueHuiii HeakTuBHbii

1.36.4 build 11[d506760aca] 2026-05-15 11:43:51 AKTVBHI AKTVIBHbI

RU v

Bepcua N0

[na 3arpy3ku HoBoro MO ncnonb3yiite cneumanbHoe noae, 0603HaYeHHoe cneayummMm obpasom:

| MepeTaLyyuTe CHOAa UK BbIGEPUTE Gaiin AN 3arpyskn

239



WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

®daiin MOXHO NepeTaLivTb B rpaHuULLbl YKa3aHHOTO NOst UK HaTU 1 BbIGpaTb Ha MK, HaxkaB KHOMKY
«BblbepuTe chalin». Mocne ycnewHol 3arpy3ku gpalina, oH NosBuTCa B Tabnmue Hmke. 18 yctaHoBku MO
HEeobX0AMMO HaxaTb KHOMKY «AKTUBMPOBATb» HANPOTMB 3arpyeHHol Bepcun MO. Mocne Toro kak gaiin

Gyner oTMeueH AKTMBHEM g rhade "Cratyc MO nocne nepesarpyski’, HE06X04MMO Nepesarpy3uTh
YCTPOIACTBO A/151 3aBepLueHus ycTaHoskm MO. Vicnonb3yiiTe 418 3TOro KHOMKy «lepesarpy3uTb yCTpoCTBO»,
NPV HaXXaTUM Ha KOTOPYI0 HAUHETCS Nepesarpyska.

EcTb BO3MOXHOCTb OT/IOXMTb Nepe3arpysky, 4UTobbl M36exaTtb NpepbiBaHUs cepBuca B paboyee Bpemsi. A5
3TOro MCMNoNb3yiiTe KHOMKY «OTNOXUTL Nepesarpysky».

Mpw BbIGOPE 3TOV ONUMM MOXHO yKa3aTb KOHKPETHYHO AaTy U BpeMsi nepesarpysku B hopmare: AeHb, Mecsil,
oA, 1 Yachl, MUHYTbI. A TakXe MOXHO 3an/iaHMpoBaTh nepesarpy3ky Yepes ykazaHHOe BPeMS.

' ) |
OTnoXXeHHasa nepesarpyska X
@® B ykasaHHoe Bpems
Yepes yka3aHHOe Bpems
Data
AAMM.ITTT B
Bpems
YYy:MM
OTmMeHa 3aniaHNpoBaThb
LN <

Mocne ykasaHusa gatbl U BDEMEHU HaXXMUTE KHOMKY «3annaHvpoBaTb». HaBepxy cTpaHuubl NOSBUTCA
nHdopmaLma o faTe nepesarpysku. 18 oTMeHbl 3an/iaHnpoBaHHONM nepesarpy3ku, HOKMUTE KHOMKY
"OTMEeHNTBL" BHYTPU MHPOPMAaLMOHHOTO 6/10Ka.

2 WLC-30 © > MO ycrpoiictea PexyM pejakTuposaHua  admin (5>

Mo ycrpoiictBa [P OISl epesarpy3uTh YCTPORACTBO

@ MoHUTOPUHI >

W Korgurypauys >

@ AMUHNCTPUpOBaHVE v

© nepesarpysuts
N0 ycrpoiicrea T =

NvuyeHsvm

110 Touex gocTyna OTMeHUTL

PaGoTa C paiinami KoHg... >

[® nNeperawyre cioga wnm BbiGepyTe daiin AR 3arpy3kn

Bepua Nata v Bpems Cratyc N0 Cratyc N0 nocne nepesarpyskin

1.36.4 build 10[d506760aca] 2026-05-13 11:07:40 HeaxTuabii Heakmuahbi

1.36.4 bulld 11[d506760aca] 2026-05-15 11:43:51 AKTVBHBI AKTVIBHLIT

RU v

Bepca 0
000 «lTpeanpwsiTie 3nTexcs, 2022
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2 WLC-30 ® > MO ycrpoiictea PexyM pejakTuposaHua  admin (5>

© MoHuTopuHr > MO ycTpoiicTsa Ornoxuts nepesarpysky (i e
0 Kordurypauus >
€ AIMMHWACTPUpOBaHVE v
10 ycTpovicrsa i _
MepeTaLyyiTe CioAa WK BbIGEPUTE Gaiin AN 3arpy3ki
Nvuensum i
110 Touek goctyna
PaboTa ¢ dailnamm Kong... > Bepcva [ata v Bpems craryc o Cratyc 10 nocne nepesarpysky
1.36.4 build 10[d506760aca] 2026-05-13 11:07:40 HeakTugHIi HeakTueHuii

1.36.4 build 11[d506760aca] 2026-05-15 11:43:51 AKTUBHBI AKTUBHBI

RU v
© 3annanuposarkas nepesarpysKka oTMeHeHa X

Bepca 10

Tabnmua coaepXuT gaHHble no asym daiinam MO, 3arpy>eHHbIM Ha YCTPOACTBO, OAMH U3 KOTOPbIX SIBNSIETCS
aKTVBHbIM B jaHHbI/i MOMEHT, a BTOPOI — pe3€pPBHbLIM C BO3MOXHOCTBI NEPEKNOUYATHLCS MEXAY HUMU.

e Bepcusi — Bepcus 3arpy>eHHOro nporpaMmHoro obecrneyeHus;
e [lama u spemsi — gata n Bpems Bbinycka darina Nno;
e Cmamyc N0 — noka3blBaeT TEKyLLee COCTosAHME Ans Kaxkaon sepcum MO:

e cratyc AKTMBHEM - LoyaspiBaeT, uTo MO MCNOMb3YeTCs B AaHHbI MOMEHT;

o cTaTyc EAKTMBHEM - novaspiBaeT, uTo MO B AaHHbI MOMEHT He aKTUBHO, HO 3arpyXeHo Ha

YCTPOWCTBO U MOXET ObITb aKTUBMPOBAHO C MOMOLLbI0 KHOMKN «AKTUBUPOBATbY.
e Cmamyc 10O nocse nepesazpysku — NokasblBaeT, kakoe MO 6yaeT Ncnonb3oBaTbCsi Nocse
nepesarpyskn KOHTposnepa:

e craryc AXTVBHEIM  noyaspiBaeT, uTo faHHoe MO 6y4eT aKTUBHLIM MOC/E Nepe3arpysKi;

e craTyc EAKTVBHEM - n6ya3piBaeT, uTo gaHHoe MO He ByAeT UCNONb30BaTLCsS Noc/e
nepesarpysku.

o Kronka CansheatlelllEY nosgonsieT caenaTh AaHHbIi 06pas MO aKTUBHLIM NOC/E Nepesarpysku.

MeH10 «JlnueH3nu»

Ha cTpaHuue HaxoauTcst uHchopmaums 06 YCTaHOB/EHHbIX JIMLLEH3MAX HA YCTPOICTBE, a Takxe NpUCyTCTBYeT
BO3MOXHOCTb 3arpy3uTb HOBYHO JIMLEH3NIO U Nepe3arpy3nTb KOHTPOosIep.

[N 3arpy3kn HOBOW NULEH3UW UCMO/b3YNTE CnelnasibHoe nose, 0603Ha4YEeHHOE cneayLmMm 06pa3om:

! MepeTawyyTe Ctoaa W BeIGEPUTE haiin ANA 3arpysku

®daiin MOXHO NepeTalMTb B rpaHuULLbl YKa3aHHOT0o Nost UK HaTU 1 BbIGpaTb Ha MK, HaxkaB KHOMKY
«BblbepuTe chaiin». Mocne ycnewHol 3arpy3ku dalina, B Tabnvue HKe NosSBUTCA MHGOPMaLUS O AOCTYNHOM

(hyHKLMOHATE 3arpy)XeHHOI SIMLEH3NM, KOTOPbIN ByAeT uMeTb cTaTyc WEMEEEES | UTo6bl akTUBMPOBAT
AAaHHbIN (PYHKLMOHA He06X0AMMO Nepe3arpy3nTb KOHTposIep. [1s1 3TOro NCNosb3yiTe KHOMKY
«MepesarpysnTb YCTPOICTBO», NPU HAXKaTWM HA KOTOPYI0 HAUYHETCS nepesarpyska.

EcTb BO3MOXHOCTb OT/IOXUTb Nepe3arpysky, YUTobbl M36exaTb NpepbiBaHUs cepBuca B paboyee Bpemsi. 415
3TOro UCMNONb3yWTe KHOMKY «OTNOXUTL Nepe3arpysky».
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& WLC-30 > NnueHsumn PexuM peAakTupoBaHus admin (5

ik ompeij > Nnyensum OTnoXuT, nepesarpysky
W Kongurypauus >
€ AAMMHUCTPUpOBaHMe v
N0 yerpoiictea (® neperawure copa wnn ssibepure haitn ana sarpyskn
Nnyensvm |
110 Touek gocTyna
PaGoTa C paiinamm KoHp... > NeH3m Ha ycTpoiicTee
PyHKuvioHan VICTouHMK Cratyc 3Haverve Hauano nepuoga Aevicrena KoHeL| nepvioga AeiicTaus
wLC Boot true — —
wiLc Boot true - -
WLC-AP-SUPPORT-EXT ELM 700 - —
WLC-WIDS-WIPS ELM true — —

RU v

Bepcua 110
000 «flpeanpusTve <3nTexcs, 2022

Mpu BbIGOpeE 3TOI ONUMM €CTb BO3MOXHOCTb YKa3aTb KOHKPETHYIO AaTy U BpeMs nepesarpysku B doopmare
N€Hb, MECSLL, TOf1 1 YacCbl, MUHYTbI. A TaKKe eCTb BO3MOXHOCTb 3arn/laHMpoBaTh nepesarpysky Yepes
yKazaHHoe Bpewmsi.

OTnoXeHHas nepesarpyska X
@® B ykasaHHoe Bpems
Yepes ykasaHHOe Bpema

daTa

AAMM.ITTT B
Bpems

Y4:MM

OTmeHa 3annaHnpoBarTE
o <)

Mocne ykasaHus gatbl 1 BPEMEHU HAXMUTE KHOMKY «3annaHMpoBaTh». HaBepxy cTpaHuLbl NOSBUTCS
nHhopmaumsl o gate nepesarpysku. 151 OTMeHbl 3ansiaHMPOBaHHON Nepe3arpysku, HKMUTE KHOMKY
"OTMeHUTL" BHYTPY MHADOPMALIMOHHOTO 610Ka.

Tabnmua NUMUEH3N coaepXuT cneayoume aaHHble:

®PyHKYUOHas/1 — Ha3BaHune PyHKUMOHaNa, 4OCTYMHOIO MO JINLEH3UN.
VIcmoyHUK — NCTOYHUK YCTaHOBKN NNLLEH3MN. BO3MOXHbIE BapUaHThbl:
e boot — fIMUEH3MA NOCTaBAETCS C YCTPOWCTBOM B 3aBOACKONM KOMMIEKTaLMK;
e file — nMuUeH3MA 3arpyxeHa oTaesibHbIM (haitlom Ha KOHTPONEp;
e ELM — nnueHsns npegoctasnserca cepsmcom ELM.
Cmamyc — TekyLiee COCTOsAHME NMLEH3NN. BO3MOXHbIE BapuaHTbI:
e Active — NMUEH3MA aKTUBHA B AA@HHbI MOMEHT;
e Candidate — nuueH3uns 6yaeT akTMBHA NOC/e nepesarpy3kn KOHTposiepa.
3HayeHue — ykasblBaeT orpaHmyeHme no AnueH3nn. BoaMoxHble 3HaYeHus:
e true — NUUEH3MA paboTaeT 6€3 KOHKPETHbIX OrPaHNUYEHNIA;
e <N> — nMueH3ns paboTaeT ¢ ykasaHHbIM OrpaHnyeHnem. Hanpumep, ecnv ans nuueHsun «WLC-
AP» 3Ha4veHne pasHo 200, To kK koHTponnepy WLC-30 moxHo noaknountb 200 Touek 4ocTyna,
BMecTO 6a30BbIx 150.
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e Hauasio nepuoda delicmsusi — aata Havyana AencTBUS NNLEH3NN.
e KoHey nepuoda delicmsusi — fata OKOHYaHUSA AeACTBUSA NNLEH3NN.

NvueH3uM Ha yCTpoiAcTEE

DyHKYUMoHaNn Mcrossmk
WLC Eoot
WLC Boot
WLC-AP File
WLC-AP File

WLC-WIDS-WIPS Fil

n

L
g
&
i

WLC-WIDS-WIPS Fil

Cratyc

g
&
i

%
2
&
i

true

true

300

300

true

true

Y
]
|
©
0

Kosey nepuoas asicrems

MeHtio0 «[10 Touek goctyna»

Ha cTpaHuue HaxoanTcst HhopMaums 0 3arpy>XeHHbIX Ha KOHTponnep gaiinax MO Touek AOCTyNa, a Takke
€CTb BO3MOXHOCTb 3arpy3uTb HOBble (haiisibl MO 1 yaanuTe HeakTyasibHble haiisbl.

[na 3arpy3kn HOBbIX (halinos MO ncnonb3yiiTe cneynasnbHoe nose, 0603Ha4YeHHOe ceayrLwmm 06pasom:

| lMepeTawuTe Cl0Aa UM BoIGEpUTE daiin ANs 3arpy3kn

®daiin MOXHO nepeTalyTh B rpaHuLbl yka3zaHHOTo Nons WK HaikT 1 BbibpaTb goaiin Ha MK, Haxas KHOMKY
«Bbl6epuTe haiinx. Mocne ycnelHoii 3arpy3kiu aiina oH NosiBUTCS B TAGMNLE HUXKE.

O6HOBUTL MO Ha Toukax A0CTyrna MOXHO OZHAM U3 ABYX CNOCOGOB:

B 3aiaHHOe Bpems /151 BCeX Touek AocTyna. [1a 3Toro Ucnosib3yiiTe KHomky «MepeiTi B NaHNpoBLIVK
06HOB/IEHUIA», BK/IOUMTE 1 HACTPOITE 06HOB/IEHUE MO pacnucaHuio. OGHOB/IEHME 3amnyCTUTCS B
yKazaHHOe BPeMs B COOTBETCTBUI C YACOBbLIM NOSICOM JlOKaLMmW 71 TeX MOAEeNeit Touek AocTyna, Ans

KOTOPbIX HA KOHTPO/ep 3arpyxeHbl aiins MO.

e BpyuHyt0 Ha BbiGpaHHbIX TOUKax AocTyna. [ aToro nepeiante B MeHo «MOHUTOPUHI»
/«BecnpoBoHas ceTb»/«ToukM AocTyna». C NOMOLLbI0 YeK60KCOB BbIGEPUTE TOUKM [OCTYNa, KOTOpble
HEeo6X0ANMO O6GHOBUTL N HAXMUTE KHOMKY «O6HOBUTL MO». Moc/ie 3Toro 3anycTuTcsl 0GHOB/EHNE Ha
BCEX BbIGPaHHbIX TOUKAX A0CTYNa Npu yCI0BUM Ha/IMumns Ha KOHTposepe aiinios MO ansa BbiGpaHHbIX

moaenen T/A.
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MO Tosex gocTyna
MO Touek gocTtyna @ Nepeiiti & naHMpOBLMK OBHOBAEHMT

WEP-3ax-1.16.1_build _

Ta6nuua ¢ daitnamm MO coaepXnT crneayroline aaHHbIe:

e HasgaHue — Ha3BaHVe halisia NPorpaMMHOro 06ecneyeHns TOUKN AOCTYNa;
e Pasmep, M6 — pasmep chalina B merabaiTax;
e [lama 3a2py3ku — AaTa 3arpy3ku hainna Ha KOHTponep.

UT06bl yaannTb HeakTyasbHble hainbl MO ¢ KOHTPONIepa, BbIbepUTe NX B TAbNMLE C MOMOLLbH YEKOOKCOB 1
HaXKMUTE KHOMKY «Y AannTb». Bce BblOpaHHble dainbl 6yayT yaaneHsl.

MeHtio «Pa6oTa ¢ haiinamu KoHcpurypaymumn»

MoomeHIo «AkmyasibHble ¢hali/ibi»

Ha cTpaHuue npeacTaBneHa BO3MOXHOCTb COXPaHWTb AelCTBYIOLLYI0 Running-KoHUrypawLmio, COXpaHnTb
Tekyllyto Candidate-koHdourypauuio, C6pocnTb KOHGMIypaLuio YyCTPOCTBa K 3aBOACKM HACTPOiiKaM, a Takke
BO3MOXHOCTb 3arpy3uTb Pe3epBHYH Konuto dhaiina KoHUrypawumm Ha ycTpoincTeo.
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S WLC-30 1B » AKTyanbHble painbl @ rexum pegaktuposatins admin (5
& MoHuTopuHr v AKTyanbHble palinbl C6pOCUTb A0 3aBOACKMX HAaCTPOEK
BecnpoBoAHas ceTb >
Cuctema v Cka4aTb daiin KoHGUrypaumm 3arpy3uTb daiin KoHpUrypaumm

WHdopmauma 06 yCTpoiic... T 3
Running Candidate i
rpaduk 3arpysku CPU
0 Kordmrypauma >
€3 AIMUHUCTPUpOBaHIE v e i
MO ycTpoiicTBa
NnyeH3um
MO Touyek aocTyna
Pa6oTa c ¢paitnamm KoHd... v
AKTya/nbHble paiinb!
ApX1BHbIe paiinibl

CpaBHeHMe KoHpUrypauuia

3aepy3ums ¢palin koHghuaypayuu

© [ns 3arpy3ku haiina KoHUrypauum JomKeH GbiTb BKIIOYEH PEXUM pefaKTUPOBaHUS.

{ MepeTaluTe croAa Wnm BuibepuTe ¢aiin Ans 3arpyskn

Ckayamb chali/l KOHu2ypayuu
Ha cTpaHuue AOCTyNHO ckaunBaHue AByX haiinoB KOHUIypauum ¢ MOMOLLbIO KHOMOK:

* Running - ckaunBaHue aiina aeiicTytoLleit Running-koHdurypauum koHTponnepa (koHdurypauums,
KOTOpast MICMO/b3yeTCsl Ha aHHbI MOMEHT);

e Candidate — ckaumBaHue (paiina Tekyuiein Candidate-koHdurypauum koHTponnepa (KoHgurypauus, B
KOTOPYIO GbI/I BHECEHDI, HO €Lle HE NPUMEHEHbI, UBMEHEHUSI OTHOCUTENILHO AECTBYOLLEN
KOHGpUrypaumm).

3aBodckasi KoHhuzypayusi

© /15 c6poca koHUrypaLmm k 3aBOACKMM HACTPOIKaM AO/MKEH GbiThb BK/IIOYEH PEXUM
pefaKkTVPoBaHUs.

UT06bI C6POCUTL YCTPOICTBO K 3aBOACKM YCTAHOBKAM HEOOXOAMMO HaXaTb KHOMKY "COpOCUTL A0 3aBO/CKMX
HacTpoekK', a 3aTeM NMPUMEHWUTL KOH(DUTYPaLIMIO C MOMOLLbIO KHOMKM «MPUMEHNTb» 1 NOATBEPAUTL N3MEHEHUS
C MOMOLLbIO KHOTKY «[oATBEPANUTDL».

€@ Mocne npuMeHeHns 3aBOACKOI KOHMIypaLMK BO3MOXHA NOTepsa A0CTyna.
B 3aBOACKOW KOHGUIypaLmmn AocTyn K web-nHTepdheiicy KOHTposiepa OCyLLeCcTBNAAETCA N0 NPOTOKONY
HTTPS ¢ yuyeTHbIMM AaHHbIMKW: NONb30BaTeNb — admin, naponb — password.
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oomeHro «ApxusHbie palisibi»
CTpaHuua cogepXxuT nHopMaLmio 0 pe3epBHbIX KONMUSX haiiioB KOHUrypauuu.
OGHOB/EHNE CTPaHULbI NPOUCXOANT NPU HaXKaTuM Ha KHONKY «OBGHOBUTbL».

C nomoubto YEKOGOKCOB MOXHO BblOpaTh OAUH, HECKONBbKO UK BCe haiisibl, UTOObI NPUMEHNTL K HAM 00Liee
[IeCTBME C MOMOLLbHO KHOMKK «YAanuTb goaiibl». Mpy HaXXaTum Ha KHOMKY «YAanuTb haiinbi» n
NoATBEPXAEHUN AEACTBMSA, BCE BblbpaHHble doainbl 6yayT yaaneHsl.

Mpwv BbIGOpE OAHOrO WK ABYX (haiiyioB CTAaHOBUTCS AOCTYMNHA KHOMKa «CpaBHUTbLY, MPU HaXXaTuK Ha KOTOPYH

OCYLLECTB/ISIETCA Nepexoq Ha cTpaHuLy «CpaBHeHVE KOHpUrypaumii» Ans nocneayowero CpaBHeEHUs
chainnos.

[N kaxaoro goalina Takke A0CTYNHO KOHTEKCTHOE MEHHO C AeNCTBUSIMU:

e Konuposams 8 Candidate — NpoMcxoaunT KONMpoBaHWe KoHGUrypaLmumn n3 BbibpaHHoro daiina B
Candidate-koHcburypaumto. Onums A4OCTynHa TOIbKO NPY BK/TKOYEHHOM peXume pefakTupoBaHus;

e CpasHumb — OCYLLLECTBNSAETCA Nepexo Ha cTpaHuly «CpaBHeHne KoHUrypauminy Ans nocneayowero
CpaBHeHus halinos;

e YOa/iumb — apxvBHbIN (haiin KoHpurypaumm 6yaeT yaaneH.

Jv WLC30 @ Pexvm pegakvposakms  writer 5

@ | NO ycrpoiictea
0] NueHsumn -
ApXMBHbIe ¢amn bl

() MO Toyex gocTyna

Pa6oTa ¢ daiinamu ) C
KOHOUIrypaummn

Cnuncok hainnos npeacTtasneH B Tabnuue. Tabnvua coaepXnT AaHHble:

* HasgaHue — Ha3BaHVe halisia pe3epBHOI KoMK KOHUrypauuu;
e Pasmep, K6 — pa3smep tpaiina, ykazaHHblli B kKnnobaiitax;
e [lama modugpukayuu — pgarta n Bpems nocnegHen mogmdnkaumm daina.

HacTpoiikyu co3gaHmsa apxuBHbIX haiioB onncaHa B OKyMeHTauum «YnpasieHne nporpammHbIv
obecneyeHneM 1 KoHdUrypaumen».,

lMoomeHIo «CpasHeHuUe KOHghuaypayuii»

Ha cTpaHuLe ocylecTBseTcs NOCTPOYHOE CpaBHEHNE BblOpaHHbIX (hainnos KoHdUrypauuu.

OG6HOB/IEHME CTPaHULbI NPOUCXOAUT NPU HaXXaTUM Ha KHOMKY «OBGHOBUTb.

[ns Toro 4to6bI CPaBHUTL ABa daiina, Heo6xoauMOo BbibpaTb UX B COOTBETCTBYIOLLMX Nonsax: «KoHdurypaumus
T» n «KoHurypaunsa 2». KHonka «KonunposaTtb B Candidate» — konmpyeT BbiGpaHHyH0 KOHUrypaumo B

KoHgourypaumto «Candidate». na npyuMeHeHns Ncnosb3yiiTe KHONKY «MpumMeHnTb». Onumsa AoCTynHa TO/bKO
Nnpy BK/IIOYEHHOM peXxnme pefakTUpoBaHuS.
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.’. WLC-30 (:) Pexyim DegaKTVPDEaRNA writer (5>
@ MO ycrpoiictea CpaeHeHne KoHd Y
100 JNlnyeHsun o
e CpaBHeHue KoHpUrypauuii @
Pa6oTtac ¢ai7maMM . Konowurypauma 1 Koudowurypauus 2
KOHGUIypaLm (&) Napametp He suibpaH Napamerp He suibpaH
AxTyaneHsie dannsl
ApxueHeie ¢ainel
CpasHerne KoHOUTypaLwil
[nsa cpaBHeHUss MoryT ObITb BblbpaHbl criegytowme daiinbi:
e ApXuBHble halisibl KOHPUrypaumm;
e Tekywaa Running-koHdurypauus;
¢ Tekywasn Candidate-koHcurypayms;
 Factory-config — 3aBogckast kKoHGUrypaums;
e Default-config — gedpontHas koHdpurypauus.
CpaBHeHKe KoHpurypauuin
CpaBHeHue koHdurypauuii ©
KoHurypayus 1 KoHurypayus 2
C Tekyuias running KoHdUrypauus config_t_20250928_104019

object-group mac test1
mac address 68:30:55:21:aa:ba ff:ff:ff:ff:ff:ff
exit
object-group mac test2
mac address 68:30:55:21:aa:ca ff:ff:ff:fff:ff
exit
+ syslog monitor
+ severity none
+  exit
radius-server local
nas ap
network 192.168.1.0/24
+ network 100.109.0.0/22
username admin
password encrypted $6$/tN29F2vo55LXAfX$H]0QsFSSTOfXnFxiutEgaMBwA1rf2iVPYIOped.euQ8bsbliR6vUvcZY.qd3W5QrorYofovdhtv4oriTtweiBO
& password encrypted $6$WFtqVBzvNg4Al1Aq$Id8E97sbqcN50G5vis11sv3THb9z1.MC2j9/Q1nYHMvyDqvGmMTqC94xIDZ70WuGHGPWGHfuyidbdFONJjCzeO
bridge 2
ip address 100.110.7.32/23

+ ip address 100.110.1.32/23

Mpu cpaBHEHNM KOHQUTYypaLMiA UCNONb3YHOTCS Creaytolime 0603HaUYEHNS:

e 3eseHbIll ysem u 3Hak "+" — HacTpolika NpUCyTCTBYET B KOHUrypaumm 2, Ho OTCYTCTBYET B
KOHcpurypauum 1,

e KpacHbili ysem u 3Hak "-" — HacTpolika OTCYTCTBYeT B KOHGUrypauun 2, Ho NpucyTCTBYET B
KOHcpurypauum 1,

e CuHul ysem — N3MEHEHWsI B CTPOKE OTCYTCTBYHOT, UCMOMb3yeTCcA A5 0603HaYeHNs pa3gesios
KOHp1rypaumm, KoTopble cogepxart OT/IN4mS.

Ecnu chaiin coaepxuT ycTapesLUyo BEPCUI0 KOHAMrypaumm, 3To 6yeT ykasaHo B NEpPBOii CTPOKe BbiBOAA.

© /115 Toro uTo6bLI CpaBHNTL APXMBHYHO KOHAUIYpaLWIo, KOTopas 6biia caenaHa Ha sepeusx MO 1.26.1 1
HWXe, NP BbINOJIHEHMN CPaBHEHWSA CUCTEMA aBTOMaTUYECKU BbINOJTHAET anrpeiis sepcun
KOHpurypaumm Ha akTyasibHyt0 B pamkax TekyLel Bepcum MO KoHTponnepa.
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11 ¥YnpaBneHue TyHHeIMpoOBaHNEM

ANTOPUTM 1 NPUMEPBI HACTPOIKN (RYHKLMIA YNpaBieHUsi TYHHENMPOBAHUEM CM. B lokyMeHTauum ESR.

3HauyeHua napameTpos gnsg WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

12 YnpaBneHue pyHKUMSAMN BTOPOro ypoBHS (L2)

ANTOPUTM 1 NPUMEPBI HACTPOIKN ynpaBieHust pyHKUmMaMY BToporo ypoBHs (L2) cm. B fokymeHTauum ESR.

3HauyeHua napameTpos gnsg WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

13 YnpasneHune QoS

Ynpaenenue texHonorueii Quality of Service (QoS) onvcaHo B fokymeHTaLmmn ESR.

3HauveHua napameTpos gnsgd WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 cOOTBETCTBEHHO.

14 YnpaBneHve mapLupytmnsaumein

ANTOPUTM 1 NPUMEPbI HACTPOIKN (RYHKLMIA yNpaBieHnst MapLupyTusaumeii cm. B gokymeHTaumy ESR.

3HauveHua napameTpos gnsgd WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

15 YnpasneHue TexHonorneit MPLS

YnpasneHue texHonormein MPLS onncaHo B gokymeHTaumm ESR.

3HauveHua napameTpos gnsa WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 cOOTBETCTBEHHO.
16 YnpaBneHne 6e30MacHOCTbIO

ANTOPUTM 1 NPUMEPbI HACTPOIKN (PYHKLMI ynpaBieHnst 6e30nacHOCTbI0 CM. B AokymeHTauun ESR.

3HauyeHua napameTpos gnsgd WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam ans ESR-15/15R/
30/3200/3250/3350 cOOTBETCTBEHHO.

17 YnpaBneHue pesepBupoBaHNEM

PesepsuposaHne WLC onvcaHo B ctatbe pesepsrposaHiie WLC.

ANropuT™M 1 NPUMEPbLI HACTPONKM QOYHKLMIA yNpaBneHns pe3epBrmpoBaHMeM ApYyrMx CEPBMCOB CM. B
OokymeHTaumu ESR.

3HauyeHua napameTpos gnsgd WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 cCOOTBETCTBEHHO.
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18 YnpaBneHue knacTtepusalei

18.1 Hacrtpoiika Cluster

Cluster nucnonb3yetcs Ans pesepBmpoBaHusa paboTbl yCTPONCTB B ceTU. Pe3epBrpoBaHie obecrneymBaeTca 3a
CYeT CMHXPOHU3aUMM paboTbl pa3NyHbIX CEPBMCOB MEX/Y YCTPOCTBaMMU, a Takke 3a CHeT opraHu3aumm
€MHOI TOYKM yrpaB/eHNs yCTpocTBamMMm.

Hymepauus nopToB 3aBUCKMa OT HOMepa lHUTa.

Y toHuTa 1 Hymepauma nHtepgeica éyaet 1/0/x. Y oHuTa 2 Hymepaumsa nHtepdeiicos éyaet 2/0/x.
T.4. Ans toHnta 3 n 4.

UTo6bI HE NOTEPATb AOCTYN A0 YCTPOCTBA NOC/Ie CMEHbI HOMEpA KHUTa HE0OX0AUMO HACTPOUTb
nHTepdeiicel ¢ Hymepaumein 2/0/x, 3/0/x, 4/0/x 3apaHee.

18.1.1 ANroputm HacCTPOWKMN

War OnucaHue KomaHpga Knrouun

1 MepeiiTn B pexxum KoHdurypupoaHuss  wlc(config)# bridge <BR-NUM> <BR-NUM> — HOoMep ceTeBoro
CEeTeBOro MOCTa, KOTopbIin byaeT mMocTa.

NCMNO/Ib30BaH B Ka4eCTBe K/1acTEPHOro
nHTepdelica.

2 Ykazatb IPv4-afpec 1 macky nogceTtu wlc(config-bridge)# ip address <ADDR/LEN> - IP-agpec u
AN KnacTepHoro nHtepdelica. <ADDR/LENS> [unit <ID>] O/IMHa Macku noaceTw,
Heobxoaumo ycTaHOBUTL aapec A5 3a4aéTcsd B Buge
BCEX IOHUTOB Knactepa. (L8 pa6oTbl AAA.BBB.CCC.DDD/EE, roe
KnacTepHoro uHtepdeiica Kaxpas yactb AAA — DDD
noaaepXvwBaeTcs TobKo IPv4- npuHUMaeT 3HaveHus [0..255] n
aapecauus.) EE npuHumaeT 3HayeHus

[1..32].

<ID> — Homep oHUTA,
npuUHUMaEeT 3HaueHus [1..2].

JononHutesnbHble yHKLMM
IPv4-agpecauum cm. B
pasgene Hactpoiika IP-

agpecauun.
3 YcTtaHoBuTb naeHTudmkatop VRRP- wlc(config-bridge)# vrrp <VRID> <VRID> - ngeHtudpmkaropa
MapLupyTusaTopa. VRRP-mapupyTtmsatopa,

NnpUHUMaET 3HaueHus [1..255].
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LWar

10

11

OonucaHue

YcTaHoBUTbL BUPTYasibHbIi IP-agpec
VRRP-maplupyTu3aTopa (agpec AoKeH
ObITb U3 TOW XXe NOACETU, UTO 1 ip
address).

YctaHoBuTb NpuHaanexHoctb VRRP-
MapLupyTmnsaTopa K rpynne. 'pynna
npefocTaBseT BO3MOXHOCTb
CYHXPOHU3MpPOoBaTb Heckosbko VRRP-
npoLeccos, Tak ec/iv B OJAHOM U3
MpoLLeccoB Npom3oiigeT cMeHa
MacTepa, TO B ApYroM npowecce Takke
Npon3oia&T cCMeHa ponei.

Brnountb VRRP-npouecc Ha IP-
nHTepdelice.

AKTVIBI/IpOBaTb CeTeBO MOCT.

MepeiTn B peXmm KOHUIypurpoBaHus
KnacTepa.

YcTaHoBUTbL MHTepdelic, yepes
KOTOpbIA ByaeT NPonCxXoanTb 0O6MeH
CNY>X€BHbIMU COOBLLEHNSAMN MeXAY
IOHUTaMK B KnacTepe.

OTK/IHOUUTb CUHXPOHU3ALMIO
KOHChUrypaumii B knactepe Mexay
toHUTaMu (He 06A3aTesIbHO).

MepeiTn B pexmm KOHUIrypupoBaHus
loHUTa B Knacrtepe.
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KomaHpga

wic(config-vrrp)#ip <ADDR/LEN>
[ secondary ]

wic(config-vrrp)# group <GRID>

wlc(config-vrrp)# enable

wlc(config-bridge)# enable

wlc(config)# cluster

wic(config-cluster)# cluster-
interface bridge [<BRIDGE-ID>]

wlc(config-cluster)# sync config
disable

wic(config-cluster)# unit <ID>

Kniouun

<ADDR/LEN> — BupTyabHblii
IP-agpec v gnvHa macku,
3afaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
kaxxgasi yactb AAA — DDD
npuHMMaeT 3HaueHus [0..255] n
EE npvHMMaeT 3HavyeHus
[1..32]. MoxHo ykasaTtb
HECKOMNbKO

IP-appecoB nepeuncrieHvemM
yepes 3ansaTyo. MoxeT 6bITb
Ha3HayeHo Ao 8 IP-agpecos Ha
nHTepdelic.

secondary — ko4 gns
YCTaHOBKM [,OMNO/THUTEIbHOTO
IP-agpeca.

<GRID> - ngeHtudmkarop
rpynnbl VRRP-
MapLupyT1saTopa, npuHumaeT
3HaveHud [1..32].

<BRIDGE-ID> -
NAeHTUPMKALNOHHBI HOMep
MOCTa, 3a4aeTcs B BUAe,
onncaHHOM B pasgene Tunbi 1
NopsAoK MMEHOBaHWS
NHTepdeicos
MapLipyT1satopa.

<ID> — HOMep oHUTa,
npUHUMaEeT 3HaueHus [1..4].
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War OnucaHne KomaHpga Knoun
12 HacTtpoutb MAC-agpec ans wic(config-cluster-unit)# mac- <ADDR> - MAC-agpec
address <ADDR> CeTeBOro MocTa, 3a/1aéTcs B

onpefenieHHoro HuTa.
Bnge XX: XX XX:XX:XX:XX, rae

Kaxgas 4acCcTb NpuHNMaeT
3HaueHus [00..FF].

13 BknounTb paboTy KnacTtepa. wlc(config-cluster)# enable

14 CMEHWTb OHUT Y YCTPOIicTBa (CMeHa wic# set unit id <ID> <ID> — HomMep oHUTA,
IOHUTa YCTPOICTBa BCTyNaeT B Uy npUHMMaeT 3HaveHws [1..4].
rnocne nepesarpyskiu.)

A [aHHble Mexay HUTaMK Knactepa Yepes KaHas CUHXPOHU3aLIMM NepeaatoTcs B OTKPLITOM BUAE.
Takke BCe BBOAVMbIE KOMaH/bl KOH(PUIYPYPOBaHUS, CoiepXallime YyBCTBUTE/IbHYIO MH(DOPMALMIO He
B encrypted-Buae, 6yayT nepefaHbl B TOM Xe BUAE, B KOTOPOM BBEZEHbI, NOC/E Yero 6yayT

npeo6pasoBaHbl B encrypted-ua,

18.1.2 Mpumep HacTpoiiku KnacTepa

B HacToALLEM PYKOBOACTBE NPUBEAEHO ONCaHME HACTPOIKK KacTepa A1s agMMHUCTPaTopa CepPBUCHOIO
MaplupyTu3aTopa wlc (aanee — mapLupyTumsartop).

MepBuUHan HacTpoiika knactepa (cxema 1+1)

Switch

Standby Standby

Active

WLC-1 WLC-2 WLC-2

Cxema peanusaumm HA Cluster 1+1

[ns 6onee yoo6HOro N ACHOrO BOCNPUATUAA PEKOMEHYeTCA NeperMeHoBaTb YCTPONCTBa. B knacTepHoi
BEPCUN MPOLLUBKN NpeayCcMOTpeHa BO3MOXHOCTb YKa3aTb MMS YCTPOWCTBA C NPUBA3KONA K FOHUTY. YCTPOWCTBO
6yAeT 1cnonb3oBarh TOMLKO TOT hostname, IOHUTOM KOTOPOrO OH AB/IAETCA:

WLC-1

wlc# configure
wlc(config)# hostname wlc-1 unit 1
wlc(config)# hostname wlc-2 unit 2
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Bonee npuoputeTHbIM siBnsieTcs hostname, ykasaHHbI ¢ NPUBA3KON K unit.

Heob6xoamMmo yaanuTb 3aBO/ICKME HACTPOKK Bridge, 4To6bl Aanee cKOHUIypupoBaTh €ro ¢ Hy/s:

WLC-1

wlc-1(config)# no bridge 1
Cospaite VLAN 2449, koTopblii 6yeT BbICTynatb kak vlan ynpasnenus gna TA:

WLC-1

wlc-1(config)# vlan 2449
Ykaxute napameTp, KOTOprVI OTBeYyaeT 3a MNocTosiHHoe cocTosiHne UP:

WLC-1

wlc-1(config-vlan)# force-up
wlc-1(config-vlan)# exit

[ns Toro 4to6bLI 3a4aTb agpecaunto Ha Bridge, npeaBaputesibHO HEOGX0AMMO YAANNTL 3aBOACKME HACTPOWKN
NHTepdeiica:

WLC-1

wlc-1(config)# no +interface gigabitethernet 1/0/2
Co3spaite Bridge gnsa ynpasnenus T/

WLC-1

wlc-1(config)# bridge 5
Ykaxute VLAN:

WLC-1

wlc-1(config-bridge)# vlan 2449
3apaiiTe 30Hy 6€30MacHOCTH:

WLC-1

wlc-1(config-bridge)# security-zone trusted
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Heob6xoaumo 3aaath apecauuto A58 NepBoro 1 BTOPOro IOHNUTA KacTepa:

WLC-1

wlc-1(config-bridge)# ip address 192.168.1.3/24 unit 1
wlc-1(config-bridge)# ip address 192.168.1.2/24 unit 2

HacTtpoiite VRRP:

ONnsi n36exaHusi NULLIHWX NnepekstodeHnii VRRP, B NprBeieHHOM NpuMepe OTK/UYEH NepexsaT posm
Master y Tekyliero Master-yctpoiictea ¢ 60/1€e HU3KUM NPUOPUTETOM.

preempt disable

Ecnv Bam TpebyeTcsi nepexeaT posiu, TO HY)KHO BBOAWTL 3aepXKy /1 Nepexsara, YTo6bl CEPBUCHI
yCnenu CUHXPOHU3UPOBATb [JaHHbIE.

vrrp preempt delay 120

WLC-1

wlc-1(config-bridge)# vrrp 2
wlc-1(config-vrrp)# ip address 192.168.1.1/32
wlc-1(config-vrrp)# priority 130 unit 1
wlc-1(config-vrrp)# priority 120 unit 2
wlc-1(config-vrrp)# group 1
wlc-1(config-vrrp)# preempt disable
wlc-1(config-vrrp)# enable
wlc-1(config-vrrp)# exit

OTknounTe paboTy spanning-tree n BkaounTe paboty Bridge:

WLC-1

wlc-1(config-bridge)# no spanning-tree
wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit

Mepelignte K KOHPUTYpMpPOBaHUIO HTepdieinca MNepBoro HUTA:

WLC-1

wlc-1(config)# interface gigabitethernet 1/0/2
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[nsi yno6eTBa ykaxuTe onvcaHune nHtepdeiica:

WLC-1

wlc-1(config-if-gi)# description "Local"
MepeBeanTe pexnm paboTbl MHTepdeliica B L2:

WLC-1

wlc-1(config-if-gi)# mode switchport
YKaxuTe pexum paboTtbl MHTepdgeica trunk:

WLC-1

wlc-1(config-if-gi)# switchport mode trunk
Jo6asbTe VLAN 3 1 2449, koTopble 6yayT o6pabaTbiBaTbCa MHTEPGENCOM:

WLC-1

wlc-1(config-if-gi)# switchport trunk allowed vlan add 3,2449
wlc-1(config-if-gi)# exit

CKOHcpurypupyiite nHTepdeinc BToporo KHUTa. HacTpokn MAEHTUYHBbI C MHTepdiencom,
CKOHPUIYPUPOBAHHbIM BbILLE:

WLC-1

wlc-1(config)# interface gigabitethernet 2/0/2
wlc-1(config-if-gi)# description "Local"

wlc-1(config-if-gi)# mode switchport

wlc-1(config-if-gi)# switchport mode trunk
wlc-1(config-if-gi)# switchport trunk allowed vlan add 3,2449
wlc-1(config-if-gi)# exit

Hacmpolika knacmepHo20 uHmepgetica

[nsa nosnHoueHHoW paboTbl knactepa TpebyeTcsa CKOHIUIYpUpoBaTh KnacTepHbIi MHTepdenc, KoTopbli yaeT
ncnonb3oBatbea Ans nepegaym control plane Tpadmka. B kauectse kiactepHoro nHtepdeiica HasHaueH
bridge. B kauecTBe MexaHn3Ma, OTBEYatoLLEero 3a onpegesneHne posei yCTponcTs, y4acTBYOLWMNX B
pe3epBupoBaHnn, HazHavyeH npotokon VRRP. HacTpoliku cluster-nHtepdpeiica fomkHbl 6bITb NOEHTUYHBI AN
BCEX Y4aCTHMKOB knactepa.

Tak Kak knacTep BbINOJIHAET CUHXPOHMU3ALUMIO COCTOAHMI MeXay YyCTPONCTBaMu, HE06X04MMO CO34aTb 30HY
6e3onacHocTn SYNC (synchronization) n paspeluntb npoxoxaeHune Tpacvka npotokona VRRP:
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WLC-1

wlc-1(config)# security zone SYNC
wlc-1(config-security-zone)# exit

wlc-1(config)# security zone-pair SYNC self
wlc-1(config-security-zone-pair)# rule 1
wlc-1(config-security-zone-pair-rule)# action permit
wlc-1(config-security-zone-pair-rule)# match protocol [icmp
wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# rule 2
wlc-1(config-security-zone-pair-rule)# action permit
wlc-1(config-security-zone-pair-rule)# match protocol vrrp
wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

Cospavite VLAN 5, koTopblii 6ygeT BbicTynatb kak VLAN crHXpoHM3auun knactepa:

WLC-1

wlc-1(config)# vlan 5
Mepelignte K HaCTpOMKam KnacTepHoro nHTepdeiica:

WLC-1

wlc-1(config)# bridge 1

B Bepcum MO 1.36.4 B kauecTBe cluster-nHtepdpeiica nogaepxaH Tonbko bridge.

YkaxuTte, K kakomy VLAN oTHocuTcs bridge, n 30Hy 6e30nacHOCTM:

WLC-1

wlc-1(config-bridge)# vlan 5
wlc-1(config-bridge)# security-zone SYNC

Janee ykaxute IP-agpeca:

WLC-1

wlc-1(config-bridge)# ip address 198.51.100.254/24 unit 1
wlc-1(config-bridge)# ip address 198.51.100.253/24 unit 2

[na paboTbl KNacTepHOro uHTepdieca nogaepxmnsaeTcs Tonbko IPv4-agpecauus.

Ha cluster-nHtepdelice Heobxoanma HacTpoiika afpecoB C NPUBS3KON K unit.
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HacTpolite ngeHtndukatop VRRP, npuHagnexHoctb VRRP-mapLupyTtnsaTtopa K rpynne, IP-agpec VRRP:

WLC-1

wlc-1(config-bridge)# vrrp 1
wlc-1(config-vrrp)# ip address 198.51.100.1/24
wlc-1(config-vrrp)# priority 130 unit 1
wlc-1(config-vrrp)# priority 120 unit 2
wlc-1(config-vrrp)# group 1
wlc-1(config-vrrp)# preempt disable
wlc-1(config-vrrp)# enable

wlc-1(config-vrrp)# exit

[ns HacTpoiku knactepa agpec VRRP fomkeH 6bITb UCKIHOYUTENBHO U3 TOM Xe MOACETH, UTO U
agpeca Ha nHTepdeiice.

Bkntounte npotokon bridge:

WLC-1

wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit

HacTpoliiTe domanyeckne NopTbl CUHXPOHM3ALMM MapLIpyTM3aTopoB wic-1 1 wlc-2:

[o6aBbTe paHee co3gaHHblin VLAN 5 cnHxpoHm3auun knactepa, K uiTepdelicy:

WLC-1

wlc-1(config)# interface gigabitethernet 1/0/2
wlc-1(config-if-gi)# switchport trunk allowed vlan add 5
wlc-1(config-if-gi)# exit

CKOHhurypupyiite nHTepdeinc BToporo KHUTa. HacTpokn MAEHTUYHBbI C MHTEepdiencom,
CKOHIUIYPVPOBAHHbIM BbILLE:

WLC-1

wlc-1(config)# interface gigabitethernet 2/0/2
wlc-1(config-if-gi)# switchport trunk allowed vlan add 5
wlc-1(config-if-gi)# exit
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[na nposepku paboTtsl npotokona VRRP BbINo/HUTE cnefyoLwyo KomaHay:

WLC-1

wlc-1# show vrrp
Virtual router Virtual IP Priority Preemption State Inherit
Sync group ID

198.51.100.1/24 130 Disabled Master -=

1
1
2 192.168.1.1/32 130 Disabled Master -
1

MOXHO YBUAETb, UTO YCTPOICTBO NPUHSANIO cocTosiHe Backup. Yepes 10 cekyH/ yCTPOICTBO NpumeT
cocTosiHne Master.

Hacmpolika knacmepa

[na 3anycka knactepa Heo6xoAMMO ykasaTb 3apaHee HaCTPOEHHbIN KNacTepHbIn NHTEPENC N IOHUTDI,
KoTopble 6yayT BbINONHATL ponn Active n Standby.

MepeianTe B pexuM HACTPOIKK KiacTepa:

WLC-1

wlc-1(config)# cluster
HacTpoiiTe 1oHUTbI:

WLC-1

wlc-1(config-cluster)# unit 1

wlc-1(config-cluster-unit)# mac-address E4:5A:D4:A0:BE:35
wlc-1(config-cluster-unit)# exit

wlc-1(config-cluster)# unit 2

wlc-1(config-cluster-unit)# mac-address A8:F9:4B:AF:35:84
wlc-1(config-cluster-unit)# exit

B kauecTtBe mac-address yka3biBaeTcs cucteMHblin MAC-aapec yCTpOCTBa, Ero MOXHO Y3HaTb C
nomoLubto komaHabl show system | include MAC.
[JaHHbI 610K HACTPOMKN KnacTepa A0/HKEH NPUCYTCTBOBaTb HAa 060MX HOHMTaX.

YKakuTe KnacTepHblil UHTePEIAC, CO34aHHbIi paHee, N akTUBMPYNTE KnacTep:

WLC-1

wlc-1(config-cluster)# cluster-interface bridge 1
wlc-1(config-cluster)# enable
wlc-1(config-cluster)# exit
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MepelignTe K HacTpoiike NTP:

WLC-1

wlc-1(config)# ntp server 100.110.0.65

[na pa6otbl cuHxpoHnsaumm cepeucos WLC, a Takke knactepa Heobxoanma CUHXPOHU3auusa
BpPEMEHU MeXay toOHUTaMu.
B npumepe ykasaH geMoHcTpaumnoHHbIi IP-agpec NTP-cepsepa.

YKaxute MUHUMasIbHOE BpeMs onpoca U MakCuMasibHoe BpeMs onpoca:

WLC-1

wlc-1(config-ntp-server)# minpoll 1
wlc-1(config-ntp-server)# maxpoll 4
wlc-1(config-ntp-server)# exit

OTtkntoumTe ntp broadcast-client:

WLC-1

wlc-1(config)# no ntp broadcast-client enable
YKaxkuTe 4acoBoW Nnosic:

WLC-1

wlc-1(config)# clock timezone gmt +7
wlc-1(config)# exit

Mocne HacTpoek knactepa KoHdurypaums Ha wic-1 n wlc-2 gomkHbI BbIrNAAeTb MAEHTUYHO, CNeay LM
obpasom:
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cluster
cluster-interface bridge 1
unit 1
mac-address e4:5a:d4:a0:be:35
exit
unit 2
mac-address a8:f9:4b:af:35:84
exit
enable
exit

hostname wlc-1
hostname wlc-1 unit 1
hostname wlc-2 unit 2

object-group service airtune
port-range 8099

exit

object-group service dhcp_client
port-range 68

exit

object-group service dhcp_server
port-range 67

exit

object-group service dns
port-range 53

exit

object-group service ntp
port-range 123

exit

object-group service radius_auth
port-range 1812

exit

object-group service sa
port-range 8043-8044

exit

object-group service ssh

port-range
exit
object-group

port-range
exit
object-group

port-range

22

service sync
873

service journal_sync
5432

exit

syslog file-size 512

syslog file tmpsys:syslog/default
severity info

exit

syslog file flash:syslog/radius_log
severity debug
match process-name radius-server

exit

syslog file flash:syslog/default
severity info

exit

logging radius
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radius-server local
nas ap
key ascii-text password
network 192.168.1.0/24
exit
nas local
key ascii-text password
network 127.0.0.1/32
exit
domain default
user test
password ascii-text passwordl
exit
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text password
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

boot host auto-config
boot host auto-update

vlan 3
force-up

exit

vlan 2449
force-up

exit

vlan 2,5

exit

no spanning-tree
domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone users
exit

security zone SYNC

exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
vrrp 1
ip 198.51.100.1/24
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
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enable
exit
enable
exit
bridge 2
vlan 2
security-zone untrusted
ip address dhcp
no spanning-tree
enable
exit
bridge 3
vlian 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.3/24 unit 1
ip address 192.168.1.2/24 unit 2
vrrp 2
ip 192.168.1.1/32
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
interface gigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 1/0/2
description "Local"
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 1/0/4
mode switchport
exit
interface tengigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface tengigabitethernet 1/0/2
mode switchport
exit
interface gigabitethernet 2/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 2/0/2
description "Local"
mode switchport
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switchport mode trunk
switchport trunk allowed vlan add 3,5,2449

exit

interface gigabitethernet 2/0/4
mode switchport

exit

interface tengigabitethernet 2/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 2/0/2
mode switchport

exit

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

security zone-pair trusted self

rule 10
action permit
match protocol tcp
match destination-port object-group ssh
enable

exit

rule 20
action permit
match protocol -+dicmp
enable

exit

rule 30
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable

exit

rule 40
action permit
match protocol udp
match destination-port
enable

exit

rule 50
action permit
match protocol tcp
match destination-port
enable

exit

rule 60
action permit
match protocol udp
match destination-port
enable

exit

rule 70
action permit
match protocol tcp
match destination-port

object-group ntp

object-group dns

object-group dns

object-group sa
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enable
exit
rule 80
action permit
match protocol udp
match destination-port object-group radius_auth
enable
exit
rule 90
action permit
match protocol gre
enable
exit
rule 110
action permit
match protocol tcp
match destination-port object-group airtune
enable
exit
exit
security zone-pair trusted trusted
rule 1
action permit
enable
exit
exit
security zone-pair trusted untrusted
rule 1
action permit
enable
exit
exit
security zone-pair untrusted self
rule 1
action permit
match protocol udp
match source-port object-group dhcp_server
match destination-port object-group dhcp_client
enable
exit
exit
security zone-pair users self
rule 10
action permit
match protocol -+dicmp
enable
exit
rule 20
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable
exit
rule 30
action permit
match protocol tcp
match destination-port object-group dns
enable
exit
rule 40
action permit
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match protocol udp
match destination-port object-group dns
enable
exit
exit
security zone-pair users untrusted
rule 1
action permit
enable
exit
exit
security zone-pair SYNC self
rule 1
action permit
match protocol -+dicmp
enable
exit
rule 2
action permit
match protocol vrrp
enable
exit
rule 3
action permit
match protocol ah
enable
exit
exit

security passwords default-expired

nat source
ruleset factory
to zone untrusted
rule 10
description "replace 'source ip' by outgoing interface ip address"
action source-nat 1interface
enable
exit
exit
exit

ip dhcp-server
ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.5-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific
suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043"
exit
exit
ip dhcp-server pool users-pool
network 192.168.2.0/24
address-range 192.168.2.4-192.168.2.254
default-router 192.168.2.1
dns-server 192.168.2.1
exit

softgre-controller
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nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

wlc

outside-address 192.168.1.1

service-activator
aps join auto

exit

airtune
enable

exit

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
ssid-profile default-ssid

exit

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

ap-profile default-ap
description "default-ap"
password ascii-text encrypted 8CB5107EATOO5AFF
services

1ldp-server

exit

exit

radius-profile default-radius
auth-address 192.168.1.1
auth-password ascii-text password
domain default

exit

ip-pool default-ip-pool
description "default-ip-pool”
ap-location default-location

exit

enable

exit

ip ssh server
clock timezone gmt +7

ntp enable

ntp server 100.110.0.65
minpoll 1
maxpoll 4

exit
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MepBoe yCTpOI7ICT80 MNOJIHOCTbIO HACTPOEHO N TOTOBO K pa60Te.
AHa/I0rMYHbIE HACTPOIKN HEOOX0AMMO NMPOM3BECTM HA BTOPOM YCTPOICTBE. Takke BO3MOXHa HacTpoiika
BTOPOro ycTpoicTBa cpeactsamu ZTP.

[nsa aktmBaumm npouecca ZTP Heo6xoaMMo Ha BTOpoM ycTpoiicTee 3anyctutb dhep-client Ha bridge-
nHTepdeiice, manyeckuii HTepdeiic KOTOPoro GyAeT BK/IHOYEH B KNACTEPHbIV NHTepdeiic NepBoro
yCTpOWCTBA.

B kauecTBe npumepa Takoi koHdurypauum nogoiiaet factory-koHdurypauus. (B factory-
KoHdpurypaumm ans vwlc HeT HacTpoeHHoro dhep-client).

B npouecce ZTP ycTpoiicTBO aBTOMATUYECKM BbICTABUT cebe:

1) KoHcpurypauuio;

2) KOHUT;

3) Bepcuto MO, Ha koTopom paboTaeT Active wic;

4) NnueHsunio, ecnv OHa NpegBapuTeNibHO 3arpyxeHa Ha Active wic.

— N N

UT0ObI UISMEHUTb HOHUT Ha Apyrmnx yCTpOﬁBaX, BbIMNOJSIHUATE C/ieayroLuine KomaHabl:

WLC-2

wlc# set unit id 2

Unit ID will be 2 after reboot

wlc# reload system

Do you really want to reload system now? (y/N): y

Ha 3aBoAcKoi KoHdbUrypauum unit npUHUMAET 3HaYeHKe No ymonyaHuto (unit = 1).
CwMeHa toHMTa YCTPOoKCTBa BCTyNaeT B CU/Ty NOC/e nepesarpysku.

Mpy N3MEHEHUN HOMEepa KOHUTA KOHTPO/iepa He NPOMCXOAMT aBTOMaTMYecKol KoHBepTauum
KOHchurypauumn.

B cnyyae ecnv fo KOHTponepa HaCTPOEH YAasIeHHbI AOCTYN Ny HEro MEHSETCS HOMEp HOHUTA,
Heo6XxoAMMO A0 nepesarpy3kn HaCTPOUTD ip-MHTepdelichbl A1 HOBOTO KOHUTA aHa/TI0TMYHO TEKYLLMM.

B 3aBO/ACKOW KOHOUTypaLMmn NPUCYTCTBYIOT HACTPONKM MHTEPHENCOB TONBKO A5 OHUTA N0
ymonuanuto (unit = 1).

Mpy KONMPOBaHUM N NPUMEHEHUN 3aBOACKON KOH(PUrypaLmm HacTpoilka HoMepa toH1Ta He
N3MEHSAETCA Ha 3HAaYeHWe N0 YMOJTHaHUIO.

YCTaHOB/TL HOMEP HOHMTA MO YMO/THaHWNI0 BO3MOXHO C/ieAyoLWwmumy cnocobamu:

1. icnonb3ysa KOHCONBbHOE NOAK/OYEHNE;

2. 3axaB PyHKLMOHasTbHYO KHOMNKY "F" Ha 15 cekyHa,

Y6eauTecn, 4TO HaCTpoiika IoHUTa NPUMEHUNACH YCMEeLLHO:

WLC-2

wlc-2# show unit -id
Unit ID 1is 2
Unit ID will be 2 after reboot

O61befvnHeHVe YyCTPOKMCTB B K1lacTep HEBO3MOXHO, €C/IM OHM OTHOCATCH K OZLHOMY U TOMY X€ HOHUTY.
WckntoueHnne — npouecc ZTP, Tak kak B npouecce ZTP HyXHbI unit y yCTpoCTBa BbICTABUTCA
aBTOMaTUYECKM.
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[Mocie BbINOJIHEHUS 3TUX LLIAaroB Knactep 6yp,eT yCnewHo 3anyLeH. TeKymee COCTOAHME KnacTtepa MOXHO
Y3HaTb, BbIMO/IHNB KOMaHAOY

WLC-1

wlc-1# show cluster status

Unit Hostname Role MAC address State IP address
1x wlc-1 Active e4:5a:d4:a0:be:35 Joined 198.51.100.254
2 wlc-2 Standby a8:f9:4b:af:35:84 Joined 198.51.100.253

Mocne BKIOYEHMSA K1acTepa 1 yCTaHOB/IEHMS IOHUTOB B cOocTosiHME Joined, HacTpolika yCTpoicTs
ocyLecTBnseTcsa HacTpoiikoli Active ycTpoicTsa.

CVHXPOHM3UPYIOTCSA KOMaHAbl KOHGUIypaumm, a Takke komaHabl: commit, confirm, rollback, restore,
save, copy <source> system:candidate-config.

B cnyuae, ecnv KoHurypupoBaHue ocylectsnsetcs Ha Standby, To cuHxpoHusauum He Gyaer.
EcTb BO3MOXHOCTb OTK/THOUEHMSA CUHXPOHU3auun koMmaHgon sync config disable.

Ecnn mexay toHuTaMu knactepa He 6yaeT CUHXPOHU3MpoBaHa Bepcus MO, To KomaHabl commit,
confirm He 6yayT cuHxpoHu3npoBaTbcs Ha Standby ycTpoiicTBo.

Mocne BbINOMIHEHWUSI 3TUX LIATOB KacTep 6yAeT yCrnellHo 3anyLleH. Tekyllee COCTOSAHNE CUHXPOHU3auum
noAcuUcTeM KnacTepa MOXHO Y3HaTb, BbINOIHUB KOMaHy:

WLC-1

wlc-1# show cluster sync status

System part Synced
candidate-config Yes
running-config Yes
SW version Yes
licence Yes
licence (After reboot) Yes
date Yes

B Bepcuu 1.36.4 He nogaepxaHa CUHXPOHM3aUUA LWNGPOBAHHbLIX Napone.

Uepes MUHYTY NOC/ie BK/OYEHNS KacTepa CMHXPOHM3MpyeTcsl BpeMsi, Ha Standby ycTaHoBUTCS
Bpemsi Active-toHuTa.

CUHXPOHM3aLMSi BPEMEHV NPOBEPSIETCA pa3 B MUHYTY, B C/lyYae PacxXoXAeHusi Bpems
CUHXPOHU3NPYETCS.
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MNepBuuHas HacTpoiika knacTtepa (cxema 1+2)

Switch f
Active Standby Standby
WLC-1 WLC-2 WLC-2

© Hacrpoiika cxembl 1+2 1 1+3 NPOU3BOAUTCS MO @HANOTUM CO CXEMOi 1+1 1 ykasaH1em Heo6X0aNMbIX
napameTpoB A1 AOMO/THUTENbHbIX KOHUTOB.

Ons 6onee yao6GHOIO U ICHOTO BOCMPUATUSI pEKOMEHAYeTCs NepenmMeHoBaTb YCTPOiicTBa. B knacTepHoii
BEPCUW NPOLUMBKM NPELYyCMOTPEeHa BO3MOXHOCTb YKa3aTb MMSs YCTPOICTBA C NPUBS3KOIA K IOHUTY. YCTPOICTBO
6yAeT Mcnonb3oBaTb TO/bKO TOT hostname, OHUTOM KOTOPOTo OH SIBASIETCS:

WLC-1

wlc# configure

wlc(config)# hostname wlc-1 unit 1
wlc(config)# hostname wlc-2 unit 2
wlc(config)# hostname wlc-3 unit 3

A\ Bonee npuoputeTHbIM fiBNsieTcst hostname, ykasaHHbIi C NPUBA3KOI K unit.

Heo6xoaMmo yaanvTb 3aBoACKMe HacTpoiikv Bridge, uTobbl fanee CKOHPUryprpoBaTh ero ¢ Hys:
WLC-1

wlc-1(config)# no bridge 1

Cospalite VLAN 2449, koTopsbiin 6yaeT BbICTynath kak vlan ynpasnenuns gnsa TA:
WLC-1

wlc-1(config)# vlan 2449

YKaxute napameTp, KOTOprVI OTBeYaeT 3a NOCTOAHHOE cocTosAHue UP:
WLC-1

wlc-1(config-vlan)# force-up
wlc-1(config-vlan)# exit
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,U,J'Iﬂ TOro YTOOBbI 3afaTtb agpecaynio Ha Bridge, npeagBapuTesibHO H606XO,£I,VIMO yAasInTb 3aBOACKMNE H8.CTp0I7IKVI
nHTepdeiica:

WLC-1

wlc-1(config)# no interface gigabitethernet 1/0/2
Cospalite Bridge ans ynpasnenuns T

WLC-1

wlc-1(config)# bridge 5
Ykaxute VLAN:

WLC-1

wlc-1(config-bridge)# vlan 2449
3apgaiiTe 30Hy 6€30MacHOCTH:

WLC-1

wlc-1(config-bridge)# security-zone trusted
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Heob6xoaumo 3aaath apecauuto A58 NepBoro 1 BTOPOro IOHNUTA KacTepa:

WLC-1

wlc-1(config-bridge)# ip address 192.168.1.4/24 unit 1
wlc-1(config-bridge)# ip address 192.168.1.3/24 unit 2
wlc-1(config-bridge)# ip address 192.168.1.2/24 unit 3

HacTtpoiite VRRP:

ONnsi n36exaHusi NULLIHWX NnepekstodeHnii VRRP, B NprBeieHHOM NpuMepe OTK/UYEH NepexsaT posm
Master y Tekyliero Master-ycTpoiictea ¢ 60/1€e HU3KUM NPUOPUTETOM.

preempt disable

Ecnv Bam TpebyeTcsi nepexeaT posiu, TO HY)KHO BBOAWTL 3a[epXKy /1 Nepexsara, YTo6bl CEpBUCHI
yCnenu CUHXPOHU3UPOBATb [JaHHbIE.

vrrp preempt delay 120

WLC-1

wlc-1(config-bridge)# vrrp 2
wlc-1(config-vrrp)# ip address 192.168.1.1/32
wlc-1(config-vrrp)# priority 130 unit 1
wlc-1(config-vrrp)# priority 120 unit 2
wlc-1(config-vrrp)# priority 110 unit 3
wlc-1(config-vrrp)# group 1
wlc-1(config-vrrp)# preempt disable
wlc-1(config-vrrp)# enable
wlc-1(config-vrrp)# exit

OTknounTe paboTy spanning-tree n BkiounTe paboty Bridge:

WLC-1

wlc-1(config-bridge)# no spanning-tree
wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit

Mepeignte K KOHOUTYPUPOBAHUIO MHTEpAIECa NepBOro HUTAa:

WLC-1

wlc-1(config)# interface gigabitethernet 1/0/2
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[nsi yno6eTBa ykaxuTe onvcaHune nHtepdeiica:

WLC-1

wlc-1(config-if-gi)# description "Local"
MepeBeanTe pexnm paboTbl MHTepdeliica B L2:

WLC-1

wlc-1(config-if-gi)# mode switchport
YKaxuTe pexum paboTtbl MHTepdgeica trunk:

WLC-1

wlc-1(config-if-gi)# switchport mode trunk
Jo6asbTe VLAN 3 1 2449, koTopble 6yayT o6pabaTbiBaTbCa MHTEPGENCOM:

WLC-1

wlc-1(config-if-gi)# switchport trunk allowed vlan add 3,2449
wlc-1(config-if-gi)# exit

CKOHhurypupyiite nHTepdeinc BToporo u TpeTbero HUTa. HacTponkn naeHTUYHbI ¢ MHTEpdeicom,
CKOHPUIYPUPOBAHHbIM BbILLE:

WLC-1

wlc-1(config)# interface gigabitethernet 2/0/2
wlc-1(config-if-gi)# description "Local"

wlc-1(config-if-gi)# mode switchport

wlc-1(config-if-gi)# switchport mode trunk
wlc-1(config-if-gi)# switchport trunk allowed vlan add 3,2449
wlc-1(config-if-gi)# exit

WLC-1

wlc-1(config)# interface gigabitethernet 3/0/2
wlc-1(config-if-gi)# description "Local"

wlc-1(config-if-gi)# mode switchport

wlc-1(config-if-gi)# switchport mode trunk
wlc-1(config-if-gi)# switchport trunk allowed vlan add 3,2449
wlc-1(config-if-gi)# exit

Hacmpolika knacmepHo20 uHmepgetica

[ns nonHoueHHON paboTbl knacTepa TpebyeTcss CKOHUIYpMpPOoBaTh K1acTepHbIil MHTepdeiic, KoTopblii byaeT
ncnosb3oBatbca A8 nepegayun control plane Tpadmka. B kauecTBe k1acTepHOro nHTepdelica HasHavyeH

271



WLC-Series. PyKoBOACTBO MO 3Kcnnyartaunn. Bepcusa 1.36.4
bridge. B kauecTBe mMexaHn3Ma, OTBeYaloLLlero 3a onpeneneHne pOl‘IEI7I yCTp0I7ICTB, y4yacTBywOLNX B
pe3epBnpoBaHnn, Ha3Ha4YeH NPOTOKO/1 VRRP. HaCTp0|7IKI/I cluster—MHTequel‘/'lca AO0JDKHbI ObITb NAOeHTUYHbI Ana
BCeX YYaCTHUKOB KnacTtepa.

Tak Kak Knactep BbINOHAET CUHXPOHN3ALMI0 COCTOSTHUIN MeXAy YCTPOMCTBaMu, HE06X04MMO CO34aTb 30HY
6e3onacHocT SYNC (synchronization) n paspeluntb npoxoxaeHue Tpacvka npotokona VRRP:

WLC-1

wlc-1(config)# security zone SYNC
wlc-1(config-security-zone)# exit

wlc-1(config)# security zone-pair SYNC self
wlc-1(config-security-zone-pair)# rule 1
wlc-1(config-security-zone-pair-rule)# action permit
wlc-1(config-security-zone-pair-rule)# match protocol -[icmp
wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# rule 2
wlc-1(config-security-zone-pair-rule)# action permit
wlc-1(config-security-zone-pair-rule)# match protocol vrrp
wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

Cospaliite VLAN 5, koTopblin 6yaeT BbicTynatb kak VLAN CMHXpOHM3aLU MK Knactepa :

WLC-1

wlc-1(config)# vlan 5
Mepengute K HACTPOkaM KnacTepHOro nHTepdeiica:

WLC-1

wlc-1(config)# bridge 1

B Bepcum MO 1.36.3 B kauecTBe cluster-uHtepdeiica noaaepxaH Tonbko bridge.

YkaxuTte, kK kakomy VLAN oTHocuTtcs bridge, n 30Hy 6e30nacHOCTM:

WLC-1

wlc-1(config-bridge)# vlan 5
wlc-1(config-bridge)# security-zone SYNC

Janee ykaxute IP-agpeca:

WLC-1

wlc-1(config-bridge)# ip address 198.51.100.254/24 unit 1
wlc-1(config-bridge)# ip address 198.51.100.253/24 unit 2
wlc-1(config-bridge)# ip address 198.51.100.252/24 unit 3
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[na paboTbl KNacTepHOro uHTepdeca nogaepxmnsaeTcs Tonbko IPv4-agpecauus.
Ha cluster-nHtepdelice Heobxoanma HacTpoiika afpecoB C NPUBS3KON K unit.

HacTtpoitte ngentudmnkarop VRRP, npnHagnexHocts VRRP-maplipyTtmsaTtopa K rpynne, IP-agpec VRRP:

WLC-1

wlc-1(config-bridge)# vrrp 5
wlc-1(config-vrrp)# ip address 198.51.100.1/24
wlc-1(config-vrrp)# priority 130 unit 1
wlc-1(config-vrrp)# priority 120 unit 2
wlc-1(config-vrrp)# priority 110 unit 3
wlc-1(config-vrrp)# group 1
wlc-1(config-vrrp)# preempt disable
wlc-1(config-vrrp)# enable

wlc-1(config-vrrp)# exit

[ns HacTpoiikm knactepa agpec VRRP gomkeH ObITb UCKIUMTENBHO U3 TOM Xe NOACETH, UTO U
azipeca Ha nHtepdelice.

Bkntounte npotokon bridge:

WLC-1

wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit

HacTpoiiTe thmsnyeckme nopTbl CUHXPOHM3ALMM MapLlipyTnsatopos wic-1, wlc-2 n wic-3:

© /anHan HacTpoiika noapasymeBaer, uto WLC 6yayT coeiMHeHbI Mexzy co6Oli C NOMOLLbIO
KOMMyTaTopa, C NpeABapuTelbHO HACTPOEHHbIMU NOPTaMK 47151 NPOXOXAEHMSA Tpadmka U3 JaHHOro
VLAN

Jo6aBbTe paHee co3faHHbIi VLAN 5 cMHXpOHM3auuMn KnacTtepa, K nHtepdeiicy:

WLC-1

wlc-1(config)# interface gigabitethernet 1/0/2
wlc-1(config-if-gi)# switchport trunk allowed vlan add 5
wlc-1(config-if-gi)# exit
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CkoHchurypupyiite nHtepdeiic 2 n 3 toHuta. HacTpoiiku MaeHTUYHbI C MHTePdIencoM, CKOH(UTYPUPOBaHHbLIM

BbilLE:

WLC-1

wlc-1(config)# interface gigabitethernet 2/0/2
wlc-1(config-if-gi)# switchport trunk allowed vlan add 5
wlc-1(config-if-gi)# exit

wlc-1(config)# interface gigabitethernet 3/0/2
wlc-1(config-if-gi)# switchport trunk allowed vlan add 5
wlc-1(config-if-gi)# exit

[Ans npoBepkn pa6oTbl NpoTokona VRRP BbINo/HWTE ceaytoLyto KOMaHay:

WLC-1

wlc-1# show vrrp

Virtual router Virtual IP Priority

Sync group ID

198.51.100.1/24 130

192.168.1.1/32 130

Preemption

Disabled

Disabled

State Inherit

Master -

Master -

MOXHO YBUAETb, YTO YCTPOMCTBO NPUHANO0 cocTosHMe Backup. Yepes 10 cekyHA, yCTPOICTBO NpuMeT

cocTtosaHne Master.

Hacmpolika knacmepa

[na 3anycka knactepa Heo6xoAMMO yKkasaTb 3apaHee HaCTPOEHHbIN KNacTepHbIn NHTEPdENC N IOHUTDI,

KoTopble 6yayT BbINONHATL ponn Active n Standby.

MepenguTe B peXnM HACTPOWKK KnacTepa:

WLC-1

wlc-1(config)# cluster
HacTpoliTe 1oHUTbI:

WLC-1

wlc-1(config-cluster)# unit 1

wlc-1(config-cluster-unit)# mac-address E4:5A:D4:A0Q:BE:35
wlc-1(config-cluster-unit)# exit

wlc-1(config-cluster)# unit 2

wlc-1(config-cluster-unit)# mac-address A8:F9:4B:AF:35:84
wlc-1(config-cluster-unit)# exit

wlc-1(config-cluster)# unit 3

wlc-1(config-cluster-unit)# mac-address 68:13:E2:7E:82:2E
wlc-1(config-cluster-unit)# exit
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B kauecTBe mac-address yka3biBaeTcs cucteMHblin MAC-agpec yCTpolicTBa, Er0 MOXHO Y3HaTb C
nomoubto komaHabl show system | include MAC.
[aHHbIi 610K HACTPOIKM KnacTepa A0/HKEH NMPUCYTCTBOBATb HA 060MX HOHUTaX.

YKaxnute KnacTepHblil UHTepJIeinc, Co3AaHHbIN paHee, N akTUBUPYTE KnacTep:

WLC-1

wlc-1(config-cluster)# cluster-interface bridge 1
wlc-1(config-cluster)# enable
wlc-1(config-cluster)# exit

Meperignte K HacTpoiike NTP:

WLC-1

wlc-1(config)# ntp server 100.110.0.65

[na pabotbl cuHxpoHusaummn cepsrcoB WLC, a Takke kractepa Heobxoauma CUHXPOHU3aUms
BPEMEHMN MEeXAy IoHUTaMMU.
B npumepe ykasaH geMoHcTpaumoHHbIi IP-agpec NTP-cepsepa.

YKaxute MUHUMasIbHOEe BpeMs onpoca 1 MakCcumMasibHOoe BpeMsa onpoca:

WLC-1

wlc-1(config-ntp-server)# minpoll 1
wlc-1(config-ntp-server)# maxpoll 4
wlc-1(config-ntp-server)# exit

OTtkntounTe ntp broadcast-client:

WLC-1

wlc-1(config)# no ntp broadcast-client enable
YKaxute 4acoBoW Nosc:

WLC-1

wlc-1(config)# clock timezone gmt +7
wlc-1(config)# exit

Mocne HacTpoek knactepa koHgurypaumsa Ha wic-1 n wlc-2 go/mkHbI BbIrAAeTb UAEHTUYHO, CNeAYOLNM
obpasom:
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cluster-interface bridge 1
unit 1
mac-address e4:5a:d4:a0:be:35
exit
unit 2
mac-address a8:f9:4b:af:35:84
exit
unit 2
mac-address 68:13:E2:7E:82:2E
exit
enable
exit

hostname wlc-1

hostname wlc-1 unit 1
hostname wlc-2 unit 2
hostname wlc-2 unit 3

object-group service airtune
port-range 8099

exit

object-group service dhcp_client
port-range 68

exit

object-group service dhcp_server
port-range 67

exit

object-group service dns
port-range 53

exit

object-group service ntp
port-range 123

exit

object-group service radius_auth
port-range 1812

exit

object-group service sa
port-range 8043-8044

exit

object-group service ssh
port-range 22

exit

object-group service sync
port-range 873

exit

object-group service journal_sync
port-range 5432

exit

syslog max-files 3

syslog file-size 512

syslog file tmpsys:syslog/default
severity info

exit

syslog file flash:syslog/radius_log
severity debug
match process-name radius-server

exit

syslog file flash:syslog/default
severity info
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exit
logging radius

radius-server local
nas ap
key ascii-text password
network 192.168.1.0/24
exit
nas local
key ascii-text password
network 127.0.0.1/32
exit
domain default
user test
password ascii-text passwordl
exit
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text password
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

boot host auto-config
boot host auto-update

vlan 3
force-up

exit

vlan 2449
force-up

exit

vlan 2,5

exit

no spanning-tree
domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone users
exit

security zone SYNC

exit

bridge 1
vlan 5
security-zone SYNC

ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
ip address 198.51.100.252/24 unit 3
vrrp 1
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ip 198.51.100.1/24
priority 130 unit 1
priority 120 unit 2
priority 110 unit 3
group 1
preempt disable
enable
exit
enable
exit
bridge 2
vlan 2
security-zone untrusted
ip address dhcp
no spanning-tree
enable
exit
bridge 3
vlian 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.4/24 unit 1
ip address 192.168.1.3/24 unit 2
ip address 192.168.1.2/24 unit 3
vrrp 2
ip 192.168.1.1/32
priority 130 unit 1
priority 120 unit 2
priority 110 unit 2
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
interface gigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 1/0/2
description "Local"
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 1/0/4
mode switchport
exit
interface tengigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface tengigabitethernet 1/0/2
mode switchport
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exit

interface gigabitethernet 2/0/1
mode switchport
switchport access vlan 2

exit

interface gigabitethernet 2/0/2
description "Local"
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449

exit

interface gigabitethernet 2/0/4
mode switchport

exit

interface tengigabitethernet 2/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 2/0/2
mode switchport

exit

interface gigabitethernet 3/0/1
mode switchport
switchport access vlan 2

exit

interface gigabitethernet 3/0/2
description "Local"
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449

exit

interface gigabitethernet 3/0/4
mode switchport

exit

interface tengigabitethernet 3/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 3/0/2
mode switchport

exit

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

security zone-pair trusted self
rule 10
action permit
match protocol tcp
match destination-port object-group ssh
enable
exit
rule 20
action permit
match protocol -+dicmp
enable
exit
rule 30
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action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable
exit
rule 40
action permit
match protocol udp

match destination-port object-group ntp
enable
exit
rule 50
action permit
match protocol tcp
match destination-port object-group dns
enable
exit
rule 60
action permit
match protocol udp
match destination-port object-group dns
enable
exit
rule 70
action permit
match protocol tcp
match destination-port object-group sa
enable
exit
rule 80

action permit
match protocol udp
match destination-port
enable

exit

rule 90
action permit
match protocol gre
enable

exit

rule 110
action permit
match protocol tcp
match destination-port object-group airtune
enable

exit

object-group radius_auth

exit
security zone-pair trusted trusted
rule 1
action permit
enable
exit
exit
security zone-pair trusted untrusted
rule 1
action permit
enable
exit
exit
security zone-pair untrusted self
rule 1
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action permit

match protocol udp

match source-port object-group dhcp_server
match destination-port object-group dhcp_client
enable

exit

exit

secu
ru

ex
ru

ex
ru

ex
ru

ex
exit
secu

ru

ex
exit
secu

ru

ex
ru

ex
ru

ex
exit

secu

nat
ru

rity zone-pair users self

le 10

action permit

match protocol -+dicmp

enable

it

le 20

action permit

match protocol udp

match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable

it

le 30

action permit

match protocol tcp

match destination-port object-group dns
enable

it

le 40

action permit

match protocol udp

match destination-port object-group dns
enable

it

rity zone-pair users untrusted
le 1

action permit

enable

it

rity zone-pair SYNC self
le 1

action permit

match protocol -+dicmp
enable

it

le 2

action permit

match protocol vrrp
enable

it

le 3

action permit

match protocol ah
enable

it

rity passwords default-expired
source

leset factory
to zone untrusted
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rule 10
description "replace 'source ip' by outgoing interface ip address"
action source-nat tinterface
enable
exit
exit
exit

ip dhcp-server
ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.5-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific
suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043"
exit
exit
ip dhcp-server pool users-pool
network 192.168.2.0/24
address-range 192.168.2.4-192.168.2.254
default-router 192.168.2.1
dns-server 192.168.2.1
exit

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

wlc

outside-address 192.168.1.1

service-activator
aps join auto

exit

airtune
enable

exit

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
ssid-profile default-ssid

exit

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

ap-profile default-ap
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description "default-ap"
password ascii-text encrypted 8CB5107EATOO5AFF
services
1ldp-server
exit
exit
radius-profile default-radius
auth-address 192.168.1.1
auth-password ascii-text password
domain default
exit
ip-pool default-ip-pool
description "default-ip-pool”
ap-location default-location
exit
enable
exit

ip ssh server
clock timezone gmt +7

ntp enable

ntp server 100.110.0.65
minpoll 1
maxpoll 4

exit

MepBoe yCTPOINCTBO NOTHOCTLIO HACTPOEHO U FOTOBO K paboTe.
AHa/I0rMYHblE HACTPOKN HEOOBX0AMMO NMPOM3BECTM HA BTOPOM YCTPOICTBE. Takke BO3MOXHa HacTpoiika
BTOpPOro ycTpoicTBa cpeactsamu ZTP.

[nsa aktmBaumm npouecca ZTP Heo6xoaMMo Ha BTOpoM ycTpoiicTee 3anyctuTb dhep-client Ha bridge-
nHTepdeiice, manyeckunii MHTepdeiic KOTOPoro GyAeT BKIKOYEH B KNaCcTEPHbIV HTepdeiic NnepBoro
yCTpOWCTBa.

B KauecTBe npumepa Takoi koHdurypauum nogoiiaet factory-koHdurypauus. (B factory-
koHdpurypaumm ans vwlc HeT HacTpoeHHoro dhep-client).

B npouecce ZTP ycTpoiicTBO aBTOMATUYECKM BbICTABUT cebe:

1) KoHcpurypaumio;

2) KOHUT;

3) Bepcuto MO, Ha koTopom paboTaeT Active wic;

4) NnyeHsunio, ecnv OHa NpegBapuTeNbHO 3arpyxeHa Ha Active wic.

— N N N

UYT06bl UBMEHUTb OHUT HAa APYIUX YCTPOIBaXx, BbINOSHATE Crieaytoume KoMaHab!:

WLC-2

wlc# set unit id 2

Unit ID will be 2 after reboot

wlc# reload system

Do you really want to reload system now? (y/N): vy

wlc# set unit id 3

Unit ID will be 3 after reboot

wlc-2# reload system

Do you really want to reload system now? (y/N): y
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Ha 3aBofAcKoi KoHdhUrypauumy unit npUHUMAaET 3HadYeHre no ymondyaxuto (unit = 1).
CmMeHa oHMTa yCTpoincTBa BCTynaeT B CU/1y Noc/e nepesarpysku.

Mpy N3MEHEHUN HOMepa IHUTa KOHTPO/iepa He NPOUCXOAMT aBTOMaTU4eckoli KoHBepTauum
KOHUrypaumu.

B cnyyae ecnv o KOHTposiepa HaCcTPOeH yAaneHHbIn AOCTYN MY HET0 MEHSAETCS HOMEp HHUTA,
Heo6XxoA4UMOo A0 nepesarpy3kn HaCTPOUTb ip-MHTepPdelchbl 4151 HOBOTO KOHUTA aHa/I0MMYHO TEKYLLMM.

B 3aBOACKOW KOH(pMIypauum NpucyTCTBYHOT HACTPOVKN MHTEPECOB TOMIbKO AJ1S1 OHMTA MO
ymonuaxuto (unit = 1).

Mpv KoN“poBaHWUKN 1 NPUMEHEHNN 3aBOACKON KOHGIUIypaumm HacTpoiika HoMepa toHUTa He
N3MEHSIETCA Ha 3HAYeHWe Mo YMOJTYaHNIO.

YCTaHOBWTb HOMEP HHMTA MO YMO/TYaHNI0 BO3MOXHO C/ieAyroLWwmumy cnocobamu:

1. icnonb3ys KOHCONbHOE NOAK/YEHNE;

2. 3axkaB PYHKLUMOHabHYH KHONKY "F" Ha 15 cekyHa.

Y6eanTech, UTO HACTPOKa IOHUTA NPUMEHUIACH YCNELLHO:

WLC-2

wlc-2# show unit -id
Unit ID s 2
Unit ID will be 2 after reboot

O6beauHeHVe YCTPOMCTB B K/lacTep HEBO3MOXHO, EC/IN OHW OTHOCATCS K O4HOMY Y TOMY Xe OHUTY.
WcknioueHne — npouecc ZTP, Tak Kak B npouecce ZTP HyXHbIi unit y ycTpolicTBa BbICTaBUTCS
aBTOMaTuyeCKu.

Mocne BbINOMHEHUS 3TUX LLIArOB KacTep 6yAeT yCrnewHo 3anylieH. Tekyllee COCTOSHME KlacTepa MOXHO
y3HaTb, BbIMO/THAB KOMaHy:

WLC-1

wlc-1# show cluster status

Unit Hostname Role MAC address State IP address

1x wlc-1 Active e4:5a:d4:a0:be:35 Joined 198.51.100.254
2 wlc-2 Standby a8:f9:4b:af:35:84 Joined 198.51.100.253
3 wlc-3 Standby 68:13:e2:7e:82:2e Joined 198.51.100.252

Mocne BKIOYEHUS KNacTepa 1 YCTaHOB/IEHNS IOHUTOB B cOCTOsiHME Joined, HacTpolika ycTpoiicTB
ocyulecTBnsieTcsa HacTpoiikoii Active ycTpoicTsa.

CVHXPOHM3MPYIOTCSA KOMaHAbl KOHGMUIypaumm, a Takke komaHabl: commit, confirm, rollback, restore,
save, copy <source> system:candidate-config.

B cnyyae, ecnin koHgMrypupoBaHue ocylectnsieTcsl Ha Standby, To cMHxpoHusauum He GyaerT.
ECTb BO3MOXHOCTb OTK/IHOYEHNSI CUHXPOHM3auUun koMaHaoi sync config disable.

Ecnv mexay toHMTamu knactepa He 6yAeT CMHXpoHM3npoBaHa Bepcus MO, To komaH4bl commit,
confirm He 6yayT cMHXpoHU3npoBaTbes Ha Standby ycTpoiicTBo.
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Mocre BbINOMHEHMS 3TUX LLIAroB KnacTtep 6yaeT yCrnelHo 3anylieH. Tekyllee COCTOSIHUE CUHXPOHU3aLIMK
NOACUCTEM K/lacTepa MOXHO Y3HaTb, BbINO/IHUB KOMaHAY:

WLC-1

wlc-1# show cluster sync status

System part Synced
candidate-config Yes
running-config Yes
SW version Yes
licence Yes
licence (After reboot) Yes
date Yes

B Bepcumn 1.36.3 He nogaepxaHa CUHXPOHU3aUUS LUINGIPOBAHHbIX Naposei.

Uepes M1HYTY Nocne BKAYEHMS KacTepa CMHXPOHM3NpyeTcsa Bpems, Ha Standby yctaHoButcs
Bpems Active-toHnTa.

CUHXPOHM3aLIMSI BPEMEHV NPOBEPSIETCA pa3 B MUHYTY, B C/lyYae PacxXoXAeHnsl Bpems
CUHXPOHU3NPYETCS.

CuHXpOoHUu3auusa hainoB NULEH3UN

[Nnsi cMHXpoHM3aummn alifioB IMUEH3MI B KNacTepe HEOO6X0ANMO 3arpy3nTb MX BCe Ha Active-ycTpoiicTBo
KomaHgol copy B aupektoputo system:cluster-unit-licences.

Bce 3arpy>eHHble JIMueH3nn B ,D,aHHOI7I AnpekTopun nepegaroTcAa OCTa/IbHbIM yHaCTHUKaM K/iactepa.

Mpumep

wlc-1# copy tftp://<IP_address>:/licence system:cluster-unit-licences
| X xkkkokkkxxkkkkkkxxkkkkkxx| 100% (680B) Licence loaded successfully.

Ha kaxablii wic HyxHa oTaenbHas nuuensna (WLC-WIDS-WIPS, BRAS n 1. 4.).
[na akTvBauum chyHKUMIA KnacTepa oTAe/bHas JIMLEH3USA He HyXHa.

YctaHoBKa hail/ioB NIMLEH3UI
YCTaHOBUTb JIMLUEH3MIO B KNacTepe MOXHO OAHMM 13 CNOCOOO0B:

1. 3arpy3nTb UHAVBUAYASIBHO IMLEH3MIO HA KaXXA0€e YCTPOICTBO, Kak B c/lyyae ¢ 06bl4HbIM Wic BHe knactepa.
2. 3arpy3uTtb nuueHsuno ans Active-toHnTa B system:licence (faHHas nMueH3nsA Takke aBTOMaTUYECKM
3arpy3utcsi u B system:cluster-unit-licences), nuuensun gns Standby 3arpy3uts B system:cluster-unit-
licences Ha Active-toHuTe, nocne Yero NM60 BbINOAHUTL KOMaHAy sync cluster system force, nn6o
noaknounts Standby no ZTP.
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Mpumep

wlc-1# copy tftp://<IP_address>:/licence system:cluster-unit-licences
| xxkkkkkkkxkkkkkkkxkkkkkxx| 100% (680B) Licence loaded successfully.

wlc-1#

wlc-1#

wlc-1#

wlc-1# show cluster-unit-Tlicences
Serial number Features
NPOB0O03634 WLC-WIDS-WIPS,BRAS
NPOBOO90O33 WLC-WIDS-WIPS,BRAS

wlc-1# sync cluster system force

KomaHga sync cluster system force BbinonHAET CUHXPOHM3ALMIO NOACUCTEM, BK/HOYas B Ce68
CMHXPOHM3auUmMo KoHdpurypaumm running-config, candidate-config, Bepcun MO, nuuyeHsunum. Mo
OKOHYaHUI0 CMHXPOHM3aumKn Stanby ycTpoiicTBO knacTepa nepesarpy3uTtcs 4715 NPUMEHEHUST HOBO
BEPCUM MPOLUMBKM, & TaKKe NIULLEH3NN.

Mpwn ncnonb3osaHun komaHabl sync cluster system force, faxe ecnv Bce noacucTeMbl kKnactepsl
CUHXPOHM3NpoBaHbl (komaHaa show cluster sync status), Stanby ycTpoiicTBO HaUHET CUHXPOHM3ALIO
MOACUCTEM U MO OKOHYaHMIO Nepesarpy3nTcs.

XXypHanbl WLC

Mo yMoN4aHuio XpaHeHne XypHasoB OCYLLIECTB/ISIETCA HA BHYTPEHHE NaMsAT KOHTposepa. [ns nepeHoca
XXypHanoB Ha HDD, Heo6xoAyMO NpeaBapuTe/IbHO MHULMANN3POBATL HAKOMUTENW, PA3METUTb U NPUCBOUTL
MMS1 CO34aHHOMY pasfeny.

[Nsi KOPPEKTHOI PaboTbl MO CUHXPOHM3ALMM XypHasioB Ha HDD Heo6xoaumMo 3aaTh 0[JMHAKOBOE UMS
pasferna Ha BCeX HaKomuTensx.

[ns npocmoTpa uHgropMauuy o noakntoueHHom HDD ucnonbayiiTe koMaHay:

wlc-1# sh storage-devices hdd
Name Filesystem Total, MB Used, MB Free, MB

journal ext4 469251.69 8600.00 460651.69

Mpouecc nepeHoca XypHasa onucaH B pasgesne Hactpoiika xxypHanuposaHus cobbitnii WLC.

18.2 MoakntovyeHne cepBUCOB

Mocne ycrnewHoi HacTPoiikM KnacTepa MOXHO NPUCTynaTh K KOHUrypaumm cepBmcoB.

18.2.1 HacTtpoiika WLC (cxema 1+1)

HacTpoiika pe3epBupoBaHus dyHkumnoHana WLC BkntovaeT B cebs pesepsupoBaHust T, SoftGRE-TyHHene n
cepTurkaToB Mexay HUTaMu. JaHHas HacTpoika peasin3yeT 0TKa3oyCTONYMBYHO paboTy ceTn ans
K/IMEHTOB, NOAKNIOYEHHbIX K T, BO BpeMS BbIX04a U3 CTPOSi O4HOMO U3 KOHUTOB. B MOMEHT nepektoyeHns
mactepcTtea VRRP T/ nepenogkntoyatoTcs KO BTOPOI HOoAE, ANS KMEHTa 3TO NPOUCX0ANT 6ECLLOBHO.

[na HaCTPOIMKM CUHXPOHM3aLUK TpebyeTcst CKOHUIYPMPOBaTb HECKO/IbKO 06s3aTe/IbHbIX CEPBUCOB, TaKMX
Kak:

e WLC,
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SoftGRE-Controller;
DHCP-server;
Crypto-sync;

WEB.

© Ha kvenTckux MHTepdheiicax, rae BKIIOUEH VITP, HEOGXOAMMO BKIIOUUTL:

vrrp timers garp refresh 60

[aHHas KomaHga onpefenseT MHTepBaUl, No UCTeYEeHUN KOTOPOro 6yaeT NponcxoanTb nepuoamyeckas
oTnpaBka Gratuituous ARP-co06LLeHNiA, NoKa MapLUpyTM3aTop HaXoAMTCS B cOCTosAHUM Master.
HacTpoliky HYy)XHO BK/1H0YaTb, €CNIN KNIMEHTCKUIA Tpadiuk TYHHenMpyeTcs.

MpuMep HacTpoOIiKu

HacTpoiika 6yaeT BbinosiHeHa Ha 6a3e 3aBOACKON KOHhMIypauum ¢ NpegHacTPOEeHHbIM (OYHKLVOHA/IOM
knactepa. inTepdelicbl Gi 1/0/3 + Gi 2/0/3 cBA3bIBAOT ABa lOHUTa Mexay coboil onsa peannsauum
dhyHKUMOHaa knactepa, uHtepdpeicol Gi 1/0/2 + Gi 2/0/2 cMOTPAT B CTOPOHY TOYKM AOCTyna.

3adaua:

e Co3pgatb object-group ans Hactpoliku firewall

e HacTtpoutb VRRP Ha nHTepdeiicax

e Hactpoutb Crypto-Sync ans cMHXpoHM3aumm cepTudnkaTos

e Hactpoutb WLC ansi CMHXpOHM3aumMm COCTOSIHUS TOYeK JocTyna

e HacTtpoutb Softgre-Controller gns cMHXpOHW3aUMK TyHHENen

e Hactpoutb Firewall, paspewnts o06meH VRRP aHOHCaMM 1 OTPbITb NOPTbI 4151 CUHXPOHM3aLMK
TYHHenel, ceptTudmkatos n coctossHma WLC

e HacTtpoutb DHCP-cepBep B pexume Active-Standby

e HacTtpoutb DHCP failover

e HacTtpoutb WEB profiles

192.168.1.3/24
192.168.2.3/24
198.51.100.254/24

|

WL:C-l

192.168.1.1/32
192.168.2.1/32
198.51.100.1/24

g

1B

Switch Virtuai WLC

192.168.1.2/24
192.168.2.2/24
198.51.100.253/24

g

WLC-2

Cxema peanusayuu WLC
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UcxodHas KoHpu2ypayus Knacmepa:

WLC-1

cluster
cluster-interface bridge 1
unit 1
mac-address e4:5a:d4:a0:be:35
exit
unit 2
mac-address a8:f9:4b:af:35:84
exit
enable
exit

hostname wlc-1
hostname wlc-1 unit 1
hostname wlc-2 unit 2

vlan 2449
force-up

exit

vlan 5

exit

security zone SYNC
exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
vrrp 1
ip 198.51.100.1/24
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
enable
exit
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.3/24 unit 1
ip address 192.168.1.2/24 unit 2
vrrp 2
ip 192.168.1.1/32
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
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interface gigabitethernet 1/0/2

description "Local"

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 2/0/2

description "Local"

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3,5,2449
exit

security zone-pair SYNC self
rule 1
action permit
match protocol +icmp
enable
exit
rule 2
action permit
match protocol vrrp
enable
exit
rule 3
action permit
match protocol ah
enable
exit
exit

PeweHue:
MepenguTe B peXuUM KOHGUTypauuu:

WLC-1

wlc-1# config

Co3spaiite object-group Ans OTKpPbITUSA NOPTOB B HacTpoiikax Firewall, yepes KOTOpble CUHXPOHU3NPYIOTCA
cepTudmkaTbl:

WLC-1

wlc-1(config)# object-group service sync
YKaxute nopT, KOTOPbIA NCNOMb3yeTcs A1 CUHXPOHMU3aLMK cepTUrKaToB:

WLC-1

wlc-1(config-object-group-service)# port-range 873
wlc-1(config-object-group-service)# exit
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Cospaliite object-group 4ns oTKpbITMA NOPTOB B HacTpoikax Firewall, uepes KoTopble CUHXPOHM3MPYHOTCA
XypHauibl WLC:

WLC-1
wlc-1(config)# object-group service journal_sync

YKaxknuTe NopT, KOTOPbI UCMNO/b3yeTcst AN CUHXPOHM3aLMK XypHanos WLC:
WLC-1

wlc-1(config-object-group-service)# port-range 5432
wlc-1(config-object-group-service)# exit

CkoHchurypupyiite object-group gns Hactpoliku failover-cepsncos SYNC_SRC:
WLC-1
wlc-1(config)# object-group network SYNC_SRC

Ykaxwute IP-agpeca A/19 nepBoro n BTOPOro HOHUTOB Kiactepa:

WLC-1

wlc-1(config-object-group-network)# ip address-range 198.51.100.254 unit 1
wlc-1(config-object-group-network)# ip address-range 198.51.100.253 unit 2
wlc-1(config-object-group-network)# exit

CkoHdourypupyite object-group ansa HacTpoliku failover-cepeucos SYNC_SRC:
WLC-1
wlc-1(config)# object-group network SYNC_DST

YkaxuTte IP-agpeca s nepBoro n BTOPOro IOHUTOB KnacTepa:
WLC-1

wlc-1(config-object-group-network)# ip address-range 198.51.100.253 unit 1
wlc-1(config-object-group-network)# ip address-range 198.51.100.254 unit 2
wlc-1(config-object-group-network)# exit

Mepengute B Bridge 3:

WLC-1

wlc-1(config)# bridge 3
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Ypanute IP-agpec, KOTOpbIi CTOMT MO YMO/TYaHUIO B 3aBOACKOW KOHdpurypauum, 3atem ykaxkuTe IP-address ans
NepBOro 1 BTOPOro OHUTOB KilacTepa:

WLC-1

wlc-1(config-bridge)# no ip address all
wlc-1(config-bridge)# ip address 192.168.2.3/24 unit 1
wlc-1(config-bridge)# ip address 192.168.2.2/24 unit 2

Ykakute nngeHtudmkarop VRRP:
WLC-1
wlc-1(config-bridge)# vrrp 3
Ykaxute BupTyasibHbli VRRP-agpec:

WLC-1

wlc-1(config-vrrp)# ip address 192.168.2.1/24
Ykaxute rpynny VRRP:

WLC-1

wlc-1(config-vrrp)# group 1
YKaxute NpuoputeT ANsl Kakaoro HUTA:

WLC-1

wlc-1(config-vrrp)# priority 130 unit 1
wlc-1(config-vrrp)# priority 120 unit 2

OTkNuNTE Nepexsar posan Mactepa:
WLC-1
wlc-1(config-vrrp)# preempt disable

BkntounTe nepuogmyueckyto otnpasky Gratuituous ARP-coo6LLeHuiA, Koraa KOHTPO/IIep HaxoaMTCs B
cocTosiHuM Master:

WLC-1

wlc-1(config-vrrp)# timers garp refresh 60
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Brounte paboty VRRP:

WLC-1

wlc-1(config-vrrp)# enable
wlc-1(config-vrrp)# exit

OTknounTe paboTy spanning-tree:

WLC-1

wlc-1(config-bridge)# no spanning-tree
Bkntounte Bridge:

WLC-1

wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit

MepelignTe B peXmm KoHurypupoBaHusi pesepaupoBaHus ip failover:

WLC-1

wlc-1(config)# ip failover
B kauecTBe nokanbHoro agpeca ykaxure object-group SYNC_SRC:
WLC-1
wlc-1(config-failover)# local-address object-group SYNC_SRC
B kauecTBe yganeHHoro agpeca ykaxute object-group SYNC_DST:
WLC-1
wlc-1(config-failover)# remote-address object-group SYNC_DST
Ykaxute rpynny VRRP:

WLC-1

wlc-1(config-failover)# vrrp-group 1
wlc-1(config-failover)# exit
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MepelignTe B 6/10K KOHIUIypaLmMm CUHXPOHU3aLMN CePTUHUKATOB:

WLC-1
wlc-1(config)# crypto-sync
YKaXnuTe pexmm paboThbi:

WLC-1

wlc-1(config-crypto-sync)# remote-delete
Bkounte paboTy CUHXPOHM3aUUN cepTUINKaTOB:

WLC-1

wlc-1(config-crypto-sync)# enable
wlc-1(config-crypto-sync)# exit

MepelignTe B 610K HAacTpoikn SoftGRE-TyHHENEN:

WLC-1

wlc-1(config)# softgre-controller
Bkntounte paboTy CUHXPOHM3ALMM:

WLC-1

wlc-1(config-softgre-controller)# failover
wlc-1(config-softgre-controller)# exit

Mepengute B 6/10K KOHUrypauum WLC:

WLC-1

wlc-1(config)# wlc
Brtounte paboty cuHxpoHmsauun cepsuca WLC:

WLC-1

wlc-1(config-wlc)# failover
wlc-1(config-wlc)# exit
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Mepengute B KOHGUIypauuio security-zone, rae gobasbTe paspelleHne Ha npoxoxaeHne VRRP Tpacdmika:

WLC-1

wlc-1(config)# security zone-pair trusted self
Cospalite npaBuno:

WLC-1

wlc-1(config-security-zone-pair)# rule 11
YKaxute geincTeume npasunia — paspeLleHme:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
Ykaxute cosnageHue no npotokony VRRP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol vrrp
Bkntounte npasunno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit

Cospgavite npasusio:

WLC-1

wlc-1(config-security-zone-pair)# rule 12
YKaxute geincTeme npasuia — paspeLleHme:;

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
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YKkakute coBnageHue no npotokosy TCP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol tcp
YKaxuTe coBnageHune no nopTy Ha3Ha4yeHwus), B kKaUecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group sync
Bkitounte npasuno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

MepeinanTe B KOHGMUIypaLmio security-zone n OTKpoiTe NOpPTbI A1 CUHXPOHMU3auun cepTudukatos, SoftGRE-
TyHHenel n xypHanos WLC:

WLC-1

wlc-1(config)# security zone-pair SYNC self
Cospalite HoOBOe NpaBuo:

WLC-1

wlc-1(config-security-zone-pair)# rule 10
YKaxute geincTeume npasunia — paspeLleHme:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
YKkakute coBnageHue no npotokosy TCP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol tcp
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YKaxute coBnajieHne no nopTy Ha3HauYeHus, B KauecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group journal_sync
Bkntounte npasunno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

Mepengute B KOHGUIypauuio security-zone, rae gobasbTe paspeLleHne Ha npoxoxaeHne VRRP-Tpadnka B
K/IMEHTCKOW 30He:

WLC-1

wlc-1(config)# security zone-pair users self
Cospgalite npaBusio:

WLC-1

wlc-1(config-security-zone-pair)# rule 11
YKaxuTe aeincTene npasuna — paspeLleHune:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
Ykaxxute cosnageHue no npotokony VRRP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol vrrp
BknwounTte npaBuno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit
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[lnsi HacTpoiKkM NpaBunn 30H 6e30nMacHOCTK co3gaiTe npodunb ansa nopta Firewall-failover:

WLC-1

wlc-1(config)# object-group service FAILOVER
YKaxkuTe NopT, KOTOPbI MCNob3yeTcst ANt CUHXPOHM3aLUmmn ceccuii Firewall:

WLC-1

wlc-1(config-object-group-service)# port-range 9999
wlc-1(config-object-group-service)# exit

Mepengute B KOHGUIypauuio security zone-pair 4719 CMHXPOHU3aLM CEPBUCOB KacTepa:

WLC-1

wlc-1(config)# security zone-pair SYNC self
COS,EI,&I7IT€ HOBOE MNpaBno:

WLC-1

wlc-1(config-security-zone-pair)# rule 5
YKaxuTe gencrene npasuna:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
Ykaxute cosnageHue no npotokosny UDP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol udp
YKaxuTte coBnageHue no nopTy HasHa4yeHwus), B kKa4ecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group FAILOVER
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BkntounTe pa6oTy HOBOro nNpaswna:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

Mepenaute k HacTpolike Firewall-failover:
WLC-1
wlc-1(config)# ip firewall failover
YKaxuTe pexum pesepBupoBaHns ceccuii unicast:
WLC-1
wlc-1(config-firewall-failover)# sync-type unicast
Ykaxute Homep UDP-nopTa cnyx6bl pesepBupoBaHus ceccuii Firewall:
WLC-1
wlc-1(config-firewall-failover)# port 9999
BkntounTe pesepsupoBaHmne ceccuii Firewall:

WLC-1

wlc-1(config-firewall-failover)# enable
wlc-1(config-firewall-failover)# exit

HyXHO yoanuTb nysbl, 3afaHHble B 3aBOACKON KOHburypaumm n 3agaTe HOBbIE, B KOTOPbIX OYAYT UCK/OYEHbI
VRRP-agpeca:

Mepengute B KOHGUrypuposaHue nyna DHCP-cepsepa ana T/
WLC-1
wlc-1(config)# ip dhcp-server pool ap-pool

Ypanute nyn n cosgaiite HOBbIA:
WLC-1

wlc-1(config-dhcp-server)# no address-range 192.168.1.2-192.168.1.254
wlc-1(config-dhcp-server)# address-range 192.168.1.5-192.168.1.254
wlc-1(config-dhcp-server)# exit
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Mepengute B KOHGUrypupoBaHue nyna DHCP-cepeepa ans KIMeHTOB:
WLC-1
wlc-1(config)# ip dhcp-server pool users-pool

Ypanute nyn n co3gante HOBbIA:
WLC-1

wlc-1(config-dhcp-server)# no address-range 192.168.2.2-192.168.2.254
wlc-1(config-dhcp-server)# address-range 192.168.2.4-192.168.2.254
wlc-1(config-dhcp-server)# exit

Mepengute K HaCTpoiike cuHXpoHu3aunm DHCP-cepeepa mexay toHUTaMu:
WLC-1
wlc-1(config)# ip dhcp-server failover
YKaxuTte pexum paboTbl:
WLC-1
wlc-1(config-dhcp-server-failover)# mode active-standby
BknitounTe paboTy CUHXPOHU3ALMN:
WLC-1

wlc-1(config-dhcp-server-failover)# enable
wlc-1(config-dhcp-server-failover)# exit

Bkntounte cuHxpoxmsaumnio WEB-nHTepdpelica:
WLC-1
wlc-1(config)# ip http failover

MpuMeHuTe 1 NOATBEPANTE BHECEHHbIE N3MEHEHUA:

WLC-1

wlc-1# commit
wlc-1# confirm
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cluster

MonHaa koH(purypauyma WLC-1

cluster-interface bridge 1

unit 1

mac-address e4:5a:d4:a0:be:35

exit
unit 2

mac-address a8:f9:4b:af:35:84

exit
enable
exit

hostname wlc-
hostname wlc-
hostname wlc-

object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group

ip address-
ip address-

exit
object-group

ip address-
ip address-

exit

1
1 unit 1
2 unit 2

service airtune
8099

service dhcp_client
68

service dhcp_server
67

service dns
53

service ntp
123

service radius_auth
1812

service sa
8043-8044

service ssh
22

service sync
873

service journal_sync
5432

service FAILOVER
9999

network SYNC_SRC
range 198.51.100.254
range 198.51.100.253

network SYNC_DST
range 198.51.100.253
range 198.51.100.254

syslog max-files 3

unit 1
unit 2

unit 1
unit 2
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syslog file-size 512

syslog file tmpsys:syslog/default
severity info

exit

syslog file flash:syslog/radius_log
severity debug
match process-name radius-server

exit

syslog file flash:syslog/default
severity info

exit

logging radius

radius-server local
nas ap
key ascii-text password
network 192.168.1.0/24
exit
nas local
key ascii-text password
network 127.0.0.1/32
exit
domain default
user test
password ascii-text passwordl
exit
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text password
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

boot host auto-config
boot host auto-update

vlan 3
force-up

exit

vlan 2449
force-up

exit

vlan 2,5

exit

no spanning-tree
domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone users
exit
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security zone SYNC
exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
vrrp 1
ip 198.51.100.1/24
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
enable
exit
enable
exit
bridge 2
vlan 2
security-zone untrusted
ip address dhcp
no spanning-tree
enable
exit
bridge 3
vlian 3
mtu 1458
security-zone users
ip address 192.168.2.3/24 unit 1
ip address 192.168.2.2/24 unit 2
vrrp 3
ip 192.168.2.1/32
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
timers garp refresh 60
enable
no spanning-tree
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.3/24 unit 1
ip address 192.168.1.2/24 unit 2
vrrp 2
ip 192.168.1.1/32
priority 130 unit 1
priority 120 unit 2
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
interface gigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
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interface gigabitethernet 1/0/2
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449

exit

interface gigabitethernet 1/0/4
mode switchport

exit

interface tengigabitethernet 1/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 1/0/2
mode switchport

exit

interface gigabitethernet 2/0/1
mode switchport
switchport access vlan 2

exit

interface gigabitethernet 2/0/2
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449

exit

interface gigabitethernet 2/0/4
mode switchport

exit

interface tengigabitethernet 2/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 2/0/2
mode switchport

exit

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

ip failover
local-address object-group SYNC_SRC
remote-address object-group SYNC_DST
vrrp-group 1

exit

security zone-pair trusted self
rule 10
action permit
match protocol tcp
match destination-port object-group ssh
enable
exit
rule 11
action permit
match protocol vrrp
enable
exit
rule 12
action permit
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match protocol tcp
match destination-port object-group sync
enable

exit

rule 20
action permit
match protocol -+dicmp
enable

exit

rule 30
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable

exit

rule 40
action permit
match protocol udp
match destination-port object-group ntp
enable

exit

rule 50
action permit
match protocol tcp
match destination-port object-group dns
enable

exit

rule 60
action permit
match protocol udp
match destination-port object-group dns
enable

exit

rule 70
action permit
match protocol tcp
match destination-port object-group sa
enable

exit

rule 80
action permit
match protocol udp
match destination-port object-group radius_auth
enable

exit

rule 90
action permit
match protocol gre
enable

exit

rule 100
action permit
match protocol tcp
match destination-port object-group airtune
enable

exit

exit
security zone-pair trusted trusted

rule 1
action permit
enable
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exit
exit
security zone-pair trusted untrusted
rule 1
action permit
enable
exit
exit
security zone-pair untrusted self
rule 1
action permit
match protocol udp
match source-port object-group dhcp_server
match destination-port object-group dhcp_client
enable
exit
exit
security zone-pair users self
rule 10
action permit
match protocol -+dicmp
enable
exit
rule 11
action permit
match protocol vrrp
enable
exit
rule 20
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable
exit
rule 30
action permit
match protocol tcp
match destination-port object-group dns
enable
exit
rule 40
action permit
match protocol udp
match destination-port object-group dns
enable
exit
exit
security zone-pair users untrusted
rule 1
action permit
enable
exit
exit
security zone-pair SYNC self
rule 1
action permit
match protocol -+dicmp
enable
exit
rule 2
action permit
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match protocol vrrp
enable

exit

rule 3
action permit
match protocol ah
enable

exit

rule 5
action permit
match protocol udp
match destination-port object-group FAILOVER
enable

exit

exit

rule 10
action permit
match protocol tcp
match destination-port object-group journal_sync
enable

exit

exit

security passwords default-expired

nat source
ruleset factory
to zone untrusted
rule 10
description "replace 'source ip' by outgoing interface ip address"
action source-nat 1interface
enable
exit
exit
exit

ip dhcp-server
ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.5-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific
suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043"
exit
exit
ip dhcp-server pool users-pool
network 192.168.2.0/24
address-range 192.168.2.4-192.168.2.254
default-router 192.168.2.1
dns-server 192.168.2.1
exit
ip dhcp-server failover
mode active-standby
enable
exit

softgre-controller

nas-ip-address 127.0.0.1
failover
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data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable
exit

wlc

outside-address 192.168.1.1

service-activator
aps join auto

exit

airtune
enable

exit

failover

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
ssid-profile default-ssid

exit

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

ap-profile default-ap
description "default-ap"
password ascii-text encrypted 8CB5107EATOO5AFF
services

1ldp-server

exit

exit

radius-profile default-radius
auth-address 192.168.1.1
auth-password ascii-text password
domain default

exit

ip-pool default-ip-pool
description "default-ip-pool”
ap-location default-location

exit

enable

exit

ip ssh server
clock timezone gmt +7

ntp enable

ntp server 100.110.0.65
minpoll 1
maxpoll 4

exit
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crypto-sync
remote-delete
enable

exit

WLC-Series. PykoBoACTBO No akcnsiyarauuun. Bepcusa 1.36.4

CTaTyc CYHXPOHM3ALMM CEPBUCOB MOXHO NOCMOTPETb KOMaHAOM:

WLC-1

wlc-1# show high-availability state

VRRP role:
AP Tunnels:

State:

Last synchronization:
DHCP server:
VRF:

State:

Last synchronization:
crypto-sync:

State:

Last synchronization:
Firewall:

Master

Successful
2025-02-05

Successful
2025-02-05

Successful
2025-02-05

Firewall sessions and NAT translations:

Tracking VRRP Group

Tracking VRRP Group state:

State:

Fault Reason:

Last synchronization:
WLC:

State:

Last synchronization:
WEB profiles:

State:

Last synchronization:

1
Master
Successful

2025-02-05

Successful
2025-02-05

Successful
2025-02-05

synchronization
16:38:12

synchronization
16:38:28

synchronization
16:38:29

synchronization
16:38:30

synchronization
16:38:29

synchronization
16:38:36
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CraTyc cMHXpoHu3aumm VRRP MOXHO nocMOTpeTb KOMaHAoi:

WLC-1

wlc-1# show vrrp

Unit 1x 'wlc-1'
Virtual router Virtual IP
Sync group ID

198.51.100.1/24

192.168.1.1/32

192.168.2.1/32

Priority

130

130

130

Preemption
Disabled
Disabled

Disabled

Master

Master

Master

Inherit

Unit 2 'wlc-2'
Virtual router Virtual IP
Sync group ID

Priority Preemption State Inherit

1 198.51.100.1/24 120 Disabled Backup -=
1
2 192.168.1.1/32 120 Disabled Backup -=
1
3 192.168.2.1/32 120 Disabled Backup -=
1

18.2.2 HacTtpoliika WLC (cxema 1+2)

HacTpolika pe3epBupoBaHus oyHkumoHana WLC BkntoyaeT B cebsi pesepBupoBaHus T/, SoftGRE-TyHHeneld n
cepTurkaToB Mexay HUTaMu. [JaHHasi HacTpoka peasin3yeT 0TKa30yCTONYMBYHO paboTy ceTn ans
K/IMEHTOB, NOAK/OYEHHbIX K T/l BO BpeMS BbiXxo4a N3 CTPOSA O4HOI0 U3 IOHUTOB. B MOMEHT nepekstoveHus
macTtepcTtea VRRP T/l nepenogkntoyaoTcsa KO BTOPOIA HOAE, ANSA KIMEeHTa 3TO MPOMCXOANT 6EeCLLOBHO.

;) HacTpoiika cxembl 1+2 1 1+3 Npon3BoANTCS NO aHas10rMm co cXxemoi 1+1 1 ykazaHnem HeobXxoanmbIX
napameTpoB 4/15 A0MO/IHUTENbHBIX KOHUTOB.

[N HACTPOIKN CUHXPOHU3aLMMN TPeBYETCA CKOHPUIYPUPOBaTL HECKOBKO 06513aTe IbHbIX CEPBUCOB, TaKMUX
Kak:

WLC;
SoftGRE-Controller;
DHCP-server;
Crypto-sync;

WEB.
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Ha KnneHTCcKux nHTepdpeiicax, rae BKAKYEH VITP, HE0O6X0AMMO BK/THOUNT:

vrrp timers garp refresh 60

[aHHaa komaHza onpegensiet MHTepBaJl, N0 UCTEYEHUM KOTOPOro ByAeT NpoucxoauTb nepuognyeckas
oTnpaska Gratuituous ARP-coo6LLeHMIA, NoKa MapLupyTM3aTop HaXoAMTCcsa B COCTOsIHMM Master.
HacTpoiky HYy>XHO BKNHOYaTb, €C/IN KITMEHTCKUIA TpadnK TYHHeNMpyeTCcs.

Mpumep HaACTPOIiKK

HacTpolika 6ygeT BbinosiHeHa Ha 6a3e 3aBOACKOIN KOHpurypaumm ¢ npefHacTpOeHHbIM yHKLUOHAIOM
knactepa. iHtepdelicol Gi 1/0/3 + Gi 2/0/3 + Gi 3/0/3 cBA3bIBAKOT TpU HOHWUTA MexXxay coboli ana peannsalmm
dyHKUMOHana knactepa, nHTepdeiicbl Gi 1/0/2 + Gi 2/0/2 + Gi 3/0/2 cMOTPAT B CTOPOHY TOYKM AOCTyna.

3adaya:

Cospgatb object-group ans HacTpoiikm firewall

HacTtpouTb VRRP Ha nHTepdeicax

HacTtpouTtb Crypto-Sync ansa cuHxpoHu3aLumm cepTnumkaTos

HacTtpouts WLC gns CMHXpOHM3aL MM COCTOAHUA TOYEK [OCTyna

HacTtpouTb Softgre-Controller ansi cMHxpoHM3aumum TyHHenen

HacTtpouTs Firewall, paspewnts 06meH VRRP aHOHCaMu 1 OTpbITb NOPTbI A1 CUHXPOHM3aUUN
TYHHenen, ceptndgunkatos 1 coctosHma WLC

HacTtpoutb DHCP-cepBep B pexume Active-Standby

HacTtpouTb DHCP failover

HactpouTtb WEB profiles
WLC ™

198.51.100.254/24 ..
192.168.1.4/24
192.168.2.4/24

Switch WLC-2 =" Virtual WLC
198.51.100.253/24 198.51.100.1/24
192.168.1.3/24 192.168.1.1/32

192.168.2.3/24 192.168.2.1/32

D

WLC-3

198.51.100.252/24
192.168.1.2/24
192.168.2.2/24

Cxema peanusayuu WLC
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UcxodHas KoHpu2ypayus Knacmepa:

WLC-1

cluster
cluster-interface bridge 1
unit 1
mac-address e4:5a:d4:a0:be:35
exit
unit 2
mac-address a8:f9:4b:af:35:84
exit
unit 3
mac-address 68:13:E2:7E:82:2E
exit
enable
exit

hostname wlc-1 unit 1
hostname wlc-2 unit 2
hostname wlc-3 unit 3

vlan 2449
force-up

exit

vlan 5

exit

security zone SYNC
exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
ip address 198.51.100.252/24 unit 3
vrrp 1
ip 198.51.100.1/24
group 1
preempt disable
enable
exit
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.4/24 unit 1
ip address 192.168.1.3/24 unit 2
ip address 192.168.1.2/24 unit 3
vrrp 2
ip 192.168.1.1/32
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
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interface gigabitethernet 1/0/2

description "Local"

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 2/0/2

description "Local"

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 3/0/2

description "Local"

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3,5,2449
exit

security zone-pair SYNC self
rule 1
action permit
match protocol [icmp
enable
exit
rule 2
action permit
match protocol vrrp
enable
exit
rule 3
action permit
match protocol ah
enable
exit
exit

PeweHue:
MepenguTe B peXuUM KOHGUTypauuu:
WLC-1

wlc-1# config

Co3spaiite object-group Ans OTKpPbITUA NOPTOB B HacTpoiikax Firewall, yepes KOTopble CUHXPOHU3MPYIOTCA
cepTudmkaTbl:

WLC-1

wlc-1(config)# object-group service sync
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YKaxunte nopT, KOTOprVI ncnosib3yeTcsa ansa CUHXpoOHM3aunn CepTI/I(*JVIKaTOBZ

WLC-1

wlc-1(config-object-group-service)# port-range 873
wlc-1(config-object-group-service)# exit

Co3zpaiite object-group Ansi OTKPbITUSA NOPTOB B HacTpoiikax Firewall, yepes KOTopble CUHXPOHU3MPYHOTCSA
XypHansl WLC:

WLC-1
wlc-1(config)# object-group service journal_sync
YKaxuTe nopT, KOTOPbIA UCMNO/b3yeTcsa 418 CUHXPOHM3aLmmn xypHasios WLC:

WLC-1

wlc-1(config-object-group-service)# port-range 5432
wlc-1(config-object-group-service)# exit

CkoHdchurypupyiite object-group ans Hactpoliku failover-cepsrncos SYNC_SRC:

WLC-1

wlc-1(config)# object-group network SYNC_SRC
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YkaxuTe |IP-agpeca ansi nepBoro, BTOPOro 1 TPETLENO OHUTOB K/acTepa:

WLC-1

wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#

WLC-Series. PykoBOACTBO N0 3kcnaiyartauun. Bepcusa 1.36.4

ip address-range 198.51.100.254 unit 1
ip address-range 198.51.100.253 unit 2
ip address-range 198.51.100.252 unit 3
exit

CkoHdourypupyite object-group ans HacTpoliku failover-cepeucos SYNC_DST:

WLC-1

wlc-1(config)# object-group network SYNC_DST

Afpeca Ans1 yaasieHHbIX YCTPONCTB HEO6X0AMMO YKa3blBaTh MO C/EAYHOLLEN CXeME: MHAEKC TEKYLLETO

lOHMTa YKa3biBaeTCs agpecam yasieHHbIX YCTPOWCTB A1 CUHXPOHU3aUMW. Hanpumep: MHaekca loHuTa

2 Heo6XxoAMMO ykazaTb agpeca HUToB 1,3,4 (Npy Hamumm), HUTY 1 HE06X0AMMO yKas3aTb agpeca

FOHUTOB 2,3.

YkaxuTe |IP-agpeca ans yaaneHHbIx yCTPOWCTB [/ NepBOro, BTOPOro U TPETLEro IOHUTOB KnacTepa:

WLC-1

wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#
wlc-1(config-object-group-network)#

ip
ip
ip
ip
ip
ip

address-range
address-range
address-range
address-range
address-range
address-range

wlc-1(config-object-group-network)# exit

Mepengute B Bridge 3:

WLC-1

wlc-1(config)# bridge 3

198.
198.
198.
198.
198.
198.

51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.

253
252
254
252
253
254

unit
unit
unit
unit
unit
unit

w W NN B

Ypanute IP-agpec, KOTopbIii CTOMT MO YMOJIYaHUIO B 3aBOACKOWN KOHpUrypaumm, 3atem ykaxute IP-address ans

MepBOro 1 BTOPOTro OHUTOB KilacTepa:

WLC-1

wlc-1(config-bridge)# no ip address all

wlc-1(config-bridge)# ip address 192.168.2.4/24 unit 1
wlc-1(config-bridge)# ip address 192.168.2.3/24 unit 2
wlc-1(config-bridge)# ip address 192.168.2.2/24 unit 3
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Ykaxute nHgeHtudukarop VRRP:

WLC-1

wlc-1(config-bridge)# vrrp 3
Ykakute BupTyasnbHblii VRRP-agpec:

WLC-1

wlc-1(config-vrrp)# ip address 192.168.2.1/24
Ykaxute rpynny VRRP:

WLC-1

wlc-1(config-vrrp)# group 1

BkntounTb neproanueckyto oTnpaeky Gratuituous ARP-cO0GLLEHNIA, KOTAa KOHTPO/Iep HaXoauTCs B
cocTosiHuM Master:

WLC-1

wlc-1(config-vrrp)# timers garp refresh 60
Bkntounte paboty VRRP:

WLC-1

wlc-1(config-vrrp)# enable
wlc-1(config-vrrp)# exit

OTkntounTe paboTy spanning-tree:

WLC-1

wlc-1(config-bridge)# no spanning-tree
BkntounTte Bridge:

WLC-1

wlc-1(config-bridge)# enable
wlc-1(config-bridge)# exit
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MepelignTe B peXmm KoHhurypupoBaHusi pesepaupoBaHus ip failover:

WLC-1

wlc-1(config)# ip failover
B kauecTBe nokanbHoro agpeca ykaxute object-group SYNC_SRC:

WLC-1

wlc-1(config-failover)# local-address object-group SYNC_SRC
B kauecTBe yganeHHoro agpeca ykaxure object-group SYNC_DST:

WLC-1

wlc-1(config-failover)# remote-address object-group SYNC_DST
Ykaxute rpynny VRRP:

WLC-1

wlc-1(config-failover)# vrrp-group 1
wlc-1(config-failover)# exit

Meperignte B 610K KOHGUIypaunm CUHXPOHU3aLUMN cCepTUNKaTOB:
WLC-1
wlc-1(config)# crypto-sync

YKaxuTe pexum paboTbl:

WLC-1

wlc-1(config-crypto-sync)# remote-delete

316



Bknounte paboTy CMHXPOHM3ALMMN CEPTUHUKATOB:

WLC-1

wlc-1(config-crypto-sync)# enable
wlc-1(config-crypto-sync)# exit

Mepeingute B 6510K HacTpolikn SoftGRE-TyHHenelk:
WLC-1
wlc-1(config)# softgre-controller

Bkounte paboTy CUMHXPOHU3ALNN:

WLC-1

wlc-1(config-softgre-controller)# failover
wlc-1(config-softgre-controller)# exit

MepelignTe B 610K KOHuUrypauun WLC:

WLC-1

wlc-1(config)# wlc
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Brtounte paboty crHxpoHmsauun cepsuca WLC:

WLC-1

wlc-1(config-wlc)# failover
wlc-1(config-wlc)# exit

Mepenaute B KOHGUrypauuio security-zone, rae nobasbTe paspelleHne Ha npoxoxaeHne VRRP Tpadmka:
WLC-1
wlc-1(config)# security zone-pair trusted self
Cospgavite npasusio:
WLC-1
wlc-1(config-security-zone-pair)# rule 11
YKaxute geincTeme npasuia — paspeLleHme:;
WLC-1
wlc-1(config-security-zone-pair-rule)# action permit
Ykaxunte coBnageHue no npotokony VRRP:
WLC-1
wlc-1(config-security-zone-pair-rule)# match protocol vrrp
Bkntounte npasuno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit

Co3paiite npaBuio:

WLC-1

wlc-1(config-security-zone-pair)# rule 12
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YKaxuTe AeiicTBue npaBuia — paspeLleHue:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
Ykaxunte cosnageHue no npotokony TCP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol tcp
YKaxuTe coBnageHue no nopTy HasHayeHwus, B kKa4ecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group sync
BknwounTte npaBuno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

MepenguTe B KOHGUIypauuio security-zone 1 OTKPOWTE NOpPThbl AJ151 CUHXPOHU3ALUU CEPTUIINKATOB U
XypHanos WLC:

WLC-1

wlc-1(config)# security zone-pair SYNC self
Bknitounte npasunno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

COS,CI,&VITG HOBOE MNpaBno:

WLC-1

wlc-1(config-security-zone-pair)# rule 10
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YKaxuTe AeiicTBue npaBuia — paspeLleHue:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
Ykaxunte cosnageHue no npotokony TCP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol tcp
YKaxuTe coBnageHue no nopTy HasHayeHwus, B kKa4ecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group journal_sync
BknwounTte npaBuno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

MepeianTe B KOHGUIypaLuio security-zone, rae go6aebTe paspelleHve Ha npoxoxaeHne VRRP-Tpadvika B
KNMEHTCKOI 30He:

WLC-1

wlc-1(config)# security zone-pair users self
Cospgavite npasusio:

WLC-1

wlc-1(config-security-zone-pair)# rule 11
YKaxuTe geincteve npasuia — paspeLleHune:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
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Ykaxunte cosnageHue no npotokony VRRP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol vrrp
Bkntounte npasunno:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

[ns HacTpoiikM NnpaBuna 30H 6e30nacHOCTU co3gaiTe npodunb ana nopta Firewall-failover:

WLC-1

wlc-1(config)# object-group service FAILOVER
YKaxXute nopT, KOTOPbIA NCNOMb3yeTcs A1 CUHXPOHM3aumm ceccuia Firewall:

WLC-1

wlc-1(config-object-group-service)# port-range 9999
wlc-1(config-object-group-service)# exit

MepeianTe B KOHGUIypaLuio security zone-pair Ans CUHXPOHW3aLMN CEPBUCOB KacTepa:

WLC-1

wlc-1(config)# security zone-pair SYNC self
Cospgavite HoBO€e NpaswusIo:

WLC-1

wlc-1(config-security-zone-pair)# rule 5
YKaxunTe gencreve npasuna:

WLC-1

wlc-1(config-security-zone-pair-rule)# action permit
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YkaxunTte cosnageHue no npotokony UDP:

WLC-1

wlc-1(config-security-zone-pair-rule)# match protocol udp
YKaxuTe coBnageHune no nopTy Ha3Ha4yeHwus), B kKaUecTBe KOTOPOro BbiCTynaeT object-group:

WLC-1

wlc-1(config-security-zone-pair-rule)# match destination-port object-group FAILOVER
Bknounte paboTy HOBOro npasuna:

WLC-1

wlc-1(config-security-zone-pair-rule)# enable
wlc-1(config-security-zone-pair-rule)# exit
wlc-1(config-security-zone-pair)# exit

HacTpoliika Firewall-failover:

Ykaxute multicast-rpynny, multicast IP-agpec, Ha KoTopbIin 6yayT OTNPaBMATLCS COOOLWEHNS ANns
CUHXPOHU3aumnK;

WLC-1

WLC-1(config)# ip failover

WLC-1(config-failover)# multicast-address 224.0.0.1
WLC-1(config-failover)# multicast-group 2000
WLC-1(config-failover)# exit

Mepengute k HacTpoiike Firewall-failover:
WLC-1
wlc-1(config)# ip firewall failover
YKaxuTe pexum pesepsupoBaHus ceccuii multicast:
WLC-1
wlc-1(config-firewall-failover)# sync-type multicast
Ykaxute Homep UDP-nopTa cnyx6bl pesepBupoBaHus ceccuii Firewall:

WLC-1

wlc-1(config-firewall-failover)# port 9999
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BkntounTe pesepsupoBaHune ceccuid Firewall:

WLC-1

wlc-1(config-firewall-failover)# enable
wlc-1(config-firewall-failover)# exit

HyXHO yaanutb nysbl, 3aZlaHHble B 3aBOACKON KOH(UIypaumn 1 3agaTb HOBbIE, B KOTOPbIX ByAyT UCK/HOYEHDI
VRRP-agpeca:

Meperignte B KOHGUrypruposaHue nyna DHCP-cepsepa gns TA;
WLC-1
wlc-1(config)# ip dhcp-server pool ap-pool

Ypanute nyn n cosgaiite HOBbIA:
WLC-1

wlc-1(config-dhcp-server)# no address-range 192.168.1.2-192.168.1.254
wlc-1(config-dhcp-server)# address-range 192.168.1.5-192.168.1.254
wlc-1(config-dhcp-server)# exit

Mepengute B KOHGUrypupoBaHue nyna DHCP-cepeepa A4ns KIMEHTOB:
WLC-1
wlc-1(config)# ip dhcp-server pool users-pool

Ypanute nyn n co3gante HOBbIA:
WLC-1

wlc-1(config-dhcp-server)# no address-range 192.168.2.2-192.168.2.254
wlc-1(config-dhcp-server)# address-range 192.168.2.4-192.168.2.254
wlc-1(config-dhcp-server)# exit

Mepengute K HaCTpoiike cuHXpoHu3aunm DHCP-cepeepa mexay toHUTaMu:

WLC-1

wlc-1(config)# ip dhcp-server failover
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YKaxkuTe pexmm paboTbi:

WLC-1

wlc-1(config-dhcp-server-failover)# mode active-standby
Bkntounte paboTy CUHXPOHM3ALMM:

WLC-1

wlc-1(config-dhcp-server-failover)# enable
wlc-1(config-dhcp-server-failover)# exit

Bknounte cuHxpoHmsaumnio WEB-nHTepdpelica:

WLC-1

wlc-1(config)# ip http failover
I‘Ipvu\neHMTe nnoaresepanTe BHECEHHbIE NSMEHEHUA!

WLC-1

wlc-1# commit
wlc-1# confirm
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MonHaa koH(purypauyma WLC-1

cluster

cluster-interface bridge 1

unit 1

mac-address e4:5a:d4:a0:be:35

exit
unit 2

mac-address a8:f9:4b:af:35:84

exit
unit 3

mac-address 68:13:E2:7E:82:2E

exit
enable
exit

hostname
hostname
hostname
hostname

wlc-1

wlc-1 unit 1
wlc-2 unit 2
wlc-3 unit 3

object-group service

port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group
port-range
exit
object-group

ip address-range 198.51.100
ip address-range 198.51.100
ip address-range 198.51.100

exit

8099

service
68

service
67

service
53

service
123

service
1812

service

airtune

dhcp_client

dhcp_server

dns

ntp

radius_auth

Sa

8043-8044

service
22

service
873

service journal_sync

5432

service
9999

network

ssh

sync

FAILOVER

SYNC_SRC

object-group network SYNC_DST

.254 unit 1
.253 unit 2
.252 unit 3
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ip address-range 198.51.100.253 unit

ip address-range 198.51.100.252 unit

ip address-range 198.51.100.254 unit

ip address-range 198.51.100.252 unit

ip address-range 198.51.100.253 unit

ip address-range 198.51.100.254 unit
exit

w w NN R

syslog max-files 3

syslog file-size 512

syslog file tmpsys:syslog/default
severity info

exit

syslog file flash:syslog/radius_log
severity debug
match process-name radius-server

exit

syslog file flash:syslog/default
severity info

exit

logging radius

radius-server local
nas ap
key ascii-text password
network 192.168.1.0/24
exit
nas local
key ascii-text password
network 127.0.0.1/32
exit
domain default
user test
password ascii-text passwordl
exit
exit
virtual-server default
enable
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text password
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit

boot host auto-config
boot host auto-update

vlan 3
force-up

exit

vlan 2449
force-up

exit

vlan 2,5

exit

no spanning-tree
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domain lookup enable

security zone trusted
exit

security zone untrusted
exit

security zone users
exit

security zone SYNC

exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
vrrp 1
ip 198.51.100.1/24
priority 130 unit 1
priority 120 unit 2
priority 110 unit 3
group 1
preempt disable
enable
exit
enable
exit
bridge 2
vlan 2
security-zone untrusted
ip address dhcp
no spanning-tree
enable
exit
bridge 3
vlian 3
mtu 1458
security-zone users
ip address 192.168.2.3/24 unit 1
ip address 192.168.2.2/24 unit 2
vrrp 3
ip 192.168.2.1/32
priority 130 unit 1
priority 120 unit 2
priority 110 unit 3
group 1
preempt disable
timers garp refresh 60
enable
no spanning-tree
enable
exit
bridge 5
vlan 2449
security-zone trusted
ip address 192.168.1.3/24 unit 1
ip address 192.168.1.2/24 unit 2
vrrp 2
ip 192.168.1.1/32
priority 130 unit 1
priority 120 unit 2
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priority 110 unit 3
group 1
preempt disable
enable
exit
no spanning-tree
enable
exit
interface gigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 1/0/2
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 1/0/3
mode switchport
spanning-tree disable
exit
interface gigabitethernet 1/0/4
mode switchport
exit
interface tengigabitethernet 1/0/1
mode switchport
switchport access vlan 2
exit
interface tengigabitethernet 1/0/2
mode switchport
exit
interface gigabitethernet 2/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 2/0/2
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449
exit
interface gigabitethernet 2/0/3
mode switchport
spanning-tree disable
exit
interface gigabitethernet 2/0/4
mode switchport
exit
interface tengigabitethernet 2/0/1
mode switchport
switchport access vlan 2
exit
interface tengigabitethernet 2/0/2
mode switchport
exit
interface gigabitethernet 3/0/1
mode switchport
switchport access vlan 2
exit
interface gigabitethernet 3/0/2
mode switchport
switchport mode trunk
switchport trunk allowed vlan add 3,5,2449
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exit

interface gigabitethernet 3/0/3
mode switchport
spanning-tree disable

exit

interface gigabitethernet 3/0/4
mode switchport

exit

interface tengigabitethernet 3/0/1
mode switchport
switchport access vlan 2

exit

interface tengigabitethernet 3/0/2
mode switchport

exit

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

ip failover
local-address object-group SYNC_SRC
remote-address object-group SYNC_DST
vrrp-group 1

exit

security zone-pair trusted self
rule 10
action permit
match protocol tcp
match destination-port object-group ssh
enable
exit
rule 11
action permit
match protocol vrrp
enable
exit
rule 12
action permit
match protocol tcp
match destination-port object-group sync
enable
exit
rule 20
action permit
match protocol -+dicmp
enable
exit
rule 30
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable
exit
rule 40
action permit
match protocol udp
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match destination-port object-group ntp
enable
exit
rule 50
action permit
match protocol tcp
match destination-port object-group dns
enable
exit
rule 60
action permit
match protocol udp
match destination-port object-group dns
enable
exit
rule 70
action permit
match protocol tcp
match destination-port object-group sa
enable
exit
rule 80

action permit
match protocol udp
match destination-port
enable

exit

rule 90
action permit
match protocol gre
enable

exit

rule 100
action permit
match protocol tcp
match destination-port object-group airtune
enable

exit

object-group radius_auth

exit
security zone-pair trusted trusted
rule 1
action permit
enable
exit
exit
security zone-pair trusted untrusted
rule 1
action permit
enable
exit
exit
security zone-pair untrusted self
rule 1
action permit
match protocol udp
match source-port object-group dhcp_server
match destination-port object-group dhcp_client
enable
exit
exit
security zone-pair users self
rule 10
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action permit
match protocol -+dicmp
enable
exit
rule 11
action permit
match protocol vrrp
enable
exit
rule 20
action permit
match protocol udp
match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable
exit
rule 30
action permit
match protocol tcp
match destination-port object-group dns
enable
exit
rule 40
action permit
match protocol udp
match destination-port object-group dns
enable
exit
exit
security zone-pair users untrusted
rule 1
action permit
enable
exit
exit
security zone-pair SYNC self
rule 1
action permit
match protocol -+dicmp
enable
exit
rule 2
action permit
match protocol vrrp
enable
exit
rule 3
action permit
match protocol ah
enable
exit
rule 5
action permit
match protocol udp
match destination-port object-group FAILOVER
enable
exit
exit
rule 10
action permit
match protocol tcp
match destination-port object-group journal_sync
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enable
exit
exit

security passwords default-expired

nat source
ruleset factory
to zone untrusted
rule 10
description "replace 'source ip' by outgoing interface ip address"
action source-nat 1interface
enable
exit
exit
exit

ip dhcp-server
ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.5-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific
suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043"
exit
exit
ip dhcp-server pool users-pool
network 192.168.2.0/24
address-range 192.168.2.4-192.168.2.254
default-router 192.168.2.1
dns-server 192.168.2.1
exit
ip dhcp-server failover
mode active-standby
enable
exit

softgre-controller
nas-ip-address 127.0.0.1
failover
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable
exit

wlc

outside-address 192.168.1.1

service-activator
aps join auto

exit

airtune
enable

exit

failover

ap-location default-location
description "default-location"
mode tunnel
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ap-profile default-ap
ssid-profile default-ssid

exit

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

ap-profile default-ap
description "default-ap"
password ascii-text encrypted 8CB5107EATOO5AFF
services

1ldp-server

exit

exit

radius-profile default-radius
auth-address 192.168.1.1
auth-password ascii-text password
domain default

exit

ip-pool default-ip-pool
description "default-ip-pool”
ap-location default-location

exit

enable

exit

ip ssh server
clock timezone gmt +7

ntp enable

ntp server 100.110.0.65
minpoll 1
maxpoll 4

exit

crypto-sync
remote-delete
enable

exit
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CTaTyC CUHXPOHM3auUunnm cepBncoB MOXXHO NOCMOTPETb KOMaH,U,OVIZ

WLC-1

wlc-1# sh high-availability state
Softgre-controller:

VRRP role: Master
AP Tunnels:
State: Synchronized
Last synchronization: 2026-02-02 16:14:23
DHCP server:
VRF: -
Mode: Active-Standby
State: Successful synchronization
Last synchronization: 2026-02-02 16:14:23
crypto-sync:
State: Successful synchronization
Last synchronization: 2026-02-02 16:14:23

Firewall sessions and NAT translations:

VRF:
State:

Fault Reason:
Last synchronization:

WLC:
State:

Last synchronization:
WLC database:

State:

Last synchronization:
WEB profiles:

State:

Last synchronization:

Successful

2026-02-02

Successful
2026-02-02

Successful
2026-02-02

Successful
2026-02-02

synchronization
16:14:27

synchronization
16:14:23

synchronization
16:14:28

synchronization
16:14:24
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B cnyyae ¢ Tekylleli cxemoli, koraa oaHa u3 Hog, 6yAeT HeoCTYNHA, CUHXPOHM3ALMS NPOAOHKUTCSH MeXay
OCTaBLUMMMCS HOZaMV CO C/IeAYHOLMM COOBLLIEHNEM:

wlc-3# sh high-availability state

Softgre-controller:
VRRP role:
AP Tunnels:

State:

Last synchronization:

DHCP server:

VRF:

Mode:
State:

Last synchronization:

crypto-sync:

State:

Last synchronization:

Master

Synchronized partly
2026-02-02 16:28:50

Active-Standby
Synchronized partly
2026-02-02 16:28:50

Synchronized partly
2026-02-02 16:28:50

Firewall sessions and NAT translations:

VRF:

WLC:

State:

Fault Reason:
Last synchronization:

State:

Last synchronization:

WLC database:

State:

Last synchronization:

Successful synchronization

2026-02-02 16:28:51

Synchronized partly
2026-02-02 16:28:50

Synchronized partly
2026-02-02 16:28:51
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CraTyc cMHXpoHu3aumm VRRP MOXHO nocMOTpeTb KOMaHAoi:

WLC-1

wlc-1# show vrrp

Unit 1x 'wlc-1'
Virtual router Virtual IP Priority Preemption State Inherit
Sync group ID

1 198.51.100.1/24 130 Disabled Master -
1
2 192.168.1.1/32 130 Disabled Master -
1
3 192.168.2.1/32 130 Disabled Master -
1

Unit 2 'wlc-2'
Virtual router Virtual IP Priority Preemption State Inherit
Sync group ID
1 198.51.100.1/24 120 Disabled Backup -=
1
2 192.168.1.1/32 120 Disabled Backup -=
1
3 192.168.2.1/32 120 Disabled Backup -=
1

Unit 3 'wlc-3'
Virtual router Virtual IP Priority Preemption State Inherit
Sync group ID
1 198.51.100.1/24 110 Disabled Backup --
1
2 192.168.1.1/32 110 Disabled Backup --
1
3 192.168.2.1/32 110 Disabled Backup --
1
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18.2.3 Hactpoliika System prompt

System prompt no3BonsieT 0To6pa3nTb ornepaTuBHOe COCTOSHNE KnacTepa HeNnocpeACcTBEHHO B CTPOKE
npurnawexns CLI ycTpoicTBa, UTO ynpoLwaeT nosiydyeHne akTyasibHOW MHhopMaunn.

BapwaHTbl HacTpolikm system prompt, Bk/ouasi 4OCTYMHbIE NapaMeTpbl U CUHTAKCUC KOMaHAbI, NPUBEAEHbI B
pasgene Hactpoiika 06LecUCTEMHbIX NapameTpoB.

MNpuMep HacTpoOIiKu

3aodaua:
HacTtpouTb system prompt B knactepe mapipyTtusartopos wic-1 n wic-2 co cneayoummm napameTpamu:

* Heo6XoAMMO nosyyaTb MHpopMaLMIo O cTaTyce NOSIHOW CUHXPOHM3aL MU KnacTepa;

* Heo6XoAMMO nosyyaTb UHpopMaLMo 0 HOMepe KHUTa agMUHUCTPUPYEMOTO YCTPOCTBE;
Heob6xo4umo nosy4vatb MHOPMaUUIo O PO/ YCTPOMCTBA B KIlacTepe;

Heob6XxoAMMO noslyvyaTb UHpopMmaumio 0 ctatyce knactepHoro VRRP;

* HeobxoaMMO nonyyatb nHgopmaumio o hostname ycTpolictsa.
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UcxodHas KoHpu2ypayus Knacmepa:

WLC-1

cluster
cluster-interface bridge 1
unit 1
mac-address cc:9d:a2:71:83:78
exit
unit 2
mac-address cc:9d:a2:71:82:38
exit
enable
exit

hostname wlc-1 unit 1
hostname wlc-2 unit 2

security zone SYNC
exit

bridge 1
vlan 5
security-zone SYNC
ip address 198.51.100.254/24 unit 1
ip address 198.51.100.253/24 unit 2
vrrp 1
ip address 198.51.100.1/24
group 1
preempt disable
authentication key ascii-text encrypted 88B11079B51D
authentication algorithm md5
enable
exit
enable
exit

interface gigabitethernet 1/0/1
mode switchport
spanning-tree disable

exit

interface gigabitethernet 2/0/1
mode switchport
spanning-tree disable

exit

security zone-pair SYNC self
rule 1
action permit
match protocol -icmp
enable
exit
rule 2
action permit
match protocol vrrp
enable
exit
rule 3
action permit
match protocol ah
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enable
exit
exit

PeweHue:
MepeiignTe B pexuM KOHUTypupoBaHus yCTPOUCTBa:

WLC-1

wlc-1# configure
wlc-1(config)#

[o6aBbTe B system prompt nHdopMauuio o ctatyce NosHOM CUHXPOHM3aLUMK Knactepa:
WLC-1
wlc-1(config)# system prompt '(Cluster: %s%)'
[lo6aBbTe B system prompt MHdopMaLmo 0 HoMepe HUTa aAMUHUCTPUPYEMOTO YCTPOIACTBA:
WLC-1
wlc-1(config)# system prompt '(Cluster: %s% | Unit: %u%)'’
JobasbTe B system prompt nHhopmaumo 0 ponn ycTpoicTea B KnacTepe:
WLC-1
wlc-1(config)# system prompt '(Cluster: %s% | Unit: %u% | State: %r%)'
Jo6aBbTe B system prompt nHopmaumto o ctaryce knactepHoro VRRP:
WLC-1
wlc-1(config)# system prompt '(Cluster: %s% | Unit: %u% | State: %r% | VRRP id 1: %v1%)'
[lo6aBbTe B system prompt nHdopmMauumto o hostname ycTpoiicTa:
WLC-1

wlc-1(config)# system prompt '(Cluster: %s% | Unit: %u% | State: %r% | VRRP id 1: %v1%)

%h% "
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MpuMeHuTe KoOHUrypaumo 1 06HOBUTE MOb30BaTE/LCKYH0 ceccuto CLI:

WLC-1

wlc-1# commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be.

wlc-1# confirm

Configuration has been confirmed. Commit timer canceled.

wlc-1# exit

wlc-1 login: admin
Password:

%k % %k %k ok sk ok sk ok sk ok ok ok sk ok sk ok sk ok sk ok sk ok sk ok ok ok sk ok ok ok ok ok ok ke sk ke ke ok ke ok ke ok ok

* Welcome to wlc *
Khhkkhkhkhkkhkhkkhkhkhkkhkhkhkkhkhkhkkhkhkkhkhkhkkhkhkhkkhkhkhkkhkhkkhkkhkhkkhkhkhkkhkhkhkhkkhkkkk

(Cluster: Yes | Unit: 1 | State: Active | VRRP 1id 1: Master) |wlc-1#
O6HOBUTE NO/b30BaTE/LCKYH ceccuto CLI Ha BTOPOM yCTpoOIiCTBeE:

WLC-2

wlc-2# 2024-12-27T15:25:04+00:00 %CLUSTER-I-SYNC_CONFIG_INFO: unit 1 'wlc-1' starts a
synchronous operation 'commit'

2024-12-27T15:25:09+00:00 %CLUSTER-I-SYNC_CONFIG_INFO: 'commit' successful performed
wlc-2# exit

wlc-2 login: admin
Password:

khkkkkhkhkkhkkhkkhhkhkhkkhkhkhkkhhkkhkkhkhkkhkhkkkhkkkhkkhkkhkkhkkhkkkhkkkkkkkkx

* Welcome to wlc *
Khkkhkhkkhkkhkhkkkhkhkkhkhkhkkhkhkkhkkhkhkkhkhkhkkhkhkhkkhkhkhkkhkhkkhkkhkhkkhkhkhkkhkkkkhkkkhkkkk

(Cluster: Yes | Unit: 2 | State: Standby | VRRP id 1: Backup) |wlc-2#

UTo6bl system prompt KOppPeKkTHO paboTasl, HE06X0AMMO 0GHOBUTL MOJIb30BATE/IbCKYH0 CECCUIO.

18.2.4 HacTtpoliika gpyrux cepsucoB
HacTpoiika apyrnx cepBmcoB onvcaHa B gokymeHtauum ESR:

¢ HacTtpoiika MultiwAN

¢ HacTtpoiika IPsec VPN

» HacTtpoiika firewall/NAT failover
e HacTtpoiika DHCP failover

¢ HacTtpoiika SNMP

e HacTtpoiika Source NAT

e HacTtpoiika Destination NAT

¢ HacTtpoiika BGP

¢ HacTtpoiika DMVPN
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19 YnpaBneHue yaasieHHbIM AOCTYMNOM

ANTOPUTM 1 NPUMEPbLI HACTPOIKN RYHKLMIA ynpaBieHns yaasieHHbIM A0CTYNOM CM. B AoKyMeHTaummn ESR.

3HauyeHua napameTpos gnsg WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

20 YnpasrieHue cepBucammu

ANTOPUTM 1 NPUMEPBI HACTPOIKN (PYHKLMIA yNpaBIeHUst cepBMcaMmn CM. B okymeHTaLmm ESR.

3HauyeHua napameTpos gnsg WLC-15/30/3200/3250/3350 ngeHTn4yHbl 3HadeHnsam gns ESR-15/15R/
30/3200/3250/3350 COOTBETCTBEHHO.

21 YnpaBiieHue NMULEH3NPOBaAHNEM

21.1 Hacrtpoliika BzammogeiictBua c Eltex Licence Manager

ELM (Eltex Licence Manager) — 3T0 cMCTeMa, BbINO/HAIOLWAA PYHKLMIO PACNPOCTPaAHEHUSI NNLEH3NIA HA
KOHeuHble npoayKTbl komnaHun «J/ITEKC».

21.1.1 AnroputmM 6a30BOW HACTPOIKMN

War OnucaHue KomaHpa Kntoun

1 Mepeiitn B wlc (config)# licence-manager
KOHhUrypupoBsaHue
MeHekepa
NVLEH3NPOBAHMSA.

2 3aparth IP-agpec wlc (config-licence-manager)# host <IP-ADDR> - IP-agpec, 3agaétcs B Buae
ELM-cepsepa. address <A.B.C.D | WORD | X:X:X:X::X> AAA.BBB.CCC.DDD, rge kaxgast 4acTb

npuHMMaeT 3HaueHus [0..255];
<IPV6-ADDR> — IPv6-agpec, 3agaétca B
Bnge X:X:X:X::X, rge kaxgasa 4yactb
NPUHMMAET 3HAYEeHMWS B
LecTHaguaTepuyHom copmate [0..FFFF].
WORD(1-31) — DNS-ums cepsepa.

3 3apatb NopT Ans wlc (config-licence-manager)# host <PORT> - Homep TCP/UDP-nopta
nogkntoyeHus K ELM-  port <PORT> oTnpasuTens, NpMHMMaeT 3Ha4YeHNs
cepsepy. [1..65535].

4 YkasaTb vwlc (config-licence-manager)# <KEY> — NNLEH3MOHHbIN KoY, 3a4aeTcs
NMLEH3NOHHBIN kntou  licence-key <KEY> CTpoKoi oo 128 cMmBOo/OB.

(Tonbko ons
npoaykta VWLC)
5 BkntounTb meHegkep  wle (config-licence-manager)# enable

NnnueHsnpoBaHuA.
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LWar OnucaHue KomaHnpga Kntoun

6 YcTaHoBUTb wlc (config-licence-manager)# LINE (1-255) String describing server
onucaxue (He description <LINE>
06513aTe/1bHO).

7 3agatb TeKCToBOE wlc (config-licence-manager)# system- <WORD> - ums, 3agaétcs cTpokoii go 255
NUMS YCTPOICTBA, name <WORD> CUMBOJIOB.

KOTOpOe nepefaércs
Ha cepsep ELM (He

06513aTe/IbHO).
8 3apaTtb TEKCTOBOE wlc (config-licence-manager)# location <WORD> - onucaHwue, 3aaétcs CTPOKOW A0
onvcaHune, KOTopoe <WORD> 255 cnmBosos.

nepegaértcs Ha
cepsep ELM (He
0653aTesNbLHO).

9 Ykaszatb aksemnnsap  wlc (config-licence-manager)# ip vrf <VRF> — nwms VRF, 3agaeTtcs cTtpokoii go 31
VRF, B kOTOpOM forwarding <VRF> cumBona.
6ynet paboTaTb
MeHeLKep
NVLEH3NPOBaHNs (He
06513aTe/IbHO).

21.1.2 Mpumep HaACTPOIAKU

3apgaiite napameTpbl licence-manager — 310 agpec cepsepa ELTEX. Mexay cepsepom licence-manager n
MapLUpyTM3aTOpPOM A0/MKHa ObITb ceTeBas [OCTYMNHOCTD.

licence-manager
host address elm.eltex-co.ru
host port 8098
enable

exit

[nsa nposepkun pabotocnocobHocTM ELM ncnonb3yoTca koMaHga NpoBepKy HasMuns IMLEH3UN 1 KOMaH4a
NPOBEPKM MHGOPMaLIMN O MEHeKepe NNLEH3NPOBAHNS:

show licence:

vwlc# show licence

Feature Source State Value
Valid from Expiries

WLC-AP-SUPPORT-EXT ELM Active

100 -= -=
WLC-VIRTUAL-LIMIT-NET ELM Active

1000000000 -= -=
WLC-WIDS-WIPS ELM Active

true - -
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show licence-manager status:

vwlc# show licence-manager status

ELM server type: root

Last request status: success

Last request to