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ESR-Series. CnpaBoyHUK komaHz CLI

1 BBeaeHwue

* AHHOTauusa

+ LleneBas aygutopus

+ [puMeyaHns n npegynpexaeHns
* lVcnonb3yembie cokpalleHns

AHHOTaUuA

B HacTosilLeM pykoBoACTBe npuBeaeHo onucaHne komadg CLI onsa agmMuHucTparopa cepBUCHOro
mapLupyTtusatopa cepuu ESR (B AanbHeiLLIEM UMEHYEMOTO MapLLPYTM3aTOPOM WU YCTPONCTBOM).
NHTepdpelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasneHusi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. 4nsa paboTel noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no nportokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCOsbHbI nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg, CLI npegHasHavyeH A5 TEXHUYECKOro nepcoHana, BbIMOTHALWEro HaCTPOVKY 1
MOHUTOPUHT MapLipyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi cTpokm (CLI).
KBanudpmkaumusa TeXHMYeCcKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThbl cTeka npoTtokonos TCP/IP,
NpUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHOPMaLMIo, COBETbI UM PEKOMEHAALMM MO MCNO/Ib30BAHMIO U
HacTpolike yCcTpoicTBa.

© TMpeaynpexaeHys MHPOPMUPYIOT MOJL30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
nporpammHo-annapaTHoOMy KOMMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NoTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS — HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol



IKE — Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IPinIP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP — Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP - Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 VcTtopusi ameHeHwit

Bepcusa gokymeHTa

Bepcua 1.28

Jarta
BblnycKa

31.03.2023

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MEeHEeHNIA

Jlo6asneHbl pasgensi:
HacTtpoiika Tracking

Ynpasnexue Dual-Homing

M3meHeHus B pasgenax:

KomaHabl No/1b30BaTebCKOr0 NHTEpdenca

HacTpoiika TFTP-cepBepa

HacTpoiika 06L11ecMCTEMHbIX NapaMeTpoB

YnpasneHue cCMCTeMHbIMW Yacamm

HacTtpoiika AAA

KoHdmrypripoBaHue 1 MOHUTOPWUHE TYHHENEe

HacTpoiika VRF

HacTpoiika IP-agpecaumm

YnpasneHve npoduasamm

Ynpasnexnve NAT

HacTpoiiku IPsec VPN

O6LLMe HACTPOWKN MapLLpyTM3aLmn
O6LMe KOMaHAbl aHOHCVMPOBaHWS 1 NprYemMa MapLUpyTOB
MapLupyTr3auust Ha ocHoBe nonmTuk (PBR)
HacTpoiika npoTokona BFD

HacTpoiika npotokonoB OSPF n OSPFv3
HacTtpoiikun MPLS

YnpasneHvne VRRP

HacTpoiika pe3epsupoBaHus DHCP
HacTpoiika pe3epsupoBaHus Firewall/NAT
Ynpasnexue Firewall

Ynpasnexve QoS



Bepcua gokymeHTa

Bepcua 1.27

Bepcus 1.26

Jarta
BblnycKa

12.09.2022

07.06.2022

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

YnpasneHune SYSLOG

HacTtpolika DHCP

VI3meHeHus B pa3genax:
- KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- MOHWTOPWHT 1 yripaBneHne -> HacTpoiika goctyna SSH, Telnet

N3MeHeHus B pasaenax:

- KomaHabl Nonb30BaTeibCKoro nHrepdenca

- YnpaBneHne nporpamMmmMHbIM 0b6ecneveHnem n KoHgurypaumei
- HacTpoitka DNS

- Ynpasnexue VPN. HacTpoiikvn yaaneHHoro gocrtyna

- MapuwpyTursauus -> MapLipyTmsaums Ha ocHose nonmtuk (PBR)
- MapuwpyTtnsauus -> Hactpolika npotokona BFD

- MapuwpyTtunsaums -> Hactpolika npotokonoB OSPF n OSPFv3

- Hactpoiikn MPLS

- besonacHOCTb -> YnpaB/ieHne cuctemMoli npeaoTepalleHus
BTOpXXeHuii (IPS/IDS)

- MOHWUTOpPWHT 1 ynpaBneHue -> ¥YnpaeneHue Netflow

- MOHWUTOpPWHT 1 ynpaBneHue -> HacTpoiika gocTyna SSH, Telnet
- HacTpoiika koHTposnst aboHeHToB (BRAS)

Joo6aBneHbl pasgensi:

- Hactpoiika TFTP-cepBepa



ESR-Series. CnpaBoyHvK kKomaHg, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BblMycCKa
Bepcusa 1.25 03.02.2022 M3meHeHuA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHuve L2-pyHKumnsamm

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna

- Ynpasnexue QoS

- MapupyTusaums -> MapLupyTrsauus Ha ocHoBe nonuTuk (PBR)

- MOHUTOPWHT ¥ ynpasrieHue -> YnpaeneHne SYSLOG



ESR-Series. CnpaBoyHvK kKomaHg, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BblMycCKa
Bepcusa 1.24 15.10.2021 M3meHeHuA B pasgenax:

- MpaBuna nonb30BaHWs KOMaHAHO CTPOKOIA

- CTpyKTypa cucTeMbl KOMaHs,

- KomaHap! nosb3oBaTenseKoro nHtepgpeiica

- YnpaBneHue nporpaMMHbIM o6ecnedyeHnemM 1 KoHgurypaumei
- HacTpoiika 06LecrcTeMHbIX NapamMeTpoB

- Hactpoiika AAA

- KoHchurypupoBaHme 1 MOHUTOPUHT UHTepdieiicoB

- KoHhurypripoBaHue 1 MOHUTOPUHT TyHHene

- HacTtpoiikn IPsec VPN

- HacTtpoiika npotokona BGP

- HacTtpoiika npotokonos OSPF n OSPFv3

- Hactpoiikn MPLS

- YnpasneHune VRRP

- HacTpoiika 06beKTOB OTCNEXMBAHWSA COOLITUI

- YnpaBnieHue cuctemoit npeaoTepalleHnst BTopxenuit (IPS/IDS)
- Ynpasnexue QoS

- Ynpaenexue Netflow

- HacTtpoiika goctyna SSH, Telnet

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei



Bepcua gokymeHTa

Bepcusa 1.23

Jarta
BblnycKa

29.06.2021

ESR-Series. CnpaBoyHuK KOMaHf, CLI

CopepXXaHue N3MeHEeHNA

Mi3meHeHunA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- YnpasneHuve npoduasamm

- HacTtpoiikn IPsec VPN

- MapLpyTmsaums -> ObLme HacTpoliki MapLUpyTU3aumum
- MapuwpyTtusauus -> HacTtpolika npotokona BFD

- BesonacHocTb -> YnpaeneHue Firewall

- BesonacHOCTb -> YnpaB/fieHne NorMpoBaHneM 1 3almTol ot
CeTeBbIX aTak

- BesonacHocTb -> HacTpolika cucTembl NpeaoTBpaLleHuns
BTOPXEHWIA (IPS/IDS)

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpasrieHue -> YnpaeneHue SYSLOG

- MOHUTOPWHT 1 ynpasneHune -> HacTpoiika 3epkasimpoBaHus
- HacTpoiika koHTponst aboHeHToB (BRAS)

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

Job6aBneHbl pasgesnsi:

- BesonacHocTb -> HacTpolika cuctembl "AHTrcnam”



Bepcua gokymeHTa

Bepcua 1.22

Jarta
BblnycKa

29.10.2020

ESR-Series. CnpaBoyHuK KOMaHf, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- YnpaBneHne CUCTEMHbIMK Yacamu

- Hactpoiika AAA

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- Ynpaenexve unbtpaymei

- YnpaBneHue N0rMpoBaHrem 1 3allUToi OT CeTEeBbIX aTak
- HacTtpoiikn IPsec VPN

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna
- MapuwpyTtusauus -> HacTtpolika npotokona BGP

- MapLpyTtursaums -> Hactpoiika npotokona IS-1S

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHWUTOPVHT 1 ynpaBfieHne

- Hactpoiika DHCP

- HacTtpoiika SLA

- HacTpoiika koHTpons aboHeHToB (BRAS)

- YnpaBneHue cucTemoii npefoTepatleHus BTopxeHnii (IPS/IDS)
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Bepcua gokymeHTa

Bepcusa 1.21

Jarta
BblnycKa

05.06.2020

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHuve L2-pyHKumnsamm

- Ynpasnexue Firewall

- YnpaBneHue 10rMpoBaHrem 1 3alUToi 0T CeTEeBbIX aTak
- YnpasneHne NAT

- HacTtpoiikn IPsec VPN

- MapLpyTtnsaums

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpaBneHne

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

- TexHnueckas nogaepxka

11



Bepcua gokymeHTa

Bepcusa 1.20

Jarta
BblnycKa

03.02.2020

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHue nporpaMMHbIM obecrneveHnem v KoHmrypaumeri
- KoHhuryprpoBaHue 1 MOHUTOPWHT TYHHeNew

- YnpasneHue L2 doyHKLUmMAMN

- YnpaeneHue Firewall

- YNpaBneHue /IorMpoBaHMEM 1 3aLLMTON OT CETEBbIX aTak
- YnpasneHnne NAT

- Hactpoliiku IPsec VPN

- HacTpoliika npoTtokona BFD

- Hactpoiiku MPLS

- Pe3epBupoBaHue

- Ynpasnenue QoS

- MOHWUTOPUHT 1 ynpasneHne

- HacTpoiika Wi-Fi koHTponnepa TyHHenewn

12



Bepcua gokymeHTa

Bepcusa 1.19

Bepcusa 1.18

Jarta
BblnycKa

04.02.2020

08.11.2019

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

Job6asneHbl pa3gens:

- Hactpoiika mDNS-reflector

- Hactpoiikn MPLS

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- Hactpoiika AAA

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB
- KoHdhurypripoBaHue 1 MOHUTOPWHT TYHHeNel

- YnpasneHve L2-pyHKunsamm

- HacTtpoiika VRF

- YnpasneHuve npoduasamm

- Ynpasnexue Firewall

- HacTtpoiikn IPsec VPN

- Ynpasnexve VPN. HacTpoiiku yganeHHoro goctyna
- MapupyTtnsaums

- Ynpasnexue QoS

- Ynpasnexue sFlow

- MOHUTOPWHT 1 ynpasnexHne

- HacTpolika koHTponsi a6oHeHToB (BRAS)

- HacTtpoiika VolP

CuvHxpoHusauus ¢ Bepcueli MO 1.8.2
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Bepcml AOKYMEHTa

Bepcua 1.17

Jarta
BbiMycKa

02.09.2019

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 36 HacTpolika cucTembl NpegoTepalleHnst BTopxeHuii (IPS/IDS)
VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 12 Ynpasnexue L2 cyHKunamm

- 13 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 14 HacTtpoiika VRF

- 17 YnpasneHue npodunnsamu

- 19 YnpaBneHue firewall

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBnexue cunsTpaumei

- 25 MapuwpyTtu3sauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 35 Hactpoiika VOIP

14



Bepcml AOKYMEHTa

Bepcua 1.16

Jarta
BbiMycKa

15.08.2019

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHdhuryprpoBaHue mMapLupytusaropa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 23 Hactpoiikm IPsec VPN

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoliika KoHTposist aboHeHToB (BRAS)

- 34 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
Bbinycka
Bepcusa 1.15 05.08.2019 Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510

Jlo6asneHbl pasgensi:

- 10.5 MocnepoBatenbHble MHTEPERChI

- 20 YnpaBneHue cunsTpaymei

- 32 HacTtpoiika SLA

VI3meHeHusa B pasgenax:

- 3 CTpyKTypa CMCTEMbI KOMaHA,

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 7 HacTtpoiika 06LecncTeEMHbIX NapamMeTpoB

- 8 YnpaBneHue CUCTEMHbIMY Yacamu

- 9 Hactpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

- 12 Ynpasnexue L2 cpyHKunaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTtpoiika VRF

- 15 Hactpoiika IP-agpecauun

- 16 HacTtpoiika IPV6 agpecauun

- 17 ¥Ynpasnexusa npodunsamm

- 18 YnpaBneHne cnuckamu koHTpons goctyna (ACL)

- 19 YnpaBneHue Firewall

- 21 YnpaBneHue fIorMpoBaHMEM 1 3aLUUTOM OT CETEBbIX aTak
- 22 Ynpasnexue NAT

- 23 Hactpoiikn IPsec VPN

- 24 Ynpasnenue VPN. HacTpolikvu yganeHHoro goctyna

- 25 MapuwpyTtusauns
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ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BbiMycKa

- 26 Pe3epBupoBaHue

- 27 ¥YnpasneHnue QOS

- 28 YnpaeneHue Netflow

- 29 YnpasneHvne SFLOW

- 30 MOHUMTOPUWHT 1 ynpasnieHune

- 31 Hactpoiika DHCP

Bepcusa 1.14 31.01.2019 VI3meHeHus B pa3genax:

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

Bepcua 1.12 11.11.2018 CuHxpoHusauus ¢ MO 1.4.1
Bepcusa 1.11 03.05.2018 CuHxpoHusauums ¢ MO 1.4.0
Bepcusa 1.10 03.05.2017 Mi3meHeHuA B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 4 KomaHAb!l Nonb30BaTebCckoro nHTepdelica
- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB
- 7 YnpaBneHue CMCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHue nHTepdericamu

- 11 YnpasneHue TyHHeNnsAmm

- 13 YnpaBneHue agpecHbIMU Tabnuuamm

- 19 YnpaeneHue Firewall

- 21 Ynpasnenue VPN. HacTtpolika IPsec

- 23.8 HacTtpoiika npoTtokona BGP

- 24.5 HacTtpoliika MultiwAN

- 25 YnpasneHune QoS

- 31 HacTpoiika koHTponst a6oHeHToB (BRAS)
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Bepcml AOKYMEHTa

Bepcua 1.9

Bepcna 1.8

Jarta
BbiMycKa

16.12.2016

22.07.2016

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 23.5 HacTpoiika 06bEKTOB OTC/IEXMBAHWUS COObITUI
- 23.6 HacTtpoiika npotokona BFD

- 23.8 HacTtpoiika npotokona BGP

- 31 HacTpoiika KoHTposist aboHeHToB (BRAS)
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepdheicoB
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNe MapLupyTnusaropa
- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika 1 MOHUTOPUWHT MHTepdIelicoB

- 11 YnpasneHve TyHHenamMu

- 26 YnpaeneHue Netflow

- 32 HacTpoiika Wi-Fi koHTponnepa TyHHenei

V3ameHeHusa B pasgenax:

- 7 YnpaBneHue CUCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11 YnpaBsneHue TyHHeNnAmMm

- 24 YnpasneHvne VRRP

- 20 YnpaBsneHue NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 mapluipyTtusaumei

- 24.3.2 Hactpoiika pesepupoBaHus Firewall
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Bepcml AOKYMEHTa

Bepcua 1.7

Jarta
BbiMycKa

28.01.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctemMa MOHUTOPMHIa KayecTBa ycsyr)
VI3meHeHusa B pasgenax:

- 5.8 YnpaBneHue nporpammMHbIM o6ecnevyeHnem

- 5.14 YnpaBneHve nporpammMHbIM obecneyeHnem

- 6 HacTpoiika o6LecmMcTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 11.13 YnpaBneHue TyHHeNAMM

- 18.12 YnpaBneHue cnnckamu KOHTPOsIA AOCTynN
-22.1 L2TP/PPTP

- 22.3 O6LmMe KoMaHAbl HACTPOIAKN yAaNeHHOro AocTyna
- 23.7 HacTtpoiika npotokona BGP

- 20.8 Ynpasnexue NAT

- 24.1 YnpasneHue VRRP

- 11 YnpasneHve TyHHenamMu

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHue NAT

- 24.4 MultiwAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LMe HaCTPOIKM MapLLpyTU3auun

- 23.5 HacTtpoiika ctatnyeckux mapLupytos IPv4/IPv6
- 23.8 HacTtpoiika npotokona OSPF

- 23.9 HacTtpolika npotokona OSPFv3

- 31 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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Bepcml AOKYMEHTa

Bepcusa 1.6

Jarta
BbiMycKa

17.08.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpasneHue QOS

Job6asneHbl pasgens:

- 26 YnpaBneHue Netflow

- 27 YnpaBneHue Sflow

VismeHeHunA B pasgenax:

- 2 MpaBuna Nonb30BaHNA KOMaHAHON CTPOKOWA

- 3.2 KoHurypupoBaHue mapLupytmusaTopa

- 5 YnpasneHue nporpaMmMHbIM o6ecnevyeHnem

- 7 YnpaBneHue CUCTEMHbIMY Yacamu

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 12.1 Ynpasnexue L2 maplipyTtunsauuei

- 12.3 Hactpoiika u moHutopuHr VLAN

- 13 PaboTa ¢ agpecHbIMU Tabnuuamm

- 19 YnpasneHue Firewall

- 20 YnpasneHve NAT

- 21.2 Ynpasnenue VPN. Hactpoiika IPsec

- 22 Ynpasnexue VPN. HacTpoliku yganeHHoro goctyna
- 23. 1 O6wwume HacTpolikM MapLIpyTU3aLmum

- 23.2 O6Lme KoMaHabl aHOHCUPOBaHUSA 1 NprYemMa MapLUpyToB
- 23.3 MapLupyTtusaumst Ha ocHose nonutuk (PBR)
- 23.7 HacTtpoiika npotokona BGP

- 23.8 HacTtpoiika npotokona RIP

- 23.9 HacTtpoiika npotokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 Hactpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BbIMyCKa
Bepcusa 1.5 22.06.2015 Job6asneHbl pa3gens:

- 9 HacTpoiika AAA

- 11 ¥YnpasneHue IPv6 DHCP-knneHTOM

- 13 YnpasneHue IPv6 DHCP-relay

- 15 ¥Ynpasnexue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 Hactpoiika VRF

- 23 HacTpoiika IPv6 agpecaumu

- 25 YnpaBneHve cnuckamu goctyna (ACL)

- 35 MapLupyTu3auust Ha ocHoBe nonmTuk (PBR)
- 38 HacTpoiika ctatnyeckux IPv6 mapLupyToB

- 42 HacTpoiika npotokona OSPFv3

- 44 HacTtpoiika pe3epBupoBaHns

VI3meHeHusa B pasgenax:

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica
- 5 YnpasneHune nporpaMmMHbIM o6ecneyeHnem
- 14 HacTtpoiika n moHuTopuHr DHCP-cepsepa

- 16.1 Ethernet untepdeiicsl

- 20 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 24 YnpasneHuve npodunsamu IP-agpecos n nopTos
- 26 YnpaBneHue Firewall

- 34 O6wpMe KoMaHAbl aHOHCMPOBAHUS U NPYeMa MapLLpyTOB
- 37 HacTtpoiika ctaTmyecknx MapLupyToB

- 39 HacTpoiika npotokona BGP

- 40 HacTpoiika npoTtokona RIP

- 41 HacTpoiika npotokona OSPF
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Bepcus foKyMeHTa

Jarta
Bbinycka

CopepXXaHue N3MeHEeHNA

- 47 Hactpoiika QoS

- 50 HacTpoiika SNMP

ESR-Series. CnpaBoyHUK komaHz CLI
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Bepcml AOKYMEHTa

Bepcua 1.4

Jarta
BbiMycKa

11.03.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 11 ¥Ynpasnenue DHCP areHTOM

- 27 O6Lwpme HacTPOIiKM MapLIpyTU3aumum
- 29 HacTpoiika CBSI30K K/itoueit

- 34 YnpasneHve VRRP

- 35 Ynpasnenue DualHoming

- 36 HacTtpoiika MultiwAN

- 37 YnpasneHue QOS

- 38 HacTpoiika 3epkasimpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicos
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNel MapLipyTnusaropa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 7 HacTtpoiika goctyna

- 12 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 13 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpasneHuve pynnamu arperayumn kaHanos — Link
Agregation Group (LAG)

- 20 YnpaBneHue Firewall
- 21 Ynpasnexnue NAT
- 22 Ynpasnenue VPN. HacTpoliku IKE

- 23 Ynpasnenue VPN. HacTpoliku IPsec
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Bepcml AOKYMEHTa

Jarta
BbiMycKa

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpaBneHue TyHHeNnsAmm

- 26 YnpasneHue Spanning Tree

- 30 HacTpoiika cTatnyecknx MapLipyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 HacTpoiika npotokona OSPF

- 41 YnpaBneHue Syslog
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Bepcml AOKYMEHTa

Bepcua 1.3

Jarta
BbiMycKa

25.11.2014

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Job6aBneHbl pasgesnbl:
- 7 HacTtpoiika goctyna

- 13 YnpaeneHue pynnoit arperauun kaHanoB — Link Agregation
Group (LAG)

- 14 HacTtpoiika n MoHuTOpuHr VLAN

- 15 YnpasneHue bridge

- 16 PaboTa ¢ agpecHbIMKn Tabnmuamm

- 24 YnpaBneHue TyHHenamu

- 25 YnpasneHwue STP, RSTP, MSTP

- 26.2 O6LWme KoMaHAbl aHOHCYPOBaHNS MapLIpyToB
- 26.3 HacTtpoiika npotokona BGP

- 26.4 HacTtpoiika npotokona RIP

- 26.5 HacTtpoiika npotokona OSPF

- 27 Ynpasnexue SYSLOG

VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicoB
MapLupyTusaTopa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika 06LecmMcTeMHbIX NapaMeTpoB

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 18 ¥npasnexue npodunsamu IP-agpecos n nopTos

- 19 YnpaBneHue Firewall

- 20 YnpasneHue NAT

- 22 Ynpasnenue VPN. HacTpoliku IPsec

- 23 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
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Bepcml AOKYMEHTa

Bepcua 1.2

Bepcunsa 1.1

Bepcua 1.0

Bepcust nporpammMmHOro
oGecneueHus

Jarta
BbiMycKa

26.06.2014

29.04.2014

20.03.2014

1.18.1

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

CuHxpoHusauumsa c sepcumein MO 1.0.2.

Job6asneHbl pa3gens:

- 5 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 9 ¥npaBsneHue cMCcTeEMHbIMU Yacamu

- 18 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 7 HacTpoiika cTaTnyeckux MapLupyToB

- 10 YnpasneHue DHCP-knneHTOM

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpaBneHue Firewall

- 16 Ynpasnenue VPN. HacTpolika IKE

- 17 Ynpaenenue VPN. HacTpolika IPsec

CuHxpoHusaums ¢ sepcuein MO 1.0.1.

Pasgen «OTnagka paboTbl yCTPOCTBa» NEPEHECEH B OTAE/MbHbI
[OKYMEHT.

MepBas ny6nukauus
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ESR-Series. CnpaBoyHUK komaHz CLI

3 lMpaBuia nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdieiic noaaepXmBaeT OYHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNSA KOMaHA,. 3Ta PYHKUNS aKTUBUPYETCA NPU HEMNOSIHO HAbpaHHOI KOMaHAe 1 BBOAE CMMBO/IA
Tabynauum <Tab>.

[Apyrasi oyHKUMSA, nomMoratoLasi Nosib3oBaTbCs KOMaHAHOM CTPOKOI — KOHTEKCTHas noAckaska. Ha nto6om
aTane BBOAA KOMaH/bl MOXHO NOMyYnTb NOACKA3KY O CNEAYHOLMX 3N1EMEHTAX KOMaHAbl NyTEM BBOAA
BOMPOCWTE/IbHOTO 3HakKa <?>.

[N ynpoLeHNst KOMaH/, BCeil cucTeMe KoMaHz, npugaHa nepapxmyeckas cTpyktypa. 18 nepexoga mMexay
YPOBHAMY Mepapxmmn npegHasHauyeHbl cneynasibHble KOMaHabl nepexoga. STo N03BONSET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha KaXXA0M 13 YPOBHENA. [1ns 0603HAYEHUS TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAmUTCs NONb30BaTE b, AUHAMUYECK U3MEHSIETCA CTPOKA NPUrIalleHns CUCTEMBI.

Mpumep:

esr> enable BkwyeHne 15 ypoBHA NpuBuUNerui

esr# configure Nepexoh B pexuMm KOHOUrypupoBaHMA yCcTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha ypOBeHb Bblle
esr#

[ns yno6cTBa ncnonb3oBaHUa KOMaHAHOW CTPOKU peasin3oBaHa Nnogaepxka ropaumnx KnasuL,
nepeyncneHHblx B Tabnuue 1.

Tabnuua 1 — OnucaHne ropsynx Knaesuw kKoMaHgHom ctpokm CLI

CoueTtaHue KnaBuwIn OnucaHue

Ctrl+D B0 BNOXEHHOM KOMaHAHOM pexume — BbIX0Z B NPeaplayLunii KOMaHAHbI
pexuMm (KomaHaa exit), B KOpHEBOM KOMaHAHOM pexume — Bbixog u3 CLI
(komaHga logout)

Ctrl+z Bbixoz B KOPHEBOW KOMaHAHbIV pexum (komaHaa top)
Ctrl+A Mepexop B Ha4ano CTPOKK

Ctrl+E Mepexof B KOHeL, CTPOKM

Ctrl+U YaaneHve cMMBOJIOB C/ieBa OT Kypcopa

Ctrl+K YpaneHue cMMBOMOB cnpasa OT Kypcopa

Ctrl+C OuuncTka CTPOKK, a Takke 06pbIB BbIMOTHEHNS KOMaHAbI
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ESR-Series. CnpaBoyHUK komaHz CLI

CoueTaHue KnaBuLWN OnucaHue

Ctrl+W YpnaneHue cfioBa c/iesa oT Kypcopa

Ctrl+B [Nepexopn Kypcopa Ha 0gHy No3uLMio Hasag,
Ctrl+F Mepexoa, kypcopa Ha OAHY No3uLUI0 BNepes,
Ctrl+L OuuncTka akpaHa

[ns yno6cTBa uTeHus gobasneH NoCTpaHUYHbIv BbIBOA, 60/1bLLONA N0 06beMy MHOpMaLUN.

Hanpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[Nsi OTKNOUEHNA NOCTPAHUYHOIO BbIBOJA B TEKYLLEI ceccumn HeobXxoaMMo BBECTM KOMaHAY:

esr# terminal datadump

NHTepdhelic KomaHAHOIM CTPOKM 06ecneumBaeT aBTopM3aLmio Nosib3oBaTeneli 1 orpaHUYBaEeT AOCTYN K
KOMaHAaM Ha OCHOBaHWM YPOBHS NPUBUMETNIA, 3a4aHHOTO aAMUHUCTPATOPOM.

B cucteme moxeT 6bITb CO34aH0 HEOOXOAMMOE KONMYECTBO Nosb3oBarteneil. Heobxoanmblii ypoBeHb
npuBWUIernii 3a8aétca MHAMBUAYa/IbHO [A/15 K&XA0ro U3 HUX.

© B 3aBo/CKOI KOHMUIypaLumn B CUCTEME CO3/aH OMH Nosb30BaTesb C MMeHeM admin v naposnem
assword.
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ESR-Series. CnpaBoyHUK komaHz CLI

[ns obecneyeHns 6e30MacHOCT! KOMaHAHOIO HTepdelica KoMaHabl pacnpegeneHsl mexay 1, 10 u 15
YPOBHEM NPUBUIETNIA:

1 ypoBeHb — AOCTYMNEH TO/IbKO MOHUTOPWUHT YCTPOCTBA;

10 ypoBeHb — AOCTYMHO KOH(UIypUpoBaHne yCTPOCTBa, KpOMe CO3[4aHNs Nosb3oBaTenen,
nepesarpysku ycTpoincTsa, 3arpysku Mno;

15 ypoBEHb — HET OrpPaHNYEHWIA.

Mony4yeHue 15 ypoBHA NpUBUNETWIA:

(esr)> enable
(esr)#

Bo3BpallleHne Ha NepBoHaYasibHbIi YpOBEHb NPUBUETUIA

(esr)# disable
(esr)>

CvcTema No3BOJIAET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.

[ns ymMeHblleHuss o6bema oTobpaxaeMblx faHHbIX B OTBET Ha 3amnpockl Nonb3oBaTens v 06/1er4yeHns novcka
Heob6xo4MMOI MHhopMaLMM MOXHO BOCMO/b30BaTbCA (hunsTpauneid. 4na dpunstpauumn nHgopmauun
TpebyeTcs f06aBUTb B KOHEL, KOMaHAHON CTPOKM CUMBOS «|» 1 UCMOMb30BaTb OAHY U3 ONUUA hunbTpaumm:

begin — BbIBOAWTbL BCe Noc/ie CTPOKK, coaepalleil 3aiaHHblii LaboH;

count — BbIBOAWTb TO/IbKO KOJIMYECTBO CTPOK, OTO6paXaeMbixX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHhbopMaLMK, oTo6paxaemMoli camoil KOMaHoW);

counter — fo6aBnseT K BbIBOAMMOW MHDOpMaLUM HOMepa CTPOK,;

include — BbIBOAWTbL BCE CTPOKM, COAepXalLune 3aaHHbli LWabnoH,;

exclude — BbIBOgUTb BCE CTPOKM, HE coepXalime 3afaHHbIi WabnoH;

until — BbIBOAUTL BCE A0 CTPOKK, cogepxallei 3agaHHbIi WwabnoH.

LLlabnoH noncka MOXET ObITb 3a4aH PEry/sipHbIM BbIPaXKEHNEM U COLEPXaTb:

- MepeyeHb CMMBOOB. MOXHO ONpeAeninTb NepedeHb, 3aK/THUMB CYMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CooTBeTcTBME OyAET NPOBEPSITLCS NO CUMBOIAM, NEPEUNC/IEHHBIM B NepeyHe. Ecnn nepBblii CMBO/ NEPEYHS
«*», TO COOTBETCTBUE BYAET NPOBEPATLCS MO IVO60MY CUMBOJY, HE BXOAALEMY B NepeyeHb. MNpumepsi:

[[az] -'a','z'n "
[a-z] - Bce natuHckme 6ykBbI OT 'a' 40 'Z'.

— CneunasbHble CUMBONbI:

A — Hayano CTpoku;

$ — KOHeL, CTPOKMY;

. — N06OI CUMBO/ B CTPOKE;
* — HOMb UM 6onee pas.

BbiBog komaHAb! «<show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info
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BbiBoa komaHabl «show running-config syslog» ¢ napameTtpom «begin:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBoa komaHAb! «<show running-config syslog» c napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOg, KOMaHAapbl «show running-config syslog» ¢ napameTpom «exclude»:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default -info

MpuMepbl NCMNOMb30BaHNSA PETYNSIPHBIX BbIPaXKEHWIA:

esr# show interfaces status | include "Ate.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show 1interfaces status | include "Agil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0o
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show 1interfaces status | include "A[*tgIl -]1"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O

ESR-Series. CnpaBoyHUK komaHz CLI

[ns BblBOZA MHGDOpMaLMK, 3anpoLLIeHHOl kKomaHaol show, B chalin Tpebyetca 106aBUTb B KOHEL, KOMaHAHO
CTPOKM COOTBETCTBYIOLLMIA CUMBOJI, NyTb 1 UMA ANA CO34aHUS UK AOMNOMHEHWS] TEKCTOBOIO chaiina.

CumBONbI ANs BbIBOAA UHGpOpMaLIMK B chaiin:

+ > — 3anucaTb BblBOJ, KOMaHAb! B chaiin;
+ >>— fonucatb BblBOJ, KOMaHAbl B KOHEL, (haiina;

Bo3MOXHbIe nyTn gnsa coxpaHeHnA TEKCTOBbIX QJaIZHOB BbiBOAa KOMaHA:

+ flash:data/<FILE> - dpaiin 6yaeT co3aaH nnu AonosIHEH B 3HEPrOHE3aBUCUMOIA NamsATy

mMapLupyTusatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — chaiin 6yaet cosgaH unu gononHeH Ha USB-Hocutene ¢ nmeHem <USB-

NAME>;

+ mmc://<MMC-NAME>:/<FILE> — dhaiin 6yaeT co3gaH nnv gononHeH Ha USB-HocuTene ¢ nMeHem

<MMC-NAME>.
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ESR-Series. CnpaBoyHvK kKomaHg, CLI

4 CTpyKTypa CUCTEMbI KOMaHA

* [nobanbHblli pexmm

+ KoHhurypuposaHue mapLipytusaropa

+ Tunbl 1 NOPSAOK MMEHOBaHNS UHTephencoB MapLupyTusaTopa
* Tunbl 1 NOPSALOK MMEHOBAHNS TYHHENe MapLupytusaropa

Cuctema KOMaHg, nHTepdeica KOMaHAHON CTPOKM MapLupyTusaTtopa cepum ESR pasgeneHa Ha
nepapxmyeckme ypoBHU (pasaenslt).

FnoGanbHbIN peXxnm
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeseH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXUMOB (BEpXHWiIA ypOBEHb)

YpoBeHb KomaHpga Bxoga Bup cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHdourypupoBanmsa  configure esr(config)#
(CONFIG)
Pexum oTnagku pa6oTsbl debug esr(debug)#
ycTpoiictea (DEBUG)
" it
esr-10004 end

configure

esr=-1000 (config) #

debug pexnm DEBUG
esr=-1000 (debug) #

PrcyHOK 1 — BepxHuii ypOBEHb epapxun PEXMMOB KOMaH/
B kopHeBoM koMaHaHoOM pexume (ROOT) ocywiecTBnsieTcs:
— paborTa ¢ haitiamm KoHurypaymu:

* MPUMEHEHMNE;
* MOATBEPXAEHME;

+ cbpoc;

* COXpaHeHue;

* OTMEeHa HEMPUMEHEHHbIX U3MEHEHWNIA,

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapupytmnsaropa,;
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ESR-Series. CnpaBoyHUK komaHz CLI

— MOHWUTOPWHI paboTbl 1 MPOCMOTP TeKyLUel KOH(Urypauum ycTponcTaa.
13 kopHeBoro pexvma (ROOT) ocyLecTBAsSETCS NEPEXOS, K CieAyoWwyM pasaenam:
— pexum koHdmrypuposaHus yctpoiictea (CONFIG);

— pexum oTnagku pabotsl ycTpolictea (DEBUG).

KoHdurypuposaHue maplupyTtusaropa

KoHchurypuposaHue mapLupyTtusaropa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum 4ocTyneH
13 kopHeBoro pexuma (ROOT). Mepexoq B peXMM KOHPUIypUpoBaHUS OCYLLIECTBSETCS TO/IbKO B
NPUBWUIETMPOBAHHOM peEXUME.

[ns nepexoga n3 kopHeBoro pexuma (ROOT) Heo6X0AMMO BbINOMHWUTL CedytoLmMe KOMaH bl

esr> enable
esr# configure
esr(config)#

B pexnme koHurypmpoBaHma mapLupyTtmsartopa cepun ESR BbinonHseTcs:

— ynpaB/eHMe CUCTEMHbIMUN Yacamu,

— yrnpaB/eHNE CUCTEMHbIM XYypHaIoM;

— ynpaB/eHne yaasieHHbIM AOCTYNoMm;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTtpoiika VLAN;

— HaCTpOWKa CTaTU4YeCKUX MapLUpyTOB;

— HaCTPOWKa NPUOPUTETHOCTM NPOTOKO/I0B MapLupyTu3aLmm;

— Nepexos K pexmmam KOHQUrypmpoBaHus oyHKLUMIA, onncaHne peXxumMoB NpuBeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHgHble pexuMbl 4151 yNpaBieHns MapLipyTU3aTopom

YpoBeHb Komanpa Bxoga ' Bup, cTpoku Mpeabiaywnia
NOACKa3Kun YPOBEHb

HacTpoiika rnobasibHbiXx NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

HacTpoiika GigabitEthernet untepdeiicos interface gigabitethernet esr(config-if-gi)# CONFIG

(CONFIG-GI) <PORT>

HacTpoiika TengigabitEthernet interface tengigabitethernet  esr(config-if-te)# CONFIG

nHTepdeicos <PORT>

(CONFIG-TE)

HacTpoiika FoutygigabitEthernet interface esr(config-if-fo)# CONFIG

nHTepgencos
(CONFIG-FO)

fourtygigabitethernet <PORT>
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YpoBeHb

HacTtpoiika cabuHTepceiicos

(CONFIG-SUBIF)

HacTtpolika cabuHTepdeiicoB

(CONFIG-QINQ-IF)

HacTpoiika nocnefoBaTte/bHbIX
nHTepdeiicos 2

(CONFIG-SERIAL)

HacTpolika BupTyanbHbIX MHTEpdheiicoB

(CONFIG-LOOPBACK)

HacTtpoiika E1-uHtepdeiicos

(CONFIG-E1)

HacTtpolika rpynnbl arperaumm E1-kaHanoB
(CONFIG-MULTILINK)

HacTpoiika FXO-nopTos

(CONFIG-VOICE-PORT-FX0)

HacTtpolika FXS-nopTtoB

(CONFIG-VOICE-PORT-FXS)

HacTpolika BUPTyasibHbIX TYHHENbHbIX
nHtepcpeiicos VTI

(CONFIG-VTI)

KomaHpaa Bxoga !

interface gigabitethernet
<PORT>.<VLAN> unu

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>

interface gigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> unu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

tunnel vti <VTI>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-subif)#

esr(config-qing-if)#

esr(config-serial)#

esr(config-
loopback)#

esr(config-e1)#

esr(config-
multilink)#

esr(config-voice-
port-fxo)#

esr(config-voice-
port-fxs)#

esr(config-vti)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nocnefoBaTe/lbHoro
nHTepdelica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTpoiika GRE-TyHHenei

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika nornyecknx TyHHeneri

(CONFIG-LT)

HacTpoiika cabuHTepdpeiica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

Hactpoiika IPv4-over-IPv4 TyHHeneii

(CONFIG-IP4IP4)

HacTpolika ceTeBbIX MOCTOB

(CONFIG-BRIDGE)

HacTtpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NOAUTUKM ANS
onpepenexns VLAN no LLDPDU-
COOOGLLEHUAM K/TMeHTa

(CONFIG-NET-POLICY)

HacTtpolika nyna agpecos DHCP-cepsepa

(CONFIG-DHCP-SERVER)

KomaHpaa Bxoga !

line aux <NUM>

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bupg ctpokn Mpepblaywnii
NoACKasKu YypOBeHb
esr(config-line-aux)# CONFIG
esr(config-12tpv3)#  CONFIG
esr(config-gre)# CONFIG
esr(config-softgre)# CONFIG
esr(config-It)# CONFIG
esr(config- CONFIG
subtunnel)#

esr(config-ip4ip4)#  CONFIG
esr(config-bridge)#  CONFIG
esr(config-vlan)# CONFIG
esr(config-net-policy) CONFIG
esr(config-dhcp- CONFIG

server)#
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YpoBeHb

HacTpoiika DHCP onuumn 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoliika nyna agpecos DHCP-cepsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpoiika DHCP onuumn 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTtpolika pesepsupoBaHust DHCP-cepeepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpoiika npoduns NpuioxXeHui

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTtpolika npocuns IP-agpecos

(CONFIG-OBJECT-GROUP-NETWORK)

HacTpoiika npodnnsi CBSA30K
IP-agpecos n TCP/UDP-noptoB
(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTtpolika npocmuns TCP/UDP-nopTtoB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL
(CONFIG-OBJECT-GROUP-URL)
HacTpoiika nocTaBLiMKa KaTeropui
KOHTEHTHOW onbTpaumm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

KomaHpaa Bxoga !

ip dhcp-server vendor-class-
id <NAME>

ipv6 dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF>]

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-dhcp-
vendor-id)#

esr(config-ipv6-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npodnnst KaTeropuin KOHTEHTHOIA

dmnsTpaumm ot BeHgopa Kaspersky
Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

HacTpolika npogn/isi NOYTOBbIX [JOMEHOB U
a/pecoB NoOYTOBbIX ALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTtpoiika npochuns XAUTH

(CONFIG-ACCESS-PROFILE)

Hactpolika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpolika nonutunkn npotokona IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodgouns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpolika nonnTnkn Habopa NPOTOKO/10B
IPsec

(CONFIG-IPSEC-POLICY)

HacTpoiika npodmns Habopa NpoTOKO10B
IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe Habopa
npoTokonoB IPsec

(CONFIG-IPSEC-VPN)

KomaHpaa Bxoga !

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-object-
group-cf-
kaspersky)#

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-
policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#

Mpepblaywnii
YPOBEHb

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cnvcka KoHTpons gocTyna

(CONFIG-ACL)

HacTpolika npaBuna ans cnvicka KOHTPoss
JocTyna

(CONFIG-ACL-RULE)

HacTpoiika 30Hbl 6e30MacHOCTY

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBun A1 nap 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e3onacHoCTun

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHCAsSLMM afipecos
nonyvarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ans DNAT

(CONFIG-DNAT-POOL)

HacTtpolika rpynnbl npasun ans DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npaBuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCAALUMM aipecoB
oTnpasuTens

(CONFIG-SNAT)

KomaHpaa Bxoga !

ip access-list extended
<NAME>

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>
<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG-ACL

CONFIG

CONFIG

CONFIG-ZONE-
PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG
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YpoBeHb

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ansa SNAT

(CONFIG-SNAT-POOL)

HacTpoliika rpynnbl npasun ans SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npasuna ans SNAT

(CONFIG-SNAT-RULE)

HacTtpolika nonb3oBaresiein CUCTEMbI

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpolika yaaneHHoi KoHconm

(CONFIG-LINE-TELNET)

HacTpoiika 3alMLLeHHO yaanieHHO
KOHCONN

(CONFIG-LINE-SSH)

HacTtpolika TACACS-cepsepa

(CONFIG-TACACS-SERVER)

HacTpoiika RADIUS-cepBepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npoguns RADIUS-cepeepoB

(CONFIG-RADIUS-SERVER-PROFILE)

HacTpoiika DAS-cepBepa

(CONFIG-DAS-SERVER)

KomaHpaa Bxoga !

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-snat-
pool)#

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#

Mpepblaywnii
YPOBEHb

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-

RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npogounsa DAS-cepeepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpoiika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

HacTpolika cepsepa Ans yaaieHHoro
goctyna no npotokosny PPTP

(CONFIG-PPTP-SERVER)

HacTtpolika nonb3oBarenei ans yganeHHoro
poctyna no npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepBepa Ans yaasieHHoro
JocTyna no npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpolika nonb3oBarenei ans yganeHHoro
pocTtyna no npotokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa Ansa yaasieHHoro
poctyna no npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBarenei onsa yaaneHHoro
AocTyna no npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika knneHTa yaaieHHoro foctyna

no npotokony PPTP

(CONFIG-PPTP)

HacTpoiika KnMeHTa yganeHHoro goctyna

no npotokony PPPOE

(CONFIG-PPPOE)

KomaHpaa Bxoga !

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

esr(config-pptp-

server)#

esr(config-pptp-
usen#

esr(config-12tp-
server)#

esr(config-12tp-
user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-pptp)#

esr(config-pppoe)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-

SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG
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YpoBeHb

HacTpoiika knneHTa yaaneHHoro
NoAKAYeHNs No npoTokony L2TP

(CONFIG-L2TP)

HacTpolika knmeHTa yaasieHHoro
nogkntoyeHnsa no npotokosy OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-nonb3oBatens

(CONFIG-SNMP-USER)

HacTtpoiika NTP-cepsepa nnun nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTpoiika IPv4/IPv6 agpecaunmn BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6 agpecaummn BGP-

npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpoiika rpynnupoBaHus BGP-cocegaeli

(CONFIG-BGP-GROUP)

HacTpoiika rpynnuposaHusi BGP-cocepeii B

vrf

(CONFIG-BGP-VRF-GROUP)

KomaHpaa Bxoga !

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-
ID>

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-12tp)#

esr(config-
openvpn)#

esr(config-snmp-

user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF
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YpoBeHb

HacTpoiika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocega BGP-npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTtpoiika IPv4/IPv6 agpecaunmn BGP-
cocefa

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTtpoiika IPv4/IPv6 agpecaummn BGP-
cocepa B vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnvcka nogceTteit

(CONFIG-PL)

HacTtpolika cnucka nogceteni

(CONFIG-IPV6-PL)

HacTpoiika mapLupyTHOI kapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npasvna MapLupyTHOV KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona

(CONFIG-RIP)

HacTpoiika RIPNG-npoTtokona

(CONFIG-RIPNG)

HacTpoiika IS-IS-npouecca

(CONFIG-ISIS)

KomaHpaa Bxoga !

neighbor { <ADDR> | <IPV6-
ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR> }

address-family { ipv4 | ipv6 |

vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-
map)#

esr(config-route-

map-rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

Mpepblaywnii
YPOBEHb

CONFIG-BGP

CONFIG-BGP-

VRF

CONFIG-BGP-

NEIGHBOR

CONFIG-BGP-
VRF-NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-

MAP

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTtpoiika OSPF-o6nactu

(CONFIG-OSPF-AREA)

HacTpolika BUpTyasibHOTO COeANHEHUS
OSPF

(CONFIG-OSPF-VLINK)

HacTtpoliika OSPFv3-npouecca

(CONFIG-OSPFV3)

HacTpoiika OSPFv3-06n1actu

(CONFIG-OSPFV3- AREA)

HacTpolika BUpTya/lbHOIO CoeAMHEHNS
OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTtpoiika ISIS-npouecca

(CONFIG-ISIS)

HacTpolika crnvcka krtoueri

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP

(CONFIG-MST)

HacTpoiika npasnn WAN

(CONFIG-WAN-RULE)

KomaHpaa Bxoga !

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

router isis <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst

configuration

wan load-balance rule <ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ospf)#

esr(config-ospf-
area)#

esr(config-ospf-
vlink)#

esr(config-ipv6-
ospf)#

esr(config-ipv6-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-isis)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#

esr(config-wan-
rule)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG-OSPF

CONFIG-OSPF-
AREA

CONFIG

CONFIG-

OSPFV3

CONFIG-

OSPFV3-AREA

CONFIG

CONFIG

CONFIG-

KEYCHAIN

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npasvun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpolika target-nuctos

(CONFIG-TARGET-LIST)

HacTpoiika target-nvictos (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpolika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCEXMBaHNS

CcoObITUI

(CONFIG-TRACK)

HacTpoiika WiFi Controller

(CONFIG-WIRELESS)

HacTtpolika VRF

(CONFIG-VRF)

HacTpoiika nonmTtnkn QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpy nonntukn QoS

(CONFIG-POLICY-MAP-CLASS)

KomaHpaa Bxoga !

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

track <ID>

wireless-controller

ip vif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ipvé-wan-
rule)#

esr(config-target-
list)#

esr(config-ipvé-
target-list)#

esr(config-wan-
target)#
esr(config-ipv6-wan-

target)#

esr(config-track)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-
TARGET-LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTtpoiika PPP-nonb3oBatens gns
ayTeHTMmKaLn yaaneHHol CTOPOHbI

(CONFIG-PPP-USER)

HacTpolika napameTpoB pe3epBUPOBaHus

KOHdourypauum

(CONFIG-ARCHIVE)

HacTpoiika cepBepa c6opa CTaTUCTUKI

Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepsepa c6opa CTaTuCTUKu

sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nony4eHus

yBegomnexuii SNMP

(CONFIG-SNMP-HOST)

M3meHeHne napons noce UcTedeHns cpoka

aencTens

(CHANGE-EXPIRED-PASSWORD)

KomaHpaa Bxoga !

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ppp-
user)#

esr(config-archive)#

esr(config-netflow-
host)#

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-
password)#

Mpepblaywnii
YPOBEHb

CONFIG-E1
CONFIG-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-
ACCESS-
PROFILE

CONFIG-L2TP-
SERVER

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTtpoiika npocuns dmnstpaumm http-
3anpocoBs

(CONFIG-PROFILE)

HacTtpoliika o6wux napametpos MPLS

(CONFIG-MPLS)

HacTtpoiika obLwux napameTpos LDP

(CONFIG-LDP)

Hactpolika IPv4 agpecauumn npotokona LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-coceactsa

(CONFIG-LDP-NEIGH)

Hactpolika IPv4 agpecauumn npotokona LDP

[ONs OTAENbHOro ip-uHTEepgeica

(CONFIG-LDP-AF-IPV4-IF)

CoszgaHue L2-MPLS-TyHHenelk

(CONFIG-L2VPN)

HacTtpolika L2-MPLS-TyHHenNs

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (ua6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

KomaHpaa Bxoga !

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-
ipva)#

esr(config-ldp-neig)#

esr(config-ldp-af-
ipva-if)#

esr(config-12vpn)#

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-
pw)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-AF-
IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS
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YpoBeHb

HacTpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukn IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpoiika nocTtasLymka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpolika kateropuin npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

HacTpoiika cepsuca IPS/IDS

(CONFIG-IPS)

HacTpolika nCToYHMKa 06HOBIEHUS NpaBun
IPS/IDS pacnpocTpaHseMblix No
KOMMEPYECKOI MLEH3nN

(CONFIG-CONTENT-PROVIDER)

HacTpoiika aBTo06HOBEHNSI NnpaBun IPS/
IDS 13 BHELHMX NCTOYHUKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpoiika nonb3oBaTenbCKoro cepeepa
o6HoBneHuii npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpoliika kaTeropuii nosib30BaTesibCKMX
npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nonb3oBatenbCkux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE)

KomaHpaa Bxoga !

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

auto-upgrade

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-ips-auto-

upgrade)#

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

Mpepblaywnii
YPOBEHb

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-

POLICY

CONFIG-IPS-
VENDOR

CONFIG

CONFIG

CONFIG-IPS
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YpoBeHb

HacTpoiika pacLumpeHHbIX
nosnb3oBaTesibckmux npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB pa6oTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB paboTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTtpolika npocnns cepauca «AHTUCNaAM»

CONFIG-ANTISPAM-PROFILE

HacTpoiika npasuna anaa npoguns
cepBuca «<AHTUCMAM»

CONFIG-ANTISPAM-PROFILE-RULE

HacTpolika no4ToBOro AoMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika noutoBoro cepsepa

CONFIG-MAILSERVER

HacTpoiika nokasnbHoro syslog-gpaiina

CONFIG-SYSLOG-FILE

HacTpoliika yaaneHHoro syslog-cepsepa

CONFIG-SYSLOG-HOST

HacTpoiika tftp-cepsepa

CONFIG-TFTP-SERVER

KomaHpaa Bxoga !

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

security antispam profile
<NAME>

rule <ORDER>

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

& 1 Moppo6Hoe onucaHe KOMaHA NPUBEAEHO HIKE.

2 Tonbko anist ESR-21.

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

esr(config-antispam-
profile)#

esr(config-antispam-
profile-rule)#

esr(config-
mailserver-domain)#

esr(config-

mailserver)#

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Mpepblaywnii
YPOBEHb

CONFIG-IPS-
CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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Tunbl 1 NOPAA0K UMEHOBaHUSA MHTepdhelicoB MapLpyTU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 UX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 4 — Tunbl 1 NOPSAA0K MMEHOBaHUA NHTepeicoB MapLupyTmusaTopa

Tun
nHTepdpelica

dusnyeckne
nHTEphecs!

MopTbl 1 F6KT/C

MopTbl 10 F6KT/C

MopTbl 40 IF6uT/C

Mpynnbl arperauum
KaHanoB

O6o03HauyeHne

O603HaveHne U3nYeCKOro NHTepgelica BKIOYAET B Ce6S ero TUM n ngeHTudmkarop.
NaeHTndmkaTop damsmdeckux uHtepdpeiicos nveet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTsa B rpynne yCcTpOACTB,

+ <SLOT> - HOoMep MoAayNns B cocTase ycTpoiictea nnm 0 npu OTCyTCTBUM Ae/eHuns
YCTPOWCTBA Ha MOAY W,

+ <PORT> — NOpsiAKOBbLI HOMEp nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaYeHus: gigabitethernet 1/0/12

& [onyckaetcs 1crnonb30BaTh COKpallleHHoe HarMeHoBaHue, Hanpumvep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob603Ha4eHus: tengigabitethernet 1/0/2

& [onyckaetcs 1crnonb30BaTh COKpallleHHoe HarMeHoBaHue, Hanpumvep te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: fortygigabitethernet 1/0/2

& [onyckaetcs 1crnonb3oBaTh COKpallleHHoe HavMeHoBaHue, Hanpumvep fo1/0/2.

O603HayeHwue rpynnbl arperawmmn KaHasIo0B BK/IKOYAET B Ce6s1 ero TUNn 1 NopsifAKoBbIA HoMep
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep 0603Ha4eHus: port-channel 6

& [onyckaeTcs 1Cnonb30BaTh COKPALLEHHOE HAUMEHOBaHWE, Hanpumep, pol.
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Tuvn
uHTepdeiica

CabuHTepdelichbl

Q-in-Q

NHTEpdenchl

E1-uHTepdelichbl

ESR-Series. CnpaBoyHUK komaHz CLI

O6Go3HauyeHne

O603HaueHne cabuHTepdielica obpasyeTcst U3 0603HauYeHnss 6a3oBOro MHTepgeica n
naerTudonkatopa (VLAN) cabuHTepdpeiica, pasgeneHHbIX TOUKOMA.

MpuMepbl 0603HAYEHWIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

A VpenTndhukaTtop cabuHTepdeiica MOXeT NPUHUMATL 3HadeHus [1..4094].

© B Tekyuleii Bepcun MO He goCTynHa pa6oTta cabrHTepdeicoB A5t arpermpoBaHHbIX
nHTepdeiicos Ha mogensix ESR-1000/1200/1500/1511/1700.

O603Ha4veHune Q-in-Q nHTepdheiica obpasyeTcst M3 0603HaYeHNs1 6a30BOro MHTepdelica,
naeHtudmkaropa cepsmcHoro VLAN n ngeHtudmkaropa nosnb3soBarenibckoro VLAN, pasgeneHHbIx
TOYKOW.

MprMepbl 0603HAYEHNIA:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VgeHTndmkaTop cepBMCHOIO U Nosib3oBaTeibekoro VLAN MOXET NPUHUMATL 3HAYEHNSA
[1..4094].

© B Tekyuwleii Bepcun MO He AocTyrnHa paboTa cabuHTepPdIeircoB A1s arpermpoBaHHbIX
nHTepcpeicos Ha mogenax ESR-1000/1200/1500/1511/1700.

O603HaueHue E1-nHTepdheiica BKkNOYAET B CeOA €ro TN 1 MAeHTUGINKaTop.
MaenTtudmkarop E1-uHtepdeiicos nmeet Bug < UNIT>/< SLOT>/< STREAM>, rae
« <UNIT> - Homep ycTpoiicTa B rpynne yctpoiicTs [1..1],
+ <SLOT> - Homep E1-Moayns B cocTase ycTpoiictaa [0..12],

+ <STREAM> - nopsiakoBblii Homep E1-notoka [1..1].
Mpumep o603HaveHus: e1 1/0/1
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Tuvn
uHTepdeiica

pynnbl arperaymm
E1-kaHanoB

Nornyeckue
NHTEpdenchl

MNocnepoBatenbH
ble nHTepdeiicsl

USB-mogembl

FXS/FXO-noptbl

ESR-Series. CnpaBoyHUK komaHz CLI

O6Go3HauyeHne

O60o3HaueHwue rpynnbl arperaummn E1-kaHanoB BK/ItOYAET B Ce65 ero TN 1 NopsiAKOBbI HOMeEpP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HauveHms: multilink 3

O603Ha4veHne NnorMyeckoro NHTepdenca ABAseTcA NOpPsAKOBbIM HOMEPOM MHTepdelica:
MpuMepbl 0603HAYEHNIA:

loopback 4

bridge 60

service-port 1

O603HaveHne nocsefoBaTenibHOro nHTepdeca BkIoYaeT B cebs ero TMn 1 uaeHTUgnKaTop.
NaenTndmnkatop E1-nHtepgeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae
« <UNIT> - Homep ycTpoiicTa B rpynne yctpoiicTs [1..1],
+ <SLOT> - HoMep MoAayNns B cocTase ycTpoiictea nam 0 npu OTCyTCTBUM Ae/eHuns
YCTPOWCTBa Ha MOAy W,

+ <PORT> - nopsiakoBbI/i HOMep nopTa.
Mpumep o603HaveHus: serial 1/0/1

O603HaveHne USB-mogema Bk/itouaeT B cebs ero TMn 1 NopsiAkoBblii HOMEp:
modem <MODEM-NUM>

Mpumep o603HaueHNs: modem 1

O603HaveHne FXS/FXO-nopToB BKOYAET B Ce65 ero Tun 1 NopsiAKOBbIA HOMEP:
interface voice-port <NUM>

Mpumep 0603Ha4eHUs: voice-port 1
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ESR-Series. CnpaBoyHUK komaHz CLI

a 1. KonnyecTtBo MHTephencoB Kaxk4oro Tuna 3aBnucuT OT MOAENN MapLupyTmu3aropa.
2. Tekywasn sepcus MO He nogaepXmMBaeT CTEKMPOBaHME YCTPONCTB. HoMep yCcTpoicTBa B rpynne
YCTPOIACTB unit MOXET NPUHUMAaTb TOMIbKO 3Ha4YeHune 1.
3. HekoTopble KoMaHabl NoAAEPXNBAKOT OAHOBPEMEHHYIO paboTy C rpynnoii nHTepdieicos. Ans
yKasaHus rpynnbl MHTepeiicoB MOXeT ObITb MCMOMNb30BAHO NepednceHne Yepes 3ansaTyo uim
yKasaHue gnanasoHa uaeHTUgrkaTopos yepes aeduc «-».

MprMepbl yKazaHusi rpynn MHTepdelicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

Tunbl 1 NOPAAOK UMEHOBaHUA TYHHeNel MaplipyTusaropa

Mpu paboTe MapLlpyTM3aTopa NCNOsb3YHTCA CETEBbIE TYHHENN PA3/IMYHOIO TUMNa U Ha3HavyeHus. Cuctema
NMEHOBaHUS NO3BO/ISIET OAHO3HAYHO aApecoBaTb TYHHENN N0 UX PYHKUMOHAIbHOMY Ha3HayeHuo. [anee B
Tabnuue npuBeaeH nepeyeHb TUNOB TYHHENEe.

Ta6nuua 5 — Tunbl M NOPSAOK UMEHOBaHUS TYHHe el MapLupyTmu3aTopa

Tun TyHHens

L2TP-TyHHEND

L2TPv3-TyHHeNb

GRE-TyHHenNb

GRE-cabTyHHenb

O6o3Ha4YeHne

0O603HaveHune L2TP-TyHHens coctonT u3 0603Ha4eHns Tuna u nopsgKkoBoro Homepa
TYHHenNs:

12tp <L2TP_ID>

Mpumep 0603HaveHus: 12tp 1

O603HaueHne L2TPv3-TyHHENs COCTOMT U3 0603HAYEHUS TUMA 1 NOPAAKOBOr0 HOMepa
TYHHENS:

12tpv3 <L2TPV3_ID>

Mprvmep o603HaveHus: 12tpv3 1

0O603Ha4veHne GRE-TyHHeNs cocToMT U3 0603Ha4YeHMs Trna u NopsiAKOBOro Homepa
TYHHEnNs:

gre <GRE_ID>

Mpumep 0603Ha4YeHust: gre 1

O603Ha4veHne GRE-cabTyHHeNst COCTOUT U3 0603HaYEHNs TUNa, NOPSAKOBOro HoMepa
TyHHens n ngentudpmkaropa VLAN gna cabTyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o603HaveHus: gre 1.200

51



Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHENb

IPsec-TyHHenNb

JNornueckuii TyHHeNb (TyHHe b

mexay VRF)

PPPOE-TyHHeNb

PPTP-TyHHEND

ESR-Series. CnpaBoyHUK komaHz CLI

O6o3Ha4yeHne

0O603HayeHne SoftGRE-TyHHeNs coctouT 13 0603HaYeHns Tuna, NopsiAKOBOro HoOMepa
TyHHens u, onuyuoHanbHo, VLAN ID BupTyanbHoro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepsbl 0603HaveHuns: softgre 1, softgre 1.10

0O603Ha4yeHune IPv4-over-IPv4-TyHHeNs coctouT n3 0603HavYeHns Tina 1 nopsiikoBoro
HOMepa TyHHenNs:

ip4ip4 <IPIP_ID>

Mpumep 0603Ha4eHus: ipdip4 1

O603HaveHne BUpPTYasibHOrO IPsec-TyHHeNs coctouT 13 0603Ha4YeHus Tmna u
NnopsiIkKOBOro HoMepa TYHHenNs:

vti <VTI_ID>

Mprmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT U3 0603HAYEHUS TMA U NMOPSIAKOBOrO
HoMepa TYHHess:;

It <LT_ID>

Mpumep o603HauveHus: It 1

0O603HaveHne PPPoE-TyHHeNns coctonTt U3 0603Ha4YeHns Tmna 1 nopsagKkoBoro Homepa
TYHHEnNs:

pppoe <PPPoE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603HaveHne PPPTP-TyHHeNst COCTOUT M3 0603Ha4YeHNst Tuna 1 NopsiAKoBOro Homepa
TYHHENs:

pptp <PPTP_ID>

Mpumep 0603Ha4eHus: pptp 1

& KonnuecTtBo TYHHENEN Kaxkaoro Tuna 3aBucuT ot Mmogenu u MO mapLupyTmusartopa.

52



ESR-Series. CnpaBoyHvK kKomaHg, CLI

5 KomaHgpl nonb30BaTeNbCKOro nHTepdenca

+ alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

+ do

« end

+ exit

* help

* history size

* logout

* monitor

+ ping

* reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
+ ssh

+ telnet

* terminal datadump
+ terminal resize

+ traceroute

+ uptime

* verify

« verify filesystem

+ verify storage-device

alarm

[JaHHol KomaH 0 yCcTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AATYnKOB). MPUHMMAET CreayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpallleHNsi BEHTUNSATOPA, BbIPaXEHHbI B NPOLEHTaxX OT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexoge Yepes KOTopbIii OT MEHbLUNX 3HAYEHUIA K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHne 3T0ro nopora A0/HKHO
6bITb 60/1bLUE, YeM alarm facility fan-speed low (gns ESR-100/200/1000/1200/1500/1700/3100/3200);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPAXKEHHbIN B NPOLEHTaX 0T MakCUMasibHO
ckopocTy BpaweHus (0..100), npu nepexoae Yyepes KOTopbIii OT 60/bLUMX 3HAYEHWI K MEHBLLNM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauus aBapum). 3HaueHve 3Toro nopora
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[0/KHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans
ESR-100/200/1000/1200/1500/1511/1700/3100/3200);

+ temperature cpu critical high — nopor Temneparypbl npoueccopa, BbipaXXeHHbIli B rpagycax no wkane
Uenbcus (0..255), npy nepexoge Yepes KOTOPbIA OT MEHbLUMX 3HAYEHWIA K 60/bLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nNopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3HAYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeCccopa, BbIpaXXeHHbIA B rpagycax no wkane
Uenbcus (0..255), npy nepexoge Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro Nopora Ao/MKHO BbITb
MeHbLUe, yem alarm facility temperature cpu critical high, Ho 6onblue, uem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXKeHHbIM B rpagycax no
wkane Lenbcus (0..255), npy nepexofe Yepes KOTOPbIii OT MEeHbLLNX 3HAYEHWUIA K 60MbLLNM,
reHepupyetc SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora AoHKHO ObITb
MeHbLLe, yem alarm facility temperature <sensor> critical low, Ho 60nbLUe, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BblpaXXeHHbI B rpagycax no wkanie
Uenbcus (0..255), npy nepexoge Yepes KOTOpPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauus aBapun). 3Ha4YeHMe 3TOT0 Nopora A0/MKHO BbITh
MeHbLUe, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexose yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOTO OT MEHbLUMX
3HaYeHUIi K 6onbLUnM, reHepupyeTca SNMP trap eltexEnvTempSupercoolingOk (Hopmanuzauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ans 3aaHns oTpuLLaTeNIbHbIX TeMNepaTtyp, U ero 3HadeHne A0/MHKHO
6bITb MeHbLUe, yeM alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIpaXKEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOTro OT 60/bLUNX
3HaYeHUIA K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapws). 9ToT nopor
npegHasHayeH A/1a 3afjaHns oTpulatesbHbIX TemMneparyp, ¥ ero 3HadyeHme 0/HKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedytoLme 3Ha4YeHUs 415 KaK40 Mogeny MapLupyTtusaropa:
+ ESR-10: cpu;
+ ESR-12V: cpu, switch;
« ESR-12VF/14VF/15: cpu, switch, sfp;
+ ESR-20/21/30: cpu;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
« ESR-3100/3200: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporv aBapuii, cBA3aHHbIX ¢ cBO60AHLIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
cnefyoume 3HaYeHus:

« free low-watermark flash high — nopor konuuectsa cso6oaHoi flash-namaTu, BbipaXkeHHO B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi asapum). 3Ha4eHne 3Toro nopora
[LO/DKHO ObITb CaMbIM 60/bLUNM M3 BCEX 3HAYEHWIA NMOPOroB KonnyecTsa cBo6oaHol flash-namsTy;

+ free low-watermark flash low — nopor konnyectsa cBo6ogHoli flash-namsiTu, BbipaxxeHHOW B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/1bLIMX 3HAYEHWI K MEHBLUUM
reHepupyetcs SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

+ free low-watermark ram high — nopor konnyectsa cBo60gHol RAM-NamMaTy, BbIpaXKEHHOI B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3Ha4eHne 3Toro nopora
[LO/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namsaTy;
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« free low-watermark ram low — nopor konmuecTsa cBo604HON RAM-namsiTi, BblpaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOPbIli OT 60/bLUMX 3HAYEHWI KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora LoHKHO
6bITb MeHbLUe, YeM alarm memory free low-watermark ram high;

« reserve critical flash high — nopor konnuyectsa cBo60gHoI flash-namsATy, BbipaXXeHHOW B NpoLeHTax oT
makcumasnbsHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora Ao/KHO 6bITb MeHbLUe, YyeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

« reserve critical flash low — nopor konmuecTBa cBob6ogHoi flash-namsTy, BbipaxeHHOl B NpoLeHTax ot
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyectsa cBo604HON RAM-NamsATy, BbIpaXXeHHOI B NpOLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora o/HKHO ObITb MeHbLUe, YeM alarm memory free low-watermark ram low, Ho 60/1bLIe, Yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyectsa cBo60oaHO RAM-namaTy, BbipaXKeHHON B MpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii OT 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBAI3aHHbIX C 3arpy3koi npoueccopa. NMprvHumaet cnegyrowme
3HaYeHus:

+ cpu threshold falling — nopor ytunmsauun CPU, BbipaxeHHol B npoueHTax oT MakcuManbHoli (0..100),
npu nepexoe yepes KOTOpbIi OT 60/bLLNX 3HAYEHWUIA K MeHbLUUM reHepupyeTcsa SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auus aBapum). 3Ha4eHMe 3TOro Nopora A0/MKHO GbITb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BblpaXeHHO B NpoLeHTax oT MakcumasibHoii (0..100),
npu nepexoe yepes KOTOPbIA OT MEHbLUMX 3HaYEeHWUA K 60/1bLnM reHepupyeTcsa SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60/bLUE, YEM alarm process cpu
threshold falling.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOoI KOMaHAoM OCYLLECTBISAETCS O4YMCTKaA 3anvceli 06 aBapusX.
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CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — ygansaiTca 3anncu ToNbKO 0 apXMBHBLIX aBapusx;

all - YAUIAKTCA 3arnncn 0 apXnBHbIX N aKTUBHbLIX aBapudx.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[aHHOI KOMaH10¥i OCylLEeCTBNSIETCA CHPOC coXpaHeHHOoro SSH-kNua yaaneHHoro xocTa.

CuHTakcuc

clear ssh host { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HadeHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Bugae X:X:X:X::X, rae kaxgasa yactb NpUHMMAaET 3Ha4YeHWs B
LecTHaauatepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1
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clear storage-device

[JlaHHoli kKoMaHAo 3anyckaeTcsi hopMaTMpoBaHMeE NOAKIHOUYEHHOTO HOCUTENS.

CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl
<ID> — Homep nopgkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - ums nogkitodeHHoro USB-Hocutens. MiMsa MOXHO y3HaTb B BbiBOAe KOMaHabl show storage-
devices.

mmc — K/AKY 4714 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA,

<NAME> - HOBOe 1MSA pasgena, KoTopoe 6yaeT HazHaueHo nocne hopmMaTupoBaHuS.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): vy

Device clear success.

configure

,ﬂ,aHHaﬂ KOMaHa No3BosideT nepe|7|T|/| B peXnm rnobanbHOro KOH(*)I/IprI/IpOBaHI/IFI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BonseT BbINO/HATL KOMaHAb! kKopHeBoro pexumMa (ROOT) 13 nto60oro Apyroro pexmma
KOMaHAHOro uHTepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<command> — KoMaHa KOPHEBOro pexvma.

HeoG6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum

Bce pexumsbl, KpOMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHaa cnyxuT Ans Bo3Bpara B KOPHEBOI KoMaHAHbI pexum (ROOT).

CuHTakcuc

end
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum

Bce pexumsbl, KpoMe KOPHEBOTO.

exit
[aHHaa kKomaHaa CnyxuT A5 BO3BpaTta Ha YpOBEHb Bbille B MEPAPXUUECKO CUCTEME KOMaHAHbIX PEXUMOB.

Mpw BbINONHEHMM AAaHHOW KoMaHAbl B pexxume ROOT, 3aBepLuaeTcsi ceaHc paboThbl Nosb3oBaTens ¢
nHTEepdenicom KomaHgHou cTpoku CLI maplupyTtusaropa.

CuHTakcuc

exit

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum

Bce pexumsl.

help

[laHHOI KOMaHAoV Ha Ancnnei BbIBOAUTCA MHpopMaLmsi 0 paboTe ¢ KOMaHAHOW CTPOKOWA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBUerui
1
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KomMaHAHbIV peXxum

Bce pexumel.

history size

[aHHO KOMaH/I0/i MOXHO U3MEHWUTHL MaKCMMaslbHOE YI1C/I0 NOCNeAHUX BBEAEHHbIX KOMaHA, Nonb30BaTens,
KOTOpPbIE COXPAHSTCA B MCTOPUM KOMaHA, TEKYLLE ceccun. icnonb3oBaHme oTpuuaTeNibHoi (DOpMbl KOMaH bl
(no) ycTaHaBMBaET 3HAUYEHVE MO YMOMYaHUIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> - uncno nocnegHnx BBeAEHHbIX KOMaH, NpUHUMaeT 3HadeHus [10..1000].

3HauyeHue No ymosiyaHuio
30

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# history size 20

logout

[aHHoI KomaHA0l 3aBepLUAaeTCsi ceaHC paboTbl NOMb30BaTENSA C MHTEPdENCOM KOMaHAHOM cTpoku CLI.

CuHTakcuc

logout

MapameTpbl

KomaHaa He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

monitor

[ aHHOV KOMaH/10Vi BK/TOYAETCS MOHUTOPUHT Tpadivika Ha CETEBOM MHTEpAIeiice B pexume peasnbHoro
BPEMEHV MOMNakKeTHO.

PeanunsoBaHa 3anvcb gamna Tpadumka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneayolLein BO3MOXHOCTbHO
konupoBaHusa Ha usb/mms/flash:data/tftp-server. 3anncaxHblii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ nummutuposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeic nnu rpynna nHTepdeincos, 3agaétca B Buae, ONUCaHHOM B pasgene Turbsl 1 nopsgok
MMEeHOBaHWs UHTephencoB MapLLpyTu3aTopa;

<TUN> - umsi TyHHens, 3a4aéTcs B BUe, ONMCaHHOM B pasgesnie Turbl 1 Nopsifiok MMEHOBaHWsS TYHHeein
MapLLpyTM3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpasa yacTb NpMHMMaeT
3HauveHus [0..255];

<DST-ADDR> - IP-agpec nonyyarens, 3agaércsa B suae AAA.BBB.CCC.DDD, rge kaxgasa yacTb npuHMMaet
3HauveHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpaBuTens, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4actb NpUHUMaeT
3HayeHus B WecTHaguaTepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonydarens, 3agaétcsa B suge X:X:X:X::X, rae kaxnasa yactb npuHMMaet
3HayeHus B WecTHaguaTepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaércsa s suge AAA.BBB.CCC.DDD, rge kaxaas yacTb
npUHUMaEeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec otnpaButens nnu noaydarens, 3agaérca B suge X:X:X:X::X, rae kaxnasa yactb
NPVHMMAaET 3HaYeHs B LWecTHaauaTtepnyHom cpopmarte [0..FFFF];

<SRC-MAC> — mac-agpec otnpasutens ethernet-kagpa, 3agaerca B suge HH:HH:HH:HH:HH:HH, rae kaxaas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];

<DST-MAC> — mac-agpec nony4yatens ethernet-kagpa, 3agaetcsa B suge HH:HH:HH:HH:HH:HH, rae kaxpas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];
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<SRC-MAC> - mac-agpec oTnpasutens uav nonydyarens ethernet-kagpa, 3agaercs B suge
HH:HH:HH:HH:HH:HH, roe kaxgas HH-yacTb NpMHMMaeT 3Ha4YeHus B LiecTHaauatepuyHom goopmare [0..FF];

<TYPE> — Tvn npoToKona, NpyHMMaeT 3HaveHus: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpasuTens, npuH1uMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nony4arens, npuHuMaeT 3HadeHus [1..65535];
<PORT> — Homep TCP/UDP-nopTa oTnpaBuTe/st Un nonydarens, nprHMmaeT 3HadeHus [1..65535];

<VALUE> — KO/IM4ecTBO NakeToB, Moc/e noyvyeHns KoTopbiX aHans 6yaeT OCTaHOB/IEH, YKa3blBaeTCs B
ananasoHe [1..4294967295];

detailed — nHchopmayms BblgaeTcs B 4ETA/IM3MPOBAHHOM hopmare.

<FILE> - 3anucb gamna Tpadmka B paiin ¢ NiobbiM paclumpeHnem — .pcap, .pcapng, .txt n ap.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping

[JaHHasi KomaHga UCrosb3yeTcs A5 NPOBEPKU AOCTYMHOCTM YKa3aHHOrO CETEBOrO YCTPOICTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa ctpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buage AAA.BBB.CCC.DDD, rae kaxgasa 4actb NpPUHMMaeT
3HaueHus [0..255];
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<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3afaéTcs B Buae X:X:X:X::X, re Kaxaas 4actb NpUHAMAET 3HaUEHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-nms ycTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPY NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYMHOCTb NPY NOMOLLY ipV6-NaKkeToB.

<TTL> - Bpems Xu3Hu IP-nakeTa, NpuHUMaEeT 3HaueHune [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYeT 64 6aritam nocne gobasneHus 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onumsa BAvSeT Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTVBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaHuto 1
CekyHaa,

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMy icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuto 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTeppeiica MapLIpyTU3aTOPa, Yepes KOTopbI GyayT OTNpaB/eHbl NakeTbl, 331aéTCA B BUAE,
onucaHHOM B pasaene Turbl 1 Nopsaok MMEHOBaHNA NHTepheicoB MapLupyTi3aTopa;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
onMcaHHOM B pasaene Turbl 1 NopsaoK MMEHOBaHNA TYHHENE MapLupyTn3aTopa;

<HEX> — wabnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHAALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykasaHumn gaHHOI KOMaHAbl NakeTbl BYAYT OTNPABNATLCS C MAKC