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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

1 BBeaeHwue

1.1 AHHOTauus

B HacTosiLee Bpemsi OCyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI N0 NOCTPOEHUIO ceTell cBa3n. OfHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SABNAETCA CO34aHNE HAaLEXHbIX U
BbICOKOMNPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMIAKTCA ONOPHBLIMU B MHOFOC/10MHO
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CepBUCHblE MapLUpyTM3aTopbl cepmmn ESR MOryT ncnonb30BaTbCs Ha CETAX KPYMHbIX NPeAnpusaTuii n
npeanpuaTUsiX Masioro 1 cpeaHero 6usHeca (SMB), B onepaTopckux CETSX. YCTpoiicTBa o6ecrneunsarot
BbICOKYH MPOM3BOANTENBHOCTb, BLICOKYHO MPOMYCKHYK CMOCOGHOCTL M NOAAEPXKMBAIOT (PYHKLMN 3aluUThbl
nepefaBaeMbIX AaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fiokeHbl HazHaueHne, TEXHUYECKNE XapakTepPUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKMW, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
nporpaMMHOro o6ecneyeHunsi CEpBUCHOTO MapLupyTusatopa cepum ESR (ganee mapLupytusartop mam
YCTPOIACTBO).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NnpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSALWEro
YCTaHOBKY, HACTPOIKY 1 MOHUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaHNIO CUCTEMbI U 06HOBNEHNIO 0. KBanimdmkauusi TEXHMYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTeKoB NpoTokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteii.

1.3 MpumeyaHus v NpegynpexaeHus

& TpumeyaHns coaepxar BaxHy MHDOPMaLMIo, COBETbI UM PEKOMEHAALIMMN MO UCNO/Ib30BAHMIO U
HacTpolike yCcTpoicTBa.

© TMpeaynpexaeHys MHDOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU Bpe[,
YCTPOIACTBY WU YE0BEKY, NPUBECTUN K HEKOPPEKTHON paboTe yCTPOCTBa UM NOTEPE AaHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

YcTpoiicta cepum ESR ABNSIHOTCA BbICOKONPOM3BOAMTEIbHBIMU MHOTOLLENEBbLIMU CETEBLIMU
MapLupyTu3aTtopamu. YCTpoincTBo o06beanHseT B cebe TpaanLMOHHbIE CeTeBble (DYHKLM 1 KOMIM/IEKCHbIT
MHOrOYpPOBHEBbIN N0AX04 K 6€30NacHOCTV MapLUpyTU3aLmm, YTO NO3BO/ISIET 06ECNEUNTb HAAEXHYIO 3alnUTy
[ANs KOpnopaTUBHON cpeapl.

YCTpOICTBO NogaepxuBaeT YHKUMM MEXCETEBOr0O 3KpaHa 415 3aluTbl CETW OpraHn3anun 1 CBoeli CETEBON
NHPpacTPyKTYypbl @ Tak-Xe coyeTaeT B cebe HoBellme cpeactsa obecneveHns 6e30nacHOCTU AaHHbIX,
LINOPOBaHUS, ayTEHTUINKALMMN 1 3aLUTbl OT BTOPXXEHWIA.

YCTpOWNCTBO COAEepPXUT B cebe cpeacTBa 419 NporpaMMHOM 1 annapaTHoi 06paboTkn AaHHbIX. 3a cueT
ONTUMa/ILHOTO pacnpegeneHns yHKUM 06paboTkn AaHHbIX MeXAy YacTaMU AOCTUraeTcsl MakcumasibHas
NpOV3BOANTENLHOCTb.

2.2 DyHKUUM

2.2.1 ®yHKUUUM MHTEpdelicoB
B Tabnvue 1 npuBeneH cnucok oyHKLMM nHTepdeiicoB yCTPoiCcTBa.

Tabnuua 1 — ®yHKUMN MHTEpdeiicoB ycTpoiicTBa

OnpeodesieHue NoJIsIPHOCMU MOOK/IIOHeHUs1  ABTOMaTNYecKoe onpefesieHne Trna kabens — nepeKkpecTHbIi kabenb
Kabens nnu kabenb NPSIMOro NOAK/IYUEHNS.
(Auto MDI/MDIX)
- MDI (Medium Dependent Interface — npsiMmoii) — ctaHAapT
Kabenei Ansa nogKNtYEeHNs OKOHEYHbIX YCTPOIACTB;
+ MDIX (Medium Dependent Interface with Crossover -
NepPEKPECTHBIN) — cTaHAapT Kabenei ans NoAKIHUYEHUS
KOHLEHTPaTOPOB U KOMMYTaTOPOB.

Moddepxka o6pamHo20 das/ieHuUs1 MeTog, 06paTHOro JaBMeHNs NCMOb3YeTCs Ha NoAYAYN/IEKCHbIX

(Back pressure) COeAVHEHUSIX A/ PEry/IMPOBaHMSI MOTOKA AaHHbLIX OT BCTPEYHOTO
yCTpOIiCcTBa NyTEM CO3AaHUSI KONNMU3WiIA. MeTo/ NO3BO/SET U3BexaTb
nepenonHeHus 6ycepHoli NaMsT1 yCTPoIiCTBA U NOTEpU AaHHbIX.

YnpasneHue nromokom YnpasneHvie NoToKOM NMO3BOJIAET COeANHATL HU3KOCKOPOCTHOE

(IEEE 802.3X) YCTPOIACTBO C BbICOKOCKOPOCTHbIM. [1/191 npefoTBpaLLeHns
nepenosiHeHusl bydepa HM3KOCKOPOCTHOE YCTPOCTBO UMeeT
BO3MOXHOCTb OTnpaensaTb naket PAUSE, Tem caMbiM MHhOpMUpyS
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTY caenartb naysy npu
nepegaye nakeTos.

AzpeaupoBaHue KaHa/108 ArperupoBaHue (06beayHeHVE) KaHa0B NO3BOSIAET YBENNUNTb
(LAG, Link aggregation) NPOMYCKHY CMOCOBGHOCTb KaHasla CBSA3W U MOBLICUTb €r0 HaEXHOCTb.

MapLupyTusaTop nogaepXxmnBaer ctaTuyeckoe 1 JuHaMuyeckoe
arpervpoBaHue kaHas10B. [py guHaMU4ecKoM arpermpoBaHum
ncnonbsyercs npotokon LACP gns ynpaeneHus rpynnoi kaHanos.
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2.2.2 ®dyHKuuun npu padéote ¢ MAC-agpecamu

B Tabnuue 2 npmuseaeHbl PyHKLMKM yCcTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnuua 2 — dyHkumm paboTtsl ¢ MAC-agpecamun

Ta6nuua
MAC-

aapecoB

Pexum
o0yueHus

Tabnnuya MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBme mexay MAC-agpecamu n nHtepdeiicamm
YCTPOICTBA U MCNO/b3YeTCA A1 MapLUpyTM3aL My NakeToB AaHHbIX. MapLupyTusaTopbl UMeOT Tabnuuy
emkocTblo o 128k MAC-agpecoB v pe3epBupyloT onpeaeneHHsie MAC-agpeca 415 UCNo/b30BaHNA
CMCTEMOIA.

MAC-Tabnmua MOXeT cogepxaTb IMb0 cTaTudeckme agpeca, mbo agpeca, UydyeHHble npu
MPOXOXAEHMNN NAKETOB JaHHbIX Yepes3 YCTPOMCTBO.

V3yyeHune nponucxoamT 3a cuyeT peructpauun MAC-agpecoB oTnpaBuTesieli NakeToB C MPUBA3KOI UX K
noptam n VLAN. Bnocnegctemm aTn faHHble UCMO/b3YOTCA 419 MapLupyTusauum BCTPEYHbIX NakeTos.
Bpems xpaHeHus 3apernctpupoBaHHbix MAC-aapecoB orpaHnyeHo, ero NpoLo/HKNTENIBHOCTE MOXET
HacTpamBaTbCs aAMVHUCTPATOPOM.

Ecnn MAC-agpec nonydatensi, ykasaHHblil B NPUHATOM YCTPOICTBOM MakeTe, OTCYTCTBYET B TA6/MLUE, TO
TaKoli NakeT OTNpaBNAETCA Aa/iee Kak LIMPOKoBeLlaTesbHbI B npeaenax L2-cermeHTa ceTu.

2.2.3 ®PyHKUMMN BTOPOro ypoBHA ceteBoit mogenu OSI

B Tabnuue 3 npvBeaeHbl YHKLMM U 0CO6EHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHune yHKLMIA BTOporo ypoBHs (ypoBeHb 2 OSI)

Moppepxka
VLAN

MpoTtokon
CBA3yIOLLEro
AepeBa
(Spanning
Tree
Protocol)’

VLAN (Virtual Local Area Network) — 370 cpefiCTBO pa3fefieHns CEeTU Ha N30/IMPOBaHHbIE CETMEHTbI Ha
ypoBHe L2. Vcnonb3osaHne VLAN N03BONSET NOBLICUTbL YCTONYMBOCTb paboTbl KPYMHbIX CETEN 3a CHET
JeneHus ux Ha 6onee Mesikue CeTu, N30/IMPOBaTh PA3HOPOAHbIN TpaduK AaHHbIX MeXay CO60i 1
peLwmnTb MHOT1e apyrue 3agadu.

MapLipyTr3aTopbl NOAAEPXKMBAIOT Pas/inyHbie cnoco6bbl opraHusauun VLAN:

+ VLAN Ha 6a3e MeTOK NakeToB faHHblIX, B cooTBeTcTBUM C IEEE 802.1Q;
+ VLAN Ha 6a3e nopToB ycTpoiictea (port-based);
+ VLAN Ha 6a3e 1cnonb3oBaHus npasus knaccudmkaumm garHeix (policy-based).

3agadeii npoTokosa Spanning Tree SABASETCS UCK/IOYEHNE M3BLITOUHbIX CETEBbLIX COEAVHEHWIA 1
npvBeeHne TONOMOIN CETU K APeBOBUAHO. OCHOBHbIE NPUMEHEHNS NPOTOKO/A CBSI3aHbl C
npefoTBpaLleHeM 3aUuKNNBaHUS CEeTEBOTo Tpaduka 1 ¢ opraHu3aLmein pe3epBHbIX KAHAIOB CBA3N.

1 B Tekyweli Bepcun MO AaHHbI YHKLUMOHA NOAAePXUBAETCS TOMLKO Ha MapLupyTusaTtope ESR-1000.
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2.2.4 ®PyHKUUM TPeTbero ypoBHA ceTeBoii mogenu OSI

B Ta6nuue 4 npvBeaeHbl PYHKLUM TPeTbEro ypoBHs (ypoBeHb 3 OSI).

Ta6nuua 4 — OnucaHve yHKUMIA TpeTbero ypoBHs (Layer 3)

Cratnueckue IP-
MapLpyThbl

AuHamunyeckas
MapLpyTusauus

Ta6nuua ARP

Knnent DHCP

Cepsep DHCP

DHCP Relay

ALMVHMCTPATOP MapLUpyTM3aTopa MMEET BO3MOXHOCTb f06aBATL Y yAaATb CTaTudeckme
3anvcy B Tabnuuy MapLupyT3aLmu.

MpOTOKOAbI AMHAMMYECKOW MapLLpYTM3aLun NO3BO/ISKOT YCTPOICTBY 0OMEHNBATLCA MapLLPYTHOIA
nHchopmaumeil ¢ cocegHMMU MapLLpyTM3aTopammn U aBTOMaTUYECKM COCTaBIATb TabnmLy
MapLUPYTOB.

MapLupyTursatop nogaepxuvsaeT cregytoume npotokossl: RIP, OSPFv2, OSPFv3, BGP.

ARP (Address Resolution Protocol) — npoTokon ansi BbISiCHEHWS1 COOTBETCTBUS apecoB CETEBOr0
N KaHa/IbHOTO YPOBHEW. Tabnuua ARP cogepxut nidopmaumnio 06 n3y4eHHOM COOTBETCTBUN.

CooTBeTCTBME YCTaHaB/IMBAETCA HA OCHOBE aHa/IM3a OTBETOB OT CETEBbIX yCTpOI\/JICTB, aipeca
yCTpOﬁCTB 3anpawmnBaroTCca C NOMOLLLIO LLMPOKOoBEeLaTe/IbHbIX MakeToB.

Mpotokon DHCP (Dynamic Host Configuration Protocol) 4aéT BO3MOXHOCTb aBTOMaTM3MpPOBaTh
yrnpaBfieHne CeTeBbIMY YCTPONCTBAMMU.

KnveHnTt DHCP no3BonisieT MapLupyT13aTopy nosyyatb CETeBol afpec 1 [0NOHUTE bHbIE
napameTpbl oT BHewHero DHCP-cepBepa. Kak npaBusio, aToT cnoco6 ucnonb3yeTcs as
noslyYeHns ceTeBbIX HACTPOeK onepatopa ny6nmyHoii cetn (WAN).

Cepsep DHCP npegHasHayeH ans asTomarusaumm u LeHTpanmsaunm KOHOUrypupoBaHus CeTeBbIX
YCTPOIACTB.

PasmeweHne DHCP-cepBepa Ha mapLupyTnsarope no3BoseT No/yyunTb 3aKOHYEHHOE peLleHne
ONS NOAAEPXKN TOKAIbHON ceTu.

DHCP-cepBep, BXogALWMiA B COCTaB MapLupyTu3aTopa, No3BosiSeT HadHavatb IP-agpeca ceTeBbiM
yCTpoiicTBam v nepefasatb [OMOMHUTENbHbIE CETEBbLIE NapaMeTpbl — afpeca cepBepos, agpeca
LL/TO30B CETU U Apyrie HeobxoAVMble napameTpsbl.

®yHkumoHan DHCP Relay npegHasHayeH ansi nepeHanpas/ieHnst LWwmpokosewarensHbix DHCP
Discover-nakeToB U3 0HOTO LUMPOKOBELLATE/IbHOMO JoMeHa B ofHoaapecHsble (unicast) DHCP
Discover-nakeTbl B A4pyroM LUMPOKOBELLATENLHOM AOMEHE.
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TpaHcnauus TpaHcnsAUmMA ceTeBbIX aApecoB — 3TO MexaHN3M, KOTOPbIA N03BONSET Npeobpa3osbiBaTh IP-agpeca

ceTeBbIX 1 HOMepa NOPTOB TPAH3UTHbLIX NAKETOB.

agpecos

(NAT, Network ®yHkuma NAT no3sonseT ncnonb3oBaTb MeHbLIee KonmyecTso IP-aapecoB, TpaHCIMpya HECKO/BbKO

Address IP-agpecoB BHYTpeHHEl CETU B OAMH BHELLHUA Ny6nnyHbli IP-agpec. Vicnonb3oBaHne NAT

Translation) NO3BO/IAET YBEMNYNTL 3aLUMLLEHHOCTb JIOK&UTbHOW CEeTU 3a CHET CKPbITUA €€ BHYTPEHHEN
CTPYKTYpbI.

MapLupyTr3aTopbl NOAAEPXKMBAIOT Crieaytolime BapuaHTbl NAT:

- Source NAT (SNAT) - BbINO/HSIETCA 3aMeHa afipeca, a Takke HoMepa NopTa UCTOUHVKA Mpu
NPOXOXAEHNN NakeTa B OLHY CTOPOHY U 06paTHOI 3aMeHe ajpeca Ha3HaYeHUss B OTBETHOM
nakeTe;

+ Destination NAT (DNAT) - korga o6palleHunsi 3BHe TPaHC/IMPYHTCS MapLLPYTU3aTOPOM Ha
KOMMbIOTEP NOMb30BATENSA B /IOKAIbHON CETU, UMEIOLLWI BHYTPEHHWI aapec 1 NoTOMYy
HEZOCTYMHbIV U3BHE CETU HenocpeAcTBeHHO (6e3 NAT).

2.2.5 ®PYyHKUMM TYHHEeNupoBaHUA Tpaduka

Tabnuua 5 — OYHKLUMKM TYHHENMpoBaHUsA Tpaduka

MNpoTtokonbi TyHHeNnMpoBaHue — 3To cnocob NpPeo6pasoBaHmWs NAKeETOB AaHHbLIX NPU Nepegave ux no cetu, npu

TYHHE/IMPOBAHUSI KOTOPOM MPOUCXOAUT 3aMeHa, MoaudmKaumsi v fo6asneHre HOBOTO CETEBOTO 3arosioBka
nakeTa. Takoii cnoco6 MOXET 6GbITb MCMO/L30BaH [/18 COMMIACOBAaHWS TPAHCMOPTHBIX NPOTOKO/I0B
MNPV MPOXOXAEHUM AaHHbIX Yepes3 TPaH3UTHYHO CETb, A/ CO3AaHUS 3aLLMLLEHHBIX COeANHEHWIA, NpK
KOTOPbIX TYHHE/NIMPOBaHHbIE faHHbIe NOABEPraloTCs LLNMGPOBAHMIO.

MapLipyT3aTopbl NOAAEPXKUBAIOT C/IEAYIOLME BU bl TYHHENel:

+ GRE - nHkancynsauus IP-naketa/Ethernet-kagpa B gpyroii IP-naket ¢ go6asneHnem GRE
(General Routing Encapsulation) 3aronoeka;

*+ IPv4-IPv4 — TyHHENb, UCNO/b3YOLWNIA MHKANCYNSALMI0 NCXodHbIX IP-nakeToB B IP-nakeTsl ¢
ApYrMMuy ceTeBbIMY NapameTpamy;

+ L2TPv3 - TyHHeNb Ana nepegayun L2-tpadpmka ¢ nomolbto IP-nakeTos;

* IPsec - TyHHesb C WndpoBaHNeM nepesasaembiX AaHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN — TyHHENN, ncnonb3ylowmecs ansa opraHnsaymim
yAaneHHoro focTyna KMeHT-cepsep.

2.2.6 ®DyHKUUM ynpaBrieHUs u KOHthurypuposaHusi

Tabnuua 6 — OCHOBHbIE (DYHKUUN YyNPaBNeHNs 1 KOHPUTypupoBaHus

3arpyska u MapameTpbl YCTPONCTBa COXpaHATCA B doaiisie HaCcTPOKKM, KOTOPbIA COAEPXKUT AaHHbIe
Bbirpyska tpaiina  KoHdpurypaumm Kkak Bceil CUCTEMbI B LIeNIOM, TaK 1 ONpeAenieHHoro nopTa ycTpoicTea. Ans
HaCTPOWKMN nepegayn caiisioB MOryT Mcnonb3oBatbcs NpoTokonsl TFTP, FTP, SCP.

NHTepdpeiic YnpasneHve nocpeacteom CLI ocyllecTBnseTcs 10Ka/IbHO Yepes nocsiefoBate/bHbIi nopT
KOMaHAHo RS-232 nu6o yaaneHHo yepes Telnet, SSH. NHTepdieiic komaHaHoi cTpoku koHconu (CLI)
ctpoku (CLI) ABNAETCA NPOMbILLIEHHbIM CTaHgapToM. VIHTepnpeTtaTtop CLI npegocTaBnseT cnmcok KomaHz v

K/THOUYEBbIX C/10B AJ151 NOMOLLM NOJIb30BATEN0 U COKpaLLEHNI0 0GbeMa BBOAMMBIX AaHHbIX.

Syslog MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMALMOHHbLIX COOBLLEHUNIA O MPOMNCXOAALLNX B
CHCTEME COBbLITUSX U BEAEHME XYypHasia COObITUIA.



CeTeBble YTUNUTDI
ping, traceroute

YnpaBneHune
KOHTPONUpyeMbIM
[OCTYNnoMm —
YPOBHMU
npuBunernii

AyTeHTudpukauus

CepBep SSH
Cepsep Telnet
ABTOMaTuyeckoe

BOCCTaHOB/IEHUe
KOHdpurypaumm
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YTUnuTel ping u traceroute — npeiHasHaYeHbl A/1s1 TPOBEPKUN JOCTYNHOCTW CETEBbIX YCTPONCTB 1
[Ns onpefeneHns MapLUpyToB nepefayn AaHHbIX B IP-ceTsix.

MapLupyTr3aTopbl NOAAEPXKMBAIOT yNpaBeHne YPOBHEM LOCTyNa Nonb3oBaTeneil K cucteme.
YpOBHM fOCTyNa NO3BOIAOT YNpaBAsATh 30HaMW OTBETCTBEHHOCTY aAMUHNCTPATOPOB YCTPOMCTB.
YpoBHU focTyna HymepytoTcs oT 1 4o 15, ypoBeHb 15 COOTBETCTBYET MOSTHOMY AOCTYNY K
yNpaB/IEHUIO YCTPOIACTBOM.

AyTeHTUUKaLMs — 3TO NpoLiefypa NPOBEPKU NOASIMHHOCTM Nonb3oBaTens. MapLupyTu3aTopsi
NOAAEPXMBAIOT CNesyroLLiMe METOAbl ayTEHTU(MKALUN:

* JIoKasIbHasa — ANna ayTeHTUuKkauuy Ncnonb3yeTcs /TokasibHas 6asa fAaHHbIX
nosib3oBaTesien, XxpaHswasacsa Ha caMmoM YCTPOIACTBE;

* rpynnoBas — 6a3a faHHbIX N0/b30BaTeseil XpaHNTCSA Ha cepBepe ayTeHTudmKaumun. Ans
B3aMMOZAENCTBUA C cepBepoM 1cnonb3yoTcs npotokonst RADIUS n TACACS.

®yHkummn cepepa SSH n Telnet no3BoNsOT ycTaHOBUTL COEQUHEHUE C YCTPOCTBOM A5
yrpaBneHus um.

YCTpOWCTBO NoAAEPXMBAET aBTOMATUYECKYIO CUCTEMY BOCCTAHOB/IEHMSI KOHAMUIYpaLmm, koTopas
npeaoTBpaLlaeT cuTyauun noTepmw yaaneHHoro AocTyna K yCTPONCTBY Nocnie CMeHb!
KOHQourypauuun. Ecnim B TeueHne 3a4aHHOro BPEMEHH NOC/e U3MEeHeHWs1 KoHdurypauum He 6bis1o
BBEEHO MOATBEPXKAEHNE — NPOM30AET aBTOMATUYECKUIA OTKAT KOH(UIypauumn Ao
npeablayLLEro MCMNOMb30BABLIErOCS COCTOSIHUS.

2.2.7 ®PYHKUMU ceTeBOW 3aUTbl

B Tabnuue 7 npuBeaeHbl OYHKLMN CETEBOIA 3aLL1TbI, BbINO/IHAEMbIE YCTPOACTBOM.

Tabnuua 7 — ®yHKUMM CETEBOW 3aLLMUTbI

30HbI
6e3onacHoOCTHU

Bce uHTepdeiicbl MapLupyTu3aTopa pacnpeaensoTcsi No 30HaM 6e30MacHOCTH.

[Onsi kaxkaoli napbl 30H HACTpauBatoTCS NPaBUa, ONpeaensioLme BOSMOXHOCTb UK
HEBO3MOXHOCTb NMPOXOXAEHUS AAHHBIX MeXy 30HaMu, npaeuia uisTpaumm Tpadmka JaHHbIX.

dunbsTpaumua
[aHHbIX

[ns kaxaoli napbl 30H 6€30MacHOCTM COCTaB/sIeTCs HAbop NpaBwsl, KOTOPble NO3BOJISIOT YNPAB/SATL
ovnsTpaumeit gaHHbIX, MPOXOASLLIMX Yepes MapLIpyTU3aTop.

KomaHgHbIli nHTepdpelic ycTpolicTBa npefoCcTaBnseT CPeAcTBa A/1s AeTa/lbHOW HACTPOIKK npaBmi
knaccudmkauum Tpaduka u ans HasHaueHNs PesysbTUPYIOLLETO PELLEHNS O NPOMycke Tpaduka.
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2.3 OCHOBHble TeXHn4Yeckmne XapaKTepnuctuku

OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

WHTepdelichl

ESR-1700

ESR-1500

ESR-1200

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x 10GBASE-R/1000BASE-X (SFP+/SFP)

2 x Pa3beM [151 yCTaHOBKM XECTKOro Aucka (6yayT nogaepxaHbl B 6yayLmux
BEPCYUSIX)

1 x Console RS-232 (RJ-45)
1 x Mopt OOB

2xUSB2.0

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

1 x MNopT OOB

2xUSB 2.0

1 x Cnot ana SD-kapTbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
12 x Ethernet 10/100/1000BASE-T (RJ-45)

8 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ansa SD-kapThbl

10
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ESR-1000 24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)
2xUSB 2.0

1 x Cnot gna SD-kapThl

ESR-200 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)
1xUSB 3.0
1xUSB 2.0

1 x Cnot ansa SD-kapThbl

ESR-100 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
1 x Console RS-232 (RJ-45)
1xUSB 3.0
1xUSB 2.0

1 x Cnot ana SD-kapTbl

ESR-21 8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)
3 x MNocnepoBatenbHbIn NopT RS-232
1 x Console RS-232 (RJ-45)
1xUSB3.0
1x USB 2.0

1 x Cnot ansa SD-kapThbl

11



Tunbl ONTUYECKNX
TpaHCcuBepoB

CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

ESR-20

ESR-12VF

ESR-12V

ESR-10

ESR-1700

ESR-1500

ESR-1200

ESR-1000

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x T000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

3 x FXS

1 x FXO

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)

3 x FXS

1 x FXO

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

T1000BASE-X SFP,

T0GBASE-R SFP+

12
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ESR-200 T1000BASE-X SFP
ESR-100
ESR-21
ESR-20
ESR-12VF
ESR-10
[LynnekcHbliA 1 nonyaynaekcHbli *+ OYNAEKCHbIV U NoNYAYNAEKCHbIN PEXUM /15 9N1EKTPUYECKMX NOPTOB
peXxumbl NHTepdeiicoB * OYNAEKCHbIV pexXum Asst ONTUYECKUX NMOPTOB
MakcumasibHas ESR-1700 160 réut/c
nponyckHas
CMNOCOBHOCTb ESR-1500
MapLupyTu3aTopa B
L2-pexxume (npu ESR-1200
annaparHoli
KommyTauv) ESR-1000 88 r6ut/c
CkopocTb nepegaun  ESR-1700 + anekTpuyeckune nHTepdeiicel 10/100/1000 M6uTt/c
OaHHbIX + onTunyeckune uHtepdelicbl 1/10 Féut/c
ESR-1500
ESR-1200
ESR-1000
ESR-200 * anekTpuyeckune nHTepdeiicsl 10/100/1000 M6uT/C
+ onTuyeckune uHTepdelicol 1 Fémt/c
ESR-100
ESR-21
ESR-20
ESR-12V(F)
ESR-10
Tabnuuya MAC- ESR-1700 128k 3anuceli
aapecoB
ESR-1500
ESR-1200

ESR-1000 16k 3anucei
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Tabnuua VLAN

Konuuyectso L3-
NHTEpgeincos

Konuuyectso
mapLupyTos BGPv4/
BGPv6

CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

ESR-200
ESR-100
ESR-21
ESR-20
ESR-12V(F)

ESR-10

ESR-1700
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21

ESR-20

ESR-12V(F)

ESR-10

ESR-1700
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21

ESR-20

2k 3anucei Ha Gpuax

4094

4000

200

2,8M

1,5M
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Konuuyectso
mapLupyTos OSPFv2/
OSPFv3/ISIS

CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

ESR-12V(F) 800k

ESR-10

ESR-1700 500k
ESR-1500
ESR-1200

ESR-1000

ESR-200 300k
ESR-100
ESR-21

ESR-20

ESR-12V(F) 30k

ESR-10

Konnuecteo mapwpyTtos RIP/RIPng 10k

KonnyectBo
CTaTN4YEeCKNX
MapLUpyTOB

Pa3mep 6a3bl FIB

ESR-1700 11k
ESR-1500
ESR-1200
ESR-1000

ESR-200

ESR-100

ESR-21

ESR-20

ESR-12V(F) 1k

ESR-10

ESR-1700 3,0M
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ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21

ESR-20

ESR-12V(F)

ESR-10

CooTBeTcTBUE CTaHAapTam

YnpaBneHue

JNlokasibHOe ynpaBrieHne

YpaneHHoe ynpas/seHue

1,7M

1,4M

800k

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u T00BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpeeneHe cKkopoctu
IEEE 802.3x KOHTPO/b MOTOKOB [l@HHbIX

IEEE 802.3ad o6beanHeHve kaHanos LACP
IEEE 802.1Q BupTyasibHble nokasbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

CLI

TELNET, SSH

16
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dusnueckne XapakKTepncTtukm n ycnoesus Opr)KaIOI.IJ,eI‘/’I cpeabl

MCTOUYHMKN NUTaHUA

MakcumasibHo
notpebnsaemas

MOLLHOCTb

Macca

ESR-1700
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-21
ESR-20

ESR-12V(F)

ESR-10
ESR-1700
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21
ESR-20

ESR-12V(F)

ESR-10

ESR-1700
ESR-1500
ESR-1200
ESR-1000

ESR-200

ESR-100

ESR-21

CeTb nepemeHHoro Toka: 220 B+-20%, 50 I'y
CeTb NOCTOSIHHOTO ToKa: 36-72 B
BapuaHTbl nuTaHus:

* O4MH NCTOYHUK NUTAHNA MOCTOAHHOIO UM NEPEMEHHOI0 TOKa,
* ABa NCTOYHUKa NMNTaHnA NOCTOAHHOIoO i nepemMeHHOro Toka, C
BO3MOXXHOCTbHO ropﬂqeﬁ 3aMeHbl.

CeTb nepemeHHoro Toka: 220 B+-20%, 50 'y,

CeTb nepemeHHoro Toka 220 B
250 Bt

125 Bt

85 BTt

75 BT

25BT1

20 Bt

32 Bt

25BT

22 BT

9Bt

He 6onee 12 kr
He 6onee 7 kr
He 6onee 5,5 kr
He 6osnee 3,6 kr

He 6onee 2,5 kr

He 6onee 3,15 kr

17



FabapuTtHble
pasmepbl (LU x B xI)

MHTepBan pabounx
Temnepatyp

CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

ESR-20
ESR-12V(F)

ESR-10

ESR-1700
ESR-1500

ESR-1200

ESR-1000

ESR-200

ESR-100

ESR-21
ESR-20
ESR-12V(F)

ESR-10

ESR-1700
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-21

ESR-20

ESR-12V(F)

ESR-10

WHTepBan TeMnepaTypbl XpaHeHUs

OTHOCUTENIbHasA BNAXHOCTb NPy
akcnyatauun (6e3 o6pas3oBaHus

KOHleHcaTa)

OTHOCUTENIbHAasA BNAXHOCTb NPy
XpaHeHun (6e3 06pasoBaHus

KOHleHcaTa)

He 6onee 2 Kr

He 6onee 1 Kkr

440 x 88 x 490 mm
430 x 44 x 425 mm

430 x 44 x 352 MM

310 x 44 x 240 Mmm

430 x 44 x 225 Mmm
267 x 44 x 212 Mm

267 x 43,6 x 160,5 mm

185x32x 118 mm

oT-10 go +45°C

ot 0 go +40 °C

oT-40 o +70°C

He 6onee 80 %

o1 10 oo 95%
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CpokK cnyx6bl He meHee 15 net

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B AaHHOM paszerne onMcaHo KOHCTPYKTUBHOE UCMOJTHEHME YCTPOIiCTBa. MNpeAcTaBneHbl N306paXeHNs
nepeaHeii, 3afHelt 1 6OKOBbLIX NaHene ycTpoiicTea. OnncaHbl pasbeMbl, CBETOAMOAHbIE MHANKATOPbI 1
opraHbl ynpasneHusl.

YCTPOIACTBO BbINO/THEHO B META/I/IMYECKOM KOPMYCE C BO3MOXHOCTbLI YCTAHOBKM B 19” KOHCTPYKTMB, BbICOTa
Kopnyca 1U.

2.4.1 KoHcTpyKTUBHOE ncnonHeHue ESR-1700

MepeaHssn naHenb ycTpoiictea ESR-1700

BHeLWwHWiA BN, nepeaHel naHem nokasaH Ha pucyHke 1.

=

PucyHok 1 — MNepeaHaa naHens ESR-1700

B tabnvue 9 npuBeneH nepevyeHb pa3beMOoB, CBETOAMOAHBIX UHAVKATOPOB U OPraHoB Yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-1700.

Ta6nuua 9 — OnucaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHein naHeny ESR-1700

Ne 3nemeHT nepegHeii  OnucaHwue

naHenu
1 HDD1 Pasbem 419 yCTaHOBKM XECTKOro AMcKa namaTu.
2 HDD2 Pasbem 4/15 yCTaHOBKM XXECTKOro Aucka namsaTiu.
3 USB1 MopT ana nogknioveHns USB-ycTpoiicTB.
4 USB2 MopT gnsa nogknioyeHns USB-ycTpoiicTB.

5  Combo Ports [1 .. 4] 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

6 XG1 - XG8 Cnotbl ana yctaHosku TpaHcmeepoB 10G SFP+/1G SFP.

7 Status VHpukaTop TeKyLero coCTosHMSA yCTPOICTBA.
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Ne 3nemeHT nepegHeii
naHenu

Alarm

VPN

Flash

Power

Master

Fan

RPS

9 Console

10 0O0B

CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

OonucaHue

NHAyKaTop HaNMums 1 ypoBHSI aBapvn yCTPOACTBa.

VHaukaTop pexvima pa6oTbl B pexxume VPN wito3a (He NCrnonb3yeTcs B TeKyLUel
BEpCUN).

VHpukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbix — SD-kapTtoi nam USB Flash.

IHAMKaTop NUTaHWsi yCTPOICTRa.

MHaukaTop pa6oTbl ycTpoiicTsa B failover-pexvmax (He ©cnonb3yeTcs B TekyLUel
BEpCUN).

VHaykaTop aBapv BEHTUISITOPOB.

MHAuKaTop pe3epBHOro NCTOYHMKA 3/1EKTPONUTaHNA.

®YHKLMOHa/IbHAsA KHOMKa [/18 nepe3arpy3ku ycTpoicTBa U copoca K 3aBOACKAM
HacTpolikam:

* NpuV yaepxaHuy KHOMk1 MeHee 10 cekyH, NpoMcXoauT nepesarpyska yCTpoincTea;

* MpW yaepxaHum KHomnku 6onee 10 cekyH, NPONCXoauT nepesarpyska ycTpoicTea 1
CcbpoC K 3aBOACKMM HACTpOiKaMm.

KoHconbHbIn nopT RS-232 aAns nokanbHOro ynpaeneHns yCTPOCTBOM.

Ethernet-nopt gnsa ynpaeneHus MapLupyT13aTopomM.

20



CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

3apHaa naHenb yctpoucTtB ESR-1700
BHewHuiA Bug, 3agHein naHenu yctpoicts ESR-1700 nprBeAeH Ha pUCyHKe HUXKe.

PucyHok 2 — 3agHaa naHens ESR-1700

B Ta6nvue 10 npuBefeH nepeyeHb pa3bemoB, PacnoioXeHHbIX Ha 3afHei NnaHen MapLupyTi3aTopa.

Tabnuua 10 — OnucaHve pa3beMOB 3a[Hel naHennm MapLupyTmMsaTopa

Ne OnucaHune

1 Knemma ans 3a3emsieHust ycTpoicTea.

2 CbeMHble BEHTUSLMOHHbIE MOAY/IM C BO3MOXHOCTbIO ropsiyeli 3amMmeHbI.
3 OCHOBHO UCTOYHUK MUTaHUA.

4 MecTo ans YCTaHOBKM pe3epBHOIN0 UCTOYHUKA NNTaHNA.

BokoBble naHenu yctpoiictea ESR-1700

: : :‘_’@9@.'[‘
QO;@;

PucyHok 3 — NMpaBasa 6okoBasi naHenb MapwpyTtusaropos ESR-1700

F —

%

L -

o g
5@500*

r'—\'

PucyHok 4 — JleBast 60koBas naHenb MmapipyTtunsaropos ESR-1700

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNyXaT As1s 0TBoAa
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. DTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOIiCcTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.
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2.4.2 KoHcTpykTUBHOE ucnonHeHue ESR-1500

MepepgHAa naHenb yctpoiictea ESR-1500

BHelLHWIA BUA nepeaHeli naHenen nokasaH Ha pucyHke 5.

O SAELTEX ESA-1500 Comsdle R R (]
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PucyHok 5 — MNepeaHaa naHens ESR-1500
B Tabnuue 11 npuBefeH nepeyeHb pasbemMoB, CBETOANOLHBIX MHANKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHei naHenun yctpoiicts ESR-1500.
Ta6nuua 11 - OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHus nepegHein naHeny ESR-1500
Ne 3OnemeHT naHenu OnucaHue
nepegHei
1 Status VHaukaTop TeKyLero CocTosHMS YyCTPOICTBa.
Alarm NHavkaTop Hanmumsa 1 ypoBHA aBapun yCTpoicTea.
VPN NHaykaTop pexnma pa6oTsl B pexume VPN wio3a (He Mcnonb3yeTcs B TeKyLei
BEpCUM).
Flash WHavkaTop akTMBHOCTM 06MeHa ¢ Hakonutenem gaHHbix — SD-kapToii unn USB Flash.
Power WHavkatop nutaHus ycTpoicTea.
Master HavkaTop pa6oTbl ycTpoiicTsa B failover-pexummax (He ncnonb3yercsi B TeKyLLei
BEPCUM).
Fan NHavkaTop aBapvmn BEHTUASTOPOB.
RPS VHavikaTop pe3epBHOr0 NCTOUYHMKA 3/1EKTPONUTAHMS.
2 Console KoHconbHbI nopT RS-232 Anst NOKa/lbHOTO yrnpaBneHnst yCTPOCTBOM.
3 OOB Ethernet nopt ansa ynpasneHus mapLupyTnsaTopom.
4 SD Pasbem g/1s yctaHoBKM SD-kapT namsaTu.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Ne 3nemeHT naHenu OnucaHue
nepegHeii
5 USB1 MopT ansa nogkniouyeHns USB-ycTpoiicTB.
6 F ®yHKUMOHas/IbHast KHOMKa 4715 nepesarpyskm yCcTpoiicTBa 1 cbpoca K 3aBOACKNM
HacTpoKam:

* NpuW yaepXaHumn KHomkn meHee 10 cekyH/ NPoMCXoanT nepesarpyska yCTpoCTBa;
* MpU yaepxaHum kHonku 6onee 10 cekyHZ, NpoOUCXOAUT nepesarpyska ycTpoiicTea u
CcbpOoC K 3aBOACKMM HACTpOiKaMm.

7 USB2 MopT Ana nogknioyeHns USB-ycTpoiicTB.
8 Ethernet 4 noprta Ethernet 10/100/1000BASE-T.

9 Combo Ports [1 .. 4] 4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

10 XG1 - XG4 Cnotbl ana yctaHosku TpaHceepos 10G SFP+/1G SFP.

3agHAA naHenb yctponctea ESR-1500

BHelwHWIA BUA 3aaHein naHenu yctpoicts ESR-1500 npBeaeH Ha pUCyHke 6.

€ — —
~20 VAG ~220 VAG
50 Mz = 50 Hz =
max 1A = max 1A =

PucyHok 6 — 3agHaa naHens ESR-1500

B Tabnuue 12 npuBeaeH nepeyeHb pa3beMOB, PacnoioKEeHHbIX Ha 3a4Hel NaHen MapLlpyTmnsaTopa.

Tabnuua 12 — OnucaHve pa3bemMoB 3a[Hei NaHenn MmapLipytmsaropa

Ne OnucaHune

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2 Knemma ans 3a3emMneHust ycTpoicTea.

3 CbeMHble BEHTUISLMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsiveit 3aMeHsbl.

4 MecTo ans YCTaHOBKN pe3epBHOIN0 NCTOYHUKA NNTaHNA.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

BokoBble naHenu ycTtpoiictea ESR-1500
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PucyHok 8 — JleBasi 6okoBasi naHeNnb mapLipyTusartopa ESR-1500

Ha 60KOBbIX MaHENsIX YCTPOCTBA PACMO/IOKEHbI BEHTUALIMOHHbIE PELLETKMN, KOTOPbIE CNyXaT AN1s 0TBoja
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NMOAK/IOYEHNE.,

2.4.3 KoHcTpykTUBHOE ncnonHeHue ESR-1200, ESR-1000

MepepHAa naHenb yctponctea ESR-1200

BHeLWwHWIA BUA, nepeaHel naHem nokasaH Ha pucyHke 9.
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PucyHok 9 - MNepeaHaa naHens ESR-1200

B tabnuue 13 npuBeaeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB yrnpas/ieHuns,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-1200.

Ta6nuua 13 - OnncaHve pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHus nepegHein naHeny ESR-1200

Ne 3nemeHT nepegHeii OnucaHue
naHenm
1 SD Pasbem a/19 ycTaHOBKU SD-kapT namsTu.
2 USB1 MopT ans nogknoyeHns USB-ycTpolicTs.
3 uSB2 MopT ansa nogkntoveHns USB-ycTpoiicTs.
4  [1.12] 12 nopToB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Ne 3nemeHT nepegHeii OnucaHue

naHenu
5  Combo Ports 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
6 XG1 - XG8 Cnotbl ana yctaHosku TpaHcusepos 10G SFP+/ 1G SFP.
7 Status VHAMKaTop TEeKyLEero COCTOAAHMS YCTPOICTBRA.
Alarm VHavkaTop Hamumsa 1 ypoBHSA aBapun YCTPOICTBA.
HA VHgukaTop pexuma paboTbl B pexxvme HA.
Flash ViHAMKaTOp akTMBHOCTM 06MEHa C HakonuTenem AaHHbIX — SD-kapToli unn USB Flash.
Power VHavkaTop nuTaHms ycTpolicTBa.
Master MHamkaTop pa6oTbl ycTpolicTea B failover-pexumax.
Fan VHavkaTop aBapvn BEHTUISITOPOB.
RPS VHavkaTop pe3epBHOr0 UCTOYHMKA 3/1EKTPONUTaHUS.
8 F PyHKUMOHa/IbHAA KHOMNKa AN nepesarpy3ky ycTpoicTea 1 cbpoca K 3aBOLCKUM
HacTpoikam:
* MpwW ygepXaHum kHomkn MmeHee 10 cekyHz, NPOMCXOAUT nepesarpyska yCTpoicTBa;
* MpW yaepxaHun kHonku 6onee 10 cekyHA, MPONCXOAUT nepesarpy3ka yCcTpoicTea 1
cbpoc K 3aBOACKNM HacTpOoKam.
9 Console KoHCosbHbIN NopT RS-232 Ans noKanbHOMoO ynpaenieHnst yCTPORCTBOM.

MepeaHsasn naHenb yctpoiictea ESR-1000
BHewHwnin Bug nepefHen naHenm nokasaH Ha pucyHke 10.
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PucyHok 10 - MNepeaHaa naHens ESR-1000

B Ta6nvue 14 npuBeaeH nepeyeHb pasbeMOB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB yrpaB/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenu yctporictea ESR-1000.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Tabnuua 14 — OnucaHne pa3beMOB, MHANKATOPOB M OpraHoB ynpaeneHnsa nepegHeri naHenn ESR-1000

Ne JnemeHT naHenu

nepegHeii

1 SD

2 USB1

3 UsSB2

4 XG1, XG2

5 [1..24]

6 Status
Alarm
VPN
Flash
Power
Master
Fan
RPS

7 F

8 Console

OonucaHue

PasbeM A1a ycTaHOBKM SD-kapT namsTu.

Mopt ans nogkmoveHns USB-ycTpoiicTts.

MopT ans nogkntoveHnsa USB-ycTpoiicTs.

Cnotbl ansa yctaHoskn TpaHcueepoB 10G SFP+/1G SFP.

24 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

MHAMKaTop TeKyLLEero COCTOsIHMS yCTpoiicTBa.

NHAUKATOp HaNMumsi 1 ypOBHS aBapumn YCTpoIiCTBa.

MHankaTop Hannums aktmBHbIX VPN-ceccuii.

NHAaMKaTOp akTMBHOCTM 06MeHa ¢ HakonuTenem JaHHbIx — SD-kaptoii niv USB Flash.

NHauKaTop NuTaHust yCTpoiicTea.

MHamkaTop paboTbl ycTpolicTea B failover-pexumax.

NHAauKaTop aBapuv BEHTUISITOPOB.

NHAVKaTop pe3epBHOIO NCTOYHMKA 3/IEKTPONUTAHMSI.

dyHKUMOHaIbHAsA KHOMKa 4151 nepe3arpy3kn yCTPocTBa U copoca K 3aBOACKMM
HaCTpOWKaMm:

* MpW yaepxXaHum KHonku meHee 10 cekyHf, NpoucxoauT nepesarpyska yCTpoicTBa;
* MpW yaepxaHum KHonku 6onee 10 cekyHA, NpoONCXoAUT nepesarpy3ka ycTpoicTea 1
cbpoc K 3aBOACKUM HacTpoKam.

KoHCO/bHbI NOpT RS-232 AN NOKanbHOro ynpasneHnst yCTPOCTBOM.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

3apHaa naHenb yctpoiictB ESR-1200, ESR-1000
BHewHwuiA BuA, 3agHein naHenu yctpoiicts ESR-1200, ESR-1000 npriBefeH Ha pUCYHKe HUXKe.

& Ha pucyHke nokasaHa KoMmneKkTaums MapLupyTi3aTopa ¢ O4HUM UCTOYHUKOM MUTAHKUS NepeMeHHOro
TOKa.
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PucyHok 11 — 3agHssa naHens ESR-1200, ESR-1000
B Tabnvue 15 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX HA 3aHEN NaHesIn MapLupyTmM3aTopa.

Ta6nuua 15 — OnucaHve pasbeMoB 3aAHel NnaHenn MapLupyTu3aTopa

Ne OnwucaHue

1 OCHOBHO UICTOYHUK MUTaHUSA.

2 MecTo N5 yCTaHOBKU Pe3ePBHOr0 UCTOYHMKA NUTAHUSA.

3 CbeMHble BEHTUNSLMOHHbIE MOAY/IM C BO3MOXHOCTbIO ropsideli 3ameHbI.

4 Knemma a5l 3a3eM/ieHUs yCTpoiicTea.

BokoBble naHenu yctpoiicte ESR-1200, ESR-1000
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PucyHok 12 — NMpaBas 60koBasi naHenb mapLupytusaropos ESR-1200, ESR-1000
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PucyHok 13 — JleBasi 60koBas naHesib MapupyTtmsaTopoB ESR-1200, ESR-1000

Ha 60KOBbIX MaHENsIX YyCTPOCTBA PACMO/IOKEHbI BEHTU/IALMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANs 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSLUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLLeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAK/OYEHNE.,
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

2.4.4 KoHcTpyKkTUBHOE ncnonHeHune ESR-200, ESR-100

MepepgHAa naHenb yctponcte ESR-200, ESR-100

BHelwwHnii Bua nepeaHeli naHenn ESR-200 nokas3aH Ha pucyHke 14.
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PucyHok 14 - MNMepepaHsas naHens ESR-200

BHelwwHnii Bua nepeaHeii naHenu ESR-100 nokasaH Ha pucyHke 15.
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PucyHok 15 — MepepgHaa naHens ESR-100

B Tabnvue 16 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB yrpaB/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenu yctpoiicte ESR-200, ESR-100.

Tabnuua 16 — OnucaHme pasbemMoB, MHANKATOPOB 1 OpPraHOB ynpaBneHnsa nepeaHel naHeny ESR-200,

ESR-100

Ne 3dnemeHT naHenu

nepegHe

1 SD

2 USB1,USB2

3 [1.4]

4 Combo Ports

5 Power

Status

Alarm

Fan

OonucaHue

Pasbem as1s yctaHoBkM SD-kapT namsaTu.

2 nopta gns nogkntodeHns USB-ycTpolicTs.

4 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

NHapkaTop nuTaHus ycTpoiicTea.

NHAMKaTop TeKYLLEero COCTOsIHMS YCTPOCTBa.

NHAyKaTop HaNMumns 1 YpoBHSI aBapyn yCTPOCTBa.

7 HAWKATOpP aBapunn BEHTUNATOPOB.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

dnemMeHT naHenu OnucaHue

nepegHeii

F ®yHKUMOHa/IbHAst KHOMKa [/15 nepes3arpys3ku yCcTpoicTBa 1 cbpoca K 3aBOACKNM

HaCTPOWKamMm:
* NpuW ygepXaHun kHomkn meHee 10 cekyHZ NPOMCXOAuMT nepesarpyska yCTpoicTBa,;
* Npwv ygepXaHun kHornkun 6onee 10 cekyHz, NPOMCXOAMT nepesarpyska yCcTpoiicTea 1
c6poc K 3aBOACKMM HaCTpOKam.

Console KoHconbHbI nopT RS-232 Anst NOKa/ibHOTO yrpaBneHnsi yCTPOCTBOM.

110-250 VAC VCTOYHMK NnUuTaHuA.

60/50 Hz

max 1A

3apHaa naHenb yctpoincte ESR-200, ESR-100
BHewHwuiA Bug, 3agHein naHenu yctporicts ESR-200, ESR-100 npuBefeH Ha pucyHke 16.
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PucyHok 16 — 3agHsasa naHens ESR-200, ESR-100

B Ta6nuue 17 npuBefeH nepeyeHb pa3beMoB, PacnofioXeHHbIX Ha 3afHel NnaHenn MapLupyTi3aTopa.

Ta6nuua 17 — OnucaHve pa3beMoB 3aAHeli NaHenn MapLupyTmM3aTopa

Ne

1

2

OonucaHue

Knemma ons 3a3em/eHnst ycTpoiicTsa.

BeHTUNALMOHHBIN MOay/b.

BokoBble naHenu yctpoiicte ESR-200, ESR-100
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PucyHok 17 — MNMpaBas 6okoBasi naHenb MmappyTtusaropa ESR-200, ESR-100
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

PucyHok 18 — JleBas 60koBas naHens Mapwpytmusatopa ESR-200, ESR-100

2.4.5 KoHCTpyKTMBHOE ucnonHeHne ESR-21

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUMB, BbiCOTA
Kopnyca 1U.

MepeaHsasn naHenb ycTpoiictBa ESR-21

BHeLHUI BUA NepesHelt naHenm nokasaH Ha prcyHke 19
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PucyHok 19 - MNepeaHasa naHens ESR-21

B Tabnvue 18 npuBeneH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-21.

Ta6nuua 18 — OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHei naHeny ESR-21

Ne 3nemeHT OnucaHue
nepegHe naHenu
1 220V AC VICTOYHMK nuTaHmnA
2 Power ViHAvKaTop NUTaHUs yCTpoicTBa
Status VHAmMKaTop TeKyLLEro CoCTosHMS yCTpoiicTBa
Alarm VHamnkaTop Hanuums 1 ypoBHA aBapumv yCTPOWCTBa
HA NHaukaTop paboTbl B pexnme HA (He ucronb3yeTcsi B TEKYLLE Bepcui)
3 F dyHKUMOHa/IbHAs KHOMKa 7151 nepe3arpy3ku yCTpoicTBa 1 cbpoca K 3aBOACKAM
HacTpoikam: Npu yaepxaHnn KHonku MeHee 10 cekyHA, NpoOMCXoauT nepesarpyska
YCTPOICTBa; NpY yaepXaHun KHonku 6onee 10 cekyH NPOUCXOAUT nepesarpyska
YCTPOWCTBa 1 COPOC K 3aBOACKMM HACTPOMKaM.
4 SD Pasbem g9 yctaHoBKM SD-kapT namaTu
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Ne 3OnemeHT OnucaHue
nepegHe naHenu

5 USB1 Paszbem USB2.0 ansa nogknitoueHns BHelwHnx USB-ycTpoiicTs
6 USB2 Paszbem USB3.0 ana nogknitoueHns BHewwHnx USB-ycTpoiicTs
7  Console KOHCONbHBbIA NOpT A4/15 NI0KasIbHOro YNpaBnieHns yCTPONCTBOM
8 RS-232 3 nocnepoBaTesibHbIX NopTa

9 [1.8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45)

10 Optical Port 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP)

3apHAa naHenb ycTponcTtea ESR-21
BHewHuiA BuA, 3agHein naHenn yctpoiictea ESR-21 nokasaH Ha pucyHke 20.
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PucyHok 20 — 3agHaa naHens ESR-21
B Tabnuue 19 npmBeaeH nepeyeHb pa3beMOB, PacnoIOKEHHbIX HA 3a4Hel NaHen MapLlpyTmnsaTopa.

Tabnuua 19 — OnucaHve pa3beMOB 3aHel naHenn MapLipyTmsarTopa

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.

BokoBble naHenu yctpoiictBa ESR-21
BHelwHWIA BMA 60KOBLIX NaHenen yctponctea ESR-21 npueeaeH Ha pucyHkax 21 n 22.

PucyHok 21 — Jlesas naHesnb ESR-21
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

PucyHok 22 — lNpaBas naHesnb ESR-21

2.4.6 KoOHCTpyKTUBHOE ucnonHeHue ESR-20

YCTPOICTBO BbINO/IHEHO B META/I/IMYECKOM KOPMYCe C BO3MOXHOCTbLIO YCTAHOBKM B 19" KOHCTPYKTUB, BbICOTa
Kopnyca 1U.

MNepeaHsnsn naHenb ycTpoiictea ESR-20

BHeLWwHWiA BN, nepeaHel naHem nokasaH Ha pucyHke 23.

o

A GG GG SEE
110-250 VAC 60/50 Hz max 1A OOOO(]@@@@@@

aaaaaaaas
@)

1 23 4 5 6 7 8 9

PucyHok 23 — MNepepgHsas naHenb ESR-20

B tabnuue 20 npuBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenu ycrponctea ESR-20.

Tabnmua 20 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHen naHenu ESR-20

Ne OJOnemeHT OnucaHue
nepegHer naHenu

1 110-250 VAC VICTOYHUK nuTaHNS.
2 Power ViHgukaTop nuTaHmsa ycTpolicTsa.
Status VHOMKaTop TeKyLLLEero COCTOAHMSA YCTPOKiCTBa.
Alarm VHOMKaTop Ha/iMumsa 1 ypoBHSA aBapun YCTPOCTBA.
HA NHaukaTop paboTbl B pexxnme HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).
3 F PyHKUMOHaIbHAsA KHOMKa A1 nepesarpy3ky yCTponcTBa 1 copoca K 3aBOACKAM

HacTpolikam: Npy yaepxaHun kHonkm meHee 10 cekyHA, NpONCXOAUT nepesarpyska
YCTPOWCTBa; Npu yaepxXaHun kHonku 6onee 10 cekyHA NpoucxoauT nepesarpyska
YCTpOWCTBa 1 COPOC K 3aBOACKAM HACTPOIKaM.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PyKOBOACTBO Mo aKCnyaTauuy. AnnapaTtHoe onucaHne

Ne 3OnemeHT OnucaHue
nepegHe naHenu

4  Console KOHCOMbHBbIA NOPT A5 NOKaUIbHOMO YNpaBneHUs yCTPONCTBOM.

5 SD Pa3sbeM as1a yctaHoBKM SD-kapT namaTtu.

6 USB1 Pasbem USB2.0 gnia nogkntoueHnst BHeLwHuX USB-ycTpoiicTs.

7 USB2 Pasbem USB3.0 gna nogknioueHms BHelwHnx USB-ycTpoiicTB.

8 1,2 2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

9 [1..4] 2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.

3apaHaAa naHenb ycTpoucte ESR-20

BHewHunin BuA 3aaHei naHenun yctporictea ESR-20 noka3saH Ha pucyHke 24.
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PucyHok 24 — 3agHsasa naHens ESR-20
B Tabnvue 21 npuBeeH nepeyeHb pa3beMoB, PACNONOXEHHbIX HA 3aHEeN NaHes M MapLupyTmM3aropa.

Ta6nuua 21 — OnucaHve pa3beMoB 3aAHel NnaHen MapLupyTM3aTopa

Ne OnucaHune

1 Knemma ons 3a3em/eHnst ycTpoiicTsa.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PyKOBOACTBO Mo aKCnyaTauuy. AnnapaTtHoe onucaHne

BokoBble naHenu yctpoiictea ESR-20

BHewHuiA B1nA, 60KoBbIX NaHesnei yctpoictea ESR-20 npuBegeH Ha pucyHkax 25 n 26.
& ° oonoen QO0000680000006000000,
2SS OB0000000000000000T00
IO 0 SEEEESSLOOOOCCO00
o ., SO0 D000880000000000000 p
| ® ° ® B800e 0B0000PIVOBURGSTBO

S£00000000000000000000 oonoen © @
0O000000000C00000MIO0D 250
000000CE08000INEETED. o s
QERSDOBONEEEE00S000 9000 _ o

{ 0000EE0EEERB0Se0s SOECC @ | @ |;

PucyHok 26 — NMpaBas naHenbs ESR-20

2.4.7 KoHCTpyKTUBHOE ncnonHeHuve ESR-12VF

YCTPOWCTBO BbINO/IHEHO B META/I/IMYECKOM KOPMyCe C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-12VF

BHeLLHWiA BMA NepeHeit naHeny nokasaH Ha pucyHke 27.

PucyHok 27 — MNepeaHasa naHens ESR-12VF
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

MepegHan naHenb ESR-12VF

B Tabnuue 22 npvBeneH nepeyeHb pasbeMoB, CBETOANOAHBIX NHANKATOPOB 1 OPraHoB YNpas/ieHuns,
pacnosioXeHHbIX Ha nepegHeli naHenu yctporictea ESR-12VF.

Tabnuua 22 — OnucaHve pa3bemMoB, MHAMKATOPOB M OpraHoB ynpasfieHns nepegHeri naHenn ESR-12VFE

Ne JnemeHT OnucaHue
nepepgHer naHenu

1 220V AC VICTOYHMK NUTaHUA.

2 Power ViHAMKaTop NUTaHus yCTPOoNCcTBa.

3 Console KoHconbHbIN nopT RS-232 41181 N10Ka/IbHOTO yNpas/ieHWs yCTPOCTBOM.

4 F ®yHKUMOHaIbHAA KHOMKa 4151 nepes3arpy3kn yCTpoicTBa u copoca K 3aBOACKMM

HacTpolikam: Npu yaepXaHun KHomnku MeHee 10 cekyHz, TPOMCXoauUT nepesarpyska
YCTPOICTBa; NpY yaepXaHun KHoMkK 6onee 10 ceKyHA NPoNCXoanT nepesarpyska
YCTPOIACTBA 1 CHPOC K 3aBOACKUM HACTPOMKaM.

5 USB1, USB2 2 pasbema USB ans nogkntoueHnst BHewwHux USB-ycTpoiicTs.
6 FXO VHanKaTop BHELUHel aboHeHTCcKon nnHun ot TchOrl.
1,23 NHAMKaTOp ANst BHYTPEHHUX aBOHEHTCKMX TEPMUHASIOB.
7 FXO 1 pasbem FXO ans nogkioveHnst BHELHEeRn aboHeHTCKon nnHum ot TgOT.

8 FXS1,FXS 2, FXS 3 3 pasbema A1 BHYTPEeHHUX aGOHEHTCKMX TepMuHasnoB (ana ESR-12VF).

9 [1..8] 8 nopToB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
10 Optical Port 1 nopt Gigabit Ethernet-100/1000BASE-X (SFP).
11 1.2 VHAMKaTopbl paboTbl ONTUYECKMX HTEPdelicoB.
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CepBucHble MapLLUPyTHU3aTOpbl cepun ESR. PyKOBOACTBO Mo aKCMN/lyaTauyn. AnnapaTHoe onucaHme

3apHaa naHenb ycTpoucte ESR-12VF
BHewHuiA Bug, 3agHein naHenu yctporictea ESR-12VF nokasaH Ha pucyHke 28.

PucyHok 28 — 3aaHas naHenb ESR-12VF
B Tabnvue 23 npuBeeH nepeyveHb pasbeMoB, PACMNONOXEHHbIX HA 3aHei NaHes M mapLupyTm3aropa.

Tabnuua 23 — OnucaHve pa3beMOB 3a[Hel naHennm MapLupyTmMsaTopa

Ne OonucaHue

1 Knemma 115t 3a3eM/IeHNst yCTpoiicTBa.

BokoBble naHenu yctpoiicte ESR-12VF

BHeluHWIA BMA 60KOBbIX NaHenen ycrponctea ESR-12VF npuBeaeH Ha pucyHkax 29 n 30.
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PucyHok 30 - MNpasas naHens ESR-12VF
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

2.4.8 KoHcTpyKTUBHOE ncnonHeHuve ESR-12V

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb ycTtpoiictBa ESR-12V

BHeLLHWiA BMA NepeaHeit naHeny nokasaH Ha pucyHke 31.
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110-250 VAC 60/50 Hz max 1A AELTEX  ESR-12V L3
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34 5 6 7 8 9

PucyHok 31 — MNepeaHaa naHens ESR-12V

1

B Tabnvue 24 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB 1 OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHei naHenun yctporictea ESR-12V.

Tabnuua 24 - OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHus nepegHein naHeny ESR-12V

Ne JnemeHT OonucaHue
nepegHe naHenu

1 220V AC VCTOYHMK NnuTaHus.

2 Power ViHarvkaTop NMTaHUs yCTPONCTBa.

3 Console KoHcosbHbIA NopT RS-232 aNs T0Ka/IbHOTO yNpaBAeHns YCTPOCTBOM.

4 F ®YHKUMOHANIbHAA KHOMKA A1 nepesarpy3ku ycTpoiicTBa u cbpoca K 3aBOACKUM

HaCTpoKaMm: Npu yaepXaHnun KHonkn MmeHee 10 cekyHz, NPOMCXOAUT nepesarpyska
YCTPOICTBA; NPV yaepXaHun KHomku 6onee 10 cekyH NPOMCX0AMT nepesarpyska
YCTPOWCTBa 1 COPOC K 3aBOACKMM HaCTpOlikam.

5 USB1,USB2 2 pasbema USB gns nogknoueHns BHewwHux USB-ycTpolicTs.
6 FXO ViHankaTop BHeLUHel aboHEHTCKOM nnHun oT TgOrl.
12,3 NHavkaTop AN BHYTPEHHNX aBOHEHTCKUX TEPMUHAIOB.
7 FXO 1 pazbem FXO ans nogknioyeHns BHELHENn aBOHEHTCKOW nnHuKn oT TOrT.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PyKOBOACTBO Mo aKCnyaTauuy. AnnapaTtHoe onucaHne

Ne 3OnemeHT OnuncaHue
nepegHei naHenun

8 FXS1,FXS2,FXS3 3 pasbema /151 BHYyTPEHHUX abOHEHTCKUX TEPMUHAUIOB.

9 [1.8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

3agHAA naHenb yctponcts ESR-12V

BHewHuiA BnA, 3aaHen naHenn yctpoiictea ESR-12V nokasaH Ha pucyHke 32.

PucyHok 32 — 3agHsasa naHenb ESR-12V
B Tabnuue 25 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX HA 3a4HEeN NaHes M MapLupyTmM3aropa.

Ta6nuua 25 — OnucaHve pa3beMoB 3aaHel NnaHen MapLupyTi3aTopa

Ne OnwucaHue

1 Knemma s 3a3eMnieHnst ycTpoicTea.

BokoBble naHenu yctpoiictea ESR-12V

BHeLwHuiA BnA, 60KOBbIX NaHenei yctpoictea ESR-12V npuBeaeH Ha pucyHkax 33 n 34.

PucyHok 33 — JleBas naHenb ESR-12V
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

PucyHok 34 - lNpaBas naHenb ESR-12V

2.4.9 KOHCTpyKTUBHOE ucnosnHeHue ESR-10

3apHAa naHenb yctpoiictBa ESR-10

BHeLWHWIA BUA, 3agHERn NaHenn yCcTPoCTBa NokasaH Ha pucyHke 35.

1 2 3 - 5 6

PucyHok 35 — 3agHasa naHens ESR-10

B Tabnvue 26 npuBeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha 3aAHel naHenun yctpoictea ESR-10.

Tabnuua 26 — OnncaHve pasbemMoB, MHAMKATOPOB 1 OPraHoB yrpasneHus nepegHein naHenm ESR-10

Ne 3OnemeHT OnucaHue
nepegHe naHenu

1 ON/OFF KHoMKa BKNHOYEHNSA/BbIK/TIOYEHUA NMUTaHUA.

2 12V DC Pasbem ana nofakoyeHns agantepa nuTaHus.

3 Console KoHconbHbI nopT RS-232 Anst NOKa/lbHOTO YrpaBneHnsi yCTPOCTBOM.
4 USB1, USB2 2 Pazbema ansa nogkitoueHmns BHelwHnx USB-ycTpoiicTs.

5 [1.4] 4 noprta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45).

6  Optical Ports 2 nopta Gigabit Ethernet — 100/1000BASE-X (SFP).
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

BokoBble naHenu yctpoiictea ESR-10

BHewwHuin Bug, 60koBoi naHenu yctpoiictea ESR-10 nokasaH Ha pucyHke 36.

1

PucyHok 36 — BokoBasi naHenb ESR-10

B Tabnuue 27 npuBefeH nepeyeHb OpraHoB yrpaB/ieHus), pacnoioXeHHbIX Ha NPaBoil naHenu
mMapLipyTusartopa.

Ta6nuua 27 — OnucaHve pa3bemMoB NaHesnm MapLupyT3aTopa

Ne 3nemeHT 60KOBOI1  OnucaHue
naHenu

1 F ®YHKUMOHaNIbHASA KHOMKa AJ151 nepe3arpys3ku yCTpoicTBa U cbpoca K 3aBOACKMM
HaCTpPOWKaMm:

* MpU ANMTENBHOCTM HaXaTusl Ha KHOMKY MeHee 10 cekyHZ, NponcxoaunT nepesarpy3ka
YCTPOIACTBa;

* NpU 4MTENBHOCTU HaXKaTuUsa Ha KHoNky 6onee 10 cekyH npoucxoaut cépoc
YcTpoiicTBa K 3aBOACKON KOHGIUrypaLmu.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PyKOBOACTBO Mo aKCnyaTauuy. AnnapaTtHoe onucaHne

BepxHsas naHenb yctpoiictBa ESR-10

BHewwHuin Bug, BepxHeli naHenu yctpoiictea ESR-10 nokasaH Ha pucyHke 37.

1 2 3 - 5
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PucyHok 37 — BepxHsasa naHesib MmapLupytmsatopa ESR-10

B Tabnue 28 npvBeneH nepeyeHb CBETOAMOAHbIX MHAMKATOPOB, PACNOIOXKEHHbIX Ha BEPXHEWR naHenm
ycTpoiictea ESR-10.

Tabnuua 28 — OnucaHne MHAYKATOPOB BEPXHEN NaHeNn

Ne 3nemeHT BepxHeii

naHesnun

1 Power

3  USB1,USB2

4 1.4

5 [5.6]

OnucaHue

VHpukaTop nutaHus u ctatyca paboTbl yCTpoiicTBa.

MHaMKaTop He MCnosb3yeTcs.

NHavkaTopbl paboThl BHELWHMX USB-ycTpoiicTB.

NHavkaTopbl paboTel Ethernet-nopTos.

MHavkaTopbl paboTbl ONTUYECKNX MHTepdelicoB.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

2.4.10 CgeTtoBas MHAuKauus

CetoBas nHgmkauyus ESR-1700, ESR-1500, ESR-1200, ESR-1000

CocTtosiHne meaHbIX nHTepgeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro uBeTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos
nokasaHo Ha pucyHke 38. CoctosiHue SFP-uHTepdhelicoB oTobpaxaetcs AByma niankaropamum RX/ACT n TX/
ACT n yka3aHo Ha pucyHke 39. 3Ha4yeHunsi CBETOBOI MHAMKaLUMM onncaHbl B Tabnuuax 29 u 30,
COOTBETCTBEHHO.

LINK/ACT SPEED

- —

LA

PucyHok 38 — PacnonoxeHne MHAMKaToOpoB pasbema RJ-45

1 O “

1

HVA VA

RX/ACT TX/ACT

PucyHok 39 — PacnofioxeHne UHAVMKATOPOB ONTUYECKUX MHTepdeiicoB

Tabnuua 29 — CeeToBas NHAMKaLMA COCTOSHUSE MeAHbIX UHTepdeincoB

CBeueHune nHagukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHue nHtepdceiica Ethernet

BbikntoueH BbikntoueH [opT BbIK/IKOYEH WX COeaVHEHNE He
YCTaHOB/IEHO.

BblIktoUeH FopuT NOCTOAHHO YctaHOBNEHO coenHeHne Ha ckopocTtu 10

nnn 100 Méut/c.

opWT NOCTOSAHHO FopWT NOCTOSIHHO YCTaHOB/IEHO COEAMHEHNE Ha CKOPOCTU
1000 MoéwuT/c.

X MwuraHune Voet nepefaya gaHHbIX.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Tabnmua 30 — CBeToBasi MHAMKauus coctosiHua SFP/SFP+ nntepdelicos

CBeueHune nHgukaropa RX/ACT CBeueHue nHgukaropa TX/ACT CocTtosiHune nHtepdeiica Ethernet

BbikntoueH BbikntoueH |_|0pT BbIK/TIO4EH W1 cOegunHEeHne He

YCTaHOBJ/IEHO.

[opuT NOCTOSAHHO [opuT NOCTOSAHHO CoefuHeHve yCcTaHOBNEHO.

MwuraHue X M aeT npuem gaHHbIX.

X Mwuraxue Vaet nepefaya gaHHbIX.

B cnepytowieii Tabnuue npuBeeHo onvcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX
3HaYeHUA.

Tabnuua 31 — COCTOAHMSA CUCTEMHbIX MHANKATOPOB

HasBaHue DYHKUMA nHANKaTopa CocTosiHne CocTosiHMe ycTponcTBa

MHAOUKaTopa MHAOMKaTopa

Status VHAmMKaTop TEKYLLEro COCTOAHNA  3eeHblii YCTpoiicTBO paboTaeT HoOpMasibHO.
yCTpolicTBa.

OpaHxeBblii YCTpOICTBO HaxoaAnTCA B
coctoaHum 3arpysku MO.

Alarm VHAVKaTOp Ha/Muuns 1 YpoBHSA - -
aBapuu yCcTpolicTea.

VPN VHouKaTop HasiMunsa akTUBHbIX - -

VPN-ceccwuii.

Flash VHAmKaTop akTMBHOCTM 06MeHa  OpaHXeBblii BbinosHeHe onepauuii YtTeHuns/
C Hakonutenem AaHHblx: SD- 3anMcuy no KoMaHge «copy».
kapTtoi nau USB Flash.

Power VHavkaTop nutaHus 3erieHbli MuTaHme ycTpoiicTBa B HOpME.

yCTpolicTBa.

OpaHxeBblii

BbiktoyeH

OCHOBHO1 UICTOYHMK MUTAHUS, €C/N
OH YCTaHOBJIEH, pa60TaeT
HOPMaJ1bHO.

HepaboToCcnoco6HOCTbL OCHOBHOIO
WCTOYHMKA NMUTaHWs, aBapusl Uam
OTCYTCTBME NEPBUYHON CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
Master VHamkaTop paboThl ycTpoiicTBa - -

B failover-pexumax.

Fan CocTosiHMe BeHTUNATOpa BblIK/lO4eH Bce BEHTUMATOPbI UCMPAaBHbI.
OXNAKAEHWS.

KpacHblii OTtkas ogHoro nnn 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHMS aBapyin MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

RPS Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHblil ICTOUHUK YCTAHOB/EH
MCTOYHMKA NUTaHNS. 1 UCTIPABEH.

BbikntoyeH Pe3epBHbII7I NCTOYHUK HE
YCTaHOBJ/IEH.

KpaCHbII7I OTcyTCTBI/Ie nepBnYHOro NUTaHuA
Pe3epBHOro NCTOYHUKa Unn ero
HEeNCnpaBHOCTb.

CeeTtoBas nHgukauyusa ESR-200/ESR-100

CocTosiHne mefaHbIX nHTepdelicoB Gigabit Ethernet n SFP-uHtepdeiicoB oTobpaxaercs AByMs
ceeToanoaHbiMu nHamkatopamm — LINK/ACT 3eneHoro useta n SPEED aHTapHoro LBeTta. PacnonoxeHue
WHAMKATOPOB MeAHbIX MHTEePMENCOB NnokasaHo Ha pucyHke 40. CoctosHue SFP-uHTepdelicoB ykasaHo Ha
pucyHke 41. 3HauyeHns1 CBETOBOI MHAMKALMKX ONnCaHbl B Tabnuue 32.
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PucyHok 40 — PacrnonoxeHve NHANKaToOpPoB ONTUYECKNX MHTepdelicoB
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

Tabnuua 32 — CeeToBasi MHAMKaLMS COCTOSIHUA MefHbIX MHTepdieicoB 1 SFP-uHTepdelicos

CBeueHune nHgukaropa SPEED CseueHue nHgukaropa LINK/ACT
BblIkoueH BblIkntoueH
BbikntoyeH [opuT NocTosiHHO

[opnT NOCTOAHHO

X Mwuranue

[opuT NOCTOAHHO

CocTtosiHune nHtepdeiica Ethernet

[opT BbIK/TOYEH WM COELMHEHME He
YCTaHOBJ/IEHO.

YcTtaHoBNeHo coeanHeHre Ha ckopocTtu 10
nnn 100 MéwuT/c.

YCcTaHOBNEHO COeANHEHNE Ha CKOPOCTM
1000 M6uTt/c.

MaeT nepefaya AaHHbIX.

B cnepytowleli Tabnvue npvBeAeHo OnmncaHne COCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHUN.

Tabnuua 33 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

Ha3saHue PYHKLUA MHAUKaTOpa
MHauKaTopa
Status MHAavkaTop Tekywero

COCTOSIHUSA YCTPOIACTBA.

Alarm VHAMKaTop Hanuums u
YPOBHSA aBapum ycTpoiictea’.

Power VHgukaTop nutaHmna
YCTpOWCTBA.

Fan CocTtosiHMe BeHTUATOpa
OX/TaXAEHNS.

CocTosiHue
MHAOMKaTopa

3eneHbli

OpaHeBblii

3eeHbln

OpaHxeBblii

BbikntoveH

BbikntoveH

CocTosiHue ycTpoiicTBa

YCTpOIACTBO paboTaeT HopPMaslbHO.

YCTpPONCTBO HAXOQUTCS B COCTOSIHUM
3arpysku MO.

MuTaHWe ycTpoiicTeBa B HOpPME.
OCHOBHOI1 UCTOYHMK NUTaHKS, eCN
OH yCTaHOB/EH, paboTaeT
HOPMaJsIbHO.

HepaboTocnoco6HOCTbL OCHOBHOIO
NCTOYHMKA NUTaHKS, aBapus UIn
OTCYTCTBME NEPBUYHOI CETH.

OTKa3 BHYTPEHHMX UCTOYHWKOB
nUTaHWs yCTPOICTBA.

Bce BEHTMNATOPLI UCNpPaBHbI.
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR. PyKOBOACTBO MO aKcnyaTauuy. AnnapaTtHoe onucaHue

HasBaHue PYHKUNSA nHAUKaTopa CocTtosiHne CocTosiHMe ycTpoicTBa
MHAMKaTopa MHAMKaTopa
KpacHbiit OTkas ogHoro uau 6onee

BEHTUNATOPOB. MNpUYMHOIA
BO3HUKHOBEHUSI aBapu MOXET 6bITb
HepaboToCNOCOGHOCTL XOTA Obl
OfHOr0 U3 BEHTU/IATOPOB —
OCTaHOBKa MM NOHMKEHHAsA
yacToTa 060poTOB.

T He nogpaepxusaeTcs B Tekylei sepcum MO.

CeeToBas uHgukauus ESR-21/ESR-20

CocTosiHne megHbIX nHTepdericoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro yseta n SPEED saHTapHOro useta.

Tabnuua 34 - CeeToBas MHANKALMA COCTOSAHUA MeAHbIX NHTepdeiicoB n SFP-nHTepdelicos

CBeueHune nHaukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdeiica Ethernet

BblIkoueH BblIknoueH IMopT BbIK/IHOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH [opuT NOCTOSAHHO YcTaHoBMeHO coefHeHne Ha ckopocTn 10

nnun 100 MéwuT/c.

['opuT NOCTOSAHHO ['opuT NoCcTosiHHO YCTaHOBNEHO COeANHEHNE HA CKOPOCTY
1000 Mé6uT/c.

X MwuraHue MoeT nepepaya faHHbIX.

() LNK
() SPD

PucyHok 41 — PacnonoxeHve HAMKaTopoB pasbema SFP

(C MMM 7

PucyHok 42 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

B cneaytoulein Tabnuue npuBeaeHo onucaHne COCTOSIHUI CUCTEMHbIX MHAMKATOPOB YCTPOMCTBA U MX
3HaYEeHUI.
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Ta6nuua 35 — COCTOSIHUSI CUCTEMHBIX MHAMKATOPOB

HasBaHue
MHAOUKaTopa

Power

Status

Alarm

HA

DYHKUUA nHauKatopa

WHAavkaTop nuTaHms
yCcTpolicTBa.

VHAMKaTop TekyLlero
COCTOSIHMSA YCTPOICTBA.

VHAMKaTop Hamums 1 ypoBHS
aBapuu ycTpolicTBa.

VHpukaTop paboTbl B pexumve
HA (He ucnonb3yeTcsi B
TeKyLLein Bepcumn)

CBeToBasA uHgukauus ESR-12V(F)
CocTosiHMe MefHbIX MHTepdelicoB Gigabit Ethernet oTo6paxaeTcsa AByMsi CBETOAMOAHBIMU UHAMKATOPaMUN —

LINK/ACT 3eneHoro ugseta n SPEED aHTapHoro Lseta.

CocTtosiHue
MHAUKaTopa

3eneHbii

KpacHblii

BbikntoveH

3eneHbii

OpaHxXeBbli

CocTtosiHMe ycTpoicTBa

MuTaHWe ycTpoiicTBa B HOPME.
McTouHuK nuTaHusi pabotaet
HOpMaJsibHO, ocHoBHOe MO
MPOrpy>eHo.

He nporpyxeHo ocHoBHoe [MO.

OTKa3 BHYTPEHHUX UCTOYHMKOB
nUTaHNsA yCTpolicTBa.

YcTpolicTBO paboTtaeTr HopMasibHO.

YCTpOIACTBO HaxoauTCA B
cocTosiHumM 3arpy3ku MO.

Tabnuua 36 — CBeToBasi MHAMKaLMS COCTOSIHUA MefHbIX MHTepdieicoB 1 SFP-uHTepdelicos

CBeueHune
MHAOMKaTopa
SPEED

BbikntoveH

BbikntoueH

loput
MOCTOSIHHO

CBeueHue nHgukaropa LINK/
ACT

BbIktoyeH

['opuT NOCTOSAHHO

r0pl/IT NOCTOAHHO

MwuraHue

Vaoet nepegada gaHHbIX

CocTtosiHue nHtepdcpeiica Ethernet

MopT BbIK/HOYEH UK COEANHEHNE HE YCTaHOBEHO

YcTtaHoBNeHO coeanHeHmne Ha ckopocTu 10 unm 100 M6éuTt/c

YctaHoBNeHO coefnHeHne Ha ckopocTn 1000 Méut/c
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PucyHok 43 — PacnonoxeHue nHamkatopos pasbema SFP (Tonbko gns ESR-12VF)
i
{0

PucyHok 44 — PacnonoxeHne MHANKaAToOpoB pasbema RJ-45

B cnepytouleii Tabnuue npuBeaeHoO onvcaHne COCTOSHUIA CUCTEMHbIX MHAMKATOPOB YCTPOMNCTBA M UX
3HAUYEHU.

Ta6nuua 37 — COCTOSIHUSI CUCTEMHBIX MHAMKATOPOB

HasBaHue DPYHKUUA MHOUKaTOpa CocTtosiHne  CocTosiHMe ycTpoiicTBa
MHauKaTopa MHAMKaTopa
Power ViHAMKaTop NUTaHusl yCTPoncTBa. 3eneHblit MuTaHue ycTpoiicTBa B HOpPME. NICTOYHMK
nuTaHns paboTaeT HopMasibHO, OCHOBHOe MO
MPOrpyXeHo.
KpacHblii He nporpyxeHo ocHoBHoe MO
BbikntoueH OTKa3 BHYTPEHHMX UCTOYHNKOB NUTAHUS
yCTpoOWCTBa.

CBeTtoBas nHgukauyus ESR-10
CocTosiHue mefHbIx nHTepelicoB Gigabit Ethernet otobpaxaetcsa ceeToanoaHbiM MHAnKatopom SPEED
AHTAPHOrO LBeTa.

Tabnuua 38 — CeeToBas MHAMKaLMA COCTOAHUS MefHbIX NHTepdeicoB

CBeueHne nugukaropa SPEED CoctosiHne uHtepdpeiica Ethernet

BbikntoueH |_|0pT BbIK/TKOYEH U/ COegMHEHNE HE YCTaHOB/1EHO

FopuT NOCTOSIHHO YcTaHoBNEHO coeAnHeHne Ha ckopocTu 1000 M6éuT/c

MwuraHne VpeT nepegava fAaHHbIX
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2.5 KomMnneKkT nocTtaBKu

B 6a30BbIii KoMniekT noctaBkn ESR-10 BxoasaT:

mMapLupyTtumsaTop ESR-10;

afantep nutaHna 220 B nepemeHHOro Toka/12 B NOCTOAHHOIO TOKa, 1,5 A,
cepTudmKar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

B 6a30BbIi KOMNEKT nocTaBkn ESR-12V BxoaaT:

MapLupyTtusaTop ESR-12V,

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT A5 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KoMniekT noctaBkn ESR-12VF BxoaaT:

MapLupyTtumsaTop ESR-12VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpocTea B CToliky 197
cepTudmnkaT COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KOMNiekT noctaBkn ESR-20 BxoasaT:

MapLupyTtumsaTop ESR-20;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpoicTea B CToliky 197
cepTudmnkat COOTBETCTBUS,

nacnopr;

[loOKyMeHTauus (onyuoHasibHo);

namsiTka o AOKyMeHTaL .

B 6a30BbIii KOMNIeKT nocTaBkn ESR-21 BxoasaT:

MapLupyTtumsaTop ESR-21,

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpoicTea B CToliky 197
cepTudnkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka o AOKyMeHTaL .

B 6a30BbIii kKomniekT noctaBkn ESR-100 BxoaaT:

mMapLupyTtusaTop ESR-100;
Kabenb NUTaHus;
KOHCO/IbHbI Kabesb;

. AnnapartHoe onuncaHue
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KOMMN/IEKT A/19 KpensaeHns ycTpoincTea B CToliky 19
cepTudmkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onuMoHasibHO);

namaTKa 0 AOKYMeHTaLuumn.

B 6a30BbIii KomnnekT noctaBkn ESR-200 BxoaAT:

mMapLpyTtusartop ESR-200;

Kabenb nuTaHus;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaieHns ycTpoincTea B CToliky 19
cepTudmKaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onumMoHasbHO);

namsaTKa O AOKYMeHTaLuumn.

B 6a30BbIin KomnaekT noctaBkn ESR-1000 BxogsAT:

mMapLpyTtumsartop ESR-1000;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaeHus ycTpoincTea B CcToiiky 19
cepTudmKaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onumMoHasibHO);

namaTKa O AOKYMeHTaLun.

B 6a30BbIin KomnaekT noctaBkn ESR-1200 BxogAT:

mMapLpyTtumsarop ESR-1200;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaieHns ycTpoincTea B CToliky 19
cepTudmKar COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onumMoHasibHO);

namaTKa O AOKYMeHTaLun.

B 6a30BbIin KomnaekT noctaBkn ESR-1500 BxogAT:

mMapLpyTtumsarop ESR-1500;
KOMMN/IEKT A/19 KpensaeHns ycTpoincTea B CToiiky 19
[OKyMeHTauus.

B 6a30BbIin KomnaekT noctaBkn ESR-1700 BxogAT:

mMapLpyTtumsarop ESR-1700;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT [/19 KpensaieHns ycTpoincTea B CToiiky 19
cepTudmkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onumMoHasibHO);

namaTKa O AOKYMeHTaLuumn.

Mo 3akasy nokynatensa as1sa ESR-1000, ESR-1200 B kOMNAEKT NOCTaBKM MOXET ObITb BK/IOYEH MOAY/b

nutanus (PM160-220/12 nnn PM100-48/12).

Mo 3akasy nokynatensa as1sa ESR-1500 B KOMMNAEKT MOCTaBKN MOXET ObITb BK/IKOYEH MOAY b MUTaHUSA

(PM160-220/12).

Mo 3akasy nokynatens s ESR-1700 B KOMMNAEKT MOCTaBKN MOXET ObITb BK/IKOYEH MOAY b MUTaHUSA

(PM350-220/12 nunn PM350-48/12).
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& To 3akasy nokynatensi B KOMMIEKT NOCTaBKN MOTyT 6bITb BKIOYeHbl SFP/SFP+-TpaHcuBepsbl.
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3 YcTaHOoBKa 1 NogkyeHue

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOIKY U NOAK/THOYEHNSA K MUTAIOLLEN CEeTu.

3.1 KpenneHune KpOHLWTENHOB

B kOMNEeKT NocTaBKun YyCTPONCTBA BXOAAT KPOHLUTENHbI 411 YCTAHOBKM B CTOMKY Y BUHTbI AN151 KPEnieHus
KPOHLUTEHOB K KOoprycy ycTpoicTsa. 15 yCTaHOBKN KPOHLUTEHOB:

PucyHok 45 — KpenneHune KpoHLLTENHOB

1. CoBMEeCTWTE YeTbIpe OTBEPCTUS A/151 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUSIMU Ha GOKOBOIA
naHenu ycTpoicTea.

2. C NnoMoLLbio OTBEPTKM NPUKPENUTE KPOHLUTEVH BUHTAMU K KOpPMycCy.

3. MoBTopuTe AeiicTBUA 1, 2 ANs BTOPOTO KPOHLWITEHA.

3.2 YctaHOBKa YyCTPOWCTBA B CTOWKY
[nsa ycTaHOBKM YCTpOICTBa B CTOMKY:

1. MpuUNoxuTe yCTPOICTBO K BEPTUKA/IbHLIM HaNPaBASOLWMUM CTOKM.

2. CoBMeCTUTe OTBEPCTMS KPOHLUTEHOB C OTBEPCTUSIMU HA HanpaBsOLLMX CTOMKW. Vicnonb3yiiTe
OTBEPCTUS B HaMNpas/isloLLMX HA OAHOM YPOBHE C 06ENX CTOPOH CTOVKW A/1s1 TOFO, UTOObLI YCTPONCTBO
pacnosiarasocb ropu3oHTasIbHO.

3. C nomoLlbio OTBEPTKN NPUKPENUTE MapLLPYTM3aTop K CTOKE BUHTAMM.
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PucyHok 46 — YCTaHOBKa YCTPOICTBA B CTOViKY

© BeHTUNALMSA YCTPOIICTBA OpraHM3oBaHa no cxeme POHT-TbIN. Ha nepeaHei 1 60KOBbIX NaHensax
YCTPOCTBA PacnonoXeHbl BEHTUNSALMOHHbIE OTBEPCTHUS, C 3a[HEN CTOPOHbI YCTPOCTBA PACNONOXKEHbI
BEHTUAUMOHHbIE MOAyNN. He 3akpbiBaliTe BXOAHbIE U BbIXOAHbIE BEHTU/IALMOHHLIE OTBEPCTUS
NOCTOPOHHUMW NpeaMeTaMuy BO n3bexaHve neperpesa KOMNOHEHTOB YCTPOCTBA U HAapYLUEHWS ero
paboThbl.

3.3 YcraHoBka mopayneii nutaHma ESR-1000, ESR-1200, ESR-1500, ESR-1700

MapuwpyTnsatopbl ESR-1000/1200/1500/1700 moryT pabotaTtb C OAHUM WK ABYMSA MOAY/IAMU NMUTAHUSA.
YcTaHOBKa BTOPOro MOAY/ A NMTaHMsA Heobxoauma B criydae UCnosib30BaHUs YCTPOMCTBA B YC/10BUSIX,
TPeOyLLMX NOBbILEHHON HAAEXHOCTU.

MecTa /191 YCTaHOBKU MOAy el NMTaHWs € 3NEKTPUYECKON TOUYKN 3pEHNS paBHOLEHHbI. C TOUKM 3peHust
MCNOMb30BaHMSA YCTPONCTBA, MOAY/ b NMUTaHWS, HAXOASALWMIACS G/INXKE K Kpato, CYUMTAETCSt OCHOBHbIM, BGMXe K
LLeHTPY — pe3epBHbIM. Moaynu NUTaHus MOryT yCTaHaBNMBAaTbLCS U M3BNEKaTbCsl 63 BbIK/OUYEHMS YCTPOACTBA.
Mpwn ycTaHOBKE U/ U3BNEYEHUN AONOSTHATENBHOTO MOAYNA NMUTAHUSE MapLLPYTU3aTOp NPOAO/IKAeT paboTy 6e3
nepesanycka.
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PucyHok 48 — YcTaHOBKa 3ar/yLuUKu

0 VHankauma aBapun Moaynsa NnTaHUAa MOXXeT ObITb Bbl3BaHa He TOJILKO OTKa3oM MOAY/IA, HO U
OTCyTCTBMEM NEPBUYHOTIO MNTAaHUA.

CocTosiHMe mMoayneli NUTaHNs MOXET GbiTb NPOBEPEHO MO UHAMKALMM HA NepefHei naHem MaplupyTusatopa
(cm. pasgen CeeToBas VHAMKALMS) UK NO AMArHOCTMKE, AOCTYMHOW Yepes HTepdelickl ynpasneHus
MapLIpyTM3aTOPOM.

3.4 MopknioueHue NUTaloOLLEn ceTun

1. Mpexfe, Yem K yCTPOICTBY 6yAeT NoAK/oUYEeHa NuTatLLas CeTb, HEO6X0ANMO 3a3eM/IMTb KOpMYC
yCTpoiicTBa. 3a3eM/IeHNEe HEOGXOAVMMO BbIMO/HATL U30/IMPOBAHHBIM MHOTOXWU/TbHBLIM NMPOBOAOM.
YCTPOWCTBO 3a3eM/IeHUsI 11 CEYEHNEe 3a3eM/ISIIOLLLEr0 NPOBOAA A0/MKHbI COOTBETCTBOBATL TPEGOBAHUSIMU
MpaBun ycTpoiicTBa anekTpoycTtaHoBok (MYJ).

2. Ecnv npegnonaraetcsi NOAKMOUYEHME KOMMNbOTEPA UM MHOTO 060PY0BAHUSI K KOHCOMIbHOMY MOPTY
MapLIpyT13aTopa, 3T0 060pyA0BaHNE TakKe A0/MKHO ObiTb HAAEXHO 3a3eM/IEHO.

3. lMoaknoumnTe K yCTPOICTBY Kabesnb NUTaHns. B 3aBUCMMOCTI OT KOMM/IEKTaLUM YCTPOCTBA, MUTaHne
MOXET OCYLLECTB/IATLCSA OT CETU NEPEMEHHOIO ToKa /IM60 OT CETU NOCTOSIHHOIO Toka. Mpu NoAKYEHUN

CETU NepeMeHHOro Toka CneayeT UCMob30BaTh Kabes b, BXOASALMIA B KOMNIEKT ycTpolicTea. [Ans

noaknryYeHnd K cet NOCTOAHHOIoO TOKa I/ICI'IOJ'Ib3yl7ITe npoeoj CE4EHNEM HE MEHEE 1 MMZ.

4. BknouuTe NUTaHUe YCTPOICTBa U y6eanTeCh B OTCYTCTBUI aBapuii Mo COCTOSHWIO MHAMKATOPOB Ha
nepeaHei naHenu.
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3.5 YctaHoBKa n yganeHune SFP-tpaHcuBepoB

& YcTaHOBKa ONTUYECKMX MOAY/eil MOXET NPOM3BOANTLCS KaK NpPW BbIK/HOUYEHHOM, Tak 1 Npu
BK/1HO4YEHHOM YCTPOWCTBE.

3.5.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW
4acTbl0 pasbema BBEpX.

g <

!
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PucyHok 49 - YctaHoBka SFP-TpaHcuBepos

2. HapaBute Ha Mogynb NO HaNpaB/IEHUI0 BHYTPb KOpMyca YCTPONCTBa A0 NOSABMEHNSA XapaKTepHOro Lwesyka
dhmkcaumy moayns.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbI

3.5.2 YpaneHue TpaHcusepa

1. OTKMHbTE PYKOATKY MOJY/Isl, 3TO NpMBEAET K pa3bnoKMpoBaHMIO yAepXMBatoLLEi 3aLlesiku.

PucyHok 51 — OTKpbITHE 3awenkn SFP-TpaHcMBepoB

2. 3BneknTe Moaynb U3 CroTa.

PucyHok 52 — 3BneveHne SFP-TpaHCcMBEpPOB
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4 WHTepdrencol ynpaBieHns
HaCTpOﬁKa N MOHUTOPWUHI yCTpOﬁCTBa MOTYT OCYLLEeCTBNATbLCA Yepes pas/inyHble MHTedeeVICbI ynpaseHus.

[nsa poctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/OYEHME No npoTokonam Telnet n SSH nnn
NpPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN YePE3 KOHCO/bHbI NOPT A5 yNpaB/eHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepPAIeiic KOMaH4HO! CTPOKK.

& 3aBopckas KOHUrypauus CoaepPXNT onncaHne f0BEPEHHOI 30HbI trusted n IP-agpec ana goctyna K
ynpasneHuto yctporicteom — 192.168.1.1/24.
B ,D,OBEpEHHy}O 30HY BXOAAT UHTEpPIEiChI:
+ ana ESR-10: GigabitEthernet 1/0/2-6;
+ pns ESR-12V(F): GigabitEthernet 1/0/2-8;
« ansa ESR-20: GigabitEthernet 1/0/2-4,
+ ana ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8.
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12.

B 3aBO/CKOV KOHDMIypaLMm No YMOYaHUI0 co3AaH nosb3oBatesb «<admin» ¢ naposiem «password».

Mpu Mcrnosb3oBaHUM HOGOT0 U3 NMepeUnceHHbIX MHTEPKECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnogaTbcs onpeaeneHHas, onucaHHas 34ech, Nocnef0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UTypaLuK, NO3BO/AIOLLAS 3alMUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wntepcpeiic komaHgHoli cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
yrnpaBs/ieHns, MPOCMOTPAa COCTOSAHUSA U MOHUTOPUHIa YCTpoicTBa. AnsA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokosny Telnet, SSH nnn npamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHHON CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnYnMBaeT nux JoCTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHSA AOCTYNa, 3aHHOr0 aMUHUCTPATOPOM.

B cucteme MOXeT 6biTb CO34aH0 HEO6XOAMMOE KOIMYEeCTBO Mosib30oBaTeseld, npaBa AoCcTyna 3a4atTcs
NHANBNAYANTbHO A/1S1 KAXA0r0 U3 HUX.

[na obecneyeHnss 6e30MacHOCTN KOMaHAHOIo MHTepdielica, Bce KOMaHAbl pa3fesieHbl Ha ABe KaTeropum —
NPUBUNETMPOBaHHbIE N HEMPUBMNETMPOBaHHbIEe. K NpuBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaH/b!
KOHUrypupoBaHus. K HenpmBmIerMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CvcTema No3BOJISET HECKONLKUM MOJIb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.

4.2 Tunbl U NOPAAOK MMEeHOBaHUA UHTepdelicoB MapLupyTU3aTopa

Mpu paboTe MapLLpyTU3aTopa UCMOosb3YTCA CETEBbIE MHTEPENCH! PA3IMYHOIO TUMA U HA3HAYEHUSI.
CucteMa MMeHOBaHKs NO3BOMSIET OIHO3HAYHO aflPpecoBaTb MHTEPENChI No NX PYHKLMOHANBHOMY
Ha3HaYEeHVI0 N MECTOMNOIOXEHWIO B cucTeMe. [lanee B Tabnvue npvBefeH nepeyeHb TUNoB NHTepPdelicoB.
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Ta6nuua 39 — Tunbl 1 NOPSA0K MMEHOBaHWA NHTePdIECOB MapLLpyTh3aTopa

Tun nHtepdpeiica O6o3HayeHue

dusnyeckme nHTepeicsl O603Ha4YeHne hr3nYeckoro nHTepdieiica BkIYaeT B cebs ero Tmn
n ngeHTudmkaTop.

MaeHTndmkatop dmsmnuecknx nHtepdeicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rge:

+ <UNIT> — Homep yCTpoiicTBa B rpynmne yCTPOIACTB,
+ <SLOT> — HOomMep MoAynsa B cocTaBe ycTpoicTaa unu 0 npu

OTCYTCTBUW AeNeHNs yCTPOMCTBa Ha Moaynu,
+ <PORT> - nopsiakoBbIin HOMEp nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: gigabitethernet 1/0/12

MpumeyaHne: JonyckaeTcs Ncnoib30BaTb COKPALLEHHOE
HanmeHoBaHue, Hanpumep gi1/0/12.

MopTbl 10 F6uT/C tengigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o603HaueHus:: tengigabitethernet 1/0/2

MpumeyaHwue: jonyckaeTca UCMNob30BaTb COKpalleHHoe
HavMmeHoBaHue, Hanpumep te1/0/2.

Mpynnbl arperaumn kaHas108 O603Ha4YeHue rpynnbl arperaummn kaHas10B BK/IlOYaeT B cebs ero Tvn
1 NOpsiAKOBbI HOMep MHTepdelica:

port-channel <CHANNEL_ID>

Mpumep o0603HaveHus: port-channel 6

& [onyckaeTcsa Mcnonb30BaTb COKpallleHHOe HaUMEHOBaHNE,
Hanpumep, po1.

Cab-nHTepdelichl O603HaueHne cab-nHTepdeiica obpasyeTcst U3 0603Ha4YeHUs
6a3oBoro nHTepdeiica n ngeHTudukatopa (VLAN) cab-
UHTepdeiica, pasaeneHHbIX TOUKOIA.

Mpumepbl 0603HaYEHNIA:
+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123
+ port-channel 1.6

& VpeHTndmkatop cab-uHTepdeiica MoOXeT NPMHUMATb
3HayeHus [1..4094].
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Tun nHtepdpeiica O6o3Ha4yeHue

Q-in-Q uHTepdeiichbl 0O603HayeHune Q-in-Q nHTepdeiica obpaslyeTcsa N3 0603HaYEHNS
6a30Boro MHTepelica, naeHTudgukatopa cepsmcHoro VLAN 1
naeHTudrkaTopa nonb3oBarenbckoro VLAN, pasgeneHHbIX TOYKOiA.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100.10
+ tengigabitethernet 1/0/2.45.12
+ port-channel 1.6.34

& VpeHTndvkatop cepBrcHOro 1 nonb3osartesnsckoro VLAN
MOXET NPUHUMAaTL 3HadyeHus [1..4094].

E1-uHTepdelichbl O603Ha4eHune E1-nHTEepdielica BkIOUaET B Ce6s1 ero Tmn u
naeHTudrkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> — Homep yCTpoiicTBa B rpynmne yCTPOIACTB,
+ <SLOT> - Homep ET1-mogynsa B cocTaBe YCTPOIACTBA,

+ <STREAM> — nopsgkoBbIii Homep E1-noToka.
Mpumep o6o3HaveHus: el 1/0/1

Mpynnbl arperauun E1-kaHanos O603HaveHue rpynnbl arperaummn E1-kaHanoB BKNoYaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HaueHus: multilink <CHANNEL_ID>

Nornyeckue nHTepdelicol O603HauYeHNe TOrMUYecKoro MHTepdeiica SBASIETCA NOPSAKOBbLIM
HOMepoM MHTepdieiica:

MprMepbl 0603HAYEHWIA:
+ loopback 4

+ bridge 60
+ service-port 1
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Tun nHtepdpeiica O6o3Ha4yeHue

MocnepoBaTtenbHble MHTEpdENiCHI O603HauyeHNe nocneaoBaTenbHOM0 MHTepgelica Bk/touaeT B cebn
€ro TUn u naeHTudukatop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

- <UNIT> - HomMep ycTpoiicTBa B rpynne ycTpoiicTs [1..1],

-<SLOT> — HOomMep MoAynsa B cocTaBe ycTpoicTaa unu 0 npu
OTCYTCTBUW fefieHNst yCTPOCTBa Ha Moy u,

- <PORT> — nopsiaKkoBbIA HOMEp nopTa.

Mpymep 0603Ha4eHus: serial 1/0/1

USB-Mopembl 0O603Ha4eHne USB-mogema Bk/itoHaeT B ce6s ero Tvn v nopsiaKoBbIii
HoMep:

modem <MODEM-NUM>

Mpumep 0603HaveHns: modem 1

FXS/FXO nopthl O603HaveHne FXS/FXO nopToB BK/IHOYAET B cebs ero tun u
NnopsiAKOBbI HOMeEP:

interface voice-port <NUM>

Mpumep 0603HauYeHus: voice-port 1

& 1. KonnyecTBo MHTEPECOB KaXA0ro Tuna 3aBMcuT OT MOAeNM MapLLpyTusaTopa.
2. Tekywasa sepcus MO He nogaepXxnBaeT CTEKMPOBaHME YCTPOICTB. Homep ycTpolicTBa B rpynne
YCTPOIACTB unit MOXET NPUHUMAaTb TOMIbKO 3Ha4YeHune 1.
3. HekoTopble KOMaHAbl NOAAEPXMBAOT OAHOBPEMEHHYH paboTy ¢ rpynnoi nHtepdercos. Ans
yKasaHus rpynnbl MHTepeiicoB MOXET ObITb MCMOMNb30BAHO NepednceHne Yepes 3ansaTyo nuim
yKasaHue guanasoHa ngeHtTunkaTtopoB yepes gedmc «-».
MpuMepbl yKaszaHus rpynn NHTepdeincos:
interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2
interface gi1/0/1-3,9i1/0/7,te1/0/1

4.3 Tunbl M NOPSAAOK MMEHOBaHUA TYHHeNel mapLipyTusaTopa

Mpu paboTe MapLIpyTU3aTOpa 1CMOosb3YTCA CETEBbIE TYHHENN PA3/IMYHOIO TuMa 1 HasHadeHus. Cuctema
MMEHOBaHWs NMO3BO/ISIET OAHO3HAYHO aAPECOBaTh TYHHENN MO KX DYHKUMOHANIbHOMY Ha3HaueHuto. [anee B
TabnuLe NpuBeAeH NepedeHb TUMNoB TyHHenNel.
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Ta6nuua 40 — Tunbl 1 NOPSA0K MMEHOBAHUSA TYHHENEN MapLLpyTi3aTopa

Tun TyHHensA OGo3HaueHne

L2TPv3-TyHHeNb O603HavyeHne L2TPv3-TyHHeNA coCcToUT U3 0603Ha4YeHUs TUna 1 nopsaKoBoro HoMepa TyHHens:
12tpv3 <L2TPV3_ID>

Mpumep 0603HaueHus: 12tpv3 1

GRE-TyHHenb O603HavyeHne GRE-TyHHens coctont 13 0603HaYeHns Tuna v NopsaLaKOBOro HoMepa TyHHenNs:
gre <GRE_ID>

Mpumep o603HaveHus: gre 1

SoftGRE-TyHHeNb 0O603HaueHne SoftGRE-TyHHensi cocTomT 13 0603HaYeHMS TUNa, NOPSAKOBOr0 HoMepa TyHHEeNs
n, onuymoHaneHo, VLAN ID BupTyanbHoro uHtepdeliica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603Ha4eHus: softgre 1, softgre 1.10

IPv4-over-IPv4- O603HauveHue IPv4-over-IPv4-TyHHens coctouTt 13 0603HaYeHns Tuna u nopsagKkoBoro Homepa
TYHHENb TYHHENs:
ip4ip4 <IPIP_ID>

Mpumep 0603HauveHus: ipdip4 1

IPsec-TyHHeNb O603HauyeHNe BUPTYasibHOMO IPSec TYHHENSI COCTOUT 13 0603HAYEHNUSA TUNA U NOPSIAKOBOrO
HoMepa TYHHenNs:

vti <VTI_ID>

Mprmep 0603HaYeHNs: vii 1

Jlornueckuii TyHHeNb ~ O603HaYeHWE NTOTMYECKOr0 TYHHENSI COCTOUT U3 0603HAYeHNs Tuna u NopsaKoBoro HoMepa
(TyHHENb Mexay TYHHenNs:
VRF)

[t <LT_ID>

Mpumep o603HaveHus: It 1

& KonmuecTBo TyHHeneli Kaxaoro Tuna 3aBucuT oT Mogenu n MO mapLipyTusartopa.
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5 HauanbHasi HacTpoiika MapLupyTM3aTopa

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke ycTpoicTBa NOTPeObUTEN0 Ha YCTPOMCTBO 3arpyXeHa 3aBo/ickas KOHhurypaums, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOOX0AVMble 6a30Bble HACTPONKM. 3aBofcKas KOHhUrypaumsa no3sonser
1cnosb3oBaTh MapLIpyTU3aTop B KayecTse wnt3a ¢ pyHkumein SNAT 6e3 Heo6XxoANMMOCTUN NMPUMEHATb
[l0NO/THUTENbHbIE HACTPOMKK. KpoMe Toro, 3aBofckas KOHUrypauns CogepXuT HacTPoKK, N03BOAIOLLME
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOW KOHUrypauum

[nsa noaknioYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOBaHUsIMU «Trusted»
ANs NoKanbHOW cetn n «Untrusted» ana ny6nunyHon cetn. Bce nHtepdoelickbl pasaeneHbl mexay AByX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogakntoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKpPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
coefiMHeHNs U3 faHHOW 30Hbl HA MapLUpyTMU3aTop 3anpeLLeHsbl.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
+ ans ESR-10/12V: GigabitEthernet 1/0/1;
+ ans ESR-12VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;

ans ESR-20: GigabitEthernet 1/0/1;

ans ESR-21: GigabitEthernet 1/0/1;

ans ESR-100/200: GigabitEthernet 1/0/1;

ans ESR-1000/1500: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;

ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2.

VHTepdeiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi noakNoueHus K nokansHoi cetn (LAN). B 3Toli 30He OTKPbIThI
nopTbl npoTtokonos Telnet u SSH ans yaaneHHoro goctyna, ICMP-npoTokona Anst npoBepKu
AOCTynHoCcTN MapLupyTtusartopa, DHCP-npoTtokona gna nonyyvyeHus knneHtamu IP-agpecos ot
MapLupyTumatopa. Vicxogsawme coeamHeHnsa 3 4aHHOM 30Hbl B 30HY «Untrusted» paspeLueHsi.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ansa ESR-10: GigabitEthernet 1/0/2-6;
 anst ESR-12V(F): GigabitEthernet 1/0/2-8;
« ansa ESR-20: GigabitEthernet 1/0/2-4,
« ansa ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ansa ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ansa ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ansa ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12.

VHTepdheiicbl 30HbI 06beANHEHbI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 1.

Ha nHTepdoeiice Bridge 2 BkntoueH DHCP-knneHT ansa nonyyeHuns AvHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpuryprpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepdeic
BbICTYMaeT B Ka4ecTBe LU3a 418 KMEHTOB JI0KasTIbHOW ceTu. NS K/IMEHTOB JIOKa/IbHOW CETU HAaCTPOEH
DHCP nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. 1nsa nony4eHust KnMeHTamu
NokasibHOW ceTn gocTtyna K Internet Ha mapLupyTusatope Bk/itodueH cepsuc Source NAT.
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MonuTVKM 30H 6€30MacCHOCTM HACTPOEHbBI C/IEAYIOLLMM 06pa3oM:

Ta6nuua 41 — OnucaHve NoNnUTYK 30H 6e30MacHOCTY

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOpPYHO UAaeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22(SSH), ICMP, UDP/ paspeLueH

67(DHCP Server), UDP/123(NTP)

Untrusted self UDP/68(DHCP Client) paspelLueH

© [ns o6ecneyeHsi BO3MOXHOCTY KOHGIMIYPUPOBaHMS YCTPOWCTBA NP NEPBOM BK/HOUEHUN B
KOHChUrypaumm MapLipyTmi3aTopa co3gaHa yYéTHasi 3anmck agMuHucTpartopa ‘admin’. Monb3oBatesnto
6yaeT npeaokeHO USMEHUTL Napo/ib aAMUHMUCTpaTopa NPy HavaslbHOM KOHAUIYPYPOBaHMM
mMapLupyTusartopa.

© [1ns ceteBOro goctyna K ynpasnieH1io MapLLpyTU3aTOPOM MNP NepBOM BK/THOUEHWN B KOH(UTypaLmm
3a/aH ctatunyeckuii IP-aapec Ha uHtepdoeiice Bridge 1 — 192.168.1.1/24.

5.2 MopgkntoueHne n KOH(UrypupoBaHue MapLipyTusaropa

MapLupyTusatopbl cepumn ESR npeaHasHauyeHbl ANsi BbINOIHEHWS (RYHKLMIA NOTPaHUYHOrO LL03a 1
obecneyeHns 6e30NacHOCTU CETU NO/Ib30BATE/S NPY NOAKMHOUYEHNN ee K NyG/IMYHBIM CETSM Nepeaayun
[aHHbIX.

BasoBasi HacTpoiika MapLupyTM3aTopa A0/MKHA BK/OUYATb:

* HasHauyeHue IP-afpecoB (CTaTUyYecknx UM AMHAMUYECKNX) MHTepdelicam, yuacTBYOLMM B
MapLUpyTU3aLUMn JaHHbIX;

* co3faHue 30H 6e30nacHOCTM 1 pacnpeseneHne nHtTepdelico no 3oHaw;

* CO3aHue NoMTUK, PEry/IMpYOLUX NPOXOXAEHNE AaHHbIX MEXAY 30HaMK;

* HacTpoiika cepBKCOB, CONYTCTBYOLLMX MapLupyTusaummn gaHHoix (NAT, Firewall n npoune).

PacluMpeHHble HacTPOIiKM 3aBUCST OT TPE6OBaHMIN KOHKPETHOW CXEMbI MPUMEHEHUSI YCTPOIACTBA U TETKO MOTYT
6bITb f06aBNEHBI U/IN U3MEHEHBI C MOMOLLLI0 MMEILLMXCS UHTEPIECOB yNpaBiIeHus.

5.2.1 MopgknioyeHne K MapLupyTUusaTopy
MpenycMoTpeHbl cneaytoLme cnocobbl NOAKIYEHMSA K YCTPOCTBY:

MNopxnioueHne No nokanbHoii cetu Ethernet

& TMNpy nepBoHavyanbHOM cTapTe MapLLPYTU3ATOpP 3arpyXaeTcsl ¢ 3aBOACKOV KoHdurypaumein. OnncaHve
3aBO/ICKOI KOHUrypaLmm NpuBeAeHo B pasaene 3aBoackas KoHurypawma maplipyTtmisatopa ESR
[JAaHHOro pyKoBOACTBA.
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MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoasaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBogCKOl KOH(MIypaumm MapLlipyTusaTopa aktueuposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceTu
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPAIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTL CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuyunHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomoLum kabens RJ-45/DBF9, KoTopblilt BXOAUT B KOMMEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MmapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal unu Minicom) 1 co3aaiite HoBoe
noakstodeHve. JomkeH 6biTb UCMNONb30BaH pexum amynauum tepmmHana VT1100.

BbinonHute cneaytoume HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6UThI: 1
YnpasneHue NOTOKOM: HeT

5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum
Jo6ble N3MeHeHNs], BHECEHHbIE B KOH(Urypauuio, BCTYNAT B AelCTBUE TO/IbKO Noc/e NPUMEHEHNs KOMaH4bl:

esr# commit
Configuration has been successfully committed

Mocne npuMeHeHNst JaHHOW KOMaH/bl 3anyckaeTcs Talimep "oTkata" KoHdurypaumn. s ocTaHOBKM Taiimepa
1 mexaHu3Ma "oTkara"’ ucnonb3yercsa komaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuanuio — 600 cekyHz,. Ana n3MeHeHUs JaHHOro Talimepa MUCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

<TIME> — uHTepBan BPEMEHUN OXNAaHUS NOATBEPXKAEHNA KOHDUTYpaLMK, NPUHUMAET 3HaYEeHNE B CEKyHAAX
[120..86400].
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5.2.3 BbasoBas HacTpoilika MapLipyTu3aTopa
Mpoueaypa HaCTPOVKN MapLupyTu3aropa npv NepBOM BK/IKOYEHUN COCTOUT U3 CriefyHoLWmMX 3Tarnos:

* 3meHeHwne napons nonb3osarens «adminy.

+ Co3faHue HOBbIX Nonb30BaTenei.

+ HasHaueHue umeHn ycTpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OYEHNS K NyBNNYHON CeTN B COOTBETCTBUM C TpeboBaHUsMU nNpoBaligepa.
+ HacTpolika yganeHHoro goctyna K mapLupyTm3aropy.

* MpuMeHeHne 6a30BbIX HACTPOEK.

MN3meHeHue napons nonb3oBarens «adminx»

,ﬂ,ﬂﬂ 3aljmeHHoro Bxoga B cuctemy H606XOAVIMO CMEHNTb Naposib NPMBNNETMPOBAHHOIO MOJ/1b30BaTeNA
«admin».

& YueTtHas 3anuck techsupport Heo6xoanma ANs yaaIeHHOTo 06C/TYXMBaHNS CEPBUCHBIM LIEHTPOM;
YueTHas 3anuck remote — ayteHTudmkauma RADIUS, TACACS+, LDAP;
Yaanutb nonb3oBarteneit admin, techsupport, remote Henb3si. MOXHO TO/IbKO CMEHUTL Naposb U
YPOBEHb NPUBUNETWIA.

msa nonb3oBatens u naposib BBOAUTCA NPU BXO4E B CUCTEMY BO BPEMS CEAHCOB aMVHUCTPUPOBAHNS
yCTpOWCTBa.

NSt uameHeHusi Naposist Nosb3oBartens «admin» UCNob3YTCS CNeaytoLMe KOMaH b

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3gaHune HOBbIX NoJib3oBaTe e

[nsi co3gaHust HOBOTO MOJIb30BATESst CUCTEMbI MM HACTPOIiKM N06OT0 13 NapamMeTpPoB — UMEHN
Mo/sib30BaTe s, Naposisi, yPOBHS MPUBUIETWNIA, — NCMO/b3YIOTCH KOMaH/b!:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YposHM npuBunernii 1-9 paspeLuatoT AOCTYN K YCTPOACTBY M MPOCMOTP €ro OnepaTuBHOIO COCTOSHUS,
HO 3anpeLLlarT HacTPOoliKy. YpoBHu npusunernii 10-14 paspeLuarot Kak AOCTyN, Tak U HACTPOWAKY
60nbLIei YacTu hyHKLMIA ycTpolicTBa. YpoBeHb NpuBuernii 15 paspeluaert kak gocTyn, Tak 1
HaCTpOliKy BCcex OyHKLMIA yCTpOCTBa.
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Mpumep KomaHa, ans co3aaHmsa nonb3oBatens «fedor» ¢ naponem «12345678» 1 ypoBHeM npuBuiernin 15 un
co3aaHns NoNb3oBaTens «ivan» ¢ naponem «password» 1 yposHem npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YposHu npusunernii 1-9 paspelatoT JOCTyN K YCTPOINCTBY 1 MPOCMOTP €0 ONepaTMBHOIO COCTOSIHUS,
HO 3anpeLyaroT HacTpoiKy. YpoBHU npusuiernii 10-14 paspeLuaroT Kak goCTy, Tak U HACTPOWKY
60/1bLLEeR YacTV QPYHKLMIA YyCTPOMCTBA. YPOBEHb NpuBuneruii 15 paspeLwlaet kak AOCTYn, Tak U
HacTpoiiKy BCex (DYHKLMI yCTpOICTBa.

Mpumep KomaHg Ana cosgaHns nonb3osatens «fedor» ¢ naponem «12345678» n yposHem npvBmunernin 15 n
co3faHunA nosb3oBartesns «ivan» ¢ naposem «password» 1 yposHem npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

HasHaueHue UMeHU yCcTpoiicTBa

[Nsi Ha3HAYEHNA UMEHW YCTPOICTBA UCMOMb3YHOTCS CefytoLye KoMaHabl:

esr# configure
esr(config)# hostname <new-name>

Nocne npMMeHeHns KOHdDI/IpraLI,I/II/I npurnawieHmne KOM&HAHOVI CTPOKN NUBMEHUTCA Ha 3HaYeHune, 3agaHHoe
napamMmeTpomMm <new-name>.

HacTtpoiika napameTpoB NyG/IMHHOW ceTU

[nsa HacTpoiikn ceTeBOro nHTepderica mapLupytusaropa B ny6smyHoli cetn Heo6xoaMMOo Ha3HauUTb
YCTPOWCTBY NapameTpbl, onpeaenéHHble npoaiigepom cetn — IP-agpec, Macka noAceTy 1 agpec Lwto3a no
YMOYaHUIO.

Mpumep KomaHg, HacTpolikn ctatmudeckoro IP-agpeca gna cab-uHtepgeica Gigabit Ethernet 1/0/2.150 gns
foctyna K mapipytumsatopy yepes VLAN 150.

MapameTpbl nHTEpPEca:

+ IP-agpec — 192.168.16.144;
* Macka nogcetn — 255.255.255.0;
+ IP-agpec wnto3a no ymonyaHuio — 192.168.16.1.
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esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[na Toro uTobbl yoeanTbes, 4To agpec Obis1 Ha3HadyeH nHTepdency, nocse NPUMEHeEHNA KOHGUrypauum
BBEeAUTE CeAyHoLLY0 KOMaHAy:

esr# show ip interfaces

IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaliiep MOXET NCMNO/b30BaTh AUHAMUYECKN Ha3HaYaeMble agpeca B cBoei cetu. Ansa nonyyeHus IP-
ajipeca MOXEeT ncnosb3oBarbcsa npotokon DHCP, ecnun B cetu npucytcteyeT cepsep DHCP.

Mprmep HaCTPOIiKK, NpeAHasHadYeHHoM An1a nonyyeHnsa aguHammyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsi Toro UTo6bLI Y6EAUTHLCS, UTO aApec GblN Ha3HauYeH UHTepdielicy, BBeauTe CeyHoLlyo KOMaHay nocrne
MPVMEHEHNS KOHQMIypaLK:

esr# show ip interfaces

IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTpolika yganieHHOro AocTyna K MapLpyTusaTopy

B 3aBOACKOV KOHGUIypaLmumn paspeLleH yaaneHHbl 4OCTyN K MapLupyTu3aTopy no npotokonam Telnet nnam
SSH 13 30HbI «trusted». 119 TOro YTo6bI paspeLmnTb YaaneHHbI 4OCTYN K MapLupyT1u3aTopy U3 Apyrux 30H,
Hanpumep, U3 Ny6NYHON CeTH, HEOGXOAMMO Co3aTb COOTBETCTBYHOLWME npaBuna B firewall.

Mpu KOHUIYPUPOBaHMK AOCTYNA K MapLUPYTV3aToOpy NpaBuia Co34atoTcs A5 napbl 30H:

* source-zone — 30Ha, U3 KOTOPOW ByaeT OCyLEeCTBAATLCA YAA/IEHHbIA AOCTYN;
+ self — 30Ha, B kKOTOpO HaxoANTCA NHTEPIENC yNpaBIEHNST MapLLPYTN3aTOPOM.
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[nsi co3faHns paspeLuaroLlero npasuaa Ucnosb3yTes CeaytolMe KOMaH bl

esr# configure

esr(config)# security zone-pair <source-zone> self
esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

Mpumep KomaHa, AN paspeLleHuns Nonb3oBaTensm n3 30Hbl «untrusted» ¢ IP-aagpecamu
132.16.0.5-132.16.0.10 nogkntovatbca K MmapLipyTtuatopy ¢ IP-agpecom 40.13.1.22 no npoTokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 OG6HOB/IEHME NpPOrpaMMHOro obecneyeHns

6.1 OGHOB/IEHUe NPOrpaMMHOro o6ecrneyeHus cpeacTBaMyu CUCTEMbI

© [ns 06HOBMEHMSI NPOrpaMMHOr0 06ecnedeHnst NoHaA06MTCS OAVH 13 creaytoLyx cepeepos: TFTP,

FTP, SCP. Ha cepBep f0/mkHbI ObITb NOMeELLEHbI thaiiibl NPOrpammMHoOro obecneyeHuns
MapLUpyTM3aTopa, Nosly4eHHble OT NPOU3BOAUTENS.

Ha maplupytusarope xpaHUTca Age Konum nporpaMmMHoro obecneyexus. s obecneyeHuns
HaJeXHOoCTW npoLeaypbl 06HOB/IEHNS NPOrpamMMHOro obecneyeHus AOCTynHa A1 06GHOBMEHUS TO/bKO
Konwus, koTopas He Gblsia UCnosib3oBaHa /15 Noc/ieHero ctapTa ycTponcTaa.

Mpy 06GHOBNEHMM NPOTPAMMHOI0 06ecrneyeHnss KOHPUrypauus MapLUpyTusaTopa KOHBEPTUPYETCS B
COOTBETCTBMM C HOBOW BEPCUEN.

Mpwu 3arpy3ke mapLupyTmM3atopa c 6onee cTapoli Bepcueil NporpaMMHOro o6ecneyeHmns, Yem
3arpyXeHHasi paHee, KOHUrypaumusi He KOHBEPTUPYETCS 1 BNOCNeACTBUM yAasieTcs.

a

O6HoBneHune MO ¢ 6on1ee paHHUX BEPCUIA MOXHO NPOM3BECTU, BOCNO/1Ib30BaBLUMCH UHCTPYKUMEN,
npuBeeHHO B pasgene O6HOBNEHME NPOrPaMMHOr0 06ecneyeHnst 3 Ha4asIbHOro 3arpy34nka.

O6HOoBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPOMCTBe, paboTatoLLleM nog ynpassieHnem onepawMoHHOM
CUCTEMbI, BbIMOSIHAETCS B C/IeAytoLLEeM NOpsifKe.

1.

2.

MogrotosbTe A/19 paboTbl BbIOPaHHbIN cepsep. Jo/mkeH ObITh M3BECTEH afpec cepBepa, Ha cepaepe
[OMKEH 6bITb pasmeLLeH ain aucTpubyTrBHbIN gainn NporpaMMHOro obecnevyeHus.

MapLupyTnsaTop A0/DKEH ObITb NOArOTOB/EH K paboTe B COOTBETCTBUU C TPEOOBaAHUAMUN AOKYMEHTaLMN.
KoHchurypauusa mapLupytusaropa 4o/hkHa No3BoNATbL 06MeHNBaTLCS AaHHbIMK Mo npoTtokonam TFTP/
FTP/SCP n ICMP ¢ cepsepom. [Npy 3TOM A0/KHA ObITb YYTEHa NPUHALIEXHOCTb CepBepa K 30HaM
6e3onacHoCTV MapLupyTusaTopa.

MoAkuMTECH K MapLUpyTU3aTopy /I0KaslbHO Yepes3 KOHCO/bHbIM nopT Console nnu yaaneHHo,
ncnonb3ysa npokosnbl Telnet unn SSH.

MpoBepbTe AOCTYMHOCTb CepBepa A/ MapLupyTM3aTtopa, UCNosb3ys KOMaHA4y ping Ha MapLupyTusatope.
Ecnu cepsep He fOCTyneH — NpoBepbTe NPaBU/IbHOCTb HACTPOEK MapLLpyTU3aTopa 1 COCTosAHME
ceTeBbIX MHTEPelicoB cepBepa.

[ns 06HOBNEHMA NporpaMMHOro obecneyeHrs mapLipyTM3aropa BBeanTe criefyoLLyo KomaHay. B
KayecTBe napamerpa <server> fLO/keH ObITb yka3aH IP-agpec ncnonb3yemoro cepsepa. Ans
o6HoBneHust ¢ FTP nnm SCP-cepBepa noTpebyeTcs BBECTU MMS NO/Ib30BaTeNs (napaMeTp <user>) u
naposnb (napameTp <password>). B kauecTBe napametpa <file_name> ykaxute nms caina
nporpamMmmHoro obecneyeHus, NOMeLLLeHHOro Ha cepeep (Npu ncnosb3oBaHn SCP HYXHO yKka3aTb
NonHbIiA NyTb — NapameTp <folder>). Mocne BBOAA KOMaHAbl MapLLpYTMU3aTOp cKonNupyeT dhaiin Bo
BHYTPEHHIOI0 NamMATb, NPOBEPUT LE/IOCTHOCTb AaHHbIX Y COXPaHWUT ero B 3HeproHe3aBrCcMy0 NamsAThb
YCTpPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware

FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware
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SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name> system:firmware

[na npumepa o6HoBMM O0cHOBHOE MO yvepe3 SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. lns TOro uTO6HI YyCTPOIMCTBO paboTasio Noa yrnpassieHeM HOBOW BEPCUM NPOrpamMmmMHOro obecneyeHus,
Heo6XxoAMMO NPOU3BECTN Nepek/IrYeHe akTMBHOIo ob6pasa. C NnomMoLLbio kKomaHabl show bootvar
cnepyeT BbIACHATL HOMep 06pasa, cogepxaltlero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f8128068] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f8128068] date 18/02/2015 time Not Active

16:12:54

[nsa Bbibopa ob6pasa NCnonb3ynTe KOMaHay:

esr# boot system image-[1]2]

. [Ana 06HOBNEHUs BTopuUHOro 3arpysunka (U-Boot) BBeauTe cneaytolyto KomaHy. B kauecTse
napameTpa <server> foNxeH 6bITb yKasaH IP-agpec ncnonb3yemoro cepeepa. Ans o6HoenexHus ¢ FTP
nnn SCP-cepBepa nNoTpebyeTcsl BBECTU UMS NoNb3oBatens (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums gpaiina BTOPUYHOTO 3arpy3qika,
MOMELLEHHOIO Ha cepBep (Npu ucnonb3oBaHnn SCP HYXXHO ykas3aTb NO/HbIA NyTb — napameTp <folders).
Mocne BBOZA KOMaHAbl MapLLPYTA3ATOP CKOMMPYET doaiisl BO BHYTPEHHIOW NamsiTb, NPOBEPUT
LIe/TOCTHOCTb [JaHHbIX 1 COXPAHUT €70 B SHEPrOHE3ABUCHMYHO NaMsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot

FTP:

esr# copy ftp://<server>:/<file_name> system:boot

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name> system:boot
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6.2 OGHOB/IEHWE NPOrpaMMHOro o6ecrneyeHus U3 HauyaslbHOTo 3arpy3umKa

MNporpaMMHoe obecneyeHrie MapLUpyTU3aTopa MOXHO 06HOBUTL U3 HAYa/TbHOTO 3arpy34nka Cneaylowmm
ob6paszom:

1.

SRR

OcTtaHoBUWTE 3arpy3Ky YCTPOMCTBA NOC/Ne OKOHYaHWA UHULMann3aLmm MapLupyTmsaTopa 3arpy3dnkom U-
Boot, HaxxaB knasuLy <Esc>.

Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

Ykaxkute IP-agpec TFTP-cepBepa:

BRCM.XLP316L1ite Rev BO.u-boot# setenv serverip 10.100.100.1
Ana Bepcun 1.5 u Bbllwe: BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

. Ykaxxute IP-agpec mapupyrtmsaropa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2
Ans Bepcun 1.5 un Bbllwe: BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

YkaxuTe nvs gaina nporpammHoro obecnevenust Ha TFTP-cepsepe:

Ana Bepcum 1.5 un Bblwe: BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

MOXXHO COXPaHUTb OKPY>XEHVE KOMaH/10i «saveenv» A5 GyayLLmMX 0GHOBNEHWIA.
3anyctute npoueaypy 06HOB/IEHMSA NPOrpaMMHOro obecneyeHmns
BRCM.XLP316Lite Rev BO.u-boot# run tftp_update_image1

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl1000/firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAEAHH AR H AR H AR H AR H AR R R R R R R R R R
HAEAHH AR H AR H AR H AR H AR R R R R R R R R R
HAEAHH AR H AR H AR H AR H AR R R R R R R R R
HAEAHHARHHARHHARHH AR AR

HAEAHHAAHHARHH AR A H AR H AR H AR RS H AR

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
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Erasing at Ox7800000 -- 1895825408% complete..
OK

NAND write: device 0 offset 0x1440000, size 0Ox6400000
104857600 bytes written: OK

7. YCTaHOBUTE 3arpyXeHHoe NporpaMMHOe o6ecnedyeHvie B kauecTBe o6pasa A1 3anycka CUCTEMbI 1

nepesarpysurte poyTep:

BRCM.XLP316Lite Rev BO.u-boot# run set_bootpart_1

[na sepcun 1.5 v Bbiwe: BRCM.XLP316Lite Rev B0.u-boot# boot_system image1
BRCM.XLP316Lite Rev BO.u-boot# reset

6.3 OGHoBNeHue BTOpU4HoOro sarpy3suuka (U-Boot)

BTOpUYHbII 3arpy3unk 3aHMmaeTcs nHuumanusaumein NAND n maplupyTrsaTtopa. MNpu 06HOBIEHUN HOBBI
thaiin BTopunYHOro 3arpysunka coxpaHsietca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TekyLein Bepcum 3arpy304Horo haiina, paboTaroLlero Ha yCTpoucTBe, BBEAUTE KOMaHAy
«version» B CLI U-Boot, Takxe Bepcusi oTobpaxaeTcs B NpOLECcce 3arpysku MapLupyTmsaropa:

BRCM.XLP316Lite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 — 19:00:24)
Mpoueaypa o6HoBNeHUS MO:

1.

o

OcTaHoBMTE 3arpy3Ky yCTpOiCTBa NOC/e OKOHYaHUSA UHULMaIM3aumMm MmapLupyTmnsaropa sarpysdmkom U-
Boot, HaxkaB KnaBuLwy <Esc>.

Configuring PoE...
distribution 1 dest_threshold 0Oxa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

Ykaxute IP-agpec TFTP-cepsepa:

BRCM.XLP316Lite Rev B0O.u-boot# setenv serverip 10.100.100.1

[nsa sepcun 1.5 v Bbiwe: BRCM.XLP316Lite Rev B0.u-boot# serverip 10.100.100.2
Ykaxute IP-agpec mapLipytmsaropa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

[ns sepcun 1.5 v Bbiwe: BRCM.XLP316Lite Rev B0.u-boot# ipaddr 10.100.100.2
YkaxuTe nvs caina sarpysdvka Ha TFTP-cepepe:

[nsa sepcun 1.5 1 Bbiwe: BRCM.XLP316Lite Rev B0.u-boot# uboot_ file u- boot. bin
MOXHO COXpaHUTb OKPY>XeHWEe KOMaHOoW «saveenv» ansa 6yaymnx 06HOBNEHNIA.
3anycTtute npoueaypy 06HOBNEHMSA NPOrPaMMHOr0 obecneveHus:
BRCM.XLP316Lite Rev BO.u-boot# run upd_uboot

[ns sepcun 1.5 v Bbiwe: BRCM.XLP316LiteRevB0.u-boot# run tftp_update_uboot

Using nae-1 device
TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/u-boot.bin'.
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Load address: 0xa800000078020000

Loading: ####t#######HHAH#HAHHASHAHFHAHHHAHHHAHHUSHHHFHAHHHAHH B HUHH
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

7. Mepesarpy3uTte MapLupyTm3atop:
BRCM.XLP316Lite Rev BO.u-boot# reset

72



TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI, OCTaBUTb UHTEPAKTUBHYHO 3aBKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex-co.ru
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://servicedesk.eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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