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ESR-Series. Release notes. Bepcus 1.20

Bepcua 1.20
nepeqel-lb M3MeHeHui B Bepcuu:

* MapuwpyTtusauus:
+ BGP:
+ PeanusoBaH ¢yHkumoHan Dynamic Neighbors
+ PeaniM3oBaHbl MEXaHU3MbI YaaneHus community 1 extcommunity B aHoHcax
+ PeasiM3oBaHbl MeEXaHU3Mbl 3amMeHbl community 1 extcommunity B aHOHCcax
+ PeannsoBaHa BO3MOXHOCTb kOH(hurypuposaHus address-family B peer-group
* B BbiBOge komaHabl show bgp ans KoHkpeTHOro mapLupyTa o6aBneHo oTobpaxeHne
napameTpoB: Next Hop, Local Preference, MED, Community, EXT Community
+ OSPF:
+ PeanusoBaHa BO3MOXHOCTb peanucTpunobloLmmn maplupytos ¢ External Type-1
+ Peanun3oBaHa BO3MOXHOCTb 3afaHNs METPUKM MapLupyTa npu peavcTpmoboumnm
+ MultiWan:
+ Peasim3oBaHa BO3MOXHOCTb MapknpoBku ceccuin ans MultiwAN, gnsa oTnpaBku OTBETHbIX
NakeToB Ceccumn Yyepes TOT Xe MHTepdelic, Yepes KOTOPbIN NOCTYNatoT NakeTbl AaHHOM
ceccuun

+ MPLS:
+ PeanunsoBaH goyHkumoHan Inter-AS Option C
+ PeanM3oBaHa nogaepxka HacTpolikv route-target both ons VPLS
+ PeanunsosaHa pa6ota MPLS over DMVPN
+ Peanun3oBaHa BO3MOXHOCTb Nnepegayn kagpos L2-npotokosios yepe3 PW npy noMoLy komaHabl
I12protocol forward B 12vpn-eompls-view
* MOHWTOPWHT 1 yrpaBs/ieHue:
+ CLI:
+ [lo6aBnieHa BO3MOXHOCTb BbIYMCNIEHUSA KOHTPO/IbHbIX CYMM A/19 CEPTUUKATOB U NNLIEH3UI
+ [lo6aBneHo oTob6paxkeHne AeTasibHOM UHGopmaummn no crarycy paéotbl multilink
+ PeanmsoBaHa komaHza show tech-support 015 hopmrpoBaHns apxvBa AUarHOCTUYECKON
NHpopmaLmm
* YpaneHa BO3MOXHOCTb 3anyckaTb KomaHay monitor an1sa loopback-uHtepdelicos
+ [lo6aBnieHa BO3MOXHOCTb MCMO/Ib30BaHWA CUMBOJ/IOB BEPXHETO perncTpa B MMeHu
nonb3osarens B ssh/ftp/ssh/sftp-knnerntax ESR
* M3meHeH BbIBOJ OLUMOKM NOAKIYEHNs No ssh B XocTe npu HecoBnazeHun ssh-knoya B
COOTBETCTBMM C BO3MOXHOCTAMU ESR
* I3MeHeHbl NpoBepKM COBMECTUMOCTY A1 KoMaH/, B pa3gene ARCHIVE
* YHudpmumpoBaHbl NOACKA3KN A1 KOMaH KOHdurypmpoBaHus mail server
+ OTK/NIOYEH 3anyCK pe3epBHOro KONMpPOBaHUA TeKyLLEeil KOHpurypaumm npu ctapte
yCcTpoicTBa
+ Syslog:
+ PeanusoBaHo 3anonHeHue nonei hostname v ip-agpec B syslog-naketax
* N3meHeH thopmaTa coobuieHmnii logging service start-stop
* N3meHeHo 3anonHeHne nons APP-NAME B syslog-coo6ueHnsx
* VI3MeHeH chopMmart s10roB, KoTopble chopmupytoTcst Ha VolP-umne (Tonbko ana ESR-12V/
12VF/14VF)
+ SNMP:
+ B ELTEX-GENERIC-MIB co3paHa Tabnuua eltexUtilizationlfTable, cogepxaiyas cuetumkm
yTuam3aumm nHtepceicos
+ [lo6aeneHa noggepxka OID cntpPeersVarTable (OID 1.3.6.1.4.1.9.9.168.1.2.1) —
nocnegoBatenibHoCTb cntpPeersVarEntry co Bcemu BrioxeHHbIMK atpubytammn ns CISCO-
NTP-MIB
+ [o6asneHa nogaepxka OID hrSystemDate (OID 1.3.6.1.2.1.25.1.2) ns HOST-RESOURCES-
MIB
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B ELTEX-ESR-BGP4V2-MIB po6asneHa nogaepxka OID:

eltEsrBgp4V2PeerAdminStatus ,eltEsrBgp4V2PeerRemoteAddrStr, eltEsrBgp4V2PeerRemot
eaddrStr

B ELTEX-GENERIC-MIB go6asnena nogaepxka OID ons MOHUTOPUHIa JIMMUTOB U
ytunusauum FIB/RIB ans ipv4/ipv6: eltexRoutingFIBLimit, eltexRoutingFIBUsage,
eltexRoutingFIB6Limit, eltexRoutingFIB6Usage, eltexRoutingRIBUsageBGP,
eltexRoutingRIBUsageOSPF, eltexRoutingRIBUsageRIP, eltexRoutingRIBUsagelSIS,
eltexRoutingRIB6LimitsBGP, eltexRoutingRIB6LimitsOSPF, eltexRoutingRIB6LimitsRIP,
eltexRoutingRIB6LimitsISIS, eltexRoutingRIB6UsageBGP, eltexRoutingRIB6UsageOSPF,
eltexRoutingRIB6UsageRIP, eltexRoutingRIB6UsagelSIS

* NetFlow:
+ PeanusoBaHa otnpaBka netflow yuepes OOB-nHTepgeiic
+ Security:
+ Firewall:
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust konmyectsa firewall-ceccuii gnst otaenbHbIX
npasw/a Npy NomoLu koMaHapl action conn-limit
+ IDS/IPS:
+ PeasiM3oBaHa 04MCTKa CYHETUMKOB NpU nepesarpyske 1 no komaHge clear security ips
counters
+ Peasi3oBaHO OTK/IIOYEHME UHTephencoB ¢ BKIOYEHHbIM dhyHKumoHasiom IDS/IPS nocne
nepesarpysku 4o ckauymBaHua 1 npuMmeHeHus curHatyp IDS/IPS
+ PeannsoBaHa BO3MOXHOCTb yKa3aHUsl KOSIMYeCTBa NpaBusl 4151 KaTEropumn B MpoLeHTax
(rules percent), Bce (rules all) n pekomeHgoBaHHble (rules recommended)
+ PeanmsoBaHa BO3MOXHOCTb XpaHEHUSI CKayaHHbIX CUTHATYp Ha BHeLHeM HocuTene (SD/
USB)
+ Peasin3oBaHa BO3MOXHOCTb NPOCMOTpa cTaTycoB oTBeToB 0T EDM-cepBepa B debug-
pexvve
* IPsec:
+ [No6asneHo otobpaxeHne PFS dh-group B BbiBOge komaHabl show security ipsec proposal
+ PeanunsoBaHa pa6ota dpyHKkumnoHana DPD gnsa IKEv2
* TyHHenupoBaHue:
+ PeannsoBaHa BO3MOXHOCTb paboThl gre-keepalive npu nocTpoeHun TyHHens ot IP-agpeca B
apyrom VRF
+ [o6aBneHo npegynpexaeHne npun BoinoiHEHUN KOMaHabl no ip nhrp ipsec B HacTpoiikax GRE-
TYHHeNs

+ OpenVPN-cepBep, KNMeHT 06HOBNEH A0 Bepcumn 2.5.3

QoS:

+ PeanunsoBaH goyHkumoHasn Per-Tunnel QOS Ha ocHoBe rpynnoBbIxX atpnbyTtos 4519 DMVPN

MexaHn3M OTCNexXmnBaHns cobbltuli (track):

+ MNepepaboTaH MexaHn3m naMeHeHns napametpa BGP AS-path prepend B 3aBMcMMOCTU OT
cocTosiHuA track

+ PeasiM3oBaH MexaHn3M n3meHeHuss napametpa BGP metric B 3aBMCMMOCTM OT cocTosiHuSA track

VolIP (Tonbko gns ESR-12V/12VF/14VF):

* YBenuyeHa makcumasibHas gsvHa napameTtpa komaHabl sip-domain address ¢ 31 go 235
cumBO/IOB B sip-profile
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Bepcua 1.19.1
nepeqel-lb N3MeHeHui B Bepcuu:

* MopaepxxaHo HoBoe ycTporictBo WLC-15
* MOHUTOPWHT 1 ynpaB/ieHue:
+ [lo6aBneH cepsuc crypto-sync Ans CMHXpoHu3aummn ceptudamnkatos (npy Hanmumm nuueHsum WLC)
+ CLI:
+ [lo6aBneHa BO3MOXHOCTb reHepaLum cepTUNKaTOB 1 3aKpbITOro Ktoua (Mpu Haimuum
nmueHsun WLC)
+ [lo6aBneHbl komaHabl ip http server u ip https server ansa BknoueHus web-cepsepa (npu
Hanmummn nuueHsum WLC)

+ [lo6aBneHa komaHga sync crypto force ansi pyyHoii CUHXpPOHMU3aLMK cepTudmkaTos (Npu
Hanummn nuueHsum WLC)

+ WEB:
+ [lo6aBneH MOHUTOPWHT Touek AgocTyna (npy Hannumm nuueHsmmn WLC)
* TyHHenunposaHwue:
+ [lob6aBneHa BO3MOXHOCTb pacnpeeneHns TyHHenel ynpasieHus softgre-controller no source-
agpecam/cetsm (Npu Hanmuum nuueHsnm WLC)
+ [lob6aBneHa BO3MOXHOCTb BbIGOPOYHOTO BKtoUeHNs vlan B softgre-controller gnsa pexvima
WLC (npu Hannumm nuuensmmn WLC)
+ WLC (npu Hanmuum nuueHsunm WLC):
+ MopaepxaHa paboTa ¢ Toukoi goctyna WOP-30L
+ PeanunsoBaHo pesepsuposaHue WLC no VRRP
+ [lo6aBneHbl pexnmbl 6e3onacHocTn WPA2/WPA3, WPA3 Enterprise
* MopgpepxaHa pa6oTta EAP-TLS Ha nokanibHoM RADIUS-cepsepe
+ [No6asneHa komaHga show wic clients gns npocmotpa cnucka nogktoveHHbIx knneHtoB Wi-Fi
+ [o6aBneHa BO3MOXHOCTb HacTpolikn PMKSA caching
+ [lo6aBnieHa BO3MOXHOCTb HacTpolikn NAS IP B RADIUS-cepBepe npu NpoKcupoBaHuu
+ [lo6aBrieH BbIBOA 06LLErO KONMYECTBA K/IMEHTOB Ha paanouHTepderce Toukn goctyna
+ [lo6aBneHbl UMS NOb30BATENSA, UMS NTOKALMK, CTaTyC NOAKMOYEHNS B XXYPHaUT KNIMEHTOB
+ [lo6aBneHa BO3MOXHOCTb HAcCTpOliku cepBrcoB ssh/telnet/web/snmp Ha Touke goctyna
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Bepcua 1.19.0

nepequb M3MeHeHuii B Bepcuu:

+ MNopaepxaHa pabota WLC Ha ESR-15, hyHKUMOHaN akTUBMPYETCA NULEH3neNn
* MOHUTOPVIHT 1 ynpaB/eHMeE:
+ CLI:
+ Wireless-controller nepenmeHoBaH B softgre-controller
* YnpouweH Beog MAC-agpeca B object-group mac — Tenepb He Hy)XXHO 3aZaBaTb
CTaHAapTHYK Macky BPYYHYO, N0 YMON4YaHunto aBTomatuyeckn 3anucoisaertcs "ff:ff.ff.ff.ff.ff"
+ [lo6aBneHa BO3MOXHOCTb 60/1ee yao6Horo npocmotpa koHdurypaumm DHCP/DHCPV6 no
KaTeropusim
* TyHHenunposaHwue:
* VI3smeHeHa norvka pabotel SoftGRE-TyHHene B pexume wlc, noaaepxaHo ncnosib3oBaHme c-vlan
B CXeMe C TYHHeNMpoBaHNEM K/TIMEHTCKOTO Tpadmka. B HOBOW peannsauun vlan, ykazaHHbliA B
HacTpolikax SSID, nonagaet B WLC 6e3 TepmuHaumu sub-TyHHens B Bridge (npu Hannuum
nmueHsun WLC)
+ [ins KoppekTHOW paboTbl vian gomkeH 6bITb co3gaH B HacTpoikax WLC 1 fo/mKeH 6bITb Y1eHOM
Bridge nnu nHtepdeiica (npun Hannunm nuuensmm WLC)
+ WLC (npu Hanmuum nuueHsum WLC):
+ MopaepxaHa paboTa ¢ Toukoit goctyna WEP-30L
+ [lo6aBnieHa BO3MOXHOCTb NpocmoTpa koHurypaumm WLC no pasgenam
+ [lo6aBsieHa BO3MOXHOCTb MPOCMOTpa KoHurypauwmm radius-server no pasgenam
+ MNepepaboTaHbl KOMaHAbI MOHUTOPUHIA
* B paclumpeHHOM BbIBOAE MHpOpMauuy No Touke foctyna gobasneHo nms ap-location
+ B ctatuctuke poymuHra Airtune go6asnieHo pasfeneHve no iokaumsam
+ [No6aBneHa komaHga reload wlc ap <mac> g5 nepesarpysky TOUkM gocTtyna
+ Service-activator — fo6aBnieH PyHKUMOHaUT perncTpaumm To4ek AocTyna no ceptudukaram:
+ [No6aBneHa komaHza join wlc ap <mac_ap> a1 aBTopm3aLmm BCEX HEAaBTOPM30BaHHbIX
TOYEK NPV PEXMME PyYHOI aBTOpMU3aLLUm
+ [lo6asneHa komaHza show wlc service-activator aps o119 npocmoTpa HeaBTOPU30BaHHbIX
TOYeK
+ [lo6asneHa komaHza clear wic ap joined <mac_ap> 15 0T3bIBa cCepTUdUKaTOB Y TOUEK
foctyna
+ [lo6aBneHa komaHga aps join auto 45151 HACTPOINKM aBTOMATUYECKOrO pexnMa aBTopusaumm
TOYeK gocTyna
+ Ap-location:
+ [lo6asneHa komaHaa mode tunnel 4ns BK/IlOYEHNA TYHHENNPOBAHUA B S1OKaL MK
+ Radius-server local:
+ [lo6aBneHa BO3MOXHOCTb HACTPOWikKM vlan ansa nonb3osarens
* JlorupoBaHue:
+ [lo6aBrieHa BbIrpy3ka XypHasa KNMeHTOB 1 ToYek AoCTyna Ha BHeLHuii syslog-cepeep
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Bepcua 1.18.1

nepequb M3MeHeHuii B Bepcuu:

Mopaepxxka mapwpyTtmsaTopos ESR-15/30/3200
PeannsoBaH doyHKunoHan TFTP-cepBepa
IPsec:
+ PeanunsoBaHa BO3MOXHOCTb KOHdhurypupoBaHus route-based IPsec (VTI-TyHHenb) B VRF
* VicnpaBneHa pabota mexaHusma DPD gns IKEv2
IDS/IPS:
+ PeannsoBaHa BO3MOXHOCTb KOH(DUTYpUpOBaHnsa odepenei naketoB gns IPS
MOHUTOPUHT 1 yNpaBneHUE:
+ CLI

+ PeannsoBaHa BO3MOXHOCTb 3a4,aBaTb KOJIMYECTBO CTPOK M CTO/I6L0B TepMUHasia KOMaHAoM
terminal resize

+ PeanusoBaHa komaHga ans nepedopmaruposaHms pasgenos flash:syslog, flash:data un
flash:backup B cootBeTcTBUM C Bepcusamun MO 1.13.0 n 6onee nosgHumn format mtd-
partition data (an1s mapwpyTtnsatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

+ PeanusoBaHa komaHga ans yaanenus dpaiinos n3 pasgenos flash:syslog, flash:data
flash:backup clear mtd-partition data (a5 mapwpyTtnsatopos ESR-10/12V/12VF/14VF/
100/200/1000/1200/1500/1511)

+ PeannsoBaHa BO3MOXHOCTb yAasieHUS KOHUIypaLmumn onsnyeckoro uHtepderica npu
nomoLn komaHApl no interface

+ [lo6aBnieHbl MPOBEPKM NPW BbIMNOTHEHUN KOMaHAbI COpPY, HE NO3BONSIOLLME 3a4aBaTb
HEKOPPEKTHbIE KOMBMHALMM UCTOYHMKA U HA3HAYEHWST KOMMPOBaHMWS

+ PeanunsoBaHa koMaHza ynpaBiieHusi 6aiaHCUpOBKOl ceccuii mexay sapamu CPU system
cpu load-balance overload-threshold

+ PeanunsoBaHbl KOMaHAbl g5 oTobpaxeHus kawa firewall-failover show ip firewall session
failover 1 show ip nat translations failover

+ SNMP:

+ PeanunsoBaHa BO3MOXHOCTb NoslyyeHnsa nHpopmauyum o SFP-TpaHcueepax no SNMP
+ SYSLOG:
+ [lo6aBneHa BO3MOXHOCTb huibTpaumm syslog-coobLeHNn OTAEMbHBIX NPOLECCOB NPU BbIBOAE B
snmp/telnet/ssh 1 KoHcONbHBLIE Ceccun

B 3aBoackyto KoHGmrypaumo gobasneHa Hactpoiika "domain lookup”
Peanim3oBaHo f06aB/1€HVE MEHW NO/b30BaTe/ s, U3MEHMBLLETO KOH(UIypaLmio, Npy aBTOMAaTUYeCKOM
apxMBUPOBaHMKN KOHpMrypaumm no commit
Peanim3oBaHa BO3MOXHOCTb Ha3HauYeHus ctatmyeckoro IP-agpeca Ha nHTepcpeiic coToBoro Mogema
Peann3oBaHa nogaepxka 4YeTblpéx pexumos path-mtu-discovery:

+ disable

+ default

+ icmp-discard

* secure
Peanim3oBaHa BO3MOXHOCTb ynpaeneHus doparmeHTaumein GRE-naketoB npu nomowm komaHg, ip dont-
fragment-bit ignore v ip path-mtu-discovery discovery disable

MPLS:
+ Peanu3soaH tpyHkumoHan MPLS over GRE
+ PeanunsoBaH goyHKumoHas BGP Inter-AS Option B
+ PeaniM3oBaHa BO3MOXHOCTb Bblbopa bridge B koHdurypauum LDP
MapLupyTunsaums:
+ PeanusoBaHa BO3MOXHOCTb YKa3zaHusi HTepdoeiica B kauectBe router-id ansa RIP, OSPF, ISIS, BGP,
LDP
+ PeanusoBaHa BO3MOXHOCTb YKa3aHusi HTepdeinca B kauectBe update-source ans RIP, OSPF,
ISIS, BGP, LDP
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+ BGP:
* 3meHeH anropuTm Bblibopa router-id Ha cneayoLLyto ouepeaHOCTb:
1. ncnonb3oBaTb cTaTnyeckuii router-id
2. ucnonb3oBaTb HanmeHbLINIA IP-agpec loopback-nHtepdeiica
3. ucnonb3oBaTtb HammeHbLKA IP-agpec donsnyeckoro nHTepderica
* Peanun3oBaHa BO3MOXHOCTb PEKYPCUBHOTO rnoucka no BGP-mapLupytam
+ OSPF:
+ PeannsoBaHa BO3MOXHOCTb YCTaHOBKM cost 1 metric type ans aHoHcupyembix default-
MapLUpyTOB
+ Peanu3oBaHa BO3MOXHOCTb nUcnosib3osaHnsa npotokosia OSPF Ha VTI-TyHHenax
NTP:
* M3meHeHbl gnanasoHsbl Ans napametpos minpoll: 1-6 n maxpoll: 4-17
MexaHn3M OTCNexXmnBaHns cobbltuli (track):
+ PeanusoBaHbl kKOMaHAbl 0TO6pakeHus ctatyca track: show tracks 1 show track
AAA:
* VisameHeHa MMHMManbHas anuHa kntova gna TACACS-cepeepa o 1
DHCP:
+ PeanuzoBaH pexum pabotbl DHCP-failover - Active/Standby
+ PeanusoBaHa komaHga Ans ykasanus nons nons giaddr 8 DHCP-naketax ip helper-address
gateway-ip
Remote-access:
+ Peasi3oBaHa BO3MOXHOCTb Nepefayn mapLipyTHoi nigopmauum no DHCP ana PPTP-/L2TP-
K/IMEHTOB
CKOppeKTUpPOBaHbl OrpaHNYEHNs HA MaKCMMaslbHOE YNC/I0 akTMBHbIX MappyToB (FIB):
+ ESR-1700 — 3000000
« ESR-1000/1200/1500/1511/3100/3200 — 1700000
+ ESR-100/200/20/21/30, WLC-30 — 1400000
+ ESR10/12V/12VF/14VF/15 — 1000000
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Bepcua 1.17.3

nepequb M3MeHeHuii B Bepcuu:

* MOHUTOPVIHT 1 ynpas/ieHune:
* SNMP:
+ PeanunsoBaHa BO3MOXHOCTb MOHUTOpUHra coctosiHuss OSPF/BGP no SNMP
* FTP-knueHT:
+ PeanusoBaHa BO3MOXHOCTb KOHhurypupoBaHus IP-agpeca ftp-knuenta (ip ftp source-
address)
* TyHHenupoBaHue:
+ Peanu3oBaHa BO3MOXHOCTb aHOHCMpPOBaHWs rpynnosbix arpnbytos ¢ DMVPN-SPOKE
* IPsec:
+ Metog ayTteHTUdmkauun rsa-public-key nepemmeHoBaH B public-key
+ [lo6aeneHa nogaepxka goopmaros PKCS1 n PKCS12
« [No6asneHa nogaepxka tvna knovein ECDSA
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Bepcua 1.17.0

nepequb M3MeHeHuii B Bepcuu:

* MOHWUTOPWVHT 1 yrpaBs/ieHve:
+ CLI:
+ Peasi3oBaHa BO3MOXHOCTb 3a/jaH/si KOMMeHTapus Npu BBOAE KOMaH4bl commit
+ Peasi3oBaHa BO3MOXHOCTb 3aaHnsa TaiiMayTa NoATBEPXAeHNUS KOHurypauum npy BBoge
KOMaHAbl commit
+ Peasi3oBaHa nogaepxka yHKLMN OTNI0KEHHON Nepesarpysku
* YBesim4yeHo uncno npedmkcos u guanasoHoB IP-agpecos B object-group network go 1024
+ Peani3oBaHa BO3MOXHOCTb KOH(UIYPUPOBaHWS rpynnbl TYHHeen
+ Peasim3oBaHa BO3MOXHOCTb BbIYMC/IEHNSA KOHTPOIbHOW CyMMbI 4118 (haiinos B
pasgene flash:backup/
+ [obasneH ctonbel "Date of last modification" B BbiIBoge komaHgpl dir
+ SSH:
+ PeannsoBaHa BO3MOXHOCTb OTK/OHEHMA nogaepxmnsaeMblix HOST-asiroputMoB B SSH-
cepsepe
* Netflow:
+ PeanunsoBaHa BO3MOXHOCTb HacTpoiiku 3HaveHus ifindex ans self\dropped-tpacuka
+ Security:
* IDS/IPS:
+ MNopaepxka paboTbl C 3epKa/IMPOBaHHbLIM Tpad koM
* BRAS:
+ Peasim3oBaHa BO3MOXHOCTb 3a4aHunsa naposns nosb3osatesniein npn astopusauun no IP 1 MAC
+ DHCP:
* Server:
+ PeasiM3oBaHa BO3MOXHOCTb yka3aHus description B komaHae address
+ MapuwpyTusauus:
+ Peasi3oBaHa BO3MOXHOCTb [ByHarnpasfeHHON nepefaun mapLupyTos mexay VRF ¢ nomoLbo
KomaHgpl route-target both
+ OSPF:
+ PeanM3oBaHa onumoHasibHas nogaepxka Opaque LSA
+ PeaniM3oBaHa BO3MOXHOCTb 3a4aHns MakcuMasibHoro konuyectsa Nexthop ans ECMP-
MapLUpyTOB
+ BFD:
+ Peanu3oBaH BbiBOA MHopmauum o BFD-coceactee
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Bepcua 1.15.3

nepequb M3MeHeHuii B Bepcuu:

+ WLC (npv Hannumm nuuensmmn WLC):

MopaepxaHa paboTa ¢ Toukoi goctyna WEP-200L
Board-profile:

+ HacTtpoiikn pagnonHTepdelicoB nepeHeceHbl B npodunb board-profile

+ [lo6aBrieHa BO3MOXHOCTb HACTPOWKN TONIbKO OAHOI0 paanouHtepdeica
SSID:

+ [lo6aBneHbl HACTPOKM NapameTpoB 418 poyMuHra 802.11r/kv
Airtune:

+ [lo6aBieHbl MOHUTOPWHT 1 yripas/neHue cepsmcoM Airtune
YBenuueH pasmep XypHasna cobbITuii KIMEHTOB 1 TOYeK AocTyna
B paclumpeHHyo nHhopmaumio no Touke focTtyna Ao6as/eHbl: CepUiiHbIA HoMep, Bepcus naatbl 1
BpeMs paboThl
B BbiBOg, cocTosHust WLC (show wic) no6asneHa nHopmauusi o NogKAYEHHbIM KNMeHTaMm
MopaepxaH SNMP-moHuTOpUuHr WLC
CKpbITbl NApO/IN B TPACCUPOBKAXx
Log-filter:

+ [lo6aBneH oyHKUMoHan dunstpaymm noroe no MAC-agpecam Touek goctyna
Ap-profile:

+ [lo6aBrieHa BO3MOXHOCTb HACTPOVKN N10rMpoBaHns /19 BCEX CEPBUCOB TOUKM JOCTYNa
AP:

+ [lo6asneH napameTp ap-model ans onpegeneHns Tmna To4YkM focTyna
Service-activator:

+ ONTUMMU3MPOBaH asiropuTM o6HOBeHUs MO Touek goctyna

10
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Bepcua 1.14.5
nepeqel-lb M3MeHeHui B Bepcuu:

* QoS:
+ [ob6aBneHa BO3MOXHOCTb YKa3blBaTb OrpaHNYEeHNs Nos10Chl NPOMYyCKaHWA B NPOLEeHTax AN
complex-qos
+ MapuwpyTusauus:
+ [lo6aBnieHa BO3MOXHOCTb 3agaHus Policy-Based Routing ans nokansHoro Tpadgumka
MapLupyTumsaropa
* MOHWUTOPWVHT 1 yrpaB/ieHve:
+ [lo6aBrieHa BO3MOXHOCTb aBTOMaTMyeckoro 06HoBneHms MO ¢ ucnosb3osaHnem DHCP-onuuii
+ SYSLOG:
+ [lo6aBneHa BO3MOXHOCTb omnbTpaummn syslog-coobLueHnii oTaenbHbIX NPOLECCOB NPy
3an1cu B NIoKasbHbIV syslog-thainn nnu yganeHHblii syslog-cepeep
+ [lo6aBneHa BO3MOXHOCTb SIOrMpoBaHnA NOTOKOB Tpadimka, obpadaTbiBaeMbix IPS/IDS, Ha
yAasieHHbIn syslog-cepsep.
* Pe3epBupoBaHue:
+ PeanusoBaHa nogaepxka npotokosioB STP/RSTP B bridge gnia Bcex mogeneii
+ PeanusoBaHa nogaepxka npotokosioB STP/RSTP ansa comsnyecknx MHTepdeincos B pexume
switchport ans ESR-1x/2x
* Remote-access:
+ [lo6aBfieHa BO3MOXHOCTb OrpaHuyYeHnss MeTOA40B ayTeHTUMKauMm 1 WngpoBaHns NPOTOKO0B
IKE n IPsec gna L2TP-cepeepa 1 L2TP-knueHTa
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Bepcua 1.14.0
nepeqel-lb M3MeHeHui B Bepcuu:
.« AAA:

+ [ob6asneHa BO3MOXHOCTb UCNOMb30BaTh 3aluiLeHHoe coeanHeHune TLS/SSL ana LDAP
DPI:
« [lo6aBneHo onpegenexHve cnegyowmx npunoxeHuii: bittorrent-networking, ms-netlogon, ms-rpc,
ms-sms, rtp audio, secure-http, secure-smtp, vmware-vsphere
IDS/IPS:
+ MogpepxaHa unsTpaumsa otaenbHbiX komaHg ons HTTP n FTP
IPsec:
+ [lo6asneHa nogaepxka mode transport

QoS:
+ [JobasneHa knaccudpurkaumsa no URL
+ [JobasneHa knaccudurkaumsa no npUIoKeHNsam
Track
+ [lo6aBneHa BO3MOXHOCTb OTc/NexusaHnsa coctosaHna VRRP unim SLA TecTa.
+ [ob6asneHa BO3MOXHOCTb ynpassieHusa napamerpamv VRRP, PBR, agmuHucTpatusHoro craryca
nHTepdeiica, cTaTmyeckoro MapLupyTa, atpubyta AS-PATH u preference B route-map.
MOHUTOPUHT 1 yNpaBieHue:
+ CLI
+ [o6aBneHa BO3MOXHOCTb OTOBpaXeHUs KOHUIypaumm yCTPOICcTBa C napaMeTpamu,
NMELWNMN 3HAYEHME N0 YMONYaHUIO
+ [lo6aBneHa BO3MOXHOCTb B kKOMaHze ping ykasbiBatb IPv4/IPv6/DNS xocT 6e3 npedrkcoB
ip/ipvé
+ [lo6aBrieHa BO3MOXHOCTb 3aZjaHns naposeli MeHee 8 CMMBO/I0B
+ [lob6aBrieHa BO3MOXHOCTb NMPOBEPKUN BHELLUHUX HAKOMNWUTENEW C NOMOLLbIO KOMaHab! verify
storage-device
+ [lo6aBneHa BO3MOXHOCTb (DOPMATUPOBAHNSA BHELLHMX HaKonuTenel ¢ NOMOLLbI0 KOMaH/bl
clear storage-device
+ SSH:
+ Ha ctapTe ycTpoiicTBa NpoMCXo4uT NpoBepka Hanmumns host-knodeli n npu nx oTCyTCTBUK
NPOUCXOANT reHepaums. Kaxaoe ycTponcTBo MMeeT yHuKasibHble ssh host-kioum
* Y6paH 13 obpalleHmsa ycTapeBLINiA TUN KNtoyei rsal
+ Y6paHa komaHza crypto key generate 13 pexvma KoHchurypmposaHusi configure, BMecTo
Hee pob6asneHa update ssh-host-key B pexxvm KoHGUrypmnposaHus root
+ C6op CTaTUCTUKN:
* MopcueT Tpadhmka no HanpaeneHuto Ingress n Egress gns Netflow
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Bepcua 1.13.0

nepequb M3MeHeHuii B Bepcuu:

* Mopgaepxka mappytmusatopos ESR-1511 n ESR-3100
* Mopaepxka pyHkymoHana Content-Filter ana HTTP-Tpaduka
+ Mopgaepxka dpyHKunoHana Anti-Spam gna HTTP-Tpacdhmka
+ MapuwpyTusauus:
+ BGP:
* YBenuueHue BGP RIB ESR-10/12V/12VF/14VF po 1M mapLipyToB
* YBenuyenune BGP RIB ESR-20/21/100/200 go 2,5M mapLupyToB
+ YBenuyenue BGP RIB ESR-1000/1200/1500/1510 go 5M mapLupyToB
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Bepcua 1.12.0
nepeqel-lb M3MeHeHui B Bepcuu:

* IDS/IPS:
+ MNopaepxaHo B3aumogeticteue ¢ Eltex Distribution Manager gns nonyyeHuns nuueH3npyemoro
KOHTeHTa — Habop npaBw/, NnpegocTaBnsiemMblx Kaspersky SafeStream |l
* IPsec:
+ [lo6aBneHa BO3MOXHOCTb npocmoTpa debug nidopmauun ans IPsec
+ MPLS:
« No6asneHa nogaepxka VPLS Kompella Mode
+ [lo6aBneHbl KOMaHApbl BbIBOAA onepaTtuBHON nHdopmauun ansa L2VPN
+ USB-Modem:
* Mopaepxka moaemoB ¢ npoLumekoi HILINK
* MapupyTtusauymsa
+ IS-IS:
+ [Jo6aBneHa Bo3mMoxHOCTb 3-way handshake yctaHoBneHus coceacrtea
* MOHUTOPVIHT 1 ynpasJ/ieHune:
+ CLI
* Y6paHa BO3MOXHOCTb ayTeHTUIMKaLMn Moz, nosib3oBaresieM root
* TyHHenupoBaHue:
+ JlobaBneHa BO3MOXHOCTb 3afaHna AAA cnvckos ayTeHTudukaumm ans OpenVPN-k1veHToB
* dunbTpauma:
* HTTP proxy
+ [lo6aBnieHa BO3MOXHOCTb JI0rMpPOBaHus COObITUIA (onnbTpaLmm

14



ESR-Series. Release notes. Bepcus 1.20

Bepcusa 1.11.10

nepequb M3MeHeHuii B Bepcuu:

* MOHWTOPWHT 1 ynpaB/eHne:
+ CLI
+ [lo6aBneHa BO3MOXHOCTb MPOCMOTpPa MPUYMHbI Nepesarpy3ku ¢ NoMoLLbo KoMaHabl show
system reload
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Bepcna 1.11.6
nepeqel-lb M3MeHeHui B Bepcuu:

* MOHUTOPWHT 1 ynpaB/ieHue:
+ CLI

+ [lob6aBneHa BO3MOXHOCTb MPOCMOTPA KO/IM4ecTBa TyHHenel softgre ¢ nomoLubio
komaHgbl show tunnels count softgre (npv Hannumm nuueHsumn WLC)

+ [Jo6aBneHa BO3MOXHOCTb NPOCMOTPa CymmupytoLLein nidpopmauum o wireless-controller ¢
nomolubto komaHabl show wireless-controller access-points (npu Hannunm nuueHsnmn WLC)

+ [lo6aBrieHa BO3MOXHOCTb 3ajaHNs HECKOIbKNX KpUTepmnes hunbtpauun B pipe

+ [lo6aBneHa BO3MOXHOCTb 3anucy BoiBoga CLI B chaiin

+ PeanusoBaHbl MogndukaTopsbl BbiBoga until u counter
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Bepcua 1.11.4
nepeqel-lb M3MeHeHui B Bepcuu:

* MOHUTOPWHT 1 ynpasneHmne:
+ CLI
« [No6aBneHa komaHza clear vrrp-state ansa nepeknioyeHnsa mactepctea mexay VRRP
MASTER n BACKUP
* QoS:
+ ONTUMK3MpPOBAH NPOLECC NMPUMEHEHNA ANHamMMyeckoro QoS
+ PeanunsoBaHa npuoputusauymnsa Tpaguka gnia guHammyeckoro QoS
* MopaepxaH mexaHnam SFQ anst nporpaMmHol peanmsaunmn QoS
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Bepcusa 1.11.2
nepeqel-lb N3MeHeHui B Bepcuu:

+ Mopgpepxka mapupytusatopos ESR-3100
* BRAS:
+ MopgaepxaHa pab6oTta BRAS B VRF ansa cxembl BKItoueHUs L3
+ MopgaepxaHo gobaeneHune Option 82 n3 DHCP nakeToB KAMEHTOB B akKayHTUHT
+ MopaepxaHo nonyyeHne yncnia cepsncos u ceccuin BRAS uepes SNMP
+ SNMP:
+ MoppepxaHo paspyLleHne TyHHenen softgre
* MOHUTOPWHT 1 ynpaB/ieHue:
« CLL
+ [lo6aBnieHa komaHaa merge, KOTopas 06beANHAET 3arpyXXeHHY KOHUrypaLmio ¢
candidate-config
+ [lo6aBnieHa BO3MOXHOCTb NPOCMOTpPa MHOpMaL N 0 KOHGUrypauumn onpeaeneHHoro
Bridge
+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpPa KOHMrypauum onpegeneHHol object-groups ¢
yKasaHuem Tuna
+ [lo6aBrieHa BO3MOXHOCTb MPOCMOTpPa KOHpUrypaumm onpeiesieHHoro TyHHens
+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpPa KOHpUrypaumm onpegeneHHoro route-maps
+ [lo6aBnieHo coxpaHeHne NorMHa nosb3oBaresns B MM KOHurypauum npy pesepsmpoBaHmm
KOHoUrypaumm nokasabHO
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPA pasHuLbl MEXAY apXMBHbIMN KOHIUTYpaUUsiMn
+ [lo6asneHa komaHza clear vrrp-state, koTopas octaHaB/MBaEeT BbINOSIHEHNE NPOTOKONA
VRRP Ha Bpems 3* Advertisement_Interval+1. 3T0 gaeT BO3MOXHOCTb MapLupyTnsaTopy,
HaxopgsLemMycs B COCTOSAHMM backup, BbINONHWUTL NepexsBaTr MacTepcTea
+ SLA:
* MopgaepxaH IP SLA B pexume ICMP-ECHO
* TyHHenupoBaHue:
+ MNopaepxaHa CMHXpoHM3auma TyHHenel wireless-controller mexay mMapLupyTusaTopamu ¢ pasHoli
Bepcueli MO
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Bepcna 1.11.1
nepeqel-lb N3MeHeHui B Bepcuu:

* IPsec:
+ PeanmsoBaHa BO3MOXHOCTb OTk/toueHusi Mobility and Multihoming Protocol (MOBIKE) ans IKEv2
+ Mopaepxka IPsec ayteHTUdMKauum no ceptudpnkaram
* Mopaepxka CRL n homnsTpayun no nonto arpubyta Subject-name
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Bepcua 1.11.0
nepeqel-lb M3MeHeHui B Bepcuu:

+ CLI
+ Peanu3oBaHa BO3MOXHOCTb dounetpaumm no TCP/UDP-noptam npy 0TO6paxXeHnmn 1 04NCTKe
firewall/NAT-ceccuii
+ Peanun3oBaHa BO3MOXHOCTb NPOCMOTPa KoHurypaumm mDNS
* IPsec:
+ PeanunsoBaHbl pexxumbl nepe-nogkntoveHns knveHtos XAUTH ¢ ogHum nioruHom/naponem
+ Peasim3oBaHa BO3MOXHOCTb OTK/IHOUEHUS NPOBEPKN Nons aTpmbyTa Subject nokasnbHOro n
ypaneHHoro ceptudnkara XAUTH
+ MapuwpyTtusaums:
+ PeasiM3oBaHa BO3MOXHOCTb MCnosb3oBaHusa Multiwan Ha pppoe, 12tp, openvpn, pptp u vii-
TYHHene
* TyHHenupoBaHue
+ GRE
+ Peasi3oBaHa BO3MOXHOCTb MCNosb3oBaHusa ans GRE-TyHHene B kauecTBe /I0Ka/IbHOro
nHtepdpenca: USB-modem, pptp, 12tp, pppoe-TyHHeneit n e1, multilink-nHtepdeiicos
+ Peasi3oBaHa BO3MOXHOCTb nocTpoeHunss GRE-TyHHenel ot IP-uHTepdelicoB otanyHoro VRF
+ Peanun3oBaHa BO3MOXHOCTb 06ecneyeHns L2 cBA3HOCTM MeXay KIMeHTamun 13 pasHbix
TYHHe e B pamkax 0O4HoOl siokaumm B cxeme ¢ wireless-controller
* PPPoE
+ Jlo6aBneHa BO3MOXHOCTb UCMOMb30BaHUst cumeosio ", "/" 1 "\" B UMeHu nosib3oBarens
+ OrpaHunyeHa noggepxka gainnosbix cuctem gns USB-Hakonuteneli 1 SD/MMC kapT. MNMogaepxmBaeTcs
TOoNbKO FAT
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Bepcua 1.10.0

nepequb M3MeHeHuii B Bepcuu:

+ MapuwpyTusauus:
+ [lo6aBneHa noggepxka NpoTokona maplipyTtnsauum IS-IS
+ [lo6aBneHa noggepxka npotokona mappytunsauumn RIP NG
* lMepepabotaHo KoHUrypuposaHue BGP
+ BGP:
+ [lo6aBneHa nogaepxka BGP Graceful restart
+ [No6aBneHa nogaepxka atpudyta BGP Weight
+ OSPF:
+ [lo6aBneHa nogaepxka OSPF Graceful restart
* MOHUTOPWHT 1 ynpaB/ieHue:
+ [lo6aBnieHa BO3MOXHOCTb BK/IIOYEHUSA MOHOMOBHOTO AOCTYNa K KOHhurypaumm
+ [ob6aBneHa BO3MOXHOCTb copoca CLI-ceccuin
+ [o6aBneHa BO3MOXHOCTb OYMCTKN CNMCKa aBapuii
* TyHHenupoBaHue:
+ [lo6aBneHa BO3MOXHOCTb BbiGOpa MeToga ayTeHTMdnKaumm nonb3osarteneii ans L2TP n PPTP-
cepBepoB
+ [Job6aBneHa BO3MOXHOCTb UCNOIb30BaHUA NMPUBATHOIO K/ltova v ceptudpmrkata OpenVPN-kiveHTa
+ MPLS:
+ [lo6aBneHa nognepxka npotokosna LDP
+ [Oo6asnena nogaepxka L2VPN VPWS
+ [lo6asneHa nogaepxka L2VPN VPLS Martini mode
+ [lo6aeneHa nogaepxka L3VPN MP-BGP
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Bepcusa 1.8.7
nepeqel-lb N3MeHeHui B Bepcuu:

+ USB-Modem:
+ [lobaBneHa komaHga "no compression" 4519 3anpeTa UCnosib30BaHMs METOa CXXaThs 3aro/1I0BKOB
TCP/IP BaH AkobcoHa
* MOHWUTOPWHT 1 ynpaB/ieHne:
+ [lo6aBneHa BO3MOXHOCTb BbINO/HATL KOMaHAbl N0 SSH B HEMHTEPAKTMBHbIX CECCUMAX KOMaHAHO
ctpoku (CLI)
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Bepcua 1.8.5
nepeqel-lb M3MeHeHui B Bepcuu:

+ Security:
+ [lo6aBrieHa BO3MOXHOCTb MCMob3oBaHua demo-nuueHsunii gnsa IDS/IPS
+ SLA:
+ O6HoBneH areHT Wellink SLA Ha ycTporictBax ESR-10/12V/12VF
+ USB-Modem:
+ [lo6aBrieHa BO3MOXHOCTb MCMOb30BaHWA cumBonoB ', '@’ ., - As1a nons user B pexvme
koHcurypuposaHus cellular profile
* MOHUTOPWHT:
+ [lo6aBneH dyHKLMoHan Zabbix-proxy
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Bepcua 1.8.3
nepeqel-lb M3MeHeHui B Bepcuu:

* IPsec:

+ PeweHa npobnema HectabunbHOI paboTbl IPsec ¢ DMVPN n L2TPv3
+ Multilink:

+ PewweHa npobnema mapLupyTtusauumn tpadgumk n3 multilink

+ PewweHa npobnema c gobasneHvem BTOPOro v nocneayowmnx nHrepgeiicos B multilink
+ OSPF:

+ PewweHa npo6nema ¢ 06HOBNEHEM MaPLLPYTHON nHopMaLmm
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Bepcusa 1.8.2
nepeqel-lb N3MeHeHui B Bepcuu:

* Moppaepxka mapipytusaropos ESR-20/21/1500/1510
* OpenVPN cepsep:

* YBe/IM4yeHo KONM4ecTBO nonb3oBartenei fo 64
+ ACL:

+ ESR-1X: yBenuueHo konmyecTso npasun go 255
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Bepcua 1.8.1
nepeqel-lb N3MeHeHui B Bepcuu:

* OpenVPN cepsep:
* Bo3MOXHOCTb HasHaveHus cTtatudeckoro IP-agpeca ana OpenVPN-nonb3oeatens
* Bo3MOXHOCTb aBTOpM3auun Heckonbknx OpenVPN-nonb3oBartenein ¢ ogHMM cepTUdINKaToMm
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Bepcua 1.8.0
nepeqel-lb M3MeHeHui B Bepcuu:

* TyHHenupoBaHue:

* MNopaepxaH DMVPN
+ BGP:

* YBenuyeHue BGP RIB ESR-20/21/100/200 go 2M mapLupyTos

* YBenuueHue BGP RIB ESR-1000/1200/1500/1510 go 3M mapLipyToB
+ SNMP:

* MNopaepxka LLDP-MIB
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Bepcua 1.7.0
nepeqel-lb M3MeHeHui B Bepcuu:

* dunbTpauma:
* MopgpepxaH IDS/IPS
« HTTP proxy: go6aBneHo kKoHgurypmposaHue redirect noptos
+ CLI
+ ESR-1700: ¥YBennueHo makcumanbHoe KonmyecTtBo object-group network go 1024
+ [lo6aBneHa Bo3MOXHOCTb B Prefix List, route-map ykasbiBatb npednkc 0.0.0.0/0
+ [lo6aBneHa BO3MOXHOCTb B object-group url yka3biBaTb CCbI/IKM B BUAE PETYNAPHbIX BblpaXXeHWI
+ [lo6aBnieHa BO3MOXHOCTb M3MeHsATb MAC-agpec (hmanyeckmx n arpermpoBaHHbIX MHTepdelicos
* MepeHoc komaHg ip http proxy redirect-port, ip http proxy redirect-port noptos ns BRAS B
HTTP(S) Proxy
« NAT:
+ ESR-1700: ¥YBennueHo makcumanbHoe konmyectso NAT pool go 1024

20
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Bepcua 1.6.6
nepeqel-lb M3MeHeHui B Bepcuu:

* TyHHenupoBaHue:
+ MopaepxaH HoBbIN MexaHn3M keepalive gns softgre TyHHeneii. MpoBepka TyHHenelk
BbINOIHAETCSA NO ping-probe oT KNNMEHTCKMX YCTPONCTB. HOBbLIV pexymM paboTbl BKIoHaeTcs
komaHgoli keepalive mode reactive B koHdpurypaumm wireless-controller
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Bepcua 1.6.5

nepequb M3MeHeHuii B Bepcuu:

+ CLI:
+ [ob6asneHa BO3MOXHOCTb BK/TIOYEHWS O4HOMO/1b30BATENIbCKOr0 pexnma
KOHpurypupoBaHus
+ [ob6aBneHa komaHga Ans 3aBeplieHms ceccuii CLI
+ [ob6aBneHo onoseLeHne 0 HeMpPeMeHHbIX U3MEHEHUAX B KOH(Urypauum rnpu
BXOZe/BbIXxoae B/13 pexuma KoHurypuposaHus v CLI
* TyHHenupoBaHue:

+ [lob6aBneHa BO3MOXHOCTb BK/HOUEHUST sub-TyHHens softgre B Bridge, KOTopbIil HaxoauTCs
B VRF
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Bepcua 1.6.4
nepeqel-lb M3MeHeHui B Bepcuu:

+ BRAS:
+ [No6asneHa komaHga show subscriber-control sessions count ans nogcueta uicna ceccuii BRAS
+ [No6aeneHa komaHga show subscriber-control services count gns nogcuera uncna cepsncos
BRAS
+ mDNS
+ [lo6aBneH gyHkumoHan mDNS-reflector
+ [Jo6asneH yHKunoHan cunistpaunm cepsncos mDNS
+ [lo6aBneHa komaHgaa show ip mdns-reflector nns npocmoTpa HalgeHHbIX cepricoB MDNS
+ [lo6aBneHa komaHga clear ip mdns-reflector gnsa 06HoBNEHNS cncka cepBMCOB
* MOHWUTOPWHT 1 ynpaB/ieHne:
« CLI
+ [lo6aBneHbl punbTpbl dynamic/static u tunnel softgre ana komang show/clear mac
address-table
* TyHHenupoBaHue:
+ [lobaBneHa komaHga clear tunnels softgre remote-address <ip> gns ynanenus softgre
TYHHENSA AN KOHKPETHOM TOUKM
+ [lo6aBneHa komaHga clear tunnels softgre nns yganeHns Bcex softgre TyHHenei
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Bepcusa 1.6.2
nepeqel-lb N3MeHeHui B Bepcuu:

* BRAS:
* MopgaepxaH Ha ESR-1X/2X
+ [lo6aBnieHa BO3MOXHOCTb 3a4aHusa nHTepdeica ¢ guHamuyeckumm IP agpecammn B KayecTBe nas-
ip
+ DHCP:
+ [lo6aBrieHa BO3MOXHOCTb O4MUCTKM 3anuceli apeHg DHCP cepsepa
* YBenmyeHo uucno cratndecknx DHCP 3anuceit B nyne go 128
* QoS:
+ [lo6aBneHa Knaccudmkaums Ha ncxogawem nHtepdeiice, YTo NO3BOJSET HE UCMONb30BaThb
ingress NOJIMTUKM
+ [lo6aBneHa BO3MOXHOCTb 3aaHuNsA B Knacce Heckosbkux ACL
+ [lo6aBneHa BO3MOXHOCTb 3a4aHus B knacce knaccudmkaumm no DSCP
* VolP:
+ [Job6aBneHa BO3MOXHOCTb KOHUrypuposaHus PBX
* NHTepcpeiico:
* MopaepxaH pexmm paboTbl MHTepdeiica routerport/switchport/hybrid
* MoppepxaH E1 HDLC
+ MoagnepxaH Serial (RS-232):
+ OpraHu3aums NoAKI0YEHNS ¢ MOMOLLbI0 aHa10roBbiX MogemoB B pexume Dial up, leased line
* YnpaBsneHve coceHVMMU YCTPOKCTBaMy N0 KOHCOU
* MapupyTtusauymsa
+ BGP:
+ MNopaepxaH Flow Specification Rules
+ MNopaepxaH atpmbyT weight
+ [lob6aBneHa BO3MOXHOCTb 3afaHus route-map default route, le/ge/eq
« [nsa onymm remove-private-as go6asnexbl onuuu all, nearest, replace

* MopaepxaH IP Unnumbered
+ [lo6aBneHa BO3MOXHOCTb OTK/I0UeHMA oTnpaBku oTBeToB ICMP unreachable/redirect
* MoppaepxaH IPv6 Router Advertisement
* MultiWAN:
+ MNopaepxaH mexaHn3m ouncTtkm NAT ceccuii nocne o6HapyXeHUs HeJOCTYMHON Lenn
* MOHUTOPWHT 1 ynpaB/ieHue:
« AAA:
+ [lo6aBneHa BO3MOXHOCTb 3agaHus IP agpeca nctouHuka gns TACACS/LDAP cepsepoB
+ [o6aBneHa BO3MOXHOCTb 3afaHnst MHTepdieica B kauecTBe UcTouHnka ansa RADIUS
cepsepa
+ Pasmep kntoua TACACS cepsepa pacwmpeH go 60 cumeonos
+ [lo6aBsieHa BO3MOXHOCTb OTK/IIOYEHUS ayTEHTUPMKALMM Yepe3 KOHCOJTbHBIA NopT
+ CLI
+ [lo6aBneHa BO3MOXHOCTb 3a4aHns NCEBAOHMMOB KOMaH[,
+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpPa CTaTUCTUKN UCMOMb30BaHWA nHTepdeiica
+ [lo6aBneHa BO3MOXHOCTb MPOCMOTpPA CTaTUCTUKK Mcnosnb3oBaHmus CPU
+ [lo6aBnieHa BO3MOXHOCTb 3aZjaHns UMEHMN A/19 CTaTUYeCcKoro MapLupyTta
+ [lo6aBfieHa BO3MOXHOCTb BbIYMCNIEHUSA XLl CyMM (haiisioB
+ [lo6aBsieHa BO3MOXHOCTb MPOCMOTpPA CNMCKa TEKYLLUMX aBapuil
+ [lo6aBrieHa BO3MOXHOCTb BbIK/IlOYEHNS gebara ogHoM KoMaHa oM
+ [lo6aBneHa BO3MOXHOCTb BbIBOAa COO6LLEHWI Npy NPOCMOTPE J1I0roB 3a OnpeesieHHbIl
NPOMEXYTOK BPEMEHU
+ [lo6aBieHa BO3MOXHOCTb BbIrpy3Ku 3arpy34nkoB
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+ [lo6aBneHa BO3MOXHOCTb NPOCMOTpPa OnucaHusa npasw/ia B BbiBoAe KoMaHabl show ip
firewall counters

+ [lo6aBneHa BO3MOXHOCTb konmpoBaHusi paiinos no npotokony HTTP (S)

+ [lo6aBneHa BO3MOXHOCTb MPOCMOTPA Pa3HULLbl MeXay KoHgurypaumsimm (running,
candidate, factory)

+ [lo6aBsieHa BO3MOXHOCTb MPOCMOTpPa KOHpMrypaumm ¢ MetagaHHbIMU

* Y6paHa komaHga commit update

SNMP:

+ [lo6aBnieHa BO3MOXHOCTb 3aZ,aHss community an1s trap coo6LeHnii

+ [lo6aBnieHa BO3MOXHOCTb 3agaHus IP agpeca nctouHunka A1 trap coobLieHnii

+ [lo6aBnieHa BO3MOXHOCTb Bblbopa cogepxumoro Tpanos linkDown/linkUp mexay
cTaHZapTHbIM u cisco-like

SSH:
+ [lo6aBneHa BO3MOXHOCTb 3agaHus IP agpeca nctouHuka gnsa SSH knveHTta
* MoppaepxaH Cisco SLA responder
* MoppaepxaH Eltex SLA
* MopgpepxaH SFTP cepeep
+ dunbTpauma u TpaHcnAuns
+ Firewall:
+ [ob6asneHa BO3MOXHOCTb ounsTpauum no umenn tuna ICMP coobueHns
« HTTP (S) Proxy:
+ [o6aBneHa BO3MOXHOCTb onnbTpaumm no tuny KoHteHTa: ActiveX, JS, Cookies
+ [lo6aBneHa BO3MOXHOCTb (hunstpaunn/pegmpekTta no NokasibHbIM/yAaIeHHbIM CriMcKam
+ [lo6aBneHa BO3MOXHOCTb 06HOBNEHUS yaaneHHbIx cnuckoB URL yepes RADIUS CoA
+ NAT:

+ [lo6aBneHa BO3MOXHOCTb OCYLLECTB/IATb TPAHCIALMIO agpecos ¢ TyHHens PPTP/PPPoE

* TyHHenupoBaHue:
* IPsec:

+ [lo6aBneHa BO3MOXHOCTb Mcnonb3oeaHus IP agpeca, nonyyeHHoro no DHCP, B kauecTBe
NIOKasIbHOTO LW3a

+ [lo6aBfieHa BO3MOXHOCTb MPOCMOTpPa pacluMpeHHolr nHopmaumm 06 ayTeHTudmKaumnm
TYHHene

* MopaepxaH XAuth knneHT

+ Moapnepxka PFS (perfect forward secrecy) ¢ ucnonb3zosaHuem rpynnsi DH
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Bepcua 1.4.4
nepeqel-lb M3MeHeHui B Bepcuu:

* PPPOE k/ineHT:
+ [lo6aBneHbl metoabl ayteHTUdmkaumm PAP, MS-CHAP, MS-CHAPv2, EAP
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Bepcua 1.4.2
nepeqel-lb M3MeHeHui B Bepcuu:

+ 3awuTa oT aTak:
« [o6aBneHa komaHaa show ip firewall screens counters, no3sonstowas npocMaTpusarb
CTaTUCTUKY MO 3adIMKCMPOBAHHbLIM CETEBbLIM aTtakam
+ PeanuzoBaHa 3awmTa ot XMAS u TCP all flags
+ SNMP:
+ [lo6aBneHa BO3MOXHOCTb yCTaHaBNMBaTb NapameTpbl snmp-server contact 1 snmp-server
location. lo6asneHbl OID gna 3TUX napameTpos
+ PeanusoaH SNMP View: npegocTtasnieHne unu 3anpet gocrtyna ansa community n user no OID
« NTP:
+ PacwwupeH BbiBog, show ntp peers: 06aB/1eHbl CTPaTYM M CTATyC CUHXPOHU3aLNN
+ Firewall:
+ [lobaBneHa komaHaa ip firewall sessions tracking sip port, nossonsiowas sbiGupats TCP/UDP
nopt ana SIP session tracking
* Firewall:
+ [lo6aBneHa komaHaa ip firewall sessions tracking sip port, nossonsiowas seibupats TCP/UDP
nopt ana SIP session tracking
* TyHHenupoBaHue:
+ PeanusoBaH L2TP knneHT ¢ noaaepxkoii IPSec
* IP SLA areHt (Wellink):
+ [lo6aBrieHa BO3MOXHOCTb yrpaB/ieHNs TectaMu 6e3 yyactus noprana
+ MNepepaboTaHbl KOMaHAbl yNpaBneHus 1 MOHUTOPUHTa
+ [lo6aBnieHbl KOMaHApbl yrpaBeHUs noporaMu: ycTaHOBKa NoporoB NpeBbILLEeHNs U HopMannsaumum
3Ha4YeHnin NnapameTpoB TecTa, onoselleHne B CLI, SYSLOG n SNMP o nepeceyeHun noporos
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Bepcua 1.4.1
nepeqel-lb M3MeHeHui B Bepcuu:

* TyHHenupoBaHue:

+ Passutue GRE:

+ PeanusoBaH mexaHu3M keepalive ans Ethernet over GRE TyHHenel

* YBE/IMYEHO MakcuMasibHoe konmuecTBo SoftGRE TyHHenel no 8K (ESR-1200/ESR-1700)

+ [lo6aBneHa BO3MOXHOCTb HacTpoiikn MTU Ha SUB-GRE TyHHensix

+ Passutue IPsec:

+ [lobaBneHa koMmaHAa encryption algorithm null B pexume koHdmrypmposanus config-ipsec-
proposal, oTknovatowasn wudgposaHne ESP-Tpadmka

+ Mopaepxka paboTbl policy-based IPsec B VRF

+ BRAS:

+ MNopaepxka orpaHM4yeHne CKOpoCTU Ha abOHEHTCKYHO CECCUIO

+ [lobaBneHa koMaHAa session ip-authentication B pexxume koHdurypuposaHus config-subscriber-
control. [py BK/IOYEHHON oNumMK ayTeHTUdUKaLma nonb3osarenei npoxogut no IP-agpecy

+ [o6asneHa komaHza show subscriber-control radius-servers 19 npocmoTpa nHgopmaumm 06
ncnosnb3zyemblx RADIUS-cepBepax

+ SNMP:

* BO3MOXHOCTb NPMMEHUTb KOH(UIypaumo n nepesarpy3vTb YCTPOWCTBO C MOMOLLbIO
commitConfirmAndReload SetRequest

* Noppaepxka areHTa RMON, no3BonALLEro cobuparb CTATUCTUKY O Xapaktepe Tpadmka Ha
ceTeBbIX MHTepheincax

+ PeanusosaHo ynpasneHue VolP-cepsucamu no npotokony SNMP

+ MNopaepxka oTnpaBkun yBeAoMIEHN Npu 06HapyxeHun DoS-atak

+ PeanmsoBaHa otnpaska SNMP traps npv 4OCTUXEHUN NMOPOroBbIX 3HAYEHUIA:

+ 3arpysku ceTeBbIX MHTepeiicos

+ GRE/SUB-GRE TyHHenen

+ KonnuecTtBa TyHHenei BKIOYEHHbIX B bridge-group

+ BRAS-ceccwui

« AAA:

+ BO3MOXHOCTb YKa3aTb source-address /15 3anpocoB K cepBepy aBTopu3aunm 1 ayTeHTugmnkawmm

B pexumax koHdurypupoBaHus config-tacacs-server n config-ldap-server
* MultiWAN:

+ [lo6aBneHbl komaHabl wan load-balance B pexume koHdurypupoBaHus config-cellular-modem,

no3BonstLwme HactpomTb Multiwan ¢ ncnonb3osaHmem USB-mogema
*+ L3-mapuwpyTtusaums:

+ MNopaepxka TexHonornv BFD ans ctatmyeckoi MapLupyTtusanmm

+ Passutue BGP:

+ [oo6asneHbl komaHabl default-information originate B pexxvme koHdurypnpoBaHus config-
bgp-af, default-originate B pexume koHdurypuposaHusi config-bgp-neighbor,
NO3BONAOLME aHOHCMPOBATbL MapLUPYT N0 YMO/TYaHWUIO

+ CLLI:

+ [lo6asneHa nogaepxka ropsaumx knasuw Ctrl-P n Ctrl-N gna npocmotpa uctopumn BBefeHHbIX
KOMaHp,

+ [lo6aBrieHa BO3MOXHOCTb MPOCMOTpPA TEKYLLLEro COCTOAHMUA 0OBEKTOB TPEKMHIA C MOMOLLLbO
komaHabl show tracking objects

« LLDP:

+ [lo6asneHa nogaepxka pacmpeHus MED ¢ nogaepxkoin aHoHcupoBaHus napameTtpos DSCP,
VLAN, PRIORITY g2 pa3nnyHbIX TMNOB YCTPOWCTB. MNocpeacTBOM AAHHOIO pacluMpeHns
peanusyetcsa nepepgadva Voice VLAN

+ Firewall:
+ PeasiM3oBaHa TeXHONOMMA Knaccudukaumm Tpadurka npuioxeHuin
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« [lo6aBneHa komaHga ip firewall logging screen B pexxvme koHdurypupoaHus config,
no3BosisoLMe siormposatb 06HapyXeHHble DoS-ataku
QoS:
+ PeanusoBaH mexaHuam GRED (Generic RED) gnsi ynpaBneHus nepenosiHeHeM ovepeaeit Ha
ocHoBaHuu I[P DSCP nnu IP Precedence
VRRP:
* MoppepxaHa pa6ota B VRF
+ [o6asneH VRRP track-ip
Zabbix:
+ BHegpeH Zabbix-areHT
KoHdpurypuposaHue:
+ Peasin3oBaHO aBTOMAaTU4eCKOE YTeHNe KOH(IUIypauumn ¢ NepeHoCHbIX HOCUTeNen Npu 3arpyske
ycTpoicTBa 6e3 KoHdurypaumm
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Bepcua 1.4.0

nepequb M3MeHeHuii B Bepcuu:

* TyHHenupoBaHue:

+ [lo6aeneH PPTP-knueHT

+ [lo6aeneH PPPoE-knneHT

+ Moppaepxka TyHHens Ethernet over GRE

+ Mopaepxka co3gaHmsa cabuHTepgeicos ansa Ethernet over GRE TyHHenein

+ BosmoxHocTb yBenunueHma MTU ansa TyHHenen go 10000

+ Passutue IPsec:

+ MNopaepxka XAuth ansa amHammnyeckmx IPsec-TyHHenel
+ Passutme OpenVPN
+ PaclmpeHve cnucka anropyutMOoB LWMAIPOBaHNA 1 ayTeHTUdMKaunm
BRAS:

+ Bo3moxHoCTb TpaHcnsauum Tabnvusl USER IP - PROXY IP no npotokony NetFlow ans

NPOKCUPYEMbIX COEAVHEHW
L2 kommyTaums:
+ [lo6aBneHa komaHaa force-up B pexum KoHuryprpoBaHus config-vlan. B gaHHom pexvive VLAN
BCerga HaxoguTcsa B coctosaHuu «Up»
L3 mappyTtusaums:
+ BO3MOXHOCTb ONUMOHA/IbHOIO BKNOYeHUA IPv6 cTeka Ha nHTepdericax
+ Passutue BGP:
* YBeNMYeH ananasoH 3HavyeHuii Ana napametpa local preference
+ PacwwupeH BbiBog, KomaHbl show ip bgp neighbors
+ PeanunsoBaH VRRP tracking: nsmexnenve MED n AS-path aTpn6yTOB Ha OCHOBE COCTOSHUSA
VRRP
CLI:

* Bo3MOXHOCTbL MacwtabmpoBaHusa pasMepa TepMrHasia nog pasmep okHa Ha MK npu
NCNOMb30BaHNM KOHCO/ILHOIO NoAktoveHns. KomaHga terminal resize

+ PacwupeH Habop gonyctumbix cumBosioB B APN B pexxvme koHgunrypupoBatus config-cellular-
profile. lo6aBneHbl cumsons! "@", ".", "-"

* MOHUTOPWHT:

* Bo3moxHocTb chunstpaumn Tpadmka no MAC-agpecy NCTOUYHMKE/HasHavYeHNs

* Bo3moxHOCTb npocmoTpa expect-ceccuii Firewall

*+ BbIBOA, MHhOpMaLmMm o cTaTyce nHTepdeiica npu Bbi3oBe show ip interfaces
DHCP:

+ [lo6baBneHa BO3MOXHOCTb UCK/toueHNs IP-agpeca 13 nyna agpecos DHCP-cepsepa

+ [lo6aBneHa BO3MOXHOCTb 3a4aHns Npon3BosibHON onuumn B hopmate IP-agpeca, ctpoku, HEX-
CTPOKM

NAT:
* Moppepxka Static NAT
NTP:

+ KomaHga ntp enable vrf <NAME> yctapena. CMHXpOH/3aLusi BpEMEHM MO NPOTOKO/TY BK/OYAETCA
KoMaHgoi ntp enable 1 6yaeT paspelleHa 419 Bcex cepBepoB 1 NUPOB B KOHUrypauum

+ [No6aBneHa komaHga ntp logging, nossonstowas nornposatb NTP-co6bITHSA

« [ob6aBneHa komaHga ntp source address <IP>, no3sonstowas yctaHoButb IP-agpec ans scex NTP
peers

SNMP:

+ KomaHga snmp-server vif <NAME> ycTapena. JocTyn no npoToKO/y BK/lOYAETCst KOMaHAoM
snmp-server 1 6ygeT paspeLleH a1 Bcex coobwects 1 SNMPv3 nonb3oBaTenei B
KOHoUrypaumm

* YnpaB/eHue:

+ MNopaepxka onepauuini KONMPOBaHUS NPOLUMBOK, KOH(PUrypaumm, cepTnmkaTon
+ Moanepxka onepauyuii ¢ KoHgUrypaumeii (commit, confirm, restore, rollback n 1.4.)
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+ BO3MOXHOCTb CO34aH1sA MHTepdelicos
* BO3MOXHOCTb CMeHbl 06pa3a aktusHoro MO
+ BO3MOXHOCTb Nepe3arpy3ku ycTpoiicTea (ToNbKO Npy BKILOYEHHOM Ha esr snmp-server
system-shutdown)
+ BO3MOXHOCTb HacTpoiiku npotokona VRRP
* MOHUTOPWHT:
+ BO3MOXHOCTb NPOCMOTPA UYncna CyLLecTBYOLNX NHTEPGIENCOB U TyHHeel BCex TUMNoB
+ Bo3moxHOCTb NnpocmoTpa pasmepa ARP-Tabnmubl
+ SYSLOG:
+ [ob6asneHo nornpoBaHne 0CTaHOBOK/3arnyCKOB CUCTEMHbIX NPOLLECCOB
* VRRP:
+ [lo6aBneHa komaHga vrrp force-up. B gaHHom pexnme VRRP IP-uHTepdeiic Bcerga HaxoamuTcs B
coctosaHun «Up»
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Bepcus

1.3.0

nepequb M3MeHeHuii B Bepcuu:

+ 3awuTa oT aTak:
+ 3awwmTta ot DOS arak:

+ Nopaepxka paspelseHnss DNS-umeH. Kewnpyrowmii DNS-cepsep

* BI'IOKI/IpOBKa LLIMMOHCKO aKTUBHOCTMW:

* BI'IOKI/IpOBKa HeCTaHAapPTHbLIX NakeToB

ICMP flood

Land
Limit-session-destination
Limit-session-source

Syn flood

UDP flood

Winnuke

Fin-no-ack
ICMP type
IP sweep
Port scan
Spoofing
Syn-fin
TCP-no-flag

ICMP fragment

IP fragment

Large ICMP

Syn fragment

UDP fragment
Unknown protocols

+ MNopaepxka npotokona LLDP

* Noppepxka 3G/4G USB-mogemos
+ AAA:
* BO3MOXHOCTb pery/impoBKM KONMYecTBa HeyAauHbIX NOMbITOK ayTeHTnduKaLmm

* BO3MOXHOCTb HaCTpOﬁKM BpeMeHU XN3HN naponsd
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* BO3MOXHOCTb HaCTpOﬁKM MaKCMaJ1bHOTO KO/iIn4yecTBa napone|7|, XpaHnMbIX B UCTOPUN AnA
KabKA0ro JI0OKaJ1bHOro nosib3oBaresis

+ OYHKUMS HANoMUHAHUSI 06 U3MEHEHU NEePBOHAYa/IbHOTO Naposs
+ BO3MOXHOCTb HACTPOIKM TaliMayTa A/ ceaHca BXoaa

+ [loGaBneHa HacTpoiika, paspeLuaroLas/3anpeLlarLlas aBTopu3oBaTbCsl OT UMEHW M0/1b30BaTENS

root npu nogkntoueHun yepes RS-232 (console)
+ TpeboBaHMe CMeHbI Napos NOC/e NCTEUYEHMS Er0 CpoKa AENCTBUS
* BO3MOXHOCTb KOHTPO/IS1 CNIOXXHOCTY Naposns

+ BGP:

+ O6beauHeHvie NMPOB B FPyMnbl ¢ Habopom aTpnbyToB

+ BRAS:
« No6asneH atpubyT Framed-IP-Address, coaepxawuii IP-agpec aboHeHTa B Access-Request
naketbl npotokona RADIUS

+ CLI:

+ OnTMM3aumsa NpousBoanTeNbHOCTM Proxy cepeepa

+ MNopaepxka npotokona SFTP ans 3arpy3kn/BbIrpy3ky daiisioB NPOLLNBKK, KOHGIUTYpaLUii 1
cepTucpmkaToB
+ MNopaepxka USB-Hakonuteneli, SD/MMC kapT B onepauusax KonuposaHus gaiisioB NpoLLNBKN,
KOHpurypauwmii n ceptudpmkaros
* BO3MOXHOCTb MpoCMOTpa pasMepos Tabnuuy, u NPYOPUTETOB MPOTOKOI0B MapLUpyTU3aLmum
* BO3MOXHOCTb MPOCMOTpPa BCEX MapLUPYTOB, BXOAALMX B yKa3aHHYIO NOACETb
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DHCP:
+ DHCP client. PyuHoii nepesanpoc IP-agpeca
* Mopaepxxka DHCP-cepeepa B VRF
+ Moanepxka onuwii 150 (tftp-server ip) n 61 (client-identifier HH:<MAC>) ansi DHCP- cepBepa
Firewall:
* Bo3moxHocTb ynpasneHus ALG-mogynamm
* BO3MOXHOCTb OTK/IHO4EHWS Apora NakeToB, OTHOCALLMXCHA K CECCUN C HEKOPPEKTHBIM CTaTyCcoM
(Hanpumep, NpK aCUMMETPUYHO MapLLpyTU3aLMN)
IPSEC:
+ BO3MOXHOCTb YCTaHOBKM 3HaueHus any ans local address npu HacTpoiike IKE gateway
+ MNopaepxka cepTndonkaTos
L2 koMmmyTaums:
+ BosmoxHocTb npoxoxaeHnss BPDU yepes mocTt Ha ESR-100/200
* BO3MOXHOCTb BK/IHO4YEHMA (hr3myeckoro nopta B MocT Ha ESR-100/200
MultiWAN:
+ PeasiM3oBaHO aBTOMaTUM4eCKOe NepektoyeHne Ha pe3epBHbIli KaHaut Npu yXyALeHun
xapaktepuctuk (LOSS, jitter, RTT) TekyLiero kaHana
+ Mopgaepxka pa6oTbl B VRF
* Mopaepxka LT-TyHHenewn
NTP:
+ MNopaepxka ayTeHTUmKaumm
+ MNopgaepxka onnsTpaumm no Tunam coobLLeHni
SNMP:
+ Bo3moxHoCTb oTKNtoueHnss SNMPv1
+ Peasi3oBaHbl CNXCKN KOHTPO/IA AOCTyna
+ BO3MOXHOCTb KOHTPO/IS C/TOXKHOCTM Napons A48 shmp-server community

* BO3MOXHOCTb HACTPOINKM MakCUMasibHOro Y1c/ia NoMNbITOK ayTeHTUUKALMN 418 NOAKIYEHNUS NO
SSH
+ BO3MOXHOCTb HACTPOIKM MHTEPBasa OXMAAaHUA NPOBEPKM NOAIMHHOCTM NOAKMH0YEHMA no SSH
* BO3MOXHOCTb HacTpOIikn nHTepBasia 06HOBIEHUA Nap Knwoven ana SSH
+ Bo3moxHoCTb Bblbopa Bepcun SSH
+ PeasiM3oBaHa HacTpoiika a/iropuTMOB ayTeHTUmrkaumm, LinppoBaHns, obMeHa Kirovamm
+ BO3MOXHOCTb reHepaumm RSA-ko4a nepemMeHHOoN AnHbI
VLAN
* YnpasneHue onepatnHbiM cocTosiHneM VLAN (ESR-1000/ESR-1200)
* NMopaepxka MAC based VLAN
+ BO3MOXHOCTbL aBTOMaTMyecKoro fobas/sieHns nopTos B cylecTayowme VLAN
VRRP
+ Bo3moxHocTb ncnosnb3oBaHusa VRRP IP B kauectse IP-agpeca uctouHunka onsa GRE, IP41P4, L2TPv3
TyHHenen n RADIUS-knveHTa
* MpocnywwusaHve VRRP IP-cepsepamu L2TP/PPTP
* NMoppepxka VRRPv3
* McnpaBneH HEKOPPEKTHbIN NOPSA0K BUPTYasibHbIX IP-aapecoB B nakeTe
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Bepcua 1.2.0
nepeqel-lb M3MeHeHui B Bepcuu:

* TyHHenupoBaHue:
* Moppaepxka GRE Keepalive
+ L3 mapLpyTtunsauus:
+ BGP:
+ [lo6aBneHve onucaHus coceen
*+ BkntoyeHue/BbIKNOYEHNE coceael
* YBenuyeHo cymmapHoe yncno BGP nvpos o 1000
+ [pocmoTp cymmMapHOi nHgpopmaLmmn no nupam
+ Multiwan:
+ [pocmoTp onepaTnBHOW MHopMaLmn
* VRRP:
+ 3agaHve macku nogcetn ansa VRRP IP
* YnpaBneHvem onepatuBHbIM cocTosiHneM Port-Channel (ESR-100/200)
* IPsec:
+ Mopaepxka pexmma Policy-based IPsec
+ TmbkKas HacTpolika nepecornacoBaHus Kndeli TyHHenen(margin seconds/packets/bytes,
randomization)
+ 3akpbiTue IPsec TyHHens nocrne nepegayv 3aaHHoro Ynca naketos/6ant
+ 3afiaHne BPEMEHHOIoO NHTepBasa, No UCTEYEHMIO KOTOPOrO CoeAMHEHNE 3aKpbIBAETCS, C/IN He
6b1/10 NPUHATO NN NepefaHo HX OAHOTO naketa yepes SA
+ SNMP:
+ OTobGpaxeHue TeKyLLe CkopocTn MHTepdeiicoB B napameTpe ifSpeed B IF-MIB
+ SNMP Trap:
+ Trap o NpeBbILLEHNM NOPOroBbIX 3HAYEHWNI 3arpy3kun 1 Temnepartypbl CPU, ckopocTtu
BEHTUNATOpPA, cBOGOAHOro npoctpaHcTea RAM n FLASH
+ CLLI:
+ dunbTpauus MapLUpyTHOM HopMaLmMm No NPOTokoNam
+ dunbTpauus no nHtTepdelicy, IP-agpecy n MAC-agpecy B komaHgax ounctkn ARP/ND Tabnu
+ XpaHeHue log ¢haiifioB B a3HeproHe3aBUCUMON NamsATH YCTPOICTBa
+ Bbirpyska log paiisioB ¢ ycTpoincTBa C MOMOLLbIO KOMaHbl COpY
+ MpocmoTp cogepxumoro critlog komaHgoin show syslog
+ MpocmoTp coaepxumoro log daiinos ¢ koHua. JJobasneHa komaHaa show syslog from-end
+ HacTtpolika Talimepa noaTBepXxaeHust KoHdpurypauum. lo6asneHa komaHaa system config-
confirm timeout
* I3meHeHve B KOMaHAHOM MHTepdelice:
+ Cisco-like nytn gns gaiinos:

v1.2.0: system:..

esr# copy system:running-config
v1.1.0: fs://.../

esr# copy fs://running-config

« AAA:
+ [lo6aBrieH pexunm, B KOTOPOM Npu ayTeHTUdmnkaLmm 6yayT Ncnosb30BaTbCs criegytoLlime no
nopsiAKY MeToApbl B Crlydae HeOCTYNHOCTU NPUOPUTETHOTO
« NTP:
+ MNopaepxka ayTeHTUmKaumm
+ Firewall:
* YBefIMyeHo Yncno nap 30H 6esonacHocTn fo 512
+ [lo6aBnieHa BO3MOXHOCTb MPOXOXAEHWNS NAaKeTOB, AJ/19 KOTOPbIX HE YAa0Ch onpeaeinTb
NPUHAAIEXHOCTb K KaKOMY-IM60 U3BECTHOMY COEAUHEHUIO 1 KOTOPbIE HE ABNATCA Ha4Ya/10M
HOBOro coefnHeHus. lobaBneHa komaHaa ip firewall sessions allow-unknown
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* QoS:
+ KoHdhurypupoBaHue anviHbl KpaeBbix ovepeseli B Basic QoS
* BRAS:
+ WeiinuHr no SSID n odoucam
+ AyTteHTudmkauma a6oHeHtos no MAC-agpecy
* HacTpoiika pe3epB1MpoBaHNs akTUBHbI/pe3epBHbIi Ha 0cHoBe cocTosAHUSA VRRP
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Bepcua 1.1.0
nepeqel-lb M3MeHeHui B Bepcuu:

* BRAS:
+ TepMuHaumsa nonb3oBaTtenei
+ ObpaboTtka RADIUS CoA, B3anmopgeictene ¢c AAA
* besnbie/dyepHble cnvcku URL
+ KBoTupoBaHue no o6bemy Tpaduka n BpEMEHN CECCUU, N KBOTMPOBaHWE No 0601M
napameTtpam
* HTTP Proxy
* HTTP Redirect
+ HTTPS Proxy
+ HTTPS Redirect
* MonyyeHwne cnuckos URL ot PCRF
+ AKKayHTUHr ceccuii no npotokony Netflow
+ OnuuoHasibHasa AonosiHMTeNbHasA NpoBepKa aBTOpM30BaHHbIX Nonb3osarteneii no MAC-agpecy
* Netflow:
+ Netflow v10. 2kcnopt ctatucTmkm no URL
* MNopaepxka VRF
+ Moppaepxka Domain Observation ID
* NHdopmauns o NAT-ceccusix
+ 2kcnopt HTTPS Host
+ 3kcnopT nHopmaumm o L2/L3 location
+ HacTtpoiika active-timeout
+ 3apaHue IP-agpeca ncToyHMKa 15 nakeToB oTnpasnsembix Ha Netflow-konnektop
+ HacTtpoiika akcnopTa Ha nHtepdelrice npu BktoyeHHoM Firewall
* VRRP:
+ TpeknHr mapLupyToB Ha ocHoBe cocTossHnsa VRRP-npouecca
+ CLI
+ ABTOZOMO/IHEHNE 1 OTOOPaXKEHUE B NOACKA3KaX UMEH CO34aHHbIX 0OBbEKTOB
+ OTOo6paxeHne cymmapHoi nHgpopmauum no ceccusim Firewall n NAT
+ [pocmoTp onepaTnBHOW MHhopMaLmy No paboTalLmm cepBmcam/npoeccam
* NHhopmaTtuBHasa nofckaska B criydae HEKOPPEKTHOrO BBOAA NapaMeTpoB
+ SYSLOG:
+ Bo3moxHoCTb 3agaHus IP-agpeca nctouHnka ans ssammogeiicteus ¢ SYSLOG cepsepamu
+ L2 kommyTaums:
+ Q-in-Q cabuHTepdeicsl

+ L3 mapwpyTtusaums:
+ Passutue VRF:
+ Virtual Ethernet Tunnel (TyHHenb cBs3biBatowwuii VRF)
+ Passutue BGP:
+ Hacrtpolika IP-agpeca UcTouHmka asisi obmeHa MapLupyTHoli nHdhopmaumeli (update-source)
* MNopaepxka BFD
+ DHCP Relay:
+ Mopaepxka Option 82
* MNopaepxka VRF
+ Moanepxka point-to-point nHtepdeiicos (GRE, IP-IP n 1.4.)
* NHTepdheiicbl ynpaBieHus:
+ SNMP:
+ MNopaepxka MAU-MIB
* QoS:
+ YBenuuyenue uncna QoS policy-map go 1024 n class-map go 1024
* Wi-Fi Controller:
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+ TMonyyeHne HacTpoek (06cnyxmnBaembix TyHHenem SSID n napameTpsbl weiinuHra) DATA-TyHHenei
¢ RADIUS-cepBepa
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Bepcua 1.0.8

nepequb M3MeHeHuii B Bepcuu:

YnydlleH KOHTPOsIb paboToCnoCO6HOCTM CETEBLIX CEPBUCOB
AAA:
+ 3apaHwue source IP gna B3anmopeictens ¢ RADIUS-cepepamu
* YpaneHuve knwo4ein SSH-xocToB
+ MNopaepxka yctapeBLUMX NPOTOKON0B LWMAPOBAHUA ANs NOAKNH0YEHMSA Mo SSH ¢ ycTpoiicTB
Apyrux npoussogutenei
L3 mappyTtusaums:
+ MultiWAN: per-flow mapLupyTnsauus
+ PekypcuBHas ctatnyeckas mapLupytmsauns
+ BGP nogpnepxka yctaHoBku blackhole/unreachable/prohibit B kauectBe Nexthop
+ Passutme VRF-lite:
+ MNopaepxka NTP
* Moppaepxka GRE-TyHHenel
Paszsutume CLI:
+ MNopaepka KOPPEKTHOro AOMNO/THEHWSA YACTUYHO BBEAEHHbIX NapamMeTpoB
+ OTob6paxeHue anTaiima CeTeBbIX MHTepdielicoB B komaHae show interfaces status
+ 3ameHa NpuBaTHbIX AAHHbIX MPU NIOTMPOBaHNM BBEAEHHbLIX KOMaH[, Ha ***
+ [lo6aBneHbl komaHAbl no nat { source | destination } Ana 6bicTporo yaaneHus Bceid KOHhurypaumm
NAT
VRRP:
* Mopaepxka Bepcun 3
* Mopaepxka koHduryprposaHus GARP Master napameTpos
+ OpgHoBpemeHHOoe KoHhurypuposaHus o 8 Virtual IP Ha npouecc
PesepBupoBaHue ceccuii Firewall Tenepb HacTpanBaetcs He3aBucumo ot Wi-Fi Controller'a
Multiwan:
* BbiBOA cO06LLEHMIT 06 M3MEHEHUN COCTOSAHWI MapLLPYTOB
ESR-100/ESR-200:
+ Mopaepxka TpaHcmeepoB 100BASE-X Ha KomG0o-nopTax
ESR-1000:
+ bpugx: 3anpet kommyTaumm unknown-unicast Tpadvka
NHTepdelicbl ynpasneHus:
+ SNMP:
+ SNMP Trap:
+ Trap o0 BbiCOKOW Harpy3ke Ha CPU
+ SNMP MIB:
« IP-MIB
+ TUNNEL-MIB
« ELTEX-TUNNEL-MIB
+ RL-PHYS-DESCRIPTION-MIB
+ CISCO-MEMORY-POOL-MIB
CISCO-PROCESS-MIB
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Bepcusa 1.0.7
nepeqel-lb N3MeHeHui B Bepcuu:

* YnpaBsneHue yCTPOCTBOM: KOH(pUryprpoBaHue pexrima paboTbl BEHTUNATOPOB
* L3 mapwpyTtusaums:
+ ABTOoMmaTtuyeckm BblgeneHHble VLAN (Internal Usage VLAN) He MEHSIHOTCS NpU NPUMEHEHNUN
KOHJourypaumm
+ MultiWAN: 6e3ycnioBHasi npoBepka Lesnm
* Y6paHa npoBepka B3amMHoro nepeceyeHuns DirectConnect-ceTeii n ctatMyecknx mapLupyToB
* N3meHeHne TCP MSS
* VI3MeHeHue orpaHnYeHmnin Ha MakCUMasibHOe YNC/I0 akTUBHBIX MappyToB (FIB)
+ OrpaHvnyeHne MakCMMasibHOIO Yrcia MapLUpyToB AJ/18 KaXXA0ro NpoToKoa AMHaMUYeCKO
mapLupyTtusauymm (RIB)
+ BO3MOXHOCTb (hunsTpauuyn MapLipyTta no ymonyaxuto B Prefix List
* Mopgpepxka BGP
+ BGP ECMP
+ ABTOKasIbkynsumsa Tainmepa keepalive
+ Moapnepxka Policy-based routing (IPv4 only)
+ JlormpoBaHue U3MEHEHUn COCTOAHNA coenHeHul ¢ nupamun B npotokonax OSPF n BGP
* Bo3moxHOCTb npumMeHeHus route-map gsia OSPF, RIP
+ Passutue VRF-lite:
* Mopgaepxka BGP
* Moppepxka OSPF
* Mopgaepxka QoS
* YnpaeneHue Mapupytuszatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHza copy)
+ Passutue IPv6:
* Mopgaepxka BGP
* Mopaepxka yctaHoBkn Nexthop B route-map
* NMoppepxka RADIUS/TACACS/LDAP
* Mopaepxka MultiwAN
* TyHHenupoBaHue:
+ AyteHTudmkaumsa yepes RADIUS cepsep ana PPTP/L2TP cepsepos
+ OpenVPN
* YcTapeBaHuWe aBToMaTnyeckn nogHsaTbix Ethernet-over-GRE TyHHenel (Wi-Fi koHTponnep)
+ Passutue IPsec:
* Mopgpepxka npotokona DES
+ [NonyyeHve onepatnMBHON MHOPMaL MK

+ ARP/ND:
+ KoHhurypupoBaHue BpeMeHM XN3HU 3anncei
* DHCP Server:
+ KoHchurypupoBaHue onumm netbios-name-server B nyne agpecos DHCP
+ Passutme CLI:
+ [pocMOTp Harpysku Ha ceTeBbIX MHTepdeiicax
+ PacwumpeH cnvcok npotokosos B ACL
+ MapameTp untagged/tagged caenaH Heob6sA3aTenbHbIM Npu yaanedun VLAN komaHgoi switchport
general allowed vlan remove
+ [pocmoTp Tpadhmka Ha ceTeBbIX UHTephencax
* VRRP:
+ KoHdpurypuposaHue preempt delay
+ OfHOBpeMeHHOe KOHburyprpoBaHune Heckosnbkux Virtual IP
+ Multiwan:
+ MNposepka Bcex uenei us target list
+ ESR-100/ESR-200:
+ -based QoS
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+ ACL
ESR-1000:
+ ABTOMartumyeckoe onpegeneHue SFP-TpaHcusepa a1a 10G noptos
+ bpupx: sonauusa TyHHenen nnu cab-uHtepdeincos B Gpuapxe
NHTerpaumsa copta CTOPOHHUX pa3paboTUMKOB:
* IP SLA areHt (Wellink)
SYSLOG: [lo6aBneHa ycTaHoBKa timezone nepes, BbIBOAOM COOOLLEHWT
NHTepdelicbl ynpasneHus:
+ SNMP:
* SNMP Trap
+ SNMP MIB:
+ ENTITY-MIB
+ IANA-ENTITY-MIB
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Bepcua 1.0.6
nepeqel-lb M3MeHeHui B Bepcuu:

* YnpaBneHne u MOHUTOPWHT:
+ ABTOMAaTMYECKOE pe3epBMpoOBaHne KoHUrypaumum
+ C6op CTaTUCTUKN:
* Netflow v5/v9/v10(IPFIX)
+ sFlow
+ Tabnuua MAC-agpecos:
* BO3MOXHOCTb orpaHuyeHust nsyvyaemoix MAC-agpecoB
* BO3MOXHOCTb perynmpoBaHus BpeMeHun xpaHeHnss MAC-agpecoB
* YnydweHwue nornposaHus B Syslog:
+ JlormpoBaHue KpUTUYHbIX KOMaH[,
+ JlornpoBaHue paboTbl NPOTOKOM0B MapLLpyTU3aLmum
+ Passutme CLI:
+ dunbTpaumns TpaccnupoBok koMaHg no | include/exclude/begin/count
+ [lopaboTka pexunma NocTpaHNYHOro NPOCMOTPa KOMaH/,
* MepeBog npocmoTpa goainnos syslog Ha NOCTPaHNYHbIN PEXUM
+ Mopgaepxka BBOAA NopTa, Ha koTopoM pabotaet cepsuc TFTP/SSH/FTP Ha yganeHHoM cepBepe B
KOMaHze copy
+ [lobaBneHo otobpaxeHune Bo3pacta ARP/IPv6 3anuceii n Self-3anuceli B komaHgax show arp n show
ipv6 neighbors
* I3meHeHnst B KOMaHAHOM MHTepdelice:
« [No6aBneHa komaHga ip path-mtu-discovery
+ DHCP: KomaHpga ip address dhcp enable nsverneHa Ha ip address dhcp

v.1.0.6:(config)# interface gigabitethernet 1/0/1
(config-if-gi)# ip address dhcp

v.1.0.5:(config)# interface gi 1/0/15
(config-if)# ip address dhcp enable

+ DHCP: KomaHpga ip address dhcp server <IP> nameHeHa Ha ip dhcp server address <IP>

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp server address 10.10.0.1
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp server 10.10.0.1

+ DHCP: KomaHga ip address dhcp {<Ignore, lease-time, reboot, set reboot time, retry,
select-timeout, timeout, vendor-class-id>} namereHna Ha ip dhcp client {<Ignore, lease-
time, reboot, set reboot time, retry, select-timeout, timeout, vendor-class-id>}

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp client timeout 60

v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp timeout 60

« Firewall: KomaHga show security zone-pair counters nsmeHeHa Ha show ip firewall
counters

v.1.0.6: # show ip firewall counters
v.1.0.5: # show security zone-pair counters

* Firewall: KomaHpa clear security zone-pair nsmeHeHa Ha clear ip firewall counters

v.1.0.6: # clear ip firewall counters
v.1.0.5: # clear security zone-pair

+ sNAT: KomaHaa service nat source nsmeHeHa Ha nat source
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v.1.0.6: (config)# nat source
v.1.0.5: (config)# service nat source

+ dNAT: KomaHpa service nat destination nameHeHa Ha nat destination

v.1.0.6: (config)# nat destination
v.1.0.5: (config)# service nat destination

+ NTP: KomaHpa service ntp {< broadcast-client, dscp, enable, peer, server>} nsmeHeHna Ha
ntp {< broadcast-client, dscp, enable, peer, server>}

v.1.0.6: (config)# ntp peer 10.10.10.10
v.1.0.5: (config)# service ntp peer 10.10.10.10

* MULTIWAN: KomaHpga target <IP> nsveHeHa Ha ip address <IP>

v.1.0.6: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# ip address 10.10.0.1

v.1.0.5: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# target 10.10.0.1

+ IPsec: KomaHga ipsec authentication method psk n3meHeHa Ha ipsec authentication
method pre-shared-key

v.1.0.6: (config)# remote-access 12tp elt

(config)# ipsec authentication method pre-shared-key
v.1.0.5: (config)# remote-access 12tp elt

(config)# ipsec authentication method psk

+ PasButume QoS:
* Mproputesaums ynpasnsawoLwero Tpaduka
+ PasButme Firewall:
* YnpaBneHve Taimepammn 1 KOsIMYeCTBOM CECCUIA
+ PasButume SSH:
+ leHepauus knodeli RSA, DSA, ECDSA, Ed25519
+ Passutue NAT:
+ Bo3moxHocTb pa6oTbl NAT npu BbiktoueHHOM Firewall
* Wcnonb3oBaHue bridge B koMaHAe orpaHuyeHnsi 06nacTn NpMMEHEHUS rpynnbl NpaBu
+ Passutme MultiwAN:
* YkazaHue SUB-uHTepdieiicoB B Ka4ecTBe L3a
+ PasButne SNMP:
* Noppepxka ifXTable
+ SNMP IPv6
* BktoyeHne/oTkNIoYEeHNe Nonb3oBaTens A1 HA3KOypPOBHEBOIO AOCTYNa TEXHUYECKOW NoaAepPXKKM
+ HacTtpoiikn nponsonbHoro MAC-agpeca Ha CETEBOM MOCTY
+ L3 mapwipytmsaums:
+ Passutue BGP:
+ ExtCommunity
+ Pexxnm yganeHuns npusatHbIxX AS
+ Pexum aHoHcupoBaHusa default-maplipyTta Hapsgy ¢ apyrviMm mapLupyTamm
+ dubTpauma U HasHavYeHne napaMeTpPoB Ha MapLIpyTbl NPy peancTpuoboLnn
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Bepcua 1.0.5
nepeqel-lb M3MeHeHui B Bepcuu:

+ Passutme CLI:
* YpaneHve og4HOTUMNHbIX CYLLHOCTEN 04HON koMaHaol Yepes onuuto ‘all’
* NHTepcpeiico:
+ Moanepxka Jumbo Frame (MTU go 10000 6aiiT)
+ HasHaueHue npedmkcos /32 Ha Loopback-uHtepcpeiicol
+ Firewall:
* BO3MOXHOCTb NpepbIBaHWA/04YNCTKN YCTAHOBIEHHbLIX CECCUl
+ OTKNtoyeHne yHkumm Firewall
* QoS:
+ MapkupoBaHune/nepemapknpoBaHne Tpagmka
* Mytaumsa kogos DSCP
* Mepapxuueckuii QoS (HQoS)
* YnpaBeneHue nonocoii nponyckanus (shaping), war 1k6ut/c
+ PesepBurpoBaHne nonockl No knaccam Tpaguka (shaping per queue)
* YnpasneHuve neperpyskoii oyepegeit RED, GRED
* YnpasneHve oyepegamu SFQ
+ -based QoS
+ CeTeBble CepBuChI:
+ Cnucku koHTpons goctyna (ACL)
+ Mopaepxka sblgaumn IP-agpecos DHCP-cepeepom no MAC-agpecy knneHTta
* Mopaepxka chmunstpaunm no MAC-agpecam B Firewall
+ Mopaepxka ogHOBpeMeHHo paboTbl DHCP-cepBepa n Relay-areHTa
* Telnet, SSH-knMeHTbI
* Mopaepxka nHtepdericos E1:
+ CHAP
+ PPP
+ MLPPP (Multilink PPP)
« AAA:
+ AyTeHTudmKaums n aBTopusaLms rno /oKasibHON 6a3e nonb3osareneli, no npotokonam RADIUS,
TACACS+, LDAP
* AKKayHTWHT KoMaHg, no npotokony TACACS+
+ AkkayHTUHr ceccuii: SYSLOG, RADIUS, TACACS+
* YnpaBsneHvie ypoBHAMY NPUBUIEMNIA KOMaHL,
+ L3 mapLpyTtunsauus:
+ Passutue BGP:
+ ®dunbTpauma no atpnbytam n mogudmkaums atpmoyTtos (local preference, AS-path,
community, nexthop, origin, metric, subnet)
+ MNopaepxka goyHKumn Route-Reflector
+ HacTtpoiika napameTpoB ayTeHTUMKauum 41s onpeseneHHoro cocega
+ MNopaepxka 32-pa3psgHbiX HOMEPOB aBTOHOMHBIX CUCTEM
+ BO3MOXHOCTb NPOCMOTPA NOJyYEHHbIX OT COCefa Y aHOHCHpYyeMbIX cocely nNpedunKcoB
+ BO3MOXHOCTb NPOCMOTpa MHhopmaumm no onpegeneHHomy npedukey
* Passutue RIP:
+ CymmuMpoBaHue aHOHCUpPYeMbIX NoaceTel
+ CraTnyeckoe cocencTso
+ Pa3sutne OSPF:
+ CymmuMpoBaHue aHOHCUPYeMbIX NoaceTel
* Mopaepxka napametpa eligible gnsa NBMA-nHtepdeiicos
* YnpaBneHue pacnpocTpaHeHneM MapLUpyToB (MPedrKC-IMCTbI C BOSMOXHOCTLIO 3aaHust
A0MyCTUMbIX NPEIMKCOB C MCNOSIb30BaHNEM NpaBws eq, le, ge)
+ Cratnyeckne mapupyTbl ¢ HazHaveHnem blackhole/prohibit/unreachable
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VREF Lite:
+ Pa6oTta ceTeBbIX (OyHKUMI1 B KOHTekcTe VRF:

* IPv4/IPv6-agpecauus

+ Cratnyeckas mapwpyTtnsaums
* NAT

+ Firewall

MOHUTOPUHI CUCTEMHBIX PECYPCOB:
* MOHUTOpPUHT coeauHeHuii/noTokoB (flow)
* MOHWTOPWHT TabnuL, MapLupyT1salmm
YnyuweHus B pabote Syslog
Pe3epBrpoBaH/ie MapLUpyTU3aTOpOB:
+ PesepBupoBaHue ceccuii Firewall
+ Pe3epsupoBaHune apeHg DHCP-cepsepa
+ Pe3sepBupoBaHue SoftGRE TyHHenen ana Touek goctyna Wi-Fi
Mopaepxka agpecauunn IPv6 B cnefyowmnx ceTeBbIX cepBucax:

Appecauus

CraTnyeckan mapLpyTmaums
Firewall

OSPFv3

Prefix-List

NTP

Syslog

YTunurtel ping, traceroute
Telnet client/server

SSH client/server

DHCP Server/Relay/Client

+ SNMP:

+ [lo6aBneHa nogpepxka npotokona SNMP v3
+ [lo6aBneH SNMP MIB (MoHuTopuHr) anst QoS

ESR-Series. Release notes. Bepcus 1.20
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Bepcua 1.0.4
nepeqel-lb M3MeHeHui B Bepcuu:

+ CLI:
+ BO3MOXHOCTb MMnopTa 1 aKkcnopTa haiisioB ¢ nomoLLbio npoTokosos FTP, SCP
+ [pocmoTp KOHhurypaumii no pasgenam
+ BO3MOXHOCTb 06HOBNEHUSA U-boot M3 KOMaHAHOro NHTepgielica cUcTeMbl
* MI3meHeHne B KOMaHAHOM MHTepdelice:
+ NAT: KomaHpa proxy-arp interface n3meHeHa Ha ip nat proxy-arp

v.1.0.4: (config)# service nat source

(config-snat)# proxy-arp interface gigabitethernet 1/0/15 SPOOL
v.1.0.3: (config)# interface gigabitethernet 1/0/15

(config-if)# ip nat proxy-arp SPOOL

+ IKE: KomaHpa policy nsmeHexa Ha ike-policy

v.1.0.4: (config)# security ike gateway gw1
(config-ike-gw)# policy ik_pol1

v.1.0.3: (config)# security ike gateway gw1
(config-ike-gw)# ike-policy ik_pol1

+ IPSec: KomaHga vpn-enable n3ameHeHa Ha enable

v.1.0.4: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# vpn-enable

v.1.0.3: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# enable

+ VTI: KomaHga interface vti nsmeHeHna Ha tunnel vti

v.1.0.4: (config)# tunnel vti 1
v.1.0.3: (config)# interface vti 1

+ DHCP: KomaHpga service dhcp-server nsmeHeHa Ha ip dhcp-server

v.1.0.4: (config)# ip dhcp-server
v.1.0.3: (config)# service dhcp-server

* SNMP:
+ [lo6aBneHa nogaepxka npotokona SNMP a4na moHUToOpuHra
* MoanepxaHbl cTaHaapTHble SNMP MIB (MOHUTOPUHT)
* OYHKUMM MapLipyTusaumm:
+ Authentication key-chain
+ OSPF:
+ NSSA
+ Stub Area
+ MD5 AyteHTudpmkaymsa
* Pexum MTU Ignore
* RIP:
+ MD5 AyteHTudpmkaymsa
+ BGP:
+ Nopaepxka EBGP Multihop
+ MNoppepxka aTpubyTa next-hop-self
+ Cratnyeckas mapLipyTtnsaums:
* MNopaepxka KOHPUTYPUPOBaHMA HECKOSTIBKMX MapLLPYTOB MO YMO/TYaHUI0
+ KoHdomrypupyemsiii preference anis npoToko/10B MapLUpyTM3aLum
* OYHKUMM pe3epBUpPOBaHNS:
+ MNopaepxka VRRP
* Mopaepxka pesepsupoBaHmsa DualHoming
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* KoHTponb u pesepsupoBaHne WAN (Wide Area Network) coemHeHwit
+ BanaHcupoBska Harpy3ku Ha WAN-uHTepdeiics!

Mpotokon DHCP:
* Moppaepxka DHCP relay

* MNpuoputesaums Tpaduka
+ O6paboTka L3-nproputetos (DSCP)
+ MNopgaepxka 8-mMun NPUOPUTETHBIX oYepeaeit
« AnropuTmbl 06paboTkm odepeaein SP, WRR
* YcTaHOBKa OrpaHM4eHnst MPonyckHOM CNOCOBHOCTM NHTEPMHENCOB 151 BXOASLLETO U NCXOAALLErO
Tpadmka
NHTepdelichbl:
* Mopaepxka loopback-nHtepdeiicos
NAT/Firewall:
+ MNogaepxka M3MeHeHUs1 Hymepaumm npasul
* MpocmoTp MHhopmaLuy 06 YCTaHOB/IEHHbIX CECCUSIX
+ JlopaboTaH MOHUTOPUHT ceccuii ans psiga npotokonos (H.323, GRE, FTP, SIP, SNMP)
« AKTVMBaUMA N AeakTBaLMsa CYETUNKOB Tpadimka ceccuii
* VI3MeHeHne B KOMaHAHOM MHTepdheiice: y/lyylleHo aBTO40MNOMHEHE KOMaH,
3epkannpoBaHue:
* MNoagaepxka yHKLMN 3epKanMpoBaHus Tpadmka
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Bepcua 1.0.3
nepeqel-lb M3MeHeHui B Bepcuu:

* KommyTauums:
* KoHdhurypuposaHune VLAN
* LAG (static u LACP)
+ STP/RSTP/MSTP
* V3onAuma noptos
+ Bridge-rpynnbi
+ MapuwpyTtusaums:
+ OSFP
* BGP
* RIP
* NAT:
* Proxy ARP ans Source NAT
* YpaneHHbli JocTyn:
+ L2TPv3
* IPv4-over-IPv4
* GRE
+ Syslog:
+ BO3MOXHOCTb HACTPOIKM TOrMPOBaHKA B yaaneHHbix ceccusix (SSH n Telnet)
+ dopmar coobuieHnii npuseseH k RFC5424
* JXypHasimpoBaHue BBOAMMbIX KOMaH[
+ CLLI:
* BO3MOXHOCTb 0GHOBNEHUA NporpammMHoro obecrneveHns yepes CLI
+ BO3MOXHOCTb NPOCMOTPa ONepaTuBHOIO COCTOAHUA UHTepdencoB
*+ MNopaepxka yTunnsauuy nopTos
+ Mopgaepxka npocmoTtpa ARP-Tabnuubl
+ KomaHga npocmoTtpa cepuiiHoro Homepa
+ KomaHpga npocmotpa Bepcum hardware
* Mopgaepxka ouncTkn ARP-Tabnmubl
+ CuCTeMHbIe MpaBku:
+ MNopaepxka NMUEH3MPOBaHUA
+ MNopaepxka kHonku "Flash”
+ Peanu3oBaHa aBTOMartnyeckas 6anaHCMpoBKa Harpys3ku Mexay sapaMv MapLipytusatopa
+ besonacHocCThb:
+ Mopgaepxka rpynnel metogoB ayteHTudmkaumm SHA-2 B IKE IPsec

55



ESR-Series. Release notes. Bepcus 1.20

Bepcusa 1.0.2

nepequb M3MeHeHuii B Bepcuu:

*+ KoHdhurypupoBsaHue:

B03MOXHOCTb KonmpoBaHust KoHdurypauum Ha (c) TFTP-cepeep(a)

Hostname

CuctemHoe Bpems (BpYyUHYHO)

OnwncaHne nHTepdgeincos

B0o3MOXHOCTb chuibTpaummn haipsosiom Tpadmka TPaHC/IMPOBAHHOTO IN60 HETPAHC/IMPOBAHHOIO
cepsucom DNAT

BO3MOXHOCTb UTHOPUpPOBAaTL onpeaeneHHble onuun B DHCP-knneHTe

N3meHeHust B KoMaHgax IPSec, cBA3aHHbIX C ayTeHTUdMKaumeli n LumdpoBaHnem
MpoBepka Ha ayb6nuposaHne nHgopmauun B object-group service/network
Bo3mMoXHOCTbL cHpoca K 3aBOACKOV KOHGUrypauum

BO3MOXHOCTb HACTPOWiKM YacoBbIX MOSICOB

OnepaTtmBHasn NHOpMaLUs:

I'Iapalvleprl OKPYXEeHUA CUCTEMDI

« AKTUBHbIE CECCUM MOSb30BaTENEN

Harpyska Ha dmsunyecknx nHtepgericax
CocTosiHMe normyeckux nHTepdencos
CueTurKmn normyecknx nHTepdencos

YnaneHHblli gocTyn:

NTP:

PPTP
L2TP/IPSec

PexumMbl cepBepa, nupa, KNveHTa

Wnamkaumsa 10G nopTtoB
YTUnuTbl:

Ping
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Bepcua 1.0.1
nepeqel-lb N3MeHeHui B Bepcuu:

* TpaHcnauna aapecos:
+ Source NAT
+ Destination NAT
+ Static NAT
* Buptyanusaums, VPN:
« IKE
* TyHHenupoBaHue (IPsec)
* LWndcposaHune coeauHernii (3DES, AES)
+ AyTeHTudpmkaumsa coobuieHuii no anroputmam MD5, SHA1, SHA256, SHA384, SHA512
+ CeTeBble CepBuUCHI:
+ DHCP Server
+ DHCP Client
* DNS
*+ L3 mapwpyTtusaums:
+ Cratnuyeckne mapLupyTbl
+ PyHKUMM CETEeBOM 3alunThl:
+ Firewall
* YnpaB/eHue:
* NHTepcpeiicbl ynpaBneHus:
+ CLI
* Telnet, SSH
* YnpaBneHue JocTynom (fokasibHast 6a3a nosib3oBateneii)
* YnpasneHve KoHdurypaumeri
+ ABTOMAaTMyecKoe BOCCTaHOB/IEHNE KOHMrypaumm
+ O6HOB/EHVE NporpamMmmMHoro obecneyeHus (u-boot)
* MOHUTOPWHT:

+ Syslog

Mpon3BognTENbHOCTS:
MpoussodumesibHocms Firewall (6os1bwue nakemsi) 5,9 rum/c
[poussodumensHocmb NAT (6o/bliue nakemai) 5,9 ‘bum/c
lpoussodumesibHocms IPsec VPN (6onbwue nakemst) 3,7 réum/c (AES128bit / SHA1)
Konuyecmso VPN-myHHesnel 100
Konudecmso cmamuyeckux Mapuwpymos 100
Konuyecmso KoHKYpeHmMHbIX cecculi 512 000

OrpaHquva Bepcuu:

+ lMponyckHas cnoco6HOCTb orpaHuyeHa (500M6uT/c Ha IPsec TyHHENb)
+ BanaHcuposka Harpy3ku CPU nogaepxxaHa ¢ orpaHn4eHmaMm

* He nogaepxmBaetcs policy-based VPN

+ O6HoBneHne MO Tonbko cpegcTeamm u-boot

+ CraTtunyeckoe ynpasneHue switch

+ Het annaparHoro yckopeHus bridging

* HeT koHpurypuposarusi VLAN (bridging)

+ Het nogaepxkn SNMP, Webs

* Hert koHuryprposaHusa timezone

* OtcytcTtByetr NTP
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