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1 BBeaeHwue

1.1 AHHOTauus

B fnaHHOM pyKOBOACTBE OnmcaHbl NPoLeccbl 06HOBMEHNS KOMMOHEHTOB NPOrpaMMHOro obecneyeHmns
CEePBUCHbIX MapLLpyTM3aTopoB cepun ESR ¢ yueTom 0CO6EHHOCTEN KOHKPETHBLIX MOAENen 1 npeablayLmx
BEpCUiA NPOrpaMMHOro obecneyeHns, NCNosb3yeMbiX 0OHOB/IAEMbIM YCTPONCTBOM.

1.2 UeneBas aygutopus

[laHHOoe pyKOBOACTBO NpeAHa3HavyeHo A/151 TEXHUYECKOro NepcoHana, BbINosIHALWEro 06HOB/IEHNE YCTPONCTB
nocpeAcTBOM MHTepdieiica komaHaHowW cTpoku (CLI).

1.3 YcnoBHble 0603HaYeHus

O6o3HaueHne OnucaHue

[1 B KBagpaTHbIX CKOGKaxX B KOMaHAHOW CTPOKE YKa3bIBaOTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeAOCTaBNAAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B qourypHbIx ckobKax B KOMaHAHO CTPOKE YKa3blBaloTCSt BO3MOXHbIE
o6s3aTe/IbHble NapameTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [JaHHble 3HaKu B onvcaHn KOMaHbl UICNONb3YOTCA A/19 YKa3aHUs
Amnana3oHoB.

«=»

«|» [aHHblli 3HaK B onMcaHum KOMaHabl 0603HaYaEeT «UnN».

NonyXupHbIA wWpndt MonyXvpHbIM LPUATOM BblAENEHbI NPUMEYaHNs, NpeaynpexaeHs nnm
MHdhopMaums.

<lMonyxupHbIli Kypcus> MoNy>XUPHLIM KYPCUBOM B YI/I0BbIX CKOOKaxX yKa3blBatOTCS Ha3BaHUs

KnaBull Ha KnaBuatype.

B pPaMKax C TEKCTOM YKa3aHbl NMPpUMeEpPbI N pe3y/ibTaTbl BbINMO/IHEHUA
TekCcT B pamke KOomaHg,



1.4 MpumeyaHua n npegynpexaeHns
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& TMpumeyaHusi cogepxar BaxXHY0 MHGhOpMaLMIo, COBETbI MM PEKOMEHAALMM MO UCMOMb30BAHMIO 1
HacTpolike yCcTpoicTBa.

© nNpepynpexaeHns MHPOPMUPYIOT MOb30BATENS O CUTyaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.

® VHbopMauma CoAepXUT CnpaBoUHble AaHHble 06 1CMO/b30BaHWN YCTPONCTBAL.

1.5 ®aiinbl, ucnonb3yemble 411 0GHOBMEHUSA

B 3aBMCMMOCTVM OT MOAENN U KOMIMOHEHTA 0OHOB/IEHUS [asiee B TEKCTE UHCTPYKLMM HEO6X0AMMO
Ccnonb30BaThb creaytlme aiinsi:

Mopaenb

ESR-10

ESR-12V

ESR-12VF

ESR-14VF

ESR-15
ESR-15R
ESR-20
ESR-21
ESR-30

ESR-100

ESR-200

HW-
Bepcus

Hmxe 2v0

2v0un
BblLLE

HmxKe 3v0

3v0n
BblLLE

Hmxe 3v0

3v0n
BbilLe

Hmxe 3v0

3v0n
BblLLE

BCe
BCe
BCe
BCe
BCe

BCe

BCe

no
<firmware-file>

esr1x-1.20.3-build9.firmware

esr1x-1.20.3-build9.firmware

esr1x-1.20.3-build9.firmware

esr1x-1.20.3-build9.firmware

esr15-1.20.3-build9.firmware
esr15-1.20.3-build9.firmware
esr2x-1.20.3-build9.firmware
esr2x-1.20.3-build9.firmware
esr3x-1.20.3-build9.firmware

esr200-1.20.3-
build9.firmware

esr200-1.20.3-
build9.firmware

BTOpPUUHbIV 3arpy3umk
<uboot-file>

esr1x-1.20.3-build7.uboot

esr1x-1.20.3-build7.spi_uboot

esr1x-1.20.3-build7.uboot

esr1x-1.20.3-build7.spi_uboot

esr1x-1.20.3-build7.uboot

esr1x-1.20.3-build7.spi_uboot

esr1x-1.20.3-build7.uboot

esr1x-1.20.3-build7.spi_uboot

esr15-1.20.3-build7.uboot
esr15-1.20.3-build7.uboot
esr2x-1.20.3-build7.uboot
esr2x-1.20.3-build7.uboot
esr3x-1.20.3-build7.uboot

esr200-1.20.3-build7.uboot

esr200-1.20.3-build7.uboot

MepBUYHbIV 3arpy3uuK
<xload-file>

esr1x-1.20.3-build7.sbi

esr1x-1.20.3-build7.sbi

esr1x-1.20.3-build7.sbi

esr1x-1.20.3-build7.sbi

OTCyTCTBYET
OTCyTCTBYET
esr2x-1.20.3-build7.bl1
esr2x-1.20.3-build7.bl1
OTCyTCTBYET

esr200-1.20.3-build7.xload

esr200-1.20.3-build7 .xload



Mopgenb

ESR-1000

ESR-1000

ESR-1200

ESR-1500

ESR-1511

ESR-1700

ESR-3100

ESR-3200

HW-
Bepcus

Huxe 1v7

v7n

BbilLEe

BCe

BCe

BCe

BCe

BCE

BCe

no
<firmware-file>

esr1000-1.20.3-
build9.firmware

esr1200-1.20.3-
build9.firmware

esr15xx-1.20.3-
build10.firmware

esr15xx-1.20.3-
build10.firmware

esr1700-1.20.3-
build10.firmware

esr3100-1.20.3-
build9.firmware

esr3200-1.20.3-
build9.firmware
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BTOpUUHbIV 3arpy3umk
<uboot-file>

esr1000-1.20.3-build7.uboot

esr1200-1.20.3-build7.uboot

esr15xx-1.20.3-build7.uboot

esr15xx-1.20.3-build7.uboot

esr1700-1.20.3-build8.boot

esr3100-1.20.3-build7.uboot

esr3200-1.20.3-build7.uboot

MepBUYHbLIV 3arpy34vunkK
<xload-file>

esr1000-1.20.3-build7.xload
esr1000-1.20.3-
build7.1v7.xload
esr1200-1.20.3-build7.xload
esr15xx-1.20.3-build7.xload
esr15xx-1.20.3-build7 .xload
coBMellleH B haiine ¢
BTOPUYHBLIM 3arpy34nKoMm

esr3100-1.20.3-build7.bdk

esr3200-1.20.3-build7.bdk
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2 Co3fgaHue pe3epBHOM KONUKU TeKyLWEe KoOHurypaumm

Mepep Hauyanom pa6oT no o6HoBMEHMIO MO Ha cepBUCHBIX MapLupyTu3aTopax ESR Heobxoammo caenatb
pe3epBHYI0 KOMNWIO TeKyLLei KoHdmrypaumm.

KonvpoBaHue TekyLei KoHdurypauum ¢ cepBMCcHOro mapLupyTtmsaropa ESR BO3MOXHO Kak € MCNoNb30BaHWEM
NPOTOKO/I0B yAaNIeHHOro KonMpoBaHus (palinios, Tak 1 Ha NoKasibHO nogxntoveHHble USB/MMC-HocuTenw.

© nNpu o6HOBNEHUM MO ¢ Bepcun 1.1.0 nnn 6onee paHHUX BMECTO pasgena "system:running-config”
Heo6xo04MMOo ncnonb3oBaTb 0603HaYeHne pasgena "fs://running-config".

& Tpu o6HoBNEHUM C 6olee paHHUX Bepcuii MO Habop NPOTOKO/IOB Ya/IEHHOrO KONMMPOBaHNA aiinos
N TUMNbI TOKa/IbHO NOAK/IHYAEMbIX HAKONUTeNek MoryT oTinyaTbCs.

© Mpun nepexope c 6onee HoBoii Bepcuy MO Ha Gonee cTapyto (downgrade) BeposiTHa cUTyaLus, Koraa
6onee ctapas Bepcus MO He CMOXET NPUMEHUTbL KOH(IUTYpaLuio, COXpaHEHHY0 B 60/1ee HOBOW
Bepcun. B pesynbrarte KoOHhurypaumsa 6yaet ytepsiHa 1 cepBUCHbIA MapLupyTtusaTtop ESR 3arpysutcs ¢
MyCTOIN KOHpurypaumeii.

2.1 NopgroTtoBKa

[lna co3gaHus pe3epBHO KONUK TeKyLLEen KOH(UrypaLmm CepBMCHOTO MapLUpyTM3aTopa ¢ UCNob30BaHNEM
CepBepoOB yaanIeHHOro KonmpoBaHus haiisnioB He06X04MMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.

2. O6ecneunTb BO3MOXHOCTb COXpaHeHus dhaiinioB B paboyem pasgene cepsepa.

3. O6ecneunTtb IP-cBA3HOCTL MeXAy 0OHOBNSIEMbIM CEPBUCHBLIM MapLupyTmu3atopom ESR 1 cepsepom
yAa/fIeHHOro KonnpoBaHusa gaiinos (MapLipyTusauus).

4. O6ecneunTb paboTy NPOTOKONA YAa/IEHHOTO KonNnpoBaHus Mexay ESR n cepsepom yganeHHoro
KonvpoBaHus haiinos (NpomexyTouHble firewall).

5. Mpwu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hate Msi nonb3oBatens v naposnb Anis
3anuncu Heobxogumoro chaina.

[nsi co3gaHns pe3epBHO KONuK TEKYLEN KOHGIUIYpaLumn CEPBICHOIO MapLLpyTU3aTopa Ha /10Ka/lbHO
noaktodeHHbIn USB/MMC-HocuTeNb He06XoANMO:

1. Pa3gen USB/MMC-Hocutens fomkeH 6biTb oTdhopmatpoBaH B popmarte FAT32.
2. Mopgkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLWMIA cNnoT ESR.

2.2 KonupoBaHue chaiina pesepBHOI KONuu KOHturypauum

2.2.1 C ncnonb3oBaHWEM NPOTOKO/IOB YAA/IEHHOro KONMpoBaHua taiinos

B 3aBucnmocTu ot NPOTOKO/1a yaaJ/IEHHOIO KONnMpoBaHNA (baVI]'IOB B CLI CepBUCHOIo
MapLwpyTnsaropa HGO6XOAI/IMO BbIMO/IHATbL OAHY 13 CNneayrLnx KomaHa:

PesepBHOE KONMpoOBaHUe KOHUrypauum no nporokony tftp

esr# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>


fs://running-config
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Pe3epBHOe KonupoBaHune KoHurypayum no nportokony ftp

esr# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>

Pe3sepBHOe KonupoBaHue KoHdurypayum no nportokony sftp

esr# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOe KONMpoBaHNEe KOH(UTIypauumn no nNpoToKoy scp

esr# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

Pe3sepBHOe KonnpoBaHue KoHdurypauum no nporokony http

esr# copy system:running-config http://<http-username>:<http-userpassword>@<http-
server-ip>:/<config-file-name>

+ <config-file-name> — ums paiina, c KOTopbIM ByAeT CoxpaHeHa TekyLas KOHPUrypauus cepBrCcHOro
MapLupyTm3aTopa;

« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa;

« <ftp-username> — nms nonb3osarens Ha FTP-cepepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3ayemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBartens Ha SFTP-cepsepe;

+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;

+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.
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2.2.2 Ha nokanbHO nogxntoueHHblii USB/MMC-Hocutenb

1. Onpegenutb MeTKy Toma nogktodeHHoro USB/MMC-HakonuTens.

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. CkonupoBsaTb (halin Ha ncnosnb3yemblit USB/MMC-HakonuTesb:

& TMpyv BbINOSIHEHNM KOMaH/, KonupoBaHusa Ha USB/MMC-HocuTeny Heo6xoaumMo BMECTO Nosel
<USB_DISK> nnn <MMC_DISK> ncnonb3oBarb HacTosLwue METKU TOMa, ONpeaesieHHbIe Npu
BbINOJIHEHMM NyHKTa 1.

Pe3epBHOe KONMpOBaHUE KOH(purypauum Ha USB-HocUTesb

esr# copy system:running-config usb://<USB_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KonupoBaHue KoH(urypauum Ha MMC-HocuTenb

esr# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

+ <config-file-name> — ums paiina, c KOTopbIM ByAeT CoXpaHeHa TekyLwas KOHPUrypauus cepBrCcHOro
MapLupyTn3aTopa;

+ <USB_DISK> — nmsa pasgena Ha USB-HocuTene;

+ <MMC_DISK> — nms pasgena Ha MMC-HocuTtene.
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3 BoccTtaHoBneHne KoHdurypaumm n3 pes3epBHOn Konuu

B cnyuyae notepu KOHUIypaLmmn Ha MapLLpyT1M3aTope B NpPoLecce akcnayaraumm, o6HoBNeHus unm "otkata”
Ha 6oriee cTapyto Bepcuto MO KoHUrypaumio MapLupyTm3aTopa MOXHO BOCCTaHOBWTb, MCMO/b3Ysl CO3A4aHHY0
paHee pe3epBHYHo KOMWIO.

KonnpoBaHue pe3epBHOI KONUK KOHhMrypaumm Ha cepBUCHbIR MapLupyTusatop ESR BO3MOXHO Kak ¢
NCNosib30BaHNEM MPOTOKO/I0B yAa/IEHHOro KOnMpoBaHms (halinio., Tak 1 Ha N0KasibHO NogkNtYeHHble USB/
MMC-HocuTenn.

© nNpwu nepexoge c 6onee HoBoli Bepcum MO Ha 6onee cTapyto (downgrade) BeposiTHa cuTyauus,
Korga 6onee ctapasa Bepcusi MO He CMOXET NPUMEHUTb KOHIUTypaLmio, COXpaHeHHYI0 B 6onee
HoBOI1 Bepcuu. B pesynbrate KOHUrypauus 6yaeT yrepsHa u cepBUCHbI maplupyTusartop ESR
3arpysuTcs ¢ nycToii KoHcurypauuei.

3.1 NMopgroTtoBKa

[lna BocCTaHOBNEHNSA KOH(UIypaLmm CEPBMCHONO MapLUpyTM3aTopa U3 pe3epBHOl KONumn C NCMNO/Ib30BaHEM
CepBepoB yAanIeHHOro KonmpoBaHus haiisioB He06Xo4MMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.
PasmecTuTb B paboyem pasgesne cepsepa daiia ¢ co3gaHHol paHee pe3epBHOA Konuei
MapLupyTm3aropa.

3. HactpouTb cepBUCHbIA MapLUpyTU3aTop 418 nosiBneHns IP-cBA3HOCTY C cepBEPOM yAaIEHHOro
KonmpoBaHus haiinos.

4. O6ecneunTb IP-CBA3HOCTL Mexay 0O6HOBASEMbIM CEPBUCHLIM MapLupyTu3aTopoM ESR 1 cepsepom
yAaneHHOro KonnpoBaHusa goaiinos (MapLipyTusaums).

5. O6ecneuntb paboTy NPOTOKONA yAaIeHHOro KonmpoBaHusa mexay ESR n cepsepom yaaneHHoro
KonvpoBaHus chaiinos (NpomexyTouHble firewall).

6. Mpu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hath Msi nonb3oBatens v naposnb Anis
CKayMBaHus Heobxoammoro darina.

[lnsi BOCCTaHOBNEHMSA KOH(hUIypaumm CepBMCHOrO MapLUpyTM3aTopa U3 pe3epBHOI KOMUK C STIOKasTbHO
noakatodyeHHoro USB/MMC-HocuTenss Heobxoanmo:

1. Pa3gen USB/MMC-Hocutens fomkeH 6biTb oTdhopmMatpoBaH B popmarte FAT32.

2. Ha USB/MMC-HocuTene fo/mkeH 6bITb NomeLLeH daiin ¢ paHee CO3aHHON pe3epBHOIN Konuel
KOHhUrypaumm cepBrCHOr0 MapLupyTm3aropa.

3. Mogkntountb USB/MMC-HOCKTENb B COOTBETCTBYHOLWMIA cNnoT ESR.
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3.2 KonupoBaHue haiina c pesepBHOIi Konuei KoHcurypauymm

3.2.1 C ucnonb3oBaHWeM NPOTOKOJIOB yAa/IeHHOro KonupoBaHus gaiinos

B 3aBMCMMOCTM OT NPOTOKO/IA YAA/IEHHOTO KonvpoBaHus goainos B CLI cepBucHoro
MapLipyTM3aTopa Heo6X0AMMO BbINOMHUTL OAHY U3 C/IEAYIOLLIMX KOMaHA;

Pe3sepBHOe KonupoBaHue KoHdurypauyum no nportokony tftp

esr# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config

Pe3epBHOE KONMpPOBaHMe KOH(UIypauum no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMPOBaHWEe KOH(UTIypauumn no npoTokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(UTIypauumn no npoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(Urypauumn no npotokosny http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

+ <config-file-name> — ums caiina pesepBHO koMK KOHUrypaLuuy CepBUCHOIO MapLupyTusaTopa.
« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepsepa.

« <ftp-username> — nms nonb3osarens Ha FTP-cepsepe.

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe.

« <ftp-server-ip> — IP-agpec ncnonb3zyemoro FTP-cepBepa.

+ <sftp-username> — nmsa nonb3oBaTtens Ha SFTP-cepsepe.

+ <sftp-userpassword> — naposnb nonb3osartens Ha SFTP-cepsepe.
+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepsepa.

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe.

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe.

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepeepa.
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+ <http-username> — nwvs nonb3osatens Ha HTTP-cepsepe.
+ <http-userpassword> — naposnb nonb3oBatens Ha HTTP-cepsepe.
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa.

3.2.2 C nokanbHo nogknuyeHHoro USB/MMC-Hocutens

1. OnpegenuTb MeTKy Toma nogktodeHHoro USB/MMC-HakonuTens.

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBsaTb (halin Ha ncnosnb3yemblit USB/MMC-HakonuTesb:

& Tpu BbINOHEHMN KOMaHA, konvpoBaHust Ha USB/MMC-HocuTenn HeobxoamMmMo BMECTO Mosiel
<USB_DISK> nnn <MMC_DISK> ncnonb3oBarb HacTosLwuMe METKU TOMa, ONpeaesieHHbIe Npu
BbINOJIHEHMM NyHKTa 1.

Pe3epBHOe KONMpoOBaHUE KOH(pUrypaumm Ha USB-HocUuTesb

esr# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KonupoBaHue KOH(urypauum Ha MMC-HocuTenb

esr# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

+ <config-file-name> — ums aiina pesepBHO KONMK KOHOUrypaLum CEPBMCHOIO MapLLpyT13aTopa;
+ <USB_DISK> — nmsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — nms pasgena Ha MMC-HocuTtene.
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3.3 MpumMeHeHUe 1 NOATBEPXKAEHME 3arPYXXEHHO KOH(Urypauum

[na npyMeHeHus 1 NOATBEPXAEHNS PpaboTbl KOHMIypaLuuy, 3arpy>XeHHoN paHee B pasgen
"system:candidate-config", He06x0AMMO BbINONHNUTL KOMaHAbI:

Pe3epB|-|oe KonnposaHue KOHq)I/IrypaLI,VIVI Ha MMC-HocuTenb

esr# commit

Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.

esr# confirm

Configuration has been confirmed. Commit timer canceled.
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4 Onpepenexve Tekyllei Bepcun MO 1 Bepcun BTopuyHoro 3arpy3umka (U-boot)

OnpeaenuTb BEPCUU UCMOSb3YEMOTO B AaHHbIi MOMEHT BTOpuYHoro 3arpyaunka (U-Boot) n ocHosHoro MO
MOXHO:

+ B CLI ocHoBHoOrO lMO;
* B BbIBOJE KOHCO/IbHOIrO MHTEpdielica npm 3arpy3ke CEPBUCHOr0 MapLupyTmM3aTopa.

4.1 OnpepgeneHue Tekyweii Bepcum MO 1 Bepcumn BTopudHoro 3arpysuuka (U-boot) B CLI
ocHoBHoro Mo

[ns onpeaeneHus Tekyllein sepcumn MO 1 Bepcun BTopmuHoro 3arpysunka (U-boot) B CLI ocHoBHoro MO
Heob6x04MMO BbINONHUTL KOMaHAy "show version":

MNMonyuyeHve Bepcuii BTOPUUHOrO 3arpy3umka u ocHoBHoro MO B CLI

esr# show version
Boot version:

1.17.3.11 (date 14/11/2022 time 13:30:27) <-- BepcusaA BTOPUYHOIO
3arpysumka (U-Boot)

SW version:

1.17.3 build 11[a813b5c65] (date 14/11/2022 time 13:20:25) <-- BepCuUs aKTUBHOIO
obpa3za OCHOBHOro MO cepBUCHOrO MapuwpyTu3laTopa

HW version:

1v2 <-- Bepcuda annapaTHOW
nnaTdopmel CEPBMCHOIO MapwpyTu3laTopa

4.2 OnpepgeneHue Tekyuwei Bepcum MO n Bepcum nepBuuHoro (X-Loader, sbi, bl1) u
BTOpuuHoro (U-boot) 3arpy3unkoB B BbIBOAE KOHCO/ILHOIO MHTEphelica npu 3arpyske
CepBUCHOro MaplupyTusaropa

[na onpepenexus Tekywieli Bepcumn MO 1 Bepcun BTopuyHoro 3arpy3dnka (U-boot) B BbIBogE KOHCO/IbHOIO
MHTepdielica Npu 3arpyske CepBUCHOTO MapLLpyTM3aTopa He06X0AMMO:

1. MogxnounTbCA K cepBUCHOMY MapLupyTusartopy ESR uepes uHtepdpeiic Console Ha nepepgHeli naHenu
MapLLpyTM3aTopa, UCNoab3ys cnegyrowme napameTpbl MHTepdenca RS-232 Ha MK:

+ CkopocTb: 115200 6ut/c;

* Butbl gaHHbIX: 8 6UT;

* YeTHOCTb: HET;

+ CtonoBble 6uThI: 1;

* YnpaB/sieHne NoTOKOM: HeT.

2. MNepesarpy3nTb MapLIpyTU3aTOP OJHUM U3 CNEeAyHLMX CoCcO60B:

+ OTKNIOUNUTb Y BKIKOYUTL NUTaHUe. VIHTepBas Mexay OTK/IHYEHWEM U BKIKOYEHMEM [0/DKEH COCTaBUTb He
MeHee 20 cekyHz,

*+ KpaTKoBpeMeHHO HaxkaTb (hYHKLMOHa/IbHY0 KHOMKY F Ha nvueBoi naHenn mappyTmsaTopa (a1s
ESR-10 — Ha 60K0BOVi NaHenu).

* BbinonHutb kKomaHay "reload system" B CLI ocHoBHOro MO mapLipyTtm3satopa.
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Mepesarpyska npu nomoLym komaHabl B CLI ocHoBHOro MO

esr-21# reload system
Do you really want to reload system ? (y/N): y

3. B npouecce 3arpy3ku B KOHCO/b GYAET BbiBeeHa MH(OPMaLMSi O BEPCUAX:

+ MepBunyHoro 3arpysunka (sbi, bl1 nnu X-:-oader B 3aBMCUMOCTY OT MOAENN MapLLpyTM3aTopa):
Bepcus nepBUYHOro 3arpysumka Ha ESR-10/12v/12vf/14vf/15

SBI:1.17.3.11 (14/11/2022 - 12:55:55)
Chip 1is NSP Bl
Booting from SPI-NOR

Bepcus nepBUUYHOro sarpysumka Ha ESR-20/21/30

INFO: mdio_update: phy_id 4, addr 9, value 0x120c
INFO: mdio_update: phy_id 2, addr 0, value 0x808

BL1:1.17.3.9 (01/11/2022 - 18:40:36)

INFO: BL1: RAM 0x6517a800 - 0x65180000
INFO: Using crypto library 'mbed TLS'

Bepcusa nepBUMUYHOro s3arpysumka Ha ESR-100/200/1000/1200/1500/1511/1700/3100/3200

BRCM XLP Stage 1 Loader (X-Loader:1.17.3.11) [Big-Endian] (14/11/2022 - 13:21:58)
XLP316B2: Node 0 frequency: CPU=1400MHz, SOC=1999MHz, REF=133MHz
POWER ON RESET CFG:43F94FA8,VRM: 0x6868, PRID: 0xC1104

+ BrtopuuHoro 3arpysuuka (U-boot):
Bepcvm BTOPUYHOTIO 3arpy3uuka
INFO: Entry point address = 0x85000000
INFO: SPSR = 0x3c9

U-Boot:1.17.3.9 (01/11/2022 - 18:40:36)
Watchdog enabled
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+ OcHoeHoro MO (Firmware):
Bepcusa ocHoBHoro MO

[ 0.000000] Initializing cgroup subsys cpu
[ 0.000000] Initializing cgroup subsys cpuacct

[ 0.000000] Software version: 1.14.5 build 6[596cabe53] date 20/04/2022 time
11:37:10
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5 O6HoBneHue MO B CLI ocHoBHOro MO ESR

5.1 O6HoBneHue MO c Bepcun 1.17.2 n 6051ee NO3gHUX

MO HaumHas ¢ Bepcun 1.18.3 (1.20.3 BKAOUUTENBHO) ABASETCS KYMYNSTUBHbLIM (COAEPXMT OGHOB/IEHHbIE
BEPCUM NEPBUYHOTO 1 BTOPUYHOTIO 3arpy3qnkos). MO Bepcuii 1.17.2 n 60/1ee No3aHUX NnoaaepxvBaeT
KYMYNSATUBHOE OOHOB/IEHNE BCEX KOMMOHEHTOB 10, noaTtoMy 6yaeT [10CTaTOuHO:

« 3arpysutb MO (firmware-chaiin) Ha cepBuUCHbI MapLupyTusatop ESR.
* Bbi6bpaTb 06pa3 MO 06HOBNEHHOWN Bepcumn A5 CNeaytoLwen 3arpy3ku.

© OTkNoueHVe NUTAHUA 40 OKOHYAHUS BbINOMHEHMSI KOMaHAb! "boot system {mage-1limage-2}"
MOXET NMPUBECTN K HEMCNPAaBHOCTW MapLupyTu3aTopa.

+ MNepesarpy3uTb CEPBUCHbI MapLLpyTH3aTop.

5.1.1 NMoaroTtoBka K 3arpyske NO
Mpwu 3arpy3ke MO ¢ ncnosnb3oBaHNEM CEPBEPOB YAAJIEHHOINO KONMPOBaHUA hainioB Heo6XoaUMO:

1. 3anyctutb COOTBETCTBYHOLLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonuposaTtb paiin MO (<firmware-file>) B pa6ounii pasgen cepsepa yaaneHHoi 3arpysku aiinos.
MmeHa HeobxoaumbIX (paiioB B 3aBMCMMOCTY OT MOZENN 1 annapaTHoi BEpcMn MmapLupyTm3aropa
nepeuncneHsl B pasgene daiisisl, Ncrnonsb3yemsie 18 06HOBNEHNS.

3. O6ecneuntb IP-CBA3HOCTb MEXy 06HOBNSAEMbIM CEPBUCHBIM MapLupyTu3aTopom ESR 1 cepsepom
yAa/IeHHOro KonvMpoBaHus haiinos (MapLupyTmsaums).

4. O6ecneunTb paboTy NPOTOKONA YAANEHHOTO KONMpoBaHusa mexay ESR n cepsepom yganeHHoro
KonmpoBaHusi chaiinos (NpomexyTouHble firewall).

5. Mpwu HeobxoaumocTu (anst npoTtokonos ftp, sftp, scp, http, https) y3Hatb uMsi nonb3oBaTenst u naposb
ONS cKaumMBaHMsa Heobxoammoro daiina.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutens HeobxoamMmo:

1. Pasgen USB/MMC-HocuTens fomkeH 6biTb oTdhopmaTrpoBaH B popmare FAT32 nnm exFAT.

2. CkonupoBartb haiin MO (<firmware-file>) B kopHeBoli pasgen USB/MMC-Hocutensi. imeHa
Heobxo4MMbIX (ainioB B 3aBMCMMOCTY OT MOLENN U annapaTHOW Bepcumn mapLupytmsaropa
nepeuncneHsl B pasgene ®aiisisl, Ncrnons3yemsie a8 00HOBNEHNSA

3. Mogkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLLMIA C/IOT CEPBUCHOIO MapLupyTu3aropa.

4. Onpenenntb MeTKY ToMa noaknoveHHoro USB/MMC-HakonuTens.

5.1.2 3arpyskaNoO

C ucnonb30BaHUEM OAHOTO U3 NMPOTOKO/IOB YAAIEHHOW 3arpy3ku aiifios

3arpyska MO no npotokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
|******************************************| 100% (OB) Firmware updated successfully.
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3arpyska MO no npoTtokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

3arpyska MO no npotokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkkxx| 100% (O0B) Firmware updated successfully.

3arpyska INO no npotokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| o sk ko ok ko ok ko ok ok ko Kk kR kR Kk ok Xk ok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

« <tftp-server-ip> — IP-agpec ucnons3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepepe;

« <ftp-userpassword> — naponb nons3oBatensi Ha FTP-cepBepe;
« <ftp-server-ip> — IP-agpec ncnonb3lyemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naposnb nonb3oBarens Ha SFTP-cepeepe;
+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

+ <scp-username> — uMs rnosb3osartens Ha SCP-cepeepe;

« <ftp-userpassword> — naponb nons3oBatensi Ha FTP-cepBepe;
+ <scp-server-ip> — IP-agpec ncnonb3ayemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;
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+ <http-userpassword> — naponb nonb3oBartensa Ha HTTP-cepsepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.

MpaBuna ncnonb3oBaHns dainnos MO Ans pasnnyHbIX Mogenel onnucaHbl B pasgene daiisisl, Ncnosb3yemsle
015 OGHOB/EHUS.

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHne nmeHn MeTkn ToMa nogkntodeHHoro USB/MMC-Hakonutens:

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. KonvnposaHue harina ¢ ucnonbzyemoro USB/MMC-Hakonutens:

& TMpw BbINO/IHEHNM KOMaHA, kKonupoBaHusa ¢ USB/MMC-HocuTenein Heo6xoaMMo BMECTO Mosiei
<USB_DISK> unn <MMC_DISK> ncnonb3oeatb HacTosLme METKN TOMa, onpeaesieHHble BbIlle.

3arpyska NO c USB-HocuTtensi

esr# copy ushb://<USB_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully

3arpyska NO c MMC-HocuTens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.
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5.1.3 Bbi6op o6pa3a MO o6GHOBMEHHOI Bepcun Ans cneaylowei sarpyskm

Ha cepBuCHbIX MapLupyTusaTopax ESR oHoBpemMeHHO xpaHuTcs ABa o6pasa MO (image-1 n image-2).

1. MpoBepuTb cogepxunumoe 06paszos MO, 3arpy>XeHHbIX Ha CePBUCHbIA MapLLpyTM3aTop:

esr# show bootvar

Image Version

1 1.20.3 build 9[708a8de9f]

2 1.17.3 build
11[a813b5c65]

Date Status After reboot
date 29/09/2023 time Not Active

16:05:03

date 14/11/2022 time Active *

12:51:54

Mpwu 3arpy3ke gpaiina MO B pasgen system:firmware 3arpy3ka ocylLecTBNSETCA BCEraa B HeaKTUBHbIN B

OAHHbI MOMEHT pasgen.

2. Bblbpatb pasgen, cogepxatimii MO 06HOBMEHHOI BEPCUM, B KAYECTBE 3arpy304HOro:

BbiGop pa3gena MO gnsa 3arpysku

esr# boot system image-1

This command cannot be interrupted, do not

Continue? (y/N): vy

2000-01-07T18:51:19+00:00 %FILE_MGR-I-INFO:

image-1' (index: 4, origin: CLI)
2000-01-07T18:51:22+00:00
2000-01-07T18:51:31+00:00
2000-01-07T18:51:37+00:00
image-1' (index: 4, origin: CLI)
Boot image set successfully.

%FIRMWARE-I-INFO:
%FIRMWARE-I-INFO:
%FILE_MGR-I-INFO:

turn off device during process.

operation started: 'boot system
Writing data...
Writing data...

operation 1is finished: 'boot system

© 3anpeuaercs oTKIIOYEHNE NUTAHUA MaPLUPYTU3ATOPa B MOMEHT BbINOSIHEHUSI KOMaH/b! "boot system

{mage-1|image-21}".

OTK/OYEHNE NUTAHUS [0 OKOHYAHWS BbINO/THEHMSA KOMaHAbl "boot system {mage-1|image-21}"
MOXET NMPUBECTU K HEMCNPABHOCTY MapLupyT13aTopa.

3. MpoBepuTb, UTo 06pa3s, cogepxalumii MO 06HOBNEHHOI Bepcuw, BbIGpaH A5 3arpy3ku:

esr# show bootvar

Image Version

1 1.20.3 build 9[708a8de9f]

2 1.17.3 build
11[a813b5c65]

Date Status After reboot
date 29/09/2023 time Not Active *

16:05:03

date 14/11/2022 time Active

12:51:54
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o

Ecnn ana nocneaytollein 3arpysku 6yaet BbliopaHa Bepcus MO, koTopas 6blna BbinyllleHa paHee
Bepcun MO, ncnonb3yemoli B AaHHbIi MOMEHT, MOC/1e nepesarpy3kn CTaHET HEBO3MOXXHA KOHBEpPTaLS
TekyLleli KOHgUrypaumm, n 6yaet npuMeHeHa nyctas kKoHdurypaums (6e3 3aBoAckmx HacTpoek). Mpu
NyCTON KOHhMrypaumm K MapLipyTM3aTopy MOXHO NOAKIUYUTLCS TO/IbKO UCMO/b3YS KOHCO/IbHOE
NOAKMOUEHME 1 NorH/Naposb no ymonyaxuio (admin/password).

5.1.4 MMepes3arpyska cCepBMCHOro MapwpyTtusaropa

Mepesarpy3uTb CEPBUCHBIV MapLUPYTM3aTop NPW NOMOLLY KOMaHpbI:

Mepe3arpys3ka mapwpyTtusatopa B CLI ocHoBHoro MO

esr# reload system

Do

you really want to reload system ? (y/N): vy

5.2 O6HoBneHue MO c Bepcuii 1.4.4-1.17.1 (ana ESR-1500/1511 1.8.7-1.17.1)

B otnnume ot MO Bepcun 1.17.2 n 6onee no3gHux, 6os1ee paHHWE BEPCUN HE NOALEPXKNBAIOT KYMY/IATUBHOE
o6HoBNeHune. Moatomy, Kpome 0CHOBHOTO 10O, B HEKOTOPbIX C/lyYasix He06x04MMO 06HOBNATL BTOPUYHbIN
3arpysuuvk. B pesynsrare npouecc 06HOBNEHNS ByAeT crefyoLmii:

3arpysuTb BTopuyHbIii 3arpy3unk (U-boot) Ha cepBucHbIi mapLupytusartop ESR.
3arpysutb MO (firmware-chaiin) Ha cepBucHbIi MapLlupyTnsartop ESR.
Bbi6bpaTb 06pa3 MO 06HOBNEHHOI Bepcumn ANs CNeAyoLwen 3arpy3ku.
MNepesarpy3nTb CEPBUCHLIA MapLLpyTM3aTop.

O6HoBneHne BTopuuHoro 3arpysumka (Uboot) o6s3atenbHo, ecnin Tekylasi Bepcus BTOPUUYHOIO
3arpysudvika ctapue sepcum 1.12.x BkatoumtensHo (1.12.x, 1.11.x, 1.10.x n 1. 4.).

Ecnu Tekywasi Bepcus BTopuyHoro 3arpysumka (U-boot) 1.13.0 unwm Bbiwe (1.13.0,1.14.0n 1. a.),
06HOBNATL BTOPUYHBIN 3arpy3unk (U-boot) He o6si3aTesibHO.

Mpn 06HOBMEHMM C 6oNee paHHUX Bepcuii MO Habop NPOTOKONOB YAa/IEHHOIO KONMpPoBaHus dainnos
N TUMNbI TOKa/IbHO NOAK/IHYAEMbIX HaKonuTene MoryT oTinyaTbCs.

[na o6HoBneHus MO mappyTtusatopoB ESR-3100 ¢ Bepcuun 1.14.X HEOOXOAMMO OTKPbITh 3a5BKY B
cnyx6e TEXHUYECKO NoaaepXKu, ncnonb3ys nnargopmy hitps://servicedesk.eltex-co.ru/ unun coopmy
ob6palleHuns Ha odnumansHom calite htips://eltex-co.ru/support/.
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5.2.1 MoprotoBKa KOHUrypayum npu o6HOBIEHUN C Bepcuii 1.4.X n 6onee paHHUX

Mepepn o6HOBNEHMEM MO ¢ Bepcuii 1.4.X 1 HAXE Ha Bepcuto 1.6.X HEOOXOAMMO YYeCTb N3MEHEHUSA B peXumax

paboTbl hr3myecknx nHTepelicos.

[na cdomaunyecknx nHTepdecos, HaunHas ¢ Bepcun MO 1.6.2, N0 yMONYaHUIO PeXUM MapLupyTU3NpyemMoro

nopra:

interface gigabitethernet 1/0/1
mode routerport
exit

C0O0TBETCTBEHHO Npy 06HOBNEHNN MO ¢ M3nUeckrx NOPToB ByAyT yAaNeHbl PEXVMbI KOMMYTUPYEMOTO

nopTa, Hanpumep:
KoHdmrypayus Ha 1.4.x U Gonee paHHUX

interface gigabitethernet 1/0/1
description "WAN"
switchport mode trunk
switchport trunk allowed vlan add 150
exit
interface gigabitethernet 1/0/1.200
ip firewall disable
exit

interface gigabitethernet 1/0/1
description "WAN"
switchport forbidden default-vlan
switchport access vlan 10

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

KoHdpurypauums Ha 1.6.2 n 60nee no3gHUX

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
ip firewall disable

exit

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

5.2.2 MoprotoBKa K 3arpy3ke cpaiinioB (MO 1 BTOPUUYHOrO 3arpy3umKa)

Mpw 3arpy3ke hainnoB ¢ CNO/Ib30BAHNEM CEPBEPOB Ya/IEHHOIO KONMpoBaHusa haiiios Heobxoanmo:

1. 3anycTuTb COOTBETCTBYIOLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonwupoBaTtb paiinbl MO n BTopuuHoro 3arpy3unka (<firmware-file> n <uboot-file>) B pa6ounii pasgen
cepBepa yaasieHHo 3arpy3kn haiinios. MimeHa HeobxoauMbIX halifioB B 3aBUCMMOCTM OT MOAE/N U
annaparHoi Bepcun mapLupyTu3aropa nepeyvncrieHsl B pasgene ®aiifisl, ncrnosnssyemsle 1715
0OHOBNEHUA.

3. O6ecneuntsb IP-cBA3HOCTL Mexay 0OHOBNSEMbIM CEPBUCHBIM MapLLpyTu3atopom ESR n cepsepom
yAa/IeHHOIO KONMpoBaHusa goaiinos (MapLupyTusaums).

4. O6GecneunTb paboTy NPOTOKO/A YAa/IEHHOrO KonupoBaHua mexay ESR 1 cepeepom yganeHHOro
konupoBaHus thaiinos (NpomexyTouHble firewall).

5. Mpwn HeobxogumocTu (pnst npoTokonos ftp, sftp, scp, http, https) y3Hatb umsi nonb3oBatenst n naponb
[ANA cKaunBaHWa HeobxoamMMoro daiina.
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Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutena Heobxoammo:

1. Pasgen USB/MMC-Hocutens fosmkeH 6biTb oTdpopmaTuposaH B oopmare FAT32 unm exFAT
(nopaepxmBaetcs, HaumMHas ¢ Bepcun MO 1.13.0).

2. CkonupoBaTb paiinbl MO n BTopryHoro 3arpy3unka (<firmware-file> n <uboot-file>) B kopHeBoi1 pasaen

USB/MMC-Hocutens. imeHa Heobxoaumbix dpaiiioB B 3aBMCMMOCTY OT MOZENN 1 annapaTtHoi Bepcum

MapLupyTm3aTopa nepeyncieHbl B pasgene ®aiisisl, Ncrnosib3yemble A5159 00HOB/IEHNS.

MogxnounTe USB/MMC-HOCKTENb B COOTBETCTBYHOLLMIA CNOT CEPBUCHOIO MapLipyTnsaTopa.

Onpegenutb MeTKy ToMa nogksitodeHHoro USB/MMC-Hakonutens.

pw

5.2.3 3arpyska cpaiinoB MO n BTopuuHoro 3arpy3umka (<firmware-file> n <uboot-file>)

C ucnonb3oBaHWEM OGHOTO U3 NPOTOKO/IOB yAaJIeHHOIi 3arpy3ku caiinos

3arpyska MO no npoTtokony tftp

esr# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy tftp://<tftp-server-ip>:/<uboot-file> system:boot-2

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska MO no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| o sk ko ok ko ok ko ok ko Kk kR k R kR ok Xk ok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<uboot-file>
system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.

3arpyska MO no npoTtokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-file>
system: firmware

| XXk kkkkkkkkkkkkkkkXkkkkkkkkkkkkkkkxxxkkxxkx | 100% (0B) Firmware updated successfully.

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<uboot-file>
system:boot-2

| %K kkkkkkkkkk kK kkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.
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3arpyska NO no npoTokosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<uboot-file>
system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.

3arpyska INO no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-file>
system: firmware

| o sk ko ke ko ok ke ko ok ko ok ok Kok ok kR ok kR ok kok Rk ok ok xkokkkok kx| 100% (OB) Firmware updated successfully.

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| XXk kkkkkokokkkkkkkkkxkkkkkkkkkkkkkkkxxxxxxk* | 100% (69TkB) Bootloader updated
successfully.

3arpyska MO no npoTtokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| XXk kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxxxxkxkx | 100% (0B) Firmware updated successfully.

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<uboot-file>
system:boot-2

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepBepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3lyemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBarens Ha SFTP-cepsepe;
« <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa;
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MpaBuna ncnosb3oBaHusa gpaiinos MO 1 BTopuyHoro 3arpysumka (U-boot) ans pasnmuHbix mogeneli cm. B
pasgene MoarotoBka Kk 3arpy3ke ¢aiinos (MO 1 BTOPUYHOIO 3arpy3unka).

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHne nMeHn MeTKn ToMa nogkntodeHHoro USB/MMC-Hakonutens.

Onpe,qenel-wle MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. KonvnposaHue harina ¢ ucnonbzyemoro USB/MMC-Hakonutens:

& Mpw BbINOSIHEHNM KOMaHA, konupoBaHusa ¢ USB/MMC-HocuTenei Heo6xoaMMo BMECTO Mosis
<USB_DISK> unin <MMC_DISK> ncnonb3oeatb HacTosLme MeTKU TOMa, onpeesieHHble BbIlle.

3arpyska NO c USB-HocuTtensi

esr# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully

esr# copy usb://<USB_DISK>:/<uboot-file> system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.

25



ESR-Series. PykoBoacTBO nNo o6HoBAeHMo MO. Bepcus 1.20

3arpyska N0 ¢ MMC-HocuTtens

esr# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully.

esr# copy usb://<MMC_DISK>:/<uboot-file> system:boot-2
| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated

successfully.

+ <USB_DISK> — umsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.

5.2.4 Bbi6op o6pa3a MO oGHOBNEHHOW Bepcuu AN cneaytoulen sarpysku

Ha cepBuCHbIX MapLipyTusaTopax ESR ogHoBpemMeHHO xpaHuTcs ABa o6pasa MO (image-1 n image-2).

1. MpoBepuTb cogepxmmoe 06pas3oB MO 3arpyXeHHbIX Ha CEPBUCHbI MapLIpyTU3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.20.3 build 9[708a8de9f] date 29/09/2023 time Not Active

16:05:03
2 1.14.5 build 5[596cabe53] date 20/04/2022 time Active *

11:37:26

Mpw 3arpyske darina MO B pasgen system:firmware 3arpy3ka ocywecTBASIeTCA BCeraa B HEAKTUBHbIN B
[AaHHbIA MOMEHT pasaen.

2. BblbpaTtb pasgen, cogepxatimii MO 06HOBNEHHOI BEpCUM B KAUECTBE 3arpy304HOTO:

Bbi6op pasgena MO ansa 3arpysku

esr# boot system image-1
Do you really want to set boot system image? (y/N): y
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3. MNpoBepuTb, YTO 06pas, cogepxawmii MO 06GHOBNEHHON BepCUK, BbIOpPaH AN 3arpy3ku:

esr# sh
Image

ow bootvar
Version

1.20.3 build 9[708a8de9f]

1.14.5 build 5[596cabe53]

Date Status After reboot
date 29/09/2023 time Not Active *

16:05:03

date 20/04/2022 time Active

11:37:26

© Ecnu gnsa nocnepyrolein 3arpysku 6yaet BoibpaHa Bepcus MO, KoTopas 6bi1a BbinylleHa paHee
Bepcun MO, ncnonb3yemor B AaHHbI MOMEHT, Noc/1e nepesarpy3kn CTaHeT HEBO3MOXHA KOHBepTaLus
TEeKyLLen KoHdUrypaummn 1 6yaet npumMmeHeHa nycras koHdurypauus (6e3 Kakmx imbo 3aBOACKNX
HacTpoek). Mpy NycToli KOH(UIypaLmmn K MapLIpyTU3aTopy MOXHO NOAK/THUUTLCS TOMBKO UCMO/b3YS
KOHCOJ/IbHOE NOAK/THYEHME 1 NOTMH/Naposib No ymonyanuto (admin/password).

5.2.5 Mepe3arpyska cepBMCHOro MapLipyTtusaropa

Mepesarpy3nTb CEPBUCHBIN MapLLpPYTM3aTOp NPU NOMOLLY KOMaHAb!:

Mepe3arpyska maplpyTtusatopa B CLI ocHoBHoro MO

esr# reload system

Do you really want to reload system ? (y/N): vy

5.3 O6HoBneHue MO c Bepcun 1.4.3 (ans ESR-1500/1511 1.8.6) u 6onee paHHUX Ha
NPOMEXYTOUHYIO BEPCUIO

& Tpu 06HOBNEHNM C Gonee paHHUX Bepcuii MO Habop NPOTOKO/OB YAA/IEHHOMO KOMMPOBaHKSA (haii/ioB
1 TUMbl NTOKA/IbHO MOAK/THUYAEMbIX HAKOMUTENEN MOTYT OT/IYATLCS.

Ta6nuua mogeneii n Bepcuii MO, Tpebyrowyx 0GHOBNEHUS YepE3 NPOMEXYTOUHYH0 BEPCUIO:

Mopaenb

ESR-10

ESR-12V
ESR-12VF
ESR-100
ESR-200
ESR-1500

Bepcusa NO

esr10-1.4.3 n paHee

esr12v-1.4.3 n paHee

esr12vf-1.4.3 n paHee

esr100-1.4.3 n paHee

esr200-1.4.3 n paHee

esr1500-1.8.6 n paHee
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Mpwn 06HoBNEHUM MO Ha cepBUCHbIX MapLUpyTM3aTopax Mogeneii n sepcuii MO, nepeuncnerHHbIX B Tabnuue
BbiWe, MO HOBOI Bepcum He ByAeT 3arpyxartbCs, BbifaBasi OLUMOKY BUAA:

esr-12vf# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware
| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxxkkkkkkkkkkxx| 100% (71907kB) Unsupported board.

Mpo6nema o6bsicHseTcs TeM, UTo B Bepcusax 1.6.0 (ans ESR-10/12V/12VF/100/200) 1 1.9.0 (ans
ESR-1500/1511) npou3oLusio cnvsiHne o6pasos MO 1 3arpy3unkoB A5 MofAeneit CepBUCHbIX
MapLUPYTM3aTOPOB CXOXMNX annapaTHbIX naaTopm.

[na o6HoBNeHUA MO cepBUCHbIX MapLLPYTU3aTOPOB C BEPCUIA, NEPEYMCNEHHbIX B TabnuLe Bbille 1 6onee
paHHNX, He06X0ANUMO NepPBOHAYa/IbHO 06HOBUTL MO Ha NPOMEXYTOUYHYHO BepCUto. Mpu 3TOM 3arpy34mkm
0OHOBNATb HET HEOBXOAUMOCTN.

Mpouecc 06HOBNEHMA BYAET MAEHTUYHBLIM OnMcaHHOMY B pasaerne "O6HosneHve MO ¢ Bepcun 1.17.3 n 6onee
no3AaHuX", HO Co cneayLWMMN OTINHNAMMN:

+ B kauecTtBe firmware-haiinoB npu 3arpy3ke He06XoAMMO UCMO/b30BaTh CrieayroLme:
« Onsa ESR-10 - esr10-1.4.4-build8.firmware;
« Ona ESR-12V - esr12v-1.4.4-build5.firmware;
« Onsa ESR-12VF - esr10vf-1.4.4-build5.firmware;
« Ona ESR-100 - esr100-1.4.4-build4.firmware;
« Onsa ESR-200 - esr200-1.4.4-build5.firmware;
« Onsa ESR-1500 - esr1500-1.8.7-build4.firmware.
+ Ecnu Tekyluas Bepcust MO Ha cepBMcHOM MapuipyTuzaTtope 1.1.0 unu BbinyuieHHas paxee (1.1.0,1.0.9,
1.0.8), To BMecTo pasgena "system:firmware" Heo6xoAMMO UCNO/b30BaTh 0603HaYEHME pasaena
"fs://firmware".

Mocne 06HOBNEHUS HA MPOMEXYTOUHYH0 Bepcuto N0 Heobxoammo ybeanTbesi, UTO 06HOB/EHME NPOLLNIO
ycnelHo. [lanee Heobxoanmo o6HOBUTL MO cornacHo npoueaype, onucaHHon B pasgene O6HoeneHne M0 ¢
Bepcuii 1.4.4-1.14.5 (ansa ESR-1500/1511 1.8.7-1.14.5).

5.4 O6HoBneHue MO Ha ESR-1000 c Bepcuun 1.0.6 n 6onee paHHUX

Mpwn o6HoBNeHUK ESR-1000 1 Bepcumn 1.0.6 1 paHee HYXXHO yuMTbiBaTb BEPCUIO NEPBUYHOIO 3arpysumnka (X-
Loader). Onpeaenutb Tekyulyto Bepcuio X-loader cnoco6om, onvcaHHbIM B pasgene "OnpeaeneHune Tekyuei
Bepcun MO n Bepcum nepBuyHoro (X-Loader) n BTopunyHoro (U-boot) 3arpy3urkoB B BbIBOE KOHCO/IbHOMO
nHTepdenca Npu 3arpyske CepBUCHOrO MapLupytmsaropa”.

Ecnu Tekyuias Bepcusi X-Loader 1.0.5 nnv 6onee paHHsisi, 06HOBMIEHWE BO3MOXHO TO/IbKO C UCMO/b30BaHNEM
CLI BTopryHoro 3arpysunka (U-boot):

OTKNUMTbL Kabenn ot Bcex nHTepdpeicos ESR-1000.
B nHTepdelic gi 1/0/1 nogkntounTs MK ¢ ycTaHoBneHHbIM tftp-cepepom.
B pabouyem katanore tftp-cepsepa cosgarb nogkartasor ¢ umeHeM "esr1000".
B nogkatanor ¢ nmeHem "esr1000" ckonvpoBatb cneayrouime gainsbl nepenmMmeHoBbIBas UX:
+ cpaiin esr1000-1.20.3-build9.firmware nepenmeHoBatb B firmware;
* cpaiin esr1000-1.20.3-build7.uboot nepenmeHoBath B u-boot.bin;
« ansa ESR-1000 ¢ HW-Bepcueli meHbLue 1v7 goaitn esr1000-1.20.3-build7.xload nepenmeHoBaTh B
xload.bin;
« ansa ESR-1000 ¢ HW-Bepcueli 1v7 n ctapuie gain esr1000-1.20.3-
build7.1v7.xload nepenmeHoBatb B xload.bin.
5. MNoaknounTbesa K cepBMcHOMY MapLupyTusaTopy ESR ncnonb3ysa KOHCOMbHbIN MHTEPdIENC Ha NMLEBOIA
naHenu mapLupyTusartopa (console) ucnonb3ys cregytowme napameTpbl MHTepdeiica RS-232 Ha MK:
+ CkopocTb: 115200 6ut/c
* BuTbl gaHHbIX: 8 BUT

Hpwd =
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* YeTHOCTbL: HeT

+ Crtonosble 6UTbI: 1

* Ynpas/sieHne NoToKoM: HEeT

6. MNepesarpy3ntb MapLUPyTM3aTop O4HVUM U3 CriedyoLwmx cnocoboB.:

+ OTKNIOUNUTb Y BKIKOYUTL NUTaHNe. VIHTepBas Mexay OTK/IHYEHNEM U BKHOYEHEM [0/DKEH
cocTaBuUTb He MeHee 20 cekyHz,

+ KpaTKoBpeMeHHO HaxkaTb (hyHKLMOHa/IbHYO KHOMKY F Ha NvueBoi naHenn mapwpytmsatopa (a1s
ESR-10 — Ha 60KOBOI1 NaHenw).

* BbinonHutb KomaHay "reload system" B CLI ocHoBHOro MO mapLupyTm3atopa.

Mepesarpyska Nnpyu nomoLy KOMaHAbl B CLI ocHoBHOro MO

esr-21# reload system
Do you really want to reload system ? (y/N): vy

7. [locne nosiBNeHns coobLleHns Buaa:

Temp: MAX6657 temperature (int) 38 C
Temp: MAX6657 temperature (ext) 64 C
Temp: LM75/0 temperature (PHYs 1G) 33 C
Temp: LM75/1 temperature (SFP+ 10G) 31 C
Temp: LM75/2 temperature (Switch) 43 C
Hit any key to stop autoboot: 0

HaxaTtb knasuwy "Esc".
8. B nosBuBLLemcs CLI BTopuuHoro 3arpy3umka (U-boot) HacTpouTb IP-napameTpbl B3avMoeiicTBus ¢
noAkntoyeHHbIM MK:

HasHauuTsb Ip-agpec Ha cam MapLIpyTU3aTop

BRCM.XLP316Lite Rev B2.u-boot# setenv {ipaddr 192.0.2.1

Ykasatb IP-agpec, Ha3Ha4YeHHbIi Ha UHTepdeiice, NOAKFOYEHHOM K gi1/0/1 mapLipyTusaTopa

BRCM.XLP316Lite Rev B2.u-boot# setenv serverip 192.0.2.2

© IP-agpeca MK 1 mapLupyT3aTopa MOryT OT/IMYATLCSA OT NPUBEAEHHbIX B MPUMEPE BbILLIE, HO
[OO/MKHbI ObITb U3 0AHOI/24-noAceTw.

29



ESR-Series. PykoBoacTBO nNo o6HoBAeHMo MO. Bepcus 1.20

9. 3arpy3uTb thaiinbl nepsuyHoro (X-Loader) n BTopruHoro (U-boot) 3arpy3umkos u ocHoBHoro MO:
3arpyska BTOPUYHOro 3arpy3sumka (U-boot)

BRCM.XLP316Lite Rev B2.u-boot# run tftp_update_uboot

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl®00/u-boot.bin'.

Load address: 0xa800000078020000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HARAHHHHHH SRR R HHHAHAAHHHHH AR R H AR R AR R R
done

Bytes transferred = 981776 (efbl® hex)

SF: Detected MX25L12805D withpagesize 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 isnowcurrentdevice

U-Boot update OK

3arpyska nepBuyHoro 3arpysuuka (X-Loader)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_xload

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl1l000/xload.bin'.

Load address: 0xa800000078000000

Loading: Tftp Start: Tftp Timeout Msecs = 10000, Tftp Timeout Count Max = 6
HHHHHHHHH

done

1. Bytes transferred = 123096 (1e0d8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 is now current device

X-Loader update OK
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3arpyska ocHoBHoro NO

BRCM.XLP316Lite Rev B2.u-boot# run tftp_update_imagel

Using nae-0-1 device

TFTP fromserver 115.0.0.10; our IP address is 115.0.0.1

Filename 'esrl1l000/firmware'.

Load address: 0xa800000060000000

Loading: Tftp Start:Tftp Timeout Msecs = 10000, Tftp Timeout Count Max =
CHHAAHAAHHAHHH A A A HAHHHRHH A A A A AHHHHH A A A AR AHHHHHH A AR HHBHHH AR AR H S

HAHAHAAHAHHAHAHHAHAHHAHAHHAH AR AR AR R AR HH

done
Bytes transferred = 59767378 (38ffa52 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size 0x6400000
Erasingat Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size 0Ox6400000
104857600 bytes written: OK

Firmware update OK

10. Ykasartb nepsblii 06pas ansa 3arpysku:

BRCM.XLP316L1ite Rev B2.u-boot# run set_bootpart_1
SF: Detected MX25L12805D with page size 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 is now current device

11. Mepe3sarpy3nTb MapLUpyTU3aTOp, OTK/IOUMB 1 BKAKOUMB NUTaHMe. IHTepBan Mexay OTK/ItOUEHNEM U
BK/IIOYEHMEM [0/IKEH COCTaBUTbL He MeHee 20 cekyHA.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdmuymanbHbIin cant komnaHuu: hitps://eltex-co.ru
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://servicedesk.eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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