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Main page

Description

The NAICE system home page serves as a dashboard containing a set of widgets. The widgets display key
system performance indicators, providing summary information about its current state over the last 24
hours. Automatic data refresh is implemented for all widgets with a 2-minute interval.

Dashboard features:

* Widget set configuration is saved individually for each system user;

e All changes to widget arrangement and composition apply only to the current system user;

* The system automatically saves settings between work sessions.

Main page elements:

® (Control Panel -located at the top of the interface, contains main dashboard controls;

® Widget Set - configurable workspace containing informational widgets with key system metrics.

Viewing the dashboard panel
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Figure 1. Dashboard control panel and displayed widgets

Dashboard control elements:

®* £ Update all -Refresh datafor all widgets displayed on the dashboard.

* {8 Configure -Openthe dashboard panel settings window.



Each widget consists of the following control elements:

* % -Used to change widget order.

* Authorizations - Widget name. Serves as a hyperlink to the parent page.

® RADIUS - widget tag. Indicates which part of the functionality the widget belongs to.
o @ - Brief information about the widget.

e 3 -Refresh data for this specific widget.

o E - Action panel for the widget (e.g., delete).

® Data visualization area in the specified display format.

Configuring dashboard widgets

To select widgets for display on the dashboard, click {3 Configure , which will open the Dashboard panel

settings window:
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Figure 2. Dashboard panel settings window

The Dashboard panel settings window contains the following controls:

° - Checkbox to select items for further action (add or remove).

E - Widget data display type. Four display types are supported - graph, histogram, pie chart, and
metric.

"Authorizations" - Widget name.

RADIUS - Widget tag.

Q Widget Search - Widget search field.

Reset - Return to the default widget set.



To add or remove a widget from the dashboard, select it using the checkbox and click the Save button.
Widgets with checked checkboxes will be displayed on the dashboard.

Widget search

For easier customization and selection of displayed widgets, they are grouped into sections, depending on
what part of the functionality they relate to. Also, for greater convenience, a search for widgets by name has
been implemented.
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Figure 3. Widget search by name

Standard widget set

The standard widget set is displayed by default when you first log in to NAICE.



The Standard Widget Set is a preset dashboard configuration with widgets that is displayed on the home
page when you first log in to NAICE system. This set contains the most popular widgets to quickly
understand the current state of the system.

The standard set of widgets can be reset using the “Reset” button in the Dashboard panel settings window.
The standard set includes the following widgets:

e RADIUS Connection metrics;

e RADIUS Authorizations;

® RADIUS Licensing;

® RADIUS Connection errors;

® RADIUS Endpoints (Access policies);

e RADIUS Users (Sources);

Widget types
Widgets with display type — Graph &~

Functionality:

® Graph navigation via click for detailed data examination.

® Zoom and time range selection using scroll functionality.

* Hovering over a graph point displays device count with a tooltip showing time and date.

® Default view restoration via button in the widget’s top-right corner.

Widgets with display type — Metric ab,
Functionality:

* Compact display of key numerical indicators.

® Support for multiple simultaneous metrics.

® Numerical presentation for quick data comprehension.

Widgets with display type — Histogram 4{]

Functionality:

® FEach data segment includes a left-aligned name corresponding to the last nested group element.
® Value appears to the right of the data segment.

* Hover tooltip shows detailed information in the format: "Full nesting from last child to parent group:
count”.

¢ Limited to 10 data segments.

* Additional "Other" segment aggregates non-top-10 data.


file:///builds/ems-group/naice/naice-frontend/index.html#_configuring_dashboard_widgets

Widgets with display type — Pie chart (&)

Functionality:

* FEach segment is labeled in "Name: %" format.

* Hover tooltip shows "Name: % - count" details.

* Limited to 10 data segments.

* Additional "Other" segment aggregates non-top-10 data.

RADIUS widgets

List of available widgets
Widget Data display type
Active RADIUS Metric
sessions
Authorizations Graph
Licensing Metric
Connection metrics Metric
Total Endpoints Metric
metric
Devices (Type) Histogram
Devices (Locations) Histogram
Endpoints (Groups) Pie chart
Endpoints (Profiling  Pie chart
policies)
Endpoints (RADIUS Pie chart
policies)
Policy Sets Pie chart
Connection errors Pie chart
Users (Sources) Pie chart

Brief description

Count of active RADIUS sessions

Count of authorizations per hour for the last 24 hours

Current count of connected endpoints and maximum
allowed per license

Count of connected, rejected, created, and expired
connections for the last 24 hours

Total count of learned endpoints

Count of network devices through which the client was
connected, by network device type

Count of network devices through which the client was
connected, by location of network devices

Count of endpoints studied that were authorized in the
last 24 hours, by group

Count of endpoints studied that were authorized in the
last 24 hours, by profiling policy

Count of endpoints studied that have been authorized in
the last 24 hours, by policy set

Current count of policy set hit
Client connection errors for the last 24 hours

Count of unique users, by source of identification, who
were authorized in the last 24 hours



Widget Data display type Brief description

RADIUS sessions Metric Total number of sessions for the entire data retention
period. The retention period is displayed in days.

e Each widget has a specific data display type. The display type cannot be changed.

Widgets with the data display type "metric" or "pie chart" show large numbers in an short
e format (for example, 40k instead of 40123). The exact metric value is displayed in a tooltip
when hovering over the value.

Widget "Active RADIUS sessions"

The widget displays the total number of active user sessions. All active sessions can be seen in the
Monitoring section Active sessions

Q

: Active RADIUS sessions (2) RADIUS

Active sessions

20

Figure 4. Widget "Active RADIUS sessions”

Widget "Authorizations"

Displays data about authorization attempts (both Connected and rejected) in the system per hour for the
last 24 hours, based on Connections journal data.

Data is visualized as a time graph where:

® Vertical axis (Y) shows authorization attempt quantity;

* Horizontal axis (X) represents hourly timeline.

Enables quick monitoring of user activity and peak period identification.
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Figure 5. Widget "Authorizations”
Widget "Licensing"
Displays summary licensing information:

® Connected Endpoints - Current count of connected authorized unique endpoints for last 24 hours;

® Endpoint Limit - Maximum allowed count of endpoints according to the license.

Helps track endpoint limit proximity.
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Figure 6. Widget "Licensing”

Widget "Connection metrics"

Displays connected and rejected connection counts for the last 24 hours based on Connections journal data.

Shows session status ratio (connected vs rejected attempts) for daily tracking.

. Connections metric () RADIUS A
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connections connections
8.8k 228
Created Expired
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Figure 7. Widget "Connection metrics"



Widget "Total endpoints"

Displays the total count of known endpoints in the NAICE system based on data from the Endpoints table.

. Total endpoints (Z) RADIUS >

Total endpoints

2.1k

Figure 8. Widget "Total endpoints"

Widget "Devices (Type)"

Displays the count of network devices by type through which client connections occurred.
Device groups for classification come from Device Groups.

Tracks device type usage trends.

10
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Figure 9. Widget "Devices (Type)"

Widget "Devices (Locations)"

Displays the count of network device by location through which client connections occurred.

Device groups for classification come from Device Groups.

Tracks device location usage trends.

11
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Figure 10. Widget "Devices (Locations)"

Widget "Endpoints (Groups)"

Displays the count of learned endpoints that underwent authorization in the last 24 hours, grouped by
Endpoint Groups from profiling.

Data sourced from Endpoints and Connections journal.
Uses the last group upon reconnection.
e Randomly generated MAC addresses are not counted.

g ¢ Anendpoints is considered known if it is present in Endpoints table.

e In automatic mode, new endpoints added via RADIUS requests appear only after
reconnection when system adds them to Endpoints.

12
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Figure 11. Widget "Endpoints (Groups)"

Widget "Endpoints (Profiling policies)"

Displays the count of learned endpoints that underwent authorization in the last 24 hours, grouped by
Profiling policies from profiling.

Data sourced from Endpoints and Connections journal.

The widget allows you to analyze the effectiveness of profiling policies and evaluate the distribution of
endpoints to the profiling policies assigned to them.

Uses the last group upon reconnection.
e Randomly generated MAC addresses are not counted.

g ¢ Anendpoints is considered known if it is present in Endpoints table.

e In automatic mode, new endpoints added via RADIUS requests appear only after
reconnection when system adds them to Endpoints.

13
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Figure 12. Widget "Endpoints (Profiling policies)"

Widget "Endpoints (RADIUS policies)"

Displays the count of learned endpoints that underwent authorization in the last 24 hours, grouped by
policy sets.

Data sourced from Endpoints and Connections journal.
The widget allows you to evaluate the distribution of endpoints across RADIUS policies.
Uses the last group upon reconnection.

¢ Randomly generated MAC addresses are not counted.

g e Anendpoints is considered known if it is present in Endpoints table.

e In automatic mode, new endpoints added via RADIUS requests appear only after
reconnection when system adds them to Endpoints.

14
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Figure 13. Widget "Endpoints (RADIUS policies)"

Widget "Users (Sources)"

Displays unique user count by identification sources that underwent authorization in the last 24 hours.

Possible sources of identification:

¢ Internal DB - users from the system’s internal database;
¢ Endpoints - devices when authorizing by MAC-address (MAB);

e External authentication systems (LDAP/Active Directory) configured in External identity sources.

The widget allows you to track the distribution of users authenticated through different identity sources.
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Figure 14. Widget "Users (Sources)"

Widget "Policy sets"

Displays the current count of policy set hit.
Policies with zero triggers are excluded.

Hits count data comes from the Policy Sets list.

The widget allows you to track the frequency of application of different sets of policies to analyze the
effectiveness of access conditions.

16
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Figure 15. Widget "Policy sets"

Widget "Connection errors"

Displays client connection errors for the last 24 hours.
Connections rejected by RADIUS policies are not included.

Error data comes from Connections journal.

The widget will allow you to identify and classify errors when connecting customers, excluding cases of
deliberate blocking.

17
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Figure 16. Widget "Connection errors”

Widget "RADIUS sessions"

The widget displays the total number of RADIUS sessions for the entire data retention period, without
applying any filters during the count. The retention period is also displayed in the widget, the unit of display
is days.

The list of sessions can be seen in the table Connections journal.

The widget allows estimating the size of the corresponding table in the database, as well as the number of
user connections over a period longer than a day.

18
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Figure 17. Widget "RADIUS sessions"
TACACS+ widgets
This section contains information about functionality that is available as part of the
e additional NAICE-TACACS+ license option. To purchase this functionality, please contact

your manager or email eltex@eltex-co.ru.

List of available widgets
Widget Data display type Brief description

Authorizations Graph Count of network administrator authorizations and
authentications over the last 24 hours by hour.

Accounting Graph Count of accounting requests over the last 24 hours by
hour.
Connection count Metric Count of successful and rejected connections by network

administrators over the past 24 hours.

TACACS packets Metric Count of TACACS+ packets by type received in the last 24
(type) hours.
Devices (Type) Histogram Count of network devices through which the

administrator connected, by network device type.

Devices (Locations) Histogram Count of network devices through which the
administrator connected, by the location of the network
devices.

19
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Widget Data display type Brief description

TACACS profiles Pie chart Current number of TACACS+ profile hits.

TACACS Command Pie chart Current number of TACACS+ Command sets hits.

sets

TACACS Policy Sets Pie chart Current number of TACACS+ policy sets hits.

Connection errors Pie chart Network administrator connection errors over the last
24 hours.

Users (Sources) Pie chart Count of unique network administrators, by source of

identification, who were authorized in the last 24 hours

TACACS+ sessions Metric Total count of TACACS+ sessions for the entire data
retention period. The retention period is displayed in
days.

TACACS+ accounting ~ Metric Total count of TACACS+ accounting records for the entire
data retention period. The retention period is displayed
in days.

e Each widget has a specific data display type. The display type cannot be changed.

format (for example, 40k instead of 40123). The exact metric value is displayed in a tooltip

e Widgets with the data display type "metric" or "pie chart" show large numbers in an short
when hovering over the value.

Widget "Authorizations"

Displays data about authorization and authentication attempts (both Connected and rejected) in the system
per hour for the last 24 hours, based on Connections journal data.

Data is visualized as a time graph where:

* Vertical axis (Y) shows authorization and authentication attempt quantity;

* Horizontal axis (X) represents hourly timeline.

Enables quick monitoring of user activity and peak period identification.

20
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Figure 18. Widget "Authorizations"

Widget "Accounting"

Displays data on the number of accounting requests in the system per hour for the last 24 hours, based on
Connections journal.

Data is visualized as a time graph where:

e Vertical axis (Y) shows authorization attempt quantity;

¢ Horizontal axis (X) represents hourly timeline.

Enables quick monitoring of user activity and peak period identification.

21
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Figure 19. Widget "Accounting”

Widget "Connection count"

Displays connected and rejected connection counts for the last 24 hours based on Connections journal data.

Shows session status ratio (connected vs rejected attempts) for daily tracking.
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Success Rejected
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Figure 20. Widget "Connection count”
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Widget "TACACS packets (type)"

The widget displays data on the number of received TACACS+ packets on network devices by packet type
over the last 24 hours based on data from Connections journal.

Q
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Authentication Accounting

52 20

Authorization
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Figure 21. Widget "TACACS packets (type)"

Widget "Devices (Type)"

Displays the count of network devices by type through which system administrator connections occurred.
Device groups for classification come from Device Groups.

Tracks device type usage trends.
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Figure 22. Widget "Devices (Type)"

Widget "Devices (Locations)"

Displays the count of network device by location through which system administrator connections occurred.
Device groups for classification come from Device Groups.

Tracks device location usage trends.
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Figure 23. Widget "Devices (Locations)"

Widget "TACACS profiles"
The widget displays the current number of assigned TACACS+ profiles.

Profiles with zero hits are not displayed.
The data on the number of assigned profiles for the widget is taken from the list TACACS Profiles.

The widget allows you to track the frequency of using different profiles to analyze the effectiveness of
access conditions.

25
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Figure 24. Widget "TACACS profiles"

Widget "TACACS Command sets"

The widget displays the current number of assigned TACACS+ Command sets.
Command sets with zero hits are not displayed.
The widget command set hit count data is taken from the Command Sets list.

The widget allows you to track the frequency of use of different command sets to analyze the effectiveness
of access conditions.
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Figure 25. Widget "TACACS Command sets"

Widget "TACACS Policy Sets"
The widget displays the current number of TACACS+ policy sets being triggered.

Policies with zero triggers are not displayed.

The widget’s policy set triggers are taken from the list Policy Sets.

The widget allows you to track the frequency of application of different policy sets to analyze the
effectiveness of access conditions.
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Figure 26. Widget "TACACS Policy Sets"

Widget "Connection errors"

Displays client connection errors for the last 24 hours.
Connections rejected by access policies are not included.

Error data comes from Connections journal.

The widget will allow you to identify and classify errors when connecting customers, excluding cases of
deliberate blocking.
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Figure 27. Widget "Connection errors”

Widget "Users (Sources)"

Displays unique system administrator count by identification sources that underwent authorization in the
last 24 hours.

Possible sources of identification:

¢ Internal DB - users from the system’s internal database;

® External authentication systems (LDAP/Active Directory) configured in External identity sources.

The widget allows you to track the distribution of system administrators authenticated through different
identity sources.

29
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Figure 28. Widget "Users (Sources)"

Widget "TACACS+ sessions"

The widget displays the total number of TACACS+ sessions for the entire data retention period, without
applying any filters during the count. The retention period is also displayed in the widget, the unit of display
is days.

The list of sessions can be seen in the table Connections journal.

The widget allows estimating the size of the corresponding table in the database, as well as the number of
user connections over a period longer than a day.

30
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Figure 29. Widget "TACACS+ sessions"

Widget "TACACS+ accounting"

The widget displays the total number of TACACS+ accounting records for the entire data retention period,
without applying any filters during the count. The retention period is also displayed in the widget, the unit of
display is days.

The list of accounting sessions can be seen in the table Accounting.

The widget allows estimating the size of the corresponding table in the database, as well as the number of
user connections over a period longer than a day.
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Figure 30. Widget "TACACS+ sessions"
SMS widgets
This section provides information about functionality available with the ADVANCED
e level license. To purchase this functionality, contact your manager or write to the e-mail

address eltex@eltex-co.ru.

List of available widgets

Widget Data display type Brief description

SMS Sending Graph Count of SMS sendings over the last 24 hours by hour.
Schedule

Total SMS Sent Metric

Count of successful and failed SMS over the past 24
hours.

Widget "SMS Sending Schedule”

Displays data about SMS sendings in the system per hour for the last 24 hours.

Data is visualized as a time graph where:

* Vertical axis (Y) shows authorization attempt quantity;

* Horizontal axis (X) represents hourly timeline.

Enables quick monitoring of user activity and peak period identification.

32


mailto:eltex@eltex-co.ru
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Figure 31. Widget "SMS Sending Schedule"
Widget "Total SMS Sent"
Displays successful and failed SMS counts for the last 24 hours.
Shows SMS status ratio for daily tracking.
. Total SMS Sent SMS -

33
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Figure 32. Widget "Total SMS Sent"




Monitoring
RADIUS

Connections journal

Description

Monitoring user sessions allows you to view user connections over a certain period of time, filter to find the

necessary records, and analyze detailed information about a specific session.

View the list of user sessions

,

Q
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Q
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GD Monitoring > RADIUS > Connections journal

RADIUS

Connections journal  Active sessions

Every minute ~ | | Last 30 minutes v 8 2 m F Filters
Last update time ¥ Status More Node hostname Identity Client MAC Vendor Authorization profiles NAS name
02.02.2025 17:01:25 @ Accepeed B naice2.loc mikhail.grachev 74:56:3C:E7:40:BE GIGA-BYTE TECHNOLOGY CO.L..  PermitAccess SW3103-5
02.02.2025 17:05:15 Accepred B naicet.loc veronika karaeva 20:08:C7:28:20:A8 HUAWEI TECHNOLOGIES CO.L..  PermitAccess SW3102-2
02.02.2025 17:07:47 @ Accepeed B naicet.loc alisa.agapova 00:00:40:11:AD:0D APPLICON, INC. PermitAccess sw301-1p
02.02.2025 17:15:32 Accepred B naice2.loc yuliya.izmailova AB:AT:59:AD:T3ES ASRock Incorporation PermitAccess SW3101-1t
02.02.2025 17:19:50 @ Created B naice3.loc yuriy.dmitriev BB:2AADSE:CAISF Apple, Inc. PermitAccess SW2410-1
02.02.2025 17:23:50 Accepred B naice2.loc elizar.romanov C8:A3:62:2C:39:C5 ASIX Electronics Corporation PermitAccess wic281-2
02.02.2025 17:24:50 @ Accepeed B naicet.loc gleb.chernyahovskiy SC:E9:31:FO:B56F TP-Link Systems Inc PermitAccess SW3101-2t
02.02.2025 17:25:55 Accepted B naice2.loc svetlana.chagina FC:70:2E:02:01:4F sichuan Al-Link Technology Co..  PermitAccess SW3101-1p
02.02.2025 17:27:17 @ Accepeed B naice2.loc dmitriy.volkov EC:B1:E0:82:9F:40 Eltex Enterprise LTD PermitAccess SW3102-1t
02.02.2025 17:28:13 @ Rejected B naice3.loc egor.novikov D-Link International DenyAccess sW3101-2
02.02.2025 17:29:23 @ Accepeed B naice2.loc artem.panchenko Raspberry Pi (Trading) Ltd PermitAccess SwW3101-2p
02.02.2025 17:29:45 © Expired B naicet.loc dariya.harlamova AB:AT:59:AD:T3ES AsRock Incorporation PermitAccess sW2410-3
02.02.2025 17:29:47 @ Accepeed B naicet.loc aleksandr.cherkasov 8C:E:EE:7FB3BD Intel Corporate PermitAccess SW2512-1
02.02.2025 17:29:51 @ Rejected B naice2.loc nikita.bondarenko A4:EA:DI3B:54:41 Cisco Systems, Inc DenyAccess SW301-1

Total elements: 15 Last update time: 02.02.2025 17:00:00

Figure 33. Table with a list of user sessions

The default table contains columns:

Last update time — the time when the last RADIUS packet was received during this session.

Status — the status of the session, can take values:
0 (¥ created — the session was created, but for some reason the authorization was not completed;
o Accepted — authorization was successful;
© (¥ Rejected — authorization failed;
© (D Expired — the session was terminated after a certain time.

More — alink to open the detailed session page, which contains detailed information about the session.:
°© [§ —alinkis exist.
o — a link is not exist. This situation can occur when the session storage duration exceeds the
storage duration of detailed session information (7 days).
Node hostname — name of the node that generated the event. Useful for cluster installation.

Identity — the username of the user who was logged in.
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a The user login when authorizing in Active Directory is always displayed in UPN format
(for example, username@example.org)!

Client MAC — the identifier of the authorized client, which is specified in the RADIUS attribute Calling-

Station-Id (if the attribute is missing in the RADIUS request or does not contain a MAC, the field will be
empty).

Vendor — the name of the organization that produced the device that was authorized.

Authorization profiles — alist of authorization profiles that were applied based on the results of the
client’s authorization.

® NAS name — the name of NAS devices in the system.

NAS IP —IP address of the NAS device, obtained from the RADIUS attribute NAS-IP-Address.

Acct Session ID — the session ID from the Acct-Session-Id RADIUS attribute.

Additional columns are also available, configurable in ([[J in the table header:

® Authentication Policy is the name of the authentication policy rule that was applied during this

session;

Authorization Policy is the name of the authorization policy rule that was applied during this session;

Failure reason — the reason for the connection error.

Flow type — the type of connection that was determined based on the settings of the network device
profile.

Authentication protocol — the protocol used for authorization (for example, PAP).

Controls:

Every minute - Last 30 minutes - 8 S m @ Filters

Figure 34. User activity display settings
Refresh rate — setting the frequency of automatic re-reading of user sessions.

After scrolling the first 25 elements, the "Refresh rate" parameter switches to the

"Disabled" state.
A To return, you must either manually specify the update time or click the update button
|
‘_} .

Time range — selection of a predefined time period during which user session activity occurred for

display, from a finite list of options. When the Custom period option is selected, the Period field
configuration is required.

® Period —selection of a custom time period during which user session activity occurred for display.

Sessions are displayed from 00:00 of the start day until 23:59 of the end day for the
selected period. The time accounts for the timezone specified in the Account settings
section of the current administrator.
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% —update the table data manually.

®* (D — open the settings window for the displayed columns of the table.

* 7 Filters — open the filtering settings window.

Filtering is configured in the following window:

Filters
Identity Client MAC (3 Status

St
Flow type NAS name MNAS IP

Authentication protocol

Close Apply

Figure 35. Window for filtering records

Filtering of records is available by the parameters "Identity", "Client MAC", "Status", "Flow type", "NAS name",
"NAS IP" and "Authentication protocol".

In the client MAC address input field, only hex digits can be entered. Octet separators (colons) are entered
automatically.

A partial byte representation search is available.

To search for a part of the MAC address, it is necessary that all the searchable bytes of the
A address are the same. they were indicated in full.
for example: it is possible to search for "AA:BB:CC"; when searching for "A:BB:C" - no.

The Reset all button is designed to reset the configured search parameters. It is displayed only if at least one
of params are filled.

In the table settings ([ you can change the set of the displayed columns.

The Reset all button is reset displayed columns to their default state.
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Table settings

Show all columns _

Last update time
Status

More

Node hostname
Identity

Client MAC
vendor

Cancel Save
Figure 36. The window for configuring the displayed columns in the table

View detailed session information

To view detailed information about a session from a table with all sessions, click on [5) in the “Details”

column for the selected session.

A BD Monitoring > RADIUS > User sessions > NAS IP: 235.240.189.197 m session ID: F79B...

Q < NAS IP: 235.240.189.197 m session ID: F79B58BF
@
o Overview  CoArequests
&
° Overview Authentication details
P Session status ACCEPTED Event SUCCESS
" Event SUCCESS Username tester
o Username tester Calling-Station-Id 4C:12:2D:26:F1:84.
@ Calling-Station-Id 4C:12:2D0:26:F1:84 Vendor Dell
Vendor Dell Session creation timestamp 14.11.2025 12:23:47
Authentication policy Default Session updating timestamp 14.11.2025 12:23:47
Authorization policy Test Authorization rule Identity source Internal DB
Authorization profile common_acl Authentication protocol AP
Authorization profile common_acl
Network device AnNa:AE15C3DB
Service Type Framed-User
Other attributes v
Result ~
[
{
"name": "control:Use-MS-AD",
"type": "integer”,
“value: [
o
1
}
1
o]
(c]
=]

Figure 37. Detailed information about the session

The information on the page is divided into 4 blocks:

® Overview — brief and most important information about the session;

37



Authentication details — detailed information that can be useful for debugging;
® Other attributes — the contents of the package received by NAICE from the RADIUS server;

® Result is a list of attributes that were used to enrich the response to the client as a result of
authorization (for example, attributes for issuing VLANs or ACLs). If the authorization profile is not
configured to issue additional attributes, the list will be empty.

You can also view CoA requests associated with this session in a separate tab.

J @ Monitoring > RADIUS > User sessions > NAS IP: 235.240.189.197 m session ID: F79B...

Q « NAS IP: 235.240.189.197 m session |D: F79B58BF
@
=) Overview | CoA requests
&
° Time CoA request type Request status RADIUS request type Response status RADIUS response type
o 14.11.2025 06:58:11 Re-auth © In progress CoA-Request @ Falled No response v
Request  Response
& q P
0
@ Request fields Attribute list
Packet Identifier 0x24 lorem amet
Length 118 amet ipsum
Authenticator 4d131c2326cC018c028d6dbS(7312843 ipsum sit
Code 43 sit elit
13.11.2025 22:39:30 Disconnect O Failed No request @ Failed No respanse ~
o]
@
©

Figure 38. CoA Requests List

Active sessions

Description

The Active sessions section is designed for monitoring user sessions that are in an active state in real time.
The log allows you to view information about each session, filter records, and manually terminate hung
sessions.

Viewing the List of Active Sessions

& B Monitoring > RADIUS > Active sessions

Q  RADIUS

@  Connectionsjournal  Active sessions

Q

2 Every minute v Last 30 minutes v B8 DO ® 7 Filters

@
Last update time & Identity Identity source Client MAC Node hostname Creation date NAS IP Acct Session ID

®

& 02.02.2025 17:01:25 mikhail.grachev mikhail. grachev 74:56:3C:E7:40:BE naice2.loc 02.02.2025 17:01:25 172.16.0.210 ccc061bc-6440-3cda-dect-d...

0 02.02.2025 17:05:15 veronika.karaeva veronika.karaeva 20:08:C7:28:20:A8 naicet.loc 02.02.2025 17:05:15 172.16.0.211 9abd5e49-1dde-8aSc-aBIe-5..

@ 02.02.2025 17:07:47 alisa.agapova alisa.agapova 00:00:40:11:AD:0D naice1.loc 02.02.2025 17:07:47 172.16.0.219 5ach0ed2-73d1-e2b0-b617b...
02.02.2025 17:15:32 yuliya.izmailova yuliya.izmailova AB:ATI59:ADT3ES naice2.loc 02.02.2025 17:15:32 172.16.2.44 a21b1ee0-467b-938c-0a26-2...
02.02.2025 17:19:50 yuriy.dmitriev yuriy.dmitriev B8:DAAQISE:CAISE naice3.loc 02.02.2025 17:19:50 172.16.0.38 1dbA4306-5804-ccfd-28fe-fc...
02.02.2025 17:23:50 elizar.romanov elizar.romanov CB:A3:62:2C:39:C5 naice2.loc 02.02.2025 17:23:50 172.16.1.149 5538bc15-a11e-cecT-d5eb-6...
02.02.2025 17:24:50 gleb.chernyahovskiy gleb.chernyahouskiy 5C:E9:31:FO:B5:6F naicet.loc 02.02.2025 17:24:50 172.16.2.45 06d2a€88-21d9-8c2c-cB8b8-b...
02.02.2025 17:25:55 svetlana.chagina svetlana.chagina FC:70:2E:02:01:4F naice2.loc 02.02.2025 17:25:55 172.16.0.194 5667376d-87a2-a3¢3-c7bf-4...
02.02.2025 17:27:17 X dmitriy. EC:B1:E0:82:9F:40 naice2.loc 02.02.2025 17:27:17 172.16.2.47 a4274bf3.7882-cecb-78c7-df...
02.02.2025 17:28:13 egor.novikov egor.novikov 34:0A:33:25:70:7E naice3.loc 02.02.2025 17:28:13 172.16.0.193 a25bd 1c1-h488-1514-022b-..
02.02.2025 17:29:23 artem.panchenko artem.panchenko 2C:CR67:10:FC:81 naice2.loc 02.02.2025 17:29:23 172.16.0.19 889ab8e7-545e-a02e-4251-5...

®
02.02.2025 17:29:45 dariya.harlamova dariya.harlamova AB:AT:59:ADT3ES naicet.loc 02.02.2025 17:29:45 172.16.1.150 bbecac65-3bde-a771-385d-4...

(6]

=]

%  Total elements: 12 Last update time: 02.02.2025 17:00:00

Figure 39. Active RADIUS sessions table

The table contains the following columns:
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Last update time - the time when the last RADIUS Accounting packet was received for this session.
® TIdentity - the username under which the connection was made.
e TIdentity source -the name of the authentication source to which the connected user belongs.

® (lient MAC - the MAC address of the authorized device, specified in the RADIUS attribute Calling-
Station-Id.

Node hostname - the name of the NAICE node that processed the packet that created the session.

® (reation date -the date and time when the session was created.

NAS IP -the IP address of the NAS device, obtained from the RADIUS attribute NAS-IP-Address.

Controls:

Every minute v Last 30 minutes v 85 © O T Filters

Figure 40. Active sessions display settings

Refresh rate - setting the frequency of automatic re-reading of active session data.

After scrolling the first 25 elements, the "Refresh rate" parameter switches to the

"Disabled" state.
A To return, you must either manually specify the update time or click the update button
el
‘J .

® Time range -selection of a predefined time period for displaying sessions from the list of options. When
the Custom period option is selected, the Period field configuration is required.

® Period -selection of a custom time period for displaying sessions.

e 7 -update the table data manually.
* (D -openthe displayed columns settings window.
* [® -terminate selected sessions. The button is disabled if no active session is selected.

® F Filters -open the filtering settings window.

Filtering is configured in the following window:
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Filters

Identity Identity source
Client MAC & MNAS IP

Close  Apply

Figure 41. Window for filtering records
Filtering of records is available by the parameters: "Identity", "Identity source", "Client MAC", and "NAS IP".

The Close button closes the filtering window without applying changes. The Apply button applies the
configured filters to the table.

Partial matching search is available for text fields.

To search for a part of the MAC address, it is necessary that all searchable octets of the
A address are specified in full.
For example, searching for "AA:BB:CC" is possible, searching for "A:BB:C" - is not.

In the table settings ([ you can change the set of the displayed columns.

The Reset all button is reset displayed columns to their default state.

Table settings

Show all columns C

Last update time

Identity
Identity source

Client MAC
Node hostname
Creation time

NAS IP

Cancel Save

Figure 42. Window for configuring displayed columns in the table
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Terminating an Active Session

To terminate an active session, use the checkbox to select the required session and click @ in the

panel above the table.

0 The session is closed only in the NAICE system. The CoA request is not sent, and the actual
network connection may remain active.

F |
End the session? X
User mikhail.grachev RADIUS session in the
MAICE system will be terminated.

CoA request will not be sent.
Actual network connection may remain active.

b '

Figure 43. Confirmation of terminating a single session

When clicking the terminate button, a modal window appears with information that the user’s RADIUS
session will be terminated in the NAICE system and the CoA request will not be sent.

To mass-terminate sessions, use the checkboxes in the first column of the table:

A BD Monitoring > RADIUS > Active sessions

Q RADIUS

@  Connectionsjournal  Active sessions

(=}

2 Disabled v || Last 30 minutes v || Perioc 5 S D ® ¥ Filters

Q

o @  lestupdatetime & Identity Identity source Client MAC Node hostname Creation date NAS IP Acct Session ID

& 02.02.2025 17:01:25 mikhail.grachev mikhail. grachev 74:56:3C:E7:40:BE naice2.loc 02.02.2025 17:01:25 172.16.0.210 Ccc061bc-6440-3cda-dect-d...

0 02.02.2025 17:05:15 veronika karaeva veronika karaeva naice1.loc 02.02.2025 17:05:15 172.16.0.211 9abdses9-1dde-8asc-ag9e-8...

@ 02.02.2025 17:07:47 alisa.agapova alisa.agapova 00:00:40:11:AD:0D naicel.loc 02.02.2025 17:07:47 172.16.0.219 Sacb0e42-73d1-e2b0-b61f-b...
02.02.2025 17:15:32 yuliya.izmailova yuliya.izmailova AB:AT1:59:ADIT3ES naice2.loc 02.02.2025 17:15:32 172.16.2.44 a21b1ee0-46fb-938¢-0a26-2...
02.02.2025 17:19:50 yuriy.dmitriev yuriy.dmitriev naice3.loc 02.02.2025 17:19:50 172.16.0.38 1db4306-5804-ccfd-28fe-fc...
02.02.2025 17:23:50 elizar.romanov elizar.romanov naice2.loc 02.02.2025 17:23:50 172.16.1.149 5538bc15-a11e-cec7-d5eb-6..
02.02.2025 17:24:50 gleb.chernyahovskiy gleb.chernyahovskiy 5C:EQ:31:FO:B56F naice1.loc 02.02.2025 17:24:50 172.16.2.45 06022e88-21d9-8c2¢-BDB-b...
02.02.2025 17:25:55 svetlana.chagina svetlana.chagina FC:70:2E:02:01:4F naice2.loc 02.02.2025 17:25:55 172.16.0.194 5667376d-87a2-a3c3-c7bf-4...
02.02.2025 17:27:17 dmitriy.volkov dmitriy.volkov EC:BT:E0:82:9F:40 naice2.loc 02.02.2025 17:27:17 172.16.2.47 4274bf3-7882-Cecb-78C7-df ..

® 02.02.2025 17:28:13 egor.novikov egor.novikov 34:0A33:25:70:7E naice3.loc 02.02.2025 17:28:13 172.16.0193 a25bd1c1-b488-151d-022b-...

@ 02.02.2025 17:29:23 artem.panchenko artem.panchenko 2C:CR6T:10:FCi81 naice2.loc 02.02.2025 17:29:23 172.16.0.196 889ab8e7-545¢-a92€-4251-5...

[=] 02.02.2025 17:29:45 dariya.harlamova dariya.harlamova AB:AT:59:ADIT3ES naice1.loc 02.02.2025 17:29:45 172.16.1.150 bbec4c65-3bde-a771-3850-4...

4 Selected elements: 10f 12 Last update time: 02.02.2025 17:00:00

Figure 44. Session selection checkbox

After selecting one or more sessions, the ® button becomes active and allows to terminate all selected

sessions:
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End sessions? b4

Selected RADIUS sessions in the NAICE system
will be terminated.

CoA request will not be sent.

Actual network connection may remain active.

LN »

Figure 45. Confirmation of terminating multiple sessions

The terminate button action is similar to receiving a RADIUS Accounting Stop packet - the session is closed in
the NAICE system and the quota is freed for the next user connection.

G To use the session terminate button, privileges to edit the active session monitoring log
are required.

How a Session Is Terminated

A session is considered active from the moment of successful user authentication and is displayed in the
table until one of the following events occurs:

® Receiving a RADIUS Accounting Stop packet - the session is terminated automatically, the simultaneous
connection quota is freed.

* Inactivity timeout - if no Accounting packets (Interim-Update) are received for the session within the
specified period, the system automatically terminates the session. The lifetime is configured in the
RADIUS Session Limits section.

® Manual termination by the administrator - the session is closed in the NAICE system, the simultaneous
connection quota is freed. The CoA request is not sent.

After termination, the session is excluded from the active list and is no longer counted in the simultaneous
session limit check. An event indicating the reason for session termination is recorded in the event log.

TACACS+

Connections journal

This section contains information about functionality that is available as part of the
e additional NAICE-TACACS+ license option. To purchase this functionality, please contact
your manager or email eltex@eltex-co.ru.

Description

Monitoring connections journal allows you to view administrator connections over a certain period of time,
filter to find the necessary records, and analyze detailed information about a specific session.
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View the list of TACACS+ connections

@ Monitoring > TACACS+ > Connections journal

Q  TACACS+

@  Connectionsjournal  Accounting

e

Y Every minute - Last month A4 8 2 o 7 Filters

@ Creation time . status More Node hostname Packet type User Device name Error reason Remote address privilege level Command Session ID

® 02022025 10:0000 @ress ® naicet.Joc AUTHENTICATION mikhail grachev w3105 192.168.0.210 1 8981842260656128

A 02022025 094800 @rass ® naice3.oc AUTHORIZATION veronika karaeva sw3102:2 1921680211 1 enable 6488106203086845

0 02022025 094300 @ pass ® naice3.loc AUTHORIZATION alisa.agapova Sw301-1p 192.1680.219 15 configure 8399729968307936

8 2022025093800 @bass ® naice2 loc AUTHORIZATION yuliya.zmailova w3011t 192.168.2.44 7 show port-security 1030253182976
02.02.2025 09:38:00 @ ® naicet.oc AUTHORIZATION yuriy.dmitriev w2101 192,168,038 1 show version 1154042430488575
02.02.2025 09:28:00 ©spired ® naicet.loc AUTHENTICATION elizar.romanov wic2g1-2 192.168.1.149 1 7316967891762
02.02.2025 09:27:00 @ Pass. ® naice3.loc leb. sw3101-2t 192.168.2.45 15 switchport access vian 16 8998556985720832
02.02.2025 09:25:00 @rass ® naicezloc AUTHORIZATION svetlana.chagina w301-1p 192.168.0.194 7 show flow-control 1321859566010368
02.02.2025 09:21:00 @ ® naice2loc AUTHORIZATION dmitriyvolkov sw3021t 192.168.2.47 15 Interface switchporttrun...  2126500451057664
02.02.2025 09:20:00 @ Fail ® naicel.loc AUTHORIZATION egor.novikov sw3101-2 Command not defined in... 192.168.0.193 1 show running-config. 831712128925696
02.02.2025 09:20:00 @ ® naicet.oc AUTHORIZATION artem panchenko sw3101-2p 192.168.0.196 1 show spanning-tree 3572081620942848
02.02.2025 09:18:00 @ ® naice3.oc AUTHENTICATION dariya harlamova w2103 192.168.1.150 15 1677682836242432

@ noamsemism @ras ® naicesloc Jeksandr.cherk swasi21 192168046 1 show bootuar 2493989330190336

©  noas0s1zen @i ® naicezloc AUTHENTICATION nikita.bondarenko sw301-1 dentity user not found 192.168.0218 ' 3112534305406976

© o205 00100 @ ® naicet.loc AUTHORIZATION denis kastanaev sw24102 192.168.1.148 15 Interface GigabitEthernet...  6032536035655680

4 Total elements: 15 Last update time: 02.02.2025 10:00:00

Figure 46. Table with a list of connections TACACS+
The default table contains columns:

® (reation time — the time when a connection attempt was made within this session.
® Status — the status of the session, can take values:

° Accepted — authorization was successful;

© (¥ Rejected — authorization failed,;

o (i) Expired — the sessionwas terminated after a certain time.

* More [5) — alink to open the detailed session page, which contains detailed information about the

session.

Node hostname — name of the node that generated the event. Useful for cluster installation.

® Packet type — takes the values "AUTHENTICATION" or "AUTHORIZATION", depending on what the
request was for in the session.

® User —the identifier of administrator.

® Device Name — the name of the network device on which authorization took place.

® Error reason —description of the error that caused unsuccessful authentication or authorization.
® Remote address — the IP address of the device from which the administrator made the connection.
® Privelege level —values of the privilege level assigned to the administrator.

e Command — the name of the command on the network device for which the authorization request was
made.

® Session ID — TACACS session identifier.
Additional columns are also available, configurable in () inthe table header:

e Device IP —the address of the device to which the connection was made.

® Authentication Policy is the name of the authentication policy rule that was applied during this
session;
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Authorization Policy is the name of the authorization policy rule that was applied during this session;
® Port —the name of the protocol used to connect to the device.
® Device type — the device type that was determined based on the device settings.
® Device location — the location of the device, which is determined from the device settings.

® TACACS profile — the name of the TACACS profile assigned to the administrator as a result of
authorization.

® (Command set — the name of the set of commands assigned to the administrator as a result of
authorization.

Controls:
Every minute - Last month - 86 £ O F Filters

Figure 47. User activity display settings

® Refresh rate —setting the frequency of automatic re-reading of user sessions.
® Show — setting the number of records to display in the table.
® Time span —selection of the time period in which user session activity occurred for display.

e 7 —update the table data manually.

® (D — open the settings window for the displayed columns of the table.

T Filters — open the filtering settings window.

After scrolling the first 25 elements, the "Refresh rate" parameter switches to the

"Disabled" state.

A To return, you must either manually specify the update time or click the update button
e
U .

Filtering is configured in the following window:



Filters

Packet type User Status
Select type ™ Enter log Select status ™
Device IP Device name Remote address
Ente e
Port Command
Enter port Enter command

Close  Apply

Figure 48. Window for filtering records

Filtering of records is available by the parameters "Packet type", "User", "Status", "Device IP", "Device name",
"Remote address", "Port", "Command".

For device and remote user addresses, a partial match search is available for any
@ octet/octets of the IP address.

The Reset all button is designed to reset the configured search parameters.

In the table settings ([ you can change the set of the displayed columns.

The Reset all button is reset displayed columns to their default state.

Table settings

Show all columns &

Creation time
Status

More

Node hostname
Packet type
User

Device name
Cancel Save

Figure 49. The window for configuring the displayed columns in the table
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View detailed session information

To view detailed information about a session from a table with all sessions, click on [5) in the “Details”

column for the selected session.

BD Monitoring > TACACS+ > Connections journal > m session ID: cb4d16ch-16ba-0362-3182-€8...

« msession ID: cb4d16cb-16b4-0362-3182-e8e7db2c75ba.

Overview
Packet type AUTHENTICATION

STATUS PASS

Session ID 525945328

Message Text Device-Administration: Command Authorization succeeded

Username denis.smirnov

® O % D OQMkOB O

Authorization policy SC >> Authorization Rule 1

Matched Command Set allow-all

Command From Device tacacs-server host 100.110.3.81 key testing123

Authentication details

Event SUCCESS

TACACS packet params

Authentication Method TacacsPlus
Authentication Privilege Level 15
Authentication Type PAP

Authentication Service Login

(]

Figure 50. Detailed information about the session

The information on the page is divided into 4 blocks:

® Overview — brief and most important information about the session;

® Authentication details — detailed information about the authentication that can be useful for
debugging;

e Authorization details — detailed information about the authorization that can be useful for
debugging;

® TACACS packet params — other attributes received by NAICE from the TACACS server.

A Displaying of blocks "Authentication details" and "Authorization details" depends on the
packet type.
Accounting
This section contains information about functionality that is available as part of the
6 additional NAICE-TACACS+ license option. To purchase this functionality, please contact

your manager or email eltex@eltex-co.ru.

Description

The TACACS+ account allows you to view information about the actions of network device administrators
using the TACACS+ protocol for a specified period of time and filter to find the necessary records.
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View the TACACS+ command accounting list

e

o

GD Monitoring > TACACS+ > Accounting

TACACS+

Connections journal  Accounting

Every minute - Last month - 8

Q
8

T Filters

Creation time Event type User Command Device name Device IP Remote address

02.02.2025 10:00:00 COMMAND Hayley sumptus volo thorax Hayley Device 117.143.110.35 240.50.199.204
02.02.2025 09:00:00 LOGIN Edythe adnuo maxime natus Edythe Device 173.234.54.233 67.76.125.149
02.02.2025 08:00:00 LOGOUT Kyler aer amplus tersus Kyler Device 192.109.225.246 2.169.127.159
02.02.2025 07:00:00 LOGIN Janie undique civitas fugit Janie Device 5.101.6.27 7.130.63.26

02.02.2025 06:00:00 LOGIN salma admiratio tyrannus talio salma Device 38.190.41.50 240.148.95.248

Total elements: 5 Last update time: 02.02.2025 10:00:00

Figure 51. Table with TACACS+ command accounting list

The default table contains columns:

Creation time - the time when a connection attempt was made.

Event type - Depending on the event, it can take the following values: LOGIN - for login events,
COMMAND - for command events, EXIT - for exit events.

User -the identifier of administrator.

Command - the name of the command on the network device that the administrator executed.
Device Name - the name of the network device on which authorization took place.

Device IP -the address of the device to which the connection was made.

Remote address -the IP address of the device from which the administrator made the connection.

Session ID - TACACS session identifier.

Additional columns are also available, configurable in () in the table header:

Privelege level -values of the privilege level assigned to the administrator.
Port -the name of the protocol used to connect to the device.
Authentication method - the user authentication method by which the command was recorded.

Authentication service - the name of the authentication service through which the command was
recorded.

Authentication protocol - the name of the authentication protocol by which the command was
recorded.

Request arguments - arguments of the request by which the command was taken into account.

Controls:
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Every minute - Last month - 8 2 O @ Filters

Figure 52. User activity display settings

® Refresh rate -setting the frequency of automatic re-reading of accounting events.

® Show - setting the number of records to display in the table.

® Time span - selection of the strict time period in which user session activity occurred for display.
® Period -select an arbitrary time interval in which activity occurred by sessions for display.

e 3 -update the table data manually.

®* (D -open the settings window for the displayed columns of the table.

®* S Filters -openthe filtering settings window.

After scrolling the first 25 elements, the "Refresh rate" parameter switches to the

"Disabled" state.

A To return, you must either manually specify the update time or click the update button
e
U .

Filtering is configured in the following window:

Filters
User Device IP Device name
Remote address Port Command

Close  Apply

Figure 53. Window for filtering records

Filtering of records is available by the parameters "User", "Device IP", "Device name", "Remote address",
"Port", "Command".

For device and remote user addresses, a partial match search is available for any
@ octet/octets of the IP address.

The Reset all button is designed to reset the configured search parameters.

In the table settings ([ you can change the set of the displayed columns.

The Reset all button is reset displayed columns to their default state.
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System

System events

Table settings

S0 000

Show all columns _

Creation time
Event type
User
Command
Device name
Device IP

Remote address

Cancel Save

Figure 54. The window for configuring the displayed columns in the table

Description

System Events displays information about events occurring in the system, such as license activation, user
login/logout, creation and editing of various entities. The list of possible events can be found on the

:systemy/list-events.html page.

For convenient event analysis, you can select the time period when events occurred, their severity level, the

event group they belong to. Additionally, you can search for specific events by their message text.

Viewing system events

2. B Monitoring > System > System events

System

Systemevents  Log collectors

Every minute

Q

@

=]

2

@ Date &
a 02.02.2025 10:00:00
@ 02.02.2025 09:00:00
0 02.02.2025 08:00:00
& 02.02.2025 07:00:00
02.02.2025 06:00:00
02.02.2025 05:00:00
02.02.2025 04:00:00
02.02.2025 03:00:00
02.02.2025 02:00:00
02.02.2025 01:00:00

02.02.2025 00:00:00

B 01.02.2025 23:00:00
@ 01.02.2025 22:00:00
=]

01.02.2025 21:00:00
01.02.2025 20:00:00

s Total elements: 23
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Node hostname
naice1.eltex.loc
naice3.eltex.loc
naice3.eltex.loc
naice3.eltex.loc
naice1.eltex.loc
naice.eltex.loc
naice3.eltex.loc
naice.eltex.loc
naice1.eltex.loc
naicel eltex.loc
naice1.eltex.loc
naice3.eltex.loc
naice1.eltex.loc
naice3.eltex.loc

naice2.eltex.loc

Level
ERROR
DEBUG
DEBUG
DEBUG
DEBUG
WARNING
WARNING
DEBUG
DEBUG
INFO
INFO
INFO
DEBUG
ERROR

INFO

@ Filters | Q se

Message
Eventlog - Language: en — de.

Session retention period, days: 16 — 9.

Password policies - Password must not match login: enabled - disabled.

Password policies - Send notifications about user creation: enabled — disabled.

Event log - Event retention period, days: 15 — 17.

Event log - Event retention period, days: 16 — 16.

Session retention period, days: 2 ~ 22.

Session retention period, days: 11 — 29.

Authentication and command accounting port: 62687 — 38620.

Password policies - Password must contain uppercase letters: enabled — disabled.
Password policies - Password must contain lowercase letters: enabled —. disabled.
Password policies - Password must contain uppercase letters: enabled — disabled.
Password policies - Send notifications about user data modification: enabled . disabled.
Password policies - Password must not match login: enabled — disabled.

Password policies - Email notification gateway: disabled — SMTP Gateway.

Last update time: 02.02.2025 10:00:01

Figure 55. Table with a list of system events
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The table contains default columns:

® Date -date and time of the event.
® Node hostname - name of the node that generated the event. Useful for cluster installation.
® Level -eventlogginglevel.

® Message - text description of the event.
Additional columns are also available, configurable ([} inthe table header:

e TP -the address of the host that caused the event to be created.

® Group - the group of the event. The list of possible event groups can also be found on the page
:systemy/list-events.html.

® Key -result of performing actions reflected in the event.

® Author - caused this event the system user login. If the action was performed by the system displayed
system.

® Role -therole of the user who caused the system event.

A The Date and Message columns cannot be disabled.

Table settings

Show all columns G

Node hostname
IP

Level
Group
Key

Cancel Save

Figure 56. Configure system event table columns to display
To reset all settings use the € button in the upper right corner of the selection window.

Control elements:

®* 7 Filters -Open the filter settings window.
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(D - Open the window for customizing the displayed table columns.

/D - Change the current sorting order. Sorting is available only by the Date column.

e 3 -Refresh the table data manually.

Refresh frequency - setting the frequency of automatic rereading of system events.
When you scroll through the first 25 table items, the “Refresh Rate” parameter goes to

n the “Disabled” state.
To return, you must either manually specify the refresh time or refresh the browser
page.

Search by message - case-independent search in the Message column.
Q
Figure 57. Search by message

A To reset the search expression, you must click x on the right side of the search form.
The button is not displayed until a value is entered.

Filter is configured in the following window:

Filters
Select period Level
B w
Group Key @
Author Role
IP

Close  Apply

Figure 58. filter customization window

Filtering of records is available by parameters:

® Select period - allows to select the time period up to date and time.
® |evel -allows to select the level of displayed events:
© INFO -displayeventsof INFO, WARNING, ERROR levels.

© DEBUG -displayevents of all levels.
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WARNING - display events of WARNING, ERROR level.

© ERROR -displayevents of ERROR level.

Group - selection of the displayed group of events.

Key - selection of the event type from a certain group. If the group is not selected, the key selection is

not available.

Author - filter by the user who initiated the events.

Role -role of the system user associated with the event.

IP Address - filter by the host address from which the event was initiated. A partial match search is

available for any octet/octets of the IP address.

A
i

Events - Licensing

Event Name

License activation

Upload file license

Demo mode

License applied

Functionality is
limited

License removed

License activation
error

System Events List

Description

License activation -
successful
communication with
ELM or local PLR
validation

License file upload

Product running in
demo mode

License successfully
applied (on services
like Ovis, Aquila)

Functionality is
limited (for various
reasons)

License removed

License activation
error

Level

INFO

INFO

WARNIN
G

DEBUG

WARNIN
G

INFO

ERROR

Message

The license <productId>
successfully activated.

The <fileType> for
<productId> on <hostname>
successfully uploaded.

Application is running in demo
mode.

The license <productId> applied
at <service>.Features:

<params>.

The functionality is limited.

The license <productId>has
been deleted.

Error while activate license
<productId>: <error>.

The contents of the "Message" field for events is displayed according to the language
specified at the System language setting in section Common settings

Some functional described on this page are only available with an extended license. These
features are marked with special labels in the form of colored icons next to the name.

Source

Gulo

User /Ul

Gulo

Ovis/
Aquila

Ovis/
Aquila

User / Ul

Gulo
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Event Name

License upgrade
status

License activation
file create

License activation

file error

License Pk file
already exists

Upload file license
error

License activation
cmd

License activation

file create cmd

License drop reason

License limit for
guest endpoints is
reached
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Description

License upgraded to
status (e.g., init -
ready, manually -
backup)

Activation file
created (after call to
EPG service)

Activation file
creation failed (error
contacting EPG
service)

PK file already exists

License file upload
error

License activation
cmd

License activation
file create cnd

License drop
occurred and the
drop reason was
provided

Guest endpoints
limit exceeded in
demo mode

Level

DEBUG

INFO

ERROR

ERROR

ERROR

INFO

INFO

ERROR

WARNIN
G

Message

The license with <productId>
has been upgraded to the status
<status>.

Activation file successfully
created with <productId>.

Activation file creation error for
<productId>: <error>.

PK file for <hostname> already
exists.

Failed to upload <fileType> for
<productId> on <hostname>.

Activates license <productId>.

Creates an activation file for
license <productId>.

License will be dropped.
<dropReason>

Demo mode limit of <limit>
guest endpoints exceeded

Source

Gulo

Gulo

Gulo

Ursus

Gulo

Gavia

Gavia

Gulo

Gulo



Event Name

License recipient
init error

Description

License initialization
error in the recipient

Events - RADIUS Authentication

Event Name

RADIUS session
created

RADIUS
authentication
successful

RADIUS session
expired

RADIUS session
rejected

RADIUS session
stopped manually

RADIUS session
stopped automatic

Description

New RADIUS session
created

RADIUS session
successfully
authenticated

RADIUS session
expired

RADIUS session
rejected

RADIUS session
stopped by system
user

RADIUS active
session stopped
automatically

Events - Update system users

Event Name

System user created

System user
chandged

System user deleted

Account settings
have been updated

by current user

Description

New system user
created

System user data
modified

System users deleted

User modified their
own account
parameters

Level

ERROR

Level

INFO

INFO

INFO

WARNIN

G

INFO

INFO

Level

INFO

INFO

WARNIN

G

INFO

Message

An error occurred in the service
operation while applying the
license

Message

RADIUS session created.

RADIUS session authenticated.

RADIUS session expired.

RADIUS session rejected.

RADIUS session for user
<identityUserName> (mac
<userMAC>, naslp <userIp>) has
been stopped by admin
<adminLogin>

RADIUS session for user
<identityUserName> (mac
<userMAC>, naslp <userIp>) has

been stopped automatically

Message

System user with login <login>
and role <role> created.

System user with login <login>
and role <role> modified.

System users with logins
<logins> deleted.

User with login <login> and
role <role> modified their
account parameters.

Source

Gulo

Source

Ovis

Ovis

Ovis

Ovis

Gavia

Ovis

Source

User /Ul

User /Ul

User /Ul

User /Ul
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Event Name

Editing role

Deleting role

External user saved

External user
updated

Events - Update network resources

Event Name

Network device
created

Network device
modified

Network devices
deleted

Network group
created

Network group
modified

Network groups
deleted

Network profile
created

Network profile
modified

Network profiles
deleted

Description

RBACTrole
parameters edited

RBAC roles deleted

System user from
external source has
been saved

System user from
external source has
been updated

Description

New network device
created

Network device
parameters modified

Network devices
deleted

New network group
created

Network group
parameters modified

Network groups
deleted

New network profile
created

Network profile
parameters modified

Network profiles
deleted

Level

INFO

INFO

INFO

INFO

Level

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

Message

Role with name <role> edited.

Roles with names <roles> were
deleted.

User <login> from external
source <externalSourceName>
has been saved.

User <login> from external
source <externalSourceName>
has been updated.

Message

Network device <deviceName>
was created.

Network device <deviceName>
was modified.

Network devices
<devicesNames> were deleted.

Network group <groupName> was
created.

Network group <groupName> was
modified.

Network groups <groupsNames>
were deleted.

Network profile <profileName>
was created.

Network profile <profileName>
was modified.

Network profiles
<profilesNames> were deleted.

Events - Update identity management elements
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Source

User /Ul

User /Ul

Lemmus

Lemmus

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul



Event Name

Network user
created

Network user
modified

Network users
deleted

Network user group
created

Network user group
modified

Network user groups
deleted

Description

New network user
created

Network user
parameters modified

Network users
deleted

New network user
group created

Network user group
parameters modified

Network user groups
deleted

Level

INFO

INFO

INFO

INFO

INFO

INFO

Events - Update identity source sequence

Event Name

Identity chain
created

Identity chain
modified

Identity chains
deleted

Description

New identity chain
created

Identity chain
parameters modified

Identity chains
deleted

Level

INFO

INFO

INFO

Events - Update external identity sources

Event Name

External identity
source created

Description

New external
identity source
created

Level

INFO

Message

Network user

<identityUserName> was

created.

Network user

<identityUserName> was

modified.

Network users

<identityUsersNames> were

deleted.

Network user group

<identityUsersGroupName> was

created.

Network user group

<identityUsersGroupName> was

modified.

Network user groups

<identityUsersGroupsNames>

were deleted.

Message

Identity chain

<identitySequenceName> was

created.

Identity chain

<identitySequenceName> was

modified.

Identity chains

<identitySequencesNames> were

deleted.

Message

External identity source
<externalSourceName> was

created.

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

Source

User /Ul

User /Ul

User /Ul

Source

User /Ul
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Event Name

External identity
source modified

External identity
sources deleted

Domain computer’s
password has been
successfully
changed

Failed to change
domain computer’s
password

Description

External identity
source parameters
modified

External identity
sources deleted

Domain computer’s
password has been
successfully changed

Failed to change
domain computer’s
password

Events - Update RADIUS policies

Event Name

RADIUS policy sets
created

RADIUS policy sets
modified

RADIUS policy sets
deleted

RADIUS
authorization

profile created

RADIUS
authorization

profile modified
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Description

New RADIUS policy
sets created

RADIUS policy sets
parameters modified

RADIUS policy sets
deleted

New RADIUS
authorization profile
created

RADIUS
authorization profile
parameters modified

Level

INFO

INFO

INFO

ERROR

Level

INFO

INFO

INFO

INFO

INFO

Message

External identity source
<externalSourceName> was
modified.

External identity sources

<externalSourcesNames> were

deleted.

External source

<externalSourceName> . Domain

computer’s

<externalSourceComputerName>
password has been auto-changed

by system.

Failed to auto-change password
by system for domain computer
<externalSourceComputerName>

in external source

<externalSourceName> .

Message

Policy sets
<radiusPolicySetNames>
created.

Policy sets
<radiusPolicySetNames>
modified.

Policy sets
<radiusPolicySetNames>
deleted.

Authorization profile
<radiusAuthProfileName>
created.

Authorization profile
<radiusAuthProfileName>
modified.

Source

User /Ul

User /Ul

Ursus

Ursus

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul



Event Name

RADIUS
authorization
profiles deleted

RADIUS allowed
protocols list
created

RADIUS allowed
protocols list
modified

RADIUS allowed
protocols lists
deleted

RADIUS condition
created

RADIUS condition
modified

RADIUS conditions
deleted

Description

RADIUS
authorization
profiles deleted

New RADIUS allowed
protocols list created

RADIUS allowed
protocols list
parameters modified

RADIUS allowed
protocols lists
deleted

New condition for
RADIUS policies
created

Condition for
RADIUS policies
parameters modified

Conditions for
RADIUS policies
deleted

Events - Update profiling

Event Name

Profiling policy
created

Profiling policy
modified

Profiling policies
deleted

Profiling condition
created

Description

New profiling policy
created

Profiling policy
parameters modified

Profiling policies
deleted

New profiling
condition created

Level

INFO

INFO

INFO

INFO

INFO

INFO

INFO

Level

INFO

INFO

INFO

INFO

Message

Authorization profiles
<radiusAuthProfilesNames>
deleted.

Allowed protocols list
<radiusAllowedProtocolName>
created.

Allowed protocols list
<radiusAllowedProtocolName>
modified.

Allowed protocols list
<radiusAllowedProtocolNames>
deleted.

Condition

<radiusConditionName> created.

Condition
<radiusConditionName>
modified.

Conditions
<radiusConditionNames>
deleted.

Message

Profiling policy <policyName>
was created.

Profiling policies <policyName>
were modified.

Profiling policies
<policiesNames>were deleted.

Profiling condition
<conditionName> was created.

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

Source

User /Ul

User /Ul

User /Ul

User /Ul

58



Event Name

Profiling condition
modified

Profiling
conditions deleted

Logical profile
created

Logical profile
modified

Logical profiles
deleted

Description

Profiling condition
parameters modified

Profiling conditions
deleted

New logical profile
created

Logical profile
parameters modified

Logical profiles
deleted

Events - Update log collectors

Event Name

Log collector
created

Log collector
modified

Log collectors
deleted

User sent test
event to log
collector

Description

New log collector
created

Log collector
parameters modified

Log collectors
deleted

User sent test event
to log collector.

Events — User Sessions

Event Name

Creating user

session
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Description

The useris logged in
into the system

Level

INFO

INFO

INFO

INFO

INFO

Level

INFO

INFO

INFO

INFO

Level

INFO

Message

Profiling condition

<conditionName> was modified.

Profiling conditions
<conditionsNames> were
deleted.

Logical profile
<logicalProfileName> was
created.

Logical profile
<logicalProfileName> was
modified.

Logical profiles
<logicalProfilesNames> were
deleted.

Message

Log collector
<logCollectorName> was
created.

Log collector
<logCollectorName> was
modified.

Log collectors
<logCollectorsNames> were
deleted.

User sent test event to log
collector.

Message

User <login> signin to system
with role <roleName>' from ip
‘<userIp> through the source

<sourceName>.

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

Source

User /Ul

User /Ul

User /Ul

User /Ul

Source

User /Ul



Event Name

Expired user

session

Failed user
session: wrong
username

Failed user
session: wrong
password

Failed user
session: system
user disabled

Failed user
session: empty
username

Failed user
session: empty

password

Description

The user session has
been expired.

Attempted
authentication with
an invalid login.

Attempted
authentication with
an incorrect
password.

Attempting to
authenticate with a
deactivated user.

Attempted
authentication with
empty login.

Attempted
authentication with
empty password.

Level

INFO

WARNIN
G

WARNIN
G

WARNIN
G

ERROR

WARNIN
G

Message

User session <login> is
authenticated via <sourceName>
fromip <userIp> isexpired.

User failed authentication with
login <login> through

<externalSourceName> source
fromip <userIp>,wronglogin.

User failed authentication with
login <login> through
<externalSourceName> source
from ip <userIp>,wrong
password.

User failed authentication with
login <login> through
<externalSourceName> source
from ip <userIp>,disabled
account.

Authentication attempt through
<externalSourceName> source

without login from ip <userIp>.

User failed authentication with
login <login> through
<externalSourceName> source
fromip <userIp>,empty
password.

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul
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Event Name

Failed user
session: role not

found

Failed user
session: external
source 1is
unavailable

User failed
authentication from
disallowed URI

User blocked by
lockout policy
during password
authentication

A blocked user’s
login attempt

User blocked by
lockout policy
during 2FA
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Description

Attempted
authentication with
an inappropriate
role.

Attempted
authentication with
an unavailable
external source.

Authorization
request for system
access via a NAICE
address that is not
permitted by the
access rules

User blocked by
lockout policy during
password
authentication

A blocked user’s
login attempt

User blocked by
lockout policy during
2FA

Level

WARNIN
G

WARNIN
G

WARNIN
G

WARNIN
G

WARNIN
G

WARNIN
G

Message

User failed authentication with
login <login> through
<externalSourceName> source
from ip <userIp>,role not
found.

User failed authentication with
login <login> through
<externalSourceName> source
fromip <userIp>,external
source is unavailable.

Attempted NAICE access from
disallowed address
'<redirectUri>' from IP-address
'<userIp>'.

User failed authentication with
login '<login>' through
'<externalSourceName>' source
from ip '<userIp>', because he
blocked by lockout policy

An attempt to log in by a blocked
user with the username '<login>'
via the source
'<externalSourceName>' with the
ip address '<userIp>'

User failed authentication with
login '<username>' through
'<sourceName>' source from ip
'<userIp>', 2FA failed, because he
blocked by lockout policy

Source

User /Ul

User /Ul

Lemmus

Lemmus

Lemmus

Lemmus



Event Name

2FA successfully
completed with
login through
source from IP

2FA failed, invalid
code

Account blocked due
to backup code
limit reached

2FA settings reset
for all users

2FA failed, email
not sent

2FA failed, invalid
backup code

Description

User successfully
completed two-
factor authentication

User failed 2FA due
to invalid code

User account blocked
by lockout policy due
to backup code
attempt limit
reached

2FA settings of all
users have been

reset when policy
changed to NONE

User failed 2FA
because email was
not sent

User failed 2FA due
to invalid backup
code

Level

INFO

WARNIN
G

WARNIN
G

WARNIN
G

WARNIN
G

WARNIN
G

Message

User with login <username>
through <sourceName> source
from ip <userIp> successfully
completed 2FA.

User with login <username>
through <sourceName> source
fromip <userIp> failed 2FA,
invalid <twoFaMethod> code.

User <username> has been
blocked by lockout policy,
backup code attempt limit
reached.

2FA settings for all users have
been reset. Policy changed to
NONE.

User <username> failed 2FA with
method Email OTP, email not
sent to <email>: <error>.

User with login <username>
through <sourceName> source
from ip <userIp> failed 2FA,
invalid backup code.

Source

Lemmus

Lemmus

Lemmus

Lemmus

Lemmus

Lemmus
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Event Name Description Level Message Source

User failed User failed ERROR User failed authentication with Lemmus
authentication with authentication with login <login> through
error error <externalSourceName> source

from ip <userIp>,error:

<error>.
Events - Update endpoints

Event Name Description Level Message Source

Endpoint created New endpoint INFO Endpoint <endpointName> was User /Ul
created created.

Endpoints modified  Endpoints INFO Endpoints <endpointsNames> User /Ul
parameters modified were modified.

Endpoints deleted Endpoints deleted INFO Endpoints <endpointsNames> User / Ul

were deleted.

Endpoint group New endpoint group  INFO Endpoint group User / Ul
created created <endpointsGroupName> was

created.
Endpoint group Endpoint group INFO Endpoint group User / Ul
modified parameters modified <endpointsGroupName> was

modified.
Endpoint groups Endpoint groups INFO Endpoint groups User / Ul
deleted deleted <endpointsGroupsNames> were

deleted.

Events — Update system settings

Event Name Description Level Message Source

Request to change Changing services DEBUG A request was made to change Phoca
services configuration the configuration of services::
configuration e <serviceName>

* <serviceName>.

Applying service Service DEBUG Configuration applied for <serviceName>
configuration configuration service <serviceName>.
applied

Events — Email notification sending results

Event Name Description Level Message Source
Error sending email Error while sending ERROR Error while sending email to Bubo
notification email <email>: <error>
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Event Name Description Level Message Source
2FA failed, email User failed 2FA WARNIN  User <username> failed 2FA with Lemmus
not sent because email was G method Email OTP, email not
not sent sent to <email>: <error>.
2FA enroll failed, User failed 2FA WARNIN  User <username> failed enroll Lemmus
email not sent enrollment because G 2FA, email not sent to <email>:
email was not sent <error>.
Events — Update container configuration
Event Name Description Level Message Source
Request to change Changing DEBUG  Arequest was made to change  Phoca
containers containers the configuration of
configuration configuration containers:
* <containerName>
° <containerName>.
Applying Container DEBUG Configuration applied for <containerName>
container configuration container <containerName>.
configuration applied
Applying system Changing system INFO The following parameters User / Ul
configuration configuration have been applied::
e Configuration 1: "Value 1" -
"Value 2"
* Configuration 2: Enabled -
Disabled
Events — Certificate Store
Event Name Description Level Message Source
Trusted certificate A trusted certificate INFO Trust certificate <certName> has User /UL
created has been created. been created.
Trusted certificate The trusted INFO Trust certificate <certName> has User / Ul
modified certificate has been been modified.
modified.
Trusted certificate The trusted INFO Trust certificates <certNames> User /Ul
deleted certificate has been have been deleted.
deleted.
Trusted certificate The trusted WARNIN  Status of trust certificate User /Ul
status changed certificate statushas G <certName> has been changed to

been changed.

<status>.
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Event Name

Trusted certificate

expiring soon

Trusted certificate
expired

Server certificate

created

Server certificate
modified

Server certificate
deleted

Server certificate

expiring soon

Server certificate
expired

Events - Guest Portal

Event Name

Authentication

service unavailable

Portal send SMS
error

Events - SMS Notifications

Event Name

Demo SMS Received

Events - TACACS+ Authentication
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Description Level
The trusted WARNIN
certificate will expire G
soon.

The trusted ERROR
certificate has

expired.

A server certificate INFO
has been created.

The server certificate INFO
has been modified.

The server certificate INFO
has been deleted.

The server certificate = WARNIN
will expire soon. G

The server certificate ERROR
has expired.

Description Level
Portal service is ERROR
unavailable.

An error occurred ERROR
while sending SMS

during portal

authorization.

Description Level
SMS received from INFO

demo gateway.

Message

Trust certificate
<certificateName> will expire
on <expirationDate> (in
<daysLeft> days).

Trust certificate
<certificateName> expired on
<expirationDate>.

Server certificate <certName> has
been created.

Server certificate name
<oldCertName> has been
changed to <newCertName> .

Server certificates <certNames>
have been deleted.

Server certificate
<certificateName> will expire
on <expirationDate> (in
<daysLeft> days).

Server certificate
<certificateName> expired on
<expirationDate>.

Message

Authentication service <service>
is unavailable.

Error sending SMS to phone
number <target> on portal
<portalName>: <error>.

Message

Demo SMS received:
<smsMessage>.

Source

Phoca

Phoca

User /Ul

User /Ul

User /Ul

Phoca

Phoca

Source

Castor

Castor

Source

Bubo



Event Name

TACACS+ access
authentication
started

TACACS+ access
authentication
successful

TACACS+ access
authentication

error

TACACS+ enable
authentication
started

TACACS+ enable
authentication
successful

TACACS+ enable
authentication
error

Events - TACACS+ Authorization

Event Name

TACACS+ access
authorization
successful

TACACS+ access

authorization error

TACACS+ command
authorization
successful

Description

User started access
authentication via
TACACS+

User successfully
passed access
authentication via
TACACS+

User failed access
authentication via
TACACS+

User started
authentication for
privilege level
change

User successfully
changed privilege
level

User failed to change
privilege level

Description

User successfully
passed access
authorization

User failed access
authorization

User authorized to
execute command

Level

INFO

INFO

INFO

INFO

INFO

INFO

Level

INFO

INFO

INFO

Message

User <suser> started
authentication via
<tacacsProtocol>.

User <suser> passed
authentication via
<tacacsProtocol>.

User <suser> failed
authentication via
<tacacsProtocol>.

User <suser> started privilege
level change to
<privilegelevel> via
<tacacsProtocol>.

User <suser> successfully
changed privilege level to
<privilegelevel> via
<tacacsProtocol>.

User <suser> failed privilege
level change to
<privilegelevel> via
<tacacsProtocol>.

Message

User <suser> passed
authorization via TACACS+.

User <suser> failed
authorization via TACACS+.

User <suser> authorized to
execute command
<tacacsCommand> .

Source

Aquila

Aquila

Aquila

Aquila

Aquila

Aquila

Source

Aquila

Aquila

Aquila
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Event Name

TACACS+ command
authorization error

Description

User not authorized
to execute command

Level

INFO

Message

User <suser> failed
authorization to execute
command <tacacsCommand>.

Events - TACACS+ Activity Accounting

Event Name

TACACS+ login

TACACS+ logout

TACACS+ command

execution

Unknown TACACS+

accounting event

Description

User logged into
system

User logged out of
system

User executed
command

Unknown accounting
event

Level

INFO

INFO

INFO

INFO

Message

User <suser>logged in.

User <suser>logged out.

User <suser> executed
commands <tacacsCommand> .

Unknown accounting event for
user <suser>.

Events - Update portal components

Event Name

Portal created

Portal modified

Portal deleted

/W el Events —- Update TACACS+ polic
p p y

Event Name

TACACS+ policy set
created

TACACS+ policy sets
modified

TACACS+ policy sets
deleted

TACACS+ profile
created
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Description
New portal created

Portal parameters
modified

Portal deleted

Description

New TACACS+ policy
set created

TACACS+ policy sets
parameters modified

TACACS+ policy sets
deleted

New TACACS+ profile
created

Level

INFO

INFO

INFO

Level

INFO

INFO

INFO

INFO

Message

Portal <portalName> was created.

Portal <portalName> was
modified.

Portal <portalName> was deleted.

Message

TACACS+ policy set
<tacacsPolicySetName> was

created.

TACACS+ policy sets
<tacacsPolicySetsNames> were
modified.

TACACS+ policy sets
<tacacsPolicySetsNames> were
deleted.

TACACS+ profile
<tacacsProfileName> was
created.

Source

Aquila

Source

Aquila

Aquila

Aquila

Aquila

Source
User /Ul

User /Ul

User /Ul

Source

User /Ul

User /Ul

User /Ul

User /Ul



Event Name

TACACS+ profile
modified

TACACS+ profiles
deleted

TACACS+ command set
created

TACACS+ command set
modified

TACACS+ command
sets deleted

TACACS+ condition
created

TACACS+ condition
modified

TACACS+ conditions
deleted

Description

TACACS+ profile
parameters modified

TACACS+ profiles
deleted

New TACACS+
command set created

TACACS+ command
set parameters
modified

TACACS+ command
sets deleted

New condition for
TACACS+ policies
created

Condition for
TACACS+ policies
parameters modified

Conditions for
TACACS+ policies
deleted

Level

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

Message

TACACS+ profile
<tacacsProfileName> was
modified.

TACACS+ profiles
<tacacsProfilesNames> were
deleted.

TACACS+ command set
<tacacsCommandName> was
created.

TACACS+ command set
<tacacsCommandName> was
modified.

TACACS+ command sets
<tacacsCommandsNames> were
deleted.

TACACS+ condition
<tacacsConditionName> was
created.

TACACS+ condition
<tacacsConditionName> was
modified.

TACACS+ conditions
<tacacsConditionsName> were
deleted.

Events - Update notification gateways

Event Name

Notification
gateway created

Notification
gateway modified

Description

New notification
gateway created

Notification gateway
parameters modified

Level

INFO

INFO

Message

Notification gateway
<notificationGateway> was
created.

Notification gateway
<notificationGateway> was
modified.

Source

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

User /Ul

Source

User /Ul

User /Ul
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Event Name

Notification
gateways deleted

Description Level

Notification INFO

gateways deleted

Events - Update guest users configuration

Event Name

Portal user created

Portal user
modified

Portal users
deleted

Log Collectors

Description

Description Level
New portal user INFO
created

Portal user INFO
parameters modified

Portal users deleted INFO

Message Source
Notification gateways User / Ul
<notificationGateways> were

deleted.

Message Source
Portal user <portalUserName> User /Ul
was created.

Portal user <portalUserName> User /UL
was modified.

Portal users <portalUsersNames> User /Ul

were deleted.

Log Collectors allow configuring the collection and forwarding of system events by event groups to external
centralized logging and monitoring systems — for example, SIEM systems or log collectors. This provides
centralized event collection, analysis, and storage, simplifying diagnostics, auditing, and security control.

On the Log Collectors page, system users can view, add, edit, and delete log collector configurations for
different event groups. Events are sent using UDP or TCP to the IP address and port specified in the collector
configuration.

Viewing Log Collectors

GD Monitoring > System > Log collectors

System

System events  Log collectors

+ @ @ © O

Name Server IP address Port Event groups

LocalCollector & RADIUS accounting, Licensing, TACACS+ authentication - +3
SIEM 1 192.168.223.15 514 RADIUS authentication, TACACS+ activity accounting, Update portal components ~ +3

SIEM 2 192.168.12.68 514

® O % 3Ok OB O

Update network resources, Update identity source sequence, TACACS* activity accoun...  +5

(]

AD Total elements: 3

Figure 59. Table with a list of log collectors

The table contains the following columns:

® Name — Unique name of the log collector.

© (& -This entityis system and cannot be deleted or edited.
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Table column settings are configured using the additional menu available via the button: ()

Table settings

Q

Show all columns

Server IP address

Port

Event groups
Protocol
Collector type

Description

Cancel Save

Figure 60. Table column settings
Full list of available table columns:

® Name — Unique name of the log collector.
® Server IP address —IP address of the server receiving events.
® Port — Network port used for event delivery.

® Event groups — List of event groups whose events are sent by this collector. A shortened list is displayed
(for example, “Update network resources, Update external identity sources... +20”); hovering over the
field shows the full list.

Protocol — Data transfer protocol (UDP or TCP).

Collector type — Type of the log collector. All collectors created by a system user have type Custom.

® Description — Optional description of the log collector.

The page includes the following controls:

e 4 - Addanewlog collector.

@ - Duplicate the selected log collector (available only when exactly one item is selected).
* [ - Delete selected log collectors (inactive until at least one item is selected).
e = —Refreshtable data.

. /]\ — Change sorting order (available for columns “Name”, “Protocol”, “Collector type”).

— Checkbox used to select log collectors for further actions.
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At the bottom of the page, the total number of log collectors and the number of selected items are displayed.

BD Monitoring > System > Log collectors

System

System events  Log collectors

+ & @ S O

Name Server IP address Port Event groups
LocalCollector & RADIUS accounting, Licensing, TACACS+ authentication ~ +3
SIEM 1 192.168.223.15 514 RADIUS authentication, TACACS+ activity accounting, Update portal components 43
SIEM 2 192.168.12.68 514 Update network resources, Update identity source sequence, TACACS+ activity accoun...  +5

® 0O 5% DO kOB O
[1]

o

A0 Selected elements: 10f3

Figure 61. Log collector counter

System Log Collector
By default, the table contains a predefined system log collector LocalCollector with collector type System

collector.

This log collector is used to collect internal NAICE system events and store them in the local database:

FS BD Monitoring > System > Log collectors > LocalCollector

« LocalCollector system

Name *

LocalCollector

Q
@
Q
2
@  Description
®
&
E 0/200

Figure 62. System log collector "LocalCollector”

The LocalCollector already includes mandatory event groups that are stored in the local database and
displayed in the system event log. These groups are shown as locked and cannot be edited. Other groups
may be enabled or disabled if required:
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e

Disabling editable event groups in the system collector results in those events not being stored in the local

Event groups *
@ All groups.

Licensing

Portal

RADIUS

TACACS+

Actions of system users
Update roles privileges
Update network resources
Update identity management elements
Update identity source sequence
Update external identity sources
Update RADIUS policy
Update profiling
Update portal components
Update TACACS+ policies
Update notification gateways
Update system configuration
Update endpoints
Update guest users configuration
Managing active RADIUS sessions

Session
NAICE users sessions

Figure 63. Event groups of the "LocalCollector”

database and therefore not being displayed in the system event log.

Restrictions for the system log collector:

e The system log collector cannot be deleted.

n e The Name and Description fields are not editable for the system log collector.

e Some event groups are mandatory and selected by default; they cannot be modified.

e New log collectors with type System collector cannot be created. All administrator-
created collectors are automatically assigned type Custom.

Adding a Log Collector

To add a new log collector, click the button: +

In the opened form, fill in the following fields:

& 0 %300k 0B O

BD Monitoring > System > Log collectors > Adding

« Adding

Collector type

Name *

Server IP address *

Data transfer protocol *

TCP

Description

0/200

Figure 64. Adding a new log collector (basic settings)

Name * — Unique name of the log collector.
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Server IP address *—IP address of the external system receiving events.
Port *— Network port on which the external system listens for events.
Data transfer protocol * - Event transfer protocol. Available options: TCP and UDP.

Description — Optional text description.

Fields marked with * are mandatory.

Inthe Event groups section, select the required groups:

Event groups *
@ All groups

Licensing
Licensing

Portal
Demo SMS
Portal errors of authentication and notifications

RADIUS
RADIUS authentication

TACACS+

TACACS+ authentication

TACACS+ authorization
TACACS+ activity accounting

Actions of system users
Update roles privileges
Update network resources
Update identity management elements
Update identity source sequence
Update external identity sources
Update RADIUS policy
Update profiling
Update portal components
Update TACACS+ policies
Update notification gateways
Update system configuration
Update endpoints
Update guest users configuration
Managing active RADIUS sessions

Session
NAICE users sessions

Cancel  Add and continue m

Figure 65. Adding a new log collector (event group selection)

Event group descriptions:

All groups — Select all available event groups.

Licensing — Events related to licensing.

Portal — Events related to Demo SMS messages and portal authentication or notification errors.
RADIUS — Events related to RADIUS authentication.

TACACS+ — Events related to TACACS+ authentication, authorization, and activity accounting.

Actions of system users — Events related to updates of NAICE configuration entities (role privileges,
network resources, identity sources, policy sets, etc.).

Session — Events related to NAICE user sessions.

For adding an event route, the system provides two submit buttons that differ in their subsequent behavior:

"Add and continue" — after clicking, the form does not close, and the "Send test event" button becomes
available.

"Add" — after clicking, the user is redirected to the event route list page.
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Sending Test Events

The operation of a custom log collector can be verified by sending a test event to the external system. To do
this, click the "Send test event” button.

A The "Send test event" button is disabled until at least one event group is selected and the
log collector is saved.

confirmation from the external system is not possible due to protocol limitations. When

0 The result of sending a test event depends on the selected protocol. When using UDP,
using TCP, delivery confirmation is available and displayed in the result window.

Possible results:

® Test event successfully sent. Check the SIEM system — Test event sent using UDP.
® Test event successfully sent — Test event sent using TCP.

® Test event send timeout — No response received from the external system when establishing the TCP
connection.

® SIEM system unavailable — TCP connection could not be established (connection refused or failed).

Examples of test event result dialogs:

) The test event was sent successfully

Figure 66. Non-redundant setup, test event sent successfully, TCP protocol

) The test event was sent successfully
Check your SIEM system

Figure 67. Non-redundant setup, test event sent, UDP protocol

When using a redundant deployment, test events are sent from both NAICE hosts, and two services are
shown in the confirmation window.
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r N
Sending result x
Service1 (5) Sent
Service 2 (§) Sent

w .

Figure 68. Redundant setup, test event sent successfully from both hosts, TCP protocol

r M

Sending result

@ Check your SIEM system

Service1 (5) Sent

Service 2 (§) Sent

v >

Figure 69. Redundant setup, test event sent from both hosts, UDP protocol



Sending result

@ Sservice 2: SIEM-system is unavailable

Service 1 (G) Sent

Service 2 (G) Sent error

. J
Figure 70. Redundant setup, test event failed on one host, TCP protocol

F M
Sending result x
@ S5ervice 1: The test event was not sent
Service 1 (&) Timeout
Service 2 (3) Sent
. y

Figure 71. Redundant setup, test event timeout on one host, TCP protocol

Editing a Log Collector

To edit a log collector, on the Log Collectors page select the required collector and click its name in the
Name column.

Name
LocalCollector &

SIEM 1

Figure 72. Link to the log collector editing page

The edit form is identical to the add log collector form.

6 When changes are made to the form, the "Send test event" button becomes unavailable.
The button is reactivated only after the changes are saved.
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2. B Monitoring > System > Log collectors > Adding
« Adding
Collector type

Name *

SIEM 3

Server IP address *

192.168.0.101

® O 5% DOk OB O

Port *
514

Data transfer protocol *

TcP v

Description

SIEM to an external system

267200

Figure 73. Editing log collector fields

Event groups *
@ All groups

Licensing
Licensing

Portal
Demo SMS
Portal errors of authentication and notifications

RADIUS
RADIUS authentication

TACACS+

TACACS+ authentication

TACACS+ authorization
TACACS+ activity accounting

Actions of system users
Update roles privileges
Update network resources
Update identity management elemnents
Update identity source sequence
Update external identity sources
Update RADIUS policy
Update profiling
Update portal components
Update TACACS+ policies
Update notification gateways
Update system configuration
Update endpoints
® Update guest users configuration
® Managing active RADIUS sessions

©  session
NAICE users sessions

4D Cancel Add and continue
Figure 74. Editing log collector event groups

For saving an event route, the system provides two save buttons that differ in their subsequent behavior:

e "Save and continue" — after clicking, the form does not close, and the "Send test event" button
becomes available again.

e "Save" — after clicking, the user is redirected to the event route list page.

Duplicating a Log Collector

To duplicate alog collector, select it using the checkbox on the left side of the table:
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2. B Monitoring > System > Log collectors

Q  System

) System events  Log collectors.

=]

2 + ® @ S O

) -] Name 1 Server IP address Port Event groups

® LocalCollector & RADIUS accounting, Licensing, TACACS+ authentication  +3

& SIEM 1 192.168.223.15 514 RADIUS authentication, TACACS+ activity accounting, Update portal components  +3

8] SIEM 2 192.168.12.68 514 Update network resources, Update identity source sequence, TACACS+ activity accoun...  +5
@

<]

AD Selected elements: 10f3

Figure 75. Selecting a log collector for duplication

Then click the button ¢ above the table.

A form will open, similar to the addition form, with all fields filled with values from the selected reference.
By default, "_copy" is added to the value in the Name field. You can choose any other name that is not already

used in the system.

BD Monitoring > System > Logcollectors > Duplicating
« Duplicating
Collector type

Name *

SIEM 1_copy

Server IP address *

192.168.223.15

& 0 %300k 0B O

Port *
514

Data transfer protocol *

uDP v

Description

0/200

Figure 76. Duplicated log collector settings

If necessary, modify event groups:
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Event groups *
@ All groups

Licensing
Licensing

Portal
Demo SMS

Portal errors of authentication and notifications

RADIUS
RADIUS authentication

TACACS+
TACACS+ authentication
TACACS+ authorization
TACACS* activity accounting

Actions of system users
Update roles privileges
Update network resources
Update identity management elements
Update identity source sequence
Update external identity sources
Update RADIUS policy
Update profiling
Update portal components
Update TACACS+ policies
Update notification gateways
Update system configuration
Update endpoints

® Update guest users configuration
Managing active RADIUS sessions
©  Session

NAICE users sessions

Cancel  Add and continue

Figure 77. Event groups in the duplicated log collector

For adding an event route, the system provides two submit buttons that differ in their subsequent behavior:

¢ "Add and continue" — after clicking, the form does not close, and the "Send test event" button becomes

available.

e "Add" — after clicking, the user is redirected to the event route list page.

Deleting a Log Collector

To delete one or more log collectors, select them using the checkboxes:

& B Monitoring > System > Log collectors

System

Systemevents  Log collectors

+ ® @ © O

Name 4 Server IP address
LocalCollector &
SIEM 1 192.168.223.15

SIEM 2 192.168.12.68

® 0% D OkOB O
0

Event groups
RADIUS accounting, Licensing, TACACS+ authentication  +3
RADIUS authentication, TACACS+ activity accounting, Update portal components  +3

Update network resources, Update identity source sequence, TACACS* activity accoun...  +5

e

AD Selected elements: 10f3

Figure 78. Selecting log collectors for deletion

Then click the button [ above the table.

After deletion, events will no longer be sent to the server specified in the log collector. The action can be

confirmed or canceled in the confirmation dialog:

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

79



r

.

/N Action confirmation

Data will be deleted. Are you sure?

No

Yes

4

Figure 79. Modal dialog for confirmation
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Users and devices

System users
Accounts

Description

This section is intended for managing the credentials of users of the NAICE system.
System user accounts are divided into two types:

¢ Local — created directly in the NAICE system ( Internal DB source);

e External — created automatically upon first successful authentication through an external identity
source.

Account settings of the current system user are available on any page by clicking on aAp in the lower left

corner of the window in the menu.

View all system user accounts

GD Users and devices > System users > Accounts

System users

Accounts  Roles

+ @ 2 & & Q

Q
@
Q
2
@ status Login Role Source First name Last name Email Description
® © Active admin Super Admin Internal DB Default Admin
& Active ivan Super Admin Internal DB wan van ivan.ivanov@mail.com

0 Active petr Hardware Admin External DB petr petr petr.petrovich@mail.com

@

& Blocked Alex Guest Admin Internal DB Alex Alex alex@mail.com

®

Total elements: 4

Figure 80. A table with a list of system user accounts on the viewing page

This page displays a table containing a list of all local and external system user accounts.

The table contains the following information about system users:

® Status —account state that determines authentication capability:
0 Active — the user can signinto the system;

© Disabled — the user cannot sign in to the system. An account disabling period and disabling reason
can be specified;

o Blocked — the user is temporarily blocked, for example, after exceeding the limit of unsuccessful
sign-in attempts;

® login — system user login (must be unique and contain no spaces);

® Role —therole of the system user. It is a hyperlink to the page for viewing/editing this role;

81



Source —indicates the origin of the account: Internal DB (created in the NAICE system) or the name of
the external source (created automatically upon successful authentication through an external source);

® First name — system user first name;
® last name — surname of the system user;
* Email —system user’s email address;

® Description — arbitrary description.

Sorting in forward and reverse order across all columns of the table is allowed. By default, sorting is
performed in direct (alphabetical) order by the "Login" column.

Hovering the mouse cursor over the account status in the table displays a tooltip with
@ detailed information: the status validity period (start and end date and time) and the
reason for its application.

Controls:

* 4 — Addanew element.

e (] — Delete selected elements (inactive until at least one element is selected).

e 7~ — Refreshtable data.

e $ — Allows youto download data from a csv file.

e { — Allowsyouto upload data to a csv file.

o — Checkbox, which is responsible for selecting elements to perform further actions (for example,
deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

External system user accounts

External accounts (their local copies) are created automatically in the system upon the user’s first successful
login through an external identity source.

To view an external system user account, click on the login on the list page. This will open the viewing page
for the external system user account:

82



® 0% 3@k 0OB O

e

B Users and devices > System users > Accounts > Petr

« Petr Exteral account

Status *

Login *

Petr

Role *

View role privileges
First name

Petr

Last name

Petr

Email

petr. petrovich@mail.com

Figure 81. External system user account viewing form

The external account viewing form contains the following fields:

Status — account state that determines authentication capability. For external accounts, the Active
and Disabled statuses are inherited from the external identity source and cannot be changed in NAICE;

o Exception: if the account has the Blocked status, the administrator can manually unblock it by
changing the status to Active.

Login — user identifier in the external system (must not exceed 100 characters):

o For accounts from Active Directory, the login is always displayed in UPN (User Principal Name)
format with the domain specified;

© For accounts from OpenLDAP, the login corresponds to the attribute value specified in the Subject
name attribute field when configuring the external source;

Role — role of the external system user, automatically assigned based on the mapping of the user’s
groups to the groups specified in the NAICE external role settings. The role determines the level of access
to the system functionality;

First name, Last name, Email — user personal data. Populated with values from the corresponding
attributes configured in the "System user information mapping" block when setting up the external
source.

The button "View role privileges" opens a window with a table of privileges for the selected role:

Names of privileges;

Statuses of issued rights:

o / —the user has access,

o — access is not provided,

o X — the user does not have access.
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Editing external accounts is prohibited. All changes must be made directly in the external

A identity source.

Exception: unblocking an account if it was blocked by the lockout policy.

With each subsequent login to the system, external account synchronization is
performed:

e attribute updates ( Status, First name, Last name, Email) in accordance with the
@ current data from the external source;

¢ rolerecalculation based on the current group membership of the user in the external
source.

Adding a system user account

To add a system user account, click + on the action bar located above the table.

A B Usersand devices > Systemusers > Accounts > Adding

e

0/200

Password * @

Generate password

Privileges of role «Super Admin» x
N System role
Q  « Adding
Role
@
o Sttt Super Admin v
Active v
S Privilege Reading Creation Editing Deletion
set the shutdown period
@ o RADIUS policies v v v v
@  Login*
RADIUS monitoring v v v v
&
Endpoints v v v v
O Roke*
@ Network resources v v v v
Super Admin v
View role privileges TACACS+ policies v v v v
First name TACACS+ monitoring v
ter first nam profiling v v v 7
Last name Roles and accounts v v v v
Guest access v v v v
Email Guest users v v v 7
Enterprise users v v v v
Description
: System settings v v v v
External sources v v v v
Notification services v v v v

Cancel AT

Figure 82. Add system user account page
The add system user form includes the following fields:

® Status * — defines the current state of the account. Allows you to allow or deny the user access to the
system. The default value is Active;

® login * (maximum length — 100 characters);

® Role * — select roles for the system user. The role determines the level of access to the system
functionality;

® First name (maximum length — 100 characters);
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Last name (maximum length — 100 characters);
* Email (maximum length — 200 characters);
® Description (maximum length — 200 characters);
® Password * (maximum length — 72 characters). By clicking on & you can enable the display of the

entered password; by default, the text is hidden. The password must match the current password policy.

* — fields that are required.

A You cannot assign a role with higher rights than the current user.

After upgrading the license level, additional privilege settings may be required. Roles that
require additional configuration are marked with a warning;:

Role *
A Guest network operator w

(D Access permissions need to be configured

Figure 83. Warning "Access permissions need to be configured”

The button "View role privileges" opens a window with a table of privileges for the selected role:

* Names of privileges;
® Statuses of issued rights:
o \/ — the user has access,
o — access is not provided,

o X — the user does not have access.

In the window, using the Role drop-down list, you can view the access rights assigned to other roles. When
you click the "Apply" button, the role will be re-selected in the account addition form.

The password for the system user can be generated by clicking on the "Generate Password" button, or you
can enter it manually. The generated password is placed in the "New password" field; it can be copied by
clickingon (9 .

To create an account, click the "Add" button.

Editing the system user account

To edit a system user account, on the list page, click on its login:
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Status Login

Active admin
Active ivan
Active Petr
&y Blocked Alex

Figure 84. Hyperlink to system user account edit page

This will open the system user account edit page, similar to the add page:

BD Usersand devices > System users > Accounts > ivan
« ivan
Status *
Active
set the shutdown period

Login *

ivan

Role *

® 0O 5% 3Ok OB O

Super Admin
View role privileges

First name

Ivan

Description

07200

Change password

o

Figure 85. System user edit form

To change the system user password, you need to enable the "Change password" toggle, then enter the
desired password in the appropriate fields.

c After saving changes for login, password, and/or role, the session will be interrupted
and re-authentication will be required.

0 WARNING: Editing your own account is prohibited. To change your account data, go to the
Account settings section.

After making the changes, you need to click on the "Save" button. The button is hidden until at least one
field is changed.

The "Cancel" button resets the changes made to their original state.

Managing account status

The Status field defines the state of the system user account.
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The following values are available:

Status Description
Active The user can sign in to the system.
Disabled The user cannot sign in to the system. When this status is selected, a disabling

period and disabling reason can be specified.

Blocked The user is temporarily blocked. This status is assigned automatically when
the lockout policy is triggered and cannot be set manually.

To enable users to receive email notifications about changes to their account status
@ (blocking, disabling, unblocking), notification delivery must be configured in the System
Settings — Security and access - «Password policy» section.

Scheduled account disabling
For an active account, a disabling period can be specified in advance.
To set a disabling period, select the "Specify disabling period" checkbox.
Status *
Active v
set the shutdown period
Disable period *

09.05.2026 00:00 - indefinitely 5

Disable account reason

0/200

Figure 86. Account edit form with scheduled disabling

When scheduled disabling is activated, the following fields become available:

® Account disabling period — the interval during which the account will be unavailable.
© Start date and time — from this moment the account will be disabled;

© End date and time — after this moment access will be restored.

® Disabling reason — an explanation of why the account is being disabled.
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Start date
09.05.2026 B 00:00 ®

End date
B Tl ®

Leave the fields empty to permanently disable

) Reset Cancel Apply

Figure 87. Account disabling period selection window

e The start date and time are required and must be later than the current moment.

0 e If the end date and time are not specified, the account will be disabled indefinitely.

Disabling an account

To prevent the user from signing in, change the Status field value to Disabled.

Status *

Disabled w

Disable period *

08.05.2026 10:15 - indefinitely =

Disable account reason

I [ [

0/s200

Figure 88. Disabling a local account

When an account is disabled, additional fields become available:

® Account disabling period — the interval during which the account will be unavailable. The start field is
automatically filled with the current time (the moment the changes are saved);

® Disabling reason — an explanation of why the account is being disabled.

If the end date and time are not specified, the account will be disabled indefinitely.
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Blocked account

&y Blocked Alex
Figure 89. Blocked account in the table

An account can be automatically blocked by the system when the lockout policy is triggered — for example,
after exceeding the allowed number of unsuccessful sign-in attempts.

The Blocked status is assigned automatically and cannot be set manually through the edit form. The block
can be removed in one of the following ways:

® automatically — after the lockout time specified in the policy expires;

* manually — the administrator can unblock the account by changing the status to Active.

Local account

For alocal account, the edit form displays lockout details:

BD Usersand devices > System users > Accounts > ivan
« ivan

Status *

Blocked

Block period account *

08.05.2026 10:15 - 08.05.2026 10:30

Block reason

User blocked by lackout policy

& 0% DOQKODB O

30/200

Login *

Role *

Hardware Admin
View role privileges
First name

van

Last name

Ivan

Email

ivan.ivanov@mail.com

Description

0/200

e

© Change password

Figure 90. Blocked local account edit form
The following fields are available:

® Account lockout period — the time interval during which the account remains blocked;

® |lockout reason — the reason why the account was blocked (generated automatically by the system).

The administrator can change the state of a blocked account:

¢ to unblock the account, change the Status field value to Active;

* to disable the account (for example, to temporarily deny access), change the Status field value to
Disabled.
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After changing the status, save the changes by clicking the "Save" button.

External account

For an external account, lockout details are displayed in the viewing form:

GD Usersand devices > System users > Accounts > ivan

« ivan Extemal account
Status *
Blocked

Block period account *

08.05.2026 10:15 - 08.05.2026 10:30

Block reason

User blocked by lockout policy

® 0% dQ0Mk0OB O

30/200

Login *

ivan

Role *

View role privileges
First name

Ivan

Last name

Ivan

®  Email

® ivan.ivanov@mail.com

Figure 91. Blocked external account viewing form
The following fields are available for a blocked external account:

® Account lockout period — the time interval during which the account remains blocked;

® Lockout reason — the reason why the account was blocked (generated automatically by the system).

The administrator can change the state of a blocked external account by changing the Status field value to

Active.

Resetting two-factor authentication settings

If a system user account has two-factor authentication configured, the "Two-factor authentication" block
is displayed on the edit form.

The block displays the available two-factor authentication methods and their current statuses:

¢ Backup codes;
* One-time code from the app (TOTP);

®* One-time code from email (Email OTP).
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Two-factor authentication ()

Backup codes ®
One-time code from the app (TOTP) ®

One-time code from email (Email OTP) ®

Reset 2FA settings

Figure 92. Active two-factor authentication methods in the account edit form

If the user has active 2FA settings, the administrator has access to the "Reset 2FA settings" button.

Resetting 2FA settings is available to users with permission to edit system user accounts
o (Roles and Accounts privilege with access level of at least 3). Additionally, the role of the
administrator performing the reset must be at least equal to the role of the target user.

When resetting 2FA settings, the system performs the following actions:

* Deactivates all configured two-factor authentication methods for the user;
¢ Invalidates and deletes the user’s current backup codes;

® Resets the user’s two-factor authentication settings.

The consequences of the reset depend on the global 2FA policy:

¢ Under the optional policy: two-factor authentication is completely disabled for the
account. On the next login, the user will be able to sign in using only the login and

e password.

e Under the mandatory policy: 2FA settings are reset, but the policy remains
mandatory. On the next login, the user will be required to reconfigure the second
factor.

Resetting 2FA for a local account

For a local account, resetting 2FA settings requires changing the user’s password, which will result in
terminating the user’s active session.

To reset 2FA for alocal account:
1. Open the user account edit page.

2. In the "Two-factor authentication" block, click "Reset 2FA settings".

3. In the dialog that opens, specify the new user password or click "Generate password". The password
must comply with the current password policy.

4. Click "Reset".
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Reset 2FA settings?

Resetting two-factor authentication settings
requires changing your account password for
security purposes. Re-authentication using
additional credentials is required.

New password *

Generate password

. v
Figure 93. Reset 2FA settings dialog for a local account

After a successful reset, the system deactivates all 2FA methods for the selected account.

Resetting 2FA for an external account

For an external account, the password is not changed in NAICE, as credentials are stored in the external

identity source.
To reset 2FA for an external account:

1. Open the external system user account view page.
2. In the "Two-factor authentication" block, click "Reset 2FA settings".
3. In the confirmation dialog, click "Reset".
r 3
Reset 2FA settings?

For security purposes, it is recommended to change
the password in the external source

. J
Figure 94. Reset 2FA settings dialog for an external account

After the reset, the system deactivates 2FA methods and displays a recommendation to change the account
password in the external source.

For external accounts, the password must be changed in the external identity source, such

G as Active Directory or OpenLDAP. NAICE only displays a recommendation to change the
password and does not modify the user’s external password.
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Changing email when Email OTP is active

If the user has the "One-time code from email (Email OTP)" method activated, changing the email in the
account edit form will affect 2FA settings.

If the user has the Email OTP method activated, then after saving the new email, this method will be
disabled.

e IfEmail OTP was the only active 2FA method, then:
© The user’s two-factor authentication settings will be completely reset.
© Backup codes will be invalidated.

© The user will lose access to the system (if the 2FA policy is mandatory) or 2FA will be disabled (if the
policy is optional).

e Iftheuser has other active 2FA methods (e.g., TOTP), they remain active.

o To use Email OTP again, the user will need to re-activate this two-factor authentication
method with the current email address.

Removing the system user account

To delete a system user account, in the table, select the checkbox to the left of the account to be deleted and

click [ onthe action bar located above the table.

0 If the selected system user (both local and external) had a session open, it will terminate
immediately.
BD Users and devices > System users > Accounts
Q  System users
@ Accounts Roles
Q
2 + @ 2 2 £ Q
Q @  staws Login 4 Role Source First name Last name Email Description
® admin super Admin Internal DB Default Admin
& Super Admin Internal DB van van ivan.ivanov@mail.com
8] Petr Hardware Admin External DB Petr Petr petr.petrovich@mail.com
@ & Blocked Alex Guest Admin Internal DB Alex Alex alex@mail.com

e

Selected elements: 1 0f 4

Figure 95. Selecting system user accounts in the table for deletion

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.
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/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

LW |

Figure 96. Modal dialog for confirmation
6 You cannot delete an account that is currently logged in.

Import
NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
o Delimiters:
= Tield delimiter: comma (,)
B String/text delimiter: double quotation mark (")
© Headers and values must be enclosed in double quotation marks (")
© Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
o Values containing a double quotation mark (") are escaped using \

© Values containing the slash (/) are escaped using \"
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Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set\""

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set”
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (4 to ensure the import
completes without errors.

select a file*
Max file size ZMB

=
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()

Stop import on first error

Cancel Import
L y
Figure 97. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report

An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

F |

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: 0

Close

. y
Figure 98. Window Import report (all entries were processed correctly)

The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

Close

[ )

Figure 99. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for system user accounts

e Only NAICE is supported as a data source for importing system user accounts.
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Import of external accounts is not supported.

The table below lists the fields, their requirements, descriptions, and requirements:

Field

login:Required

role:Required
password:Require

d

isEncrypted:Requi
red

status:Required

disableStartTime

disableEndTime

disableReason
firstName

lastName
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Description

System user login

System user role

System users password. Can be
imported in either hashed or plain text
format

Password hashing flag. Indicates the
format in which the password is
transmitted

User status

Time from which the user is disabled

Time until which the user is disabled

User disabling reason
System user first name

Surname of the System user

Requirements

Required

Maximum length — 100 characters
Must be unique

Spaces are not allowed

Required
The role must existin the system

Required

Maximum length — 72 characters

Must match the current password policy
Symbols } and * are not allowed

Required

Possible values:

- true — the transmitted password is
hashed

- false — the password is transmitted
in plain text and will be hashed during
import

Required

Possible values:

- ENABLED — user is enabled

- DISABLED — user is disabled
- BLOCKED — user is blocked

Time in YYYY-MM-DDTHH:MM:SSZ format
Used if a disabling period is set for the
user

Time in YYYY-MM-DDTHH:MM:SSZ format
If no value is specified, the user will be
disabled indefinitely

Maximum length - 200 characters
Maximum length - 100 characters

Maximum length - 100 characters



Field Description Requirements

email Email address Maximum length - 200 characters
Format: admin123@gmail.com
Invalid characters:
e cyrillic letters (a-s)(A-A)
* space
* double quotes "
e numero sign K
* semicolon ;
* colon :
e comma ,
» parentheses ( )
e square brackets [ ]
* greater-than/less-than signs < >
* backslash \

description Arbitrary description Maximum length - 200 characters

totpSeed TOTP secret TOTP secret encrypted with AES-256-
GCM

activatedEmailOtp Email OTP Possible values:

- true — method enabled
- false — method disabled

backupCodes Backup codes Backup codes hashed with Bcrypt (no
more than 10 codes)

When importing accounts with configured 2FA, the encryption master key (AES-256-GCM)
a for TOTP secrets must match on the source and target instances. Otherwise, TOTP will not
work.

Example of a correctly formatted file:

"10 "ro "pa "is "st "ﬁr "la "e "de "di "di "di "to "ac "ba
gin: le:R ssw Enc atu stN stN ma scri sab sab sab tpS tiv cku
Req equ ord ryp sR am am il" pti leSt leE leR eed ate pC

uir ire :Re ted: equ e" e" on" art ndT eas " dE ode
ed" d" qui Req ire Ti ime on" ma s"
red uir d" me " ilo
" ed" " tp"

"ad "Su "pa "fal "EN "HB "HB ‘"iva "De "20 "20 "M "M "tru  "$2

min per ssw se" AB ag" a”Ho nov faul 26- 26- Hor cCY e" asl
istr Ad ord LED B" @te t" 05- 05- o JRA 0%$g
ato min " " st.r 26T 26T =Ha6 Edp VJs
r" " u" 11:2  13:0 a0  6F W...
2:07 0:00 pmgamx .. "
zZ" zZ" "
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Values containing double quotation marks (") or slashes (/) must be escaped using \".
@ Failure to escape these characters will result in incorrect data recognition.

e All imported records receive the source Internal DB (NAICE system internal database).

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o L £

Status

(¥) Enabled Export all

@ Enabled » varn

Figure 100. Window export menu

c Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":

F M

Export to CSV

The procedure will take some time, wait for the file to be generated
and loaded.

. v
Figure 101. Export all
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After clicking the "Export", a file containing all records from the current section will be downloaded to your
device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

r 3

Export to CSV

The procedure will take some time, wait for the file to be generated
and loaded.

Selected 1 of 4 records.

. J
Figure 102. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

A

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,

a values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing
data prior to import.

Export particularities for system user accounts

When exporting, consider the following features:

* Passwords are exported from the database in a hashed format (Bcrypt algorithm). Recovery of original
passwords is not possible.

e External accounts are also included in the exported CSV file.

102



For correct import of external accounts into the target system, you must:
1. Pre-create the external identity source (AD, LDAP) in NAICE that corresponds to the
0 exported records.
2. Configure external roles for group mapping.
If the external source or roles are missing, importing external accounts will be

impossible.

The structure of the CSV file for system user accounts is described in the section "Import particularities for
system user accounts".

Roles

Description

The "Roles" section is designed for managing access rights for NAICE system users.

NAICE provides two types of roles:

¢ Internal roles — assigned manually to local accounts.

e External roles — assigned automatically to external accounts based on user membership in groups
within an external identity source.

Accesslevels

The system supports five access levels for each privilege:

Level Description

0 (Disabled) Access to functionality is absent. Associated sections are not displayed in the
interface.

1 (Reading) Viewing data and sections related to the privilege.

2 (Creation) Creating new entities in addition to viewing.

3 (Editing) Modifying existing entities in addition to viewing and creating.

4 (Deletion) Full access, including entity deletion.

Each subsequent access level includes the capabilities of the previous one.

0 Some privileges (such as those related to monitoring) have a maximum access level of 1
(read-only).
Predefinedroles

e Deleting and editing preset roles is prohibited.

The system includes the following preset roles for typical usage scenarios:
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* Super Admin — full access to all functionality.

¢ Network Admin — network access management.

¢ Hardware Admin — network device management.
¢ System Admin — system administrator.

® Guest Admin — guest network management.

® Guest Operator — guest network operator.

® Monitor — monitoring and data viewing.

Privilege levels for preset roles

Privilege Super Network Hardwa System Guest Guest Monitor
Admin Admin re Admin Admin Operato
Admin r

RADIUS policy 4 4 0 4 1 0 1
RADIUS monitoring 4 4 0 4 4 1 1
Endpoints 4 4 0 4 0 0 1
Network resources 4 4 4 4 1 0 1
TACACS+ policy 4 0 4 4 0 0 1
TACACS+ monitoring 1 0 1 1 0 0 1
Profiling 4 4 0 4 1 0 1
Roles and accounts 4 0 0 1 0 0 0
Guest access 4 1 0 4 4 1 1
Guest users 4 4 0 4 4 4 0
Enterprise users 4 4 4 4 0 0 0
System settings 4 0 0 4 0 0 0
External sources 4 1 1 4 0 0 1
Notification 4 1 0 4 1 1 1
services

Privileges and system sections

This section provides a complete list of NAICE system privileges and their corresponding interface sections.

Sections not requiring privileges

The following sections are available to all authorized system users regardless of assigned roles:

Sections Not Requiring Privileges
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Account settings — management of own credentials.
* Documentation — built-in help information.
¢ Dashboard — widget availability on the main page depends on assigned privileges.
e System events — availability of event groups is determined by user privileges.
Sections Managed by Privileges
Legend in the table:
e .

If text is specified in the column, there are additional conditions described in the cell.

— (dash) in the Access Restrictions column means that standard access level rules
apply for this privilege.

Privilege Section Access Restrictions License Level
Network access — Policy RADIUS session limits: BASIC
elements: * Levels 1-3: only Read rights +
— Authorization profiles * Management becomes available
- Allowed protocols fromlevel 4
- Conditions
- Dictionaries
- RADIUS session limits
RADIUS policy
Network access: * Levels 1-3: only Read rights BASIC
- RADIUS policies * Full management, reset count
becomes available from level 4
Users and devices - Identity — BASIC
management:
- Identity sequences
RADIUS Monitoring - RADIUS: Active sessions: BASIC
monitoring — Connections journal * Levels 1-3: only Read rights +
- Active sessions * End the session becomes
available from level 4
Endpoints Users and devices - Identity Endpoint groups: BASIC
management: * Create/Delete endpoint groups
- Endpoints becomes available from level 2
- Endpoint groups * Add/Remove endpoints to/from
groups becomes available from
level 3
Network Users and devices — Network — BASIC
resources resources:
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Privilege

TACACS+
policy

TACACS+
monitoring

Profiling

Roles and
accounts

Guest access

Guest users

Enterprise
Users

Section

Device access — Policy elements:
- Conditions

- TACACS+ Command sets

— TACACS+ Profiles

- Dictionaries

Device access:
- TACACS+ policies

Users and devices - Identity
management:
- Identity sequences

Monitoring - TACACS+:
- Connections journal
- Accounting

Policies - Profiling:

- Profiling conditions
- Profiling policies

- Logical profiles

Policies - Elements:
- Dictionaries

Users and devices - System
users:

- Accounts

- Roles

Guest portals — Portal
management:
- Portal Builder

Users and devices - Identity
management:
- Identity sequences

Guest portals - Portal
management:

- Guest endpoints

- Portal users

Users and devices - Identity
management:

- Network users

- Network user groups

Access Restrictions

* Levels 1-3: only Read rights
* Full management, reset count
becomes available from level 4

Profiling policies:
* Reset count becomes
available from level 4

Network user groups:

* Create/Delete user groups
becomes available from level 2
* Add/Remove users to/from
groups becomes available from
level 3

License Level

TACACS+
Module

TACACS+

Module

BASIC

TACACS+

Module

BASIC

BASIC

BASIC

ADVANCED

BASIC

ADVANCED

BASIC
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Privilege Section Access Restrictions License Level

Monitoring - System: * Send test event becomes BASIC
- Log collectors available from level 2
System settings * Levels 1-3: only Read rights BASIC

* Level 4: Full management

System settings - Certificate * Level 1: only Read rights BASIC
System storage * Level 2: upload/download
settings certificates

* Level 3: edit certificate
name/description

* Level 4: Full management,
including delete

Licensing * Levels 0-3: only Read rights —
* Level 4: Full management

External Users and devices — Identity * Check connection available BASIC
sources management: from level 1

- External identification * Adding groups and attributes

sources becomes available from level 2

* Deleting groups and attributes
becomes available from level 3

Notification Notification gateways: * Send test SMS/email becomes BASIC
services - Notification gateways available from level 2
management

Dependencies between privileges

For correct system operation, some privileges require the presence of other privileges. When assigning such
privileges, the system automatically activates the necessary related privileges at the read level.

Privilege Requires (atleast read level)

RADIUS policy Network resources, Profiling, Guest access
TACACS+ policy Network resources

Endpoints Profiling

Roles and accounts External sources

Guest users Guest access

Guest access Notification services

System Settings External sources, Notification services
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Viewing the roleslist

2 B Usersand devices > Systemusers > Roles

System users

Accounts  Roles

+ & & 2

Q
@
Q
&
@ Status Role 4 Type Description
® ® Nt availabie AD_Operators & External

& Available Guest Admin & Internal System role for guest network administrator

o @ Available Guest Operator & Internal System role for guest network operator

@ Available Hardware Admin & Internal System role for hardware access administrator

® Available Monitor & Internal System role for monitoring only with read-only privileges
Available Network Admin & Internal System role for network access administrator

@ Available read Internal

Available Super Admin & Internal System role with privileges for all pages and actions

@ Available System Admin & Internal System role for system administrator

<]

40 Total elements: 9

Figure 103. Table with list of roles

The page displays a table with all roles. The table contains the following columns:

® Role —role name.
°© (& —this entityis system and cannot be deleted or edited.
o /& —warning: indicates an incorrect role configuration.

* Type — role type: internal (manually assigned) or external (automatically assigned based on groups
from an external source).

® Status —role availability for assignment:
o @ Available —role canbe assigned to users;

© (%) Not available — external role with incorrect settings (for example, when switching from one

external source to another or when disabling external authentication). Users cannot obtain this role
until the configuration is fixed.

® Description — arbitrary description of the role.

Controls:

* 4 — Addanew element.

@ — Duplicate chosen element. Becomes active if only one element in the list is selected.

[l — Delete selected elements (inactive until at least one element is selected).

e 7~ — Refreshtable data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

Adding arole

To add a new role, click 4 on the action panel above the table.
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Adding an internal role

& B Usersand devices > Systemusers > Roles > Adding
< Adding

Role *

01200

Q
@
Q
&
@  Description
]
&
0
@

Role type
@ internal
external

Privileges *
Before setting up privileges, carefully read the list of sections included in the privileges

Privilege Reading Creation
RADIUS policies
RADIUS monitoring
Endpoints

Network resources
TACACS+ policies
TACACS+ monitoring
profiling

Roles and accounts
Guest access

Guest users

(G) Enterprise users

®

System settings
O Exernal sources

Notification services

Figure 104. Internal role addition form

The form contains the following fields:

® Role * —role name.

® Description — arbitrary description (maximum length - 200 characters).

® Role type * —select "internal" value.

Deletion

cance

® Privileges * — access rights configuration table. You must select a level for at least one privilege.

* —required fields.

A You cannot create a role with higher privileges than the current user.

To add a role, click the "Add" button.
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Adding an external role

Q
@
Q
&
]
®
&
=)
@

e

D Users and devices > System users > Roles > Adding
< Adding

Role *

Description

0/200

Role type
internal
@ external

Access source
MS AD

To assign a role need

Directory service groups * @

Privileges *

Before setting up privileges, carefully read the list of sections included in the privileges
Privilege Reading Creation Editing
RADIUS policies
RADIUS monitoring
Endpoints
Network resources
TACACS+ policies
TACACS+ monitoring
Profiling
Roles and accounts
Guest access
Guest users
Enterprise users

System settings

Deletion

Figure 105. External role addition form

The form contains the following fields:

Role * —role name.

Description — arbitrary description (maximum length - 200 characters).

Role type * —select "external"” value.

Access source — external identity source whose groups are used for mapping.

Cancel m

The field is filled automatically based on the configuration in the System Log In section
6 and does not require manual selection. The source specified in the "Authentication

source" field when the "Use external identity source as the main authentication

source" option is enabled is used as the value.

To assign a role need — selecting a condition when checking whether users belong to groups from the

directory service.

© be in all specified groups (logical «<AND») — the role is assigned only to users who are members
of all selected groups simultaneously. This is the default value.

© be in at least one of groups (logical «OR») — the role is assigned to users who are members of at

least one of the selected groups. This option becomes available only when two or more groups are

specified.
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Rules for group and logic compatibility:
® (reating two or more roles with the same set of groups and the samelogic is prohibited.

* Groups already used in any role with the «OR» logic cannot be reused in another role with the
«OR» logic.

® (reating roles with the same set of groups but different logic («<AND» and «OR») is allowed, except
when the set consists of a single group:

o A group that is the only group in a role with the «<AND» logic cannot be used in a role with the
«OR» logic.

o A group already used in any role with the «OR» logic cannot be used as the only group in a
role with the «<AND» logic.

® Directory service groups * — groups that were added when setting up the corresponding external
source (the “Groups” tab) are available for selection.

Directory service groups * (@

L1
+

To see a list of groups from an external source, it is needed to click on the "Search" field and select the
desired value in the drop-down list.

Directory service groups * (3

4
+

test *

CN=Admins,OU=Groups,OU=Company,DC=test,
DC=loc

i TV I S

It is possible to filter groups selecting from an external source. Filtering is register-independent, displays all
groups that have fallen under the filter.

Directory service groups * (@

4
+

CN=Admins,OU=Groups, 0U=Company...

It is necessary to add at least one group.

® Privileges * — access rights configuration table. You must select a level for at least one privilege.

* —required fields.

A You cannot create a role with higher privileges than the current user.
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To create arole, click the "Add" button.

Conditions for obtaining an external role
* The role must have status (¥) Available .Roles with status (¥) Not available are not assigned.
¢ The external source associated with the role must be available and correctly configured.
© The user must satisfy the condition defined in the role settings:
= with the «<AND» logic — be a member of all groups listed in the role settings;
= with the «OR» logic— be a member of atleast one of the specified groups.

6 Role assignment is checked and recalculated with each user login based on the current
group composition.

Role Selection in Case of Multiple Matches

If a user meets the conditions of several external roles, the assignment is performed according to the
following algorithm:

1. AND priority over OR
Roles with AND logic are considered first. If at least one matching AND role is found, roles with OR logic
are not considered.

2. Selection among AND roles
From all matching AND roles, the one that requires the largest number of groups is selected. If several
roles have the same number of groups, priority is given to the role created earlier (with the smaller
identifier).

3. Selection among OR roles
If there are no matching AND roles, the system checks matching OR roles. If several OR roles match,
priority is given to the role created earlier (with the smaller identifier).

Editing arole

To edit a role, click on the role name in the table on the list page.
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Status

(®) Not available

Available
Available
Available
Available
Available
Available
Available

Available

Role
AD_Operators /M
Guest Admin &
Guest Operator &
Hardware Admin &
Monitor &
Network Admin &
read

super Admin &

system Admin &

Figure 106. Hyperlink to role editing page

This will open the role editing page, similar to the addition page.

A

Changing the role type is prohibited if the role is assigned to at least one system user.

Editing an internal role

1N

& 03Dk OB O

e

@ Users and devices > Systemusers > Roles > Radius policy

< Radius policy

@ When changing the privileges of a role, the
sessions of users with this role will be
interrupted - re-authorization will be
required

Role *
Radius policy

Description

Role description

167200

Role type
@ internal
external

Privileges *
Before setting up privileges, carefully read the list of sections included in the privileges

Privilege @ Reading @ Creation
RADIUS policies A
RADIUS monitoring

Endpoints

Network resources @ [m]

TACACS+ policies

TACACS+ monitoring

profiling 6]

Roles and accounts

Guest access @

Guest users

Enterprise users

System settings

External sources

Notification services @

@ Editing

Deletion

Cancel

Figure 107. Internal role editing form

save

A After saving changes to role privileges, all active sessions of users with this role will be
terminated — re-authentication will be required.
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After editing, click the "Save" button. The button becomes active when changes are present.
The "Cancel" button resets the changes made to their original state.

Editing an external role

GD Users and devices > System users > Roles > AD_Operators

« AD_Operators

@ When changing the privileges of a role, the
sessions of users with this role will be
interrupted - re-authorization will be
required

Role *

AD_Operators

& 0% QOB O

Description

0/200

Role type
internal
@ external

Access source
MS AD

To assign a role need

Directory service groups * @

CN=Admins,0U=Groups,0U=Company... 3+

Privileges *
Before setting up privileges, carefully read the list of sections included in the privileges

Privilege @ Reading @ Creation @ Editing Deletion
RADIUS policies H
RADIUS menitoring

Endpoints

Network resources (6]

TACACS+ policies

TACACS+ monitoring

Profiling o

Roles and accounts

Guest access 6]

Guest users

Enterprise users

System settings

External sources

e

© Notification services [0}

Cancel [EES

Figure 108. External role editing form

After saving changes to role privileges or external source group composition, all active
A sessions of users with this role will be immediately terminated — re-authentication will
be required.

After editing, click the "Save" button. The button becomes active when changes are present.

The "Cancel" button resets the changes made to their original state.

Deleting roles

To delete, select the checkbox to the left of the roles to be deleted and click {fij on the action panel above
the table.

0 You cannot delete a role that is assigned to a system user.
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2 B Usersand devices > System users > Roles

Q  System users
@ Accounts Roles
Q
.
2 + & @ <
[} B  stats Role Type Description
® ® Not available AD_Operators A External
& Available Guest Admin & Internal System rale for guest network administrator
O Available Guest Operator & Internal System role for guest network operator
@ @© Available Hardware Admin & Internal System role for hardware access administrator
Available Monitor ‘& Internal System role for monitoring only with read-only privileges
Network Admin @ Internal System role for network access administrator
read Internal
Super Admin & Internal System role with privileges for all pages and actions
System Admin & Internal System role for system administrator
®
]
©
AD Selected elements: 1 of 9
Figure 109. Selecting roles in table for deletion
A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 N

[\ Action confirmation

Data will be deleted. Are you sure?

Mo Yes

. J
Figure 110. Modal dialog for confirmation

Specifics when changing an external source

When changing the system login configuration (System Log In section), all external roles associated with the
old source automatically change to status (x) Not available .

& Not available AD_Operators &\

Figure 111. Warning about source change

Changing the primary authentication source

When switching from one external source to another (for example, from MS Active Directory to OpenLDAP),
the unavailable external role formlooks as follows:
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GD Users and devices > System users > Roles > AD_Operators

« AD_Operators

@ The access source has changed. This role can
no longer be granted. Please change the
groups in the directory service

Role *

AD_Operators

Description

® 0% 3Q0kOB O

0/200

Role type
internal

@ external

Access source @)
MS AD

To assign a role need

Directory service groups * @

CN=Admins,OU=Groups,0U=Company... x 3| +

@ Group from the old access source

Privileges *
Before setting up privileges, carefully read the list of sections included in the privileges

Privilege @ Reading @ creation @ Editing Deletion
RADIUS policies

RADIUS monitoring

Endpoints

Network resources (o)

TACACS+ policies

TACACS+ monitoring

Profiling (6]

Roles and accounts

Guest access 6]

o

Guest users
Enterprise users

0 Cancel B3

Figure 112. Unavailable external role editing form (Source Change)

The Authentication source is automatically populated with the current source (the current main
source from the login settings).

Previously selected groups are highlighted as outdated.

Duplicating a role allows you to quickly create its copy with the current source. Groups
@ from the old source are not transferred.

Disabling the use of an external source

When disabling the use of an external source (unchecking the "Use external identity source as the main
authentication source" checkbox), the unavailable external role formlooks as follows:
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GD Users and devices > System users > Roles > AD_Operators

« AD_Operators

@ External login disabled - this role can no
longer be granted

Role *

AD_Operators

Description

® 0% 3Q0kOB O

0/200

Role type @&
internal

Access source

To assign a role need

Directory service groups * @

Privileges *
Before setting up privileges, carefully read the list of sections included in the privileges

Privilege @ Reading @ creation @ Editing Deletion
RADIUS policies
RADIUS monitoring
Endpoints
Network resources @
TACACS+ policies
® Profiling (6]
@ Roles and accounts
[=] Guest access [0}
4D s Cancel Save
Figure 113. Unavailable external role editing form (External login disabled)
¢ Inthe Role type block, the "external" option is disabled — only the "internal" type can be selected.

Blocks related to external authentication (Authentication source and Groups from directory service)
are not available for editing.

0 Duplicating an unavailable external role requires changing the role type to "internal".

Specifics When Changing License Level

License Upgrade

After upgrading the license level, additional configuration of privileges may be required. Roles that require
additional configuration are marked with a warning:

Available Guest network operator /&

Access permissions need to be
configured

Figure 114. Warning about need for role reconfiguration

Users with such roles will see a system notification in the interface:
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& Role need to be configured

Figure 115. Notification in navigation menu "Role Configuration Required"

License Downgrade

When editing a role that has privileges not included in the current license, the rights to these privileges will
be reset after confirmation of saving:

r 3

Confirm action?

Saving changes will automatically reset the granted access levels for

privileges not included in the license. Are you sure?
Cancel Save

e J

Figure 116. Confirmation of saving changes

Network resources

Network device (authenticator, NAS - Network Access Server) - a station device that connects client devices
to the network and implements their authentication using the 802.1x protocol, MAB or portal authorization.

Network devices are managed in the "Users and devices" — "Network resources” menu.

Contains sections:

® Devices - section for settings for interaction with network devices;

® Device groups - section for setting group characteristics that can be used when configuring network
devices;

® Device profiles - profiles that describe the features of interaction between network devices via the
RADIUS and TACACS+ protocols.

Devices

Description

Network device (authenticator, NAS - Network Access Server) - a station device that connects client devices

to the network and implements their authentication using the 802.1x protocol, MAB or other types of
connections.

The "Devices" section is responsible for viewing, adding, deleting, editing network devices in the NAICE
system.

0 If the device has not been added to the system, then the request for authorization via
the RADIUS protocol from it will not be processed!

It is important to understand that creating a new device is impossible without the created device profile.
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View alist of network devices

BD Users and devices > Network resources > Devices

Network resources

Devices  Device groups  Device profiles

+ @& 2 & &

Renoir 10.25.96.105 Eltex MES RADIUS  TACACS+ Building 1 <All Locations  Eltex < Al Device Types

Q

@

=]

2

@ Name 4 1Pva profile Protocols Location Device type Description
®

& Samsung_Catharine_430 63.238.75.65 Eltex MES RADIUS  TACACS+ Building 1 <All Locations  Eltex < All Device Types

0

@

<]

Total elements: 2

Figure 117. Table with a list of network devices on the viewing page

This page contains a table listing all network devices added to the system.

The table contains columns:

e Name —name of the network device.

IPv4 —IP address intended for interaction with the device (IPv4).

device profile.

Protocols — shows the configuration status of the RADIUS and TACACS protocols.

© Gray status - the protocol is disabled in the selected profile;

Profile — assigned device profile. It is a hyperlink to the page for viewing/editing the settings of this

© Red status - the protocol is enabled in the selected profile, but the secret is not specified in the device

settings.;

o0 Green status - the protocol is enabled in the selected profile, the secret is specified in the device

settings.
® location — a group that defines the location of the device.
® Device type —agroup that defines the device type.

® Description — arbitrary description of the device.

@ When you hover over the line with the profile you are interested in, a hint appears ()

when you click on it, you can view the settings for this profile.

It is possible to sort in direct and reverse order by the columns “Name”, “IPv4”, “Profile”. By default, sorting

is performed in direct alphabetical order by the "Name" column.

Controls:

¢ 4 — Addanew element.

* [ij — Delete selected elements (inactive until at least one element is selected).
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e % — Refresh table data.

e $ — Allows youto download data from a csv file.

e £ —Allowsyouto upload data to a csv file.

o — Checkbox, which is responsible for selecting elements to perform further actions (for example,
deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

At the moment, IPv4 is the only sign by which the system determines which device it is

working with.
@ Only a complete IP match is available, which means the addresses of all devices must be
added to the system explicitly.

Adding a network device

To add a network device, click 4+ .

B Users and devices > Network resources > Devices > Adding
« Adding

Name *

Profile *

& 0 %300k O0B O

Address type Value *

Description

0/200

Network device groups

All Device Types *
All Device Types ®

All Locations *

Al Locations o]
RADIUS authentication settings

Secret key

TACACS+ authentication settings

®  secret key

e

Cancel
Figure 118. Add network device page

In the form that opens, you can fill in the following parameters:

® Name * — the name of the network device, must be unique within the list of network devices. Maximum
length is 200 characters.

® Profile *-select a network device profile.

® Model —model of the network device. Maximum length is 100 characters.
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IPv4 * —IP address of the network device. Recorded as four numbers from 0 to 255, separated by dots.

® Description — arbitrary description. Maximum length is 200 characters.

Network device groups - select groups of network device type and location. If you do not make a choice,
default groups (i.e. root) will be assigned.

When you create a new root group, as described in section Device groups, they will appear automatically in
the Network device groups list.

RADIUS authentication settings contains:

® Secret key * for interaction with a network device using the RADIUS protocol. It is a required field if the
RADIUS protocol is enabled in the selected profile. Length from 1 to 200 characters.

§V.(0.(: 58 TACACS+ authentication settings contains:

® Secret key for interaction with a network device using the TACACS+ protocol. Length from 0 to 64
characters.

Parameters marked with an asterisk * are required.
After entering the required data, click the "Save" button.

Editing anetwork device

To edit a network device, on the list page, click its name.

Name P
Renoir

Samsung_Catharine_430
Figure 119. Hyperlink to the device editing page

After this, an editing window similar to the adding page will open.
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B Users and devices > Network resources > Devices > Renoir

« Renoir
Name *
Renoir

Profile *

Eltex MES -

Model
MES2324P

& 0 5 3Ok 0B O

Address type Value *

- 10.25.96.105

Description

0/200

Network device groups

All Device Types *
Eltex B ©

All Locations *

Building 1 B ©
RADIUS authentication settings

Secret key *

TACACS+ authentication settings

®  Secret key

[}
o

Figure 120. Device editing page

The RADIUS server included in NAICE caches network devices when they are added to the

0 system. If there is an error when specifying a secret key and subsequent editing to the
correct key, this data in the cache will not be updated. In this case, restart the naice-radius
docker container to re-read the new data from the database.

After editing, click the "Save" button. The button is hidden until at least one change is made.
The "Cancel" button resets the changes made to their original state.

Removing anetwork device

To delete, in the list window, select the checkbox to the left of the name of the network devices that you
want to delete, and click the button [ at the top left.

2 D Usersand devices > Network resources > Devices

Network resources

Devices  Device groups  Device profiles

iy & E B E Q se
Name 1Pva Profile Protocols Location Device type Description

Renoir 10.25.96.105 Eltex MES [} RADIUS  TACACS+ Building 1 <All Locations  Eltex < Al Device Types
Samsung_Catharine_430 63.238.75.65 Eltex MES RADIUS  TACACS+ Building 1 <All Locations  Eltex < All Device Types

& 0 % DO kOB O
o

<]

40 selected elements: 1 of 2

Figure 121. Selecting a device in the table to delete
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A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

F N

[\ Action confirmation

Data will be deleted. Are you sure?

Mo Yes

L |

Figure 122. Modal dialog for confirmation

Import
NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
o Delimiters:
® Tield delimiter: comma (,)
® String/text delimiter: double quotation mark (")
© Headers and values must be enclosed in double quotation marks (")
o Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
o Values containing a double quotation mark (") are escaped using \

o Values containing the slash (/) are escaped using \"
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Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set"

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (& to ensure the import
completes without errors.

select a file*
Max file size ZMB

=
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()
Stop import on first error

Automatically create missing records {D

Cancel Import
. y
Figure 123. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

o On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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o Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

Stop import on first error

© On: When importing, missing records will be filled in automatically. The list of auto-completed
entries can be found by hovering over the tooltip to the right of the switch.

o Off: All required fields must be filled in manually.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report
An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: O

Close

W )

Figure 124. Window Import report (all entries were processed correctly)
The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

Close

[ )

Figure 125. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Devices

e For Network devices imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field

name:Required

description

ip_address:Requir
ed

model_name

network_device_p
rofile:Required

network_device_g
roups

radius_secret

tacacs_secret

Description

Name of the network device

Free-form description of the device

IP address of the device (IPv4)

Model of the network device

Network device profile

Groups to which the device will belong
(full path specified)

RADIUS secret key

TACACS+ secret key

Example of correctly formatted file content

"name: "descri
Requir  ption"
edll

IIMESH mn

"ip_add "model "network_device
ress:Re _name" _profile:Required
quired" "

"10.25.9 "MES23 "Eltex MES"
6.105" 24p"

Requirements

Required
Must be unique
Maximum length - 100 characters

Maximum length - 200 characters

Required

Must be unique

Format: four numbers 0-255,
separated by dots

Maximum length - 100 characters

Required
Profile must exist in the system

Groups must exist in the system
Format: group#subgroup
Path separator: ;

Required when RADIUS is enabled in
the profile

Length: 1-200 characters

Spaces are not allowed

Maximum length - 64 characters
Spaces are not allowed

If no groups are specified for the device in network_device_groups or groups are not
found, root groups will be assigned to it.

"network_device ‘"radius "tacacs
_groups" _secret  _secret
"All "secret  "secret
Locations#Buildi ~ 123" 123"
ng 1;All Device

Types#Eltex"

Instructions for obtaining a CSV template file are described later in the "Export" section.
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Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o £ £

Status

() Enabled Export all

@ Enabled - vanrT

Figure 126. Window export menu

c Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":

r 3

Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

. J
Figure 127. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your
device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":
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Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

Selected 1 of 1 records.

- v
Figure 128. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

A

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
c values containing double quotation marks (") or slashes (/), escaped as \", may

receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing
data prior to import.

Export particularities for Devices
e The full path to the subgroup that includes the device will be specified using the separator
- #.Each individual path to a group will be separated using - ; .

The structure of the CSV file for network devices is described in the section "Import particularities for
Devices".

Device groups

Description

Device groups are intended for aggregation network devices according to various characteristics, with the
further ability to define different authorization scenarios for different groups in RADIUS policies or
Network devices policies.

View groups

This page contains a table listing all groups.
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B Users and devices > Network resources > Device groups

Network resources

Devices  Devicegroups  Device profiles

¢ |+ & 8|2 & e

Name Description Devices
> All Device Types (& Default Device Type group

> AllLocations & Default Location group

& 0 5 3Ok 0B O

<]

Figure 129. Group list view page

By default, there are two root groups:

¢ All Device Types — to form groups based on the type of network devices
¢ All Locations — to form groups based on the location of network devices.
These groups are system and cannot be deleted or changed.

If necessary, you can add new root groups. Thus, the system user can create any hierarchy of devices,
grouping them according to any characteristics, where the attribute is included in the Name of the root
group, and the attribute values are included in the Names of child groups.

The table contains columns:

® Name — name of the group
© (& — This entity is system and cannot be deleted or edited.

® Description — arbitrary description of the group

® Devices —the number of devices in the group (for root groups the number of devices is not displayed)
Sorting is not provided.
Controls:

e ~ —Expand all groups.

* 1 — Addanew element.

* [ — Delete selected elements (inactive until at least one element is selected).

. — Show devices of the group and its subgroups (inactive until the group is selected).
e = —Refreshtable data.

e $ —Allows youto download data from a csv file.

e { —Allowsyouto upload data to a csv file.

e » —Expand the list of group subgroups.
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® s —Collapse thelist of group subgroups.

o — Checkbox for selecting a group (you can select only one group).

Add agroup
Adding a root group

To add aroot group, click 4 at the top left of the group list when no group is selected.

BD Users and devices > Network resources > Device groups > Adding

Cance
Figure 130. Page of add group

In the window that opens, you can fill in:

® Name * —name of the group. Maximum length is 100 characters.
® Description — description. Maximum length is 200 characters.

® Parent group — filled in automatically, the value is taken from the group for which the subgroup is
being created. When creating a root group, the field will be empty.

Parameters marked with an asterisk * are required.
After entering the required data, click the "Save" button.

Add a subgroup to an existing group

To add a group to an existing group, select it using the checkbox to the left of its name and click + .
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2. B Usersand devices > Network resources > Device groups

Q  Network resources

@  Devices  Devicegroups  Device profiles

Q

n 00068 E

@ Name Description Devices
® > AllDevice Types & Default Device Type group
& > AllLocations & Default Location group
[s)

@

Q@

(=]

0

Figure 131. Page with selecting a root group to add a child group

When you add a subgroup, the "Parent group" field displays the name and ID of the parent group. This field
cannot be changed.

2 B Usersand devices > Network resources > Device groups > Adding
< Adding
Name *

ter name

All Device Types (ID: 1)

Description

Enter description text

Q
@
=]
2
@  Parentgroup
®
&
0
@

0/200

.
Figure 132. Page of added subgroup

Group editing

To edit a group, click on its name.

2 B Usersand devices > Network resources > Device groups > Building 1
Q ¢ Building 1
@
Name *

Q

Building 1
&
@ Parent group
® All Locations (ID: 3)
ry Description
0 Enter description text
@

0/200

g
[©]
©

Figure 133. Group edit page
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After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

You cannot change the Parent Group. There is no procedure for moving a subgroup to
A another parent group. To change it, you need to delete the group and create it as a
subgroup of another group.

Delete agroup

To delete in the list window, select the checkbox to the left of the name and click the button {ijj at the top
left.

@ Users and devices > Network resources > Device groups

Network resources

Devices  Devicegroups  Device profiles

C + @ B 2 8 &

>  All Device Types & Default Device Type group
v AllLocations & Default Location group

Q

@

Q

&

@ Name Description Devices
@

&

o Building 1 1

@

e

Figure 134. Page with a selected group for deletion

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

/N Action confirmation

Data will be deleted. Are you sure?

No Yes

LW 4

Figure 135. Modal dialog for confirmation

Restrictions:

e you cannot select and delete multiple groups;
A ¢ you cannot delete the "All Device Types" and "All Locations" system groups;
e you cannot delete a group containing subgroups;

e you cannot delete a group that is assigned to a network device.
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View devicesin a group

There are two ways to view devices in a group:

* viewing devices in a group and its subgroups by selecting a group and clicking on ;

e viewing devices of only this group by clicking on the counter opposite the group in the "Devices" column.

In both cases, a sidebar will open on the right side of the screen with a table of devices in the group.

GD Usersand devices > Network resources > Device groups

Network resources

Devicegroups  Device profiles

> AllDevice Types &
v AllLocations &

Building 1

Devices x

1PV4 Profile Group Description

10.25.96.105 Eltex MES Building 1

Description
Default Device Typ

Default Location gt

® 0% DOk OB O

e

Figure 136.

The table contains columns:
® Name — device name;
IPv4 —IPv4 address of the device;

Profile — device profile;

clicking on the device counter.

Total elements: 1

Panel for viewing devices in a group

Group — a subgroup of the device within this root group. Does not appear if the panel is open when

Description — arbitrary description of the device.

Sorting by "Name" and "IPv4" is available. By default, sorting is performed in direct (alphabetical) order by

the "Name" field.

Controls:

e 2 —move the devices selected by the checkbox to another group (inactive until at least one element is
selected).

e ~ —refreshtable data.

. Q Search — performs case-insensitive filtering across all columns: only records that satisfy the

filtering condition are displayed.

/N — change the current sort order.
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Move a device to another group

To move devices to another group, in the device list window, mark the devices that need to be moved with a
checkbox on the left. After clicking on the device move button g , a window will open with the selection of

a group to move within the same root group.

Move devices
All Locations *

Building 1 (]

Cancel save

- J

Figure 137. Panel for moving devices to a group
The group is selected from the list that opens by clicking on 9

Import
NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
© Delimiters:
= Tijeld delimiter: comma (,)
B String/text delimiter: double quotation mark (")
© Headers and values must be enclosed in double quotation marks (")
o Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
© Values containing a double quotation mark (") are escaped using \

o Values containing the slash (/) are escaped using \"
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Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set\""

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set”
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (4 to ensure the import
completes without errors.

select a file*
Max file size ZMB

=
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()

Stop import on first error

Cancel Import
. y
Figure 138. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report

An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

F |

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: 0

Close

. y
Figure 139. Window Import report (all entries were processed correctly)

The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

Close

[ )

Figure 140. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Device groups

e For Device groups imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field Description Requirements
name:Required Name of the group (full path must be Required
specified) Format: group#subgroup
description Free-form description of the group Maximum length - 200 characters
@ If there is no intermediate root/child group in the system, it will be created automatically.

Example of correctly formatted file content:

"name:Required" "description"

"All Device Types#Switch"

Instructions for obtaining a CSV template file are described later in the "Export" section.

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o £ £

Status

() Enabled Export all

@ Enabled - any
Figure 141. Window export menu

0 Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all
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On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

y

Figure 142. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your

device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.
Selected 1 of 1 records.
Cancel
y

Figure 143. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.
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Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing
data prior to import.

Export particularities for Device Groups

0 The name of the group will be specified in the format of the full path using the separator -
#.

The structure of the CSV file for device groups is described in the section "Import particularities for Device
groups".

Device profiles
e Some functional described on this page are only available with an extended license. These
features are marked with special labels in the form of colored icons next to the name.

Description
Device profiles are intended to summarize the settings of similar network devices. As a rule, devices from the
same manufacturer and/or family have similar settings.

The main settings in device profiles are:

® conditions for detecting the flow type - upon receipt of which RADIUS attributes the user’s connection will
be determined, for example, as wired MAB or wireless 802.1x. Based on the connection type, you can
configure access policies. For example, one VLAN can be assigned to a user connecting wired, and
another VLAN for the same user connecting wirelessly.

® process MAB - the ability to authorize clients connected to this device via MAB and configure the features
of this connection.

® permissions - configure the capability and RADIUS attributes for issuing VLANs and/or ACLs for clients
connected to this device.

® RADIUS CoA settings - relevant if the device supports RADIUS CoA.

ROMZNN\@ 8 web redirection settings.
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View a list of device profiles

) Users and devices > Network resources > Device profiles

Q Network resources
@ Devices  Device groups  Device profiles
=)
-
2 ¥ & 82 Q
@ Name Protocols Vendor Description
® AccessPoint - example RADIUS  TACACS+ Other Example profile for wireless access points
& ArubaWwireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
o BrocadeWired RADIUS  TACACS+ Brocade profile for Brocade switches
@

<]

Total elements: 3

Figure 144. Table with a list of network device profiles

This page contains a table with a list of device profiles.

The table contains columns:

® Name - name of the profile;

® Protocols —shows the configuration status of the RADIUS and TACACS protocols.
© Gray status - the protocol is disabled in the profile.
© Green status - the protocol is enabled in the profile.

® \Vendor -the name of the device vendor;

® Description - arbitrary description of the profile.

When you hover over the line with the profile you are interested in, a hint appears ()
@ when you click on it, you can view the settings for this profile.

Sorting by the columns Name, Vendor is available.
Controls:

* 4 — Addanew element.

* @& —Duplicate chosen element. Becomes active if only one element in the list is selected.

[l — Delete selected elements (inactive until at least one element is selected).

e 7~ — Refreshtable data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.
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Adding a device profile
Page for adding a device network profile
To add a device profile, click + .

G Users and devices > Network resources > Device profiles > Adding
« Adding

Name *

Q
@

Q

&

©  Vendor*
®

sk Description
e}

@

Supported protocols
RADIUS

TACACS+

Authentication/Authorization ~ Permissions  RADIUS CoAsettings  Web redirection settings

Flow type conditions

Wired 802.1x
Attribute Attribute value

Wireless 802.1x
Attribute Attribute value

Wired MAB
Attribute Attribute value

Wireless MAB
Attribute Attribute value

MAB

Process MAB

Password condition

Attribute * Attribute/Value *

Password condition

Attribute * Attribute/value *

€]

Cance
Figure 145. Page with filling device profile parameters. The Authentication/Authorization tab

In the window that opens, you must fill in the following parameters:

® Name *-name of the device profile. Maximum length is 100 characters.
® Vendor *-name of the network device vendor. Maximum length is 100 characters.
® Description: arbitrary description. Maximum length is 200 characters.

® Supported protocols - the protocols used to communicate with the network device. RADIUS and
TACACS+ are enabled by default.

Authentication/Authorization - a setting block responsible for determining the flow type of endpoint.

¢ Wired 802.1x / Wireless 802.1x / Wired MAB / Wireless MAB detected if the following
condition(s) are met - enable the setting for detecting one of the connection types.
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0 2OMZN(@) R Portal authorization requires Wireless MAB flow type detection to be
enabled!

Attribute - RADIUS attribute used in the condition.

e — means that the condition will be satisfied if the attribute is equal to the specified value. By clicking

on the icon, you can change the condition to inequality.

Attribute value -the value of the RADIUS attribute used in the condition.

e [ -delete the condition.

<+ -add a condition.

When enabling the detection of any connection type, the attributes will be set to default
@ values. You can edit them or leave them unchanged.

This block is responsible for determining the connection type. If several RADIUS
attributes are used in a condition, they are combined with a logical “AND”. If the
connection type is not enabled or has not been defined, the user continues authorization,
his connection type is considered undefined.

You can configure access policies based on the connection type. For example, one VLAN
@ can be assigned to a user connecting wired, and another VLAN for the same user
connecting wireless.

MAB - setting block responsible for resolving and configuring MAB authorization features.

0 :0)7:N\[@:3) 8 Portal authorization requires MAB to be enabled and configured!

Process MAB - enable MAB authorization permission on the device.

PAP / EAP_MD5 - enable MAB authorization permission for the specified protocols.

Check Calling-Station-Id and MAC address match - Enables authorization only for devices whose
RADIUS request’s Calling-Station-Id attribute matches the MAC address in the username. Requires the
specified attribute to be present in the device’s RADIUS request.

Password condition - the condition under which the password will be considered correct. By default,
the condition is set to equal the password to the user login.
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B Users and devices > Network resources > Device profiles > Adding
< Adding

Name *

Vendor *

Description

® 0% 3@k 0OB O

Supported protocols
RADIUS

TACACS+

Authentication/Authorization | Permissions | RADIUS CoAsettings  Web redirection settings

Set VLAN

Set ACL

Name *

®

et @)

Figure 146. Page with filling device profile parameters. The Permissions tab

Permissions - a setting block that determines the possibility of simplified issuance of additional attributes
to the user after authorization.

® Set VLAN - enable the possibility of simplified issuance of VLANs in RADIUS attributes.
© Default attributes - use standard IETF RADIUS attributes for issuing VLANS.
© Unique attributes - use vendor-specific RADIUS attributes to issue VLANS.

=  ID* is a vendor-specific RADIUS attribute for issuing a VLAN in the format of a number from 1-
4094.

= Name is a vendor-specific RADIUS attribute for issuing a VLAN in string format.
® Set ACL - enable the ability to simplify the issuance of the name of a static ACL in RADIUS attributes.

© Name * is a vendor-specific RADIUS attribute for issuing the ACL name in string format.
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B Users and devices > Network resources > Device profiles > Adding
« Adding

Name *

Vendor *

Description

® 0% 3QkOB O

0/200

Supported protocols
RADIUS
TACACS+

Authentication/Authorization ~ Permissions | RADIUS CoAsettings ~ Web redirection settings
Device supports RADIUS CoA
RADIUS CoA port *

Timeout Interval, sec *

Retry Count *

Reauthentication
o] Attribute Attribute value

e

Cancel
Figure 147. Page with filling device profile parameters. The RADIUS CoA settings tab

RADIUS CoA settings - a settings block that allows you to configure RADIUS CoA for dynamic management
of user sessions via the RADIUS server.

® Device supports RADIUS CoA - enables the RADIUS CoA setting.

© RADIUS CoA port * - The port for sending RADIUS CoA. This must match the port configured on the
network device (the manufacturer-set value can be 1700 or 3799). If CoA is enabled, the default value
in NAICE will be 1700.

© Timeout Interval, sec* - The number of seconds during which a response is expected after sending
the CoA.

0 Retry Count * - count of attempts to send a request if there is no response.

® Sending of attribute Message-Authenticator - The option adds an attribute for checking the
authenticity and integrity of CoA and Disconnect packets.

The attribute value is formed based on the RADIUS secret key specified in the device
settings. The packet recipient checks this value using the secret key known to it. If the

@ values do not match, the packet is discarded, preventing the processing of forged
packets.

¢ Reauthentication is the settings block responsible for re-verifying user credentials without
disconnecting the connection.

o Attribute - RADIUS attribute used in the condition.

o Attribute value -the value of the RADIUS attribute used in the condition.
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B Users and devices > Network resources > Device profiles > Adding

Q  « Adding
@
Name *
Q
&
@ Vendor *
)
ry Description
0
@
0/200
Supported protocols
RADIUS
TACACS+
Authentication/Authorization  Permissions ~ RADIUS CoA settings | Web redirection settings
Set redirection
URL
Attribute Attribute value * @
ACL
Attribute Attribute value * @
]
(C]
=]
. |

Figure 148. Page with filling device profile parameters. The Web redirection settings tab

LULZN\(®:) N Web redirection settings - a settings block responsible for automatically redirecting users to
the web portal.

A For portal authorization to work, you must enable WirelessMAB connection type
detection!
® Set redirection - enables configuration of web portal redirect link parameters.
© URL - parameters for passing the Guest Portal authorization page redirect link in the RADIUS packet.
B Attribute * - RADIUS attribute used in the condition.
= Attribute value * - RADIUS attribute value used in the condition.

© ACL - parameters for passing the ACL in the RADIUS packet that will be assigned when redirecting to
the portal.

= Attribute * - RADIUS attribute used in the condition.

= Attribute value * - RADIUS attribute value used in the condition

Parameters marked with an asterisk * are required.
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2. B Usersand devices > Network resources > Device profiles > Adding
Q  « Adding
@
Name *
Q
Huawei EY-886
&
9] Vendor *
o [ )
ry Description
0 Enter description text
@
0/200
Supported protocols
RADIUS
TACACS+
ization issi RADIUS CoAsettings  Web redirection settings
Flow type conditions
Wired 802.1x
Attribute Attribute value
e = +
Wireless 802.1x
Attribute Attribute value
e = +
Wired MAB
Attribute Attribute value
® o = +
(C]
Wireless MAB
© Attribute Attribute value
e = +
. |

Figure 149. Page with filling device profile parameters

After entering the required data, click the "Save" button.

A B Usersand devices » Network resources > Device profiles
Q  Networkresources
@  Devices  Devicegroups  Device profiles
Q
8 + & U 2 Q search
@ Name 1 Protocols Vendor Description
® AccessPoint - example RADIUS  TACACS+ Other Example profile for wireless access points
h ArubaWwireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
8] BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches
@ Huawei EY-886 RADIUS  TACACS+ Huawei
[©]
=]
@ Profile has been added
4D Total elements: 4

Figure 150. Network device profile creation success page
Editing a device profile

To edit a device profile, you need to click on its name on the list page, after which the editing window will
open.
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« Huawei EY-886
Name *
Huawei EY-886

Vendor *

Huawei

Description

® 0% 3@k 0OB O

Supported protocols
RADIUS
TACACS+

B Users and devices > Network resources > Device profiles > Huawei EY-886

0/200

Authentication/Authorization ~ Permissions  RADIUS CoAsettings  Web redirection settings

Flow type conditions

wired 802.1x
Attribute

RADIUS:NAS-Port-Type
RADIUS:Service-Type

Wireless 802.1x
Attribute

RADIUS:NAS-Port-Type

RADIUS:Service-Type

B

] Wired MAB

=) Attribute
RADIUS:NAS-Port-Type

o RADIUS:Service-Type

x| =

Attribute value

Ethernet

Framed-User

Attribute value

Wireless-802.11

Framed-User

Attribute value

Ethernet

Call-Check

jf

juf

oL

Figure 151. Network device profile editing page

After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

Deleting a device profile

To delete a profile, select it with the checkbox and click the [{ij button at the top left.

Network resources

Devices  Device groups

2 B Usersand devices > Network resources > Device profiles

Device profiles

® 0O% @0k 0OB O
[ ]

+ ® @ °© Q se
Name 4 Protocols Vendor Description

AccessPoint - example o RADIUS | TACACS+ Other Example profile for wireless access points
ArubaWireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches

e

40 selected elements: 1 of 3

A
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Figure 152. Page with the device profile selected for deletion

Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.



/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

LW &

Figure 153. Modal dialog for confirmation

After deleting, you will be on the page for viewing the list of device profiles.

) Users and devices > Network resources > Device profiles

Q Network resources
) Ds D groups Dy profil
Q
a + & 82 Q
@ Name 4 Protocols Vendor Descri ption
® ArubaWwireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
L BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches
0
@
B
@
© @ Data has been deleted
Total elements: 2
Figure 154. Page for viewing the list of device profiles after deletion
Restrictions:
A e you cannot delete a profile that is already assigned to a device.
e you cannot delete a profile that is used in any authorization profile.
Identity management

Users (supplicants) are managed in the "Users and devices" - "Identity Management" menu.

The identity source used for user authentication can be an internal list of clients (their configuration is
discussed in Network access users) and a connection to an external identity source such as Active Directory
or LDAP.

Work with endpoints is also carried out here.
The menu contains sections:

* Network access users - section for managing the credentials of users with whom authorization on
devices is performed.

* Network user groups - settings section that allows you to create entities for grouping users.

* Endpoints - section for working with a list of devices that connect to the network infrastructure.

* Endpoints groups - section for working with groups of endpoints.
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External identity sources - section for managing external identity sources.

e Identity sequences - a settings section that allows you to create lists of sources of user credentials.

Network access users

Description

The Network Users section is designed for managing local user credentials used for authentication on
devices. Such users are grouped into the Internal DB source.

View network users

) Users and devices > Identity management > Network access users

Identity management

Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

+ & S 2 2 Q

Status Login Descri tion First name Last name Email Groups
g P P:
Enabled naice naice naice naice@eltex.loc Internal DB users

Enabled ivan.ivanov van vanov ivanov@eltex.loc Employees

& 05 3Ok OB O

®

Total elements: 2

Figure 155. A table with a list of network users on the viewing page
This page contains a table listing user credentials.
The table contains columns:
® Status -user status (disabled or enabled);
® |login -userlogin (must be unique);
® Description - arbitrary description of the user;
® First name -user name;
® |ast name -user surname;
* Email -user’s email address;

® Groups - groups in which the user is a member.

It is possible to sort in direct and reverse order by the columns “Status”, “Login”, “Description”, “First
Name”, “Last Name”, “Email” (that is, by all columns except the “Groups” column). By default, sorting is
performed in direct (alphabetical) order by the "Login" field.

Controls:

¢ 4 — Addanew element.
* [ — Delete selected elements (inactive until at least one element is selected).

e % — Refresh table data.
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e $ — Allows youto download data from a csv file.

e £ —Allowsyouto upload data to a csv file.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

Adding a user
To add a user, click 4+ on the left side of the field above the table.

B Users and devices > Identity management > Network access users > Adding

« Adding

@ enabled

Login *

Password *

® 05 QOB O

First name
Last name
Email

Description

User groups

+ © Q

Name 4 Description

Data is not exist

Figure 156. The page for adding a user

The page that opens presents the following parameters:

e @ - user status switch, can take the values “enabled” or “disabled”. Authentication using disabled
credentials is prohibited.

® Login *-userlogin. The maximum login length is 100 characters.

® Password * - user password. The minimum password length is 8 characters, the maximum is 100
characters. By clicking on & you can enable the display of the entered password, by default, the

entered text is hidden. Password can be copied by clicking on ¢9 .

® First name - user’s name. Maximum length is 100 characters.

® Last name - user’s last name. Maximum length is 100 characters.
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Email - user’s email address. Must follow a specific format (eg naice@eltex.loc) and not exceed 100
characters.

® Description -acustom description of the user. Maximum length is 200 characters.

Parameters marked with an asterisk * are required.

Also on this page there is a table User groups, which this user belongs to.

Controls:

e 4 -add the userto groups.

[ - delete the user from the groups selected by the checkbox (inactive until at least one group is
selected).

Q Search - case-insensitive filtering for all columns: only records that satisfy the filtering condition
are displayed.

e /M -change the current sort order.

- a checkbox that is responsible for selecting groups to perform further actions (for example,
removing a user from a group).

By clicking + , the Adding user to groups window appears, in which you need to select the groups where
you want to add users.

Adding user to groups*

Q Selected

Mot selected
Internal DB users O

Employees O -

Figure 157. The page for adding a user to groups

Controls:

155


mailto:naice@eltex.loc

Q Search - case-insensitive search among user groups: only groups that satisfy the filtering condition

are displayed.

- a checkbox that is responsible for selecting groups to assign to the user (displayed only for

available groups).

e 3 -assignselected groups to the user.

e ¥ -deleteagroup from the list of those selected for assignment (displayed only for selected groups).

Add - apply changes (active only if there are changes).

® (Cancel -cancel changes.

To add a user to the user list, do not forget to click Add. To reset the changes and return to the viewing page,

click on Cancel.

User editing

To edit a previously added user, on the user view page, click on the user login in the table.

Status Login P
Enabled naice
Enabled ivan.ivanov

Figure 158. Hyperlink to the user’s edit page

The editing page will open.

G Users and devices > Identity management > Network access users > ivan.ivanov

« ivan.ivanov

@ Enabled

Login *

ivan.ivanov

Change password

® O % 3O MkOB O

Last name

Ivanov

Email

ivanov@eltex.loc

Description

0/200

User groups

+ o Q

Name 4 Description

Employees

o

Figure 159. The user’s edit page
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g The old user password is not displayed on the edit page!

To change password, toggle Change password and enter new password in the appearing
field.

After editing, click on Save . The button will be inactive until at least one field is changed.

Deleting a user

To delete users, on the viewing page, using the checkbox , select the required users and in the upper left

corner above the table click on {ijJ .

/. B Usersand devices > Identity management > Network access users
Identity management

Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

+ @ S 2 £ Q

Email Groups

Enabled naice naice naice naice@eltex.loc Internal DB users

@ Enabled ivan.ivanov Ivan

Q

@

Q

&

@ -] Status Login Descri ption First name Last name
@

@ Ivanov ivanov@eltex.loc Employees
@

€]

s  selected elements: 1 of 2

Figure 160. Selecting users in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 ™

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes
. J

Figure 161. Modal dialog for confirmation

Import

NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).

2. Review the CSV file requirements:
© Encoding must be UTF-8;

o Delimiters:
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Field delimiter: comma (,)
B String/text delimiter: double quotation mark (")
o Headers and values must be enclosed in double quotation marks (")
o Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
o Values containing a double quotation mark (") are escaped using \

© Values containing the slash (/) are escaped using \"

Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set”

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on & in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (0 to ensure the import
completes without errors.

select a file*
Max file size ZMB

c
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()
Stop import on first error

Automatically create missing records @

Cancel Import
. y
Figure 162. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

o On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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o Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

Stop import on first error

© On: When importing, missing records will be filled in automatically. The list of auto-completed
entries can be found by hovering over the tooltip to the right of the switch.

o Off: All required fields must be filled in manually.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report
An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: O

Close

W )

Figure 163. Window Import report (all entries were processed correctly)
The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastMName" fie...

- J
Figure 164. Window Import report (entries processed with errors/warnings)

Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display (All notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Users

e For Network user imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field

login:Required

password:Require
d

isEncrypted:Requi

red

enabled:Required

firstName
lastName

email

description

groups

Description

User login

User password. Can be imported either
in hashed or plain text format

Password hashing flag. Indicates the
format in which the password is
transmitted

Authorization capability

User name
User surname

User’s email address

Free-form description

Network user groups

Requirements

Required

Maximum length - 100 characters
Must be unique

Spaces are not allowed

Required

Length: 8-100 characters
Spaces are not allowed

The symbol k. cannot be used

Required

Possible values:

* true -the transmitted password is
hashed

* false - the password is transmitted in
plain text and will be hashed during
import

Required

Possible values:

e true -status "Enabled"
e false -status "Disabled"

Maximum length - 100 characters
Maximum length - 100 characters

Maximum length - 200 characters
Format: admin123@gmail.com
Invalid characters:

o cyrillic letters (a-#)(A-4)

* space

e double quotes "

* numero sign

e semicolon ;

e colon :

e comma ,

 parentheses ( )

e square brackets [ ]

* greater-than/less-than signs < >
* backslash \

Maximum length - 200 characters

Groups must exist in the system
Separator between groups: ;
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Example of correctly formatted file content:

"login:R  "passwo "isEncry ‘"enable = "firstNa = "lastNa "email" "descrip  "groups"
equired" rd:Requ pted:Re d:Requi me" me" tion"
ired" quired"  red"
"user_1" "passwo "false" "true" "Ivan" "Ivanov = "ivan@t @ "Interna
rd" " est.ru” 1
DB;User

S

Instructions for obtaining a CSV template file are described later in the "Export" section.

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o L £

Status

(¥) Enabled Export all

@ Enabled - vann
Figure 165. Window export menu

c Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":
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Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

.

Figure 166. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your

device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.
Selected 1 of 1 records.
Cancel
y

Figure 167. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A

Template

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing

data prior to import.
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Export particularities for Users

e User passwords will be exported from the database in a hashed format using ntHash.

The structure of the CSV file for users is described in the section "Import particularities for Users".

Network user groups

Description

It is possible to combine network users into groups and then use the sign of user membership in a group
when setting up RADIUS policies or Network devices policies.

The "Network user groups" section is responsible for creating, editing, deleting and viewing these groups.

View network user groups

B Users and devices > Identity management > Network user groups

Identity management

Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

i E = & Q

Name 4 Description
Internal DB users Internal DB users default group

Employees

& 0 %Dk OB O I

e

40  Total elements: 2

Figure 168. A table with a list of network user groups on the viewing page
This page contains a table listing all network user groups.
The table contains columns:

® Name - the name of the group.

® Description - arbitrary description of the group.

You can sort in forward and reverse order across all columns. By default, sorting is performed in direct
(alphabetical) order by the Name field.

Controls:

* 4 -Addanew element.

* (i -Delete selected elements (inactive until at least one element is selected).
e = -Refreshtable data.

e $ -Allowsyouto download data from a csv file.

e £ -Allows you to upload data to a csv file.
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o Q Search - Performs case-insensitive filtering across all columns: only records that satisfy the filtering

condition are displayed.
* /] -Change the current sort order.
o - Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

Adding a user group
To add a user group, click 4+ onthe left side of the field above the table, the Add page will open:

@) Users and devices > Identity management > Network user groups > Adding

« Adding

0/200

<]

& Cance
Figure 169. The page for adding a user group

The following parameters are available for filling:
® Name * - the name of the group. Maximum length is 100 characters.
® Description -arbitrary description of the group. Maximum length is 200 characters.

Parameters marked with an asterisk * are required.

A Adding a user to a group is available on the edit page of a previously added group.
At the stage of creating a group, you cannot add users to it.

To add a group to the list of user groups, do not forget to click Add. To reset the changes and exit to the
viewing page, click on Cancel.

Editing a user group

To edit a previously added group, on the user groups viewing page, click on the group name in the table.

Name P
Internal DB users

Employees

Figure 170. Hyperlink to the user group editing page

An edit page will open with the option to add users to the group.
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B Users and devices > Identity management > Network user groups > Employees
« Employees

Name *

Employees

Description

® O % 3 QMkOB O

Group users (O
+ @ 2

Status Login ™ First name Last name Email

Data is not exist

e

Total elements: 0

Figure 171. The user group edit page

Control elements in the Group Users table:

® Search - case-insensitive filtering for all columns: only records that satisfy the filtering condition are

displayed.

* [ -delete users selected by the checkbox from the group (inactive until at least one user is selected).

/D -change the current sort order.

o - a checkbox that is responsible for selecting users to perform further actions (for example,

removing a user from a group).

+ -add users to the group.

By clicking + , the Adding users to group window appears, in which you must select users to add to the

group.
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Adding users to group*

Q Searc Selected

Mot selected

®) ivan.ivanov O

Cancel Add

Figure 172. The window for adding users to a group
Controls:
® Search - case-insensitive search among users: only users that meet the filtering condition are displayed.
. - a checkbox that is responsible for selecting a user to add (displayed only in the left column).
® > -move users selected by the checkbox from the available ones to the selected list.

* i -delete auser from the selected list (displayed only in the right column).

Add - apply changes (active only if there are changes).

® (ancel - cancel changes.

If, when editing a group, only users are changed (the name and description of the group

n remain the same), then the Save button will remain inactive, since changes in the list of
group users are saved automatically.

Just exit the editing mode using the Cancel button.

Delete a user group

To delete groups, on the viewing page, using the checkbox , select the required groups and in the upper

left corner above the table click on i .
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G Users and devices > Identity management > Network user groups
Identity management

Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

+ @ S & £

Internal DB users Internal DB users default group

Q

@

Q

&

@ e Name 4 Description
@

& Employees

e}

@

e

s selected elements: 1 0f 2

Figure 173. Selecting user groups in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes
Y 4

Figure 174. Modal dialog for confirmation

Restrictions:

e you cannot delete a group that users belong to. In this case, you must first remove all
A users from the group, then delete the empty group.

e you cannot delete a group that is used in any logical condition.

Import
NAICE supports importing data from CSV files.
Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-§;
© Delimiters:
= Field delimiter: comma (,)
= String/text delimiter: double quotation mark (")

© Headers and values must be enclosed in double quotation marks (")
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Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or theslash (/) are correctly escaped.
o Values containing a double quotation mark (") are escaped using \

o Values containing the slash (/) are escaped using \"

Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2|\"/true"
set\""

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (4 to ensure the import
completes without errors.

select a file*
Max file size ZMB

=
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
1

W A
Lt LN

Ignore exist data ()

Stop import on first error

Cancel Import
- y
Figure 175. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report

An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

F |

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: 0

Close

. J
Figure 176. Window Import report (all entries were processed correctly)

The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

[ )

Figure 177. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Network user groups

e For Network user groups imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field Description Requirements

name:Required Name of the group Required
Maximum length - 100 characters

description Free-form description of the group Maximum length - 200 characters

Example of correctly formatted file content:

"name:Required" "description”

"Internal DB users" "Internal DB users"

Instructions for obtaining a CSV template file are described later in the "Export" section.

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o £ £

Status

() Enabled Export all

(¥) Enabled » van
Figure 178. Window export menu

c Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click € and select the "Export all" mode. In the window that opens,

confirm the action by clicking the "Export":
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Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

.

Figure 179. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your

device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.
Selected 1 of 1 records.
Cancel
y

Figure 180. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A

Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

data prior to import.
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Export particularities for User Groups

The structure of the CSV file for user groups is described in the section "Import particularities for Network
user groups".

Endpoints

Description

Endpoints are networking devices such as computers, mobile phones, IoT devices, and others that establish
communication across the network through authenticator (like switch or access point) using 802.1x
authentication or MAB.

The NAICE system allows you to track endpoints in the network, group them by certain characteristics
automatically or manually, and allow or deny access to the network based on the parameters obtained
during profiling and RADIUS policies.

Filling the endpoint table
The endpoint table is filled in automatically and manually mode.

* in manual mode: adding endpoints is performed by the system user in the same way as adding other
entities.

® in automatic mode: endpoints are added when RADIUS requests are received from authenticators during
client connections.

To determine the MAC address of the endpoint to be added, the value of the "Calling-
Station-Id" attribute of the RADIUS request is used. If the attribute is missing in the

@ RADIUS request or if it does not contain a MAC address, the endpoint will not be displayed
in the table, but will be taken into account in the license limit.

A Randomized MAC addresses will not be added as endpoints in automatic mode. Add
endpoints with this type of MAC manually.

View endpoints

2 B Usersand devices > Identity management > Endpoints

Q  Identity management

@  Networkaccessusers  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

Q

Iy + 2 0 O @§ 2 & ¥ Filters

@ MAC address Status More Description Vendor Endpoint IP address User name Host name

® 74:56:3C:E7:3D:9C Connected B Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.118.179 74563ce73d9¢ PC-16489

& B8:2A:A9:5E:CA:5F ® Rejected B Discovered Endpoint Apple, Inc. 192.168.130.58 b82aag5ecdst

8] 44:E4:D9:3B:54:1A ® Rejected B Discovered Endpoint Cisco Systems, Inc 192.168.87.192 44e4d93b541a

@ AB:F9:4B:26:C0:16 Connected B Discovered Endpoint Eltex Enterprise Ltd. 192.168.30.198 a8f94b26c016 NV-501-Wac-revA
7C:C2:C6:4B:0D:C9 Connected B Discovered Endpoint TP-Link Systems Inc 192.168.50.25 7cc2c64b0dc9 LAPTOP-JFLIGIBE
40:86:CB:44:C1:8A ® Rejected B Discovered Endpoint D-Link Corporation 192.168.240.155 4086cb44c18a
A4:3B:0E:00:8C:39 Connected B Discovered Endpoint Huawei Device Co., Ltd. 192.168.23.150 ad3b0e008c39 MNA-LX9
50:EB:F6:DB:65:FA Connected B Computer ASUSTek COMPUTER INC. 192.168.151.144 50ebfedbesfa PC-16488
14:58:D0:C5:2A:36 Connected =) Discovered Endpoint Hewlett Packard 192.168.126.51 1458d0c52a36 user-HP-ProBook-450-G2
CC:9D:A2:C7:C6:50 Connected =) Discovered Endpoint Eltex Enterprise Ltd. 192.168.179.242 ccoda2c7c650 WEP-3ax
68:13:E2:00:7A:77 Connected B Discovered Endpoint Eltex Enterprise LTD 192.168.113.111 68132097277 VP-12P

® 74:56:3C:26:B4:5F Connected B Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.106.231 7456326045 DESKTOP-NUBAQBS

o 00:E0:4C:68:30:FF Connected B Discovered Endpoint REALTEK SEMICONDUCTOR CO...  192.168.96.151 00e04c6830ff azurecloud-o-pc

(=] A4:BA:DB:DA:CD:EF Connected B Discovered Endpoint Dell Inc. 192.168.35.90 adbadbddcdef vostro
E8:F7:91:DF:B2:36 Connected B Discovered Endpoint Xiaomi Communications Co Ltd 192.168.50.137 e8f791dfb236 Redmi1 1N

40 Total elements: 15

Figure 181. View endpoints list
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This page contains a table with a list of all manually or automatically added endpoints.

The table contains the following columns by default:

® MAC address - MAC address of the endpoint in the format "XX:XX: XX:XX:XX:XX".

® Status - current endpoint connection status. The status is displayed after the first endpoint
authentication attempt and can have the following values:

o Connected - the device has successfully passed authentication and authorization and has gained
access to the network;

© (¥ Rejected -the device has not passed authentication and has not gained access to the network;
o0 {3 bisconnected - the device is disconnected from the network.

® More - go to the page with detailed information about the endpoint attributes and its latest
authentication events.

® Description -arbitrary description.

® Vendor - the vendor of the endpoint device, determined by the first three octets of the MAC address
(MAC OUD).

® Endpoint IP address - IP address of the endpoint, information about which was obtained during
profiling. Profiling settings are required to obtain data.

® User name - username with which the endpoint was last authenticated.

® Host name - hostname of the endpoint, information about which was obtained during profiling. Profiling
settings are required to obtain data.

® Endpoint profile -result of endpoint profiling.
Additionally, by clicking (D , you can customize the display of the following columns:

® Authentication failure reason - the cause of the error during client connection.

® Authentication policy - the name of the authentication policy rule that was applied within this session;
® Authorization policy -the name of the authorization policy rule that was applied within this session;

® Authentication Protocol -the protocol by which authentication was performed (for example, PAP).

® Flow Type - the connection type that was determined based on the network device profile settings.

® Endpoint Type - the logical profile to which the device belongs as a result of profiling.

® last activity time

® Endpoint group -the group to which the endpoint was automatically or manually added.

® NAS name - the name of the authenticator device.

You can sort in ascending or descending order by the columns MAC address, Status, Description, Vendor,
Endpoint IP address, User name, Endpoint profile, Last activity time (by default), Endpoint group.

The page contain the following controls:
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-+ -Add anew element.
* [ -Delete selected elements (inactive until at least one element is selected).
* (0 -Start updating profile of selected endpoints (inactive until at least one element is selected).
e = -Refreshtable data.
e $ -Allowsyouto download data from a csv file.
e £ -Allowsyouto upload datato a csv file.

® (D - Customize the display of table columns.

- Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/M - Change the current sort order.

T Filters - Open the data filtering settings window for the table.

Data filtering in the table is configured in the following window:

Filters

MAC address (@ Status Description
L

User name Endpoint profile

Close Apply

Figure 182. Configuring data filtering in the table

Filtering is available for the parameters Endpoint profile, MAC address, Status, Description and User

name .
In the table settings (D you can change the set of the displayed columns.
The Reset all button is reset displayed columns to their default state.

Adding an endpoint

Endpoints are automatically added to the system during authentication. An endpoint can be added manually.
To add an endpoint, click 4+ on the left side of the field above the table.
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GD Usersand devices > Identity management > Endpoints > Adding

Q ¢ Adding
@

MAC address *
Q
&
@  Description
@
s
0

or

@

General attributes

Static policy assignment
Profiling policy *
Static endpoint group assignment
Endpoint group *
]

o]
[c]
®
® =

Figure 183. Adding an endpoint

The following parameters are presented on the page that opens:

® MAC address *- MAC address of the endpoint.

® Description - an arbitrary description up to 200 characters long.

® Static policy assignment - assign profiling policy to this endpoint manually. This value will not be

overwritten by profiling.

® Static endpoint group assignment - assign group to this endpoint manually. This value will not be

overwritten by profiling.

Parameters marked with * are required.

To add an endpoint to the list of endpoints, do not forget to click Add. To discard changes and return to the
viewing page, click Cancel.

Editing an endpoint
To edit a previously added endpoint, on the view page, click on the endpoint’s MAC address in the table.
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MAC address Status
74:56:3C:E7:3D:9C Connected
B&8:2A:A9:5E:C4:5F (®) Rejected
44:E4:D9:3B:54:1A (®) Rejected
AB:F9:4B:26:C0:16 Connected
7C:C2:C6:4B:0D:C9 Connected
40:86:CB:44:C1:8A (*) Rejected
A4:3B:0E:00:8C:39 Connected
50:EB:F6:DB:65:FA Connected
14:58:D0:C5:2A:36 Connected
CC:9D:A2:C7:C6:50 () Connected
68:13:E2:09:7A77 () Connected
74:56:3C:26:B4:5F () Connected
00:E0:4C:68:30:FF Connected
A4:BA:DB:D4:CD:EF Connected
E8:F7:91:DF:B2:36 Connected

Figure 184. Hyperlink to the endpoint editing page

An editing page similar to the adding page will open.

GD Usersand devices > Identity management > Endpoints > 97:74:BS:AD:AD:0E

« 97:74:B5:AD:AD:0E

MAC address *

| 97:74:B5:AD:AD:0E

Description

Enter description

0/200

& 0% DOQkODB O I

General attributes
Static policy assignment

Profiling policy *

| Unknown

Static endpoint group assignment
Endpoint group *
| Unknown ® |

e

Figure 185. Editing an endpoint

A Editing the endpoint’s MAC address is not allowed.
If you need to edit the address, delete and create the endpoint again.

After editing, click Save. The button will remain inactive until at least one field is changed.
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Viewing detailed information about an endpoint

To view detailed information about an endpoint, click on [} inthe More column in the table. A new tab

with the required page will be opened.

BD uUsersand devices > Identity management > Endpoints > E0:D9:E3:98:7C:76
< E0:D9:E3:98:7C:76

MAC address E0:D9E3:98:7C:76
User name e0d9e3987c76
Endpaint profile VPs

Endpoint IP address

Attributes  Authentication  Probes

Manual Policy Assignment false

& 0 3@k 0B O

Endpoint Policy Unknown
Manual Group Assignment false
Endpoint Identity Group Unknown

MAC Address 97:74:BS:AD:AD: O

Figure 186. Viewing detailed information about an endpoint

The information on the page is divided into 4 blocks:

® Brief and most important information about the endpoint;
¢ Attributes - endpoint attributes that were obtained as a result of profiling or set by the system user;
¢ Authentication - information about the last authentication of the endpoint:

o Overview - brief information about the results of the last endpoint connection, displayed only if there
were connection attempts;

© Authentication details - detailed information that can be useful for debugging;
o Other attributes -the contents of the packet received by NAICE from the RADIUS server;

© Result - a list of attributes that added in the client’s response as a result of authorization (for
example, attributes for issuing VLAN or ACL). If issuing additional attributes is not configured in the
authorization profile, the list will be empty.

® Probes - data that can be used in profiling conditions.

Before the end of profiling and before the first authentication, the page may be almost
@ empty. In this case, return to the page later.

Deleting an endpoint
The endpoint table is populated automatically during normal operation of NAICE then
a endpoints attempt to connect. If an endpoint has been deleted, it will be re-discovering

the next time try to connect. Auto-discovering of endpoints can’t be disabled.

To delete endpoints, on the viewing page, using the checkbox , select the required endpoints and in the

upper left corner above the table click on {ij .
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2 B Usersand devices > Identity management > Endpoints

Q  Identity management

@  Networkaccessusers  Networkuser groups  Endpoints  Endpointsgroups  External identity sources  Identity sequences

Q

2 + © 0 O @ 2 £ T Filters

@ -] MAC address Status More Description Vendor Endpoint IP address User name Host name

@ 74:56:3C:E7:3D:9C Connected =} Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.118.179 74563ce73d9c PC-16489

@ B8:2AAYSE:CASF ® Rejected e Discovered Endpoint Apple, Inc. 192.168.130.58 b82aagsecdsf

0 A4E4DIBBISAA ® Rejected B Discovered Endpoint Cisco Systems, Inc 192.168.87.192 A4e4d93b541a

@ A8:F9:4BI26:C0:16 Connected e Discovered Endpoint Eltex Enterprise Ltd. 192.168.30.198 a8f94b26C016 NV-501-Wac-revA
7C:€2:C6:4B:0D:C9 Connected =) Discovered Endpoint TP-Link Systems Inc 192.168.50.25 7cc2c64b0dc9 LAPTOP-JFLIGIBE
40:86:CB:44:C1:8A ® Rejected =) Discovered Endpoint D-Link Corporation 192.168.240.155 4086chadciBa
A4:3B:OE:00:8C:39 @ Connected =) Discovered Endpoint Huawei Device Co., Ltd. 192.168.23.150 a43b0e008c39 MNA-LX9
50:EB:F6:DB:65:FA Connected =} Computer ASUSTek COMPUTER INC. 192.168.151.144 50ebf6db6sfa PC-16488
14:58:D0:C5:2A:36 Connected =) Discovered Endpoint Hewlett Packard 192.168.126.51 1458d0c52a36 user-HP-ProBook-450-G2

® CC9DA2:CT:CE:50 Connected =) Discovered Endpoint Eltex Enterprise Ltd. 192.168.179.242 €c9da2c7c650 WEP-3ax

@ 68:13:E2:09:7A:77 Connected B Discovered Endpoint Eltex Enterprise LTD 192.168.113.111 6813e2097a77 VP-12P

© 7456:3C:26:BASF Connected =} Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.106.231 74563c26D45f DESKTOP-NUBAQBS
00:E0:4C:68:30:FF @ Connected e Discovered Endpoint REALTEK SEMICONDUCTOR CO...  192.168.96.151 00204c6830fF azurecloud-o-pc

4D Selected elements: 1 of 15

Figure 187. Selecting endpoints in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 ™

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

LN A

Figure 188. Modal dialog for confirmation

Import

NAICE supports importing data from CSV files.
Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
© Delimiters:
= Tield delimiter: comma (,)
B String/text delimiter: double quotation mark (")
© Headers and values must be enclosed in double quotation marks (")
o Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.

© Values containing a double quotation mark (") are escaped using \
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Values containing the slash (/) are escaped using \"

Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)” nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/\"show/vlan|1|2|\"/true"
set"

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (0 to ensure the import
completes without errors.

select a file*
Max file size ZMB

c
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()
Stop import on first error

Automatically create missing records @

Cancel Import
. y
Figure 189. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
o Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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o Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

Stop import on first error

© On: When importing, missing records will be filled in automatically. The list of auto-completed
entries can be found by hovering over the tooltip to the right of the switch.

o Off: All required fields must be filled in manually.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report
An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: O

Close

W )

Figure 190. Window Import report (all entries were processed correctly)
The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

[ )

Figure 191. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Endpoints

e For Endpoints imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field Description

mac_address:Requ  MAC address of the endpoint
ired

vendor Manufacturer of the end device
description Free-form description
profiler_policy Profiling policy to be assigned to the

endpoint (full path required)

endpoint_group Group to be assigned to the endpoint
(full path required)

hostname Hostname of the endpoint

username Username

current_ip_addres  IP address of the endpoint
s

Requirements

Required

The following MAC address formats are
valid:

- XX XX XX XX XX XX

- XX-XX-XX-XX-XX-XX

- XXXX . XXXX . XXXX

= XXXXXXXXXXXX

This field isignored during import
Maximum length - 200 characters

Must exist in the NAICE system
Format: parent_policy#policy

Must exist in the NAICE system
Format: group#subgroup

Maximum length - 100 characters
Maximum length - 100 characters

Format: four numbers 0-255, separated
by dots

Logic for processing the fields profiler_policy and endpoint_group:

e If the value is found in the system — the policy/group is considered manually
0 assigned and will not be overwritten as a result of future profiling.

e If the value is absent/not found — it is automatically assigned the value Unknown,
which may be overwritten as a result of future profiling.

Example of correctly formatted file content:

"mac_add "vendor" "descripti  "profiler_ "endpoint
ress:Requ on" policy" _group”
ired"

"85:BF:DA ™ "test#test  "test_gro
:B7:87:66" _policy" up"

"hostnam  "usernam = "current_i

e" e" p_addres
S"

"test” "tester” "10.25.95.
105"

Instructions for obtaining a CSV template file are described later in the "Export" section.
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Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o £ £

Status

() Enabled Export all

@ Enabled - vanrT

Figure 192. Window export menu

0 Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":

r 3

Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

. J
Figure 193. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your
device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":
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Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

Selected 1 of 1 records.

v
Figure 194. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A

Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

data prior to import.

Export particularities for Endpoints

The exported file will include the vendor field — the manufacturer of the end device,
determined by the first three octets of the MAC address (MAC OUI).

The policy/group for endpoints will be recorded in the format of its full path using the
separator - #.

The structure of the CSV file for endpoints is described in the section "Import particularities for Endpoints".

Endpoints groups

Description

Endpoints groups - is a collection of "Endpoints" grouped together based on logical criteria.

The NAICE system allows you to monitor endpoints in the network, group them manually or automatically,

based on the parameters obtained during the profiling process.
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Viewing all groups

When you navigate to the "Endpoint Groups" tab, a panel for viewing all groups will open.

GD Users and devices > Identity management > Endpoints groups

Identity management

Network access users  Network user groups ~ Endpoints  Endpoints groups  External identity sources

o = ! e EEE

All groups (e 4
Custom group
> < Custom group 1
Profiled &
% Profiled
Unknown &

Identity sequences

Description

Profiled Identity Group

Group includes endpoints that do not match any profiler policies.

& 0 %300k 0B O

% Unknown

[}

0 Total elements: 3

Figure 195. Viewing a list of endpoint groups
The table contains the following columns:

® Name - Group Name
© (& -This entityis system and cannot be deleted or edited.

® Description - Full description of the group
Controls:

e 4 — Addanew element.

* [iJ — Delete selected elements (inactive until at least one element is selected).

e % — Refresh table data.

e O — Allows youto download data from a csv file.

e £ —Allowsyouto upload data to a csv file.

o — Checkbox, which is responsible for selecting elements to perform further actions (for example,
deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

A quick view panel in the form of a tree or list is located on the left side.
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All groups
> *k Custom group 1
s Profiled

= Unknown

Figure 196. Menu for navigating the endpoint group tree
« I8

All groups
*k Custom group 1 >
<= Profiled

<= Unknown

Figure 197. Menu for navigating in "list view mode"

The panel contains:

® All Groups - open the table for viewing and administering all groups

o E - Selection of available actions (depending on the selected item in the tree):
© Add root group
© Add child group
© Delete group

* [8 -treeviewmode enabled

e := -]ist view mode enabled

e { -move to the nextlevel (active only in list mode).

* > -In"tree view mode", it is displayed to the left of the name of groups that have child elements if the
list is closed. In "list view mode", it is displayed to the right of the name of groups that have child

elements.

Group creation:

To add a group, please click the "Add Group" button. 4 On the left side of the field above the table, the
'Add Group' page will open.
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2. B Usersand devices > Identity management > Endpoints groups > Adding

Q « Adding
@
o D e Name *
&
@ All groups Parent group
PN > % Custom group 1 v
& % Profiled Description
fa) % Unknown
@
0/200
®
(6]
=]
) =

Figure 198. Endpoint group add form
The following parameters are available for filling in:

® Name * -the name of the group. Maximum length - 100 characters.

® Parent Group - selecting the parent group from the list. This available for editing only at the time of
group creation using the button + .

® Description -acustom description of the group. Maximum length - 200 characters.

Parameters marked with a red asterisk * are required.

You can also create a group through the tree view panel by selecting the parent group and
@ then clicking on Add Child Group.
A Assigning a parent group cannot be changed later on.
Group editing

When you open a group record from the tree or table view, the group view/edit page will open.

GD Usersand devices > Identity management > Endpoints groups > Custom group

« Custom group

Name *

Custom group

All groups Parent group

> % Custom group 1
% Profiled Description

% Unknown

® 0% D9 0k0OB O

04200

Endpoints &
+ & 2 Q

MAC address 4 Assigned manually Endpoint profile

Data is not exist

<]

AD Total elements: 0

Figure 199. Endpoint group editing form

For editing, the following inputs are available:
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Name * - the name of the group. Maximum length - 100 characters.
® Description -acustom description of the group. Maximum length - 200 characters.
By clicking on Save, the changes you made to the group record will be updated in the system.

Assigning Endpoints to a Group

When you open a group record from the tree or table view, the group view page will open
At the bottom of the page, there will be a table displaying the assigned endpoints of the group.

The table contains the following columns:

® MAC address - The MAC address of endpoint.
® Assigned manually - Whether it was added to the group manually.

® Endpoint profile - The profile assigned to this endpoint.

Controls:

-+ — Add anew element.

] — Delete selected elements (inactive until at least one element is selected).

% —Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/I\ — Change the current sort order.

(Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

@ When an endpoint is removed from a group, it is automatically assigned the "Unknown"
group.

To add an endpoint to the group, click on + . A window will open in which you need to select endpoints to

add to the group using the checkboxes and move them to the “Selected” list using the button — .
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Add endpoints*

Q. Search Selected
00:1A:2B:3C:4D:5E O B2:5E:3F:9B:44:DB X
F8:54:F6:6B:15:E9 O -

Cancel Add

Figure 200. Modal dialog for adding endpoints

After adding all the required endpoints, click Add. The button will remain inactive until at least one
endpoint is selected.

All changes in the Endpoints table are applied automatically and do not require pressing
@ the Save button, the actions of which in this case apply only to the upper half of the panel.
Deleting a group

To delete groups, you need to go to the viewing page and use the checkbox. , select the required groups

and in the upper left corner above the table, click on {ij .

. B Usersand devices > Identity management > Endpoints groups

Q  Identity management
@  Networkaccessusers  Network usergroups  Endpoints  Endpointsgroups  Externalidentity sources  Identity sequences
=]
o ¢« = g + @ £ & & Q se.
(9] All groups a Name Description
() Custom group

> % Custom group 1
b Pprofiled & Profiled Identity Group

% Profiled

8] Unknown & Group includes endpoints that do not match any profiler policies.
@ % Unknown
(]
@
=]

0 Selected elements: 10of 3

Figure 201. Select groups to delete
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A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

[\ Action confirmation

Data will be deleted. Are you sure?

Mo Yes

L )

Figure 202. Modal dialog for confirmation

Restrictions:

e you cannot delete a group that has a child group;
A e you cannot delete a group that contains endpoints;

e you cannot delete the Profiled and Unknown system groups.

Import
NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
o Delimiters:
® Tield delimiter: comma (,)
® String/text delimiter: double quotation mark (")
o Headers and values must be enclosed in double quotation marks (")
o Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;
4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
o Values containing a double quotation mark (") are escaped using \

o Values containing the slash (/) are escaped using \"

195



Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set\""

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
systermn will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (4 to ensure the import
completes without errors.

select a file*
Max file size ZMB

c
=
=]
4]
(=8
2
=
(=8
=
2]
]
=
=
(4]
=
m

Field is required

Data source *

rm
|

WAL

Ignore exist data ()

Stop import on first error

Cancel Import
. y
Figure 203. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
© Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report

An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

F |

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: 0

Close

. J
Figure 204. Window Import report (all entries were processed correctly)

The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

Close

[ )

Figure 205. Window Import report (entries processed with errors/warnings)
Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display ( A1l notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for Endpoint groups

e For Endpoint groups imports, only the NAICE data source is supported.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field Description Requirements
name:Required The name of the group in the format of Required
its full path Format: group#subgroup
description Free-form description of the group Maximum length - 200 characters
@ If there is no intermediate root/child group in the system, it will be created automatically.

Example of correctly formatted file content:

"name:Required" "description"”

"test#test_1"

Instructions for obtaining a CSV template file are described later in the "Export" section.

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separatoris comma (,).

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o £ £

Status

() Enabled Export all

@ Enabled - any
Figure 206. Window export menu

0 Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all
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On the action panel above the table, click € and select the "Export all" mode. In the window that opens,
confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

y

Figure 207. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your

device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.
Selected 1 of 1 records.
Cancel
y

Figure 208. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A
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When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.



Template

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing
data prior to import.

Export particularities for Endpoint Groups

e The name of the endpoint group will be recorded in the format of its full path using the
separator - #.

The structure of the CSV file for device groups is described in the section "Import particularities for
Endpoint groups".

External identity sources

Description

As a data source used for user authentication, in addition to the internal user database, external sources of
client data identification such as MS Active Directory, OpenLDAP, etc. can be used.

External identity sources can be used in NAICE:

* For system user (administrator) authentication - an external identity source can be configured as the
primary authentication source on the System Log In page. System users will be able to log in to the
NAICE web interface using their enterprise accounts, and their data (name, surname, email) will be
automatically pulled from directory attributes.

¢ For network user authentication - an external source is used when configuring access policies. Users
authenticate on network equipment through an external directory, and their attributes and groups can
be used in conditions and authorization profiles.

In this section, you configure connections to external sources and add user groups and/or attributes that can
later be used when configuring RADIUS policies, Network devices policies, and when configuring external
roles.

View external identity sources

BD Users and devices > Identity management > External identity sources

Identity management

Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

+ @ 2 Q

Name 4 Type Description
LoAP LDAP OpenLDAP

MS AD LDAP MS Active Directory

® 09 DOk OB O

(]

Total elements: 2

Figure 209. View external identity sources

202


file:///builds/ems-group/naice/naice-frontend/endpoint-groups.html#_import_particularities_for_endpoint_groups

This page contains a table with a list of external identification sources.

The table contains columns:

* Name - name of the source.
® Type -source type.

® Description - arbitrary description of the source.

It is possible to sort in direct and reverse order by the columns Name, Description. By default, sorting is
performed in direct (alphabetical) order by the Name field.

Controls:

* 4 — Addanew element.

[l — Delete selected elements (inactive until at least one element is selected).

* £ — Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,
deletion).

* /N —Change the current sort order.

o Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

"OpenLDAP" is supported.

e Interaction with identification sources such as "MicroSoft Active Directory” and
Each identity source has specific setup conditions and restrictions.

Setting up interaction with each type of identification source is discussed separately below.

Adding an Active Directory type identity source

Requirements

When integrating with a source of the MS Active Directory type, the following
requirements must be met:

¢ The DNS server that are using by the Eltex-NAICE host must provide:
o resolution of the full domain name (for example: EXAMPLE.ORG) in which Eltex-NAICE are operating;

© resolution of the full name of the AD controllers (for example: SRV1.EXAMPLE.ORG) servicing the
domain;

o return aresponse to the DNS SRV query with a list of controllers servicing the domain.
® The minimum version of the Active Directory controller: Windows Server 2008 R2.

* The use of the NTLM protocol by the Active Directory controller on which user authorization is
performed must be allowed.

® In the MS AD domain with which integration is performed, it is necessary to add computer and user
accounts for interaction with NAICE.
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® The user and computer accounts must have a password.

A

A

If redundant installation is used, a separate computer account must be added for each
NAICE node for proper interaction with Active Directory. The service user account will be
the same for all NAICE nodes.

You can set the password using the command in the PowerShell shell, which is part of
Active Directory, launched with administrator rights:

Set-ADAccountPassword -Identity Computer-Name$ -Reset

e After the command is run, enter the password twice in the terminal.

If you need to specify the password explicitly in the command:

Set-ADAccountPassword -Identity Computer-name$ -Reset -NewPassword
(ConvertTo-SecureString -AsPlainText "password" -Force)

The computer name must be specified without the domain part, ending in "$". WARNING:
The password must meet the requirements configured in MS AD.

The user account must have the following rights:

® Perform a search in Active Directory

® Getinformation about all users and groups in the domain

i
A

Rights to write information to Active Directory are not required.

Also, in the user settings, you must disable the "require password change on first
connection” option (enabled by default)

Eltex-NAICE accesses Active Directory using the following ports:

Protocol

UDP

TCP/UDP

TCP/UDP

Port Appointment Note

53 DNS The server responsible for resolving domain
names can be separate from the Active Directory
server

389 LDAP No encryption of transmitted data, searching
within the specified local domain

636 LDAPS Used for secure connection with encryption of
transmitted data, searched within the specified
local domain
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TCP/UDP 3268 LDAP GC No encryption of transmitted data, searched the
entire Active Directory domain forest

TCP/UDP 3269 LDAPS GC Used for secure connection with encryption of
transmitted data, searched the entire Active
Directory domain forest

TCP/UDP 49152-65535 RPC Dynamic Used to verify user password during
Port Range authentication in Active Directory, encryption of
transmitted data is used

Implementation limitations
There are the following limitations to implementing Active Directory interoperability:
e Users, their attributes, and groups can only be searched within a single Active Directory global catalog.

e Within the local domain specified in the settings, the username on the client device can be entered in the
following formats:

o <login>, without specifying a domain (when accessing Active Directory, the domain will be added
automatically).

o UPN: <login>@<FQDN domain> or pre-Windows 2000 format: <DOMAIN NAME >\<login>.

e If the user belongs to a different Active Directory global catalog domain (than specified in the local
domain settings), the username must be specified on the client device in UPN format: <user>@<FQDN
domain>.

e If the username has a prefix other than Active Directory domain, only UPN format must be used:
<login>@<domain prefix>.

® Only Latin characters, numbers, punctuation are allowed in usernames and passwords.

e It is allowed to use user groups that contain a user not directly, but through the inclusion of another
group containing a user.

* A user group that is specified in Active Directory as Primary Group cannot be used because it is not
returned in the list of user groups when searching for them in Active Directory.

Adding an identity source

To add an identification source, click 4 onthe action bar above the table:
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2 B Usersand devices > Identity management > Externa

« Adding

Name *

Description

& 0% DOk ODB O

0/200

Enable LDAPS @

Schema

Select schema

ACTIVE_DIRECTORY v

Subject object class *

Person

Subject name attribute *

userPrincipalName

Group name attribute *

&)

Group object class *
group

Group map attribute *

memberOf

Subject in group attribute *

DISTINGUISHED_NAME

Matching information about system users @

For the "ACTIVE_DIRECTORY" schema, the attribute fields
are populated automatically

First name attribute

givenName

Last name attribute

sn

Email attribute
& mail

e

Check connection

I identity sources > Adding

Connection

Domain name * @

Admindn * ®

Admin password *

FQDN * @

Catalogue structure

Subject search base * @

Group search base * ®

Computer accounts ®

Hostname

Computer name &

Password

Add

List of accounts *

Hostname

Computer Actions

Data is not exist

Cance

Figure 210. Window for adding identification source

This form provides the following parameters:

¢ Block General settings:

© Name * -nname of the identification source. The maximum field length is 63 characters.

© Description - description. The maximum field length is 200 characters.

© Enable LDAPS - Enables the use of a secure connection to the directory service via the LDAPS (LDAP

over TLS) protocol, which ensures encryption of transmitted data and verification of the server
certificate. Certificates of the service must be uploaded to the trusted certificates store. When this
option is enabled, the additional option Trust unknown sources becomes available.

© Trust unknown sources - Available only when Enable LDAPS is activated. Allows connection to the

directory service via the LDAPS protocol using an untrusted or unknown certificate.

* Block Schema:

Enable LDAPS ®

Trust unknown sources

Figure 211. Enabling the "Enable LDAPS" option
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o

Select schema * - scheme of the identification source attributes. "ACTIVE_DIRECTORY" is selected by
default, for this scheme the attribute values are preset and cannot be changed.

e Block Connection:

o

o

Domain name * - name of the Active Directory domain in which users will be authorized. It is necessary
to specify only the short name of the domain in which users will be authorized. The field is available
only for the "ACTIVE_DIRECTORY" scheme. The maximum field length is 63 characters.

Admin dn * - administrative user data for interaction with Active Directory. The user name must be
specified in the UPN format: <user>@<domain> or in the pre-Windows 2000 format: <DOMAIN
NAME>\<user>. The maximum field length is 200 characters.

Admin password * - password of the administrative user. Not displayed by default, to view it you need
to click @ . The maximum field length is 200 characters.

FQDN * - the full domain name or the full name of the Active Directory domain controller preferred

for requests. The maximum field length is 255 characters. If a domain controller is specified as the
preferred one for performing requests, requests to it will be performed while it is available. If it is
unavailable, requests will be performed to the next server from the list of servers for the domain,
obtained from the DNS query of the SRV type.

Port * - the port for connecting to the domain controller(s) (usually TCP:389 is used).

¢ Directory structure block:

o

o

Subject search base * - context for searching for attributes of directory service records. The
maximum field length is 200 characters.

Group search base * - context for searching for directory service groups. The maximum field length

is 200 characters.

Both fields are in the format of a comma-separated attribute=value list, such as
"dc=example,dc=org". If you want to limit the search to a specific department (ou), you

e must specify it, such as "ou-=naice,dc=example,dc=org". If there are several nested

departments, you must specify them all, starting with the one furthest from the root of
the domain, such as "ou=test,ou=naice,dc=example,dc=org" - this will correspond to the
structure:

(dc)org

\-(dc)example
\-(ou)naice
\-(ou)test

More information about the format of the data entered in this field can be found by hovering over @ or in

the tooltip below.
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Valid characters when entering Subject search base and Group search base parameters:

e space,
e double quotes ("),

e equalsign (=),

e comma (,),

e hyphen (-),

o latinletters (a-z)(A-Z),

e cyrillicletters (a-s1)(A-5D),
e numbers (0-9).

@ Entering other elements is prohibited.

When saving, the system automatically removes spaces near the equal sign (=) and comma
(,), the value with a space is taken in double quotes. The attribute value entered to the left
of the equal sign (=) is converted to lower case.

Example:
Entered value Saved value
ou=naice test, dc = example ,dc = org ou="naice test",dc=example,dc=org
ou="naice test",dc = example,dc=org ou="naice test",dc=example,dc=org

¢ Block Computer accounts - available only for the "ACTIVE_DIRECTORY" scheme. This block configures
computer accounts for interaction with Active Directory individually for each NAICE node. Computer
names in the list must not be duplicated.

© Hostname - dropdown list with available NAICE nodes. Select the node for which the computer
account is being configured.

© (Computer name - the computer name that NAICE will use to connect to Active Directory. Allowed
characters: Latin letters, numbers, hyphen. Maximum length: 63 characters. The name must be unique
within the list.

o Password - computer account password. Not displayed by default, to view it you need to click @& .

The maximum field length is 200 characters.

To add an entry, fill in the Hostname, Computer name, Password fields and click the Add button. The entry
will appear in the List of accounts table.

The List of accounts table contains the following columns:

® Hostname - NAICE node name.

¢ Computer -computer account name.
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Actions -account action menu, which opens by clicking on E :

© Edit - opens the account editing dialog. The hostname, computer name, and password of the
computer account can be changed.

o Delete -removes the account from the list.
6 For the "ACTIVE_DIRECTORY" scheme, at least one computer account must be added.

® Check connection - check the correctness of the settings and connection to the Active Directory server.
Parameters marked with an asterisk * are required.

* Block Matching information about system users - configuration for mapping attributes from the
external source to NAICE system user account fields:

© First name attribute - attribute whose value will be inserted into the Name field of the external
account.

o Last name attribute - attribute whose value will be inserted into the Last name field.

© Email attribute - attribute whose value will be inserted into the Email field.

For the "ACTIVE_DIRECTORY" schema, the attribute fields are populated automatically:

e e Name attribute - givenName attribute.
e Last name attribute - sn attribute.

e Email attribute - mail attribute.

If attributes in the directory for a user are not populated, the corresponding account
fields will remain empty:.

A If attributes are specified in the settings but are missing for a specific user in the directory,
when checking the connection with the server, even if the connection to the server is
successful, an error like this will be returned: Unable to find the "mail" field for the users.

After filling in all the necessary data, the "Check connection" button will become active.

The "Add" button becomes active if all parameters are added and does not depend on the success of the
connection check with the server.

If the connection with the server is successfully checked, a message similar to the following will appear:
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Connection result

LDAP bind succeeded to "example.org:389":

number of subjects: 25,

number of groups: 25.

Maximum number of requested subjects and groups - 25.

Netlogon authentication succeeded

Close

. y
Figure 212. LDAP binding successful

A A message like "Netlogon authentication succeeded” confirms that users can be
authorized.

When checking a connection, no more than 25 items and groups are requested, so as not

A to cause unnecessary load on the server, so if the number "25" is shown more than real

users or groups, this does not indicate a problem.

Adding user groups

For network user authentication through an external identity source, adding groups is not

A required.

Groups can be used in user authorization policies.

To use an external source for system user (administrator) authentication on the System
0 Log In page, adding groups is mandatory.

Without groups, it is impossible to configure external roles. In the absence of external
roles, system login is impossible - an error "You have no privileges" will be returned.

After adding an identification source, the "Add" button will change to "Next". You can also make the
transition by clicking on the inscription (2) Groups, the page will open:
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2. B Usersand devices > Identity management > External identity Sources > MSAD
< MSAD

1 General settings PR Grours 3 Attributes
Optional Optional

+ o
Name *

Data is not exist

® O % 3 QMkOB O

e

=
Figure 213. Empty group table

The table contains columns:

® Name * - group name.
Controls:

e 4 -addagroup.

* [ -delete groups selected by the checkbox (inactive until at least one group is selected).

e / -editagroup (not displayed until at least one group has been added).

®* [ -save the group after editing (not displayed until editing of the group has started).

2 BD usersand devices > Identity management > External identity sources > MS AD

Q < MSAD

@

Q 1 General settings S‘f:’g:‘s 3 gl:lurci:ftes
2

) + @

& Name *

; CN=Admins,CN=Builtin,dc=test.dc=loc ® 9
@ CN=Users,CN=Builtin,dc=test,dc=loc 4

CN=Guests,CN=Builtin,dc=test.dc=loc 2

6]

€]

(=]

® g

Figure 214. Group table in edit mode
After clicking on the button 4 amenu will open:

® Add new group -create a custom new group.

® Select groups from directory -add groups from the identification source.
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Add new group

Name *

CN=Admins,CN=Builtin,dc=test,dc=loc

CN=Users,CN=Builtin,dc=test.dc=loc

YN O

CN=Guests,CN=Builtin,dc=test,dc=loc

Figure 215. Add new group

In the line that appears, you need to specify a custom group name. After filling in the group name, the save
button will become active. You need to click it to add a group.

Select groups from directory service

r B
Select groups from directory

Directory groups records can be referenced as policy conditions in policy rules. Click "Get data” to read directory.
Filter *

d X Get data

Data is not exist

Cancel Save

Figure 216. Group selection window
This window presents the following parameters:

® Filter *-filter for searching groups, default "*", you can enter the name of the group.

® Get data - get data taking into account the filter
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Select groups from directory

Directory groups records can be referenced as policy conditions in policy rules. Click "Get data" to read directory.

Filter *
e X Get data
2 Name
cn=admin1,ou=roles,dc=test.dc=loc
cn=admin2,ou=roles,dc=test.dc=loc
Cancel
W 4
Figure 217. Group selection window after receiving data
You need to select the required groups using the checkbox on the left and click the "Save" button.
ﬁ Previously saved groups that were not reselected in the search list will be deleted when
resaving other selected groups!
Adding attributes
To be able to authenticate via an external identity source, adding attributes is optional.
@ Attributes can be used in policies and user authorization profiles.

After adding groups, you can click the "Next" button at the bottom right of the screen. You can also make the
transition by clicking on the inscription (3) Attributes, the page will open:

GD Users and devices > Identity management > External identity sources > MS AD

< MSAD

1 General settings il Groups E) Attributes
Optional Optional

+ o

Name * Type * Internal name * Default value

Data is not exist

® O % 3 QMkOB O

e

Figure 218. Adding attributes

The table contains columns:
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Name * - the name of the attribute that will be displayed in the LDAP dictionary and used when setting up
logical conditions and authorization profiles. You can specify an arbitrary one for ease of use.

* Type * - attribute type, possible values:
© INTEGER - numeric,
© IP_4 ADDR -IPv4 address,
© STRING - string.
® TInternal name * - the name of the attribute in the Active Directory schema.

e Default value -the attribute value that will be used if it is not obtained from Active Directory.

Controls:

* 4 -add attributes.

[ -delete the attributes selected by the checkbox (inactive until at least one attribute is selected).

/- edit attributes (not displayed until at least one is added).

® [3 -save the attribute after editing (not displayed until editing has started).

GD Usersand devices > Identity management > External identity sources > MS AD

« MSAD

5 Groups Attributes
1  General settings 2 Optianal C\: ttttt g

+ @

Name * Type * Internal name * Default value

countryCode x STRING - countryCode x ®

® 0% QOB O

o)
description STRING description s
name STRING name 4

e

Figure 219. Attribute table in edit mode

After clicking on the button 4 amenu will open:

® Add new attribute - create an arbitrary new attribute.

® Select attribute from directory - add an attribute from the identification source.

Add new attribute

STRING - @ O

countryCode STRING countryCode rd
description STRING description Vi
name STRING name 4

Figure 220. Add new attribute

The line that appears to add an attribute contains the following parameters:
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Name * - arbitrary attribute name that will be displayed in the dictionary.
* Type *-attribute type. Possible values:

© INTEGER - numeric,

o IP_4 ADDR -IPv4 address,

© STRING - string (default).
® Internal name * - attribute name from the identification source.

e Default value - the attribute value that will be used if it is not obtained from Active Directory.
Parameters marked with an asterisk * are required.

After filling in the required parameters, the save button will become active. You need to click it to add an
attribute.

Select attribute from directory service

F B
Select attributes from directory

Directory attributes of records can be referenced as policy conditions in policy rules. If you wish to do this, define the attributes that are to be
available for use in policy rules here. Attributes are retrieved by specifying in filter an "attribute=value". A representative pair "attribute=value"
should be entered into the 'Filter' field. For example "cn=*" or "objectClass=person" & etc. When 'Get data' is clicked, the example's attributes will be
retrieved. The attribute definitions selected will be added to the Dictionary for this Identity Store. Note that the values for attributes selected will be
visible in sessions logs when corresponding requests are processed. Mote that the Default Values will be used only if value not present in the
directory answer. It is recommended to specify a certain username that contains the attributes you are looking for and their values, because
otherwise, the attributes may not appear in search results.

Filter *

cn=* Get data

Data is not exist

Cancel Save

- 4

Figure 221. Selecting attributes from a directory service
This window presents the following parameters:

® Filter * - filter for searching attributes, default cn=*. You can use the expression <Attribute>=
<value> as a filter; if the value is not important, you must specify *.If an attribute has multiple values,
only the first one found is displayed.

® Get data - get data taking into account the filter.
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0 In general, additional user attributes are added after they have been given values, and
cannot be subtracted before that.

userPrincipalName or sAMAccountName attribute, specifying a specific account that

o To select attributes from an Active Directory type source, it is recommended to use the
contains the entities being imported. For example:

userPrincipalName=ivan.ivanov@example.org

sAMAccountName=ivan.ivanov

e To select attributes from an LDAP type source, it is recommended to use the attribute that
is specified in the Subject name attribute schema setting.

After receiving attribute data:

F |

Select attributes from directory

Directory attributes of records can be referenced as policy conditions in policy rules. If you wish to do this, define the attributes that are to be
available for use in policy rules here. Attributes are retrieved by specifying in filter an "attribute=value”. A representative pair "attribute=value"
should be entered into the 'Filter' field. For example "cn="" or "objectClass=person" & etc. When 'Get data' is clicked, the example's attributes will be
retrieved. The attribute definitions selected will be added to the Dictionary for this Identity Store. Note that the values for attributes selected will be
visible in sessions logs when corresponding requests are processed. Note that the Default Values will be used only if value not present in the
directory answer. It is recommended to specify a certain username that contains the attributes you are looking for and their values, because
otherwise, the attributes may not appear in search results.

Filter *
cn=* Get data
Name Type Example value
isCriticalSystemObject STRING TRUE
uSMCreated INTEGER 56123
Cancel
' y

Figure 222. Attribute selection window after receiving data

You need to select the required attributes using the checkbox on the left and click the "Save" button.

A Previously saved attributes that were not reselected in the search list will be deleted
when resaving other selected attributes!

Adding a Custom identity source

This type of identification source is intended for integration with an LDAP server, which can have an
arbitrary scheme.
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Implementation restrictions

There are the following limitations to implementing interaction with LDAP:

® The user’s password must be stored in ClearText.

¢ Only Latin characters, numbers, and punctuation marks are allowed in usernames and passwords.

Adding an identity source

To add an identification source, click on the action bar above the table, after which the following page will
open, where you will need to select the CUSTOM scheme:

& B Usersand devices > Identity management > External identity sources > Adding

< Adding

Q
@
Q General settings
2
@ Name *
®
&
Description
0
@

0/200

Enable LDAPS ©

Schema Connection Catalogue structure

Select schema Admindn * ® Subject search base * @
CcusToM v

Subject object class * Admin password * Group search base * @
InetorgPerson ®

Subject name attribute * Hostname/IP * @
uid

Group name attribute * Port *

@

Group object class *

groupOfames

Group map attribute *

gidNumber

subject in group attribute *

DISTINGUISHED_NAME
Group Objects Contain Reference To Subjects

@ Subject Objects Contain Reference To Groups

Matching information about user systems @

For the "CUSTOM schema", attribute fields
are filled manually

First name attribute

Last name attribute

® Email attribute
(6]
()

Check connection

Figure 223. Window for adding identification source
This form provides the following parameters:

¢ Block Basic settings:
© Name * - name of the identification source.
© Description - description.
¢ Block Schema:
© Select schema * - identification source attribute scheme. By default, ACTIVE_DIRECTORY is selected;

you need to change it to CUSTOM to make the selection of schema attribute values available.
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© Subject object class * - attribute defining the user class.

[¢]

Subject name attribute * - an attribute that defines the user name that he will use as a login on the
client device.

© Group name attribute * - attribute defining the user group name.
© Group object class * - attribute defining the group class.
© Group map attribute * - attribute that determines membership in a group:

= When Groups contain users is selected - this is a group attribute that contains references to its
members.

= When Users contain groups is selected - this is a user attribute that contains references to groups
they belong to.

(o]

Subject in group attribute * - specifies the format (attribute) in which users or groups are listed in
the Group map attribute.

© Groups contain users * -select if the user’s group membership attribute is in the group attributes.
o Users contain groups * - select if the user’s group membership attribute is in the user attributes.
* Block Connection:

© Admin dn * - administrative user data for interaction with LDAP (in the format
"cn=admin,dc=example,dc=org").

© Admin password * - administrative user password. Not displayed by default, to view you need to click
© .

© Hostname/IP * -IP address or domain name of the LDAP server.

© Port * - connection port (the default port is 389 for an unsecured connection or 636 for a secure
connection).

* Block Catalogue structure:
© Subject search base * - context for searching users (subjects) in directory service.

© Group search base *-context for searching groups in directory service.

Both fields have a comma-separated enumeration format attribute=value, for example dc=test,dc=loc or
ou=naice test,dc=test,dc=loc.

Parameters marked with an asterisk * are required.

The maximum length of the Name field is 64 characters, the Hostname/IP field is 255 characters, and other
fields are 200 characters.
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Valid characters when entering Subject search base and Group search base parameters:

® space,
e double quotes ("),

e equal sign (=),

e comma (,),

e hyphen (-),

o latinletters (a-z)(A-Z),

e cyrillicletters (a-s1)(A-£D),
e numbers (0-9).

@ Entering other elements is prohibited.

When saving, the system automatically removes spaces near the equal sign (=) and comma
(,), the value with a space is taken in double quotes. The attribute value entered to the left
of the equal sign (=) is converted to lower case.

Example:
Entered value Saved value
ou=naice test, dc = test ,dc =1oc ou="naice test",dc=test,dc=loc
ou="naice test",dc = test,dc=loc ou="naice test",dc=test,dc=loc

¢ Block Matching information about system users - configuration for mapping attributes from the
external source to NAICE system user account fields:

© First name attribute - attribute whose value will be inserted into the Name field of the external
account.

© Last name attribute - attribute whose value will be inserted into the Last name field.

© Email attribute - attribute whose value will be inserted into the Email field.

Fields are optional. If attributes are not specified or are not populated in the directory
for a user, the corresponding account fields will remain empty.

A If attributes are specified in the settings, but they are missing from the directory for the
found users, a warning similar to the following will be returned when checking the
connection to the server: Unable to find the "mail" field for the users.

After filling in all the necessary data, the "Check connection" button will become active.

If the connection to the server is successfully checked, a message like this will appear:
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Connection result

LDAP bind succeeded to "example.org:389":

number of subjects: 25,

number of groups: 25.

Maximum number of requested subjects and groups - 25.

Close

. y
Figure 224. LDAP binding successful

When checking a connection, no more than 25 items and groups are requested, so as not
A to cause unnecessary load on the server, so if the number "25" is shown more than real
users or groups, this does not indicate a problem.

Adding user groups

For network user authentication through an external identity source, adding groups is not

A required.

Groups can be used in user authorization policies.

When using an external source for system user (administrator) authentication on the
a System Log In page, adding groups is mandatory.
Without groups, it is impossible to configure external roles. In the absence of external

roles, system login is impossible - an error "You have no privileges" will be returned.

After adding an identification source, the "Add" button will change to "Next". You can also make the
transition by clicking on the inscription (2) Groups, the page will open:

GD Users and devices > Identity management > External identity sources > MS AD

Q <« MSAD

@

Q 1 General settings 5;:;“: 5 .é\‘t)tnrci‘l‘zal‘ltes

2

@ + @

G Name

& Data is not exist

e}

@

B

€]

©

Figure 225. Empty group table

Controls:
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+ -addagroup.

* [ -delete groups selected by the checkbox (inactive until at least one group is selected).

After clicking on the button 4 amenu will open:

® Add new group -create a custom new group.

e Select groups from directory service - add groups from the identification source.

Add new group

Name *

CN=Admins,CN=Builtin,dc=test,dc=loc

CN=Users,CN=Builtin,dc=test.dc=loc

YN O

CN=Guests,CN=Builtin,dc=test.dc=loc

Figure 226. Add new group

In the line that appears, you need to specify a custom group name. After filling in the group name, the save
button will become active. You need to click it to add a group.

Select groups from directory service

Group search is performed using the DN (Distinguished Name) attribute to differentiate
groups with the same name in different branches of the directory service tree. If the

A schema uses a different attribute for the Group name attribute, the group search query
may be executed incorrectly. In such a case, adding a new group should be performed
manually.

Select groups from directory

Directory groups records can be referenced as policy conditions in policy rules. Click "Get data" to read directory.

Filter *

*

X Get data

Data is not exist

Cancel Save

Figure 227. Group selection window
This window presents the following parameters:

® Filter *-filter for searching groups, by default * you can enter the name of the group.
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® Get data - get data taking into account the filter.

Select groups from directory

Directory groups records can be referenced as policy conditions in policy rules. Click "Get data” to read directory.

Filter *
* * Get data
a2 Name
cn=admin1,ou=roles,dc=test,dc=loc
cn=admin2,ou=roles,dc=test.dc=loc
Cancel
w J
Figure 228. Group selection window after receiving data
You need to select the required groups using the checkbox on the left and click the "Save" button.
n Previously saved groups that were not reselected in the search list will be deleted when
resaving other selected groups!
Adding attributes
To be able to authenticate via an external identity source, adding attributes is optional.
@ Attributes can be used in policies and user authorization profiles.

After adding groups, you can click the Next button at the bottom right of the screen. You can also make the
transition by clicking on the inscription (3) Attributes, the page will open:

GD Usersand devices > Identity management > External identity sources > MS AD

< MSAD

1 General settings o Groups PR Attributes
Optional Optional

+ o

Name * Type * Internal name * Default value

Data is not exist

& 0% 3Q@Mk0OB O

e

Figure 229. Adding attributes
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Controls:

®* 4 -add attributes.

* (i -delete the attributes selected by the checkbox (inactive until at least one attribute is selected).

After clicking on the button 4+ amenu will open:

® Add new attribute - create an arbitrary new attribute.

® Select attribute from directory service - add an attribute from the identification source.

Add new attribute

Name * Type * Internal name * Default value
STRING - ®
countryCode STRING countryCode

description STRING description

YN O

name STRING name

Figure 230. Add new attribute
The line that appears to add an attribute contains the following parameters:

® Name * - arbitrary attribute name that will be displayed in the dictionary.
* Type *-attribute type. Possible values:

o INTEGER - numeric,

o IP_4 ADDR -IPv4 address,

O STRING - string (default).
e Internal name * - attribute name from the identification source.

e Default value - the attribute value that will be used if it is not obtained from Active Directory.

Parameters marked with an asterisk * are required.

After filling in the required parameters, the save button will become active. You need to click it to add an
attribute.

223



Select attribute from directory service

F |

Select attributes from directory

Directory attributes of records can be referenced as policy conditions in policy rules. If you wish to do this, define the attributes that are to be
available for use in policy rules here. Attributes are retrieved by specifying in filter an "attribute=value”. A representative pair "attribute=value"
should be entered into the 'Filter' field. For example "cn=*" or "objectClass=person" & etc. When 'Get data' is clicked. the example's attributes will be
retrieved. The attribute definitions selected will be added to the Dictionary for this Identity Store. Note that the values for attributes selected will be
visible in sessions logs when corresponding requests are processed. Note that the Default Values will be used only if value not present in the
directory answer. It is recommended to specify a certain username that contains the attributes you are looking for and their values, because
otherwise, the attributes may not appear in search results.

Filter *

cn=* Get data

Data is not exist

Cancel Save

“ .

Figure 231. Selecting attributes from a directory service

This window presents the following parameters:

® Filter * - filter for searching attributes, default cn=*. You can use the expression <Attribute>=
<value> as a filter; if the value is not important, you must specify *.If an attribute has multiple values,
only the first one found is displayed. When performing an LDAP search, you can typically specify uid=*
or givenName=%*.

® Get data - get data taking into account the filter.

After receiving attribute data:
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Select attributes from directory

Directory attributes of records can be referenced as policy conditions in policy rules. If you wish to do this, define the attributes that are to be
available for use in policy rules here. Attributes are retrieved by specifying in filter an "attribute=value". A representative pair "attribute=value"
should be entered into the 'Filter' field. For example "cn=*" or "objectClass=person" & etc. When 'Get data' is clicked, the example's attributes will be
retrieved. The attribute definitions selected will be added to the Dictionary for this Identity Store. Note that the values for attributes selected will be
visible in sessions logs when corresponding requests are processed. Mote that the Default Values will be used only if value not present in the
directory answer. It is recommended to specify a certain username that contains the attributes you are looking for and their values, because
otherwise, the attributes may not appear in search results.

Filter *

cn=* Get data

Name Type Example value

v isCriticalSystemObject STRING TRUE

Y. J]
uSNCreated INTEGER 56123
Cancel
w J

Figure 232. Attribute selection window after receiving data

You need to select the required attributes using the checkbox on the left and click the "Save" button.

0 Previously saved attributes that were not reselected in the search list will be deleted
when resaving other selected attributes!

Editing Identity Source

To edit a previously added identification source, on the viewing page, click on the name of the source in the
table.

MName 4
LDAP

MS AD

Figure 233. Hyperlink to external identity source edit page

The editing page will open, similar to the add page:
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@
Q
&
@
@
o
0
@

GD Users and devices > Identity management > External identity sources > MS AD

« MSAD

Name *

MS AD

Description

S Active Directory

19/200
Enable LDAPS @
Schema Connection
Select schema Admin dn * ®
CcusToM v uid=admin,ou=system
Subject object class * Change Admin password
(RIED Hostname/IP * ®

Subject name attribute * FIGERKPLITS
userPrincipalName Rno
Group name attribute * 389
2
Group object class *
group
Group map attribute *
memberof
Subject in group attribute *
DISTINGUISHED_NAME
Group Objects Contain Reference To Subjects

(@® Subject Objects Contain Reference To Groups

Matching information about user systems @

For the "CUSTOM schema", attribute fields
are filled manually

First name attribute

Last name attribute

Email attribute

Check connection

Figure 234. Identity source editing page

5 Groups

Optional

Catalogue structure

Subject search base * @
DC=test,DC=loc

Group search base * ®

DC=test,DC=loc

Attributes
3 Opional

o -]

To change the Admin password, activate the toggle "Change Admin password", and then enter the desired
password in the appropriate field. To change the computer account password, click Edit in the Actions

column of the List of accounts table, activate the Change password toggle, and enter the new password.

After editing, click the "Save" button. The button will be inactive until at least one field is changed.
The "Cancel" button resets the changes made to their original state.

Removing anidentity source

To delete one or more identification sources, you need to select the required sources on the viewing page

using the checkbox

and clickon [ onthe action bar above the table.
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BD Users and devices > Identity management > External identity sources

Identity management

Network access users  Network user groups ~ Endpoints  Endpoints groups  External identity sources  Identity sequences

+ @ o Q searc

Name 4 Type Description
LoAP LDAP OpenLDAP

Ms AD LDAP MS Active Directory

® O % 3 QMkOB O
(1]

e

selected elements: 10f 2

Figure 235. Selecting sources to delete

A When deleting an external source, all external user accounts obtained from this source
will also be deleted.

Deleting an external source requires confirmation:
r .

/N Action confirmation

Data of current source will be lost. All external
user accounts obtained from this source will also be deleted.

Mo Yes

Figure 236. External source deletion confirmation

Identity sequences
e Some functional described on this page are only available with an extended license. These
features are marked with special labels in the form of colored icons next to the name.

Description

Identity sequences (identity source chains) are used in authentication policies when configuring RADIUS
policies and Network devices policies. They define in which sources and in what order to search for users
during authentication.

Supported identity sources include the internal user database and external identity sources, such as MS AD
and OpenLDAP.

2OM/NN\WHR For portal authorization, Portal and Guest endpoint sources are additionally used as identity

sources.
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View identity sequences

BD Users and devices > Identity management > ldentity sequences
Identity management
Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences
+ o (3 Q

Name 4 Description Identity sources
Default sequence & Internal DB
my_first_sequence Internal DB

Portal auth sequence & Guest endpoints, Portal

e

Total elements: 3

Figure 237. View identification sequences

This page contains a table listing all identity sources.
The table contains columns:
® Name - the name of the sequence.
© (& -This entityis system and cannot be deleted or edited.

* Type -type of the identification chain. The possible value is "Created by admin" or "System".
® Description - arbitrary description of the sequence.

® TIdentity sources -alist of user credential sources that are configured in this sequence.

It is possible to sort in forward and reverse order by the columns Name and Description. By default,
sorting is performed in direct (alphabetical) order by the Name field.

Controls:

¢ 4 — Addanew element.

] — Delete selected elements (inactive until at least one element is selected).

e 7~ — Refreshtable data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

(Q, Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

A Identity sequences "[Default sequence, Portal auth sequence]" are system, so you can’t
rename or remove them

228



Adding anidentity sequence

To add an identity sequence -+ on the left side of the field above the table of the view page, the following
page will open:
BD Users and devices > Identity management > Identity sequences > Adding

< Adding

Name *

System

Created by admin

Description

& 0Dk OB O

0/200

Certificate Authentication
Use certificate attribute for identity

Type*

Authentication Sources List *

Available Active

it Internal DB Not selected

i Endpoints
it portal

i Guest endpoints

e

Figure 238. Add sequence page

The following parameters are available for filling:

® Name * - name of the sequence. Maximum length is 100 characters.

* Type - type of the identification chain. All manually created identification chains are set to "Created by
an administrator" and cannot be changed.

® Description - arbitrary description of the sequence. Maximum length is 200 characters.

Parameters marked with an asterisk * are required.

Certificate Authentication

A This setting can only be used when authenticating a user using the EAP-TLS protocol.

In this section, the validation of a selected certificate field against an identification source attribute is
configured. The chosen attribute value from the user’s certificate is compared with the attribute specified in
the "Subject Name Attribute" field within the external identification source.When using an internal
identification source (Internal DB), the comparison is made with the value specified in the user’s "Login"
field.

Use certificate attribute for identity - enables the option to select an attribute to be used as the
username for authentication. If this setting is disabled, the User-Name attribute from the RADIUS
authentication request will be used instead.
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After enabling the setting, the Attribute field will become available.
® Attribute -afield in the certificate containing data for user identification.

The field can take the following values:

® Subject - Common Name

® Subject - Serial Number

® Subject

® Subject Alternative Name - Email
® Subject Alternative Name - DNS

® Subject Alternative Name - UPN

Authentication Sources List

In this section, you select the authentication sources to be used.

6 Some sources may not be available depending on your current license type.

® Available -list of all sources available for selection.

® Active -list of sources that will be applied for authentication.

To select a user credential source, grab it by the image field EE and drag it from the "Available" column on
the left to the "Active" column on the right.

Controls:

® |- -select all available authentication sources.

® &| -delete all selected authentication sources.

A search for a user by login is performed in all available sources specified in Active. The
A search is performed from top to bottom in the list. The search ends as soon as a matching
user login is found in the source.

Editing the identity sequence

To edit, click on the name of the identification sequence in the table.

Name P
Default sequence &
my_first_sequence

Portal auth sequence &

Figure 239. Column Title
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The editing page will open.

2 B Usersand devices > Identity management > Identity sequences > my_first sequence
< my_first_sequence
Name *

my_first_sequence

System

Created by admin

Description

& 0Dk OB O

0/200

Certificate Authentication
Use certificate attribute for identity

Type*

Authentication Sources List *

Available Active
it Endpoints i Internal DB
it Portal

i Guest endpoints

Ll

e

Figure 240. sequence editing panel

After editing, click Save. The button will be inactive until at least one change is made.

Deleting an identity sequence

To delete one or more identification sequences, you need to select them through the checkbox

the upper left corner above the table click on i .

2. B Usersand devices > Identity management > Identity sequences

and in

Q  Identity management

@ Network access users  Network user groups  Endpoints  Endpoints groups  External identity sources  Identity sequences

Q

B GBEE Q
@ -] Name 4 Description Identity sources

® Default sequence & Internal DB

h my_first_sequence Internal DB

=) Portal auth sequence & Guest endpoints, Portal

@

e

s selected elements: 1 0f 3

Figure 241. Selecting sequences to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.
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/N Action confirmation

Data will be deleted. Are you sure?

No [
. y
Figure 242. Modal dialog for confirmation

You will not be able to delete a sequence that is used in the authentication policies of any
policy set.

To delete a sequence, you must first remove it from the authentication policy, and then
delete the sequence itself.
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Network access

Policy elements

Authorization profiles
e Some functional described on this page are only available with an extended license. These
features are marked with special labels in the form of colored icons next to the name.

Description

Authorization profiles allow you to define actions that need to be performed after a user is authenticated.
Both access permission (ACCESS-ACCEPT) and access denial (ACCESS_REJECT) are available.

It is supported to add the following attributes to the ACCESS-ACCEPT response after client authentication:

® Dynamically assigned client VLAN, using standard IETF attributes (Tunnel-Medium-Type: IEEE-802,
Tunnel-Type: VLAN, Tunnel-Private-Group-Id: <VLAN ID>) or attributes configured in the device profile.

* The name of the ACL that needs to be assigned to the client (an ACL with this name must be configured
on the network equipment).

® Web redirection URL and pre-auth ACL.

* Another RADIUS attributes via Advanced Attribute Settings

Viewing a list of available authorization profiles

G Network access > Policy elements > Authorization profiles

Policy elements

Authorization profiles  Allowed protocols  Conditions  Dictionaries

+ & & £ Q

Name 4 Device Profile Description
DenyAccess DEFAULT
MES auth Eltex MES
PermitAccess DEFAULT

Portal web redirect profile Eltex WLC

o

o Total elements: 4

Figure 243. A table with a list of authorization profiles on the viewing page
On the bottom is a list table that contains the following columns:

® Name - name of the authorization profile.
® Network device profile -selected network device profile.

® Description -arbitrary description.
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You can sort in forward and reverse order by any column. By default, sorting is performed in direct
(alphabetical) order by the "Name" column.

Controls:

+ — Add a new element.

@ — Duplicate chosen element. Becomes active if only one element in the list is selected.
[l — Delete selected elements (inactive until at least one element is selected).

3 — Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).
/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

Adding an authorization profile

To add an authorization profile, click 4+ , the window for adding an authorization profile will open.

& 0% DO kODB O

®

B) Network access > Policy elements > Authorization profiles > Adding
« Adding

Name *

Device profile *

Access Type *

ACCESS_ACCEPT -

Description

0/1000

Authorization result

Access Type = ACCESS_ACCEPT

Common tasks

VLAN ID/Name *

Filter-ID *

Advanced attribute settings

Attribute Attribute value
8| = +

o
L
H
(i

Figure 244. The window for adding an authorization profile

Name * - name, must be unique. Maximum length is 100 characters.

Profile * - network device profile. In the network device profile, you configure permission to issue a
client VLAN and ACL, as well as which RADIUS attributes to use for this.
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Access type * - the access type for which the authorization profile will be applied. A drop-down list of
two elements: ACCESS_ACCEPT (by default) and ACCESS_REJECT .

Description - arbitrary description. Maximum length is 200 characters.

Authorization result -visualization of attributes in the resulting RADIUS packet based on the settings
of "Access type", "General tasks" and "Advanced attribute settings".

Common tasks - enable and configure common scenarios during user authorization. Scenarios combine
one or more attributes, configure in device profile. By default, all scripts are disabled.

O VLAN - enable dynamic assignment of VLAN to the user.

= VLAN ID/Name - VLAN number or name, issued in the "Tunnel-Private-Group-Id" attribute or other
attribute configured in the device profile.

© ACL -enable issuance of the access list name to the user.

® Filter-ID - the name of the access list assigned to the user. Must be configured with the
appropriate name on the network equipment to which the user connects.

o WODI/NNWAIN WebRedirection - enable redirect for the specified portal.
= Portal -aportal to which the user will be redirected when connected to the network.

B ACL name - name of the ACL that will be assigned when redirecting to the portal. ACL must be pre-
configured on the network device.

Advanced attribute settings - manual configuration of the issuance of RADIUS attributes. It is
recommended only if a script from the Common tasks list is not available for a certain authorization

result.

* -required fields.

To assign a dynamic VLAN and ACL to a user during authorization, these actions must be
A enabled in the network device profile that is used in the authorization profile. Otherwise,
their configuration will not be available.

After entering the required data and selecting the available protocols, click the "Add" button.
Editing an authorization profile

To edit the authorization profile, you need to click on its name on the list page.

Name
DenyAccess
MES auth
PermitAccess

Portal web redirect profile

Figure 245. Hyperlink to the authorization profile editing page

After that, the editing window will open.
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G Network access > Policy elements > Authorization profiles > Profile

« Profile
Name *
profile

Device profile *

AccessPoint - example -

Access Type *
ACCESS_ACCEPT -

& 0 %3O0k OB O

Description

0/1000

Authorization result

Access Type = ACCESS_ACCEPT

Common tasks

VLAN ID/Name *

Filter-ID *

Portal *

ACL name *

e

Advanced attribute settings

Attribute Attribute value

Figure 246. Authorization profile editing window

After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

Duplicating an authorization profile

A new profile can be created based on an existing one. To do this, select the profile to be copied using the
checkbox, and then click the button @ .

A form will open, similar to the addition form, with all fields filled with values from the selected reference.
By default, "_copy" is added to the value in the Name field. You can choose any other name that is not already
used in the system.

Deleting

To delete, in the list window, select the checkbox to the left of the authorization profiles that you want to
delete, and click the {iij button at the top left.
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B Network access > Policy elements > Authorization profiles

Policy elements

Authorization profiles  Allowed protocols  Conditions  Dictionaries

+ ® O © Q

DenyAccess DEFAULT

MES auth Eltex MES

Q
@
=]
2
@ -] Name 4 Device Profile Description
@
&
0 PermitAccess DEFAULT
@

Portal web redirect profile Eltex WLC

e

s selected elements: 10f 4

Figure 247. Selecting the authorization profile in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r )

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

e 4

Figure 248. Modal dialog for confirmation

Restrictions:
A ¢ You cannot delete an authorization profile that is used in any authorization policy.

Allowed Protocols

Description

Authentication protocol management allows you to allow or deny the use of specific protocols or
authorization methods when authenticating a endpoint. It is possible to configure multiple lists of allowed
protocols, which allows you to flexibly configure the allowed protocols in RADIUS policy sets for each user
scenario.

The following protocols are currently supported: PAP, MS-CHAPv2, EAP-PEAP, EAP-TLS, EAP-TTLS.

You can configure to enable or disable MAB authorization.
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View a list of allowed protocols

2. BD Networkaccess > Palicy elements > Allowed protocols

® 0O 3@k 0OB O

e

Policy elements

Authorization profiles  Allowed protocols  Conditions  Dictionaries

+ @ o

Name 4
Default protocols

EAP protocols

o Total elements: 2

Description

Default allowed protocol service

Figure 249. A table with a list of allowed protocol services on the viewing page

On the bottom is a list table that contains the following columns:

Name - the name of allowed protocols services.

Description - arbitrary description.

You can sort in forward and reverse order by any column. By default, sorting is performed in direct

(alphabetical) order by the "Name" column.

Controls:

Adding allowed protocols service

-+ — Add anew element.

] — Delete selected elements (inactive until at least one element is selected).

% —Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the

filtering condition are displayed.

To add a allowed protocols service, click + , and a window will open
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) Network access > Policy elements > Allowed protocols > Adding
« Adding

Name *

Description

0/1000

® 0 % DOk OB O

Allowed protocols

Authentication protocols 802.1x

PAP
MS_CHAP_V2
EAPTLS

EAP_PEAP

MAC Authentication Bypass (MAB)

Figure 250. Window for adding a list of allowed protocols

® Service name * -name, must be unique. Maximum length is 100 characters.
® Description - arbitrary description. Maximum length is 1000 characters.
® Available protocols -select available authentication protocols. By default, all protocols are disabled.

0 PAP - select the PAP protocol (password authentication protocol), which provides for sending the
login and password to the authentication server in clear text.

© MS_CHAP_V2 -select the MS-CHAPv2 protocol (Microsoft challenge handshake authentication protocol

version 2).

(e]

EAP_TLS - select the EAP-TLS protocol (Extensible Authentication Protocol Transport Layer Security)

[e]

EAP_PEAP - select the EAP-PEAP (Protected Extensible Authentication Protocol), which encapsulates
EAP (Extensible Authentication Protocol) inside the TLS tunnel (Transport Layer Security).

(e]

EAP_TTLS - select the EAP-TTLS (Tunneled TLS) - a more flexible analogue of PEAP, which can carry
not only modern EAP methods, but also old password verification protocols (such a PAP).

© MAC Authentication Bypass (MAB) - allow authentication of endpoint by MAC address.
* -required fields.

After entering the required data and selecting the available protocols, click the "Add" button.

Editing the allowed protocols service

To edit the allowed protocols service, on the page with the list, click on its name.

Name 4

Default protocols

Figure 251. Hyperlink to the page for editing the list of allowed protocols

After this, the editing window will open.
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) Network access > Policy elements > Allowed protocols > EAP protocols
« EAP protocols

Name *

EAP protocols

Description

® 0 5% DO MOB O

0/1000

Allowed protocols

Authentication protocols 802.1x

pAP

MS_CHAP_V2
EAP_TLS
EAP_PEAP

MAC Authentication Bypass (MAB)

Figure 252. The window for editing the list of allowed protocols
After editing, click the "Save" button. The button is hidden until at least one change is made.
The "Cancel" button resets the changes made to their original state.

Removing the allowed protocols service

To delete, in the list window, select the checkbox to the left of the allowed protocols services that you want
to delete, and click the button [ at the top left.

G Network access > Folicy elements > Allowed protocols

Policy elements

Authorization profiles  Allowed protocols  Conditions  Dictionaries

+ ® © Q

Default protocols Default allowed protocol service

Q
@
=)
2
@ -] Name 4 Description
@
& EAP protocols

0

@

e

s  selected elements: 1 of 2

Figure 253. Selecting allowed protocol services in the table to delete

0 Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 ™

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

e A

Figure 254. Modal dialog for confirmation
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Restrictions:
A e you cannot delete the Allowed Protocols service that is used in any policy sets.

Dictionaries

Description

The basic element when setting up logical condition are attributes grouped into dictionaries. In addition to
basic and vendor-specific RADIUS attributes, NAICE allows the use of Non-RADIUS attributes, such as
network device parameters (DEVICE dictionary) or user parameters (IDENTITY dictionary).

Dictionaries and attributes are available for viewing on a separate page. Adding new dictionaries or editing
existing ones is not available.

If the dictionary you need is not added to the system, contact us using the "Make a wish"

@ button, accessible from the navigation menu or the & in the lower left part of the
navigation menu.
View dictionaries

On the left side (with the heading "Dictionaries") there is a list of available dictionaries, on the right side - the
contents of the selected dictionary (by default - the contents of the RADIUS dictionary):

P BD Network access > Policy elements > Dictionaries > RADIUS

Q  Policy elements
@  Authorization profiles  Allowed protocols  Conditions  Dictionaries  RADIUS session limits
Q
2 Q 5] Q
Q@ <« = Name Vendor ID Description
@ 3GPP2 5535 3GPPz dictionary
b > © DEVICE 2 3GPP 10415 3GPP dictionary
8] > & IDENTITY 3 3com 43 3com dictionary
@ 5 © INTERNAL_RADIUS 1 ALU-AAA 831 ALU-AAA dictionary
® Loap APC 318 APC dictionary
> (5 NETWORK_ACCESS 1 =3 5 acgdictionaly
. NDRMALI;ED,RADIUS , Actelis 5468 Actelis dictionary
Airespace 14179 Airespace dictionary
> (2 PROFILING 2
Alteon 1872 Alteon dictionary
> © (Bl — Alvarion 12304 Alvarion dictionary
> (3 TACACS_PLUS a Aptis 2637 Aptis dictionary
Ascend 529 Ascend dictionary
BSkyB 16924 B5kyB dictionary
Arista 30065 Arista dictionary
Azaire 7751 Azaire dictionary
Cajun_p330 2167 Cajun_p330 dictionary
camiant 21274 Camiant dictionary
Cisco 9 Cisco dictionary
Bay-Networks 1584 Bay-Networks dictionary
BinTec 272 BinTec dictionary
Cisco-ASA 3076 Cisco-ASA dictionary
Bristol 4363 Bristol dictionary
0 citrix 66 Citrix dictionary
@ BT S04 BT dictionary
© ADSL-Forum 3561 ADSL-Forum dictionary
» Total elements: 172
Figure 255. View dictionaries
Controls:

* > -Expand the list of nested dictionaries.

® "Dictionaries. Search" -Filtering by dictionary name.

e "RADIUS. Search" -Filtering by nested dictionaries and attributes.
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% -Update the data

e [8 := -Switchthe display option for the dictionary navigation menu.

View nested dictionaries and attributes

To view information about an attribute, click on the attribute name in the attribute list:

B Network access > Policy elements > Dictionaries > RADIUS > RADIUS

Policy elements

Authorization profiles  Allowed protocols ~ Conditions  Dictionaries  RADIUS session limits

Q
@
Q
Q se Name
2 RADIUS
() <=
P Type
& > (3 DEVICE 2 RApis
=} > B IDENTITY 3 VendorID
@ > (3 INTERNAL_RADIUS 1 S
© LDAP Description
Y MEDHORKIACCESS 9 RADIUS dictionary
> (3 NORMALISED_RADIUS 1
> & PROFILING 2
Dictionary attributes
> (2 RADIUS 172
<
> (5 TACACS_PLUS 1
D Name
1 User-Name
2 User-password
3 CHAP-Password
4 NAS-IP-Address
5 NAS-Port
6 Service-Type
7 Framed-Protocol
8 Framed-IP-Address
9 Framed-IP-Netmask
10 Framed-Routing
o] " Filter-1d
@ 12 Framed-MTU
(=] 13 Framed-Compression
14 Login-IP-Host
o Total elements: 171

Figure 256. View attributes

To view information about an attribute, click its name:

Data type
STRING
STRING
OCTETS
1P_4_ADDR
INTEGER
NAMED
NAMED
1P_4_ADDR
1P_4_ADDR
NAMED
STRING
INTEGER
NAMED

IP 4 ADDR
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RADIUS

MName

Service-Type

Data type
NAMED

Vendor ID
0

Attribute ID
b

Allowed values

Key

Login-User
Framed-User
Callback-Login-User
Callback-Framed-User
Outbound-User
Administrative-User
MNAS-Prompt-User
Authenticate-Only
Callback-NAS-Prompt

Call-Check

Callback-Administrative

Total elements: 11

Figure 257. View information about an attribute

Value

10

11

For attributes that have a finite list of valid values, this page will list a list of those values.

Conditions

Description

Logical conditions are the main element of authentication and authorization policies, which are responsible

for generating criteria that allow determining whether a user can pass authentication and what actions

should be applied to him when authorizing.
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The algebra of logic is the basis for creating and processing a logical condition. The result of the condition is
"True" or "False". The result may be inverted. The condition can be simple or complex. In a simple condition,
only one attribute acts as a verification criterion. In a complex condition, you can use several different
attributes, combining them with the "AND"/"OR" logical operations.

View a list of logical conditions

G Network access > Policy elements > Conditions

Q  Policy elements
@  Authorization profiles  Allowed protocols  Conditions  Dictionaries
° b d
Library Editor
&
& (a
® Attribute *
&
o i Test condition 6] NEW
Default test condition @ Operator * Attribute/value *
@ Equals -
LAWIredia02 1x © Is Not Double ~ Save
Default Wired802_1x flow type
condition
NEW AND OR
i wired_MAB 6]
Default WiredMAB flow type
condition
it Wireless_802.1X (6]
Default Wireless802_1x flow type
condition
it Radius Called-Station-ID o]
Default Called-Station-ID o
i Radius framed protocol o]
Default Framed-Protocol 0}
c) i Wireless_MAB. 6]
® Default WirelessMAB flow type
condition
[=]

Figure 258. Library of logical conditions
On the left is a Library of logical conditions.
On the right is the logical condition Editor:

® Attribute * - attribute of a logical condition.

® Operator * - the selected logical condition operator. Can take values (depending on the attribute value
type):

© More or equal / Less or equal

© More than / Less than

o

Equals / Not equal

(o]

Equal to NULL / Not equal to NULL

© Starts with / Doesn’t start with

o "Ends with"/ Does not end with
o (Contains / Does not contain
o

Match (full string match, case sensitive, there is also support for regular expressions)
© IP range

© IP net mask
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Empty value

Attribute/value * - attribute/value that is used to match the logical condition attribute in accordance

with the selected operator. For an attribute that assumes predefined values, the value is selected from
the list.

Is Not - choice of inverting the result of the condition (by default the condition is "Complied", when the
setting is enabled, the condition will be considered "Not Complied")

NEW - adding a new logical condition to the existing hierarchy at the same level as the current one.
AND - adding a new logical condition as a "child" for an existing one with the logical operator "AND".

OR - adding a new logical condition as a "child" for an existing one with the logical operator "OR".
* -required fields.

Controls:

e "Search" - Performs case-insensitive filtering based on the library of logical conditions.

() -Preview the contents of the logical condition.
® i -Deleting alogical condition.
L X N ] o .
* e se-Openthedictionary to add an element.
L X X ]
e ¥ -Remove anelement from the editor. Action depends on location:

o clicking to the right of the "Attribute" field will clear the corresponding field;

© clicking to the right of the Attribute/Value field will clear the corresponding field;

o clicking to the right of alogical condition will remove that condition.

"Save" - Save the corresponding logical condition.

Attribute selection menu

L X X ]
To select an attribute to be used in the condition, click e e - the attribute selection menu will open.
L X ¥ ]
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Select attribute for condition

\IN G Device 28 Identity

Attribute
3GPP-Allocate-IP-Type
3GPP-Camel-Charging-Info
3GPP-Charging-Characteristics

3GPP-Charging-Gateway-Address

3GPP-Charging-Gateway-1Pv6-Ad...

3GPP-Charging-1D
3GPP-GGSN-Address

2GPP.GESM-IPyA-Addrecs

Q Internal RADIUS = LDAP (J Normalised RADIUS

Dictionary ID
Dictionary ID
3GPP 27
3GPP 24
3GPP 13
3GPP 4
3GPP 14
3GPP 2
3GPP 7
2PP 1A

Figure 259. Attribute selection menu

5J RADIUS

At the top there is a list that allows you to filter by dictionary type. Only one type can be selected.

Types of dictionaries:

e 5) RADIUS - dictionaries of RADIUS attributes, including vendor-specific.

o [D NORMALISED_RADIUS - system radius attributes calculated by the system.

CO DEVICE - device attributes

&g IDENTITY - users and endpoints attributes.

B LDAP - attributes of external identity sources.

Below are attribute filtering columns.

e "Attribute" - case-insensitive filtering by attribute name.

D INTERNAL_RADIUS - service dictionary with system attributes is usually not used.

¢ "Dictionary" - menu for selecting a dictionary. A dictionary type must be selected to use it.

e "ID"-filtering by attribute number.

Creating logical conditions

Creating a simple logical condition

You can create logical conditions at Editor.
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Attribute *

NEW
Operator * Attribute/value *

Equals -

Is Not Double  save

NEW  AND OR

Figure 260. Initial state of Editor
After clicking onE E E in the right side of the “Attribute” field, the dictionary will open.

To find the required attribute, you can use filtering by attribute name. Or select the type of dictionary and
select the required dictionary by scrolling the drop-down list to determine the required attribute.

Editor

Attribute *

NEW
Operator * Attribute/value * Select attribute for condition

Equals e All 0 Device & Identity O Internal RADIUS [ LDAP (D Normalised RADIUS 5J RADIUS

Is Not Dictionary D

Attribute Dictionary m :
3GPP-Allocate-1P-Type 3GPP 27

3GPP-Camel-Charging-Info 3GPP 24

3GPP-Charging-Characteristics 3GPP 13

3GPP-Charging-Gateway-Address 3GPP 4

3GPP-Charging-Gateway-IPve-Ad... 3GPP 14

3GPP-Charging-1D 3GPP 2

3GPP-GGSN-Address 3GPP 7

2UPP-GRSN-IPVA-Address 2APP 1A
Figure 261. Attribute selection

After selecting an attribute, click on it, and it will be placed in the “Attribute” field.

Select the operator (by default, “Equal” is substituted). The operator selection list depends on the type of
data that can be used in the value of the selected attribute.

Attribute data type Supported operators

String Matches, Ends with, Does not end with, Starts with,
Does not begin with, Contains, Does not contain,
Equal to, Not equal to, Equal to NULL, Not equal to
NULL, Empty value

Number Greater than or equal to, Greater than, Less than or
equal to, Less than, Equal to, Not equal to, Equal to
NULL, Not equal to NULL, Empty value

IPv4 address Equal to, Not equal to, Equal to NULL, Not equal to
NULL, IP range, IP net mask, Empty value
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Attribute data type Supported operators

MAC address Equal to, Not equal to, Equal to NULL, Not equal to
NULL, Starts with, Does not start with, Ends with,
Does not end with, Contains, Does not contain,

Empty value

Name Equal to, Not equal to, Equal to NULL, Not equal to
NULL

Byte sequence Equal to NULL, Not equal to NULL

Select an attribute in the Attribute/value field or enter its value.

Attribute *

Normalised Radius-Flow Type

NEW
Operator * Attribute/value *

Equals v Wired802_1x v X

Is Not Double  Save

NEW  AND OR

Figure 262. A condition in which all parameters are filled in

Then click the “Save” button. You can replace an existing condition in the library or save a new one.
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By default, the action assumes saving the new condition:

® Name * - name of the condition. Maximum length is 100 characters.

® Description - arbitrary description. Maximum length is 200 characters.
* - required fields.

Then click the “Save” button.

Save and replace an existing condition in the library. To do this, select "Replace an existing condition in the
library" and select a condition from the drop-down list. If necessary, you can filter by name by entering the
appropriate text in the field in front of the list.

Then click the “Save” button.

e The "Save" button is always active to be able to save an existing condition under a
different name.

Creating a complex logical condition

To create a complex logical condition, use the panel under the logical condition.

NEW AND OR

Figure 264. Panel to create an additional logical condition

* New - add alogical condition at the same level as the existing one.
® AND - add a child condition with logical "AND".

® OR -add a child condition with alogical "OR".

When you click "New", an additional rule will appear in the editor on the same level as the existing one,
combined with alogical "AND".

Attribute *

Normalised Radius-Flow Type

NEW
Operator * Attributesvalue *

Equals - Wired802_1x - X

Is Not Double  Save

Attribute *

NEW
Operator * Attribute/value *

Equals -

Is Not Double  Save

NEW  AND OR

Is Not Save

Figure 265. Condition consisting of two conditions combined by a logical "AND"
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Logical "AND" combining rules can be changed to "OR".

e It is possible to save each condition separately using the “Save” button in its window or all together
using the “Save” button at the bottom.

® To delete a condition, click on ¥ at the top right in the condition window.

* To completely clear all conditions in the editor, click ¥ at the top right of the editor, located behind the

windows of individual conditions.

When you press "AND"/"OR", a new window will appear in which a new menu will be available, then you can
add conditions at a new level or create child conditions. There is no restriction on the nesting of conditions.

Attribute *

Normalised Radius-Flow Type

NEW
Operator * Attribute/value *

Equals - Wired802_1x v X
Is Not Double  Ssave

x
Attribute *

AND ¥ NEW
Operator * Attribute/value *

Equals -

Is Not Double  Save

%
AND v | NEW AND OR

Is Not Save

NEW  AND OR

Is Not

Figure 266. Condition containing nested rules
To save all conditions, click the "Save" button in the lower right corner.

Using regular expressions

Regular expressions can be used when adding a condition to a policy set for attributes with the matches
operator. This allows you to specify a "pattern” that can match multiple values using just one line.

Example 1. Using regular expressions in logical conditions

Task: You need to apply a policy set to all connections from devices whose names start with the MES
prefix.

Possible Solution:

In order to select only connections from certain devices, you can use the RADIUS NAS-Identifier
attribute in the condition. Note that it usually requires configuration on the NAS device to send it.

In order to avoid creating separate RADIUS NAS-Identifier equals MES1 etc. conditions for each
device, you can create one RADIUS NAS-Identifier matches MES.* condition.

The .* construct means "any number of any characters" after MES.
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You can also use a more strict expression if, for example, you want MES to always be followed by 4
digits and one letter: MES\d{4}[A-Z].
Here:

\d{4} — four digits;

[A-Z] — one uppercase letter.

Short list of frequently used metacharacters

e characters:

o . -any character

[e]

\d - any digit
o \w - any letter in any case
o "\s'is aspace character
o \ -any special character escape.
e grouping:
o [abc] -one of the characters listed in brackets (or a, or b, or c)
o [a-z] -one of the characters listed in the range
o (abc) - combining characters in the specified order into one group
e quantifiers:
@ o “a? " -0or1occurrence of a character
o a* -0ormore occurrences of a character
o a+ -1ormore occurrences of a character
o a{n} -occurrence of the symbol n times
o a{n,} -occurrence of the character n or more times
o a{n,m} -occurrence of a symbol from n to m times
¢ logical operations:
o Aa -negation
o a|b -one of two specified characters (OR)
¢ useful combinations:
o .* -any character any number of times
o \w+ -anyword

o (word1)|(word2) -one of the specified words.

Editing alogical condition

To edit alogical condition, you need to grab it with the cursor in the library and move it to the editor field.
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) Network access > Policy elements > Conditions

Q  Policy elements
@  Authorization profiles  Allowed protocols  Conditions  Dictionaries
@ Lib Edi
ibrary itor
&
& (a
@ Attribute *
b
i Test condition @ NEW
=) ————— & Operator * Attributenvalue *
@ Equals -
H Tl LT PLES e Is Not Double  Save
Default Wired802_1x flow type
condition ( i New condition 6]
Custom condition @ A
i Wired_MAB o

Default WiredMAB flow type
condition

B
o B ®
i Wireless_802.1X
® Defau\t\/-»lwre\essﬁnzjxﬂowtype
condition
Figure 267. Selecting a logical condition
New condition X

Is Not Double  Change

NEW AND OR

Figure 268. Editing a logical condition

To edit the condition, click the "Edit" button. After editing, click the "Save" button. Since the condition was
previously saved in the library, by default it will be proposed to save it with the same name. If necessary, you
can select another condition to be overwritten or select "Save to library as new condition." Click the "Save"
button.

Also, during editing, you can drag conditions from the library into the child condition editor field.

Delete alogical condition

To delete a logical condition you need to find it in the library and click the button {ij at the right of the

condition name.
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A

Library

i Test condition 6]
Default test condition 0]

1 Wired_802.1X ®

Default Wired802_1x flow type
condition

i Wired MAB ®

Default WiredMAB flow type
condition

Figure 269. Selecting a condition to delete

Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r Y

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

. y
Figure 270. Modal dialog for confirmation

Restrictions:

e some system logical conditions cannot be deleted or edited;
¢ you cannot delete logical conditions that are used in other complex logical conditions;

e You cannot delete logical conditions that are used in any set of policies.

RADIUS Session Limits

Description

The simultaneous RADIUS session limiting functionality allows you to control the use of user accounts when
connecting to the network. The mechanism limits the number of simultaneously active user sessions and
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prevents unauthorized sharing of credentials.

The limit is applied to all identity sources except guest endpoints. Portal redirect sessions are not counted in
the limit. The limit is not applied to MAB authentication.

0 This section is only available when RADIUS Accounting processing is enabled (System
Settings — Services — RADIUS).

Configuring RADIUS Session Limits

G Network access > Policy elements > RADIUS session limits

Policy elements

Authorization profiles  Allowed protocols ~ Conditions  Dictionaries  RADIUS session limits

Active session lifetime, min * @

® O 5% 3 Qk0OB O

Identity source & Active sessions limit Session time limit (hh:mm)

source 1 100 Global | 48:00 0
Source 2 200 @ Global | 00:00 2]

Source 3 50 Global = 12:00 0

®

Total elements: 3

Figure 271. RADIUS session limits configuration page
At the top of the page is the global parameter:

® Active session lifetime * - the maximum lifetime of an active session since its last update. If no
events confirming its relevance are received during the specified period, the system considers the
session hung and automatically terminates it. Automatic termination frees the quota set for the source
for new connections.

A The value is specified in hours:minutes format and must be greater than 00:00.

The global session lifetime is applied to identity sources that have the Global toggle enabled in the time
settings.

Below the global setting is the identity sources table. In the table, you can configure the following
parameters for each source:

® Active session limit - the maximum number of simultaneously active sessions of one user within this
source.

© 0 -limit is disabled. The system does not check the number of active sessions.

© N > 0 - when the limit is reached, the system returns an Access-Reject response, and the user does
not gain network access.

® Session time limit -the active session lifetime for this source, specified in hours:minutes format.
© Global -toggle for applying the global session lifetime.

= Enabled - the global lifetime setting is applied to sessions of this source.
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= Disabled - a custom lifetime value is specified for this source, independent of the global setting.

6 When the Global toggle is disabled, specifying the session time limit is required.

How Simultaneous RADIUS Session Limit Works
Active Session Count

The NAICE system tracks sessions based on RADIUS Accounting attributes. The number of active sessions for
a given user is determined sequentially using the following attribute combinations:

1. Class-25 - determining connection uniqueness based on an attribute containing a unique connection
identifier.

2. NAS IP + Session-ID - determining connection uniqueness by the combination of the network device IP
address and session identifier.

3. Identity source + NAS IP + MAC address + Username - determining connection uniqueness when the
authentication source is known. MAC address is not a required attribute.

4. NAS IP + MAC address - determining connection uniqueness for portal users.

5. NAS IP + MAC address + Username - determining connection uniqueness when none of the above
attribute combinations were sent by the network device. MAC address is not a required attribute.

e The NAICE system uses the first matching attribute combination from the list.

Authentication Check

When authenticating a user, the system identifies them by the combination "Identity Source + Username" and
checks the number of active RADIUS sessions:

* If the number of active sessions is less than the set limit - access is granted.

e If the number of active sessions exceeds the set limit - the system returns Access-Reject. The reason for
rejection is recorded in the event log: simultaneous session limit exceeded.

session is terminated by timeout. Manual session termination by the administrator also

g A session is considered active until a RADIUS Accounting Stop packet is received or the
frees the active RADIUS session quota.

RADIUS policies

Description

Authentication and authorization policies define the actions that must be taken when receiving requests for
user authentication from network devices via the RADIUS protocol and the actions when authorizing users.

Request processing order

The order of processing authentication/authorization requests from users transmitted by network devices
is as follows:
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Initial check of network device data:

o

[e]

o

o

o

Incoming RADIUS requests are analyzed for the presence of a NAS-IP-Address attribute - if missing,
the packet is dropped and no response is returned.

The received NAS-IP-Address searched among records about ref:users-and-devices:network-
resources/devices.adoc[network devices] - if missing, the packet is discarded and no response is
returned.

The correctness of the secret in the RADIUS request is checked - if the secret is incorrect, ACCESS-
REJECT is returned.

. Processing in the policy table.

The RADIUS packet is checked for compliance with the logical conditions used in the policies.
The check is performed sequentially from top to bottom.

RADIUS policies set to Status Disabled do not using in the check, the counter in the Hits count
column does not increase.

RADIUS policies set to Status Condition Check do not using in the check, but the counter in the
Hits count column increases when the policy is matched.

When a suitable policy is found, further search stops and checking continues within the framework of
this policy.

If a policy with a suitable condition is not found, a response will be sent to the network device within
the Default policy. By default, in this set of policies, the DenyAccess authorization profile is
configured in the authorization policy, according to which ACCESS_REJECT will be sent to the
network device. This behavior can be changed by editing the policies in Default.

. Processing within the framework of the found policy:

The authentication protocol used in the RADIUS request is checked and compared with those
available in the selected list of protocols. If no matches are found, an ACCESS-REJECT will be sent to
the network device.

Authentication policies are checked from top to bottom until a matching condition are found. If no
suitable authentication policy is found with a matching condition it will be matched to Default
authentication policy at the end of list and identity sequence from this authentication policy will be
used to authenticate user.

A search is performed for the user in the selected list of identity sequences. If no user login will be
found in the list of identity sequence the ACCESS-REJECT will be sent to the network device.

Authorization policies are checked from top to bottom until a matching condition are found. If no
suitable authorization policy is found with a matching condition, an ACCESS-REJECT will be sent to
the network device using the Default authorization policy at the end of list. The default behavior can
be overridden.

After defining the authorization policy, the user’s password is checked. If it does not match, an
ACCESS-REJECT will be sent to the network device.

After successful verification of the user’s login/password, the attributes expected from the used
authorization profile will be added to the response and the response will be sent to the network
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device. Both ACCESS-ACCEPT and ACCESS-REJECT responses can be configured in the authorization
profile.

View a list of policy sets

B Network access > RADIUS policies

Q  RADIUS policies
@
<  OReset Q
Q
& @ The policies are executed in the specified order.
@ You can change the order by dragging the table rows.
®
FS + Sstatus Name* Description Conditions* Allowed protocols* Hits count
0 Enabled Wired network 0
il IfeCine Ao EAP-PEAP, EAP-TLS Default protocols -
@ 4 Wired_802.1X
17/1000
Enabled Wireless network EAP-PEAP, EAP-TLS Default protocols - 0
P Wireless_802.1
17/1000
Enabled Wired network (MAB) MAC Auth Bypass MAB - 0
Wired MAB

2
15/1000

Enabled Captive Portal WiFi MAB v 0 : »
% Wired MAB
41000 pon

® (D Normalised Radius‘SSID Equals NAICE-Portal

(]

© © Defaue Default policy set Default protocols

Figure 272. View all policy sets

The table displays RADIUS policies in accordance with which authentication/authorization requests are
processed.

The last policy named Default cannot be deleted, nor can its name or condition be
A changed.
It will always be the last one in the list, below which other policies cannot be placed.

Description of table columns:

® Status -status of the policy set (enabled / disabled / default).
® Name * - the name of the set of policies. Maximum length - 200 characters.
® Description - arbitrary description. Maximum length - 1000 characters.

® Conditions * - used logical conditions. If a library condition is used, its name is displayed. If a non-
library condition is used, its structure is displayed.

® Allowed protocols *-selected list of allowed protocols.
® Hits count - count of authorization attempts that fall under the specified Conditions.
® Actions -actions to add/remove a set of policies.

® Setting - switch to viewing and editing authentication/authorization policies of the selected set of
policies.

Parameters marked with an asterisk * are required.
Controls:

® Search - case insensitive search by the name of a set of policies (found matches will be highlighted).

e = -refreshdata.
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(O Reset - reset the counters of RADIUS packets that were processed under this policy set for all

policy sets.

+ -add a policy (the policy will be added first in the list).

® Hits count -displays a counter of RADIUS packets that were processed according to this set of policies.
By clicking on the counter value, the Reset button opens to reset the packet counters one at a time for

the selected set of policies.

e ¢ -actions:
© Add on top -add a set of policies Before the selected one;
© Add below - add a set of policies After the selected one;

0 Delete -delete the selected set of policies.

» -go to managing the authentication/authorization policies of the current set of policies.

® Save -save changes.

® (Cancel -cancel changes.

All RADIUS policies are checked in order, as shown on the screen - from top to bottom. RADIUS policies are
always displayed on the page fully: Search does not hide entries from the list, but only highlight them.

GD Network access > RADIUS policies
Q  RADIUS policies
@
S OReset Q wired network
Q
2 @ The policies are executed in the specified order.
@ You can change the order by dragging the table rows.
®
& +  status Name* Description Conditions* Allowed protocols* Hits count
0 Enabled Wired network 0
A e IS Tt EAP-PEAP, EAP-TLS Default protocols
@ ~ Wired 802.1%
17/1000
Enabled Wireless network EAP-PEAP, EAP-TLS Default protocols ® »
% Wireless_802.1X
17/1000
@ Enabled Wired network (MAB) MAC Auth Bypass MAB 0 »
Wired MAB

2
15/1000

Figure 273. Search for policy set

L]

To change the order, drag the policy by the :% inthe + column.

L + Status Mame*
i Enabled Wired network
s Enabled Wireless netwt

Figure 274. Change policy set order. Drag and drop action

6 After changing the order of policies, do not forget to click the Save button, otherwise the
changes will not take effect.
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To view the list of authentication and authorization policies, in the Setting column, click »» to the right
of the selected set of policies.
Editing a set of policies

To add a policy in the list of RADIUS policies it is demanded to click the + button at the top left - the new
policy will be added first in the list.

| + Status Mame*
:s @ Enabled Wired network
:: s I = | Wiraelsce natiars

Figure 275. Display new policy. Add action

If it is necessary to add policy to an arbitrary location in list it is demanded to click on the button 3 to the
right of the selected policy of RADIUS policies list and select Add on top or Add on bottom in the drop-down
menu.

Hits count
0 »
Add on top
0 Add below »
Delete
0 »
0 : »

Figure 276. Display policy. Drop-down menus with actions
Information on Status:

J Enabled - Allows processing requests;
* (¥ Disabled -Excludesfrom processing, does not check the Condition, and does not handle requests;

* (& Condition check - Allows checking the Condition (and increments the trigger counter) but does not

process requests;

* (¥ Default - Used only for the default policy.
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| -+ Status Mame*
:s @ Enabled Wired network
(¥) Enabled
(¥ Disabled
. ® Condition check Wireless network
s () Enabled Wired network (MAB)
. @ Enabled Captive Portal

Figure 277. Change policy status

In the newly created policy set, in the Name field, enter the name of the policy set or leave the automatically

generated name unchanged.

& +  status Name* Description Conditions* Allowed protocols* Hits count
@ @ Enabled | New Policy Set 1 x | | Enter description | Select protocol - »
i Y P 4 | + Add !
0/1000
@ Enabled Wired network | EAP-PEAP, EAP-TLS | | Default protocols v | © »
4 Wired_802.1X
1771000

Figure 278. Displaying the new policy entry. Elements are required

To edit a condition, click 4 Add and the condition editor will open.

Library Editor

| Q search

Attribute *

| selectvalue

i Test condition

Default test condition Operator * Attribute/value *

| Equals ~ || Enter or select value

i Wired_802.1X
Default Wired802_1x flow type

Double

Save

condition
NEW AND OR

i Wired_MAB
Default WiredMAB flow type
condition

i Wireless_802.1%

Default Wireless802_1x flow type
condition

i Radius Called-Station-ID
Default Called-Station-ID

i Radius framed protocol
Default Framed-Protocol

i wireless_MAB
Default WirelessMAB flow type
condition

Figure 279. Conditions editor

Editing conditions is done in the same way as described in conditions.
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When setting up a policy, there is a limitation on the types of dictionaries used. You can
use dictionaries: DEVICE, RADIUS, NORMALISED_RADIUS, INTERNAL_RADIUS. This is due to
what information about the client connection can be obtained by the time the policy set is
checked, and what information has not yet been obtained.

When editing conditions directly in the policy, the ability to use the configured condition without saving it in
the Library is added. To do this, after setting, without saving the condition, click the Use button.

After that, in the Available protocols column, select the required list.

By clicking the Save button the files will be saved.

A

After creating a new policy, you must configure authentication and authorization policies
for it; without this, all attempts to connect users that fall under the logical condition of
this policy will be rejected!

To configure, go to Authentication and authorization policies.

Deleting a policy set

To delete policy set click on the E button and select the Delete action.

A
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Hits count
0 ' x
Add on top
0 Add below »
Delete
0 : ¥
0 : »

Figure 280. Drop-down menu for deletion of policy set

Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.



/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes
. J

Figure 281. Modal dialog for confirmation

Policy hits count

The counters in the Hits count column show how many attempts were processed using this policy. Value
changes indicate that the Condition is triggering.

Using the & Condition check status and observing the trigger counters, you can first

@ fine-tune and debug the condition, and only then put the policy into operation by
switching it to the (¥} Enabled status.

The trigger counters for all policy sets can be reset by clicking on (% Reset . To reset the counter for a
specific set, click the number in the Hits Count® column, click the Reset button, and confirm the action.
Authentication and authorization policies

View a list of authentication and authorization policies for the selected policy
set

To view the list of authentication and authorization policies, in the View column, click »» to the right of

& B Networkaccess > RADIUS policies > Test policy set
Q ¢ Test policy set
@
o (54
& Status Name* Description Conditions* Allowed protocols* Hits count
[}
@lensbed Test policy set x Default protocols - i
® [l o Test condition & b
h
0
@ Authentication policy -
e w
+ Status Name* Conditions* Identity sequences* Hits count
@ Defauke Default Default sequence - 0
Authorization policy -
@ @
+ Status Name* Conditions* Authorization profiles* Hits count
® @ Defaukc Default DenyAceess 0

Search

e

Figure 282. Policy et view and edition page
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The latest authentication and authorization policy rules named Default cannot bhe

A renamed or their trigger condition changed.
They will always be last in the list; other rules cannot be placed lower.
They will always "match" if none of the policies above are suitable.

The form for viewing a separate set of policies is divided into blocks:

* A block responsible for managing a set of policies, which displays the contents of the selected set of
policies in a format similar to that used in RADIUS policies.

¢ Authentication policy - manages user authentication.

¢ Authorization policy - user authorization management.

Controls:

e 3 -request the current number of policies hits from the set.

® Status -enable, disable or monitor the policy.
® Name *-name of the policy.
® Description -arbitrary description.

® Conditions * - used logical conditions. If a library condition is used, its name is displayed. If a non-
library condition is used, its structure is displayed.

Allowed protocols *-selected list of allowed protocols.

® TIdentity sequences *-selected identity sequence.
® Authorization profiles *-selection of available authorization profiles.

® Hits count -the count of authorization attempts that fall under the specified Conditions. By clicking on
the number of operations the counter can be Reset.

* & -actions:
© Add above - add a new policy rule BEFORE the selected one;
© Add below - add a new policy rule AFTER the selected one;

© Duplicate -add anew policy rule, similar to the selected one, before the duplicated rule;
O Delete - delete the selected rule.
® Save -save changes.

® (Cancel -cancel changes.

Parameters marked with an asterisk * are required.

To change the order of the Authentication and Authorization Policies, drag the policy by the :: element in
the 4+ column similar to the RADIUS policies section.

Editing authentication and authorization policies

To edit, click »)» to the right of the selected set of policies.
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You must configure at least one authentication policy and one authorization policy for a

A client to successfully connect using this set of policies, otherwise the default deny rule will
be applied.
The Default policy can be edited to set a different behavior, but for security it is
e recommended to configure your own rules with a narrower scope and leave the default

behavior as deny.

Authentication Policy
Authentication policy
[}

+ Status Name* Conditions* Identity sequences* Hits count

© Default Default Default sequence - 0

Figure 283. "Authentication” policies panel

To configure the authentication policy in the Authentication Policy block, you must click the button + . A
new rule will appear.

Authentication policy

@ w

+ Status Name* Conditions* Identity sequences* Hits count

Enabled -
Authentication rule 1 x + Add

Default Default

Default sequence -

Figure 284. New "Authentication” policy
Inthe Name field, enter the name of the policy rule.

To edit a condition, click 4 Add - the condition editor will open. Editing conditions is performed in

the same way as described in Conditions.

e When setting up an authentication policy, there is a limitation on the types of dictionaries
used. You can use dictionaries: DEVICE, RADIUS, NORMALISED_RADIUS, INTERNAL_RADIUS.

When editing conditions directly in the policy, the ability to use the configured condition without saving it in
the library is added. To do this, after setting, without saving the condition, click the Use button.

Inthe Identity sequences drop-down menu, select the identity sequence.

A new policy rule can also be created from an existing one by duplicating it. To do this, select the desired
rule/rulesvia' |, and thenclick @ above the table. A new rule will be created above the selected one with

similar settings and a name ending with "_copy".

Using the s button to the right of the policy, you can add a new one above or below, duplicate or delete the
current one.
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equences™® Hits count

alue - ] .
Add on top

Sequence - ’ Add below
Duplicate
Delete

Figure 285. Authentication Policy. Dropdown Menus. Actions

We can also change the policy status.

Authentication policy

@ W
+ Status Mame*
. Enabled Authentication rule
() Enabled
(¥) Disabled

Default
(@) Condition check

Figure 286. Authentication Policy. Change policy status
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Authorization Policy

Authorization policy

@ w

+ Status Name* Conditions* Authorization profiles* Hits count

Default Default DenyAccess 0

search

Figure 287. Policy panel "Authorizations”

To configure an authorization policy rule in the Authorization Policies block, click + . A new rule will

appear.

Authorization policy

& u

+ Status Name* Conditions* Authorization profiles® Hits count
B 0
Authorization rule 1 x + add ‘ search

Default Default DenyAccess x 0

Enabled

Search

Figure 288. New "Authorization” policy

In the Name field, enter the name of the policy.

To edit a condition, click <= Add - the condition editor will open. Editing conditions is performed in

the same way as described in Conditions. When setting up an authorization policy, you can use all types of
dictionaries without restrictions.

When editing conditions directly in the policy, the ability to use the configured condition without saving it in
the library is added. To do this, after setting, without saving the condition, click the Use button.

Select the required profile in the Authorization profiles drop-down menu. If necessary, you can add several
profiles; their non-conflicting settings will be summed up.

Several Authorization Profiles can be linked to one Authorization Policy.
@ However, only those that match the current Device Profile will be considered when
processing the request.

A new policy rule can also be created from an existing one by duplicating it. To do this, select the desired
rule/rulesvia' |, and thenclick @ above the table. A new rule will be created above the selected one with

similar settings and a name ending with "_copy".

Using the E button to the right of the policy, you can add a new one above or below, duplicate or delete

the current one.
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ition profiles* Hits count
] 0
Add on top
jeess X ° " Add below
Duplicate
Delete

Figure 289. Authorization Policy. Dropdown Menus. Actions

You can also change the status of a policy in a similar way to the statuses in policy sets.

Authorization policy

@ W
+ Status Mame*
ss Enabled Authorization rule 1
() Enabled
(¥) Disabled

Default
(@) Condition check

Figure 290. Authorization Policy. Change policy status

The Save button will become available only after adding at least one fully configured authentication policy
and authorization policy.

Click the Save button.

Editing policies

Policies are edited by clicking on the corresponding setting field.
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After this, youneed to click the Save button.

Deleting policies

To delete one policy rule click on the E button and select the Delete action.

To delete multiple rules, select them using'  and thenclick {iij above the table of rules.

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes
. J

Figure 291. Modal dialog for confirmation

Profiling

Profiling is the process of dynamically detecting and classifying endpoints based on attributes obtained from
various sources (probes). During profiling, collected attributes are matched to pre-created or user-defined
conditions, which are then matched to profiles to assign them to an endpoint.

Contains sections:

* Profiling conditions - conditions defining how the collected attributes should be interpreted to classify
the endpoint;

* Profiling policies - a set of rules that are used to automatically classify and control access to endpoints
based on profiling results;

® Togical profiles - - combining certain profiling policies into a logical group for more convenient use in

policy sets.

Profiling conditions

Description

Logical _profiling conditions _are the main elements used in profiling policies. They determine whether
endpoint matches a certain attribute, based on which its type, model, manufacturer, operating system, and
other attributes can be inferred.

The algebra of logic underlies the creation and processing of logical profiling conditions. The result of the
condition is "True" or "False". Each profiling condition can contain only one attribute.

View a list of profiling conditions

This page contains a table listing all profiling conditions.
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. BD Networkaccess > Profiing > Profiling conditions
Profiling
Profiling conditions  Profiling policies  Logical profiles
+ ® O © Q
Name 4 Type Expression Description

condition Created by admin & DHCP probesClass Id Not equals NULL Detail description for condition

® 0% 3@k 0ODB O

e

o Total elements: 1

Figure 292. Profiling conditions table

The table contains columns:

® Name - name of profiling condition.

* Type - profiling condition type. Can be "System" or "Created by admin". System conditions are preset and
cannot be deleted or changed.

® Expression -logical condition describing the criterion by which profiling will be performed.

® Description -arbitrary description of the profiling condition.

Sorting is only possible for the "Name" field in forward and reverse order. By default, sorting is performed
in direct (alphabetical) order.

Controls:
e 4+ — Addanew element.

e @& — Duplicate chosen element. Becomes active if only one element in the list is selected.

] — Delete selected elements (inactive until at least one element is selected).

3 —Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

Adding a Profiling Condition

To add a profiling condition, click 4+ in the upper left part of the field above the table.
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BD Network access > Profiling > Profiling conditions > Adding
« Adding

Name *

Type

Created by admin

Description

® 0% 3O kODB O

Condition

Attribute *

Operator *

®

Value *

Figure 293. Profiling condition addition page

The page that opens contains the following parameters:

® Name * - Name of the profiling condition. Maximum login length is 100 characters.
® Type - Profiling condition type. Cannot be set and is always set to "Created by admin".

® Description -arbitrary description of the profiling condition. Maximum length - 200 characters.

Condition - block responsible for setting the profiling condition.

® Attribute *-attheclick ofa buttonE E E a dictionary for adding an attribute will open in the left field.

® Operator * - selected logical condition operator. Can take values (depending on the attribute value
type):
© "Contains"/"Not contains"
© "Ends with"/"Not ends with"
o "Starts with"/ "Not starts with"
o "Equals"/"Not equals"
o "Equals NULL"/ "Not equals NULL"

© "Matches" (full string match, case sensitive)

® Value * - value that is used to match the logical condition attribute in accordance with the selected
operator. For an attribute that assumes predefined values, the value is selected from the list

Parametres marked with * is required.

Attribute selection menu

LE N ]
To select the attribute that will be used in the condition, click see- the attribute selection menu will open.
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Select attribute for condition

All & Profiling

Dictionary ID
Attribute Dictionary ID
Class Id DHCP probes 60
Client Id DHCP probes 61
Hostname DHCP probes 12
Parameter List DHCP probes 55
Requested address DHCP probes 50
oul MAC 1

Figure 294. Attribute selection menu

Only attributes of dictionaries of the "PROFILING" type are available for selection. This type of dictionary is
indicated by an icon ﬁ% .

At the top there is a list that allows you to filter attributes:

® Attribute - attribute name.

® Dictionary - the name of the dictionary, made in the form of a drop-down list. The "DHCP probes" and
"MAC" dictionaries are available for selection. Also, available for selecting "Not selected" if you want to
refuse filtering.

e ID -attribute ID (numeric value).

Editing a profiling condition

To edit a profiling condition, click on its name on the list page.
Name

condition

Figure 295. Hyperlink to profiling condition edition page

After this, the editing page will open.
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BD Network access > Profiling > Profiling conditions > condition

« condition

Name *

condition

Type

Created by admin

Description

Detail description for condition

® 0% 3O kODB O

32/200

Condition
Attribute *

DHCP probes-Class Id

Operator *

® Not equals NULL -

®

Value *

Figure 296. Profiling condition edition page

After editing, click the "Save" button. The button is hidden until at least one change is made.
The "Cancel" button resets the changes made to their original state.

Copy profiling condition

A new profiling condition can be created based on an existing one.

To do this, select one of the existing conditions using the checkbox and click on @ . In the window for

adding a condition that opens, all fields are filled with values from the selected condition. By default, " _copy"
is added to the value in the Name field. You can choose any other name that is not already used in the system.

BD Network access > Profiing > Profiling conditions > Duplicating
« Duplicating

Name *

condition_copy

Type

Created by admin

Description

Detail description for condition

® 0% 3O kODB O

32/200

Condition
Attribute *

DHCP probes-Class Id

Operator *

® Not equals NULL -

®

Value *

Figure 297. Profiling condition copy page

Once copied, the condition has no relation with the original condition. These conditions exist and work
independently of each other. This is just filling out the fields at the time of adding.
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B Network access > Profiing > Profiling conditions

Q  Profiling

@  Profiling conditions  Profiling policies  Logical profiles

Q

s 1+ & 82 Q
@ Name 4 Type Expression Description

@

& condition Created by admin é DHCP probes Class Id Not equals NULL Detail description for condition
o condition_copy Created by admin & DHCP probesClass Id Not equals NULL Detail description for condition
@

6]

€]

=]

4 Total elements: 2

Figure 298. Profiling conditions table after condition copied

Deleting Profiling Conditions

To delete, in the list window, select the checkbox to the left of the name of the profiling conditions that you
want to delete and click the button {iij top left.

A B Networkaccess > Profiing > Profiling conditions

Q  Profiling

@  Profiling conditions  Profiling policies  Logical profiles

=]

s T @ @ © Q
@ Name 4 Type Expression Description

@

A condition Created by admin & DHCP probesClass Id Not equals NULL Detail description for condition

0

@

e

s selected elements: 1 of 1

Figure 299. Selecting conditions for deletion

0 Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

/N Action confirmation

Data will be deleted. Are you sure?

MNo Yes
- r

Figure 300. Modal dialog for confirmation

Restrictions:
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A You cannot delete a profiling condition that is already assigned to a profiling policy.

Profiling policies

Description

Profiling policies are designed to dynamically classify new and existing endpoints connected to the network.
For classification, profiling conditions are used, based on which a profiling policy is defined and assigned to
an endpoint. It can be used in authorization policy conditions to grant access in accordance with a specific
policy. Also, based on the profiling policy, an endpoint is placed in a selected group of endpoints.

For example, based on profiling conditions, you can define an endpoint as a device of a certain type and
manufacturer (for example, an Eltex IP phone), and configure an authorization policy to issue specific
VLANs and ACLs to these devices.

The process of defining and assigning a profiling policy to an endpoint according to the conditions defined
for it in the policy is called "Endpoint Profiling".

A For endpoints that have a manually assigned “Profiling Policy” or “Endpoint Group” these
values cannot be changed based on the results of profiling.

View profiling policies

This page allows you to view and manage profiling policies. Profiling policies have a hierarchical structure,
which is necessary for grouping endpoints.

The left part of the window contains a tree of profiling policies, in which you can select a policy to view or
edit.

The right part of the window displays a form for creating/editing a profiling policy. If the All policies item
is selected in the tree, a table with a list of all profiling policies is displayed in the right part of the window.

GD Network access > Profiling > Profiling policies

Profiling

Profiling conditions  Profiling policies  Logical profiles

< = i+ @ @ e o Q

Al policies Status Name 4 Description Hits count

> Elts 1
% Eltex ® Disabled Eltex Any Eltex devices 10

% Unknown © Enabled Eltex-IP-Phone Eltex any IP Phone profile o

& 0 % 3 QOB O

@ Enabled unknown & Default system profiling policy that is assigned to an endpoint 0

e

4D Total elements: 3

Figure 301. View profiling policies
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View a tree or list of profiling policies

The profiling policy tree is located on the left side and displays a list of profiling policies in the form of a tree
structure or as a list of child profiling policies of the selected node - the display method can be switched, the
default display is in the form of a tree structure.

All policies
v+ Eltex 1
*}» Eltex-IP-Phone

= Unknown

Figure 302. Tree of profiling policies

Contains the following control elements:

B - display mode in the form of a tree structure of profiling policies (to switch the mode to the

opposite, click on the icon).

i= - display mode in the form of a list of child profiling policies (to switch the mode to the opposite,

click on the icon).

E - adding/duplicating/deleting a policy. The selection of available actions depends on the selected item

in the policy tree.

€ -moving to a higher level from the current policy (active only in the list of child policies mode, when

you are in a child policy).

> -intree structure mode, displayed to the left of the profiling policy name if the list is closed. Inactive

if there are no child elements. In list mode, displayed to the right of the profiling policy name that has
child elements.

v -intree structure mode it is displayed to the left of the name of policies that have child elements, if

list is expanded.

:&‘ - element for designating a profiling policy.

All policies - title of the list of policies. When you select this element, a “flat” list of all profiling policies
will be displayed on the right side of the window. Selected by default when you go to the profiling policies

page.

Unknown is a system profiling policy that is used to profile endpoints that are not covered by other profiling
policies. Cannot be edited. You also cannot create child policies for it.
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View a list of profiling policies

A list of all profiling policies is displayed on the right side of the page in the form of a table if the "All
policies" item is selected in the profiling policies tree.

+ & @ & (2 Q

Status Name T Description Hits count

(® Disabled Eltex Any Eltex devices 10
Enabled Eltex-1IP-Phone Eltex any IP Phone profile 0

@ Enabled Unknown & Default system profiling policy that is assigned to an endpoint 0

Total elements: 3

Figure 303. Table listing all profiling policies
The table contains columns:

® Status - current status of the profiling policy can take the values (%) Enabled or () Disabled .
® Name - name of the profiling policy.
© (& -This entity is system and cannot be deleted or edited.
* Type - type of profiling policy. The possible value is "Created by admin" or "System".
® Description - description of the profiling policy.

® Hits count -the count of checks for endpoint compliance with the profiling policy.

Sorting is possible only for the “Status” and “Name” fields in forward and reverse order. By default, sorting
is performed in direct (alphabetical) order by the "Name" field.

Controls:
¢ 4 — Addanew element.

* @ —Duplicate chosen element. Becomes active if only one element in the list is selected.

[ — Delete selected elements (inactive until at least one element is selected).

3 —Refresh table data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,
deletion).

/N — Change the current sort order.

Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.
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(3 - Reset the counter of hits in the profiling policy. Becomes active if at least one item in the list is

selected and the count of hits under the policy is greater than 0.

Adding a profiling policy

There are two ways to add a profiling policy:

¢ via the profiling policy tree: click the icon E above the tree and select "Add root policy" if the "All
policies" item is selected, or "Add child policy" if a profiling policy is selected.

< H—] :

Add root policy
All policies

v «ls Eltex 1
ks Eltex-IP-Phone

<k Unknown

Figure 304. Adding a profiling policy. Actions

¢ via the profiling policy table: click the icon + inthe upper left part of the field above the table.

o If you select a policy using the checkbox and then click the create icon, it will become the
parent of the new policy.

A For the system profiling policy "Unknown", adding child policies is prohibited.
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BD Network access > Profiling > Profiling policies > Adding

« Adding

< = H @ enavied
Name *

All policies

> % Eltex 0 Parent policy *

% Unknown

Type

Created by admin

Minimal certainty factor *

10

Description

Endpoint grouping

® Use common group Profiled

Create endpoints group (®

Rules

Action Value *
IF © v | THEN 10 +

Figure 305. Adding a profiling policy

As a result, the policy editing section will open on the right side of the page, containing the following

parameters:

Status - status of profiling policies. Can take the values "Enabled" and "Disabled". The default value is
"Enabled".

Type - type of profiling policy. All manually created profiling policies are set to "Created by an
administrator" and cannot be changed.

Name * - name of the profiling policy. Maximum length is 100 characters.

Parent policy - parental profiling policy. You can select a parent profiling policy from the drop-down

list or select nothing to create a root profiling policy. When creating a profiling policy from the policy
tree by selecting "Add child policy", the profiling policy selected in the tree will be automatically
substituted, which can be changed if necessary.

Minimal certainty factor * - the minimum number of points that must be achieved in the rules for a
policy to be considered suitable. Cannot be greater than the sum of the values of all trust levels
configured in the Rules section. Can take values from 1 to 65535.

Description - arbitrary description of the profiling policy condition. Maximum length is 200 characters.

Endpoint grouping - section that defines the principle of grouping endpoints.
The following values can be selected:

o Use common group Profiled - this choice is available and displayed only for the root profiling policy.
Endpoints classified as belonging to this profiling policy will be placed in the "Profiled" system
endpoint group.

© Use parent policy endpoint group - this choice is available and displayed only for child profiling
policies. Endpoints classified as belonging to this profiling policy will be placed in the group specified
in the parent policy. If no groups are specified for parent policies, the endpoints will be placed in the
"Profiled" group.
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Create endpoints group - automatically create a group of endpoints using the name of the profiling
policy. Endpoints classified as belonging to a given profiling policy will be placed in this group.

* Rules - section of the rules responsible for setting up the classification of endpoints using profiling
conditions. Contains parameters:

© Condition * - menu for selecting profiling conditions.
o Value *-the value of points that will be assigned to the endpoint if the profiling condition matches.
© 4 -theiconislocated to the right of the profiling condition. Clicking this icon below will add a new

profiling condition.

Rules

ition *
conditien Action Value *

IF | eltex-oul-check O v THEN 10 @

IF THEN 10 @ +

eltex-oui-check

eltex-ip-phone-dhcp-60-check

Figure 306. Adding rules to a profiling policy

Parameters marked with an asterisk * are required.

A A profiling policy must contain at least one rule.
e Multiple rules can be added for one profiling policy.

A Adding the same rule several times is meaningless and therefore prohibited.

To add a policy, click the Add button. The button will become active after all required fields of the profiling

policy are filled in.

Editing a profiling policy

Editing the profiling policy is possible in two ways:

* Select a profiling policy in the policy tree on the left and click on it - an editing form will open on the right
side.

* In the list of all policies in the “Name” column, click on the name of the policy - you will be taken to the

form for editing this policy.

After a profiling policy is added, the Policy hits count field and the Reset count control are added inside
its detail information.

® Policy hits count -the count of checks for endpoint compliance with the profiling policy.

* (3 -reset the counter of profiling policy hits. Becomes active if the count of hits under the policy is

greater than 0.
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BD Network access > Profiling > Profiling policies > Eltex
« Eltex
B Disabled
Name *
Al policies Eltex

> % Eltex J Parent policy *

% Unknown

& 0% QOB O

Type

Created by admin

Policy hits count
10 @

Minimal certainty factor *

10

Description

Any Eltex devices

Endpoint grouping

® Use common group Profiled

Create endpoints group (®

Rules

<]

ltlon *
= Erlitm Action Value *

3 eltex-oui-check. Qv THEN 10 +
Figure 307. Editing a profiling policy
After editing, click the "Save" button. The button is hidden until at least one change is made.
The "Cancel" button resets the changes made to their original state.

Copying profiling policies

A new profiling policy can be created based on an existing one. This can be done in two ways:

* In the policy tree, select one of the existing profiling policies and click the icon E

available actions, select menu "Duplicate policy".

¢ Inthelist of all policies, select one of the existing profiling policies and click the icon ¢ .

A The action is not available if more than one policy or "Unknown" is selected.

. In the list of

In the added policies tab that opens, all fields will be filled with values from the selected policy. By default,
"_copy"is added to the value in the Name field. You can choose any other name that is not already used in the

system.
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BD Network access > Profiling > Profiling policies > Duplicating
« Duplicating
o= Disabled
Name *
Al policies Eltex_copy

> % Eltex J Parent policy *

% Unknown

Type

Created by admin

® 0% 3Q0kOB O

Minimal certainty factor *

10

Description

Any Eltex devices

Endpoint grouping

@ Use common group Profiled

Create endpoints group (D

Rules
® @arTEm Action Value *

| eltexcouicheck @~ | THEN 10 +

€]

®
Figure 308. Copying profiling policy

Once copied, the profiling policy has no connection with the original one. These profiling policies exist and
work independently of each other - the original one is used to fill in the fields of the new one at the time of
adding.

Removing profiling policies

Deleting profiling policies is possible in the policy tree on the left and in the list of all policies on the right.

® To delete profiling policies in the tree, you need to select the policy and click on the icon E . In the list

of available actions, select "Delete policy". In the policy tree, you can delete only one profiling policy.

® To delete in the window with a list of all policies, select the checkbox to the left of the name of the
profiling policies that you want to delete, and click the button @ at the top left. You can select multiple

profiling policies for deletion.

ﬁ Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

/N Action confirmation

Data will be deleted. Are you sure?

MNo Yes

L% |

Figure 309. Modal dialog for confirmation
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Restrictions:

e You cannot delete a profiling policy that is used in any logical profile.

A e You cannot delete a profiling policy that is used in any logical condition or
authorization policy condition.

e The system profiling policy "Unknown" cannot be deleted.

Description of the profiling process

How the certainty factor works

The profiling policy checks whether the conditions added to the Rules section match the existing endpoint

profiling data:

For the MAC OUI profiling condition, the vendor MAC name and the value specified in the settings are
determined (according to the operator selected). If the check is successful, the endpoint certainty
increase the value specified in the Value column (10 by default).

For DHCP profiling conditions, the presence of the corresponding DHCP attribute and its compliance with
the specified in the profiling condition are checked. If the check is successful, the endpoint certainty level
is increased by the value specified in the Value column (default 10).

After checking all the rules configured in the profiling policy, the value of the endpoint certainty level is
generated. This certainty level is the sum of all values specified in the profiling conditions to which the
checking endpoint samples match.

The obtained endpoint certainty level is compared with the value specified in the Minimal certainty
factor value of the profiling policy.

If the minimum certainty level of a profiling policy is less than or equal to the certainty level obtained
from the endpoint check, the endpoint is considered to be compliant with the policy and is assigned the
profiling policy and the endpoint group specified in profiling policy settings.

A The certainty level is identified only within one profiling policy, for which the endpoint
compliance check is performed. No values from other policies are used!

How the endpoint is checked against profiling policies

An endpoint profiling process contains:

The root level of profiling policies looks for a suitable profiling policy endpoint from the added by the
system user.

If the endpoint does not match under any profiling policy added by the system user or they are not
configured: the default profiling policy * Unknown * is assigned and the endpoint is placed in the *
Unknown * group, after that the profiling process ends there.

If a suitable profiling policy added by the system user is found, it checks if it has child profiling policies -
if its do not exist, the endpoint is assigned the found profiling policy and the group specified in its
Endpoint grouping setting. If the root policy is set to 'use common group Profiled’, the endpoint is
placed in the * Profiled * system group. The profiling process ends there.
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If the profiling policy has child policies, the endpoint matches the child policies. If the endpoint does not
match any of the child policies, the check stops, the parent policy is assigned to the endpoint, and the
group from the parent policy settings.

If an endpoint matches someone child policy, it is assigned this profiling policy and a group from the
settings of this policy. If the Use parent policy endpoint group setting is selected in the child policy, the
group is assigned according to the parent policy settings.

Restrictions of profiling policy settings

There are the following limitations to consider when configuring profiling policies:

Multiple policies that an endpoint can match cannot be configured at the same level of root or child
profiling policies! In such a situation, it is necessary to change the settings of the profiling policies in
order to ensure that only one of them can profiling each endpoint at level! To more detail profiling
endpoints, use child policies.

Within one profiling policy, the minimum trust level cannot be greater (but can be less than or equal to)
than the sum of all trust levels specified in its rules.

After disabling a profiling policy, its child policies are also no longer used for profiling, even if they are
enabled.

The default Unknown policy cannot be deleted or changed. Child policies cannot be created for it.

If the endpoint does not match the requirements of any configured profiling policies, it is considered to
comply with the default policy * Unknown *,

If an endpoint has manually assigned a profiling policy or an endpoint group, those setting cannot be
changed based on the results of profiling. To resume auto-profiling disable manual policy assignment or
manual group assignment.

Logical profiles

Description

Logical profiles combine core profiling policy into a form that can be used as the basis for authorization

policy, allowing for a simpler structure and fewer rules in view. For example, the logical profile "Printers"
may contain profiling policies "HP Printers", "Xerox Printers" and "Canon Printers". A single profiling policy
can consist of several different logical profiles.

Viewing Logical Profiles

This page contains a table listing all logical profiles.
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@) Network access > Frofiing > Logical profiles

Profiling

Profiling conditions  Profiling policies  Logical profiles

Type Description

1P Phone Created by admin Profile for all ip phones

® 0 5 3OO O
g
3
E
S

<]

o Total elements: 1

Figure 310. Logical profiles table

The table contains columns:

® Name - name of the logical profile.

* Type - type of logical profile. Can be "System" or "Created by admin". System conditions are preset and
cannot be deleted or changed.

® Description -arbitrary description of the logical profile.

Sorting is only possible for the "Name" field in forward and reverse order. By default, sorting is performed
in direct (alphabetical) order.

Controls:

+ — Add a new element.

] — Delete selected elements (inactive until at least one element is selected).

e = — Refreshtable data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

/]\ — Change the current sort order.

(Q search — Performs case-insensitive filtering across all columns: only records that satisfy the
filtering condition are displayed.

Adding alogical profile
To add alogical profile, click 4 inthe upper left part of the field above the table.
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BD Network access > Profiling > Logical profiles > Adding

Q < Adding
@

Name *
Q
&
©  Type*
® Created by admin
& Description
0
@

0/200
Profiling policies
+ @ Q
® .
Status Name 4 Type Description
v Data is not exist
(=]
o Total elements: 0 Cancel

Figure 311. Logical profile addition page
The page that opens presents the following parameters:

® Name *-Name of the profiling condition. The maximum login length is 100 characters.
* Type - Type of profiling condition. Cannot be set and is always set to "Created by Admin".

® Description - arbitrary description of the profiling condition. Maximum length is 200 characters.

Profiling Policies - block responsible for adding/removing profiling policies. For ease of configuration, a list
of assigned profiling policies is displayed below in tabular form. The table contains columns:

® Search - Performs case-insensitive filtering using the Name and Description columns: only records
that satisfy the filtering condition are displayed.

-+ -Add anew element.

e [ -Delete selected elements (inactive until at least one element is selected).

/M - Change the current sort order.

- Checkbox, which is responsible for selecting elements to perform further actions (for example,

deleting).
Parameters marked with an asterisk * are required.

After adding the required policies, the logical profile can be saved.

A logical profile must contain at least one profiling policy. The "Save" button will be
A inactive while the list of profiling policies is empty or other required parameters are not
filled in.

Add profiling policies to a logical profile

To add profiling policies to a logical profile, click on the icon 4 at the top left above the table in the

Profiling Policies section.
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Adding policies to the profile*

Q Selected

Mot selected

®) Eltex-VP-15 O
) Unknown O -

Cancel Add

Figure 312. Modal dialog for adding profiling policies

In the left part of the modal window that opens, select the checkbox for the profiling policies that need

to be added to the profile. To search for the desired policy, you can enter its name in the Search line.

After selecting the desired policies, click the icon = . Profiling policies marked with a checkbox will move

to the right side of the modal window. If necessary, the profiling policy on the right side of the modal
window can be deleted by clicking on the icon {ij to the right of the name. Once all the desired policies are

selected, click the Add button to apply the changes.

Added profiling policies will begin to be displayed in the table in the Profiling Policies section. The order of
the policies does not matter. They are all checked independently of each other.

e The Unknown system profiling policy cannot be used in a logical profile.

Editing alogical profile

To edit alogical profile, click on its name on the list page.

After this, the editing window will open.
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BD Network access > Profiing > Logical profiles > IP Phone

« IPPhone

Name *

IP Phone

Type *
Created by admin

Description

Profile for all ip phones

25/200

Profiling policies
+ O

Status Name 4

@ Enabled Eltex-VP-15

Total elements: 1

Type Description
Created by admin

Figure 313. Logical profile edition page

After editing, click the "Save" button. The button is hidden until at least one field is changed or the profiling
policy set is changed.

The "Cancel" button resets the changes made to their original state.

Deleting alogical profile

To delete, in the list window, select the checkbox to the left of the name of the logical profiles that you want
to delete, and click the button (i at the top left.

& 0 3% DD kOB O

<]

G Network access > Profiing > Logical profiles
Profiling

Profiling conditions  Profiling policies  Logical profiles

+ & <

Q
Name 4 Type Description
IP Phone Created by admin profile for all ip phones
Selected elements: 1 of 1
Figure 314. Selecting profiles for deletion
A Deleting items requires confirmation in the modal window.

The selected items will be deleted only after explicit confirmation of the operation.
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/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

. y
Figure 315. Modal dialog for confirmation

Restrictions:

e You cannot delete alogical profile that is used in any authorization policy.
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Guest portals

Guest endpoints
This section provides information about functionality available with the ADVANCED
e level license. To purchase this functionality, contact your manager or write to the e-mail

address eltex@eltex-co.ru.

Description

Guest endpoints are endpoints that have passed portal authorization in NAICE. Such endpoints are
automatically added to the system and stored for the duration specified in the settings of the portal through
which the user connected. If an endpoint is in the list, the corresponding user can connect to the network
without portal authorization (authorization will be performed via MAC Authentication Bypass, or MAB).

A guest endpoint’s uniqueness is determined by the combination of the client device’s MAC address and the
SSID (wireless network identifier) through which the device connects. In practice, this means that when the
same user connects from different devices, multiple guest endpoints are created — one for each device.
Similarly, multiple guest endpoints are added when the same device connects to several different wireless
networks.

Unlike common endpoints, guest endpoints with randomly generated MAC addresses are automatically
added to the system.

Manual addition or editing of existing guest endpoints is not available.

Viewing the Endpoint List

B Guest portals > Portals management > Guest endpoints
Portals management
Guest endpoints  Portals users  Portal builder

S 0 O ¥ Filters

Username Identity source name Portal name MAC address ssiD Last activity date 4 Creation time

Maria_982 Maria_982 Device Default Portal 27:ad:7e:b8:da:8d CompanyWiFi 13.11.2025 03:47:54 10.11.2025 12:36:12

Petr_820 Petr_820 Device Default Portal 61:a7:2c:4b:13:2 CompanyWiFi 12.11.2025 20:37:49 09.11.2025 23:01:42

® 0% QM OB O

Pavel_160 Petr_820 Device Default Portal cae1:71:e4:27Ma CompanyWiFi 14.11.2025 09:05:07 09.11.2025 06:03:59
Petr_657 Petr_820 Device Default Portal 5c:0e:93:ch:6c:7d CompanyWiFi 13.11.2025 07:03:32 09.11.2025 15:04:56.

Artem_761 Petr_820 Device Default Portal ec:7cbc13:66:eb CompanyWiFi 14.11.2025 02:53:10 13.11.2025 01:04:52

e

Total elements: 5

Figure 316. Viewing the Endpoint List
This page contains a table listing all guest endpoints.
By default, the table includes the following columns:

® Username — The username with which the endpoint last authenticated.
® TIdentity source name — The source where the user was found during authentication.

® Portal name - The portal where the user authenticated.
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MAC address — The endpoint’s MAC address in the format "XX:XX:XX:XX:XX:XX".

® SSID - The name of the wireless network to which the user connected during portal authorization.

The network name is obtained from the RADIUS attribute Called-Station-Id, which is
@ expected in the format <AP MAC address>:<SSID>, for example: ec-b1-e0-2b-02-
b0:naice-guest-portal-test.

® last activity date — The time of the endpoint’s last authorization or reauthorization.
® (Creation time —The time of the endpoint’s first portal authorization.

Sorting is available in ascending and descending order for all columns except MAC Address. By default,
sorting is applied in ascending order by the Last activity date column.

The page includes the following controls:

% —Refresh the table data.

(@D - Configure the table columns' visibility.

] - Delete selected items (disabled until at least one item is selected).

/N - Toggle the current sorting order.

o — Checkbox for selecting items to perform further actions (e.g., deletion).

®*  Filters - Open the filtering settings window for the table data.

Data filtering in the table is configured in the following window:

Filters
Username () Identity source name
Portal name MAC address (3
Last activity date Creation time
x B8 x B
SsID

Close Apply

Figure 317. Configuring Table Data Filtering

Filtering is available for all guest endpoint parameters.
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In the table settings ([ you can change the set of the displayed columns.

The Reset all button is reset displayed columns to their default state.

Table settings

Show all columns C

Username

Identity source name
Portal name

MAC address

SsID

Last activity date

Creation time

Cancel Save

Figure 318. Configuring Visible Table Columns

Deleting an Endpoint
The guest endpoint table is automatically populated during normal NAICE operation as
0 part of endpoint portal authorizations. If an endpoint is deleted, it will be rediscovered

upon the next connection attempt. Disabling automatic endpoint learning is not possible.

c Deleting a guest endpoint will require the client to reauthorize on the portal upon their
next network connection.

To delete an endpoint, go to the viewing page, use the checkbox to select the desired endpoints, and

thenclick {ij inthe upper-left corner above the table.

291



P BD Guest portals > Portals management > Guest endpoints

Q  Portals management

@ Guest endpoints Portals users Portal builder
o e
s 2 @ D 9 Filters
@
PS [-] Username Identity source name Portal name MAC address sSID Last activity date ¢ Creation time
& Maria_982 Maria_982 Device Default Portal 27:ad:7e:bg:da:8d CompanyWiFi 13.11.2025 03:47:54 10.11.2025 12:36:12
0 Petr_820 Petr_820 Device Default Portal 61:a7:2c:4b:13:f2 CompanyWiFi 12.11.2025 20:37:49 09.11.2025 23:01:42
] Pavel_160 Petr_820 Device Default Portal cdel:71:ed:276a CompanyWiFi 14.11.2025 09:05:07 09.11.2025 06:03:59
Petr_657 Petr_820 Device Default Portal 5c:0e:93:ch:6c:7d CompanyWiFi 13.11.2025 07:03:32 09.11.2025 15:04:56
Artem_761 Petr_820 Device Default Portal ec:7cbc:13:66:eb CompanyWiFi 14.11.2025 02:53:10 13.11.2025 01:04:52
B
€]
[=]
4D Selected elements: 1 0of 5
Figure 319. Selecting Endpoints in the Table for Deletion
A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.
r N
[\ Action confirmation
Data will be deleted. Are you sure?
No Yes
. y
Figure 320. Modal dialog for confirmation
Portal users
This section provides information about functionality available with the ADVANCED
e level license. To purchase this functionality, contact your manager or write to the e-mail
address eltex@eltex-co.ru.
Description

Portal users - an internal user source used for portal authentication. When configuring the identity

sequence, it appears under the name Portal. This source serves as a directory of all guest users regardless of

connection success. A user present in this directory can authorize on the network via the specified portal

using the provided username and password.

A key feature of portal users is the self-registration mechanism - users who log in via phone number using
an SMS code (when this method is enabled in portal settings) are automatically added to this list. All account
parameters are automatically filled for them. Besides self-registration, portal users can also be added

manually.

Portal users are linked to the portal where theylogged in or will log in later.

O

To enable authorization on different portals, a user with the same username and
password must be added for each portal.
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It is assumed that one portal is used for one wireless network ("1 portal =1 SSID"). If the

same portal is used in multiple wireless networks, a guest user who successfully
0 authenticates on one SSID will be able to authorize on all SSIDs using this portal.

To prevent this, use an additional condition in policy:

Normalised Radius-SSID Equals <SSID name>.

System users can view the list of registered portal users, delete individual entries, manually add new
accounts, or edit existing ones.

Viewing Users

BD Guest portals > Portals management > Portals users

Portals management

Guest endpoints  Portals users  Portal builder

+ © @ w Q

Login Portal Notification gateway Description Creation date 4
Hayley 1 Default portal gateway 1 Test user 17.11.2025 12:00:00
Zion_2 Default portal gateway_2 Test user 16.11.2025 12:00:00

Mina_3 Default portal gateway_3 Test user 15.11.2025 12:00:00

® 0O @0k 0O0B O

e

s  Total elements: 3

Figure 321. Table of guest users

This page contains a table listing portal user credentials.

The table includes columns:

® login -username (must be unique for the specified portal);

® Portal -portal the useris linked to;

® Notification gateway - which notification gateway was used for self-registration;

® Description - optional user description;

® (Creation date - automatically populated field with time of self-registration or manual user addition.

Sorting (ascending/descending) is available for the Creation date column. By default, sorting is in
descending order.

Controls:

* 4 — Addanew element.

@ — Duplicate chosen element. Becomes active if only one element in the list is selected.

] — Delete selected elements (inactive until at least one element is selected).

e ~ — Refreshtable data.

— Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).
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/N — Change the current sort order.

o Q Search — Performs case-insensitive filtering across all columns: only records that satisfy the

filtering condition are displayed.

Adding Users

To pre-create an account for portal authentication via username/password, click -+ in the left field above
the table.
BD Guest portals > Portals management > Portals users > Adding

« Adding

Login *

Portal *

3 @k 0B O I

Description

& O B

(]

Figure 322. User addition page

The page contains these parameters:

® login *-username. Must be unique per portal. Maximum length: 100 chars.

® Portal * - portal the user is linked to. Credentials only work for authorization on wireless networks

using this portal.
® Description - optional description. Maximum length: 200 chars.

® Password * - user’s password. Minimum length: 4 chars, maximum: 100 chars. Click @& to toggle
password visibility (hidden by default). Random password can be generated via Generate Password

button and copied via 9
Fields marked with * are required.
To add the user, click Add. To cancel and return to view page, click Cancel.

Editing Users

To edit an existing user, click their username in the table on view page.

An editing page will open, similar to addition page.
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GD Guest portals > Portals management > Portals users > ivanov

« ivan.ivanov

Login *

ivan.ivanov

Portal *

Default portal -

3 @k 0B O

Notification gateway

& O B
«

Description

@ change password

®  Password *

e
®

Generate password

Figure 323. User editing page

When editing a guest user, the Notification gateway parameter - the gateway used for SMS registration - is
shown for reference but cannot be edited.

To change password, toggle Change password and enter new password in the appearing field.

After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

Duplicating Users

A new portal user can be created based on existing one. Select user to copy using checkbox, then click ¢ .

BD Guestportals > Portals management > Portalsusers > Duplicating
« Duplicating

Login *

ivan.ivanov_copy

Portal *

3 @k 0B O

Default portal -

Description

& O

Password *

Generate password

<]

o
L
H
(i

Figure 324. Duplicating a user

A form similar to addition page will open with all fields pre-filled from selected reference. By default "_copy"
is appended to Login field. Any unused username can be chosen. Password must be specified.

Deleting Users

To delete users, select desired users using checkbox on view page, then click [ in upper-left corner

above table.
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BD Guest portals > Portals management > Portals users

Q  Portals management

Guest endpoints  Portals users  Portal builder

+ 2 & @ Q

8 Logn Portal Notification gateway Description Creation date &

Hayley 1 Default portal gateway_1 Test user 17.11.2025 12:00:00

Zion_2 Default portal gateway_2 Test user 16.11.2025 12:00:00

& 0O 5 3 O 0B
<]

Mina_3 Default portal gateway_3 Test user 15.11.2025 12:00:00

<]

40 selected elements: 1 of 3

Figure 325. Selecting users for deletion

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 N

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

L 4

Figure 326. Modal dialog for confirmation

After deleting guest user, previously connected clients may still reconnect via MAB until
associated guest endpoint is removed. Guest endpoint is automatically deleted after
period configured in portal expires or can be manually removed anytime.

Portal builder
This section provides information about functionality available with the ADVANCED
6 level license. To purchase this functionality, contact your manager or write to the e-mail

address eltex@eltex-co.ru.

Description

The NAICE system includes a WEB portal as one of its components, which implements a hotspot client
authorization model. An unknown user can freely connect to the access point (without obtaining a login and
password in advance), but when attempting to access the internet via a browser, the user is redirected to the
WEB portal page. Here, they can choose to either go through the authorization process or self-registration
(e.g., via SMS). During the authorization procedures, the client navigates through various portal pages, the
appearance of which can be customized to meet the needs of the wireless network operator.

For customization, the Portal Builder is used, allowing system users to configure the workflow and
appearance of the portals. System users can create and delete portals, choose their background and content
(text, images, color scheme), set up various authorization methods for each portal, and define post-login
behavior.
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Viewing the Portal List

&) Guestportals > Portals management > Portal builder

Portals management

Guestendpoints  Portalsusers  Portal builder

+ @ @

Status Name Login type Notification gateway Redirect Description Preview
Enabled guest Via SMS, Login/password Demo gateway https://eltex.loc Guest portal ®
@® Disabled guest_copy Login/password https: //eltex.loc Guest portal ®

Enabled test Via SMs Demo gateway https://eltex-co.ru ®

® 0% 3Ok OB O

e

AD Total elements: 3

Figure 327. Viewing the Portal List

This page contains a table listing all portals.
The table includes the following columns:

® Status —the current activation state of the portal: (+) Enabled or (%) Disabled .
® Name — the portal’s name.

® Login type —the authorization methods configured for the portal.

® Notification Gateway — the gateway used if SMS-based login is enabled.

® Redirect — the final redirect URL for successfully connected users.

® Description — an optional description of the portal.

® Preview —opens a preview of the portal in a new tab when clicking @ .

Sorting (ascending/descending) is available for the Status and Name columns. By default, sorting is applied
in ascending order by portal name.

The page includes the following controls:

e -+ —Addanewitem.

] — Delete selected items (inactive until at least one item is selected).

@ — Duplicate the selected item (becomes active only if a single item is selected).

/DN — Change the current sorting order.

— Checkbox for selecting items for further actions (e.g., deletion).

Adding a Portal

To add a new portal, click 4 in the left part of the field above the table on the portal list page. The
following page will open:
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GD Guestportals > Portals management > Portal builder > Adding

Q  « Adding
@
Optional Optional
2
@ @ Enabled
@ Name *
& guest
O pescription
@
0/1000
“ Authentication
Primary login method *
Via SMs -
Additional login method
Login/password - x
Notification gateway * @
Demo gateway -
Identity sequence *
Default sequence -
~ Additional settings
User agreement for using the portal
Confirmation of the user agreement *
Require confirmation -
Guest account expiration date
® 1 week -
) Redirect url after successful login
(=]
® s

Figure 328. Portal Global Settings Page

Portal configuration occurs in 3 stages: global settings, appearance settings, and page settings. Only the first
stage is mandatory; the remaining two can be skipped. In this case, the portal’s appearance and content will
remain as per the default settings.

Global Settings

The following parameters are available for configuration:

®* General Parameters

© Status — the current activation state of the portal: {+) Enabled or (%) Disabled . Authorization is
unavailable on disabled portals.

© Name * —the portal’s name.
© Description — an optional description of the portal.
¢ Authentication
© Primary login method * — the authentication method displayed to the user first.
© Additional login method — an alternative authentication method.
© Notification gateway * — the gateway used if SMS-based login is enabled.

© Identity sequence * — the list and order of sources where user credentials will be searched when
using login/password authentication.

6 Identity sources can include both dedicated guest users and regular users or users
from external sources.

* Additional Settings
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User agreement for using the portal — enabling this setting adds a "User agreement" page.
© Confirmation of the user agreement * — requires the user to agree to the User agreement.

© Guest account expiration date — the time after which guest endpoints associated with this portal
will be automatically deleted. Once deleted, the user will need to go through portal authorization
again.

© Redirect URL after successful login — the final redirect URL for successfully connected users.
Different client devices may exhibit varying behavior after successful

A authorization. Some devices may automatically close the pop-up window upon
detecting internet access, preventing the user from seeing the final redirect page.

Parameters marked with an asterisk * are mandatory.
After completing the configuration, click Next or select the next stage from the top of the page.

Appearance
This stage focuses on configuring the portal’s visual parameters, such as color scheme and displayed images.

B Guest portals » Portals management > Portal builder > Adding

Q « Adding
@
Q 1 Global settings ‘c\weara"m 5 Pages
ptional Optional
&
@ | Theme® Portal preview
~ =
@
0 fvicon A B @ O
@ Page title
S Accompanying text at the top of the page
Logotype g& B @ O Input form
Link
Banner - T O n
Secondary button
Background ® B @ O
— Accompanying text at the bottom of the page
Palette ‘iH:“zl— - £ O
Pyccknii  English
Portal suppart service:

® help@naice.ru

®

Figure 329. Portal Appearance Settings Page

The following parameters are available for configuration:

® Favicon — the icon displayed in the browser tab next to the page title, as well as in other places like
bookmarks or search results.

® |ogotype — theicon displayed in the header at the top of the page.
® Banner —the background of the header at the top of the page.
® Background — the image displayed as the page background below the header.

® Palette —the color scheme settings.
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Palette

Banner color . #4F72CF
Banner text color #FFFFFF

Page background colar #FFFFFF

Page text color . #212121
Links color B s
Main button color B s
Main button text color #FCFCFC
Secondary button color #ESEGEA
Secondary button text color . #24282F
Inactive button color #EEFOF2

Inactive button text color #B1B9CS

Cancel Save

Figure 330. Palette

e Banner and background images take precedence over color settings and are displayed on
top.

The following controls are used:
. @ — upload an image file;
® [ — delete animage (it will no longer be displayed);

e ) —reset the setting to default;

e /# —edit the palette.

By default, the "NAICE light" theme is selected, and its parameters cannot be edited. To configure a custom
theme, modify one of the above parameters.

Changes can be previewed in real-time using the preview panel on the right side of the page.
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2. BD Guestportals > Portals management > Portal builder > guest
Q « guest
@
© 1 clobalsetungs e 3 G
S
@  Theme* Portal preview
® Own theme -
e
0 faicon ® B O ©
<] Page title
I Accompanying text at the top of the page
Logotype g‘#}m‘,, ® @ © Input form
Link
Secondary button
Background @ B o} o Inactive button
— Accompanying text at the bottom of the page
(I )
Palette T
L[
Pyccknii | English
Portal support service:
® \ help@naice.ru
®
©
cose (20
Figure 331. Custom Theme

This stage defines the text displayed on various portal pages in key functional elements—buttons, headers,
info blocks, etc. The layout of these elements is not configurable.

It is important to note that the functionality of elements like buttons is predefined and does not change
based on the configured text. For example, changing the text on the "Login" button will not alter its function
—it will still trigger an authorization attempt.
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B Guestportals > Portals management > Portal builder > Adding

< Adding

1 Globalsettings 2 Sm:ance Pages

Title on banner Portal preview
Language
Title

English v
Contact information A\ itle
S
help@naice.ru

Selecting a login option

® 0% 3 Q@0k0ODB O

Login with login and password

Login via SMS

Entering the confirmation code

Successful login page

Error page

User agreement

Pycckwit English

® Portal support service:
help@naice.ru

®

=
Figure 332. Configuring Page Content

The list of available pages depends on the settings configured in the Global Settings stage.

® Common information — configures the header banner text and footer text on all other pages;

Selecting a login option
® Login with login and password

® login via SMS — available only if SMS login is enabled; besides configuring page elements, it also sets
the SMS message template sent to the user;

® Entering the confirmation code

Successful login page
® Error page

® User agreement — available only if enabled in global settings; includes a text editor for formatting the
terms of use.

Text can be configured separately for each supported language.
Changes can be previewed in real-time using the preview panel on the right side of the page.

After completing the configuration, click Add.

CAPTCHA difficulty settings

When configuring the Login via SMS section, an important part of the process is setting the CAPTCHA
difficulty.

CAPTCHA is a user verification mechanism that requires entering a code from an image distorted by added
noise (lines, dots, and high-contrast geometric shapes), the difficulty of which varies depending on the
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selected level.

The difficulty level is configured on the Login via SMS page in the corresponding tab:

& B Guestportals > Portals management > Portal builder > Adding

Q  « Adding
@
Optional Optional
&
Page title i
@ Language Portal preview
Login by SMS
® English v
& Accompanying text at the top of the page A Title
0 Common information AN SMS with a code will be sent to the number
@ Login by SMS
Selecting a login option
T, R An SMS with a code will be sent to the number
ifficu
Login with login and password Y
e . I have a code
Phone number *
EERTDETE Accompanying text at the bottom of the page
+7
Entering the confirmation code
Successful login page e Refresh image
Error page Text on the main button Enter text from the image *
send code
User agreement
SMS message template @
1 agree with the End-user license agreement
Insert variable
Access to 's{ssid}.
Login: sitarget).
Psswd: s{code)
53
Pycckuit  English
Portal support service:
® help@naice.ru
€]
=]

w cneel ()
Figure 333. Login via SMS Page

There are four CAPTCHA complexity levels:

e Off — CAPTCHA is not used during user authorization.

® Simple — Minor changes; the code is distorted by a wave effect without additional geometric noise.

IFRBTR

Figure 334. Simple CAPTCHA

* Normal — Wave distortion is combined with noise in the form of overlapping contrast dots, lines, and
geometric shapes. Readability is medium.

Figure 335. Normal CAPTCHA
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Hard — A larger number of dots is added; high-contrast geometric shapes occupy a larger portion of the
code image. Readability is low.

Figure 336. Hard CAPTCHA

Examples of images corresponding to the currently selected level are also displayed in the preview window.

Editing a Portal
To edit an existing portal, click its name in the table on the portal list page.

GD Guestportals > Portals management > Portal builder

Portals management

Guestendpoints  Portalsusers  Portal builder

+ @ @

Status Name Login type Notification gateway Redirect Description Preview

3 @k 0B O

@ Enabled guest Via SMS, Login/password Demo gateway https://eltex.loc ‘Guest portal ®
® Disabled guest_copy Login/password https://eltex.loc ‘Guest portal @

&
o @ Enabled test Via SMS Demo gateway https://eltex-co.ru @
@

e

Total elements: 3

Figure 337. Viewing the Portal List
The editing page will open, which is identical to the portal addition page.

All three configuration stages are immediately available for making changes.

System Behavior When Disabling a Previously Active Portal

e When a portal is disabled, previously connected clients retain the ability to reconnect

via MAB until the associated guest endpoint is deleted. Guest endpoints are

A automatically deleted after the configured expiration period or can be manually
deleted at any time.

¢ Guest endpoints will be deleted even if the portal is disabled. The current account
expiration setting is applied, not the one at the time of portal deactivation.

After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.
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Duplicating a Portal
A new portal can be created based on an existing one. To do this, select the portal to copy using the

checkbox, then click @ .

A form identical to the portal addition form will open, with all fields pre-filled from the selected reference.
By default, "_copy" is appended to the Name field. You can choose any other name not already in use.

Deleting a Portal
To delete portals, select them using the checkbox on the portal list page, then click {iij in the top-left
corner above the table.
A Deleting a portal will also automatically delete associated guest users and guest
endpoints. This will require reauthorization for previously connected clients.
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Device access

This section contains information about functionality that is available as part of the
e additional NAICE-TACACS+ license option. To purchase this functionality, please contact
your manager or email eltex@eltex-co.ru.

The Network Device Control section contains entities for configuring access to network devices using the
TACACS+ protocol.

TACACS+ is an evolution of the TACACS (Terminal Access Controller Access Control System) protocol and is
designed for centralized authentication and authorization of network device administrators. The protocol
allows for the authorization of each command executed on a network device, as well as sending records of
executed commands (accounting). NAICE can be a TACACS+ authorization server.

This section includes the following pages:

* Conditions — managing conditions used in network device policies to determine whether a current
connection matches one of the policies;

e TACACS+ Command sets — managing command sets that define allowed and restricted commands for
administrators to execute on devices.

® TACACS+ profiles — managing TACACS+ profiles, which define privilege levels and other additional
attributes for authorized users.

* Network devices policies — managing network device policies, which are the core element of access
control and define the logic for processing and responding to TACACS+ authentication and authorization
requests.

Policy elements

Conditions
This section contains information about functionality that is available as part of the
e additional NAICE-TACACS+ license option. To purchase this functionality, please contact

your manager or email eltex@eltex-co.ru.

Description

Logical conditions are the main element of authentication and authorization policies, which are responsible
for generating criteria that allow determining whether a user can pass authentication and what actions
should be applied to him when authorizing.

The algebra of logic is the basis for creating and processing a logical condition. The result of the condition is
"True" or "False". The result may be inverted. The condition can be simple or complex. In a simple condition,
only one attribute acts as a verification criterion. In a complex condition, you can use several different
attributes, combining them with the "AND"/"OR" logical operations.

This section is similar to Network access - Policy elements - Conditions, but only attributes
@ that can be used in :policy-sets/index.html are available for creating conditions.
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View a list of logical conditions

<]

D Device access > Policy elements > Conditions

Policy elements
Conditions TACACS+ command sets TACACS+ profiles Dictionaries
Library Editor
Q
Attribute *
i Test condition 1 (o] NEW

 Test condition 2 ©

* i w
Test condition description ] Operator Attribute/value

Equals -

Is Not Double  Save
Test condition description @

NEW AND OR

it Test condition 3 (6]

Test condition description ®

it Test condition 4 (o]

Test condition description @

i Test condition 5 ©

Test condition description @

Figure 338. Library of logical conditions

On the left is a Library of logical conditions.

On the right is the logical condition Editor:

Attribute * - attribute of a logical condition.

Operator * - the selected logical condition operator. Can take values (depending on the attribute value

type):

© "More or equal"/ "Less or equal"

© "More than"/ "Less than"

© "Equals"/"Not equal"

© "Equal to NULL"/"Not equal to NULL"
o "Starts with"/ "Doesn’t start with"

© "Ends with"/"Does not end with"

© "Contains"/"Does not contain’

o "Match" (full string match, case sensitive, there is also support for regular expressions)
© "[P range"

© "IP net mask"

© "Empty value"

Attribute/value * - attribute/value that is used to match the logical condition attribute in accordance
with the selected operator. For an attribute that assumes predefined values, the value is selected from
the list.

Is Not - choice of inverting the result of the condition (by default the condition is "Complied", when the

setting is enabled, the condition will be considered "Not Complied")

NEW - adding a new logical condition to the existing hierarchy at the same level as the current one.

AND - adding a new logical condition as a "child" for an existing one with the logical operator "AND".
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OR - adding a new logical condition as a "child" for an existing one with the logical operator "OR".

* - required fields.

Controls:

Attribute selection menu

"Search" - Performs case-insensitive filtering based on the library of logical conditions.

() -Preview the contents of the logical condition.

[ - Deleting alogical condition.

LE R ]
sse- Open the dictionary to add an element.

® -Remove an element from the editor. Action depends on location:

o clicking to the right of the "Attribute" field will clear the corresponding field;

o clicking to the right of the Attribute/Value field will clear the corresponding field;

o clicking to the right of alogical condition will remove that condition.

"Save" - Save the corresponding logical condition.

L X 3 ]
To select an attribute to be used in the condition, click »  » - the attribute selection menu will open.
L X ¥ ]

Select attribute for condition

All Cd Device

Attribute
Device Location
Device Profile
Device Type
Model Name
Endpoint Group
Logical Profile

MAC-Address

Profiline Pnliryv

= LDAP

Dictionary

Dictionary

Device

Device

Device

Device

Endpoint identity
Endpoint identity

Endpoint identity

Frdnnint identity

# Network Access

€% TACACS+

1D

Figure 339. Attribute selection menu

At the top there is a list that allows you to filter by dictionary type. Only one type can be selected.

Types of dictionaries:

308



CO DEVICE - device attributes.

&g IDENTITY - users and endpoints attributes.

B LDAP - attributes of external identity sources.

@ NETWORK_ACCESS - contains the IP-address of the device that the administrator uses to connect.

e TACACS_PLUS - TACACS+ attributes dictionary.

Below are attribute filtering columns.

® Attribute - case-insensitive filtering by attribute name.
® Dictionary - menu for selecting a dictionary. A dictionary type must be selected to use it.

e ID -filtering by attribute number.

Creating logical conditions

Creating a simple logical condition

You can create logical conditions at Editor.

Attribute *

NEW
Operator * Attribute/ivalue *

Equals -

Is Not Double  Save

NEW AND OR

Figure 340. Initial state of Editor
After clicking onE E E in the right side of the “Attribute” field, the dictionary will open.

To find the required attribute, you can use filtering by attribute name. Or select the type of dictionary and
select the required dictionary by scrolling the drop-down list to determine the required attribute.
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Editor

Attribute *

NEW

Operator * Attribute/value * Select attribute for condition
Equals M JNIN CoDevice S Identity (ILDAP () Network Access €% TACACS+
Is Not Dictionary D s
Attribute Dictionary o :
Device Location Device 4
Device Profile Device 2
Device Type Device 3
Model Name Device 1
Endpoint Group Endpoint identity 4
Logical Profile Endpoint identity 6
MAC-Address Endpoint identity 1
profiling Paliry Fndnnint identity 3

Figure 341. Attribute selection

After selecting an attribute, click on it, and it will be placed in the “Attribute” field.

Select the operator (by default, “Equal” is substituted). The operator selection list depends on the type of
data that can be used in the value of the selected attribute.

Attribute data type Supported operators

String Matches, Ends with, Does not end with, Starts with,
Does not begin with, Contains, Does not contain,
Equal to, Not equal to, Equal to NULL, Not equal to
NULL, Empty value

Number Greater than or equal to, Greater than, Less than or
equal to, Less than, Equal to, Not equal to, Equal to
NULL, Not equal to NULL, Empty value

IPv4 address Equal to, Not equal to, Equal to NULL, Not equal to
NULL, IP range, IP net mask, Empty value

MAC address Equal to, Not equal to, Equal to NULL, Not equal to
NULL, Starts with, Does not start with, Ends with,
Does not end with, Contains, Does not contain,

Empty value

Name Equal to, Not equal to, Equal to NULL, Not equal to
NULL

Byte sequence Equal to NULL, Not equal to NULL

Select an attribute in the Attribute/value field or enter its value.
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Attribute *

TACACS+Authen-Method

NEW
Operator * Attribute/value *

Equals - [\NotSEt v X |] i

Is Not Double  save

NEW AND OR

Figure 342. A condition in which all parameters are filled in

Then click the “Save” button. You can replace an existing condition in the library or save a new one.

F 3
Condition saving

Replace existing condition in library

Condition *

Select conditior -

(® save to the library as a new condition

Mame *
ﬂ Mew condition D
Description
Enter description text
/200
Cancel
L I

Figure 343. Condition saving modal dialog
By default, the action assumes saving the new condition:

® Name * - name of the condition. Maximum length is 100 characters.

® Description -arbitrary description. Maximum length is 200 characters.
* - required fields.
Then click the “Save” button.

Save and replace an existing condition in the library. To do this, select "Replace an existing condition in the
library" and select a condition from the drop-down list. If necessary, you can filter by name by entering the
appropriate text in the field in front of the list.
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Then click the “Save” button.

6 The "Save" button is always active to be able to save an existing condition under a
different name.

Creating a complex logical condition

To create a complex logical condition, use the panel under the logical condition.

NEW AND OR

Figure 344. Panel to create an additional logical condition

* New -add alogical condition at the same level as the existing one.
® AND - add a child condition with logical "AND".

® OR -add a child condition with alogical "OR".

When you click "New", an additional rule will appear in the editor on the same level as the existing one,
combined with a logical "AND".

Editor

Attribute *

TACACS+-Authen-Method

NEW
Operator * Attribute/value *

Equals - NotSet > X
Is Not Double  Save

AND - X
Attribute *

NEW
Operator * Attributesvalue *

Equals -

Is Not Double  save

NEW AND OR

Is Not Save

Figure 345. Condition consisting of two conditions combined by a logical "AND"

® Logical "AND" combining rules can be changed to "OR".

* It is possible to save each condition separately using the “Save” button in its window or all together
using the “Save” button at the bottom.

* To delete a condition, click on % at the top right in the condition window.

¢ To completely clear all conditions in the editor, click ¥ at the top right of the editor, located behind the

windows of individual conditions.

When you press "AND"/"OR", a new window will appear in which a new menu will be available, then you can
add conditions at a new level or create child conditions. There is no restriction on the nesting of conditions.
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Attribute *

TACACS+Authen-Method

NEW
Operator * Attribute/value *

Equals - NotSet - X

Is Not Double  Save

Attribute *

AND ¥ NEW
Operator * Attribute/value *

Equals -

Is Not Double  Save

AND v | NEW AND OR

Is Not Save

NEW  AND OR

Is Not

Figure 346. Condition containing nested rules
To save all conditions, click the "Save" button in the lower right corner.

Using regular expressions

Regular expressions can be used when adding a condition to a policy set for attributes with the matches
operator. This allows you to specify a "pattern” that can match multiple values using just one line.

Example 2. Using regular expressions in logical conditions

Task: You need to apply a policy set to all connections from devices whose names start with the MES
prefix.

Possible Solution:

In order to select only connections from certain devices, you can use the RADIUS NAS-Identifier
attribute in the condition. Note that it usually requires configuration on the NAS device to send it.

In order to avoid creating separate RADIUS NAS-Identifier equals MES1 etc. conditions for each
device, you can create one RADIUS NAS-Identifier matches MES.* condition.

The .* construct means "any number of any characters" after MES.

You can also use a more strict expression if, for example, you want MES to always be followed by 4
digits and one letter: MES\d{4}[A-Z].
Here:

\d{4} — four digits;

[A-Z] — one uppercase letter.
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Short list of frequently used metacharacters

e characters:

o . -anycharacter

(o]

\d - any digit
o \w - any letter in any case
o "\s'is aspace character
o \ -any special character escape.
e grouping:
o [abc] -one of the characters listed in brackets (or a, or b, or c)
o [a-z] -one of the characters listed in the range
o (abc) - combining characters in the specified order into one group
e quantifiers:
@ o "a? " -0or1occurrence of a character
o a* - 0or more occurrences of a character
o a+ -1ormore occurrences of a character
o a{n} -occurrence of the symbol n times
o a{n,} -occurrence of the character n or more times
o a{n,m} -occurrence of a symbol from n to m times
e Jogical operations:
o Aa -negation
o a|b - one of two specified characters (OR)
¢ useful combinations:
o .* -any character any number of times
o \w+ -anyword

o (word1)|(word2) -one of the specified words.

Editing alogical condition

To edit alogical condition, you need to grab it with the cursor in the library and move it to the editor field.
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2. BD Device access > Policy elements > Conditions

Policy elements

Conditions ~ TACACS+command sets ~ TACACS+ profiles  Dictionaries

Library Editor

Attribute *

Q
®
o
2
® (a
®
&
e}
@

it Test condition 2 @ NEW
Test condition description o e LT IO
Equals -
it Test condition 3 o] Is Not Elh G
Test condition description 0}
i Test condition 1 @
Test condition description @ e Gl G
i Test condition 4 6]
Test condition description o}
B
® it Test condition 5 @
Test condition description o
=]
Editor
Test condition 1 X
Is Not Double  Change

NEW AND OR

Figure 348. Editing a logical condition

To edit the condition, click the "Edit" button. After editing, click the "Save" button. Since the condition was
previously saved in the library, by default it will be proposed to save it with the same name. If necessary, you
can select another condition to be overwritten or select "Save to library as new condition." Click the "Save"
button.

Also, during editing, you can drag conditions from the library into the child condition editor field.

Delete alogical condition

To delete a logical condition you need to find it in the library and click the button {iij at the right of the

condition name.
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Library

{:l Seart
i Test condition 1 @
Test condition description 0]
i Test condition 2 @
Test condition description 0]
i Test condition 3 @
Test condition description 0]
i Test condition 4 @
Test condition description 0]

Figure 349. Selecting a condition to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r Y

/N Action confirmation
Data will be deleted. Are you sure?

No Yes

. y
Figure 350. Modal dialog for confirmation

Restrictions:

e some system logical conditions cannot be deleted or edited;
A e you cannot delete logical conditions that are used in other complex logical conditions;

e You cannot delete logical conditions that are used in any set of policies.

TACACS+ Command sets
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This section contains information about functionality that is available as part of the
e additional NAICE-TACACS+ license option. To purchase this functionality, please contact
your manager or email eltex@eltex-co.ru.

Description

TACACS+ command sets are used to define a list of commands that are allowed or denied to be executed on a
device when using command authorization on a TACACS+ server. These command sets are further used in
:policy-sets/index.html when configuring the authorization policy.

Viewing TACACS+ Command Sets

This page contains a table listing all TACACS+ command sets.

2. B Device access > Policy elements > TACACS+ command sets

Policy elements

Conditions ~ TACACS+command sets ~ TACACS+ profiles  Dictionaries

+ ® @ £ & ¢ Q

Q
@
=]
2
[ Name 4 Description
® Allowall &

& Denyall & Deny All

s] Showonly @&

@ MES

WLC

o

o Total elements: 5

Figure 351. Table with a list of TACACS+ command sets on the view page

The table contains columns:

® Name - the name of the command set.
© (& -This entity is system and cannot be deleted or edited.

® Description -arbitrary description.

Sorting is possible only by the field Name in the forward and reverse order. By default, sorting is performed
in the forward (alphabetical) order.

Controls:

e £ -Refreshtable data.

® 4 -Addanew element.

* @ -Duplicate the command set selected by the checkbox.

* i -Delete selected elements (inactive until at least one element is selected).
e $ -Allowsyouto download data from a csv file.

|

- Allows you to upload data to a csv file.
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Q Search - Performs case-insensitive filtering across all columns: only records that satisfy the filtering

condition are displayed.

* /M -Change the current sort order.

o - Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

Adding anew command set

To add a command set, click 4 on the top left above the table.

BD Device access > Policy elements > TACACS+ command sets > Adding
« Adding

Name *

07200

30H 30000 O
g
g

Commands ®
Permit unknown commands
+ @

Status Action Command* Arguments

Data is not exist

e

0 Total elements: 0 Cancel  Add and continue LUK

Figure 352. Form for adding a command set
The page that opens presents the following parameters:
® Name *-the name of the profiling condition. The maximum length is 100 characters.
® Description -arbitrary description of the profiling condition. Maximum length - 200 symbols.
Parameters marked with * are mandatory.

Command - a settings block for defining the commands allowed and denied for authorization. For the
comfort configuration the commands are defined in the table, which contains the following columns:

o EE - contains buttons, by dragging which you can change the order of rows in the table.

A The command order is important because the matching of the authorization command
with the commands in the table is going on top-down to the first match.

o - contains checkboxes to select items for further actions (e.g. delete [ ).

® Status - cantake the values Enabled or (%) Disabled .Disabled commands do not participate iin the
process of checking the authorized command. Disabling a command instead of deleting can be useful for
debugging.

® Action - what action to perform when the comparing commands: allow or deny authorization of the
command.

® Command * - the command for which authorization needs to be allowed or denied. Regular expressions
can be used when specifying a command, see Using regular expressions in command sets.
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® Arguments - allowed or denied arguments for the specified command. If no arguments are specified,
then any arguments for the command fall under the Action specified in the rule. Regular expressions
may be used when specifying arguments, see Using regular expressions in command sets.

Only commands containing exactly those attributes specified in the attribute row are
allowed/denied. If a command attribute is followed by another attribute that is not
specified in the command set, then such a command is considered to be unmatched
and will be processed accordingly.

Example. The authorized command is show running-config interface
GigabitEthernet0/1.

The command set is:

Action Command Arguments

c Allowed show running-config

In this case, the command being authorized does not match the specified rules and
authorization will be denied according to the default behavior.

To allow any arguments after the specified arguments, you can use the .* regular
expression (any character is expected any time) or any other suitable expression:

Action Command Arguments

Allowed show running-config .*

By default, any commands that are not listed are disallowed. This behavior can be changed with the setting

Permit unknown commands .

To add a new command to the table, the -+ button is used. The command will be added to the top of the

table (i.e. the new command will be the highest-priority if its order is not changed using EE ).

To save the created command set, you should click Save, or cancel the creation with Cancel.

Editing a command set

To edit a TACACS+ Command Set, click on its name on the list page.
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MName P

Allow all &

Deny all &

Showonly &
MES

WLC

Figure 353. Hyperlink to the command set editing page
This will open the edit page.

The command set editing form is similar to the creation form, except for a few handy features that allow you
to edit the command set table without leaving the page via the save button:

. .E )-reset changes

® Apply - save changes in the command table without leaving the editing page. Can be useful for
debugging.

After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

Using regular expressions in command sets

When specifying a command or its arguments in a command set, regular expressions can be used. This
allows you to specify a “pattern” that can be matched by multiple commands with just one line.

Example 3. Using regular expressions when specifying a command

Task: RADIUS server settings must be allowed to be configured on the device, with 2 commands
possible on the device - radius to configure the server on the device and radius-server to
configure an external server. Both commands must be allowed to the administrator.

Possible solutions:

To avoid specifying both commands in full form, you can use the regular expression: radius.*.

The symbol . here means any character, and \* means its repetition in the expression any number
of times (including 0 times).

You can also make a stricter regular expression: radius-?\w*.
The -? construction means that a hyphen can occur 0 or 1 times, and \w* means 0 or more
occurrences of any letter.
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Example 4. Using regular expressions when specifying command arguments

Task: Restrict the show command to only allow output of information about configured RADIUS and
TACACS+ servers.

Possible solutions:
The simplest and most linear solution is to specify two commands with appropriate arguments:

Command Arguments
show radius-servers
show tacacs

But a shorter solution is to specify the arguments with | (or):

Command Arguments

show (radius-servers)|(tacacs)
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Short list of frequently used metacharacters

e characters:

o . -any character

o

\d - any digit
o \w -anyletter in any case
o "\s'is aspace character
o \ -any special character escape.
e grouping:
o [abc] -one of the characters listed in brackets (or a, or b, or c)
o [a-z] -one of the characters listed in the range
o (abc) - combining characters in the specified order into one group
e quantifiers:
@ o ‘a? " -0or1occurrence of a character
o a* -0or more occurrences of a character
o a+ -1ormore occurrences of a character
o a{n} - occurrence of the symbol n times
o a{n,} -occurrence of the character n or more times
o a{n,m} -occurrence of a symbol from n to m times
e Jlogical operations:
o Aa -negation
o a|b -one of two specified characters (OR)
¢ useful combinations:
o .* -any character any number of times
o \w+ -anyword

o (word1)|(word2) - one of the specified words.

Deleting command sets

To delete command sets on the view page, select the checkbox to the left of the sets you want to delete and
click {iij at the top left.
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— | Name P

Allow all &

Deny all &

Showonly &
MES

WLC

Figure 354. Select the set of commands in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 N

/N Action confirmation

Data will be deleted. Are you sure?

Mo b=

LW |

Figure 355. Modal dialog for confirmation

Restrictions:

A ¢ you cannot delete command sets that are used in any TACACS+ policy.

e you cannot delete system command sets Allow all, Deny all,and Show only.

Import
NAICE supports importing data from CSV files.

Preliminary preparation before Import
1. Create or verify the existence of necessary related entities (e.g., device profile).
2. Review the CSV file requirements:
© Encoding must be UTF-8;
© Delimiters:
= Field delimiter: comma (,)
= String/text delimiter: double quotation mark (")
© Headers and values must be enclosed in double quotation marks (")
0 Maximum file size is 2MB.
3. Check the file content for extraneous quotation marks before importing;

4. Check that the values containing the double quotation mark (") or the slash (/) are correctly escaped.
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o Values containing a double quotation mark (") are escaped using \

o Values containing the slash (/) are escaped using \"

Correct spelling of values (with escaping using \") using the example of the contents of the file
for importing the TACACS Command set

"name:Required"”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)"” nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2|\"/true"
set\""

Incorrect spelling of values (without escaping) using the example of the contents of the file for
importing the TACACS Command set

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A Failure to escape these characters will lead to incorrect data recognition.
Import procedure

To import data from a CSV file, click on <& in the action panel located above the table. This will open the

import window:
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Import

When importing, duplicate data will not be overwritten or edited - the
system will skip it. If you want to change old data, delete it from the
system manually before importing.

Carefully review the Documentation (& to ensure the import
completes without errors.

Select a file*
Max file size ZMB

c
=
=]
L
(=1
2
=
(=5
=
i
]
=
=
m
=
m

Field is required

Data source *

rm
1

WAL

Ignore exist data (3)

Stop import on first error

Cancel Import
. y
Figure 356. Window Import

Data import proceeds through several steps:

1. Select the required CSV file by dragging it into the upload area or by selecting it through the file explorer
by clicking the "Upload";

@ To apply changes, you must re-upload an updated CSV file.

2. Select the data source (if not predefined);
3. Configure import flags (if needed):

Ignore exist data

© On: Duplicate records trigger warnings.
© Off: Duplicates are treated as errors.

Stop import on first error

© On: Import halts at the first error. Only records that were successfully processed before it occurred
will be imported.
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Off: Erroneous lines are skipped, and the import continues to the end. Only valid records will be
imported.

4. To start the import, click the "Import".

A When importing, duplicate data will not be overwritten or edited - the system will skip it.
If you want to change old data, delete it from the system manually before importing.

Viewing the Import report

An import report window opens immediately after file processing.

If all records in the file were processed correctly, you will see the following window:

r 3

Done!

Import has been completed.
Total imported: 4/4
Warnings: 0

Errors: 0

Close

. J
Figure 357. Window Import report (all entries were processed correctly)

The summary block contains:

® Total Imported - Counter of records imported (vs. total rows processed);
® Warnings - Number of warnings that occurred;

® Errors - Number of errors that occurred.

If not all records were processed correctly, you will see the following window:
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Done!

Import has been completed, but not all data was processed
correctly. See the report below for details.

Total imported: 3/4
Warnings: 3

Errors: 1

Detailed report -

Filter

All notifications -

Line Description
1 Duplicate in database. Value with field...
There is no value in the "email” field

1 There is no value in the "firstName" fi...

BB ®

1 There is no value in the "lastName" fie...

- v
Figure 358. Window Import report (entries processed with errors/warnings)

Detailed report contains the following information:

® Filter - Dropdown list allowing you to select which notifications to display (All notifications, Only
errors,or Only warnings)

The notification table contains columns:

® Line - The line number in the CSV file where an error or warning was detected;

® Description - Detailed text explanation of the error or warning.

Hover your cursor over a row in the Description column to view the full error/warning
@ message in a tooltip.

Import particularities for TACACS+ Command sets

o For TACACS+ Command sets imports support NAICE and CISCO data sources.
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The table below lists the fields, their requirements, descriptions, and requirements:

Field

name:Required

description

permit_unmatched(true/false)

commands(Grant/command/argu
ments/enabled;...)

The column
arguments,and enabled.

The list of fields,

commands (Grant/command/arguments/enabled;...)

their

Description

Name of the command set

Free-form description

Permission to execute
commands not listed in the

commands table

Configuration block that defines
allowed and denied
authorization commands

requirements,  descriptions,

commands (Grant/command/arguments/enabled;..) column:

Field

Grant

command

arguments

enabled

O
O

Description

Action performed upon
matching compared commands

Command

Arguments for the command

Permission to execute (Status)

contains the fields

Requirements

Required

Maximum length - 100 characters
Must be unique

Spaces are not allowed

Maximum length - 200 characters

Possible values:
* true -status "Enabled"
* false -status "Disabled"

Command separator: ;
The requirements for each field
will be discussed separately

Grant, command,

and requirements for the

Requirements

Required
Possible values:
e PERMIT

* DENY

Required
Maximum length - 200 characters

Maximum length - 200 characters

Possible values:
* true -status "Enabled"
» false -status "Disabled"

If a value for the permit_unmatched(true/false) field is not found or is incorrect, the
default value false will be assigned.

If a value for the commands(enabled) field is not found or is incorrect, the default value
true will be assigned.
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Example of correctly formatted file content:

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"

"command_set" "Test command "false" "PERMIT/\"show/vlan|1]|2]|\"/true;PE
set"” RMIT/tacacs-server//true"

e As shown in the example, values containing slashes (/) must be escaped with \" . Failure
to escape will result in incorrect data recognition.

Instructions for obtaining a CSV template file are described later in the "Export" section.

Export

NAICE supports exporting data in CSV format. Values and headings are framed by double quotes, the field
separator is comma (,) .

Export procedure

Two export modes are available:

® Export all - Exports all records from the current section. System entities are not included during
export.

® Export selected - Exports only checked records.

o L £

Status

() Enabled Export all

@ Enabled - van
Figure 359. Window export menu

0 Values containing double quotation marks (") or slashes (/) will be escaped using \".

Export all

On the action panel above the table, click £ and select the "Export all” mode. In the window that opens,
confirm the action by clicking the "Export":
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Export to CSV

System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.

.

Figure 360. Export all

After clicking the "Export", a file containing all records from the current section will be downloaded to your

device.

Export selected

On the action panel above the table, click £ and select the "Export selected" mode. In the window that

opens, confirm the action by clicking the "Export":

-

-
Export to CSV
System entities are not included during export. The procedure will
take some time, wait for the file to be generated and loaded.
Selected 1 of 1 records.
Cancel
y

Figure 361. Export selected

After clicking the "Export", a file containing only the checked records will be downloaded to your device.

A

Template

When opening CSV files, always use a comma (,) as the field delimiter. Double
quotation marks (") or empty values may be used as string/text delimiters.

When saving CSV files, always use a comma (,) as the field delimiter, with an empty
value as the string/text delimiter.

If a double quotation mark (") was used as the line delimiter when opening the file,
values containing double quotation marks (") or slashes (/), escaped as \", may
receive an extra quotation mark (") upon saving. Please check the file in a text editor
and remove any extra quotation marks if they appear.

If there are no records in the table (or only system entities are present), selecting the "Export all" mode will
generate a CSV file containing only the column headers. This file can be used as a template for preparing

data prior to import.
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Export particularities for TACACS+ Command sets

e Values containing a double quote (") ortheslash (/),will be escaped using \".

The structure of the csv file for TACACS+ command sets is described in the section "Import particularities for
TACACS+ Command sets".

TACACS+ profiles
This section contains information about functionality that is available as part of the
o additional NAICE-TACACS+ license option. To purchase this functionality, please contact

your manager or email eltex@eltex-co.ru.

Description

TACACS+ profiles are designed to consolidate granular network device access privilege level configurations
into distinct entities assigned to network administrators who have successfully authenticated and been
authorized via the TACACS+ protocol.

The main settings in device profiles are:

* Privilege levels assigned within the profile (default level and maximum level).

e User attributes.

View TACACS+ profiles table

BD Device access > Policy elements > TACACS+ profiles

Policy elements

Conditions ~ TACACS+command sets ~ TACACS+ profiles  Dictionaries

+ & § 2 Q

Name 4 Description
Both privilege &
Deny all shell profile & Deny all shell profile

Maximum privilege &

® 0% 3 Q@0k0OB O

Minimum privilege &

MES

e

o Total elements: 5

Figure 362. TACACS+ profile summary table
This page contains a table listing TACACS+ profiles.
The table contains the following columns:

® Name - Profile name.
© (& -This entityis system and cannot be deleted or edited.

® Description - Profile description.
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The table can be sorted by the Name column.

Elements of control:

+ - Add TACACS+ profile.

@ - Duplicate TACACS+ profile.
® i -Delete selected (checked) TACACS+ profile.

* £ -Refresh profiles table.

Add TACACS+ profile

D Device access > Policy elements > TACACS+ profiles > Adding

Description

® 0% Q0K 0B O I

07200

Attributes  Passing parameters

Privileges level &

Default privilege level

Value *

Maximum privilege level

Value *

Custom attributes
+ ® Q

Name * Value *

Data is not exist

e

D Total elements: 0 Cancel
Figure 363. TACACS+ Profile Add Page

To add a TACACS+ profile, click + .

fill in the following parameters in new window:

® Name *-Profile name.
® Description - Description of the profile in any form (Will be displayed in the list of profiles).

® Default privilege level - The privilege level available to the authorized administrator immediately
after authorization.

® Maximum privilege level - The privilege level that can be increased by an authorized administrator (the
user can enable this level using authorized commands, for example during the configuration of a
network device).

Parameters marked with * are required.
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If the Default Privilege Level and Maximum Privilege Level options are unchecked,
A the authorized administrator account will be assigned the only available default privilege
level of "1".

User attributes or otherwise Attribute-Value pairs - attributes that define the parameters of
authorization, accounts and sessions within the TACACS+ protocol.

Use the following controls to add and remove custom attributes:
e 4 -Add attribute.

* i -Delete the selected (checked) attribute.

When adding an attribute, fields marked with * are required.

After completing the profile setup, click Add to add the created profile.

Editing a TACACS+ profile
To edit a TACACS+ profile, click on its name on the list page.

Name P

Both privilege &

Deny all shell profile &
Maximum privilege &
Minimum privilege &
MES

Figure 364. Hyperlink to the TACACS+ profile editing page

Restriction:
A e you cannot edit system profiles TACACS+ ( (&) ).

This will open the edit page.
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GD Device access > Policy elements > TACACS+ profies > MES

« MES

Name *

MES

Deseription

® O % DOk OB® O

07200

Attributes  Passing parameters

Privileges level (O

Default privilege level

Value *

Maximum privilege level

Value *

Custom attributes
+ Q searc

Name * value *

Data is not exist

<]

o Total elements: 0

Figure 365. TACACS+ profile editing page
After editing, click the "Save" button. The button is hidden until at least one change is made.

The "Cancel" button resets the changes made to their original state.

Deleting a TACACS+ profile

To delete profile TACACS+ on the view page, select the checkbox to the left of the sets you want to delete and
click {ij at the top left.

-] Name P
Both privilege &
Deny all shell profile &
Maximum privilege &
Minimum privilege &
MES

Figure 366. Selecting a TACACS+ profile in the table to delete

n Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.
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/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

LW &

Figure 367. Modal dialog for confirmation

Restriction:
A ¢ You cannot delete system profiles TACACS+ ( (& ).

TACACS+ profiles available by default.

After enabling the TACACS+ functionality, several pre-installed basic TACACS+ profiles are already available
to the system administrator:

® Both privilege - Authorized accounts that fall under this profile will be assigned a default privilege
level of "1" and will be able to be elevated to a maximum privilege level of "15".

Deny all shell profile - Authorized accounts that fall under this profile will be denied authorization.

® Maximum privilege - Authorized accounts that fall under this profile will be assigned the default
privilege level of "15".

Minimum privilege - Authorized accounts that fall under this profile will be assigned the privilege level
by default, "1".

The listed profiles are system ( (& ) and cannot be edited or deleted.

Network devices policies

additional NAICE-TACACS+ license option. To purchase this functionality, please contact

e This section contains information about functionality that is available as part of the
your manager or email eltex@eltex-co.ru.

Description

Network device policies define the actions to be performed when processing authentication and
authorization requests from network device administrators via the TACACS+ protocol.

Processing Order

1. Processing in the policies table:

o The authentication or authorization request is checked for compliance with the logical conditions
used in the TACACS+ policies.

o The verification is performed sequentially from top to bottom. Disabled policies are not evaluated
and skipped. For policies with the status "Condition Check", the policy hit counter is incremented, but
no request processing is performed — the search for a matching policy continues further.
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Once a matching policy is found, further policy evaluation stops, and processing continues inside that
policy.

If no policy with a matching condition is found, the request will be processed according to the default
policy Default. This policy is always last in the sequence, cannot be deleted, and its condition cannot
be edited. By default, this policy uses the Deny all shell profile in TACACS+ Profile settings, which
will reject connections to the network device. This behavior can be modified by adding or editing
authentication and authorization policies in the default Default policy.

2. Processing Within the Matched Policy:

[e]

o

Check for compliance with the authentication policy conditions is first performed.

After determining the authentication policy, a user search is performed within the identity sequence
selected for this policy. If the user is not found or their password is incorrect, the connection is
rejected, and the request processing ends at this step.

For requests from successfully authenticated users, the system verifies compliance with
authorization policy conditions.

After the authorization policy is determined, the following actions are performed based on the
request type:

= Privilege level authorization request post-authentication: The system retrieves the "Default
Privilege Level" value from the TACACS+ authorization profile assigned to the policy in TACACS+
Profile setting. If no value is specified, privilege level 1 is automatically assigned.

= Privilege escalation request: The system retrieves the "Maximum Privilege Level" value from the
TACACS+ authorization profile assigned to the policy and compares it with the requested privilege
level - If the requested level less or equal to the configured maximum: escalation is granted. If the
requested level greater than configured maximum: escalation is denied. If no maximum level is
specified in the assigned profile: the privilege escalation request is automatically denied.

® The system verifies whether the command is permitted in the TACACS+ Command set assigned to
the authorization policy. Command execution is allowed if allowed in the permitted command set,
otherwise denied.

When the default "Deny all shell profile" authorization profile is selected in the policy
settings - All authentication and authorization requests matching this profile will be
rejected. This applies even to successfully authenticated users.

View Policy Sets

Q

® 0 5 3Ok 0B

&

Device access > TACACS+ policies

TACACS+ policies

5]

O Reset Q

@ The policies are executed in the specified order.

You can change the order by dragging the table rows

+ status Name* Description Conditions* Protocol Hits count

@ Enabled Test policy set Description PAP/ASCIl 10 : o
Test condition :

@ Defauie Default Tacacs default policy set PAP/ASCII 5 : o

Figure 368. View all Policies.
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Table Column Descriptions:

® Status — Policy status.
® Name * - Policy name.
® Description — Arbitrary description.

® (Conditions * — Logical conditions used. If a library condition is applied, its name is displayed. If a non-
library condition is used, its structure is shown.

Protocol * — Always PAP/ASCII.

® Hits count — Number of authorization attempts matching the specified Conditions.

Elements of Control:

e 3 —refreshdata.

(D Reset - delete counters for failed attempts on all policies (attempt counts).

® Search —aregistered search by name (search results will be highlighted).

+ —add TACACS+ policy (policy will be added first in the list).

E: - element for change policy set order in list by dragging.

® Hits count — counter for successful logins under specified conditions.

+ —actions:
© Add Top - add policy before selected one.
© Add Bottom — add policy after selected one.
© Delete —remove selected policy.
®* » —goto control ofselected policy.
® Save —save changes.

® C(Cancel - cancel changes.

All policies are evaluated in their displayed order: top to bottom. For this reason, all policies remain visible
on the page at all times. Search terms entered in the Search field highlight matching policies without
removing any policies from the list.

B Device access > TACACS+ policies

el

TACACS+ policies

< O Reset Q Test policy set

@ The policies are executed in the specified order.
You can change the order by dragging the table rows.

+  Status Name* Description Conditions* Protocol Hits count

® O 5 3O 0B

@ Enabled Test policy set Description PAP/ASCIl 10 : o
Test condition

Default Default Tacacs default policy set PAP/ASCII 5

Figure 369. Search Policies.
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To change the order, drag a policy by the :¢ inthe + column.

6 After reordering policies, remember to click the Save button; otherwise, the changes will
not take effect.

To view the list of authentication and authorization policies, click »» to the right of the selected policy set.

Editing Policy sets list
Add Policy set

To add a policy in the policy list window, click the + button in the top-left corner—the new policy will be
added at the top of the list.

+ Status

t Enabled

Figure 370. Add Policy icon.

If you need to insert a policy in a specific location, click the ¢ button to the right of the selected policy and
choose Add Above or Add Below from the dropdown menu.

Hits count
10 »
Add above
> Add below »
Delete

Figure 371. Dropdown Action Menu.
Status Information:

* (¥)Enabled - Allows processing requests;
® (%) Disabled - Excludes from processing, does not check the Condition, and does not handle requests;

* (@ Condition check - Allows checking the Condition (and increments the trigger counter) but does not
process requests;
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* (¥)Default - Used only for the default policy.

o The policies are executed in the specified order,
You can change the order by dragging the table

)
' +  Status Name*
i (¥) Enabled Test policy set
(@ Enabled
® Disabled
® Condition check Default

Figure 372. Policy status change.

In a newly created policy set, enter a readable name in the Name field or leave the auto-generated name

2 | @ The policies are executed in the specified order. x
@ You can change the order by dragging the table rows.
(2]
& + status Name® Description Conditions* Protocol Hits count
® (&)= New Policy Set 1 x | [ Enter description BAR/AGCIY P>
@ Y o 4 | +add 8

0/200

Figure 373. New Policy entry display. Required fields.

To edit a condition, click 4+ Add , and the Condition Editor will open.

Library Editor

[\ Q Search

Attribute *
Select value
i2 Test condition 1

* q »
Test condition description Operator Attribute/value

£quals ~ | | enter or select value

i Test condition 2 Double save
Test condition description

NEW AND OR

i Test condition 3
Test condition description

i2 Test condition 4
Test condition description

i Test condition 5
Test condition description

Figure 374. Condition Editor.

Editing conditions follows the same method described in Conditions.

When configuring a policy set condition, there are restrictions on the types of dictionaries
e that can be used. The following dictionaries are allowed: NETWORK_ACCESS, TACACS_PLUS,
DEVICE.
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When editing conditions directly in the policy, you can use the configured condition without saving it to the
Library. To do this, after setting up the condition (without saving it), click the Use button.

Clicking the Save button will apply all changes.

After creating a new policy, you must configure its authentication and authorization
A policies. Otherwise, all connection attempts matching this policy’s logical conditions will
be rejected according to the default Default policy rules!

@ Policy set named Default also can be edited.

Policy set deletion

Policy set deletion is available in the Actions menu. Only one policy set can be deleted at a time.

Hits count
10 o
Add above
> Add below »
Delete

Figure 375. Policy deletion dropdown menu.

Policy hit count

The counters in the Hits count column show how many attempts were processed using this policy. Value
changes indicate that the Condition is triggering.

Using the @ Condition check status and observing the trigger counters, you can first
@ fine-tune and debug the condition, and only then put the policy into operation by
switching it to the ()} Enabled status.

The trigger counters for all policy sets can be reset by clicking on (%9 Reset . To reset the counter for a

specific set, click the number in the Hits Count® column, click the Reset button, and confirm the action.

TACACS+ policy configuration
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This section contains information about functionality that is available as part of the
6 additional NAICE-TACACS+ license option. To purchase this functionality, please contact
your manager or email eltex@eltex-co.ru.

Viewing the policiesin the selected policy set

To view the list of TACACS authentication and authorization policies: In the View column, click the »)» icon

next to the selected policy set. The detailed page for editing authentication and authorization policy rules
will open.

GD Device access > TACACS+policies > New Policy Set 1

Q  « New Policy Set 1
@
o e
S Status Name* Description Conditions* Protocol Hits count
)
@ Enabled New Policy Set 1 PAP/ASCII 10
@ CQ  Device:Model Name Equals 123123
&
0
@ Authentication policy -
@ w
+ Status Name* Conditions* Identity sequence* Hits count
Default Default Default sequence . 10
Authorization policy ~
@

+ Status Name* Conditions* TACACS+ Profile* TACACS+ Command set* Hits count
@ Default Default Deny allshell profile Deny all v 10
B

€]

Figure 376. Policy set view & Edit page

The final authentication and authorization policy rules named Default cannot be

A renamed or have their trigger conditions modified. They will always appear last in the list,

no other rules can be placed below them. These rules define the default behavior when no
other policies match.

The policy set view form is organized into sections:

Policy Set Management Section - Displays the contents of the selected policy set in a format consistent
with the page :policy-sets/index.html

Authentication Policy - Manages user authentication processes.

Authorization Policy - Controls User authorization for privilege level and profile access and lists of
permitted commands.

Control Elements:

e 7% -Requests current policy trigger counts

Status - Enable/disable/monitor the corresponding policy
® Name * - Policy name (required field)

® Description - Custom description (optional)
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Conditions * - Logical conditions. Displays the library condition name (if used). Shows condition
structure (for non-library conditions).

Protocol * - Always PAP/ASCII.

Identity sequence *-Selected identity source chain

TACACS Profile * - Available TACACS profiles selection

TACACS Command Set * - Available command sets selection
* ¢ -Actions menu:
© Add Above - Insert policy rule before selected one
© Add Below - Insert policy rule after selected one
© Duplicate -Insert duplicated policy rule
© Delete - Remove selected policy rule
® Hits count - Authorization attempts matching the Conditions. Click the counter to Reset it.
® Save - Apply changes

® (Cancel -Discard changes

Parameters marked with an asterisk * are mandatory.

To change the order of Authentication and Authorization Policies, drag a policy using the :: handle in the
+ column (visible on hover) - similar to the functionality described in :policy-sets/index.html.

Editing policies

To edit policies, click »» next to the selected policy set.

You must configure at least one authentication policy and one authorization policy rule
A for successful client connections using this TACACS policy. Alternatively, reconfigure the
default Deny rule Default.

practices: Configure custom rules for your specific needs, and keep the default policy

e The Default policy can be modified to change its behavior. However, for security best
behavior as Deny.

Authentication policy

Authentication policy ~

& u

+ Status Name* Conditions™ Identity sequence* Hits count

Default Default 10

Default sequence ~

Figure 377. Authentication policy panel.

To configure an authentication policy in the Authentication Policy section: click the + button, and new rule
will be created.
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Authentication policy ~

@ o

+ Status Name* Conditions* Identity sequence* Hits count

Enabled (
Authentication rule 1 o] [

© Default Default Default sequence v 10

Figure 378. New authentication policy.

Input the policy name in the Name field.
Editing the conditions is performed the same way that described in Conditions.

When configuring a policy condition, there are restrictions on the types of dictionaries that can be used.
Only the following dictionaries are allowed: NETWORK_ACCESS, TACACS_PLUS, DEVICE.

When editing conditions in a policy, you can apply the configured condition without saving it to the Library.
Just click Use after setup instead of saving.

In the dropdown menu Identity sequence, select the required chain.

A new policy rule can also be created from an existing one by duplicating it. To do this, select the desired
rule/rulesvia' |, and thenclick @ above the table. A new rule will be created above the selected one with

similar settings and a name ending with "_copy".

Use the E button to the right of the policy to add a new rule above or below, to duplicate or delete the

current one.

Click the Save button to save your changes.

juence* Hits count
v :
Add above
gquence N "% Add below
Duplicate
Delete

Figure 379. Authentication policy. Dropdown menu - Actions.
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You can also change the policy status, similar to how statuses work in policy sets.

Authentication policy

® W
-+ Status Mame*
it (© Enabled Authentication rule
() Enabled
(¥) Disabled

Default
(@) Condition check

Figure 380. Authentication policy. Status Modification.

Authorization policy

Authorization policy

[}

+ Status Name* Conditions* TACACS+ Profile* TACACS+ Command set* Hits count

© Default Default Deny all shell profile Deny all v i

Figure 381. Authorization policies panel.

To configure an authorization policy rule, click + in the Authorization Policies section. A new rule will
appear.

Authorization policy
@ o

+ Status Name* Conditions* TACACS+ Profile® TACACS+ Command set* Hits count

EE Authorization rule 1

+ Add ‘\

© Default Default Deny all shell profile Denyall v o

Figure 382. New Authorization policy.
Inthe Name field, enter the policy rule name.

To edit the condition, click 4 Add - the condition editor will open. Conditions are edited in the

same way as described in Conditions.

When configuring an authorization policy, you can use the following dictionaries: LDAP, NETWORK_ACCESS,
TACACS+, IDENTITY, DEVICE.

When editing conditions directly within a policy, you can use the configured condition without saving it to
the Library. To do this, set up the condition and click Use without saving it first.
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In the TACACS Profile dropdown menu, select the required TACACS profile.
In the TACACS Command Set dropdown menu, select the required TACACS command set.

A new policy rule can also be created from an existing one by duplicating it. To do this, select the desired
rule/rulesvia' |, and thenclick @ above the table. A new rule will be created above the selected one with

similar settings and a name ending with "_copy".

Using the E button to the right of a policy, you can: Add a new rule above the current one, add a new rule

below the current one, duplicate or delete the current rule.

[ACS+ Command set® Hits count

3 ;

Add above

y 10
eny all Add below

Duplicate

Delete

Figure 383. Authorization Policy. Dropdown menu - Actions.

Policy status can also be modified using the same status controls available in policy sets.
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Authorization policy

@ W
+ Status MName*
: Enabled Authorization rule 1
() Enabled
(¥) Disabled

Default
(@) Condition check

Figure 384. Authorization policy. Status Modification.
To delete multiple rules, select them using| | and then click {ij above the table of rules.

The Save button will only become available after: Adding at least one fully configured authentication policy
and adding at least one fully configured authorization policy.

Click the Save button.
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Notification gateways

Notification gateways management

Description

Gateway management allows you to create, configure, and use integrations with SMS sending services for
portal authorization and mail servers for setting up notifications about the creation and editing of system
users. It is possible to configure multiple SMS gateways, which allows for flexible integration settings for
each Guest portal.

Currently, integration is only implemented via HTTP/HTTPS protocols for the Guest portal and SMTP for
password policies.

View a list of notification gateways

BD Notification gateways > Notification gateways management

Notification gateways management

+ 2 @ m

Name Connection type Where used
Demo gateway & DEMO Default portal
Custom gateway HTTP Custom portal

Custom smtp gateway SMTP Passwor d policies

® 0% D00k OB O I

[}

o Total elements: 3

Figure 385. Table with a list of notification gateways
Below is a table with a list, which contains columns:

® Name - The name of the SMS gateway.

© (& -This entityis system and cannot be deleted or edited.
® (Connection type - Gateway connection type. Can take values: DEMO, HTTP, SMTP

® Where used - Alist of entities in which this gateway is used.
Additional columns are also available, configurable in () inthe table header:

® Description - Description of the notification gateway.

® Additional info - Contains additional data about the existing integration.

Controls:

* 4 -Addanew element.

*  -Refreshtable data.
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] - Delete selected elements (inactive until at least one element is selected)
®* (D -Openthe settings window for the displayed columns of the table.
o - Checkbox, which is responsible for selecting elements to perform further actions (for example,

deletion).

Adding notification gateway
To add a notification gateway, click + .

B Notification gateways > Notification gateways management > Adding
< Adding

Connection type *

Name *

® O % DOk OB O

0/1000

e

Cancel Add and continue m
Figure 386. Notification gateway Add Page

In the form that opens, you can fill in the following parameters:

® (Connection type *-Gateway connection type. Can take values: DEMO, HTTP, SMTP

®* Name * - Notification gateway name; must be unique within the gateway list. Maximum length is 200

characters.

® Description - Notification gateway description. Maximum length - 1000 characters.

Parameters marked with an asterisk * are required.
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B Notification gateways > Notification gateways management > Adding

Q ¢ Adding
@

Connection type *
=]
2
@ HTTP/HTTPS
® SMTP.
ry Description
0
@

0/1000

B
(6]
©
o Cancel  Add and continue

Figure 387. The page for adding a notification gateway with connection type selection

Further gateway configuration depends on the selected connection type. For more information on
configuring the HTTP/HTTPS and SMTP gateways, see the relevant sections.

For adding a gateway, the system provides two submit buttons that differ in their subsequent behavior:

e "Add and continue" — after clicking, the form does not close, and the "Send test SMS/email" button
becomes available.

e "Add" — after clicking, the user is redirected to the notification gateways list page.

Editing notification Gateway

To edit a notification gateway, on the list page, click its name.

Name
Demo gateway &
Custom gateway

Custom smtp gateway
Figure 388. Hyperlink to the notification gateway editing page

After this, an editing window similar to the adding page will open.

o When changes are made to the form, the "Send test SMS/email" button becomes
unavailable. The button is reactivated only after the changes are saved.
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2. B Notification gateways > Notification gateways management > Custom gateway

Q « Custom gateway
@
Connection type *
(=]
&
©  Name*
® Custom gateway
sk Description
B}
@
041000
Message sending request editor
Connection timeout * @ HTTP method *
3 POST v
Read timeout * ® URL AP *
3 hitps://test test/apiZparam=s{key}
Request timeout * @
3
SSL/TLS certificate check during HTTP/HTTPS gateway connection
use check SSU/TLS certificate
User variables ~ Headers  Request body
@ system variables can be used as attribute values in parameters, or specify your own as text. x
®  Attribute* Attribute value *
(€] key = value +
(=]
Send test SMS
o

Figure 389. HTTP/HTTPS gateway editing page

2 BD Notification gateways > Notification gateways management > Custom gateway
« Custom gateway

Connection type *

Name *

Custom gateway

Description

® 0% 3Q@0Mk0ODB O

0/1000

SMTP gateway settings

Server name *

testHost

Port *
4200

Sender name *

userName

Sender address *

username@naice.ru

Request timeout * @

3 <

SMTP gateway connection authorization

use authorization

User name * @

Password *

® SSL/TLS certificate check during SMTP gateway connection

© use check SSL/TLS certificate
()

send test email
3

Figure 390. SMTP gateway editing page

For saving changes, the system provides two buttons that differ in their subsequent behavior:

e "Save and continue" — after clicking, the form does not close, and the "Send test SMS/email" button
becomes available again.
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e "Save" — after clicking, the user is redirected to the notification gateways list page.

The "Cancel" button resets the changes made to their original state.

Removing a notification gateway

To delete, in the list window, select the checkbox to the left of the name of the gateways that you want to
delete, and click the button {fjj at the top left.

GD Notification gateways > Natification gateways management

Notification gateways management

+ © O m

[-] Name Connection type Where used

Custom gateway HTTP Custom portal

Q

@

Q

&

@ Demo gateway & DEMO Default portal

()]

& Custom smtp gateway SMTP Password policies
0

@

e

40 selected elements: 1 0f 3

Figure 391. Selecting a gateway in the table to delete

A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

r N

/N Action confirmation
Data will be deleted. Are you sure?
Mo Yes

LW &

Figure 392. Modal dialog for confirmation

HTTP/HTTPS
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Send message request editor

Q
2]
Q
&
9
®
&
8]
@

e ®

B Notification gateways > Notification gateways management > Adding
« Adding
Connection type *

HTTP/HTTPS

Name *

Description

0/1000

Message sending request editor

Connection timeout * @ HTTP method *

3 POST v

Read timeout * ® URL AP *
3

Request timeout * @&

3

SSL/TLS certificate check during HTTP/HTTPS gateway connection

use check SSUTLS certificate

User variables  Headers  Request body

@ system variables can be used as attribute values in parameters, or specify your own as text.

Attribute Attribute value
= +

Send test SMS

Cancel Add and continue m
Figure 393. HTTP/HTTPS gateway creation page

When you select the HTTP/HTTPS connection type in the gateway creation form, the following options

become available:

Connection timeout *-maximum wait time for connection to the server(sec.).The default is 3 seconds.
Read timeout * - maximum wait time for response from the server(sec.).The default is 3 seconds.
Request timeout * - maximum wait time for data from the server(sec.).The default is 3 seconds.

HTTP method * - A drop-down list for selecting the HTTP method for integration. Available options are:
GET, POST, and PUT. The default is POST.

URL API *-The address to which the request to send a message within the integration will be executed.

Within the framework of creating SMS integration, flexible configuration of the request for sending a

message is available. On the SMS gateway creation page, 3 sections are available for editing the request:

User variables - section for creating user-defined variables required to create a request (for example:
login/password/API-key for integration). To create a variable, you must specify its name in the "Attribute"

column and its value in the "Attribute value" column. Adding a new variable is done using the 4

button, and deleting it is done using the [ button.

Headers - section for creating HTTP headers for a request by the user. To create a header, you must
specify its name in the "Attribute" column and its value in the "Attribute Value" column. The value can

also be a variable. To select a variable, click Similar to the section with user variables, adding a new

header is done using the 4+ button, and deleting it is done using the @ button.
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Request body - section for editing the request body. Data can be recorded in JSON format. In this section,
the use of variables as a value is also allowed.

Working with variables

For flexible configuration of SMS integration, it is assumed that user and system variables will be used when
composing a request. The system variables are "Message text" and "Phone number". All variables can be used
to substitute values into URL, headers, and request body. In addition to user-configurable variables, there
are system variables ${msg} and ${target}, which represent the message text and phone number,
respectively.

HTTP method *

POST ™

URL API *

https://test.test/api?param=3%{key}

Figure 394. Example of adding a variable to a request URL

User variables Headers Request body

o System or custom variables can be used as attribute values in parameters. or specify your own as text. X
G]
Attribute * Attribute value *
Message = s{key} B +
©&

Send test SMS

Figure 395. Example of adding a variable to a request header

User variables Headers Request body

"destination™: "${target}",
"text": "${msg}"

Format: JSON

Send test SMS

Figure 396. Example of adding a variable to a request body
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SSL/TLS certificate check during HTTP/HTTPS gateway connection

SSL/TLS certificate check during HTTP/HTTPS gateway connection

use check SSLTLS certificate

Figure 397. The setting responsible for certificate validation

If you need to verify the server’s certificate when establishing a connection with the HTTP/HTTPS server,
you must enable the 'use check SSL/TLS certificate' checkbox. More details can be found in the
documentation section for trusted certificates.

Sending a test message

After adding the gateway, the "Send test SMS" button becomes available. Clicking it opens a verification
window for the created integration, which includes a phone number input field.

r ™
Integration check 2
Phone number *

E +7 999 999-99-99 D
Cancel m
A J

Figure 398. Window for checking the created SMS integration

After filling in the phone number and sending an SMS, a window with the verification result will open for
the user.

Integration check result

Integration check has been completed. Result: &

Message has been sent

Close
A J

Figure 399. Result window of checking the created SMS integration
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SMTP
SMTP gateway settings

2 BD Notification gateways > Notification gateways management > Adding

< Adding

Connection type *

SMTP v

Name *

Description

® O % dOQMOB O

0/1000
SMTP gateway settings

Server address * @

Port *
25

Sender name *

Sender address *

Request timeout * @

3

SMTP gateway connection authorization

use authorization

User name * @

Password *

SSL/TLS certificate check during SMTP gateway connection

use check SSUTLS certificate

B ®

Send test ema

Cancel  Add and continue @GR

Figure 400. SMTP gateway creation page

When you select the SMTP connection type in the gateway creation form, the following parameters become
available:

® Server name *-the IP address or domain name of the mail server to be connected.
® Port *-SMTP server port to which the request will be made. The default is 25 port.
® Sender name *-the sender’s name, which will appear in the letter.

® Sender address * -the sender’s email, which will appear in the letter.

® Request timeout * - maximum wait time for data from the server(sec.). The default is 3 seconds.
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SMTP gateway connection authorization

SMTP gateway connection authorization
use authorization

User name * (3)

testName

Password *

Figure 401. The setting responsible for user authorization on the SMTP server

If the mail server requires authorization of the user to send a message, then you must enable the 'use
authorization' checkbox, after which two more parameters will become available for editing:

® User name * -the email address or username that will be used for authorization on the SMTP server.

® Password * - the user password that will be used for authorization on the SMTP server.

SSL/TLS certificate check during SMTP gateway connection

SSL/TLS certificate check during SMTP gateway connection

use check SSL/TLS certificate

Figure 402. The setting responsible for certificate validation

If you need to verify the server’s certificate when establishing a connection with the SMTP server, you must
enable the "use check SSL/TLS certificate' checkbox. More details can be found in the documentation section
for trusted certificates.

Send test email

After adding the gateway, the "Send test email"” button becomes available. Clicking it will open a window
for testing the created integration, complete with an email address entry field.
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Integration check 2

Recipient’s email *

test@naice.ru

e J

Figure 403. Window for checking the created SMTP integration

After filling in the email address and sending the letter, the user will see a message with the sending status.

(@ Test email sent

LS F

Figure 404. The result window of checking the created SMTP integration
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System settings

System

Common settings

The Common settings section includes system settings that affect the overall operation of NAICE.

System

Common settings

Database address *
Before making changes read the Documentation

postgres:5432

System language * (@

PycckuiA w

Figure 405. Common settings

Database address

This group of settings allows you to specify one (in the case of a non-redundant installation) or two (in the
case of a cluster) PostgreSQL database addresses.

The correct operation of the entire system depends on the correctness of the specified

@ database address/addresses. Specifying an incorrect address may lead to a complete loss
of access to NAICE.

After deploying NAICE, the settings will be populated with default values, depending on the installation
scheme:

* single-host installation without redundancy - naice-postgres:5432 (the address of the DB docker
container in the docker network will be obtained automatically)

e cluster - both addresses will be filled with the values IPv4-node-address:5432

Requirements for the specified address

® The address must be specified in the format domain-name:port or IPv4-address:port.

e If the specified domain name is not a container name in the docker network, resolution of this name
must be ensured.

* PostgreSQL with a schema actual for this version of NAICE must be available at the specified address.
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Before saving the settings, an attempt is made to read data from the phoca database at

A the specified address. If only the phoca database is present in PostgreSQL and other
databases are absent, the check will pass with a false positive result and the settings

will be saved.

Address saving mechanism

1. When the naice-phoca service starts, the database address is read from the environment variables file.

2. When editing the address, the new address is changed in the environment variables file and in
PostgreSQL at both the old and new addresses.

Applying the settings will cause the naice-radius service to restart, which will lead to a
@ brief interruption in all types of authorization.

Cluster configuration specifics

When changing database addresses in a redundant installation scheme, it is required that only one node is in
the primary state. If both nodes are in the read-only (standby) state, access to NAICE will be lost.

System language

The language used by some services to determine the text localization for the user. This setting affects:
* the default language for new system users (both local and from external sources)

¢ thelanguage of system events in the System events section

* the language of email notification texts sent by SMTP-type notification gateways

The language of the message that is sent to the user during captive portal
@ authorization depends on the portal language selected by the user.
The interface localization for each system user is configured on the page Account
@ settings.+
Services
RADIUS

This page configures the operation of the RADIUS server as part of NAICE.
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GD System settings > Services > RADIUS

Services

RADIUS ~ TACACS+  Event log

General settings

1812

RADIUS session storage duration, days *

Q

@

Q

2

@  RADIUS authentication port *
@

b

8] 31

@

@ rADIUS account ting processin, 8
Server certificate * &

& RADIUS certificate 01

EAP-TLS
Trusted certificate *

Trusted CA 01

server certificate * @

£ RADIUS certificate 01

e

OCSP settings

Enable certificate revocation status check via OCSP

Figure 406. Overall view of the RADIUS settings page

General Settings

The "General settings" section configures basic RADIUS server parameters: authentication port, accounting
processing, session storage duration, and server certificate.

Services

RADIUS TACACS+ Event log

General settings
RADIUS authentication port *

1812

RADIUS session storage duration, days *
31
D RADIUS accounting processing

server certificate * (®

/™ RADIUS certificate 01 ~

Figure 407. General RADIUS Settings
The following parameters are available:

® RADIUS authentication port — the UDP port on which the RADIUS server listens for RADIUS requests.
Default value — 1812.

When saving the configuration, a check is performed only for UDP ports that are used
by Docker containers. Ports used by services or applications installed directly on the

A host machine (outside Docker) are not checked. To avoid conflicts, it is strongly
recommended to manually verify, before saving, that the selected port is not in use by
other processes on the server.
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@ Port "80" is already in use by the configuration
"MAICE_TACACS_PORT"

Figure 408. Port conflict error

® RADIUS session storage duration, days — the number of full days from the RADIUS session creation
date during which sessions are stored in the database. After this period expires, sessions are deleted.
Default value — 31.

@ Sessions are periodically checked for expiration and deleted according to a schedule.

® RADIUS accounting processing - a flag to enable/disable RADIUS Accounting packet processing. Enabled
by default.

o If processing is enabled: the system accepts and processes Accounting packets, updates the state of
active sessions, and terminates them by timeout.

o If processing is disabled: the system continues to accept packets and responds with correct RADIUS
Accounting-Response, but does not perform processing of the received packets.

0 When RADIUS accounting processing is disabled, the RADIUS Session Limits section
is hidden.

® Server certificate — a dropdown list of server certificates of type RADIUS for securing RADIUS
server connections. The certificate is applied globally across all nodes and is used for all authentication
protocols except EAP-TLS. By default, a system-generated certificate is used.

° Selecting a system-generated (default) certificate is accompanied by a warning. Using
system certificates is not recommended for security reasons.

SETVET CETLITICALE ™ )
/N RADIUS certificate 01 v

This certificate was created by
the system. Using system
certificates is unsafe

E

Trusted certificate *

Trusted CA 01 W

server certificate * &

Figure 409. System Certificate Warning

EAP-TLS

The "EAP-TLS" section configures EAP-TLS authentication parameters: trusted certificate, server certificate,
and OCSP settings.
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EAP-TLS
Trusted certificate *

Trusted CA 01 -

Server certificate * (3

™ RADIUS certificate 01 v

OCSP settings
Enable certificate revocation status check via OCSP

Figure 410. EAP-TLS Settings

The following parameters are available:

® Trusted certificate — a dropdown list of trusted certificates. Used as a root (CA) certificate to verify
signatures in the EAP-TLS chain. By default, a system-generated certificate is used.

e Server certificate — a dropdown list of server certificates of type RADIUS for the EAP-TLS
authentication protocol. The certificate is applied globally across all nodes. By default, a system-
generated certificate is used.

0 Selecting a system-generated (default) certificate is accompanied by a warning. Using
system certificates is not recommended for security reasons.

OCSP Settings

OCSP (Online Certificate Status Protocol) is a protocol that allows checking whether a certificate has been
revoked before its expiration date. Configuring OCSP in RADIUS provides additional security by preventing
the use of revoked certificates during authentication.

The "OCSP settings" subsection configures certificate revocation status checking via the OCSP protocol.

OCSP Server Requirements

¢ Interoperability with OCSP server implementation MS Windows Server or OpenSSL OCSP Server is
supported.

® Only HTTP mode is supported (without TLS encryption).

® The client certificate status can only be checked when using EAP-TLS authentication.
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EAP-TLS
Trusted certificate *

Trusted CA 01 w

server certificate * (@
A\ RADIUS certificate 01 ~
OCSP settings
Enable certificate revocation status check via OCSP
Use nonce &
Ignore OCSP server address from certificate
OCSP server URL *

http:// | ocsp.example.com

Timeout for OCSP server request (sec) *

30
Continue authentication if OCSP server is unavailable
Figure 411. OCSP Settings
The following parameters are available:

® Enable certificate revocation status check via OCSP — a checkbox that enables or disables OCSP
checking. When enabled, additional settings become available.

® Use nonce — a checkbox that enables the use of nonce to ensure the freshness of the certificate status
response (as described in RFC 8954).
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Use nonce (®

Ignore OCS Nonce is a random number that
ensures the freshness of the
OCSP server U certificate status response, as
described in RFC 8954. Before
enabling this feature, it is
recommended to verify that the
OCSP server supports this
30 mechanism.

http:// | oce

Timeout for O

Continue authentication if OCSP server is unavailable

Figure 412. Nonce Parameter Hint

® TIgnore OCSP server address from certificate — a checkbox that allows specifying a custom OCSP
server address, ignoring the address embedded in the certificate. When enabled, the address input field
becomes available.

® OCSP server URL — the OCSP server address. Enter without http:// prefix, it is added automatically.
OCSP Server Requirements.

® Timeout for OCSP server request (sec) — the maximum wait time for a response from the OCSP
server in seconds.

® (Continue authentication if OCSP server is unavailable — a checkbox that enables soft-fail mode.
When enabled, authentication will proceed even if the OCSP server is unavailable.
Saving Settings

To apply changes, click the "Save" button.

When changing settings that affect the RADIUS server operation (port, certificates, OCSP), a confirmation
dialog will appear warning about a temporary authentication interruption.
r N
Confirm action?

To apply the settings, there will be
a short break in authorization.

LW )

Figure 413. Configuration Application Confirmation Dialog

To apply the settings, the RADIUS server will be restarted, resulting in a temporary
@ interruption of RADIUS request processing.

364


file:///builds/ems-group/naice/naice-frontend/radius.html#_ocsp_server_requirements

To cancel changes, click the "Cancel" button.

TACACS+

This page configures the operation of the TACACS server as part of NAICE.

Services

RADIUS TACACS+ Event log

Port TACACS+ * (3
49

TACACS+ accounting storage duration, days *

31

TACACS+ session storage duration, days *

31

Figure 414. Configuring the TACACS service
The following parameters are available for configuration:

® Port TACACS+ - the TCP-port on which the TACACS server listens for authentication, authorization, and
accounting requests via the TACACS+ protocol. Default value - 49.

When saving the configuration, a check is performed only for TCP ports that are used
by Docker containers. Ports used by services or applications installed directly on the

A host machine (outside Docker) are not checked. To avoid conflicts, it is strongly
recommended to manually verify, before saving, that the selected port is not in use by
other processes on the server.

To apply the setting, the naice-aquila service will be restarted, which will lead to a
@ short interruption in the processing of TACACS+ requests.

® TACACS+ accounting storage duration, days - the number of full days from the TACACS accounting
session creation date during which they are stored in the database. After this period expires, sessions are
deleted. Default value - 31.

® TACACS+ session storage duration, days - the number of full days from the TACACS session creation
date during which they are stored in the database. After this period expires, sessions are deleted. Default
value - 31.

@ Sessions are periodically checked for expiration and deleted according to a schedule.

Event log

This page configures the operating parameters of the System events log.
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Services

RADIUS TACACS+ Event log

Event log storage duration, days * (&

31
Figure 415. Configuring event log parameters

The following parameters are available for configuration:

® Event log storage duration, days - the number of full days from the event creation date during which
events are stored in the database. After this period expires, events are deleted. Default value - 31.

@ Events are periodically checked for expiration and deleted according to a schedule.

Licensing

Connection to ELM

This page configures the NAICE connection parameters to the ELM (Eltex License Manager) license server

when licensing through a license server.

For ELM type licenses, when changing licensing related settings, the current active license

0 is reset and its status switches to Backup. This causes the licensed functionality (RADIUS,
TACACS+, portal authorization, etc) paused until the license is reactivated on the

Licensing page.

Go to licensing settings G
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Configuring ELM server address

Licensing

Connecting to ELM

ﬂ Changing any parameter will reset active
licenses and suspend authorization
functionality.

After making changes, manually activate the
licenses on the Licensing page.

Address of the ELM licensing server (3
192.0.0.1:8099

Use a proxy &

Figure 416. Configuring connection to ELM without proxy

The ELM server address is configured in the format domain-name:port or IPv4-address:port, without
specifying the protocol used (without "https://"). In the absence of an explicit port specification, port 8099 is
automatically applied by the system.

When providing redundant access to the license server, it is possible to specify the address of a second ELM
server. If redundancy is not required, configuring a second address is unnecessary.
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Using HTTP Proxy

Licensing

Connecting to ELM

ﬂ Changing any parameter will reset active
licenses and suspend authorization

functionality.
After making changes, manually activate the
licenses on the Licensing page.

Address of the ELM licensing server (@
192.0.0.1:8099

() Use a proxy @

Proxy host for ELM *
192.0.0.1:8090

Proxy login for ELM * &

login

Proxy password for ELM * &)

Figure 417. Configuring connection to ELM via HTTP proxy

A HTTPS proxy is not supported!

Access to the ELM server via HTTP proxy is supported.

® Proxy host for ELM - the proxy server address in the format domain-name:port or IPv4-

address:port, without specifying the protocol used.

® Proxy login for ELM -filled in if authentication is required to work with the proxy server.

® Proxy password for ELM -filled in if authentication is required to work with the proxy server.

Security and access

System Log In
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Description

The "System Log In" page is used to configure access settings for the NAICE web interface.
Here you can configure:

e External source — using an external identity source (OpenLDAP, MS Active Directory, etc.) as the
primary authentication source. By default, login is performed only using local accounts.

@ Authentication via local accounts always remains available.

e Management addresses — configuring a list of addresses that are allowed to access the NAICE
management interface. By default, access is allowed from any IPv4 address or server domain name on
port 443.

D System settings > Security and access » System log in

L3
pe

Q  Security and access
@ System log in Password policies Lockout policy Two-factor authentication Interaction with Active Directory
Q
External source

a |
@ 0 To configure it, you need to add x

an external source.
@

Add
s
a
@

Control addresses (@
o Specify the addresses and subnets
that are allowed to access the NAICE
management interface.
+ @
Management addresses®
® * eltex.loc:443 o}
100.64.0.0/10:4200 0
©
192.168.1.10:443 0

AD

Figure 418. Overall view of the "System Log In" page

External account login configuration
To allow users to log in using enterprise accounts from external sources (OpenLDAP, MS

@ Active Directory, etc.), you must first configure an external source in the "External identity
sources" section.

If there are no configured external sources in the system, the source selection option is unavailable. Only
login via local accounts is available.
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External source

o To configure it, you need to add *
an external source.
Add

Figure 419. Login configuration form when no external sources are present

To configure external identity sources, the user role must include the "External sources"
@ privilege with an access level not lower than "Create" (2).

Selecting an external source as the primary authentication source

External source

@ Wwhen changing the external source, the
current sessions of all external accounts will
be broken.

D Use an external identity source as the primary
authentication source

Authentication source *

M5 AD v

Figure 420. Login configuration form when external sources are present
The following parameters are available in the form:

® Use an external identity source as the primary authentication source — a toggle that enables or
disables the use of an external source. When enabled, the Authentication source field becomes
available:

® Authentication source — selection of an external source from the list added to the system. User
credentials will be verified against this source.

To apply the settings, click the "Save" button.

After successful saving, the "Enterprise account" tab appears on the login page for logging in with external
accounts:
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‘é\ Eltex NAICE

Authorization

Enterprise account Local account

Login

Password

© "ELTEX" Enterprise LTD, 2026

Figure 421. "Enterprise account” tab on the login page

e The enterprise account login must not exceed 100 characters.
@ The "Local account" tab always remains available for authentication using local
accounts.

Changing Login Configuration

Any change to the login configuration related to external sources leads to immediate
termination of all active sessions of users authenticated through the old external
source:

A ¢ when changing from one external source to another;

e when disabling external authentication (when unchecking the checkbox).

After saving changes, users will need to re-authenticate.

Applying changes to system login settings (changing one external source to another or disabling the use of
external authentication) requires confirmation:
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Confirm action?

When changing the external source,
the current sessions of all external accounts

will be broken.

LW 4

Figure 422. Login configuration change confirmation

Management addresses

The "Management addresses" section allows you to configure a list of IPv4 addresses, subnets, domain
names, and wildcard domain patterns to which access to the NAICE management web interface is allowed.
Any access attempt to an address not listed will be blocked, see Error "Access to the system from this address

is restricted by rules".

@ The setting does not affect the addresses from which the connection attempt is made.
n Incorrectly configured addresses can lead to complete loss of access to the web interface.
Make sure at least one address in the list correctly points to an active device interface.

By default, access is allowed from any IPv4 address or server domain name on port 443.

Adding addresses

Control addresses (2

@ specify the addresses and subnets
that are allowed to access the NAICE
management interface.

+ W

Management addresses®

Please add at least one value, otherwise it will
result in complete loss of access to the web
interface.

Figure 423. Management addresses table without entries

To add a new entry, click the 4 button. An empty input field will appear where you need to enter a domain

name or IPv4 address with a mandatory port specification.
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You can check the value format by clicking the question mark icon next to the section title:

Value format

Domain names

« Domains: test.domain:* or with port test.domain:4200
« Wildcard domains: *.domain:* or with port *.domain:4200
« Any domain: *:* or with port *:4200

IPv4-addresses

« IPvd-address: 127.0.0.1:* or with port 127.0.0.1:4200
» Subnets: 100.64.0.0/10:* or with port 100.64.0.0/10:4200
« Any IPv4-address: 0.0.0.0/0:* or with port 0.0.0.0/0:4200

Figure 424. Management addresses value format

If a value does not match the specified format, the field will be highlighted in red. Such settings cannot be
saved.

Control addresses ()

@ specify the addresses and subnets
that are allowed to access the NAICE
management interface.

+ W

Management addresses®

* eltex.loc:443 )
100.64.0.0/10:4200 o)
192.168.1.10:443 o

Figure 425. Management addresses table with entries filled

Managing entries

Each entry in the list has the following controls:

° — selects entries for deletion.
e TInput field — edits the address.

e ) —reverts the changed value to the last saved state.

When entries are selected, the delete button {ij in the section header becomes active:
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Control addresses (2

@ specify the addresses and subnets
that are allowed to access the NAICE
management interface.

+ @
| Management addresses®
* eltex.loc:443 0
100.64.0.0/10:4200 O
192.168.1.10:443 O

Figure 426. Selected entry in the address list

If necessary, you can delete the entry.
The order of addresses in the list does not matter.

Saving the address list
When saving the adjusted list of addresses, a confirmation dialog appears:

F M

Confirm action?

Warning! Incorrectly configured addresses
may result in complete loss of access to

the web interface.

L J

Figure 427. Management address save confirmation

To apply the changes, click "Confirm". To cancel, click "Cancel".

Restoring web interface access

If access to the web interface is lost due to management address settings, you need to run the restore-
default-mgmt-address-rules.yml Ansible playbook, which is supplied together with the NAICE installation
files. The playbook will write the values 0.0.0.0/0:443 and *:443 to the database, meaning access from
any IPv4 address or server domain name on port 443.

Running the playbook for a standalone installation:
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ansible-playbook -i inventory/hosts.yml restore_default_mgmt_address_rules.yml

Running the playbook for a clustered installation:

e with VRRP:
ansible-playbook -i inventory/hosts-cluster.yml restore_default_mgmt_address_rules.yml -
e "working_host=node_primary"

e without VRRP:

ansible-playbook -i inventory/hosts-geo.yml restore_default_mgmt_address_rules.yml -e
"working_host=node_primary"

The write must be performed on the host that is currently the PostgreSQL primary. Make sure that the
node_primary host in the inventory file specifies the address of the current primary in the PostgreSQL

cluster.

Error handling

When problems occur with logging into the system, corresponding error messages are displayed.

Error "You have no privileges"
r 3

Authorization

Enterprise account Local account

@ You have no privileges — contact the system
administrator.

Login

I

L"

Password

L

P

Figure 428. Error when no suitable role is available

Possible reasons:

* No external role matching the user’s groups has been configured for the user.
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The configured role has status (%) Not available (for example, after changing or disabling the external
source).

® User groups are not being read from the external source (issues with attribute configuration).

When using the CUSTOM schema for an external source, a situation may occur where
0 groups are not read due to incorrect attribute configuration. This makes group mapping
impossible and, consequently, prevents role assignment.

Error "External source is unavailable"
r

Authorization

Enterprise account Local account

@ E&xternal source is unavailable. Contact the
administrator or try again later.

Login

Password

[E te SSWOIL =
[zt

Figure 429. Error when external source is unavailable

Occurs when there is no response from the external source or its configuration is incorrect. Requires
checking:

e external source server availability;

® correctness of connection parameters in the source settings;

* network communication between NAICE and the external server.
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Error "Access to the system from this address is restricted by rules”
r 3

Authorization

@ Access to the system from this address is
restricted by rules — please contact the
system administrator.

Login

Password

Sign In

Figure 430. Access restricted by address error

Occurs when a user attempts to access the system from an address not included in the configured
management address list. The system blocks the login and recommends contacting the administrator.

Requires checking:

¢ that the address is present in the «Management addresses» list;
* the correctness of the entry formats (address with port specified);

* that the port in the address matches the port being used for access.
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Error "Session expired"

r h
Authorization
Enterprise account Local account
o Session expired, login again.

Login

Password

[ Ente SSWOIT @

. 4

Figure 431. Session expired error

Displayed when attempting to use an expired session. The user must re-authenticate.

Occurs in the following cases:

¢ the session has expired due to user inactivity;

® the session was terminated by an administrator;

¢ the systemlogin configuration was changed (external source changed, external authentication disabled).
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General authentication error
r

-
Authorization
Enterprise account Local account
@ Error occurred — contact the system
administrator.

Login

Password

[ Ente SSWOI @
L 4

Figure 432. General error when login problems occur

Displayed for other authentication errors not related to the external source or management address
configuration.

Troubleshooting

Detailed information about the causes of authentication errors is available on the "System
events" page. The event table records:

e userlogin attempts;
0 e role assignment errors;
e connection problems to external sources;

e changes to systemlogin configuration.

Password policies

On this page, you can configure password requirements for system users, as well as notifications regarding
system user account actions.
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Security and access

System log in Password policies Lockout policy Two-factor authentication Interaction with /

Password creation requirements
For system users only
Minimum number of characters *

8

The password must contain
uppercase letters (A-Z)
lowercase letters (a-2)
numbers (1-9)
special symbols ("@#5%M&*_+-=[])
Additional requirement

should not contain the login

MNotifications

For system users only
send notifications by email @

Notifications types *

creating a new system user @

changing system user credentials ()

Gateway for sending *

| Notification gateway v

Figure 433. Password policy configuration

Password Creation Requirements

® Minimum number of characters - the system user’s password cannot be shorter than the specified
number of characters. The maximum number of characters in a password is 72.

® Password must contain - enabling/disabling requirements for the presence of uppercase/lowercase
letters, numbers, and special symbols in the password.

® Additional requirement - enabling/disabling the requirement that the password should not contain the
user’s login.

The requirements apply to passwords of newly created users or when changing a user’s
password. Modifying the password policy does not require previously created users'
passwords to be brought into compliance.
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Notifications
Settings are displayed only if at least one notification gateway with an SMTP connection
@ type is configured.

® send notifications to email - send emails with the selected notification types to the system user’s
email address specified in their account.

A If the email address is not provided, emails will not be sent.

®* Notification types:

© creating a new system user - an email with their account credentials will be sent to the new system
user’s email address.

© changing system user credentials - notification to the system user about changes to their account.
o Configuring email templates is currently unavailable.

The language of the text in emails is configured on the :system/common-
settings.html page, "system language" setting.

® Gateway for sending - select one of the existing SMTP gateways in the system through which you plan
to send emails.

Lockout policy

The "Lockout policy" section is used to configure automatic temporary lockout of system user accounts
when the allowed number of unsuccessful sign-in attempts is exceeded.

e The lockout policy applies only to system user accounts (administrators).

Configuring the lockout policy

In the "Account Lockout" block, the parameters used by the system to determine whether a user account
must be temporarily locked can be configured.

To enable the policy, switch the toggle to Enabled.
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(D System settings > Security and access > Lockout policy

.
pe

Q  Security and access
@ System log in Password policies Lockout policy Two-factor authentication Interaction with Active Directory
=]
Account Lockout
2 For system users only
@
o Enabled
(@)
Number of login attempts * &
&
3
a
B Lockout duration, min *
15
Observation period before lockout, min * @
10
G]
=]}
AD Cancel Save

Figure 434. Configuring the lockout policy for system users

If the policy is enabled, the following parameters are available:

Parameter Description
Number of login The maximum number of unsuccessful attempts to enter a password or two-
attempts factor authentication codes, after which the account will be temporarily

locked. The counter is maintained separately for each factor (password, TOTP,
Email OTP, backup codes).

Lockout duration, min The period of time (in minutes) for which the user account is locked. After this
time expires, the lockout is automatically removed, and the user can attempt
to sign in again.

Observation period The period of time (in minutes) during which the system counts unsuccessful
before lockout, min sign-in attempts. If the number of attempts exceeds the specified threshold
within this window, the account is locked.

After changing the lockout policy parameters, save the settings by clicking the "Save" button.

The new rules apply to subsequent user sign-in attempts.

e Changing the lockout policy does not terminate currently active user sessions. All new
rules take effect from the next sign-in attempt.

How the lockout policy works

The lockout policy protects user accounts from password and two-factor authentication code brute-force
attacks. The system records all unsuccessful sign-in attempts, including:
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incorrect password;
® incorrect one-time TOTP code;
® incorrect Email OTP code;

® incorrect backup code.

The account is locked if, during the specified observation period before lockout, the number of
unsuccessful attempts reaches the value specified in the Number of login attempts field.

After the lockout, the user cannot sign in to the system until one of the following conditions is met:

¢ the specified lockout duration expires;

* anadministrator manually unlocks the account through the "Accounts" section (see "Blocked account").

Example 5. Example of how the lockout policy works

If the following values are specified:

* Number oflogin attempts — 3;
¢ Lockoutduration — 15 minutes;

* Observation period before lockout— 10 minutes,

then the account will be locked for 15 minutes if the user makes 3 unsuccessful sign-in attempts
(entering the password or 2FA codes) within any 10-minute period.

In order for users to receive email notifications about account blocking or unblocking,
@ you need to configure notification delivery in the System Settings - Security and access
- Password policy section.

Disabling the lockout policy

To disable the lockout policy, switch the toggle to Disabled and save the settings.
After the policy is disabled:

® automatic account lockout is stopped;

* already locked accounts remain in the "Blocked" status until the lockout duration expires or an
administrator manually unlocks them;

* unsuccessful attempt counters are not reset, but are no longer counted until the policy is re-enabled.

n Disabling the lockout policy reduces the level of protection against brute-force attacks. It
is recommended to use this function only for diagnostics or in exceptional cases.
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Two-factor authentication

This section is intended for configuring the two-factor authentication (2FA) policy for users of the NAICE
system (administrators).

Two-factor authentication enhances account security: after successfully entering a login and password, the
user additionally confirms the login with a one-time code.

Configuring the 2FA policy

The 2FA policy configuration block sets the two-factor authentication mode for system users.

The 2FA policy field can take the following values:

Value Description

Not used Two-factor authentication is disabled. After successfully entering a login and
password, the user immediately gains access to the NAICE web interface
without additional confirmation.

Optional for everyone  Users can enable two-factor authentication independently in their account
settings. At least one of the available primary methods must be activated.

Mandatory for All system users are required to configure and use two-factor authentication.
everyone After successfully entering a login and password, the user will not be able to
access the NAICE web interface until they complete the second factor setup.

6 By default, two-factor authentication is disabled ("Not used").
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Selecting two-factor authentication methods

BD System settings > Security and access » Two-factor authentication

Security and access

System log in Password policies Lockout policies Two-factor authentication

2FA policy settings
For system users only

2FA Policy &

Mandatory for everyone w

Two-factor authentication method *

@
One-time code from the app (TOTP) &
One-time code from email (Email OTP) (®

SMTP gateway *

Motification gateway w

Figure 435. Example of configuring mandatory two-factor authentication

After selecting the "Optional for everyone" or "Mandatory for everyone" policy, the Two-factor
authentication methods block is displayed on the page.

In this block, the methods that will be available to users for configuring the second factor are selected.

The following methods are available:

Method Description

Backup codes One-time codes for restoring access to the system if the primary verification
method is unavailable. This method is always enabled and cannot be disabled.
Atotal of 10 codes are generated, each 6 characters long in numeric format (0-
9).

One-time code from the A one-time code generated in an authenticator application, such as Yandex
app (TOTP) Key, Google Authenticator, Microsoft Authenticator, or similar. The code
consists of 6 characters and is refreshed every 30 seconds.

One-time code from A one-time code sent to the user’s email address. The code consists of 6
email (Email OTP) characters and remains valid for 5 minutes.

0 When disabling a method, its settings will be reset for all users of the system for whom it
was activated.
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Features of the "Backup codes" method

The "Backup codes" method is designed to restore access to the NAICE web interface.
Backup codes:

* are always enabled and cannot be disabled;
* are generated automatically after the successful configuration of the first primary 2FA method;

¢ if necessary, the user can independently generate a new set of codes.

When confirming two-factor authentication, a backup code can be entered in the same
@ fields intended for Email OTP or TOTP.

Configuring Email OTP
The Email OTP method is only available if an SMTP gateway is configured.

@

o There is no SMTP gateway. You need to add
one and perform preliminary configuration.

Go to settings
Figure 436. Missing SMTP gateway

If an SMTP gateway is missing, the method is unavailable for selection.
To proceed to SMTP gateway configuration, click the "Go to settings" button.

Applying settings
After changing the 2FA policy and selecting available methods, save the settings by clicking the "Save"

button.

New rules take effect upon the user’s next login. Current active user sessions are not terminated.

e If the policy is changed to "Mandatory for everyone", users will be redirected to configure two-factor
authentication upon their next login and will not be able to access other sections of the NAICE web
interface until configuration is complete.

e If the policy is changed to "Optional for everyone", users can configure two-factor authentication

independently in the Account settings section if they wish.

Disabling the 2FA policy

If the "Optional for everyone" or "Mandatory for everyone" policy was previously configured in the
system, and then the 2FA policy field is changed to "Not used", two-factor authentication ceases to apply
when users log in to the system.

After disabling the 2FA policy:
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® access to the system is performed only with a login and password;
e previously configured 2FA methods for users are reset;

® current active user sessions are not terminated automatically.

Interaction with Active Directory

Description

The Interaction with Active Directory page configures periodic automatic password changes for computer
accounts used to interact with Active Directory. This setting applies to all computer accounts configured in
all identity sources using the Active Directory schema.

Configuring Password Change Schedule

F 8 D System settings > Security and access » Interaction with Active Directory
Q  Security and access
@ System log in Password policies Lockout policy Two-factor authentication Interaction with Active Directory
Q
Enable periodic password changes for Q@
2 computers used to interact with Active
Directol
@ ry
@]
&
a
@

AD

Figure 437. Interaction with Active Directory - disabled

At the top of the page is the toggle:

® Enable periodic password changes for computers used to interact with Active Directory -
enables/disables automatic password changes for all computer accounts in all Active Directory identity
sources. Hovering over @ shows a description of this setting.
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AD

GD System settings > Security and access

Security and access

> Interaction with Active Directory

System log in Password policies Lockout policy Two-factor authentication

Enable periodic password changes for
computers used to interact with Active
Directory

®

This setting will be valid for all
computer accounts configured in
all identification sources using
the Active Directory scheme

Interaction with Active Directory

Figure 438. Setting description

When the toggle is enabled, the Password change schedule block opens:

[
I»

& 0% 9 @MkOB PO

AD

BD System settings > Security and access > Interaction with Active Directory

Security and access

System log in Password policies Lockout policy Two-factor authentication

o Enable periodic password changes for

computers used to interact with Active
Directory

Password change schedule

@ Every day

Once a week
Once a month

Once every N months

Time *

06:00 ®

Password length *

199

from 12 to 200 characters

Next run

02.01.2027 06:00

Cron period
006***

@

Interaction with Active Directory

Cancel Save

Figure 439. Password change schedule

The schedule block contains the following parameters:

Schedule type - one of the following options:

o

Every day - password change is performed daily at the specified time.
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© Once a week - an additional Day of week * field appears.

[
e ]

0% I QOB O

AD

BD System settings » Security and access » Interaction with Active Directory

Security and access

System log in Password policies Lockout policy

() Enable periodic password changes for
computers used to interact with Active
Directory

Password change schedule

Every day
@ Once aweek
Once a month

Once every N months

Day of week *

Monday ¥
Time *
09:30 (C]

Password length *
199

from 12 to 200 characters

Next run
04.01.2027 09:30

Cron period
0309**1

@

Two-factor authentication

Interaction with Active Directory

Cancel Save

Figure 440. Password change schedule - weekly

® Once a month -anadditional Day of month * field appears.
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AD

CGD System settings » Security and access > Interaction with Active Directory

Security and access

System log in Password policies Lockout policy Two-factor authentication Interaction with Active Directory

O Enable periodic password changes for ®
computers used to interact with Active
Directory

Password change schedule
Every day
Once a week

@® Once a month

Once every N months

Day of month *
15 R

Time *

06:00 ®

Password length *
199

from 12 to 200 characters

Next run
15.01.2027 06:00

Cron period
0D615**

Cancel Save

Figure 441. Password change schedule - monthly

Once every N months - Shift period N * and Day of month * fields appear.
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AD

D System settings > Security and access » Interaction with Active Directory

Security and access
System log in Password policies Lockout policy Two-factor authentication
() Enable periodic password changes for [©]
computers used to interact with Active
Directory
Password change schedule

Every day
Once a week
Once a month

@ Once every N months

Period offset N *
3

Day of month *

10 &7
Time *
06:00 ®

Password length *
199

from 12 to 200 characters

Next run
10.01.2027 06:00

Cron period
00610 %3 *

Figure 442. Password change schedule - every N months

Interaction with Active Directory

Time * - time to perform the password change in hh:mm format.

Password length *-length of the new password. Valid range: from 12 to 200 characters.

Parameters marked with * are required.

At the bottom of the page, additional information is displayed:

To apply the changes, click the Save button. To cancel - click the Cancel button.

Next run - calculated date and time of the next automatic password change.

Cron period - generated Cron expression for the schedule.

Certificate store

Trusted Certificates

Description

Cancel Save

If the required parameters are not filled in completely, the value Unknown is displayed.

The Trusted Certificates section is intended for managing certificates that the NAICE system trusts when

establishing secure connections, for example when connecting to external services.
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Added certificates form a trusted list used by the system to verify the authenticity of a remote node
certificate. The section provides the following operations for working with certificates: viewing, editing,
downloading, and deleting.

Controls

Controls in this section are standard and are used similarly to other sections of the system.

® 4 -Addanew certificate.
* (i -Delete selected certificates (inactive until no certificate is selected).

e = -Refreshtable data.

o - Checkbox for selecting elements to perform further actions, for example, deletion.
* /] -Change the current sorting order.
]

@ - Download a previously uploaded certificate.
e /A -Indicator signaling that the certificate will expire soon.

e /A -Indicator signaling that the certificate has expired.

Viewing the list of trusted certificates

BD System settings > Certificate store > Trusted certificates
Certificate store

Trusted certificates server certificates

+ @ o

Status Name 4 Usage Descrij ption Issued to Issued by Valid from valid to
@© Enabled Test certificate 01 Yes Test description 01 CN=example.com, O=Exampl..  CN=Example CA, O=Example..  01.01.2027 10:00:00 20.02.2027 10:00:00

@ Enabled Test certificate 02 ® No Test description 02 CN=example.com, O=Exampl..  CN=Example CA, O=Example..  01.01.2027 10:00:00 20.02.2027 10:00:00

& 09 DOk OB O

@ Enabled Root CA bundle 01 & @ No Trusted bundle description 01~ CN=example.com, O=Exampl..  CN=Example CA, O=Example...  01.01.2027 10:00:00 12.01.2027 10:00:00

P ® e ®

® Disabled Root CA bundle 02 & @ No Trusted bundle description 02 CN=example.com, O=Exampl..  CN=Example CA, O=Example..  ©01.01.2027 10:00:00 01.01.2027 10:00:00

<]

Total elements: 4

Figure 443. Table of trusted certificates

The page displays a table with a list of trusted certificates added to the system by the user.

The table contains the following columns:

e Status -the current state of the certificate ("Enabled" or "Disabled").

® Name - the unique certificate name in the system.

® Usage —indicates whether the certificate is used in the current system configuration. If the certificate is
inuse,a Yes badge is displayed. If not in use — No.

® Description -an arbitrary description assigned to the certificate by the user.

Issued to — value from the certificate Subject field (certificate owner, the entity to which the certificate
was issued).
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Issued by — value from the certificate Issuer field (certificate issuer).

® Valid from -value from the certificate Not Before field (start of the certificate validity period).

® Valid to -value from the certificate Not After field (end of the certificate validity period).

® Usage —indicates whether the certificate is used in the current system configuration. If the certificate is
inuse,a Yes badge is displayed. If not in use — No.

The table also displays visual certificate status indicators:

Status Name Usage Description

() Enabled Test certificate 01 () Yes Test description 01
(¥) Enabled Test certificate 02 ) No Test description 02
Enabled Root CA bundle 01 /A  Expires. Days left: 10 Trusted bundle desc
(%) Disabled Root CA bundle 02 /& @ No Trusted bundle desc

Figure 444. Expiring certificate in the table

Status Name Usage Description

(¥ Enabled Test certificate 01 @) Yes Test description 01
(¥) Enabled Test certificate 02 () No Test description 02
() Enabled Root CA bundle 01 £ (®) No Trusted bundle desc
(¥) Disabled Root CAbundle 02 &  Expired & No Trusted bundle desc

Figure 445. Expired certificate in the table

The table also displays visual certificate status indicators:

Status Name Usage Description

Enabled Test certificate 01 Yes Test description 01
(¥ Enabled Test certificate 02 (® No Test description 02
(¥) Enabled Root CAbundle 01 /&  Expires. Days left: 10 Trusted bundle desc
(¥) Disabled Root CA bundle 02 & () No Trusted bundle desc

Figure 446. Expiring certificate in the table

Status Name Usage Description

(¥) Enabled Test certificate 01 ) Yes Test description 01
Enabled Test certificate 02 ® No Test description 02
Enabled Root CA bundle 01 /& & Mo Trusted bundle desg
(%) Disabled Root CA bundle 02 /&  Expired (& No Trusted bundle desg
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Adding a trusted certificate

To add a new certificate, click + .

D System settings » Certificate store > Trusted certificates > Adding

« Adding

@ Enabled @

Name *

Created

By administrator

® 05 3Ok OB O

Description

4
0/200

Certificate file (.cer, .crt)*

Choose file or drag it here

e

Cance
Figure 448. Add trusted certificate window

The add page contains the following parameters:

® Status - Determines whether the certificate will be enabled immediately after being added.

® Name * - Used to identify the certificate in the interface and events.

® C(Created - Indicates who added the certificate: by system or by administrator. Pre-set to administrator.
® Description - An arbitrary description of the certificate.

® Certificate file * - Field for adding a certificate file. Drag-and-drop into the designated area is
supported.

certificate.crt
[3 5B @

Figure 449. Certificate file upload area

Parameters marked with an asterisk * are required.
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B System settings > Certificate store > Trusted certificates > Adding
« Adding

@ Enabled @

Name *

Test certificate 01

Created

By administrator

Description

® O % 3Ok OB O

Test description 01

4
197200

Certificate file (.cer, .crt)*

| certificate.crt ;
CES o

e

=
Figure 450. Filled certificate add form

The actual name and extension of the uploaded certificate are also displayed on this page.

Certificate requirements:

e Certificates in .cer and .crt formats that comply with the X.509 standard are
supported. Certificates in .pem format are not supported.

e Private keys do not need to be uploaded to the system.

0 e Only files containing a single certificate are allowed. Uploading files containing a
certificate chain (for example Root CA and Intermediate CA) or multiple arbitrary
certificates is not allowed.

e A certificate for secure LDAP connection must contain a SAN (Subject Alternative
Name) field specifying the domain name (example DNS:ldap.example.org) or IP
address (example IP Address:192.168.0.10) of the host.

Possible errors when uploading certificates to the system

Below are the main errors that may occur when uploading trusted certificates, as well as their causes.

() Certificate file is invalid

Figure 451. Certificate file is invalid

Reason: The certificate may have an incompatible structure, or the certificate file contains corrupted or
incomplete data.

(®) Failed to add trusted certificate. Invalid format.

Figure 452. Unsupported certificate format

Reason: The selected file is not a certificate, or an invalid extension was assigned during naming (for
example, docx).
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() Certificate is expired

Figure 453. Certificate validity period has expired

Reason: The certificate validity period has expired.

(® Certificate with serial number "CERT-7X9P" already
exists

Figure 454. A certificate with the specified serial number already exists

Reason: Attempt to upload a certificate that already exists in the system.

Downloading a certificate from the system

To download a certificate, click @ in the table displaying all certificates.

Valid to
00 20.02.2027 10:00:00 [B]
100 20.02.2027 10:00 pownload certificate
00 12.01.2027 10:00:00 ®
00 01.01.2027 10:00:00 ®

Figure 455. Downloading a certificate from the system

Viewing a certificate
To view detailed information about a certificate, click its name in the table.

GD System settings > Certificate store > Trusted certificates > Test certificate 01

« Test certificate 01 @ Inuse

@ Enabled @

Name *

Test certificate 01

Created

By administrator

Description

& 0% DOk OB O I

Test description 01

4
19/200
Certificate file "TrustedCA.crt"
Issued to Valid from Serial number
CN=example.com, O=Example Org, C=US 01.01.2027 10:00:00 b64ca344-369c-4842-9051-475e7112862d1

Issued by valid to signature algorithm
CN=Example CA, O=Example Org, C=US 20.02.2027 10:00:00 (49 days left) SHA256withRSA

e

Figure 456. Trusted certificate view page

The following parameters are displayed on the view page:

Main fields

e Status - Determines the state of the certificate ("Enabled" or "Disabled").
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® Name * - Certificate name used for identification in the NAICE system.
® C(Created - Indicates who added the certificate: by system or by administrator.
® Description - An arbitrary description of the certificate created by a NAICE system user.

® File name - Name of the uploaded certificate file.

Certificate identification

® TIssued to — value from the certificate Subject field (certificate owner, the entity to which the certificate

was issued).
® TIssued by —value from the certificate Issuer field (certificate issuer).
® Valid from - value from the certificate Not Before field (start of the validity period).
® Valid to -value from the certificate Not After field (end of the validity period).
® Serial number -unique certificate identifier Serial Number, assigned by the issuer (CA).

® Public key algorithm - algorithm used to sign the certificate - Signature Algorithm.

Certificate state indication

Next to the certificate name in the page header, state badges are displayed:

® TInuse / Not in use — indicates whether the certificate is applied in the current system configuration

(for example, in the RADIUS settings).

Expiring - the certificate validity period is nearing its end and will expire soon. This state is displayed if
less than 30 days remain before the certificate expires. In this case, if necessary, the certificate should be
replaced in advance to avoid errors when establishing secure connections.

sl BD sSystem settings » Certificate store > Trusted certificates » Root CA bu
Q  « Root CAbundle 01 ®Netinuse (@ Expires
@ @ Days left: 10
‘ ) Enabled
-
Iy MName *

Ront A hundle N1

Figure 457. Certificate is expiring

Expired — the current date and time exceed the certificate expiration date. Such a certificate should be
replaced immediately with a valid one.
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O GD system settings > Certificate store > Trusted certificates » Root C/

le 0 B O

< Root CAbundle 02 ® Notin use

Disabled (?)

Mame *

Ront CA hundle N2

Figure 458. Certificate has expired

A Expired certificates can still be used to verify the authenticity of external services while
they remain in the "Enabled" state, if this is allowed by the service itself.

Editing a certificate

Editing a selected certificate is performed on its view page, which can be accessed by clicking the certificate

name.

® 0O 9% 3 Q0k0OB O

e

GD System settings > Certificate store > Trusted certificates > Test certificate 01

« Test certificate 01 @ Inuse

@ Enabled @

Name *

Test certificate 01

Created

By administrator

Description

Test description 01

4
19/200
Certificate file "TrustedCA.crt"
Issued to
CN=example.com, O=Example Org, C=US

Issued by
CN=Example CA, O=Example Org, C=US

Valid from Serial number
01.01.2027 10:00:00 b64ca344-369c-4842-9051-47567112862d1

Valid to Signature algorithm
20.02.2027 10:00:00 (49 days left) SHA256withRSA

Figure 459. Editing certificate parameters

The following certificate parameters can be changed:

Name

Description

Status

0 Replacing the certificate file during editing is not supported. To change the certificate
contents, delete the entry and upload the certificate again.

Enabling and disabling a certificate

Certificate usage can be suspended without removing it from the system. To do this, change the Status field
to "Disabled" in the edit form and save the changes.
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! BD System settings » Certificate store > Trusted certificates » Test certificate 01

Q  « Testcertifi-~~n1 =
Enabled — the certificate is used by the system to establish secure TLS

@ connections.
() () Enabled @ Disabled — the certificate is saved in the system, but temporarily
2 Name * unused.

Test certificate 01
)
(©)] Created
& By administrator

Figure 460. Enabling and disabling a certificate
A disabled certificate:

e Remains in the list;
® Appears in system events;

* Isnot used by the system when establishing TLS connections.

Deleting trusted certificates

To delete, select one or more certificates using and click {ij . The delete button is inactive until a

certificate is selected. You cannot select a certificate that is in use for deletion.
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@ Status Name Us
® () Enabled Test certificate 01 (&
& Certificate used ) Enabled Test certificate 02 x
8 ® Enabled Root CA bundle 01 /A o
& (® Disabled Root CA bundle 02 /\ ®

Figure 461. You cannot select a certificate that is in use

GD System settings > Certificate store > Trusted certificates

Q  Certificate store

@ Trusted certificates Server certificates

Q

2 + @ 2

[©) a Status Name Usage Description Issued to Issued by Valid from Valid to

@ @ Enabled Test certificate 01 Yes Test description 01 CN=example.com, O=Exampl... CN=Example CA, O=Example... 01.01.2027 10:00:00 20.02.2027 10:00:00
& @ Enabled Test certificate 02 ® No Test description 02 CN=example.com, O=Exampl... CN=Example CA, O=Example... 01.01.2027 10:00:00 20.02.2027 10:00:00 ®
e} @ Enabled Root CA bundle 01 A ®No Trusted bundle description 01 CN=example.com, O=Exampl... CN=Example CA, O=Example... 01.01.2027 10:00:00 12.01.2027 10:00:00
] ® Disabled Root CA bundle 02 A ® No Trusted bundle description 02~ CN=example.com, O=Exampl... CN=Example CA, O=Example... 01.01.2027 10:00:00 01.01.2027 10:00:00 ®
(0]

@

=]

D Selected elements: 1 of 4

Figure 462. Certificates selected for deletion

Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

A

4 N

/N Action confirmation

Data will be deleted. Are you sure?

Mo Yes

e 4

Figure 463. Modal dialog for confirmation

Deleting a certificate is an irreversible operation. Before deletion, make sure that the
certificate is not used implicitly in the active system configuration, for example, in
external identity sources.

Eventsrelated to certificates

Operations with trusted certificates are recorded in the system event log.
The following actions are recorded:

* Adding a certificate.

® Editing the certificate name and description.

400



Changing the status (enable/disable).
* Deleting certificates.
® Warning about upcoming certificate expiration.
® Warning about certificate expiration.
g Warnings about certificate expiration or upcoming expiration in the system event log are

recorded only for certificates in the "Enabled" state. For certificates in the "Disabled" state,
such events are not recorded.

Server Certificates

Description

The Server Certificates section is intended for managing certificates used by the NAICE system to

authenticate the server when establishing secure connections. Server certificates are used by the following
services:

e HTTPS — the NAICE web interface and the built-in captive portal.

* RADIUS —RADIUS server authentication in EAP-TLS and similar protocols.

For each certificate, you must provide a certificate file and a matching private key. The section provides the
following operations for working with certificates: adding, viewing, editing the name, downloading, and
deleting.

Controls

Controls in this section are standard and are used similarly to other sections of the system.
* 4 -Addanew certificate.

* (i} -Delete selected certificates (inactive until no certificate is selected).

e = -Refreshtable data.

- Checkbox for selecting elements to perform further actions, for example, deletion.

/N - Change the current sorting order.

o @ - Download a previously uploaded certificate.

/™ -Indicator signaling that the certificate will expire soon.

/A -Indicator signaling that the certificate has expired.

401



Viewing the list of server certificates

GD System settings > Certificate store > Server certificates

Q Certificate store

@  Trusted certificates  Server certificates

Q

o + & 2

[©) Type Name 4 Usage Valid from Valid to Created

@ HTTPS HTTPS certificate 01 @ ves 01.01.2027 10:00:00 20.02.2027 10:00:00 By administrator ®
h RADIUS RADIUS certificate 01 ® No 01.01.2027 10:00:00 20.02.2027 10:00:00 By system ®
o HTTPS HTTPS certificate 02 & ®No 01.01.2027 10:00:00 12.01.2027 10:00:00 By administrator ®
@ RADIUS RADIUS certificate 02 & ®No 01.01.2027 10:00:00 01.01.2027 10:00:00 By administrator
6]

€]

&

Total elements: 4

Figure 464. Table of server certificates
The page displays a table with a list of server certificates.
The table contains the following columns:

* Type —the usage type of the certificate: HTTPS or RADIUS.

Name — the unique certificate name in the system. Link to the certificate view page.

® Usage —indicates whether the certificate is used in the current system configuration. If the certificate is
inuse,a Yes badge is displayed. If not in use — No.

Valid from — value from the certificate Not Before field (start of the certificate validity period).

® Valid to —value from the certificate Not After field (end of the certificate validity period).

Created —indicates who created the certificate: By system or By administrator.

The table also displays visual certificate status indicators:

402



Type Name Usage Va

HTTPS HTTPS certificate 01 Yes 01
RADIUS RADIUS certificate 01 ® No 01
HTTPS HTTPS certificate 02 &  Expires. Days left: 10 ® No 01
RADIUS RADIUS certificate 02 &\ ® No 01

Figure 465. Expiring certificate in the table

Type Name “t Usage Va
HTTPS HTTPS certificate 01 (¥ Yes 01
RADIUS RADIUS certificate 01 ) No 01
HTTPS HTTPS certificate 02 /N () No 01
RADIUS RADIUS certificate 02 /&  Expired () No 01

Figure 466. Expired certificate in the table

Adding a server certificate

To add a new certificate, click + .

2. B Systemsettings > Certificate store > Server certificates > Adding
< Adding a certificate

Certificate type *

RADIUS

HTTPS

& 0% DO O0B O

Figure 467. Certificate type selection

The add page contains the following parameters:

® C(Certificate type * — determines which service the certificate will be used for. Available options:
HTTPS and RADIUS.
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® 0O 9% 3 Q0k0OB O

®

® O 5 DO kOB O

e

B System settings > Certificate store > Server certificates > Adding
« Adding a certificate

Certificate type *
HTTPS M

Certificate name *

Certificate (crt, pem, .cer) *

Choose file or drag it here

Private key (pem. key) *

Choose file or drag it here

Key password

Cancel
Figure 468. Selected type — HTTPS

BD System settings > Certificate store > Server certificates > Adding
« Adding a certificate

Certificate type *
RADIUS v

Certificate name *

Server certificate (chain) (.crt. .pem, .cer) *

Choose file or drag it here

Private key (pem. key) *

Choose file or drag it here

Key password

Figure 469. Selected type — RADIUS

Certificate name * —used to identify the certificate in the interface and events.

Server certificate (chain) * — field for adding a certificate file. Supported formats: .crt, .cer,
.pem.

certificate.crt
(B 5B W

Figure 470. Certificate file upload area

Private key * — field for adding a private key file that matches the certificate. Supported formats:
.pem, .key.
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private. key
5B 2

Figure 471. Private key upload area
® Key password — private key password. Fill in if the key is encrypted.

Parameters marked with an asterisk * are required.

A B Systemsettings > Certificate store > Server certificates > Adding
« Adding a certificate

Certificate type *
HTTPS v

| New HTTPS certificate

Certificate (crt, .pem, .cer) *

Q
@
=]
2
@  Certificate name *
@
&
s}
@

o ;EErtlﬂ(ale.(rl .

Private key (pem. key) *

private.key !
| L] 58 L} ;

o]

@  Keypassword

° Enter the ord °

. cance

Figure 472. Filled certificate add form (HTTPS)

2. D Systemsettings > Certificate store > Server certificates > Adding

Q ¢ Adding a certificate

@

o  Certificatetype *

RADIUS v

&

@  Certificate name *

@ | NewRADIUS certificate

&b Server certificate (chain) (.crt, .pem, .cer) *

8]

] certificate.crt ;
0 58 L
Private key (pem, .key) *
| privateey
R o

G]

@  Keypassword

3 Enter the password L)

o

canc

Figure 473. Filled certificate add form (RADIUS)
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Certificate requirements:

¢ The certificate file must have the extension .crt, .cer or .pem.

e The certificate must be encoded in BASE64 format. DER encoding is not supported.
e The private key file must have the extension .pem or .key.

e The key must be encoded in PKCS #1 or PKCS #8 BASE64 format.

e The key must be encrypted by AES cipher or not been encrypted.

¢ The certificate and private key must be provided in separate files (certificate container
is not supported).

e The private key password must not contain the following characters: $, ', ", * ,
parentheses ()[1{}, or spaces.

0 e Certificates using GOST encryption are not supported.

e For HTTPS type, a single certificate is uploaded. Publisher certificate does not require
uploading.

e For RADIUS type, a certificate chain is allowed (required if the RADIUS certificate
issuer is not the root CA).

e The certificate must contain the following attributes:
o Subject:CN;
o X509v3 Key Usage : Digital Signature, Key Encipherment;

o X509v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client
Authentication.

e The HTTPS certificate must contain a SAN (Subject Alternative Name) attribute with
the server’s DNS name or IP address. When using high availability without VRRP, the
SAN attribute must include the DNS name or IP address of each NAICE server.

Possible errors when uploading certificates to the system

Below are the main errors that may occur when uploading server certificates, as well as their causes.

(®) Certificate or key file is invalid

Figure 474. Certificate or key file is invalid

Reason: The certificate or private key file has an incompatible structure, corrupted/incomplete data, or
cannot be read correctly.

(®) Failed to add the server certificate. Invalid format.

Figure 475. Unsupported certificate format

Reason: The selected file is not a certificate, or an invalid extension was assigned during naming.
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® Certificate is expired

Figure 476. Certificate validity period has expired

Reason: The certificate validity period has expired.

@ The private key does not match the certificate

Figure 477. Private key does not match certificate

Reason: The uploaded private key does not match the uploaded certificate. Make sure the key and
certificate form a pair.

() Certificate with serial number "CERT-7X9P" already
exists

Figure 478. A certificate with the specified serial number already exists

Reason: Attempt to upload a certificate that already exists in the system.

Downloading a certificate from the system

To download a certificate, click @ in the table displaying all certificates.

Created

By administrator ]
By system Download certificate
By administrator ]
By administrator &

Figure 479. Downloading a certificate from the system

Viewing a certificate

To view detailed information about a certificate, click its name in the table.
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GD System settings > Certificate store > Server certificates > HTTPS certificate 01

Q  « HTTPS certificate 01 @ inuse

[}

o Certificate name *

2 HTTPS certificate 01

@ Created

& By administrator

&

o) Issued to Vvalid from Serial number
CN=naice.example.com, O=Example Org, C=US 01.01.2027 10:00:00 b64ca344-369c-4842-9051-475e7112862d1

@
Issued by Valid to Public key algorithm
CN=Example CA, O=Example Org, C=US 20.02.2027 10:00:00 (49 days left) SHA256withRSA

B

®

=]

A BD System settings > Certificate store > Server certificates > RADIUS certificate 01

Q < RADIUS certificate 01 ® Notinuse

[}

o Certificate name *

o RADIUS certificate 01

@ Created

® By system

&

0 Issued to Valid from Serial number
CN=radius.example.com, O=Example Org, C=US 01.01.2027 10:00:00 b64ca344-369¢-4842-9051-475e7112862d2

@
Issued by Valid to Public key algorithm
CN=Example CA, O=Example Org, C=US 20.02.2027 10:00:00 (49 days left) SHA256withRSA

B

©

Figure 481. HTTPS certificate view page

The following parameters are displayed on the view page:
Main fields
® Name * — certificate name used for identification in the NAICE system.

® C(Created —indicates who created the certificate: By system or By administrator . Read-only field.

Certificate information

The page displays cards with detailed certificate information:

® Issued to —value from the certificate Subject field (certificate owner).
® TIssued by — value from the certificate Issuer field (certificate issuer).
® Valid from —value from the certificate Not Before field (start of the validity period).

® Valid to — value from the certificate Not After field (end of the validity period). Also displays the
number of days remaining until expiration.

® Serial number — unique certificate identifier Serial Number, assigned by the issuer (CA).

Public key algorithm — algorithm used to sign the certificate — Signature Algorithm.
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Certificate status indicators

Badges are displayed next to the certificate name in the page header:

® TInuse / Not in use — indicates whether the certificate is used in the current system configuration (for
example, in RADIUS or HTTPS settings).

® Expires —the certificate validity period is nearing its end (less than 30 days remaining).

® Expired —the current date and time exceed the certificate expiration date.

Editing a certificate

Editing a selected certificate is performed on its view page, which can be accessed by clicking the certificate
name.

Only the certificate name can be edited.

supported. To change the certificate contents, delete the entry and upload the certificate

0 Replacing the certificate file, private key, or certificate type during editing is not
again.

Deleting server certificates

To delete, select one or more certificates using and click @ . The delete button is inactive until a

certificate is selected. You cannot select a certificate that is in use for deletion.

@ Type Name

® Certificate used HTTPS certificate 01

&k RADIUS RADIUS certificate 01

D HTTPS HTTPS certificate 02 &\
@ RADIUS RADIUS certificate 02 £\

Figure 482. You cannot select a certificate that is in use

BD System settings » Certificate store > Server certificates
Q Certificate store
Trusted certificates Server certificates
+ @ 2

a Type Name Usage Valid from Valid to Created
HTTPS HTTPS certificate 01 @ Yes 01.01.2027 10:00:00 20.02.2027 10:00:00 By administrator

RADIUS RADIUS certificate 01 ®No 01.01.2027 10:00:00 20.02.2027 10:00:00 By system

HTTPS HTTPS certificate 02 & ®No 01.01.2027 10:00:00 12.01.2027 10:00:00 By administrator

® 0O 5 DA 0B

P PP E

RADIUS RADIUS certificate 02 £ ®No 01.01.2027 10:00:00 01.01.2027 10:00:00 By administrator

e

40 Selected elements: 1 of 4

Figure 483. Certificates selected for deletion
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A Deleting items requires confirmation in the modal window.
The selected items will be deleted only after explicit confirmation of the operation.

4 N

/N Action confirmation
Data will be deleted. Are you sure?

Mo b=

e 4

Figure 484. Modal dialog for confirmation

0 Deleting a certificate is an irreversible operation.
0 Deleting a certificate that is used in the system configuration (for example, as a server
certificate for RADIUS or HTTPS) is blocked.

Eventsrelated to certificates

Operations with server certificates are recorded in the system event log.
The following actions are recorded:

* Adding a certificate.

* Editing the certificate name.

® Deleting certificates.

* Warning about upcoming certificate expiration.

* Warning about certificate expiration.

Troubleshooting
Logs

This page configures the logging level for NAICE services.

It is important to consider that a higher logging level leads to a greater number of
A generated logs, and consequently, to more frequent log rotation.
Log rotation parameters are specified during NAICE installation.
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Troubleshooting

Logs

0 High log detail levels reduce performance. It
is recommended to use this feature only for
diagnostic purposes and disable it after
completing work.

General settings

Global logging level

DEBUG w

Settings for individual services

Extended RADIUS service logs

Figure 485. Logging Level Configuration

General settings

The setting "Global logging level" is applied to all services simultaneously excepting RADIUS; it is not
possible to set a different log level for one service compared to the others.

Applying this setting does not require a restart of NAICE services, so changing the value
@ does not cause service interruption.

NAICE services have 6 logging levels. Each subsequent level includes logs from the previous levels, as well as
logs specific to that level.

The list of levels in ascending order:

® FATAL - Includes only incidents that lead to the stoppage of NAICE services. Not recommended for
configuration, as the cause of a stop is usually found at the following levels. Minimum number of
generated logs.

® ERROR -Includes incidents that lead to errors in providing NAICE’s core functionality.

® WARN - Includes unexpected/suspicious incidents that do not directly lead to a stop in core functionality
but could potentially lead to errors.

® INFO (default) - Includes both negative and major positive incidents, the tracking of which is planned.

® DEBUG - Includes detailed logs necessary for diagnosing problems that arise during NAICE operation. The
required log level for problem analysis by technical support.
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TRACE - The most detailed log level, used for deep diagnostics of complex problems. Not recommended
for configuration without a direct instruction from a technical support employee, as it leads to the
generation of a huge volume of logs.

Settings for individual services

In this section, it is possible to enable "Extended RADIUS service logs". Extended logs allow you to obtain
more detailed data about the user connection process and any issues that arise during it, as well as to get
debugging information about errors that occur when starting the service.

n Applying this setting will restart the RADIUS service, which may result in a brief service
interruption.
A In this mode, an increased number of logs is generated and the load on the service
increases, so it is not recommended to keep it enabled permanently.
Nodes
This section is used to configure system parameters that differ for each node in a multi-node NAICE
deployment.
6 Some functional described on this page are only available with an extended license. These
features are marked with special labels in the form of colored icons next to the name.

Nodes Table

A G System settings > Nodes > All nodes

Q  Nodes

@ All nodes

=

8 Name

@ node1

® node2

&

0

8

B

Qe

&

Figure 486. Nodes Table

The page displays a table with a list of all nodes. The list of nodes is formed during system installation.
Nodes cannot be created, edited, or deleted on this page.
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The Name column contains hostnames. Each entry is a link: clicking on a hostname opens the settings page
for that specific node.

Node Configuration

Clicking on a node’s hostname opens its configuration form.

@) System settings > Nodes > All nodes > nodel

< node1

Management web interface

Server certificate *

&) DEFAULT_WEB_node1

Portal web interface

Server certificate *

& 05 DOk OB O

£ DEFAULT_PORTAL_node1

Guest portal default URL
https:// | 192.168.160.172:8443

B D e®

3

Figure 487. Node Configuration Form

Management Web Interface

In the "Management web interface" section, select an HTTPS certificate for the NAICE management web
interface on this node.

Management web interface

Server certificate *

/N DEFAULT WEB_node1 v

Figure 488. Management Web Interface Certificate

The Server certificate field provides a dropdown list of server certificates of type HTTPS added to the
system. The selected certificate will be used to secure connections to the management web interface of this
node. For each node, you can select either different or the same certificates. By default, certificates
generated by the system individually for each node are used.

a Selecting a system-generated (default) certificate is accompanied by a warning. Using
system certificates is not recommended for security reasons.
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Serve
A system-generated certificate is
l & being used. Using system W '
certificates is not secure.
/N DEFAULT_PORTAL node1
£\ DEFAULT_PORTAL_node2
£\ DEFAULT_WEB_node1

{5 DEFAULT WEB_node2

web _node2

Figure 489. System Certificate Warning

Portal Web Interface

In the "Portal web interface" section, configure the HTTPS certificate for the guest portal and the default URL
for redirecting to the guest portal of this node.

Portal web interface settings are only available with an ADVANCED level license or higher.
e With a BASIC license, the section is locked and parameters are set to default values for
the system to function properly.

Portal web interface

Server certificate *

£\ DEFAULT_PORTAL_node1 w

Guest portal default URL
https:// 192.168.160.172:8443

Figure 490. Portal Web Interface Certificate and URL

The following parameters are available:

® Server certificate — dropdown list of server certificates of type HTTPS for securing connections to
the guest portal on this node. For each node, you can select either different or the same certificates. By
default, certificates generated by the system individually for each node are used.

0 Selecting a system-generated (default) certificate is accompanied by a warning. Using
system certificates is not recommended for security reasons.
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Serve
A system-generated certificate is
l &y being used. Using system v '
certificates is not secure.
/N DEFAULT_PORTAL node1
/N DEFAULT_PORTAL_node2
/N DEFAULT_WEB_node1

{5\ DEFAULT _WEB_node2

web_node2

Figure 491. System Certificate Warning

® Guest portal default URL — the address to which users will be redirected when connecting to the guest
portal. Enter in the format domain-name[:port] or IPv4-address[:port] (the https:// prefix is
added automatically).

Saving Settings

To apply changes, click the "Save" button.

When changing the management web interface certificate, a dialog will appear warning
about the possible loss of access to the web interface. Make sure the selected certificate is
A correct and matches the address used to access the system.

After confirmation, the page will automatically reload.

When changing the portal certificate, a standard warning about temporary portal unavailability will appear.

To cancel changes, click the "Cancel" button — the form will revert to its previous state, and you will be
redirected to the nodes table.

Node-Related Events

Changes to node configuration are logged in the system events log. The event message includes the name of
the node whose configuration was changed.
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Licensing

Description

The NAICE network access control system is distributed under a commercial license. This means that in
order to access the functionality, you must purchase and activate a license.

Licensing can be carried out according to one of the following schemes:

¢ Using the Eltex License Manager license server (hereinafter referred to as ELM), which performs the
function of licensing software and hardware products of the Eltex company. It assumes a periodic
request to the license server. You can use:

© the Eltex license server (hereinafter referred to as Online ELM), available at https://elm.eltex-
co.ru:8099;

o an ELM server installed in the customer’s infrastructure (hereinafter referred to as Offline ELM).

In both cases, the ELM server address is specified in the system settings under Connection to ELM and
must be accessible at the moment of license activation. The ability to work with the ELM server via an
HTTP proxy server (with or without username/password authentication) is supported.

¢ File licensing (hereinafter referred to as PLR, permanent license request) is licensing with reference to
the physical parameters of the host on which NAICE is installed. When changing the host parameters, re-
activation is required.

After installation, NICE is in demo mode with limited functionality. The limitations of the demo mode are
specified by link:index.html#demonstration mode[next].

When you purchase access to a product with a certain licensing type, a product key file is generated, unique
for each NAICE instance. To unlock the NAICE functionality corresponding to this license, the file must be
downloaded and activated on the licensing page.

License types and licensed functionality

The current version supports 2 license types - BASIC and ADVANCED. Each subsequent type includes all
features of the previous one and adds support for extended functionality.

Licenses for any type can be issued for 1, 3, or 5 years.

@ For license inquiries, please contact us at eltex@eltex-co.ru.

BASIC License Type

The BASIC type provides access to the core service - RADIUS authorization of endpoints. The licensed
parameter is the number of successfully authorized unique endpoints per day. This quantity is agreed
upon during license purchase and depends on the number of client devices in the network.

An example of calculating the number of end devices in a network

416


https://elm.eltex-co.ru:8099/
mailto:eltex@eltex-co.ru

Organization A has 1,000 employees, each of whom has a laptop for work. Employees of company "A"
do not connect from personal devices. The company also has 10 cameras, 5 printers and 2 TVs
connected to the network. All these devices must be authorized in the NAC system.

Calculation of the number of unique endpoints in the network: 1000 * 1 (number of devices of 1
employee) + 10 (cameras) + 5 (printers) + 2 (televisions) = 1,017 pcs. — unique devices in the company.

It is recommended to purchase licenses for more endpoints than are designed for unique devices.

If necessary, the number of endpoints in the license can be increased. To do this, contact
@ your manager or send a request to our email address. eltex@eltex-co.ru.
ADVANCED License Type

At this license type, the functionality required for configuring and operating portal authorization is
activated. For any license of this type, the number of guest endpoints is unlimited, meaning authorization is
available for any number of guests.

Additional Modules

The NAICE-TACACS add-on module is also available for purchase, which activates the TACACS server within
NAICE. Modules are purchased as add-ons to the main license of any type.

Demo mode

After installation, NAICE is in demo mode. In this mode, all functionality corresponding to the maximum
license type and with all additional modules is available, but with the following restrictions:

¢ the maximum number of devices added to the system is 15;
* the maximum number of successfully authorized unique endpoints per day is 15;

® the maximum number of guest endpoints is 15.

The demo mode is unlimited in time, but it is only available until the first successful
A activation of the license. After activating the license, the demo mode will be disabled
without the possibility of recovery.

A corresponding warning in the lower left part of the navigation menu indicates that the system is in demo
mode.

£ Demo mode
Figure 492. Warning about demo mode

Clicking on the warning will take you to the licensing page, which contains the current parameters and limits
of the demo mode, as well as controls for downloading and administering licenses.

417


mailto:eltex@eltex-co.ru

@D Licensing
Licensing

The system operates in demo mode

The functionality is available indefinitely until the first successful license activation.
After the license activation, the demo mode will be disabled without the possibility of recovery.

License type ADVANCED
Connected endpoints per day o
Expire date Perpetual
0 100
Expand v

® O 5 3 QOB O

Upload
Licenses list
Hostname *

- Data is not exist

[® Select a file or drag it here

Field is required

I have read and agree to the End-user license agreement

Upload

Events O

Date Node hostname Level Message
30.01.2025 10:12:09 naice1.eltex.loc DEBUG The license NICE4 applied at Ovis. Features: LICENSE_TYPE=BASIC.
02.02.2025 09:59:39 naice1.eltexloc INFO The license NICE4 has been uploaded for naice-ubuntu24_1

01.02.2025 10:01:22 naicel.eltexloc WARNING Application is running in demo mode.

> B e

Figure 493. The Licensing in demo mode page

Actions to activate the license

The license is activated on the licensing page, the image of which is shown above.
In addition to the current parameters of the demo mode or license, the page contains the following controls:

e the "Upload” block - elements for loading licensed files;
* the "Licenses List" block - management of loaded licenses;

¢ the "Events"block - system events related to licensing.

Uploading the product key

To activate the license, you must have the product key file received from your manager when purchasing the
system. The product key file contains the Product ID, which is the serial number that identifies one copy of
the software, and the Product Key that identifies the license owner.

The format of the product key file name is NICENNNNNNN.txt for an ELM license (for

@ example - NICE1111111.txt ) and FNICENNNNNNN.txt for a PLR license (for example -
FNICE1111111.txt).
A A valid product key file cannot be empty or have a size of more than 1 MB.

Product ID can only be linked to one host. Attempts to load the Product ID, which is
already present in the table, are prohibited by the system. The restriction is not lifted

A even if the Product ID is in the Backup state. All uploaded Product ID must be from the
same license (have the same License Key). Attempts to download Product ID from
different License key are prohibited by the system.
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The load of the product key is performed in the "Upload" block in several steps:

1. Hostname to load the license from the list by its hostname. With a standard installation, the hostname
matches the name of the host on which NAICE is deployed.

2. Select a file by dragging it into the load field or selecting it through the Explorer when clicking on
"Select file". If necessary, before clicking on the Upload button, the file can be replaced by clicking on
<% onthe right side of the upload field.

3. Review and confirm agreement with User Agreement.

4. Click on the "Upload' button.

Upload

Hostname *

naicel.eltex.loc -
[® NICE1111111.txt (27 B) o S

Figure 494. Uploading a product key file

When using NAICE in a cluster, you need to upload your product key for each NAICE host.

After downloading the product key file, the license will be added to the license table in the "Licenses List"
block.

License activation

The activation mechanisms for ELM and PLR licenses differ significantly.

ELM

The ELM license is activated automatically by connecting to an Online or Offline ELM server. Upon
successful activation, the license acquires the status of Active in the list of licenses, and the functionality
becomes available according to the license parameters. The parameters of the active license are displayed in
the upper "License Information” block.
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Licenses list

Hostname Product ID Type Status Actions

naicel.eltex.loc NICE1111111 ELM Active ®

Figure 495. Activation of the ELM license

PLR

The PLR mode is activated by downloading the product key, which is supplied as a file. This file is being
released based on a request from Eltex company.

After downloading the PLR license product key, it will appear in the "Licenses list" table with the Init status.
This status means that the license has been initialized and the license activation file has been generated. The
file, among other things, contains a cast of the host machine’s environment parameters, to which the license
is attached.

Licenses list @&

Hostname Product ID Type Status Actions

naice1.eltex.loc FNICE1111111 PLR Init ®

Figure 496. PLR license after downloading the product key

The license activation file must be downloaded and sent to Eltex company to release the license file, which is
the final file containing the parameters of the purchased license with their activation linked only in a specific
environment. For this:

1. Click on @ in the "List of licenses" table in the Actions column and select Download activation file.

Actions
B ®
Download product key
Download activation file

Download license

Figure 497. Download menu for licensed files

Activation file name format request-<YYYY-MM-DD>-<Product ID>-<NAICE
@ Version>.txt, for example - request-2026-06-17-FNICE1111111-1.2.0.txt.

2. Send the activation file to the Eltex company to issue a file license corresponding to the provided
activation file.
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3. Get the license file from the Eltex company.

4. Upload the license file to the system in the same way as Uploading the product key. Upon successful
download and verification of the file, an attempt will be made to automatically activate the license. If
there are no errors, the license acquires the status of Active in the list of licenses, and the functionality
becomes available according to the license parameters. The parameters of the active license are
displayed in the upper "About License" block.

LUCINYIEL R ©) License s active

License type BASIC
Connected endpoints per day

Q

Expire date 24.01.2025
15 e— 50

Expand v

Figure 498. Information about the active license

License activation errors

About license

License not installed. Potential error reason: The ELM server is not available at the specified URL.
Figure 499. Error when activating the license

If license activation errors occur, the error that occurred during the activation process will be displayed on
the page under the license status. The error message is also displayed in its original form in Events. In this

case, the license itself acquires the status of Invalid.
Usually errors during license activation are related to:

* When interacting with the ELM server: problems with access to the server (incorrect ELM address in the
NAICE configuration, lack of network connectivity) or with errors in the license itself (the license has not

expired or expired).

* When using PLR licensing: changing the environment settings after creating the license activation file or

with errors in the license itself.

To activate the license, you must first fix the initial error, and then click on @ next to the desired license in

the "Licenses list" table in the "Actions" column.

In case of problems with the automatic activation of the license, it remains in the Ready status. In this case,
you must manually activate the license by clicking on @ next to the desired license in the "Licenses list"

table in the Actions column.

Licenses list @

Hostname Product ID Type Status Actions

naice1.eltex.loc NICE1111111 ELM Ready B ®

Figure 500. The license has the Ready status
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License isrevoked

About license

License is revoked
Figure 501. License is revoked

The "License is revoked" error occurs if the activated PLR license is not included in the list of actual PLR
licenses.This may happen when the license is revoked by Eltex due to receiving information about its mass
distribution on public resources. Older versions of reactivated or renewed licenses are also subject to
revocation.

n If you believe your license was revoked by mistake, please contact your manager, Eltex
technical support, or send a request to our email address eltex@eltex-co.ru.

License management and monitoring

After successful activation of the licenses, their status can continue to be monitored on the Licensing page.

@ Licensing

Figure 502. The Licensing item in the navigation menu

Information about the active license

About license It

License type BASIC
Connected endpoints per day o
Expire date 24.01.2025
15 en— 50
Network devices Unlimited

Unique endpoints per day 50
Guest endpoints Unavailable @
TACACS+ Enabled

Collapse ~

Figure 503. License information

The page contains the following elements:

° - current license status.

® License parameters:

© License type defines the NAICE functionality available for configuration and use, see License types
and licensed functionality

O Expire date isthe date on which the current fixed-term license expires.

Upon expiration of the license, the licensed NAICE functionality will be blocked,

0 including authorization of end devices. Renew the license in advance when you
see link:index.html#_revention_to reach the limits[warnings] to avoid such
situations.

o " Network devices' - the limit on the number of network devices added to the system.
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“Unique endpoints per day' - the limit on the number of connected endpoints per day stipulated by
the license.

When the limit on the number of connected endpoints per day is reached, end
A devices will not be authorized beyond this limit. Devices that were previously
authorized in the last 24 hours will be successfully reauthorized.
O Guest endpoints -the limit of the number of guest endpoints.

© TACACS+ - the presence or absence of the additional NAICE-TACACS module in the license.

* A counter for the current number of connected endpoints per day. It is automatically updated every 5
minutes.

e  -manual counter update.

Features of counting the number of connected devices per day

* The connected endpoint counter increases only when a unique endpoint is connected, i.e. an endpoint
that has not been successfully authorized by NAICE in the last 24 hours.

e The Calling-station-id attribute is used to determine endpoint uniqueness.
e Ifthe specified attribute is missing, indirect determination use the following attributes:
© User-Name - This attribute must be present in the RADIUS request.
© NAS-IP-Address or NAS-Identifier - Atleast one of the specified attributes must be present.
© NAS-Port - This attribute is optional.
© NAS-Port-Type - This attribute is optional.
* Portal-authorized endpoints (guest endpoints) are excluded from the count.

® The device is considered connected for exactly 24 hours from the last successful connection. Upon
successful re-authorization, the 24-hour countdown is renewing.

Example.

The endpoint was authorized on June 10 at 13:31:10. The endpoint will "free up space" in the
licensed limit on June 11 at 13:31:11.

If the end device was successfully re-authorized on June 10 at 20:20:10, the time will be shifted to
June 11 at 20:20:11.

Management of downloaded licenses

All licenses that are uploaded to NAICE are displayed in the "Licenses list" table.

423



Licenses list @&

Hostname Product ID Type Status Actions
naicel.eltex.loc NICE1111111 ELM Ready ®
naicel.eltex.loc FNICE1111111 PLR Backup B ®

Figure 504. License list

The table contains columns:

Hostname - which host is this license downloaded for;

Product ID is a unique identifier of the software in the licensing system;

Type - license type: regular (ELM) or file-based (PLR);

Status - current license status, which can take one of the following values:

o

Init _ (for PLR only)_ - the product key is loaded, the environment parameters are collected, the
license activation file is generated;

Ready - the license is ready for activation, there is a product key and a PLR license file in case of file
licensing.;

Active - the license has been activated, its parameters have been applied on the specified host;
Invalid - the product key (or file license) was not activated.

Mismatched (for PLR only) - received an event about a mismatch of environment parameters;
Revoked (for PLR only) - the license has been revoked by the Eltex company;

Expired - the license has expired;

Backup is an inactive license that is currently disabled from licensing; it can be activated if necessary.

The system allows you to leave any number of Product ID in the Backup state in the

6 database. In case of switching between ELM-PLR types, it iS not necessary to delete

records of the unused Product ID. They can be stored in the database for quick recovery of
work "according to a different scheme".

" Actions' - available actions with a license, including:
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Actions

switch to backup
Create activation file

Delete

Figure 505. License actions

o 9 - download of licensed files of various types;
o @ - activating an inactive license / updating the parameters of an active license;
© e -additional actions:

B Switch to backup - set the license status to Backup;

® Create activation file (for PLR only) - manual request for problems with automatic generation

of the activation file, as well as for Reactivation of the PLR license;

®  Delete -delete the license from the downloaded list, as well as all related license files.

In order to provide the service continuously, the transfer to the Backup status and the
deletion of active licenses (licenses with the Active status) does not occur instantly. The

A license that was deleted or transferred to Backup will be reset to the "Unlicensed" state
only if you restart the NAICE services. Until then, you should activate another license,
otherwise the licensed functionality will be disabled.

Events

Events O

Date Node hostname Level Message

01.02.2025 20:35:20 naicel.eltex.loc DEBUG The license NICE4 applied at Ovis. Features: LICENSE_TYPE=BASIC.

01.02.2025 01:51:07 naice1.eltex.loc INFO The license NICE4 has been uploaded for naice-ubuntu24_1

01.02.2025 21:04:05 naicel.eltex.loc WARNING Application is running in demo mode.

Figure 506. Licensing system events
The Events block is an analog of the System events

The table contains the following columns:

e Date' - the time when the event was recorded in the database; the time is displayed based on the time

zone specified in the account settings;

® Node hostname -the name of the host associated with the event;
e ‘Level' - the importance of the event, can take one of the following values:

o INFO - information events, usually about the success of completed actions;
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©  WARNING - events that are worth paying attention to;
© ERROR -important events with license errors;

© "DEBUG' - debugging events.

® “Message'- the content of the event.

Filtering and changing the sorting order are not available. The frequency of auto-updating of the event list is

once every 5 seconds. A manual update of the event list is available by clicking 3

When scrolling through the first 25 elements of the table, auto-updating of the list of
events is disabled.

To enable it, you must manually update by clicking 23 .

Warnings
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Warnings about reaching limits

2. [ Licensing

Q  Licensing

@
o Aboutlicense
&
License type BASIC
@ Connected endpoints per d
Expire date 05.02.2025
sh 91
Network devices Unlimited
Q
& Unique endpoints per day 100 &
Guest endpoints Unavailable (@)
TACACS+ Enabled
Collapse -
Upload
Licenses list &
Hostname *
Hosthame v Hostname Product ID
O, . naicel.eltex.loc NICET1111
i | naicel.eltex.loc FNICE1111
(® select a file or drag it here |
Fieldis required T
| have read and agree to the End-user license agreement
Upload
Events O
Date Node hostname Level
01.02.2025 01:52:41 naicel.eltex.loc DEBUG
G]
02.02.2025 05:02:41 naicel.eltex.loc INFO
_
01.02.2025 22:44:17 naicel.eltex.loc INFO
&
A Less than 10% of unique
endpoints are available
AD

Figure 507. Warnings about reaching limits

When approaching the license or demo mode limit in terms of the number of enabled endpoints, or when
approaching the license expiration date, warnings about approaching or reaching the limits will be displayed
in the upper-right part of any NAICE page. Clicking on the warning takes you to the licensing page.
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A warning about the endpoint limit starts to be displayed when the counter reaches a value of 90% of the
licensed limit.

A warning about the approaching expiration date of the license starts to be displayed 90 days before that
date.

In addition to being displayed at the top of the pages, these warnings are displayed on the Licensing page
opposite the corresponding parameter in the form of &

Unavailability of the ELM server

24 h. left until NAICE block: fix
connection to ELM

A

Figure 508. Warning about the unavailability of ELM

NAICE must periodically update the parameters of the current ELM license on the ELM server. If NAICE
could not receive the parameters during the next update, the countdown to NAICE lock starts from that
time. The countdown is displayed in the lower left part of the navigation menu, similar to warnings about
reaching the limits.

If access to ELM is not restored within 72 hours, the licensed NAICE functionality will be
a blocked and the license will be reset. After resetting the license, you will need to
reactivate it.

To check the availability of the ELM server, you can use the following command:
$ curl -k https://<ELM IP address>:<ELM port>/elm/Hello

If the ELM server is available, the output of the command will look like:

{"server-info":

{"version":"1.4","build":"10","root":true,"serverType":"elm", "daemonMode" :"server", "serverMode":"

type":"elm","protocol-supported”:2,"protocol-actual":4},"status":2,"result":"0OK"}

Unavailability of the EPG service

The continuous operation of the epg-service container is necessary for the smooth operation of the file
license. In case of disconnection or loss of connection with this container, the license will be reset after 12
hours. The epg-service container is included in NAICE by default and works together with other containers.

Changing environment settings

If the total time spent working with the license on the current server configuration is less than 30 days, then
if the server environment settings are changed, the license will be forcibly reset after 14 days.

If the total time spent working with the license on the current server configuration is more than 30 days,
then if the server environment settings are changed, the license will be forcibly reset after 30 days.
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Licensing Scenarios

License transfer to another host

It is possible to edit the hostname of the downloaded license. This may be required when using a NAICE
cluster, when license files have been mistakenly uploaded to another host.

To edit the hostname of the downloaded license, you need to set the license to the Backup status, and then
hover the cursor over the hostname value of the selected license. The icon £ will appear to the right of the

hostname value.

Licenses list

Hostname

naice1.eltex.loc b7

Figure 509. Editing the hostname

After clicking on the icon, a new host for the license will be selected. Save your choice.

If necessary, activate the new license by clicking on @ in the Action column.

Changing the license composition

If you need to change the composition of the license - to increase the number of endpoints, to enable the
TACACS+ functionality - you need to contact the Eltex company.

Online connection to the ELM server

If you use an online connection to the public licensing server of Eltex, after making changes to the license,
the update will occur automatically, within 1 hour.

If you need to perform a compulsory license update:

1. Switch the current license to the Backup status.

2. Reactivate the license @

Connecting to Offline ELM

If you use an Offline ELM server, you will need to obtain a new bundle license file with a modified license
composition from Eltex and install it in Offline ELM.

After downloading the new license bundle, the update will happen automatically, within 1 hour. The forced
updating of the license parameters is performed in the same way as for an online connection.

PLRlicense

If you use a PLR license, you will need to obtain a new license file from Eltex company with a modified
license structure.
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After you receive the new license file, you must reactivate the license according to Reactivation of the PLR
license.

Full license replacement

If it is necessary to replace one license with another, the general algorithm of actions is as follows:

1. Transfer the current license to the status Backup.
2. Load the product key of the new license according to the Uploading the product key.
3. Activate the new license according to License activation.

4. If desired, delete the previous license.

Reactivation of the PLR license

License reactivation is the reactivation of a file license when changing the environment settings to which the
license is linked.

Reactivation may be required in the following cases:

¢ C(Cloning a virtual machine image.
® Change the configuration of disks, RAM and processor.

* Reinstallation of the system running the software.

It is allowed to increase the RAM and the number of processor cores without the need for reactivation.

The reactivation procedure is similar to the procedure for License activation, except that the product key
has already been uploaded. The following steps must be performed:

1. Re-generate the license activation file for the changed environment by selecting the corresponding
additional action in the "License List" table for the required license.

2. Send the new activation file to the Eltex company.
If one of the collected environment parameters is changed after sending the
0 activation file, the generated license will no longer match the host machine. In this

case, you will need to download a new activation file and attach it to the application.
It is better not to allow this.

3. Get anew license file.

4. Upload the license file to the system in the same way as Uploading the product key.

Renewal of the PLR license

Due to the specifics of the implementation of file licensing, periodic regular renewal of the PLR license is
required.

The renewal procedure is similar to the procedure of Reactivation of the PLR license.
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End user license agreement

This End User License Agreement (this "Agreement"”) contains information about the legal relationship
between the users of this software and the copyright holder —- ELTEX Ltd. (ELTEX).

1

10.

11.

12.

13.

14.

. This Agreement is a contract entered into between an individual or legal entity agreeing to these terms

and ELTEX Ltd. (ELTEX), which governs the end user’s use of the software, embedded programs,
software interfaces, user interfaces, and any other type of instructions or code provided by ELTEX that
accompany or refer to this Agreement, along with any related documentation (hereinafter — the
"Software").

. By installing, running, or otherwise using the Software, the user (i) confirms that they have read and

understand this Agreement, (ii) agrees to comply with this Agreement, and (iii) confirms that they have
the legal rights to enter into this agreement on behalf of both an individual and a legal entity.

. This Agreement comes into effect on the earlier of the following dates: upon installation, launch, or

otherwise use of the Software, and terminates upon termination in accordance with this clause
(hereinafter — the "Term").

. This Agreement automatically terminates without notice from ELTEX if the user breaches any provision

or condition of this Agreement.

. Upon termination of this Agreement, the user shall immediately cease using the Software and delete (i)

the Software, (ii) any other application provided to the user on behalf of ELTEX for interaction with the
Software, and (iii) any object obtained as a result of using the Software.

. The user may terminate this Agreement by ceasing all use of the Software and deleting the Software

from their devices.

. Subject to the user’s compliance with the terms of this Agreement, ELTEX grants the user a limited,

revocable, non-exclusive, non-sublicensable license to use the Software during the Term solely for the
user’s internal purposes (not for further transfer of rights to the Software to third parties, not for sale),
and for Software supplied with ELTEX equipment, solely for the purpose of supporting ELTEX
equipment.

. Ownership rights, including intellectual property rights, regarding the Software belong to ELTEX.

. The user is not entitled to modify, distribute, publicly display, publicly perform, or create derivative

works of the Software.

The user is not entitled to disassemble, reverse translate, decompile, attempt to discover or obtain the
source code of the Software, or allow others to do so.

The user is not entitled to: rent, sell, lease, loan, sublicense, provide commercial hosting services using
the Software, or in any other way permit third parties to use the Software.

The user is not entitled to: alter, circumvent, deactivate, impair, or block any software or hardware
protection mechanism that ELTEX uses to protect the Software.

The user acknowledges that if the Software requires access to non-ELTEX owned hardware or software
to perform a task or provide a function, and the user refuses such permission, the corresponding
function or feature will not be available or perform properly.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

Certain functions of the Software may require access to specific software and/or hardware. Where
permission is required, the user hereby grants ELTEX permission during the Term to access all software
embedded in ELTEX equipment, if necessary for the Software to perform these functions.

Nothing in this Agreement grants the user any rights to new versions of the Software. If ELTEX, at its
sole discretion, introduces updates, fixes, or corrective inserts into the Software made available during
the Term, without providing replacement terms, this Agreement shall apply to such updates, fixes, and
corrective inserts.

Provided that the functionalities and features of the Software remain substantially the same thereafter,
ELTEX may automatically update the Software without the user’s consent.

The user acknowledges and agrees that ELTEX may, in accordance with the law, collect anonymized
personal data related to the user’s use of the Software, including data generated by the Software, and/or
data generated by any device on which the software is installed that interacts with the Software.

The user acknowledges and agrees that ELTEX may, in accordance with the law, create records of
aggregated data using anonymized personal data.

The user acknowledges and agrees that ELTEX may, in accordance with the law, use records of
aggregated data to improve the Software, develop new software or services, understand industry
trends, create and publish technical documentation, reports or databases summarizing the foregoing,
for research purposes and to assist in resolving and/or preventing actual or potential illegal activities
and, in general, for any lawful purpose related to ELTEX’s commercial activities, and also retain
anonymized personal data upon deletion of the Software.

Written consent to ELTEX’s offer to replace the software usage agreement and, accordingly, approval of
such replacement may be given by clicking a button presented in the replacement agreement, or by
using the Software after the replacement agreement is presented.

Third-party resources that may be linked to or accessible through the Software are not considered part
of the Software, and ELTEX may;, at its discretion, disable the integration of a third-party resource or the
compatibility of the Software with a third-party resource.

The Software is provided "as is" and "as available." To the maximum extent permitted by law, ELTEX
disclaims all warranties, express, implied, or statutory, including, but not limited to, implied warranties
of merchantability, satisfactory quality or fitness for a particular purpose, reliability or availability,
accuracy, absence of viruses, non-infringement of third-party rights or other rights. ELTEX does not
warrant that this software will operate and remain available without interruption or errors. Advice or
information obtained by the user from ELTEX or its partners, in writing or orally, in no way affects this
disclaimer of warranties regarding the software and does not create additional warranties.

Certain third-party resources may be included in or accessible through the software. ELTEX makes no
representations about any third-party resource. As ELTEX has limited or no control over such resources,
the user acknowledges and agrees that ELTEX is not responsible for such resources. In particular, the
user understands and agrees that the user uses the third-party resource at their own risk and assumes
all risks associated with unsatisfactory quality, performance, accuracy, or labor costs. The user agrees
that ELTEX is not directly or indirectly liable for any damages and losses, including any damage or loss of
data resulting from or alleged to result from, or in connection with the use of or reliance on, a third-
party resource available in or through such software. The user understands and agrees that the use of
any third-party resource is subject to the terms, license agreement, privacy policy, or other similar
agreements, and that any information or personal data knowingly or unknowingly provided by the user
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to the providers of such resources will be subject to the third party’s privacy policy, if any. ELTEX is not
responsible for disclosure of information and any other actions of the third party. In particular, ELTEX
makes no guarantees regarding the third party’s receipt of user data and the third party’s use of the
user’s personal information.

24. In no event shall ELTEX be liable to the user or any third party for damages incurred in connection with
the use of or access to any component of the software or the inability to use or access any component of
the software, including, but not limited to, damages arising from errors, omissions, interruptions,
defects, delays in operation or transmission, computer viruses, and any other direct, indirect, actual,
incidental, punitive, or consequential damages, even if ELTEX has been advised of the possibility
thereof. Notwithstanding the foregoing, ELTEX’s aggregate liability for all losses, damages, causes of
action, including under contract, tort, or other liability, arising out of the use of the software or in
connection with any provisions of this agreement, shall not exceed the fair market value of that
component of the software.

25. The foregoing limitations, exclusions, and disclaimers of liability in this agreement apply to the
maximum extent permitted by applicable law, even if the applied remedy fails its essential purpose.

26. In the event of a breach by the user of any provision of this Agreement, ELTEX shall be entitled to
recover monetary compensation for the damages incurred from the user.

27. This Agreement is governed by the laws of the Russian Federation.
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Account settings

Description

On this page, you can:

e view and edit the current user’s account data;

* managing personal two-factor authentication (2FA) settings;

* change the interface language and time zone.

If logged in with an account from an external source (AD/LDAP), editing the "First name",
"Last name", "Email", "Password" fields is not available. The user can only change

"Language", "Timezone", and 2FA settings.

Setting the timezone affects the displayed time of the last endpoint activity in connection monitoring, the

time in exported file names, and the time in dashboard widgets.

Viewing and editing system user accaunts

The account settings of the current system user are available on any page by clicking the

lower left corner of the menu.

® 03 3Ok ODB O

BD Account settings
Account settings
Login

ivan

Role

View role privileges
First name

Ivan

Last name

Ivanov

Email

ivan.ivanov@mail.com
Change password

Two-factor authentication &

Disabled
Language
English

Timezone

(GMT+07:00) Asia/Novosibirsk

v

Privileges of role «Super Admin»

System role
Privilege
RADIUS policies
RADIUS monitoring
Endpoints
Network resources
TACACS* policies
TACACS+ monitoring
Profiling
Roles and accounts
Guest access
Guest users
Enterprise users
System settings
External sources

Notification services

Figure 510. Setting up the account of the current system user

The system user account editing form includes the following fields:

Login — The login of the current system user;

Reading

v

LS S I S I S I G S O O S . S B O B G I G L S

Creation

v

S| <[ <] <

SRR YRR YRS

icon in the

Editing Deletion

v v
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L] L[ <L) K

SRR YR YR YRR
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Role — The level of access to the system functionality, which determines the system user’s rights;
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First name — The system user’s personal name (maximum length - 100 characters);
® last name — Last name of the system user (maximum length - 100 characters);
® FEmail — Email address (maximum length - 200 characters);

® Two-factor authentication — Settings for an additional sign-in confirmation method for the current

system user;

® Language — The language of the system interface (Russian and English are supported);
® Timezone — The time zone for displaying the time in the system.

Using the "View role privileges" button, you can open a window with a table of privileges and the rights
levels assigned to them for the selected role.

The table for viewing privileges and levels of rights includes:

®* Privilege — the name of the privilege;
® Reading, Creation, Editing, Deletion — access levels;
® Statuses of granted rights:

o \/ — the user has access,

o — access is not provided,

o X —the user does not have access.

Changing the password

To change the password of the current system user, turn on the switch "Change password", and then enter
the current and desired password in the appropriate fields. The password must match the current password

policy.
® Current password * — the password used for the current login to the system;

® New password * (maximum length - 72 characters). By clicking the & icon, you can enable the display of

the entered password; the text is hidden by default;

® New password confirmation * (maximum length - 72 characters).
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BD Account settings
Account settings

Login

ivan

Role

View role privileges

First name

® O 5 3 QMOB O

Ivan

Last name

Ivanov

Email

ivan.ivanov@mail.com
@ change password

@ Changing your password will interrupt your
session and require re-authorization with the
new data

Current password *

Generate password

Two-factor authentication O
B
@
©  Language

Disabled

English

=
Figure 511. Changing the password for the current system user
0 After saving a new password, the current session will be terminated — re-authentication
will be required.

After making changes, click the "Save" button. The button is hidden until at least one field is changed. The
"Cancel" button discards all changes and restores the original state.

Managing two-factor authentication

The "Two-factor authentication" block is available only if the system administrator has enabled the global
2FA policy (optional or mandatory).

o The global 2FA policy and the list of available methods are configured in System settings
- Security and access - "Two-factor authentication’.

Available authentication methods (depend on system settings):

* Backup codes;
® One-time code from the app (TOTP);

® One-time code from email (Email OTP).
The statuses of 2FA methods can be:

Status Description Note

Disabled The method is available for configuration but has —
not been activated yet.
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Status Description Note

Active The method is configured and can be used for sign- —
in.
Exhausted All 10 backup codes have been used. Only for the "Backup codes"
method
Mandatory 2FA

Under the global policy "Mandatory for everyone", each user must configure at least one primary 2FA
method. Until configuration is complete, access to other system sections is prohibited.

If the user has no configured 2FA methods, a modal window is displayed upon login in a new session
requiring them to set up two-factor authentication.

F )

2FA setup required

The administrator has enabled mandatory two-
factor authentication. Until at least one method is
configured, access to the system will be restricted.

b J

Figure 512. 2FA setup required

® (Configure -proceed to 2FA setup.

® Cancel -logout of the system.

The "Two-factor authentication" block displays an informational message that the administrator has
enabled mandatory 2FA. It also shows the available authentication methods and their current statuses.

Two-factor authentication ()

@ Your administrator has enabled mandatory
two-factor authentication. Please set up at
least one login confirmation method.

Backup codes (@ Disabled
One-time code from the app (TOTP) (@ Disabled

One-time code from email (Email OTP) () Disabled

Figure 513. Mandatory 2FA. No active methods
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Select one of the available authentication methods and complete its activation. Until at least one 2FA method
is configured, access to the system will be restricted.

Optional 2FA

Under the global policy "Optional for everyone", the user can decide whether to use 2FA for their account
or not.

2FA setup is available

You can select two-factor authentication methods
in your account settings.

A 4
Figure 514. 2FA setup available

® (Configure —proceed to 2FA setup;

® Set up later —the 2FA status for the account is set to "postponed”.

Two-factor authentication G)

ﬂ To set up two-factor authentication, you must
activate at least one method

() Enabled

Backup codes & Disabled
One-time code from the app (TOTP) (@ Disabled

One-time code from email (Email OTP) () Disabled

Figure 515. Optional 2FA. No active methods

After turning the switch to "Enabled", select one of the available authentication methods and complete its
activation.

Configuring TOTP

The "One-time code from an application (TOTP)" method is used to confirm sign-in with an authenticator
application.

To configure TOTP, click the "One-time code from an application (TOTP)" row.

438



TOTP X

One-time code from an authenticator app

QR code validity period: 04:59

Scan the code or enter the secret
in the TOTP app:

6DDSNLNKILDIFRPGYLWUOYQUBFLV3C3D &

Enter the code from the TOTP app

Figure 516. TOTP configuration window

The opened window displays:

® QR code for adding the account to the authenticator app;

QR code validity period (10 minutes);

Secret key for manual entry into the authenticator app;

Field for entering the 6-digit code from the app.

To activate the method:

1. Open the authenticator app.
2. Scan the QR code or manually enter the secret key.
3. Enter the one-time code generated by the app into the confirmation field.

4. Click "Confirm".

After successful activation, the TOTP method will receive "Active" status and can be used for sign-in.

The QR code (secret) has a limited validity period. If it expires, you must obtain a new QR
e code by clicking the icon to start over.
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TOTP X

One-time code from an authenticator app

The QR code is outdated

The secret added to your app
is no longer valid.
Refresh the QR code
to restart setup.

Figure 517. QR code validity period expired

Configuring Email OTP

The "One-time code from an email (Email OTP)" method is used to confirm sign-in with a one-time code

sent to the user’s email address.

To configure Email OTP, click the "One-time code from an email (Email OTP)" row.

Email OTP X

A one-time code sent to your email

Enter the code from the email
ivan.ivanov@mail.com

Resend code in 04:59

Figure 518. Email OTP configuration window

Behavior when email is missing:

e Ifthe 2FA policy is optional:
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A local user must enter the email in the Email field on the main account settings form, save the
changes, and then return to configuring Email OTP.

e Ifthe 2FA policy is mandatory (and the configuration is being performed for the first time):

o If no email is present, an input field is displayed directly in the Email OTP configuration window. The
user can specify an email, after which the "Send code" button becomes available. The entered email
will be saved to the profile after successful method activation.

o If an emalil is already specified in the profile, it can be edited directly in the Email OTP configuration

window by clicking the ¢£# icon. The changes will be saved after the method is activated.

If the user belongs to an external account source and the email is missing, it cannot be

c changed in the account settings. The email must be specified in the external source. After
the next login, the data will be synchronized, and Email OTP configuration will become
available.
To activate the method:

1. Click "Send code".
2. A 6-digit code will be sent to the specified email address.
3. Enter the received code in the field.

4. Click "Confirm".
After successful confirmation, Email OTP receives "Active" status and can be used for sign-in.

e The code is valid for 5 minutes. The "Resend code" button becomes active only after this
time expires. When resent, a new code is generated, and the old one becomes invalid.

Backup codes after 2FA activation

After the first successful activation of any primary 2FA method (Email OTP or TOTP), a window with 10
backup codes is displayed.

Backup codes are intended for logging in to the system when the primary method is unavailable. Backup
codes cannot be disabled - they are a mandatory recovery mechanism. A total of 10 codes are generated,
each 6 characters long in numeric format (0-9).

441



The window displays:

Backup codes X

The method has been successfully activated.
Save the codes for backup login and for restoring
access to the web interface. They can be used
regardless of which two-factor authentication
method is currently active.

Backup codes available: 10

= 2471 321 * 596 285
s 447 251 * 734 253
= 555212 * 212 321
s p42 725 e (39252
s 327453 = 332 B48

Copy Export to CSV

Figure 519. Backup codes after activating a 2FA method

e number of available backup codes;

¢ list of generated codes;

e "Copy" button;

e "Exportto CSV" button.

0 Backup codes are shown only once. If you try to close the window, the system will ask for

confirmation. Do not close the window until the codes have been saved in a safe place.

Managing backup codes

To view information about backup codes, click the "Backup codes" row.

The window displays:

Backup codes X

They are used to restore access if your primary 2FA
method is unavailable.

Backup codes available: 10

Generate new backup codes

Figure 520. Managing backup codes
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number of remaining backup codes;

¢ "Generate new backup codes" button.

After receiving new backup codes, you must save them. Old backup codes become invalid.

If all 10 backup codes have been used, a warning will appear in the main menu: "Backup
codes exhausted".

0 Generating new codes is only possible if at least one active primary 2FA method (TOTP or
Email OTP) exists.

Backup codes X

They are used to restore access if your primary 2FA
method is unavailable.

Backup codes available: 10

Generate new backup codes

Figure 521. Backup codes exhausted

Viewing an active TOTP or Email OTP method

If a TOTP or Email OTP method is already configured, opening its settings displays the "Method activated"
status and a "Disable method" button.

TOTP X

One-time code from an authenticator app

4

Method activated

Disable method

Figure 522. Example of an activated TOTP method

Clicking "Disable method" opens a modal window with a warning about the consequences (depending on
the current global 2FA policy). After confirmation, the method is deactivated.
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Consequences of deactivation:

If at least one active primary method remains after disabling — 2FA continues to work.
If the last active method is disabled:

© Under optional policy: 2FA is completely disabled, backup codes are invalidated, and two-factor
authentication for the account becomes postponed. The prompt to configure 2FA will not be shown on
the next login.

© Under mandatory policy: the user immediately loses access to all system sections. Mandatory
reconfiguration of 2FA will be required.

Disabling two-factor authentication

Only available under the global policy "Optional for everyone".

Under the optional policy, the user can completely disable 2FA for their account. To do this, switch the toggle

from "Enabled" to "Disabled" and save the changes.

After disabling 2FA:

all active authentication methods will be reset and will no longer be used for sign-in confirmation;
all backup codes will be invalidated;

sign-in to the system will be performed using only the login and password.

Under the global policy "Required for everyone", the 2FA toggle is locked and always
displayed in the "Enabled" position. The user cannot disable two-factor authentication

6 independently.

Disabling the only active 2FA method under the mandatory policy results in immediate
loss of access to the system until the second factor is reconfigured.

Global disabling of a method by the administrator

If the system administrator disables a 2FA method in the global settings (e.g., TOTP), then:

For users who had this method activated, it is automatically deactivated.
If the disabled method was the only active primary method, backup codes remain active for the user.
On the next login attempt, the user will only be able to use a backup code to access the system.

After successful login, the user must configure at least one primary 2FA method (TOTP or Email OTP).
Otherwise, subsequent login attempts will only be possible using backup codes (which may be
exhausted).



Confirm login X

@ The two-factor authentication method you
specified has been disabled. Please use a
backup code or contact your administrator.

Figure 523. Login is only possible using a backup code

Special considerations when changing email (for Email OTP)

If a user has the Email OTP method activated and changes the email address, then:

¢ When saving the new email, a modal window appears warning that the Email OTP method will be
automatically deactivated.

e After confirmation, the Email OTP method is disabled.
e If Email OTP was the only active 2FA method:
© Under optional policy - 2FA is completely disabled (the 2FA status changes to "skipped").

© Under mandatory policy — the user will lose access to the system and will need to reconfigure 2FA.

o For external users (AD/LDAP), the email can only be changed in the external source. On
the next login, the Email OTP method will be deactivated automatically.

Changing the current system user (logout)

To log out on any page, click the profileicon w inthelower left corner and select "Logout".

Then confirm the logout by clicking the "Logout" button.
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