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I''maBHas

OnucaHue

HauasbHasa crpaHulia crcreMbl NAICE mpezcraBisieT co60M AaIIbopA, CofeprKalliii Habop BHUKETOB.
BuKeTsl 0TOOpayKaroT KII0UeBble II0Ka3aTe/ I paboThI CUCTEMBL, ITPE0CTaBJIIIA CBOHYI0 MHGOPMAIIHIO O
ee TeKyIl[eM COCTOSIHUHU 3a IocaeiHHe 24 yaca. PeayisoBaHO aBTOMaTH4YecKoe 0OHOBJIEHHE JIaHHbBIX [JIS
BCeX BH/PKETOB C UHTEPBAaJIOM 2 MUHYTBHIL.

Ocob6eHHOCTH PabOThI C ZAIOOPLOM:

* Koudurypanusi Habopa BUPKETOB COXPaHSETCI HHIWBHUAYAIbHO [JI1 KaKHOIo I10JIb30BaTess
CHUCTEMBI;

* Bce M3MeHEHHS B PaCIIOJIOKEHUH M COCTaBe Habopa BU/XKETOB IIPUMEHSIIOTCI TOJBKO K TEKYIIIEMY
T10JIb30BaTeJII0 CHCTEMBI;

e (CucreMa aBTOMaTUYeCKU COXpaHiaeT HaCTpOﬁKH MeXxX11y ceaHCaMU pa6OTLI.
OCHOBHBIE 3J7IEMEHTEHI CTPaHUIIbI:

® [laHenb ynpaBneHus - Paclojio’keHa B BepXHeM yacTu MHTepderica, CO/IeP>KUT OCHOBHEIE 3JIeMEHTHI
yIIpaBJIEHUS JalIboproM;

* Habop BuoXeTOB - HacTpamBaemMoe pabouee IIPOCTPAHCTBO, COjeprKaliee HHPOPMAITHOHHbIE
BH/IPKETBI C KJIFOUeBBIMUA METPHUKAMU CHCTEMBI.

IIpocMoTp IaHeIH Jamodopaa
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PucyHok 1. IIaHenb ynpagaeHUs 0aulbopoom u guddcemsl, 0moodpaxcaemvle Ha Hem

J7eMeHTHI yIIpaBJIeHU 1aIlI00 pAoM:



® = 06HoBuThL Bcé - OGHOBUTD JIaHHBIE JIJIT BCEX BUJ[PKETOB, IIpe/[CTaBJIeHHbBIX Ha Jaloopze.

* {8 Hacrpouts - OTKPBITH OKHO HACTPOMKU ITaHEH abopa.

KasKIbIti BUKET COCTOUT U3 CIIEAYIOIITHX 3JIEMEHTOB YIIPaBJIEHUST:

(L]
d e - CJI}DKI/IT OJI1 UI3MEHEHUA IT0pA/IKa BUIPKETOB.

° ABTOpI/I3aI_II/II/I - HaumeHoOBaHMe BUIKeTa. SIBJIsIeTCa I‘PII'IEpCCI:IJIKOﬁ Ha poaurTe/IbCKYIO CTPaHHITY.

RADIUS - Ter BUKETA. O6o3HavaeT K KaKOH YacTHh (l)YHKI_II/IOHaJIa OTHOCHUTCA BHUIJKET.

o @ - Kpatkas mHpopMaIus o BUIKeTe.

75 - OGHOBUTH JTAHHBIE JIJIST JAHHOTO BU/KETa.

- o o
* « -IlaHesb AeHCTBUMN Hajy BU/DKETOM (HAIIPUMED, YAAIUTD).

O6JIacTh BU3yaIM3alllH TAHHBIX B 3a/[aHHOM popmMaTe 0TOOPaKEeHHSL.

HacTpolika oTo0Opa’kaeMbIX BUIPKETOB Ha Jauiooppae

YToG6HI BHIOPATh BUIKETHI, KOTOPBIE OYAYT 0TOOpakaThCs Ha [aIbopre, HAOKMUTe Ha @3 HactpouTs |

II0CJIe YeTo 0TKPOoeTcs OKHO HacTpoiiku maHeu JanmGopaa:



HacTpoiikmn naHenw gawbopaa

Cl MNowuck BUAXETA

Bce RADIUS TACACS+ cCMC

B BuibpaTh Bee

ABTOpM3aLAK £Z RADIUS
FHANOWMHTLI (Mpynnbl) (& RADIUS
IHANOMHTHI (MoanTukKM RADIUS) @ RADIUS
IHANOMHTLI (MOANTUKKA NPOPUANPOBAHIWA) @ RADIUS
YCTpoicTea (Tun) di] RADIUS
YcTpoiicTa (Mokamnm) i) RADIUS
Monszosartenn (MCTouHKKRN) (& RADIUS
NuuyeH3MpoBaHue ab, RADIUS
OwnbKK NoAKNKYEeHNA @ RADIUS
Bcero sHANOMHTOB ab, RADIUS
MeTpuKa NOAKNHYEHWIA ab, RADIUS
Habopbl NOAKMTHE @ RADIUS
AKKayHTWHI £ TACACS
ABTOpU3ALIMM £Z TACACS
MeTpuKa NOAKNHYEeHWA ab, TACACS

CépocuTb OTmeHa [ (ERTT

. y
PucyHok 2. OKHO Hacmpoliku naHeiu daubopoa

OxHo HacTpo¥HKu maHe/Iu Aanoop/a CoepsKUT CIeIYIOIIe 3IeMeHTHI YITPaBJIeHUS:

. - UeKO0OKC, KOTOPBIM OTBeYaeT 3a BHIOOP 3JIEMEHTOB [JIA BBITIOJTHEHUS MaTbHENIINX OeNCTBUMN

(ZmoGaBJIeHUS WK Y aIeHUS).

#Z—- - Tun oToOpaykeHUd JaHHBIX BUKeTa. [lofgepxuBaroTed 4 TUIIA 0TOOpaykeHUs JaHHbBIX - TPadUK,
THCTOTPaMMa, KpyroBasi fruarpaMma U MeTpHUKa.

e "ABTOopu3auuun" - HauMeHOBaHUeE BUKeETA.

RADIUS - Ter BHJKeTA.

. Q Monck BuaxeTa - IoJie MOKCKA BU/PKETOB.



C6pocuThb - BepHYTHCS K CTAaHJaPTHOMY Hab0PY BU/I>)KETOB.

YTo6BI 0GABUTH I YAATHTH BHIDKET C MAlIbOp/a, BEIGEPUTE €ro C IMOMOIIBI0 YeKO0KCa U HAKMHUTE
KHONIKY COXpaHUTh. BUHKETHI C 0TMEUeHHBIMH YeK60KCaMH GYIyT 0TOOpakaThCsl Ha AAITbopyie.

IlouCcK BU/I>KETOB

Jly1s1 Gostee yIOGHOM HACTPOMKY M BEIGOpa 0TOGpaykaeMbIX BU/I)KETOB OHH CTPYIIITMPOBAHBI HA CEKITUH, B

3aBUCHMOCTH OT TOTO, K KaKOHM yacTH (yHKITHOHalIa OHHM OTHOCITCA. Taroke /iy GOJIBIETO yIOGCTBa
pea3oBaH IOUCK BU/KETOB 110 Ha3BaHUIO.

i M
HacTpoiikmn naHenw gawboppaa

ﬂ Q TACACS ) D
TACACS+ nakeTsbl (Tun) ab, TACACS
TACACS+ npogunum @ TACACS
TACACS+ Habopbl KOMaHZ @ TACACS
TACACS+: cecciM ab, TACACS
TACACS+ aKKayHTHMHI ab, TACACS

C6pocnTh OTMmeHa [ ETTE

- )

PucyHok 3. ITouck 8udoicemos no Ha38aHuro



CraHZapTHBIN HA0OP BUKETOB

[Ipu epBoM Bxo7e B cucTeMy NAICE 110 yMOJTYaHHMIO 0TOGpaykaeTCs CTaHAAPTHHII HaGop BH/KETOB.

CTaHApTHBIM HAGOpP BHU/HKETOB - 3TO IIpe[ycTaHOBJIEHHAas KOHQUIypalyd Aanoopaa C BUIKETaMHU,
KOTOpasi 0To6parkaeTcs Ha HaYaJlbHOM CTpaHMIle IIpU I1epBOM Bxofie B cucreMy NAICE. /laHHBIN Habop

COZIEP’KUT HauboJiee BOCTPeOOBAaHHBIE BU/KETHI /IS OBICTPOTO ITOHUMAHUS TEKYI[ETO COCTOSTHHS
CUCTEMBI.

CTaHgapTHBIN HAO0P BHUPKETOB MOYKHO BEPHYTH C IIOMOIIBI0 KHONKU "COPOCUTH" B OKHe HacTpouku
IaHeJsy gambopza.

CTaHgapTHBIN HAbOP BKIIFOUAET B Ce6sI CIIeIYIOIIHe BUKETHI:

® RADIUS MeTpuKa II0JK/IIOUEHUM;

® RADIUS ABTOpH3aIiuy;

® RADIUS JIulieH3HUpOBaHUE;

® RADIUS OIIMOKHU IIO0AKIFOUEHUS;

® RADIUS 3HAaIIOUHTHI (IIoJIMTHUKY KOCTYIIA);

e RADIUS ITosn3oBaTtes (MCTOUHUKHN);

THIIBI BUIDKETOB

BupKeThI C THIIOM 0TOOpa>keHusa — I'padpux g

myHKU,VIOHaJ'IbeIe BO3MOXHOCTMW:

B03MO’KHOCTh HAaBUTAITUH 110 TPAQUKY C TOMOIITHI0 KJIUKA /IS IeTaIbHOTO U3yUeHUs TaHHBIX.
H3MeHeHMe MaciiTaba U BLIO0P BpeMeHHOT0 AHUaliazoHa ¢ UCII0Ib30BaHueM QYHKITUU IIPOKPYTKH.

[Ipy HaBefZeHWH Kypcopa Ha TOYKy TIpaduka OToOpakaeTcsl KOJIMUYECTBO YCTPOMCTB, a TakykKe
BCITBIBAIOIIAs ITO/[CKa3Ka C yKasaHMeM BpeMeHU U JaThl.

BOSBp&T K HCXOOJHOMY BHOY 0T06p8.>KeHI/ISI II0 YMOJIYaHUIO OCYIIEeCTBJ/IIETCA C IIOMOIIBIO
COOTBeTCTBYIOH_(ef/'I KHOIIKHY B ITPaBOM BEPXHEM YIUIy BUI2KeTa.

BuKeTsI ¢ THIIOM 0TOOpakeHus1 — MeTpuka ab,

OyHKLMOHANIbHbIE BO3MOXHOCTW :

* OTO 6pa>KEHI/Ie KJIFOUEBBIX UMC/JI0BBIX II0Ka3aTe e B KOMIIAKTHOM Q)opMaTe.

¢ TloepsKKka 0TOOGpPasKeHHUS HECKOJIbKUX METPUK OTHOBPEMEHHO.

° HHCI)OpMaI_H/IH IIpeacraBJieHa B BH/I€ YK CeJI, YTO obecIieyrBaeT 6LICTpO€ BOCIIpHATHE MTaHHBIX.

BupKeTHI C THIIOM 0TOOpakeHus1 — I'mcrorpamMma 1]

myHKLI,VIOHaJ'IbeIe BO3MOXHOCTMW:
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Kaxnplii CcerMeHT JaHHBIX COIIPOBOXKOAeTCd Ha3BaHMEM, pPacCIIOJIO0KeHHBIM CJI€Ba,

COOTBETCTBYET IIOCVIEAHEMY 3JIEMEHTY BJIOJKEHHOCTHU B I'PVYIIIIE.

* 3HauveHHe 0TOOpa’kaeTcsI CIIpaBa OT CETMEHTA TAaHHBIX.

e [Ipy HaBeIeHWU Kypcopa Ha CeIrMeHT OTOOpakaeTcsd BCIUIBIBAIOIAs ITO/[CKAa3Ka C IIOPOOGHOM
uHbopMaItreit 06 aTo 061aCTH JaHHBIX B popmaTe - "[I0JTHAas BJIOKEHHOCTH OT IIOCIeAHeH noyepHel

0 POAUTEIHCKOU I'PYIIIIBL: YHCIIO".

e KoJsmmuecTBO OTO6pa>KaeMLIX OaHHBIX B TUCTOTPaMMe OTPaHHUYE€HO 10 cermeHTaMM.

e JIpegyCMOTpeH [IOIIOJIHUTEJbHBIM CerMeHT "/lpyroe", cofeprKalljiil arperupoBaHHbIe TaHHEIe, He
BoIlreaImwe B TOm-10.

BH/KETHI C THIIOM 0TOGpaskeHus — Kpyrosas guarpamma (O)

OyHKUMOHAJIbHbIE BO3MOXHOCTMU :

e KaKIbIi CETMEHT JTaHHBIX COIIPOBOKOAeTCAd OITMCaHUEM B (bopMaTe - HasBaHue: %.

e [Ipy HaBeleHHMM Kypcopa Ha CerMeHT OToOpakaeTcs BCIIBIBAIOIIAS IT0/[CKaska C IIO/[pOGHOM

uHbopMarren 06 ITOM 06s1acTH TaHHBIX B dopMare - HazBaHue: % - 4uCiIO.

e KoJsmmuecTBO OTO6p8.>KaENIBIX OAaHHBIX B TUCTOTPpaMMe OTPaHHUYEHO 10 cermeHTaMM.

¢ JIpenycMOTpeH [IOIIOJIHUTEJbHBIU cerMeHT "/lpyroe", cozeprKallliii arpervpoBaHHbIe JaHHBIE, He
BoIeIe B Tom-10.

Bumoxkersl RADIUS

CIIMCOK JIOCTYIIHBIX BU/PKETOB

Bumxer

ABTOpHU3aALIUU

JluneHsupoBaHue

MeTpHka
IMogkIr0YeHUU

MeTtpuka Bcero
9HJIIOMHTOB

Verpoiicrsa (Tum)

VcrpoiicTBa
(JIoxaruu)

THuI 0TOOparkeHus
JaHHBIX

I'padux
MeTpuKa C IByMsA
YU CcIaMU

MeTpHKa C ByMdI
YHCJIaMH

MeTpHKa C OJHUM
YK CIIOM

T'mcrorpamma

l'ucrorpamma

KpaTkoe onucaHue BH/KeTa

KostrgecTBO aBTOPHU3AITHH 3a IT0C/IeTHUE CYTKH 110
Jacam

Tekylee KOJTMYECTBO ITOAKIIOUYEHHBIX SHATTOUHTOB U
MaKCUMaJIbHO paspelIéHHOe COIACHO JUIleH3UHU

KosimuecTBO yCIIENTHBIX U O TKIOHEHHBIX
ITOIKJTIOUEHHUH 3a TIOCIeTHUE CYTKH

06Luee KOJ/IMYEeCTBO U3YUYEHHBIX JHAIIOUHTOB

KoJiuecTBO ceTeBBIX YCTPOMCTB, Uepe3 KOTOPEIe
IIPOUCXOSUJIO ITOAKII0UeHUe KJIUEeHTa, I10 TUIlaM
CeTeBBIX YCTPOMCTB

KoJIH4uecTBO CeTEBBIX YCTPOHCTB, Uepe3 KOTOPBIE
ITPOUCXOJIUJIO TIOAKII0UEHH e KJIHEHTA, I10
MEeCTOPaCII0JI0KEHHUI0 CETEBHIX YCTPOCTB

KOoTOpoe



Bupxer Tum oTo6parkeHus KpaTkoe onucaHue BH/ KeTa
JaHHBIX
IHIIIOMHTHI Kpyrosas KosmmuecTBO U3yYeHHBIX SHAIIOMHTOB, IIPOXOUBIINX
(T'pyrier) JuarpamMmma aBTOPHU3AIlHIO 3a IIOCJIeJHUE CYTKH, II0 IPyIIIIaM
IHIIIOMHTHI Kpyrosas KoJmmuecTBO H3y4eHHBIX JHAIIOMHTOB, IIPOXOUBIINX
(ITomutuKU JuarpamMmma aBTOPHM3allHIO 3a II0CIeJHUE CYTKH, I10 II0JIUTUKAM
Ipo UINPOBAHUS) poGUINPOBAHUS
IHIIIOMHTHI Kpyrosas KosmmuecTBO U3yYeHHBIX SHAIIOMHTOB, IIPOXOIHUBIINX
(ITostmtuku RADIUS)  mmarpamMmma aBTOPU3AIIUI0 3a IIOC/IETHUE CYTKH, 10 HabopaM
TIOJIUTUK
HabopshlI IOJTUTUK Kpyrosas Tekylllee KOJIMYECTBO cpabaThIBaHUM HAab0pOB
JuarpamMma TIOJIUTHUK.
Ommubku Kpyrosas OmuMOKHU 10 JK/II0UeHUS KJIMeHTOB 3a I10CIe/{HUEe CYTKH.
IIOIKJIF0YeHHU JuarpamMmma
ITosb3oBarTen Kpyrosas KoJmmuecTBO YHUKaJIbHBIX I10/Ib30BaTeJIeH I10
(McTrouyHUKM) JuarpamMmma HCTOYHUKAM UX U eHTUQUKAIIUU, IIPOXOJUBIIUX

RADIUS ceccumn

MeTpHKa C ByMSI
YHCJIaMH

ABTOPHU3aITUIO 3a ITOC/IeAHME CYTKHU

OO6IIee KOJIMYECTBO CECCHH 3a BECh IIEPHO/] XPaHEeHHUS
TaHHBIX. [lepro] XpaHeHUS 0TO6paXkaeTcs B THSIX.

Ka>KmeIii BUKET MMeeT OIIpe/leJIeHHBINM THUII O0TOOpaskKeHUsI TAHHBIX. SMEeHUTH THII

0TOGpakeHUs TaHHBIX HEeJTb35.

BumKeTsl ¢ THUIIOM OTOOpaXkeHUS "MeTpHUKa' M "KpyroBas AuUarpamMMa’ 0TOOpaKaroT
OoJIbIIIEe 4YHMCIa B COKpalleHHOM ¢opMmare (Hampumep, 40k Bmecro 40123). TouHoe
3HauyeHMe MeTPUKU 0TOOpakaeTcs B II0/[CKa3Ke IIPH HaBeleHUM Ha 3HaUeHUe.

Bupokert "ABTOpH3aniuu"

BI/I,Z[)KET 0TO 6pa>KaeT AaHHBIe O KOJIMYECTBE IIOIIBITOK aBTOpI/ISaHI/Iﬁ (xkak YCIIEIIHbIX, TaK H
OTKJIOHEHHBIX) B CHICTEME 3a IIociiefHrEe CyTKHU I10 YacaM, Ha OCHOB€ JaHHBIX [To/Tb30BaTe/IbCKHUX CECCHIM.

HHpopMaIysi BU3yaaIn3upoBaHa B BUle BpeMeHHOTO IpadHKa, Ifie:

* TJlo BepTHKaJIbHOﬁ ocu (Y) oTo 6pa>KaeTc51 KOJINYeCTBEHHBIN I10Ka3aTeJsIb IIOIILITOK dBTOPU3aITHH;

¢ [lo TOpU30HTAILHOM ocH (X) IIpe/icTaBIeHa BpeMeHHasl ITTKaJIa IT0 JacaM.

BI/I,EL?KE‘T II03BOJAET OIIepaTHBHO OTCUIEKMBATHL AKTHBHOCTD II0JIb30BaTesiel, BBISIBJIITE II€PpHUO/IbI
IIOBBIIIIEHHOM aKTUBHOCTH.



Q

i AsTopuzaummn (2) RADIUS

0. . . l .
07:00 12:00 17:00 22:00 03:00

PucyHok 4. Budixcem "Aemopusayuu”

BukeTt "MeTpHKa HOAK/IIOUEeHU"

BI/I,I[)KET 0T06pa>KaeT OJaHHbIE O KOJIMYECTBE YCIIEIIMHBIX 1 OTKJIOHEHHBIX HO.I[KJIIOLIEHI/II‘/JI 3a IIociegHue
CYyTKHX Ha OCHOBaHHH JaHHBIX U3 [To/tb30BaTeIbCKHUX CECCHI.

BupKeT 103BOJIIET OTCIEAUTH COOTHOIIIEHYE COCTOSIHUS CeCCUM (YCIIeITHbIX U OTKJIIOHEHHBIX ITOIIBITOK)

3a CyTKH.



i Metpuka noginioueHnida (Z)  RADIUS o B
YcnewHsble OTKNOHEHHbIe
noAKNHOYeHWNA noaAKNHOYeHWNA
8.8k 228
Co3aaHHbIe cTéekwmne
noakKno4YeHWA noakKnH4YeHWnA
PucyHok 5. Budacem "Mempuka nooKAroueHuil"
Bupoxer "J/InneH3supoBaHue"
BumkeT oTo6paXkaeT CBOAHYE0 MHPOPMAITHIO O JTATEH3UU:
® [logK/4YeHHbIe SHAOMOUHTH - TeKymee KOJIM4YEeCTBO YCIIENTHO aBTOPHM30BAHHBIX YHHKAJIbHBIX

9H/IIIOMHTOB 3a II0CJIEAHIE CYTKH;

® JIUMUT 3HANOUHTOB - MaKCHUMaJIbHO OOITYCTHMO€ KOJIMYECTBO IH/AIIOMHTOB COIVIaCHO JIMIT€H3HUH.

BupKkeT 103BOJIIET OTCIIETUTH HpHﬁJIPI)KEHI/Ie KJIMMUTY I10 KOJIMYECTBY IIOJK/IFOUEHHBIX 3H/AIIOMHTOB.



Q

Nuuenanpoeanme (2) RADIUS

[Noaknro4YeHHble JTnmunT
3HAMOWUHTHI 3HAMNOUHTOB

232 10k

PucyHok 6. Budixcem "/ITuueH3upogaHue"

Bumxer "Bcero sHaAImouMHTOB"

BumkeT oTo6paykaeT 06Iee KOJUYECTBO HM3YUeHHBIX IHANOUHTOB B cucTemMe NAICE Ha OCHOBaHUHU
JIAHHBIX U3 TaOIUIIBI JH/ITIOMHTOB.

Q

i Bcero 3ugnounToe () RADIUS

Bcero aHANOUHTOB

2.1k

PucyHok 7. Budicem "Bce2o 3HONOUHMO8"

10



Bupoxet "VerpoiicrBa (Tum)"

BupkeT oTo6paskaeT KOJIMUECTBO CETeBBIX YCTPOMCTB, uepe3 KOTOpble ITPOMCXOUJIO IOAKIIOUeHUe
KJIMEHTA, TI0 TUITaM CEeTEBBIX YCTPOMCTB.

['pYIIIIBI YCTPOMCTB, UCIIOIb3yeMble IJIs1 KIIacCHPUKAITHIY, 6epyTcs U3 pasdesia [pyIIbl yeTpOHCTB.

BupKeT I103BOJISIET OTC/IEAUTE TeH/IEHIIUH BOCTPe60BaHHOCTH YCTPOMCTB C IIPUBI3KOM K UX THILY.

L L

i VeTpoiicTea (Tun) RADIUS g

MES 992

WLC 602

489

%

ME 474

ESR 286

KoMmyTaTop 249

PucyHok 8. Budocem "Yempoticmea (Tun)"

Bupoker "VerpoucrBa (Jlokamum)"

BUKeT 0TOGpakaeT KOJIMYECTBO CETEBBIX YCTPOMCTB, Uepe3 KOTOPHIE IMPOUCXOU/IO IIOIK/II0UEHHe
KJIMEeHTa, TI0 MECTOPACIIOJIO>KEHUIO CETEBHIX YCTPOCTB.

['pYIIIIBI YCTPOMCTB, UCIIOIb3yeMble IJIs1 KIIaCCHPUKAITH, 6epyTcs U3 pasdesia [pyIIkl yeTPOHCTB.

BupkeT II03BOJISIET OTCAEAUTH TEeHJeHIIMM BOCTPEOOBAHHOCTH YCTPOMCTB C IIPUBSISKOM K HX
MeCTOPaCII0JI0KeHHUIO.

11
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YcTpoiicTBa (NloKawumn) RADIUS

792

CepBepHan 7 aTax

CepBepHan 4 3Tax 647

CepeepHan 8 3Tax 617

CepBepHan 3 aTamw 602

249

CepBepHan 1 aTax

PucyHok 9. Budacem "Yempoticmea (JIokayuu)"

Bumxket "IHANOUHTHI (Ipynmsi)"

BujkeT 0ToGpaykaeT KOJIMYECTBO H3YUEHHBIX SHATIOMHTOB, ITPOXOUBIIINX aBTOPHU3AITHIO 3a TI0CTIeTHHE
CYTKH, TI0 ['pyIIriaM sH/[IIOMHTOB OJYIeHHBIM B Pe3yJIbTaTe IIPo GHIHPOBaHUS.

JlaHHEBIe 111 BUJKeTa 6epyTcst U3 TaGIUIThI IH/IIIOMHTEI U [10Th30BaTeIhCKUX CeCCUT.
YYUTBIBaETCS 110 CJIeAHSIS TPYIIIA IIPH ITePelloAKII0UeHUH.
e (CyyualiHo creHepupoBaHHbIe MAC-a/ipeca He UM THIBAIOTCS.

e 3BeCTHBIM CUMTAETCS SHAIIOMHT, KOTOPHIHM IIPUCYTCTBYeT B TaO/IHIle JH/ITIOMHTEL.

A e [Ipu asmomamu4ecKkom pexcume HOBBIe 3HAIIOMHTEI, fo6aBseMble yepe3 RADIUS-
3aIIPOCHI, 0TOOPAYKAKOTCS Ha BH/PKETE TOJILKO II0C/Ie IIePeII0K/II0UeHH s, IT0C/Ie TOTO
KaK CHCTeMa 3aHeC/Ia UX B TaO/IMITy H/IIOHHTEL

12
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. 3HANoMHTEI (Fpynnel) (F)  RADIUS
D-Link: 10.4% TP-Link: 0.9%

ASUSTek: 7.4% Eltex: 29.1%

GIGA-BYTE: 31.3%

Dell: 20.9%

PucyHok 10. Budocem "IHOnouHmul (I'pynnet)”

BumkeT "IHAIOUHTHI (I1IotTMTHKH POoPUIMPOBaHUS)"

BujkeT 0ToGpaykaeT KOJIMYECTBO H3YUEHHBIX SHATIOMHTOB, ITPOXOUBIIINX aBTOPHU3AITHIO 3a TI0CTIeTHHE
CYTKH, 10 [lo/tTHKaM ITPOo GHIMPOBAHIS ITOJyYeHHBIM B pe3yyIbTaTe IIpoQrIMPOBaHU.

JlaHHbIe 7151 BUJ>KeTa 6epyTCs U3 TabIUITHI JHATIOUHTHI U [10Th30BaTEITHCKUX CECCUH.

BupKeT 1103BOJIgeT IIPOaHAIU3UPOBATh 3GPEeKTUBHOCTH Pab0oTHI IIOJUTHK IIPOQHIMPOBAHUSA U OLIeHUTh
pacipesiesieHre SHAIIOMHTOB 110 Ha3HAYEHHBIM UM IT0JIMTHKAM IIP0 QHIHPOBAHUSL.

YuuteiBaeTcsa IIoyIe HsLA TPYIIILa ITPY ITePeIfoAK/II0YeHU .

e (CyyualiHo creHepupoBaHHbIe MAC-a/ipeca He UM THIBAIOTCS.
e I3BECTHBIM CUUTAETCS IHATIOMHT, KOTOPBIH IIPHUCYTCTBYET B TabJIUIle IH/ITIOUMHTEL

A e [Ipu asmomamu4ecKom pedxcume HOBBIE SHIIIOUHTEI, f06aBseMble yepe3 RADIUS-
3aIIPOCHL, 0TOOPaykaroTCa Ha BUPKeTe TOJIBKO I10CJIe IIePellofK/II0UeHU, I10CJIe TOTO
KaK CHCTeMa 3aHew/Ia UX B TaOIUITy HAIOUHTEL

13



i 3HANOMHTEI (MoNUTUKK NnpodunnposaHna) () RADIUS o i

D-Link: 6.2%
TP-Link: 21.2%
ASUSTek: 22.6%
GIGA-BYTE: 10.6%
Eltex: 31.9%

Dell: 7.5%

"

PucyHoxk 11. Budacem "IHonourmsl (IIoaumuxku npo@huaupoeaHust)

Bumxet "OHaAnouHTHI (Ilomntuku RADIUS)"

BI/I,II?KET 0TO 6pa>1<aeT KOJIMYECTBO H3YYE€HHBIX SHAIIOMHTOB, IIPOXOJUBIIHX aBTOPHU3allHIO 3a ITI0CTIeIHHE
CyTKH, 110 Ha6opaM IIOJTUTHK.

JlaHHBbIe 113 BUpKeTa 6epyTCs U3 TabIUITbI JH/ITIOMHTEL U [10/1b30BaTEIIHCKUX CeCCHU.
BHKeT I103B0OJIsIET OLIEHUTE PacIipe/iesieHre SHAIIOMHTOB I10 ITouTHKaM RADIUS.
YUUTBIBAETCA I10CJIe{HSAS IPYIIIA IIPU I1ePeIloJKIYeHUH.

e (CiygaliHO creHepupoBaHHble MAC-azpeca He YUUTHIBAKOTCA.

e l3BeCTHBIM CUUTAETCA IHIIIOUHT, KOTOpLIfI IIPUCYTCTBYET B Ta6JII/IHe OHIIIOMHTEIL.

A e [Ipu aemomamu4ecKkom pedxicume HOBBIE SHAIIOMHTEL, JobaBjsgeMble yepe3 RADIUS-
3aIIPOCHI, 0TOOPaYKAKOTCS HA BHJIPKETE TOJILKO II0C/IE ITEPEII0K/II0UEeHHS, I10C/Ie TOTO
Kak CHCTeMa 3aHeC/Ia UX B TaO/IHITy H/IIIOMHTEIL

14
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i 3HANOMHTEI (MonuTukK RADIUS) (B)  RADIUS

MopTansHas
aBTopM3aLMA: 8.7%

MpOBOAHAA CETh:

32.6%

MpoBOOHAR CETh
(MAB): 35.2%

BecnpoBOAHaA CETh!
23.5%

PucyHoxk 12. Budacem "Inonounmut (Iloaumuxu RADIUS)"

Bumxet "Ilosb3oBaTed (MCTOUHHUKH)"

BI/I,EDKET 0T06pa>KaeT KOJIMYEeCTBO YHHKaJbHBIX II0JIb30BaTesIer M0 MCTOYHUKAM HX I/II[eHTI/I(I)I/IKaLII/II/I,
IIPOXOAHUBIIMX aBTOPU3AITHIO 3a II0UJIEAHHE CYTKH.

B03MO0O>KHBIE UCTOUHUKU U eHTUQUKAITHIU:
* Internal DB - 110/1b30BaTe/ M U3 BHYTPeHHe! 6a3bl TaHHBIX CUCTEMBI;
¢ Endpoints - ycTpoicTBa IIpu aBTopusanuu 1o MAC-anpecy (MAB);

* BHemmue cucreMsl ayreHTHQuKaruu (LDAP/Active Directory), HacTpoeHHBIe B pasfesie BHellHue

UCTOUYHUKHY U/IeHTUQUKAITUH.

Bu>KeT MO3BOJISIET OTCIEUTE paciipefieieHHe I10JIb30BaTesIeH, TPOIIeIIINX ayTeHTUQUKAIIHIO Yepe3

pasHble UCTOYHUKU UIeHTUUKATTHAH.

15
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i MonbzoBatenu (Mcrounnkn) (2)  RADIUS

SHANOWHTLI: 15.7% rocTeBble

3HANOWHTLI: 22.9%

MS AD: 13.5%

BryTpeHHAA B:
48.0%

PucyHok 13. Budocem "IToawvzogamenu (McmovwHuxku)"

BukeTt "HaGoOpHBI HOJIMTHK"

BujkeT 0TOGpaykaeT TeKyIlee KOJIMUECTBO CpabaThIBaHUHM HAaO0POB ITOJTUTHK.
[IOJTUTHUKY C HYJIEBBIM KOJIMYECTBOM CpabaThIBaHHI He 0TOOPaKArOTCSL.

JlaHHBIEe TI0 KOJIMYECTBY CpabaThIBaHUUM HAGOPOB ITOJIMTHK IS BHPKeTa GepyTcsd M3 crmcka HaGopos
TIOJTUTHK.

BupKeT I103BOJIIET OTCJAESUTH 4YaCTOTy IIPUMEHEHUs pPas/IMYHbIX HaO0pOB IIOJMTHUK [JI1 aHaIu3a
3¢ PeKTUBHOCTH YCIOBUM [OCTYIIA.

16
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i Ha6opsl nonutuk ()  RADIUS

Default; 0.0%

Test zone: 45.9%

Office: 54.1%

PucyHok 14. Budacem "Habopvl noaumux”

BumxeT "OIIHOKA MOAK/IIOUeHU A"

BujkeT 0TOGpaykaeT OIIMOKHY O K/TFOUEHHS KIIMEHTOB 3a I10CJIeTHHEe CYyTKH.
OTKJIOHEHHBIE IIOJTMTUKOM /I0CTyIIa II0/IKIIOUeHUS He YUUTHIBAIOTCS.
JlaHHBIe 110 BO3HUKIIIMM OITMOKaM 6epyTcst U3 [10/1b30BaTe IbCKUX CeCCUH.

BuKeT 103BOJISIET BBHISBUTHh U KJIACCUQUITMPOBAThH OIIMMOKU ITPY MOKIIOUEHUH KJIMEeHTOB, HUCKII0Yast
CJTy4Jay IpeTHaMepEeHHOTO GIOKUPOBAHUSL

17
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i Own6ku nogkntouenns () RADIUS

RADIUS error: 8.3%

User not found in
identity sources:
91.7%

PucyHok 15. Budacem "OwubKu noOKAOUeHUS"

Bumxert "RADIUS ceccun”

BumxeT oTobpaskaeT obiee koaudecTBO RADIUS cecchit 3a BeCh IIepHO]] XpaHEeHUS [TaHHBIX, 6e3
IIpUMeHeHUs KaKUX-TH60 GUILTPOB IIpH ITo/cueTe. [lepro/1 XpaHeHUs TakyKe 0TOOPaKaeTcs B BUIDKETE,
eIUHUIIA 0TOOpaKeHUs - [THMU.

CIIHCOK CEeCCHI MOYKHO YBUIETH B Ta0/IHIIE 101530 BaTETHCKUX CECCHIA.

BU/>KeT TI03BOJISIET OIIEHUTh 06heM COOTBETCTBYIOINEH TabIUITHI B 6a3e TAHHBIX, a TaKyKe KOJMUECTBO
IIO/IKJIFOUeHUH I0JIb30BaTe el 3a 60U YeM CyTKHU ITIepPUO/I,.

18



. RADIUS ceccumn (2)

3anucen

1.5M

RADIUS

Q

[epuroa XpaHeHWs

24

PucyHok 16. Budacem "RADIUS ceccuu”

Bugsxkersl TACACS+

JaHHBIN pasfesl COLEepXKUT HHQOPMAaIIMIO II0 HAaCTpOMKe QYHKIIMOHANMA, LOCTYII K

e KOTOPOMY IIpHOOpeTaeTCsa OTNeJIbHO C IIOMOIIBI0 NOIIOHUTEIbHON OIIIUY JIMIIeH3UHU
NAICE-TACACS+. ITo BompocaM nmpruobpeTeHNs QYHKIMOHAIA oOpalaiTech K BareMmy
MeHe/[pKepy WK Ha JIeKTPOHHYIO I10UTY eltex @eltex-co.ru.

CIIMCOK JIOCTYIIHBIX BU/>KETOB

Bumxer

ABTOpH3aITUU

AKKayHTHUHT

MeTpuka
IO IKJIFOUeHU

ITakeTbr TACACS+
(Tum)

Verpoiicrsa (Tum)

THII 0TOOparkeHus
JaHHBIX

I'paduk

I'padux

MeTpuka

MeTpHKa

T'mcrorpamma

KpaTkoe onucaHue BH/KeTa

KosmmuecTBO aBTOpHU3aiui U ayTeHTUGUKAIIUH
ceTeBBIX aJlMUHUCTPATOPOB 3a IT0CAeHHUE CYTKH I10
JacaM.

KoJinuecTBO 3aIIpOCOB aKKayHTHHTA 3a 10 CJIETHHE
CYTKH II0 YacaM.

KoJIM4ecTBO YCHENTHBIX ¥ 0 TKJIOHEHHBIX
ITOKJIIOUeHUH ceTeBhIX afMUHUCTPATOPOB 3a
IIOC/IeTHUE CYTKH.

KosmmuectBo makeToB TACACS+ 110 TUIIY ITOJIYYEHHEBIX 3a
IIoc/IefHUe CyTKH.

KoJIH4ecTBO CETEBBIX YCTPOICTB, Uepe3 KOTOPHIE
ITPOUCXOTUJIO TTOKITIOUEHHE al]MUHHUCTPATOPA, 110
THIIaM CETEBBIX YCTPOHCTB.

19


mailto:eltex@eltex-co.ru

Bupxer Tum oTo6parkeHus KpaTkoe onucaHue BH/ KeTa
JaHHBIX
VYcrpoiicTBa l'ucrorpamma KoJmyecTBO ceTeBBIX YCTPOMCTB, Uepe3 KOTOPEIe
(JIoxarum) IIPOMCXOHUIIO IO JKIYeHUEe afMUIHHICTPAaTOPa, I10
MeCTOPaCIOJIOKEeHHIO CeTeBbIX YCTPOMCTB.
ITpoduniu TACACS+ KpyroBas Tekylllee KoJI4eCcTBO cpabaThIBaHUM PO Quien
JuarpaMma TACACS+.
Hab6ops! KoMaH[ Kpyrosas Tekylllee KOJIMYECTBO cpabaTbIBaHUM HabOPOB KOMaH],
TACACS+ JHarpaMma TACACS+.
Ha60pbI HOJTUTHK Kpyrosas Tekylllee KOJIMYeCTBO cpabaTbIBaHUU HabOpOB
TACACS+ JuarpaMma moauTuK TACACS+.
Omn6xu Kpyrosas O1mIn6KY IIOIKIF0UEeHHUS CeTeBhIX a[MUHUCTPATOPOB 3a
HOAKIIYEeHUS JuarpamMmma II0CJIefHHUE CYTKH.
ITosb3oBarTenu Kpyrosas KoyimuecTBO YHUKa/JIbHBIX CeTeBBIX aJMUHUCTPATOPOB
(UcTtouyHHUKHN) JuarpamMmma 110 UCTOYHUKAM UX U eHTUQUKAIUHY, ITPOXO0/TUBIINX
aBTOPHM3AIlHIO 3a II0CIeJHUE CYTKH
TACACS+ ceccuu MeTpuKa ¢ IByMs Oo1ree xkostmuecTBO TACACS+ ceccuii 3a BeCh IIEPHUO]
quCIaMU XpaHeHUs TaHHBIX. [lepro/; XxpaHeHUs 0TOOparkaeTcd B
L HSIX.
TACACS+ MeTpHKa C AByMd O6bmee xosmyecTBO TACACS+ aKkKayHTHHTA 3a BeCh
aKKayHTHHT YuCIaMU IIepHUoJ XpaHeHUsd faHHbIX. [Iepros XpaHeHUs
oTo6Gpa’kaeTcs B THAX.
BumpkeTsl ¢ TUIIOM OTOOpakeHUs "MeTpUKa' U "KpPyroBas auarpaMma’ 0TOOpa’kKaroT
e OoJIbIIIe 4YHMCa B COKpalleHHOM ¢opMmare (Hampumep, 40k Bmecro 40123). TouHoe

3HaUYe€HHEe METPUKHU O0TO 6pa>KaeTc51 B IIO/ZICKa3Ke IIP HaBe€J€HHN Y Ha 3SHAYCHHUE.

Bupokert "ABTOpH3aniuu"

Bumxer 0T06pa>}<aeT JaHHBbI€ O KOJ/JIMYeCTBE€ IIOIIBITOK aBTOpI/I3aI_II/II>'I u aYTEHTI/I(l)I/IKaHI/Iﬁ Ha CeTeBbIX
yCTpOfICTB&X (kak YCIIEIMHBIX, TaK 1 OTKJIOHEHHBIX) B CUCTEME 3a IIociieqHre CyTKY I10 YacaM, Ha OCHOBe

JIa"HHBIX JKypHasa o JKIYeHUM.

NHdopmMarnyig BUsyaIu3upoBaHa B BUle BpeMeHHOTO TpaduKa, I7e:

¢ [lo BepTHUKaIbHOU ocu (Y) oToOpakaeTcs KOJIMYEeCTBEHHBIN I10KasaTesIb ITOIIBITOK aBTOPU3AallMU U
ayTeHTUQHUKAITNL;

¢ [lo TOpU30HTAILHOM ocH (X) IIpe/icTaB/IeHa BpeMeHHasI ITTKaJIa IT0 JacaM.

BumkeT I103BOJIIET OIIEpaTHUBHO OTCIEKUBATH AaKTUBHOCTH II0JIb30BaTesIey, BBISIBJISTH II€PHUO/IbI

IIOBBIIIIEHHOM aKTUBHOCTH.
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i AsTopuzaummn (2) TACACS+ o

80

60

40

20

0. . . l .
07:00 12:00 17:00 22:00 03:00

PucyHok 17. Budaxcem "Aemopusayuu”

Bupsxer "AKKayHTHHT"

BumkeT oToGpajkaeT JTaHHBIE 0 KOJIMYECTBE 3aI[POCOB aKKAayHTHHTA B CHCTEMeE 3a IT0CIeHHE CYTKH IT0
YyacaM, Ha OCHOBE JJAaHHBIX VUET KOMaH]I.

HHupopmanysg BU3yaIM3upoBaHa B BHJle BpeMeHHOTI0 rpaduKa, Ie:

* Jlo BepTI/IKaJIbHOﬁ ocu (Y) oTo 6pa>KaeTc;1 KOJIMUeCTBEHHBIN I10Ka3aTeslb 3alIpOCOB aKKAaYHTHHT4;

¢ Jlo ropM3OHTaJILHOM ocH (X) IIpeficTaBIeHa BpeMeHHas I11KaJla I10 JacaM.

BI/I,EL)KET II03BOJIAET OIIEPaTHBHO OTWIEKKWBATH AKTHBHOCTHb II0JIb30BaTeJIel, BEISIBJ/ISITH IIepHUOabL
IIOBBIIIIEHHOM aKTUBHOCTH.
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i AkkayHTuHr (Z) TACACS+ oo
100

80

60

40

20

0 | | _ |

0700 12:00 17:00 22:00 03:00

PucyHok 18. Budacem "AKkayHmMuHz2"

BukeTt "MeTpHKa HOAK/IIOUEeHU"

BI/I,I[)KET 0To6pa>KaeT OaHHBbI€ O KOJIMYeCTBe YCIIEIIMHBIX H OTKJIOHEHHBIX HO/IKJIIO‘IGHI/II‘/JI Ha CeTeBbIX
YCT pOfICTBaX 3aImouiegHre CyTKHM Ha OCHOBAHHWH TaHHBIX 13 )KypHaJIa HO,ZLKJIIO‘—IE‘HHIZ.

BupKeT I03BOJIIET OTCIEAUTH COOTHOIIIEHME COCTOSIHUS CeCCUM (YCIIeITHbIX U OTKJIIOHEHHBIX ITOIIBITOK)

3a CyTKH.
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i MeTpuka nogkntoueHuin (2)  TACACS+

YcnelwHble OTKNOHEeHHbIe
NoAKNHYeHUS noAKNHYeHUs

9.9k 25

PucyHok 19. Budacem "Mempuka noOKAOWUeHUll"

Bumxet "IlakeTsl TACACS+ (THm)"

BumkeT oToOpajkaeT faHHbBIE 0 KOJTMUeCTBe MOJIydeHHBIX ITakeToB TACACS+ Ha ceTeBBIX YCTPOMCTBAX I10
THUILY I1aKeTa 3a II0IeJHUe CyTKU Ha OCHOBAHUY JaHHBIX U3 JKypHaia I10/JKIHUeHUN.

BumpkeT N03BOJIET OTCIEAUTH COOTHOIleHHWe IHakeToB TACACS+ (AUTHENTICATON, AUTHORIZATION,
ACCOUNTING)
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. TACACS+ naketsl (Tun) (3) TACACS+

AyTeHTUdMKaUnn AKKayHTUHI

52 20

ABTOpK3aL N

18

PucyHok 20. Budocem "ITakemwl TACACS+ (Tun)"

Bupmoxet "VerpoiictBa (Tum)"

BukeT 0TOGpa’kaeT KOJIMYECTBO CETEBBIX YCTPOMCTB, Ha KOTOPBIE ITPOUCXOWIIO IIOTK/IIOUEHHE
aIMIHHUCTPATOPA, II0 TUIIAM CETEBBIX YCTPOHCTB.

['pyIIIbI YyCTPOMCTB, HCII0Ib3yeMble 17151 KiIacCUPUKaITiY, 6epyTcd U3 paszesia [pyIiisl yCTPOCTB.
BupKeT I103BOJISIET OTCJIEAUTH TEH/IEHIIUH BOCTPe60BaHHOCTH YCTPOMCTB C IIPUBI3KOM K UX THILY.

JlaHHBIe BHJPKeTa 3all0JIHAIOTCI TOJBKO B CIy4ae, KOIZla B YOIOBUHU ITOJIMTHK HCII0JIH30BaJIC aTpPUOYT €
TUIIOM YCTPOMCTBA.
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YcTpoiicTea (Tun) TACACS+

wWLC 782

752

%

ME 617

ESR 518

MES

R

181

KommyTaTtop

PucyHok 21. Budxcem "Yempoticmea (Tun)"”

Bumxet "VerpoiictBa (Jlokanum)"

BukeT 0TOGpa’kaeT KOJIMTYECTBO CETEBBIX YCTPOMCTB, Yepe3 KOTOPHIE IPOUCXOIMIIO ITOTKII0UeHIEe
CETeBOT0 a]MUHHUCTPATOPA, II0 MECTOPACITOJIO>KEHHIO CETEBBIX YCTPOMCTB.

['pyIIIBI YCTPOMCTB, UCIIOIb3yeMble IJI1 KIacCuQUKaIUY, 6epyTcs U3 pasjesia ['pyIs yeTpoHCcTB.

Bumoker 1m03BOJIIeT OTCIEOUTH TeHIeHIIUH BOCTpGﬁOBaHHOCTI/I YCTpOfICTB C HpHBHSKOfI K HX
MeCTOPAacCIIOJIOKEHHIO.

JlaHHBIe BHJPKeTa 3all0JIHAITCA TOJBKO B ClIy4ae, KOIZa B YCIOBUH IIOJUTHK UCII0JIb30BaJIC aTPUOYT €
JIOKAaIlHeu yCTpoMCTBa.
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YcrpoiicTea (Nokauwn) (2) TACACS+

CepBepHan 1 aTaw - 181
CepeepHan 7 aTamw - 151

PucyHok 22. Budxcem "Yecmpoticmea (Jlokauuu)"

Bumoxet "IIpo¢uimu TACACS+"

BumkeT oToO6pakaeT TeKylllee KOJIMYeCTBO Ha3HaueHHBIX ITpo duteii TACACS+.
ITpo M ¢ Hy/IeBBIM KOJIMYeCTBOM HasHauYeHUM He 0TOOpakKaroTCA.
JlaHHEbIe 110 KOJIMYeCTBY HasHaUYeHHBIX ITpo QruIel A1 BUpKeTa 6epyTes u3 cuucka Ipodreit TACACS.

BujpkeT 103BOJISIET OTCIESUTH YacTOTy IIPUMEHEHUs pasMuYHBbIX MOpoQuiaed [Js1  aHaIm3a
3QPEeKTUBHOCTU YCIOBUM [[OCTYIIA.

26



Q

4 TACACS+ npopunmn () TACACS+

Maximum privilege:
100.0%

PucyHok 23. Budacem "IIpogpuau TACACS+"

Bu>kert "HaGopsl KOMaHT "

BupkeT oToOpaykaeT TeKyllee KOJIMYeCTBO HasHAUYeHHBIX Ha00poB KoMaH TACACS+.
Habopsl KOMaH/[ C HyJIeBBIM KOJIMYECTBOM CpabaTbIBaHUN He 0TOOPa’karoTCs.

JlaHHBIe II0 KOJIMYECTBY CpabaThIBAaHHI HAGOpPOB KOMaH[ /JII BHpKeTa OepyTcs M3 circka HaGopos
KOMaH/I.

BupKeT II03BOJIFeT OTWIELUTH YacTOTy IIPUMEHeHUS pasIM4YHBIX HAO0pOB KOMaHJ i1 aHaIu3a
3¢ PeKTUBHOCTH YCIOBUM [OCTYIIA.
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i TACACS+ Ha6opsl komaHg, (7)  TACACS+

Allow all; 100.0%

PucyHok 24. Budxcem "Habopbl KOMaHO"

Bu>keTt "HaGoOpbI HOJIMTHK"

BumkeT oTo6pakaeT TeKyllee KOJIMYeCTBO cpabaThIBaHUI HAaO0POB ITOJUTHUK TACACS+.
[TOJIMTUKY C HyJIeBBIM KOJIMUYeCTBOM cpabaThIBaHUI He 0TOOPaykatoTCs.

JlaHHBIEe TI0 KOJIMYECTBY CpabaThIBaHUUM HAGOPOB ITOJIMTHK IS BHPKeTa GepyTcsd M3 crmcka HaGopos
TIOJTUTHK.

BupKeT I103BOJIIET OTCAESUTH 4YaCTOTy IIPUMEHEHMUs pPas3/IMYHbIX HaO0pOB IIOJMTHUK [JI1 aHaIu3a
3¢ PeKTUBHOCTH YCIOBUM [OCTYIIA.
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i Ha6opel nonutuk (Z) TACACS+

MAB pecTopaH:

MAB odwmc: 24.2%
25.9%

MAB rocTUHULA:

rocTuHKWUA portal: 25.1%

25.2%

PucyHok 25. Budacem "Habopsl noaumux”

BumxeT "OIIHOKA NOAK/IIOUeHU A"

BumkeT 0oToOpakaeT OIMOKY IO JK/II0UeHUS afMHUHUCTPATOPOB 3a IO C/IeTHIE CyTKH.
OTKJIOHEHHBIE TOJIUTHUKOM I0CTYIIa II0/IK/IFOUeHUS He YUUThIBAIOTCS.
JlaHHBIe 110 BO3HUKIIIMM OITTHOKaM 6epyTcs U3 KypHasta 110 JKII0UeHIH.

BI/I,EL?KET II03BOJIIET BBIIBHUTH H KJIaCCI/I(I)I/ILII/IpOBaTB OIIMMOKU IIpU IIOAKJ/IOUEHHH CeTEeBBIX
AIMHHHUCTPATOPOB, UCK/II0Yad CIydad IIpeJHaAMEPEHHOTO 6JIOKI/IpOBaHI/IH.
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i Own6ku nogkmoueHns (Z) TACACS+

Session is expired:
0.1%

Unknown device |P:
1.7%

Authentication failed
in identity source:
2.4%

|dentity user not
found: 95.8%

PucyHok 26. Budacem "OwubKuU NOOKAOUEHUS"

Bumxet "Ilosb3oBaTe s (MCTOUHHUKH)"

BI/IIL?KET 0To6pa>1<aeT KO/IMYECTBO YHHUKAJBHBIX CETEBBIX AaIMHHHCTPATOPOB II0 HCTOYHHKaM HX
I/IILGHTI/ICIJI/IKQLH/II/I, IIPOXOAHUBIIMX aBTOPU3AITHIO 3a IIOCIEJHE CYTKH.

B03MO>KHBIE UCTOUHUKH UTeHTUQUKATTUH:

¢ Internal DB - 1oJIb30BaTe N U3 BHYTpeHHeH 6a3bl JAHHBIX CUCTEME];

* BHemHue cucrembl ayreHTU(uKanmu (LDAP/Active Directory), HaCTpoeHHBIE B pasfesie BHellHMe

UCTOUHUKY UIeHTUQUKAITUH.

BI/I,I[DKET II03BOJAET OTUIEAUTD pacIiipe/ie/ieHre aIMUHHUCTPAaTOPOB, ITPOIIeJITTIX GYTGHTI/I(l)I/IKaL[I/IIO qepes3
PasHble UCTOYHUKHU I/I,ELEHTI/I(l)I/IKaU;I/II/I.
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i MonbzoBatenn (Mctounnkn) (Z)  TACACS+

Idap.eltex.loc: 19.0%

Internal DB: 42.9%

wifi-ldap.eltex_loc:
38.1%

PucyHok 27. Budacem "IToavzogamenu (HcmouHuxku)"

Bumxer "TACACS+ ceccun"

BumxeT oTobpakaeT obiree koJsmmmuecTBO TACACS+ ceccrii 3a BeCh II€pHUOJ XpaHEHUsS IaHHBIX, 6e3
MIpUMeHeHUs KaKUX-TH60 GUILTPOB IIpH ITo/cueTe. [lepro/1 XpaHeHUs TakKe 0TOOpayKaeTcs B BUKETE,
eITMHUITa 0TOOpaykeHHUs - THU.

CITHCOK CeCCHI MO>KHO YBH/IETD B TabHIle JKypHAI IT0/TKTF0UeHIH.

BU/>KeT T103BOJISIET OIIEHUTH 06heM COOTBETCTBYIOINEN TabUIThl B 6a3e TAHHBIX, a TaKyKe KOJMUECTBO
IIO/IKJIFOUeHUH I10JIb30BaTe el 3a 60JILIITMY YeM CyTKHU ITIepPUO/I,.
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i TACACS+ ceccum (2)  TACACS+

3anucen [lepuoa XxpaHeHus

3.3M 12

PucyHok 28. Budxcem "TACACS+ ceccuu”

Bupokert "TACACS+ akKayHTHHT"

BumkeT oTobpaykaeT o61iee KosmmruecTBO TACACS+ akKayHTHHTA 3a BeCh IIepPHO]] XpaHeHUs JaHHBIX, 6e3
pUMeHeHUs KaKUX-TN60 QUILTPOB IIpH IofcueTe. [lepro/r XpaHeHUs TaKKe 0ToOpakaeTcsd B BUJKETe,
eIUHUIIA 0TOOpaKeHUs - [THMU.

CIIHCOK ceccHli akKayHTHUHTa MOKHO YBU/IETH B TabyuIle VUeT koMaH/| (accounting).

BU/>KeT TI03BOJISIET OIIEHUTh 06heM COOTBETCTBYIOINEH TabIUITHI B 6a3e TAHHBIX, a TaKyKe KOJMUECTBO
IIO/IKJIFOUeHUH I0JIb30BaTe el 3a 60U YeM CyTKHU ITIepPHUO/I,.
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i TACACS+ akkayHTMHr (7)  TACACS+

3anucen [lepuog XxpaHeHWs

1.4M 13

PucyHok 29. Budaxcem "TACACS+ ceccuu”

Bumoxkersr SMS

JaHHBIN pasfesl COLepXKUT HHQOPMAaIIMIO II0 HAaCTpOMKe QYHKIIMOHANMA, LOCTYII K

e KOTOPOMY OTKpPBIBaeTCd C IIOMOIIBI0 JyHIleH3UH ypoBHA ADVANCED. ITo Bompocam
npuobpeTeHus OQyHKIIMOHasa obpalfaiiTecb K BameMy MeHepKepy WIH Ha
JIEKTPOHHYIO I10UTY eltex @eltex-co.ru.

CIIMCOK JIOCTYIIHBIX BU/>KETOB

Bumxer THII 0TOOparkeHus KpaTkoe onucaHue BH/KeTa

JaHHBIX
I'paduk oTIIpaBKU I'padux KosmuecTtBo oTiipaBok CMC 3a I1ocjiefHHE CYTKH I10
CMC gacaM.
OO0111e€ KOJTUYECTBO MeTpuka KoJiuecTBO YCIIEITHBIX U HEYCIIeITHbIX 0TIIpaBokK CMC
CMC 3a IIoCJeJHHe CYTKH.

Bupxet "I'padpuk orupaBku CMC"

BumkeT oToGpaXkaeT JaHHbIe 0 KosmuecTBe CMC, 0TIIpaBJ/IeHHBIX B paMKax OPTaIhHOM aBTOPU3AIlUH, B
CHCTeMe 3a IT0C/IelHHe CYTKH 110 YacaM.

HHpopMaIusi BU3yaaIl3upoBaHa B BUle BpeMeHHOTO IpaduKa, Ifie:

¢ [lo BepTHUKaJILHOH ocH (Y) 0TOGpaskaeTcsi KOJTMYeCTBeHHBIH IT0Ka3aTes b OTIIPaBIeHHBIX CMC;

¢ [lo TOpU30HTAILHOM ocH (X) IIpe/icTaBIeHa BpeMeHHasI ITTKaJIa 110 JacaM.
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BumokeT 1103BOJIgET OII€PaTHUBHO OTUIEKHUBATL AKTHBHOCTBb I10JIb30BaTeJIer, BBISIBJSITH II€pHUOabI

IIOBBIIIIEHHOM aKTUBHOCTH.

Q

. rpaduk oTnpaekm CMC (B) €MC

0. . . l .
07:00 12:00 17:00 22:00 03:00

PucyHoxk 30. Budacem "Tpagpuk omnpasku CMC"

BumxeTt "O6mee KotuuectBo CMC"

BumkeT 0ToOpakaeT TaHHbIEe 0 KOJIMYeCTBE YCIIEITHBIX 1 HeYCIIeIHbIX 0TIIpaBoK CMC.

BupoKeT 1103BOJISIET OTC/IEAUTH COOTHOIIIEHME OTIIPABKX CMCsa CyTKU.

34



i O6uiee KonnuecTeo CMC cMmC

YcnelwHble HeoTnpaBneHHble
onoBeLleHns onoBeLleHns

/70 7/

Q

PucyHok 31. Budacem "Obwiee konudecmgo CMC"
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MOHUTOPHHT
RADIUS

IIosib30BaTe/1IbCKHE CeCCUH

Omucanue

MOHUTOPHHT I10JIb30BaTEhCKUX CECCHU IT03BOJISIET ITPOCMATPHUBATh IOJKIIOUEHHUS I10/Ib30BaTesel 3a
ompejeJIeHHBIM IIepHOJi BpeMeHH, IIPOU3BOAUTh QMIbLTPAIIHMIO I ITOMCKAa HEOOXOUMBIX 3allucedl U
aHaJIM3UPOBAaTh JleTaIbHYI0 HHOOPMAIIHIO 06 OIIpe/ieIeHHOM CeCCHH.

IIpoCcMOTp CIHCKA I0JIb30BATEJIbCKHX CeCCHIt

& B MonuTopuHr > RADIUS > Monb3oBaTesbekute Ceccun

Q Monb3oBaTeNbCkne ceccnn

@

= Kaxayto mamyTy ~ || 3anocnegrve nonvaca 8z o 9 dunbTpsl

& Bpewms nocnegrein

4 Cranyc Mogpobee  Mosb3osatens MAC knenTa MpoussogvTens Npoguny asTopu3aLM g NAS NAS 1P

) aKTvBHOCTM

® 02.02.2025 17:01:25 @ Yenewmo B mikhail.grachev 74:56:3C:E7:40:BE GIGA-BYTE TECHNOLOGY CO. L... PermitAccess sw3103-5 172.16.0.210

s 02.02.2025 17:05:15 Yenewno B veronika.karaeva 20:08:C7:28:20:A8 HUAWEI TECHNOLOGIES CO.L..  PermitAccess SW3102-2 172.16.0.211

fa) 02.02.2025 17:07:47 @ Yenewno =] alisa.agapova APPLICON, INC. PermitAccess sw301-1p 172.16.0.219

@ 02.02.2025 17:15:32 Yenewno B yuliya.izmailova AsRock Incorporation PermitAccess Sw3101-1t 17216.2.44
02.02.2025 17:19:50 @ Cosaaro =) yuriy.dmitriev Apple, Inc. PermitAccess Sw2410-1 172.16.0.38
02.02.2025 17:23:50 Yenewno B elizar.romanov ASIX Electronics Corporation PermitAccess wic281-2 172.16.1.149
02.02.2025 17:24:50 @ Yenewno =] gleb.chernyahovskiy 5C:E9:31:F9:BS5:6F TP-Link Systems Inc PermitAccess sw3101-2t 172.16.2.45
02.02.2025 17:25:55 Yenewno B svetlana.chagina FC:70:2E:02:01:4F Sichuan Al-Link Technology Co...  PermitAccess Sw3101-1p 172.16.0.194
02.02.2025 17:27:17 @ Yenewmo =] dmitriy.volkov EC:B1:E0:82:9F:40 Eltex Enterprise LTD PermitAccess sw3102-1t 172.16.2.47
02.02.2025 17:28:13 ® Orwronero B egor.novikov 34:0A:33:25:70:7E D-Link International DenyAccess SW3101-2 172.16.0.193
02.02.2025 17:29:23 @ Yenewno =] artem.panchenko 2C:CF:67:10:FC:81 Raspberry Pi (Trading) Ltd PermitAccess sw3101-2p 172.16.0.196

® 02.02.2025 17:29:45 @ Verexno B dariya.harlamova AB:A159:AD:73:ES AsRock Incorporation PermitAccess SW2410-3 172.16.1.150

® 02.02.2025 17:29:47 @ Venewno B aleksandr.cherkasov 8C:E:EETFBIBD Intel Corporate PermitAccess sw2512-1 172.16.0.46

© 02.02.2025 17:29:51 ® Orwronero B nikita.bondarenko A4:E4:D9:38:54:41 Cisco Systems, Inc DenyAccess Sw301-1 172.16.0.218
02.02.2025 17:29:57 @ Venewno B denis kastanaev 00:1F:DA3f:22:E4 Nortel Networks PermitAccess SW2410-2 172.16.1.148

4 BceroanemenTos: 15 Bpewms nocneHero o6HoBneHVS: 02.02.2025 17:00:00

PucyHok 32. Tabauua co cnucKkom ceccuil no/ib3ogamenetl
Tabsita ITo0 YMOJTYaHHUIO COEP>KUT KOJIOHKHU:

® BpeMs nocfiefHe aKTUBHOCTU - BpeMs, KOIZla B paMKax JaHHOM CecCUU ObLI II0JIyYeH I10C/IeLHUN
RADIUS-11aKeT.

e (ratyc -cTaTyc CecCuH, MO’KET IPUMHUMATh 3HaAUEeHUT:

© (P cCospaHo - ceccus ObLIa CO3[aHA, OJJHAKO IT0 KAaKOW-TO IIPUYMHe aBTOPH3alMs He O6bLia
3aBepIIeHa;

o Yenewno - aBTOPHU3AITYs ObLIa IIPOHIEHA YCITEIIHO;
© (X OTknoHeHo - aBTOPU3AIMs ObLIa OTKIOHEHA;
© () MWerekno - ceccus GbLIa 3aBepIIleHa 110 UCTEUEHHH OITPe/IeJIEHHOTO BpeMeHH.

® T[loppobHee - CChUIKA [AJII OTKPBITHS [eTaJIbHOM CTPAaHUIIBI CEeCCHMH, Ha KOTOPOH COMEPIKUTCS
noapo6Hasg MHGOPMAIIHL O CECCHU:

o @ - CCbLJIKA JOCTYIIHA.

© - CChIVIKa HEOOCTYITHA. Taxad CUTyaliysd MOKeT BO3SHHUKHYTDH, KOIZla CPOK XpPaHEHHd ceccuit

60JIbIlle BpEMeHU XpaHeHUs IeTaJIbHOU HHPOpMaIM 0 ceccud (7 [Hel).

® [lonb30BaTesib - JIOTUH I10JIL30BaTeJId, C KOTOPBIM ITPOXO/gHJIa aBTOPU3aITHsi.
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A JIoTHH I10JIb30BaTesI IIPU aBTOPHU3aliiu B Active Directory Bcerma oTo6paskaeTcs B
dopmare UPN (HampuMep username@example.org)!

® MAC knueHTa - MAC azpec aBTOpH3yeMOIO KJIMeHTa, KOTOPBIM yka3aH B RADIUS-atpubyte Calling-
Station-Id (ecsi aTpubyT oTcyTcTBYeT B RADIUS 3ampoce wumy He cofep>XuT MAC - oJte 6yzeT IIyCThIM).

* [lpou3BoAnTeNb - UMsI OPTAaHU3AITHH, KOTOPOE ITPOU3BEJIO YCTPOHCTBO, ITPOXOUBIIIEE aBTOPHU3AITHIO.

* Mpodunu aBTOpM3auuuM - CIIHMCOK Hpodrued aBTOPH3aIlUH, KOTOpPhble ObLIM IIPHMEHEHBI II0

pe3ysibTaTaM aBTOPHU3allWK K/IKMEeHTa.

® Ums NAS - mma NAS-yCTpOMCTBa B CUCTEME.

NAS IP -IP-ampec NAS-ycTpoIicTBa, moIydaeMbli u3 RADIUS-aTpubyTa NAS-IP-Address.

® ID ceccum -upeHTuOUKATOp ceccru U3 RADIUS-aTpubyTa Acct-Session-Id.
Taxoke IOCTYIIHBI [I0TI0JIHUTEIbHbIe KOJIOHKH, HacTpauBaeMble B () B ITTaITKe TaGIUIIBL:

* MonuTuka ayTeHTUdMKAuMWM - Ha3BaHUe IIpaBIUIA IIOJUTUKH ayTeHTHUQUKAITUM, KOTOpoe OBLIO

IIPUMEHEHO B paMKax /IaHHOU ceccHy;

* [lonMTuKa aBTOpMU3aLuuK - Ha3BaHHe IIpaBIJIA IIOJIMTHUKU aBTOPHU3AIlNM, KOTOPOe ObLJIO IIPUMEHEHO B

paMKax TaHHOM CeCCUu;
® [IpMynHa OWMOKU MOAKIYEHMS .

® Tun nopk/ioyYeHUs - THII IOAK/IHOYeHUs, KOTOPBIN OBLI OIIpefiesieH HCXO[s W3 HacTpOoeK ITPoQuist
CeTeBOTO YCTPOMCTBA.

® [lpoToKON ayTeHTUdMUKaLuK - IIPOTOKOJL, II0 KOTOPOMY IIPOXOJUJIa aBTOpU3arius (HaripuMep, PAP).

JJIeMEeHTHI YIIPaBJIEHUI:

Q
8

Kaxzayro MaHyTy - 3a nocneHue nonvaca v [S] T PunsTpsl

PucyHok 33. Hacmpotiku omobpaxceHust akmugHoCcmu no/tb3ogameell

® YacTtoTa obHOBNEHUd - HaCT‘p01>'IKa YaCTOTBI aBTOMAaTHUYE€CKOTO ITepedYrUThIBAHUA I10/Ib30BaTe/IbCKHUX

CeCcCHM.

[Ipy NpPOJMCTBIBAHUU IIEPBBIX 25 3JIeMEHTOB TabiMIpl IlapameTp "YacroTa
00HOBJIEHUS" TIEPEXOUT B COCTOSTHUE "OTKIIOUEHO".
Jl711 Bo3BpaTa HY»KHO JIM00 yKa3aTh BPYYHYIO0 BpeMs 0OHOBJIEHUd, 60 0OGHOBUTH

OJaHHBbIE€ Ha’)KaTHUEM Hd KHOIIKY G .

* [lpoMexyTOK BpPeMeHu - BHIOOD IIpefoIIpe/ieIeHHOTO BPEMEHHOTO IIepHo0/1a, B KOTOPHIH IIPOMCXO/IHIIa
aKTHUBHOCTB II0 IT0JIb30BaTEHCKUM CECCHSIM I 0TOOPasKeHUsI, U3 KOHEYHOTO CIIMCKAa BapUAaHTOB.
[Ipu BEIGOpe BapraHTa IIpon3BO/IBLHBIN TepHoj, TpeGyeTcs HacTpoika oJisi Mepuog .

® [lepuop - BLIﬁOp IIPOM3BOJILHOTO BPEMEHHOTIO II€EpHOIa, B KOTOpBIfI IIPOHCX0K/Ia aKTUBHOCTE IIO

I10JIb30BAaTeJ/IbCKHUM CeCCHAM IJIA 0TO 6pEl>K€HI/IE[.
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Ceccuu oTobpakaroTcs HaurHas ¢ 00:00 cTapTOBOTO AHA U A0 23:59 KOHEUHOTO [JI
@ BBIOPAaHHOI'0 IIeprofa. Bpemsl y4WThIBaeT 4aCOBOM II0SC, YKa3saHHBIM B pasjese
HacTpolKu akKayHTa TEKYILEro I10JIb30BaTesIsi CUCTEMBL.

* 7 -00HOBUTH JJaHHbIE TAOIUIIHI BPYUHYIO.

®* (D - OTKPHITH OKHO HACTPOMKHU 0TOOpakaeMbIX KOJIOHOK TaO/IHITHI.

* 7 ®unbTpbl - OTKPHITH OKHO HACTPOMKU QHIIbTPAIIHH.

®UIbTPAITYsI HACTPAUBAETCS B CJIEAYIOIIEM OKHE:

PunbTpsl
Monb3oBaTenb MAC knwenTa (3 CraTyc

Beeaunte NOraH FEFF-FF ':,_ =1 TE FTaT L
TUn NoAKNKYeHNA MpoTOKON ayTeEHTUGWKaLKMK

BoliGenDTe T w BuiGepTe NpOTOKON v

3aKpbiTh MpUMeHWNTb

PucyHok 34. OKHO HacmpoUku uabmpayuu 3anuceil

drbTparysa 3anucel AocTynHa 1o Iapamerpam "MAC ximenHTta’, "llosib3oBaress”, "Craryc', "TuUll
OAKIIOUeHUA" U "IIpOTOKOJI ayTeHTUPUKAITUN .

B moJsie BBojmla MAC-afipeca KJIMEHTa [OCTYIIeH BBOJ[ TOJHKO ITHMOP 16-MYHOM CHCTEMBI CUHCIEHUSL.
Pase/IUTe/ M OKTEeTOB (IBOETOUS) BBOAITCI AaBTOMATHUECKH.

JlOCTyIIeH ITOUCK I10 YaCTUYHOMY COBIIaI€HIIO 06aTOBOTO IIpeaCTaBJJIeHUA.

Juia moricka o vactu MAC-agpeca He06XOAMMO, YTOObI BCe TOCTYIIHBIE Ui IIOMCKA
A OKTeTHI afipeca ObLJIM YKa3aHbI IT0JHOCTHIO.
Hanpuwmep, mouck 110 3arrpocy "AA:BB:CC" Bo3MoKeH, I10 3arrpocy "A:BB:C" - HeT.

Kunonka COpocuTh Bce IIpefHasHaueHa [Ji1 cOpoca HACTPOEHHBIX IlapaMeTpoB Iowcka. OHa
0oTOOpakaeTcs TOJIBKO IIPU HACTPOMKe X0TA ObI OHOT0 QUIbLTPA.

B HacTporikax TabumItel ([l MO>KHO CMEHHUTBH COCTaB 0TOGpakaeMbIX KOJIOHOK.

KHor1ika C6POCI/ITB BCe IIpe/IlHasHa4YeHa IJId C6p0Cﬂ HAaCTPOEHHBIX KOJIOHOK K COCTOSAHHIO II0 YMOJITYaHHIO
(HeaKTHUBHO, IT0Ka COCTOSTHHUIO I10 YMOJTYaHHIO HE H3MEHEHO).
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Hactpoiikun Tabnauubl

MNokKas3blBaTh BLE KOMTOHKM &

Bpema nocnegHeid akTMBHOCTH
CTaTyc

MoapobHee

MNonb3oBaTens

MAC knueHTa

Mpou3BoAUTENb

S0 000

Mpodwunm asTopUsaymm
OTMeHa CoXpaHWTb
PucyHok 35. OkHO Hacmpotiku omobpaxcaemMblx KOJIOHOK 8 mad.auue
IIpocmoTp AeTaibHOM HHGPOPMAIMHU O CECCUU

JUid TIpocMoTpa AeTalbHOM HMHGOPMAIIMU O CeCCHU U3 TabUIlbl CO BCEMHU CECCUIMM He0O6X0HMO
KJIMKHYTb Ha [5) B KoJ0HKe "TIo/ipo6Hee" 7151 BEIOpaHHOM CeCCHU.

A BD MowuTopuHr > RADIUS > Monb3osaTensckue ceccum > NAS IP: 235.240.189.197 m session ID: F79B...

Q < NAS IP: 235.240.189.197 m session ID: F79B58BF
@
o Q6wWan MHGopMauMA  CoA 3anpockl
&
- O6ujan uHGOpMaLNa Jletanu ayTeHTUGMKa LN
P Session status ACCEPTED Event SUCCESS
" Event SUCCESS Username tester
o Username tester Calling-Station-Id 4C:12:2D:26:F1:84.
@ Calling-Station-Id 4C:12:2D0:26:F1:84 Vendor Dell
Vendor Dell Session creation timestamp 14.11.2025 12:23:47
Authentication policy Default Session updating timestamp 14.11.2025 12:23:47
Authorization policy Test Authorization rule Identity source Internal DB
Authorization profile common_acl Authentication protocol AP
Authorization profile common_acl
Network device AnNa:AE15C3DB
Service Type Framed-User
Mpoune aTpnbyTL o
PesynbTar ~
[
{
"name": "control:Use-MS-AD",
"type": "integer”,
“value: [
o
1
}
1
o]
(c]
=]

PucyHok 36. lemanvHas uHpopmayus o ceccuu

HNHdopmarniyig Ha CTpaHUIle pa3fesieHa Ha 4 6yI0Ka:

* 0bwas uHdopMauLua - KpaTKas U HauboJlee BavKHass MHPOPMAIIHS O CECCUY;
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feTann ayTeHTudMKauun - feTagbHasd HHGOPMAaLs, KOTopas MOKeT ObITh I10JIe3Has I O TVIaiKY;
® [lpoune aTpubyThl - COLeprKaHUe I1aKeTa, I1oaydeHHOro NAICE ot RADIUS-cepBepa;

® Pe3ynbTaT - CIHCOK AaTpPUOYTOB, KOTOPHIMM ObLI OOOTallleH OTBEeT K/IHEHTy B pe3ysabTaTe
aBTopu3anuu (Harpumep, aTpubyTs! 11 Beiaun VLAN wau ACL). Ecmv BeIiavya JOIIOJTHUTETbHBIX
aTpuOyTOB He HacTpOoeHa B IIpo¢ule aBTOPU3AIINY, TO CIIUCOK Oy eT ITYCT.

TaxoKe B 0TI e IbHOM BKJIaIKE MOJKHO II0CMOTPETh aCCOIIMUPOBAHHbIE C 3TOM ceccried COA-3amIpoChL.

A B MonuTopuHr > RADIUS > Monb3osaTensckite ceccun > NAS IP: 235.240.189.197 m session ID: F79B...

Q « NAS IP: 235.240.189.197 m session |D: F79B58BF
@
=) 0O6ujas uHpopmauys | CoA 3anpock!
&
° Bpema Tun CoA 3anpoca Cratyc 3anpoca Tun RADIUS 3anpoca Craryc oTBeTa Tun RADIUS oTBeTa
o 14.11.2025 06:58:11 Re-auth ® B npouecce CoA-Request @ He ssmonmeno No response v
3anpoc  OTBeT
& p
0
@ Mons 3anpoca Cnmncok aTpuByToB
Packet Identifier o0x24 lorem amet
Length 118 amet ipsum
Authenticator dd131c23260C018C028d6dbS(7312843 ipsum sit
Code 43 sit elit
13.11.2025 22:39:30 Disconnect @ Orcnonen No request ® He smonnerio No respanse ~
o]
@
©

JKypHas1 moaK/1royeHuin

JaHHBIN pasfesl CONepKUT WHQOpPMAaILHMI0 II0 HAaCcTpoMKe QYHKIIMOHANMA, LOCTYII K

e KOTOPOMY IIpHOOpeTaeTCs OTNeJIbHO C IIOMOIIBI0 JOIIOHUTEJIbHON OIIIUY JINIIeH3UHU
NAICE-TACACS+. TTo BompocaM mprobpeTeHHs QYHKIMOHAIA oOpalaiTech K BareMmy
MeHe/[pKepy WK Ha JIeKTPOHHYIO II0YTY eltex @eltex-co.ru.

OmucaHue

Kypuai nogkirogyeHud TACACS+ 1103BOJIIeT IIPOCMAaTPUBATh IIOLK/II0UEHNI aJMIHUCTPATOPOB CeTeBBIX
YCTPOUCTB 110 IpoToK0Jy TACACS+ 3a OIIpe/ie/IeHHBIN IIepUO0J, BpeEMEeHH, IPOU3BOAUTE QIIIbLTPALUIO [IJIT
II0MCKa He0OXOAMMBIX 3allHCel U aHaIM3UPOBaTh JeTalbHYy0 HHGOPMAaIHIO 06 OIIpe/ieIeHHOM 3aIIpoce.
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ITpocMmoTp cimcKa nogkiaroyeHuidt TACACS+

2. B) MouuTopuHr > TACACS: > XKypHai NoAKIioueHui

TACACS+

KypHan nopKNloHeHniA  YHET KoMakg (accounting)

Q
@
Q
2 Kaxayto MaHyTy ~ | | 3anocnegrvii vecay v 8llc o F OunbTpLI
[©) Bpema ~ YposeHb
4 craryc MogpobHee  Tun naketa Monbsosatens Vus ycTpoiicTsa MpnivHa owmbki Agpec nonssosatens _ Komanga ID cecam
® nogoUerna npusMnervii
02.02.2025 10:00:00 @ Yenewno B AUTHENTICATION mikhail.grachev sw3103-5 192.168.0.210 1 8981842260656128
b 02.02.2025 09:45:00 Yenewro B AUTHORIZATION veronika.karaeva SW3102-2 192.168.0.211 1 enable 6488106203086848
® 02.02.2025 09:43:00 Yenewro B AUTHORIZATION alisa.agapova sw301-1p 192.168.0.219 15 configure 8399729968807936
2 02.02.2025 09:38:00 @ Yenewro B AUTHORIZATION yuliya.izmailova Sw3101-1t 192.168.2.44 7 show port-security 1030253182976
02.02.2025 09:38:00 @ Yenewro B AUTHORIZATION yuriy.dmitriev SW2410-1 192.168.0.38 1 show version 1154042430488576
02.02.2025 09:28:00 © Nerexno B AUTHENTICATION elizar.romanov wic281-2 192.168.1.149 1 2723169678917632
02.02.2025 09:27:00 Yenewro B AUTHORIZATION gleb.chernyahovskiy sw3101-2¢ 192.168.2.45 15 switchport access via..  8998556985720832
02.02.2025 09:25:00 © Yenewro B AUTHORIZATION svetlana.chagina sw3101-1p 192.168.0.194 7 show flow-control 1321859566010368
02.02.2025 09:21:00 Yenewro B AUTHORIZATION dmitriy.volkov SW3102-1t 192.168.2.47 15 interface switchport ..~ 2126500451057664
02.02.2025 09:20:00 ® Orwnoneno =] AUTHORIZATION egor.novikov sw3101-2 Command not define... 192.168.0.193 1 show running-config 831712128925696
02.02.2025 09:20:00 Yeneuro B AUTHORIZATION artem.panchenko sw3101-2p 192.168.0.196 1 show spanning-tree 3572081620942848
® 02.02.2025 09:18:00 @ Yenewro B AUTHENTICATION dariya.harlamova SW2410-3 192.168.1.150 15 1677682836242432
® 02.02.2025 09:14:00 © Yenewro B AUTHORIZATION aleksandr.cherkasov sw2512-1 192.168.0.46 1 show bootvar 3493989330190336
© 02.02.2025 09:12:00 ® Oreroneno B AUTHENTICATION nikita. bondarenko Sw301-1 Identity user not fou... 192.168.0.218 1 3112534305406976
02.02.2025 09:14:00 Yenewro B AUTHORIZATION denis.kastanaev sw2410-2 192.168.1.148 15 interface GigabitEthe... 6032536035655680
4 Bcero anemeHToB: 15 Bpems NocneHero o6HoBAeHMs: 02.02.2025 10:00:00

PucyHok 38. Tabauua co cnuckom nookaroveHuti no TACACS+
Ta6/HIIa 10 YMOJTYAHHUIO COLEPIKUT KOJIOHKH:

® BpeMs nopkiyeHus - BpeMsi, Korga Oblyia IIpPOU3Be/ieHa II0IIBITKA IT0 JKIF0UeHUS.
e (CraTyc - CTaTyC CeCCHH, MO>KeT IIPUHUMATh SHAUeHU !

o Yenewdo - aBTOPH3aIUs/ayTeHTUGUKAIIUS ObLIa IIPOHeHa YCIIeIHO;

O () OrknoHeno - aBTOPH3AIHS/ayTeHTUQUKAIIMS OblIa OTKIOHEH];

© (1) Wcrekno - CeccHs GbLIA 3aBepIIIeHa IT0 UCTeUeHUH OIIpefiesIeHHOTO BpeMeHL;

MoppobHee [3) - cchLIKA J7I9 OTKPBITHUA JleTaIbHOM CTPaHMITE], Ha KOTOPOM COZep KUTCS II0/[po6Has

UHOOPMaIHA 0 IIOIKIIOYEeHUH.

® Tun nakeTa - MoXeT HOpuHUMAaTh 3HaueHuss "AUTHENTICATION" wmmm "AUTHORIZATION" B
3aBHCHMOCTH OT 3aIIpoca.

* lonb3oBaTenb -JIOTUH aMHUHUCTPATOPA, C KOTOPHIM IIPOXOIIO II0JK/IIOUeHHIE.
® M ycTpoiicTBa - UMSI CETEBOI0 YCTPOMCTBA, HA KOTOPOM IIPOMCXO/IUJIO IIOIK/II0UEHHe.

® [MpuynmHa owubKM - OIIMCAHHWE OINHMOKH, IIOBJIEKITIEH HEYCIIENHYK ayTeHTHUGUKAIIHI HJIH
aBTOPH3AITHIO.

* Agpec nonb3oBaTtens - IP agpec yCTpO#CTBA, C KOTOPOTO aMIHUCTPATOP BHITIOIHSLI ITOIK/TFOUeHIE.

* YpoBeHb MpMBWUNEruWii - 3HaYeHHUE YPOBHS IIPUBIJIETHH, Ha3HAUeHHOIO a[[MHHUCTPATOPy B paMKax
TAHHOTO IT0JK/TFOUEeHUS.

* KoMaHpa - Ha3BaHHE KOMAaH/BI Ha CETEBOM YCTPOMCTBE, HAa aBTOPH3AITMI0 KOTOPOH ITPOU3BOIHIICS
3arpoc.

ID ceccuu - ugentTudukarop ceccuu TACACS+.
Taxoke OCTYITHBI 0IIOJTHUTEIbHbIE KOJIOHKY, HacTpanBaeMble B [[[J B IIariKe TaGIUITHL:

e TP ycTpoWCTBa - aJpec yCTPOMCTBA, HA KOTOPOE BBIIIOJIHSIOCH IO IK/II0UeHHe.
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* MonuTuka ayTeHTUdMKAuMWM - Ha3BaHUe IIpaBIJIA IIOJUTUKU ayTeHTUQUKAIIUH, KOTOpoe OBLIO
IIPUMEHEHO B PAMKAX IaHHOM CECCHH.

® [lonutuka aBTOpMU3auuMM - Ha3BaHUe IIPaBUJIa IIOJIUTUKHU aBTOPHU3AITHUH, KOTOPOe OBLTIO IIPUMEHEHO B
PaMKax ,U;aHHOI‘/'I CeCCHH.

® [lopT - HagBaHWe POTOKOJIA WJIX HOMeP IIOPTa, 10 KOTOPOMY OBLIO BBHIIIOJTHEHO ITOJKJIIOUeHIe Ha
YCTPOUCTBO.

®* Tun ycTponcTBa - TUII YCTPOMCTBA, KOTOPBIM OBLI OIIpe/ieJIeH UCXO0/ U3 HACTPOeK YCTPOMCTBA.

® MecTononoXeHne ycTpoicTBa - MECTOIIOJIOJKEHHE YCTPOMCTBA, KOTOPOe OIIpe/iesigeTcsa U3 HacTpoeK
YCTPOMCTBA.

® [po¢uns TACACS - HasBaHme npodmaa TACACS, HasHaUeHHOTO AaAMHHHUCTPATOPY B pPe3ysabTare
aBTOPU3ALTUH.

° Ha60p KOMaH[O - Had3BdHHE Ha60pa KOMaH/, AOCTYIIHBIX aIMHHHCTPATOPY [OJId BBIIIOJIHEHHSA Ha

YCTPOMCTBe.
JJIeMEeHTHI YIIpaBJIeHUs:
Kaxayho MiHyTY - 3anocnegHuil mecay v alle o F PunbTPLI

PucyHok 39. Hacmpoiiku omobpadxceHUst NOOKANUEHUIl 8 JHCypHaie

®* YacToTa 06HOBNEHUS - HACTPOMKA YaCTOTHI aBTOMATHUUECKOTO ITepeunThIBaHUs cecciii TACACS.

* [lpoMeXyToK BpeMeHu - BHIGOP PUKCHPOBAHHOIO BPEMEHHOIO IIepHO/ia, B KOTOPHIM IIPOMCXOHIA
aKTHUBHOCTB 110 CeCCHSIM JIJI1 0TOOpakeHUsI.

® [lepuop - BHIOOP IIPOU3BOJILHOIO BPEMEHHOTO MHTEPBasa, B KOTOPBIN IPOUCXO/IMIa aKTUBHOCTD I10
CeCCUsM /I 0TOOpayKeHU.

* 3 -0GHOBUTH JaHHBIE TAGIUIIEI BPYUIHYIO.

e @ - OTKPBITH OKHO HaCT'pOfIKH 0TO 6pa>KaEMLIX KOJIOHOK Ta6JII/II_H:I.

® 7 ®ounbTpbl - OTKPHITH OKHO HACTPOUKH QUIIbTPALIHH.

IIpy IIpOJIMCTHIBAHWM IIEPBBIX 25 9JIeMeHTOB TabymIel mapameTp "Yacrora
00HOBJIEHUS" IEPEXOUT B COCTOSTHUE "OTK/IIOUEHO".
711 Bo3BpaTa HY)KHO JIMO0 yKasaTb BPYYHYIO BpeMsl 0OHOBJIEHUs, MO0 OOHOBUTH

JlaHHbIe Ha)KaTUeM Ha KHOTIKY 23 .

®UIbTpAITYs HACTPAUBAETCS B CJIEAYIOIIEM OKHE:
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PUNLTPLI

Twvn nakeTa Monb3oBaTeNb CraTyc

Bblbe TE TN w BBeAlATE NOMAH Bblbe TEe CTaT w
IP ycTpoiicTBa WmA ycTpoicTBa Afpec NoNb3oBaTensa
MopT KomaHga

Bee il BEEeaMTE 1 i

3aKpbiTb MpYMeHNTB

PucyHok 40. OKHO Hacmpolku guasmpayuu 3anuceil

drIbTpaIy 3arinuced 0 CTyIIHa 110 apaMeTpaM "Turl rmakera’, "Tlosb3oBaTess ", "CraTyc”, "IP ycTpoicTBa’,
"Hms ycTpoiicTBa', "Afipec rmoyb3oBaTesst’, "Tlopt" u "KoMmaHza'.

11 ajpecoB ycTpoMicTBa U TOJb30BaTessI JIOCTyIIeH TIOWCK II0 YaCTHYHOMY
@ COBIIAJIeHUIO JII0O0TO OKTeTa/0KTeTOB IP-ampeca.

Kraomka COpocHuTh Bee ITpefHa3HaueHa JJIs cOpoca HaCTPOEeHHBIX ITapaMeTPOB ITOMCKA.
B HacTpo#kax Tabaurpl () MO>KHO CMEHHTH COCTaB 0TO6GpPayKaeMbIX KOJIOHOK.

Knorika COpOCHTH Bce ITpeiHa3HavyeHa /st c6poca HaCTPOEHHBIX KOJIOHOK K COCTOSIHHIO IT0 YMOJTUAHUIO
(HEaKTHBHO, II0KA COCTOSTHUIO IT0 YMOJTIaHHIO0 He U3MEHEHO).
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Hactpoiikun Tabnauubl

MNokKas3blBaTh BLE KOMTOHKM &

Bpema NogknoYeHns
CTaTyc

MoapobHee

TWn NakeTa
Monb3oBaTenb

Wma ycTpoiicTea

MpU4KrHa oWUEKK
OTMeHa  CoxpaHWTb
PucyHok 41. OkHO Hacmpotiku omobpaxcaemMbuvlx KOJIOHOK 8 mad.auue
IIpocmoTp AeTaIbHOU HHGPOPMAIMHU O IOAK/IIYEeHUH

JUd TIpocMOoTpa AeTaTbHOM MHOOPMAIIUU O IIOJK/IHOYEHUM W3 TaOIUIBI C JKYPHAJIOM IIOJKIIOUeHUN
Heo0X0JMMO KJIMKHYTh Ha [5) B KoJI0HKe "TIo/ipo6Hee" /17151 BEIGPaHHOM CeCCHH.

BD MoruTopuHr > TACACS+ > XKypHan nogkniouenuii > m session ID: cb4d16cb-16b4-0362-3182-€8...

Q « msession ID: cbdd16cb-16b4-0362-3182-e8e7db2c75b4
@
Q 06uwan uHbopmaLwma
& Packet type AUTHENTICATION
Q STATUS PASS
® Session ID 525945328
& Message Text Device-Administration: Command Authorization succeeded
e} Username denis.smirnov
] Authorization policy SC >> Authorization Rule 1
Matched Command Set allow-all
Command From Device tacacs-server host 100.110.3.81 key testing123
[leTany ayTeHTUOUKALUN
Event SUCCESS
Napawmetpsi nakera TACACS
Authentication Method TacacsPlus
Authentication Privilege Level 15
Authentication Type PAP
Authentication Service Login
B
@
=]

PucyHok 42. /lemanbHas UHPOpMauus o ceccuu

HNHdopmarniyig Ha CTpaHUIle pa3jeseHa Ha 4 6yI0Ka:

* 0bwas uHdopMauua - KpaTKas U HauboJee BavKHass MHPOPMAIIHS O CECCUY;



Oetanu ayTeHTuduKauumu - meTasbHasd HMHPoOpManyg 00 ayreHTHQUKAIIUM, KOTOpas MOYKeT OBbITh

T10JIe3HAs JIJIST O T/IATKH;

® [leTanu aBTopu3auuu - TeTajbHasg MHGOPMAIIHA 06 aBTOPU3AIIUM, KOTOPasg MOKeT ObITh IOJIe3HAas

IJIST OTJIA/TKH;

® [lapameTpbl nakeTa TACACS - Iipoure aTpu6byThl, ITorydeHHble NAICE B 3aripoce TACACS.

A OTtobpakeHue 6;10KOB "JleTain ayreHTUGUKAUK" U "/leTai aBTOPU3aIlUU" 3aBUCUT OT

THIIA IIaKeTa B CECCHH.

VuéT KomaHj (accounting)

JaHHBIN pasfesl COLepKUT HWHQOPMAaIMIO II0 HAaCTpOMKe QYHKIIMOHANMA, LOCTYII K
e KOTOPOMY IIpHOOpeTaeTcsd OTHEeIbHO C IIOMOIBIO JOIIOTHUTEILHOM OIIIIUH JIUIIeH3UHU
NAICE-TACACS+. ITo BompocaM mpruobpeTeHNd QYHKIMOHAIA oOpalanTech K BareMmy

MeHe/>Kepy WIH Ha JIeKTPOHHYI0 IToUTy eltex@eltex-co.ru.

OmucaHue

Kypuan vyuera xomaHpyg TACACS+ 103BoJIIeT IIpOCMAaTpPUBAaTH

HH)OpMAaITIio

IEeNCTBHUSX

a[IMIHUCTPATOPOB CETEBHIX YCTPOMCTB IO IIpoToKoy TACACS+ 3a OmIpe/ie/IeHHBIH IIepHO]] BpeMeHH,

IIPOU3BOJUTH (1)I/IJII:>TpaI_II/IIO [JIA IIOHMCKa HeO6XO,I[I/IMLIX 3arucen.

IIpocMmoTp cnucka yueta komaHg TACACS+

A B MonutopuHr > TACACS+ > Y4&T komamg (accounting)

TACACS+

XypHan NOAKNIOHEHNI  Y4ET KOMaHA (accounting)

Q
8

Kaxzayro MUHYTY - 3a nocnegHuii Mecal, v 8

Bpema noaknoYerna ¥ Tun cobbiTua Monb3osatens Komatza Vv ycTpoiicTea

Q
@
Q
=
Q
®
& 02.02.2025 10:00:00 COMMAND Hayley sumptus volo thorax Hayley Device
e} 02.02.2025 09:00:00 LOGIN Edythe adnuo maxime natus Edythe Device
@ 02.02.2025 08:00:00 LoGouT Kyler aer amplus tersus Kyler Device

02.02.2025 07:00:00 LOGIN Janie undique civitas fugit Janie Device

02.02.2025 06:00:00 LOGIN salma admiratio tyrannus talio Salma Device

e

40 Bcero anemeHToB: 5

IPycTpoiicTea

117.143.11035
173.234.54.233
192.109.225.246
5.101.6.27

38.190.41.50

9 ounerps

Aapec nonb3osatens

240.50.199.204
67.76.125.149
2.169.127.159
7.130.63.26

240.148.95.248

Bpema nocneHero o6HoBNeH!s: 02.02.2025 10:00:00

Pucynok 43. Tabauua co cnuckom yuema komaHo no TACACS+

Ta6JIPIHa 110 YMOJIYaHUI0 COOEPKUT KOJIOHKHU:

® BpeMs NogkKyeHus - BpeMsd, Korma OblIa IIpoM3BeaeHa IIOIIbITKA IT0JK/IFOYEHHA.

® Twun cobbiTus - B 3aBUCUMOCTU OT COOBITHS MO>KeT IMpHUHUMAaTh 3HadeHUs: LOGIN - 1y coObITHUM

Bx0oza, COMMAND - mj1 co6piTrii KoMaHAbL, EXIT - 1151 COOBITHI BBIXOZA.

® [lonb30BaTesib - JIOTUH aIMHHHCTPaTOPa, C KOTOPBIM IIPOXOAKJIO ITIOAK/IIOYEHHE.

* KoMaHpa - Ha3BaHMe KOMaH/[bl, KOTOPAas BBIIIOJIHSLIACh HA CETEBOM yCTPOMCTBe.

°* Mg yCTpOVICTBa - UMs1 CETEBOTO yCTpOﬁCTBa, Ha KOTOPOM ITPOXUCXOHJIO ITOJK/IFOUEHH €.
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IP ycTpoicTBa - aJpec yCTPOHCTBA, Ha KOTOPOE BBIIIOJIHSIIOCH IIOJK/II0UEHHE.
* Agpec nonb3oBaTens - IP agpec yCTpOHCTBA, C KOTOPOTO aAMIHUCTPATOP BHITIOTHSLI ITOIK/II0OUeHHE.

® 1D ceccuun -umeHTuPuUKaTOop ceccrrd TACACS+.
Taxoke 0CTYITHBI 0IIOJTHUTEIbHbIE KOJIOHKU, HacTpanBaeMble B [[[J B IIIariKe TaOGIUITHL:
® YpoBeHb MpUBWIEruv - 3HaAUEHUEe YPOBHI IIPUBUJIETUM, HA3HAYEHHOIO0 aJMUHUCTPATOPy B paMKax

OJAaHHOTO IIOAK/IFOYEeHMsA.

® [lopT - Ha3BaHUe IIPOTOKOJIA WX HOMEp IIOPTa, 10 KOTOPOMY OBLJIIO BBIIIOJIHEHO IIOJK/IIOUEHKE Ha
YCTPOMCTBO.

® MeTof ayTeHTUOMKALUM - METOJ ayTEHTHUGHUKAITUH IT0JTh30BaTeJIs, C IIOMOIITHI0 KOTOPOTO ITPOUCXO/THT

yJeT KOMaH/IbI.

® (CepBUC ayTeHTUOMKaLMW - HMSI CepBHCA ayTeHTHOHUKAIIMM, Yepe3 KOTOPBIM IIPOUCXOAMI y4eT
KOMaH/[bL.

* [lpoToKon ayTeHTUdMKaLuW - HazBaHUe IIPOTOKOJIA ayTeHTHQUKAIIUM, 0 KOTOPOMY IIPOMCXOIII
y4eT KOMaH/IbI.

® AprymeHTbl 3anpoca - apryMeHTHI 3aIIpoca, IT0 KOTOPOMY IIPOUCXOIY yUeT KOMaH/IbI.

dJIeMeHTHI yIIpaBJIeHUS:

Kaxayro MAHYTY - 3a nocneguuii Mecay v =]

Q
=]

& ounuTpe

PucyHok 44. Hacmpoiiku omobpadxceHUst NOOKAKYEeHUlL 8 JHCypHaie

® YacToTa 06HOBNEHUA - HACTPOMKA YaCTOTHI aBTOMATHYECKOTO IlepeunThIBaHusA coObITHI TACACS.

® [IpoMeXyTOK BpeMeHu - BbIGOp BPEMEHHOTI'0 IIepHuo/ia, B KOTOpBIfI IIPpOUCXOoaHjla aKTHBHOCTH IIO

CeCCHAM 1JIL OTO 6pa)K6HI/I${

® [lepuop - BEIOOP IIPOM3BOJHLHOTO BPEMEHHOTO MHTEPBAJIA, B KOTOPHIY IIPOUCXOIIA aKTUBHOCTD 110

CeCCHusM 11 0TO 6pa>1<eH1/1$1

e % -06HOBUTH JaHHBIE TAOIUIILI BPYUHYIO.

e @ - OTKPBITH OKHO HaCTPOﬁKH 0TO 6pa>KaeMbe KOJIOHOK Ta6JII/II_ILI.

? DUNLTPbLI - OTKPBITH OKHO HaCTpOfIKI/I (bHHpraHHH.

IIpy OpOJIUCTHIBAHWU IIEPBBIX 25 3ajIeMeHTOB TabiuIlkl ItapaMmeTp "YacroTta
00HOBJIEHUS" [IEPEeXOLUT B COCTOsTHUE "OTKIIFOUEeHO".
711 Bo3BpaTra HY)KHO JIMO0 yKasaTb BPYYHYH0 BpeMsl 0OHOBJIEHUS, JIO0 OOHOBUTH

OJaHHbI€ Ha’KaTHEM Ha KHOIIKY .

(I’I/IJII:TpaI_II/IH HaCTparBaeTCd B CJIEAYIOIIEM OKHE!:
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PunbTpsl

Monb3oBaTenb IP ycTpoiicTBa MmA ycTpoiicTBa
BeeanTe NorvH 0.0.0.0 BeeguTe MMA
Appec nonb3oBaTenA Mopt KomaHpga
BeeanTe NopT BeeaMTe KOMaH,

3aKpbiTh MpUMeHWNTb

PucyHok 45. OkHO Hacmpoliku guabmpayuu 3anuceil

dubTpaIya 3anuceil AoCTyllHa 1o napaMmerpaM 'Ilosb3oBaresns’, "IP ycrpoicrBa’, "MIMg yCcTpouCTBa',
"Anpec mosb3oBatesit’, "TlopT" 1 "KomaHaa'"

IS ampecoB YCTPOMCTBA M TI0JIb30BATEeNsT JOCTYIEH IIOMCK TI0 YaCTHYHOMY
@ COBIIAJIEHHIO JIFO60TO OKTeTa/0KTeTOB IP-ampeca.

Knorka COpocHTH Bce ITpeTHa3HaveHa 11 cOpoca HaCTPOEHHBIX ITapaMeTPOB ITOKCKA.

B HacTpoiikax Tabummpl () MOKHO CMEHUTB COCTaB 0TOOpaykaeMbIX KOJIOHOK.
Knomka COpocHTH Bce IIpeiHa3HavyeHa JIs1 cOpoca HaCTPOEHHBIX KOJIOHOK K COCTOSIHHIO IT0 YMOTUAHUIO

(HeaKTHUBHO, ITI0KA COCTOSTHUIO 110 YMOJIYAaHUIO He N3MEHEHO).

Hactpoiikn Tabnuubi

MoKas3blBaTh BCE KOTOHKM C

BpemA NogknYeHns
TWM cobbITUA
Monb3oBaTens
KomaHza

Mma ycTpoiicTea

IP ycTpoiicTBa

Anpec nonb3osaTens
OTmMeHa  CoXpaHWTb

PucyHok 46. OKHO HacmpoUlku omobpaxcaeMblx KOA0HOK 8 mab.auue

47



Cucrema
CucreMHBIEe COOBITHUSA

Omucanue

JKypHana cucmemHblx cobbimuil oTo6paskaeT HHPOPMAITUIO 0 IIPOUCXOISAIINX B CUCTEMe COOBITHUSIX, TAKUX
KaK aKTHBAITWS JIMITEH3UH, BXOJ/BBIXOJ aJMUHUCTPATOpa M3 CHUCTEMBI, CO3J[aHHe, peaKTHUPOBAHIUE,
yhajdeHye pasMYHbIX CyITHOCTeH U T.II. CO CIIMCKOM BO3MOJKHBIX COOBITUM MOJKHO O3HAKOMHTHLCS Ha

cTpaHulle :system/list-events.html.

Ut yno6cTBa aHaIM3a COOBITHM CYIIECTBYET BO3MOKHOCTE BhIOPATh IIEPUO]T BOSHUKHOBEHUS COOBITUH,
HX YPOBEHBb KPUTHYHOCTH, K KAKOH I'PYIIIle OTHOCATCSI COOBITHA. Tak »Ke LOCTyIIeH IIOMCK OIIpe/ie/IeHHOTO
COOBITHS TEKCTY €T0 COOOBITeHUS.

IIpOCMOTP CHCTEMHBIX COOBITHI

2 D MoHuTopuHr > CicTeMa > CUCTEMHbIE COBLITUA

Q  Cuctema
@  Cucremmble co6bma  MapuupyTsi coBbITHii
Q
a Kaxayro MUHYTY v £ o O ¥ @unbTpbl Q
@ fAata b Hostname y3na Yposerb CoobLueHne
A 02.022025 10:00:00  naicel.eltex.loc ERROR KypHan CoBLITUi - 136k XypHana cobiTuii: en - de
& 02.02.2025 09:00:00  naice3.eltex.loc DEBUG CPOK XpaHeHus ceccuid, greir: 16 — 9.
0 02.022025 08:00:00  naice3.eltex.loc DEBUG NaposkHle NoAVTUKY - Tlaponk NoNb30BaTENel CUCTeMS! He JONXeH COBNaAaTS C NOTUHOM: BRI UYEHO — BEIKTKUYEHO
@ 02.02.202507:00:00  naice3.eltex.loc DEBUG MaponbHLIE MOAVTUKY - OTNPABAATE YBAOMIEHNR O CO3AAHIN MONbICBATENS CUCTEMBI: BKTIOHEHO — BEIKTIOHEHO
02.022025 06:00:00  naicel.eltex.loc DEBUG XKypHan CoBLITUiA - CPOK XDaHEHUR COBBITUA B XypHane, AHeit: 15 —. 17
02.022025 05:00:00  naice2.eltex.loc WARNING XKypHan CoBbITUIA - CPOK XpaHEHUR COBBITH B XypHane, AHelt: 16 — 16
02.022025 04:00:00  naice3.eltex.loc WARNING CpOK XpaHeH s Ceccid, JHeik: 2 — 22
02.02202503:00:00  naice2.eltex.loc DEBUG CpOK XpaHeHus ceccuid, greir: 11 - 29
02.02202502:00:00  naicel.eltex.loc DEBUG MopT ayTeHTUGVKALUY 1 yueTa KoMaHA(accounting): 62687 — 38620.
02.02202501:00:00  naicel.eltex.loc INFO MaposbHie NOAVTUKY - Tlaponib NONb30BATENeN CYCTEMb! JOMXeH COAEPXATh 3aTNaBHbIe ByKBs!: BKIIOUEHO — BBIKTOUEHO
02.022025 00:00:00  naicel.eltex.loc INFO NaposbHsle NoAVTHKY - Tlaponk NONb30BaTENel CUCTeMs! A0MeH COLEPXaTh CTPOY HbIE BYKBLI: B UEHO — BHIKI0UEHO
@ 01.02202523:00:00  naice3.eltex.loc INFO NaposHeie noAvTUKY - Napone NoNb30BaTENer CHCTEMI A0/IXEH COAEPXATH 3aIaBHeIe GYKBbI: BKIIYEHO — BLIKIIOYEHO
© 01.022025 22:00:00  naicel.eltex.loc DEBUG MaposbHbIe NOAVTHKY - OTNPABAATE YBAOMIEHNR 06 M3MEHEHIM A3HHIX CYILIECTBYIOLLIT0 MON30BATENA CUCTEME!: BKIKUEHO —. BEIKTOUEHO
© 01.02202521:00:00  naice3.eltex.loc ERROR NaposbHie noAvTHKY - Naponk NoNb30BaTENefi CHCTEMB! He AQNXEH COBNaAATh C IOTMHOM: BKKYEHO — BBIKTKYEHO
01.022025 20:00:00  naice2.eltex.loc INFO NaposbHle NoAVTHKY - LLL03 ANA GTNPaBKy email yBeJOMEHUIE: BuIkIUeHD — SMTP Gateway
%  Bcero anemeHToB: 23 Bpewms nocneaHero o6HoBneHws:: 02.02.2025 10:00:01

PucyHok 47. Tabauua co CNUCKOM CUCMEMHbLX cobblmuil

Ta6]H/ILIa 110 YMOJTYaHHIO COAEPKUT KOJIOHKHU:

* [lata - gaTa ¥ BpeMs COOBITHSL.

® Hostname y3na - um y3ia NAICE, KoTOpsIM CPOPMUPOBAHO COOBITHE. ITO I10JI€ MOYKET OBITH I10JIE3HO
IIpH KJacTepHOU ycraHoBKe NAICE.

® YpoBeHb - ypOBEHb JIOTUPOBAHMUS COOBITHS.

® (CoobueHne - TEKCTOBOE OIIHCAHHE COOBITHSL.
Taxk ke 10 CTYIIHBI JOIIO/THUTE/IbHBIE KOJIOHKH, HaCTparBaeMbIe UEpe3 (D B Iamnke Ta6JII/II_U:II

e IP-agpec - ajapec X0CTa, BLI3BABIIIETO CO3TAHUE COOBITHSL

® [pynna - Ipymia, K KOTOPOX OTHOCHUTCI COOBITHE. CO CIIMCKOM BO3MOKHBIX TPYIIIT COOBITHM MOYKHO
TaK’Ke 03HAKOMUTHCSL Ha cTpaHuIie :system/list-events.html.

® Knwy - pe3yabTaT BEIIIOJTHEHUS JIeICTBU, OTPa’KEHHBIX B CO OBITHH.
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ABTOp - JIOTHH I10JIb30BaTeJIsi CUCTeMbI, MTHUITUHUPOBABIIIET0 coObITHe. ECIM cOOBITHE OBLIIO BHI3BAHO
JIOTUKOM PaboThI CAaMOM CHCTEeMBI, TO 0TOOpakaeTcsd JIOTUH System.

® Posnb - POJIbL CUCTEMHOTIO I10JIL30BaTeJ I, BLI3BABIIIETO COOBITHE.

A Kostouku [lata u CoobueHne He MOTYT GBITH O TKTIOUEHEI.

Hactpoiikun Tabnauubl

MoKa3blBaTb BCE KONOHKM C

Hostname y3na
IP-agpec

YpoBeHb
rpynna

Knro

OTMeHa  CoXpaHnTb

PucyHok 48. Hacmpoiika omobpaxcaembvlX KOJ0HOK Mabauubl CUCTMEeMHbBIX COObLMULl

Jlyis1 copoca BCeX HACTPOEK K COCTOSIHUIO 10 YMOJTYAHHIO HCIIOJIb3YeTcs KHOIIKA (& B BepXHEM IIpaBOM

YIJIy MO/JJaJTbHOTO OKHa.

JJIeMeHTHI yIIPaBJIeHUSL:

4 ? DUNLTPbLI - OTKp])ITB OKHO HaCTpOfIKI/I (bH]IBTpaHHH.
* (D - OTKpBITH OKHO HACTPOMKHU 0TOOpaykaeMbIX KOJIOHOK TaOJIHITHI.

e /] -V3MeHHUTH TEKyIMI IIOPSAZI0K COPTUPOBKU. COPTHPOBKA [IOCTYITHA TOJILKO T10 KOJIOHKe [laTa .

e 3 -06HOBUTH JJaHHBIE TAOIUIILI BPYUHYIO.

®* YacToTa 06HOBNEHUA - HACTPOMKA YaCTOTHI aBTOMATHYeCKOTO IIepeUUThIBaHUA CUCTEMHBIX COOBITHIMA.
[Ipy 1TIpoMaThIBAHUM IIEPBBIX 25 3JIeMEHTOB Tab/JHUILI mapamMeTrp "YacroTta

n 00HOBJIEHUS" TIEPEXOUT B COCTOSTHUE "OTKIIOUEHO".

Jl711 BO3BpaTa HY)KHO JIMO0 yKasaTb BPYYHYI0 BpeMsi 00HOBJIEHUS, MO0 0OHOBUTH
CTpaHHUIly Opaysepa.

® Tlouck no coobweHnsM - PErUCTPOHE3aBUCHMBIH ITOHCK B KOJIOHKe CoobueHue .
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PucyHok 49. ITouck no coobuieHus

Jltsi cOpoca BBIpa)KeHHs IIOMCKAa HEeOOXOJUMO Ha)KaTh KHOIIKY x CIIpaBa B dopme

A IIOHCKaA.

Kuormka He 0T06pa)KaeTCH, II0Ka He BBEIEHO KaKO e-JI100 3HaUeHUeE.

®HIHTPAITVSI HACTPAUBAETCS B CJIEAYIOIIEM OKHE:

PUNBTPELI
BuibepuTe neprog ¥poBeHb
] e
pynna Knou &
ABTOpP Ponb
IP

3aKpbiTb MpUMEHWTb

PucyHok 50. OKHO Hacmpolku guasmpayuu 3anuceil

OHILTpAITYs 3allicei [OCTYIIHA 110 ITapaMeTpaM:

® BouibepuTe nepuop - II03BOJILET BIOPATh BPEMEHHOM IIePHO/ C TOYHOCTBIO 10 faThl ¥ BpeMeHH.
® YpoBeHb - II03BOJISIET BHIOPATh YPOBEHB 0TOOpaykaeMbIX COOBITHI:

© |INFO -oTtobpakaTh COOBITHSA YPOBHSI INFO, WARNING, ERROR.

© DEBUG -oToOpakaTb COOBITHS BCeX YPOBHEM.

©  WARNING -o0To6paykaThb COObITHS YPOBHS WARNING, ERROR.

© ERROR -o0TOOpakaTb COOBITHSA YPOBHSA ERROR.

* [pynna - BEIOOP 0TOGpakaeMOM IPYIIIEL COOBITH.

® Koy - BEIOOP THUIIA COOBITHS M3 OIIpelesIeHHOH IPyHIThl. ECoTi rpyIina He BhIGpaHa - BHIOOP KJTFOUA

HEeJIOCTYIIEeH.

ABTOp - QHIIBTP II0 I10JTH30BATEJII0 CHCTEME], HHHUITUUPOBABIIIEMY COGBITHS.
® Ponb - POJIb CUCTEMHOTO I10JTH30BaTeJIsI, CBSI3aHHAS C COOBITHEM.

* IP-agpec - QMJIBTP IO afpecy XOCTa, C KOTOPOTO 6BLIO HHUITMMPOBAHO COOBITHE. /[OCTYyITHA
IUIBTpAITYS IT0 YaCTHYHOMY COBITIeHHUIO JIFOO0TO OKTETa/OKTETOB.
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Jl711 cObpoca BceX HaCTPOEeK K COCTOSTHUIO 110 YMOJIYaHUI0 UCII0JIb3yeTCsl KHOIIKa COPOCHTH BCe B BepXHeEM
IIpaBOM yIJIy OKHa BbIO0pa HapaMeTpoB QUILTpaiiy. KHOIIKa CTaHOBUTCI BUUMa TOJILKO eCJIU BhIOpaH

XOTs 6bI OUH QUIILTP.
CIIMCOK CHCTeMHBIX COOBITHHI

A CopmeprxkaHue 1107151 CoobueHne I COOBITUI 0TOOPa’kaeTcsI B COOTBETCTBUU C SI3BIKOM,
BBIOpaHHBIM B HACTPOMKeE f3bIK cMCTeMbl B paszesie OOIue HaCTpOUKU

HekoTopble QYHKITUM, ONHUCAaHHBIE HA [TAHHOW CTPaHUIlE, AOCTYIIHBI TOJILKO MIPHU
e HaJIMYMU paclIMpeHHOM JmIeH3uu. Takue OQYyHKITUM IIOMeYeHHl CIIeIfHaIbHbIMHU
MeTKaMU B BHJie [TBETHBIX 3HAUKOB PS/I0OM C HAUMEeHOBAHHEM.

CoObITHA — /INIIeH3UpOBaHHUE

HasBaHue co0bITHA OnucaHue VpoBenb CooOlieHue HcTouH
UK
AKTUBALMSA NTULEH3UN AKTUBaIUA INFO JIurteHsusa <productId> Gulo
JIUIeH3UU — YCIIeITHO aKTUBHUPOBaHa
pe3yabTaT
YCIIEeIITHOTO

obmenus ¢ ELM uiu

JIOKaJIbHas
npoBepka PLR
3arpyska ¢aina 3arpyska ¢ariia INFO Jurtensus <fileType> g ITosb30B
NULEH3UK JIUIIeH3UU <productId> yCIIelrHo aTeJib |
3arpyskeHa gy <hostname> Ul
[leMo pexum IIpoxykr santyiieH B~ WARNIN  IIpoAyKT 3amyilieH B 1eMO Gulo
JeMO pesKume G pexume
Jiuensuna npuHaTa JIMIIeH3Us YCIIeIITHO DEBUG JIurtensusa <productId> Ovis/
IpUMeHeHa (B IIpUMeHeHa B <service>. Aquila
cepBHUCax, ITapaMeTpsl: <params>
IIpez0CTaBIAIINX
yeayry — Ovis,
Aquila)
OYHKLMOHANbLHOCTb OrpaHuueHue WARNIN OrpaHuueHuHe 10CTyIIa K Ovis/
or paHu4eHa LOCTyma K G GYHKIIMOHALY Aquila
dyHKIIMOHaNy (110
PasHBIM IpUYNHAaM)
JlnueHsua ynanena JIuneHs3usa ygaaeHa INFO JluneHsus <productId>ymaneHa IIoJyb30B
aTeJsb /
Ul
Ownbka akTMBaLMM Ommubka aktTuBaniun ~ ERROR O1nbKa aKTUBAI[UHU JIUITeH3UU Gulo
NULEH3UN JIUIIeH3UU <productId>: <error>
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Ha3BaHHe COOBITHS

06HoBNEHMe daunna
NULEH3UM

YcnewHoe co3paHune
Ganna akTuBauum
JNIMLEH3UK

Ownbka co3paHua
¢anna akTuBauum
JNINLEH3UK

Oann nuueH3umn ¢
K/0YOM MpoayKTa yxe
cywecTByeTt

Ownbka 3arpyskmu

Ganna nuueHsuu

3anyueHa akTUBaLus
JILEH3 UK

Co3paHue danna
AKTUBALUN NULLEH3UU

MpuynHa cbpoca
NMUEH3UK

OOCTUFHYT NUMUT
roCTeBbIX
SHOMNOMHTOB AEMO
NULLEH3 UM
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OnucaHue

JIurieHsusa
epeBeJieHa B CTATyC
(init - ready,
BpyuHYVIO - backup u
T.IIL.)

daiisr akTUBAITUU
chopmMupoBaH
(mocsie o6palieHusS K
EPG-cepBucCy)

Ommbka
dbopMUpOBaHUA
¢daiisa akTUBaITUHU
(ommbka
obpameHud K EPG-
cepBuUcy)

PK-daiir yxe
CyIlleCTBYeT

Ommbka 3arpysku
darina IUIleH3UU

3amnyIieHa
aKTHUBaIUs
JIUIeH3UU

CosmaHue daiiia
aKTHUBAaIUIN
JIUIeH3UH

[Tpown3so1é copoc
JINIIEH3UU U
IepefaHa Ipu4YrHa
cbpoca.

[IpeBBINIEH IUMUAT
TOCTEBBIX
9HAIIOUHTOB B
IeMO-pe>KHUMe

YpoBeHb

DEBUG

INFO

ERROR

ERROR

ERROR

INFO

INFO

ERROR

WARNIN
G

CooGmieHue

Jlurtensusa <productId>
IepeBefleHa B CTaTyC <status>

daris akTuBauu cGopMUpPOBaH

g <productId>

Omubka popMupoBaHud dariia

aKTUBAUU i1 <productId>:
<error>

PK-dai 11 <hostname> yxe
CyILleCTBYeT

Ommubka sarpysku <fileType>
darisa IUIeH3UU [JI51
<productId> Ha <hostname>

AXTUBUpPYeET JTUIEH3UIO
<productId>.

CosmaéT dparisr akTUBaITUU 11
JIAIIeH3UHU <productId>.

JlunieH3us 6ymeT cOpoIieHa.
<dropReason>

IIpeBELIIIEeH JUMHUT B 1€MO
pe’xuMe Ha <limit>rocreBBIX
SH/IIOMHTOB

HcToun
UK

Gulo

Gulo

Gulo

Ursus

Gulo

Gavia

Gavia

Gulo

Gulo



Ha3sBaHHe COOBITHS

Ownbka
MHULMANM3aLUmn B
peuunmeHTe

OmucaHue YpoBeHb
OmmubKa ERROR
WHUIIMaIA3a[UU

JINTIeH3UHU B
peruneHTe

CoobITHsA — RADIUS AyTeHTHUPHUKALUA

HasBaHHue COOBITHSA

Co3paHa RADIUS
ceccus

YcnewHass RADIUS

ayTeHTupmkaums

NcTekna RADIUS
ceccus

OTknoHeHa RADIUS
ceccus

OnucaHue VposeHb
Cos3maHa HOBasd INFO
RADIUS ceccusa

RADIUS ceccusa INFO
YCIIEITHO IIPOoIIlIa
ayTeHTUQUKAITHI0

RADIUS ceccusa INFO
HUCTeKJIa

RADIUS ceccus WARNIN
OTKJIOHEHa G

CooGmreHue

IIpy IpUMeHeHUH JIULeH3UN
IIpousonIa omubka B pabore
cepBuCca

CooOGmieHue

RADIUS ceccu4 co3maHa.

RADIUS ceccud mmpo1ia
ayTeHTHQUKAILTHUIO.

RADIUS ceccud mpoTyxJIa.

RADIUS ceccus 0TKJIOHEHA.

CoObITHsA — OOHOBJIEHU e IPHUBUJIETHH poieH

Ha3BaHHe COOBITHA

MMonb3oBaTesnb
CUCTEeMbl co3faH

MMonb3oBaTesnb

CUCTEMbl N3MEHEH

Monb3oBaTtenu
cucTeMbl yaaneHsl

MapaMeTpbl yyeTHOM
3anmMcu M3MeHeHsl
nosfib30BaTesnieM

Co3paHa ponb

OnucaHue VposeHb
Co3maH HOBBIU INFO
I10JIb30BaTejb

CHUCTEeMBI

VsMeHeHEI JJaHHEbIe INFO
I10JIb30BaTesId

CHUCTeMBI

ViasneHsl WARNIN
I10J1b30BaTeJI:u G
CHUCTeMBI

ITostb30BaTesb INFO
U3MEeHUJI

mapaMeTpsl CBOeH

YUYeTHOM 3aIIHNCU

Cosmana HoBag poab INFO

RBAC

Coo0mIeHue

Co3maH 110JIb30BaTe/Ib CUCTEMEI
CJIOTUHOM <login> M pPOJILIO

<role>.

H3MeHeH I10J1b30BaTesIb
CUCTEeMBEI CJIOTUHOM <login> u
poJibI0 <role>.

YpaeHsbl I10/1b30BaTeIU
CUCTEeMBI C JIOTUHAMU <logins>.

ITosrb30BaTe b C IOTUHOM
<login> M pOJIBEI0 <role>
U3MeHUJI IlapaMeTpPhl CBOeH
YYeTHOU 3aITUCH.

Co3maHa poJib C UMEHEM <role>.

HcToun
UK

Gulo

HcToun
HK

Ovis

Ovis

Ovis

Ovis

HcToun
HK

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJs /
Ul

IIos1b30B
aTeJb /
Ul
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Ha3BaHHe COOBITHS

YoaneHs ponu

CoObITHsA — OOHOBJIEHHE CETEBBIX PECYpPCOB

Ha3BaHHe COOBITHS

Co3paHo ceTeBoe
yCTPOUCTBO

N3MeHeHo ceTeBoe
yCTPOWCTBO

YpnaneHsl ceTesble

yCcTpoicTBa

Co3paHa ceTeBas
rpynna

3MeHeHa ceTeBaf
rpynna

YpaneHsl ceTeBble
rpynnsl

Co3paH ceTeBOM
npodunb

3MeHeH ceTeBOMN

npopunb

YpnaneHol ceTesble
npodunn

CoOnITHsA — OOHOBJIEHUE 3/IEMEHTOB ylIpaBJIeHUs HAeHTUPUKan el
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OnucaHue

ViajseHbl poJyi
RBAC

OnucaHue

Cos3maHo HOBOE
ceTeBOE YCTPOMCTBO

HsMeHeHEI
mapaMeTpsl
CeTeBOTO
YCTPOMCTBA

ViaseHbI ceTeBbIE
yCTpOMiCTBa

CosmaHa HOBad
ceTeBas rpylima

N3sMeHeHBI
ImapaMeTpsl CeTeBOU

IPYIIIIBI

ViajsieHBI ceTeBbBIE
TPYIIIIBI

Co3maH HOBBIU
CeTeBOU IIPOPUIb

HsmMeHeHBbI
mapaMeTpbl
CeTeBOTO IIPO QU

VYianeHBI ceTeBbIe
npo ouin

YpoBeHb

INFO

YpoBeHb

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

CooGmieHue

PoJjii c uMeHaMHU <roles> OBIIIH
yIoaJIeHBbl.

CoobmieHue

CeTeBOE€ YCTPOUCTBO
<deviceName> OBIJIO CO3TAHO.

CeTeBOE YCTPOMCTBO
<deviceName> OBIJIO H3MEHEHO.

CeTeBBIe yCTPOMCTBA

<devicesNames> OBIJIH y/laJI€HBI.

CeTeBad rpymima <groupName>
OblJIa co3maHa.

CereBag rpymmna <groupName>
OblJIa U3MeHeHa.

CeTeBble IPYLIILL <groupsNames>
OBLIIY Y7 aJIeHBI.

CeTeBOH IpOYUIL
<profileName> GbIJI CO3/aH.

CeTeBOM IpoPUIbL
<profileName> ObLJI U3MEHEH.

CeTreBble Ipo QUIHU
<profilesNames> 61U
y/iaJIeHbl.

HcToun
UK

Ilosp30B
aTeJp /
Ul

HcToun
HK

Ilosbp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJp /
Ul

IIos1b30B
aTeJs /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

Ilosp30B
aTeJb /
Ul



Ha3sBaHHe COOBITHS

Co3paH
nonb30BaTENb CETH

N3MeHeH

nonb3oBaTeslb CeTU

YpaneHsl
nonb30BaTenn cetu

Co3paHa rpynna
nonb3oBaTenen cetu

3MeHeHa rpynna
nonb3o0BaTenen cetu

YpnaneHsl rpynmnbl
nosib30BaTeNnen ceTu

OnmcaHue

Co3maH HOBBIU
I10JIb30BaTeJb CEeTHU

N3MeHeHBI
ImapaMeTpsl
I10JIb30BaTeJIsI CETH

VimaneHsI
I10JIb30BaTeJIN CeTHU

CosmaHa HOBas
rpyIiia
II0JIb30BaTe el
ceTu

H3MeHeHEI
ImapaMeTphl TPYIIIIBI
II0JIb30BaTeJIen
ceTHu

YraneHbl IPYIIIIbI
II0JIb30BaTesie
ceTH

YpoBeHb

INFO

INFO

INFO

INFO

INFO

INFO

CooGmreHue

ITonb30BaTesb CeTH
<identityUserName> Ob1JI
CO3/IaH.

Ilosib3oBaTesb ceTu
<identityUserName> Gb1JI
H3MeHEH.

IIosb3oBaTesu ceTu
<identityUsersNames> 6blIH
yZiaJIeHbl.

I'pymiia Ioyb3oBaTesIe ceTu

<identityUsersGroupName> Gblja

co3maHa.

Ipynmna rmoab3oBaTesed CeTU

<identityUsersGroupName> Gbly1a

H3MEHEHa.

I'pynnel mojab3oBaTesel ceTH
<identityUsersGroupsNames>
OBLIIN Y7 aJIeHBI.

CoObITUS — OOHOBJIEHHE IEIIOYKH U eHTHPHKAITUHU

Ha3BaHHe COOBITHSA

Co3paHa uenoyka
noeHTudmkaumm

3MeHeHa uenoyvka
npoeHTudmkaumm

YpoaneHsl Lenoyku

npoeHTudmkaumm

OnucaHue

CosmaHa HOBagd
IIeIroYKa
U eHTUQUKAIIUU

HsMeHeHEI
mapaMeTphl
I[eII0YKH
UIeHTUPUKAIIUU

ViajseHsl [IeII0YKU
UIeHTUQUKAITUN

YpoBeHb

INFO

INFO

INFO

CoobmieHue

[lenmouka U eHTUQUKAITUUA
<identitySequenceName> 6nly1a
cospmaHa.

Ilertouka ueHTUQUKAITUU
<identitySequenceName> 6blya
H3MeHeHa.

[lenoykH UeHTUQUKAITUU
<identitySequencesNames>
OBLJIN Y a/leHBbl.

CoObITUSI — OOHOBJIEeHHE BHENITHUX HCTOUYHUKOB U eHTUPHKAITUHU

HcToun
UK

IIosbp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosb30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJn /
Ul

HcToun
UK

IIosbp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul
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Ha3BaHHe COOBITHS

Co30aH BHeWHUN
MCTOYHUK
noeHTudmKaumm

I3MeHeH BHeWwHun
NCTOYHUK

nageHTudmKauum

YpnaneHsl BHeWHue
NCTOYHUKM
noeHTudmKaumm

ﬂaponb OOMEHHOI 0

KoOMNbloTepa yCnewHo

W3MEHEH

Ownbka npwm
U3MeHeHMU napons
LOMEHHOTr 0
KoMMbloTepa

CoObITHA — OOHOBJIeHHe MOJIUTHK RADIUS

Ha3BaHue COOBITHA

Co3paHbl Habopsbl
nonntnk RADIUS

N3MeHeHbl Habopbl
nonuTtuk RADIUS

YpnaneHsl Habopsbl
nonntnk RADIUS
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OmucaHue YpoBeHb

Co3maH HOBBIU INFO
BHENIHHUHN UCTOUYHUK

U eHTUQUKAIIUU

H3MeHeHBEI INFO
mapaMeTpsl

BHEIITHET 0

HUCTOYHHUKA

U eHTUQUKALIUU

ViaseHbl BHEIIHUE INFO
UCTOUYHUKU

U eHTUQUKAIIUU

ITapoJib JOMEHHOTO INFO
KOMIILIOTEpa

YCIIEITHO U3MeHEH

Omwubka mpu ERROR
M3MeHEeHUH I1apoJIs
IOMEHHOTO

KOMIIbIOTEpa

OnucaHue VpoBeHB

Co3maHbl HOBBIE INFO
HabopBI HOJIUTUK

RADIUS

H3MeHeHbI INFO
napaMeTphl
Hab0pOB ITOJUTUK

RADIUS

VnajsieHbl Ha60PHI INFO

1mostuTUK RADIUS

CooGmieHue

BHeITHUY UCTOUYHUK

U eHTUQUKaIuu
<externalSourceName> GbLI
CO3MaH.

BHeITHUY UCTOYHUK
UIeHTUPUKAITUU
<externalSourceName> GBI
H3MeHEH.

BHelllHMEe UCTOYHUKU
uIeHTUQUKAITUU
<externalSourcesNames> GBI
yIaJeHbl.

VcrrenrHoe aBToMaTUvecKoe
U3MeHeHUe CUCTeMOU I1apoJid y
JOMEHHOTO KOMIIbIOTepa
<externalSourceComputerName>
BO BHEITHEM UCTOUYHUKE
<externalSourceName> .

[Tpousonra omubKa Ipu
aBTOMAaTUYeCKOM U3MEeHEeHUU
IapoJIsi CUCTEMOM Y JOMEHHOTO
KOMIIbIOTEpa
<externalSourceComputerName>
BO BHEIIITHEM UCTOYHUKE

<externalSourceName>.

CoooGuieHue

Habopbl HOJTUTUK
<radiusPolicySetNames>
CO3[IaHBI.

Habopbl HOJTUTUK
<radiusPolicySetNames>
U3MEHEeHBI.

Habopbl HOJTUTUK
<radiusPolicySetNames>
yIaJleHbl.

HcToun
UK

Ilosp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosbp30B
aTeJb /
Ul

Ursus

Ursus

HcTouH
HK

IIos1b30B
aTeJn /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJn /
Ul



Ha3BaHHe COOBITHS

Co3paH npodunb
aBTopu3auun RADIUS

N3mMeHeH npodunb
aBTopusaumn RADIUS

YpaneHs npodunu
aBTopu3auun RADIUS

Co3paH cnucok
pa3peweHHbIX
npotokosios RADIUS

I3MeHeH cnucok
pa3pelweHHbIX
npotokonos RADIUS

YpaneHs Cnucku
pa3peleHHbIX
npoTtokosnos RADIUS

Co3paHo ycnosue
RADIUS

N3MeHeHO ycnosue
RADIUS

YpoaneHs ycnosus
RADIUS

CoObITHA — OGHOBJIEHH E IPOPHIHPOBAHUS

OnucaHue

Co3maH HOBBIU
IpoQuIb
aBTOpHU3aAIUHU
RADIUS

HNsMmeHeHEI
mapaMeTpbl
po ouis
aBTOpU3aIUU
RADIUS

VYrayeHs!I IIpo GHIu
aBTOPHU3AIUU
RADIUS

Co3maH HOBBIUA
CITHCOK
paspereHHbIX
npoTokosoB RADIUS

H3MeHeHEI
mapaMeTphl CIIHCKA
paspelieHHbIX
npoTokosoB RADIUS

ViaieHbl CIIUCKU
paspereHHbIX
npoTokosoB RADIUS

Co3maHo HOBOE
yCI0BHUE IJI1
noauTuk RADIUS

H3MeHeHBEI
ImapaMeTphl YCI0BUSI
JLJISI TIOJTUTHK
RADIUS

VianeHE! yCI0BUSA
JUJISL IIOJIUTUK
RADIUS

YpoBeHb

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

CooGmieHue

[Ipo¢uns aBTOpPU3AIIUU
<radiusAuthProfileName>

CO3/aH.

[Ipodub aBTOpU3aAUUA
<radiusAuthProfileName>
H3MEeHEH.

[Ipodunu aBTOPU3ALTUU
<radiusAuthProfilesNames>
yIaJIeHBbl.

CIIMCOK paspellleHHbBIX
IIPOTOKOJIOB
<radiusAllowedProtocolName>
CO3aH.

CrrcoK paspelreHHBIX
IPOTOKOJIOB
<radiusAllowedProtocolName>
H3MeHEeH.

Crucok paspernreHHBIX
IIPOTOKOJIOB
<radiusAllowedProtocolNames>

yaJIeH.

VceinoBue <radiusConditionName>

CO31aHO.

VceaoBue <radiusConditionName>
HU3MeHEHO.

VceaoBus
<radiusConditionNames>

ymaJaeHsbl.

HcToun
UK

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJs /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul
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Ha3BaHHe COOBITHS

Co3paHa nonuTuka
npo¢unmpoBaHuns

N3MeHeHa nonuTukKa
npo¢unmMpoBaHus

YnaneHsl NonMTuKM
npo¢unmpoBaHuns

Co3paHo ycnosue
npo¢unmMpoBaHus

3MeHeHO ycnosue
npo¢unmMpoBaHus

YpaneHs ycnosus
npodunmposaHuns

Co3paH Nornmyeckun
npopunb

N3MeHEH noruvyeckun

npodunb

YpaneHs noruyeckune
npodunu

OnucaHue

CosmaHa HOBagd
OJUTHUKA
IpoUINPOBaAHUSI

H3MeHeHEI
mapaMeTpsl
IIOJIUTUKH
npo$UINPOBaAHUA

YiasneHsl IIOJIUTUKHU
npo GUINPOBAHUSA

Cos3maHo HOBOE
yCI0BHE
npodUIupoBaHUI

M3MeHeHBI

IIapaMeTpErl YCJIIOBUA

Ipo GUINPOBaAHUA

VhajleHsl yCI0BUS
npo GUIUPOBAHUA

Co3maH HOBBIU
JIOTUYECKUH
PO QUIb.

H3MeHeHBEI
mapaMeTphl
JIOTUYECKOTO
npo Guis.

VianeHsbl
JIOTUYecKue
IIpO GUIIH.

YpoBeHb

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

CooGmieHue

ITosuTHKa ITPO GUINPOBAHUSI
<policyName> GbljIa co3maHa.

IToJIUTHUKY ITPO GUIHUPOBaHUS
<policyName> OBIJIU U3MEHEHHI.

ITouTHKYU PO PUINPOBAHUS
<policiesNames> 6b1IH
y/iaJIeHbl.

VeaoBue po UIMpoBaHUS
<conditionName> 6BIJIO CO3/TaHO.

VeiaoBue Ipo GUIMpoBaHUs
<conditionName> 6b1JI0
HU3MEHEeHO.

VcaoBUs ITpo GUIHPOBAHUS
<conditionsNames> OBIIHN
yIaJIeHbl.

JlornuecKUi Ipo GUIb
<logicalProfileName> GBI
CO3/aH.

JlornyecKHUi IIpo GUIb
<logicalProfileName> GbLI
U3MEeHEH.

Jlornueckue IpoPuaIn
<logicalProfilesNames> OBIIU
ymaJeHBbl.

CoObITHsA — OOHOBJIEHHE MApPIIPYTOB COOBITUM
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HcToun
UK

Ilosp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

Ilosbp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTesap /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul



Ha3BaHHe COOBITHS

Co3paH nor -
KONnnekTop

3MeHeH nor -

KONnekTop

YpaneHs nor -
KONeKTopbI

Monb3oBaTtenb
oTNpaBun TecToBoe
cobbiTne B nor
KonnekTop

OnucaHue

Co37aH HOBBIH JIOT-
KOJITIEKTOP

N3MeHeHBI
ImapaMeTpsl JIOT-
KOJIJIEKTOpa

VmajsieHs! JI0T-
KOJIJIEKTOPBI

Ilosib30BaTeJ b
OTIIPaBHJI TeCTOBOE
COOBITHE B JIOT
KOJIJIEKTOP.

YpoBeHb

INFO

INFO

INFO

INFO

CoobIiTua — I1oJIb30BaTE/IHLCKHE CeCCHHU

Ha3BaHHe COOBITHS

Co3paHue
Nnosib30BaTeNIbCKOM
ceccum

3aBeplueHune
Nnofib30BaTENbCKOM
ceccum

Pa3pebiB
Nnofib30BaTeNbCKOM
ceccum

lMonb30BaTenbckas
ceccua ucrtekna

Owmnbka
ayTeHTUpMKauum:
HeBEpPHbIN NOTMH

OnucaHue

ITosib30BaTeIb
BOIIIeJI B CUCTEMY

IIosib30BaTe b
BBIIIIEJ U3 CUCTEMBI.

Ceccusa
I10JIL30BaTeJIs1 ObljIa

IIpepBaHa CUCTEeMOM.

Ceccusa
I10JIb30BaTeJIsI
HCTeKJIa.

ITomrpIiTKA
ayTeHTUQUKAIIUHU C
HeBePHBIM
JIOTUHOM.

YpoBeHb

INFO

INFO

INFO

INFO

WARNIN
G

CooGmieHue

JIoT KOJJIEKTOP
<logCollectorName> OBII
CO3[aH.

JIor KOJIJIEKTOP
<logCollectorName> GBII
U3MeHEH.

JIoT KOJIJIEKTOPEI
<logCollectorsNames> OBLIH
yIaJIeHBbl.

ITosb30BaTesNb O TIIPABUII
TeCTOBO€ COGBITHE B JIOT
KOJLJIEKTOP.

CooGmieHue

ITosb3oBaTes b <login> BoOIllesa
B CUCTEMY C IIpaBaMU
<authorities> cIP <userIp>.

IlosbsoBaTenb <login>
ayTeHTUQUITUPOBaHHBIN Uepes
<sourceName> BEIIIIeJI U3
CUCTeMEBI Cip <userIp>.

Ceccus moJsib3oBaTesd <login>
ayTeHTUQUITUPOBAHHOTO Uepes
<sourceName> cip <userIp>
pasopBaHa.

Ceccud nmosib3oBaTessa <login>
ayTeHTUQUITUPOBAHHOTO Yepes
<sourceName> cip <userIp>
HUCTeKJIa.

[Tosb30BaTeIb IPOBAJIHII
ayTeHTHQUKAIIUIO C IOTHHOM
<login> uepes UCTOYHUK
<externalSourceName> cip

<userIp>, HeBepHBIU JIOTHUH.

HcToun
UK

IIosbp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

HcToun
UK

IIosp30B
aTeJp /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTenap /
Ul

39



Ha3BaHHe COOBITHS

Ownbka
ayTeHTupmMKaumum:
HeBepHbIM Naposb

Ownbka
ayTeHTUpMKauum:
nonb3oBaTenb
LeaKTUBUPOBaH

" Ommbka
ayTeHTUQUKAITUU:
IIyCTOM JIOTUH

Ownbka
ayTeHTupMKauum:
nycToi naposb

Ownbka
ayTeHTupmnkKaumm:
ponb He HaWpeHa

Ouwunbka
ayTeHTUPMKaLUK
BHEWHUN UCTOYHUK

HemoCTyneH
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OnucaHue

ITomeITKA
ayTeHTHQUKALIUHU C
HeBEePHEIM
mapoJeM.

ITommpiTKA
ayTeHTHQUKAILIUHU C
JleaKTUBUPOBaHHBI
M II10JIb30BaTeJIeM.

ITonwiTKa
ayTeHTUQUKAIIUU C
IYCTBIM JIOTUHOM.

ITommpITKa
ayTeHTUQUKAIIUU C
IIYCTBIM I1aPOJIEM.

ITomreITKA
ayTeHTUQUKAIIUU C
HeNoAX0AdIIen
poJbIo.

ITommpITKA
ayTeHTUQUKAIIUHU C
HeJ0CTYITHBIM
BHEIITHUM

HCTOYHHKOM.

YpoBeHb

WARNIN
G

WARNIN
G

ERROR

WARNIN
G

WARNIN
G

WARNIN
G

CooGmieHue

[ToJIb30BaTeIh IPOBAJIHIT
ayTeHTUQHUKAITHIO C TIOTHHOM
<login> yepe3 UCTOYHHUK
<externalSourceName> cip

<userIp>, HeBEpPHBIH IApPOJIb.

Ilosib30BaTesIb IPOBAIUII
ayTeHTUQUKAIIHIO C IOTHHOM
<login> uepes UCTOYHUK
<externalSourceName> cip
<userIp>, OTKJIHUYeHHbIN
aKKayHT.

[TonpITKa ayTeHTUQUKAITUU
yepe3 UCTOYHUK
<externalSourceName> 6e3
JIOTUHA Cip <userIp>.

ITosib30BaTeJIb IIPOBAJIHII
ayTeHTUQHUKAIIHIO C IOTHHOM
<login> uepe3 UCTOYHUK
<externalSourceName> cip

<userlIp>,IIyCTOU I1apOJIb.

ITosib30BaTeJIb IIPOBAJIHII
ayTeHTUQUKAITUIO C IOTUHOM
<login> uepes3 UCTOUYHHUK
<externalSourceName> cip
<userlIp>,moaxopsInasi poJb
He HalJleHa.

ITosib30BaTesIb IPOBAIUII
ayTeHTUQUKAIIUIO C IOTHHOM
<login> uepes UCTOYHUK
<externalSourceName> cip
<userIp>, BHEIIHUU UCTOUYHUK

HeJI0CTYIIEH.

HcToun
UK

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJn /
Ul

IIos1b30B
aTeJb /
Ul

ITIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJsb /
Ul

IIos1b30B
aTeJn /
Ul



HasBaHue co0bITHsA OnucaHue VpoBens CooOmieHue HcToun
HK
OcTanbHble ownbkm OcrasibHbIe o6k ~ ERROR ITosb30BaTesIb IIPOBAJIHII ITosb30B
ayTeHTupmkaumuu BO3HUKAIOIIIME B ayTeHTHQUKAILUIO C IOTUHOM areJnb /
xome <login> yepe3 UCTOYHUK Ul
ayTeHTUQUKAITUU <externalSourceName> cip
<userlIp>, OIIIHMOKa: <error>.
CoobITHsI — OOHOBJ/IEHHE 9HAIIONHTOB
HasBaHue co0bITHsA OnmucaHue VpoBens CooOmieHue HcToun
HK
Co3paH 3HAMNOMHT Co3maH HOBBIU INFO JHATOUHT <endpointName> GBI ITosb30B
SHIIIOUHT CO3IaH. aTeJsb /
Ul
I3MeHeHbl SHOMNOUHTHI H3MeHeHBI INFO JHAIOUHTEI <endpointsNames> IIosib30B
ImapaMeTphl ObIJTH U3MEHEHEI. areJib /
3H/IIOMHTOB Ul
YnaneHsl SHAMOUHThI ViaseHsbl INFO JHAIOUHTEI <endpointsNames> IIosb30B
SH/IIOUHTHI OBLIIY Y7 a/IeHBI. areJb /
Ul
Co3paHa rpynna Co3maHa HOBasd INFO I'pymma sHAIIOUHTOB ITos1b30B
SHAMNOMHTOB IpyIIia SHAIIOUHTOB <endpointsGroupName> 6bLIa areJs /
co3maHa. Ul
N3MeHeHa rpynna HsMeHeHBI INFO I'py1ma sHAIIOMHTOB ITos1b30B
SHOANOMHTOB ImapaMeTphl TPYIIIEI <endpointsGroupName> 6bL1a areJb /
9HJIIOMHTOB u3MeHeHa. Ul
YpoaneHsl rpynmbl YraneHbl IPYIIIIEI INFO I'pyIIIIel SHAIIOUHTOB ITos1b30B
3HOMNOUHTOB 3HIIIOUHTOB <endpointsGroupsNames> GBI aTeJb /
Yy aJIeHEl. UI
CoobITHsI — OOHOBJ/IEHHE HAaCTPOEK CEpBHUCOB
HasBanue OnucaHue VpoBern Coob6mieHue HcTouHUK
coobITHA b
3anpoc Ha HNsmeHeHUe DEBUG ITpousseseH 3anpoc Ha Phoca
U3MeHeHune HaCTpoex H3MeHeHUe HaCTPOUKU
HacTpOeK CepBMCOB  CEPBUCOB CEepPBHCOB:
* <serviceName>
¢ <serviceName>.
NpumeHeHune HacTpotika DEBUG [IpruMeHeHa HaCTpOMKa I <serviceName>
HaCTpOWKM CepBMWCa  CepBHCa cepBHUca <serviceName>.
IIpUMeHeHa
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Has3BaHue
COOBITHA

3anpoc Ha
n3MeHeHue
HacTpoek
KOHTEeNHepoB

[MpuMeHeHune
HaCTPOMKM
KOHTelHepa

Ha3BaHHe COOBITHS

[MpuMeHeHune
HaCTpPOEK CUCTeMb

HasBaHHue COOBITHSA

Co3paHue
LOBEPEHHOTr 0
ceptudukata

N3MeHeHne
LOBEPEHHOr 0
ceptudukaTa

YnaneHue
LOBEPEHHOT 0
cepTudukaTa

N3MeHeHMe cTaTyca
LBOBEPEHHOr 0
cepTudukaTa

NcTekaeT cpok

OnucaHue VpoBern Coo0ieHue HcTouHHUK
b
HsmeHeHUe DEBUG  IIpousBejeH 3alIpocC Ha Phoca
HaCTpOeK W3MeHeHNe HaCTPOUKU
KOHTEeWHepPOB KOHTENHEPOB:
* <containerName>
* <containerName>.
Hacrtpoiika DEBUG IIpuMeHeHa HacTpOMKa JJI <containerName>
KOHTeMHepa KOHTelHepa <containerName>.
IIpUMeHeHa
CoOnITHsI — OOHOBJIEHHE HAaCTPOEK CUCTEMBI
OnucaHue VpoBenbs CooOmieHue HcToun
HK
HN3meHeHUE INFO HsMeHeHE!I ciIeyIolue Ilos1b30B
HacTpOeK CHCTeMBI mapaMeTpsl: areJnb /
* HacTpoiika 1: "sHaueHue 1" - Ul
"3HayeHUe 2"
* HacTpoiika 2: BKJIIIOUEHO —
BBIKJIIOUEHO
CoObITHsA — OOHOBJIEHHE HACTPOEK cepTUPUKATOB
OnucaHue VpoBenb CooOlieHue HcTouH
HK
JloBepeHHBIN INFO JloBepeHHBIN cepTUUKAT ITosb30B
cepTUQUKAT GBI <certName> OBIJI CO3/aH. aTeJsb /
co3gaH Ul
JloBepeHHBbI INFO JloBepeHHBIN cepTUUKAT ITos1b30B
cepTuduUKaT O6bLI <certName> GBIJI USMEHEH. aTeJsb /
HU3MeHeH UI
JloBepeHHbIN INFO JloBepeHHEbIE CePTUPUKATHI ITosb30B
cepTuduUKaT ObLI <certNames> OBLIIN yIaJI€HEI. aTeJsb /
yIaleH Ul
Craryc roBepeHHOro WARNIN CraTyc OBEpeHHOIO ITosb30B
cepruduKara 6511 G ceprudukara <certName> OBLI areJs /
H3MeHeH H3MeHeH Ha <status>. Ul
CpOK L eHCcTBUS WARNIN  /JloBepeHHBIU cepTUUKAT Phoca
JOBEPEeHHOTI0 G <certificateName> mcTeyéT

oencTeung
NOBEPEHHOr 0

cepTudukaTa
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cepTudurKaTa CKOpo

KOHYHKTCA

<expirationDate> (uepes
<daysLeft> mH.).



Ha3sBaHHe COOBITHS

Cpok gencrtsus
[OBEPEHHOTr O
cepTupMkaTa uctek

OnmcaHue

3aKOHYMJICS CPOK
IerCTBUSI
IOBEPEeHHOTO
ceptudukara

YpoBeHn

ERROR

CooGmreHue HcToun

HK
CpOK 1eliCTBUS JOBEPEHHOTO Phoca
cepruduKara

<certificateName> HCTEK
<expirationDate>.

CoObITHA — IIOpTaIbHBIE OITHOKH ayTEHTHPUKATTHH T

yBeAOMJIeHUMN

Ha3BaHue COOBITHA

CepBuc
ayTeHTudMKaumum He

gocTyneH

Owunbka otnpaBku CMC
coobueHuns

OnucaHue

CepBuc 11opTana
HeJ0CTYIIEH.

[Tpou3sonaa omu6Ka
npu otrpaske CMC
IIpU HOPTaTbHOM
aBTOPH3AIIHH.

CoobiTHI — CMC-IILTIO 3

Ha3BaHHe COOBITHS

MonyyeHo peMo CMC

Owunbka oTnpaBKM
yBEe[OMJIEHUS Ha

noyTy

OnucaHue

ITosryuerno CMC ot
JeMO-IILII03a.

VBegomieHHE 00
OIITUOKe IIpU
OTIpaBKe
3JIEKTPOHHOTO
nucbMa

VposeHb

ERROR

ERROR

VYpoBeHn

INFO

ERROR

CooOGmieHue HcToun
HK
CepBuC ayTeHTUPUKAIIUU Castor

<service> HEIOCTYIIEH.

Ommbka otripaBku CMC Ha Castor
HOMep TeslepoHa <target> Ha

noprase <portalName>:

CoobiTusI — TACACS+ AyTeHTUPHUKaAI U

Ha3BaHHe COOBITHS

Hauano
ayTeHTupmKauum
poctyna TACACS+

OnucaHue

ITosb30BaTesb
HayvaJl
ayTeHTUQUKAITUI0
JLOCTyIIa yepes
TACACS+

YpoBeHn

INFO

<error>.

CooGuieHue HcToun
HK

ITosyuyeHO 1€MO CMC: Bubo

<smsMessage>.

Ommbka IIpu OTIIpaBKe Bubo

3JIEKTPOHHOTIO IIMChMa Ha afpec

<email>: <error>

CooGmieHue HcToun
HK

ITosib30BaTe b <suser> Hayal Aquila
ayTeHTU(QUKAI[UIO Yepes
<tacacsProtocol>.

63



Ha3BaHHe COOBITHS

Ownbka
ayTeHTupmKauum
poctyna TACACS+

Havano
ayTeHTupmkauum
enable TACACS+

YcnewHas
ayTeHTupmkKaumns
enable TACACS+

Ownbka
ayTeHTupmKauum
enable TACACS+

OnucaHue YpoBeHb

ITosib3oBaTesb He INFO
poIIesa

ayTeHTUQUKAIIUIO

JIOCTyIIa uepes

TACACS+

ITostb30BaTesIb INFO
Hayval

ayTeHTUQUKAITHIO0

JLJIS1 USMEeHEHUS

YPOBHA

IIPUBUJIETUH

IIos1b30BaTe b INFO
YCIIEIITHO U3MEeHUJI
YpOBeHb

TIIPUBUJIETUH

Ilosib30BaTeIb He INFO
CMOT U3MEHHUTH
YpPOBEeHb

IIPUBUJIIETUUA

CoobmreHue

Ilosb3oBaTesb <suser>
IIPOBaJINJI ayTeHTUPUKALTUI0
yepe3 <tacacsProtocol>.

ITosb30BaTesIb <suser> Hayvall
H3MeHeHUe YPOBHA
IIpUBUJIETUN Ha
<privilegelevel> uepes

<tacacsProtocol>.

Ilosb3oBaTesb <suser>
YCIIEeIITHO U3MEHUJI ypPOBEHb
IIPUBUJIETUH Ha
<privilegelevel> uepe3
<tacacsProtocol>.

ITosb3oBarTesb <suser>
IIPOBaJIUJI U3MEHEHUE YPOBHSI
IIpUBUJIETUN Ha
<privilegelevel> uepes
<tacacsProtocol>.

CoobiTuss — TACACS+ ABTOpHU3aI U

Ha3BaHue COOBITHA

YcnewHas
aBTOopu3auusd
poctyna TACACS+

Ownbka aBTOpPM3aLMM
poctyna TACACS+

YcnewHas
aBToOpM3auusd
kKoMaHpabl TACACS+
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OnucaHue

ITosb30BaTeIb INFO
YCIIEIITHO IIPOIIe
aBTOPU3AIIUIO

ITocTyIia

Ilosib30BaTeIb He INFO
IpoIIesa
aBTOPU3AIIUIO

IOoCTyIa

IIos1b30BaTe b INFO
aBTOPU30BaH JJIsI
BBIIIOJTHEHHUSI

KOMaH/IbI

VposeHb

CooOGmieHue

Ilosib3oBaTesIb <suser> IIPOIIIeJI
aBTropusanuio uepe3 TACACS+.

[oyb30BaTeNh <suser>
ITPOBAJIHJI ABTOPU3AITHIO Uepes
TACACS+.

Ilosip30BaTes b <suser>
aBTOPU30BaH JJIs1 BHITIOJTHEHUS
KOMaH/Ibl <tacacsCommand>.

HcToun
UK

Aquila

Aquila

Aquila

Aquila

HcTouH
HK

Aquila

Aquila

Aquila



Ha3BaHHe COOBITHS

Ownbka aBTOpPM3aLMK
kKoMaHpabl TACACS+

OnucaHue

ITob30BaTesb He
aBTOPHU30BAaH JIJIS
BBITIOJTHEHUS
KOMaH/IbI

VYpoBeHn

INFO

CooGmieHue

ITosb3oBaTenb <suser>
IIPOBAJIMJI aBTOPU3AL[HIO I
BBIIIOJITHEHUS KOMaH/IbI
<tacacsCommand> .

CoobITusI — VueT akTuBHOCTH TACACS+

Ha3BaHHe COOBITHSA

TACACS+ norwuH

TACACS+ norayTt

TACACS+ BbINOJSIHEHME

KOMaH[bl

Hen3BecTHoe
cobbiTne TACACS+

accounting

OnucaHue

IIosib30BaTe b
BOIIIEJI B CUCTEMY

IIosib30BaTe b
BBIIIIEJI U3 CUCTEMBI

IIosib30BaTe b
BBIIIOJIHUJI KOMaHAYy

HeusBecTtHOE
COOBITHE
aKKayHTHUHTa

VpoBeHb

INFO

INFO

INFO

INFO

Coo0mieHue

ITosib30BaTe b <suser> BOIIIEJ.

Ilosib30BaTeJIb <suser> BBIIIIEJL.

IIosib30BaTesib <suser>
BBIIIOJIHUJI KOMaH/ bl
<tacacsCommand> .

HeusBecTHOE COOBITHE
aKKayHTHHTA JJI9 10JIb30BaTe s

<suser>.

CoObITHS — OOHOBJIEHHE IIOPTAIOB

HasBaHHue COOBITHSA

Co3paH noptan

N3MeHeH nopTan

YoaneH noptan

OnucaHue

Co3maH HOBBIU
mopTal

M3MeHeHBI
mapaMeTphl ITopTaja

VhaseH moprall

VpoBeHB

INFO

INFO

INFO

CooOG1ieHue

ITopTai <portalName> 6bLI
CO3MlaH.

ITopTai <portalName> 6L
HU3MEHEH.

ITopTas <portalName> OBLI
Yy aIéH.

CoobITHI — OOHOBJIeHHe NOIUTHKUA TACACS+

Ha3BaHHe COOBITHS

Co3paH Habop
nonntnk TACACS+

OnucaHue

Co3maH HOBBIU
Habop IMOJIUTUK
TACACS+

VYpoBeHn

INFO

CooGmieHue

Ha6op mosmutuxk TACACS+
<tacacsPolicySetName> GBI

Co3maH.

HcToun
UK

Aquila

HcToun
HK

Aquila

Aquila

Aquila

Aquila

HcToun
HK

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

HcToun
HK

IIosp30B
aTeJs /
Ul

65



Ha3BaHHe COOBITHS

3MeHeHbl Habopsbl
nonntnk TACACS+

YpaneHsl Habopsbl
nonntunk TACACS+

Co3paH npodunb
TACACS+

3MeHeH npopunb
TACACS+

YpaneHs npodunu
TACACS+

Co3paH Habop KoMaHf

TACACS+

N3meHeH Habop
kKoMaHpg TACACS+

YpaneHsl Habopsbl
KoMaHpg TACACS+

CospaHo ycnosue
TACACS+

i3MeHeHO ycroBue
TACACS+
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OnucaHue

H3sMeHeHBI
mapaMeTphbl
Hab0pOB IIOJIUTHUK
TACACS+

YaneHbl Ha60PBI
noauTuk TACACS+

Co3maH HOBBIUA
npoduab TACACS+

HWsMeHeHEI
ImapaMeTpsl
npo¢uist TACACS+

VnaneHsl mpo GuIn
TACACS+

Co3maH HOBBIU
Habop KOMaH/[
TACACS+

HM3MeHeHEI
napaMeTphI Habopa
xoMmaH TACACS+

YraneHbl Ha60PBI
xKoMmaH TACACS+

Cos3maHo HOBOE
yCI0BUE JJISI
mmoauTUuK TACACS+

M3MeHeHBI

ITapaMeTphlI YCJIIOBUA

JLJIS1 IIOJIUTUK
TACACS+

YpoBeHb

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

CooGmieHue

Ha6ops! momutuk TACACS+

<tacacsPolicySetsNames> ObLIN

HM3MEHEHHBI.

Ha6ops! nmosutuk TACACS+

<tacacsPolicySetsNames> ObLIN

Y aJIeHEI.

IMpoduns TACACS+
<tacacsProfileName> ObLI
co3maH.

IIpoduns TACACS+
<tacacsProfileName> GBI
H3MeHEeH.

IIpo¢umu TACACS+
<tacacsProfilesNames> ObIJIH
yIaJIeHBbl.

Ha6op xomany TACACS+
<tacacsCommandName> GBLI
CO3[aH.

Ha6op xkomang TACACS+
<tacacsCommandName> GBLI
H3MEHEH.

Ha6opsr komany TACACS+
<tacacsCommandsNames> OBIJIHN
yIaJIeHEl.

VeiaoBue TACACS+
<tacacsConditionName> OBLIIO
CO3maHo.

VeinoBue TACACS+
<tacacsConditionName> OBLIIO
HU3MeHEHO.

HcToun
UK

IIosp30B
aTeJn /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJs /
Ul

IIos1b30B
aTeJn /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIos1b30B
aTeJb /
Ul

IIosp30B
aTeJb /
Ul

IIos1b30B
aTeJn /
Ul



HasBaHue co0bITHsA OnucaHue VpoBens CooOmieHue HcToun

HK
YpnaneHsl ycnosus ViajieHsl yCI0BUSA INFO VeimoBusa TACACS+ ITosb30B
TACACS+ JLJISI IIOJTUTUK <tacacsConditionsName> OBIJTH aTeJp /
TACACS+ yIaJIeHBbl. Ul
INN/NNOE CoObITHSA — OOHOBJIEHU € IIIIF030B YBE0OMJIEHUH
HasBaHue coObITHsA OnucaHue VpoBenbs CooOiieHue HcToun
HK
Co3paHue wnw3a Cos3maH HOBBIU INFO [T1r03 yBeLoMyIeHUSA ITosb30B
yBeLOMNEHU [IJTIO3 YBEeLOMJIEHUS <notificationGateway> GBI areJs /
CO3/1aH. Ul
06HOBNEHME WN3a H3MeHeHbI INFO [T1r03 yBeLOMyIEHUSA I[Tosb30B
yBEAOMIEHUN rapaMeTpsl IILJIK3a <notificationGateway> GBI areJs /
yBeJIOMJIeHUS U3MEHEH. Ul
YnaneHue wnw3a YianeHBbI III03bI INFO 110351 YB e 0 MIeHUS ITosb30B
yBeLOMIEeHNN yBeJI0MJIeHUS <notificationGateways> OBIIU aTeJib /
yIaJleHEl. Ul

CoObITHA — OGHOBJIEHHE II0JIL30BaTe el rOCTEBBIX IOPTAIOB

HasBaHue co0bITHsI OnmucaHue VpoBens CooOiieHue HcToun
HK
Co3paH nopTanbHbIn CosgaH HOBBIN INFO ITopTa/JBLHBIH I10JIb30BaTeEJIb ITos1b30B
nonb3oBaTenb IOPTaJbHBIN <portalUserName> ObLI CO3/1aH. aTeJb /
I10JIb30BaTeJIb Ul
N3MeHeH mopTanbHbii  MI3MeHEHEBI INFO ITopTa/JbHBIH I10JIb30BaTeEJIb ITos1b30B
nonb3oBaTenb mapaMeTphl <portalUserName> ObLJTI ©U3MEHEH. aTeJb /
IIOPTAIbLHOTO Ul
I10JIb30BaTeJIsd
YpaneHo noptanbHbele  YaaJeHbI INFO ITopTasbHbIE I0JIL30BaTEINA ITosb30B
nonb3oBaTenu IIopTaJbHbIEe <portalUsersNames> ObLIIN aTeJsb /
I10JIb30BaTeJIH Yo aJIeHEl. Ul
Map1iupyThbl COOBITHI
OmucaHue

MapIpyThl COOBITHH II03BOJIAIIOT HACTpauBaThb COOP U OTIIPABKYy COOBITMM CHCTEMBI II0 IPyIIlaM B
¢dopmate "CEF" BO BHeIIHHE CHCTEMEI I1€eHTPAIM30BAHHOTO JIOTUPOBAHNUSI ¥ MOHHUTOPHUHTA COOBITUN —
HalpuMep, B SIEM-CHCTeMBI WM JIOT-KOJIJIEKTOPBI. ITO 06eCIIeurBaeT I1eHTPaM30BaHHbIN cO0P, aHaIHU3
U XpaHeHHe COOBITHH, YIIPOIasi JUAarHOCTUKY, ayIUT X KOHTPOJIb 6e3011aCHOCTH.
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IIpocMOTp MapIIPYyTOB COOBITHI

GD MoHuTOpUHr > CucTeMa > MapLupyThl COBLITUIA

Cucrtema

CucTembie coBLITAA  MapLUpyThl COBLITHI

+ & & 2 o

Nus 1P-ajpec cepsepa Topt Tpynnbl CoBbiTui
LocalCollector & AKKayHTUHF RADIUS, OGHOBMEHVE CeTeBbiX PEcypCOB, AKKayHTUHF RADIUS +20

SIEM 1 192.168.223.15 514 AyTeHTUGUKALUA RADIUS, YueT akTMBHOCTY TACACS+, AyTeHTUOVKaLWA TACACS+  +3

& 0 %3O0k ODB O

SIEM 2 192.168.12.68 514 O6HOBMNEHME CETeBbIX PECypPCOs, OGHOBNEHNE LIENOKM MASHTUGUKA MY, Pe3ynsTar... | +9

40 Bcero sneMeHToB: 3

Pucynok 51. Tabauua co cCnUCKOM Mapuipymoe cobbimuil

TabJIHITa COMEPIKUT CIIEYIOITHE KOJIOHKH:

® UMs - VHUKaJIBLHOE UM MapIIpyTa.
© (& -/laHHas CyIITHOCTD SIBJISIETCS CUCTEMHOM M HeI0CTYITHA [IJIS Y/ aleHUs.
® 1IP-appec cepsepa -IP-agpec BHEIIIHEro cepBepa-I1oIyydaresisd IOroB.

* TMopT - HoMep ceTeBOTo ITOPTa, Ha KOTOPHIH GYAYT OTIIPABIISTHCSI COOBITHSL

Hactpo#ika KOJIOHOK TabJIHITEI MApIIPYTOB OCYIIECTBJIIETCS B OIIOJHUTEIHFHOM MEHIO JIOCTYITHOM II0

Ha)KaTHI0 KHOIIKU (II)

Hactpoiikun Tabnauubl

MNokKas3blBaTh BLE KOMTOHKM &

IP-agpec cepeepa
MopT
Fpynnel COBbITHEA
MpoTokon
TWN XpaHWAMLLa

QnucaHWe
OTMeHa  CoXpaHnTb

PucyHok 52. Hacmpotika K0/IOHOK mab./iuubl

ITOJTHBIM CITHCOK OOCTYIIHBIX KOJIOHOK TaﬁJII/IHBII
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M5 - VHUKaJIbHOEe UM MapIpyTa.
® IP-appec cepsepa -IP-agpec cepBepa, IPHMHUMAOIIETO COOBITHA.
® T[lopT - Homep ceTeBOro I10pTa, Ha KOTOPHIH OTIIPABJITIOTCS COOBITHS.

® T[pynnel cobbiTuin - CIIMCOK TPYIII COOBITHI, COOBITHS KOTOPBIX OYAyT OTIIPABJATHCA II0 3ITOMY
MapLIpyTy. B 1osie oTo6pakaeTcsl COKpallleHHBIN CIIMCOK (Hampumep, "OOHOBJIEHHe IIPUBUJIETHH
poJiei, O6HOBJIEHWE BHEIIIHUX UCTOUYHUKOB... +20"), IIpH HaBeJleHUU Kypcopa 0TOOparkaeTcs II0JIHBIN
CITHCOK.

® [poTtokon - IIpoTokoJ neperaunt fa"HHbIX (UDP v TCP).

®* Twun xpaHunuua - THUI XpaHWIMINA MaplIpyTa COOBITHU (BCe CO3LaHHBIe II0JIb30BaTeleM CUCTEMBI
MapIIPyThI OyIyT XpaHUTHCA B XpaHudile "[lob30BaTebcKoe").

* OnucaHwue - [IpOU3BOJILHOE OITHCAHIE MapIIPyTa.

CTpaHHUIIa COEPIKUT CJIeTYIOIIHE 3JIEMEHTBI YITPaBJIeHUS:

® 1 -/lo6aBUTH HOBBIH 3JIEMEHT.

@ - [lybimpoBaTh BHIOPAaHHBIN YeKOOKCOM 371eMeHT. CTAHOBUTCA aKTHUBHBIM, eCJIM BBIOpaH TOIBKO

OOHH 3JIEMEHT B CITHICKE.

@ - VnamuTh BLIﬁpaHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BLIﬁpaH XO0Th OJHH 3JIEMEHT).

7% - OGHOBUTD JTAHHEIE.

/]\ - I3MeHUTh TeKyIIUHI HOPSL0K COPTUPOBKHU (ZOCTYIIHO Ha KoyIoHKax "Mmg", "IIpoTokou”, "TUll

XpaHWIUIIA")

- Yek6OKC, KOTOPBIH OTBEUAET 3a BHIOOP 3JIEMEHTOB JIJIST BBITIOJHEHUS JaJIbHEUIHX TeHCTBUH

(ymaseHUs WU AyOIMPOBaHUA).

B HIDKHeH 4acTH CTpaHUIThI 0TOOpaXkaeTcst 061iee KOJIMYECTBO 3JIEMEHTOB TabJIUIThL, & TAK)Ke KOJIMYeCTBO
BBIOpaHHBIX YeKOOKCAMHU 3JIEMEHTOB.

BD MoruTopuHF > CucTema > MapLipyTbl COBbITMI

Q  Cuctema

@ CucTeMHbIe CO6bITNA Mapupy bl co6bITHi

Q

s t+ ® @ 5 D

@ (-] Vs IP-appec cepsepa Mopt Tpynnbi CoBbITHiA

A LocalCollector & AKKayHTVHF RADIUS, OGHOBNEHIte CETeBbIX PECYD COB, AKKaYHTUHI RADIUS  +20

& SIEM 1 192.168.223.15 514 AyTeHTUMKaLMA RADIUS, YUeT akTUBHOCTY TACACS+, AyTeHTudMKaLma TACACS+ +3

0 SIEM 2 192.168.12.68 514 O6HOBNEHIE CeTeBbIX PECYPCOB, O6HOBEHME LIENOHKA MAEHTMGUKALMM, PesynbTar...  +9
@

®

40 BbIGpaHO 3neMeHTOB: 11133

PucyHok 53. Cuemuuk mapupymos
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CHCTeMHBII MapUIPyT COOBITUM

B Tabmuiie y)Ke II0 YMOJYaHUIO IIPHCYTCTBYeT MapIIpyT COOBITHM LocalCollector Tuiia CucTeMHoe

XpaHunuue .

JlaHHBIN MapLIpyT HeoOXoAuM AJs1 cbopa cobbiThuil "BHYyTpHU' cucreMbl NAICE M UX IIOCI/IEYIOIIErO

XpPaHEHU B JIOKAJIbHOM Oase JaHHBIX:

PO B D QDB O

Mapuipyr LocalCollector
COXpaHseMbIX B JIOKaJbHYI0 0a3y MaHHBIX M OTOOpaskaeMBIX B JKypHase CHCTeMHBIX COOBITHI, OHH
0TOOpa’KaroTcsd Kak 3a0JIOKMPOBAHHBIE M He JOCTYIIHBI JII1 PefaKTHPOBAHUs, [PYrHe IPYIIILI MOXKHO

GD MoHuTOpUHr > CucTeMa > MapLipyTsi cobuiTuii > LocalCollector

« LocalCollector Cucremrwit

Wms *

LocalCollector

Onucaume

0/200

Pucynok 54. Cucmemuulii mapwpym "LocalCollector”

PeaaKTHUPOBATh ITPHU HeOGXO,I[I/IMO CTH:

OTK/IIOYeHHe JOCTYIIHBIX K peJaKTUPOBaHUIO IPYIII BHYTPU CUCTEMHOTO MapIIpyTa IIpUBeJEeT, K TOMY,
4TO OHHU He OyAyT COXPaHATHCSI B JIOKAJIHHOU 6ase JaHHBIX U COOTBETCTBEHHO He Oy[yT 0TOOpaXkaThCd B

TpynnbI co6LTAv *
@ Bce rpynne

Tuyensiposarie

Mopran

RADIUS

TACACS+

OBHOBAEHME KOHOUTYPALIVM yCAyF
ObHoBREHMe NpUBMANETWii ponedi
O6HOBNEHME CETeBbIX PECYPCOB
QBHOBAEHME 21EMEHTOB YNPaBNEHYA NAEHTOUKaLEH
O6HOBNEHME LLeMNOYKI NAEHTG KaLN
O6HOBMNEHME BHELUH X NCTOYHNKOB MAEHTUOMKALN
O6HeBNEHME NOANTIK RADIUS
O6HOBNEHME NPOPUAVPOBAHIA
OBHOBNEHME KOMMOHEHTOB NopTana
OBHOBNEHME NONNTHK TACACS+
OBHOBREHME LUN0308 YBeAoMAE HUi
ObHoBREHME CUCTEMHOT KoHGUTypaLyn
ObHoBREHME 3HANONHTOB
ObHoBREHME N0Mb30BaTeNell FOCTEBEIX NOPTANOE

Ceceun
Ceccmm nonb3osateneii cucTems! NAICE

Onosewerus

PucyHok 55. I'pynnet mapwpyma "LocalCollector”

>KypHaJIe CICTEMHBIX COOBITHIH.
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file:///builds/ems-group/naice/naice-frontend/:system/events.html
file:///builds/ems-group/naice/naice-frontend/:system/events.html

CIIMCOK OTpaHMYEHMH [eWCTBHM II07Ib30BaTesIsi CHCTEMBl II0 OTHOIIEHHIO K
CHCTeMHOMY MapIIpyTy:
¢ VIAJIUTH CHCTEMHBIH MapIIpyT HEBO3MOYKHO.

o Jloma «Mms» m «OmnucaHue» HEIOCTYIIHBI [JId pefaKTHUPOBAaHUA I10/Ib30BaTesIeM
CHCTeMBI B CHCTEMHOM MaplIIpyTe.

A e HexoTopble TIpyHIIbl BHIOpAaHBl B CHUCTEMHOM MapIIpyTe II0 YMOJYaHUIO, OHHU
SIBJISTIOTCS 006s13aTeIbHBIMU U He MOTYT OBITh OTPeJaKTUPOBaHbl, 0CTaIbHbIE TPYIIIIH
PenaKTUPYIOTCS.

e CosmaBaTh HOBBIE MAapLIPyTHI C THUIIOM «CHCTEeMHOe XpaHWIWIle» Hesb3sa Bce
MapILIPYTHL, CO3LaHHBIE I10JIb30BaTeIeM CHUCTEeMBI, aBTOMaTUYeCKU I10JIyYarT THUII
«IToIb30BaTEJIbLCKUM».

JAob6aByieHHe MapLHIpyTa COOBITHUH

Z[OG&BJIEHI/IG MapIIpyToB OCyHIIeCTBJIETCA I10 Ha’KaTHUI0 KHOITKHA —+

B OTKpHIBITIEMCST OKHE CO3/IaHKs HOBOTO MapITIPyTa 3aIl0JIHHUTD CJIEIYIOITHE TT0JIST:

GD MoHuTOpUHr > CucTeMa > MapLupyTsl CoBbITuiA > /\0GaBneHe

« [o6aBneHne

Tun xpanunnisa

1P-appec cepsepa *

® 05 3 QkODB O
s
H

Mopt *

MpoTokon nepegaum AamHbix *

TCP v

Onucatne

0/200

PucyHok 56. /JobassieHue H08020 Mapuipyma (Hacmpoiika OCHO8HbLX no.ieil)

® WMs *- VHUKaIbHOE UM V11 e HTUQUKAIIUMK MapIlIpyTa.

® IP-appec cepBepa *-IP-afpec BHEIIIHero cepBepa, Ha KOTOPBIM OyAYT OTIIPABJIATHCS COOBITH.
® T[lopT *-HoMmep ceTeBOTO IIOPTa, HAa KOTOPOM BHEITHUY CepBEpP 0KUAET COOBITHS.

® [lpoTokon nepegayun AaHHbix * - [IpoToKOJI IIpemaunt coObITH. [locTyriHbl TCP 1 UDP.

* Onucatue - [IpOU3BOJILHOE TEKCTOBOE OIIMCAHUE MapIIpPYTa.

MapaMeTpbl, 0TMEYeHHble 3Be3[04YKON *, oba3aTeNbHbl AN 3anofIHEHUS .

CAT

Hrpxe B pasziesie "TpyIiIiel COOBITHUN HEOOXOAUMO BhIOPATh COOBITH JJI OTIIPABKU:
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Tpynnei cobbrmuii *
@ Bce rpynnsl

uieHsuposarie
NMLeH3upoBarine

Mopran
[lemo CMC-coobujerua
MopTansHsie OWNEKM ayTeHTOMKALYAN 1 yBe fOMNEH Ui

RADIUS
AyTeHTudukaLua RADIUS

TACACS+

AyTeHTudMKaLms TACACS+

AsTopm3auya TACACS+
YueT akTuBHocTM TACACS+

O6HOBAEHME KoHGUrypaLmm ycnyr
O6roanenwe npusnAerii poneit
O6HOBNEHME CeTeBbIX PECYPCOB
OBHOBNHME INEMEHTOR YNPaBNeHIR UABHTUOUKaLVED
OBHOBNEHME LEMOHKY UASHTOUKALIN
OBHOBNEHIME BHELUHIX CTOUHIKOS WABHTIOUKALIAN
Q6HOBNEHKE NONTAK RADIUS
O6HoBNEHMe NpoGUAMpoBaHIAR
OBHOBNEHME KOMMOHEHTOB MopTana
O6rosnerme nonntik TACACS+
O6HOBREHME WAI0308 YBeAOMAE HITA
OBHOBNHME CUCTEMHOI KOHOUTYPaLMA
® OBHOBNEHME SHANONHTOR
O6HOBNEHIE MOMb30BaTENeli FOCTeBLIX NOPTAN0B

Ceccns
©
Ceccun nonb3osaTeneii cncTenms NAICE

Onosewerysa

o Ormera  [IZE

PucyHok 57. /JobasieHue H08020 mapuipyma (8b160p epynn cobvlmuii)

OrvcaHue Ipy:

® Bce rpynnsl - BEI60P BCeX BO3MOYKHBIX I'PYIIIL COOBITHH.
® JlnueHsupoBanue - COOBITHS, CBSI3AHHBIE C JIUIIeH3UPOBaHUEM.

® [optan - CobObITHd, cBs3aHHBIE C "/Jlemo CMC-coOOIeHUAMH" AJIs1 HOPTAIbHBIX II0JIb30BaTesel, a

TaKoKe OIIMOKaMU, CBI3aHHBIMU C II0PTa/ILHOM ayTeHTHQUKAIIHeH.
® RADIUS - CobrrTHs, cBI3aHHBIe ¢ RADIUS-ayreHTHQUKAIIHEN.

® TACACS+ - CoOBITHS, CBSI3aHHBIE C ayTeHTUQUKAITUEN, aBTOPU3allell U y4eTOM aKTUBHOCTH B paMKax
TACACS+.

® 06HoBNeHWe KoH¢urypauuu ycnyr - CoOBITHSI 0OHOBJIEHUS KOHQUTYpaIii pasMUHBIX CYITHOCTeM
NAICE (ripuBmIIeruii poJieii mosib3oBarTesieii crucreMbl NAICE, ceTeBBIX pecypcoB, HAO0POB MOJIUTUK U

T.JIL.).

® (Ceccusa - CoOpITHS, CBSI3aHHDBIE C CeCCHUSIMHU IT0JIb30BaTesed cucreMsl NAICE.

OTmpaBKa IPOOHBIX COOBITHM

PaboTy I101b30BaTEIHCKOTO MapIIPyTa MO>KHO IIPOBEPUTH OTIIPABKOM IIPOGHOT0 COGBITHS BO BHEIITHIONO
cucTeMy. /IJIsT 3TOTO TIOC/Ie 3aII0JIHEHUSI BCeX HeoOXO/MMBIX IT0JIell M BRIGOpa TPYIII HaKMHUTe KHOIIKY
fo6aBuTb [JIs1 [06aBJIeHUST MapIIpyTa, 3aTeM BepHUTECh K pelaKTUPOBAHUIO TOJHKO YTO CO3[JaHHOTO

MapIIpyTa ¥ HOKMUTe 0TnpaBuTb npobHoe cobbiTue .

A Kxomka "OTIpaBUTh MPo6GHOE COOBITHE" HeaKTHBHA 70 MOMEHTA, II0KAa He BBHIGPAHBI
HUKAaKHe TPYIIIEI COGBITHIH, a CaM MapIIPYT He COXPaHeH.

PesysibTaT OTIIPaBKU IIPOOGHOTO COOBITHS 3aBUCUT OT BBIOPAHHOIO TPAHCIIOPTHOIO
IPOTOKOJIA. IIpH HMCIOJMb30BaHUU IIPoTOKOJa UDP IIOATBeprKIoeHHe II0JIyYeHUs

c IIPOGHOI0 COOBITHA CO CTOPOHBI BHEIIHEIO CepBepa HEBOSMOJKHO B CHJIy pealus3aliii
camoro mpotoxoJa. IIpu ucrosb3oBaHuy IIpoToKosa TCP mmogTBep KIeHre 10 IyUYeHUs
OpoOHOTO COOBITHA BO3MOJKHO U OyZIeT OTpaykeHO B OKHE pe3ysJbTaTa OTHpPaBKU
OTIIPaBKH.
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PGSYJIBTaT IIPOBEPKHU OTIIPABKHU IIPO OHOTO COOBITHS MOYKET OBITH OOHHM U3 CJIeAYIOIUX:

® [lpobHoe cobeiTMe ycnewHo oTnpasfieHo. lpoBepbTe SIEM-cucTeMy - IIpoGHOE COOBITHE OTIIPaBJIEHO
110 IIpoToKOJIy UDP.

* [po6Hoe cobbiTMe ycnewHo oTnpasneHo - [IpoGHOe COGHITHE OTIIPABJIEHO YCIEITHO II0 IIPOTOKOJIY
TCP.

®* Bpemsa ucTekno. [pobHoe cobbiTve He 6bino oTnpasneHo - Co CTOPOHBI BHENTHEUW CHCTEMBI He
TIOJIyYeH OTBeT AJIs1 ycTaHOoBJyIeHUs TCP-cecCHUM [10CTaBKU IPOOHOTO COOBITHS.

e SIEM-cucTeMa HefoCTynHa - 03HaudaeT, uTo TCP-cecCHIo I OTIIPaBKHU IIPOOHOTO COOBITHS yCTAHOBUTD
He ypasiochk (Ipu ycraHoBKe TCP-ceccuu moJiydyeH OTKa3 WM ycraHOBKa TCP-ceccHu 3aBepiimaiach
OIIIMOKOH).

[IprMepsl OKOH pe3y/IbTaTa OTIIPAaBKU IIPOOHBIX COOBITHIM:

@ Npo6Hoe cobbiTWe BbINOD YCNeLWwHo OTNpaBneHo  x
PucyHok 58. Cxema 6e3 pe3ep8uposaHus, npobHoe cobblmue ycnewHo omnpas/ieHo, npomoxkoa TCP

@ Mpo6Hoe cobbITME BEINO YCNEeLWHo OTNPaBnedHo
MposepbTe cBOKH SIEM-cKUcTEMY

PucyHok 59. Cxema 6e3 pe3ep8uposaHus, npobHoe cobblmue omnpas.ieHo, npomokos1 UDP

B ciIydyae WCIIOJB30BaHUSL CXEMBI C pe3epBUPOBAaHUEM OTIpaBKa MPOOHBIX COOBITHM OyreT
OCYIIeCTBJIATBCS ¢ 060X X0cToB NAICE, II03TOMy B OKHe pe3yJsibTaTa OTIIPaBKU COOBITHSA OYAYT Ccpasy JBa
cepBHca.
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PesynbTaT OTNpaBKn

Cepenc 1 () Ornpaeneno

CepBuc 2 (§) Ornpaeneno

w .

PucyHok 60. Cxema ¢ pe3epgupogaHuem, npobHoe cobbimue ycneuwHo omnpas/aeHo 0151 060ux
xocmos, npomoxos TCP

r N
PezynbTaT oTNpaBkn x
@ nposepuTe cBo SIEM-cHcTEMy
Cepeuc 1 () Ornpaeneno
CepBnc 2 () Ornpaenexo
. .

PucyHok 61. Cxema c pe3ep8upogaHuem, npobHoe cobblmue omnpas/ieHo 0151 060UX XOCMO8,
npomoxko.t UDP
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Pe3ynbTaT OTNpaBKn

o Cepewnc 2: 5IEM-cicTEMa HedoCTyNHa

Cepeuc 1 (§) Ornpaeneno

CepBNC 2 () Owwnbka oTnpaskn

L J

PucyHok 62. Cxema ¢ pe3ep8uposaHuem, ouwubka omnpasku npobHo20 cobblmust 0151 00H020 U3
xocmos, npomoxkos TCP

F =
Pe3ynbTaT OTNpaBKn X
O Cepenc 1: MNMpobHoe cobbiTUe He BbINo
OTNpaBNeHo
CepBuc 1 (&) Bpemn ncrexno
Cepenc 2 () OrnpaeneHo
. J

PucyHok 63. Cxema ¢ pe3ep8upo8aHuem, pemst 0omnpasku npobHO20 CoOObLMUSL UCMEK0 015
00H020 U3 Xxocmos, npomoko. TCP

PemakTHpoOBaHHE MapUIpyTa COOBITHI

191 pemakTUpPOBAHUA MaplIpyTa Ha CTpaHUIle MapwpyTbl CO6bITMA BBIOEPHUTE HY)KHBIM MapLIPyT H
IepeiiuTe K peflaKTUPOBAHUIO, HA)KaB Ha er0 UMs1 B KOJIOHKe M5 .

Mma P
LocalCollector &

SIEM 1
PucyHok 64. I'unepccvlaka Ha CmpaHuyy pedakmupogaHus mapupyma

B oTKpHIBIIIETiCS GopMe BHECTH HeOOX0/JUMble M3MeHeHMs, 3aTeM IIOBTOPHO COXPAaHUTh MapIIpyT. ®opMa
PefaKTUPOBAHUS UIeHTHYHA popMe /106aBIeHHUSI MAPIIPYTOB COOBITHH .
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® O 5% DOk OB O

AyOimpoBaHye MapuIpyTa COOBITHH

GD MoHuTopUHr > CucTeMa > MapLipyTsl COBLITUA > SIEM 1

« SIEM 1

Tun xpanunna

Vs *

SIEM 1

1P-appec cepsepa *
192.168.223.15

Mopt *

515 B

MPOTOKON NEPeAa“N AaHHbIX *

uDp v

Onucaume

0/200

PucyHok 65. PedakmuposaHus no/eii mapupyma

Tpyniei cobbrmuii *
@ Bce rpynns

uieH3upoBakine
NMLeH3MpoBakye

Mopran
Jlemo CMC-cooBLLerrA
MOpTaNbHbIE OLIMGKI BYTEHTAUKALYIA 1 YBE AOMACHMIA

RADIUS
AyTenHTudukayuma RADIUS

TACACS+
AyTeHTudMKaLMA TACACS+
AsTopH3aLWs TACACS+
Y4er akTuBHOCTM TACACS+

OBHOBNEHME KOHGUIYPaLMM ycyr
O6toBReHME NpUBMNETWi ponei
OBHOBNEHME CeTeBbIX PECYPCoB
OBHOBNEHME 3NEMEHTOR YNDaBNEHUR UASHTUOUKALIED
OBHOBREHME L{eMOUKY UASHTAOUKALIAN
OBHOBNEHME BHELLHIX UCTOHHYKOS UABHTAOUKALMM
OBHoBREHME NONUTIK RADIUS
QBHOBAEHME NPOGUANP 0BaHA

OBHOBNEHME KOMMOHEHTOB NopTana

O6HOBNEHME NONTHK TACACS+
OBHoBREHME WN0308 YBEAOMNE U

OBHOBNEHME CUCTEMHOI KOHOUTypaLVL
OBHOBNEHME SHANOVHTOB
OBHOBNEHME NONb30BaTENEl FOCTEBBIX MOPTAN0B

Ceccus
Ceccun nonb3osateneii cAcTeMsl NAICE

Onosewerya

[Tl CoxpanmTe

PucyHok 66. PeoakmupogaHusi 2pynn mapupyma

JUta my6impoBaHKs MapIpyTa He06X0UMO OTMETUTE YeKOOKC CjieBa OT HY»KHOTO MapIIIpyTa B TabJIHIIe:

® O % DOMkOB O

e

AD

GD MoHuTOpUHr > CucTeMa > MapLUpyThl CoBbITHIA
Cucrema

CUCTeMHbIE COBbITAA  MapLUpyTbi COBLITHI

+ & @ S O

-] nms IP-agpec cepsepa MopT pynnbi coBbITHIA
LocalCollector & AkkayHTIHF RADIUS, OBHOBNeH Ve CeTesbix pecypcos, AkkayHTuHr RADIUS 420

SIEM 1 192.168.223.15 514 AYTEHTUGMKALUA RADIUS, YHET akTMBHOCTN TACACS+, AYTEHTUQUKaLWA TACACS+ +3
SIEM 2 192.168.12.68 514 O6HOBNEHIE CeTeBbIX PECyPCOB, O6HOBAEHIE LIENOUKA MAHTGUKALMM, PesynsTaT... 49

BbIGpaHO 3NeMeHTOR: 1133

PucyHok 67. Bvlbop mapupyma 015 0yo6Aupos8aHus

3areM Ha)KaTh Ha KHOIIKY AYOIMPOBAHUS MapIIpyTa: ¢ Haj TabIuIed.
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OTkpoeTrca ¢opma, aHalorvyHasg ¢(opMe nobGaBeHUS MapIpyTa, Ife Bce II0JA OyAyT 3alloJIHEHbI
3HaUeHHUSIMH K3 BRIOpaHHOTO MapuipyTa. I10 yMO/T4aHHI0 K 3HaUYeHUI0 B I1oJle WM mobaBisieTcs "_copy'.

MO>KHO 3a/]aTh JIF060€ IPYToe UMsi, KOTOPOE €Ilfe He UCII0JIh3YEeTCs B CUCTEME.

GD MoHuTOpHHr > CucTeMa > MapLpyTsl CoBbiTkid > Ay6AuposaHue

« [ly6nupoBaHue

Tun xpanunuwa

Wma *

SIEM 1_copy

1P-agpec cepepa *
192.168.223.15

& 0% D0k 0OB O

MopT *

514

MpoToKon nepega4y AanHbx *

uDp v

Onucaume

07200

PucyHok 68. [0 Hacmpoek 6Hympu mapupyma npu 0y6.aupogaHuu

Vv BrIGpATh UHBIE TPYIIIBI COO6IIeHUH ITpHU He06X0/TUMOCTHU:

Tpynnei cobbrmuii *
@ Bce rpynnsl

uieHsuposarie
NMLeH3upoBarine

Mopran
[lemo CMC-coobujerua
MopTansHsie OWNEKM ayTeHTOMKALYAN 1 yBe fOMNEH Ui

RADIUS
AyTeHTudukaLua RADIUS

TACACS+
AyTeHTudMKaLms TACACS+
ABTOpV3aUNA TACACS+
YUeT aKTUBHOCTM TACACS+

ObHOBAEHME KOHGUIYPaLMM yCnyF
ObHoBReHMe npuBMRErWii poneit
OBHOBAEHME CeTeBbIX PECYPCOB
OBHOBAEHE 31EMEHTOB YDaBNEHIA UeHTOUKaLWel
OBHOBAEHIE LLEMOUKY WAEHTVGUKALIIA
OBHOBAEHIE BHELHIX MCTOHVKOB WAEHTAGUKALII
O6roBReHMe NoMMTK RADIUS
O6HoBREHME NPOGUANpOBaHIS
OBHOBNEHME KOMMOHEHTOB NopTana
O6HoBneHuMe nonuTk TACACS+
OBHOBAEHME LLINK308 YBEAOMNE U
OBHOBAEHE CUCTEMHOT KOHGUTypaLMA
® OBHOBAEHIE 3HINOMHTOB
OBHOBNEHIE N0/1b30BaTENed! FOCTEBbIX NOPTANOB

Ceccns
©
Ceccun nonb3osaTeneii cncTenms NAICE

Onosewerysa

o Ormera  [IZE

PucyHok 69. I'pynnusl coobweHUll BHympu mapupyma npu 0y6.aupoeaHuu
Jl71s1 10 6aBJIEHUS. MapIIIPyTa HAOKMUTE KHOIIKY [106aBUTh .

VaajneHne MapuipyTa COOBITUM

19 yhoaneHus: OLHOIO MM HeCKOJIbKHMX MaplIpPyTroB OTMETbTe OLWH WM 60Jiee YeKOGOKCOB CjleBa OT
HY>KHBIX MapIIIpyTOB B Tab/IHIIEe:
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GD MoHuTOpUHr > CucTeMa > MapLupyThl COBLITUIA

Cucrtema

CucTembie coBLITAA  MapLUpyThl COBLITHI
+ ® & 2 o

Nus 1P-ajpec cepsepa Topt Tpynnbl CoBbiTui
LocalCollector & AKKayHTUHF RADIUS, OGHOBMEHVE CeTeBbIX PECypCOB, AKKayHTUHI RADIUS +20
SIEM 1 192.168.223.15 514 AyTerTUGMKaLMA RADIUS, YueT akTuBHOCTA TACACS+, AyTeHTnouKaLns TACACS+  +3

SIEM 2 192.168.12.68 514 O6HOBMEHME CETeBbIX PECyPCOB, OGHOBNEHNE LIENOHKM MASHTUGUKA UMY, Pe3ynsTar... +9

& 0 5 3Ok 0B O
o

<]

4 BLIGpaHO 3NEMeHTOB! 113 3

PucyHok 70. Bbelbop mapwpyma 045 yoasieHus
3areM HaO)KaTh HA UKOHKY [ij HaJ TaGIUIeH.

[Tocte ymajeHUsT MapIpyTa COOBITHS IIepecTaHyT OTIPABJATHCI Ha YKasaHHBIHM B MapIIpyTe CEpBEP.
[ToATBEPIUTH WM OTMEHUTD JIeFICTBHE MOYKHO B OKHE:

VnaneHue 3jIeMeHTOB TpebyeT IT0ATBEPKeHUSI B MOJJaIbHOM OKHE.
A BriGpaHHbIe 37eMeHTHl OyAyT yAajJeHbl TOJbKO II0CIe $SIBHOTO IIOJTBEPIKILEeHUS
oIleparyu.
r ™

£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

. J

PucyHok 71. JJuanozoeoe 0kHO nodomeepicoeHus deticmeust
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ITo/s1b30BaTE/IM U YCTPOMCTBA

ITos1b30BaTe/ I CHCTEMBI
VyeTHBICE 3alIINCH

Omucanue

Pazjes1 IpeIHAa3HAYEH /I YITPaBJIEHHS YUe THBIMH JTAHHBIMH IT0JTh30BaTesiet crucreMbl NAICE.
VueTHBIe 3aIlMCH I10JIb30BaTe el CUCTeMBbI TO/IpasflesIsTIIoTCs Ha /IBa THIIA:

¢ JlokaJIbHBIE — CO3/aTCI HertocpeacTBeHHO B cucTeMe NAICE (ucTouHUK Internal DB);

* BHeIHHe — CO3/[AI0TCSI aBTOMAaTHYeCKU IIpH IIePBOM YCIIEIHOM IIPOXO0KIeHUH ayTeHTUQHUKAITUN

4Jepes3 BHEITHUU UCTOYHUK UleHTUUKAIIUH.

HaCTp0ﬁKH dKKayHTd TeKyHIIleTro I10JIb30BaTesrd CHCTEMBI JOCTYIIHBI Ha JIF000 T CTpaHHUIIE ITPHU Ha’>KaTHHX Ha

AD B HHJKHEM JIEBOM YIIY OKHa B MEHIO.

IIpocMOTp BCeX yYeTHBIX 3allMCel oJIb30BaTejiet CHCTeMbI

b

BGD Monb3osaTenn v ycTpoiicTBa > MoNL30BATENN CUCTEMbI > YUYETHbIE 3anncn

Monb3oBaTenn cMcTemMbl

YueTHble sanucu  Ponu

+ & 2 2 2 Q

Cratyc Norun Ponb NcTouHmuK Wms Dammnus Email OnucaHie
admin Super Admin Internal DB Default Admin

ivan Super Admin Internal DB Ivan Ivan ivan.ivanov@mail.com

Petr Hardware Admin External DB Petr petr petr.petrovich@mail.com

® 0 5 3O kOB O

40 Bcero anemeHToB: 3

PucyHok 72. Tabauya ¢ nepeuHeM y4emHbIX 3anuceil noavb3zogameell cucmemsl Ha CMpaHuye
npocmompa

Ha crpaHwuIie oTobpaskaeTcsl TabuHIla, comeprkallas IlepedyeHb BCeX JIOKAJIbHBIX U BHEIIHUX YYETHBIX

3arrceli 10JIb30BaTeeld CHCTEMBI.
Tabsmiia Comep>KUT CIeYIOITYI0 MHPOPMAITHIO O I10/Ib30BaTEISIX CHCTEMBI:

° CTaTyC — YIIpaBJEIeT pa3pelieHreM Ha BX0/JA B CHUCTeMY: BBIK/IFOUEHHBIN I10JIb30BaTeIb HE CMOYKET

ABTOPH30BaThCsA;
® JloruH — JIOTHH I10JIb30BaTeJIsd CUCTEMBI (,Z[OJDKEH OBITH YHUKaJILHBIM U HE CO/IeP>KaTh IIPO 6eJIoB);

® Ponb — pOJIb TOJIb30BaTeJsd CHUCTeMBL. SIBJIIETCI TUIIEPCCHIIKOM HAa CTPaHUIy IIpoCMOTpa/
penaKkTUpOoBaHUs STOM POJIH;

® lcToYHMK — yKasbIlBaeT Ha IIPOMCXOXKIeHHe ydeTHOM 3amuch: Internal DB (co3maHa B CHUCTeMe
NAICE) miM HauMMeHOBaHHe BHEIHEeIr0 KCTOYHMKA (Co3faHa aBTOMATHYeCKH IIPU YCIIEIIHOM
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ayTeHTUOHUKAITUU Yepes3 BHEIIHNN UCTOYHUK);
® |IM3 — MM II0/Ib30BaTeJIsI CUCTEMBI;
*  Oamunusa — GaMUIINA I10JIb30BATEJISI CUCTEMBI;
® Email — ajpec sJIeKTPOHHOM II0UTHI I10/Ib30BATEJISI CUCTEMBI;

®* OnucaHue — IIPOKU3BOJIbHOE OITKCaHHE.

JloIycKaeTcsl COPTUPOBKA B IIPSIMOM U 06paTHOM IIOPSAKe I10 BCeM KOJIOHKaM TaouIbl. IIo yMor4yaHuio
COPTUPOBKA BBIIIOJIHAETCI B IIPIMOM (a1paBUTHOM) IIOPSIKE 110 KOJIOHKe JIOrvH .

dJIeMeHTHI yIIpaBJIeHUST:

® 1+ — /lo6aBUTH HOBBIH 3JIEMEHT.

* [ — VoamuTh BHIGpaHHEIE 3JIEMEHTHI (HEAKTUBHO, II0KA He BRIGPAH XOTh OJIHH 3JIEMEHT).

e  — OGHOBUTH JaHHbIE TAOIUIIHI.

e $ —Ilo3BoJsIeT 3arpysUTh JaHHbIEe U3 CSV-Qariia.

e { —Ilo3BOJIAIeT BHITPY3UTH JaHHEIE B CSV-QarisL.

. — YekO0OKC, KOTOPBIM OTBeYaeT 3a BHIOOP 3JIEMEHTOB JIJIS1 BHITIOTHEHUS TaTbHEUINX TeUCTBUHN

(HarpuMep, yaajieHuys).

/N — U3MeHHTD TEKYIIUIi OPS/I0K COPTUPOBKHL.

e (Q Nouck — BHIMOIHSAET PETHCTPOHE3ABUCUMYI0 GHIILTPAIIUIO [0 BCEM KOJIOHKAM: 0TOGPaKAKOTCS
TOJILKO 3aITHCH, YI0BJIETBOPSIOIIHE YCIOBUIO QUL TPAITHH.

BHeliHUe Y4Y€THBIC 3allUCH I10/Ib30BaTeJIell CUCTEMBI

[Ipu IepBOM YCIIEIITHOM BXO/[€ C UCII0JIH30BAHUEM BHEIIHEH yYeTHOU 3aIlFCH B CHCTEMe CO3/IaeTCsI ee
JIOKaTbHas KOIIHSL.

Pe,[[aKTI/IpOBaHI/Ie BHEIIMHUX Y4YE€THBIX 3arrcen 3allIpenieHo. Bce wusMeHeHUd OOJDKHBI BHOCHUTBHCA
HEIIOCpeACTBEHHO BO BHEIITHEM HCTOYHUKE I/I,I[eHTI/I('l)I/IKaHI/II/I.

,Z[JIH IIpocMOoTpPa yquHOfI 3allMCH BHEIIIHEro IIOJIb30BaTe/Isd CHCTEMBbI HEO6XO,I[I/IMO Ha CTpaHHIlE CO
CITMCKOM Ha’XaTh Ha JIOTHH.

ITIocste sToro OTKPOETCA CTpaHHIla IIPOCMOTPA BHeIIHeNU y‘{eTHOﬁ 3alIMCH I10JIb30BaTeJIsd CUCTEMBI:
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® 0% 3QkOB O

GD MoNk30BaTeny v yCTpoicTea > MONb30BATENN CUCTEMB > YueTHsle 3anMcn > Petr

« Petr  Buewnsnyuetan sanucs

@

Nornn *

Petr

Pons *

ToCMOTpETH NpYBINErv ponu

Vima

Petr

damunna

Petr

Email

petr.petrovich@mail.com

PucyHok 73. dopma npocmompa yuemHotil 3anucu 8HeuHe20 N0Ab308AMeNS CUCMEeMbl

dopMa IIPOCMOTPa BHEITHEN YIeTHOM 3aITHCH COLEP>KUT CJIeYIOIITIE 10

Ctatyc — cocTossHUe yquHOfI 3allHuCH, oIIpeaesriroriee BO3MOKHOCTb aBTOPHU3aITUH. HaCJIe,ILYETCH "3
BHEIITHEro UCTOUYHUKA 1 aBTOMATHUYeCKH 06HOBJISIETCS IIPpHU Ka’KIOM BXO/I€ II0JIb30BaTEJIA;

Jloruh — wuAeHTHQUKATOP II0JIb30BaTesI BO BHEIIHeW cucTeMe (He AOJDKEH IIpeBBIATh 100
CHUMBOJIOB):

o ;g y4eTHBIX 3amuceit u3 Active Directory JoTMH Bcerga oTobpakaeTcd B popmaTe UPN (User
Principal Name) cykKasaHHeM JOMeHa;

© [y y4eTHBIX 3artrced u3 OpenLDAP JIOTHH COOTBETCTBYeT 3HAUEHUI0 aTpUOyTa, 3a[aHHOTO B I10JIE
Subject name attribute Ipu HaCTPOMKe BHEIIIHEr0 UCTOUHUKA;

Ponb — pOJIb BHEIIHEro I0JIb30BaTessI CUCTeMbl, Ha3HayaeMasi aBTOMaTUYeCKH II0 pe3ysbTaTaM
COIIOCTaBJIEHUS TPYIII, B KOTOPBIX COCTOUT I10JIb30BaTesIb, C IPYIIIIaMy, YKa3aHHbIMU B HaCTPOMKax
BHeIIHUX poJieit NAICE. Onpe/iesisieT ypoBeHb OCTyIIa K QYHKITMOHATY CUCTEMBI;

WMs, Oamunusa, Email — mepcoHaJbHBIE TaHHBIE I10Jb30BaTessl. 3allOJIHAIOTCI 3HAYEHUAMH U3
COOTBETCTBYIOIIMX AaTPUOYTOB, HACTPOEHHBIX B 0Os0Kke «ComocTaBiaeHne wuHGoOpMamuu o
I10JIb30BaTeISIX CUCTEMBbI» IIPU HaCTPOMKe BHEIIIHET0 UCTOYHUKA.

KHomnka "TIocMOTpeTh IIPUBIJIETHH POJIK" OTKPBIBAeT OKHO C TaOJIMIIel IPUBUJIETUY BEIOPaHHOM POJIH:

HarMeHOBaHUsI TPUBUJIETHI;
CTaTychl BLITAHHBIX IIPaB:

o / — yII0J1b30BaTeJIsI eCTh OCTYII,
o — IOCTYII He IIPelyCMOTPEH,

o Y —ymom3oBaress Het gocTyma.
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[Tpu KaKIoM II0CTIeYIOIEM BXO/le B CUCTEMY BBIIIOJIHSAETCI CHHXPOHU3AIlUsl BHEIITHEN
YUYeTHOU 3aIlUCH:

e 0oOHOBJIeHHe aTpuoyToB (CTaTtyc, WMsa, Oamunus, Email) B COOTBETCTBHUM C
@ TeKYIIIMMHU JaHHBIMU 13 BHEIITHEer0 MCTOYHUKA,

¢ IIOBTOPHOE€ BBIYHC/IEHHE POJH Ha OCHOBE AaKTyaJIbHOI'O COCTaBa TIPYIIIL
II0J/Ib30BaTeJ s BO BHEIIIHEM MCTOYHHKE.

/lo6aBJIeHHE YYEeTHOM 3allMCH IT0Ib30BaTeJIsI CHCTE€MBbI

g ,Z[OGaBJIeHI/IH yquHOﬁ 3alliCH IIOJIb30BaTe/Isd CHCTEMbI H806XO/II/IMO HaKaTh -+ Ha IaHeJad

JIeMCTBUH, pacIIoJIOKeHHOU Hajl TabIUIen.

A > > > .
GD MoNb30BaTeny v yCTpoiicTea > MONb30BATENN CUCTEMB! > YUeTHIe 3anMcu > [lo6aBneHue MpuBKAeru ponm «Super Adminy 0

CUCTeMHas ponb
« [lo6aBneHue

Pone
@ srnodero @ super Admin -

Mok *
MpuBinervs Urerme Cosgavve  PegakTuposaHue  Yaanevie

MoamTukv RADIUS v v v v
Pons*
MoHUTOpUHT RADIUS
Super Admin -

TocmoTpeTs npuBMneriy pon SHgOMHTE!

® 0% 3@k 0OB O

vms Cetestie pecypcat

<

Monurikn TACACS+

Pamunis MoruTopuHr TACACS+
Mpodnmposanve

Email Ponutn¥3
Tocresoii gocryn

CIImETs Tocrestie nons3sosatenn
KopriopaTushie nons3sosatenn
CucTenEIE HACTDOVIK

0/200 BHELUHME UCTOUHUKN

A G S I S O N L S I G S S S R SRS

K|S S]& L] &<
A S S B S B S B S S
QL[ &] &[] &4 (K

Napone * @& CepBuCh CO0BLLEHMIA

CreepupoBars naponb.

®

ormera [T
o

PucyHok 74. CmpaHuya do6as/ieHUst yuemHoll 3anucu no.16308ame.ist CUCmMeMbl

dopma 0 6aBJIeHUS I10JIb30BaTeJ ST CUCTEMBI BKIFOUAET B ce6st CJIeIYIOIHE I10JIA:

® (CraTtyc * — BKJIIOUEHHE HJIU BBIKJIFOUEHHE BO3MOKHOCTH AdBTOPH3aIlkuX B CUCTEME JTaHHOM WETHOﬁ
3alTHCH, IT0 YMOJTYaHHIO BKJIFOUYEHO;

® JlorvH * (MakcuMa/IbHas AIUHA - 100 CHMBOJIOB);

®* Ponb * — BBIGOP pPOJIM IS II0JIL30BATeNs CHCTEMBI. POJIb OIpefessieT YpOBEHb [JOCTyHa K
QYHKIITHOHATY CUCTEMBI;

® |IMa (MakcuMaJibHas AJIHA - 100 CHMBOJIOB);
*  Oamunus (MakKcMMasibHad JyrHa - 100 CMMBOJIOB);
® Email (MakcuMaJsibHas AJIFHA - 200 CHMBOJIOB);

®* OnucaHue (MakKcuMabHas JyIHHA - 200 CHMBOJIOB);

82



Naponb * (MakCUMaJIbHas IJIMHA - 72 CUMBOJIa). [Io Ha)KaTHUIO Ha (8 MOJKHO BKJIIOUHUTH 0TOOpakeHUe

BBOOIHMOTO IIApOJrd, II0 YMOJ/IYaHHUIO TEKCT CKPBIT. HapOJIB JOJDKEH COOTBETCTBOBAThb TEKYIL(EP’I
HapOHBHOﬁ IIOJIMTHKE.

* — 110J151, 00sI3aTe/IbHBIE IJIST 3aTI0JTHEHIIS.

n Hesb3s HasHAUWTH YYETHOM 3allMCU poOJb, IIpaBa KOTOPOM IIPeBBIIIAIOT IIpaBa
TEeKYIIIero I10JIb30BaTeJIs.

Ilocste IIOBBIINIEHUS VYPOBHSA JIMIlEH3WHM MOJKET IIO0TPe60BaThC [IOIIOJHUTeIbHas
HacTpoMKa  TpUBWIETHMA. Posm,  TpeOyrole  AOHACTPOMKHM,  IIOMEYaroTCd

IIpeIyIIpesK eHHeM:

g Pone *

[ Guest network operator

TpebyeTca HacTpolika Npas AoCTyYNa

PucyHok 75. IIpedynpedcoerue "Tpebyemcs Hacmpotika npag docmyna”

Kuo1ka "TIocMOTpeTh IIPUBUJIETUH POJIN" OTKPBhIBAeT OKHO C Tab/IMITed IIPUBUJIETUN BEIOPaHHOU POJIH:

* HauMeHOBaHWsI IIPUBUJIETHEL;
e CTaTychl BBIJaHHBIX IIPaB:
° / — Y II0JIb30BaTesIsl eCTh OCTYII,
o — JIOCTYII He TIpeyCMOTpeH,
o x — y HOJIb30BaTeJIsl HeT 0CTyIIa.
B OKHe C IIOMOIILI0 BEHIIAJAIOIETO CIIMCKa POJIb IIpeycMOTpeHa BO3MOXKHOCTH ITPOCMOTpPETh IIpaBa

JIOCTyIla, Ha3HAYeHHBbIE IPYruM poJisiM. [Ipr HaKaThy KHOIIKA "IIpuMeHUTs" poJib OyzieT IlepeBblOpaHa B
dopMe m06aBIIeHUS YIETHOU 3aITUCH.

[TapoJsib 1 II0JTH30BaTessI CHCTeMBl MO’KHO CreHepHpOBaTh, Ha)KaB Ha KHOIIKY "CreHepHpoBaTh
napoJip", 160 yKasaTb BpPyuHyH0. CreHepHpPOBaHHBIM IapoJb II0MeIaeTcs B 11oJie HOBbli Naponb , ero

MO>KHO CKOIIMPOBATh 110 KJIUKY Ha () .
JItd co3maHus yUeTHOM 3aITiCU He0OX0IMMO HayKaTh KHOTIKY "/[00aBUTE".

PemakTHpoBaHHe YUY€ THOH 3aNIMCH NOJIH30BAaTe IsI CUCTEMBbI

Jl11 pefakTHPOBAHUS YUeTHOM 3allMCH I10JIb30BaTessd CUCTeMbl HEOOX0JUMO Ha CTPaHHUIlE CO CIIMCKOM

Ha’XaTh Ha JIOTHH!
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CraTyc Norwd

Brntoueno admin
Brntoueno ivan
BrnioueHo Petr

PucyHok 76. T'unepccblaka Ha CMpPaHuyy pedakmuposaHus yHemHoil 3anucu noab308amenst
cucmemvl

[loce 3TOTO OTKPOETCS CTPAHHIA PEeLAKTUPOBAHUST YUETHOM 3allMCH II0JIb30BAaTeNsl CHCTEMBI,
aHaJIOTUYHAas CTPAHUILE 1006aBJIeHLS:

GD Monssosarenn v ycTpoictsa > MoNb30BATENN CHCTEMB > YWeTHbIE 3anMcA 5 ivan

« ivan

@ srnodero @

Nornn *

ivan

Ponb *
Ssuper Admin -

ToCMOTpETH NpMBINEri ponit

& 0% d3QkOB O

Vims

Ivan

Pamunna

Ivan

Email

ivan.ivanov@mail.com

Onucaune

0/200

CMeHNTS napos

®

PucyHok 77. opma pedaKkmupo8aHusi no/16308amest CuUcmembl

Ut “3MeHeHUsI MapoJid II0/Ib30BaTes sl CUCTeMbl He0OXOMMO BKIIOUUTH HepekrodaTesb "CMEHUTH
IapoJIb", II0CJIe Yero BBeCTH »KeJlaeMbl I1ap0JIb B COOTBETCTBYIOIIHE I10JI.

0 [Tocste coxpaHeHUsI U3MeHeHUH /TSI JIOTHHA, TIapoJIsi M/HIN POJIM CeCcCHsl IIpepBeTcs —
IIOTpe6yeTCs TOBTOPHASI aBTOPHU3AITHSL.

A 3ar[pem;eHo HU3MEHSATH POJIb IJIA COOCTBEHHOM WETHOﬁ 3aIIHCH.

ITocsie BHeceHYs N3MeHEHUM HE00X0/IUMO HaKaTh KHOIIKY "CoXpaHHUTh". KHOIIKa CKPBITA, IT0Ka He OyzmeT
HU3MeHEeHO XO0Ts Obl O[THO II0JI€.

Kuormka "OTMeHa" 0CyIlecTBIIAET COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXOTHOTO COCTOSHUSL.
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VaaneHue Y‘IETHOﬁ 3allINCH I10/1Ib30BaTeJIsi CHCTEMBI

JJ1s1 yasieHUsl yUeTHOM 3aITHCH T10JTb30BaTe sl CUCTeMBI B TabIHIle He06X0/TMMO BBIJIeJIUTh UeKOOKC cIeBa
OT YYETHOM 3aIMCH, KOTOPYIO Tpe6yeTcs yAaJuThb, W HAOKaTh KHONKY [ij Ha IIaHeJH [eHCTBUH,

pacmosio>keHHOM Haf TabIUIle.

A Ect y BEIGPAHHOTO IT0JTH30BATe sl CUCTEMBI (KaK JIOKAJILHOTO, TaK M BHEIITHEro) ObLIa
OTKPBITA Ceccrs, 0Ha Oy/IeT HeMe/[JIEHHO ITpeKpalreHa.

2. BD Monb3osaTenyt vycTpoiicTsa > MONL30BATENM CUCTEMBI > YUETHBIE 3aMUCH
Monb3oBaTeNnu cncTemMs!
Y4yeTHble 3anncm Ponun
+ @ S & £ Q

Norur Ponb NcToMHIK vims Pamnnus Email Onucatine
@ Bumouero admin Super Admin Internal DB Default Admin

Brnosero ivan super Admin Internal DB van van ivan.ivanov@mail.com

@ Brmouero Petr Hardware Admin External DB Petr Petr petr.petrovich@mail.com

80520000 O
(]
a5
g
2

e

4 BLIGPaHO INEMEHTOB: 1133

PucyHok 78. Bblbop yHemHblX 3anucell noab3ogame.iell cucmemsl 8 mabauue 015 yoaieHus

VnaseHue 3j1eMeHTOB TpeOyeT II0ATBEPKeHUSI B MOJJaIbHOM OKHE.
A BriGpaHHbIe 37eMeHTHl OyAyT yhajJeHbl TOJIbKO II0CIe $IBHOTO IIOJTBEPIKIEeHUS
OIeparym.

/\ NMoaTeepxaeHne peiicTBNA

[aHHble byayT yaaneHsl. Bol yeepeHbl?

o

- J

PucyHok 79. /Jluano2o8oe 0KHO noomaeepacoeHUs oelicmaeust

6 HeJh 351 yIaIuTh YUETHYIO 3aITUCh, IT0]] KOTOPOH BBITIOJTHEH TEKYIITAHN BXO/T B CUCTEMY.

HmmopTt
NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-paiiyioB.

Hpe/:[,BapI/ITGJIBHaﬂ IIOATrO0TOBKaA II€epea HMIIOPTOM

1. Co3maiiTe WM NIPOBephTe HaJIMUKWe HEOOXO[MMBIX CBSI3aHHBIX CYIITHOCTEM (HAIIpUMep, IIPoQUIb
YCTPOMCTBA).

2. O3HAaKOMBTECH C TpeboBaHUSAMU K CSV-Qatiry:
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dari1 10JDKeH ObITH B KOAUPOoBKe UTF-§;
= PasmesTesIb IIOJIEM: 3anaTasa (,)
B PagmesmTesb CTPOK/TEKCTA: OBOWHAsA KaBbluka (")
© 3aroJI0OBKU U 3HAUEeHUS J0JDKHBI ObITH B3SITHI B IBOMHBIE KaBBIUKU (")
© MakcuMaIbHBIU pasMep ¢ariia 2Mb.
3. IIpoBepbTe coieprxuMoe dpariyia Ha Hal4due JIMIIHUX KaBbIueK Ilepef UMIIOPTOM;

4. [IpoBepbTe TO UTO 3HAUEHWS, COJleprKallFie MBOMHYI0 KaBBIUKY (") HJIM O3 (/) TPABHILHO
9KpaHUPOBAHEI.

0 3HaueHUs, CofleprKaIliie FBOHHYI0 KaBBIUKY (") 3KPAHUPYIOTCS C IIOMOIIHI0 \

0 3HaueHUd, cofepoKallfe cIanl (/) SKpaHHPYIOTCI C IIOMOITbI0 \"

IlpaBWIBbHOE HaNHCaHHe 3HadYeHMil (C I3KpaHMpPOBaHHEM IIOMOLIBI0 \") Ha IIpuMepe
cogepkaHus ¢aiiia i1 uMIopra Ha6opa komaHg TACACS:

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command "false" "PERMIT/\"show/vlan|1|2|\"/true"
Set\""

HekoppekTHOe HamucaHHe 3Ha4deHHUi (0e3 3KpaHUpPOBaHWA) Ha IpuMepe cofep>kaHusa daiiia
JUIs1 UMIIOpTa Ha6opa komaHy TACACS:

"name:Required”  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
n HUrHopupoBaHWe 3KPaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PACIIO3HAHUIO
IAQHHBIX.

HOp}IJIOK BBIIIOJTHEHMS TMIIOPTa

JUs1 vMmImiopTta AaHHbIX u3 CSV-gaiiia HakmuTe & Ha IIaHeJHM [eHCTBUM, PacloJjIO)KeHHOM Haf,

TabsuIe. IIocse 4ero OTKpOeTCst OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTpefakTUpPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakcKMManeHbld pa3mep daina 2MB

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOPUPOBaTE CyulecTByome gaHHble (0)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

Pucyrok 80. OkHo Hmnopma

WMrIiopT JaHHbBIX U3 CSV-daiia BBIITOIHSAETCI B HECKOJIBKO IIaroB:

1. Bei6epuTe HeoO6X0oUMBIN CSV-Qaiis, IepeTalyB ero B I10JIe 3aTPy3KU I BbIOpaB yepes3 IPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl Hy»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI TPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpyr He0OXOAUMOCTH aKTUBUPYUTE (Jlark UMIIOPTa:

HNrHopHpoBaTh CyNIIeCTBYIOIINE JaHHbIE

o EciM nepekIrovaTesb BKIIOUEH — AYOIMKAThI 3alIHCe CAMTAI0TCI IIpeAyIIpesKIeHUeM.
o Ec/v mepeKIIvaTe b BRIKJIFOUEH — AYOIMKAThI PaclieHUBAOTCI KaK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBOI OIITHOKe

© EciM nepexksrovaTesb BKIIOYEH — HUMIIOPT OCTaHABJIMBAETCS IIPU IIepBOI jKe OoImMoOKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 eé BOSHUKHOBEHUS.
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Ecmm IIepeKIro4daTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCA, UMIIOPT ITPOO0J/DKAEeTCA
[0 KOHIIa. By,IIYT HMITIOPTHUPOBAHBI TOJIBKO BaJIM/THBIE 3alIKCH.

4. 17151 TOTO YTOOBI UMITOPT HavasICd, HAKMUTe KHONIKY "HMIopT".

[Ipu u“MITOpTe AYOIHUPYIONIMEcs NaHHbIE Ilepe3allcaHbl I OTPeSaKTHPOBAHBI He
A OYIYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTHTe U3MEHUTH CTaphle TaHHEIe, YIaIUTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO UMIIOPTY

Cpasy IocJie 3aBepIieHus 06paboTKH paiiia 0TKPOEeTCsI OKHO 0TYETA IT0 UMIIOPTY.

Ecm Bee 3anucu B gatisie 66111 06paboTaHbl KOPPEKTHO, BBl YBUAUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

e )

PucyHok 81. Omuem umnopma (8ce 3anucu 06pabomarsl KOppeKmHo)
BJI0K ¢ 06111et THGOPMAITHEN CO/IEePIKUT:

®* Bcero uMmnoptupoBaHo - CUETUMK TOTO, CKOJBLKO 3amuced ObLI0 MMIIOPTUPOBAHO H3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* lpepynpexpenui - KosrdecTBO BO3HUKIIINX IIPeyIIPesKI eHUH;

°* Quunbok - KotyecTBO BO3SHUKIIIMX OIIHOO0K.

Ecymi He Bce 3aruicy GbLIH 06paboTaHbl KOPPEKTHO, BB YBUAUTE OKHO:
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loToBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero uMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

Cwmbokr: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
1 Lybnukar B base JaHHbIX. 3HaAYEHWe C ...
OTcyTCTBYeT 3HayeHue y nonga "email”

1 OTCYTCTBYET 3HaueHue y nona "firstNa...

BB ®

1 OTCYTCTBYeT 3Ha4YeHue y nons "lastNa...

[ )

PucyHok 82. Omuem umnopma (3anucu 06pabomamdvl ¢ OUUOKAMU/NPeOynpescoeHUIMU)

IToapoGHEBII OTUET COLEPIKUT CIIE YO0 HHPOPMALIUIO:

® OunbTp - BhIDAgaroI(yii CIHCOK, B KOTOPOM MO>KHO BBIOpaTh O0TOOpakaemble yBeloMIeHUS (Bce
yBenomreHus , Tonbko ownbku MU TonbKO NpenynpexneHus )

TabsHITa yBeIOMIEHHH CO/IePKUT KOJIOHKH:

® Crpoka - Homep cTpoku B CSV-daiise, e 06Hapy»KeHa OIIMOKa MU IIpelyIIpesKIeHIe;

® OnucaHue -/leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyIpesxKueHs.

[ mpocMOTpa IIOJHOTO TeKCTa OIIMCAaHUSI HaBeQUTe Kypcop MBI Ha
@ COOTBETCTBYIOIIYIO CTPOKY - BO BCILJIBIBAKOIIIEN IT0/ICKa3Ke 0TOOPASUTCS IIOJTHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHIH.

OC00eHHOCTH UMIIOPTa YYEeTHBIX 3allicel I10/Ib30BaTeIe CUCTeMbI

o Jia HMIIOPTa Y4Y€THBIX 3alrce II0JIb30BaTesIell CHUCTEMbl B KaueCTBe HCTOUYHHKA
JaHHBIX ITOAIep>KUBaeTcd ToJIbKO NAICE
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I/IMHOpT BHEIMHUX YYE€THBIX 3aIIrcei He IIogaepsKruBaeTCs.

B TaﬁﬂHHe HITDKe ITpUBeIeH CIIHMCOK II0JIeH, MX 00513aTe/IbHOCTh, OIIMCAHHE K Tp86OBaHI/IH:

IToe

login:Required

role:Required

password:Require
d

isEncrypted:Requi
red

enabled:Required

firstName

lastName

90

OnucaHue

JIoruH 10/Ib30BaTeJIsI CUCTEMBI

PoJib mmo/1b30BaTeE I CUCTEMBI

IIapoJib I10JIb30BaTeIsI CUCTEMBL.
MosKeT 6BITH UMIIOPTUPOBAH KaK B
3aX3IIMPOBAHHOM, TaK U B OTKPBITOM
BH[IE

dJ1ar XM POBAHUS I1APOJIA.
IToxaspIBaeT B KaKOM BH/ie IIepeLaeTcs
I1apoJib

B03MOXHOCTH aBTOpHU3alfuu

M4 1o1b30BaTe I CUCTEMBI

daMUIINUA 10JIb30BaTeJId CUCTEMBI

TpeGoBaHUA

006s13aTeIbHOE IT0JIe

MaxkcumasbHag fauHa - 100 cHMBOJIOB
J0/KeH ObITh YHHUKaJIbHBIM

Hesb3g HCII0/Ib30BaTh IIPO6EITBI

006s13aTeILHOE IT0JIe
PoJIb JOJDKHA CYyIIECTBOBAThH B
cucreMme

06s13aTe/IbHOE IT0JIe
MaxkcuMmasibHad JJIUHA - 72 CHMBOJIa
Jl0JDKeH COOTBETCTBOBATh TEKYIIEeH
IIapoJIbHOM IOJIUTUKE

Hesb3sg MCII0JIb30BaTh CUMBOJIBI Ne,

0O0s3aTeIbHOE IOJIEe

B03MOKHBIe 3HaUeHUS:

- true -IlepefaBaeMblil I1aPOJIb
3aX3IIHUPOBAH

- false - I1apoJib IIepegaeTca B
OTKPBITOM BHJIe U OyIeT 3aX3IIHUPOBaH

BO BpeMs UMIIOpTa

0O0s3aTeIbHOE ITOJIE
B03MOJKHBIE 3HAUEHUS:

- true -craryc "BKiroueHo"

- false -craTyc "BBIK/IIOUEHO"

MaxkcumasibHas a1arHa - 100 CHMBOJIOB

MakcumasnibHada 1anHa - 100 cuMB0OJIOB



ITose OnucaHue Tpe6oBaHusa

email Anipec 3JIeKTPOHHOM I10YTHI MaxkcumasibHag fauHa - 200 CHMBOJIOB
®opmar: admin123@gmail.com
HepmomycTuMble CUMBOJIBL:
* KUpUJIJIMYeCKUe OYKBEI (a-1) (A-A)
e Ipoben
* IBOMHBIE KaBbIUKH "
* cCHMBOJI HOMepa Me
* TOUKa C 3aII9TOH ;
* TBOETOUME :
* 3amgTas ,
* KpyIJIble CKOOKHU ( )
* KBa/lpaTHbIE CKOOKHU [ ]
* 3HAKU O0JILIITe/MEHbIIIe < >
e 0OpaTHBIH cyem \

description [Ipou3BOJIbLHOE OIIHCAHUE MaxkcuMasibHad frHa - 200 CHMBOJIOB

IIpuMep KOPPEKTHOT0 cofiepkaHus daiiia:

"login:R  "role:Re "passwo "isEncry ‘"enable "firstNa  "lastNa "email"” "descrip

equired" quired" rd:Requ pted:Re d:Requi me" me" tion"
ired" quired"  red"

"admini  "Super "passwo  "false" "true"” "NBan" "BaHo  "ivanov  "Default

strator”  Admin" rd" B" @testru "

"

IMosyuenue CSV-¢aiina mabsIoHa OIIHMCAHO Jalee B pasfeie «JKCIOPT».

3HaueHUs, COJeprKalliie ABOMHYI0 KaBBIUKY (") WA il (/), MOJDKHBI OBITH
@ 3KPAaHUPOBAHBI C IIOMOINBI0 \". HNrHOpUpOoBaHUE 3SKpaHUPOBAHUS IIPUBENET K
HEKOPPEKTHOMY PaCIIO3HAHUIO TaHHEBIX.

e Bce UMIIOPTHPOBaHHEBIE 3aIIMCU IT0JIyYar0T UCTOUHUK Internal DB (BHyTpeHHsS 6asa
IaHHBIX cucTeMbl NAICE).

JKCIOpT

NAICE nopepsKuBaeT SKCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKU 00PaMIIIIOTCS [1BOWHbIMM
KaBblYKaMV , paszesnuTesib IIoJIe: 3anatas (,).

IIpoueaypa akcmopTa

,Z[OCTYHHLI OBa pe’XrMa 3KCIIOpTa JaHHBIX:

® 3KCnopT BCero - BeIrpyska BCexX 3aITHCed TEKYIIEero paszesa. CHCTEMHBIE CYIITHOCTH HUCKITIOYA0TCI U3
3KCITOPTa;
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PucyHok 83. OkHO 8bl60pa pedcuma skcnopma

0 3HaueHUs CofieprKalllye TBOMHYI0 KaBbIUKY (") WJIM CJIBII (/) OyAyT SKpaHUPOBAHEKI C
IIOMOIIBIO \".

JKCIIOPT BCEX CYLIHOCTEH

Ha maHemu pedicTBUM Han TabiuIed HaXMUTe 4 U BblGepUTe pekuM "IKcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeUCTBHE KHOIIKOHM "IKcHopT":

F M

3KcnopTt B CSV

MpuK 3KCNOpTe He BKAKYAaKTCA BHELUHME YYETHBIE 3aMnci.
MNpoueaypa 3aiiMeT HEKOTOpOe BpeMs, ACXKAWNTeCb HOpPMMPOBaHMSA
M 3arpyskn daina.

Jkcnopt e ETE

. J
PucyHok 84. Ikcnopm ecezo

IMocste HaKaTHA KHOOKU "JKCHOPT" HA YCTPOMCTBO BBITPY3UTCA Qaily, COAEPIKall[iil BCe 3allUCH U3
TeKYILero paszeJia.

IKCIOPT BHIOPAHHBIX CYLITHOCTEH

Ha maHes1 JeMicTBHM Haj TabiuIeld HaXMUTe £ U BBIOepUTe peskUM "OJKCIOPT BBIOPaHHBIX". B

OTKPBIBIIIEMCSI OKHE IIOITBEPAUTE TEUCTBHE KHOIIKOHM "IKCHopT":
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3kcnopt B CSV

Mpw 3KCNOPTE He BKIKYaTCA BHELWHWE YYETHBIE 3anunci.
MNpoueaypa 3aliMeT HEKOTOPOE BPEMA, AOKAWTECH HOPMUPOBaHWA
W 3arpyskn danna.

BeibpaHo 1 M3 3 2anncei.

JKcnopT OTMeHa

. J
PucyHok 85. Ikcnopm 8b16paHHbLX

[ocsie HAYKAaTUSA KHOIIKY "OKCHOPT" Ha YCTPOUCTBO BRITPY3UTCA QatiL, COIEP KA TOJTBKO OTMEUEeHHBIEe
3aIIHCH.

IIpu oTkpeITHM CSV-QailyloB B KaueCTBe pasfesuTesid IIOJEeNd Bcerpa UCIIOJIb3yUTe
3anaTyr (,), pasmesnuTesieM CTPOK/TeKCTa MOTYT ObITh ABOMHBIE KaBbIUKU (") mid

A IyCTOe 3HaYeHHe.

IIpu coxpaHeHur CSV-QaiiyioB B KaueCTBe pasfesUTesid I10JIeli Bcerfga MCIIOJIb3YHTe
3a1ATyIo0 (,), a pasmesMTelb CTPOK/TEKCTA - Iy CTOe 3SHaUeHHe.

Ecmr ipu oTKpBITHH Qaiiyia HUCII0Ib30BaJIC pa3fleInTelb CTPOK — MTBOMHAA KaBbIUKa
("), TO 3HaUeHUsd, COJeprKallie CUMBOJIBI ABOMHOU KaBbIUKU (") WM oisma (/),

0 9KpaHUpPOBaHHEIE KaK \", MOTYT IIPU COXPaHEHUU II0JIYUUTDH JIUIITHIOI0 KaBBIUKY (")
nocte (\"). IIpoBepbTe $paili B TEKCTOBOM PeLaKTOpPe U y[aIuTe JIMIIHNE KaBBIUKU,
€CJIM OHU IIOSIBHIHCE.

ITa6s10H

Eci B Tabimie OTCYTCTBYIOT 3allUCH (MO0 IIPUCYTCTBYIOT TOJIBKO CHCTEMHBIE CYIITHOCTH), IIPU BhIOOpE
pexuMa "IkcmopT Bcero" OymeT chopmupoBaH CSV-dailn, comepsKallliii UCKIIIOUUTENIHLHO 3ar0JIOBKHA
CTOJIOITOB.IaHHBIN Qails1 MOXKeT GBITH UCII0JIb30BaH B KadecTBe HMIAGJIOHA /I IIOJTOTOBKH JaHHBIX
mepes UMIIOPTOM.

OC00eHHOCTH IKCIIOPTA YYETHBIX 3alMcel 0Ib30BaTe /1ei CUCTEeMBbI

o [lapoyii  TOJIb30BaTeNel CHUCTEMBI OyAyT BBITPY)KeHbI U3 6a3bl [JaHHBIX B
3ax3IIMPOBAaHHOM C ITOMOIIBIO Berypt BHe.

CtpykTypa CSV-datiyia [yid yUeTHBIX 3aIlHCel I0JIb30BaTeJIel CUCTeMbI OITHCcaHa B pa3jese «OcobeHHOCTH
HMIIOPTA YUYeTHBIX 3allHCel I10/Ib30BaTesIed CUCTEMBI.

e JKCIIOPT BHEITHUX YYeTHBIX 3allhceil He IIPOMU3BOAUTCS — IIPU BBHITPY3Ke TaHHBIX OHHU
He BKJIIOYAIOTCS B PE3Y/IbTUPYIOITHH pari.

Posmm
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Omucanue

Pasmein IIpeqgHasHa4Y€H IIpelHasHadeH [JId YIIpaBJIEHHd IIpaBaMH OOCTYyIIa II0JIb30BaTeJIe CHCTEeMBI
NAICE.

B NAICE mpeiyCMOTpPEHO [1Ba THUIIA POJIEH:

* BHyTpeHHHE POJIM — Ha3HaYal0TCsI BPYUHYIO IOKAIbHBIM YUETHBIM 3aITHCSIM.

* BHenHue POJIH — HA3HAYAIOTCA aBTOMAaTHY€CKH BHEIMHKUM YYE€THBIM 3allHCIM Ha OCHOBE€ IIPOBEPKU
IIPUHA/IJIE?KHO CTH IT0JIb30BaTeJI K TPYIIIIaM BO BHEIITHEM MCTOYHHUKE I/I]leHTI/I(l)I/IKaLII/II/I.

YpoBHH JOCTyIIa
Cucrema moiep>KUBaeT IATh YPOBHEN 0CTYIIA IJII K&KL0U IPHUBUJIETUH:
VpoBeHnn OnucaHue

0 (BBIKJIFOUEHO) JlocTym K QyHKITMOHAIY OTCYyTCTBYeT. CBsI3aHHBIE pas/iesibl He 0TOOpakarTcs
B UHTepdelice.

1 (UteHue) ITpocMOTP LaHHBIX U pas/esioB, CBSI3aHHBIX C IPUBUJIETHEMN.

2 (Cosmanmue) CosmaHue HOBBIX CYIITHOCTEH B [OIIOJTHEHUE K IIPOCMOTPY.

3 (PegakTUpOBaHUeE) V3MeHeHUe CyIIeCTBYIOIIUX CYIITHOCTEN B OIIOJHEHHUE K IIPOCMOTPY U
CO3ZlaHUI.

4 (VoaseHue) IToTHBIN 1O CTYI, BKJIFOUAS ylaJeHUe CYIITHO CTeH.

KasKIbIit 110 CJTE YOI YPOBEHB /IOCTYIIa BKIFOUAET B Ce65T BO3MOSKHO CTH ITPEIBIAYITIETO.

G HexoTopple IIpUBHWJIETHH (HaIpuUMep, CBsI3aHHbIe C MOHUTOPHHIOM) KMEIOT
MaKCUMaJIbHBIM YPOBEHB OCTyIIa 1 (TOJIBKO YTeHHe).

IIpexycTaHOBJIEHHEBIE POJIH

6 ViaseHue U pelaKTUPOBaHUe IIPe/lyCTaHOBJIEeHHBIX POJIEH 3aIIpeIreHo.

CucreMa BKJIOUaeT agreayriare IIpeayCTaHoBJIEHHBIE POJIA OJI1 TUIIOBBIX CII€eHaPHEeB U CII0/Ib30BaHMsA:

® Super Admin — DOJIHEIN JOCTYII KO BCeEMY QYHKITMOHAITY.

* Network Admin yripaBJieHHe CeTEeBBIM [OCTYIIOM.

¢ Hardware Admin — yripaBJjieHMe CeTeBBIMU YCTPOMCTBAMHU.
¢ System Admin — aJMIHHCTPATOP CHCTEMBL.

* Guest Admin — yrrpaBjieHHe rOCTeBOM CeThIO.

* Guest Operator — oIrepaTop roCTeBOM CETH.

¢ Monitor — MOHUTOPHHT U IIPOCMOTP SAHHBIX.
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VpOBHM IPHUBWIETHH /IS Ipe Ay CTaHOBJIEHHBIX POJIeit

IIpuBuiIerusa Super Network Hardwa System Guest Guest Monitor

Admin Admin re Admin Admin Operato

Admin r

Monutukn RADIUS 4 4 0 4 1 0 1
MoHuTOpuHr RADIUS 1 1 0 1 1 1 1
JHOMOUHTHI 4 4 0 4 0 0 1
CeTeBble pecypcsl 4 4 4 4 1 0 1
Nonutnkm TACACS+ 4 0 4 4 0 0 1
MoHuTOpuHr TACACS+ 1 0 1 1 0 0 1
NpodunuposaHue 4 4 0 4 1 0 1
Ponn n Y3 4 0 0 1 0 0 0
FocTeBon pocTyn 4 1 0 4 4 1 1
FocTeBble 4 4 0 4 4 4 0
nofib3oBaTenu
KoprnopaTuBHble 4 4 4 4 0 0 0
nofb3oBaTenu
CucTeMHble 4 0 0 4 0 0 0
HaCTPOMKM
BHewHne NCTOYHUKM 4 1 1 4 0 0 1
CepBucCbl coobueHunin 4 1 0 4 1 1 1

IIpuBHJIETUH U Pa3JeIbl CHCTEMBI

B maHHOM paszeJie IIpUBeJeH II0JIHBIN IlepedyeHb IIpUBUIerni crcreMbl NAICE ¥ COOTBETCTBYIOIIMX UM
paszesioB uHTepdetica.

Pa3/eJIbl, He TPEOYIOIIIe MPHUBIIET Ui

Crenmyroliiie pasjesibl JAOCTYIIHBI BCEM aBTOPU30BAHHBIM II10JIb30BATe/IM CHCTEMbl HE3aBUCUMO OT
HasHa4YeHHbIX POJIeH:

* HacTpoMKu aKKayHTa — yIIpaBJieHHe COOCTBEHHBIMI YUYETHBIMU JJaHHbIMHU.
¢ JloKyMeHTalUsA — BCTPOEHHad CIIpaBOYHasd HHQOpMaIiis.
* JlamGoopA — AOCTYITHOCTh BUPKETOB Ha IJIABHOU CTPaHUITe 3aBUCUT OT BbIITaHHBIX ITPHUBUJIETHI.

¢ CucTeMHBbIe COOBITHS — [[OCTYIIHOCTD TPYIIII COOBITHIH OIIpesiessieTCsl IPUBUJIETUSIMU I10Ib30BaTe .

Pa3pgestpl, yipasiisieMble IPUBWIETHSIMH
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IIpuBuiIerus

MonnTunkn
RADIUS

MOHNTOPUHT
RADIUS

JHONOWUHTHI

CeTeBble
pecypcsl
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Vc10BHBIE 0003HAUEHUS B TaGJII/IIJ;eZ

e — (mpoudepk) B KOJOHKe O0cobeHHOCTM [oCTyna O3HA4YaeT, YTO [JId JaHHOU
IIPUBUJIETUH [Ie¥CTBYIOT CTaH/lapTHEIE IIpaBHla YPOBHEH [0CTyIIA.

Ecmm B KOJIOHKe YKa3aH T€KCT, 3SHaYHUT €CTh OOIIO/JIHUTEJIbHBIE YCIOBUS, OIIFICAHHEIE B

sTgeliKe.

Pasgen

JlOCTYII K CeTH — JJIeMEeHTEI
IIOJIUTUK:

- IIpoduam aBTOpH3anuu

- PaspelieHHbI€E IIPOTOKOJIBI
- VciaoBus

- CioBapu

JlOCTYII K CeTH:
- ITomutuku RADIUS

[IoJIb30BaTeJH U YCTPOHCTBA —
VipaBJieHUe UeHTHQUKAITHeH:
- Ilemouku ugeHTHO UKAIHU

MoHuUTOpPUHT - RADIUS:
- IToJ1b30BaTeIbCKHE CeCCHU

[Tosb30BaTesNIN ¥ yCTPOMUCTBA —
YupaBieHHe U eHTUQUKaALIUEeN:
- JHAIOUHTBI

— I'pynnsI 9HAIIOUHTOB

[Tosib30BaTENN U yCTPOUCTBA —
CeTeBBblIe pecypChl:

- VcTpoiicTBa

— I'pynnsl ycTpoiicTB

- IIpodmiu ycTpoiicTs

Oco6eHHOCTH KoCTyIa

* 1-3 ypOBHHU: TOJIBKO UMeHue
* ITonHoe ynpassieHue, cbpoc
CYETYNKOB CTAaHOBUTCH
IOCTYIIHBIM C 4 YPOBHHI

I'pynnsl sHAIIOMHTOB:

* CosdaHue/yodaieHue TPYIIIIb
9HAIIOMHTOB CTAHOBUTCA
IOCTYIIHO CO 2 YPOBHSA

» lobasseHue/ydaieHue
9H/IIOMHTOB B I'PYIIIIBI
CTAHOBUTCH LOCTYIIHO C 3
YPOBHA

VpoBeHn
JITALEH3HH

BASIC

BASIC

BASIC

BASIC

BASIC

BASIC
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ITpuBuIerus

MonnTunkn
TACACS+

MoHUTOPUHI
TACACS+

NpodunuposaHue

Ponn n y3

[ocTeBOM
pocTyn

Pasnmen

JlocTyIl K 060Ppy0BAaHUIO —
JJIeMeHTHI II0JIUTHUK:

- YciaoBus

— Hao6opsl xomaHg TACACS+
- IIpopuau TACACS+

- CioBapu

JlocTyIr K 060py/0BaHHUIO:
— IMoautuxku TACACS+

ITosb30BaTesIn U yCTPOMCTBA —
VipaBiieHHue
ureHTUPUKAIIUEeHN:

- ITemoyku uxeHTUPHUKAT U

MouutopuHT — TACACS+:
- JKypHaJ nogxirodeHui
- Vuer KomaH/ (accounting)

Momutuku —
IIpodunupoBaHue:

- VciaoBusa npoduanpoBaHus
- IToTuTHKH
npodUINpPOBaHUSA

- Jloruyeckue NIpoUIn

IIoIUTUKHU — JJIEeMEHTHI:
- CioBapu

ITosib30BaTeIU U YCTPOUCTBA —
Ilosib30BaTEIA CUCTEMBI:

- VueTHbIEe 3alIUCH

- Poim

T'ocTeBbIe TOPTAJIEL —
YiipaBJiieHHue ITopTaaaMH:
— KOHCTpPyKTOp MOpTaIOB

ITosib30BaTeINU U YCTPOUCTBA —
VipaBiieHue
nuaeHTUQUKaIuen:

- ITemo4kH ugeHTHPHUKAI MU

OCco0eHHOCTH JOCTyIIa

* 1-3 yPOBHHU: TOJILKO UMmeHue
e [lonHoe ynpas.sieHue, cbpoc
CYETYNKOB CTAHOBUTCI
JOCTYIITHBIM C 4 yPOBHSA

MonuTukn npodunupoBaHns :
* COpoC CYETUMKOB CTAHOBUTCH
JOCTYIIHBEIM C 4 YPOBHS

Vposenn
JIUI[€H3UH

Jlonl. MO yJIb
TACACS+

Jlol. MO YJIb
TACACS+

BASIC

JloII. MOZyJIB
TACACS+

BASIC

BASIC

BASIC

ADVANCED

BASIC
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IIpuBuierus Paspgen OcobGeHHOCTH AOCTyIa VpoBenn

JTALEH3HUH
FocTesble lT'ocTreBble HOpPTAIBl — — ADVANCED
nonb3oBaTesnu Y1ipaBJieHUe ITopTalaMu:
- T'ocTeBBIE 9HAIIOUHTHI
— ITos1b30BaTE/IM HOPTAJIOB
KopnopaTtusHble  IIo1b30BaTesId U YCTPOUCTBA — [pynnbl Nonb30BaTeNen Cetu: BASIC
nosfib30BaTenu VrpaByieHHue uyieHTUGUKaIuet: ¢ Co3daHue/yoaieHue TPYIIIL
- ITosb30BaTeaIH CETH II0JIb30BaTese CTAHOBUTCA
- I'pynnsl nmojbs3oBaresiei JOCTYIIHO CO 2 YpOBHA
ceTH » lobasseHue/ydaieHue
I10JIb30BaTesIel B IPYIIIILI
CTAHOBUTCA LOCTYIIHO C 3
YPOBHA
MOHUTOPHUHT - CucTeMa: * 0TnpaBka nNpobHOro cobwiTus BASIC
- MapuIpyTsl COOBITHI CTaHOBUTCH [OCTYIIHBIM CO 2
YPOBHA
CucrteMHsle .
. HacTpoHKu cHCTEMBI * 1-3 ypOBHHU: TOJIBKO UMeHue BASIC
HaCTPONKMU
* 4 ypOBEHb: NO/IHOE yNnpas./ieHue
JIuneH3upoBaHUe * 0-3 ypOBHHU: TOJIBKO UMmeHue —
* 4 ypOBEeHb: NO/IHOE yNpas./ieHue
BHewHune [Tosb30BaTENN U YCTPOICTBA — * [lpoBepka CBSi3U C CepBepoM BASIC
MCTOYHUKM YupaBiieHHe U eHTUQUKALIWMENH: [TOCTyIIHA HauWHadA C 1 ypOBHA
— BHelIHHE UCTOYHUKU ¢ /lobas/ieHue TpyIII U
ugeHTuduKauu aTpUOYTOB CTAHOBUTCSA
IOCTYIIHBIM CO 2 YPOBHSA
* YOoaseHue rpynn ¥ aTpubyTOB
CTAaHOBUTCH [OCTYIIHBIM C 3
YPOBHA
Cepsucel CMC-111rO3BI: * OtnpaBka Ttectosoro CMC ADVANCED
coobueHunn - VmpaBienue CMC-1ro3aMy ~ CTAHOBUTCA LOCTYIIHBIM CO 2
YPOBHA

3aBUCHUMOCTH MeEXX1y IPpUBWIECTHsIMHA

J1711 KOppeKTHOU paboThl CUCTeMbI HEKOTOPbIe IIPUBUJIETHH TPeOyIOT HaIUUK APYTHUX IPUBIIIETH. [Ipu
HasHaUeHUM TaKUX IIPUBHWJIETUIM CHCTeMa aBTOMAaTHYEeCKH aKTHBHUpPyeT He00X0JUMble CMeKHbIe
IPUBIIETHMH HA YPOBEHb UTEHUS.

IIpuBHIEerus TpeOyeT HaIuuusA (MUHUMYM Ha YTE€HHE)
MonnTtmkn RADIUS CeTeBble pecypchl, MpopunupoBanHne, NocTeBorM [OCTYyN
MonnTtnkm TACACS+ CeTeBble pecypcsl
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IIpocMoTp cMcKa posieit

2. BD Monk3osaTenytvycTpoiicTea > MoNk30BaTeNM CUcTeMst > Ponu

Q  TMonb3oBaTenu cMcTeMbl
@  VueTWpiesanuen  Ponu
=]
s [+ 8 8o
@ Cratyc Pons Tun Onucarme
® [5) i AD_Operators 4 Brewnsa
& Rectynso Guest Admin & BHyTpeHHas System role for guest network administrator
0 @ Bocrynno Guest Operator & BHyTpeHHas System role for guest network operator
@ RoctynHo Hardware Admin & BHyTpeHHaR System role for hardware access administrator
® Bocrynno Monitor & BHyTpeHHas System role for monitoring only with read-only privileges
RoctynHo Network Admin & BHyTpEHHAR System role for network access administrator
@ Bocrynno read BryTpentan
AoctynHo Super Admin & BHyTpEHHAR System role with privileges for all pages and actions

@ Aocrynno System Admin & BryTpeHtsn System role for system administrator

<]

40 Bcero anemeHToB: 9

PucyHok 86. Tabauua ¢ nepedHem posiell

Ha crpaHwuIe oToOpaskaeTcsd TabMIla CO BCEMH POJIIMH CHCTEMBI. TabGuIHMIla COMEPIKUT CIIEAYIOIIE
KOJIOHKH:

® Ponb — KM POJIH.
© (& —maHHAas CYIIHOCTD SIBJIIETCSI CUCTEMHOM U HeJ0CTYIIHA JJIS1 YIa/IeHHSL.
o /N —mpenympexueHye: yKasbIBaeT Ha HEKOPPEKTHYIO HACTPOHKY POJIH.

* Tun — THUII POJIM: BHYTPEHHsIs (Ha3HAYaeTCsl BpPYUHYI0) MJIM BHENTHsIA (HasHadaeTcsl aBTOMaTHUUeCKU

TI0 IPYIIIIaM U3 BHEIITHETO HCTOYHMKA).
e (TaTyCc — IOCTYIIHOCTH POJIM /I HAa3HAUEHHST:
© (@ [ocTynHO — POJIb MO>KET GbITh HasHAYeHa I10JIb30BaTesIM;

© (%) HegocTynHo — BHEIIHS POJIb C HEKOPPEKTHBIMM HACTPOMKaMH (HAIpHMep, IIPH CMeHe
O/THOTO BHEIIHEr0 MCTOYHWKA Ha JPYrod WM MPU OTKIIOUeHUUW BHEITHeH ayTeHTHQUKAITAN).
Taxue poJi He MOTYT ObITH Ha3HAaUeHBI I10JIh30BaTeJIsIM JI0 UCIIPaBJIeHUS KOHQUTYPAITUH.

®* OnucaHue — IIPOMU3BOJIbHOE OITKCaHK1 e POJIH.

JJIeMeHTHI yIIPaBJIeHUSL:

+ — /lo6aBUTH HOBBIH 3JIEMEHT.

@ — JyosmpoBaTh BHIOpAHHBIN YeKOOKCOM 3jleMeHT. CTAHOBUTCS aKTHBHBIM, €C/TH BBIOPAH TOJBLKO

OJMH 3JIEMEHT B CIIHICKE.

@ — VnaauTh BLIﬁpaHHBIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBIﬁpaH XO0Th OJHUH 3JIeMEHT).

5 — OOHOBUTH JaHHEIE TaOJIUITEL.

° — YekOOKC, KOTOpI:IfI OTBEYaAEeT 3a BLI60p 3JIEMEHTOB [IJI1 BBIIIOJTHEHUS JaIbHEUIINX TeHCTBUI

(HammpumMep, yiaeHus).

/N — U3MeHHUTH TEeKYIIHIi HOPS{0K COPTUPOBKH.
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Aob6aByieHHE POIH

[l mo6aBiieHUsI HOBOU POJIM HEOOXOJUMO HaKaTh KHOIIKY -+ Ha IIaHesIU JeUCTBUM HaJ| TabIUIIel.

/lo6aBiieHIe BHYTPEeHHe poIu

® O DOk OB O

e

BD Monb3oBaTenu M yCTpoiicTea > Mo/b30BaTeny cUcTeMel > Poau > Jflo6aBnene
« [lo6aBneHve

Pob *

Onucauue

Tun ponu
@ BHyTPeHHsS

BHEWHAR

Mpusunerim *

TMepep HACTPOVKOA MPUBINETV BHUMATE/ISHO O3HAKOMBTECH CO CTMCKOM PA3AEAIOB, BXARLLMX B NPUBMAET VA
Mpusuneria Urenve Co3ganvie PefiakTUpOBaHIE
MonuTaky RADIUS
MOHUTOPWHI RADIUS
SHANOMHTE!

CeTeBble pecypcs

MonuTikn TACACS+
Monuropur TACACS+
MpoduaMposanie

Ponnu Y3

TocTesoit gocTyn

Tocrestie nos3osaren
KOpNopaTViEHsie Nonk308aTE Y
CUCTEMHbiE HaCTpOiKN
BHELLHUE MCTOUHIKIA

Cepayics! coobLLeHuil

PucyHok 87. dopma 006as1eHuUst BHympeHHell poau

dopMa COIEPIKUT CJIeTYIOIIHe IT0JIS:

Ponb * — 1Md posu.

OnncaHne — IIPOM3BOJILHOE OITHCAHHUE (MakKcHMaIbHas JumHa - 200 CHMBOJIOB).

Vanesue

Tun ponu * — BEIOpaTh 3HaUeHUE "BHYTPEHHIA".

Mpusunerun * — TabmIia HACTPOMKU IIpaB ocTyIia. TpebyeTcsa BEIOpaTh YPOBEHb XOTS OBI /11 OSHOU

IIPUBUJIETHH.

* — moJrs1, 06s13aTe/IbHbIE [JIA 3aIIOJTHEHMSA.

Jl11 mo6aBJieHUs pOJIM He06X0/ITMMO HaKaTh KHOIIKY "/[06aBUTE".

A HeJsb34 co31aTh poJib C IIpaBaMU BEIIIIE, YEM Y TeKYIIero I10J1b530BaTeJs.
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/lo6aBieHMe BHeIlIHe i poIu

® O % dOQMOB O

e

BD Monb3oBaTeny v yCTpoAcTEa > TMo/b30BaTenn cUCTeMEl > Poav > Jo6aBneHne
< [o6asneHue

Ponb *

Onucanme

Tun ponu
BHYTPeHHRA

@ srewnss

VICTONHIK ayTeHTIdMKaL
Ms AD

TpyNNbI U3 CAyX6bl KaTanoros * @

MpuBunervn *
TMepea HaCTPOVKOM MPUBI/IETVIF BHIMATE/IEHO 03HAKOMBTECE CO CTIMCKOM PAsAEN0s, BXOARLLNX & MPUBINETVIA

Mpvsunerna urenve Cosganve PepakTuposatue
Moavmky RADIUS
MoHMTOPUHT RADIUS
SHanouHTsl

CeTeBbie pecypcs!

Mok TACACS+
MouTopuHr TACACS+
Mpodumposarie

Ponu nYy3

Toctesoii gocryn

TocTesbie Nonb30BaTenn
KOpnopaTviHsie nonb3osaTent
Cuctemubie HacTpoiikin
BHELLIHVE MCTOMHIKIA

Cepemcst coobuyeHmii

PucyHok 88. ®opma dobasseHUA 8HeW Hell poau

dopMa COLEepIKUT CJIeAYIOIIHe I0JIA:

Ponb * — HaWMeHOBaHHUE POJIH.

OnucaHne — IIPOU3BOJILHOE OIIHCaHMe (MaKCUMaIbHad IIMHa - 200 CUMBOJIOB).
Tun ponu * — BEIOpPATH 3HaUeHLe "BHEIHIA" .

NCTOYHMK ayTeHTMOMKAUMM — BHENIHHH HWCTOYHUK HJIeHTUGUKAITIH,

HCIIOJIB3YIOTCA IJI1 COITOCTaBJIEHMA.

Yaanenve

TPYIIIEI  KOTOPOTO

[loJyle 3amOJIHSETCS ABTOMATHYECKHM Ha OCHOBe KOHOUIypalwu pasfesna «Bxonm B

cucTeMy» W He TpeOyeT pPy4yHOTO BbIOGOpa. B KauvecTBe 3HauUeHUs] IO CTaBJIIETCH
e UCTOYHUK, YKa3aHHBIN B I10JIe "UCTOYHUK ayTeHTuPukauumn" IIpU BKIHUYEHHOU OIIIUN

"Mcnonb3oBaTb BHEWHUN UCTOYHUK MﬂeHTM(I)MKaLI,MM B Ka4yeCcTBe€ OCHOBHOIo MCTOYHUKa

ayTeHTudukauymm" .

Mpynnbl U3 cnyxbbl kKaTanoros * — BBEIGOP IPYIIIL M3 BHEIITHET0 UCTOYHUKA. [Tocre BpI60pa HCTOUHMKA

CHUCTeMad aBTOMATHUYECKH ITOATPYrKaeT JOCTYITHbBIE I'PYIIIIBI 3 COOTBETCTBYIOIIETO KaTaylora.

Mpusunerun * — Tabymiia HaCTPOMKU IIpaB focTyIia. TpebyeTcs BEIOpATh YPOBEHD XOTH ObI [JI51 OJJHOM

IIPHUBUJIETHH.

* — 10JIs1, 006s13aTe/IbHbIE JJI 3aII0JTHEHHA.
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A HeJsb3s co3maTh poJIb C IIpaBaMU BEIIIIE, YEM Y TeKYIIero I10J1b30BaTeJs.

JJ11 co3iaHus POJIK HEOOX0IUMO Ha)KaTh KHOIIKY "/l00aBUTE".
Yci1oBus moryuYeHHu s BHEIIIHE po/mn
* PoJIb 10JDKHA UMeTh cTaTyc (¥) JocTynHo . Posm co craTycoM (X) HegocTynHo He Ha3HAYaloTCA.

® (CBsI3aHHBIM C POJIBIO BHEIIHWUN UCTOUYHHUK 10JDKEH OBITH AOCTYII€H 1 KOPPEKTHO HAaCTPOEH.

¢ Jlosib30BaTeb JOJDKEH COCTOSATH BO BCEX rpyninax, nepeuynucjIeHHbIX B HﬂCTpOﬁKﬂX BHEITHEN POJIH.

Ecmi  moJIh30BaTeNt0  IOAXOMAST HECKOJIBKO poJied, IPUMEHSIOTCI —CJIeIYIOIIHe
KpUTepUU BbIGOPA:

A 1. IIpHOPHUTET OTIAeTCs POJIM C HAMOOIBIITHM KOJIMIEeCTBOM YKa3aHHBIX IPYIII.

2.Ilpy paBHOM KOJIMYeCTBe COBIIAZAIOIIKMX IPYIINI BBIOMpaeTCsd POJb, CO3LaHHAas
paHbIle (C MeHBIINM U eHTUQUKATOPOM).

HasgaueHue POJIN ITPOBEPAETCA U IIEPECUMTHIBAETCA IIPH KAXKIOM BX0/€ I10/Ib30BaTe A
@ Ha OCHOB€ aKTyaJIbHOT'O COCTaBa I'PYIIII.

PepakTHpoOBaHHUE POJIH

Z[JIH PeaaKTHpOBaHUSA POJIA H906XO,III/IMO Ha CTpaHHUIIE CO CIIMCKOM Ha’XaThb Ha UM POJIA B O6I.T.(€fI

TabJIHIIE.
CraTtyc Pone P
(®¥) HegocTynHo AD_Operators /&
Aocrynto Guest Admin &
Aoctynto Guest Operator &
Aoctynto Hardware Admin &
) docrynto Monitor &
) docrynto Network Admin &
® Bectynno read
Aoctynto Super Admin &
Aoctynro System Admin &

PucyHok 89. 'unepcculaka Ha CmpaHuly pedakmupo8aHust poau
ITocste 3TOTO OTKPOETCS CTPaHHUIIA pelaKTHPOBAHKA POJIH, aHAJIOTUYHAs CTPaHULIe 110 0aBJIeHUS.

A M3MeHeHUe THIIA POJIA 3alpelrieHo, ecId POJIb Ha3HaueHa XOTs Obl OJHOMY
T10JTh30BATEJII0 CHCTEMBI.
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PeakTHpOBaHNIe BHyTpPeHHeH poyun

GD Monb3osaTenn vycTpoiicTsa > Mons3osaTenyi cvcrems > Ponu > Radius policy

< Radius policy

@ v usmererv npuBMAerit pony ceccum
Mo/b30BaTENe! C 3TOM POIH NPEPEYTCS -
MOTPeBYeTCH MoBTOpHaR aBTOpHU3aLWS

Ponib *

Radius policy

Onucanme

& 0% DOk OB O

Role description

161200

Tun ponu
@ BHyTpeHHas

BHEWHAR

Mpusunerim *

Tepe HACTPOVK O MPUBINETU BHUMATE IEHO O3HAKOMBTECH CO CrIMCKOM PA3AE/OE, BXOARLLWX B MPUBMErVA
MpwBuierns @ urenne @ Cosaanve @ PepakTuposaHne VaaneHve
MoauTikyn RADIUS 4
MOHUTOPWHI RADIUS
SHANOMHTLI
CeTeBbie pecypcsi o
Monntrkn TACACS+
Moruropur TACACS+
Mpoduamposakie @

Ponnu Y3

FocTesoit gocTyn 6]
TocTesble Mo/b308aTeNM

KopnopaTViBHbie nonb3osaTen

CucTemHbie HacTpoiikin

e

BHELLIHVE UCTOUHIKI
(=)

CepBycsl coobLeiii @

o [LVSTNE CoxpanmTs

PucyHok 90. ®opma pedakmupo8aHusi BHympeHHel poau

II0JIh30BaTeIel C 3TOM POJILI0 OyAyT 3aBepIleHBl — II0TpeGyeTcs ITOBTOPHAs
aBTOPH3AITHSL

g [Tocsle coxXpaHeHUWs H3MeHeHUU B NPUBWIETHSIX POJH BCe AaKTHUBHBIE CECCHU

ITocsie BHeceHUsI U3MeHeHUM He06X0IMMO HaKaTh KHOIIKY "CoxXpaHUTh". KHOIIKa CTaHOBUTCI aKTUBHOU
IIpY HaJIMYUU USMEHEeHUH.

KHomka «OTMeHa» OCyIIeCTBJIIET CﬁpOC BHECEHHBIX U3SMEHEHMUM [0 UCXOJHOTO COCTOSTHUS.
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PeﬂaKTI/II)OBaHIrIe BHeEIITHE poan

® 0 % 3 QMkOB O

e

GD Mon30BaTenn v ycTpoiicTsa > Monb3oBaTeNV cacTeMsi > Poni > AD_Operators

< AD_Operators

@ Tpv vsmerier npvsMneruit ponn ceccun
no/b308aTeNedi C 3T0M PObI0 MPEPBYTCA -
noTpeyerca noaTopHas asTopH3aLYA

Ponb*

AD_Operators

Onucanune

0/200

Tun ponn
BHyTPEHHAR

@ sHewnna

VCTOuHMK ayTeHTMMKALMMN
MS AD
TPYNNbl M3 CYXGbi KaTanoros * @

CN=Admins,0U=Groups.0U=Company.DC=tes... v | +

MNpuemnerum *
Tepep; HaCTPOFiKoli MPUBVEr i BHUMATENEHO 03HaKOMBTECH CO CUCKOM Pas/AeNoB, BXOAALUX B NpHBMnErAN

Mpwsunerus @ urenue @ Coszanve @ PegakTuposatve
MonuTyky RADIUS &

MOHUTOPYHT RADIUS

SHANOUHTSI
CeTesbie pecypcyl @

Monutmkn TACACS+

MOHUTOPUHI TACACS+

Mpodrnuposanne @
Ponu ny3

TocTesoit Aoctyn )

TocTesbie Nonb3osaTen
KopropaTisHsie mons3osateni
CuCTeMHEIE HACTDOMKY
BHELLHVE UCTOUHKY

Cepaicei coobuyeruii o)

PucyHok 91. dopma pedakmupo8aHusi HeuLHell poau

Yganenve

LN CoxpannTs

[Tocste coxpaHeHUs U3MeHEeHU! B HPUBIWIETHAX POJIM WM COCTaBe IPYII BHEITHET 0
A HCTOYHHMKA BCe aKTHUBHBIE CECCHU I10/Ib30BaTesel C 3TOM poJibIo OyAyT HeMeaJIeHHO

3aBepITIeHbI — ITOTPEe6YEeTCs TOBTOPHAs aBTOPHU3aAITH.

ITocsie BHeceHUsI U3MeHeHUU He06X0IMMO HaKaTh KHOIIKY "CoxXpaHUTh". KHOIIKa CTaHOBUTCI aKTUBHOU

IIPHU HAJIMYKX H3MEHEeHHI.

KHorka «OTMeHa» OCylIIeCTBJIIET CﬁpOC BHECEHHBIX U3MEHEHMU [0 UCXOJHOTO COCTOSTHUS.

YaaneHue pou

[ yrasieHUss He06X0QUMO BBIZIEIUTh YeKOOKC CIeBa OT PoJiel, KoTophble TpebyeTcs yaUuTh, 1 HaKaTh

KHOTIKY [ij Ha ITaHeJIH JAeHCTBUI, PaCI0JI0>KeHHOM HaJl TabIHIIe.

0 HeJsb34 ygamuTek poJib, KOTOpasd HasHaueHa I10/Ib30BaTeJIr0 CUCTEMBIL.
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GD Monk30BaTeny v yCTpoicTea > MoNb30BATENM CUCTEME > PonM

Monb3oBaTenn cMcTeMbl

VueTHble sanicu  Poan

Cratyc Pons Tvn Onvcarmve

& 0 5 3Ok 0B O
o

@ Hegoctynro AD_Operators & BHewHss

Rectynso Guest Admin & BHyTpeHHas System role for guest network administrator
@ Bocrynno Guest Operator & BHyTpeHHas System role for guest network operator
RoctynHo Hardware Admin & BHyTpeHHaR System role for hardware access administrator
@ Aocrynno Monitor & BHyTpeHtsn system role for monitoring only with read-only privileges
RoctynHo Network Admin & BHyTpEHHAR System role for network access administrator
@ Bocrynno read BryTpentan
AoctynHo Super Admin & BHyTpEHHAR System role with privileges for all pages and actions
@ Aocrynno System Admin & BryTpeHtsn System role for system administrator

B

€]

[=]

4 BLIGPaHO 3NEMeHTOB: 1139

PucyHok 92. Bvlbop poseil 8 mabauye 045 yoaneHus

g ViaseHue 3ieMeHTOB TPeOyeT IO TBEP KIeHUS B MOZaIbHOM OKHE.

BLIGpaHHLIe 3JIEMEHTBI 6}7/IYT yOaaJIeHbl TOJIBKO IIOCIE ABHOTO IIOATBEP KIEHMA
oIrepanuu.

£\ NoaTeepxaeHWe AelicTENA

NaHHble ByayT yaaneHsl. Bel yBEpeHsI?

- 0

e 4

Pucynok 93. luanozo8oe 0kHO noomeepicoeHUs deticmaeust

OCc00eHHOCTH IPH CMEeHe BHENITHEr 0 HCTOYHHUKA

[Ipu M3MeHeHUH KOHQUTIypallud BXOfia B cucTeMy (pasgesn «Bxo/ B CHCTeMy») BCe BHEIIHHE POJIH,
CBsI3aHHBIE CO CTapPhIM HCTOYHHKOM, aBTOMAaTHYeCKH ITePeXo/isT B cTaTyc (%) HegocTynHo

(¥) HeasocTynko AD_Operators /\

PucyHok 94. IIpedynpesicoeHue 0 CMeHe UCMOYHUKA

CMeHa OCHOBHOI'O HCTOYHHKA ayTeHTHUPHUKAIHMH

[Ipu IIepeKIr0YeHUN C OJHOTO BHEIITHEr0 MCTOYHWKA Ha Apyrou (Hampumep, ¢ MS Active Directory Ha
OpenLDAP) ¢opMa He[OCTYITHOM BHEIITHEHN POJIH OYIeT BHIVISETh CIeIYIOITM 00pasoM:
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® 0% 3Q0kOB O

e

GD Monk30BaTeny v yCTpoiicTea > Monb30BaTE/M CUCTeMH > Poni > AD_Operators

« AD_Operators

@ VI3MeHMACA UCTOMHMK BXOAa. 3Ta pob.
GO/Iiue HE MOXET BHiTh BaHa — CMeHUTE
TPYMINbI U3 CAYXGbl KaTanoros

Ponb*
AD_Operators

Onucaume

0/200

Tun ponu
BHyTPeHHAn

@ srewnss

VcToumnk ayrenudmkaum @
MS AD

TpynnLI 13 cnyx6bi KaTanoros * @

CN=Admins,0U=Groups,OU=Company,DC=tes... v | +

@ Fpynna n3 craporo ncrodrAKa

Mpusunerum *
TMepe HACTPOVKOZ MPUBIANET A BHIMATENLHO 0SHAKOMBTECH CO CMCKOM Pa34En08, BXOAALYYX B NIPUBINETMM

Mpwsunerus @ urenve @ Cosaarve @ PegakTuposative
MonuTiaky RADIUS
MoHUTOpUHI RADIUS

SHANOMHTE!

CeTeBble pecypcsl @

Monutmkn TACACS+

Monuropuhr TACACS+

Mpodunmposakie @

Ponn n Y3

Focresoii gocTyn 6}

TocTessle Nons30saTen

KopnopaTuBHbie nonb3osaTent

Cucremnbie HacTpoFik

BHELLHME UCTOUHMKN

Cepaitcel coobieHuii o)

Yganenve

[N CoxpanmTs

PucyHok 95. dopma pedakmupo8aHusi HeAOCMYNHOU 8HeW Hell poau (CMeHa UCMOUHUKA)

B UcTouHHUK aYTeHTI/I(l)I/IKaIJ;I/II/I AdBTOMATHYECKH II0CTaBJIAETCA aK'I'yaJILHBIﬁ HCTOYHHK (TEKYH_II/Iﬁ

OCHOBHOM MCTOYHHUK U3 HACTPOEK BXO/1a).

PaHee BbIOpaHHBIE IPYIIIIHI 10/ICBEUNBAIOTCS KaK yCTapeBIIHe.

O

JlyoIipoBaHWE POJIM II03BOJIIET OBICTPO
HUCTOYHUKOM. [PYIIITBI M3 CTAPOTO MCTOUHHKA ITPH 3TOM He ITePeHOCSITCSL.

CO3MaTb €€ KOITMI C aKTyaJIbHBIM

OTK/IIOUeHHe UCII0/Ib30BaHUA BHEIITHEI' 0 UCTOUYHHNKA

[Ipy OTK/IIOUEHUU MCII0JIb30BaHUSI BHEITHEr0 MCTOYHMKA (CHSATHe 4YeKOoKca "Wcnosnb30BaTb BHEWHUN
MCTOYHUK WMOEeHTUPUKaLMW B KavyecTBe OCHOBHOro") dopma HeJOCTYITHOM BHeIIHed poJyk OymeT

BBIIISIZIETH CJIEIYIOIIIIM 06pa3oM:
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GD Monk30BaTeny v yCTpoiicTea > Monb30BaTE/M CUCTeMH > Poni > AD_Operators

« AD_Operators

@ OTKeNEH BXOA N0 BHELIHEMY MCTOYHIKY —
572 o BOMsiue He MOXET BbiTh BbigaHa

Ponb*

AD_Operators

Onucanune

® 0% 3Q0kOB O

0/200

Tan ponn @&

BHYTPeHHAsA

VicTounnk ayTentudnkauum

TpynBI M3 Cyx6bi Katanoros * @

Mpusunerum *
Tepe HACTPOVKOZ MPUBIANET A BHIMATENLHO 0SHAKOMBTECH CO CMCKOM Pa34En08, BXOAALYYX B NIPUBINETM

Mpwsunerus @ urenve @ Cosaarve @ PegakTuposative Yaanerve

MonuTiky RADIUS
MoHUTOpUHI RADIUS
SHANOMHTE
CeTeBble pecypcsl @
MonnTikn TACACS +
Moturopuhr TACACS+
Mpoduniposative ®
Ponnuy3
FocTesoit gocTyn o)
B
TocTesbie nonb308aTenn
@
KopopaTHaHsie nons30sateni
=]
CUCTeMHbIE HACTPOVKY
BHELLHUE UCTOHHMKY

PucyHok 96. Popma pedakmupo8aHust HeAoCmMynHou 8HeuwHell poau (OMKAHeH 8HeWHUL 8X00)

e B Osoke Tum posu BapyuaHT "BHeHIHAA" 3a0JI0KMpPOBAaH — BHIOpaTh MOKHO TOJIbBKO THII
"BHYTPEHHSA".
¢ FBJIOKM, CBsI3aHHBIEe C BHeIlHelM ayTeHTHQUKaryel (MCTOYHMK ayTeHTHPUKanuu U I'pynnsl U3

CJIY>KOBI KAaTaJIOr0B), HEJIOCTYITHBI 71 pelaKTHPOBAHUS.

e Jly6/IMpoBaHHe HeJOCTYIIHON BHeIHel poJM TpebyeT CMeHBI THIIAa POJKM Ha
"BHYTPeHHsA".

0OCc00eHHOCTH IPH N3MEHEeHUHU YPOBHS JINI[eH3UH

IToBhILIIEHYIE YPOBHSA JIMIIE H3NH

I[TocJyie TTOBBINIEHHS YPOBHS JIMITEH3UH MOJKET IIOTPE6OBATHCS IOTIOTHUTE IbHasi HACTPOIKa IIPUBUJIETHI.
PoJty, TpeGYIOIHe TOHACTPOMKH, TIOMEYAITCS ITPEYIIPErKTeHIEM:

® Oocrynko Guest network operator £

TpebyeTca HacTpoka nNpas
LocTyna

PucyHok 97. IIpedynpedscdeHue 0 Heobxodumocmu 00OHACMPOUKU poau

IToJsib30BaTe I C TAKUMHU poJrAMH YBUIAT CUCTEMHO€E YBEJOMJIEHIE B I/IHTEPCIJEI;'ICGI
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£ TpebyeTca HacTpoiiKa ponw

PucyHok 98. YeedomieHue 8 HABU2AUUOHHOM MeHIo "Tpebyemcsa Hacmpoulika poau”

IHommwxeHue YPOBHA JTHITCH3UHA

[Ipu pegaKTHPOBAHUU POJIH, COZleprKallleil IPUBIJIETUH, He BXOZSINME B TEKYIIYIO JHUIIeH3HI0, IIpaBa Ha
3TH IPUBUJIETHUH OYYT COPOIIIEHBI IO C/Ie IO TBEP K eHUS COXPaHEeHMUST:

fr M

MoaTBEepAUTL AeAcTBUE?

COXpaHeHWE W3MEHEHWIA NPUBEAET K aBTOMATUYECKOMY CBpOCY
BblAaHHbIX YDOBHER JOCTYNa Y NPUBMNENMA, HE BXOAALLMX B

NMLEH3KHD. Bl YBEPEHKI?
OTmeHa [ReGETT) N

. J

PucyHok 99. IToOmeepaicoeHue coXxpaHeHUst UMeHeHUll

CeTeBnIe pecypcChlI

CeteBoe ycrporictBO (authenticator, NAS - Network Access Server) - CTaHIIMOHHOE€ YCTPOMCTBO,
obecIieunBarolllee II0IK/II0YeHNe KINEHTCKUX YCTPOMCTB K CEeTH U PeayM3yrolllee UX ayTeHTUQUKAIIUIO C
UCII0JIb30BaHUeM IIPpoToKoJ1a 802.1X, MAB WK MOPTaJIbHOU aBTOPHU3ALIHN.

VIpaBJiieHHe ceTeBIMM YCTPOMCTBAaMU BBIIIOJHAETCI B MeHI0 "TIo/ib308amenu u ycmpoticmeaa” — "Cemeaule
pecypcul”.

Co/lepyKUT pa3zestbl:

® VCTpOoMCTBA - pasfesl HaCTPOeK B3auMO/eiCTBUA C CeTeBBIMU YCTPOMCTBaMU;

e [pyIIIBEl YCTPOMCTB - pasfesl HaCTPOeK IPYIIIIOBLIX IIPHU3HAKOB, KOTOPbIe MOTYT HCII0JIb30BaThCI IIPU
HAaCTPOMKe CeTeBBIX YCTPOMCTB;

e [Ipodrum YCTPOMCTB - IPOQUIIH, OIIKUCHIBAOIIKE 0COOEHHOCTH B3aUMOJeUCTBUS CeTEBBIX YCTPOMCTB
110 rrpoTokosiaM RADIUS u TACACS+.

VerpoiicTBa

Omucanue

Cemegoe ycmpoticmgo (ayreHTuUKaTop, NAS - Network Access Server) - CTaHITMOHHOE YCTPOMCTBO,
obecrieunBarolliee IOAKII0OUeHYe KIMeHTCKUX YCTPOMCTB K CeTU U pealu3yIollee UX ayTeHTUQUKAIIUIO C
UCII0/Ib30BaHUeM IIpoTokosa 802.1X, MAB MM IPYIrUxX BU 0B I10JKIFOYEHUH.

Pagmenn "YcrpoiicTBa' OTBedaeT 3a IIPOCMOTP, AoOaBjeHUe, yoajleHUe, pelaKTUpPOBaHUE CEeTeBbIX
ycrpoucTB B cucTreme NAICE.
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a Ec/In yCTPOHCTBO He GBLIO /00aBJI€HO B CHCTEMY, TO 3allpOC Ha aBTOPH3aLHIO IIO
RADIUS-IpOTOKOJIy OT Hero He OyieT o6padoTaH!

BayKHO TOHMMATh — CO3ZIaHHE HOBOTO YCTPOICTBA HEBO3MOSKHO 6e3 CO3[aHHOTO0 ITP0 GHIIS YCTPOUCTBA.

IIpocMOTp CIMCKA CeTeBBIX YCTPOICTB

2. B Monb3osatenu v ycTpoiicTea > CeTeBele pecypcsl > YCTpoicTa

el

CeTeBble pecypchbl

YcTpoiicTa  [pynnbl ycTpoiicTs  Mpogunu ycTpoiicts

+ @ £ & & Q

Nma 1Pva Npoguns npoTokons MecTononoxenve Tun ycTpoiictea Onwcarve
Renoir 10.25.96.105 Eltex MES RADIUS  TACACS+ Building 1 <All Locations  Eltex < All Device Types

Samsung_Catharine_430 63.238.75.65 Eltex MES RADIUS  TACACS+ Building 1 < All Locations Eltex < All Device Types

® 0% 3@k OB

e

40 Bcero snemeHToB: 2

PucyHok 100. Tabauya ¢ nepeuHeM cemesblx ycmpolicme Ha cmpaHuye npocmompa

Ha maHHOM cTpaHHUIle COJIep)KUTCS TabaWIla CO CIIMCKOM BCeX CeTeBBIX YCTPOMCTB, H00aBJIEHHBIX B
CUCTEMY.

TabJIHITa COMEPKUT KOJIOHKH:

* /IMa — HaHUMeHOBaHUeE CETEBOTO YCTPOICTBA.

IPv4 —IP-ampec, mpefHa3HaYeHHBIH JIJI1 B3aUMOeUCTBHUA C yCTpoticTBOM (IPv4).

Mpodunb — HasHAYeHHBIN IIPOQUIIL YCTPOMCTBY. SBJIAETCA TUIIEPCCHIIKOM Ha CTPaHUIly IIPOCMOTpa/
PpefakTUpOBaHUsI HaCTPOEK JaHHOTO IIP0 QU YCTPOMCTBA.

® [lpoToKoMbl — II0KA3bIBAET CTATyC HACTPOMKU IPOTOK0JIOB RADIUS 1 TACACS.
© Cepbl CTATYC - IIPOTOKOJI B BEIOPAaHHOM IIPO Qe BEIK/IIOYEH;

© KpacHbI CTaTyC - IIPOTOKOJI B BLIGpaHHOM IIpOoduIe BKIIOYEH, HO CeKpeT B HACTPOMKaxX yCTPOMCTBA
He yKasaH;

O 3eneHblil CTATYC - TPOTOKOJI B BBIGPAHHOM ITpodIjIe BKIIOYEH, CeKpeT B HACTPOHKAX yCTPOMUCTBA
yKasaH.

® MecTonosoxeHne — IPYIIIIA, OIIPe/e/III0Las MeCTOII0I0KeHHe YCTPOMCTBA.
® Twn ycTpoicTBa — I'PYIIIIA, OIIPe/eJIdrolas TUII YCTPOCTBa.

* OnucaHne — IIPOU3BOJILHOE OIIMCAHKE YCTPOHCTBA.

IIpy HaBefleHUH Ha CTPOKY C MHTEPEeCYIOLMM IIpodreM II0sIBJIAeTcd Iofckaska (i)
@ IIPYU HYKATHUX Ha KOTOPYIO MOYKHO IT0CMOTPeTh HACTPOMKH JIJIsI TAHHOTO ITPO QIS

Bo3MO>kHa COPTHPOBKA B IPSAMOM U 0OpaTHOM HOpsLKe II0 KoJIoHKaM "Hwms", "TPv4", "TIpodmis". 1o
YMOJTYaHUI0 COPTUPOBKA BHIIIOJHIETCS B IIPSAMOM aIGaBUTHOM IIOPSIKe 110 KOJIOHKe "Vms'".
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dJIeMEHTBI VIIpaBJIEHUA:

o6aByieHH e cCeTeBOro yCTPOICTBA

Jly11 0o 6GaBJIEHHSI CETEBOTO YCTPOHCTBA HAOKMUTE + .

® 09 DOk OB O

B oTKpEIBIIIEliCS popMe MOKHO 3aII0JTHUTE CJIeYIOINIe TapaMeTphL:

+ — /lo6aBUTH HOBBIH 3JIEMEHT.

< W &

53

— VaymTh BEIGpAHHBIE 3JIEMEHTHI (HEaKTUBHO, IT0Ka He BBIOPAH XOTh OTUH 3JIEMEHT).
— OGHOBHUTD JTAHHBIE TAOTHITHL.
— I103BOJISIET 3aTPY3UTH IaHHEIE U3 CSV-Qaiiia.

— IT03BOJIsIET BRITPY3UTH IAHHEBIE B CSV-(atiL.

— YekOOKC, KOTOpI:IfI OTBEYaAEeT 3a BBI60p 3JIEMEHTOB [IJI1 BBIIIOJTHEHUS JaIbHEUIINX TeHCTBUI

(HammpumMep, yiaIeHus).

/N — U3MeHHUTD TEKYIIHUIi HOPS{0K COPTUPOBKH.

(Q, Nouck — BEITIOJIHSAET PETHCTPOHE3aBUCHMYH0 QHIILTPAITUIO TI0 BCeM KOJIOHKAM: 0TOGPaKAKTCS

TOJILKO 3aIIKCH, YL0BJIETBOPSIOIIE YCI0BUIO QUIbTPALTUM.

B nanHbIli MOMeHT IPv4 - eIUHCTBEHHBIN IIPU3HAK, I10 KOTOPOMY CHCTeMa OIIpefiesisieT,

@ C KaKUM YCTPOMCTBOM HET paboTa.

,Z[OCTYHHO TOJIBKO IT0JIHOEe coBHaaeHwue 110 1P, a 3HauuT agpeca Bcex YCTPOﬁCTB JOJDKHBI

OBITH 106aBJIEHBI B CUCTEMY SIBHO.

GD Mon308aTen v yCTpoiicTsa > CeTeBsie pecypcsl > YCTpoiicTea > flo6asneine

< [o6aBneHune

Wma *

Mpoduns *

Mogens

Tun agpeca SHaueHne *

Onucanme

0/200

pynnbi ceTeBbIX yCTPOACTE

All Device Types *
All Device Types ®

All Locations *

Al Locations B
Hacrpoiikn ayTeHTM¢MKaummn RADIUS

CexpeTubiii knioy

Hacrpoiikn ayteHTudmkauumm TACACS+

CepeTHbili Knio4

PucyHok 101. CmpaHuua dobas.1ieHus cemegoz20 ycmpoticmaea
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UMs * - HaMeHOBaHIe CeTeBOI0 YCTPOMCIBA; LOJDKHO OBITh YHHKAJIbHO B paMKaxX CIIMCKa CeTeBBIX
YCTPOMCTB. MakcuMaIbHas JyIMHa - 200 CHMBOJIOB.

® [lpodunb * - BEIOOP IIPOQIIIL CETEBOTO YCTPOMCTBA.
®* Mogenb - MOJeJIb CETEBOIO YCTPOICTBA. MakcuMaibHas AJIrHa - 100 CMMBOJIOB.

* IPv4 * - IP-afipec CeTeBOTO YCTPOMCTBA. 3allMCh B BHJe YeThIpexX uwces oT 0 10 255, pasjesieHHbIX
TOYKAMI.

® OnucaHue - IIPOU3BOJIbHOE OITHCcaHue. MakcuMaIbHas JIUHA - 200 CHMBOJIOB.

I'pynmsl ceTeBBIX YCTPOMCTB - BHIOOP TPYIII THIIA U JIOKAI[UM CeTeBOTo ycrpoiicTtBa. Ecmm BeIGOp He
CHesaTh - OyAyT Ha3HAUEHBI TPYIIIIEI II0 YMOJTUYaHHUIO (T.e. KOPHEBHIE).

[Ipu CO3MaHUK HOBOM KOPHEBOM TPYIIIBL, KaK 3TO OIIMCAHO B pasfese ['PYIIIbl YCTPOUCTB, B CITHCKe
I'pynnul cemegblx ycmpoiicme 0HU OyAYT IOSIBJISITHCSI aBTOMATHUECKH.

Hacrpoiika ayrenTudukanu RADIUS coep Xurt:

¢ (CeKpeTHBIH KJIIOY [JI1 B3aUMOZEeMCTBUA C CeTeBBIM YCTPOMCTBOM II0 IIPOTOKOJIY RADIUS. fBigercsa
06s13aTeIbHBIM I10JIeM, €CTM B BEIOPHHOM ITpoduile BKIIOUeH IIpoToKoJa RADIUS. JimHa ot 1 1o 200
CHMBOJIOB.

Hacrpoiika ayreHTHGHKaruu TACACS+ cOLep/KUT:

® CeKpeTHBIH KXY /I B3aUMO/JIEMCTBU C CeTeBBIM YCTPOMUCTBOM I10 IIPOoTOK0JIy TACACS+. [yiiHa oT 0
10 64 CUMBOJIOB.

ITapameTphl, OTMEUYEHHBIE 3BE3I0YKOH *, 06513aTeIbHEI [IJI 3aII0THEHUS.
ITocsie BBO/Ia HEOOXOAUMBIX aHHBIX HOXKMUTE KHOIIKY "/[00aBUTH".

PeJaKTHPOBaHHE CETEBOr0 yCTPOHCTBA

JlJIs1 peJlakKTHPOBAHUS CETEBOTO YCTPOMCTBA HEOOXOJMMO Ha CTPAHUIIE CO CITUCKOM Ha)kaTh Ha €T0 UMsL.

Uma
Renoir

Samsung_Catharine_430
PucyHok 102. T'unepccblika Ha CMpaHully pedakmupog8aHus ycmpoticmea

ITIocste sToro OTKPOETCA OKHO peaKTHPOBaHMs, aHaJJOTHYHO€E CTpaHHUITE 10 OaBJIEHUSI.

111



GD Monk308aTeny v ycTpoiicTea > CeTeBbie pecypcsl > YcTpoiicTea > Renoir

« Renoir
Wmsa *
Renoir

Npoguns *
Eltex MES, -

Mogens

MES2324P

® 0 5 3Ok OB O

Tun aapeca 3uauenne *

Pv4 agpec - 10.25.96.105

Onucanme

0/200

pynnbi ceTeBLIX ycTpoiicTs

All Device Types *
Eltex 6 °

All Locations *

Building 1 & o

Hacrpoiikun ayTeHTudMKaLmm RADIUS

CeKpeTHBIIA KAt *

c) Hactpoiiku ayTeHTUdMKaLKM TACACS+

] CeKpeTHIii KoY

PucyHok 103. CmpaHuya pedakmupogaHus ycmpoticmea

RADIUS-cepBep, Haxopadamiica B coctaBe NAICE, KalmpyeT ceTeBbIe YCTPOMCTBA IIPU UX
LobaBJIeHMM B CHCTeMy. B cIyyae OIMOKKM IIPHM yKasaHUMU CeKPeTHOIO KJIH4Ya U

A IIOCJIeYIOIIEeM PeaKTUPOBAaHUU Ha KOPPEKTHBIN KJII0U 3THU JaHHbIe B Kallle He OyAyT
06HOBJIEHHI. B 3TOM Cyiygae BBITOJTHUTE pecTapT docker-KoHTeliHepa naice-radius g
IIepeYnThIBAHU HOBBIX JAHHBIX U3 0a3bl JaHHBIX.

ITocie pefakTUPOBaHUI HEOOXOAUMO HaKaTh Ha KHOIIKY "CoxpaHUTh". KHOIIKa CKpHBITa, ITI0Ka He OygeT
BHECEHO XO0Ts ObI O[THO U3MEeHeHUeE.

KHomka "OTMeHa" 0CyIecTBJIsIeT COPOC BHECEHHBIX U3MEHEHHH /10 UCXOJHOTO COCTOSTHUS.

VaaseHHe ceTeBOro yCTpoicTBa

JI7151 yoasieHusl B OKHe CO CITMCKOM HaJ[0 BBIZIEIUTh YeKOOKC cJleBa OT HAUMEeHOBAHMUS CETEBBIX YCTPOMCTB,
KOTOpEIe TpeOyeTcs YIaIUTh, U HaXKaTh KHOIIKY [i] BBEpXY CJIeBa.
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2. B Monb3osatenu v ycTpoiicTea > CeTeBele pecypcsl > YCTpoicTa

CeTeBble pecypcbl

VeTpodictea  [pynnslyeTpoiicTs  Mpoduny ycrpoiicTs

+ @& 2 & 2 Q

Nma 1Pva Npogune npoTokons MecTononoxenve Tun ycTpoiictaa Onvcarve

e
Renoir 10.25.96.105 Eltex MES [6) RADIUS  TACACS+ Building 1 < All Locations Eltex < All Device Types

Samsung_Catharine_430 63.238.75.65 Eltex MES RADIUS  TACACS+ Building 1 < All Locations Eltex < All Device Types

& 0 5 3Ok 0B O

<]

4 BLIGPaHO INEMEHTOB:! 113 2

PucyHok 104. Beibop ycmpoticmea 8 mabd.auue 015 yoa1eHUs

ViaseHue 3ieMeHTOB TPeOyeT IO TBEP KIeHUS B MOZaIbHOM OKHE.
A BriOpaHHbBIe ajleMeHTHl OyAyT yAaJleHbl TOJbKO IIOCJIIe SIBHOTO ITOJTBEPIKIeHUS
OIlepaIuu.

£\ NoaTeepxaeHWe AelicTENA

NaHHble ByayT yaaneHsl. Bel yBEpeHsI?

- 0

L .

PucyHok 105. JJluanoz2o80e 0KHO noomeepacoeHUs deticmaeust

HmmopTt

NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-paiiyioB.

Hpe/:[,BapI/ITEJIBHaH IIOATrO0TOBKaA II€pea HMIIOPTOM

1. Co3maiiTe WM NIPOBephTe HaJIWUWe HEOOXO[MMBIX CBSI3aHHBIX CYIITHOCTeH (HAIIpHUMep, IIpPodUIb
YCTPOMCTBA).

2. O3HaKOMBTeCh C TpeboBaHUAMH K CSV-daiiry:
o ®dati 10/oKeH ObITh B KogupoBKe UTF-8;
= PagnesUTesIb IIOJIEHM: 3anaTasa ()
B PagmesmTesb CTPOK/TEKCTA: ABOWHAsA KaBbluka (")
© 3aroJIOBKU U 3HAUEeHUSI J0JDKHBI OBITH B3SIThI B IBOMHbBIE KaBBIUKU (")
© MakcuMaIbHBIU pasMep ¢atiia 2Mb.
3. IIpoBepbTe coeprxuMoe dpariia Ha HaIM4due JIMIITHUX KaBbIueK Ilepel UMIIOPTOM;

4. IIpoBepbTe TO YTO 3HAYeHUs, COZeprKalllkie ABOMHYI0 KaBBIUKY (") WIM CI9II (/) IPaBUIBLHO
9KpaHUPOBAHBI.
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3HaueHUs, cofieprKallye TBOMHYI0 KaBBIUKY (") 9KPAHUPYIOTCS C IOMOIIBI0 \

0 3HaueHUd, cofepoKallfre cIanl (/) SKpPaHHPYIOTCI C IIOMOITbI0 \"

IlpaBWIbHOE HaNHCaHHe 3HadYeHMil (C I3KpaHMpPOBaHHEM IIOMOIIBI0 \") Ha IIpuMepe
cogep>xaHuA ¢paiiia 41 mMIopTa Haoopa komaH TACACS:

"name:Required" "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command "false" "PERMIT/\"show/vlan|1|2|\"/true"
Set\""

HekoppekTHOe HamucaHWe 3HadeHUi (0e3 IKpaHUPOBaHW) Ha IpuMepe cofep>kaHus daiiia
JUIs1 UMIIopTa Ha6opa komaHy TACACS:

"name:Required”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
o HUrHopupoBaHWe 3SKPAaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PAaCIIO3HAHUIO
LaHHBIX.

HOp}I,D;OK BBIIIOJTHEHMS TMIIOPTa

Jos1 uMmIiiopta AaHHbIX u3 CSV-gaiiia HakmuTe & Ha IIaHeJHM [eHCTBUM, PacloJjIO)KeHHOM Haf

TabsuIe. IIocse 4ero OTKpOeTCst OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTPefakTUPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakKCcKMManeHbld pa3mep daiina 2MBb

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOpUPOBaTL CyulecTByoMe gaHHble (1)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 106. OkHO HMmnopma

WMrIiopT JaHHbBIX U3 CSV-daiia BBIITOIHSAETCI B HECKOJIBKO IIaroB:

1. Bei6epuTe HeoO6X0oUMBIN CSV-Qaiis, IepeTalyB ero B I10JIe 3aTPy3KU I BbIOpaB yepes3 IPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl Hy»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI TPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JAHHBIX, €CJIM OH 3apaHee He OIIPe/iesIéH;
3. IIpyr He0OXOAUMOCTH aKTUBUPYUTE (Jlark UMIIOPTa:

HNrHopHpoBaTh CyNIIeCTBYIOIINE JaHHbIE

o Eciy nepekIrovaTesb BKIIOUEH — AYOIMKaAThI 3alIUCe CUMTAI0TCI IIpeAyIIpesKIeHUueM.
o Ec/v mepeKIIvaTe b BRIKJIFOUEH — AYOIMKAThI PaclieHUBAOTCI KaK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBOI OIITHOKe

© EciM nepexksrovaTesb BKIIOYEH — MMIIOPT OCTaHABJIMBAETCS IIPU IIepBO jKe ommobKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 eé BOSHUKHOBEHUS.
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Ecmm IIepeKIro4daTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCA, UMIIOPT ITPOO0J/DKAEeTCA
[0 KOHIIa. By,IIYT HMIIOPTHUPOBAHBI TOJILKO BaJIM/THBIE 3aIIKCH.

4. Jl1a TOTO UYTOOBI UMIIOPT HavaJsICsl, HOKMUTE KHONIKY "HMimopt".

[Ipu mMMITOpTe AYOIHUPYIOIIMEcs NaHHbIe Ilepe3allcaHbl I OTpeSaKTHPOBAaHBI He
A OYAYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTUTe U3MEHUTH CTaphle TaHHEIe, IaIuTe UX
U3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO HMIIOPTY

Cpasy IocJie 3aBepIieHus 06paboTKH paiiia 0TKPOEeTCsI OKHO 0TYETA IT0 UMIIOPTY.

Ecymi Bce 3armucy B parite 6pLIH 06pab0TaHbl KOPPEKTHO, BBl YBUUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpOoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

e )

PucyHok 107. Omuem umnopma (8ce 3anucu 06pabomaHsl KOppeKmHo)
BJI0oK ¢ 06111et THGOPMAITHEeN CO/IEePIKUT:

®* Bcero uMmnoptupoBaHo - CUETUMK TOTO, CKOJIBLKO 3aluced ObLI0 MMIIOPTHPOBAHO H3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* [pepynpexpenui - KosrdecTBO BO3HUKIIINX IIPeyIIPesKI eHUH;

® Quubok - KosrmyecTBO BOSHHUKIIIUX OIIMHOOK.

Ecii He Bce 3aITHcH ObLITA O6pa60TaHBI KOPPEKTHO, BBl YBUJIUTE OKHO:
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loToBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero uMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

Cwmbokr: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
@ 1 Ly6nukart B 6a3e AaHHbIX. 3Ha4YeHWe C ...
A 1 OTcyTCTBYeT 3HayeHue y nonga "email”
A 1 OTcyTCTBYeT 3HaueHwKe y nong "firstNa...
A 1 OTcyTCTBYeT 3HadeHwue y nons "lastNa...
- v

PucyHok 108. Omuem umnopma (3anucu 06pabomansl ¢ owubKamu/npedynpeicoeHusMu)

IToapoGHBII OTUET COLEPIKUT CIIEYIOIITY0 HHPOPMAIIUIO:

® OunbTp - BeImajaronuii CIIUCOK, B KOTOPOM MO>KHO BBIOpPATh OTOGpaskaeMble yBefqoMuieHUs (Bce
yBefomnieHns , Tonbko ownbkn MU ToNbKO NpepynpexneHus )

TabsHITa yBeIOMIEHHH CO/IePIKUT KOJIOHKH:

® (Ctpoka - HoMep crpoku B CSV-dartie, Ime o6Hapy»KeHa OIIMOKa WU IIpeIyIIpesK eHUE;

® OnucaHue - /leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyIpesxKueHs.

U1 TpocMOTpa IIOJHOTO TeKCTa OITMCAaHWsI HaBeJUTe Kypcop MBIIM Ha
@ COOTBETCTBYIOIIYI0 CTPOKY - BO BCIJIBIBAOIIIEN ITO/ICKa3Ke 0TOOPA3UTCS ITOJIHBIN TEKCT
coo061IeHYs 06 OIITMOKe MU ITpelyIIpesK eHIH.

OC00eHHOCTH UMIIOPTa YCTPOMCTB

0 Jia YCTpOﬁCTB CeTH B KayecTBe MCTOYHUKA JaHHBIX IT0eprKaH TOJIEKO NAICE
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B Ta6JII/II_Ie HIDKe ITpUBeIEeH CIIHMCOK II0JIeH, UX 00513aTe/IbHOCTh, OIIMCAaHHE K Tp86OBaHI/I$II

IIone

name:Required

description

ip_address:Requir
ed

model_name

network_device_p
rofile:Required

network_device_g

roups

radius_secret

tacacs_secret

OnucaHue

WM ceTeBOTO yCTpOMCTBaA

IIpou3BOJIbLHOE OIUCAHUE YCTPOMCTBA

IP-agpec ycrpoiicTBa (IPv4)

Moesb ceTeBOTO YCTPOMCTBA

IIpoHUIL CeTeBOTO YCTPOMCTBA

['pynnel ycTpoicTBa B KOTOPEIE 6yzeT
BXOJIUTH YCTPOMCTBO (YKa3bIBaeTCs
IIOJIHBIU IIYTh)

CexpeTHbIl K104 RADIUS

CexpeTHbIU K04 TACACS+

IIpuMep KOPPEKTHOT 0 cofiepkaHus daiiia:

"name: "descri
Requir  ption"
edll

IIMESH mnn

"ip_add "model "network_device
ress:Re _name" _profile:Required
quired" "

"10.25.9 "MES23 "Eltex MES"
6.105" 24p"

TpeGoBaHuA

0O0s13aTeIbHOE II0JIE
J0JKHO OBITh YHUKAJILHBIM

MakcumasibHas a1arHa - 100 CMMBOJIOB
MakcumasibHas a1jrHa - 200 CHMBOJIOB

O6s13aTe/IbHOE II0JIEe
J0JDKeH 6BITh YHUKAJIbHBIM
d®opmMmar: yeTsIpe urciaa 0-255,
pasjeJleHHble TOUKaMHU

MaxkcumasibHas arHa - 100 CHMBOJIOB

O6s13aTesILHOE IIOJIE
IIpodmiIb JOJKEH CYyIecCTBOBATh B
cucremMe

I'pynnsl KOJI>KHBI CYIeCTBOBATH B
cucreMe

dopmar: rpynna#noarpynna
Pasgesutens nyTeu: ;

0O0s3aTesIeH IpH BKIIYEHHOM
RADIUS B nmpoduie

JAanHa: 1-200 cMMBOJIOB
3anpeleHsl IIpo6eJIbl

MakcuMaJibHas IJInHa - 64 CHMBOJIa
3ampeleHsl IIPo6eJIbl

Ecmm 11 yeTpoMcTBa He YKa3aHbl TPYIIIEL B network_device_groups WM TPYIIIEL OyIyT
He Hal/leHbl, eMy OyAyT HasHaueHbl KOPHeBble IPYIIIILL.

"network_device ‘"radius "tacacs
_groups" _secret _secret
"All "secret  "secret
Locations#Buildi ~ 123" 123"
ng 1;All Device

Types#Eltex"

ITosyueHnune CSV-¢aiina mabIoHa OIIHMCaHO Jjajlee B paszesie "IKCIopT".
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JKCIoOpT

NAICE noiep>KuBaeT 9KCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKH 00PaMIIIIOTCS [1BOWHbIMM
KaBblYKaMV , pasfiesIuTesIb IIoJIe: 3anatas (,).

IIpoueaypa axkcmopTa

JIOCTYITHBI IBA pe>KUMa IKCIIOPTA JAHHBIX:

® JKcCnopT BCero - BeIrpyska Bcex 3anucen TEKYIIET0o pa3aesa. CucreMHbIe CYIITHOCTH MCKJIIOUAOTCA U3

IKCIIOPTa;

® 3KcnopT BbIBpaHHOr 0 - BRIrpy3Ka TOJILKO OTMEUEeHHBIX YeKOOKCOM 3aITHCeH.

o £ £

CTaTyc

Brmoue  5¢cnopt Brero

Brnrouehm— wvary

PucyHok 109. OkHo 8blb0opa pedxcuma skcnopma

0 3HaueHUs cojiepsKallye IBOMHYI0 KaBBIUKY (") WJIM o3Il (/) GYAYyT 3KpaHHUPOBAHBI C
IIOMOIIBI0 \" .

JKCIOPT BCEX CYIITHOCTEMH

Ha maHemu pedcTBUM Haj TabidIled HaXMUTe £ U BblGepUTe pexuM "IKcmopT Bcero". B

OTKPBIBIIIEMCS OKHE II0ITBEPAUTE [eMCTBYE KHOIIKOHM "IKCHopT":
r 3
3KcnopT B CSV

MpKy 3KCNOPTE He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aiMeT HeKOTopoe Bpems, A0XAMTeCb GOPMUPOBAHWA W 3arpy3Kun
dbaina.

SkcnopT el LTE

(% J

PucyHok 110. 3kcnopm ecez0

[Tocte HaKaTHS KHOIKH "OKCHOPT" Ha YCTPOMCTBO BBITPY3UTCS (aii, CofepsKallyii Bce 3alMCH U3
TEeKYIIero pasyera.

IKCHOPT BHIGPAaHHBIX CYIITHOCTEH
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Ha maHes [eMcTBHM Haj TabiuIleld HaXMHATe £ U BhIOepuUTe pekUM "OKCIOPT BBIOpPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeMCTBHE KHOIIKOHM "IKCHopT":

ITowie HayKaTHs KHOIIKU "JKCIOPT" Ha YCTPOMCTBO BBITPYSUTCA GalI, COLeP KAl TOJIbKO OTMeUeHHbIe

3allCH.

A

IITaG/10H

-

-
3KcnopTt B CSV
Mpu 3KCNOPTE HEe BKIHYaTCA CUCTEMHBIE CyLLHOCTK. MNpoueaypa
33AMEeT HeEKOTOpOE BpEMA, 0¥ AMTect HOpMHUDOBAHWUA W 3arpy3KK
daiina.
BbiGpaHo 1 13 1 3anuceiA.

y

PucyHok 111. Ixcnopm 8bl6paHHbLX

IIpu oTkpeITHH CSV-QaliyioB B KadecTBe pasfesnTessi IIOJIEM BcCerfa UCIIOJIb3yiTe
3anarTyro (,), pasjgesuTesieM CTPOK/TeKCTa MOTYT ObITH ABOMHBIE KaBbIUKH (") wiu
IyCTOe 3Ha4YeHHe.

IIpu coxpaHeHun CSV-QaliyioB B KaueCTBe pasfiesUTesid I10JIell Bcerfga HUCII0JIb3YHUTe
3anATyIo (,), a pasfeIUTes b CTPOK/TeKCTa - Iy CTOe 3HAUEHHE.

Ect TIpy OTKPBITHH Qaiiia MCII0Ib30BaJICs Pa3le/IuTes b CTPOK — JIBOMHAsA KaBbIUKa
("), TO 3HAUYEHUSI, COZIep>Kall[ie CHMBOJIBI TBOMHOM KaBBIUKK (") MIM wbma (/),
3KpaHUPOBAHHBIE KaK \", MOTYT IIPU COXPAaHEHHUU IOJIYYUTD JIUITHIOK KaBBIUKY (")

nocte (\"). IIpoBepbTe ¢paili B TEKCTOBOM PEeNAKTOPE U Y aJINTe JIUIIIHKE KaBbIUKH,
€CJIM OHU ITOSIBUJINCE.

Ecmu B Tabsuite 0TCYTCTBYIOT 3aIIMCH (JIMO0 IIPUCYTCTBYIOT TOJIBKO CHUCTeMHbIE CYIITHOCTH), IIPK BhIOOpe

pexrMa "IKcmopT Bcero" OymeT coopmMupoBaH CSV-daiiy, CofepsKalfuil HCKIIYHUTETHFHO 3ar0JIOBKH

CTOJIOII0B./laHHBIN (Qaliy MOYKeT OBITh HCIIOJIb30BaH B KadyeCTBe MIAOJIOHA I ITOTOTOBKU ITAaHHBIX

Iepea KMIIOPTOM.

OCO00eHHOCTH IKCIIOPTa YCTPOMCTB

[I0/THBIHM OyTh [0 IOATPYNIEI B KOTOPYI0 BXOJUT YCTPOMCTBO GyfieT IIpOIIKCcaH depes
pasfesmTesNb - # . KaKIbIN 0TI eIbHBIN IYTh [0 TPYIIILI 6y/IeT OTaesIeH C IIOMOIIBIO - ; .

CtpyxTypa CSV-daiiya 111 yCTPOUCTB CeTH OIIMicaHa B paszesie "Ocob6eHHOCTH UMIIOPTa YCTPOUCTB".

I'pymimsl yCTpoOMCTB
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file:///builds/ems-group/naice/naice-frontend/devices.html#_%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8_%D0%B8%D0%BC%D0%BF%D0%BE%D1%80%D1%82%D0%B0_%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2

OnucaHue

I'pynnust yempoticme IipefHasHadyeHb! [ arperaliy CeTeBbIX YCTPOMUCTB II0 Pas/IMUHbIM IIPU3HAKaM, C
JaIbHeMIIel BOSMOKHOCTBIO OIIpe/ie/IeHHs PasIMUHbIX ClleHapHeB aBTOPU3AllWH I PasHbIX IPYIIIL B
pasgenax [osmtrky RADIUS mm [Tosmmtrky TACACS+.

ITpocmoTp rpymm

Ha mranHOU CTpaHHIle COAEePIKUTCA TaﬁJII/II_Ia CO CITMCKOM BCEX I'PYIIIL.

A BD rMonbsosaTenn nycTpoiicTsa > CeTeBbie pecypchi > [Pyl ycTpOMCTS.

fel

CeTeBble pecypchl
VcTpoiicTea [Pyl ycTpodicTs  Mpoduny ycTpoiicTs
C + @8 8 28 & &

Wms Onucatve ycTpoiicTea
> All Device Types & Default Device Type group

>  AllLocations & Default Location group

® 05 3 0B

®

PucyHok 112. CmpaHuuya npocmompa CnucKa pynn

ITo yMOJTYaHUIO CYITIECTBYIOT /IBe KOPHEBbIE TPYIIIIHL:

¢ All Device Types — IIpefjHasHaueHa /i1 GOPMHPOBAaHUS TIPYII II0 IIpU3HAKaM THIIA CeTEeBBIX
YCTPOMCTB

e All Locations — mpegHasHaveHa i GOPMHUPOBAHUA TPYHII II0 IIPU3HAKaM JIOKAI[UU CETeBBIX
YCTPOCTB.

,Z[aHHBIe TPVYIIIIBI ABJIA0TCA CHCTEMHBIMH B HE MOTYT OBITH yAaa/I€eHbl 1IN U3MEHEHEL.

IIpy He06XOAMMOCTH MOKHO I06aBHUTH HOBBIE I10/Ib30BaTebCKHE KOPHEBbIe TPYIIIBL. TakuM 06pasoM
a/IMHHHUCTPATOP MOYKET CO3/[aTh JIFOOYI0 HEPAPXHUI0 YCTPOHCTB, TPYIIIIHPYS UX II0 JIFOOBIM IIPU3HAKAM, I7Te
NpU3HAaK BEIHOCUTCA B VM KOPHEBOU I'PYIIIIL], & 3HAWeHUS Npu3Haka B FIMeHa JoUYepHUX IPYIIIL.

Tabsita coep>KUT KOJTOHKHU:

® |IMs - HAUMeHOBaHUe IPYIIIL;
© (& —/laHHas CYIITHOCTD SIBJIIETCSI CUCTEMHOM 1 HeJI0CTYITHA JIJIS Yl a/leHHUs.
® (OnucaHve — IIPOU3BOJILHOE OITHICAHUE TPYIIIIEI;

® YcTpoicTBa — KOJIMYECTBO YCTPOMCTB B IPYIIIIe; [JII KOPHEBBIX IPYIIII KOJMYECTBO YCTPOMUCTB He
0TOOpaKaeTCs.

CopTHpOBKa He IIPeyCMOTpPeHa.

JJIeMEeHTHI VIIpaBJIEHUS:
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<>

— PacKpBITh BCe TPYIIITBL

e -+ — lo6aBUTH IPYIIIY.

* [ — VoamuTh rpymiry (HeaKTHBHO, II0Ka He BhIOpaHa TpyIIa).

. — ITokasaTh yCTPOMCTBA IPYIIIIBI U ee TIOITPYIII (HeaKTUBHO, II0Ka He BhIOpaHa TPYIIIa).
e  — OOHOBUTH JJaHHbIE TAOIUITHL

e $ —TIlo3BoJIsIeT 3arPy3UTh JJaHHBIE U3 CSV-Qariia.

e { —Ilo3BOJIAeT BHITPY3UTH JJaHHEIE B CSV-QarisL.

®* > —PaxphITh CIIMCOK IIOJTPYIII TPYIIIIHL.

¢ { —CBepHYTb CIIMCOK IIOATPYIII IPYIIIIBL.

o — YeK60KC 7151 BBI/IeJIeHUS TPYIIIIEI (MOYKHO BhIOPATh TOJIBKO OHY TPYIIILY).
JAo6aBjieHH e IPYyIIIbI

/lo6aB/IeHIIe KOPHEBOMH IpyIIIbI

[l mo6GaByIeHUsI KOPHEBOM TPYIIIIEI HAKMUTE -+ BBEpPXY CJIEBA OT CITHCKA IPYIIIT KOITA He BEIOpaHAa HU

OJTHa TpyIIIIa.

GD Monssosarenn v ycrpofictsa > CeTessie pecypcs > Tpynisi ycTpoiicTs > AoBasnenine

< [o6aBneHve

Vs *

PoauTenckan rpynna

Onucanne

® 05 3O kODB O

0/200

]

PucyHok 113. CmpaHuya dobas.ieHue 2pynnsl
B OTKPBIBIIEMCA OKHE MOKHO 3aII0O/JITHUTH:

* |IMa * - HaMeHOBaHUe I'PyIIbl. MakcruMaibHad AarHa — 100 CUMBOJIOB.
* OnucaHwue -omucaHue. MakcuMaibHasg AymmHa — 200 CUMBOJIOB.

* PopuTenbckas rpynna — 3aIl0JIHSETCS aBTOMAaTHYeCKH, 3HaueHHe GepeTcsl OT IPYIIIBI A1 KOTOPOH
BBITIOJTHSIETCS CO3/laHKe ITOATPYIIIBL. IIpU co3faHUK KOPHEBOM IPYIIIHI IT0JIe Gy/IeT IIyCToe.

HapaMeTpLI, OTMEUYEeHHbIEe SBQSAO‘IKOI‘/JI * s 00s13aTe/IbHBI [JIA 3aIIOJTHEHMA.

ITocsie BBO/Ia HEOOXOJUMBIX JAHHBIX HOOKMUTE KHOIIKY "/[06aBUTH".
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/lob6aByieHMe IOATPYNIIIbI B CYLIe CTBYIOLIYIO IPYIIITY
Jis mobGaBjieHUs TPyHIbl B CYIIECTBYIOIIYIO TPYIIILY HEOOXOAWMO BbIOpaTh €€ 4eKO0KCOM cCjieBa OT

HaHMMEeHOBAaHUs 1 HA’KAThb + .

2. B Mons3osatenu v ycTpoiicTea > CeTeBele pecypci > PYNMLl yCTPOACTS

CeTeBble pecypchbl

VeTpoiicTea  [PYNNLIYCTPOWCTE  Mpoduny yerpoiicTe

> All Device Types & Default Device Type group

Q
@
=]
2
@ v Onucatve Ycrpoiictea
®
& > AllLocations & Default Location group

0

@

PucyHok 114. CmpaHuua ¢ 8b160poM KOpHe8oll 2pynnbl 04151 006a8./1eHUSL 00U epHell 2pynnbl

IIpu pmobaByieHUU MOATPYINOEBL B Ilosie "PopguTesibckas rpynna’ oToOpakaeTcsl HauMeHOBaHUe U ID
POIUTENHCKOM TPYIIIEL. /laHHOE I10JIe He MOYKeT ObITh H3MEeHEHO.

GD Monk30BaTeny v yCTpoiicTea > CeTeBbie pecypcsl > IpyNnui ycTpoiicTe > /io6aBnenne

Q « [lo6aBneHue
@

Wmsa *
=]
2
) PoauTensckan rpynna
® All Device Types (ID: 1)
s onucanne
0
@

07200

B
@
=]

Pucynok 115. Cmpanuya ¢ dobasieHuem douepHell 2pynnol

PegakTHpoOBaHHEe IPyNIbI

Jia PegaKTUPOBaHUA I'PYIIIIBEI HEO 6XO,Z[I/IMO HaKaThb Ha €€ HaUMeHOBaHUe.
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2. B Monb3osatenu v ycTpoiicTea > CeTeBele pecypcsl > PynnbiycTpoiicts > Building 1
« Building 1
Wmsa *

Building 1

PoauTensekan rpynna

All Locations (ID: 3)

Onucanme

& 0 5 3Ok 0B O

0/200

PucyHok 116. CmpaHuya pedakmupoeaHust 2pynnsl

ITocse pefakTUPOBaHUAI HEOOXOAUMO HaXKaTh Ha KHOIIKY "CoxpaHUTh". KHOIIKa CKpHBITa, ITI0Ka He Oy1eT
BHECEHO XO0TsI 6bI 0/THO H3MEeHEeHHeE.

Kxo1ika "OTMeHa" 0CyIleCcTBIIsIeT COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXO0JHOTO COCTOSTHUS.

H3MeHUTEL "POIMTE/ILCKYIO TPYIIILY" Hesb3d. IIpoljeaypa IepeMellleHusa IIOATPYIIIIEL B
A IPYTYIO POLUTEILCKYIO He IIpeycMoTpeHa. /I eé U3MeHeHHs Ha/lo YAAIUTh IPYIILy U

CO3/IaTh ee B KauecTBe IO/ IPYIIIIbl HHOU TPYIIIIEL.

YaaneHHue rpynimbl

JUTsL yoaJieHyst B OKHE CO CIIICKOM Hafl0 BBI[ETUTH UeKGOKC CJIeBa OT HAMMEHOBAHHs U HAKATh KHOIIKY
[y BBepxy cieBa.

A BD Mons3osaten nycTpoiictea > CeTesbie pecypchi > PynMbl CTPOMCTS

CeTeBble pecypchl

YeTpoiictea  [pynnbiycTpolicts  Mpoduny ycrpoiicTs

> All Device Types & Default Device Type group
v AllLocations & Default Location group

Building 1 :

Q
@
Q
&
@ Vs Onucatve Yycrpoiicrea
®
&
0
@

e

PucyHok 117. CmpaHuua ¢ 8blde/1eHHOU 2pynnoii 041 yoa1eHUs

BriGpaHHbIe 37eMeHTHl OyAyT yhajJeHbl TOJIbKO II0CIe $IBHOTO IIO[TBEPIKIEeHUS
OIeparym.

g VnajieHue 3JIeMeHTOB Tpe6yeT IIOATBEPKIEHUSA B MOJa/IbHOM OKHE.
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£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

L J

PucyHok 118. Jluanozoeoe 0kHO nodmeepicoeHus deticmeust

OzpaHuueHus:

® HeJIb3s BHIOPATh U YAAJIUTh HECKOJIBKO IPYIIIL;
A * HeJb34 yIaIUTh chucTeMHbIe rpynirkl "All Device Types" u "All Locations";
e HeJIb3d YA/JIUTh TPYIIILY COZEePKalllyo IIOATPYILIIBL;

® HeJIb3d YIAJIUTh I'PYIIITY, KOTOpPasd HasHa4Y€Hd CETEBOMY YCTPOﬁCTBy

IIpocMOTp YCTPOMCTB B rpyIie

IIpOCMOTp YCTPOMCTB B TPYIIIIe BO3MOYKEH IBYMSI CII0COOaMMU:

® IIPOCMOTP YCTPOICTB B IPYIIIIE U ee IOATPYIIIAX Yepe3 BHIOOP TPYIIIIBI ¥ HakaTue Ha (& ;

® IIPOCMOTP YCTPOMCTB TOJIbKO STOM IPYIIIIBI Yepes3 HaKaTHe Ha CUeTUHUK HaIIPOTUB I'PYIIIILI B KOJIOHKE
"VerpoucTBa'.

B ob6oux ciydasgx B HMpaBOM YacTHU 3KpaHa OymeT OTKpbITa O0KOBasl IaHeb C TabauIlell YCTPOUCTB B
rpyIIme.

A BD Monb3osaTenn v ycTpoiicTsa > CeTeBbie pecypchi > [Pynnbl yCTPORCTS "
YctpoiictBa x

Q  CeTeBble pecypchl 2 o Q
@  Ycipodictea  [pynmbiycTpodicTB  Mpoum yCTpOACTS
Vs 1Pva nNpoguns rpynna Onucarme
Q
5 s+ ow s o o Renoir 10.25.96.105 Eltex MES Building 1
@ Nms Onucaxve
A > All Device Types & Default Device Ty
& v All Locations (& Default Location g
0 Building 1
@

e

0 Bcero anemenToE: 1

PucyHok 119. IlaHenb npocmompa ycmpoiicme 8 2pynne
Tabsita coep>KUT KOJTOHKHU:

® /IMq — UM YCTPOYCTBa;
e IPv4 —IPv4-afpec yCTPOMCTBa;

* [po¢unb — IPOPUIL YCTPOUCTBA;
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Fpynna — IOATPYIIIAa YCTPOMCTBA B paMKaX [JaHHOM KOpPHEBOH Trpymimbl. He oToGpaskaeTcs, ecyiv
TIaHeJIh OTKPHITA P HAYKaTHH Ha CYETUYHK YCTPOHCTB.

® (OnucaHWe — IIPOU3BOJILHOE OITMCAHUE YCTPOMCTBA.

CopTHpoOBKa AOCTYIIHA IT0 KOJIOHKaM "Mma" u "IPv4". IIo yM0JI4aHUI0 COPTHPOBKA BEIIIOIHAECTCA B IIPSIMOM
(asipaBUTHOM) ITOPSIAKeE I10 KOJIOHKe "Ms".

e 2 —IlepeMecTUTH YCTPOICTBA B APYTYIO TPYIIIY (HEAKTUBHO, IT0KA He BRIGPAH XOTh O/IMH 3JIEMEHT).
)

3 — OGHOBUTH JaHHbIE TAOIUIIHI.

e (Q Nouck — BHIMOIHSAET PETHCTPOHE3ABICUMYI0 GHIILTPAIIMIO [0 BCEM KOJIOHKAM: O0TOGPaKAKOTCS
TOJILKO 3aITHCH, YI0BJIETBOPSIIOIIHE YCIOBUIO QUL TPAITHH.

° — YeK60KC, KOTOPBIM OTBeUYaeT 3a BHIOOP aJIeMEeHTOB /IJI1 BBIIIOJIHEHU JaIbHEUIINX J[eCTBUM.

/N — U3MeHHTH TEKYIIHI HOPA[0K COPTUPOBKHL

IlepeMelnieHHe yCTPOMCTBA B APYI'YIO IPyIITy

Jly11 IepeMellieHUs YCTPOMCTB B APYTYIO IPYIIITY B OKHE CO CITMCKOM YCTPOMCTB OTMEThTe UeKOOKCOM CJIeBa
T€ YCTPOHCTBA, KOTOpPHIE HEOOXOJMMO IIepeMecTUTh. [lowie HajkaTHsI Ha KHOIIKY IIepeMeIleHUst

JCTPOMCTBA ¢ OTKPOETCS OKHO C BBIGOPOM TPYIIIIBI JIJISI IIEPEMEITIEHUS 8 PAMKAX IMOU dHce KOpHesoll

epynnul.

MNepemewieHne },-'n:TpoFlcTB
All Locations *

Building 1 ®

OTmeHa [ GERIT

- J

PucyHok 120. IIaHeab nepemewseHUs ycmpotlicma 8 2pynny
['pyIiia BRIGHPAETCS U3 CITHCKA, O TKPBIBAOITIETOCS IT0 HaYKATHIO Ha (¥) .

HmmopTt

NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-paliyioB.

Hpe,Z[BapI/ITeJIBHaH IIOATrO0TOBKaA IIepea HMIIOPTOM

1. Co3maiiTe WM NIPOBepbTe HaJIWUKMe HEOOXO[MMBIX CBSI3aHHBIX CYIITHOCTEM (HAIIpuUMep, IIPoQUIb
YCTPOMCTBA).

2. O3HAaKOMBTECH C TpeboBaHUAMU K CSV-Qatiry:
©  ®ati 10/DKeH O6bITh B KogupoBKe UTF-8;
= PagmesnTesIb II0OJIEM: 3anaTasa (,)

B PagmesmTesb CTPOK/TEKCTA: OBOWHAsA KaBbluka (")

126



3aroJI0BKHU ¥ 3Ha4YeHUs [J0/DKHBI OBITH B34ThI B IBOMHBIE KaBbIUKHU (")
© MakcuMaIbHBIU pasMep ¢atiia 2Mb.
3. IIpoBepbTe coftepxuMoe daiiyia Ha Haluuue JIMIIHUX KaBbIueK Ilepes UMIIOPTOM;

4. TIpoBepbTe TO UTO 3HAUEHUd, COLeprKalllie NBOMHYIO KaBBIUKY (") WM I3 (/) IIPaBUIBLHO

9KPaHUPOBAHEL.
© 3HaueHU, CoJieprKalliiie JBOMHYI0 KaBBIUKY (") 3KPaHUPYIOTCA C IIOMOIIBI0 \

© 3HayeHWUs, COLeprKallfpie CI3Il (/) 3KPaHUPYIOTCI C IOMOIIBI0 \"

IIpaBuIbHOE HamMcaHWe 3HaYeHHMH (C 3SKpaHHPOBaHMEM IIOMOINBI0 \") Ha IpuMepe
cogep>xaHu ¢aiiia i uMIopTa Habopa komaHg TACACS:

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set\""

HekoppekTHOe HamMcaHHe 3HaueHHH (0e3 IKpaHHPOBaHUA) Ha IMpUMepe coiepkaHusa daiiia
JUI1 IMIIOpTa Habopa xkomaH TACACS:

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A HWrHOpupOBaHWe 3KPAaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PAaCIIO3HAHUIO
IAQHHBIX.

ITopsAI0K BHINIOJTHEHUS UMIIOPTa

Jo1 mmiiopra faHHBIX K3 CSV-Qaiia Hakmure < 2 Ha IIaHeJM [eHCTBUM, PaCIIOJIOKEHHOW Haf,

Tabsmrieit. [locte yero 0TKPOeTesI OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTpefakTUpPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakcKMManeHbld pa3mep daina 2MB

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOPUPOBaTE CyulecTByome gaHHble (0)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 121. OkHO HMmnopma

WMIiopT JaHHbBIX U3 CSV-¢daiia BBIITOIHSAETCI B HECKOJIBKO IIIaroB:

1. Bei6epuTe HeoO6X0nUMBIN CSV-Qaiis, IepeTallyB ero B I10JIe 3arPy3KU MK BbIOpaB yepes3 IIPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl Hy»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI TPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpu He06XOTUMOCTH aKTUBUPYHTE GJIard UMIIOPTa:

HNrHopupoBaTh CYyNIIeCTBYIOIINE JaHHbIE

o EciM nepekIovaTesb BKIIOUEH — AYOIMKaThI 3alIiCel CAMTAIOTCI IIpeAyIIpesKIeHUeM.
© Ec/v mepeKIIvaTe b BRIKJIFOUEH — AYOIMKAThI PaclieHUBAOTCI KaK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBO OIITHOKe

© Ecay nepeksrovaTesb BKIIOYEH — HUMIIOPT OCTaHABJIMBAETCS IIPU IIepBOI jKe OoImMoOKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 €€ BOSHUKHOBEHUSI.
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Ecmm IIepeKIro4daTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCA, UMIIOPT ITPOO0J/DKAEeTCA
[0 KOHIIa. By,IIYT HMIIOPTHUPOBAHBI TOJILKO BaJIM/THBIE 3aIIKCH.

4. Jl1a TOTO UYTOOBI UMIIOPT HavaJsICsl, HOKMUTE KHONIKY "HMimopt".

[Ipu mMMITOpTe AYOIHUPYIOIIMEcs NaHHbIe Ilepe3allcaHbl I OTpeSaKTHPOBAaHBI He
A OYAYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTUTe U3MEHUTH CTaphle TaHHEIe, IaIuTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO HMIIOPTY

Cpasy IocJie 3aBepIieHus 06paboTKH paiiia 0TKPOEeTCsI OKHO 0TYETA IT0 UMIIOPTY.

Ecymi Bce 3armucy B parite 6pLIH 06pab0TaHbl KOPPEKTHO, BBl YBUUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpOoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

e v

PucyHok 122. Omuem umnopma (8ce 3anucu 06pabomaHsl KOppeKmHo)
BJI0oK ¢ 06111et THGOPMAITHEeN CO/IEePIKUT:

® Bcero uMmnoptupoBaHo - CUETUMK TOTO, CKOJILKO 3aluced ObLI0 MMIIOPTHPOBAHO H3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* lpepynpexpenui - KosrdecTBO BO3HUKIIINX IIPeyIIPesK eHUH;

°® Quunbok - KotyecTBO BOSHUKIIIMX OIIHOO0K.

Ecii He Bce 3aITHcH ObLITA O6pa60TaHBI KOPPEKTHO, BBl YBUJIUTE OKHO:
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loToBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero uMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

CwmboK: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
@ 1 Ly6nukart B 6a3e AaHHbIX. 3Ha4YeHWe C ...
A 1 OTCyTCTBYET 3HayeHme y nonga "email”
A 1 OTcyTCTBYeT 3HaueHwKe y nong "firstNa...
A 1 OTcyTCTBYeT 3HadeHwue y nons "lastNa...
. v

PucyHok 123. Omuem umnopma (3anucu 06pabomansl ¢ owubKamu/npedynpeircoeHusMmu)

IToapoOHBII OTUET COLEPIKUT CIIEYIOIITY0 HHPOPMAIIUIO:

® OunbTp - BeImajaronuii CIHUCOK, B KOTOPOM MO>KHO BBIOpPATh OTOGpaskaeMble yBefqoMuieHUs (Bce
yBenoMreHns , Tonbko ownbkyu I TosfibKO NpeaynpexpeHuns )

TabsHIia yBeJOMIEHHH CO/IePKUT KOJIOHKH:

® (Ctpoka - HoMep crpoku B CSV-dartie, Ime o6Hapy»KeHa OIIMOKa WU IIpeyIIpesK eHIUE;

® OnucaHue - /leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU WJIH IIpenyIpesxaeHsd.

U1 TpocMOTpa IIOJHOTO TeKCTa OITMCAaHWsI HaBeJUTe Kypcop MBIIM Ha
@ COOTBETCTBYIOIIYI0 CTPOKY - BO BCILJIBIBAOIIIEN ITO/ICKa3Ke 0TOOPAsUTCS IIOJIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHIH.

0OCo0eHHOCTH MMIIOPTA IPYIHI YCTPOICTB

e JUIS TPy YCTPOMCTB B KaUeCTBe MCTOYHHKA JAaHHBIX ITO/1ep>KaH ToIbKo NAICE
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B Ta6JII/II_Ie HIDKe ITpUBeIEeH CIIHMCOK II0JIeH, UX 00513aTe/IbHOCTh, OIIMCAaHHE K Tp86OBaHI/I$I:

ITosne OnucaHue TpeGoBaHUA
name:Required Wwms rpymisl (yKasblBaeTcs MOJTHBIN 0O0s13aTeIbHOE II0JIEe
IIyTh) dopmart: rpynna#noprpynna
description IIpou3BOJIEHOE OIIHMCAHME IPYIIIIEI MaxkcumasibHag fiauHa - 200 CHMBOJIOB
Eum B cucreMe HET IMPOMEKYTOUHOW KOPHEBOM/MOUYepHEeM TPYIIIbl, OHA CO3[aThCd
@ aBTOMATHUYECKU.

IIpuMep KOPPEKTHOT 0 cofiepkaHus daiiia:

"name:Required" "description"”

"All Device Types#Switch"

IMosyuenue CSV-¢daiina mabIoHa OIIHMCAHO Jjalee B pasfesie "IKCImopT".

JKCIopT

NAICE nmopepsKuBaeT 3KCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKH 00paMITIIOTCS [1BOWMHbIMM
KaBbl4KaMu , pasfesiuTe b IIoJiei: 3anataa ().

IIpouexaypa akcmopra

JIOCTYITHEI IBA Pe>KMMA 9KCIIOPTA JAaHHBIX:

® 3KcCnopT BCero - BeIrpyska Bcex 3arucen TEKYIIETO0 pa3aeJa. CucreMHbIe CYIITHOCTH M CKJIFOUArOTCA U3
9KCIIOPTa;

® 3KcnopT BbIBPaAHHOr O - BRIrpy3Ka TOJILKO OTMEUEHHBIX YeKOOKCOM 3aITHCeH.

o £ £

CTaTyc

Brmoue  5¢cnopT Brero

Brnrouehm wvary

PucyHok 124. OKHO 8bl60pa pedxcuma skcnopma

0 3HaueHUs CofieprKalliyie IBOMHYI0 KaBbIUKy (") WJIM CJIBII (/) OyAYT SKpaHHUPOBAHBLI C
IIOMOIITBIO \".

IKCIOPT BCEX CYLITHOCTEH
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Ha maHemu pelicTBUM Hap TabiuIed HaXMUTe 4 U BblGepUTe pexuM "IKcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeMCTBHE KHOIIKOHM "IKCHopT":
r 3
3KcnopTt B CSV

Mpy 3KCNOPTe He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aAMeT HeKOTOpOe BPeMA, A0XKAMTeCb GOPMHUPOBAHWA W 3arpy3Kn
daiina.

JKcnopT OTMeHa

. J
PucyHok 125. 9xkcnopm gcezo

IMocste HaKaTUA KHOIKU "JKCHOPT" Ha YCTPOMCTBO BBITPY3UTCA Qaily, COJEpIKall[iil BCe 3allUCU U3
TeKYILEro pasjeia.

IKCIOPT BHIOPAHHBIX CYLITHOCTEH

Ha maHesm JeMicTBHM Haj TabiuIeld Ha)XMUTe £ U BhIOepUTe pekUM "OJKCIOPT BBIOPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TEUCTBHE KHOIIKOM "IKCHopT":

r M

Jkcnopt B CSV

MpuK 3KCNOpTe He BKAKYaTCA CUCTEMHbIE CYLLHOCTU. Mpoueaypa
3aMeT HEKOTOpPOE BPeMSA, A0XAMTeCh QOPMMPOBaHWA W 3arpy3Kun
taidna.

BeiGpaHo 1 M2 1 zanvceid.

SkcnopT el LTE

[ 4

PucyHok 126. Ixcnopm 8blOpaHHbLX

[Tocre HayKaTHS KHOIIKY "JKCHOPT" Ha YCTPOMCTBO BHITPY3UTCS Gaiisl, comeprKallii TOJIFKO OTMEUeHHbBIe
3aITHCHL.

[Ipu oTKphITHH CSV-)aiiyIoOB B KauecTBe pa3jesiuTessi IOoJIeH BCerga HCIIOIb3YHTe

3anarTyo (,), pasmesuTesieM CTPOK/TeKCTa MOTYT OBITh ABOMHBIE KaBbIUKHU (") min

A IycToe 3HaUeHHe.

IIpu coxpaHenuu CSV-QalijioB B KadecTBe pasfesMTe s II0Jell Bcerpga HCIIOJb3YHTe
3aIATyIo0 (,), a pasme/MTe b CTPOK/TEKCTA - Iy CToe 3SHaUeHHe.

132



Ecmu 1ipu oTKphITHUM Qaiiyia UCII0JIb30BaJICA pasfesnTe/b CTPOK — JABOMHAs KaBbIUKa
("), TO 3HaUeHUs, CoZeprKalllie CUMBOJIBI IBOMHOU KaBbIUKU (") WM cBma (/),
0 9KpaHUPOBAaHHEIE KaK \", MOTYT IIPU COXPAaHEHUU IOJIYUUTH JIUIITHIOI KaBBIUKY (")
nocie (\"). IIpoBepbTe Qaiiyi B TEKCTOBOM pelaKTOpe U yAaInTe JIUIIHNE KaBbIUKY,

eCJ/I1 OHU II0OIBUJINCE.
IITaG/10H

Ecmu B Tabiuile 0TCYTCTBYIOT 3aIlHCH (JTMO0 MPUCYTCTBYIOT TOJIBKO CHCTEMHBIE CYIITHOCTH), IIPU BBIOOpE
pexxriMa "JkcmopT Bcero" 6Gymer chopmripoBaH CSV-Qaili, cofepsKallyiii HMCKIIOUUTEJIbLHO 3aroJI0BKU
CTOJI0II0B./laHHBIN (Qaliy MOYKeT OBITh HCIIOJIb30BaH B KadyeCcTBe MIAOJIOHA [JIA ITOATOTOBKU JaHHBIX
repes IMIIOPTOM.

OC006eHHOCTH IKCIIOPTA I'PYIII YCTPOICTB

e WM TpyIIIs! 6yeT IIPOIIMCcaHo B popMaTe II0JIHOTO IIyTH Yepes paszieluTeslb - #.

CrpykTypa CSV-Qaiiyia [ji1 TPyl YCTPOMCTB ONMcaHa B pasgese "OcoOOeHHOCTH MMIIOPTa IPYIIIL
YCTPOMCTB".

IIpo¢nin ycTpoicTB
HekoTopble QYHKIIUM, OIIMCaHHBIE Ha [TaHHOMN CTpaHHWIle, NOCTYIIHBI TOJIBKO IIPH
o Ha/IMYHH1 paCLLH/IPEHHOﬁ JIMIleH3uu. Takue CI)YHKHI/II/I IIOMEYEHBI CIIeI[Ha/IbHbIMH

METKaMM B BH/I€ IBETHBIX 3HAYKOB pPAI0M C HAUMEHOBaHHUEM.

Omucanue

IIpoguau ycmpoiicme TmpeqHa3HAUeHBI 71 0006IIEHUST HACTPOEK ITOX0XKHX CeTeBBIX yCTpoircTB. Kak
IIPaBUJIO IIOX0KHE HACTPOHUKH UMEIOT YCTPOKMCTBA O{HOTO ITPOU3BOIUTESI H/HJIM OTHOTO CEMEHCTBA.

OCHOBHBIMU HaCTPOHKAMH B IIPOQIIISIX YCTPOUCTB SIBJITIOTCS:

® yca08us onpedesieHUs muna nOOKAH0UeHUs - IPU TToJIydeHUH KakuxX RADIUS-aTpu6yTOB HOAKITIOUeHUE
0JIb30BaTesid Oy[eT OIpeJeseHO, HallpuMep, Kak IIpoBogHoe MAB mim GecripoBogHoM 802.1x. Ha
OCHOBAaHMUHU THIIA IIOAKIOYEHMS MOJXKHO HAaCTpauBaThb IIOJIMTHUKH [JOCTymna. Harpumep, g
0JIb30BaTeJId, II0IK/TI0YA0IIerocd IIPOBOHBIM CII0C000M, MOKHO BhIIaBaTh oAuH VLAN, a [JI1 TOTO
7Ke I10JIb30BaTeJIs, II0/JK/I0Ya0Ierocs 6eCIIpoOBOSHBIM CII0COO0M - IPYTOM.

® Hacmpolika MAB - BOSMOKHOCTb aBTOPHU3AIlMH ITOJKIIOYEHHBIX K 3TOMY YCTPOMCTBY KJIMIEHTOB IIO
MAB u HacTpo¥iKa 0CO6eHHOCTeH 3TOTO IO IKII0UEHUS.

® paspewleHus - HaCTpOMKa BO3MOXKHOCTU U RADIUS-atpubyToB 11 Bhigauud VLAN w/wm ACL ps
IO KJIFOUeHHBIX K 3TOMY YCTPOMCTBY KJIMEHTOB.

® nacmpotiku RADIUS CoA - aKTyaJIbHO ITpH II0/ITep>KKe yerporictBoM RADIUS CoA.

:DA/NN(@ )8 Hacmpoliku nepeHanpas.ieHust Ha nopmad.
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ITpocMoTp cicKa Ipoduiiei yCTpoOuCTB

2. B Mons3osatenu v ycTpoiictea > CeTeBele pecypchi > POdUAM YCTPORACTE

CeTeBble pecypchbl

VetpoiicTea  [pyniiyeTpoiicTe  Mpodunm yerpoiicTe

+ & O ° Q

AccessPoint - example RADIUS  TACACS+ Other Example profile for wireless access points
ArubaWireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices

Q

@

=)

2

@ Nwa TpoTokons! MpovssoguTens Onucatme

®

&

0 BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches
@

<]

40 Bcero sneMeHToB: 3

Pucynok 127. Tabauya ¢ nepeuHem npogpusell cemeagvlx ycmpoticme

Ha maHHOM CTpaHHIle COLePIKUTCA Tab/IHAIIA CO CIIMCKOM IIPOQUIIel YCTPOMCTB.
Tabsmita coep>KUT KOJTOHKHU:
® lIMa - HAUMeHOBaHMe IIPO QUILT;
® [lpoToKonbl — II0KA3bIBAET CTAaTyC HACTPOMKU IIPOTOK0JIOB RADIUS 1 TACACS.
© Cepblii CTATyC - IPOTOKOJI B IIPOQUIIE BEIKIIOUEH;
© 3eneHbli CTaTyC - IPOTOKOJI B IIPOQUIIe BKIIOYEH.
* T[lpoussoanTenb - HAUMEHOBaHMe BeH0pa YCTPOMCTB;

® (OnucaHue - IIPOU3BOJILHOE OIIHICAHUE HpO(l)I/IJIfL

[Ipu HaBeJleHUU Ha CTPOKY C MHTEPECYIIINM IIpo$urIeM II0SIBJIIeTCs To/icKaska (i) IIpHU
@ Ha)KaTHUH Ha KOTOPYIO MO>KHO IT0CMOTPeTh HaCTPOMKU /LI JAHHOTO ITPO QL.

JlocTyIiHa COPTUPOBKA I10 KOJIOHKaM liMs , MponssoguTens .

JJIeMEeHTHI VIIpaBJIEHUS:

® 4 — Jlo6aBUTH HOBBIH 3JIEMEHT.

@ — /[lybimpoBaTh BhIOPAaHHBIM 4eKOOKCOM 3/IeMeHT. CTaHOBUTCSI aKTUBHBIM, €CI BBIOpaH TOIBKO

OOHH 3JIEMEHT B CITKICKE.

@ — VnamuTthb BLI6paHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBI6paH XO0Th OJHUH 3JIEMEHT).

% — OGHOBUTH JaHHbIE TAOIUIIHI.

° — YekOOKC, KOTOPBIN OTBEYAEeT 3a BHIOOP 3JIEMEHTOB JIJIS1 BBITIOJTHEHUS TaTbHENUIINX TeUCTBUN

(HarpuMep, yIaJeHus).

/N — U3MeHHTH TEKYIIMIi IOPS/[0K COPTUPOBKHL
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(Q, Nouck — BBINOJHSET PETUCTPOHE3ABUCHMYI0 QHIILTPAIIUIO TI0 BCEM KOJIOHKAM: OTOGPaKATCA
TOJIFKO 3aITHCH, Y7, 0BJIETBOPSIOIIIE YCIOBHIO QHIIbTPAITHH.

JAob6aByeHHe IpodHIsa yCTPOICTBA

Cmparuua dobasieHUs cemegoz20 npoPuas ycmpoicma

Jly1s1 ;o6aBJIeHUs PO QIS YCTPOcTBA HOOKMUTE + .

® 0% D OkOB O

)

B) Monb3oBaTeny v ycTpoiicTea > CeTesble pecypchi > POGUAN YCTPOACTE > [jo6aBerme
< [o6aBneHune

Wma *

MpoussoauTen *

Onucanmne

0/200

MoaaepX1Baembie NPOTOKO/bI
RADIUS
TACACS+

AyTen P HacTpoiiku RADIUS CoA  HacTpO#iki NepeHanpasnesyis Ha nopran
Ycnosws onpeaeneHns TMna NoAKNYeHns

Wired 802.1x
ATPUEYT 3Havenme aTpubyTa

Wireless 802.1x
ATpUEYT 3Hauenume aTpuGyTa

Wired MAB

ATpUGYT 3HaueHVe aTpuGyTa

Wireless MAB
ATPUEYT 3Havenme aTpubyTa

MAB

Hacrponts MAB @)

Ycnosue napons

ATPUGYT * ATPUGYT/3Hauenme *

Ycnosue napons

ATPUGYT * ATPUGYT/3HaueHME *

PucyHok 128. Cmpanuya dobasseHus npoguns yempoticmea. Tab AymenHmuguxkayus/Aemopusayust

B OTKPBIBIIEMCA OKHE HEO6XO,ILI/IMO 3aIllIOJIHHUTH CJIEIYIOIIH e ITapaMeTPhI:

Mg * - HaMeHOBaHUe IIPo QUL yCTPOMCTBA. MaKcuMaIbHad AJIiHa - 100 CMMBOJIOB.

MponssopuTens * - HAMMeHOBaHMe IIPOKU3BOLUTEJIA CeTeBOr0 YCTPocTBa. MakcuMasibHas [yiiHa - 100
CHUMBOJIOB.

OnucaHue - IPOU3BOJILHOE OITMCaHMe. MakcuMasibHad IJINHA - 200 CMMBOJIOB.

MoppepxvMBaeMble NPOTOKOMbI - IIPOTOKOJIBI, KOTOPBIE HMCII0Ib3YIOTCA /11 B3AUMO/eHICTBUS C CeTeBbIM
ycTporicTBOM. [I0 yMOJYaHUIO BKJIHOUEHBI HPOTOKOJBI RADIUS u TACACS+ (HOCIESHUU TOCTYIIeH
TOJILKO IIPU Hatmuu oIt TACACS+ B JIUIIeH3UN).
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AyTeHTHHUKAIMI/ABTOPH3AIK - 6JI0K HAaCTPOMKH, OTBEUAIOIIUY 3a OIIpefiesieHre THUIIa II0AK/II0YeHHs
KJIMEHTCKOTO YCTPOMCTBA.

® Wired 802.1x / Wireless 802.1x / Wired MAB / Wireless MAB 6yneT obGHapyxeH npu crnepymowmx
yCNOBMAX - BKIIOUEHMe HACTPOUMKHU OIIpeiesIeHUs OJHOTO U3 THUIIOB IIOJK/IFOUe HUS.

0 FUOM/ZNN (@R /11 pabOThl MOPTAJIHLHOM aBTOPU3AIlMU HEOOXOJAWMO BKIIFOUEHUE
oIIpezesieHIM THUIIA IIOAK/IIoueHUsI Wireless MAB!

® ATpubyT - RADIUS-aTpHOYT, UCII0/Ib3yeMbIN B YCIOBHU.

®* = 03HAyaeT YTO yCJOBUE Oy/eT BHIIIOJHEHO IIPU PABEHCTBE aTpHUOyTa YKa3aHHOMY 3HaYeHHI0. [Ipu

KJIMKe Ha UKOHKY MOKHO CMEHUTBH YCIOBHE Ha HEPaBEeHCTBO.
® 3HauyeHue aTpubyTa - 3HaueHUe RADIUS-aTpu6yTa, UCII0Ib3yeMOe B YCIOBUH.
e [ -ymamuTh yCIOBHE.
* 4 -7106aBUTH YUIOBHE.
[Ipy BKIIOYEHUH OIIpefieieHHs] KaKOro-JIMO0 THIlAa IIOJK/IFUYEeHUs aTpuOyThI

@ 3aTI0JTHATCA CTaHaPTHBIMU 3HAUeHUSIMHU. VIX MOJKHO OTPeaKTHPOBAaTh MM OCTaBUTH
0e3 U3MeHEeHUH.

Ecmu ucrosb3yeTcs HeCcKoJbKO RADIUS-aTpuOyTOB B YCIOBHU - OHU OOBEUHSIOTCSI

joruyeckuMm "U'. ECM THN IIOJK/IIOYEHUS He BKJIIOUeH WKW He ObLI OIIpefiesieH -
@ [10JIb30BaTe/Jb IIPOJOJDKAeT aBTOPH3AI[UI0, ero THIl IIOAK/IOUEHUHS CUUTAeTCI
HeoIlpe/eIeHHbBIM.

ITomTHUKH f[ocCTylla MOXKHO HACTPOUTh B 3aBHUCUMOCTH OT THUIIA IIOJKIFOYEHUS.
Haripumep, moJib30BaTeI0 MO>KeT OBITh HasHadeHa OfHa ceTb VLAN, et oH

@ IIOIKJIFOYAETCd 110 IIPOBOJHOMY KaHaTy, ¥ Apyras ceTb VLAN - eI OH ITIOJK/IFOYAeTCsa
110 6eCIIPOBOSHOMY KaHAaJY.

MAB - 070K HacTpOMKH, OTBEUarIMil 3a paspellleHHWe U KOHQUTypalur ocobeHHOcTerr MAB
aBTOPHU3AIIHH.

0 RUOV/ZNWMHN 11 paboThl IIOPTaJIbHOM aBTOPHU3allUM HeoOXOLHMMO BKIIIOUEHHe U
HacTporika MAB!

* HacTpouTb MAB - BKJIFOUeHHe paspeleHHs MAB aBTOpH3aITiU Ha YCTPOCTBE.

PAP / EAP_MD5 - BKJIrOUeHMe pasperrieHuss MAB aBTOpPHM3aIiHM 110 YKa3saHHBIM IIPOTOKOJIAM.

® [lpoBepsiTb coBnapgeHne Calling-Station-Id u MAC apgpeca - BKJIIOUEHHE paspellleHUs aBTOPU3alluu
TOJILKO TeX YCTPOMCTB, B 3ampoce KOTOphIX RADIUS-aTtpubyt Calling-Station-Id coBmamaeTr ¢ MAC
agpecoM B MMeHU II0JIb30Baresst. TpebyeT, UTOOBI yKasaHHBIM aTpuOyT IpHcyTcTBOBas B RADIUS
3arpoce 0T yCTPOMCTBA.

* YcnoBue mapons - YCJIOBHE, IIPX KOTOPOM IIapojib GyfeT CUUTaThCs KOPPEKTHHIM. I10 yMOJTUaHUI0
3a/laHo yCJIOBHE PaBeHCTBA 1apoJIst IOTHHY I10Ih30BaTe IS
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) Monb30BaTenV 1 yCTPOViCTBa > CeTesbie pecypcel > MPODWIA YCTPORACTE > AoBaBneHMe

« [lo6aBneHne

Wims *

nNpoussopuTens *

Onucaune

® 0% 3@k 0OB O

0/200

MoaaepX1BaeMbie NPOTOKOMbI
RADIUS

TACACS+

AyTen HacTpoiiku RADIUS CoA  HacTpO#ikin NepeHanpasnesyis Ha nopran

HacTpenTs VLAN

HacTpouTs ACL

Vimsa *

®

PucyHok 129. Cmpanuua dobasseHus npoguaa ycmpoiicmea. Tab PaspewleHus

Pa3pemienust - 610K HaCTPOMKH, OIIpeesISIONiE BO3MOXKHOCTb YIIPOII[EHHOM BBIIaUM I10/1H30BaTeII0
JIOTIOJTHUTEJIbHBIX aTPHUOYTOB I10CJIe aBTOPH3aITHU.

® HacTpouTb VLAN - BKITIOUUTH BO3MO>KHOCTE yIIpoIieHHOU Bhiaur VLAN B RADIUS-aTpubyTax.
© ATpubyThl MO YMONYaHWK - KCII0Ib30BaTh craHzapTHbIe IETF RADIUS-aTpubyTh! s Belgauu VLAN.
©  YHuKanbHbele aTpubyThl - UCIIOJIL30BaTh vendor-specific RADIUS-aTpu6yThI 11 Beigaun VLAN.
= 1D - vendor-specific RADIUS-aTpu6yT A1 Bigaun VLAN B popMate uricsia oT 1-4094.
® Mg - vendor-specific RADIUS-aTpu6yT a1t Beitauul VLAN B popmMaTe CTPOKH.

® HacTtponTb ACL - BKJIIFOUHMTH BOSMOJKHOCTE YIIPOIIEHHOM BhIZauu UMeHU craThudeckoil ACL B RADIUS-

aTpubyTax.

0 UmMs -vendor-specific RADIUS-aTpu6yT A1 Beitaun iMeHU ACL B popMaTe CTPOKH.
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) Monb30BaTenV 1 yCTPOViCTBa > CeTesbie pecypcel > MPODWIA YCTPORACTE > AoBaBneHMe

« [lo6aBneHne

Wims *

nNpoussopuTens *

Onucaune

® 0% 3@k 0OB O

0/200

MoaaepX1BaeMbie NPOTOKOMbI
RADIUS
TACACS+

AyTen P H fikn RADIUS COA | HaCTpOiiKyi nepeHanpasneHus Ha nopran

VCTpOiicTBO NoAsepXVBaeT RADIUS CoA

TopT RADIUS CoA *
WuTepsan oxuganms, ¢ *
KOnuuecrso NoBTopHbIX NonbiTok *

PeayTeHTUdMKALMS

B ATPUEYT 3HaveHVe aTpubyTa

®
o]
|

PucyHok 130. Cmparuua dobasseHus npoguaa ycmpoiicmea. Ta6 Hacmpotika RADIUS CoA

HacTpoiika RADIUS CoA - 6;I0K HaCTPOMKH, IT03BOJITIONTHI HaCTpoUTh RADIUS CoA 11 TUHaMITUeCKOTO
yIIpaBJIeHUs CeCCUAMU I10JIb30BaTe el uepe3 RADIUS-cepBep.

® YcTtponcTeo nopnepxusaeT RADIUS CoA - BKIrOUaeT HacTpouKy RADIUS CoA.
© MopT RADIUS CoA -IlopT st oTirpaBKu RADIUS CoA. I1o yMoJT4aHMI0 9TO IT0PT 3799.

© WHTepBan oxupaHusa, c - KoJIM4ecTBO CEKyHJ, B TeueHHe KOTOPBIX OXKUIAETCI OTBETA IIOCIIe
oTIrpaBku CoA.

© KonuuyecTBO MOBTOPHbIX MOMBITOK - KOJMYeCTBO IONBITOK OTIPAaBKH 3arpoca IPU OTCYTCTBUU
OTBeTa.

® OTnpaBka aTpubyTa Message-Authenticator - Ommusa pob6aBigeT aTpUOyT [AJ1 IIPOBEPKHU
TOJJTMHHOCTU U 11eJI0CTHOCTU TakeToB CoA u Disconnect.

3HayeHHne arpubyra Message-Authenticator ¢popmMupyeTcs Ha OCHOBE CEKPETHOTO
xiroua RADIUS, ykasaHHOIO B HaCTpoOMKax ycTpoucrBa. Ilosiyuaresb ItakeTa

@ IIpoBepsieT NaHHOe 3HaueHHe, UCII0JIb3ysl U3BECTHBIN eMy CEeKpeTHBIM KoY. B
CIydae HeCOBIaJeHUs 3HAUEHUM I1aKeT 0TOpachIBAeTCs, IIpefoTBpaIas o6paboTKy
MO LeJIbHBIX IIaKeTOB.

* PeayTeHTHQUKAIMA - HACTPOMKM, OTBEYAIOIMe 3a IIOBTOPHYIO IIPOBEPKY YUYETHBIX MaHHBIX
I10JIb30BaTeJIs 6e3 pa3phIBa COETMHEHUSI.

© ATpubyT - RADIUS-aTpHOyT, UCII0JIb3yeMBbIH B YCIIOBHHU.

© 3HauyeHue aTpubyTa - 3HaueHHe RADIUS-aTpu6yTa, UCII0IL3yeMOE B YCIOBUU.
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® 0% 3@k OB O

®

0

) Monb30BaTenV 1 yCTPOViCTBa > CeTesbie pecypcel > MPODWIA YCTPORACTE > AoBaBneHMe
« [o6aBneHune

Wma *

Mpoussogutent *

Onucaune

0/200

numepxwaaemble NpOTOKO/bI
RADIUS
TACACS+

AyTen P HacTpoiiku RADIUS CoA | HacTpO#ikin epeHanpasnesys Ha nopran

HacTponTs nepenanpasnetite

URL
ATpUEYT 3uauenme aTpubyta* @

ACL

ATpUEYT 3uauenme aTpubyta * @

PucyHok 131. Cmparuua dobasseHus npoguas ycmpoiicmea. Tab HacmpoUliKu nepeHanpasAeHust Ha

nopman

D)/N\(@:)8 HacTpoilku IepeHampaB/I€HHWsT Ha HOpPTajJ - OJ0K HACTPOeK, OTBEYANIIMH 3a

dBTOMaTHU4Y€CKOe IIepeHalIpaB/JIeHUEe I10JIb30BaTeJIed Ha BE6-1'IOpTaJI.

ﬁ [yt paboThI IIOPTAJILHOU aBTOPU3aIlUU HeOOXOAVMO BKJIIOUEHUE OIIpe/iesleHUs TUIla
noakIrueHud Wireless MAB!

HacTpouTb nepeHanpasieHne - BKIIOUAET HACTPOMKY IIapaMeTPOB CCHIJIKH ITepeHaIpaBJIeHus Ha Be6-
IIOPTAaJL

© URL - mapameTpsl AJig Iepemaud B RADIUS-ITakeTe CCBHIIKU IlepeHallpaB/IeHHs Ha CTPaHUILY
aBTOPH3AIIMH I'OCTEBOI0 II0pTaa.

= ATpubyT - RADIUS-aTpHOyT, UCII0/Ib3yeMbIU B YCIOBUU.
= 3HauyeHue aTpubyTa - 3HaueHUE RADIUS-aTpubyTa, UCII0Ib3yeMOe B YCIOBUH.

© ACL - mapameTphbl g Itepemadyud B RADIUS-mmakere ACL, xoTopas OymeT HasHayeHa IIpU
IepeHanpaBIeHUN Ha II0PTaL.

= ATpubyT - RADIUS-aTpHOYT, UCII0JIb3yeMbIN B YCIOBUU.

= 3HayeHue aTpubyTa - 3HaueHUE RADIUS-aTpubyTa, UCII0Ib3yeMOoe B YCIOBUH.

HapaMETpLI, OTMeUeHHbIE 3Be30UKOU * 006s13aTeTbHEBI [JIA 3aIIOJTHEHMA.

ITocsie BBO/Ia HEOOXOTUMBIX TAHHBIX HAXKMUTE KHOTIKY [00aBHTB.
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Q  CeTeBble pecypcbl

@  Vetpoiictea  IpynnbiycTpoiicte
=]

s [+ 8 8o

@ Wma

® AccessPoint - example
& ArubaWireless

B BrocadeWired

@ Huawei EY-886

B

€]

[=]

40 Bcero sneMenToB: 4

) Monb3oBaTentt v ycTpoiicTsa > CeTesbie pecypcel > MPOPUAA YCTPORCTS

Mpoduny yerpoiicts

MpoTokons!
RADIUS
RADIUS
RADIUS

RADIUS

TACACS+

TACACS+

TACACS+

TACACS+

Mponssogurens
Other

Aruba

Brocade

Huawei

@ Mpoduns goGasner

Onucarve
Example profile for wireless access points
Profile for Aruba wireless network access devices

Profile for Brocade switches

PucyHok 132. CmpaHuua ycnewHo20 co30aHust npoguas ycmpoticmea

PegakTupoBaHue npoduisa ycTpoiicTBa

Ja PeaaKTUPOBaHUA l'IpO(l)I/IJIH YCTPOI‘/'ICTBa HeO6XO,ZLI/IMO Ha CTpaHHIle CO CIIMCKOM Ha’kaThb Ha €ro ’ums,
II0CJIE YeTO OTKPOETCA OKHO peAaKTHUPOBaHM, dHAJIOTUYHOE OKHY ,IIOGaBJIeHI/IE[.

« Huawei EY-886
Wims *
Huawei EY-886

Mpoussogutent *

Huawei

Onucaune

® 0% 3@k OB O

MoaAepXnBaembie NPOTOKO/bI

RADIUS
TACACS+

0/200

AyTeH

YCnoBns onpeeieHns TUMa NoAKIoYeHns

wired 802.1x
ATpuyT
RADIUS:NAS-Port-Type

RADIUS:Service-Type

Wireless 802.1x
ArpubyT
RADIUS:NAS-Port-Type

RADIUS:Service-Type

®

Wired MAB
=) ArpuyT
RADIUS:NAS-Port-Type

o RADIUS:Service-Type

x 0| =

x| =

GD MoNk30BaTeny v yCTpoiicTea > CeTeBbie pecypcs > MPOGWIM YCTPOACTE > Huawei EY-886

3Hauenvte aTpu6yTa

Ethernet

Framed-User

3uauenme atpnbyta

Wireless-802.11

Framed-User

3uauenne aTpnbyTa

Ethernet

Call-Check

HacTpoiiku RADIUS CoA  HacTpO#ikin NepeHanpasnesyis Ha nopran

oL

PucyHok 133. CmpaHuua pedakmupogaHusi npoPuas cemesgsblx ycmpolcmae

ITocsie pefakTHPOBaHY HEOOXOAMMO HayKaTh Ha KHOIIKY "CoxpaHUTB". KHOIIKa CKPBITa, II0Ka He OymeT
BHECEHO XO0Ts Obl 0THO U3MeHeHUe.

Kuormka "OTMeHa" 0CyIleCTBIIAET COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXOTHOTO COCTOSHUSL.

VaaneHue npoduis yCTPoOHCTBA

Jltst yraseHust Ipo Qs BEIGEPUTE er0 YeKOOKCOM M Ha)KMUTE KHOIIKY [ij B JIEBOM YacTH ITaHEIH HaJ,

TabJIUITe.
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2. B Mons3osatenu v ycTpoiictea > CeTeBele pecypchi > POdUAM YCTPORACTE

Q  CeTeBble pecypcbl

Verpolictea  [pynnslyeTpoiicTs  Mpoguny ycTpoiicTe

@

=]

2 + & & 2 an

@ -] Nms MpoToKonb! Mpov3BoauTeNL Onucanvne

® AccessPoint - example @ RADIUS  TACACS+ Other Example profile for wireless access points

& Arubawireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
0 BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches

@

<]

4 BuIGpaHo 3nemenToB: 1 U3 3

PucyHok 134. CmpaHuua ¢ 8b16paHHbIM 015 YOaneHUs npoduiem ycmpoticme

VnaseHue 3ieMeHTOB TPe6yeT IO TBEP K eHUS B MOZIaIbHOM OKHE.
A BriOpaHHbBIe ajleMeHTHl OyAyT yAaJleHbl TOJbKO IIOCJIIe SIBHOTO ITOJTBEPIKIeHUS
OIlepaIuu.

£\ NoaTeepxaeHWe AelicTENA

NaHHble ByayT yaaneHsl. Bel yBEpeHsI?

- @

e 4

PucyHok 135. Jluanoz2o8oe 0KHO noomeepacoeHUs deticmaeust

IMocste ymasieHUsI IPOU30UET IIepexo/] Ha CTPAHUITY IPOCMOTpA CIIKCKA ITPOQUIer yCTPOUCTB.

& B Monbsosatenu v ycTpoiicTea > CeTeBble pecypchi > MPOGUAN YCTPORACTS

Q  CeTeBble pecypcbl

@  YcTpoiicTBa  [pyNnbiycTpORicTE  MpoduAM YCTPOACTS

- R —

s [+ 8 8o Q rouc
Q@ K TMpoTokontl MponssoguTens onwcarne

® ArubaWireless RADIUS  TACACS+ Aruba Profile for Aruba wireless network access devices
h BrocadeWired RADIUS  TACACS+ Brocade Profile for Brocade switches

o

@

B

@

=]

@ Aantbie yganerib

40 BCero aneMeHToB: 2

PucyHok 136. CmpaHuua npocmompa cnucka npoguaeti ycmpoiicma nocie yoaneHus

OzpaHuuveHust:
® HeJb3d YAAIUTH PO UL, KOTOPHIN yoKe HasHaueH KaKOMY-TO YCTPOMCTBY.
A ® Hejb3s YAIUTh IPOQMIb, KOTOPBIM HCIOJIb3yeTcd B KaKOM-THO0 IIpodrie
aBTOPHU3AIIUH.
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VipasjieHue uaeHTupuKanuen

VIpaBiieHHe 110JIb30BaTeSIMU (CYyIIJIMKaHTaMU) BBIIIOJIHSIETCI B MeHI0 "TIosIb30BaTeIN U yCTPOUCTBA' —
"VipaBJieHUe UleHTUQUKAIe .

B

KaueCTBe MHCTOYHHKA OAaHHBIX, HCIIOJIb3yeMOI0o [IJId aYTGHTI/I(l)I/IKaHI/II/I II0JIb30BaTeJIe MOYKET

UCII0JIb30BaThCI BHYTPEHHUWH CIIMCOK KJIMEHTOB (MX HaCTPOMKa paccMaTpuBaeTcd B 110/Ib30BaTe/IM CETH)

u

IIOAK/II0UEeHHEe K BHEIIHEMY HCTOYHUKY I/I,I[eHTI/I(l)I/IKaLII/II/I OJAHHBIX 0 K/IME€HTaX Active Directory W) 058

LDAP. 31rech 7Ke 0CyIeCTBJIsIeTCS paboTa ¢ KOHEUHbIMU YCTPOUCTBAMU (3HATIOMHTAMHU).

MeHro COZIEPKUT pa3aesibl:

[lo/Ib30BAaTENM CETH - pasfiesl YIPaBJIEHHs YYeTHBIMU JAHHBIMH I10JI30BaTesIed, ¢ KOTOPBIMH
IIPOU3BOUTCS aBTOPU3AIIHS Ha YCTPOHCTBAX.

['pyYILIIBI ITOJIE30BATEJIEN CETH - pasjesl HaCTPOeK, II03BOJISTIOIINY CO3/1aTh CYIIIHOCTU VIS TPYIIIIUPOBKU
I10JIb30BaTeJIeH.

JH/ITIOWHTEI - Pasfesl 1 PaboThl CO CITHCKOM KOHEUHBIX YCTPOMCTB, KOTOPBIE IOJK/IIOYAIOTCI K
CeTeBOM MHPPACTPYKTYPe.

['PYIIIBI 9H/ITIOMHTOB - pasziesI i1 pab0ThI C TPYIIIaMi KOHEUHBIX YCTPOMCTB.

BHelHMe WCTOYHUKU UNeHTUQUKAITUM - pasfliesl yIpaBJIeHUs BHENTHUMU UCTOUYHHUKAMU
U eHTUUKAIIUY.

[lerrouky UMeHTHOUKAITAN - pas3fes HACTPOeK, ITO3BOJIIIONTAM COCTaBUThH CITMCKHM HMCTOUYHHUKOB

YYETHBIX DTaHHBIX I10JIb30BaTeJIe.

IIos1b30BaTe/ I CETH

Omucanue

Pasnen Ilosb30oeamenu cemu TpefHa3HaueH /I YIIpaBJeHUS JIOKJIbHBIMM YUYETHBIMU TaHHBIMU

IoJib30BaTesie, ¢ KOTOPHLIMHM ITPOU3BOJUTCI aBTOPH3aIlUsl Ha YCTPOMcTBaxX. Takue IM0JIb30BaTed
00BeIUHSIOTCSI B ICTOYHUK Internal DB.

IIpocMoOTp IOJIb30BaTe e CeTH

® 0% QOB O

e

GD Mon30BaTeny v yCTpoiicTea > Yp: i > N et

YnpasneHue naeHtndukaumen

MoNb30BATENN CET  [PYNNbI NONb30BaTeNeid ceTM  SHANOMHTHI  PYNNbI HANOMHTOB  BHEWIHME UCTOUHUKM MACHTAGUKALMM  LIEnouky WAeHTUGUKALuE
iy ¥ &S E Q

Cratyc Torum A Onucarme st Pamanns Email Tpynnsi
Brmouero naice naice naice naice@eltex.loc Internal DB users

@ Brnouero ivan.ivanov Ivan Ivanov ivanov@eltex.loc Employees

Bcero anemenTos: 2

Pucynok 137. Tabauya ¢ nepeuHeM noab3osame.iell cemu Ha CmpaHuue npocmompa
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Ha manHOU CTpaHHIle COAEePIKUTCA TaﬁJII/II_(a CO CITMCKOM YYEeTHBIX TaHHBIX I10JIb30BaTeJIe .

TabJIHITa COMEP>KUT KOJIOHKHU:

e (CTaTycC - CTaTyC [10JIb30BaTeJid (BBIKIIOUEHO WIU BKIIIOUEHO);

® JlIorvH - JIOTUH I10/Ib30BaTes (0JDKeH ObITh YHUKATbLHBIM);

® OnucaHue - IIPOU3BOJILHOE OITMCAHUe I10JIb30BaTesId;

® [Msa - UM II0JIb30BATEJIS;

*  Gamunus - paMUIIUSA I10JIb30BaTEJIS;

® Email - ampec aJIeKTPOHHOM II0UTHI I10/Ib30BaTeJId;

® [pynnsl - TPYIIIBL, B KOTOPBIX COCTOUT I10/Ib30BaTeb.
Bo3Mo0>kHa COPTUPOBKA B IPSMOM U 06paTHOM HOpPSAIKe II0 KosJoHKaM "Cratyc", "Jlorud", "OnucaHue",

"Nma", "dammmg’, "Email” (1o BceM KoJsiIoHKaM, KpoMme "Tpymmbl”). IIo yMOJYaHUIO COPTHPOBKA
BBIIIOJIHSETCA B IIPIMOM (asipaBUTHOM) OPSIKeE I10 I10JTt0 "JIOTHH".

JJIeMeHTHI yIIPaBJIeHUSL:

e 4 — Jlo6aBUTH HOBBIM 2JIEMEHT.

* [iJ — VYmammTh BHIGpAaHHBIE 3JIEMEHTHI (HEAKTHBHO, IT0Ka He BBIOPaH X0Th OJJUH 3JIEMEHT).

e 7 — OOGHOBUTH JaHHbIE TAOIUIIHI.

e O —TII03BOJIIET 3arPy3UTh IaHHbBIE U3 CSV-Qariia.

e ¢ —Ilo3BOJIsAeT BHITPY3UTH JaHHEIE B CSV-QariL.

° — YekOOKC, KOTOPBIN OTBEYAET 3a BHIOOP 3JIEMEHTOB JIJIS1 BHITIOJTHEHUS TaTbHEUIINX TeUCTBUN

(HarpuMep, ynajieHus).

/N — U3MeHHTH TEKYIIHMIA IOPS/I0K COPTUPOBKHL

* (O NMouck — BEHIIOIHAET PETHCTPOHE3ABHCUMYI0 QIUILTPAIIMIO IO BCeM KOJIOHKAaM: O0TOGPaKaloTCs
TOJILKO 3aITKCH, YI0BJIETBOPSIOIIHE YCIOBUIO QUL TPAITHH.

Jlob6aBJIeHH e IT0/IH30BaTe A

Jly1s1 Mo 6aBJIEHUS T10/IH30BaTe T HOKMUTE -+ B JIEBOM YACTH IT10JIsI HAJl TaGJIATIEH.
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GD Monk30BaTeny v yCTpoiicTea > Ymp: i > N et >

« [o6aBneHune

@ swouero

Norun *

Maponb *

® 0 5 3Ok OB O

Pamunng
Email

Onucaune

0/200

pynnsi Nonk3oBarens

+ o Q

Wma Onucative

LaHHble oTCyTCTRYHOT

o Ormera  [IIZEONS

PucyHok 138. CmpaHuua 006a8/1eHUSL N0b308AMENS

B OTKpBIBIIIEHCS CTPAHHUITE ITPe/ICTAaBJIEHBI CIe/IYIOIIIE ITapaMeTPhL:

@ - nepewmouaTesns craryca I0/IB30BaTeNs, MOXKET IIPHHUMATH 3HA4YeHHs "BKIIOUEHO" WK
"BBIK/TIOUEHO". AyTEHTUPUKAITUA 10 BHIKJIFOUEHHBIM YYETHBIM IaHHBIM 3aIIpellieHa.

® JloruH * - JOruH oJb30BaTe 1. MaKcuMaslbHasl IJIMHA JIOTHHA - 100 CHMBOJIOB.

®* [laponb * - I1apOoJIib II0JIb30BaTe IA. MuHuMaibHasg OJIMHAa I1apoJId - 8 CMMBO0JIOB, MaKcuMaJIbHas - 100

CUMBOJIOB. [10 Ha’KaTHI0 Ha (& MOKHO BKJIIOUUTH OTO6pa)KEHI/Ie BBOJHMOTO IIap0Jid, II0 YMOJTYaHHUI0

TeKCT CKPBIT. [IapoJib MOYKHO CKOIIMPOBATh IT0 KJIMKY Ha (J .
* UM#a - ©Mdg oJIb30BaTesd. MakcuMasibHad JyirHa - 100 CMMBOJIOB.

*  OQamunus - pamMIIINA I10JIb30BaTe 1. MakcuMaIbHas IHA - 100 CIMBOJIOB.

®* Email - ajgpec 3JIEKTPOHHOM IIOUTHI II0JIb30BaTessl. /lOJDKHO COOTBETCTBOBATH OIIpejleIEeHHOMY
dopmary (Harpumep, naice@eltex.loc) 1 He ripeBHIIIATH 100 CUMBOJIOB.

* OnucaHue - IIPOU3BOJILHOE OIIMCAHUeE I10JIb30BaTe 1. MakcuMaIbHad AjirHa - 200 CMMBOJIOB.
ITapameTpbl, OTMEYEHHbBIE 3BE3I0YKOH *, 06513aTeIbHBI [IJI 3aII0THEHUS.

Taxyke Ha JJaHHOM CTPaHUIle HAXOAUTCI Tabaura I'pynnsl M0Ib30BaTesl, B KOTOPhIe BXOUT JTaHHBIN
I10JTh30BaTeb.

JJIeMeHTHI yIIPaBJIeHUSL:

° Q Monck - perucrpoHe3aBUCUMAasd (l)I/IJIBTpaI_II/IH II0 BCEM KOJIOHKaM: OT06pa>KaIOTC$I TOJIBKO 3aITMCH,

YI,0BJIETBOPSIIOIITHE YCIIOBUIO QIITH TPAITHH.

e 4 -7n06aBUTH I10JIb30BATEJISI B TPYIIIIEI.
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[ - ymaauTh m0JIh30BaTeJsT U3 BHIGPAHHBIX YeK60KCOM IPYII (HEAaKTHUBHO, II0KA He BHIGPAaHA XOTh
OJlHa IpyIIIIa).

* /] -U3MEHUTH TeKYITHH HOPSIOK COPTUPOBKHL

- 4eKOGOKC, KOTOPBHIM OTBeYaeT 3a BHIOOP TPYIII [ BBIIOJHEHUS NaJTbHEHIHX JIeHCTBUM

(HarrpuMep, yaaeHUs 110 Ib30BaTe st U3 TPYIIIIHI).

IIo HaskaTHIo + IIOSABJIAETCA OKHO Z[OGHBJIEHI/IE II0JIB30BaTe/JIsd B I'PylIibl, B KOTOPOM H606XOJ:[I/IMO

BBIOPATh TPYIIIIEL, Ky/ia HY>KHO /100aBUTh I10JIh30BaTeJIe.

,ﬂOGEIB.ﬂEHIﬂE NoNL20BATENA B TPYNNEI

Q BoibpaHHbie *
He BbibpaHo

Internal DB users O

Employees O -

OTMeHa  [o6aeuThb

PucyHok 139. CmpaHuua 006as8.1eHUS N01b308AM e/ 8 2PYNINbL

JJIeMEeHTHI YIIPaBJIEHUI:

° Q Monck - peFHCTpOHe3aBHCHL{LIﬁ IIOHCK Cpeau I10JIb30BaTeJIbCKUX TI'PYIIIL: OTO6p8.>KaIOTCH TOJIBKO

TPYIIIIB], YIOBJIETBOPSIOITHE YCIOBUIO GHIIHTPAIIHH.

- 4eKOOKC, KOTOPBIM OTBeYaeT 3a BHIOOP I'PYII, /I HasHAUYeHUs I10/Ib30BaTest0 (0ToOparkaeTcs

TOJILKO JIJIS1 1O CTYITHBIX I'PYIIII).

®* 5 -HasHA4YUTb BhIOpPAHHBIE IPYIIIIHI I10JIH30BATEIIO.

e X - ymlamMTh TpyIIly W3 CIHUCKAa BBIOPAHHBIX [JI1 HasHadeHHUs (0TOOpakaeTcsl TOJIBKO [IJISg
BbIOpaHHBIX TPYIIN).

® [obaButb - IIPUMEHHUTHb U3MEHEHHA (aKTHBHA TOJILKO €CJIH UTO-/I00 OBLII0 U3MEHEHO).

® (OTMeHa - OTMEHUTH U3MEHEeHU.
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Jl1g moGaBJIEHHS TI0JIb30BATesI B CIIMCOK He 3a6yabTe HakaTb [o6asBuTh . [l c6poca M3MEHEHUM U
BO3BpaTa Ha CTPaHHUITy ITPOCMOTPA HAKMHUTE Ha 0TMEHUTH .
Pe,Z[aKTI/IPOBaHI/Ie II0/7Ib30BaTeEJIA

JlUtd pelakTUPOBaHUS paHee 106aBIeHHOTO I10/Ib30BaTe s Ha CTPAaHUIle IIPOCMOTPa HAYKMHUTE Ha JIOTUH B
TabIHIIE.

CTaTyc Norue
Brntoueno naice
Brntouexo ivan.ivanov

PucyHok 140. T'unepccbliaka Ha CmpaHuyy pedakmupo8aHusl Nob308amens

OTKpOeTCs CTPaHUIIA peJJaKTHPOBAHUSL.

lons30BaTent 1 ycTpoiicrea i cetu > ivan.ivanov
G > Ynp: >N >

« ivan.ivanov

© sorosero
Nornk *
van.vanov
CMeHUTL Napons

Wims

Ivan

B 0% 3Ok 0OB O

Pamunna

Ivanov

Email

ivanov@eltexloc

Onucanune

0/200

Tpynnbl Nonb3oBaTens

+ @ Q

nmg Onucanue

Employees

e

PucyHok 141. CmpaHuua pedakmupo8aHusl N0.1b308amens

11 3MeHeHUs I1apoJid He00X0JUMO BKJIIOUUTH IepeKrodaTes b "CMEeHUTh Haposb”,
II0CJIe Yero BBeCTH »KeJlaeMbIH I1ap0JIb B COOTBETCTBYIOIIHE I10JI.

g CTapblIii IapoJIb IT0JIH30BaTeJISI He 0TOOpaykaeTesl Ha CTPAHUILE PeJJaKTUPOBaHMUs!

IMocse pegakTUPOBaHUS HaKMUTe Ha CoxpaHuTb . KHOIIKa OyeT HEaKTUBHOM I10Ka He U3MEHEHO XOTS
OBI OJTHO IT0JIE.

VaaneHue 1ojb30oBaTe s

Jl1g yayieHus 110JIb30BaTes el He06X0/IMMO Ha CTPaHHUIle IIPOCMOTPA, UCII0JIb3ysl YeKO0KC , BBIOpaTh

HeO00XO0/[MMBIX T10JIb30BaTe el U B JIEBOM BEPXHEM YTy HaJ TaGJIUIIeH HaXKaTh Ha (i .
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2. B Mons3osatenu nycTpoiictea > Ynip: i o> cetn

YnpasneHune ugeHtudukaumeii

MonbsoBaTenu ceT  Tpynnbi nonb3oBaTeneif ceT  DHAMOMHTB  PYNNbI HANOMHTOB  BHEWHME MCTOMHMKM MAEHTUGMKALMM  LIENouK naeHTMGMKaLmii

+ @ S & £ Q

Cratyc Norvn Onucatme Vvs Pamanna Email Tpynnsi
Buniouerio naice naice naice naice@eltex.loc Internal DB users

@ Bxamouero ivan.ivanov Ivan Ivanov ivanov@eltex.loc Employees

® O % 3 QMkOB O
(1]

e

4 BLIGPaHO INeMeHTOB: 1132

PucyHok 142. Bvlibop noavzoeamesiell 8 mad.iuye 045 yoaneHus

VnaseHue 3jIeMeHTOB TpebyeT IT0ATBEP K eHUsI B MOJJaIbHOM OKHE.
A BriGpaHHble 37eMeHTHl OyAyT yhajeHbl TOJIBKO II0CIe $IBHOTO IIO[TBEPIKIEeHUS
OIeparym.

{\ NogTeepxaeHWe aelicTBNA

[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

- J

PucyHok 143. /Jluanoz2o80e 0KHO noomeepacoeHUs delicmeust

HmmopT
NAICE nojiep KUBaeT UMIIOPT LaHHBIX U3 CSV-paiiyios.

IIpeBapUTEILHAS IOATOTOBKA IIepe/i HIMIIOPTOM

1. Co3maiiTe WK IIPOBEpPhTe HAIUYMe HEOOXOIUMBIX CBSI3aHHBIX CYITHOCTEW (Hammpumep, IIpPoQHib
YCTPOMCTBA).

2. O3HaKOMbTeECH C TpeOoBaHUSAMU K CSV-dpariry:
o ®atis 1o/oKeH ObITh B KogupoBKe UTF-8;
® PagmesmTesb I0JIel: 3anaTas ()
B PaspesuTesb CTPOK/TEKCTA: [BOMHas KaBblika (")
© 3aroJIOBKHU ¥ 3HAYEHUS [JOJDKHBI OBIThH B34ThI B IBOMHBIE KaBBIUKU (")
© MakcuMaJbHBINA pasMep ¢atiia 2Mb.
3. IIpoBepbTe cofieprkuMOe pariia Ha HaIMuue JIMIITHUX KaBbIUeK Ilepell UMIIOPTOM;

4, HpOBepre TO YTO 3HAYEHU, COoJeprKallire ,E[BOIZHYIO KaBBIUKY (") MM CdIl (/) IIPaBHIIBHO
IKpPaHHUPOBAHEI.
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3HaueHUs, cofieprKaIlyie TBOMHYI0 KaBBIUKY (") 9KPAHUPYIOTCS C IOMOIIBI0 \

0 3HaueHUd, cofepoKallfre cIanl (/) SKpPaHHPYIOTCI C IIOMOITbI0 \"

IlpaBWIbHOE HaNHCaHHe 3HadYeHMil (C I3KpaHMpPOBaHHEM IIOMOIIBI0 \") Ha IIpuMepe
cogep>xaHuA ¢paiiia 41 mMIopTa Haoopa komaH TACACS:

"name:Required" "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command "false" "PERMIT/\"show/vlan|1|2|\"/true"
Set\""

HekoppekTHOe HamucaHWe 3HadeHUi (0e3 IKpaHUPOBaHW) Ha IpuMepe cofep>kaHus daiiia
JUIs1 UMIIopTa Ha6opa komaHy TACACS:

"name:Required”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
n HUrHopupoBaHWe 3SKPAaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PAaCIIO3HAHUIO
LaHHBIX.

HOp}I,D;OK BBIIIOJTHEHMS TMIIOPTa

Jos1 uMmIiiopta AaHHbIX u3 CSV-gaiiia HakmuTe & Ha IIaHeJHM [eHCTBUM, PacloJjIO)KeHHOM Haf

TabsuIe. IIocse 4ero OTKpOeTCst OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTpefakTUpPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npoLuén 6e3 olMBoK.

BoiGepuTe dain*
MakcKMManeHbld pa3mep daina 2MB

L2V
<1}
=
=
b
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTensHO ANA 3anonHeHKMA

MCTOYHMK gaHHbIX *

WNrHOPUPOBaTE CyulecTByome gaHHble (0)

QCTaHOBWTL MMMOPT NPW NEPBOA OLLMBKe

OTMeHa MMnopT
- J

PucyHok 144. OkHO HMmnopma

WMIiopT JaHHbBIX U3 CSV-¢daiia BBIITOIHSAETCI B HECKOJIBKO IIIaroB:

1. Bei6epuTe HeoO6X0nUMBIN CSV-Qaiis, IepeTallyB ero B I10JIe 3arPy3KU MK BbIOpaB yepes3 IIPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl HY»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI IPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpu He06XOTUMOCTH aKTUBUPYHTE GJIard UMIIOPTa:

HNrHopupoBaTh CYyNIIeCTBYIOIINE JaHHbIE

o Eciy nepekIoyvaTesb BKIIOUEH — AYOIMKaThI 3alIHCel CAMTAI0TCI IIpeAyIIpesKIeHUeM.
© Ec/v mepeKIIvaTe b BRIKJIIOUEH — AYOIMKAThI PaclieHHBAOTCI KakK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBO OIITHOKe

o Eciy nepeksrovaTesb BKIIOYEH — HUMIIOPT OCTaHABJIMBAETCS IIPU IIepBOI jKe OoImMOKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 €€ BOSHUKHOBEHUSI.
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Ecmm IIepeKIrovaTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCAd, UMIIOPT ITPO O 0J/DKAETCA
[0 KOHIIa. By,IIYT HMIIOPTHUPOBAHBI TOJILKO BaJIM/THBIE 3aIIKCH.

4. JUta TOTO UYTOOBI UMIIOPT HavaJsICsl, HOKMUTE KHONIKY "Hmimopt".

[Ipu m“MITOpTe AYO/IHUPYIONIMEcs NaHHbIe Ilepe3allcaHbl MM OTPeLaKTHPOBAHBI He
A OYAyT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTUTe U3MEHUTH CTaphle TaHHEIe, IaIUTe UX
U3 CHCTEMBI BPYUHYIO ITepe]| IMIIOPTOM.

IIpocMOTp OTYETA IO HMIIOPTY

Cpasy IocJie 3aBepIeHUs 06paboTKH paiiyia 0TKPOEeTCsI OKHO 0TUETA IT0 UMIIOPTY.

Ecymi Bce 3armucy B patite 6pLIH 06pab0TaHbl KOPPEKTHO, BBl YBUUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpOoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

b v

PucyHok 145. Omuem umnopma (8ce 3anucu 06pabomaHsl KOppeKmHo)
BJIoK ¢ 06111et THGOPMAITHEeN COIEePIKUT:

®* Bcero uMmnoptupoBaHo - CUETYHMK TOTO, CKOJIPKO 3aIHCed OBLI0O HUMITIOPTHPOBAHO M3 OOGITEro
UMITOPTUPYEMOTO KOJTMUECTBA CTPOK;

* [pepynpexpenui - KosrdecTBO BO3HUKIIINX ITPeyIIPesKI eHUH;

® Quubok - KosrrmyecTBO BOSHHUKIIIUX OIIMHOOK.

Ecyii He Bce 3aITHCcH ObLTA 06pa6OTaHBI KOPPEKTHO, BBl YBUIHWTE OKHO:
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loTOoBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero MMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

CwmboK: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
1 Lybnukar B base JaHHbIX. 3HaAYEHWe C ...
OTCyTCTBYET 3HayeHme y nonga "email”

1 OTCYTCTBYET 3Ha4YeHue y nona "firstNa...

BB ®

1 OTCYTCTBYeT 3Ha4YeHue y nons "lastNa...

[ )

PucyHok 146. Omuem umnopma (3anucu 06pabomansl ¢ owubKamu/npedynpercoeHusIMu)

IToapoOHBII OTUET COLEPIKUT CIIEYIOIITY0 HHPOPMAIIUIO:

® OunbTp - BeImmajaronuii CIHUCOK, B KOTOPOM MO>KHO BBIGpPATh OTOGpaskaeMble yBefqoMuieHUs (Bce
yBefoMrneHns , Tonbko ownbkyu I TosfibKO NpeaynpexpeHuns )

TabsHIia yBeJOMIEHHH CO/IePKUT KOJIOHKH:

® (Ctpoka - HoMep crpoku B CSV-dartisie, Ime o6Hapy»KeHa OIIMOKa WU IIpeIyIIpesK eHUE;

® OnucaHue -/leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU WJIH IIpenyIpesxaeHsd.

U1 TpocMOTpa IIOJHOTO TeKCTa OITMCAaHWsI HaBeJUTe Kypcop MBIIM Ha
@ COOTBETCTBYIOIIYI0 CTPOKY - BO BCILJIBIBAOIIIEN ITO/ICKa3Ke 0TOOPAsUTCS IIOJIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHIH.

0C0oGeHHOCTH HMIIOPTa II0Ib30BaTe e

e JUIe BMITOpTa II0/Ih30BaTeJIell B KayecTBe MCTOYHHKA JAHHBIX ITOJIepKaH TOJIHKO
NAICE
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B Ta6JII/II_Ie HIDKe ITpUBeIEeH CIIHMCOK II0JIeH, UX 00513aTe/IbHOCTh, OIIMCAaHHE K Tp86OBaHI/I$II

IIone

login:Required

password:Require
d

isEncrypted:Requi
red

enabled:Required

firstName
lastName

email

description

groups

152

OnucaHue

JIOTHH I10JIb30BaTeJId

[TapoJsib 1T0JIb30BaTesd. MOJKeT OBITh
HMIIOPTHPOBAH KaK B 3aX3IIMPOBAHOM,
TaK ¥ B OTKPLITOM BH[J[e

djrar X3MTUPOBAHUS TAPOJIS.
ITokaspIBaeT B KAKOM BH/Ie IIepe/aeTcs
1apoJib

B03MOXXHOCTB aBTOpHU3alluH

VMs moib3oBaTesiss
daMUIUA I10JIb30BaTesd

Aftpec 3JIeKTPOHHOM TTOYTHI

IIpousBOJILHOE OIIMICaHNE

I'pynnsl I0JIb30BaTe el ceTH

TpeGoBaHuA

006s13aTeIbHOE IT0JIe

MaxkcumasibHag fiauHa - 100 cHMBOJIOB
J0/KeH ObITh YHUKaJIbHBIM

HeJb34 HUCII0JIb30BaTh IIPO6OEIIBI

0O0s3aTeIbHOE II0JIEe

JlummHa: 8-100 CMMBOJIOB

HeJb34 HCII0JIb30BaTh PO 6EJIbI
Hesb3g HCI0IB30BaTh CUMBOJI Mo

O6s13aTe/IbHOE II0JIEe

Bo3MOJKHEIE 3HAaUEHHS:

- true -IIepefaBaeMBbli I1APOJIb
3axX3IIUPOBaH

- false -1mapoJib mepemaeTcsa B
OTKPBITOM BH/Je U Oy/jeT 3aX3IIUPOBaH
BO BpeMs UMIIOPTa

0O0s3aTeIbHOE ITOJIEe
B03MOJKHEIE 3HAUEHUS:

- true -craryc "BkiIroyeHo"

- false -craTyc "BBIKJIIOUEHO"

MaxkcumasbHasg 1arHa - 100 cuMB0OJIOB
MaxkcumasibHag fiauHa - 100 cHMBOJIOB

MaxkcumasibHas aarHa - 200 CHMBOJIOB
d®opmMat: admin123@gmail.com
HepmonycTuMble CUMBOJIBL:

* KUpUJIIN4YecKre OyKBEL (a-1)(A-4)
e Ipoben

* IBOMHBIE KaBbIUKH "

* cuMBOJI HOMepa I

° TOUKaA C 3aII9TOH ;

* IBOETOYME

e 3amATas ,

* KpyIJIble CKOOKH ( )

* KBaipaTHbIE CKOOKH [ ]

* 3HaKH 00JIbITIe/MeHbIIIe < >

* 0OpaTHBIN CJIen \

MaxkcumasibHas a1jarHa - 200 CHMBOJIOB

I'pynimsl JO/IKHEI CyIIIeCTBOBATH B
cucTeMe
PaspesnTesb MeXIy IPyIIIaMu: ;



ITprvep KOPPEKTHOTO cojepkaHus Paiiia:

"login:R  "passwo "isEncry ‘"enable = "firstNa = "lastNa "email" "descrip  "groups"
equired" rd:Requ pted:Re d:Requi me" me" tion"
ired" quired"  red"
"user_1" “"passwo "false" "true" "BaH" "BaHO @ "ivan@t " "Interna
rd" B" est.ru” 1
DB;User

S

IMosryuenue CSV-¢aiina mabIoHa OIIKMCaHO Jajlee B paszesie "IKCImopT".

JKCIopT

NAICE nopiep>KuBaeT sKCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKU 00PaMITIIOTCS [1BOWHbIMM
KaBblYKaMV , pasfesiuTesib IIoJIe: 3anatas ().

IIpomeaypa sKCHopTa

[[OCTYHHI:I ABa pe’XrMa 3KCIIOpTa JaHHBIX:

® 3KcCnopT BCero - BeIrpyska BCex 3aITHCed TEKyIIero paszesa. CHCTEMHBIE CYIITHOCTH HCK/TIOYA0TCSI U3
3KCITOPTa;

® 3KcnopT BbIBpaHHOr o - BRIrpy3Ka TOJILKO OTMEUEeHHBIX YeKOOKCOM 3aITHceH.

o L £

CTaTyc

Brmoue  5¢cnopt BCero

Brnrouehw wvarn

PucyHok 147. OkHO 8blbOpa pexcuma skcnopma

0 3HaueHUs cofieprKalllyie TBOMHYIO KaBhIUKY (") HJIM CJIAII (/) OYAYyT SKpaHHUPOBAHKI C
IIOMOIIBI0 \".

IJKCIOPT BCEX CYIITHOCTEMH

Ha maHesmu [elcTBHUUM Haj, TabjuIlell HaXKMUTe 4 U BbIGepuTe pekuM "IkcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE ITOATBEPAUTE [JeliCTBUe KHOIIKOU "JKCIOoPT":
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mailto:ivan@test.ru

3kcnopt B CSV

Mpw 3KCNOpPTE He BKIKYaTCA CUCTEMHBIE CyLlHocTK. MNpoueaypa
33MET HEKOTOPOE BPEMA, A0KAWTECH QOPMWUPOBAHWA W 3arpy3Kun
thaiina.

SkcrnopT el LTE

W 4

PucyHok 148. 9xcnopm ecez2o

IMocne HaKaTHUS KHONKM "JKCHOPT"' Ha YCTPOMCTBO BBITPY3UTCI Qailyl, COLEepsKalllkii BCe 3aIlWCH U3
TEeKYILIero paszeJia.

JKCIOPT BHIOPAHHBIX CYNI[HOCTEH

Ha maHes JelCcTBUM Haj TabiuIleld HaXMUTe £ U BbIOepuTe pekuM "OKCIOPT BBIOpPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeMCTBHE KHOIIKOM "IKCHopT":

F N

3kcnopt B CSV

Mpy 3KCNOPTe He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aiMeT HeKoTopoe BpemMs, AoXAMTeCb GOPMUPOBAHWA W 3arpy3Kn
daiina.

BbiGpaHo 1 13 1 3anuceiA.

']l OTMeHa

(. W

PucyHok 149. Ikcnopm 8blOpaHHbLX

IMocie HaYKaTHS KHOIIKU "JKCIOPT" Ha YCTPOMCTBO BBITPYSUTCA QAL COLeP KAl TOJIbKO OTMeUeHHbIe
3aIICH.

IIpu oTkpeITHHM CSV-QaiiyioB B KadecTBe pasfesuTesso IIOJIEM Bcerpa UCIIOJIb3yHTe
3anaTyro (,), pasjgesuTesieM CTPOK/TeKCTa MOTYT OBITH ABOMHBIE KaBbIUKHU (") wiu

A IyCcTOe SHaYeHHe.

IIpu coxpaHeHun CSV-QaliyiIoB B KaueCTBe pasfiesUTesid I10JIeli Bcerfga MUCII0JIb3YHUTe
3anATyIo (,), a pasfieIuTes b CTPOK/TEKCTa - I[yCTOEe 3HAUEHHE.

Ecmu 1ipu oTKphITHM Qaiiyia HUCII0JIb30BaJIC pasfesnTe/b CTPOK — JABOMHAs KaBblUKa
("), TO 3HaueHUs, CofeprKale CUMBOJIBI IBOMHON KaBBIUKA (") wuaM cmdima (/),

c 9KpaHUpPOBaHHEIE KaK \", MOIYT IIpH COXPAaHEHUU II0JIYUYUTH JIUIIHIOI0 KaBBIUKYy (")
nocte (\"). IIpoBepbTe ¢aili B TEKCTOBOM PENAKTOPE U Y aJINTe JIMIIHKE KaBBIUKH,
eCJIM OHU TTOSIBUJIHCE.

154



ITa6s10H

Ecm B TabsmIle OTCYTCTBYIOT 3aITHCH (JIMOO0 IIPUCYTCTBYIOT TOJIBKO CHUCTEMHBIE CYIITHOCTH), IIPKU BhIOOpE
pexxuMa "IJkcmopT Bcero" OymeT chopmupoBaH CSV-daili, comepsKallliii UCKIIIOUUTENIHLHO 3aroJIOBKU
CTOJIOII0B./laHHBIN Qailyl MOXKeT OBITH HCIIOJIb30BaH B KadeCcTBe IIA0GJIOHA I IIOJTOTOBKH JaHHBIX
repes IMIIOPTOM.

OCOGEHHOCTH IKCIIOPTA MO/IH30BaTe e

6 ITaposi 1I0JIb30BaTes e OYAyT BBHITPY>KeHBI M3 6a3bl JAaHHBIX B 3aX3IIMPOBAHHOM C
nomolki ntHash Buze.

CtpykTypa CSV-daiiia 114 I10Ib30BaTesIed oIrcaHa B paszeste "Oco6eHHO CTU UMIIOPTa I10JIb30BaTesIei .

I'pymisl ojib30oBaTesiet ceTu

Omucanue

Cy1iecTByeT BOSMOJKHOCTE 00BbeIMHATE I10/Ib30BaTesIell CeTU B epynnbl U HUCII0JIb30BaTh B AalbHeHUIeM
IIpU3HAaK IIPHUHAJJIEKHOCTH I10/Ib30BaTeJId K IPYyIIIIe IIpHU HacTporike [Tosmtruky RADIUS wau IlommTrkmr
TACACS+.

Paspes "TpyIIisl IoJIb30BaTesIell ceTH" OTBeUYaeT 3a CO3faHUe, pefaKTUpoBaHue, yaJleHrue U IIPOCMOTP

J@HHBIX TPYIIII.

IIpocMoTp rpyIii nojib3oBaTejied ceTu

2 B Mon3osaTenyt v ycTpoiicTsa > Ynpasneue ugeHTUUKaLMeR > TpyNMbl nofk30BaTenel cetn

0

YnpasneHne naeHTMdurkaumeii
Monb3oBaTenu ceT  [pynNbl NoNb30BaTeNeil CETM  SHAMOWHTBI  [PYNNbI SHAMOMHTOB  BHELIHWE UCTOMHUKY MAGHTUOUKAUMM  LIenouku MAEHTUGUKaLME
+ @ 2 & & Q

ms Onvcarve
Internal DB users Internal DB users default group

Employees

® 05 3O kOB

e

40 Bcero anemeHToB: 2

PucyHok 150. Tabauya ¢ nepeuHeM 2pynn no/1vb3oeame.ietl cemu Ha CMpaHuye npocmompa

Ha maHHOM cTpaHHIle COTEPKUTCS TaOIUITA CO CITCKOM BCEX TPYIIII I10JIh30BaTe e CETH.

TabrIia coep>KUT KOJIOHKH:

® |iMa - HasBaHUe IPYIIIILL.

®* OnucaHue - IIPOMU3BOJIbHOE OIIMCaHH e I'PYIIIIBL.

B03MO>KHa COPTHPOBKA B IIPSIMOM M 06paTHOM ITOPS/IKE 10 BCeM KOJIOHKaM. [0 yMOJI4aHUI0 COPTHPOBKA
BBIIIOJIHAETCA B IIPIMOM (asihpaBUTHOM) HOPSAKeE I10 TT0JTH0 "YMs".

d7eMeHTHI yIIpaBJIeHUS:
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® 1+ — /lo6aBUTH HOBBIH 3JIEMEHT.

* [ — VoamuTh BhIGpaHHEIE 3JIeMEHTHI (HeaKTUBHO, IT0Ka He BRIOPAH XOTh OJTHH 3JIEMEHT).

e  — OGHOBUTH JaHHbIE TAOIUIIHI.

e $ —Ilo3BoJeT 3arpysUTh JaHHbIEe U3 CSV-Qariia.

e ¢ —Ilo3BoJIsAeT BHITPY3UTH JJaHHEIE B CSV-QariL.

o — UeKkbO0OKC, KOTOPBIM OTBedaeT 3a BbIOOP 3JIeMEHTOB JIJIs1 BHIIIOJTHEHUS JalbHENINX TelCTBUMN

(HammpuMep, yaeHus).

/N — U3MeHHTD TEKYIIUIA IOPS/I0K COPTUPOBKHL.

* (O Mouck — BEHIIOIHAET PETHCTPOHE3ABHCUMYI0 QIUILTPAIIMIO IO BCeM KOJIOHKAM: OTOGPaKaroTCs
TOJILKO 3aITKCH, YI0BJIETBOPSIIOIIHE YCIOBUIO GHIIbTPAITHH.

/loGaBIeHHE IPYNIIHBI HOIH30BaTe e

Jlta mo6aBJIeHUS TPYIIIILI T0JIb30BaTeIell HAKMUTe - B JIEBOM YaCTU HOJI HaJ TabJIUIleH, OTKPOeTCT

CTpaHHITa AOﬁaBHeHI/Ie:
A B Monssosaren v ycrpolicrsa > Ynpasnenue ugeHTuduKkauveli > [pynnei nonsosareneii et > floGasnenvie
Q  « fo6aenetne
@
Umn *
Q
&
() Onucaxlue
®
&
[s)
0/200
@
®
@
=]
o Otmena

PucyHok 151. CmpaHuua 006as.1eHUst 2pynnbl noab3ogameell

JlJ1d 3a110JIHEHUS OOCTYIIHBI CJIEAYIOIIKE IIapaMeTpPhI:

® |IMa * - Ha3BaHMe TPyHITbl. MakcuMaIbHad JiirHa - 100 CHMBOJIOB.

® OnucaHue - IIPOU3BOJILHOE OIIMCAHUe I'PYIIIEI. MakcuMaIbHasda AJiuHa - 200 CHMBOJIOB.
ITapaMeTpBhl, 0OTMeUEHHBbIE 3Be3I0UYKOU *, 00s13aTe/IbHBI /I 3aI10/THEHUS.

JloGaBJyIeHHE 110JTh30BaTeJIEH B TPYIIITY IOCTYITHO Ha CTPAHUIIE PeJaKTUPOBAHUS paHee

A I06aBJIEHHOM IPYIIIIEL.
Ha aTarme co3aHus TPyIIIbL 06aBUTE B Hee I10Ih30BaTes e Heb3sl.

JIois1 mo6GaBJIeHHS TPYIITHI B CITHUCOK TPYIIIT M0JIb30BaTeled He 3abyabTe HaXkaTb [o6aBuTh . 151 c6poca
U3MeHeHUH U BBIX0/Ia Ha CTPaHUITY IIPOCMOTPA HAKMHUTE Ha O0TMEHUTH .
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PejakTHpOBaHHe rPyNNbI HOJIb30BaTe e

JlI1 pelakKTUPOBAaHUS paHee 00aBJIEHHOM TPYIIIEI HA CTpaHUIle IIPOCMOTpa TPYII IT0JIh30BaTesei
HaKMHTe Ha UM TPYIIITEI B TaO/IHITE.

WMma P
Internal DB users
Employees

PucyHok 152. Tunepccobliaka Ha CmMpaHuyy peoakmupogaHusl 2pynnsl no1bzogameJietl

OTKpOeTCs CTPaHUITa PelaKTUPOBAHMS C BO3MOYKHOCTBHI0 7106aBJIeHHUS TT0JIb30BaTeJIel B TPYIIIY.

GD Monb3oBaTent 1 yCTpOiiCcTBa > Ynpasfiesye WaeHTMUKaLWeR > [pynisi nons3osareneii cetu > Employees

< Employees

Wma *

Employees

Onucanune

0/200

& 0% 3Q@Mk0OB O

Monesosarenu rpynne @

+ @ Q

cratyc Norvn Vs Pamanna Email

LaHHble oTCyTCTRYIOT

e

Bcero anemenTos: 0

PucyHok 153. Cmparuua usmeHeHUsl 2pynnsl No/1b3ogameiell
JJrleMeHTHI yIIpaByeHUd B Tabuile I1osIb30BaTe/ U rPyIbI:
o Q Mouck - perrcTpoHe3aBUCHMas QUIbTPALIMSA 110 BCeM KOJIOHKaM: 0TOOpakaloTCsl TOJILKO 3aIlHCH,

VI,OBJIETBOPSIOIIME YCIOBHIO GHIIHTPAITHHL.

* [ -yzaguTh BEIGPAHHBIX YeKOOKCOM IT0JTH30BaTeIeH U3 IPYIIITHI (HEaKTUBHO, IT0KA He BRIGPAH XOTh

OJIVH I10JIb30BaTeJIb).

* /] -U3MEHHTH TEKYITHH IOPSIOK COPTUPOBKHL.

° - 4eKOOKC, KOTOpBIfI O0TBe4daeT 3a BBI60p I10JIb30BaTeJIe [JI1 BBIIIOJTHEHHA ,I[a]IbHeIZH.IKX

IedcTBUH (HaIIpuMep, yaJIeHUs I10Th30BaTeIs U3 TPYIIIIEL).

* 4 -106aBUTH II0JIH30BaTeJIEH B TPYIIILY.

I[Io Ha)KaTU -+ II0SBJIIETCSI OKHO IZ[OﬁaBJI(‘.!I-II/Ie I0JIb30BaTesIell B rpymmy, B KOTOpoM H906XO,ZLI/IMO

BBIOpATH I10JIh30BaTeIe 711 106aBIeHHS B TPYIIILY.

157



[o6aBneHne nonb3oBarteneii B rpynny

Q BoibpaHHble *

He BbibpaHo

®) ivan.ivanov O

OTMeHa  [o6aeuThb

PucyHok 154. OkHO dobasieHusl no/ibsogameell 8 cpynny
JJIeMeHTHI YIIPaBJIEHU:

° Q Monck - pEI‘I/ICTpOHe3aBI/ICI/IMLIﬁ IIOHUCK Cpeau I10JIb30BaTeJIe: 0T06pa>KaIOTCSI TOJIBKO

I10JIb30BaTeJIH, YO,0BJIETBOPAIOII € YCJIOBHUIO (1)I/IJIpraI_II/II/I.

° - YeKOOKC, KOTOpblf/'I OTBEYaeT 3a BBIﬁOp II0J/Ib30BaTeJ I oI ,ZLO6aBJIeHI/IH (0T06pa>1<aeTc5{ TOJIBKO B

JIEBOM KOJIOHKE).

® 5 -IIepeMecTUTh 10JIb30BaTeJel, BRIOPAaHHBIX YeKOOKCOM U3 JOCTYIIHBIX, B CITUCOK BHIOPaHHBIX.

* [ -ymaauTh I10JIH30BATeJIs U3 CITHCKA BRIOPAHHBIX (0TOGPayKaeTcs TOJIHKO B ITPABOM KOJIOHKE).

Oob6aBuTb - IIPUMEHHUTHb U3MEHEHUA (akTHBHA TOJILKO €C/IH €CTh N3MEHEHMS).

® (OTMEHUTb - OTMEHHUTHL U3SMEHEeHUSI.

Ecm IIpA peaaKTHPOBAHHUK TPVYIIIIBI HM3MEHEHBI TOJIBKO IIOJIb30BaTEJIN (M1 u

OIMKCaHHe TPVYIIIIbI OCTa/JIUCh Hpe>KHI/IMI/I), TO KHOIIKa CoxpaHuTb OCTaHETCd
A HEaKTUBHOM, TaK KaK M3MEHEHHs B CIIHCKe II0JIb30BaTesel TPYIIIIBI COXPAaHAOTCA
AdBTOMATHYECKH.

IIpocTo BRIFIETE U3 PEXKUMA PeTAKTUPOBAHUS 110 KHOTIKE OTMEHUTh .

VasieHHue rpynisl HoJIb30BaTe e

Z[JIH YOaJIEHHA TPYIIIL HeOGXOAI/IMO Ha CTpaHHUIE IIPOCMOTpPA, HCIIOJIb3yd yeKOoKC s BBIGpaTb

Heo6X0[UMbIe TPYIIILL K B JIEBOM BEPXHEM YTy Hajl Tab/InIlei HakaTh Ha (i .
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GD Monb30BaTeNV 1 yCTPOICTBa > YNpasnexue WaeHTMUKaLMel > TPyNMbl Mofk3oBaTenei ceth

YnpasneHune ugeHtudukaumeii
MonbsoBaTenu ceT  pynnbl Nonb3oBaTeneil ceTM  SHAMOWHTbI  [PYMNbl SHANOMHTOB  BHEILHWE UCTOMHMKM MAEHTUGUKAUMM  Lienouku naeHTuduKaumii
+ @ S & £

vma Onvcakine

Internal DB users Internal DB users default group

Employees

® O % 3 QMkOB O
(1]

e

4 BLIGPaHO INeMeHTOB: 1132

PucyHok 155. Bblbop epynn noawv3ogame.ieli 8 mab.auye 04 yoaaeHus

g ViaseHue 3jieMeHTOB TpebyeT IO TBeP KIeHHS B MOZIaIbHOM OKHE.

BriGpaHHble 37eMeHTHl OyAyT y[ajeHbl TOJIBKO II0CIe $IBHOTO IIOJTBEPIKIEeHUS
OIeparyu.

{\ NogTeepxaeHWe aelicTBNA
[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

- J

PucyHok 156. /Jluanozo8oe 0KHO noomeepacoeHUs delicmeust

OzpaHuueHus:
e He/b3d YAAIMTHb IPYIIy, B KOTOPOM COCTOAT IIOJIb30BaTeJM. B aroMmM ciIydae
HeoOX0IUMO CHaudala yOaJIUTh W3 TPYIIIbl BCeX II0JIb30BaTesel, 3aTeM YAaluTh
V| R —

e He/lb3d YAAIUTHb TIPYIIy, KOTOpas HCIOJIb3yeTcsI B KaKOM-THUO0 JIOTHYEeCKOM
YCIIOBHH.

HmmopT
NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-QaliioB.

IIpeaBapHUTEILHAS OATOTOBKA IIepei HMIIOPTOM

1. CospaiiTe WM IIPOBEpPbTe HaIM4UMe HEOOXOAUMBIX CBSI3aHHBIX CYIITHOCTEM (Hampumep, IIpoduib
YCTPOMCTBA).

2. O3HAaKOMbTECH C TpeboBaHUAMU K CSV-dariry:
©  ®ariy 10/DKeH 6bITh B KogupoBKe UTF-8;
= PagmesuTesIb IIOJIEHM: 3anaTasa (,)

® PagnesnTesb CTPOK/TEKCTa: [BOMHAN KaBblyka (")
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© 3aroJIOBKU U 3HAUYEeHUS J0JDKHBI ObITh B3SITHI B IBOMHBIE KaBBIUKUA (")
© MakcuMaJbHBIU pasMep ¢atiia 2Mb.
3. [IpoBepbTe comeprxuMoe pariyia Ha HaJIMUMe JIMIITHUX KaBbIueK Iepes; UMIIOPTOM;

4. TIpoBepbTe TO UTO 3HAYEHUs, COJeprKalllke NBOMHYI KaBBIUKY (") WM IBII (/) IIPaBUIBHO
9KPaHUPOBAHEI.

© 3HauyeHUs, CofleprKallie ABOHHYI0 KaBBIUKY (") 3KPAHUPYIOTCS C IOMOIIBI0 \

0 3HauyeHUs, COLeprKallfie CI3Il (/) SKPaHUPYIOTCI C IOMOIIBI0 \"

IIpaBWIbHOEe HaNHCaHUE 3HadYeHUWI (C JKpaHHpPOBaHMEM IIOMOINBI0 \") Ha IpHMepe
cogep>xaHuA ¢paiiia 41 mMIopTa Hadopa komasy TACACS:

"name:Required”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2|\"/true"
set\""

HexoppekTHOe HanucaHUe 3HadeHUM (0e3 IKpaHHUPOBaHMA) Ha IpHMepe cojepkaHusa ¢aiiia
JUIL IMIIOpTa Habopa xkomaH TACACS:

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A HWrHopupoBaHWe 3KPAaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PAaCIIO3HAHUIO
IaHHBIX.

ITopsAI0K BHINIOJTHEHUS UMIIOPTa

Jo1 ummiopta faHHBIX K3 CSV-Qaiia HakmuTe <& 2 Ha IIaHeJM [eHCTBUM, PacloJIOKeHHOW Haf,

Tabsmriei. IIocse 4ero OTKpOeTes: OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTPefakTUPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakKCcKMManeHbld pa3mep daiina 2MBb

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOpUPOBaTL CyulecTByoMe gaHHble (1)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 157. OkHO HMmnopma

WMrIiopT JaHHbBIX U3 CSV-daiia BBIITOIHSAETCI B HECKOJIBKO IIaroB:

1. Bei6epuTe HeoO6X0nUMBIN CSV-Qaiis, IepeTallyB ero B I10JIe 3arPy3KU MK BbIOpaB yepes3 IIPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl Hy»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI TPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpyr He0OXOAUMOCTH aKTUBUPYUTE (Jlark UMIIOPTa:

HNrHopHpoBaTh CyNIIeCTBYIOIINE JaHHbIE

o Eciu nepekIovaTesb BKIIOUEH — AYOIMKAThI 3alIUCe CUMTAI0TCI IIpeAyIIpesKIeHUueM.
© Ec/v mepeKIIvaTe b BRIKJIIOUEH — AYOIMKaAThI PaclieHUBAOTCI KakK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBO OIITHOKe

o Eciy nepeksrovaTesb BKIIOYEH — HUMIIOPT OCTaHABJIMBAETCS IIPU IIepBOI jKe OoImOKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 €€ BOSHUKHOBEHUSI.
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Ecmm IIepeKIrodaTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCAd, UMIIOPT ITPOO0/DKaAEeTCA
[0 KOHIIa. By,IIYT HMITIOPTHUPOBAHBI TOJIBKO BaJIM/THBIE 3alIKCH.

" \1}
. , .
4 ,[[J'IE[ TOT'O YTOOBI HMIIOPT HavaJICd, Ha’KMHTE KHOIIKY I/IIVIIIOPT

[Ipu m“MITOpTe AYOIHUPYIOIIMEcs NaHHbIE Ilepe3allucaHbl I OTPeSaKTHPOBAHBI He
A OYIYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTHTe U3MEHUTH CTaphle TaHHEIe, YIaIUTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO IMIIOPTY

Cpasy IocJIe 3aBepIIeHus 06paboTKH paiiyia 0TKPOETCsI OKHO 0TUYETA IT0 UMIIOPTY.

Ecm Bee 3anucu B gatisie 66111 06paboTaHbl KOPPEKTHO, BBl YBUAUTE OKHO:

F |

floTOBO!

MmMnopT BLINOAHEH YCNEeLWHo.
Bcero MMNopTUpoBaHo: 4/4
MpegynpexaeHnia: 0

Cwmbor: 0

b V)

PucyHok 158. Omuem umnopma (ece 3anucu 06pabomaHsl KOppeKmHo)
BJI0K ¢ 06111et THGOPMAITHEN CO/IEePIKUT:

® Bcero uMmnoptupoBaHo - CUETUHMK TOTO, CKOJIBLKO 3amuced ObLI0 MMIIOPTHPOBAHO H3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* [pepynpexpennii - KoJIMyecTBO BOSHUKIIIAX IIPeyIIPesK]eHUN;

°* Quunbok - KotyecTBO BOSHUKIIIMX OIIHOO0K.

Ecymi He Bce 3aruicy GbLTH 06paboTaHbl KOPPEKTHO, BB YBUAUTE OKHO:
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loToBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero uMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

Cwmbokr: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
1 Lybnukar B base JaHHbIX. 3HaAYEHWe C ...
OTcyTCTBYeT 3HayeHue y nonga "email”

1 OTCYTCTBYET 3HaueHue y nona "firstNa...

BB ®

1 OTCYTCTBYeT 3Ha4YeHue y nons "lastNa...

. J
PucyHok 159. Omuem umnopma (3anucu o6pabomarsvl ¢ owubkamu/npedynpexcoeHusImMu)

IToapoGHEBII OTUET COLEPIKUT CIIE YO0 HHPOPMALIUIO:

® OunbTp - BhIDagaroIyii CIHCOK, B KOTOPOM MO>KHO BBIOpPaTh O0TOOpakaemble yBeloMJIeHUs (Bce
yBenomreHus , Tonbko ownbku MU TonbKO NpenynpexneHus )

TabsHITa yBeIOMIEHHH CO/IePKUT KOJIOHKH:

® Crpoka - Homep crpoku B CSV-daiise, Ime 06Hapy»KeHa OIIOKa MU IIpelyIIpesK eHIe;

® OnucaHue -/leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyImpesxueHusd.

1 mpocMOTpa IIOJHOTO TeKCTa OIIMCAaHUSI HaBeQUTe Kypcop MBI Ha
@ COOTBETCTBYIOLIYIO CTPOKY - BO BCILIBIBAIOLLEHN ITO/ICKasKe 0TOOPAsUTCA II0JIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHHUH.

OCo0eHHOCTH UMIIOpTAa IPYIII II0/Ib30BaTe e

0 Jia TPYIIII II0JIb30BaTeJIed B KaueCTBe UCTOUHMKA JaHHbBIX rnoazepskaH ToIbKO NAICE
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B Ta6JII/II_Ie HITDKe ITpUBeIeH CIIHMCOK II0JIeH, UX 00513aTe/IbHOCTh, OIIMCAHHE 1 Tp86OBaHI/I$II

ITosne OnucaHue TpeGoBaHuA

name:Required Wwms rpyIinsl 0O0s3aTeIbHOE IT0JIEe
MaxkcumasbHasg frHa - 100 cMMBOJIOB

description ITpou3BOJIEHOE OIIMCAHM e IPYIIIIEI MaxkcumasibHag fiauHa - 200 CHMBOJIOB

ITpyMep KOppEeKTHOr 0 coieprkaHus ¢aiiia:

"name:Required" "description”

"Internal DB users" "Internal DB users"

IMosyuenue CSV-¢aiina mabsIoHa OIIHMCAHO Jjaylee B paszesie "IKCImopT".

JKCIoOpT

NAICE noiepKuBaeT SKCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKU 00PaMIIIIOTCS [1BOWMHbIMM
KaBblYKaMV , paszesnTesIb IIoJIe: 3anatas (,).

IIpoueaypa akcmopTa

,Z[OCTYHHBI OBa pe’XrMa 3KCIIOpTa JaHHBIX:

® JKCnopT BCero - BrIrpy3ka Bcex 3amucei TeKyIero paszesa. CUCTeMHBIE CYIITHOCTH UCKITIOUAIOTCST U3
3KCITOPTa;

® 3KcnopT BbIBpaHHOr o - BRIrpy3Ka TOJILKO OTMEUeHHBIX YeKOOKCOM 3aITHceH.

o £ £

CTaTyc

Brmoue  S¢cnopt Beero

Brnrouehw— wvarn

PucyHok 160. OKHo 8blb0pa pedxcuma skcnopma

0 3HaUYeHUs CO/IeprKaIKe JBOMHYIO KaBbIUKY (") MM ¢ (/) OyAyT 3KpaHUPOBAHBI C
IIOMOIITHI0 \" .

JKCIOPT BCEX CYIIIHOCTEMH

Ha maHemu pedcTBUM Haj Tabiulled HaXMHUTe 4 U BblGepuTe pexuM "IKcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE [eMCTBYE KHOIIKOH "IKCHOpT":
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Jkcnopt B CSV

Mpw 3KCNOpPTE He BKIKYaTCA CUCTEMHBIE CyLlHocTK. MNpoueaypa
3a8MET HEKOTOPOE BPEMA, A0XAMTECH QOPMMPOBAHWA W 3arpy3Kun
thaiina.

3kcnopT el LETE

W 4

PucyHok 161. 9xkcnopm ecez2o

IMowre HaKaTHS KHONIKU "JKCHOPT"' Ha YCTPOMCTBO BBITPY3UTCI Qailyl, CONepsKalllkui BCe 3aIlCH U3
TEeKYILIero paszeJia.

JKCIOPT BHIOPAHHBIX CYIITHOCTEH

Ha maHes JelCcTBUM Haj TabiuIleld HaXMUTe £ U BbIOepuTe pekuM "OKCIOPT BBIOpPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeMCTBHE KHOIIKOM "IKCHopT":

F N

3kcnopt B CSV

MpKy 3KCNOPTE He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aiMeT HeKoTopoe BpemMs, AoXAMTeCb GOPMUPOBAHWA W 3arpy3Kn
dbaina.

BeibpaHo 1 U2 1 2annceid.

3kcnopt RO ETE

(. >

PucyHok 162. Ikcnopm 8blOpaHHbLX

IMocse HAYKATHA KHOOKY "9KCOHOPT" Ha YCTPOMUCTBO BRITPY3UTCS Qati, COIeP KA TOJTBKO OTMEUeHHbIe
3aIIUCH.

IIpu oTkpeITHH CSV-QaiiyioB B KadecTBe pasfesuTessd IIOJIEM Bcerpa UCIIOJIb3yHTe
3anAaTyro (,), pasmesuTesieM CTPOK/TeKCTa MOIYT ObITh ABOMHBIE KaBbIUKU (') M

A IyCTOe SHaYeHHe.

IIpu coxpaHeHun CSV-QaliyiIoB B KaueCTBe pasfiesUTesid I10JIell Bcerfga MCII0JIb3YHUTe
3anAaTyIo (,), a pasfieIMTes b CTPOK/TEKCTA - Iy CTOEe 3HAUEHHE.

Ewmm 1ipy OTKpBITHHM Qaiijia MUCII0Ib30BaJICA pasfesiTeslb CTPOK — IBOMHAsA KaBbluKa
("), TO 3HauyeHUs, CofeprKalpe CUMBOJIBI IBOMHON KaBBIUKUA (") mIM cadima (/),

c 9KpaHHPOBAHHEBIE KaK \", MOTYT IIPH COXPaHEHUH ITOJIYYUTH JIUIIHIOI KaBBIUKY (")
nocte (\"). IIpoBepbTe ¢aili B TEKCTOBOM PENAKTOPE U Y[ aJINTe JIMIIHHUE KaBBIUKU,
€CJIF OHU MOSIBUJINCE.
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ITa6s10H

Ecm B TabsmIle OTCYTCTBYIOT 3aITHCH (JIMOO0 IIPUCYTCTBYIOT TOJIBKO CHUCTEMHBIE CYIITHOCTH), IIPKU BhIOOpE
pexxuMa "IJkcmopT Bcero" OymeT chopmupoBaH CSV-daili, comepsKallliii UCKIIIOUUTENIHLHO 3aroJIOBKU
CTOJIOII0B./laHHBIN Qailyl MOXKeT OBITH HCIIOJIb30BaH B KadeCcTBe IIA0GJIOHA I IIOJTOTOBKH JaHHBIX
repes IMIIOPTOM.

0OCc006eHHOCTH IKCIIOPTA IPYIII II0/Ib30BaTe e
CrpykTypa CSV-paiiia AJjs1 TPyl I10JIb30BaTesed ollvicaHa B pasgese "Oco0eHHOCTHM WUMIIOpPTa TPYILI

I10JIb30BaTeJIe".

IHAIIOUHTHI

Omucanue

SHONOUHMUL - 3TO JIIOOble KOHEUYHBbIe YCTPOMCTBA, KOTOPBIE ITOAK/IHOYAIOTCI K CeTeBOM MHQPACTPYKType
Yepes yCTPOHCTBA-ayTeHTUPUKATOPEI (TaKre, KAK KOMMYTaTOPhI MK TOYKH JOCTYIIA C ayTeHTUPUKaIien
110 IIpoToKoJIy 802.1X mau MAB), HallpuMep - IlepCoOHaIbHble KOMIIBIOTEPHI, MOOKM/IbHEIE U IP-TesleoHEL,
npuHTepsl, loT-ycTpoiicTBa U fpyrue.

Cucrema NAICE 1103BOJIIET OTC/IEKHBATh SHAIIOMHTBEI B CeTH, IPYIIIIMPOBATHL UX II0 OIIpe[iesIeHHBIM
IIpY3HaKaM aBTOMaTHYeCKH WM BPYYHYIO, U Ha OCHOBe II0JIy4aeMBbIX B IIpoIiecce IIPOQUIMPOBaHMIA
napamMeTpoB U [TosmTrky RADIUS paspelaTs MIH 3alIpelaTh JOCTYII K CeTH.

3amosiHeHH e Ta0/UIbI 9HAIIONHTOB

3arroTHeHUe TabIUITHI SHATIOMHTOB ITPOUCXO/IUT B aBTOMATHUYECKOM H PYYHOM PEXKHME.

® g pYUHOM pedxcume: T0OaBJIEHHE SHIIOMHTOB BBIIIOJIHSIETCS I10JIb30BaTeIEM CHCTEMBI I10 aHAJIOTHH C
m006aBJIEHUEM JIPYTHX CYIITHOCTEH.

® 8 ABMOMAMUUECKOM pedxcume: MobGaBJIeHHE 3HIOWMHTOB HPOUCXOAUT IPH mosiydeHHUH RADIUS-
3aIIpOCOB OT ayTEHTUPUKATOPOB B X0/ie IIOJKII0UeHUS KIIMEeHTOB.

It ompenenmeHuss MAC-afmpeca 106aBJIIeMOTO 3SHAIIOMHTA MCIIOJIB3YeTCS 3HaUYeHUe
arpubyta "Calling-Station-Id" RADIUS-3anipoca. B ciriygae orcyrcrBust atpudyra B RADIUS

@ 3aIpoce WM eCJIM OH He cofepskuT MAC afpec - sHATIOUHT He 6y/leT 0ToOpaskaThCsl B
TabsmIe, HO Oy[leT YYUTHIBATHCS B IUMUTE JIUITEH3UH.

CaydaiiHo creHepupoBaHHble MAC-anpeca (randomized MAC address) He OynyT
A no06aByIeHBI B KayecTBe SH/AIIOMHTOB aBTOMAaTHUYeCKH. IIpyu Heo6XO0AMMOCTH /[006aBbTe
TaKye SH/IIOMHTEI B PYYHOM PerKUMe.
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file:///builds/ems-group/naice/naice-frontend/groups.html#_%D0%BE%D1%81%D0%BE%D0%B1%D0%B5%D0%BD%D0%BD%D0%BE%D1%81%D1%82%D0%B8_%D0%B8%D0%BC%D0%BF%D0%BE%D1%80%D1%82%D0%B0_%D0%B3%D1%80%D1%83%D0%BF%D0%BF_%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D0%B5%D0%B9

IIpocMOTp CIICKa IHATIOUHTOB

GD MoNb30BaTeny v yCTpOiCTEa > YNpasneHvie MAGHTUOUKALMEN > SHAMOMHTSI

YnpaBneHune ngeHTudukameii

MonbsosatenutceTn  [pynnbiNonb3oBaTeneii ceTi  DHANOWHTB  [PYNMbi3HANOMHTOE  BHELIMUE UCTOMHMKN MABHTUGMKALMM  Lienouki naeHTdMKaLii
+ 2 0 W @ & & F PunbTpel

MAC agpec Cratyc Nogpotree Onwcarine MponssoguTens 1P apec 3gnonHTa MR nonb3osaTens Vws xocTa
74:56:3C:E7:3D:9C Floakmonerio =] Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.118.179 74563ce73d9c PC-16489
B8:2A:A9:SE:CA:5F ® Orwnonero =) Discovered Endpoint Apple, Inc. 192.168.130.58 b82aa95ecast
44:E4:D9:3B:54:1A ® Orcnonero =) Discovered Endpoint Cisco Systems, Inc 192.168.87.192 44e44d93b541a
AB:F9:4B:26:C0:16 Moaemonerio B Discovered Endpoint Eltex Enterprise Ltd. 192.168.30.198 a8f94b26c016 NV-501-Wac-reva
7€:C2:C6:4B:0D:C9 Toacnroverio B Discovered Endpoint TP-Link Systems Inc 192.168.50.25 7cc2c64b0dc9 LAPTOP-JFLIGIBE
40:86:CB:44:C1:8A ® Orwnonero =) Discovered Endpoint D-Link Corporation 192.168.240.155 4086cb44c1Ba
A4:3B:0E:00:8C:39 Togcnouero B Discovered Endpoint Huawei Device Co., Ld. 192.168.23.150 a43b0e008C39 MNA-LX9
50:EB:F6:DBI65:FA Toemonerio =) KomnetoTep ASUSTek COMPUTER INC. 192.168.151.144 50ebfedb6sfa PC-16488
14:58:D0:C5:2A:36 Mogenouero =) Discovered Endpoint Hewlett Packard 192.168.126.51 1458d0c52a36 user-HP-ProBook-450-G2
CC:9D:AZ:CT:C6:50 @ Noggniouero =) Discovered Endpoint Eltex Enterprise Ltd. 192.168.179.242 €c9da2c7c650 WEP-3ax
68:13:E2:00:7A:77 Mogemonerio B Discovered Endpoint Eltex Enterprise LTD 192.168.113.111 681362097277 VP-12P
74:56:3C:26:B4:5F Toknovero B Discovered Endpoint GIGA-BYTE TECHNOLOGY CO.L..  192.168.106.231 7456326b45¢ DESKTOP-NUBAQBS
00:E0:4C:68:30:FF @ Nogxniouero =) Discovered Endpoint REALTEK SEMICONDUCTOR CO...  192.168.96.151 00e04c6830ff azurecloud-o-pc
A4:BA:DB:DA:CD:EF Togcnouero B Discovered Endpoint Dell Inc. 192.168.35.90 adbadbddcdef vostro
E8:F7:91:DF:B2:36 Mogrnouero B Discovered Endpoint Xiaomi Communications Co Ltd 192.168.50.137 e8f791dfb236 Redmi1 1N

Bcero anemenToB: 15

PucyHok 163. IIpocmomp cnucka 3HONOUHMO8

Ha pmanHOMI CTpaHUIle COOEP>KUTCA TaGJII/II_Ia CO CIIMCKOM BCe€X BpPYYHYI0O HJ/JIH aBTOMATHYECKHU

,ILO6aBJIEHHLIX IJHAIIOMHTOB.

Ta6JIPIHa 110 YMOJIYaHHI0 COOEePKUT KOJIOHKHU:

MAC appec - MAC azppec sHfronHTa B popMare "XX: XX XX: XX:XX:XX".

Cratyc - TeKyllee COCTOsIHHE IIOJAKJIFOYEHHs SHAIIOKMHTA. CTaTYC OTO6pa>KaeTCH IIociie HepBOfI
ITIOIIBITKH aYTeHTI/I(bI/IKaHI/II/I IHAIIOMHTA ¥ MOKET IIPUHHMATh CJIEAYIOIIME 3HAYECHM !

°  (#NogkntoyeHs - YCTPOMCTBO YCIIEIHO IIPOLUIO ayTeHTUPUKAIIUI0 U aBTOPU3AI[UI0 U II0JIYUMIIO

TOCTYII K CETH;
O (¥ OrtinoHeno - YCTPOMCTBO He IIPOIIUIO ayTeHTUGUKAITHIO U He TI0JIYIHIIO TOCTYII K CETH;
O (9 OTkAw4eHo - YCTPOMCTBO OTKJIIOUEHO OT CETH.

MogpobHee - IMepexo] Ha CTPAHUILY [eTaJlbHOM HWHGOPMAIMHU 00 aTpUOyTax ISHAIOWHTA U €ro
TOCJIeJHUX COOBITUM ayTeHTUPUKAIIUH.

OnuncaHwue - IIPOM3BOJIbHOE OIIMCaHME.

Mpon3BoouTenb - IPOKU3BOUTEb KOHEUHOTO YCTPOKCTBA, OIIpeie/IeHHBIN 110 IIePBBIM TPEM OKTeTaM
MAC-agpeca (MAC OUI).

IP appec sHApnouHTa - IP-ampec sHAIIOMHTA, MHPOPMAITHUS O KOTOpPOM Oblja IIOJydeHa B XOfe
PO GHUIHPOBAHUSL. /IJIs1 TIOJTyUeHUS JAHHBIX TPeOYITCS HAaCTPOHKY ITPO GHIHMPOBAHUSL.

WMs nonb3oBaTens - UM II0JIb30BaTess, C KOTOPBIM 3HIIIOMHT IIPOXOAWJI ayTeHTHQUKAIIUI0 B
TI0CJIeTHUM pas.

MMa xocTa - WM XOCTa OSHANOWHTA, HWHOPOPMAITMS O KOTOPOM ObLIa ITOJIydeHa B XOfe

nporTpoBaHusL. [lUId ITOIyUeHUS JaHHBIX TPeOYITCI HAaCTPOMKY IPo QUIUPOBAHUS.

Mpodunb 3HANOUHTA - Pe3yIbTaT IPOGIIMPOBAHUS SH/IIOUHTA.

JlOTIOJTHUTEJILHO IIPH Ha’KaTHUHX Ha (ID BO3SMOKHO HaCTpPOUTH 0T06pa>KEHI/Ie UIeJyIOITHX KOJIOHOK!
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MpuunHa ownbKM ay TEHTUMKALNK - ITPHUKHA OIITHOKU B X0/Ie TI0[K/TFOUEHHUS KJIMEeHTa.

MonuTuka ayTeHTUOMKauWM - HasBaHHe IIPaBWIA IIOJMTHKHU ayTeHTHOUKAIlMH, KOTOpoe OBLIO
IIPUMeHEeHO B PaMKax JaHHOU CeCcCHy;

MonuTuka aBTOpM3auuu - HasBaHUe IIpaBUJIa IIOJIUTHUKH aBTOPHU3AIlUH, KOTOPOe ObLIO IIPMMEHEHO B
paMKax JJaHHOM ceccuy;

MPOTOKON ayTEHTUPMKALMUM - IIPOTOKOJL, 10 KOTOPOMY IIPOXO/IUIa ayTeHTUUKAIUS (HarpuMmep, PAP).

Tun NOAKMYEeHUs - THII IIOJKJIFOUeHMs, KOTOPBIM OBLI OIlpefiesieH MCXOJs U3 HacTpoeK IIpoduis
CeTeBOTO YCTPOMCTBA.

Tun 3HONOMHTA - JIOTHYECKHUU IIPOQIUIb, KOTOPOMY HIPHUHAJJIE)KUT YCTPOMCTBO B pesyJbTare
OpoQIIMPOBAHUSL.

[ata nocregHeid aKTUBHOCTM - [ara, KOIJA IIOCHETHUM pa3 ObLIa IIPEIIIPUHSATA IIOIBITKA
TIO/TKJTIOYeHUS KJIHeHTa (YCIIeITHast UM HeYCIIeITHas).

Fpynna 3HAMNOWHTA - TPYIIIIA, B KOTOPOI0 aBTOMATHUYeCKU MJIM BPYUHYI0 ObLI IIOMeEIIeH SH/IIOUHT.

IMsi NAS - IMs yCTpO#iCTBa-ayTeHTUQUKATOPA.

B03MO’KHA COPTHUPOBKA B IIPSIMOM U 06paTHOM IIOPsiKe 10 KOJIoHKaM MAC apgpec, CTtatyc, OnucaHue,

Npoussoputens, IP appec 3HONOMHTa, WMa nonb3oBaTens, [po¢unb sHOMouHTa, [Jata nocnepHewn

aKTMBHOCTHM (II0 YMOJTUYAaHUIO), [pynna 3HAMOUHTA .

CTpaHHUITa COEPIKUT CIIeTYIOIITHE 3JIEMEHTBI YITPaBJIEHHUS:

-+ - /Jlo6aBUTH HOBBIM 3JIEMEHT.
[ - VnamuTh BEIGpaHHBIE 3JIEMEHTHI (HEAKTUBHO, IT0Ka He BBIOPaH X0Th O/JJUH 3JIEMEHT).

(D - 3amycTUThH IIpoIfecc IepelnpodIIMPOBAHUS BBIOPAHHBIX 3H/IIOMHTOB (HEaKTHUBHO, IT0Ka He

BbIOpaH XOTh OJIVH 3JIEMEHT).

% - OGHOBUTD JaHHBIE TaOIUIIHI.

< -II03BOJIIET 3aTPY3UTh JJAHHBIE U3 CSV-Qariia.
£ -Il03BOJIIeT BBITPY3UTH JJaHHBIE B CSV-QaiiL
(D - HacTpouTh 0TOOpakeHHE KOJIOHOK TaOIHIIBL.

- YekOOKC, KOTOpBIfI OTBEYAET 3a BbIﬁOp 3JIEMEHTOB [IJI BBIIIOJIHEHUS JaJIbHEUIINX TerCTBUU

(HammpumMep, yiaeHus).

D - VIsMeHHTH TeKyITH IOPSH0K COPTUPOBKHL.

¥ ®unbTpbl - OTKPHITH OKHO HAaCTPOMKY GHIIbTPAIH JaHHBIX 110 Ta6/IHIIe.

®UIIbTPAITHS TAaHHBIX B TAO/IHIle HACTPAUBAETCS B CJIEIYIOITIEM OKHE:
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PunbTpsI

MAC agpec & CTaTyc Onucadue

MMA nonb3oBaTena NMpodunb 3HANOKUHTA

3aKpbITh MpUMeHWNTb

PucyHok 164. Hacmpolika puriempayuu 0aHHbLX 8 mab.auue

PuIbTpaIya LOCTYIIHA II0 ITapaMerpaM [podune sHpnouHTta, MAC apgpec, Cratyc, OnucaHue m WMsa
nonb3oBaTtens.

B HaCTPOﬁKaX TaGJII/II_U:;I (D MO>KHO CMEHHTBH COCTaB OTO 6p3.>KHEMI>IX KOJIOHOK.

Kuomka COpoCcHTE Bce ITpelHasHaueHa JJId cOpoca HaCTPOEHHBIX KOJOHOK K COCTOSTHHIO IT0 YMOJTUYaHUIO0
(HeaKTHUBHO, IT0KA COCTOSHUIO 110 YMOJIYAaHUIO He M3MEHEeHO).

/loGaBJIeHHE IHITIONHTA

JHINOUHTHL [00ABJIAIOTCSI B CHCTEMY aBTOMAaTHUYeCKHM B XOJ/ie IIONBITOK ayTeHTUQUKAIUU. Ilpu
He06X0/TMMOCTH MO>KHO J00aBUTL 3HAIIOMHT BPYUYHYO. /I T06GaBJIeHUS SHAINOWHTA HOKMUTE -+ B

JIeBOHM YaCTH II0JISI HaJ| TabJIHITeH.

GD Mon30BaTeny v yCTpOiicTea > YNpaeneve WaeHTUOUKALMEN > SHANOMHTLI > [0BaBneHue

« [lo6aBneHue

MAC appec *

Onucaume

0/200

® 0% 3@k 0OB O

061wme aTpnbyThl

PYUHO® HasHaUEHME NOAUTHKY

MonuTyka npogunuposanums *

PYHHOE HasHaueHMe pYNMal

rpynna sugnonkTa *

o Ormera  [RGEV

PucyHok 165. /lobasaeHue aHOnouHmMa
Ha oTKpHIBIIIEIiCS CTPaHUIIE ITPe/CTaBIeHbI CIeIYIOIIHe ITapaMeTphL:

® MAC appec *-MAC agpec sHIIIOUHTA.
* OnucaHue - IIPOU3BOJILHOE OIIUCAHUe JIMHOU 10 200 CUMBOJIOB.

® PyyHoe Ha3HayeHue MNONMUTUKKM - HAasHAUUTH [JIA TaHHOTO SHAIIOUWHTA IIOJINTUKY HpO(l)I/II[I/IpOBaHI/IH

BpY4HYI0. [[aHHOE 3HaUeHHe He Oy/eT ITepe3arcalo B pe3y/IbTaTe PO GHIMPOBaHUSL.
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PyyHoe Ha3HayeHue rpynnbl - HA3HAYUTBL [JII MAHHOTO JHJIIOMHTA TPYIITy BPYUYHYH. /laHHOE
3HaueHMe He OyfleT ITepe3alllcaHo B pe3yIbTaTe IIpo GUIHMPOBaHMSL.

ITapamMeTphl, OTMEUEeHHbIE CHMBOJIOM *, 006513aTeIbHBI JIJIs1 3aI10THEHUSL.

11 mo6aByieHUs 3HAIOMHTA B CIIMCOK SHIIIOMHTOB He 3a0ynbTe HakaTh Jlo6aBHTB. /ia cOpoca
M3MeHEeHUH U BO3BpaTa Ha CTPAHUITY ITPOCMOTPa HAKMUTE Ha OTMEHHUTD.
Pe,Z[aKTI/IPOBaHI/Ie IHAIIONHTA

JlJ1s1 pelakTUPOBAHUS paHee [06aBJIEHHOTO HATIOMHTA Ha CTPaHMUIle IIPOCMOTpa HakmuTe Ha MAC afpec
SHJITIOMHTA B TaGJIHUIIE.

MAC aapec CTaTyc
74:56:3C:E7:3D:9C MopknioueHo
B8:2A:A9:5E:C4:5F (®) Orenoneno
44:E4:D9:3B:54:1A (®) Orenoneno
A8:F9:4B:26:C0:16 MogknioueHo
7C:C2:C6:4B:0D:C9 MogknioueHo
40:86:CB:44:C1:8A (®) OrknoHewo
A4:3B:0E:00:8C:39 MogknioueHo
50:EB:F6:DB:65:FA MogknioueHo
14:58:D0:C5:2A:36 MNogknioueHo
CC:9D:A2:C7:C6:50 MogknioueHo
68:13:E2:09:7A:77 () Nogknioueno
74:56:3C:26:B4:5F () Nogknioueno
00:E0:4C:68:30:FF MogknioueHo
A4:BA:DB:D4:CD:EF MoaknioueHo
E8:F7:91:DF:B2:36 MoaknioueHo

PucyHok 166. T'unepccblaka Ha CMpaHuyy peoaKkmupogaHust IHONOuUHmMa

OTKpOoeTCS CTPaHUITa PelaKTUPOBAHMSI, aHAJIOTUYHAsI CTPAHHUTIE /10 0aBJIeHHS.
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2. BD Monb30BaTeny 1 ycTpoiicTea > YNpaBeHie UASHTUOUKALVEN > SHANOMHTHI > 97:74:BSAD:ADOE

« 97:74:B5:AD:AD:0E

MAC apec *
97:74:85:AD:AD0E

Onucanme

® 0% 3@k 0OB O

0/200

061wme aTpnbyThl

PYUHOR Ha3HaUeHMe NOAUTHKY

MonuTyka npogunuposanums *

PyuHOE HasHaUeHMe TpyYNALI

rpynna sugnonTa *

Unknown B

e ®

PucyHok 167. PedakmuposaHue aHOnouHma

A PemaktupoBaHue MAC ajipeca sHIIIOHHTA HEOCTYITHO.
Ec/t He0GX0IMMO 0TPeJaKTHPOBATh aJ[pec, TO YIATIUTE U CO3aliTe SHATIOUHT 3aHOBO.

ITocne pemakThpoBaHUA HakmMuTe Ha CoxpaHuTh. KHOIIKa OCTaHeTCsl HEaKTUBHOI IIOKa He OymIer
U3MeHEeHO XO0Td ObI 0/THO TI0JIE.
IIpocMmoTp ,Il;eTaJIBHOﬁ I/IH(])OpMal.II/II/I 00 9HAIIOMHTE

JI1 mpocMoTpa JeTaJlbHOM MHGopMaruu 06 SHAIIOMHTe HaOKMHUTe Ha [Z) B KosoHKe [loppo6Hee B

Tabsmrie. B 6paysepe 6y[eT 0OTKpbITa HOBasi BKJIaJKa C HY>KHOM CTpaHUIIeH.

b

BD Monb3osaTenu v ycTpoiicTBa > YnpaBneHve MieHTUUKayMeid > SHANOMHTbI > E0:D9:E3:98:7C:76

« EO0:D9:E3:98:7C:76

MAC agpec E0:D9:E3:98:7C:76
Vs nonk3osaTens €0d9e3987c76
MpodwAb 3HANOUHTa VvPs

1P agpec SHANOMHTa

ATpUBYTei  AyTewTnduiauua  Mpobbi

Manual Policy Assignment false

® 0 5 3O kOB O

Endpoint Policy Unknown
Manual Group Assignment false
Endpoint Identity Group Unknown

MAC Address 97:74:B5:AD:AD:0E

Pucynok 168. IIpocmomp demanvHOU uHGopmayuu 06 3HONoOUHmMe
HHpopMaIiyisi Ha CTpaHUIle pasfiesieHa Ha 4 6710Ka:

* Kparkas 1 Hau6oJIee BayKHasI THPOPMAITUS 00 SHATIOUHTE;

® ATpHOYTHI - aTPUOYTHI IHAIIOUHTA, KOTOPhIE OBLIM IOJIyYeHBl B pe3ysbTaTe IPoQIIMPOBAHUSA WU
3aJjaHbI I10JIb30BaTeJIeM CHCTEeMBI;

* AyTeHTHMKALY - JaHHbIE 0 IT0CIeHeN ayTeHTUPUKAIIUK SH/TIOMHTA:

© 06was MHGopMaLusa - KpaTKasd HHGOPMAIHA O pe3y/IbTaTaX II0CIeJHET0 IOIKII0UeHHs SH/IIONHTA,
0TOOparkaeTcs TOJIbKO eCJ/IH OBII ITOIIBITKH I10JKII0YeHHS;

171



[OeTtanu ayTeHTUPuKaumm - retaabHast MHGOpPMaIHs, KOTOpas MOKeT ObITh I10JIe3Ha AJIS1 0 TVIa[KU;
© T[lpoumne aTpubyThl - COLeprKaHMe makeTa, HosyaeHHoro NAICE ot RADIUS-cepBepa;

O Pe3ynbTaT - CIHUCOK aTPHOYyTOB, KOTOPHIMHM OBLI 00OOTAIlleH OTBET KJIHWEHTy B pe3yjbTaTe
aBTOpU3alUU (HallpuMep, aTpuoyThI 11 Bblaund VLAN m ACL). Emi BeIjada OO THUTETbHBIX
aTpubyTOB He HacTpOeHa B IIPoQUile aBTOPU3AIINHU, TO CIIUCOK OYZeT IIYCT.

* IIpoGHI - JaHHbIe, KOTOPbIE MOTYT OBITH HUCII0/IH30BaHbl B HACTPOMKAX YCIOBUH NP0 GUIMPOBAHUSL.

Jlo OKOHYaHUS ITPOMIMPOBAHUS U [0 IIePBOH ayTeHTUOHKAIIMM CTPAHUI]A MOYKeT
@ OBITH ITPAKTUUYECKH ITyCTa. B TakoM Cylydae BEpHUTECh Ha CTPaHUILy Yepe3 HEKOTOpPOoe
BpeMsi.

VaajneHue sHAIIOMHTA

TabuIa SHATIOMHTOB 3aII0JIHSIETCI aBTOMAaTHUECKH B ITPOIIECCE HOPMAJIbHOM paGoThI

0 NAICE B XOfie IIOIIBITOK ITOAK/IIOUEHUsI SHIIIOMHTOB. IIpHU ymaJleHUH SHIIOMHTA OH
OyfleT IIOBTOPHO HW3y4eH IIpU CJIeAyIOIel IIOMBITKE IIOJKII0UeHUs. OTKIIOUHTH
aBTOM3y4YeHUeE 3H/ITIOUHTOB HeJb3sL.

1 yraseHUs SHAIIOMHTAa HeoO6XOAMMO Ha CTpaHHIle IIPOCMOTPA, HCIOJB3Ys YeKOOKC , BbIOpaTh

HEOo 6XOAI/IMBIG JHAIIOMHTEI X1 B JIEBOM BEPXHEM YIVIY HA/l TaGJII/ILIEfI Ha’XaTb Ha @ .

A BD Monb3osaTenn v ycTpoiictsa > YnpasneHue vaeHTUGMKALMEN > SHANOMHTbI

Q  VnpasneHue ugeHTuduKaumeit

@ Monb3oBaTeny ceT  [pynnbl NoNnb3oBaTened ceTM  DHAMOWHTBI  TPYNNbI HAMOMHTOE  BHELIHWE UCTOMHMKN MASHTUGUKAUMM  LLenovki MASHTUGMKaLWi

Q

Iy + 0 W@ 2 2 T ®unbtpel

9 [-] MAC agpec Cratyc MoapobHee Onwucatne MpoW3BOgUTEND IP agpec SHANONHTa WMs nonb3osatens VMg xocTa

® 74:56:3C:E7:3D:9C Moakntouero =) Discovered Endpoint GIGA-BYTE TECHNOLOGY CO..L... 192.168.118.179 74563ce73d9c PC-16489

& B8:2A:A9:5E:C4:5F ® Orxnonero B Discovered Endpoint Apple, Inc. 192.168.130.58 bs2aa95ecdsf

O A44:E4:D9:3B:54:1A =] Discovered Endpoint Cisco Systems, Inc 192.168.87.192 44e4d93bs41a

@ AB:F9:4B:26:C0:16 5] Discovered Endpoint Eltex Enterprise Ltd. 192.168.30.198 a8f94b26c016 NV-501-Wac-revA
7C€:C2:C6:4B:0D:C9 5] Discovered Endpoint TP-Link Systems Inc 192.168.50.25 7cc2c64b0dc LAPTOP-JFLIGIBE
40:86:CB:44:C1:8A B Discovered Endpoint D-Link Corporation 192.168.240.155 4086cb44c18a
A4:3B:0E:00:8C:39 Noaknieero ® Discovered Endpoint Huawei Device Co., Ltd. 192.168.23.150 a43b0e008c39 MNA-LX9
50:EB:F6:DB:65:FA Noaxniouero =] KomnbioTep ASUSTek COMPUTER INC. 192.168.151.144 50ebf6db65fa PC-16488
14:58:D0:C5:2A:36 Noakniotero ® Discovered Endpoint Hewlett Packard 192.168.126.51 1458d0c52a36 user-HP-ProBook-450-G2

® CC:9D:A2:C7:C6:50 © Moaxmouerio =] Discovered Endpoint Eltex Enterprise Ltd. 192.168.179.242 cc9da2c7c650 WEP-3ax

@ 68:13:E2:09:.7A:77 MNoakntouero B Discovered Endpoint Eltex Enterprise LTD 192.168.113.111 6813e2097a77 VP-12P

[=) 74:56:3C:26:B4:5F Moakntouero B Discovered Endpoint GIGA-BYTE TECHNOLOGY CO..L... 192.168.106.231 74563c26b4sf DESKTOP-NUSAQBS
00:E0:4C:68:30:FF MNoaknouero B Discovered Endpoint REALTEK SEMICONDUCTOR CO... 192.168.96.151 00e04c6830ff azurecloud-o-pc

4 BbIGPaHO IMeMeNTOB: 1113 15

PucyHok 169. Bbl6op sHONOUHMO8 8 mabauye 015 yoa1eHus

VnaseHue 3jIeMeHTOB TpebyeT IT0ATBEPKeHUS B MOJJaIbHOM OKHE.
A BriGpaHHbBIe 37eMeHTHl OyAyT yAajJeHbl TOJbKO II0CIe $SIBHOTO IIO[TBEPIKIEeHUS
OTIepaIyu.

172



/\ NMoaTeepxaeHne peiicTBNA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

- J

PucyHok 170. Jluano2oeoe 0KHO nodmeepicoeHus deticmeus

HmmopT

NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-paiiios.

IIpeBapUTE/ILHAS NOATOTOBKA IIepei HIMIIOPTOM

1. Co3paliTe WIM IIPOBepbTe HAJIMUKe HEOOXOJMMBIX CBSI3aHHBIX CYIITHOCTEM (HAIIpuUMep, IIPOQHIb
YCTPOMCTBA).

2. O3HAaKOMBTECH C TpeboBaHUAMM K CSV-dariny:
O  ®dai 10JoKeH O6bITh B KogupoBKe UTF-8;
" PagmesATe b IT0JIEU: 3anaTas ()
= PasmesnTesb CTPOK/TEKCTA: [BOMHas KaBblika (")
© 3aroJIOBKHU ¥ 3HAUYEHUS [JOJDKHBI OBITh B3AThI B IBOMHBIE KaBBIUKU (")
© MakcuMaJIbHBIU pasMep ¢atiia 2Mb.
3. [IpoBepbTe comeprxuMoe pariia Ha HaJIMuMe JIMIITHUX KaBblueK Iepes; UMIIOPTOM;

4. IIpoBepbTe TO UTO 3HAUEHUd, COJeprKalllie ABOMHYIO KaBBIUKY (") WM III (/) IIPaBUIBLHO

IKpaHHPOBAHBI.
O 3HaueHUd, cogeprKalire ,ZLBOI;'IHYIO KaBBIUKY (") 3KPaHHUPYIOTCSI C IOMOIIBIO \

© 3HauyeHWUs, COLeprKallfpie CI3Il (/) SKPaHUPYIOTCI C IIOMOIIBI0 \"
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IIpaBuIbHOE HamucaHWe 3HaYeHHMH (C JSKpaHHpPOBaHMEM IIOMOINBI0O \") Ha IpHuMepe
copepkaHus ¢aiiia i1 UMIIopTa Ha6opa komaHj TACACS:

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2]|\"/true"
set\""

HekoppekTHOe HamucaHWe 3HaueHHH (0e3 IKpaHHPOBaHWA) Ha IpuUMepe cofepkaHusa daiiia
JUIs IMIIopTa Habopa komaH TACACS:

"name:Required"  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set”
A HWrHopupoBaHUe 3KPaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PACIIO3HAHUIO
IAQHHBIX.

ITopsiI0K BHINMOJTHE HUSL UMIIOPTA

Juia mMmopra maHHBIX U3 CSV-Qaila HakMuTe <& Ha IIaHEJIU [EeWCTBUN, PaCIIOJIOXKEHHOM Haf

Ta6m/m;e171. ITocite yero OTKPOETCA OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTPefakTUPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakKCcKMManeHbld pa3mep daiina 2MBb

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOpUPOBaTL CyulecTByoMe gaHHble (1)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 171. OkHO HMmnopma

WMriiopT JaHHbBIX U3 CSV-daiia BIIIOIHSAETCI B HECKOJIBKO IIIaroB:

1. Bei6epuTe HeoO6X0nUMBIN CSV-Qaiis, IepeTallyB ero B I10JIe 3arPy3KU MK BbIOpaB yepes3 IIPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHbIN CSV-Qaiiyl HY»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI IPUMEHUTH IPABKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpu He06XOTUMOCTH aKTUBUPYHTE GJIard UMIIOPTa:

HNrHopHpoBaTh CYyNIIeCTBYIOLINE JaHHbIE

o EciM nepekIrovaTesb BKIIOUEH — NYOIMKaThI 3alIMCe CUMTAI0TCA IIpeAyIIpesKIeHUeM.
© EumH IepeKIIoyaTe b BHIKIIOUeH — TYGIMKAThI PACIeHUBAIOTCS KaK OIIIHOKa.

OCTaHOBHUTH HMIIOPT IIPH IIEPBO OIITHOKe

o EQIM IepeKIIovaTesb BKIIOUEH — UMIIOPT OCTAHABJIMBAETCS IIPHU IEPBOM >ke ommobKe. ByayT
MMITOPTHPOBAHBI TOJIHKO 3aITHCH, KOTOPbIe OBLIIH YCITeNITHO 06paboTaHb! 10 €€ BO3SHUKHOBEHUSL.
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Ecmm IIepeKIrodaTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCAd, UMIIOPT ITPOO0/DKaAEeTCA
[0 KOHIIa. By,IIYT HMITIOPTHUPOBAHBI TOJIBKO BaJIM/THBIE 3alIKCH.

4. Jl1a TOTO UYTOOBI UMIIOPT HavaJsICsl, HOKMUTE KHONIKY "HMimopt".

[Ipu mMMITOpTe AYOIHUPYIOIIMEcs NaHHbIe Ilepe3allcaHbl I OTpeSaKTHPOBAaHBI He
A OYIYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTHTe U3MEHUTH CTaphle TaHHEIe, YIaIUTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO HMIIOPTY

Cpasy IocJie 3aBepIieHus 06paboTKH paiiia 0TKPOEeTCsI OKHO 0TYETA IT0 UMIIOPTY.

Ecm Bee 3anucu B gatisie 66111 06paboTaHbl KOPPEKTHO, BBl YBUAUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpOoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

b v

PucyHok 172. Omuem umnopma (8ce 3anucu 06pabomaHsl KOppeKmHo)
BJI0K ¢ 06111et THGOPMAITHEN CO/IEePIKUT:

® Bcero uMmnoptupoBaHo - CUETUMK TOTO, CKOJILKO 3aluced ObLI0 MMIIOPTHPOBAHO H3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* [pepynpexpenuin - KosrdecTBO BO3HUKIIINX IIPeyIIPesK eHUH;

* Quunbok - KotyecTBO BO3SHUKIIIMX OIIHOO0K.

Ecii He Bce 3aITHcH ObLITA O6pa60TaHBI KOPPEKTHO, BBl YBUJIUTE OKHO:
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loTOoBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero MMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

CwmboK: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
@ 1 Ly6nukart B 6a3e AaHHbIX. 3Ha4YeHWe C ...
A 1 OTCyTCTBYET 3HayeHme y nonga "email”
D 1 OTcyTCTBYeT 3HadeHwue y nons "firstNa...
A 1 OTcyTCTBYeT 3HadeHwue y nons "lastNa...
- v

PucyHok 173. Omuem umnopma (3anucu 06pabomansl ¢ owubKamu/npedynpeicoeHusmu)

IToapoGHEBII OTUET COLEPIKUT CIIE YO0 HHPOPMALIUIO:

® OunbTp - BeImajaronuii CIUCOK, B KOTOPOM MO>KHO BBIOGpPATh OTOGpaskaeMble yBeqoMsieHUs (Bce
yBefnomnieHns , Tonbko ownbkn MU ToNbKO NpepynpexneHus )

TabsHITa yBeIOMIEHHH CO/IePKUT KOJIOHKH:

® (Ctpoka - HoMep crpoku B CSV-dartie, Ime o6Hapy»KeHa OIIMOKa WU IIpeIyIIpesK eHUE;

® OnucaHue - /leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyIpesxKueHs.

1 mpocMOTpa IIOJHOTO TeKCTa OIIMCAaHUSI HaBeJUTe Kypcop MBI Ha
@ COOTBETCTBYIOLIYIO CTPOKY - BO BCILIBIBAIOLLEHN ITO/ICKasKe 0TOOPAsUTCA II0JIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHIH.

0OC00eHHOCTH MIMIIOPTA IHJAIIOUHOB

0 JUUId SHATIOMHTOB B KaUeCTBe UCTOYHUKA JaHHBIX noageps>kad ToIbKO NAICE
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B Ta6JII/II_Ie HITDKe ITpUBEeIEeH CIIHNCOK II0JIeH, UX 00s13aTe/IbHOCTh, OIIMCAaHHE 1 Tp86OBaHI/IH:

IIone

mac_address:Requ

ired

vendor

description

profiler_policy

endpoint_group

hostname
username

current_ip_addres
S

OnucaHue

MAC-azpec 3HAIIOUHTA

IIpousBOAKTEIE KOHEYHOTO
yCTpOMCTBa

ITpou3BOJIbLHOE OIIHCaHHUE

ITosuTHKa IIPO UINPOBAHUS, KOTOPas
OymeT IpUCBOeHA SHAIIOUHTY
(ykaspIBaeTCs ITOJTHBIU IIYTH)

I'pynna, koTopad 6yZeT HasHaueHa
3HJIIOUHTY (YKasbIBaeTCs II0JTHBIN
IIyTh)

M4 xocTa sHAIIOUHTA
VMd moib3oBaTe i

IP-ampec sagpIIOMHTA

TpeGoBaHUA

06s13aTeJIbHOE IT0JIe

JOIIyCTUMBIMU CUUTAOTCI GOPMAaThI:
XX XX XX XX XX XX
XX=-XX-XX-XX-XX-XX
XXXX XXXX . XXXX

XXXXXXXXXXXX

IIpy1 UMIIOPTE I10JI€ UTHOPHPY eTCS

MaxkcumasbHasg 1iarHa - 200 CMMBOJIOB

J0J/I’KHa CyIleCTBOBATh B CHCTEMeE
NAICE

dopmar:
pOJJ,VITeJ'IbCKaﬂ_I'IOﬂVITVIKa#I'IOﬂVITVIKa

JloJI>KHa CyIecTBOBAaThL B CUCTEMe
NAICE
dopmart: rpynna#noagrpynna

MaxkcumasibHag fiauHa - 100 CMHMBOJIOB
MakcumasibHas aarHa - 100 CMMBOJIOB

dopmMmart: ueTsIpe urcia 0-255,
paszgesleHHbBIe TOUKaMU

Jloruka o6padoTku moJieit profiler_policy u endpoint_group:

e Ewmm 3HaueHHe HaﬁﬂEHO B CHUCTeMeE — HOJII/ITI/IKa/I‘pyrIHa CUMTAaeTCI Ha3HaAaUEeHHOH

BPYYHYI0 U He OyJIeT I1epe3alircada B pe3yabTare OyIyIIero IIpo pUaInpoBaHus.

e ECIM sHaueHUe OTCYTCTByeT/He HaWJIeHO — aBTOMaTHYeCKU Ha3HauaeTCsd sSHaUeHUe

Unknown ,

Ipo GHIMPOBAHUSL.
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ITprvep KOPPEKTHOTO cojepkaHus Paiiia:

"mac_add “"vendor" = "descripti ‘"profiler_ ‘"endpoint "hostnam ‘"usernam “current_i
ress:Requ on" policy" _group"” e" e" p_addres
ired" s"
"85:BF:DA ™ "test#test  "test_gro "test" "tester" "10.25.95.
:B7:87:66" _policy" up" 105"

IMosryuenue CSV-¢aiina mabIoHa OIIHMCaHO Jjajee B paszesie "IKCImopT".

JKCIOpT

NAICE nopiepsKuBaeT SKCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aT0JIOBKU 00PaMIIIIOTCS [1BOWMHbIMM
KaBblYKaMV , pasfesiuTesib IIoJIe: 3anatas (,).

IIpomeypa sKcHopTa

,Z[OCTYHHI:I ABa pe’XrMa IKCIIOpTa JaHHBIX:

® 3KCnopT BCero - BeIrpyska Bcex 3aITHCed TEKYIIEero paszesa. CHCTEMHBIE CYIITHOCTH HCKTIOYA0TCI U3
3KCITOPTa;

® 3KcnopT BbIBpaHHOr 0 - BRIrpy3Ka TOJILKO OTMEUEeHHBIX YeKOOKCOM 3aITHceH.

o L £

CTaTyc

Brmoue  5¢cnopt BCero

Brnrouehw wvarn

PucyHok 174. OKHO 8bl60pa pedxcuma skcnopma

0 3HaueHUs co/ieprKalllyie ABOMHYI0 KaBBIUKY (") WM CJBII (/) OYAyT SKpaHHUPOBAHEI C
IoMoIpo \".

IJKCIOPT BCEX CYIITHOCTEMH

Ha maHesmu [elcTBHUUM Haj, TabjMIlell HaXKMUTe 4 U BbIGepuTe pekuM "IkcmopT Bcero”. B

OTKPBIBIIIEMCSI OKHE ITOATBEPAUTE A eliCTBUe KHOIIKOU "IKCIOopPT":
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3kcnopt B CSV

Mpw 3KCNOpPTE He BKIKYaTCA CUCTEMHBIE CyLlHocTK. MNpoueaypa
33MET HEKOTOPOE BPEMA, A0KAWTECH QOPMWUPOBAHWA W 3arpy3Kun
thaiina.

SkcrnopT el LTE

W 4

PucyHok 175. 9xkcnopm ecez2o

IMocne HaKaTHUS KHONKM "JKCHOPT"' Ha YCTPOMCTBO BBITPY3UTCI Qailyl, COLEepsKalllkii BCe 3aIlWCH U3
TEeKYILIero paszeJia.

JKCIOPT BHIOPAHHBIX CYNI[HOCTEH

Ha maHes JeMcTBUM Haj TabauIleld HaXMUATe £ U BhIOepuUTe pekuM "OKCIOPT BHIOpPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE [eMCTBHE KHOIIKOHM "IKCHopT":

F N

3kcnopt B CSV

Mpy 3KCNOPTe He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aiMeT HeKoTopoe BpemMs, AoXAMTeCb GOPMUPOBAHWA W 3arpy3Kn
daiina.

BbiGpaHo 1 13 1 3anuceiA.

']l OTMeHa

(. W

PucyHok 176. Ikcnopm 8blOpaHHbLX

IMocie HaYKaTHS KHOIIKU "JKCIOPT" Ha YCTPOMCTBO BBITPYSUTCA QAL COLeP KAl TOJIbKO OTMeUeHHbIe
3aIICH.

IIpu oTkpeITHHM CSV-QaiiyioB B KadecTBe pasfesuTesso IIOJIEM Bcerpa UCIIOJIb3yHTe
3anaTyro (,), pasjgesuTesieM CTPOK/TeKCTa MOTYT OBITH ABOMHBIE KaBbIUKHU (") wiu

A IyCcTOe SHaYeHHe.

IIpu coxpaHeHun CSV-QaliyIoB B KaueCTBe pasfesUTesid I10Jleli Bcerfga MUCII0JIb3YHTe
3anATyIo (,), a pasfieIuTes b CTPOK/TEKCTa - I[yCTOEe 3HAUEHHE.

Ecmu 1ipu oTKphITHM Qaiiyia HUCII0JIb30BaJIC pasfesnTe/b CTPOK — JABOMHAs KaBblUKa
("), TO 3HaueHUs, CofeprKale CUMBOJIBI IBOMHOM KaBBIUKA (") muIM cmdima (/),

c 9KpaHUpPOBaHHEIE KaK \", MOIYT IIpH COXPaHEeHUU II0JIYUYUTH JIUIIHIOI0 KaBBIUKYy (")
nocte (\"). IIpoBepbTe ¢aili B TEKCTOBOM PENAKTOPE U Y aJINTe JIMIIHHUE KaBBIUKH,
eCJIM OHU TTOSIBUJIHCE.
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ITa6s10H

Ecm B Tabsmile OTCYTCTBYIOT 3aITHCH (JIMOO0 IIPUCYTCTBYIOT TOJIBKO CHUCTEMHBIE CYIITHOCTH), IIPKU BRIOOpE
pexxuMa "IkcmopT Bcero" OymeT chopmupoBaH CSV-daili, comepsKallliii UCKIIIOUUTENIHLHO 3aroJI0BKU
CTOJIOITOB.JIaHHBIN (aiiyi MOYKeT ObITh HCIIOJb30BaH B KadyecTBe MIAOJIOHA /I ITOJTOTOBKU TaHHBIX
repes IMIIOPTOM.

OCOGEHHOCTH IKCIOPTA IHIIIONHTOB

B skcriopTUpoBaHHOM Qaityie Gy[eT IIPHUCYTCTBOBATh I10JIe vendor - IIPOU3BOJLUTEJH
e KOHEUHOTI'0 YCTPOMCTBA, OIIpe/iesIeHHBIN 110 IIepBLIM TpeM oKTeTaM MAC-ampeca (MAC
oul).
e IToymTHKa/TPyIIIIa SHAIIOMHTOB OyfeT IIpollrcaHa B dopmaTe IIOJHOIO IIYTH Yepes
pasgemmTesin - #.

CrpykTypa CSV-daiina 11 SHAIIOMHTOB OIIMCaHa B paszesie "Oco6eHHOCTH UMIIOPTa SH/[IIOUHTOB'" .

I pyHIbI SHAIIOUHTOB

Omucanue
I'pynnel 5HONOUHMO8 - 3TO COBOKYIHOCTH SHAIIOMHTOB, 00BEeAeHHBIX B TPYIIIBl II0 JIOTHYECKOMY

IIPHU3HAKY.

Cucrema NAICE 1103BOJIIET OTCIEXMBATH SHAIIOWHTEI B CeTH, IPYIIIMPOBAaTL HMX BPYUYHYIO WA
aBTOMAaTHUeCKH, Ha 0CHOBe [10JIy4aeMbIX B IIpoliecce IIpo QrIupoBaHus [IapaMeTPOB.

IIpocMOTp BCeX IpyIII

ITpu 11epexofie Ha BKIAAKY "I'PYIIIILI 9HAIIOUMHTOB", OTKPLIBAETCA ITaHeIb IIPOCMOTPa BCeX I'PYIIIL.

2 B Monssosarenu v ycrpoiictea > Ynip: i > Tpynnel

Q  VnpasneHue ugeHTudukaumein
@  MonbsoBatenv ceT  [pyNNbi NONb3oBATened €T DHAMOWHTHI  [PYNNbi 2HANOWHTOB  BHEWHWE MCTOYHUKN MASHTUOMKAUMM  LIENOYKI MASHTUOMKaLMI
Q
s < B : + w2 e e Q
@ Vs Onucarne
® Bce rpynnbi
Custom group
> % Custom group 1
& profiled & profiled Identity Group
0 > % Profiled
Unknown & Group includes endpoints that do not match any profiler policies.
@ > % Unknown

e

0 BCero 3nemMeHToB: 3

PucyHok 177. IIpocmomp cnucka 2pynn 3HONOUHMO8

TabrIia coeP>KUT KOJIOHKH:

®  liMa - VM TpYIIIIEL
°© (@ -/laHHAas CYIITHOCTD SIBJISIETCS CUCTEMHOM M HeJI0CTYITHA [IJIS Y/ aleHUsL.

® OnucaHue -IloIHOE OITUCAHIE TPYIIIIEI
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dJIeMEHTBI VIIpaBJIEHUSA:

* 4 — Jlo6aBUTH HOBBIH 3JIEMEHT.

* [ — VoamuTh BRIGpaHHBIE 3JIEMEHTHI (HEAKTUBHO, II0KA He BEIGPAH XOTh OJIMH 3JIEMEHT).

e ~ — OOHOBUTH JaHHbIE TAOIUITHL.

e $ —TIlo3BoJIsIeT 3arpy3UTh JJaHHBIE U3 CSV-Qariia.

e ¢ —Ilo3BoJIsAeT BBITPY3UTH JJaHHBIE B CSV-QariL.

o — YeKOOKC, KOTOPBIM 0TBeYaeT 3a BHIOOP 3JIEMEHTOB JIJIS1 BBIIIOJTHEHUS TaTbHENINX JeUCTBUN

(HarpuMep, yaaJieHus).

/N — U3MeHHUTD TEKYIIHUIi HOPS{0K COPTUPOBKH.

e () Nouck — BHIMOIHSAET PETHCTPOHE3ABUCUMYI0 QHJILTPAIIUIO [0 BCEM KOJIOHKAM: OTOGPayKaroTCS
TOJIbKO 3aITHCH, YIOBJIETBOPSIIOIIHE YCIOBUIO GHIIbTPAITHH.

B seBOi1 CTOpPOHE pacIroJaraeTcd IIaHeJ b GBICTpOI‘O IIPOCMOTPA B BUI€ iepeBa UK CIITHMCKa

¢« I8

Bce rpynnbl
> <+ Custom group 1
»  «= Profiled

»  «= Unknown

PucyHok 178. MeHlo Hasuzayuu no oepegy 2pynn aHOnOUHmMo8

Bce rpynnbi

+k Custom group 1 >
«: Profiled

<t Unknown

PucyHok 179. Bud MeHI0 Hasu2ayuu 8 pexcume Cnucka

CO,I[ep)KI/IT cIeqyronire 3JIeMeHTEI YIIpaBJIEHMs:

® Bce rpynnsl - OTKPBITH TaOJIUITY C IPOCMOTPOM U Q[MUHUCTPUPOBaHUEM BCeX IPYIIIIL

- ~ 19
° - BBI60p OOCTYIIHBIX TI€HCTBHH (3aBHUCHUT OT BLI6paHHOI‘O JJIEMEHTA B ,I[eI)EBE)Z

© [lo6aBUTb KOPHEBYI rpynny
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© [obaBuTb OoOYepHw rpynny
© Ypanutb rpynny
¢ I8 -BK/IIOYEH pesKUM 0TOOpakeHUs B BUJIE JlepeBa
® = - BKJIHOYEH PEKUM 0TOOpakeHUsI B BUJie CITUCKA
e { -1epexoj] Ha yPOBEHb BEIIIE (AKTUBHO TOJIHKO B PE)KHME CITHCKA).

° > - B pPeXuUMeE [epeBa OTOGpEDKaeTCH dleBa 0T HaMME€HOBaHMs TIPYIIII, MMEIOIHUX TOYepHHEe

JJIEMEHTBI, €CJIN CITMCOK 3aKPLIT. B pexxumMme CITHCKa OTOﬁp&)K&ETCfI CIIpaBa OT HAMMEHOBAHUMS TI'PYIIII,
HMEIOIMUX TOYEepPHUE 3JIEMEHTEI.

JobaBieHH e I'PYIIIBI
Ut mo6aBjeHUs TPYMIIBI HaKMHTE -+ B JIeBOM 4YacTH IIOJISI HafA TaOJHMIeM, OTKPOeTcs CTpaHHUIla
JlobaByIeHHE:
2. D Monb3osaten v ycTpoiicTsa > YNpasneHue wieHTUdUKaUMed > Tpynmiel SHANOUHTOB > [l0BaBneHne
Q « [lo6aBneHue
® *
o . % ma
=Y
@ Bee rpynnbl PoauTenbckas rpynna
® > % Custom group 1 M
& 5+ Profiled Onucanmne
s} > % Unknown
<]

04200

o Otmera [TV

PucyHok 180. Popma dob6asseHUS 2pynnbl IHONOUHMO8
JL1s1 3aI10/THEHUS IO CTYITHBI CJIe/[yIOIIIie ITapaMeTpEL:

* IMs * - Ha3BaHUe IPyIIIbL. MakcHMasIbHas AJIMHA - 100 CHMBOJIOB.

® PopuTenbckas rpynna - BRIGOP pOAUTEIHCKOM TPYIIII U3 CIKcKa. HacTpoiika poiuTe b CKOM IPyIIIIbI

JOCTYITHA TOJILKO B MOMEHT CO3/[aHUsI IPYIIIIEI 110 KHOIIKEe -+ .

® (OnucaHve - IPOM3BOJILHOE OIIMCAHME IPYHIIBL. MaKcuMaIbHas JJIMHA - 200 CHMBOJIOB.

ITapaMeTphl, 0OTMeUeHHbIe 3Be3/I0UKOU *, 06s13aTeTLHBI JIJI51 3aT10THEHHS.

.
@ Taxoke COo3aaTh I'PYIIIIY MOKHO ITO KHOIIKE : Ha ITaHeJIM HaBUT'allhuH I10 epeBY I'PYIIIL

- lobaBnTb KOopHeByi rpynny, obaBuTb gOYepHw rpynny

n [lepemenieHre TrpymImr (CMeHa POAUTENBCKOM IPYIIIBI) IIOCJIe CO3faHusd He
IIpeyCMOTPEHEI.
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Pe,Z[aKTI/Ip OBaHHE€ I'PYIIIIbI

JlJIs1 pelaKTUPOBaHUS paHee 106aBJIeHHOM IPYIIIIBI Ha CTPaHUIle IIPOCMOTPA HAKMUTE Ha UMs TPYIIIIEI B

TabJIUIle WJIH JIepeBe.

& 05 >Q0k OB O

GD MoNb30BaTenV 1 YCTPOiCTEa > YNpaBneHye WeHTUOUKALME > DYNIMsl SHANOMHTOS > Custom group

« Custom group

<

ms *
8

Custom group

Bee rpynnbi PoauTeNbCKa rpynna

>

>

>

% Custom group 1
% Profiled Onucanne
% Unknown

04200

SuanonHTel O
+ 0 o Q

MAC agpec 4 HasHauero spysHyio Mpodwnb HAMOMHTa

[atiHbie oTcyTCTRyIOT

Bcero snemeHToB: 0

PucyHok 181. Popma pedakmuposaHue 2pynnsl IHONOUHMO8

JIJ1s1 '3MeHeHUs [IOCTYITHEI:

UMa * - HasBaHMe TPYNIIIbL. MakcuMaabHas JrHa - 100 CHMBOJIOB.

OnucaHve - IIPOMU3BOJILHOE OITHCAHUE TPYIIIEL. MakCUMaIbHasA AJIMHA - 200 CUMBOJIOB.

Ilocie pemakTupoBaHUs HakmuTe Ha CoxpaHuTh. KHOIIKa OCTaHeTCI HEAaKTUBHOM NOKa He OymeT

W3MEHEHO XOTS ObI OJIHO IIO0JIE.

/lobaBJIeHIe IHAIIOUHTOB B IPYIIILY

Ha cTpanuIle pelakTHPOBaHUs TPYITIIHI B HIDKHEH YacTH paciiojiaraeTcs TabIuia OHIIIOUHTEL.

TabrrIia coep>KUT KOJIOHKH:

MAC appec - MAC-azpec 9aHAIIOUHTAa;

Ha3HaueHo BpYyYHylo - IPU3HAK /[06aBIeHUS SHATIOMHTA B IPYIIITY BPYUHYIO;

Mpodunb 3HANOUHTA - TPOPHIIL, HA3HAYEHHBIH SH/IIOMHTY.

JJIeMeHTHI yIIPaBJIeHUSL:

-+ — Jlo6aBUThH HOBBIM 3JIEMEHT.

@ — ViaauTh BLIﬁpaHHBIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BLI6paH XO0Th OJHH 3JIEMEHT).

% — OGHOBHTH JaHHBIE TaOJIHIIEL.

— YekOOKC, KOTOPBIM OTBEYAET 3a BHIOOP 3JIEMEHTOB JJIS1 BBITIOJTHEHUS TaTbHENUINX NeUCTBUN

(HarpuMep, yIaJeHus).

/N — U3MeHHTH TEKYIIHI IOPS0K COPTUPOBKH.
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(Q Nouck — BBINOJHSET PETUCTPOHE3ABUCHMYI0 QHIILTPAIIUIO TI0 BCEM KOJIOHKAM: OTOGPaKATCA
TOJIbKO 3aITHCH, YL0BJIETBOPSIOIIHE YCIOBUIO GHIILTPAITHH.

IIpu ymajseHWH 3H/IIOMHTA W3 TPYIIBl €My aBTOMaTUYecKd Ha3HAuvaeTcs TpyIIIia
@ "Unknown".

ibice JIOGaBJIeHI/Iﬂ JH/AIIOMHTA B TPVIIIIY HA’KMHTE Ha + . OTKpOGTCE[ BCILJIbIBAKOIIEe OKHO, B KOTOPOM
H906X0,[LI/IMO BI)I6paTI:v IHAIIOMHTEI IJIA HOﬁaBJIeHI/IH B I'PYIIILYy C IIOMOIIIBIO 4eKO0KCOB U IIepeHecCTu B

CIIUCOK "BbIOpaHHbIE" 110 KHOIIKE — .

JlobaBneHne 3HANONHTOE

Q. Mowc BbibpaHHble *
00:1A:2B:3C:4D:5E O B2:5E:3F:9B:44:DB b
F8:54:F6:6B:15:E9 O -

OTMeHa Oo6aBuTb

PucyHok 182. Moda/ibHblil duasioe 006as.1eHUst JHONOUHMOo8

ITocsie BhIGOpA BCeX HEOOXOIUMBIX IH/IIIOMHTOB HaXKMHUTe Ha Jo6aBUTh. KHOIIKA OCTaHeTCs HeaKTUBHOM
IMoKa He Gy7ieT BRIOPAH XOTs 6bI OTUH SHIIOWHT.

Bce n3mMeHeHHs B TabvIle JHAIIOMHTEI IIPUMEHSIIOTCS aBTOMAaTHYeCKH U He TPeGyIT
@ Ha)KaThsd KHOTIKY COXpaHMTh. /IefiCTBHe KHOIIKM COXPaHEHUs PACIIpOCTPaHSIOTCI Ha
IapaMeTphI TPYIIIIEL

YaajneHHe rpymnmbl

U1 ymasieHUs TPYHII HeOoOXOJMMO Ha CTpaHHUIle IIPOCMOTPA, HCIIOIb3ys YeKOOKC , BHIOpAThH

He0O0XO0IHMBIe TPYIIIIBI ¥ B BEpPXHEeH JIEBOH YacTH TabyIUIIbI HaKaTh Ha (i .
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GD Monk30BaTeny v ycTpoiicTea > Ymp: i > Tpynnel

YnpasneHune ugeHtudukaumeii

MonbsosaTenu ceTn  Tpynnbi noNb3oBaTeneif ceT  DHANOMHTL  TPYNNbI HAMOMHTOB  BHEWHME MCTOMHMKM MAEHTUGMKALMM  LIENouK naeHTGMKaumii

< 18 g + @ 5 & & Q
[-] vma OnucaHne

Bce rpynnsi
Custom group

> % Custom group 1

Profiled & Profiled Identity Group
5 % Profiled

Unknown & Group includes endpoints that do not match any profiler policies.
> % Unknown

® O % 3 QMkOB O

e

o Bui6paHo a/1eMeHToB: 1133

PucyHok 183. Bvlbop epynn 045 yoaneHUs

VnaseHue 3j1eMeHTOB TpebyeT IT0ATBEP>KeHUsI B MOJJaIbHOM OKHE.
A BriGpaHHble 37eMeHTHl OyAyT y[ajeHbl TOJIBKO II0CIe $IBHOTO IIOJTBEPIKIEeHUS
OIeparyu.

{\ NogTeepxaeHWe aelicTBNA

[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

e J

PucyHok 184. /luanozo8oe 0KHO noomeepacoeHUs delicmaeust

OzpaHuueHus:

® HeJIb3d YIa/IUTh I'PYIIITY, KOTOpPasd UMeEeT JOYEPHIOI0 I'PYIIILY;

A ® HeJIb3d YIa/IMTh I'PYIIILY B KOTOpOI>'I €CTh 3HAIIOMHTEI;

e HeJb3s yIAIUTh cucTeMHBIe rpymirsl Profiled 1 Unknown.

HmmopT
NAICE nojiep>KUBaeT UMIIOPT AaHHBIX U3 CSV-paiiyios.

IIpeBapHUTEILHAS OATOTOBKA IIepei HIMIIOPTOM

1. Co3pariTe MIM IIPOBepbTe HAJINUKEe HEOOXOMMMBIX CBSI3aHHBIX CYIITHOCTEH (HAIIpUMep, IIPOQHIb
YCTPOMCTBA).

2. O3HAKOMBTECH C TpeboBaHUAMU K CSV-dariry:
©  dai 10JoKeH O6bITh B KogUupoBKe UTF-8;
" PagmesATe b IT0JIEU: 3anaTas ()
® PagnesnTesb CTPOK/TEKCTa: ABOMHAA KaBblyka (")

O 3aroJIOBKU U 3HAUEHU 10JDKHBI OBITH B3SITHI B HBOI;’IHBIG KaBBIUKU (")

186



© MakcumaabHBIU pasMep ¢atiia 2Mb.
3. IIpoBepbTe coflepXUMoOe aiiia Ha HaJlM4re JIMITHUX KaBbIYeK Ilepesi IMIIOPTOM;

4. [IpoBepbTe TO UTO 3HAUEHWS, COJleprKallliie MBOMHYI0 KaBBIUKY (") HJIM O3 (/) MPABHIBHO
9KPaHUPOBAHEI.

© 3HaueHUs, COfleprKaIIie IBOMHYI0 KaBBIUKY (") 3KPAHHPYIOTCS C IIOMOIIBI0 \

O 3HaueHUd, cofepoKaliye ¢l (/) 3KpPaHHUPYIOTCSI C IIOMOIIBbIO \*

IIpaBWIbHOE HaNHCaHUE 3HadYeHWI (C JKpaHUpPOBaHHEM IIOMOINBI0 \") Ha IpHMepe
copep>xaHuA Ppaiiia i MMIopTa Habopa xkomaH TACACS:

"name:Required"  "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2|\"/true"
Set\llll

HekoppekTHOe HamucaHue 3HadeHU (0e3 3KpaHUPOBaHWA) Ha IpuMepe cofep>kaHus daiiia
JUIs1 IMIIOpPTa Ha6opa komaHy TACACS:

"name:Required" "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
A HUrHopupoBaHWe 3SKPAaHUPOBAHUA IIPUBENET K HEKOPPEKTHOMY PACIIO3HAHUIO
IAQHHBIX.

HOp}IJIOK BBIIIOJTHEHMSA TMIIOPTa

JUi1 yMmIiopta AaHHbIX u3 CSV-gaiiia HakmuTe & Ha IIaHeJHM [eHCTBUM, pacloJIO)KeHHOM Haf

TaGJHdHEﬁ. IToce yero OTKPOETCA OKHO:

187



MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTPefakTUPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakKCcKMManeHbld pa3mep daiina 2MBb

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOpUPOBaTL CyulecTByoMe gaHHble (1)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 185. OkHo Hmnopma

WMrIiopT JaHHbBIX U3 CSV-daiia BBIITOIHSAETCI B HECKOJIBKO IIaroB:

1. Bei6epuTe HeoO6X0nUMBIN CSV-Qaiis, IepeTallyB ero B I10JIe 3arPy3KU MK BbIOpaB yepes3 IIPOBOJHIUK,
Ha’KaB KHOIIKY "3arpysure";

@ UsmeHeHHBIM CSV-Qaiiyl Hy»KHO 3aTpy3UTh IIOBTOPHO, UTOOBI TPUMEHUTH IPaBKH.

2. BribepuTe NCTOUHUK JaHHBIX, €CJIM OH 3apaHee He OIIPefiesIéH;
3. IIpyr He0OXOAUMOCTH aKTUBUPYUTE (Jlark UMIIOPTa:

HNrHopHpoBaTh CyNIIeCTBYIOIINE JaHHbIE

o Eciy nepekIrovaTesb BKIIOUEH — AYOIMKAThI 3aIlIUCe CUMTAI0TCI IIpeAyIIpesKIeHUueM.
© Ec/v mepeKIIvaTe b BRIKJIFOUEH — AYOIMKAThI PaclieHUBAOTCI KaK OIIHOKA.

OCTaHOBHUTH HMIIOPT IIPH IIEPBO OIITHOKe

© EciM nepeksrovaTesb BKIIOYEH — MMIIOPT OCTaHABJIMBAETCS IIPU IIepBOI jKe oImmobOKe. BynyT
HMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE OBLIN YCITEeIHO 06paboTaHbl 10 €€ BOSHUKHOBEHUSI.
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Ecmm IIepeKIrodaTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKAarTCAd, UMIIOPT ITPOO0/DKaAEeTCA
[0 KOHIIa. By,IIYT HMITIOPTHUPOBAHBI TOJIBKO BaJIM/THBIE 3alIKCH.

" \1}
. , .
4 ,[[J'IE[ TOT'O YTOOBI HMIIOPT HavaJICd, Ha’KMHTE KHOIIKY I/IIVIIIOPT

[Ipu m“MITOpTe AYOIHUPYIOIIMEcs NaHHbIE Ilepe3allucaHbl I OTPeSaKTHPOBAHBI He
A OYIYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTHTe U3MEHUTH CTaphle TaHHEIe, YIaIUTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO IMIIOPTY

Cpasy IocJIe 3aBepIIeHus 06paboTKH paiiyia 0TKPOETCsI OKHO 0TUYETA IT0 UMIIOPTY.

Ecm Bee 3anucu B gatisie 66111 06paboTaHbl KOPPEKTHO, BBl YBUAUTE OKHO:

F |

floTOBO!

MmMnopT BLINOAHEH YCNEeLWHo.
Bcero MMNopTUpoBaHo: 4/4
MpegynpexaeHnia: 0

Cwmbor: 0

e V)

PucyHok 186. Omuem umnopma (ece 3anucu 06pabomaHsl KOppeKmHo)
BJI0K ¢ 06111et THGOPMAITHEN CO/IEePIKUT:

®* Bcero uMmnoptupoBaHo - CUETUHMK TOTO, CKOJILKO 3amuced ObLI0 MMIIOPTHPOBAHO M3 OOIIEro
UMITOPTUPYEMOTO KOJIMUECTBA CTPOK;

* [pepynpexpennii - KoJIMyecTBO BOSHUKIIMX IIPeAyIIPesK]eHUN;

°® Quunbok - KotyecTBO BO3SHUKIIIMX OIIHOO0K.

Ecymi He Bce 3aruicy GbLTH 06paboTaHbl KOPPEKTHO, BB YBUAUTE OKHO:
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loTOoBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero MMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

CwmboK: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
@ 1 Ly6nukart B 6a3e AaHHbIX. 3Ha4YeHWe C ...
A 1 OTCyTCTBYET 3HayeHme y nonga "email”
D 1 OTcyTCTBYeT 3HadeHwue y nons "firstNa...
A 1 OTcyTCTBYeT 3HadeHwue y nons "lastNa...
- v

PucyHok 187. Omuem umnopma (3anucu 06pabomansl ¢ owubKamu/npedynpercoeHusmMmu)

IToapoOHBII OTUET COLEPIKUT CIIEYIOIITY0 HHPOPMAIIUIO:

® OunbTp - BeImmajaronuii CIHUCOK, B KOTOPOM MO>KHO BBIGpPATh OTOGpaskaeMble yBeqoMiieHUs (Bce
yBefomnieHns , Tonbko ownbkn MU ToNbKO NpepynpexneHus )

TabsHIia yBeJOMIEHHH CO/IePKUT KOJIOHKH:

® (Ctpoka - HoMep crpoku B CSV-dartiie, Ime o6Hapy»KeHa OIIMOKa WU IIpeIyIIpesK eHUE;

® OnucaHue -/leTaJibHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyIpesxKueHs.

U1 TpocMOTpa IIOJHOTO TeKCTa OITMCAaHWsI HaBeJUTe Kypcop MBIIM Ha
@ COOTBETCTBYIOIIYI0 CTPOKY - BO BCILJIBIBAOIIIEN ITO/ICKa3Ke 0TOOPAsUTCS IIOJIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHIH.

OCo0eHHOCTH MIMIIOPTA Py IHAIIOUHT OB

0 g TPYIII 3HATIOMHTOB B KayeCTBe HCTOYHMKA JaHHBIX 1047 epKaH ToJIbKO NAICE
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B Ta6JII/II_Ie HITDKe ITpUBeIeH CIIHMCOK II0JIeH, UX 00513aTe/IbHOCTh, OIIMCAHHE 1 Tp86OBaHI/I$II

ITosne OnucaHue TpeGoBaHuA
name:Required WM TpyIIibl B opMate ITOJHOTO IyTH  006sA3aTeJabHOE IoJIe
1o Hee dopmart: rpynna#noarpynna
description ITpou3BOJIEHOE OIIMCAHM e IPYIIIIEI MaxkcumasibHag fiauHa - 200 CHMBOJIOB
Eumi B cucreMe HET IPOMEXYTOUHOW KOPHEBOM/MOUYepHEeH TIPYIIIbl, OHA CO3[aThCd
@ aBTOMAaTHUYeCKU

IIpuMep KOPPEKTHOT 0 cofiepkaHus daiiia:

"name:Required"” "description"”

"test#test_1"

IMosyueHue CSV-¢aiina mabIoHa OIIHMCAHO Jjalee B pasfesie "IKCImopT".

JKCIopT

NAICE nopepKuBaeT 9KCIIOPT LaHHBIX B dopmare CSV. 3HaUeHUS U 3aTOJIOBKH 00PaMIIIIOTCS [1BOWMHbIMM
KaBbl4yKaMmu , pasfesiuTe b IIojiei: 3anataa ().

IIpoueaypa axkcmopTa

JIOCTYITHBI IBA pe>KUMA IKCIIOPTA JAHHBIX:

® 3KcnopT BCero - BeIrpyska Bcex 3arnucen TEKYIIETO pa3aeJa. CucreMHbIe CYIITHOCTH MCKJIIOUAr0TCA U3
9KCIIOPTa;

® 3KcnopT BbIBpPaAHHOr O - BRIrpy3Ka TOJILKO OTMEUEHHBIX YeKOOKCOM 3aITHCeH.

o £ £

CTaTyc

Brmoue  5¢cnopT Brero

Brnrouehm wvary

PucyHok 188. OkHo 8bl60pa pedxcuma skcnopma

0 3HaueHUs cojiepsKallye IBOMHYI0 KaBBIUKY (") WJIM o3I (/) GYyAyT 3KpaHHUPOBAHEI C
IIOMOIIBI0 \".

IKCIOPT BCEX CYLITHOCTEH
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Ha maHesmu pmedcTBUM Haj TabidIled HaXMUTe 4 U BblGepuTe pexuM "IKcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE [eMCTBHE KHOIIKOHM "IKCHopT":
r 3
3kcnopt B CSV

Mpy 3KCNOPTe He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aiMeT HeKoTopoe BpemMs, AoXAMTeCb GOPMUPOBAHWA W 3arpy3Kn
daiina.

JKcnopT OTMeHa

W 4

PucyHok 189. 3kcnopm ecezo

IMocste HaXKaTUS KHONKU "JKCHOPT" Ha YCTPOMCTBO BBITPY3UTCA Qaiiy, COAEprKallfiil BCe 3alllCU U3
TeKYIIEro pasjea.

IKCIOPT BHIOPAHHBIX CYLITHOCTEH

Ha maHes [eMcTBUM Haj TabauIeld HaXMUTe £ U BhIOepUTe pekUM "OKCIOPT BBIOPaHHBIX". B

OTKPBIBIIIEMCSI OKHE II0ITBEPAUTE TeUCTBHE KHOIIKOHM "IKcHopT":

r N

Jkcnopt B CSV

MpuK 3KCNOpTe He BKAKYaTCA CUCTEMHbIE CYLLHOCTU. Mpoueaypa
3aMeT HEKOTOpPOE BPeMSA, A0XAMTeCh QOPMMPOBaHWA W 3arpy3Kun
taidna.

BbiGpaHo 1 13 1 3anuceiA.

SkcrnopT el LTE

[ 4

PucyHok 190. Ixcnopm 8blOpaHHbLX

[Tocre HayKaTHS KHOIIKY "IKCHOPT" Ha YCTPOMCTBO BHITPY3UTCS Gaiisl, comeprKalii TOJIFKO OTMEYeHHBIe
3aITHCH.

IIpu oTkpeITHM CSV-(aiiioB B KauecTBe pasfesuTesd IIOJeM Bcerfa MCIIOJIb3YHUTe

3anaryro (,), pasmesuTesieM CTPOK/TeKCTa MOTYT ObITH ABOMHBIE KaBbIUKU (") min

A IycTOoe 3SHaYeHHe.

IIpu coxpaHeHun CSV-$aliyIoB B KauecTBe pasfiesUTesid II0JIell BCerfga UCIO0JIb3yHUTe
3aIATyIo (,), a pasmge/nTeb CTPOK/TEKCTA - Iy CTOe 3SHaUeHHe.
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Ect TIpy OTKPBITHH (aiiia MCII0/Ib30BaJICS Pa3le/IuTes b CTPOK — JIBOMHAsA KaBbIUKa
("), TO 3HAUYEHUs], COfIep>Kall[ie CHMBOJIBI TBOMHOM KaBBIUKK (") MM wbma (/),
0 3KpPaHUPOBAHHBIE KaK \", MOTYT IIPU COXPAaHEHHUU IIOJIYYUTD JIUITHIOI KaBBIUKY (")

nocie (\"). IIpoBepbTe Qaiiyi B TEKCTOBOM pelaKTOpe U yAaInuTe JIUIIHNE KaBbIUKH,
eCJIF OHU IOSIBUJINCh.

IITaG/10H

Ecmu B Tabiuile 0TCYTCTBYIOT 3aIIHCH (JTMO0 MPUCYTCTBYIOT TOJIBKO CHCTEMHBIE CYIITHOCTH), IIPU BBIOOpE
pexxriMa "JkcmopT Bcero" 6Gymer chopmripoBaH CSV-Qailn, comepsKalllyiii HMCKIIOUUTEJIbLHO 3aroJI0BKU
CTOJIOIOB./IaHHBIN (Qaliy MOYKeT OBITh HCIIOJIb30BaH B KadyeCcTBe MIAOJIOHA I ITOTOTOBKU ITaHHBIX
repes UMIIOPTOM.

OC00eHHOCTH 9KCHOPTA IPYIIII 9HIIOUHTOB

e VMg rpynmsl 9HAIOMHTOB OyZeT IIPOIKMCaHO B QopMare IIOJMHOIO IIyTH dYepes
pasgemmTesin - #.

Ctpykrypa CSV-Qaiisia 1 TPYIII YCTPOMCTB OIMCaHAa B pasfgesie "OcoOeHHOCTH HMIIOPTAa TPYIIL

"

SHAIIOKMHTOB .

BHeIIIHNE HCTOYHUKH HIeHTH)HKaITHH

Omucanue

B KauvecTBe HCTOYHMKA [aHHBIX, HCIIOJb3YEMOIO [ ayTeHTHUQUKAIlUU II0JIb30BaTesel, II0MHMO
BHYTpPeHHel 6asbl IIOJIb30BaTesleld MOTIYT MCII0JIb30BAaTbCd BHEIHHe MCTOYHUKU M eHTHQUKAIIUN
IaHHBIX 0 KJIMEeHTaX, Takue Kak MS Active Directory, OpenLDAP u T.II.

BHeIlHMe HCTOUHUKU UIeHTUPUKAITUN MOTYT HCII0/Ib30BaThCsl B NAICE:

e /Insa ayTeHTHQHKAIUHU II0JIb30BaTeslell cHCTeMbl (aJMHUHHCTPATOPOB) — BHEIIHUMN HCTOYHUK
UreHTUQUKAIIMKM MOJKHO HAaCTPOUTH B KadeCcTBe OCHOBHOI'O HMCTOYHHMKA ayTeHTHGHKAIUMU Ha
cTpaHurie «Bxop B cuctemy». [Io/Ib30BaTe M CUCTEMBI CMOTYT BXOAUTHL B BeO-uHTepderic NAICE mop,
CBOMMHM KOPHOPATUBHBIMU YYeTHBIMU 3allUCIMM, a4 HUX [aHHble (UM, Qamuud, email) 6ymyT
aBTOMAaTHUUeCKHU IOATATUBAThCSI U3 aTPpUOYTOB KaTasora.

e /I ayTeHTHQHUKAIINU I10/Ib30BaTe/lell CeTH — BHEIIHUU MCTOYHUK UCII0JIb3YeTCsd IIPU HaCTPOUKe
HOJIUTUK focTyna. Ilosb3oBaTeNn IIPOXOAAT aBTOPU3AlMI0 Ha CeTeBOM O000pYIOBaHUM dYepes
BHEIIHWIN KaTajol, a WX aTpUOyThl U TPYIIIbI MOIYT IPUMEHATHCI B YUIOBUSIX W HPOPUIILX
aBTOPU3ALIUU.

B maHHOM pasgesie IIPOU3BOLUTCA HAaCTPOMKa ITONKIIIOUEHMs K BHEIIHUM HMCTOYHHUKAM U [00aBJIeHHe
TPYILI IIOJIb30BaTesled U/WIM aTpUOyTOB, KOTOPBIE B JaJbHEUIIIEM MOTYT OBITH KCII0JBb30BaHbI IIPU
Hacrpotike [Tosmtuku RADIUS, [Tomatuku TACACS+ U IIpU HaCTPOMKe BHEIITHUX POJIET.
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HpOCMOTp BHENTHUX HCTOYHHKOB I/I,I[EHTI/I(I)I{IK&I[I/II/I

) Monb3oBaTentt 1 yCTPoiicTBa > YNpasneue WieHTUGNKaLMEN > BHELIHUE MCTOUHUKA MACHTUGUKALMA

YnpaBneHue ugeHTudukaumeii

MonbsosaTenu ceTn  Tpynnbi NoNb3oBaTeneii ceTt  DHAMOMHTb  TPYNNbi HAMOWHTOB  BHELHME MCTOMHMKM MAEHTUGNKALMM  LIENoHK naeHTGM Kaumii

+ @ o Q

Wwa THN MCTO4HMKE Onucatine
LDAP LDAP OpenLDAP

Ms AD LDAP MS Active Directory

® O % 3 QMkOB O

40 Bcero aneMeHToB: 2

PucyHok 191. Ilpocmomp 8HEWHUX UCMOYHUKO8 UdeHmu@uxkayuu
Ha maHHOM cTpaHHIle 0TOOpaXkaeTcs TabJIUITa CO CIIUCKOM BHEIITHUX UCTOUHUKOB UIeHTUQUKAITUH.
Tabsmria cCofep>KUT KOJIOHKHU:

® |IMq - HaUMeHOBAaHUe MCTOYHMKA.
® Tun UCTOYHUKA - THUII UCTOYHHKA.

®* OnucaHue - IIPOM3BOJIbHOE OIIMCaHH e UCTOYHHKA.

Bo3MoyKHa COPTUPOBKA B IIPSMOM M 00paTHOM IIOPSIKe 10 KOJIOHKaM UMsi, Onucanue . [0 yMOJTYaHHIO
COPTHPOBKA BHIIIOJHSIETCS B IIPIMOM (a/1GaBUTHOM) IIOPSJKE I10 II0JI0 UMs .

JJIeMeHTHI yIIPaBJIEHUSL:

e 4+ — J/lo6aBUTH HOBBIM 3JIEMEHT.

@ — ViaauTh BBIﬁpaHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBI6paH XO0Th OJHH 3JIEMEHT ).

5 — OGHOBUTH JaHHbIE TAOIUIIBI.

° — Yek0OOKC, KOTOpBIfI O0TBEYaeT 3a BLI60p 3JIEMEHTOB /I BBITIOJTHEHMA I,I[aJII:HeI‘/'II_I_II/IX ,D;EIZCTBHFI

(HarpuMep, yIaJeHus).

/N — U3MeHHTH TEKYIIHI IOPSA/I0K COPTHPOBKH.

* (Q Mouck — BHIIOIHSAET PETHCTPOHE3ABHCUMYI0 GIUILTPAIIHIO IO BCeM KOJOHKAaM: O0TOGpaKaroTCs
TOJIFKO 3aITHCH, Y0 BJIETBOPSIOIIIE YCIOBHIO QHIIbTPAITHH.

[Moep>kaHO B3aMMOJIEHICTBHE C HCTOYHHMKAMHU HAeHTHOUKAIMH THIa "MicroSoft

e Active Directory” u "OpenLDAP".
JUIE KaKIOTO HCTOUHMKA HIeHTUQUKAI[MM CyIeCTBYIOT OIIpefie/leHHble YCIOBHS
HaCTPOMKU U OTpaHUYeHUS.

HacTpotika B3anMOJEMCTBUS C KaKIBIM THUIIOM HCTOUYHHKA HIeHTUPHUKAITUU Tajiee PacCMaTPHBAETCS
OT/eJILHO.
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/loGaBJieHHE HCTOYHHNKA HAeHTUPUKanuu Tumna Active Directory

TpeboBaHUs

IIpu uHTeErpayy C ICTOYHUKOM THIla MS Active Directory He06X01IMO 00€eCIIeYUTh
BBITIOTHEHNE CJIeIyIOIIUX TPeOOBaHMIA:

DNS-cepBep, KOTOPBIM OymeT HCI0JIb30BATLCI XOCTOM C ycTaHOBJIEHHBIM Eltex-NAICE, mospkeH

obecIreurBaTh:

o

o

paspelileHHe IIOJHOTO UMeHU noMeHa (Hampumep: EXAMPLE.ORG), B KoTopoMm OyneT paboTaThb
Eltex-NAICE;

paspellleHHe IIOJIHOTO HWMeHM KOHTposulepoB AD  (Hampumep: SRV1.EXAMPLE.ORG)
00CIY>KUBAKOIIKX TOMEH;

BO3Bpamark 0TBeT Ha DNS-3arrpoc Trma SRV co CITUCKOM KOHTPOJLIEPOB 06CTyKUBAIOIIHX JIOMEH.

MuHuMaIbHas Bepcus KOHTpoJulepa Active Directory: Windows Server 2008 R2.

Hcrosmb3oBaHue 1mpoTokosia NTLM KoHTpoJulepoM Active Directory, Ha KOTOPOM BBIIIOJIHSETCH
aBTOpPH3aLYd I10JIb30BaTe el J0JDKHA ObITh paspelleHa.

B momeHe MS AD, ¢ KOTOPBIM BBIIIOJIHAETC MHTeTpariysd, He06X04UMO N06aBUThH YYeTHBIe 3aIlHCH
KOMITbIOTepa U II0JIb30BaTesIs 111 B3aumMoierictBus ¢ Eltex-NAICE.

V4eTHBbIe 3alIHCT I10/Ib30BaTeId U KOMITBIO0TePa JOJDKHBI UMETD I1ap0Jib.

3ajaTh IapoJsib KOMIBIOTEpa Ha cepBepe ¢ MS Active Directory Mo>KHO KOMaHAOH B
ooostouxke PowerShell, Bxoasmeii B coctaB Active Directory, 3amyIieHHOM ¢ mpaBaMu

aJMHHHCTpaTopa:

Set-ADAccountPassword -Identity Computer-Name$ -Reset

¢ 7Bapasa BBECTH IIAPOJIb B OKHE TepMHHaJIA.

Ecymm TpeGyeTcs yKka3aTh IapoJib SIBHO B KOMaH/Ie:

A

Set-ADAccountPassword -Identity Computer-name$ -Reset -NewPassword (ConvertTo-SecureString
-AsPlainText "password" -Force)

Hmst KoMITbI0Tepa HE0OXO0JUMO YKa3bIBaTh 6e3 JOMeHHOU YacTH, C OKOHYaHHeM Ha "$".

ITapoJib f0JDKEH O0TBEYATh TPeO0BaHUSAM CJIOYKHOCTH, HACTPOEeHHBIM B MS AD.

V4yeTHas 3amuch I0JIb30BaTe A J0/DKHA UMEeTh mnmpaBa:

® BRIIIOJIHATH IIOUCK B Active Directory

¢ Ilosy4aTh HHGOPMAITHIO O BCEX IT0IH30BATeJSIX U TPYIIIax JoMeHa

o IIpaBa Ha 3anuck HGopMaIruu B Active Directory He TpeOyrOTCS.
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n B HacTpo¥Kax II0JIb30BaTeIsI HEOOXOAMMO OTKJIIOUHUTEL OIITUI0 "TpeGoBaTh CMEHY
ITapoJIs IIPY ITIEPBOM IOK/IFOUEHHUH' (BKJIFOUeHA IT0 YMOJTUAHHIO)

Oo6pamuenue Eltex-NAICE k Active Directory BbIIIOJTHAETCS IIO IOPTAM:

IIpoTokoa ITopT HasuaueHue I[TpuMmeuaHUe

UDP 53 DNS CepBep, 0OTBeYAKOIUHY 3a paspellieHne TOMeHHbBIX
HMEH MOJKeT ObITh OTIEeJbHBIM OT CcepBepa Active
Directory

TCP/UDP 389 LDAP He ucrrosb3yercs muppoBaHUe IlepeaBaeMbIX
LaHHBIX

TCP/UDP 636 LDAPS Hcriob3yeTcs AJId 3alllUINe HHOTO 10 JK/II0UEeHUs C

IlII/I(l)pOBaHI/IEM IIepegaBaeMbIX TaHHBIX

TCP/UDP 3268 LDAP GC MO0>KHO HCII0J1b30BaTh BMecCTOo ImopTa 389, eciiu
HeT Jleca iepeBbeB

TCP/UDP 3269 LDAPS GC MO0>KHO HCII0JIb30BaTh BMeCTO I1opTa 636, ecinu
HeT Jjleca lepeBbeB

TCP/UDP 49152-65535 RPC Dynamic Hcriosb3yeTcd g IPOBEePKHU I1apoJid
Port Range I0Jb30BaTe s IPU ayTeHTUQUKAITUU C
mUppoBaHUEM IIepelaBaeMbIX JaHHBIX

OrpanuyeHus peajsanum
EcTh cepyronyie OTpaHUYEHUS peaTru3aliii B3auMOTeMCTBUA ¢ Active Directory:

* B03MO’KHO HCII0JIb30BaTh I10JIb30BaTesel, UX aTpHUOYThI U TPYIIIIBI TOJHKO B paMKax yKa3saHHOTO B
HaCcTpOoMKe TOMeHa.

* UM 1TOJTh30BaTe sl Ha KJIMEHTCKOM YCTPOMCTBE I0ITyCKaeTcs BBOIUTL B popMaTax: <I10JIb30BaTeJh>,
6e3 ykasaHus foMeHa (IIpu o6palljeHuu B Active Directory fjomMeH OyzeT f06aBjieH aBTOMaTUYeCKH);
UPN: <moJib30BaTedb>@<moMeH> Wi B ¢opmare mnpen-Windows 2000: <UMSA JOMEHA>\
<I[10JIb30BaTeJIb >,

e EumM y II0JIb30BaTessI UCIOJIb3yeTcs MpedUKC OTIMYHBIN 0T foMeHa Active Directory Heo6X0LHMO
HCII0JIb30BaTh TOJIbKO UPN dopMaT: <I10/1b30BaTe b >@<mpedrKce JoMeHa>.

®* B uMeHax II0JIb30BaTeJel U UxX I1apoJiixX MAOITYCKAarTCA TOJIBKO JIATUHCKHE CHUMBOJIBI, L[I/IC]?pLI, 3HAaKH
IIPpEeITMHaHMsA.

°* Bo3MO’KHA aBTOPHU3AIUA TOJIBLKO C MCIIOJIB30BaHHUEM IIPOTOKOJIOB: MS-CHAPvV2Z mim EAP-PEAP-MS-
CHAPv2.

/loGaBJIeHIE HCTOYHHKA HIeHTHPUKAIIH

Jlig 10GaBJIEHHS WCTOYHHMKA HIEHTUOUKAITUM HeOOXOTMMO Ha)KaTb -+ Ha IIaHeJd JeHCTBHH Haj

TaOIULIEH:
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GD Monk30BaTeny v yCTpOiiCTBa > YNpaBneHve WACHTUOUKALME > BHELIHUE ACTOHUKA WAeHTUOMKALMA > [JoBaBneHue

« [o6aBneHne

Vms *

onucaHne

& 0% QKDL O

0/200

BKA04MTE LDAPS O

Cxema Moantovenme Crpykrypa katanora

BoiSepuTe cxemy Vs gomena * @ Subject search base * @

ACTIVE_DIRECTORY v

Subject object class * Wms komnibloTepa * Group search base * &

Person

Subject name attribute * MNaponk koMnbloTepa *

userPrincipalName ®

Group name attribute * Admindn * @

()

Group object class * Admin password *

group 3

Group map attribute * FQDN * ®

memberOf

Subject in group attribute * Port *

DISTINGUISHED_NAME

ConocTaeneHne UHHOPMALMM O NoNL30BaTENsX cucTeMbl ()

i cxembl "ACTIVE_DIRECTORY" nons aTpuéyTos
3aN0AHSIOTCA ABTOMATUHECKM

ATpUGYT umeHy

givenName

ATPUBYT damunn

sn
® ATPUEYT email

mail

NpOBepUTL CBASH C CepBepOM

o Ormera  [IZLA

PucyHok 192. OKHO 006a8/1eHUSL UCMOYHUKA UdeHmuguxauuu

B maHHOIT popMe IIpe/iCTaBIeHBI CJIEVIOIIHE ITapaMeTphI:

¢ B0k OCHOBHBIE HACTPOMKHU:
© lIMa * - HAUMeHOBaHWeE UCTOYHHUKA U eHTUPUKAITUU. MaKcuMaIbHas IUIMHA 1014 63 3HaKa.
© OnucaHue -omnucaHue. MakcuMmasbHad JyrHa 1o 200 3HaKOB.

© BkounTb LDAPS - BKIIFOUMTBH HCIIOJIb30BaHUE 3alUINEHHOTO COeJUHEHN CO CIY>KOOM KaTaJIoroB
o rpotokosy LDAPS (LDAP over TLS), o6ecrieunrBaroliero nmppoBaHue liepeaBaeMbIX JaHHBIX U
IpoBepKy cepTUdrKaTa cepBepa. IloTpebyeTca 3arpyska CepTHUQUKATOB CepBHCA B XPaHIJIMILE
IOBEPeHHBIX cepTudukaToB. IIpM BKIHYEHUH [TAaHHOM ONIIUKU CTAaHOBUTCI [OCTyIIHA

IOIIOJIHUTE/IbLHAaA OIS [loBepATb HEM3BECTHbLIM UCTOYHUKAM .

© [loBepfTb HEU3BECTHbM WCTOYHWKaM - JIOCTYIIHO TOJIBKO IIPU aKTUBAIIUMKU BknwunTb LDAPS.
[To3BOJIsIET paspeluTh IIOAKIFYEHNE K CIy>KOe KaTaJIoToB 110 IIPOTOKOJy LDAPS, ¢ HegoBepeHHbIM
WU HEU3BECTHBIM CEPTUUKATOM.
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BKMOUKUTE LDAPS (D

JoBepaATh HEM3BECTHBIM MCTOYHMESM

PucyHok 193. BkarwoueHue onuyuu "Bxkarouums LDAPS"

e Fiok Cxema:

(o]

Boibepute cxeMmy * - cxeMa aTpHOYyTOB HCTOYHHKA HeHTHOUKanuu. [Io yMordaHHI0 BbIOpaHa
"ACTIVE_DIRECTORY", nj11 naHHOM CXeMbl 3HaUeHUEe aTpUOyTOB IIPEAYCTaHOBJIEHO M HE MOKET
OBITH U3MEHEHO.

¢ biok lloaxiaroueHue:

o

WMs poMeHa * - ums moMeHa Active Directory, B KOTOPOM OyAeT BBIIOJHATHCI aBTOPU3AIIUSA
nojb3oBaTeslel. Heo6X0AMMO yKasblBaTh TOJBKO KOPOTKOE HMs JJOMeHa, B KOTOpPOM OyzmeT
BBIIIOJIHATBHCS ~ aBTOpU3alysi  I[0oJb3oBaTesed. Ilosle  [OOCTYIIHO  TOJMBKO  JJIA  CXEMEI
"ACTIVE_DIRECTORY". MakcuMaJIbHas [IJIHa 1011 63 3HaKa.

NMs koMmnbloTepa * - UM afMHHUCTPAaTUBHOTO KOMITBIOTEpa [JIsI B3aMMOJEMCTBHSA C Active
Directory. Heo6xoauMo yKas3bIBaTh TOJILKO MM, 6€3 JOMEHHOM JacTh. [1oJ1e 0CTYITHO TOJBKO IS
cxeMbl "ACTIVE_DIRECTORY". MakcuMaJIbHas IJIMHa I10J11 63 3HaKa.

Maponb KoMMnblTepa * - MapoJIb aAMHHUCTPATUBHOTO KOMIIBIOTEPA /IS B3aUMOJIEUCTBHS ¢ Active
Directory. I[To ymMoJT9aHUIO He 0TO6parkaeTcs, A1 IIPOCMOTpa TpebyeTcd HaXKaTh @ . [loJie OCTYITHO

TOJILKO 11 cxeMbl "ACTIVE_DIRECTORY". MakcuMasibHas ijmiiHa 110J11 200 3HaKOB.

Admin dn * - maHHBIE aIMUHUCTPATUBHOTIO I10JIb30BaTeJId IJIs1 B3aUMOIeMCTBUA C Active Directory.
HMs moJib3oBaTe s He06X0IMMO yKasbiBaThb B ¢popmMaTe UPN: <I10JIb30BaTesb>@<JOMEH> WIA B
dopmare npen-Windows 2000: <UMSA IOMEHA>\<moyib30BaTe b>. MakcuMaibHad IJIiHa Mo 200
3HAKOB.

Admin password * - mapoJb aIMHHUCTPATUBHOTO I10JIh30BaTesIsL. [10 yMOTUaHHIO He 0TOGpaykaeTcs,

IJIS1 IIPOCMOTpa TpebyeTcs HAKaTh & . MakcuMaibHas JyiiHa 11011 200 3HaKOB.

FQDN * - TT0JTHO€ MMSI TOMEeHa MJIM TI0JIHO e UMS TPeII0UTUTETLHOTO JJI51 0OpaliieHUui KOHTPoJIIepa
momeHa Active Directory. MakcumasibHast IUIMHA 110J14 255 3HaKOB. EC/IM yKas3aH IpeII0UYTUTe b HbIN
IJTS1 BEITIOJTHEHUS 0OpallieHu KOHTPOJUIEP LJOMeHa - 00palleHus K HeMy Oy yT BBIIIOJIHITCSI IT0Ka
OH JI0CTYIIeH. B ciry4dae ero HeZ[0CTYITHOCTH 00pallleHUs OyIyT BBIIIOIHSATECSI Ha CIeAYIOLIII cepBep
U3 CIIHCKa 0OCTy»KUBAIOIIUX JOMEHOB, I10JIy4eHHBIN 13 DNS-3aripoca tuma SRV.

Port * - IIOPT HOIK/IIOUEeHUS K KOHTPOJUIepy(am) joMeHa (Kak IIpaBUJIo UCII0Jb3yeTcs TCP:389).

* biiok CTpyKTypa KaTajora:

o

o
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Subject search base * - KOHTeKCT [JI1 IIOWCKa aTpHUOYTOB 3alycedl CIy»KObl KaTaJIOTOB.
MakcuMasibHad ajirHa 11071 200 3SHaKOB.

Group search base * - KOHTEKCT /IJI51 HOUCKA TPYIIH CIIY>KOBI KaTaoroB. MakCUMaIbHas IJTMHA I10JIT
200 3HaAKOB.



O6a 1oyi1 UMelT QopMaT BHAA IIEpeUMCJIeHUs 4yepes 3aIlITyl0 aTpUOyT=3HaudeHUe,
HanpuMep "dc=example,dc=org". Ecmi TpebyeTcd OrpaHUYUTDH IIOUCK OIIpejesleHHbIM
6 oz paspieeHueM (ou) He00X0IUMO yKa3aThb ero, HaIlpHuMep
"ou=naice,dc=example,dc=org". ECJTH eCThb HECKOJIbKO BJIO’KEHHBIX II0IpasfiesIeHUH, TO
He00X0/IMMO yKa3aTh UX BCe, HAUMHAas C CAMOT0 JaJbHero 0T KOPHS JOMeHa, HallpuMep
"ou=test,ou=naice,dc=example,dc=org" - 3T0 6yIeT COOTBETCTBOBAThH CTPYKTYypeE:

(dc)org
\-(dc)example
\-(ou)naice
\-(ou)test

Ho,upoGHee 0] (bopMaTe BBOOHUMBIX B 3TOM IIOJI€ MaHHBIX MOKHO Y3HATh IIPH HABEAE€HHNH Ha @ HJIn B

II0J[CKa3Ke HIDKe. - [poBepuTb CBA3b C CEpPBEPOM - IIPOBEPUTH KOPPEKTHOCTb HACTPOEK U CBA3b C
cepBepoM Active Directory.

HapaMeIpLI, OTMEUYEeHHbIEe 3Be3ﬂ0‘IKOI>'I * s 00s13aTe/ThbHBI [JIA 3aIIOJTHEHMA.

JlonycTrMble CUMBOJIBL IIPU BBOJie IapaMeTpoB Subject search base u Group search
base:

e TIpoGes,

e BOIHBIE KaBBIUKH ("),

* 3HAK paBeHCTBa (=),

e 3arsrasi (,),

o neduc (-),

e JIaTHHCKUE GYKBHI (a-z)(A-Z),

* KUPWLINYECKUe OYKBHI (a-51)(A-51),
@ e 11ubpEI (0-9).
BBOZ APYTUX 3/IeMEHTOB 3allpelleH.

CrcreMa IpU COXPaHEHWHM aBTOMAaTHYeCKU yaassieT IIpo6eJbl BO3Jjle 3HAKa paBeHCTBA
(=) u samsaroit (,), 3HadeHHe C IIPob6esioM GepeTcsi B ABOMHBIE KaBBIUKW. 3HAUYeHHE

atpubyTa, BBEZIeHHOE CJIeBa OT 3HaKa paBeHCTBA (=), IIepeBOAUTCI B HYDKHUM PETUCTP.

ITpumep:
BBeéHHOE 3HaUEHUE CoxpaHEHHOE 3HaUeHUEe
ou=naice test, dc = example ,dc = org ou="naice test",dc=example,dc=org
ou="naice test",dc = example,dc=org ou="naice test",dc=example,dc=org
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biiok ComocraBiaeHue HMHOpPMAIMM O HOJIH30BaTe/sIX CHUCTEMBI — HACTPOMKA COOTBETCTBUSA
aTpuOyTOB M3 BHEIITHETO MCTOYHWKA IT0JISIM YIYeTHOM 3aITHCH I10Ib30BaTes s cucreMbl B NAICE:

© ATpubyT uMeHuM — aTpuOyT, 3HaUeHKe KOTOPOro OyZeT IIOACTaBJATLCI B IIoJe WMs BHeIHeM
YUYeTHOM 3alIIKCH.

o ATpubYyT GpaMunnu — aTpUOYT, 3HAUEHHE KOTOPOTO OY/IeT IT0/[CTABJIATHCS B II0JIe DaMunus .

o ATpubyT email — aTpuOyT, 3HaUeHHE KOTOPOTO Oy/leT II0[CTaBJIATHCA B IT0JIe Email .

[t cxembl "ACTIVE_DIRECTORY" moJist aTpU6yTOB 3aII0JIHSIOTCI aBTOMATUYECKU:

6 ¢ ATpubyT UMeHU — aTpHuOyT givenName.

e ATpubyT paMUINM — aTPUOYT SN.

e ATpubyT email — aTpuOyT mail.

Ecumm anI/I6YTI:>I B KaTaJiore [yId I10/Ib30BaTe/Id He 3all0JIHEHBI, COOTBETCTBYIOIIHME I10JIA
YHETHOfI 3aIICH OCTaHYTCA ITYCTBIMH.

A Ecmm B KaTasore aTpUOyThl OTCYTCTBYIOT ¥ KOHKPETHOTO I10/Ib30BaTeJIs, IIPU IIPOBEPKe
CBSI3U C CepBepoOM, aKe eCIH ITOJK/II0UeHMe K CepBepy YCIelmHo OyfeT Bo3BpalleHa
ommbKa BUma: HanpeHo "10" cybbekToB, Konu4vecTBo rpynm "3", HO He ypanocb
HaWTu none "mail".

Ilocse 3aroyiHEHWSI BCeX HEOOXOAWMBIX [aHHBIX CTaHeT aKTHBHA KHoIKa "IIpoBepUTH CBSSH C
cepBepom".

I[IpH YCIIEITHOM IIPOBEPKHU CBSI3U C CEPBEPOM ITOSIBUTCS COOOIIIEHME BU/IA:
r ™

P e3yNbTaT NoAKNHHYEHWNA

MNpuesska LDAP K "example.org:389" BLINONHEHa YCNELWHO:
KONWM4ecTs0o NpeadMeTos: "25",

Konu4yecTeo rpynn: "25"

MakCKManbHoe KOMWMYECTBO 3anpallvBacMblx

npegMeTos W rpynn - 25.

AyTeHTMOKMKaUMA netlogon NpoLuna ycnewHo

Pucyrok 194. IIpusaska K LDAP 8bino/iHeHa yCheuwHo

A CoobmuieHre Buza "AyreHTHOUKaIusg netlogon Ipolria YCIENTHO" IIOATBepPIKIaeT
BO3MOJKHOCTh aBTOPHU3AITHH I10JTb30BaTeIeH.
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[Ipu IpoBepKe CoeIMHEeHU 3alIpaliBaeTcs He 60s1ee 25 IpeiMeTOB U TPYIIIL, UTOORI He

A BBI3LIBATH JIUIIHIOI HArPY3Ky Ha cepBep, II03TOMY eC/IM peaIbHBIX I10JIb30BaTe e HIn
IpymnIl 6oJbIlle BCe paBHO Oy/leT II0Ka3aHO YHCI0 "25" - 9TO He CBU/ETEJLCTBYET O
npobiieMe.

/loGaB/IeHIe TPyl IOIb30BaTe e

JlJ11 BO3MO>KHOCTH ayTeHTUQUKAITUHU I10/Ib30BaTesIed CeTH yepes3 BHEIHWN UCTOYHUK
A uneHTUQUKAITUHY 100aBJIeHHe IPYIIIL He SIBJIIeTC 0053aTeIbHbIM.

['PYIIIIBI MOYKHO HUCII0JIb30BAaTh B IIOJIMTUKAX aBTOPU3AI[UH I10/Ib30BaTesIe.

JUI1 WCIIONIb30BaHUS BHEIHEI0 HCTOYHMKA [JI1 ayTeHTHQUKAIlUK II0JIb30BaTesei
cucTeMbl (aMUHUCTPATOPOB) Ha CTpaHHIle «BX0/1 B CHCTeMy» JOOaBJIEHHE TPYIII

0 00s13aTEeJILHO.

Bes rpymi HeBO3MO>KHO HAaCTPOUTH BHEIIHME POoJIH. [IpU OTCYTCTBUHM BHEIIHUX POJIeH
BXO/ B CUCTeMy HeBO3MO>KeH — OyfleT BO3BpallaThCsl OIMOKa «Y Bac HeZ0CTaTOYHO
IIpaB».

Iocste mo6aBiieHUSI UCTOYHUKA UIeHTUQUKAITUU KHONIKa "/lo6aBUTE" ITpruMeT 3HaueHUe "/lasee". Tak ske
MO>KHO BBITIOJTHUTD IIepeX0/] Ha)kaB Ha HaJITHCh (2) I'pyImbl, OTKPOETCs CTpaHUIla:

GD MoNb30BaTENM M YCTPOACTEA > YNpaBNeHUe WAGHTUGUKALUEN > BHELIHUE ACTOUHUKA WASHTUOMKALMA > MS AD

< MSAD

1 OcHoBHble HaCTpOIiKM bR TPynnel 3 ATPUGYTEI
OnuyuoHansHo OnuyuoHaneHo

Latitbie oTcyTCTRYIOT

& 0% 3 Q@MkOB O
+
5}

0 OO S fance

PucyHok 195. Ilycmasa mabauua 2pynn
TabHIia COReP>KUT KOJIOHKH:
® |IMs * - UM TPYIIIIBL.
dJIeMeHTHI yIIpaBJIeHUS:

* 4 -7106aBUTH IPYIIILY.
e [ -ymaauTh BHIGPAHHBIE YeKGOKCOM IPYIIIIEI (HEAKTUBHO, ITOKA He BBIGPaH XOTh OB O/IHA TPYIIIIA).

e / -pemakTUPOBATh TPYIITY (He 0ToOpakaeTcs, IT0Ka He JTo6aBJieHa X0Ts ObI 0/THA TPYIIIIA).
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@ - coxpaHHTB IpymITy ITOC/IEe peLaKTUPOBaHUs (He 0ToOpakaeTcst, T0Ka He HaYaTo PeaKTHUPOBaHUe

TPYIIIIBI).

GD Monb30BaTenM v yCTPOiiCTBa > YNpasneHue WAeHTUOUKALMER > BHELIHUE HCTOMHUKN VAEHTUOMKALMA > MS AD

Q « MSAD
@
Q 1 OCHOBHbIE HACTPOFIKY 2 EEZT:MG 3 é:frcsry;? ]
° 2]
@ + @
& Nmg *
; CN=Admins,CN=Builtin,dc=test,dc=loc x ® 9
@ CN=Users,CN=Builtin,de=test.dc=loc 2
CN=Guests,CN=Builtin dc=test.dc=loc z
B
@
[=]
PucyHok 196. Tabauya epynn 8 pexcume peodaKkmupo8aHus
[Tocite HYKaTUA KHOIIKY -+ OTKPOETCS MEHIO:
® [lo6aBuTb HOBYI0 rpynny - CO3ATh IIPOMU3BOIHLHYIO HOBYIO IPYIIITY.
® BbibpaTb rpynnsl U3 ciyxbbl KaTanoros - 106aBUTH IPYIIIIHI U3 UCTOYHUKA UeHTUPUKAITUH.
/106aBUTH HOBYIO I'PYIIIY
Mma *
@ O
CN=Admins,CN=Builtin,dc=test,dc=loc z
CN=Users,CN=Builtin,dc=test.dc=loc z
CN=Guests,CN=Builtin,de=test,dc=loc z

PucyHok 197. /lJobasumsb HO8YHO 2pynny

B mosiBUBIIeHcs cTpoKe TpeGyeTCs yKasaTb ITPOM3BOJIbHOE MM IPYIIIBL. [Iociae 3artoTHeHUs WMeHH
TPYIIITBI CTAaHET aKTUBHA KHOIIKA COXpaHeHMsL. Tpe6yeTcss HaKaTh e€ JJIs1 10 6aBIeHUS TPYIIITHL
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BbIOpaTh rPyHIIbI U3 CIY>KObI KATa/IOTOB

r

Bbi6paTh rpynnbl U3 cnyx6bl KaTasnoroe
CrMCoK rpynn cayx6bl KaTanoros MOXeT 6biTb MCMNOL30BaH NPK HAacTPoliKe ycNosuid. HaxmuTe "Mony4uTs faHHble", 4To6bl MPOHMTATE WX U3

cAyx6bl KaTanoros.

PunbTp *
. X Mony4nTb faHHble

Mima

JaHHble OTCYTCTBYOT

OTmeHa CoxpaHuTb

PucyHok 198. OkHo eblbOpa epynn

B 1aHHOM OKHe IIpeZiCTaBJIeHbI CJIe/[yIOIe ITapaMeTphI:
® OunbTp * - QUILTP [JIS1 IOMCKA TPYIIIL, 110 YMOJTYAHUIO ¥, MO>KHO BBECTU Ha3BaHIe TPYIIIILL.

® [lony4nTb AaHHble - IIOJYYUTH JaHHBIE C yUeTOM QHIbTpa

BbIbpaTk rpynnbl U3 cnyx6bl KaTasnoros
CRKMCOK TPYNN cAy#6bl KaTanoros MOXET BbiTh MCNOAb30BaH NpPW HACTPOMKE YCNOBWIA. HaxmuTe "Mony4uTh AaHHbIE", YToBbl NPoYMTaTh MX U3

CJ'IY)KGbI KaTanoros.

PunbTp *
3 % Mony4nTb AaHHbIE
[— ] MmA
cn=admin1,ou=roles,dc=test.dc=loc

cn=admin2,ou=roles,dc=test,dc=loc

OTMeHa COXpaHnTb

PucyHok 199. OKkHO 8bl60pa 2pynn noc/ie nosty4eHust OaHHbLX
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TpebyeTcs BbIOpaTh 4eK60OKCOM cyleBa TpebyeMble TPYIIIEI U HAYKaTh KHOIIKY "COXpaHUTh".

n PaHee coxpaHEHHBIE TPYIIIIBL, KOTOPbIe He ObLIM IIOBTOPHO BHIOPAHBI B CITMCKE ITOMCKA,
OyZAyT yZaieHb] IIPU IIOBTOPHOM COXPaHEeHUH APYTHUX BhIOPAaHHBIX TPYIIIT!

JobGaBieHyie aTpHOyTOB

11 BO3MO>KHOCTH aYTEHTI/I(l)I/IKaI_II/II/I yepes BHEIIIHUN HCTOYHUK I/I,I[eHTI/I(l)I/IKaLIHI/I

Io6aBjieHIe aTpHUOYTOB He IBJIIeTCS 00513aTeIbHBIM.
@ ATpuOyTHI MOKHO HCIIOJb30BaThb B IIOJUTHUKAX W MNpoQMIAX aBTOPHU3ALUU
I10JIb30BaTeJIeH.

Ilocse moGaBjeHUS TPYIII MOYKHO Ha)kaTh KHOIIKY "/lajee" BHU3y CIIpaBa sKpaHa. Tak ke MOYKHO
BBIIIOJIHUTH I1€PeX0]] HayKaB Ha HATIUCH (3) ATPHOYTHI, 0TKPOETCS CTPaHUIIA:

BD Monb3osaTenu v ycTpoiicTsa > YnpasneHve uieHTUUKaLMel > BHEIWHME MCTOMHNKA MAEHTUGMKaLMA > MS AD

< MSAD

1 OCHOBHbIE HACTPOUiKM 2 Tpynnu PR Arputyte
Onyuotanere OnymoraneHo

+ @

ws * Tun * BHyTpeHHee nMA * SHaveHye 110 yMONHaHuIo

Laritbie oTcyTCTRYIOT

® O 5 DO kOB O

o 3akpeiTh

PucyHok 200. /lobasaeHue ampubymos

TabIHITa COMEPKUT KOJIOHKH:

* lIMs * - mMg aTpubyra, KoTopoe OymeT oTOOpakaTbcsi B cyioBape LDAP U HCIIOIb30BaThCAd IIPU
HaCcTpOMKe JIOTUYeCKHX YCJIOBUH U IIpouieil aBTOpHU3aliuy. MOXKHO yKas3aTh IIPOM3BOJIBHOE, [T
y06CTBa UCII0JIb30BaHUS.

® Twn * - TUII aTpUOyTa, BO3MOJKHbIE 3HAUEHUS:
© INTEGER - 4MC/JI0BOM,
© IP_4 ADDR -agmpecIPv4,
© STRING - CTPOKOBBIM.
® BHyTpeHHee uMa * - HAMMeHOBaHUe aTpuOyTa B cxeMe Active Directory.

® 3HayeHWe no yMoNYaHWi - 3Ha4YeHHe aTpubyra, KOTOpoe Oy[eT HCII0JIb30BaThbCsd, eCld OHO He
IIoJrydeHo oT Active Directory.

JJIeMeHTHI YIIPaBJIEHUI:

®* 4 -706aBUTHL aTPUOYTEIL
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[ - ymamuTh BBIGpAaHHBIE YeKOOKCOM aTpHUOYThI (HEAaKTHBHO, II0Ka HEe BBIOPAH XOTH OBl OJIHH
aTpuobyT).

e [/ -pemakTUPOBAaTh aTpUOYTHI (He 0TOOpakaeTcss, HoKa He 06aBJIeH XOTs ObI OJ[UH).

* [ - coxpaHUTH aTpUOYT IIOCTAe peJaKTUpPoBaHUS (He OToOpakaeTcsd, II0Ka He Hayvaro
pemaKkTHpOBaHUe).
2 B Monb3osaTen viycTpoiicTea > YNpaBeHVE MASHTUOUKALVE! > BHEIHME VCTOMHNKA MASHTUMKALMA > MS AD
Q < MSAD
@
o r A 6)
© 1 ocuomme i B s
2
@ + ©
@
Vma * Tun * BHyTpeHHee A * 3HaveHYE 110 YMONHaHUI0
&
0 countryCode x STRING - countryCode x ® 9
® description STRING description 4
name STRING name 7
B
@
©
.

PucyHok 201. Tabauya ampubymog 8 pexcume pedaKmupoeaHust

ITocite HaXKaTUA KHOIIKY —+ OTKPOETCA MEHIO:

® [lo6aBUTb HOBLIN aTpMbyYT - CO3IaTh IIPOU3BOJILHBIN HOBBIU aTPUOYT.

® Bolbpatb aTpubyT M3 Crnyxbbl KaTanoros - 106aBUTh aTPUOYT U3 UCTOUYHUKA UIeHTUQUKAITUH.

.
/06aBUTH HOBBIM aTPUOYT
Mma * Tun * BHyTpeHHee UMa * 3HaueHMe M0 yMONUaHMI
STRING v
countryCode STRING countryCode

description STRING description

2N Y O

name STRING name

PucyHok 202. /lobasumsb HO8bLU ampubym
B mosiBUBIIIetics cTPOKe [106aBIeHHS aTpHUOyTa IIpe/CTaBJIeHb] CIe/yIolie ITapaMeTPhL:

® |IMs * - IpOM3BOJILHOE UMA aTpUOyTa, KOTOPOE 6y/IeT 0TOOpaXkaThbCd B CJIOBApe.
® Twn * - TUIl aTpubyTa. BO3MOKHbIE 3HAUEHUS:

O INTEGER - 4YMC/IOBOM,

© IP_4 ADDR -axpecIPv4,

©  STRING - CTPOKOBBIU (110 YMOJTYAHUIO).
® BHyTpeHHee uMs * - IMA aTpUOyTa U3 UCTOUHUKA UeHTUPUKAITUU.

® 3HayeHuMe MO YMOJIYaHWKW - 3HAUeHUe anI/I6YTa, KOTopoe 6y,ueT HCIIOJIB30BATHCA, €CJIM OHO HeE

II0JIy4eHo oT Active Directory.

ITapaMeTphl, 0OTMeUeHHbIe 3Be3/I0UKOU *, 06s13aTeTLHBI JIJIs1 3aT10THEHHS.
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[Tocste 3aro/THEHUSI He0OX0JUMBIX I1apaMeTPOB CTaHEeT aKTUBHA KHOIIKA cCoXpaHeHUs. TpebyeTcsa HaKaThb
eé [ 1o 6aBJIeHUsI aTpUbyTa.

Br10paTh aTpUOYT U3 CIY>KOBI KAaTaJI0r OB

7

Bbl6paTb aTprbyThl U3 cNy>K6bl KAaTaNoroB

ATPUGYTHI 3annceid Cnyx6bl KaTaNoros MoryT BeITb MCMOb30BaHbl B YCNOBUAX NOAWTKK. [laHHbIE aTPUBYTEI 334aK0TCA Ha TekyLeld cTpaHuue. [ina
W3BNEYEHWA aTPUBYTOB U3 CNYXKObI KaTanoros HeobXoAMMO BbINOMAHWTL WX MOUCK, 33/aB YCNOBKME ANA NoUcKa B GUAbTpe. Hanpumep: "cn=*" uiu
"objectClass=person" W T.4. Mo HAXaTWK KHOMKK "MNofyYuTb faHHbIE" ByLET NOAYYeH CMCOK aTPUBYTOB WM WX 3HaYeHWIA. NonyYeHHbIe aTpUbyThl
MOXHO BLIGPATE 1 106ABMTL B C0Baph ANA LaHHOMD UCTOUHMKA WABHTUGMKALMA. [OMHATE, YT 3HAYEHWUA ANA BEIBpaHHbIX aTPUGYTOB GYAYT BUAHb B
Norax Ceccum npy o6paboTKe CBA3aHHbIX 3anpocoB. MoMHWTE, YTo AedonTHbIE 3HAYEHWA aTPUBYTOB 6YAyT MCMOMb30BaTLLA TOMBKO ECAIM B OTBETE
CNyx6bl KAaTaNoroB He YKa3aHo 3HaveHue AnA JaHHOro aTpuByTa. PEKOMEH/AYETCA YKa3bIBATh ONPEAENeHHOE UMA NoMb30BaTeNsA, KOTOPIA COAepHUT
WNCKOMBIE aTPUBYThI W WX 3HAYEHWA, T.K. B MPOTUBHOM Cly4ae aTpubyThl MOMYT HE MOKa3blBaTbCA B PE3YNLTATaX MONCKA.

PunbTp *

cn=* Mony4nTb AaHHble

s Tun 3Ha4eHue

[NaHHble OTCYTCTBYHT

OTMeHa CoxpaHuTb

J

PucyHok 203. Bbel6op ampubymos u3 c/1yxicbbl Kamano2o8

B maHHOM OKHe IIpe/iCTaBJIEH CIeIyIOIIHe ITapaMeTphl:

® OunbTp * - QUIBTP [JII IIOWCKA aTPUOYTOB, II0 YMOJYaHUIO cn=*. B KadecTBe QIIbLTPa MOYKHO
UCII0JIb30BaTh BEIPpXKEHUS <ATpuOyT>=<3HauyeHue>, eCJIM 3HaUYeHMe He Ba)KHO HAI0 yKasaThb *. Ecm
y aTpubyTa ecTb HECKOJIbKO 3HaUeHUH - 0TOOpakaeTcsl TOJIbKO IIepBOe HalleHHOe.

* TonyunTb faHHble - IIOJIyIUTh JaHHEIE C yIeTOM QIIbTpa.

0 Kak 1mpaBmIo, [OIIOJIHUTe/IbHbIe aTPUOYTHI I10JIb30BaTessI 100aBJIIIOTCS II0CJIe TOTO,
KakK UM OyyT 3a7jaHbl 3SHAUeHUs, U [10 3TOT0 UX BHIUUTATh HeJIb3s.

Jta BeIOOpa aTpubOyTOB ™3 MCTOUHHWKA TUIla Active Directory peKoOMeHIyeTcsa
0 WCII0JIb30BaTh aTpPUOyT userPrincipalName wmm sAMAccountName ¢ yKasaHHeM
oIIpe e/IeHHOM Y3, KOTOpast TOUHO COZePsKUT MMIIOPTHUPYeMBbIe CYIITHOCTH. HarrpuMmep:

userPrincipalName=ivan.ivanov@example.org

sAMAccountName=ivan.ivanov

0 JUi1 BbIOOpa aTpUOYTOB M3 HCTOYHUKA THIla LDAP peKoMeHAyeTCd HCII0JIb30BaTh
aTpuOyT, KOTOPHIHA yKas3aH B HACTPOMKe cxeMbl Subject name attribute.
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I[Tocste ITOJTyYeHUs JaHHBIX 110 aTPUOyTaM:

F 3
Bbl6paTb aTprbyThl U3 cNy>K6bl KAaTaNoroB

ATPUGYTHI 3anWceid Cnyx6bl KAaTaNoros MoryT BeITb MCMOb30BaHbl B YCNOBUAX NMOAWTKK. [JaHHbIE aTPUBYTEI 334aKTCA Ha TeKyL el cTpaHuLe. ina
W3BNEYEHWA aTPUBYTOB U3 CNYKObI KaTanoros HeobXoAMMO BbINOMAHWTL WX MOUCK, 33/aB YCNOBKME ANA NoUcKa B GUAbTpe. Hanpumep: "cn=*" uiu
"objectClass=person" W T.4. Mo HAXaTWK KHOMKK "MNofyYuTb faHHbIE" ByLET NOAYYeH CMCOK aTPUBYTOB WM WX 3HaYeHWIA. NonyYeHHbIe aTpUbyThl
MOXHO BbIGPATH W I06ABUTH B COBaPhb ANA JAHHOMD UCTOUHMKA WABHTUGMKALMA. [IOMHUATE, YT 3HAYEHWUA [ANA BhIBpaHHbIX aTPUGYTOB GYAYT BUAHLI B
Norax Ceccum npy o6paboTKe CBA3aHHbIX 3anpocoB. MoMHWTE, YTo AedonTHbIE 3HAYEHWA aTPUBYTOB 6YAyT MCMOMb30BaTLLA TOMBKO ECAIM B OTBETE
cnyx6bl KAaTaNoroB HE YKa3aHo 3HaYeHWe ANA JaHHOMo aTpuByTa. PEKOMEHAYETCA YKA3bIBATD ONPEAENEHHOE UMA MOMb30BATENA, KOTOPLIA COAEPHUT
WNCKOMBIE aTPUBYThI W WX 3HAYEHWA, T.K. B MPOTUBHOM Cly4ae aTpubyThl MOMYT HE MOKa3blBaTbCA B PE3YNLTATaX MONCKA.

PunbTp *
cn=* MNony4nTb faHHble
MmA Tun 3HaueHue
isCriticalSystemObject STRING TRUE
uSNCreated INTEGER 56123
. J

PucyHok 204. OKHO 8bl60pa ampubymog noc.1e noaydeHust 0aHHbLX
TpebyeTcst BEIOpaTh 4eKOOKCOM CjIeBa TpebyeMble aTPpHUOYThI K HAYKaTh KHONIKY "COXpaHUTE".

A PaHee coxpaHéHHBIe aTpHOyTHl, KOTOpPHIe He OBLIM IIOBTOPHO BEIOpaHBI B CIIHCKE
TI0YICKA, OYIyT yAaleHbl IIPU IIOBTOPHOM COXPaHeHUH IPYTHUX BbIOpaHHBIX aTpHUOYTOB!

JAob6aByieHN e HCTOYHUKA HAeHTUuKanuu Tuna Custom

JlaHHBIN TUII UCTOUYHUKA UIeHTUQUKAITUY IIpeJHasHaueH /11 UHTerpanuu ¢ LDAP cepBepoM, KOTOPBIN
MO>KET UMETh IIPOU3BOJIbHYIO CXEMY.

Orpa}mqe}msl peain3anun
EcTh Cileyronyie orpaHuueHUs peajln3aliii B3auMo1ercTBus ¢ LDAP:
¢ TlapoJib IT0JIb30BaTeJId J0JDKeH XpaHUTHCA B ClearText.

* B mMMeHax IoJb30BaTeJed U UX I1apoJBixX AOITYCKArOTCA TOJIBKO JIATUHCKHE CHUMBOJIBI, LII/ICl)pLI, 3HAKH

IIPEeITMHaHMA.

Jlob6aBjIeHHe HCTOYHUKA HAe HTUPHKaIHU

Jlist mo6GaBJIeHUS MCTOUYHUKA HUIeHTHOHUKAITUM HeOOXOAWMO HaKaTh -+ Ha ITaHeJH JeHUCTBUU Hap

TabJIUIIe, II0CJIe YeT0 OTKPOETCS CAeAYIOas CTPaHUIla, Ha KOTOPOM Ha/lo OyeT BEIOpaTh cxeMy CUSTOM :
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GD Monb30BaTeny v YCTPOiCTEa > YNpaBneHye WAEHTUOUKALME > BHELIHUE ACTOMHUKA AEHTUOMKALMA > [JoBasneHVe

« [o6aBneHune

Vma *

onucaHne

B 0% DQkODB O

0/200
BKA04MTE LDAPS O
Cxema MNoakntoueHne CTpyKTypa KaTanora

BbiSepnTe cxemy Admin dn * ® Subject search base * @
CusTOM v

Subject object class * Admin password * Group search base * ®

InetOrgPerson -3

Subject name attribute * Vims xocTa (IP) * @

uid

Group name attribute * Port *

[}

Group object class *

groupOfNames

Group map attribute *

gidNumber

Subject in group attribute *

DISTINGUISHED_NAME

Tpynnsi cogepxar nons3osatenei

(® TMonbsosaTeny coepxar rpynnbl

ConocTaeneHre MHGOPMALMM O MoNk3oBaTensx cucrembl @

Jins cxeme "CUSTOM" nons: atpubyTos
3aM0AHAITCA BpYUHYIO

ATPUBYT uMeHy
ATPUBYT damunian

® ATpu6yT email

NpOBepUTL CBASH C CepBepOM

0 Otmera [EIZEIL

PucyHok 205. OkHO 006as/1eHUst UCmoy1HuUKa udeHmuguxayuu

B maHHOIT GopMe ITpeficTaBIeHbI CJIEVIOIIHE [TapaMeTphI:

¢ B0k OCHOBHBIE HACTPOMKMU:
© lIMa * - HaUMeHOBaHUE UCTOYHUKA UleHTUGUKaIUU. (MaKkcuMaIbHas IJIMHA 10JIS - 64 3HaKOB)
© OnucaHue - OIIHICAaHHE.

* biok CxeMma:

O Bblbepute cxeMy * - cxema aTpUOyTOB HCTOUHHKA HAEHTUQUKAIIUU. 110 yMOdaHUIO BhIOpaHa
ACTIVE_DIRECTORY TpebyeTcsi cMeHUTH Ha CUSTOM, 4TO 6bI BEIGOP 3HAaUEHUU aTPUOYTOB CXEMBI CTaJl
ZLOCTYITHEIM.

© Subject object class * - aTpu6yT, OIIpeIe IO KIacc 110/ Ib30BaTesIel.

[e]

Subject name attribute * - aTpuOyT, OIpeIesIIOIMU WM I10JIb30BaTesd, KOTOPOe OH OyIeT
HCII0JIb30BaTh B KaueCTBe JIOTUHA Ha KJIMeHTCKOM yCTPOMCTBe.

©  Group name attribute * - aTpu6YT, OIIpeIe ITIONTHN UM IPYIIIHI I10/Ih30BaTe IS
© Group object class * - aTpuOyT, OIIpee IO KIacC TPYIIIL.
© Group map attribute * - aTpuGYT, OTIpe/eISIONTIN ITIPUHA/IJIEXKHOCTh K TPYIIIIe:
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[Ipu BrIGOpe I'pyNIbI cofepKaT MOJIb30BaTeIed — 3T0 aTPUOYT TPYIIIEI, KOTOPBIH COIEep KUT
CCHLJIKY Ha €€ yYaCTHUKOB.

= [Ipu BbIGOpe Ilogb30BaTeH coAep)KaT TPyHIIBI — 3TO aTpUOyT II0JIb30BaTessi, KOTOPBIA
COZIep>KUT CChIJIKM Ha TPYIIIEL, B KOTOpPBIe OH BXOAUT. Subject in group attribute * - 3agaer
dopmat (aTpubyT), B KOTOPOM IlepedrcyIeHb] I10/Ib30BaTe/I WIH IPYIIIEI B aTpUbyTe Group map
attribute.

© [pynnbl copepxaT monb3oBaTenen * - BRIGepUTe, eC/IU aTpUOYT IIPHUHA/JIEXKHOCTH I10Ib30BaTesI K
TPyIIIIe HAXOUTCS B aTPUOYTax TPYIIIIHL

© T[lonb30BaTenu copgepxaTt rpynnsl * - BEIOEPUTe, ecI aTpUOYyT IIPUHA/IJIEKHOCTH I10/Ib30BaTes I K
IpyIIIle HAXOJUTCS B aTpUOyTaxX I10JIb30BaTe s

* Biok [IoAK/IIOUEHHE:

© Admin dn * - TaHHBIe aIMUHUCTPATUBHOTO I10JIb30BaTesIA [JI1 B3aumozerictBus ¢ LDAP (B popmate
"cn=admin,dc=example,dc=org").

©  Admin password * - TapoJIb a[MUHHUCTPATUBHOTO I10/IH30BaTesIsL. 110 yMOTUaHUIO He 0TOGpaskaeTcs,
1711 ITPOCMOTpa TPe6yeTcs HaKaTh (8 .

© Imsa xocTa(IP) *-IP-ampec Mau foMeHHOe UM cepBepa LDAP.

© Port * - MOPT NOAKJIIOUeHU (II0 YMOJYaHUIO HUCIIOJIb3yeTCd MOPT 389 /11 He3alUIIeHHOTO WU
636 [1J1 3aIUITEHHOTO IT0K/II0UEHUS).

* Bjok CTpyKTypa KaTaJI0roB:
© Subject search base * - KOHTeKCT [IJIs1 IIOMCKA I10JIb30BaTesIel (IIpeAMeTOB) CJIY>KObl KaTaJIOTOB.

© Group search base * - KOHTeKCT /I IIOMCKA TPYIIII CIY>KObI KaTaJIOTOB.

0O6a mossi uMeloT GopMaT BHJA I[epeurcieHUs uepe3 3alsTyl0 aTpuOyT=3HaueHHWe, HaIllpuMep
dc=example,dc=org wim ou=naice test,dc=example,dc=org.

HapaMETpLI, OTMEeUEeHHbIE 3Be30UKOU * 006s13aTeTbHBI I 3aIIOJIHEHUA.

MakcuMasibHad JIUInHaA 110Ji1 UMsi - 64 3HaKOB, oA Ma xocTta(IP) - 255 3HAKOB, OCTaJIbHBIX I10JIeH - 200

3HAKOB.
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JlolycTiMbIe CHUMBOJIBI IIPKM BBOJe IapamMeTpoB Subject search base u Group search
base:

Ipo6e,

e BOIHBIE KaBBIUKH ("),

* 3HAK paBeHCTBa (=),

e 3amsras (,),

e neduc (-),

e JIaTUHCKHeE OYKBEI (a-2)(A-Z),

* KHUpPWUINYeCKHe OyKBHI (a-51)(A-5),

@ o 11ubpEI (0-9).

BBO/T IPYTHX 3JIEMEHTOB 3aIpeITieH.

CrcreMa IpU COXpaHEHWM aBTOMAaTHYECKU yaassieT IIpo6eJibl BO3Jle 3HAKAa paBeHCTBA
(=) u samsaToit (,), 3HadeHHe C IIPobGesioM GepeTcsi B ABOMHBIE KaBBIUKU. 3HAUYeHHE
atpubyTa, BBeZleHHOE CJIeBa OT 3HaKa paBeHCTBA (=), IIepeBOUTCI B HYDKHUM PETUCTP.

ITpumep:
BBeféHHOE 3HaUEHHE CoxpaHEéHHOE 3HaUeHUe
ou=naice test, dc = example ,dc = org ou="naice test",dc=example,dc=org
ou="naice test",dc = example,dc=org ou="naice test",dc=example,dc=org
e bBiok ComocraBjieHHMe HHpOpMAanUU O II0JIb30BAaTEJISIX CHCTEMbI — HAaCTPOMKa COOTBETCTBUSA

anI/I6YTOB M3 BHEIIMHETO MCTOYHMKaA II0/IIM yquHOfI 3aIlMCH I10JIb30BaTeisd chucreMbl B NAICE:

© ATpubYT WMeHM — aTpUOyT, 3HaUeHHEe KOTOPOTO OyHeT IIOZCTAaBJATHCS B IIOJIe WUMs BHeITHel

YYeTHOM 3aIIKCH.
© ATpubyT damunum — aTpUOYT, SHaUEHKE KOTOPOTo OyIeT IO CTaBIATLCA B I10JIe PamMunus .

0 ATpubyT email — aTpuOyT, 3HaUeHHE KOTOPOTO Oy/leT II0[CTaBJIAThCA B IT0JIe Email .

[ToJis IBJISTIOTCSI HEeoOs13aTeIbHBIMHU. Eciin anI/I6YTLI He yKa3aHbl WM B KaTaJIore OJIsd
I10JIb30BaTeJ/Iid OHU He 3all0/JTHEHBI, COOTBETCTBYIOIIKE I10JIA Y‘{eTHOfI 3aIICH OCTaHYTCA

IIyCTBIMMH.

A Ecumn arpuOyThl yKasaHbl B HAaCTPOMKaxX, HO B KaTajJore OHH OTCYTCTBYIOT ¥
KOHKPETHOI0 II0JIb30BaTesid, IIPU IIPOBEpKe CBASHM C CEpBepoOM, [JaKe ewIHd
IOJKIIIOUeHHE K CepBepy YCIIeIHo, OyzeT Bo3BpallleHa oIlvbka Bujga: HavwpeHo "10"

cybbekToB, KonMyecTBo rpynn "3", HO He yaanocb HauTu none "mail".
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Ilocsie 3arloyiHEeHUSI BCeX HEOOXOQUMBIX [TaHHBIX CTaHET aKTUBHA KHoIKa "IIpoBepUTH CBSA3b C
cepsepoM".

I[Ipu yCIIEINTHOM IIPOBEPKHU CBSI3U C CEPBEPOM ITOSIBUTCS COOOIIIEHME BU/IA:

F M

P e3yneTaT NogKn4veHA

MNpuBAsKa LDAP k "example.org:389" BbINONHEHA YCNELWHO:
KOMMYeCTBO NpeiMeToB: "25",

KONM4ecTso rpynn: "25".

MakcKMManbHOe KONMYeCTBo 3anpallBaemMblx

npegMeTos W rpynn - 25.

AyTeHTUdKMKaLKMA netlogon Npolna ycnewHo

LW J

Pucyrok 206. IIpussaska Kk LDAP 6blno/IHEHA YCNeUuHO

BBI3BIBATH JIMIITHIOIO HATPY3KY Ha CEPBEP, II03TOMY €C/IX peaIbHbIX II0JIb30BaTeJer N

g [Ipu IpoBepKe coeqMHEHN 3allpalBaeTcs He 6oJiee 25 IpeMeTOB U IPYILLL, UTO OBbI He
IpyIII 60JIbIMIe Oy eT II0Ka3aHo YrcIo "25" - 3T0 He CBU/IETe/ILCTBYET 0 IIpobiieMe.

JloGaBJIeHye IPyIIII I0JIb30BaTe e

JlJ11 BO3MO>KHOCTH ayTeHTUOUKAITUU I10/Ih30BaTe/Iel CeTH Uyepe3 BHEIHUH UCTOUHUK
A UJIeHTUQUKAIMH [106aBJIeHHe TPYIIIL He SIBJIIeTCS 006513aTe/ b HbIM.

['pyIIIIBI MOYKHO HUCII0JIb30BATh B IIOJIMTUKAX aBTOPU3AIUH I10/Ib30BaTesIe.

[Ip1 HCII0JIb30BAaHUM BHEIIHEr0 MCTOYHUKA JJIs1 ayTeHTHUQUKAITUHM I10JIb30BaTesei
cucTeMbl (aMUHUCTPATOPOB) Ha CTpaHMIle «BX0/ B cuUCTeMy» [J00aBjIeHHe TpyIIl

0 00513aTeJIBLHO.

Bes rpymir HeBO3MO>KHO HAaCTPOUTH BHEIIHME PoJIH. [Ipy OTCYTCTBUHM BHEIIHUX POJIeH
BXO/[ B CUCTeMy HeBO3MO>XeH — OyZleT BO3BpallaThCsl OIIMOKa «Y Bac HeZ0CTaTOYHO
IIpaB».

ITocste mo6aBileHUSI UCTOYHMKA UIeHTUQUKAITUNU KHOIIKa "/lo0aBUTE" IIpuMeT 3HaueHUe "/lasee". Tak >xe

MO>KHO BBITIOJTHUTD ITEPeX0/T HaskaB Ha HaJ[ITHCh (2) [pynmbI, OTKPOETCSI CTPAHUITA:
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2. BD Monb30BaTen v ycTpoiicTea > YNpaBieHite UAEHTUOUKALVE! > BHEIHYE UCTOUHVKA MABHTUONKALMA > MS AD

< MSAD

1 OcHoBHbie HaCTPOIKU rpyn"bl 3 ArpusyTH

OnuvonansHo OnuvomansHo

Nms *

JakHble oTCyTCTRYIOT

Q
@
Q
&
@ + @
@
b
o
@

o EEI O fanee

PucyHok 207. Ilycmasa mabauua 2pynn
JJIeMeHTHI YIIPaBJIEHU:

* -+ -7106aBUTH IPYIIILY.

* {ij -ymamuTh BEIOpaHHBIE UeKGOKCOM IPYIIIIBI (HEAKTHBHO, II0Ka He BhIGpaHa X0Th OfIHA TPYIIIa).

[Tocte HAYKATHUSI KHOIIKY -+ OTKPOETCS MEHIO:

* [lo6aBWTb HOBY0 Fpynny - CO3[ATh IIPOU3BOJILHYI0 HOBYIO TPYIIILY.

® BuibpaTb rpynnbl U3 ciyxbsl KaTanoros - J06aBUTH IPYIIITHI M3 UCTOUYHUKA U eHTUPUKAITHH.

/A 06aBUTH HOBYIO I'PYIIITY

Vma *

CN=Admins,CN=Builtin.dc=test.dc=loc

CN=Users,CN=Builtin,dc=test.dc=loc

2N Y O

CN=Guests,CN=Builtin,dc=test.dc=loc

PucyHok 208. lobasumsb HOBYHO 2pynny

B mosBuUBIIIeNca CTpoKe TpeGyeTcsl ykasaThb IIPOM3BOJILHOEe HMs IpyHIibl. Ilocsle 3aroJIHEeHUST UMeHHU
TPYIIIIBI CTaHET aKTUBHA KHOIIKA COXpaHeHUsL. Tpe6yeTcss HaXKATh e JJIs1 10 6aBJIeHHUS TPYIIITEL
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BbIOpaTh rPyHIIbI U3 CIY>KObI KATa/IOTOB

r

Bbi6paTh rpynnbl U3 cnyx6bl KaTasnoroe
CrMCoK rpynn cayx6bl KaTanoros MOXeT 6biTb MCMNOL30BaH NPK HAacTPoliKe ycNosuid. HaxmuTe "Mony4uTs faHHble", 4To6bl MPOHMTATE WX U3

cAyx6bl KaTanoros.

PunbTp *
. X Mony4nTb faHHble

Mima

JaHHble OTCYTCTBYOT

OTmeHa CoxpaHuTb

PucyHok 209. OkHo 8blbopa 2pynn

B 1aHHOM OKHe IIpe/iCTaBJIeH CIe/IyIOIIe ITapaMeTphl:
* OunbTp * - QMUILTP [JIS1 IOMCKA TPYIIIL, 110 YMOJTYAHUIO ¥, MO>KHO BBECTU Ha3BaHMe TPYIIIILL.

® Mony4nTb AaHHble - IIOJYYUTH JaHHBIE C yUeTOM QIIbTPA.

BbIbpaTh rpynnbl U3 cnyx6bl KaTasnoros
CRKMCOK TPYNN cAy#6bl KaTanoros MOXET BbiTh MCNOAb30BaH NpPW HACTPOMKE YCNOBWIA. HaxmuTe "Mony4uTh AaHHbIE", YToBbl NPoYMTaTh MX U3

CAyx6bl KaTanoros.

PunbTp *
g % Mony4nTb AaHHbIE
[— ] A
cn=admin1,ou=roles,dc=test.dc=loc

cn=admin2,ou=roles,dc=test,dc=loc

OTMeHa COXpaHnTb

PucyHok 210. OKHO 8bl60pa 2pynn noc/ie nosty4eHust OaHHbLX
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TpebyeTcs BbIOpaTh 4eK60OKCOM cyleBa TpebyeMble TPYIIIEI U HAYKaTh KHOIIKY "COXpaHUTh".

A PaHee coxpaHEHHBIE TPYIIIIbL, KOTOPHIe He ObLIM IIOBTOPHO BHIOPAHBI B CITMCKE ITOMCKA,
OyZAyT yZaieHb] IIPU IIOBTOPHOM COXPaHEeHUH APYTHUX BhIOPAaHHBIX TPYIIIT!

JobGaBieHyie aTpHOyTOB

JUI1 BO3MO>KHOCTU ayTeHTUOHUKAIIMK Yepe3 BHEITHHH HCTOYHHUK HAeHTUQUKAITIN
@ Io6aBJieHMe aTPHUOYTOB He SIBJIIETCS 00513aTeTbHBIM. ATPHOYTHI MOYKHO HCII0JIH30BaTh B
ITOJTUTUKAX U PO QIIISIX aBTOPU3AITUH I10JIb30BaTe e .

ITocse nmoGaBJieHWs TPYIIII MOYKHO HaKaThb KHOIIKY "Jlasiee" BHH3Y cIIpaBa 3KpaHa. Tak ke MO>KHO
BBIIIOJIHUTE I1epexo/; HavKaB Ha HaJIIUCh (3) ATpHOYTBI, OTKPOETCI CTPaHUIIA:

2 B Monssosarenn viycrpoiictea > YnpasieHvie MASHTUOUKALVER > BHEIWHME MCTOMHNKA MASHTUGMKALMA > MS AD

< MSAD

1 OCHOBHbIe HACTPOFKY 2 Fpynnel g:;:mswu

omyworanere el onuonancro

ws * Tun * BHyTpeHHee MA * SHaveHye 110 yMonHaHuio

Latitbie oTcyTCTRYIOT

Q
@
=)
2
] + @
®
&
o
@

o 3aKpsiTh

PucyHok 211. /lobasaeHue ampubymos
JJIeMeHTHI YIIPaBJICHUS:

* 4 -n06aBUTH aTPUOYTHI.

* [ -ymaauTh BRIOpAaHHBEIE YeKOOKCOM aTPUOYTHI (HEAaKTHBHO, IT0KA He BBIOPAH XOTh OMH aTPUOYT).

ITocsie HXKATHUA KHOIIKY -+ OTKPOETCSI MEHIO:

® [lo6aBuTb HOBbIN aTpubyT - CO3LaTh IIPOK3BOIbLHBIN HOBBIM aTpPUOYT.

® Buibpatb aTpubyT M3 Cnyxbbl KaTanoros - 00aBUTH aTPUOYT U3 UCTOUHUKA ULeHTUPUKAITUH.

/106aBUTH HOBBIM aTPUOY T

Ymis * Tan* BHyTpeHHee uMA * SHaueHVe N0 yMONHaHM0
STRING - @
countryCode STRING countryCode

description STRING description

Y Y O

name STRING name

Pucynok 212. lJobagumsb HO8bLL ampubym

B mosiBUBIIIETCS CTPOKe /106aBIeHUS aTPHUOYTa IIPe/CTaBJIEHb] CIe/YIOIIe ITapaMeTPhL:

® IiMa * - TPOM3BOJILHOE UM aTPHUOYTa, KOTOPOe Gy/IeT 0TOGpaykaThCs B CJIOBApe.
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Tun * - T atpubyra. BosMo>KHbIe 3SHaUeHU:
© INTEGER - 4MC/JIOBOM,
© IP_4 ADDR -azmpecIPv4,
© STRING - CTPOKOBBIH (II0 YMOJIUaHHUIO).
® BHyTpeHHee uMs * - M aTpUOyTa U3 UCTOUHUKA UeHTUPUKAITUU.

® 3HayeHWe No yMoNYaHuo - 3HAUYeHHe aTpubyTra, KoTopoe Oy[eT MCII0JIb30BaThC, €CJIM OHO He
II0JIy4eHo oT Active Directory.

ITapaMeTphl, 0OTMeUeHHbIE 3Be3/I0UKOU *, 06s13aTeTLHBI JIJI51 3aT10THEHUSI.

ITocste 3ar10/THEHUS HEOOXOJUMBIX IIapaMeTPOB CTaHEeT aKTUBHA KHOIIKA coxXpaHeHUs. TpebyeTca HaKaThb

eé 11 mo6aBIeHUd aTpuOyTa.

BeIOpaTh aTpHOYT M3 CJIY>KOBI KATaJI0I 0B

P

BbibpaTb aTpubyThl M3 cNyxX6bl KaTaNoroe

ATPUBYTEI 3anucei cnyxbbl KaTanoros MoryT BbITb UCNOAb30BaHbI B YCAOBWAX NOAWTUK. JaHHble aTpuBYThl 3a4at0TcA Ha Tekylweld cTpanuue. s
M3BNEYEHWUA aTpWMBYTOB U3 CAYXBbl KaTaNoros HeobXoAMMO BbIMOAHWTE X NMOUCK, 3a8JaB yCIoBMe Ana noncka B GuasTpe. Hanpumep: "cn=*" nau
"objectClass=person" u T.4. Mo HaxaTWUK KHOMKK "Mony4YnTb AaHHBIe" ByAeT NonyYeH CNMCOK aTpUBYTOB W WUX 3HaYeHWA. MonyyYeHHble aTpUbyThl
MOXKHO BblBpaTh 1 Jo6aBKTh B CN0Bapb ANA AaHHOro MCTOMHWKE MAEHTUGMKALMMW. TIOMHUTE, YTO 3Ha4YeHna ANA BblbpaHHbIX aTpUbyToB ByAyT BUAHLI B
norax ceccli npy obpaboTke CBA3aHHbBIX 3anpocos. MoMHITE, YTo gedonTHbIE 3Ha4EeHWA aTpUBYTOB ByAyT MCNONb30BATLCA TONBKD ECIWM B OTBETE
cnyx6bl KaTaNoroB He YKa3aHo 3Ha4eHWe AnA AaHHoro aTpubyTa. PeKoMeHyeTca yKkasbiBaTb ONpeaeneHHoe UMA NoAb30BaTend, KOTOpbIfA CogepxuT
WCKOMBIE aTPMBYTHI 1 MX 3HA4eHWA, T.K. B MPOTMBHOM CNyYae aTpuByThl MOMYT He NOKa3biBaTbCA B pe3y/ibTaTax Moucka.

PunbTp *

cn=* Mony4nTb AaHHble

Mima Tun SHa4eHWe

[aHHble OTCYTCTBYIOT

OTMeHa COXpaHUTb

4
PucyHok 213. Bblbop ampubymos u3 c/1yxcbbl Kamasio208
B aHHOM OKHe IIpe/ICTaBJIeH CIeAYIOIHe ITapaMeTphL:

® OunbTp * - QUIBTP [/ IOWCKA aTPUOYTOB, II0 YMOJYAaHUIO cn=*. B KadecTBe QUIbTpPa MOYKHO
HCII0JIb30BAaTh BBIPKEHUA <ATpnbyT>=<3HaueHue>, eCId 3HaUeHHe He B)KHO HaJ0 yKasaThb *. Eum
y aTpubyTa eCTh HECKOJIbKO 3HaUeHUH - 0TOOparkaeTcsl TOJILKO IIepBoe HatileHHOe. [Ipy BBIITOJTHEHUH
rorcka B LDAP, Kak IIpaBUJIO, MOJKHO yKasaTh uid=* muam givenName=*.

® TonyuYnTb faHHble - ITOJIYIUTh JaHHEIE C yIeTOM QIUIbTpa.

ITocite II0JIYYE€HUA JaHHBIX I10 anI/I6YTaMZ
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Bbl6paTb aTprbyThl U3 cNy>K6bl KAaTaNoroB

ATPMBYTHI 3anu1ceid cnyx6bl KaTanoros MoryT 6eiTe UCNOL30BaHbl B YCNOBUAX NOAUTKEK. JaHHble aTpMByTl 334aH0TCA Ha Tekyl el cTpaHnue. Ana
WM3BNEYEHNA aTPUBYTOB U3 CNy*6bl KaTaNOroB HEOBXOAMMO BEIMOMHUTE WX MOWCK, 33438 YCNOBUE ANA MOUCKa B GUAbTpe. Hanpumep: "cn=*" uaum
"objectClass=person" 1 T.4. Mo HaXaTWUH KHOMNKK "ToNy41Tb AaHHbIe" BYLeT NoyYeH CNWCOK aTPUBYTOB M WX 3Ha4eHWA. Mony4eHHble aTpybyThl
MOXHO BbI6paTh 1 A06aBMTb B CN0Bapb AN AaHHOM MCTOMHKKE WAEHTUOMKALKWA. MOMHITE, YTO 3Ha4EHWUA ANA BbIGPaHHbIX aTPWEYTOB 6yAYyT BUAHEI B
norax ceccu Npy 06paboTKe CBA3aHHbBIX 3aNpoCcoB. NMoMHWUTe, YTo gedonTHble 3HaYeHUs aTpUByToB ByAYT MCNONB30BaTLCA TONBKO EC/M B OTBETE
cnyx6bl KaTanoros He YKa3aHo 3Ha4veHKe ANa JaHHOro aTpybyTa. PeKOMeHAYeTCA YKa3blBaTb ONpejeneHHoe UMA NoNb30BaTeNs, KoTOPbIA CogepxuT
WCKOMBIE aTPUBYTEI M MX 3Ha4eHWs, T.K. B MPOTWUBHOM Cly4ae aTpMBYThl MOMYT He NOKa3blBaTbCA B Pe3yNsTaTax Nonucka.

PunbTp *
cn=* Mony4nTb faHHble
mA Tun 3HaqeHKne
isCriticalSystemObject STRING TRUE
uSNCreated INTEGER 56123
. y

PucyHok 214. OKHO 8bl60pa ampubymog noc.1e noay4eHust 0aHHbIX
TpebyeTcs BeIOpaTh 4eKOOKCOM c1eBa TpebyeMble aTpUOYTHI M HaXKaTh KHONIKY "COXpaHUTH".

n Panee coxpaHéHHBIe aTpUOyTHl, KOTOpPhle He OBLIM ITOBTOPHO BHIOpaHBI B CIIHCKE
TI0YICKA, OyyT yZaeHbl IIPU IIOBTOPHOM COXPaHeHUH JPYTHUX BbIOpaHHBIX aTpUOyTOB!

Pe/:[aKTnp OBaHHE HCTOYHHKA I/I,Z[eHTI/I(l)I/IKaI.[I/II/I

191 pefaKkTUPOBaHUS paHee [00aBJIEHHOIO0 HCTOYHMKA HAEHTHUQUKAIIMM Ha CTpPaHHUIlE IIPOCMOTpa

H606X0,I[I/IMO Ha’XaTh Ha UM HCTOYHHKA B Ta6JIPIHeI

Mma P
LDAP

M5 AD

PucyHok 215. I'unepcculaka Ha CmpaHuyy pedakmupo8aHust BHeWHe20 UCMOUHUKA UdeHmug@ukayuu

IIocste sToro OTKPOETCA CTpaHUITa PEJAaKTUPOBAHUA HCTOYHHUKA, aHAJIOTHYHAA CTPaHUIIEe ,E[OﬁaBJIEHI/IHI
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GD Monb30BaTeny v YCTPOiCTEa > YNpaBneHUe WAEHTUOUKALMEN > BHELIHUE ACTOMHUKA VAEHTUOMKALMA > MS AD

« MSAD

Vma *

MS AD

onucaHne

S Active Directory

BKA04MTE LDAPS O

Cxema

BbiGepnTe cxemy

cusTOM

Subject object class *

Person

Subject name attribute *

userPrincipalName

Group name attribute *

19/200

MoakntoueHne
Admindn * @
uid=admin,ou=system

CmermTb Admin password
Uwms xocta (IP) * @

216.133.112.166

Port *
389

5 Teynna

Onuyuoransrio

CTpyKTypa KaTanora

Subject search base * @
DC=test,DC=loc

Group search base * ®

DC=test,DC=loc

3 Aoy
itona

[}

Group object class *

group

Group map attribute *

memberOf

Subject in group attribute *

DISTINGUISHED_NAME

Tpynnsi cogepxar nons3osatenei

(® TMonbsosaTeny coepxar rpynnbl

ConocTaeneHre MHGOPMALMM O MoNk3oBaTensx cucrembl @

Jins cxeme "CUSTOM" nons: atpubyTos
3aM0AHAITCA BpYUHYIO

ATPUBYT uMeHy
ATPUBYT damunian

® ATpu6yT email

MpoBepuTL CBsish ¢ cepBepom

0 EEVCIR N /lanee

PucyHok 216. CmpaHuua pedakmupo8aHust UCMOYHUKA udeHmuguxkauuu

[t cMeHBI Admin password i [apons KoMnbloTepa HeOOXOJAWMO aKTUBUPOBATH IlepeKJIrdaTellb
"CmeHuTh Admin password" / "CMeHUTH ITapoJIb KOMIIBIOTEpA", II0C/Ie Yero BBECTH KeJlaeMbIU ITapoJIb

B COOTBETCTBYHOIIIEE II0JIE.

ITocsie BHeCeHU U3MeHeHUH Ha)KMUTe KHOTIKY "CoXpaHuTh". KHOIIKa CKPHITa, IT0Ka He OyIeT n3MeHeHO
X0Ts O6bI OTHO TI0JIE.

Kuormka "OTMeHa" 0CyIIeCTBIIAET COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXOTHOTO COCTOSHUSL.

ViaajleHHe HCTOYHHKA HAeHTHHUKAIHH

U1 ymaseHUs1 OJHOTO WM HECKOJHKUX WCTOUHUKOB UIEHTHUUKAITUM HeOoOXOAWMO Ha CTpPaHUIlE
IIPOCMOTpA Uepe3 UeKO0KC BBIOpaTh HEOOXOAMMbIe UCTOUHUKHY U Ha ITaHeJH A e¥cTBUM HaJ| TabauIeit

HaKaTb Ha [ii] .
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J B Mon3osaTeny v ycTpoiicTaa > YNpagneHue UAeHTUOMKALMEN > BHELHUE NCTOUHUKA HACHTUOUKALMA

YnpasneHue ngeHTndukalmei

Monbsosatenu et [pynnbi nonbsoBaTeneii cen  DHANOMHTBI  [PYNMbi SHATOMHTOB  BHEWHME MCTOMHUKM MASHTAGMKALMM  Lienoukn naeHTMdMKaLuii

+ @ © Q Mowmc

Wua TVn MCTOMHMKa Onucate
LDAP Loap OpenLDAP

Ms AD LDAP MS Active Directory

® O P DOk OB O
[ ]

€]

BbIGpaHo 3neMeHTOB: 1113 2

PucyHok 217. Bbl60p UCMo4HUK08 015 yoa1eHUs

A [Ipu yrajeHUH BHEITHEro MCTOYHUKA TakoKe OYAYT yIalIeHBl Bce BHEIIHUE yJYeTHBIE
3aIlHCH I10JIH30BaTeIeH ITI0JTyIeHHBIE U3 3TOT0 UCTOYHHKA.

VaseHre BHEIITHETO UCTOYHUKA TPeOyeT IO TBeP K eHUST:
r N
{\ NogTeepxaeHue aelcTBNA
[laHHBIe NCTOMHKMKA ByayT yTepAHbl. Takxe bygyT

YadneHbl BCe BHELWWHWE YYETHBIE 3anMci
NoAb3oBaTengil CUCTEMBI nony4YeHHbI2 U3 3TOMO

WMCTOYHKMES.

. J
PucyHok 218. IToomeepaicdeHue yoaneHUst BHeWHe20 UCMOYUHUKA

ITermouky ueHTH QMK a i

HexoTopble QyHKITUM, OIIMCaHHBble Ha JAaHHOM CTpaHUIlE, JOCTYIIHBI TOJBKO IIPH
e HaJIMYMU paclIMpeHHON JmIeH3ud. Takue QyHKIIUH II0MeYeHBI CIeldaJlbHbBIMHU
MeTKaMH B BH/ie ITBETHBIX 3HAaUKOB PSI0OM C HAUMEeHOBAaHHEM.

Omucanue

ITenouku udeHmu@uxkayuil (IIETI0OYKHM WCTOUHUKOB HeHTHU(PUKAITUI) HCIOJb3YIOTCI B ITOJUTHKAX
ayTeHTHUQUKaIUU IIpU HacTporike ITosmtrku RADIUS u [Tosmtuky TACACS+. OHUM OIIpefiesisiioT, B KaKUX
HUCTOYHUKAX U B KAKOM UX IIOPs/IKe UCKATh I10JIb30BaTesIel IIpU ayTeHTUQUKAITHH.

B KayecTBe MCTOYHUKOB II0JIb30BaTeJsIel IIOAep>KaHbl BHYTPeHHs 0asa [JaHHBIX II0JIb30BaTeerd U
BHEIIIHNE UCTOUHUKU UJeHTU UK, Takue Kak MS AD u OpenL.DAP.

ADVANCED Wit HOpT&JIBHOfI ABTOPH3allMK B KadeCTB€ HMCTOYHHMKOB OOIIOJIHHUTEJIbHO HCIIOJIbL3YIOTCA

HUCTOYHUKHU [loJib30BaTes/ I IIopTasia 1 T'ocTeBbIe SHATIOUHTEI.
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IIpocMOTp enoueK uAeHTHGUKaI Ui

2 [BD Mons3osaTenu v ycTpoiicTea > Ynp: A > Llenouku uaew

Q  YnpaeneHue naeHTnduKaumen

) Monbsosatenu cetv  pynnbl nonb3osaTeneii ceT  DHANOWHTBI  [PYNNbI SHAMOMHTOB  BHELWHWE UCTOUHUKI MACHTUGUKALMM
Q

B 0EE

@ Wma Onucarme

o Default sequence &

@ my_first_sequence

0 Portal auth sequence &

@

€]

40 Bcero anemenToB: 3

Lenoukm uaeHTdnKaLMi

VICTOuHAKI MeHT NdKaLM
Internal DB
Internal DB

Guest endpoints, Portal

PucyHok 219. Ilpocmomp uenovexk udeHmugpukauuu

Ha mjaHHOM CTpaHUIle COMEP>KUTCS Tab/IUIla CO CIIUCKOM BCeX IelI0UeK U eHTUQUKAITHH.

TabIrIia coeP>KUT KOJIOHKH:

® |IMf - Ha3BaHNe [1eII0UKU.

© (& -/laHHAas CYLIHOCTD SIBJIIETCS CUCTEMHOM U HeflOCTYITHA JI/I YA aIeHUSL.

* Tun - TUIl I[eIIOYKU HAeHTUOUKaIMU. Bo3MoXHBEI 3HadueHus "Co3maHa afMHUHUCTPATOPOM" UJIHA

"CucreMHasd'".

® (OnucaHue - IIPOXU3BOJIbHOE OITMCaHM e ITEeII0 YKH.

® JICTOYHMKKM WOEHTUPMKaUUKM - CIHMCOK HCTOYHHKOB YYE€THBIX [daHHBIX I10JIb30BaTeJIeH, KOTOpkbIE

HaCTPOEHEI B ﬂaHHOI;'I ITIEeIIOYKE.

B03MO>KHA COPTHPOBKA B IIPSIMOM U 0GPAaTHOM IIOPSIIKE 110 KOJIOHKaM UMsi 1 Onucaxue . [I0 yMOTUaHUIO

COPTHPOBKA BBIIIOJIHSETCS B IIPSIMOM (a71GaBUTHOM) IOPSIIKE I10 TI0JI0 UMs .

JJIeMeHTHI YIIPpaBJIeHUA:

e 4+ — Jlo6aBUTH HOBBIM 3JIEMEHT.

5 — OOHOBHUTH JaHHEIE TaOTUITEL.

@ — ViaauTh BLIﬁpaHHBIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BLI6paH XO0Th OJHH 3JIEMEHT).

° — YekOOKC, KOTOpI:IfI OTBEYaAEeT 3a BLI60p 3JIEMEHTOB [IJI1 BBIIIOJTHEHHUS Ja/IbHEUIINX TeHCTBUI

(HammpumMep, yaIeHus).

/N — U3MeHHUTD TEKYIIHIT IOPS{0K COPTUPOBKHL.

e (O Monck — BHINOJIHSET PErUCTPOHE3ABUCUMYI0 QUILTPAIIMIO 110 BCEM KOJIOHKAM: 0TO6PayKaroTCs
TOJIBKO 3aIIHCH, Y,0BJIETBOPSIOIIE YCIOBUIO QHIIbTPALTHH.

0 Hesb 351 mepenMeH0BaTh WJIH YAAJIUTL CHCTEMHBIE ITeTI0YKH U eHTUPHKAITHH: "[Default

sequence, Portal auth sequence]"

219



/lobaBIeHHE IIENMOYKH HAeHTH QUK U

[t mo6aBeHUS IeNOYKU HOeHTUQUKallUuii -+ B JIEBOM 4YacTH [OJII HaJ TaOIUIleld CTPaHUIIbI

IIPOCMOTPA, OTKPOETCA CIeIyIoIiasi CTpaHHIla:

B) NonssosaTent v ycTpoiicTsa > Ynpasnenue wgeHTunKkaumeli > Lienoukn ngeHTdukaLwii > AoSasnerue

1

< [o6aBneHve

Wms *

Cucremuas

C03AaHa aAMUHUCTPaTOPOM

Onucaime

& 0% D0k OB O

0/200

AyTenTuduKaLums no cepTruKary
MICNoN5308aTh AN MASHTMOUKALMA ATPUEYT CEpTAGHKATA
Tun *

CNVCOK MCTOYHWKOB ayTEHTUGUKALMN

AocTynubie Vcnonbsyemsie *

i Internal DB He Bbi6paro

i Endpoints -

it Portal

# Guest endpoints

PucyHok 220. CmpaHuua dobas.1eHusl uenovuku

JIJ1s1 3aT10JTHEHUS [IOCTYITHBI CJIeTYIOINIHe TTapaMeTphL:

® M * - HazBaHUe IIeII0YKHU. MaKcuMaIbHas AJIruHa - 100 CHMBOJIOB.

®* Tun - TUII [eIIOYKH HIeHTHOUKAIIUN. Bce BPYUHYIO CO3MaHHBIE IIEIIOUKHA HUIeHTUPUKAIIUU UMEI0T
3HaueHue "Co3aHa afMUHUCTPATOPOM", USMEHUTD €TI0 HeJIb 3.

® OnucaHue - IIPOU3BOJILHOE OIIMCAHUeE ITeII0YKU. MaKcuMasIbHas JJIHHA - 200 CHMBOJIOB.

HapaMeTpLI, OTMeUYeHHbIe 3B63,I[0‘-IK0171 *, 00s13aTe/IbHbBI [JId 3aIIOJIHEHUA.
AyTeHTHGMKAIMS IO cepTUPUKATY

A JlaHHag HacTpo¥MKa MOJKeT OBITb MCIIOJIb30BaHA TOJIBKO IIPHU ayTeHTUQUKAIUU
I10J1b30BaTeJIs I10 ITpoToKoJy EAP-TLS.

B [aHHOM pasfese HacTpauMBaeTCd IIPOBEpPKa COOTBETCTBUS BBIOPAHHOIO IIOJA CepTH(UKaTa
10JIb30BaTeJIA aTPUOYTY B UCTOUHUKE U eHTUQUKAITUU. BrIOpaHHOe 3HaUeHUe aTpubyTa U3 cepTudUKaTa
I10JIb30BaTeJIsI CPABHUBAETCS C aTpUOYyTOM I10JIb30BaTe s, YKasaHHBIM B I10J1e "Subject Name Attribute” Bo
BHEIITHEM MCTOYHUKe HIeHTHQUKAUW. B ©Iydae WCIOJIb30BaHUSI BHYTPEHHET0 MCTOYHHKA
unentudukanuu (Internal DB) cpaBHeHMe BBINIOJHIETCI CO 3HaUeHHEM yKasaHHBIM B Iiojie "JloruH"
I10JIb30BaTeJIs.

cnonb3oBaTb AN MOoeHTUPUKaLMWM aTpubyT cepTuPMKaTa - BKJIIOUaeT BO3MOYKHOCTh BbIOOpa aTpUOyTa,
KOTOPBIY Gy/leT UCII0JIb30BaThCS /IJI1 IPOBEPKU B KaueCTBe MMEHU I10JIb30BaTessd. IIpy OTK/IIOUeHHOM
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HaCTPOMKe WUCIIOJIb3yeTcsd 3HaueHWe arTpubyra User-Name wu3 RADIUS-3ampoca ayTeHTHQUKAITUN
I10JIb30BaTeJIs.

[Tocste BKIIOUEHHS HACTPOMKHU CTaHET JOCTYITHBIM I10J1e ATpubyT .
® ATpubyT - II0JIE B cepTUUKATE, Co/iepsKalliee aHHbIe I UIeHTUQUKAITAH I10JTh30BaTeJIs.
[ToJie MOYKET IIPHUHUMATD CJIEYIOITHE 3HAUEHHST:

® Subject - Common Name

® Subject - Serial Number

® Subject

® Subject Alternative Name - Email
® Subject Alternative Name - DNS

® Subject Alternative Name - UPN

CIIMCOK HCTOYHHUKOB W€ HTUPUKAIHH

B sToM pa3sfesie BEIOHPAIOTCI UCTOUHUKY ayTeHTUQUKAITUH, KOTOPbIe 6yyT UCII0/IH30BaThCs.

e ZlO0CTYITHOCTb HEKOTOPBIX UCTOUYHHUKOB 3aBUCUT OT YPOBHS TEKYIIeH JIUIIEH3UHU.

® [locTynHble - CIIMCOK BCeX UCTOUYHUKOB, QOCTYITHBIX IJIA BBIﬁOpa.

® licnonb3yeMble - CIMCOK MCTOUYHHUKOB, KO TOPBIE 6y,ILYT IIPUMEHATH CA IJI1 aYTEHTI/ICl)I/IKaLII/II/I.

. e
Z[]IH BbI60pa HCTOYHHKA YYETHBIX MaHHBIX II0J/Ib30BaTe/Ied 3aXBaTHUTE €ro KYpCOPOM MBIIIKH 34 I10JIe ::

U IIepeMeCTHTe ero 13 JIeBOM KOJIOHKH "/[oCTyIIHbIe" B IIpaByio "HCII0b3yeMble”.

JJIeMeHTHI yIIPaBJIeHUSL:

* |- -BBIGPaTH BCe OCTYIIHbIE NCTOYHUKY ayTeHTUGUKAITHHL.

® &| - ymaauTh Bce BRIOGPAHHBIE HCTOYHUKY ayTeHTHUKAITHH.

ITouck 1oJsib3oBaresd II0 JIOTUHY BBIIIOJIHAETCAd BO BCeX MOCTYIIHBIX HCTOYHHKAX,

0 yKasaHHBIX B "Hcriosb3yeMble"”. IIOMCK BBIIIOJIHIETCI CBepPXy BHU3 II0 CIIMCKY. ITomck
3aBeplllaeTcd KaK TOJbKO COBIIQJAIOIIMMI JIOTHH II0JIb30BaTesd OyleT HaULeT B
HCTOYHUKE.

PelaKkTHpPOBaHHE I[eMOYKH HAeHTHUPHUKAI[HIA

JIJ1s1 peJlak TUpOBaHUSI HAYKMUTE Ha UM 11eTI0YUKHU UleHTUQUKAITUU B TabIUIle.
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Mma P

Default sequence &

my_first_sequence

Portal auth sequence &

PucyHok 221. T'unepccblaka Ha CmpaHuly pedakmupo8aHus Uenouku uoeHmugukayuu

OTKpOoeTCS CTPaHUITa PeTaKTHUPOBAHMSL.

A B MobsosaTenn vycTpoiicTaa > YnpasneHue vgeHTUMKALMER > Liemouky uaeHTOUKaLMA > my_first_sequence
« my_first_sequence

Wma *

my_first_sequence

Co343Ha BAMMHMCTPaTOPOM

Q

@

Q

2

@ CucremHan
@

& Onucanue
e}

@

0/200

AyTeHTUWKALMA Mo cepTudUKaTy
Ncnonb308aTh AR MAEHTMOMKaLMM aTPUBYT cepTUdUKaTa

Tan *

CNUCOK NCTOYHUKOB ayTeHTUGUKALUN

Aoctynibie Vcnonbsyemie *
# Endpoints # Internal DB
it Portal

ii Guestendpoints
“l

(]

PucyHok 222. CmpaHuya pedakmupoeaHusl uenouku udeHmuguxauyuu

ITocite PegaKTUPOBaHUA HAPKMUTE Coxpamrrb. KHor1ika GYILGT HEeaKTUBHOU II0Ka He 6Y,U;ET BHECEHO XO0Td

ObI OJTHO 3SMEHEHUE.

VaajieHue HeOYKU UaeHTHUuKaI U

sl ymajeHus1 OTHOM WJIM HeCKOJbKHUX I[elloYeK UIeHTHUQUKAITUK HeoOXOMMO BBIOpaTh HX uepes

4yeKOOoKC U B JIEBOM BEPXHEM YTy HaJl TaGJIAIIeH Ha)KaTh Ha (i -

222



® O P DOk OB O

€]

BD Monb3oBaTeny v ycTpoiictea > Ynp: i > Llenouku uaeH
YnpasneHue ngeHTudukaumein

Monbsosatenu cen  [pynnbi nonbsoBaTeneii ceT  DHANOMHTHI  [PYNMbi SHANOMHTOB  BHEWHME MCTOMHUKM UAEHTAGMKALMM  Lienoukn naeHTMdMKauni
+ ® ©

-] Wms Onucarve

Default sequence & Internal DB

my_first_sequence Internal DB

VICTOuHAKI MeHT NdKaLM

Portal auth sequence & Guest endpoints, Portal

BbI6paHo 3nemeHTOB: 11133

PucyHok 223. Bvl6op uenovex 015 yoaseHus

ViaseHue 3jleMeHTOB TpeOyeT IT0ATBeP K eHUsI B MOJJaIbHOM OKHE.
A BriGpaHHble 37eMeHTHl OyAyT y[ajeHbl TOJIBKO II0CIe $IBHOTO IIOJTBEPIKIEeHUS

OIIepaITHH.

{\ NogTeepxaeHWe aelicTBNA

[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

w 5

PucyHok 224. /luanoz2o80e 0KHO noomeepacoeHUs delicmeust

Bel He cCMOYKeTe VyAaIUTh IIeIIOUKY, KOTOpasi MHCIIO0Jb3yeTcsI B IIOJUTHUKAX

n ayTeHTUQHUKAITNU KaKOT0-Ti60 Habopa IT0JTUTHK.

[t YAaJIEHHA IIEIIOYKH H906XO,III/IMO CHadasla YyAa/JIUATh
aYTEHTH(bHKaHHH, d 3aTeM YOI a/IUTh CaMy ITEII0YKY.

ee

Hn3

IIOJIMTHUKH
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JLOCTYII K CeTH

JJ1eMEeHTHhI IOJIUNTHK
IIpoduwiu aBTOpU3 AU

HekoTopble OQYHKITUHM, OTHUCAHHBIE HA JTaHHOW CTPaHUIlE, AOCTYIHBLI TOJIBKO ITIPHU
6 HaJIMYUU PACIIUPEHHOM JIHIeH3WH. Takue OQYHKITUM IIOMedYeHBl CIEeITHaIbHBIMHA
MeTKaMH B BUJIe ITBETHBIX 3HAYKOB PSZIOM C HAUMEHOBAHHUEM.

Omucanue

IIpouau aemopusayuu II03BOJIIIOT OIIPee/IUTh AeHCTBUS, KOTOPble He0OXOAMMO BBHIIIOJHUTH I10CIIE
ayTeHTHQUKAITUU I10JIb30BaTe . [JJOCTYIIHO KakK paspelreHue nocryma (ACCESS-ACCEPT), Tak 1 ero 3aIipeT
(ACCESS_REJECT).

IMoxnmepskano mobaBiaeHue B 0TBET ACCESS-ACCEPT mocsie ayreHTUOUKAIINY KJIIMEHTa aTPUOYTOB:

® /luHaMH4YeCcKHM HasHavaeMbli VLAN KJIMeHTa, C HUCHOJIb30BaHUeM craHzapTHbIX IETF aTpubyroB
(Tunnel-Medium-Type: IEEE-802, Tunnel-Type: VLAN, Tunnel-Private-Group-Id: <VLAN ID>) wmu
aTpuOyTOB, HACTPOEHHBIX B IIPOQUIEe YCTPOUCTBA.

e Umsa ACL, KOTOpy:0 He0OXOJZVMMO Ha3HauWTh KIKeHTy (ACL ¢ JaHHBIM HMeHeM [0JDKHAa OBITh
HaCTpoeHa Ha CeTeBOM 000y 0BaHUM).

¢ (CcpUIKa pepupekTa Ha ropTai u ACL, mpuMeHseMas [0 ayTeHTUQUKauK KireHTa ("pre-auth ACL").

e JIro601 gpyrour RADIUS-aTpubyT yepe3 PaciimpeHHbIEe HACTPOUKU aTpUOyTOB.

IIpocMOTp CIIMCKA AOCTYNMHBIX Npoduieil aBTOPpU3a U

GD JocTyn KceTu > 3MemeHTh MOAUTVK > Mpodunm asTopu3aLMM

SnemMeHTbl NONTUK

Mpodunnn Venosus  Cnosapu

+ ® § © Q

nms 4 Mpogunb ceTeBoro ycTpoiAcTsa OnucaHue
DenyAccess DEFAULT
MES auth Eltex MES

PermitAccess DEFAULT

® 0O 3@k 0OB O

Portal web redirect profile Eltex WLC

e

Bcero anemenTos: 4

PucyHok 225. Tabauya ¢ nepedHeM npo@duaell agmopusauyuu Ha cCmpaHuye npocmompa
CHHM3y pacIioJio>KeHa Tab/mIia IIpogpuieit aBTOPU3aLU, KOTOPast COJEePKUT KOJIOHKHU:

* IMs - Ha3BaHUe ITPOQIIST AaBTOPH3AIIHH.

® [lpo¢unb ceTeBOro ycTpoicTBa - BEIOPAHHBINU IIPOIIIL CETEBOTO YCTPOUCTBA.
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OnucaHwue - IIPOKX3BOJIbHOE OITKCaHHE.

B03MO>KHa COPTUPOBKA B IIPIMOM M 06paTHOM IIOPsIZIKe I10 JIF060M KOoJIOHKe. 1o yMOJITYaHHI0 COPTHPOBKA
BBIIOJIHSETCA B IIPIMOM (asihpaBUTHOM) MOPSIIKeE I10 KOJIOHKe "1Ms".

JJIeMeHTHI yIIpaBJIeHUSL:

* |+ — Jlo6aBUTH HOBBIH 3JIEMEHT.

@ — /lybumpoBaTh BhIOPAaHHBIN 4eKOOKCOM 3/IeMeHT. CTaHOBUTCSI aKTUBHBIM, €C/I BBIOPaH TOJIBKO

OOHH 3JIEMEHT B CITHICKE.

@ — VnaauTh BBIﬁpaHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBI6paH XO0Th OJHH 3JIEMEHT ).

% — OOHOBUTH JaHHEIE TaOIUITEL.

° — YekOOKC, KOTOpBIfI OTBEYaAEeT 3a BLI60p 3JIEMEHTOB [IJI1 BBIIIOJTHEHUS Ja/IbHEUIINX TeHCTBUN

(HammpumMep, yialeHus).

/N — U3MeHHTH TeKYIIMIi HOPA/[0K COPTUPOBKHL.

e (O Monck — BHINOJIHIET PErUCTPOHE3aBUCUMYI0 QUILTPAIIMIO 110 BCEM KOJIOHKAM: 0TO6PaKaroTCs
TOJIFKO 3aITHCH, Y0 BJIETBOPSIOIIE YCIOBUIO QHIIbTPAITHH.
A ob6aBieHHe NpodUIsI aBTOPH3AIUHA

i1 moGaByieHUs NPOQUIIST aBTOPHU3AIIMKM Ha)KMUTe - , OTKPOeTCI OKHO /Io6aBieHUS IIpOQHIst

aBTOPU3aITHH.

GD JocTynKceT > 3MemeHTH MOAMTUK > Mpodunm asTopusauyn > fJoBasnerue

« [o6aBneHune

Wma *

Mpoduns yetpoiicraa *

Tun goctyna *

ACCESS_ACCEPT -

& 0% DO kODB O

Onucanmne

0/1000

Pe3ynLTaT aBTOpUsaLUK

Access Type = ACCESS_ACCEPT
06wwe 3agauun

VLAN ID/Name *
Filter-ID *

Mopran *

Wms ACL *

PaclmpeHHsIe HacTpoiki aTpuéyTos

o  Amvbyr SHavenve aTpubyTa

P Ormena [EIIZEVLS

PucyHok 226. OkHO 006as.1eHUs npoPuas asmopusayuul
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Ms * - Ha3BaHHeE, JOJDKHO OBITh YHUKAIHHO. MaKcHMasIbHasl JIJTMHA - 100 CHMBOJIOB.

* Mlpopune * - TIpoduIL CceTEBOr0 YCTPOMCTBA. B IIpoduse ceTeBOrO YCTPOMCTBA HACTpauBaeTCs
paspelreHue Ha Belgauy KiareHTCKOro VLAN u ACL, a Takoke Kakue [Ijig 9TOr0 MCII0I630BaTh RADIUS-
aTpUOYTHL

® Tun poctyna * - THIO JOCTyIIa, IIPHU KOTOPOM OygeT IPUMEHATHCI IIPOGM/IbL aBTOPU3AIIHU.
BrImaiaronmii ClIuCOK U3 ABYX a1eMeHTOB: ACCESS_ACCEPT (110 ymMoJsryaHUr0) 1 ACCESS_REJECT .

® OnucaHue - IIPOU3BOJILHOE OITMCaHUe. MakcuMaibHas IyIHa - 200 CHMBOJIOB.

® Pe3ynbTaT aBTOpM3aLMM - BU3yaJIM3allvsd aTpUOYTOB B pesyIbTHUpYIoleM RADIUS-T1akeTe Ha OCHOBe

HacTpoek "Tura focrymna’, "O6mmx 3amaq” ¥ "PaciipeHHBIX HaCTPO€eK aTpuOyToB".

e 06uve 3apauM - BKJIIOUEHMe M HACTPOMKa paclpoCTpaHEHHBIX CIleHapheB IIpU aBTOPU3aI[UH
rosib3oBaress. ClleHapuu 00beJUHSIOT 1107, 060 0/{MH MM HECKOJIbKO aTPpHUOYTOB, HACTPaUBaeMBbIX
B IIpodute ycrpoiicTBa. I1o yMOT9aHUIO BCe CIIEHAPUU O TKIIOUEHEI.

paspellleHbl B IIpoue CeTeBOTO YCTPONCTBA, KOTOPHIM HCIOJIL3YeTCs B IIPOQuIIe
aBTOPHU3AIUU. B IPOTUBHOM CJIydae UX HAaCTpOiKa 6y/jeT HeJJoCTyIIHA.

g o1 BO3MOJKHOCTH HacTpoMku OOIMX 3amad HeoO0X0AMMO, UTOObI OHU OBLIN

© VLAN - BKJIFIOUUTH JUHAMHUUeCcKoe HagHaueHre VLAN I10/1b30BaTesIIo.

= VLAN ID/Name - HOMep wau uMd VLAN, BeifaBaeMoe B aTpubyre "Tunnel-Private-Group-Id" wim
I PyroM aTpubyTe, HaCTPOEHHOM B IIPOQIIIe YCTPOUCTBA.

© ACL - BKJIIOYHTE BBEIJIaUy UMEHH CITHCKA J0CTYyIIa I10/Ib30BaTeIIo.

® Filter-ID - HaMMeHOBaHME CIIMCKa [OCTyIla, Ha3HadaeMoOe II0JIb30BaTesr0. /JJO/DKHO OBITH
HaCTPOEHO C COOTBETCTBYIOIIMM HauMeHOBaHMEM Ha CeTeBOM O000PYAOBAaHUH, K KOTOPOMY
IIOIKJIFOYAETCS I10/Ihb30BaTe /b,

o WAVN\(@) B WebRedirection - BKIIOUUTH IlepeHAaIIpaBeHHe I10Ib30BaTe s Ha 3a/JaHHbBIN IT0PTaJl.

® [lopTan - II0pTas, Ha KOTOPBIM 10/Ib30BaTe b OyAeT IlepeHallpaBsieH IPHU IIOIKII0YeHUH K CETH.

®" Uma ACL - uMJ CIKMCKa KOHTPOJI /OCTyIa, KOTOPBIA [JOJ/DKeH ObITh HasHaueH IIpH
IlepeHanpaBJIeHuH Ha IIOpTal [0 MOMEHTa ayreHTUQUKAIIUU I10Jib30BaTesd ("pre-auth ACL").
CaMm ACL moJoKeH OBITE ITpeiBapUTeIbHO HACTPOEH Ha 000 PYL0BaHU.

® PacwupeHHble  HacTpolku aTpubyToB - PpydHasd HacTpoWka Bblgaud RADIUS-aTpuGyTOB.
PexoMeHzyeTCcd TOJILKO B TOM CJydae, KOIfa [JIA OIIpefle/IeHHOIO pesyJabTaTa aBTOPH3allMU He
IOCTYIIEH ClleHAapUH U3 CIIcKa 06wmx 3apayv.

* - 110J151, 06s13aTe/IbHbIE JIJIS1 3aII0THEHHS.
ITocsie BBO/Ia HEOOXOIUMBIX JaHHBIX M BHIOOPA [OCTYIITHBIX TPOTOKOJIOB HAXKMHUTE KHOTIKY /I00aBHTH.

PegakTHpoBaHHe NPOPHIISA aBTOPH3AITUH

19 pemakTUpPOBaHUA IIPOGMIIST aBTOPH3AIlMM HeOOXOMMO Ha CTpaHMUIle CO CIIMCKOM HakKaTb Ha ero
HauMeHOBaHUe.
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Mma P
DenyAccess
MES auth
PermitAccess

Portal web redirect profile

PucyHok 227. Tunepccolaka Ha CmpaHuyy peoakmupogaHust npoPuas agmopusayuul

[Tocste 3TOTO OTKPOETCS OKHO PelaKTUPOBAHUSI, aHAJIOTHYHOE OKHY 710 6aBJIeHUSL.

GD [locTyn KCeTn > 3neMeHTbi MOAMTYK > Mpodunv asTopusauyn > Profile

< Profile
Ums *

profile
Mpogunb ycTpoiicrea *

AccessPoint - example -
Tun goctyna *

ACCESS_ACCEPT -

® O % 3 QOB O

Onucaune

0/1000

PesynbTaT aBTOpMsaLmm

Access Type = ACCESS_ACCEPT

06wwe 3agauv

VLAN ID/Name *

Filter-ID *

Mopran *

Wima ACL *

e

PacLuupenHbie HacTpoiiku aTpubyTos

ATpubyT 3uauenmte arpubyra

PucyHok 228. OKHO pedakmupo8aHust npoguas asmopusayuul

ITocste perakTUpPOBaHUAI HEOOXOAUMO HaXKaTh Ha KHOTIKY "CoxpaHUTh". KHOIIKa CKpPHITa, IT0Ka He OyIeT
BHECEHO XO0Ts Obl OTHO U3MeHeHHe.

Kuormka "OTMeHa" 0CyIeCcTBIIAET COPOC BHECEHHBIX U3MEeHEHUH 10 UCXOTHOTO COCTOSHUS.

AyosmapoBaHue npoduis
HoBBIM ITpodmb MOJKeT ObITH CO3[JaH Ha OCHOBE CYIIECTBYIOILEro. /[jig sTOro BblbepeTe KOIIUPYeMbIN

IIPOQUIIb C TOMOIIBI0 UeKO0KCa, a 3aTeM HayKMHUTe Ha KHOIIKY & .

OTtkpoetcsa ¢opma, aHasIoTHUHAsA popme TobaBJIeHU, I7le BCe MOJsI OyAyT 3aIll0JTHEHBI 3HAUEHUSAMHU U3
BbIOpaHHOTO0 pedepeHca. IIo ymMorgaHUI0 K 3HaUeHUIO B I10J1e [Ma mobaBirsieTcs "_copy'. MO>KHO BbIOpaTh
JIr060e pyroe HasBaHHe, KOTOPOe ellle He HUCII0/Ib3YeTCs B CUCTEMe.
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VaaseHue npodpusi aBTOPpH3aluu

,Z[JIH yaaJIeHUs B OKHE CO CIIHCKOM HEO6XO,I[I/IMO BBI/IE€JINTH yeKOOKC cjIeBa 0T HpOCl)I/IJIEﬁ dBTOPH3aIlHH,
KOTOpPEBIE Tp66YETCH YVOAJINTh, 1 HA’KaThb KHOIIKY '@ BBEPXY CjIeBa.

BD foctynkceT > 3nemenTo noauTuk > lpoduam asTopMsaymm

SneMeHTbl NOANTUK

Npognnn p Yonosus  Cnosapu

ws MpoGWIb CETEBOrO YCTpOMCTBa Onvcatve

DenyAccess DEFAULT

MES auth Eltex MES

PermitAccess DEFAULT

® O % D OMkOB O
(1]

Portal web redirect profile Eltex WLC

e

4 BLIGPaHO INeMeHTOB: 1 U3 4

Pucynok 229. Bvibop npoduis asmopusayuu 8 mabauye 045 yoaneHus

g ViaseHue 3ieMeHTOB TPe6yeT IO TBEP K eHUS B MOZIaIbHOM OKHE.

BLIﬁpaHHLIe 3JIEMEHTBI GY,HYT YAaJIEHBI TOJIBKO IIOC/IE ABHOTO IIOATBEPIKIEHUSA
oIrepamuu.

£\ NogTeepxaeHne aeiicTBNA

NaHHble ByayT yaaneHsl. Bel yBEpeHsI?

o

. J

PucyHok 230. JJluanoz2o80e 0KHO noomeepacoeHUs deticmaeust

OzpaHuuveHus:

A e HeJb3sl YIAJIUTb TPOGIIb aBTOPHU3AITUM, KOTOPBIM HCIIOJIH3yeTcsI B KaKOHM-JIMG0
TTOJTUTHUKE aBTOPH3AITHH.

Pa3pernieHHbIE IPOTOKOJIBI

OmucaHue

VIIpaBjieHHe TPOTOKOJaMU ayTeHTUQUKAIUK I103BOJISIET PaspellluTh WJIKA 3allpeTHUTh HCII0JIH30BaHUe
OIIpe/leJIEHHBIX TPOTOKOJIOB MJIH METOZ[OB IPH ayTeHTUGHUKAITUH KJIMEHTCKOTO yeTporcTBa. CyIiecTByeT
BO3MO>KHOCTh HAaCTPOMKHM HECKOJIbKHUX CIIMCKOB paspellieHHBIX ITPOTOKOJIOB, UTO II03BOJIIET TUOKO

HacTpauBaTh paspelleHHble IPOTOKOJIBI B Habopax moauTUK RADIUS [1g KayKIoTo I10/Ib30BaTesIbCKOT0
CIIeHapHsL.

B maHHBIM MOMEHT IO e PrKUBAIOTCA CIeLYIOIHe ITPOTOKOJIBI: PAP, MS-CHAPv2, EAP-PEAP, EAP-TLS.
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JlocTyITHa HacTpOIiKa paspellleHus Wil 3arrpeta MAB aBTopHUsaliuu.

IIpoCMOTP CIHCKOB Pa3penIeHHBIX IPOTOKOJIOB

2. B [oCTynKCeTW > 3neMeHTsl NOMMTUK > PaspeLueHHble MPOTOKObI

Q  3nemeHTbI NOAMTUK

@  Mpodwnu aBTopusaLuu  PaspelleHHble NPOTOKONbI  YCNOBMA  CroBapu

Q

s BEE Q
@ s A Onvcarime

® Default protocols Default allowed protocol service

& EAP protocols

[s)

@

e

Bcero anemenTos: 2

PucyHok 231. Tabauua ¢ nepeuHeM CNUCKO8 pa3peuleHHbLX NPOMOKO0./108 HA CMPaHuue npocmompa
CHH3y pacIIoJioykeHa Tab/IuIa CO CITUCKOM, KOTOPast COIEPKUT KOJIOHKH:

®* M#a - Ha3BaHHe CIIHCKa pa3pellleHHBIX IIPOTOKOJIOB.

®* OnucaHue - IIPOMU3BOJIBHOE OIIMCaHHE.

Bo3Mo>KkHaA COPTHPOBKA B IIPIMOM U 00paTHOM IIOPSIAKe I10 JIF000H KOoJIOHKe. 1o yMOJTYaHHI0 COPTUPOBKA
BBIIIOJIHAETCA B IIPIMOM (as1paBUTHOM) IIOPSALKeE I10 KOJIOHKe "M

JJIeMeHTHI YIIpaBJIeHUA:
e 4 — J/lo6aBUTH HOBBIM 3JIEMEHT.

° @ — VnaauTh BLIﬁpaHHBIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBIﬁpaH XO0Th OJHH 3JIEMEHT).

5 — OOHOBUTH JaHHEIE TaOIUITEL.

° — Yek0OOKC, KOTOpLIfI OTBEYaAEeT 3a BLI60p 3JIEMEHTOB [IJI1 BBIIIOJTHEHUS JaIbHEUIINX TeHCTBUI

(HammpumMep, yiameHus).

/N — U3MeHHUTH TEKYIIHUIi IOPS{0K COPTUPOBKH.

* (O Monck — BEHINOJHSIET PETHCTPOHE3aBHCUMYI0 QHILTPAIIMIO IT0 BCeM KOJIOHKAM: 0TOGpaKaroTcs
TOJIFKO 3aITHCH, Y,0BJIETBOPSIOIIE YCIOBUIO QHIIbTPAITHH.

/loGaBIeHHE CIIHCKA pa3pelIeHHBIX IIPOTOKOJIOB

Jia ,ZLO6aBJIEHI/IH CIIMCKa pa3pemeHHbIX ITPOTOKOJIOB HA’KMIUTE -+ , I1ocsie yero OTKPOETCA OKHO:
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BD [oCTyn K CeTM > 3MeMeHTs NOMMTUK > Pa3pellerHble NPOTOKoNsl > [lo6aBneHue
« [o6aBneHune

Vs *

Onucaume

0/1000

® O 5% D QOB O

[AocTynHele NPoTOKoIb!

MpoTokonsi ayTenTndmKaymn 802.1x

PAP
MS_CHAP_V2
EAPTLS
EAP_PEAP

MAC Authentication Bypass (MAB)

PucyHok 232. OKHO 006a8/1eHUSL CNUCKA Pa3peuleHHbIX NPOMOKO0.108

® |IMa * - HaUMeHOBaHUe, L0JDKHO OBITH YHUKAJIbHO. MakcuMaibHas AjiHa - 100 CHMBOJIOB.
® OnucaHue - IIPOU3BOJIbLHOE OIIHCcaHHe. MakcuMaIbHas [yIHa - 1000 CMMBOJIOB.

* [locTynHble NPOTOKOMbl - BEIOOP Pa3pelreHHBIX IPOTOKOJIOB ayTeHTHUKAIUU. [I0 yMOTUaHUIO Bce
IIPOTOKOJIBI O TKJIFOUEHEI.

© PAP - BeIOpaTh IIpoToK0JI PAP (password authentication protocol), mpezycMaTpHUBAaIOIIHHI OTIIPABKY
JIOTHHA U I1apoJIs Ha cepBep ayTeHTUQUKAIIUH OTKPBITHIM TEKCTOM.

O MS_CHAP_V2 - BbI6paTh IIpoTokoJ MS-CHAPv2 (Microsoft challenge handshake authentication
protocol Bepcuu 2).

© EAP_TLS - BeIOparh mpoTokos EAP-TLS (Extensible Authentication Protocol Transport Layer
Security).

© EAP_PEAP - BrIOpaTh IpoTOKO0J EAP-PEAP (Protected Extensible Authentication Protocol), KoTopsIit
nnkarcyspyeT EAP (Extensible Authentication Protocol) BHyTps TLS-TyHHess (Transport Layer
Security).

© MAC Authentication Bypass (MAB) - paspelmThb ayTeHTUQUKAITUI0 KOHEUHBIX YCTPOUCTB 110 MAC
agpecy.

* - MoJIs1, 06s13aTeIbHBIE IS 3alI0JTHEHHSL.

[locyle BBO/Ia HEOOXOMMMBIX MaHHBIX M BHIOOpA pasperieHHBIX HPOTOKOJOB HaXKMUTE KHOIIKY
"I06aBUTB".

PeJaKTHpPOBaHHeE CIIMCKA pa3peIeHHBIX IPOTOKO0JIOB

JI11 peJlakTUPOBAHUS CITHCKA pa3pellleHHBIX IIPOTOKOJIOB He06X0AMMO Ha CTPAHHUIIE CO CITUCKOM HaXKaTh

Ha €T0 HauM€eHOBaHMe.

Wmsa P

Default protocols

PucyHok 233. Tunepccblaka Ha CmpaHuyy pedaKkmupo8aHust CNUCKA paspeuleHHbLX NPOMOK0.108

ITIocste sToro OTKPOETCA OKHO peIaKTHPOBaHMs, aHaJIOTHYHOE OKHY ,ILOGHBJI@HI/IH.
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2. B [ocTynkceTu > 3neMeHTsl MOMTUK > Pa3pelueHHsle NpoTokonsl > EAP protocols
« EAP protocols

Vs *

EAP protocols

Onucaume

® O 5% D QOB O

0/1000

[AocTynHele NPoTOKoIb!

MpoTokonsi ayTenTndmKaymn 802.1x

PAP
MS_CHAP_V2

EAP_TLS

EAP_PEAP

MAC Authentication Bypass (MAB)

PucyHok 234. OKHO pedaKkmupo8aHusl CNUCKa pa3peuleHHbLX NPOmMoK0./108

ITocse perakTUPOBaHUI HEOOXOAUMO HaXKaTh Ha KHOTIKY "CoxpaHUTh". KHOIIKa CKpPHITa, ITI0Ka He OyeT
BHECEHO XO0Ts Obl O[THO U3MeHeHHUe.

Kuormka "OTMeHa" 0CyIleCcTBIIIET COPOC BHECEHHBIX U3MEHEHUH 10 UCXOTHOTO COCTOSHUSL.

VaajieHHe CIMCKa pa3pelleHHBIX IPOTOKOJIOB

Jl1d ymajieHuss B OKHE CO CITHCKaMH HeoO0XO0JMMO BBIIEIUTh YeKGOKC CIeBa OT CIIHMCKA pa3perrieHHBIX
IIPOTOKOJIOB, KOTOPBIE TPe6GyeTCs yAAIUTh, U HAXKaTh KHOIKY [[ij BBepXY CJIeBa.

A GD JocTynkceTw > SMeMeHTH NOMMTUK > Pa3peLueHHble MPOTOKOMbI
3neMeHTbl NONUTUK

MpodWNV aBTOPM3aUMM  PaspellieHHbIE NPOTOKOMB  YC/oBMA  CnoBapw

+ @ Q

Default protocols Default allowed protocol service

Q
@
Q
=
@ -] nms Oonvcanue
@
@ EAP protocols

e}

@

e

4 BLIGpaHO 3neMeHTOB: 1 U3 2

PucyHok 235. Bblb0p CnUCK08 paspeuleHHblX NPOMmMoKo108 8 mad.auue 015 yoaeHUs

ViasneHue 3jIeMeHTOB Tpe6yeT IT0ATBEP>KeHUS B MOJJaIbHOM OKHE.
A BriGpaHHbIe 3jeMeHTHl OyAyT yAajJeHbl TOJbKO II0Cae $SIBHOTO IIOJTBEPIKIEeHUs
OIlepariuu.
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£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

| J

PucyHok 236. [Jluanozoeoe 0KHO nodmeepicoeHus deticmaeust

OzpaHuueHus:

A ® He/b3d YAAIUTH CIIHCOK paspellleHHBIX IIPOTOKOJIOB, KOTOpas HCIIOJIb3YeTcs B
KaKOM-JIN60 Habope II0JIUTHK.

VceiaoBus

Omucanue

Jlozuveckue ycnoeusi SIBJSTIOTCSI OCHOBHBIM 3JIEMEHTOM IIOJIUTHK AyTeHTUQUKAITMM U aBTOPH3AIHH,
KOTOpbIe OTBEYAIOT 3a GOPMUPOBAHHE KPUTEPUEB, OIPEIEISIONINX MOYKET JIM I10JIb30BaTe/b ITPOUTH
ayTeHTUQUKAITUI0 M KakK{he [eWCTBHUS MO/DKHBI OBITh K HEMY IIPHUMEHEHBl IPH BBIITOJTHEHUH
aBTOPH3AITHH.

B ocHOBe co3maHUA U O0OpPaGOTKH JIOTMYECKOTO YCIOBHA JIEKUT ajrebpa JIOTMKU. PesyibTaToM
BBITIOJTHEHUS YOIOBUA siBJsieTcs "McTuHA" M "JIoKe". Pe3ysibTaT MOKeT ObITh MHBEPTHUPOBAaH. YCIOBHE
MOJKeT ObITh IIPOCTBIM M CJIO’KHBIM. B IIPOCTOM yWIOBUU B KauyeCTBe KPUTEPHs IIPOBEPKU BBICTyIIaeT
TOJIBKO OJJMH aTpPUOYT. B CJI0KHOM YCJIOBUM MOJKHO HCII0JIb30BaTh HECKOJBKO PasIMUHBIX aTpHOYTOB,
00BbeJUHUB UX JIOTUYECKHUMU oTlepariuaMu "N vm "UIN".
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IIpocMOTp cIMCKa JIOTUYECKUX YCIOBUM

A BD [focTynkcetn > 3neMeHTsl MOMMTUK > YCNOBUS

Q  3nemeHTbl NOINTUK
@  Mpodwnn aeTopusauum  Paspelsennbie npoTokonsl  Ycnosus  Cnosapu
Q
Bubnuoreka PepakTop
2
2 (a
® ATpUGYT *
b
o it Test condition o] NEW
Default test condition @ Oneparop * ATPNGYT/sHaveHne *
@ PasHo -
i Wired_802.1X © Is Not [y6nnpoBaTe  CoXpaHuTh
Default Wired802_1x flow type
condition
NEW AND OR
i Wired_ MAB ©
Default WiredMAB flow type
condition
i Wireless 802.1X (6]
Default Wireless802_1x flow type
condition
i Radius Called-Station-ID o]
Default Called-Station-ID @
i Radius framed protocol 6]
Default Framed-Protocol @
® i Wireless_MAB 6}
Default WirelessMAB flow type
condition
=]

PucyHok 237. Bubauomeka f102uHecKux yca08ull

B J1eBOM YaCcTH CTpaHMUIIBI PaCIIojI0KeHa BuO/InoTeKa JIOTHYeCKUX YCIOBUH.
OCHOBHO¥ KOMIIOHEHT CTPaHHUILI - PeTaKTOP JIOTHYECKUX YCIOBHI:

® ATpubyT *-aTpHUOYT JIOTUYECKOIO YCIIOBHS.

* OnepaTop * - BHIOPAHHBIM OIEPATOpP JIOTUYECKOTO YCIOBHS. MO)KeT IPHHHUMATL 3HA4YeHUs (B
3aBHCHMOCTH OT THITa 3HAUEHHUS aTPUOyTa):

©  Bosiblle WU paBHO / MeHblle UK paBHO

© bosblie 4YeM / MeHblie YeM

© PaBHO / He paBHO

© PaBHO NULL / He paBHO NULL

© HauuHaeTcsa Ha / He HauyMHaeTCa Ha

© 3akaH4yuMBaeTcs Ha / He 3akaH4YMBaeTCs Ha
© CopepxuT / He copepxuT

© CooTtBeTcTByeT (Nn0/HOe COOTBETCTBHE CTPOKH C YYETOM PEerucTpa, TaK >Ke eCThb IIO[JeprKKa
Pery/sIpHBIX BBIpayKeHUI)

© [uano3oH IP

o

Macka IP

© [lycToe 3HayeHue
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ATpubyT/3HayeHne * - aTpUOYT/3HAUEHHe, KOTOPBIE HCIIO0JIL3YIOTCS /11T COTIOCTABJIEHHS C aTpUGYyTOM
JIOTUYECKOTO YCJIOBHS B COOTBETCTBHE C BEIOPAHHEBIM OTIEPATOPOM. JIj1 aTpHOyTa, IIPeII0IararoIero

IIpeioIIpe/ie/leHHbIe 3HaUeHUs, BEIOOP 3HaUeHUsI [TPOU3BOIUTCS U3 CITHCKA.

e TIs Not - BHIOOpP MHBEPTHUPOBAHUS pe3ysbTaTa BBIIOJHEHUS YUIOBUA (II0 YMOJIYaHUIO YCIOBHE
"CobutrofiaeTcs”, IIpY BKIFOUEHUH HAaCTPOUKHU YCI0BHe OyieT cuuTaThCd "He cobromaeTcs”)

®* NEW - mob6aBJyieHHE HOBOTO JIOTHYECKOTO YCJIOBHUS B CYIIIECTBYIOIIYI0 HEPapXUI0 Ha OJJHOM YPOBHE C
TEKYIIM.

® AND - moGaBjleHHMe HOBOTO JIOTHUYECKOIO YCJIOBUS B KadecTBe "IOYepHero" g CYILeCTBYIOIIETO C
JIOTHYeCKUM oIleparopom "M1".

®* OR - moGaBjieHHE HOBOTO JIOTHYECKOTO YCJIOBHS B KaudeCTBE "MOUYEpHEro" I CYIIECTBYIOIIETO C

JIoOTHYeCcKHUM orieparopoMm "WI".

* - 11015, 00sI3aTeILHBIE JIJISI 3aII0/THEHUS.

JJIeMeHTHI yIIPaBJIeHUS:

® "Mouck" - BBIIIOJIHSAETCI PETUCTPOHE3aBUCHMAad QUIIbTPAITUS 10 OMOJIMOTEKe JIOTUUECKUX YCIIOBUU
110 UMEHH U OITMCaHUIO.

e () -IlpeampocMOTp COEePIKAHMUS JIOTHYECKOTO YCIOBHSL

° @ - ViajsieHue JJOTUYeCKOTO YCI0OBHL.

LE N ]
® e - OTKPBITH CJIOBAPH AJ151 106aBIEHUS JIeMeHTa.
L X X ]

® ¥ -V@amuTh 3JIeMeHT U3 peflakropa. /leicTBHe 3aBUCHUT OT PACIIOJIO KEeHHU:
© HajKaTHe CIIpaBa 0T I10J11 "ATPUOYT" OUKCTUT COOTBETCTBYIOIIIEE I10JI€;
0 Ha)KaTHe CIIpaBa 0T II10JIs1 "ATpHOyT/3HaueHHe" OUMCTUT COOTBETCTBYIOIIIEE I10JIE;
© HaKaTHe CIIpaBa 0T JIOTHYECKOTO YCJIIOBUA YAAIUT JaHHOe YCIOBHeE.

® "CoxpaHutb" - COXpaHI/ITL COOTBETCTBYIOIIIEE JIOTYECKOE YCJIIOBHE.

MeHI0 BbIOOpa aTpuOyTa

B e
st BeIGOpa aTpubyTa, KOTOPHIA OyIeT HCII0JIH30BaThbCI B YCJIOBUH, HEOOGXOJHMMO HAKATH ¢#se -
L X X ]

packpoeTcss MeHI0 BbIO0pa aTpubyTa.
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Beibop aTpubyTa gna ycnoeus

m (G Device 2 Identity O Internal RADIUS ([ LDAP  (J Normalised RADIUS 5] RADIUS

CnoBapb ID
ATpuBEYT Cnosapb ID
3GPP-Allocate-IP-Type 3GPP 27
3GPP-Camel-Charging-Info 3GPP 24
3GPP-Charging-Characteristics 3GPP 13
3GPP-Charging-Gateway-Address 3GPP 4
3GPP-Charging-Gateway-1Pv6-Ad... 3GPP 14
3GPP-Charging-ID 3GPP 2
3GPP-GGSN-Address 3GPP 7
2GEPP.GASN-IPUA-Address PP 1A

PucyHok 238. MeHro gblbopa ampubyma

BBepxy HaXO/IUTCS CIIUCOK, TT03BOJITIONTIE BBHIITOTHUTE QMIHTPALIHIO 110 THUIIaM CJIoBapei. MoskeT GBITh

BBIGPAH TOJILKO OJIHH THIL
TUIbI cI0Bapei:
e ) RADIUS - cioBapu RADIUS-aTpu6yToB, B ToM umcie vendor-specific.

e () NORMALISED_RADIUS - cuCTeMHBIe aTpHOGYTEI, GOPMEpyeMmble Ha OCHOBe RADIUS-aTpuGyTOB,

HaITprMep - THUII II0JK/IFOYEHHA.

* () INTERNAL_RADIUS - CiIy>KeGHBIH CIOBapb C CHCTEMHBIMM C aTpubyTaMu, Kak IPAaBHJIO He

HCIIOJIB3YyeTCHd.

. C‘U DEVICE - aTpuOyTHI Ha OCHOBE ITapaMeTPOB YCTPOICTBA, HAIIPUMep - THUII YCTPOHCTBA.

J g% IDENTITY - aTpHOYTHI IT0JTE30BaTEIEH U 9H/ITIOMHTOB.

B LDAP - aTpHOyTHI U3 BHEIIIHUX UCTOUYHUKOB UJIeHTUQUKAIIWHN.

Hrpke HaXOASTCSI KOJIOHKH [T QUL TPAITUY aTPHUOYTOB.

* "ATpHOYT" - peTUCTPOHEe3aBUCHMas QUILTPALIUS 10 HAMEeHOBAaHUI0 aTpUbyTa.
e "CyioBaph" - MEHIO BBIOOPA CJI0Bap4. /IJIs1 MCIT0JIh30BaHUA L0JDKEH ObITH BhIOpaH THUII CJIOBApSI.

e "ID"- ¢prutbTparyd 10 HoMepy aTpuoyTa.

C03,Z[aHI/Ie JIOTHYE€CKHUX YCJIOBI/Iﬁ

Co3manue IIPOCTOr'0 JIOTHYIECKOr'o yC/jiIoBusA

Co3maHue JJOTUYECKOTO YCJIOBUS BHITIOJIHSETCS B PeraKrope.
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ATpMByT *

NEW

Onepartop * ATpu6yT/3HaueHne *

PaBHO -

Is Not Ay6nupoBaTe  CoxpaHiTh

NEW  AND OR

PucyHok 239. Hcxo0HOe cocmosiHue pedaKkmopa yc/108uUst

LE ]
ITocyte HavKaTHUA Ha s3sB IIpaBOM YacTH 0 "ATpHUOYT" pacKpoeTcs MeH0 BbIO0opa aTpubyTa.

JIUId IOMCKa HY>KHOTO aTpuOyTa MOYKHO BOCIIOJIb30BaThCsd QUIbLTpAI(HeN 10 HAaMMEHOBAHUI0 aTpUOyTa.
JIn60 BhIOpaTh THUII CJI0OBaps U B HeM, BbIOpaB HEOOXOIUMBIN (JIOBAph IIyTeM IIPOKPYTKU BBIIIA/[AIOIIIETO
CIIUCKA, OIIPeJIeIUTh He0OX0JUMBIH aTPUOYT.

PepakTop

ATpMByT *

NEW
Onepartop * ATpUEYT/3HaueHe * Bei6op aTpubyTa Ans ycnosus

Pasto v w (G Device & Identity O lInternal RADIUS (D LDAP  (J Normalised RADIUS  5) RADIUS

Is Not CnoBapb D

ATpuBYT CnoBapb o /

3GPP-Allocate-IP-Type 3GPP 27
3GPP-Camel-Charging-Info 3GPP 24
3GPP-Charging-Characteristics 3GPP 13
3GPP-Charging-Gateway-Address 3GPP 4
3GPP-Charging-Gateway-IPv6-Ad... 3GPP 14
3GPP-Charging-1D 3GPP 2
3GPP-GGSN-Address 3GPP 7

AGPP-GGSN-IPUA-Address 3GPP 1A
PucyHok 240. Bvlbop ampubyma

ITocsie BBI60OPa aTprbyTa He06X0 MO KJIMKHYTh Ha HEr0 U OH II0TIajeT B I10JIe "ATpuoyT".

Jasee HeoO0XOAMMO BbIOpaTh OIlEpaTOp [JsI CpaBHEHUS 3HaveHWs aTpubyra (110 yMOJTYaHUI0
nozcrasssieTcs "PaBHO"). CIIMCOK OIIEpAaTOPOB 3aBUCHUT OT THUIIA JTAHHBIX MCIIOJIb3yeMBIX B 3HAYEHUU
BBIOPAaHHOTO aTpUOyTa.

TuI JaHHBIX aTPUOyTa Iloppep>xuBaeMsble OIIepaTopPhI

Ctpoka CooTBeTcTBYeT, OKaHUMBaeTCda Ha, He
OKaHuuBaeTcd Ha, HaunHaeTcd ¢, He HaunHaeTcsa
¢, Comep>xut, He comepsxut, PaBHo, He paBHO,
PaBao NULL, He paBHo NULL, IlycToe 3HaueHMe

Yucio boJibiie iy paBHO, boJsibiiie ueMm, MeHbIIIe WA
paBHO, MeHkbIIe ueM, PaBHO, He paBHO, PaBHO
NULL, He paBHo NULL, ITycToe 3HaueHuUe

IPv4 ampec PaBHO, He paBHO, PaBHo NULL, He paBrHo NULL,
AuamnosoH IP, Macka IP, IlycToe sHaueHue
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Tun JaHHBIX aTPHOYTa ITopep>KuBaeMble OIepaTopPsI

MAC azpec PaBHO, He paBHO, PaBHO NULL, He paBao NULL,
HauuHaeTcsa Ha, He HauMHaeTCcd Ha,
3akaHuMBaeTcd Ha, He 3akaHUYMBaeTCsa Ha,
Copep>xut, He comepsxur, IlycToe sHaueHUe

Nma PaBHO, He paBHO, PaBHO NULL, He paBHO NULL

[TocnemoBaTeIbHOCTD OAUT PaBHo NULL, He paBuo NULL

3areM B 110J1e Ampubym/3HaueHue BEIGUPAeTCs: aTpUOYT WK BBOJUTCS eT0 3HaUeHHe.

ATpubyT *

Normalised Radius-Flow Type

NEW

Onepatop * ATpubByT/3HaueHne *

PaBHO - Wired802_1x - X

Is Not Ay6nupoBaTtb  CoxpaHWTb

NEW AND OR

PucyHok 241. Ycaogue, 8 KOMOPOM 3AN0/IHEHbBL 8Ce napamempul

JUtd coxXpaHeHHUs YCJIOBUS B OHMOMMOTEKY YCIOBHUM HY)KHO HakKaTb KHONKY "CoxpaHMTB". MO>KHO
3aMEeHUTH CYIIeCTBYIOIIEee YCIOBUE B OUOIMOTEKe UM COXPaHUTh HOBOE.
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ITo yMOJTYaHHUIO eMCTBHeE IIpe/IioiaraeT CoXpaHeHue HOBOTO YCIOBUSL:

® lMs * - HauMeHOBaHNe YUIOBH. MakcuMaibHas yInHA - 100 CIMBOJIOB.

® OnucaHue - IIPOU3BOJILHOE OITMCaHUe. MakcuMaibHas IyMHa - 200 CHMBOJIOB.
* - 10J1, 06s3aTe/IbHBIE 17T 3aI10/THEH M.

ITocite HaXKaThL KHOIIKY "COXpaHUTh".

JlJ11 coXpaHeHUs C 3aMeHOM CYILeCTBYIOIIET0 YCI0BHA B OHO/IMOTeKe He0OX0AUMO BBIOpATh "3aMeHUms
cywecmeyrnuiee ycaosue 6 6ubauomeke" U BbIOpaTh YOIOBHME B BBINAJAIOIEM cHUCKe. [Ipu
He006XO0AMMOCTH MOKHO BBIIIOJTHUTE QHU/IbTPALINIO 10 HAMMEHOBAHUIO, BBeJSI COOTBETCTBYIOIIUMI TeKCT B
I10JIe TIepe]] CITUCKOM.

ITocne HXKAaThL KHOIIKY "COXpaHUTB".

e Knonka "CoxpaHMTh" BcCeIja AaKTHUBHA, UTOObI HMETb BO3MOYKHOCTH COXPAaHUTH
CyILL[eCTBYIOII[ee YCIOBHE 10, PYTUM HMEeHEM.

Coana}me CJIO’KHOI 0 JIOrH4I€CKOro yC/ioBHUA

Z[JIH CO3MaHUA CJIOZKHOTO JIOTHYECKOI'O0 YCIOBHSA M3 ITPOCTOIO HCIIOJIL3YETCA IIaHeJIb II0[] JIOTHYEeCKHUM

YCUIOBHUEM.

NEW  AND OR

PucyHok 243. IlaHenb 041 006a8/1eHUSL 00ONONAHUMEAbHO20 YCA08US

® New - 106aBHUTB JIOTHYeCKOe YCIOBHE Ha OJJHOM YPOBHE C CYILLeCTBYIOLLIM.
® AND - 106aBUTE jOUepHee YCIOBUE C JIOTHYecKuM "M

® OR - 106aBUTH JOUEPHEE YCIIOBUE CJIOTUYecKuM "IN

IIpu Hakatuu "New" B pemakTope IIOIBUTCA [OIIOJHUTEJLHOE IIPaBMJI0O Ha OLHOM YpPOBHE C
CYII[ECTBYIOIIINM, 00heleHHbIe JIOTHYecKUM "1
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ATpuByT *

Normalised Radius-Flow Type

NEW

Onepatop * ATpu6yT/3Ha4eHne *
PaBsHo - Wired802_1x v X

Is Not Ay6nupoBaTe  COXpaHUTL

AND = x
ATpubyT *

NEW
Onepartop * ATpu6yT/3HaueHne *

PaBHO -

Is Not Ay6nupoBaTb  CoxpaHWTb

NEW AND OR

Is Not CoxpaHnTb

PucyHok 244. Ycnosue, cocmosiuiee u3s 08yx yca08ull, 06sedeHHble ao2uveckum "H"

* Jlorudeckoe "1", 00beIUHSIOINIEE ITPAaBUJIa, MOYKHO U3MeHUTH Ha "UJIN".

¢ ECTh BO3MOJXHOCTH COXPAaHUTh KaKIoe YCJI0BUeE 0T e IbHO KHONIKOM "COXPAaHUTh" B €r0 OKHe WM BCe

BMeCTe, KHOIIKOH "COXpaHUTh" BHUSY.
e Jlia yrasieHud YCJIOBUS HAZI0 HAYKaTh Ha ¥ CIIpaBa BBePXY B OKHE YCIOBUAL

® 711 TIOJTHOM OUYMCTKH BCeX YCJIOBHH B PeJakTope HAJo HakaTh X BBEPXY CIIpaBa pPelakTopa,

PacIToJI0KeHHBIH 38 OKHAMU O T EJIbHBIX YCIIOBUH.

ITpu HaxxkatuH "AND" mmu "OR" TTIOSIBUTCI HOBOE OKHO, B KOTOPOM MOYKHO OyZIeT TOCTYITHO HOBO€ MEHIO,
Jlajiee MOKHO [00aBUTH YCJIOBUS Ha HOBOM YPOBHE WJIM CO3[aTh JAOYEpHUeE yCIoBUA. OTpaHUYeHUe Ha
BJIO’KEHHOCTh YCJIOBUU HeET.

ATpubyT *

Normalised Radius-Flow Type

NEW
Onepatop * ATpUGYT/3HaueHNe *

PasHO - Wired802_1x v X

Is Not Ay6nupoBaTe  COXpaHWUTb

ATpubyT *

AND ~ NEW
Onepatop * ATpu6yT/3Ha4eHne *

PaBHO -

Is Not Ay6nupoBatb  CoxpaiuTb

AND ~ | NEW AND OR

Is Not COXpaHUTb

NEW  AND OR

Is Not CoXpaHWUTh

PucyHok 245. Ycao8ue, codepacauiee 8104 CeHHble NPasuaa
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JlU1d coXpaHeHM s BceX YOIIOBUM HaZl0 HA)KaTh KHOIIKY "COXpaHUTh" B HIDKHEM IIpaBOM YIJLY.

Hcnoib30BaHMe PeryIsApHbIX BbIparke HUit

IIpu po6aByieHWM YCJIOBHS B Hab0Op IOJUTHK i1 aTpUOYTOB C OIIEPaTOPOM COOTBETCTBYeT MOTYT
HUCIO0JI30BaThCI PETry/IpHbIe BBIPKEHUI. ITO II03BOJIIET yKas3aTh 'MIAOJIOH", II0JT KOTOPBIA MOYKeT
IIOAXOIUTH HECKOJILKO 3HAUEHUM, C IIOMOIIBI0 BCETO OTHOM CTPOKH.

IIpumep 1. Hchob308aHUe pecYASIPHbLX 8bIPAHCEHULL 8 102UUECKUX YCA08USX

3agaya: Heo6X0ZMMO IPUMEHHUTH HAG0p IMOJMUTHUK KO BCeM IOJKIIOUEHUSIM C YCTPOMCTB, UM
KOTOPBIX HaUMHAaeTCs ¢ Ipedurca MES.

Bo3MoJxHOe pelieHue:

[l TOTO, UTOOBI BBIZIE/IUTH TOJILKO IIOJKJIFOUeHUs C OIIpe/ieJIeHHBIX YCTPOMCTB, B YCIIOBUU MOJKHO
UCII0JIb30BaTh aTpUOYT RADIUS-NAS-Identifier . O6paTuTe BHMMAaHUE, YTO KaK IIPaBUJIO TpebyeTcs
HAaCTPOMKa ero oTIpaBKU Ha NAS-yCTpOMCTBe.

YToO6BI He co3aBarh OTHeIbHbIE YCIOBUS RADIUS-NAS-Identifier paBHo MES1 U T.II. 11 KaXKIOTO
YCTPOMCTBA, MOYKHO CO3aTh O4HO yeyIoBUe RADIUS:-NAS-Identifier cooTtBeTcTByeT MES.* .
KoHcTpyKIus .* 03HaudaeT "JIr000e KOJIMYECTBO JIF0ObIX CUMBOJIOB" IToce MES .

Taxoke MO’KHO HCII0JIb30BaTh 60JIee CTPOroe BHIpaKEHUeE, eCJIH, HallpUMep, IIpeAIIoaraeTcs, YTo
nocie MES Bcerma unyT 4 Huopsl 1 ogHa OykBa: MES\d{4}[A-Z].
3/1ech:

\d{4} —deTrIpe ITUOPLI;

[A-Z] — ojiHa 3aIaBHAasI OYKBa.
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KpamKuL“t CNUCOK Hacmo ucno/tb3yemsblx memacumeos08

® CHMBOJIBL:

o . -Jr060U CUMBOJI
o \d -Jro6as rudpa
o \w -Jro6asi 6yKBa B JIF060M perucrpe
© \s -IIpo6eJbHBIA CUMBOJI
© \ - 3KpaHUPOBaHHUeE JIFOO0IO CIIEIICUMBOJIa

® TPYIIIHNPOBKA:
© [abc] - OAWH U3 IIepeUrJIEHHBIX B CKOOKaxX CMBOJIOB (WJIH &, WJIH b, 1K C)
© [a-z] - O[IVH U3 IIepeUrCIeHHbIX B TUalla30He CUMBOJIOB
o (abc) - 06benHHEHME CMBOJIOB B YKa3aHHOM IIOPSKe B OHY IPYIIILY

® KBaHTUQUKATOPHI:

@ o0 a? - 0w 1 BXOXKIeHue CUMBOJIa

o a* - 0u 60JIbIIIe BXOYKIEeHHUM CUMBOJIA
© a+ -1u 6oJIblile BXOXKI,eHUM CUMBOJIA
o a{n} - BXOJXK[IeHHe CHMBOJIa N pas
o a{n,} - BXOXKIeHHe CUMBOJIA N MJIH 60JIbIIIe Pas
o a{n,m} - BXOJK[IeHHe CUMBOJIa OT N IO M pa3

e JIOTHUYECKUE OIlepaliiu:
© Aa - OoTpHIIaHHE
o0 al|b - oguH U3 IBYX YKa3aHHBIX CUMBOJIOB (IJIM)

e II0JIe3Hble KOMOMHAIIUU:
© .* -JIr000¥ CUMBOJI JIF060€ KOJIMYeCTBO pas
o \w+ -r060€ CJIOBO

o (word1)|(word2) - OHO M3 YKa3aHHBIX CJIOB

Pe,z[aKTnp OBaHHE JIOTHYECKOI'0 yCJIOBHUA

JUId pefakTUPOBaHUS JIOTUYECKOTO YCIOBUS HEeOOXOAHWMO €ro 3aXBaTUTh KypCOPOM B OHOJIMOTEKEe U
IIepeHeCTH B I10JIe peflakTopa.
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A BD JocTynkcet > 3neMeHTH MOMMTUK > YCIoBMA

SneMeHTbl NoOANTUK

Mpodunn asTopUsaLMy  PaspeleHHble NPOTOKONbI  YCNOBMA  Cnosapu

BubnuoTexa PepakTop

Q
ATPNGYT *

& 0% 3 Q@0MkOB O

i Test condition (o] NEW
Default test condition @ Oneparop * ATpubyT/sHanenme *
PasHo -
i Wired_802.1X e} Is Not [ly6nnpoBaTh  CoXpaHUTL
Default Wired802_1x flow type
condition ( i New condition 6]
Custom condition @ A
i Wired_MAB )
Default WiredMAB flow type
condition
B
@
o i wireless_802.1X o
Default Wirelessg02_1x flow type
condition
o
New condition X

Is Not Ay6nupoBaTb  W3MeHUTb

NEW AND OR

PucyHok 247. PedakmupogaHue 2102Uu1ecKo20 YCA08US

JUI1 pefakTHPOBaHUS YCJIOBUS HaKaTh KHONKY "HM3MeHUTH". Ilocae pefakTHPOBAHUA HaKaTbh KHOIIKY
"CoxpaHuTh". Tak Kak yoIOBHe paHee OBLIO COXpaHEHO B OUOJIMOTEKe - II0 YMOJYaHUIO OyAeT
IIpeJyIo’KeHO COXPaHUThL ero C TeM J>Ke HasBaHWeM. [Ipy HeoOXOJMMOCTH MOJKHO BBIOpaTh [pyroe
yCJIOBUE, KOTOPOe OyleT Ilepe3alricaHo WK BbIOpaTh "COXpaHUTH B OMOIMOTEKY KaK HOBOE yCIOBHE".
HakaThb KHOIIKY "COXpPaHUTH".

Tak >ke B XOJle PeJaKTHPOBAHHS MO>KHO IIepETaCKUBATh YCIOBHS U3 GHOJIMOTEKH B II0JIE pelaKTopa
IOYepHero YCIOBHSL

V,Z[aJIeHI/Ie JIOTHYE€CKOro yC/J1I0Bud

Z[JIH yYAaJIEHHA JIOTUYECKOT'0 YCIOBUA HAI0 HaUTH ero B OHO/JMOTeKe U HaXKaTh KHOIIKY @ CIIpaBa OT

HUMEHH YCUIOBHAA.
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BubnwoTeka

{:l _l_: 1CE
:! Test condition ®
Default test condition 0]
i} Wired_802.1X ®
Default Wired802_1x flow type
condition
i Wired MAB ®
Default WiredMAB flow type
condition

PucyHok 248. Bvl6op yca108ust 015 yoa/ieHus

VnaseHue 37ieMeHTOB TPe6yeT IO TBEP KIeHUS B MOZIaTbHOM OKHE.
A BriGpaHHbIe 3JIeMeHTHI OyAyT yaaJeHbl TOJHKO IIOC/Ie SIBHOTO ITOATBEP KIEeHMUS
OIepariym.

£\ NMoateepxaeHne peiicTBna

NaHHble ByayT yaaneHsl. Bel yBepeHbI?

- O

. J
PucyHok 249. /luanozo8oe 0KHO nodmeepicoeHust deticmaust

OzpaHuueHus:

® HeJIb3d YAaJIMTh HEKOTOPbIE CUCTEMHBIE JIOTUYECKHE YCIOBUS,

g ® HeJIb3d yAa/JIUTh JIOTHYECKHEe YCIOBHs, KOTOPhIE HMCIIOJ/JIB3YIOTCA B IPYTHX CJIOKHBIX
JIOTHYEeCKHUX YCUIOBHUAX;

e HeJb3sd YAATUTH JIOTHYECKHE YCIOBHS, KOTOPBIE HUCIIOJIB3YIOTCI B KaKOM-JIH00
Habope IIOJUTHK.
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CiroBapu

OmucaHue

Ba30BBIM 3/IEMEHTOM IIPU HACTPOMKe JIOTUYECKOTO YCI0BUS SIBJIIIOTCS aTPUOYTHI, CTPYIIIIMPOBAHHbBIE 110
cnoBapsM. [TomuMo 6a30BBIX U vendor-specific aTpubyroB RADIUS B NAICE focTymiHO HcIiob30BaHue He-
RADIUS atpubyTOB, TAKHUX KakK ITapaMeTphl ceTeBOTO ycTrpoiicrBa (wioBapb DEVICE) mim II0JIb30BaTess
(citoBaps IDENTITY).

CyioBapu U aTpUOYTHI JOCTYITHBI 11 IIPOCMOTPA Ha OTeJbHOM cTpaHuUIle. Jlo6aBIeHre HOBBIX CJIOBapei
WJIH PelaKTHPOBAHUE CYIIIeCTBYIOIIMX HE[0CTYITHO.

Ecum HeoOXomMMBINM BaM ciroBapb He [06aBjieH B CUCTEMY, 00paTUTeCh K HaM IIpU
@ IIOMOIIM KHOIIKU "OCTaBUTH II0JKeJIaHue", JOCTYITHOM U3 HaBUTAlITMOHHOIO0 MEHI0 MU

MEHI0 ) B HIDKHEM JIeBOH YaCTH MEHIO HaBUTaIlWH.

IIpocMOTp cI0Bape

B sieBO yacTH OKHa (C 3ar0JIOBKOM "C10BapU') HaXOJUTCS CIIUCOK SOCTYIIHBIX CJIOBApew, B IIpaBOM YacTHU
- CoZleprKaHMe BhIOpaHHOTO0 ¢I0Baps (110 YMOJITYaHUIO - CoZleprkaHue caoBapsi RADIUS).

P BD [ocTynkceTw > 3nemeHTs NoauTuk > Cnosapu > RADIUS

Q SnemMeHTbl NONTUK
@ Mpodunu asTopusayum PaspeleHHbie npoTokonbi  Ycnosua  Cnosapu
Q
r Q < Q
@ <8 Vi 1D MpowssoguTens Onucare
] 3GPP2 5535 3GPP2 dictionary
h > (3 DEVICE 2 3GPP 10415 3GPP dictionary
0 > (3 IDENTITY 3 3com 43 3com dictionary
@ > [ INTERNAL_RADIUS 1 ALU-AAA 831 ALU-AAA dictionary
5 [ LDAP APC 318 APC dictionary
> [ NETWORK_ACCESS 1 L= 8 Acc dictionary
> [ NORMALISED_RADIUS 1 Actelis 5468 Actelis dictionary
> ® PROFILING 2 Airespace 14179 Airespace dictionary
> [ RADIUS 172 Alteon 1872 Alteon dictionary
> ( TACACS_PLUS 1 Alvarion 12394 Alvarion dictionary
Aptis 2637 Aptis dictionary
Ascend 529 Ascend dictionary
BSkyB 16924 BSkyB dictionary
Arista 30065 Arista dictionary
Azaire 7751 Azaire dictionary
Cajun_p330 2167 Cajun_p330 dictionary
Camiant 21274 Camiant dictionary
Cisco 9 Cisco dictionary
Bay-Networks 1584 Bay-Networks dictionary
BinTec 272 BinTec dictionary
Cisco-ASA 3076 Cisco-ASA dictionary
® Bristol 4363 Bristol dictionary
Citrix 66 Citrix dictionary
(=) BT 594 BT dictionary
ADSL-Forum 3561 ADSL-Forum dictionary
A0 Bcero anemeHToB: 172
PucyHok ocmomp caoeapetl
Yy 250. IIp p p
JJIeMEeHTHI YIIPaBJIEHUT:

®* % - PaCcKpHITh CIIHCOK BJIOKEHHBIX CIOBApei.

e "Cnoapu. Mouck" - PUIbTpAITUA 10 UMEHU CJIOBAPS.
e "RADIUS. Mouck" - GUIbTPAIIUS 10 BJIOKEHHBIM CJI0BapSIM U aTpUOyTam.

e % -00HOBUTH JJAHHBIE.
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HGPEKJIIO‘-IE‘HI/IG BapuaHTa 0TO 6pa>KeHI/I$I MEHIO HaBHUT'aITUHX I10 CJIOBApPsM:

© I8 -MeHIo HaBUTAIIUU B BU/JIe /lepeBa.

O = -MeHIO HaBUTAIlUU B BHJIE CITHCKA.

IIpoCMOTP BJIO’KEHHBIX CJIOBapei U aTpUOyTOB

Jlig TIpocMOTpa aTpUOyTOB CI0Bapsl TpebyeTcsd BhIOpaTh HEOOXOUMBIN CJIOBaph B CIHCKe U HaXKaTh Ha
€ro MM

2 B [ocrynkcerw > Snementinonuruk > Cnosapi > RADIUS 5 RADIUS

SNeMeHTbl NOANTUK

Mpodunn aBTopUsaLMM  PaspelseHHbie NPOTOKONLI  YCNOBMA  Cnosapu

Q Wms
RADIUS

Tvn

RADIUS

Q
@
Q
&
9 0DE
@
&
0
]

> B DEVICE 2
s & IDENTITY 5 ID MponseoauTens
0
> B INTERNAL RADIUS 1
> B LoAP Onucanmne
> ([ NETWORK ACCESS 1 RADIUS dictionary
> (B NORMALISED_RADIUS 1
> (3 PROFILING 2
v & RADIUS 2 ATpubyTel cnosaps
> R 36PP2 5] Q
> 0 36PP
[CEN s TUN gakHbix
> R 3com
1 User-Name STRING
> R ALL-ARA
2 User-password STRING
> R ARC
3 CHAP-Password OCTETS
A
vB A« 4 NAS-IP-Address 1P_4_ADDR
> B Actelis 5 NAS-Port INTEGER
> [ Airespace 6 Service-Type NAMED
> Q Alteon 7 Framed-Protocol NAMED
> [ Aarion 8 Framed.1P-Address 1P_4_ADDR
> 0 Aptis s Framed-IP-Netmask IP_4_ADDR
® > R Ascend 10 Framed-Routing NAMED
ilter-
® > Q Bskys 1 Filter-d STRING
ramed.-
3 > Q) Arista 2 Framed-MTU INTEGER
aire ramed-Compression
> R Az 13 Framed-C NAMED
» 0 Cajun_p330 as L im0 taart 0 4 annn
© Bcero anemenTos: 171
> Q) Camiant

PucyHok 251. Ilpocmomp ampubymos €c108aps

i mpocMoTpa nHGopMariuu 06 aTpubyTe TpebyeTcs HaXkKaTh Ha UMSI aTpUOyTa B CIIUCKe aTPpUOyTOB:
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RADIUS x

lma

Service-Type

TUN gaHHbIX

NAMED

ID NpowsBognTeNns

0

ID ATpmnbGyTa
6

,U,OI'I)'CTHM ble 3Ha4YeHWA

Koy 3Ha4yeHue
Login-User 1
Framed-User 2
Callback-Login-User 3
Callback-Framed-User 4
Outbound-User 5
Administrative-User 6
MAS-Prompt-User 7
Authenticate-Only 3
Callback-NAS-Prompt 9
Call-Check 10
Callback-Administrative 11

Bcero anemeHTOB: 11
PucyHok 252. IIpocmomp uHgopmavuu o6 ampudyme

i1 aTpubyTOB, IIPe/III0JIaraloIuX KOHEUHBIM CIIHCOK AOIYCTUMBIX 3HAaueHWM, Ha JTaHHOM CTpaHUIle
OyZeT IepeunrcIeH CIIUCOK 3TUX 3HAaUeHUH.

IToxuTuxu RADIUS

OnucaHue

[IoTUTUKY ayTeHTUOUKAITUH U aBTOPU3AIUU OTIPe/IeJII0T IeICTBYSL, KOTOPhIe He06X0/ITMMO BBHIIIOJHUTD
IIpU II0JIyYeHUH 3alpOCOB Ha ayTeHTHUHUKAITUIO I10JIh30BaTesIel OT CeTeBBhIX YCTPOMCTB II0 IIPOTOKOJIY
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RADIUS ¥ [e¥iCTBYS IIPU aBTOPU3ALIUHU I10JIb30BaTeJIeH.

ITopsiiok 06pabdOTKH 3a1IPOCOB

[TopsoK 06pabOTKM 3alpocoB ayTeHTHOHUKAITUH/aBTOPU3allMU OT II0JIhb30BaTeJel, IIepe/aBaeMbIX
CETEBBIMH YCTPOHCTBAMH, CJIEYIOIIIHIA:

1. IlepBoHaYaIbHAasI TPOBepKa JAHHBIX CETEBOT0 YCTPOHUCTBA:

o

Bxopmammii RADIUS-salipoc aHaJIMSUpPyeTCd Ha Haluuue aTpubyra NAS-IP-Address - B ciaydae
OTCYTCTBHSI ITAKeT 0TOpachIBaeTCs, HUKaKOU OTBET He BO3BPAIllaeTCs.

ITosryyeHHBIN NAS-IP-Address WUIeTCA Cpefgyd 3aluceld O CeTeBBIX YCTPOMCTBAX - B CJIydae
OTCYTCTBH ITaKeT 0TOpachIBaeTCsd, HUKaKOM 0TBET He BO3BpalllaeTcs.

IIpoBepsieTcs KOPPEKTHOCTHL secret B RADIUS-sampoce - eCId CeKpeTHBIM KIIIOU HeBepeH
Bo3Bparaercss ACCESS-REJECT .

2. O6paboTka B Tabsmile Habopa IOJIUTUK.

o

BrImmosiHsgeTcs mpoBepKa cooTBeTcTBUA RADIUS-1akeTa JIOTUYECKUM YCI0BUAM, UCIIOJIbL3YeMBIM B

Habopax ITOJUTHK.
[IpoBepKa BBITIOJIHSIETCS IT0CJIe/I0BaTeILHO CBEPXY BHUS.

ITosmutuku RADIUS 111 KOTOPBIX YCTaHOBJIEH CTaTyC BBIK/IIOUEHO He yJacTBYIOT B IIPOBEpPKe,
CYETYMK B KOJIOHKe KonuyectBo cpabaTbiBaHW He YBeJMUMBAETCS.

IMosmtuku RADIUS n11 KOTOpPRIX ycTaHOBJIeH Ctatyc IIpoBepka ycIOBHA He Y4YacTBYIOT B
IIPpOBEpPKe, HO CUETUYMK B KOJIOHKe KonuyecTso cpabaTbiBaHWMii IIPH COOTBETCTBUHU IIOJIATHUKH

YBEJINYHBAETCA.

IIpu o6HapyKeHUM HOIXOJAINEeTr0 Habopa MOJIUTUK JaTbHEHIIMU UX Hepebop IIpeKpalrlaeTca U
IIPOZ0/DKaeTCs IIpOBEPKa B paMKax 3TOro Habopa.

Ecmm Habop MOJIUTHK € TMOAXOSIIMM yCJIOBHEM He OyfieT Hali[leH - CeTeBOMY YCTPOMCTBY OymeT
OTHpaBJIEH OTBET B paMKaxX ITOJUTHUKUA Default. IIo yMOJMaHHUIO B JaHHOM Habope IIOJUTHK B
IIOJIMTHKE aBTOPHU3allMM HAaCTpOoeH INpo¢uab aBTOpu3aliid DenyAccess, COIZIaCHO KOTOPOMY
CeTeBOMY YCTPOMCTBY OyzeT oTmpaByieH ACCESS-REJECT. /laHHOe TOBeJleHHe MO>KHO M3MEHUTD,
O0TpeLaKTUPOBaB IIOJIUTUKU B Default.

3. O6paboTKa B paMKax HalleHHOTO Habopa IIOJIUTUK:

[e]

[IpoBepsieTC HCHOJIb3yeMBbIM IIPOTOKOJI ayTeHTUQUKAIIUM W CpPaBHUBAETCSI C JOCTYIIHBIMU B
BBIOPAHHOM CITHCKE ITPOTOKO0JIOB. EC/TM COBIIaIeHUI He 00HAPY»KEHO - CETEBOMY YCTPOMCTBY OyIeT
oTrpaByeH ACCESS-REJECT.

B mpaBuiax IOJUTUKU ayTeHTUQUKAIIUK BBIIIOJIHAETCI IIPOBEpPKa CBepXy BHUS, II0Ka He OyneT
HalleHO COBIIafiarolee yoioBUe. Ein He OyfeT HalifileHO HU OJHOTO IIpaBUJIA C COBIIAZAIOLIM
yCI0BHEM, TO OyZeT IIPHMMeHeHO IIpaBuao Default - II0 yMOJITYaHUIO CETeBOMY YCTPOMCIBY OyzeT
otrpaByeH ACCESS-REJECT.

BBITIOJTHSIETCS IIOMCK I10JIh30BaTes sl B BRIOPAHHOU I1EII0UKU MCTOUHUKOB UleHTUGUKaruu. Ecim
M10JTb30BaTeIb HAMUIEeH, TO IIPOJ0JDKAETCI AaBTOPH3AITUs, eC/IM He HauaeH - OymeT OTIpaBJIeH
ACCESS-REJECT.
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B I1osIMTHKaxX aBTOPU3aliuU BBIIIOIHSAETCS IIPOBepKa IIPpaBUJI CBEPXY BHUS3, [I0Ka He OyzieT HalileHOo
coBIIafarolliee ycaoBue. Ecmm He OyeT Hali[JeHO HU OJHOTO IIpaBHJIa C COBIIAAAIOIIMM YCIIOBHEM -
CeTeBOMY YCTPOMCTBY OymeT oTipaBiaeH ACCESS-REJECT 1o mnpaBmiay Default. /leboaTHOe
II0BeJleHre MOJKeT ObITh IIepeHacTPOeHoO.

© Jlocse oIpefesieHHsa IIpaBHIa IIOJIMTHUKH aBTOPHM3AIIMU BBIIIOJIHIETCI IIPOBEpPKa IIapoJit
0JIb30BaTe 1. EC/IM OH He COBIIaZ[aeT - CeTEBOMY YCTPOMCTBY OyzeT oTirpaBiieH ACCESS-REJECT .

© Jlocse YCIEIIHOM IIPOBEPKHM JIOTHMHA/IIapoJIi I10JIb30BaTess BBIIIOJHATCA Lo06aBjieHHe B OTBET
aTpubyTOoB, IIpeAIIoIaraeMbIX II0 HCII0JIbE3yeMOMY IIPOQMIII0 aBTOPU3al[ii, U OTIIpaBKa OTBeTa
CeTeBOMY YCTPOMCTBY. B mIpoduie aBTOpU3aliii MOYKeT ObITh HACTPOEeH KaK ACCESS-ACCEPT, Tak U
ACCESS-REJECT OTBeT.

IIpocMoOTp crcKa HaOOPOB IMOJIUTHK

2 B Jocrynkcern > Monutii RADIUS

Q  Monutrkn RADIUS
@
Z  ©C6pocnTs Q
Q
&
+ craryc Vims* Onucarme Venosua* AocTynksie npoTokons* Konnaecrao
® cpaGabisatmii
@ @ Brnoueno MpoBoAHan ceTs EAP-PEAP, EAP-TLS Default protocols - 0 : »
# Wired_802.1X
& 17/1000
e} Bz BecnpoBoHan CeTs EAP-PEAP, EAP-TLS Default protocols - 0 H »
® - Wireless_802.1
17/1000
Buniouens MposoaHan ceTs (MAB) MAC Auth Bypass MAB - ® P>
P Wired MAB
15/1000
Brmoueno MopranbHas asTopusauua Wik MAB - o »
2 Wired MAB
400 g
(2 Normalised Radius SSID Pasho NAICE-Portal
® @ Mo ywonsamm o Default policy set Default protocols = : »

PucyHok 253. IIpocmomp ecex HAbOpPO8 NoAUMUK

B Tabiurie otobpaykaroTcd IMOMUTUKU RADIUS, B COOTBETCTBHM C KOTOPHIMM IIPOBOLUTCI 00paboTKa
3aIIpOCOB Ha ayTeHTUQUKALINIO/aBTOPU3ALIUIO.

ITocieqHMUI HA60P MOJUTHK C UMeHeM Default He MOYKET OBITH yIaJieH, Y HETO HeJlb3d
A M3MEHHUTE UMsI WM YCIOBHE.

OH Bcerma OyzeT IOCIEHUM B CIIHCKe, HIDKe KOTOPOTO PACIIOJIOKUTH [pyrue

TIOJIMTUKU HeJIb 3.

OnrcaHue KOJIOHOK TaO/IHIIbI:

® (CraTyc -CcraTyc Habopa II0JIUTHK.
® lMs * - HauMeHOBaHUe Habopa IIOJUTHUK. MakcruMaibHasd AJIrHa - 200 CHMBOJIOB.
® OnucaHue - IIPOU3BOJIbLHOE OITHcaHHe. MakcuMaiIbHas IyIHa - 1000 CMMBOJIOB.

® Ycnosus * - HCII0JIb3yeMbl€ JIOTHYECKHE YCIOBHUA. Ecum HCITO0J/Ib3yeTCd 6HOIIIOTeUHOE ydioBue -

oToGpakaeTcs ero UMsL. ECTH MCIT0Ih3yeTces He GUOIMOTEYHOE YCIOBHE - 0TOOGpaykaeTcsl eT0 CTPYKTYpa.
® [loCcTynHble NPOTOKOJbI * - BRIGPAHHBIN CITHCOK JI0CTYITHBIX TTPOTOKOJIOB.

® KonnyecTBo cpabaTbiBaHMM - KOJIMYECTBO IIOIIBITOK aBTOPH3AILUM, IIOAIIANAIOIINX II0[ YKa3aHHBIe
VceinoBus.
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[eicTBus - IeHCTBU 10 0 6aBIEHUIO/yIaIEHHI0 Hab0pa MOJIUTHK.

* HacTpoiika - ITepexofi K IIPOCMOTPY U PeaKTUPOBAHUIO ITOJUTHK ayTeHTHOUKAIINI/aBTOPHU3aIIH

BBIOPaHHOTO HAb0pa IMOJTUTHK.

ITapaMeTphl, 0TMeUeHHbIE 3Be3/I0UKOU *, 06s13aTeTLHBI JIJIs1 3aT10THEHUSI.
JJ1eMeHTHI YIIPaBJIeHUS:

* Tlouck - PeTHCTPOHEe3aBUCHUMBIH ITOMCK II0 MMeHU Habopa IOJUTUK (HalileHHbIe COBIIa/IeHUs OyyT

IIO/ICBEYEHBI).

e 7 -00HOBUTBH JaHHBIE.

(D COpocnTh - COPOCUTH CUETUYMKH KOJIMUECTBA CPabaThIBAHUH BCeX HAG0POB IIOJIUTHK.

®* | -71006aBUTH IIOJUTHUKY (IIOJIUTUKA OyeT 1obaBJieHa ITEPBO B CIIUCKE).

KonuuecTBo cpabaTbiBaHuii - KOJIMUECTBO MOMBITOK aBTOPH3AIlNH, ITOIIAAONIUX 10/ YKa3aHHbIe
VoroBust. IIpy HaKaTUH Ha YHCIO CPpabaThIBAaHHE CUETUHK MOYKHO COPOCHTH.

* ¢ - IeHCTBUS:
-
© [obaBUTb CBEpXY - A006aBUTH HAOOP IIOJUTHUK /[0 BEIOPAHHOTO;
© [lob6aBUTb CHU3Y - 106ABUTH HAOOP IOJUTUK [I0C/1e BEIOPAaHHOTO;

© YpanuTb - yoaaUTh BEIOpaHHBINM Hab0P MOIUTHUK.

® ) - IIepedTH K YIIPaBJeHHUIO0 IIOJUTHKAMH ayTeHTHQUKAaIlMHM/aBTOPU3allUK TeKyIlero Habopa
TIOJIUTHK.

® CoxpaHuTb - COXPAaHUTEL U3MEHEeH.
® O0TMeHUTb - OTMEHUTH U3MEeHEeHUs].
Bce BrurroueHHBIe ITOJTUTUKU RADIUS IpoBepsroTCa 110 HOPSIAKY, KaK Ha IKpaHe - cBepxXy BHU3. [loToMy Ha

crpaHulie otobpaxarTrcs BCE mosmtuk RADIUS cpasy, a Mouck He CKPBIBAET 3aIIMCHU U3 CIIMCKA, a JIUIIb
II0/ICBEYHBAET.

B) focrynkcerw > MoauTukv RADIUS

Q  Monwutrkn RADIUS
@
- 2 ® c6pocuts Q Mposoasas cers x
& Kosmuectao
+ cranyc s Onvcanve Yonosis* JlocTynHbie NPOTOKONbI™ .
© cpaGaTsiBaruii
® @ Bunoueno Mposoarias ceTo EAP-PEAP, EAP-TLS ) R Default protocols - 0 H »
‘ ired_80:
b 17/1000
el B rezis BecnpoBoAHaR ceTh EAPPEAP, EAP-TLS ) Default protocols - ® H »
/ Wireless_802.1X
@ 1771000
Bratosero TpoBo/Has CeTb (MAB) MAC Auth Bypass MAB - 0 »
% Wired_MAB

1571000

PucyHok 254. ITouck Habopa noaumuxk

LX)
11 UsMeHeHUd IIOPAAKa IIEPETALTHTE IIOJIMTHKY 3a 3JIEMEHT :: B KOJIOHKE + .
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+ CraTyc Mma*

e () Brnoueno MNpoeogHasn ce

PucyHok 255. HKOHKa nepemackugarust HAbopa noaumuxk

e [Tocsie M3MeHeHUs MOPSITKA IIOJIUTHK He 3a0bIBaiiTe HAYKAaTh KHOITKY COXpaHWTh , THaUe
W3MEHEHHUS He BCTYIIST B CHTY.

JIJ1s1 IPOCMOTpA CIIHCKA ITOJIMTHK ayTeHTUQUKAITUY 1 aBTOPU3aliid He06X0QUMO B KOJIOHKe HacTpoiika

Ha)KaThb ») CIIpaBa OT BIOPAHHOTO HabOpa IMOJUTHK.

PegakTHpOBaHUE HA00PA MOJTUTHK

Jos1 mob6aBileHNs Habopa IOJUTHUK B OKHE CIIKCKAa HAaObOPOB ITOJUTHK MOYKHO HaKaThb BBepXy CJIeBa
KHOIIKY + - HOBBIM Habop OyzeT 106aBJIeH IIepBbIU B CITUCKE.

+ CTaTyc Mma*

i BrntoueHo MpoBogHas ce
PucyHok 256. HkoHka 006a8/eHUs HA6opa NOAUMuUK

ITpu He06X0TUMOCTH T06aBUTH HAOOP ITOJTUTHUK B IIPOM3BOJIBHOE MECTO HE0OX0 MO Ha)kKaTh Ha KHOTIKY
E crpaBa OT BBIOpPAaHHOTO Habopa IIOJUTHK U B BBIIIAAIOIIEM MEHI0 BrIOpaTh [lobaBWUThb CBepxy WA
[o6aBnTb CHU3Y.
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KonuyecTeo
cpabaTbiBaHWA

0

No6aBnTb CBEDXY

L06aBUTb CHIK3Y

YAanuTb

U '

0

*

>

x

.3 )

PucyHok 257. OmobpasceHue noaumuku. Bvltnadaroujue MeHro ¢ 0eticmeusiMu.

Wupopmanusaio Ctatycy:

. BinioueHo - paspelraeTcs 06pabaThIBaTh 3allpOCHL;

® (¥ Buinwouedo - UCKJIFOUUTH U3 00pab0TKH, He IPOBEPITh YCIOBHe, He 00pabaThIBaTh 3alIPOCHI;

® @lposepkaycnoewii - paspellaeTcd IIPOBepATh VYoIoBHe (M HMHKPeMEHTHPOBATh CUETUUK

cpabaTbIBaHM), 06pabaTeIBaTh 3aIIPOCHI - HET;

® () Noymonuadwie - UCII0JIB3YeTCS TOJBLKO JIJI IIOJIMTHKH 110 YMOT4aHu0 Default.

+

I HH

CTaTyc

(¥) Benouero
() Brnroueno
(¥) Buikniouero

@ Mposepka yonosma

() Brnrouero

Mma*

MpoBoAHaA CeThb

eCcnpoBofiHaA CeTb

MpoBogHanA ceTk (MAB

PucyHok 258. H3meHeHUue cmamyca noJAumuxu

Bo BHOBB CO3HaHHOM Ha6ope IIOJIUTHUK B II0JIe MMA BBeCTH HaMMeHOBaHUe Ha6opa IIOJIMTHUK HJIN

OCTaBHUTh HEMUSMEHHBIM aBTOMATHY€CKH C(l)OpMI/IpOBaHHOE MM
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Konnuyectso
CpaaTbiBaHmit

New Policy Set 1 x | [ Beegare onucarnme ] [+ Jreem— } BhibepuTe npoTokon = P >

0/1000

+ cratye ma* Onucatve Venosua* JLOCTYNHbIE NPOTOKONLI*

B O % 3 O b
[c]
@
g
g
2
H

@ Bniouero MposogHasi ceTs. EAPPEAP, EAP.TLS Default protocols - © H »
4 Wired_802.1X
000

PucyHok 259. OmobpasceHue 3anucu Ho80l NOAUMUKU. S/1eMeHMbl 00513ameJibHble 0151 3aNn0/IHeHUS

/U151 pe/laKTHPOBaHH YCIOBHsI He06X0[UMO HakaThk -+ [JoBGaBnTe M OTKPOETCS Pe/laKToP YCIOBHI.

Brbnvoreka PepakTop

[\ Q TMouck

ATPUGYT *
BuibepuTe 3HaveHme
i Test condition

Default test condition Onepatop * ATpNGyT/3HaqeHne *

PaBHO ~ || BBeaute i Bbi6epuTe 3HaueHme I

i wired_802.1X
Default Wiredg02_1x flow type
condition

Ay6nnposats  Coxpanuts

NEW AND OR

i wired_MAB
Default WiredMAB flow type
condition

i Wireless_802.1X

Default Wireless802_1x flow type
condition

i Radius Called-Station-1D
Default Called-Station-ID

i Radius framed protocol
Default Framed-Protocol

i wireless MAB
Default WirelessMAB flow type
condition

(G VYER VicnonbsoBaTs

PucyHok 260. Pedakmop yco8utl

Pe,[[aKTI/IpOBaHI/Ie YCJIOBI/Iﬁ BBITIOJTHSIETCS CIT0COO0M, aHAJIOTHUHBIM OIIMCaAaHHOMY B YCJIOBUSIX.

IIpy HacTpolKe yCIOBHA Habopa IIOJMTHK eCTh OTPaHHYeHUe M0 HCII0JIb3yeMbIM
THUIIaM CI0Bapen. Mo>xkHO HCII0JIb30BaTh CJIOBapH: DEVICE, RADIUS,

e NORMALISED_RADIUS, INTERNAL_RADIUS. 3TO CBsI3aHO C TeM, Kakad HUHOpMAIus O
KJIMEHTCKOM IIOJK/IIOUEHUN MO>KeT ObITh IIOJy4yeHa K MOMEHTY IIPOBEPKH Habopa
IIOJIUTUK, A KaKad ellle HeT.

IIpy pefakTUPOBAaHUHM YCUIOBUM HEIOCPEACTBEHHO B IIOJMTHKE [00aBjsIeTcI BO3MOYKHOCTH
HUCI0JIF30BaTh HACTPOEHHOEe YCIOBHe 0e3 COXpaHeHHWsI ero B bubsmorteke. /11 3TOTO HAA0 IIOCTE
HaCTPOMKY, He COXPaHsd YCI0BUE, HAKATh KHOIIKY Wcnonb3oBath .

ITocste 3TOTO B KOJIOHKE [lOCTYMHble MPOTOKOMbl BEIOPATh HEOOXOAUMBIH CITHCOK.

ITo HaYKaTHI0 KHONTKY COXpaHUTH U3MeHeHUs OyyT COXpaHEeHEI.

[Tocsle cosmaHKWsg HOBOM IIOJIMTUKKA HeOOXOJHUMO HAaCTPOUTH [AJId Hee IIOJMTHKHU

ayreHTUOUKAllUM M aBTOpHU3alluM, 6e3 3TOr0 BCe IIONBITKH II0[K/II0YeHHs
A II0JIb30BaTesIel, IIOIIaBIIMe IIOf, JIOTMYeCKOe YCIOBHE NaHHOMW IIOJUTHUKH, OyAyT

OTKJIOHEHHI I10 IIPaBUIaM I10 yMOJTUaHuI0 Default!

Jl711 HaCTPOMKY I1eperTH B [I0JIMTHUKY ayTeHTUGUKALIIN U aBTOPU3aLIHN.
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ViaajsieHue Habopa IIOJIUTHUK

VnianeHre Habopa ITOJUTHK JOCTYITHO B MeHIO [lencTBus . JOCTYITHO ymaJieHHe TOJLKO OTHOTO Habopa
TTOJTUTHK 34 Pas.

Konu4ectso
cpabaTbiBaHWiA

0 g 5

JoBaBUTh CBEDXY

J0BaBUTE CHU3Y »
Ypanute
- »
0 : b3

PucyHok 261. Belnadarowjue MeHto 0415 yoaieHust Habopa noaumuk

VnaseHue 3jIeMeHTOB TpeOyeT IT0ATBEPKeHUSI B MOJJaIbHOM OKHE.
A BriGpaHHbIe 37eMeHTHl OyAyT yAajJeHbl TOJBbKO II0CIe $SIBHOTO IIO[TBEPIKILEeHUS
OIeparym.

£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

L J

PucyHok 262. /luano2oeoe 0KHO nodmeepicoeHus deticmeust

KosinmuecTBO cpabdaThIBaHMM IOJIUTHKH

CuéTUMKH B KOJIOHKe KonmyecTBo cpabaTbiBaHWi IT0KA3BIBAIOT, CKOJILKO ITOIIBITOK ITOIKIIOUEHHUS OBII0
06paboTaHO C UCII0JIb30BaHUEM 3TOU ITOJTUTUKU. Vi3MeHeHUs 3HaUeHUH CBU/IeTe/ILCTBYET, UTO YCnoBue
cpabaThIBaeT.

Ucriob3ys craTyc & lMposepka ycnoewii M HaOIIOfasd 3a CUETYMKAMU CpabaThIBaHMS,
@ MO>KHO CHayaJla I10{06paTh ¥ 0WIaJUTh YCIOBUE, a JIMIIIL [I0TOM BKJIFOUATh ITI0JIUTHKY B
paboTy, mepeBefd e€ B CTaTyC (¥) BuntoueHo .

CueT4MKHU cpabaThIBaHUA 8cex HAOOPOB ITOJIMTHUK MOXKHO COPOCHUTH II0 KJIMKY Ha (D CopocuTe . [1a

cbpoca cyeTUyMKa KOHKPETHOTO Habopa Ha)KMHUTE Ha UMCIO B KOJIOHKe KonuyecTBo cpabaTbiBaHWUW,
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HaKMUTe Ha KHOIIKY C6pOCUTbL U ITOATBEPAUTE TEHCTBHE.

IMomuTUKY ayTeHTHGUKAIIUU U aBTOPU3 AN
IIpocMOTp CIICKA IOJTUTHK ayTeHTUPHKAIUHA U AaBTOPU3al[H B BBIOPAHHOM
Habope IOJIMTHK

JJI1 IpoCMOTpa CIIKCKA IOJUTUK ayTeHTUGUKAIIMK ¥ aBTOPU3allui He0OX0IMMO B KOJIOHKE [pocMoTp
HaKaThb ») CIIpaBa OT BBIOPAHHOTO Habopa MOJUTUK. OTKPOeTCd [eTajJbHas CTpaHUIla 10 M3MEHEHUI0

IIPaBWJI IOJIUTHUK ayTeHTUQUKAITUH 1 aBTOPHU3aIIHL.

2 B foctynkcetw > Monutuki RADIUS > Test policy set

Q  « Test policy set
@
o 54
& KonnecTso
° cratyc Yn* Onucare Venosus* AocTynHble NpoTeKons cpaGaTLIBaHMiE
® (o) 10

wnioviero Test policy set Default protocols ~

BE) - T Vi "
LS 0/1000
0
@ MonuTuka ayTeHTUdMKaL UM “~
@ @
. . . Konnuectso
+ Cratyc Vs Yenosua LenoHkm naeHTVrKaLn e
O w  Default Default sequence - &
MonuTuka aBTopUsaLMn ~
@ @
Konnuectso

+ Cratyc 1% Yenosma* Tpo¢uAn asTopH3aunn™ .
® cpabaTbisarmii
® ® Noymonuarnus o Default DenyAccess x o

© Movck.

PucyHok 263. CmpaHuua npocmompa u peoakmupogaHust Habopa noAumuKk

[owregHMe TpaBHJIa ITOJUTHUK ayTeHTUGHUKAIIMU M aBTOPU3AIMK ¢ UMeHeM Default
HeJIb3s [IepeMeHOBATh MU U3MEHHUTH UM YCJIOBHE CpabaThIBaHUS.

A OHU Bcerga OyyT IOCIeTHUE B CIIMCKE, HIDKE PACIIOJIOKUTh APYTHe ITpaBUjIa HeJIb3sl.
JlaHHBIe ITPaBUJIA ITPe/THa3HAYEeHBI 171 OTIpe/eJIeHIs II0Be/[eHUS 110 YMOJTUYaHUs, KOTa
IpyTHe IIpaBUa He IOAXO/IST.

dopMa ITPOCMOTPA OTHEILHOT0 Ha60pa ITOJTUTHK pa3brTa Ha GJI0KH:

* BJIOK, OTBEUalIMU 3a yIpaBjeHHe Hab0poM IIOJHUTHK, KOTOPBIH OTOOpakaeT CO/iep>KHUMoe
BBIOPAHHOTO Habopa IIOJUTHUK B dopMare aHAJIOTMYHOM HCIOJIH3yeMOMY Ha CTpaHuIle [[oiThKYU
RADIUS.

¢ JlosMTHKaA ayTeHTHPUKAIMH - yIIpaBJeHMte ayTeHTUQUKaIel I10/Ib30BaTesIel.
¢ [louTHKA aBTOPU3aIlHH - VIIPaBJIeHIEe aBTOPHU3allHel I10JIb30BaTe el.
JIeMeHTHI YIIpaBJIeHU:

® 3 -3ampocC aKTyaJbHOTO KOJIMUeCTBA cpabaThIBaHUU BCEX ITOJTUTHUK.

e (CraTycC - BKJIIOUHTH/BBIK/IIOUNTE/IIOCTABUTEL Ha MOHHUTOPHHT COOTBETCTBYIOIIYIO ITOJIMTHUKY.

® |IMa * - HaUMeHOBaHUe II0JIMTUKU.
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OnucaHwue - IIPOKX3BOJIbHOE OITKCaHHE.

* Ycnosus * - HCIIOJIb3yeMble JIOTMYECKHe YCI0BHA. ECM HCIIOJB3yeTcs OHUOIMOTEYHOE YCIOBHE -
oTobparkaeTcs ero UMsL. ECIM HCII0JIb3yeTCsl He OO0 TeYHO e YCII0BHE - 0TOOpaykaeTcs ero CTPyKTypa.

® [locTynHble NPOTOKOMbI * - BEIOPAHHBIN CIIMCOK JI0CTYIIHBIX IIPOTOKOJIOB.
* Llenoykn npeHTUdMKauum * - BEIOpaHHAs 11eTI0YKa UCTOUHUKOB HIeHTUQUKAITH.
* [podunu aBTOpMU3auuM * - BBIGOP AOCTYITHBIX ITPO QU aBTOPU3AITUN.

* KonuyecTBo cpabaTbiBaHWii - KOJHMYECTBO IIOIBITOK aBTOPHU3AIMH, ITO/IIAAOIHIX II0/T YKa3aHHbIE
VesroBust. IIpy HaXKaTUM Ha YUCI0 cpabaThIBAHUH CUeTUMK MO>KHO COPOCHUTH.

® : -IeHCTBUSL
© [lo6aBUTb cBepxy - L0OABUTH HOBOE IIPABIJIO IIOJUTHUKHU /O BEIOPAHHOTO;
© [o6aBuTb CHM3Y - 06ABUTH HOBOE IIPABUJIO ITOJUTUKY [IOC/IE BEIOPaHHOTO;

© [Qy6bnupoBaTb - ,Z[O6&BI/ITB HOBO€ IIPpaBHWJIO IIOJIMTHKH, aHAJIOTHYHOE BLI6paHHOMy, Iiepen

Ioy6IpyeMbIM IIPaBUJIOM;
© YpanuTb - yoaauTh BEIOpaHHOE IIPaBMUJIO.
® (COXpaHWUTb - COXPAaHUTH U3MEHEeHUsL.

® (OTMeHa - OTMEHUTH U3MEHEeHU.
HapaMeTpLI, OTMEUYeHHEbIEe SBQSAO‘IKOI‘/JI * 006s13aTeTbHBI [JIA 3aIIOJTHEHMSA.

JUIs1 BI3MeHeHHs o psiyika [T0 U THK AyTeHTHGHKAIIAY U ABTOPH3AI{UH IIePeTaIIiTe II0JIUTHKY 38 3JIEMEHT
% BKOJIOHKe + aHAJIOTHYHO paspesy Ilosmruky RADIUS.

PemakTHpOBaHUeE IOJIUTHUK ayTeHTUPUKAIIUU U aBTOPU3ALUH

JIJ1s1 pelak THPOBaHUSI HE06X0/TMMO HaXKaThb »Pp CIIpaBa OT BLIOGPAHHOTO Ha6opa IMOJIUTHK.

TpeGyeTcss HACTPOUThL KaK MHHHUMYM OJHY IIOJMTHKY ayTeHTHOUKAIIUM M OJHY
A IIOJTUTUKY aBTOPM3AIIMH JIJIT BO3MO>KHOCTH YCIEITHOTO IIOJK/IIOYEeHHsS] KIHMEHTa C
WCII0JIb30BaHUEM [[aHHOTO Habopa IOJUTHK, WIH IepeHAaCTPOUTH 3alIpelraroliee

IIPaBUJIO 110 YMOJTUYaHUI0 Default.

IToJMTUKY TI0 YMOJYaHUI0 Default MO’KHO OTpeLaKTUPOBATh, HACTPOUB JPYTroe
e IIOBeJleHre, ONHAKO /1 6e30IacHOCTU pPeKOMEeH/yeTcsl HacTpauBaTb COGCTBEHHBIE
opaBWIa c OoJlee y3KOM 06JIacThIO ZeMCTBUS, a IOBeeHMe 10 YMOJUaHUI0 OCTaBUTh

3aITPEIIArOIIHM.

ITomTHKa ayTe HTUpHKaIH

MonuTtuka ayTeHTudUKaumm

@ W

KonuuecTso

[eNoYKU UAEHTUPUKALIMA® -
u BRI e

+ CraTyc M * Venosua®

iy it Default Default sequence - ®

PucyHok 264. IlaHeab noaumuku aymeHmugpuxkayuu
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JlJ11 HACTPO KU ITOJTUTHUKH ayTeHTUQUKAITUY B 6710Ke ITO/THTHKA ayTeHTHPUKAITHH Heo6X0MO HaXKaThb
KHOTIKY + . [[0SIBUTCSI HOBO€ ITPaBUIO.

MonuTuka ayTeHTUGMUKALMK ~
& w

KonuuecTso

+ Craryc nisr* Yenoswa* [enOsKI AEHTHOMKALA® i
¥ u FET = cpabatbisatii

Benioueno -
Authentication rule 1 * | | + posasuTs

@ Moywonanao Default

Default sequence -

PucyHok 265. Hogoe npagu/10 noAumuku aymeHmug@uxkayuu

B moste IMsi BBeCTH HaUMeHOBaHUeE IIpaBujIa IIOJIMTHUKH.

/Ui pelakKTUPOBAaHUs YCIOBUS HEOGXOMMO H&KATH + [06GaBMTh - OTKPOETCS PeaKTOp YCIOBHM.

Pe/:(aKTI/IpOBaHI/Ie YCJIOBI/IfI BBIIIOJIHAETCA aHAaJIOTUYHO OITMCaHHOMY B YoiroBus.

HCIIOJIb3YEMBIM THIIAM CJIOBapeI;'I. MOo>KHO HCII0JIL30BaTh cioBapu: DEVICE, RADIUS,

e [Ipr HaCTpoMKe YCIOBUS A IOJUTUKHU ayTeHTUQHUKAIIMH ecTb OTpaHUYeHHe II0
NORMALISED_RADIUS, INTERNAL_RADIUS.

IIpu pemaKkTUPOBAHHUM YCIOBUM HEIIOCPEJCTBEHHO B IIOJIUTHUKE €CTb BO3MOJKHOCTH HCIIOJIb30BAaTh
HacTpOeHHOe yCJIoBHe 6e3 coXpaHeHHs ero B bubmmoTeke ywIOBUM. [[I1 3TOr0 HEO6GXOAMMO IIOCIIE
HaCTPOMKU, He COXpaHss YCJI0BHe, HaXKaThb KHOIIKY Wcnonb30BaTh .

BrI6paTh B BHIIIQIAIOIIEM MEHIO Llenoykn noeHTudukaummu IerouKy ugeHTUGUKaIIuN.

HoBoe mpaBMJIO ITOJIMTHUKH TaKXKe MOJKHO CO3[[aTh M3 CYIIECTBYIOIIET0, MYOJIHPOBAB ero. JIjis 3TOTO
He00XO0/TMMO BBIOpATh >KeJlaeMoe ITPaBIJIO/IIPaBUJIa Uepe3 | |, a 3aTeM HaKaTh () Haj TabmuIeil. BymeT

CO37aHO HOBOEe IIPAaBWIO BBIIlEe BBIOPAHHOIO C AaHAJIOTHMYHBIMU HACTPOUMKaMH U HMEHEM,
OKaHYMBAKIIMMCI Ha "_copy".

KHOIIKOH & CIIpaBa OT IIOJMTHKH MOKHO 106aBUTH HOBOE ITPaBUJIO BBIIE MUK HIDKe, JyOIMpOBaTh
J60 YIATUTE TEKYITIEE.
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NoBaBUTh CBEDXY

. Konu4ectso
MAEHTUDUKALMIA -
CpabaTbiBaHWiA
Te 3HaYeHwue - ]
seguence -

NoBaBUTb CHU3Y

OybnmpoBaTb

YVaanuTe

PucyHok 266. IToaumuka aymeHmuguxkauyuu. Boitnadaroujue menro. /Jeticmeaus

Taxke MOKHO USMEHUTH CTaTyC IIOJIMTHUKH aHAJIOTUYHO CTaTyCaM B Haﬁopax IIO/TUTHK.

MonuTtuka ayTeHTUGUKaLK

@ W

+ CTaTyc

-

. BrntoueHo
() Brnoueno
(¥) BuikntoueHo

@ Mposepka yonosma

Mma*

Authentication rule

efault

PucyHok 267. IToaumuka aymeHmuguxauuu. M3meHeHuUe cmamyca noAUMuUKu
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ITo/ITMTHKA aBTOPHU3AIHH

MonuTuka aBTopM3aLMN ~
@ W

KonuuecTso

+ Cratyc Vms* Venosua® Mpogunn asTopusayumn® -
v E=D puzaLy cpabaTuiBaHuit

Mo ymonuanimo Default DenyAccess % o

Mouck

PucyHok 268. IIaHe b noAUmuKuU agmopusayuu

Jl711 HaCTPOMKM IIpaBMJIa IIOJUTHUKM aBTOPH3allMM B Ooke IIOJIMTHMKH aBTOPH3alMM HaKaTb + .
ITosIBUTCS HOBOE IIPaBHIIO.

MonuTuka aBTopU3aLnn ~
@ u

Konuyectso
€paGaTbiBaHmit

Brenioueno 0
Authorization rule 1 x I —— ‘ Mowck

Mo ymonuarniio Default DenyAccess X 0

+ Cratyc Vs Yenosua® MpoduAn asTopusaLmMm*

Nownck

PucyHok 269. Hosoe npasu/1o noAuUmMuKuU agmopusayuu

B moJsie IMa BBeCTH HaMeHOBaHUe IIpaByJIa IIOJIUTHUKH.

/Ut pelaKTUPOBaHMs YCIOBUS HEOOX0JUMO HakaThb - [JoGasWTh - OTKPOETCS PeflaKTop YCIOBHI.
PeJlakTUpOBaHMe YCJIOBHUU BBIIOJIHSIETCS AHAJIOTHYHO OIHMCAHHOMY B VeaoBus. IIpH HacTpolike
TIOJTUTUKHY aBTOPHU3AIIHH MOYKHO HCII0/Ib30BATh BCE THUITHI CJIOBapei 6e3 OTpaHYeHHH.

[Ipy peJaKTUPOBAaHWHM YCIOBUH HEIOCPECTBEHHO B IIOJUTHKE [100aBisIeTcS BO3MO>KHOCTD
HCII0JIb30BaTh HACTPOEHHOEe YCJIOBHEe 0e3 COXpaHeHMs ero B BubmuoTeke. /I 3TOTO0 Hafo IIOCye
HACTPOMKU He COXPAHSIS YCJIOBHE HAKATh KHOIIKY Wcnonb30BaTh .

BrIGpaTh B BhIIazaroneM MeHro [Ipo¢puii aBTOpH3aniu Heo 6X0JUMBIH ITP0 QITH aBTOPU3ariii. MoKHO
IIpU HEeoO6XOAUMOCTH T00aBUTh HECKOJIbKO ITpoduuiei, UX He KOHQIUKTYIOIMEe HACTPOUKH GyayT

IIPOCYMMHPOBAHEIL.

K OOTHOMY IIPpaBHJIYy IIOJIMTHUKHW aBTOPHU3aAllKK MOKHO ITPHUBsA3aTh HECKOJILKO HpO(l)I/IJIeI;'I

aBTOPU3AITHHL.
@ OpgHako IIpH o06paboTke 3ampoca OyAyT VYYUTHIBATHCI TOJIHKO Te, KOTOPHIE
COOTBETCTBYIOT TeKyIeMy [IpodHIIro yCTpoHCcTBa.

HoBoe IIpaBHJIO IIOJIMTHKH TaKKe MOYKHO CO3[aTh W3 CYIeCTBYIOLIEro, AyOiupoBaB ero. /lyig 3Toro
He0o6XO0/IMMO BbIOpATh sKeJlaeMOe IIpaBUJIO/IIpaBIjIa uepe3| |, a3aTeM HaXKaTb ) Haf Tabumileil. Byger

CO3aHO HOBOEe IIPAaBWIO BHIIle BBIOPAHHOIO C AaHAJIOTMYHBIMU HACTPOMKaMH U HMEHEM,
OKaHYMUBAKIIMMCI Ha "_copy".

KHOIIKOM : CIIpaBa OT ITOJMTHKH MOKHO 106aBUTH HOBOE IIPAaBHJIO BBIIIE FUIM HIDKe, [YOIMPOBATh
JI60 YIATUTE TEKYITIEe.
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. Konuyecteo
aBTOpM3aLMK _
CpabaTbiBaHWiA
] 0
LdobaBuTL cBepxy
cess X

NoBaBUTb CHU3Y

AdybnMpoeaTe

YVaanuTe

PucyHok 270. Toaumuka aemopuzauyuu. Betnadoarowue mento. /leticmeaus

Taxke MOKHO USMEHUTH CTaTyC IIOJIUMTHUKH aHAJIOTKUYHO CTaTyCaM B Ha6opax IIO/TMTHK.

MonutKkKa dBTOPUzZaUMKN

@ W

+ CraTyc Mma*

. BrntoueHo

Authorization rule 1

() Brnroueno

(¥) BuikntoueHo
efault

@ Mposepkra yonosma

PucyHok 271. Iloaumuxka asmopusayuu. H3meHeHuUue cmamyca noAumuKu

KHomka CoxpaHWTb CTaHeT [IOCTYITHA TOJILKO IIOCIe [Mo6GaBjeHHsT XOTsI Obl OJHOM, IIOJTHOCTHIO
HaCTPOeHHOM, TOJUTUKU ayTeHTUQUKAITUU U IT0JTUTUKYU aBTOPU3AITUH.

HakaTb KHOIIKY COXPaHUThb .
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Pe,z[aKTnp OBaHHE IIPaBUJI IIOJIMTHK

PefakTUpoBaHUe ITOJIMTHUK BBIIIOJHAETCI IIyTeM Ha)KaTHsd KHOIIKOM MBIIIM Ha I10JIe COOTBETCTBYIOIIEN
HaCTPOUKHU.

[Tocsie 3TOTO HEO6XOTUMO HAKATh KHOIIKY COXPaHUTh .

Y,Z[aJIeHI/Ie IpaBUJINMOIUTHK

y'[[aJIeHI/Ie €IMHHNYHOTO ITPpaBHJld BBIIIOJ/JHAETCA Ha’KaTHEeM Ha KHOIIKY E " BLIGOpOM HeﬁCTBHH V,z(am/rn,.

Jl1s1 yasieHusl HeCKOJIbKUX ITPaBHJI He0OXO/IMMO BBIOPATh UX C IIOMOIIBIO | |, a 3aTeM HakaTb [i] Haf

TabJIUIel C IpaBUJIaMHU.

ViaseHue 3jleMeHTOB TpebyeT IT0ATBEPKeHUsI B MOJJaIbHOM OKHE.
A BriGpaHHbIe 37eMeHTHl OyAyT yhajeHbl TOJILKO II0CIe $IBHOTO IIOJTBEPIKIEeHUS
OIeparum.

/\ NMoaTeepxaeHne peiicTBNA

[aHHble byayT yaaneHsl. Bol yeepeHbl?

o

- J

PucyHok 272. /luanozo8oe 0KHO noomaeepacoeHUs delicmeust

IIpodunupoBanue

IIpodunuposarue - 1Iporecc JUHAMHUYECKOTO 0OHapyKeHHs M KJIaCCUPUKAIlMU 3HAIIOMHTOB Ha OCHOBE
aTpubyTOB, IIOJy4aeMbIX W3 Pa3IMUHBIX HCTOYHHUKOB (mpo06). B xome mpoduarpoBaHud coOpaHHBIE
aTpuOyTHl COIIOCTABJLIIOTCA C 3apaHee CO3JAaHHBIMU WM 3aJaHHBIMHU I10JIb30BaTejleM YCIOBUSMY,
KOTOPBIE 3aTeM COIIOCTaBJITIOTCS C IPO QUMY [JIS1 UX IIPUCBOEHUS S9HAIIOUHTY.

MeHro COZLEPKUT pa3aesibl:

* VeoBUs HNPOoQMIMPOBAHUS - YCJIOBUS, OIIPEesIIoNe KaK coOpaHHbIE aTPUOYTHI TOJDKHBI OBITH
HHTepPIIPeTUPOBAaHbI LI KJIaCCUQUKAIITUY IHIIOUHTA;

® [Io/UTUKH TPOOUIMPOBAHUS - HAG0pP HpaBWI, KOTOPBIE MCIIOJb3YIOTCI IJIS1 aBTOMAaTHUYeCKOM
KJIaCCUQUKAITUH U YIIPaBJIeHU L0CTYIIOM SHIIOMHTOB Ha OCHOBE Pe3yIbTaTOB IIPOQIIMPOBaHUS,

* Jloruueckye IPodIIN - 06beJUHEHUE OIIpe/iesIeHHBIX ITOJUTHK ITPOQIIMPOBAHUS B JIOTHUECKYIO
TPYIITY AJ1s1 60J1ee YE06HOTO UCII0Ib30BAaHUA B ITIOJIMTHKAX [OCTYIIA.

VcoBus IpoGWINpoBaHUs

Omucanue

Ycnosus npogﬁu/lupoeaHuﬂ ABJAIOTCA OCHOBHBIMHK JJIEMEHTAMH, HMCIIOJIb3yEMbIMHU B IIOJIMTHKAX
HpO(l)I/IJII/IpOBaHI/IH. OHu OIIpenesrar0T, COOTBETCTBYET JIA SH/IIIOMHT OIIpe/leJIEHHOMY IIPHM3HAKY, Ha OCHOBE
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KOTOPOTO MOXKHO CJieJlaThb BBIBOJ, O €ro THIIe, MOJIeJIM, IIPOU3BOAUTesIe, OIIePaI[MOHHOM cucTeMe U
JIPyTUM aTpHUOyTaM.

B ocHOBe co3maHuA U 00pabOTKU JIOTMYECKOTO YCJI0BHS IPOPUIMPOBAHUS JIEKUT anaredpa JIOTHUKH.
PesysIbTaTOM BBIIIOJIHEHUS YCI0BUA ABJrieTcd "HicTuHa" uian "JIoxs". KaKroe yoIioBUe IIpoQHIMPOBaHUA

MOJKET Co/ieprKaTh TOJIBKO OTUH anI/IGYT

IIpocMOTp CIIMCKA YCI0BUM PO UIUPOBaAHUS

Ha 1aHHOM CTpaHUITe CO/IeP>KUTCS TabIHITA CO CITHCKOM BCeX YCIOBHH ITPO GHIHPOBAHUSL

® O 5% DOk OB O

B Aocrynkcern > M) > Ycnosua

MpodunuposaHue

Ycnosus Monutaku np Noruueckne npogunm

vma ™n

condition CO3aHO MMHUCTPaTOPOM

Bcero anemenToB: 1

BuipaxeHie Onmcatme

& DHCP probesClass Id He pasno NULL Detail description for condition

PucyHok 273. Tabauya yc108uil npo@uauposaHus

TabJIHITa COLEPKUT KOJIOHKH:

/M5 - HaMeHOBaHUe YCIOBUS PO QMIMPOBAHUSL.

Tvn - TUI YCIIOBUA ITpoGrpoBaHus. MoskeT 6bITh "CrcTeMHOe" MM "Co3aHOo afMUHUCTPAaTOpPOM".

CucreMHbIe yUI0BUA ITPEeyCTaHOBJIEHBI 1 HE MOTYT OBITH yAaJIEHBI NI U3MEHEHBI.

BblpaxeHne - JIOTUYeCKOe YCJIOBHE, OIMCHIBAIOIee KPUTEPHH II0 KOTOPOMYy OyZieT BBIIIOJHEHO

poUIpOBaHHUE.

OnucaHwue - IIPOMU3BOJIbHOE OITMCaHKE YCIIOBUA HpO(l)I/IJII/IpOBaHI/IH.

CopTHpoBKa BO3MOJKHA TOJBLKO IO ITOJF0 "MMg" B IIpaMOM K 06paTHOM Hopszake. IIo yMOJMaHUIO

COPTHPOBKA BBITIOJIHSIETCS B IIPSIMOM (a71GaBUTHOM) IIOPSIZIKE.

JJIeMeHTHI yIIPaBJIeHUS:

-+ — Jlo6aBUThH HOBBIM 3JIEMEHT.

@ — /[lybimpoBaTh BEIGPAHHBIN YeKGOKCOM 3jleMeHT. CTAaHOBUTCS aKTUBHBIM, €C/TH BBIOPAH TOJBLKO

OJ1H 3JIEMEHT B CITHCKE.

] — VnasmuTh BRIGPAHHBIE 3JIEMEHTHI (HEAKTUBHO, II0KA He BEIGPAH XOTh OJ[MH 3JIEMEHT).

% — OOGHOBUTH JJaHHbIE TAOIUIIBI.

— Yek60KC, KOTOPBIM OTBEUAET 3a BHIOOP 3JIEMEHTOB JIJIs BEITIOTHEHUS TaTbHEUITX TeHCTBUHN

(HammpumMep, yameHus).
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/N — U3MeHHTH TEKYIIHMIA IOPS/I0K COPTUPOBKHL.

(Q Nouck — BEIIOJIHAET PETHCTPOHE3aBUCHMYI0 QHIILTPAIIHIO II0 BCeM KOJIOHKAM: 0TOGPasKaroTCs
TOJILKO 3aITKCH, YI0BJIETBOPSIOIIHE YCIOBUIO QUL TPAITHH.

/loGaBIeHHE YCIOBUA MPOPUITUPOBAHUS

Jly1s1 To6aBIIeHUS YCJIOBUS ITPO QMUITMPOBAHUS HAOKMUTE -+ B JIEBOM BepXHeH YacTH I10JIs1 Hafl TaGJIAIIeH.

& 0% DQKODB O

BD doctynkcetw > MpodunMpoBaHWe > YCnoBMA Npodwavposanus > [lo6aBneHne
« [o6aBneHne

Wmsa *

Tvn

C034aHO aAMUHUCTPaTOPOM

Onucaime

0/200

Ycnoeune

ATHEYT *
Oneparop *

3uauenme *

PucyHok 274. dopma 006a81eHUS YCA08U NPOPUAUPOBAHUS

B OTKpBIBIIIeiCcA CTpaHUIle IIpe/ICTaBIeHb] CJIeYIOIHe ITapaMeTPhL:

Mg * - HaMMeHOBaHUe YCJIOBUA IPo QIMpoBaHus. MakcuMaibHas UIMHA - 100 CHMBOJIOB.

Tun - THII yeI0BUA IIporMpoBaHusl. He MojKeT GBITH 33aHO U BCeIfa MMeeT 3HadeHHe "CO3aHO
AIMUHUCTPaTOPOM".

OnucaHue - TIPOM3BOJILHOE OIMCAHMe YCIOBHSA INPOQMIMPOBAaHHS. MaKcHMalbHas [iauHA - 200
CHMBOJIOB.

VcroBue - 610K, 0TBEYAIOIIUHI 32 HACTPOUKY YCIOBUS IIPO QUIUPOBAHUA.

LE N ]
ATpnbyT * - 10 HAXKATHIO Ha KHOIIKY e & ¢ CJIEBA B I10JIe OTKPOETCS CJIOBAPh /IS T06aBJIeHUS aTPHUOyTa.
L X X ]

OnepaTop * - BBIOpaHHBIM OIlEpPaTOP JIOTHYECKOTO YCAOBHSA. MOJKeT NPUHHUMATh 3Ha4deHUs (B
3aBHCHUMOCTH OT THIIa 3HAUEHUS aTpUOyTa):

© "HauwmHaetcd "/ "He HaunHaeTcd ¢

© "OxkaHumMBaeTcd Ha" / "He okaHuMBaeTcd HA'

© "PaBHO"/"He paBHO"

© "PaBHo NULL"/"He paBHO NULL"

© "Cogmep>xut"/"He comepxut"

© "CooTBeTCTBYeT" (n0/1HOe COOTBETCTBUE CTPOKHU C yUeTOM PETUCTPA)

3HayeHne * - 3HaUeHUE, KOTOPBIE€ HCIIOJB3YIOTCA [JId COIIOCTaBJIEHHS C anI/IGYTOM JIOTH4YECKOTI0

YCJIOBUSL B COOTBETCTBHME C BBIOpaHHBIM oIlepaTopoM. /Ui aTpubyTa, IIpefIIoJIararolero
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IIpenoIipee/JIieHHbI€ 3SHAYEeH s, BBIGOp 3HAYEHUA ITPOU3BOIHUTCA U3 CIIKCKA.

HapaMETpLI, OTMeUeHHbIE 3Be30UKOU * 006s13aTeTbHBI [JIA 3aIIOJTHEHMSA.

MeH10 BbIOOpa aTpudyTa

o [ XX )
Jia BbIOOpa aTpubyTa, KOTOPHIMA OyeT HCI0JIb30BaThCd B YCIOBHUH, HEOOXOJUMO HaXKaTh s ee -
L % X ]

packpoeTcs MeHI0 BbIO0pa aTpubyTa.

Bbibop aTpubyTa agna ycnoeus

Bce & Profiling

CnoBapb ID
ATpUByT Cnosapb ID
Class Id DHCP probes 60
Client Id DHCP probes 61
Hostname DHCP probes 12
Parameter List DHCP probes 55
Requested address DHCP probes 50
oul MAC 1

PucyHok 275. Mento evlbopa ampubyma

JUi1 BBIGOpa [AOCTYIIHBI TOJIbBKO aTpuOyThl caoBaped Tuma "PROFILING". /laHHBIN THUII CJI0Bapen
0003HaYeH UKOHKOU ﬂ%

CBepXY HaXOHUTCS CITUCOK, IT03BOJISIOITHH BBITTOTHUTE QUIIHTPALIHIO aTPHUOYTOB:

® ATpubyT - HAUMeHOBaHUe aTpUOyTa.

® (noBapb - HAMMEHOBAHHE CJI0BApsl, BHIIIOJHEHHOE B GopMe BBINIA/IAIOIIEr0 CIIKCKA. JOCTYITHBI /111

BbI60pa citoBapu "DHCP probes” u "MAC". Tak »Ke JOCTYITHO [iyi1 BI6opa "He BrIOpaHO", eciiv TpebyeTcs
0TKa3aTbCa 0T QUIbTPALIUHU.

® 1D - uieHTUQUKATOP aTpubyTa (UUCI0BOE 3HAUEHUE).

PemakTHpOBaHUeE YCIOBUS NPOPUIUPOBAHUS

JIUTs1 pelakTUPOBAHUS YOIOBHS ITPOPHUITMPOBAHUST HEO6XO0IMMO Ha CTPAHHUIIE CO CITMCKOM HaXKaTh Ha ero
UM
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Wma P

condition

PucyHok 276. T'unepccblika HA CMpaHuyy peoakmupo8aHust yCa08Usl

IIocste saToro OTKPOETCA OKHO PeIaKTHPOBAHUSI.

GD octynkceTn > MPoGUAMPOBaHME > YCTOBYUA NPOdMAMPOBaHUA > condition

« condition
Wima *
condition

Tun
C0343HO AAMMHHCTPaTOPOM

Onucaume

Detail description for condition

& 0% QOB O

32/200

Yenosue
ATpU6yT *

DHCP probes-Class Id

Oneparop *

® He pasHo NULL -

e

3naueHme *

PucyHok 277. Popma pedaKkmupo8aHUs YC108UsL NPOPHUAUPOBAHUS

ITocsie pefakTHPOBaHY HEOOXOAMMO HayKaTh Ha KHOIIKY "CoxpaHUTB". KHOIIKa CKPBITa, II0Ka He OymeT
BHECEHO XO0Ts Obl OTHO U3MeHeHUe.

Kuormka "OTMeHa" 0CyIeCTBIIAET COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXOTHOTO COCTOSHUSL.

KomupoBaHue yC/JI0BUS MPOPUIHPOBaAHUST

HoBoe yoroBHe Ipo GHIMPOBaHUST MOKHO CO3/IaTh HA OCHOBE YKe CYIIIeCTBYIOIIIETO.

JUIT 3TOTO BHIGEPHUTE OJHO M3 CYIIECTBYIOI[MX YCIOBMM C IIOMOINLI0 YeKOOKCa M HaKMHTe Ha ) . B
OTKPBIBIIIEMCS OKHe JT00aBJIEHUS YCJIOBHS BCe IT0JIS 3aII0JTHEHBI 3HAUEHUSIMH W3 BHIOPAHHOTO YCIOBHSL

]

IIo ymoyaHUIO K 3HaYeHUIO B IIoJie WMs mobGaBiigeTcd "_copy". Mo’KHO 3afaTh Jr000e Ipyroe MM,

KOTOpOe ennfe He UCII0JIb3yeTCd B CICTEME.
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® 0% 3O kODB O

®

GD JoctynkceTn > MpOGUAUPOBaHME > YCTOBUA MPOQUAMPOBAHUA > [ly6NMPOBaHUe

« [y6nuposaHue
Wims *
condition_copy

Tun

C0343HO AAMMHHCTPaTOPOM

Onucaune

Detail description for condition

32/200

Ycnosue

ATpubyr *

DHCP probes-Class Id

Onepatop *

He pasHo NULL -

3HaueHme *

PucyHok 278. opma KONUpOBAHUS YC108USL NPOPUAUPOBAHUS

IToce KOITNPOBaHUA YCUIIOBHE HE UMEET HHUKaKOH CBS3H C HCXOIHBIM YCJIIOBHEM. CYH_IECTBYIOT u pa60Ta10T

9TH YUIOBHA HE3aBHCHUMO APVYT OT Apyra. 9TO BCEro JIMIIH 3all0JIHEHUeE I10JIed HA MOMEHT ,Z[O6&BJI€HI/IH.

A B focrynkcetw > Mpopunmp > Ycnosua

Q  TMpogunuposaHue

@  Ycnosua MonnTMKM Np: Noruyeckne npoduam

Q

s [+ 8 8o

@ vms Tan BblpaxeHme Onucarive

@

- condition C0343H0 AAMUHUCTPaTOPOM & DHCP probesClass Id He paswo NULL Detail description for condition

e} . .
condition_copy CO343H0 AAMMHUCTPATOPOM & DHCP probesClass Id He paswo NULL Detail description for condition

@

o]

@

©

40 Bcero anemeHToB: 2

Pucynok 279. Tabauya ycao8ulli npo@uaupoeaHust noc/1e KONUPOBAHUS YCA08USL
VaajneHue ycJI0BHM IpopHIHMPOBaHUS

Jia yVAaJIEHUd B OKHE CO CIIMCKOM HaZO BbIAEJIUTH 4yeKOOKC cjieBa OT HaWMeEHOBaHUS YCJIOBI/Iﬁ

HpO(l)I/IJII/IpOBaHI/IH, KOTOphbIE Tpe6YETCH VOAJINTh, 1 HA’KaTb KHOIIKY '@ BBEPXYy CJIeBa.
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P BD foctynkcetn > MpodunnposaHue > YCAOBMA NPOGUAMPOBAHUSA

MNpodunmposaHme

Yenosus NoanTku Noruueckne npodunu

nms 4 Tun BoipaxeHue Onwucanme

condition CO3/aHO0 AMVMHICTPaTOpOM & DHCP probesClass ld He panwo NULL Detail description for condition

® 0O 3@k 0OB O
(<]

e

4 BuIGpaHO aneMeHTOB: 1131

PucyHok 280. Bvlbop ycao08uil 015 yoasieHus

VnaseHue 3j1eMeHTOB TpeOyeT ITI0ATBEP>KeHUsI B MOJJaIbHOM OKHE.
A BriGpaHHbIe 37eMeHTHl OyAyT yhajJeHbl TOJIbKO II0CIe $SIBHOTO IIOJTBEPIKIEeHUS
OIIeparyu.

/\ NMoaTeepxaeHne peiicTBNA

[aHHble byayT yaaneHsl. Bol yeepeHbl?

o

- J

PucyHok 281. /luano2o8oe 0KHO noomeepicoeHust deticmaeust

OrpaHuyeHU:

A Hemb3sl ymaluTh yCIOBHEe MPOQIIMPOBAHUS, KOTOpOoe yyKe HasHaueHO KaKOH-IH60o
TIOJTUTUKE ITPOQHITPOBAHUSL.

ITotnTHKY PO IWIHPOBAHUSA

Omucanue

Iloaumuku npoguaupogaHus TIpefHA3HAYeHBl [JII JUHAMHYECKOM KJIACCHQHUKAIIMH HOBHIX U
CYIIIECTBYIOIIUX 3H/ITIOMHTOB, MOJK/IIOYEHHBIX K CeTH. U1 KIaCCHQUKAITMU HCIIOJIb3YIOTCSI YCIOBUS
poOUIMPOBAHMS, HA OCHOBAHMH KOTOPBIX BBIIIOJIHSETCS OIIpe/lesieHHe M HasHaYeHUe ISHAIOUHTY
IIOJTUTUKHA TIporuinpoBaHus. OHa MOJKET HCIIOJIF30BATHCS B YCIOBHSX ITOJUTHUK aBTOPU3AIUN IS
IIPe0CTaBJIEHMS TOCTYIIa B COOTBETCTBHE C OIIpe/ieIeHHOH ITOJTUTUKOH. Takoke Ha 0CHOBAHUH ITOJTUTUKHU
PO QMIHPOBAHMUS SHATIOMHT IT0OMeIIaeTcsd B BBIGPAHHYIO IPYIIITY SHATIOHTOB.

HamrprMep, Ha OCHOBAHHUU YCJIOBUU IIPOQUIMPOBAHNI MOYKHO OIIPeleIMTh SHAIIOMHT KaK YCTPOCTBO
OIIpe[leJIeHHOTO THIIA W IIpousBojuTesns (HampuMep, IP-resedoH Eltex), ¥ HaCTPOUTH IIOJIUTHUKY
aBTOPU3AIIMHU [IJI1 BBIZIa4YM 3TUM yCTpOiicTBaM olpeseseHHBIX VLAN u ACL.
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HpOI_IECC orpene/sieHrusd W Ha3HAYE€HHd SHAIIOMHTY IIOJIMTHKHA HpOCl)I/IJII/IpOBaHI/IH B COOTBETCTBHH C
OIlpeaesIEeHHBIMU JIJIsI HETO B IIOJIMTHUKE YCJIOBHUAMM HA3bIBA€TCA "HpO(l)I/IJII/IPOBaHI/Ie SH/IIOUHTA'.

wi "Tpynny sHAIIOWHTA', STU I1apaMeTphl He MOTYT ObITh M3MeHBI II0 pesysbTaTaMm
BBITIOJIHEHUA ITPO QHMIMPOBAHUA.

g JUt1 SHAIIOMHTOB, UMEIOIUX BPYYHYI0 HasHaveHHble "[I0JIMTHUKY IpoQHIMpOoOBaHUA"

IIpocMOTp NOJIMTHK HPOGMIHPOBAHUS

Ha maHHOM cTpaHHIIe JOCTYIIeH IIPOCMOTP U yIIpaBJleHHe IOJUTHUKaMM IIporIHpoBaHus. [10JUTHUKH
NPOQIIMPOBAHUS HMEIT HepapXudecKyl CTPYKTypy, KOTopasi HeoO6XOAMMAa MJjid TPYIIIHPOBKU
3H/ITIOUHTOB.

B JIeBOI YaCTH OKHA CO/IEPIKUTCS IEPEBO ITOJTUTUK PO GHUIMPOBAHUS, B KOTOPOM OCYITIECTBIIIETCSI BBIGOD
TIOJTUTHKH [JIsI ITPOCMOTPA MK peJJaKTHPOBAHUSL

B mpaBo# 4acTH OKHaA oToOpakaeTcs GpopmMa CO3aHUs/peaKTUPOBAHUS IIOJUTHUKA PO QIIMPOBAHUSL
Ecim B fiepeBe BBIOpaH 3jleMeHT Bce nonuTuKkM, TO B IIPaBOM YaCTH OKHA OTOOpakaeTcsl Tab/MIla CO
CIIKICKOM BCeX ITOJINTHK IIP0GUINPOBaHHUS.

B foctynkcet > MpodunnposaHne

1

Q  [poduavposaHue

@  Yonosua MonuTnkm Noruueckne npopuam

Q

2 < NS H + & & & 2 Q

© Craryc Nms Onucaxue Konuectao
@  Beenowmau v CpabaTbisaiit
& > %k Eltex 1 ® Buiknioueno Eltex Any Eltex devices 10

0 > % Unknown @ Buniaveno Eltex-IP-Phone Eltex any IP Phone profile 0

[} @© Buniouerio unknown & Default system profiling policy that is assigned to an endpoint 0

- Bcero anemeHToB: 3

PucyHok 282. IIpocmomp noaumuxk npoPuauposaHus

IIpocMOTp AepeBa WIH CIIMCKa MOJIUTHK IPoIIpoBaHUA

JlepeBO IIOJIUTUK IIPOQIIMPOBAaHUS PACIIOJIOKEHO B JIEBOM YacTH M 0TOOpa’kaeT CIIMCOK ITOJIMTHK
IPOQHIMPOBaHUSA B BHJEe [PEeBOBHUJHON CTPYKTYpPhl IJIM B BHJE CIHCKA [JOYEPHUX IIOJUTHUKH
OpodMIMPOBaHUS BBHIOPAHHOTIO y3ja - CII0C00 OTOOpakKeHUSI MOYKHO IIepeKJIIouaTh, 110 YMOJTYaHHUIO
HCII0JIb3YeTCsI 0TOOpaykeHUE B BUJIE IPEBOBULHOU CTPYKTYPEI.
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« 18

Bce NoNUTUKK
v = Eltex 1
» = Eltex-IP-Phone

>+ Unknown

PucyHok 283. /lepego noaumuk npo@uauposaHus

Co/lep>KUT CIIeYIOIIKe 3JIEMEHTHI YITPaBJIeHUST:

* 2 - BKIIOYEH PeXHUM 0TOGpaKeHUs B BHJIe IPEBOBUIHON CTPYKTYPHI ITOJUTHK ITPOGHIHPOBAHUS

(/:[JIH IIEePEeKIIOUYEHUS PEe’KKMa Ha I'IpOTI/IBOI'IOJIO)KHBIﬁ H606X0,I[I/IMO Ha’KaTh Ha I/IKOHKY)

® = - BKJIIOYEeH Pexum OT06pa)KeHI/IH B BH/I€ CIIHMCKa JOYEPHHUX IIOJIMTHUK HpO(l)I/IJII/IpOBaHI/IH (,E[J'IH

IIePEeKII0UEHMS PEKHMad Ha HpOTHBOHOJIO)KHBIﬁ HeO6XO,I[I/IMO Ha’XaTb Ha I/IKOHKY)

- ~ ~
* ¢ - fo6aBeHHe/yOIMPOBAHKE/YAaIeHHe IOJHTHKY. BBIGOP TOCTYIHBIX NEHCTBHIH 3aBHUCHT OT

BBIGpaHHOI‘O 3JIEMEHTa B JiepeBe II0JIUTHK.

° ( - IIepexo/f Ha YpOBE€Hb BBIIIE OT TeKYHIEPI HOJUTHUKH (aKTHUBHO TOJHKO B pexxume CIIMCKa

OJOYEPHUX ITIOJIMTHK, ITPU HAXOKIIEHNH B /:LO"IepHEI;'I IIOJIUTHKE).

®* » - B pexuMe JpeBOBUIHON CTPYKTyphl OTOOpakaeTcs cjleBa OT HAaUMEHOBAHUS IIOJIUTHK
IPoQMIMPOBAHUS, €M CIHCOK 3aKphIT. HeakTUBHA, eI HET AOYEepHUX 3JIEMEHTOB. B pexxume
CIIMCKa OToOpakaeTcsl CIIpaBa HaWMeHOBAHUS IIOJIMTUK HPOQIUIMPOBAaHMS, UMEIOIMX [0YepHHUe
3JIEMEHTHI.

® VvV - B pexuMme IZ[I)EBOBI/IJJ;HOI‘/JI CTPYKTYPBI 0To6pa>KaeTc;1 cjieBa OT HAMMEHOBAHHA IIOJIMTHK

PO QMIMPOBAHUS UMEIOIIHX J0UepPHUE 3JIEMEeHTBI, €CJIU CITUCOK PACKPBIT.

. .‘&: - 3JIeMeHT [1J151 0003HauYeHUS IIOJIUTUKHU IIP0 GUINPOBAHMS.

Bce NonMTUKKM - 3aTOJIOBOK CIIMCKA IIOJIUTHK. IIpu BRIGOPE TAaHHOTO 3/IeMEHTA B IIPaBOH YacTH OKHa OyfieT
0TOOpakaThbCsl "IVIOCKUN" CIIMCOK BCeX IOJIUTHK IIpoQHIMpPOBaHUSA. BrIOHpaeTcs 110 YMOJYaHUIO IIPU
Ilepexo/ie Ha CTPAHUILY IOJIUTHK ITPO QMIMPOBAHMUSL.

Unknown - cHCTeMHas IIOJHUTHKa IIPOQMIMPOBAHMS, KOTOpas MCIIOIb3yeTcs I/ IPOQHIMPOBAHUS
SH/[IIOMHTOB, He IIONABIIMX IIOf JpyrHe IIOJUTHKHA IpodrivpoBaHus. He MoXeT OBITh
oTpemaKkTUpoBaHa. Tak ke 7151 Heé HeJIb3s1 CO3/IaTh J0UepHHe IT0JTUTHUKU.

IIpocMOTp cIHicKa MOJIMTHK TP 0PHIHPOBaAHUS

CIircoK BCeX IIOJIMTUK IPOQMIMPOBAHUSI 0TOOpakaeTcss B IIPABOM YacTH CTPAHHIILI B BHUJle TabJIUITH,

eCJTH B [iepeBe MOJIUTUK ITP0 GHIHMPOBAHUS BEIOPAH JIEMEHT Bce NMonnTUKY .
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+ @ U & ©

Konnuectso
CraTyc Wmg 1 OnucaHue =
cpabaTbiBaHWiA

® Briknwuexo Eltex Any Eltex devices 10

@ Brniouetio Eltex-IP-Phone Eltex any IP Phone profile 0

Brnroueno Unknown & Default system profiling policy that is assigned to an endpoint 0

Bcero aneMeHTOB: 3

PucyHok 284. Tabauya co cCNUCKOM 8cex NOAUMuUK npoduiuposaHust

TabIHITa COMEPKUT KOJIOHKH:

® (CTaTyc - TeKyLIMH CTaTyC IOJUTUKY IIP0UIMPOBAHUS: MOJKeT IIPUHUMATh 3HaUeHUs () BrnioueHo

WIN (%) BelknioueHo
®* |IMA - HaUMeHOBaHUe ITOJIUTHUKHU IIpO (IDHJII/IpOBaHI/IH.
°© (& -/laHHAasI CYIITHOCTH SIBJISIETCS CUCTEMHOM U HEJIOCTYITHA [IJIsl Y/l IeHUSL.

Tun - TUI IIOJUTHUKYU IIPOQUIMPOBaHUI. BO3MOKHBI 3HaueHUd "Co3aHa afMHUHUCTPATOPOM" HJIA
"CucremMHas".

* (OnucaHve - OIHCaHUe ITOJIUTUKU PO QIIMPOBaHUSL.

* KonuyectBo cpabaTbiBaHWii - KOJIMUECTBO ITPOBEPOK Ha COOTBETCTBHE IJH/IIOMHTA IIOJIUTHUKE
PO QHIHPOBAHUSL

CopTupoBKa BO3MOyKHA I10 mmosriM "Craryc' u "MM4g" B IIpsAMOM U 06paTHOM Ilopszake. IIo yModaHUio
COPTHUPOBKA BBITIOJTHIETCS B IPIMOM (a7IpaBUTHOM) IIOPSIAKE 10 TOJIE0 "MMs".

JJIeMeHTHI yIIpaBJIeHUSL:

* |+ — /lo6aBUTH HOBBIH 3JIEMEHT.

@ — /lybumpoBaTh BhIOPAHHBIN 4eKOOKCOM 3/IeMeHT. CTaHOBUTCSI aKTUBHBIM, €C/I BBIOPaH TOJIBKO

OOHH 3JIEMEHT B CITHCKE.
@ — VnaauTh BLIﬁpaHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BLI6paH XO0Th OJHH 3JIEMEHT ).

e % — OOGHOBUTH JlTaHHBIE TaOJIHIIBI.

— Yek60KC, KOTOPBIM 0TBeYaeT 3a BbIOOP 3IeMEHTOB /11 BBIIIOJTHEHUS JaJlbHEeUINX NeHCTBUN
(HammpumMep, yiaeHus).

/N — U3MeHHTH TeKYIIHIi HOPSA/[0K COPTUPOBKHL

(Q Nouck — BEITOJHAET PeTHCTPOHE3aBUCHMYI0 QUILTPAIIHIO II0 BceM KOJIOHKAM: 0TOGpasKaroTcs
TOJIFKO 3aITHCH, Y,0BJIETBOPSIOIIE YCIOBHIO QHIIbTPALTHH.
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(3 - COpOCUTH CUETUMK IIONAZaHUM B IIOJUTUKY IIPOoGUIMpoBaHUsd. CTAaHOBUTCI aKTUBHBIM, €CIU

BBIGpaH XOT GBI OOHH 3JIEMEHT B CITHMCKE X KOJIMYECTBO CpaGGTLIBaHHfI TIOJIUTHUKHU 60JIb111e 0.

/loGaBIeHHE MOJTUTHKH MPOPUIHPOBaHUSI

Jlo6aByeHIEe TIOJTUTHUKY PO QHIMPOBAHUSA BO3SMOKHO JIBYMS CIT0COOaMU:

L]
* 4epes JepeBO IOJUTHK IIPOQUIMPOBAHKS: HKATh UKOHKY ¢ HaJl /lepeBOM U BbIOparh "/l06aBUTH

KOPHEBYVIO IIOJIMTUKY", eCJIV BBIOpaH 3/ieMeHT "Bce IToMTUKY ', K "/[06aBUTE [OUePHIOI0 IIOJIUTUKY"
eCJTM BhIOpaHa IMOJIMTUKA PO QHUTHPOBAHUS.

« I8
[06aBMTb KOPHEBYH NMOAWMTUKY
Bce NonuTuUKK
v+ Eltex 1
> & Eltex-IP-Phone

>+ Unknown

PucyHok 285. /lobasaeHue noaiumuku npoguauposaHus. /Jeticmeus

® yepe3 TAOJIUITY IIOJUTHUK ITPOQMIMPOBAHUS: HaXKaTh UKOHKY - B JIeBOM BepXHeM YacTH I10JII HaJ
Tabmuriei. NOTE: Ecyi BBIIESTUTE Yepe3 UeKOOKC yoKe CYITeCTBYIOIIYI0 ITOJUTHKY, a IocIe Ha)kaTb

HKOHKY CO3MaHWA IIOJIMTHUKHY, TO OHA CTAHET pO,E[I/ITEJII:CKOfI I HOBOU ITOJIMTHUKH.

n [T crcTeMHOM HOJMTHKK IpodrummpoBaHusa "Unknown' nob6aBileHUe SOYEPHHUX
TIOJIMTHK 3alIpelleHo.
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GD [octynkcetn > MpoounuposaHue > TOAUTYKA NPOGUANPOBAHMA > [lo6aBneHe

Q « [lo6aBneHue
@
¢ 3
=] ® P @D skmoseno
& Wma *
) Bce nonuTUKkY
® > % Eltex 1
% Unki PoauTeNbCKanA NOANTUKA
& > nknown
0
& Tan
C03A2Ha 3AMUHUCTPATOPOM
MuHAMansHBii ypoBeHs gosepus *
10
Onucanne
04200
TpyNn1poBKa 3HANOUHTOB
@ WMcnons3oeate o6y rpynny Profiled
CospaTb rpynny sHanonHTos (D
MNpasuna
Yenosve * [AeiicTeine SHauenme *
ECN ~(@ | TOraA | MosbiweHue yposHs AoBepysa - 10 +

PucyHok 286. /lobassieHue noaumuKu npoguaupo8aHust

B pesynbTaTe B IpaBOM YacTH CTPAHHITBI OTKPOETCS Pas3fes [06aBJIeHUS ITOJHUTHK, COJep KAl
CJIeyIoIIie ITapaMeTphL:

e (CraTyc - CTaTyC IIOJMTHUK IIPOQIUIMPOBAHUA. MOJKeT IIPUHMMATh 3HaueHUs 'BKIIOUeHO" U
"BrIkyroueHo". ITo yMOT4aHUI0 3HaUeHe "BKII0OUeHOo".

* Twn - TUII IIOJIUTHUKU IIPOPUINPOBAHUSI. Bce BpyuHyI0 CO3LaHHBIe IIOJUTHUKU IIPOPUINPOBAHUI
uMeroT 3HayeHue "Co3gaHa afMUHUCTPATOPOM", USMEHUTE ero HeJlb3dl.

* IMs * - HANMeHOBaHUE IIOJIUTUKHU ITPo GrUIpoBaHmsL. MakcHMaIbHast yIiHa - 100 CHMBOJIOB.

® PopguTtenbckas MOMMTUKA - POJUTEJbCKas IIOJUTHKA HOPOQUIMpPOBaHUS. MOJXKHO BhIOpaTh
POIUTENBCKYIO IIOJINTHUKY IIPOQIIMPOBAHUS B BBIIIAAIOIIEM CIIHCKe WJIM He BBIOMpaTh HUYEro JJIT
CO3/laHUsI KOPHEBOU IIOJIMTHUKU IIPoQrUIMpoBaHus. IIpH CO34aHUU ITOJUTHKHU IIPOQUINPOBAHUS U3
JlepeBa IIOJIMTUK IIyTeM BbIOOpa MeHI0 "/[00aBUTH [IOUEPHIOK IIOJHUTHUKY' OyZleT aBTOMaTH4YeCKH
HOJICTaBJIeHA BHIOpaHHAsd B [lepeBe IIOJUTHKA IPOoPUIMpoBaHUA. IIpr HeoOXOAUMOCTH MOYKHO

BBIOpaTh U JPYTYI0 POAUTENbCKYI NMONUTUKY .

® MUHMManbHbI YpOBEHb foBepus * - MUHUMAaIbHOE KOJIMYECTBO 0a/UI0B, KOTOPOE HY)KHO II0JIYIUTh B
IIpaBWIax, YTOObI IIOJIUTHKA CUMTAIACh IIOAXOIAIeH 111 HasHAaueHUs 9HAIIOUHTY. He Mo>KeT GBITH
60JIbIIle, YeM CyMMa 3HaueHUM BCeX YPOBHeM [OBepHs, HACTPOeHHBIX B paspese "[IpaBuia’. Mo>keT
IIPUHUMATH 3Ha4YeHUd oT 1 10 65535.

® OnucaHue - IPOU3BOJILHOE OIIMCAHUE YCIOBUS IIOJUTHUKY IIPOQUIIMPOBaHUs. MaKcuMaIbHas IJIHA -
200 CHMMBOJIOB.

¢ T'pyIIIHPOBKA IHIIOMHTOB - PasfieJl, OIIpele IO IIPUHITUTI TPYIIIIUPOBKHU SHAIIOUMHTOB.
JloCTyTieH BBIGOD CIeIYIOIIX SHAUEHMUI:

© lcnonb3oBaTtb obuwyw rpynny Profiled - maHHBIN BBIOOP LOCTYIIEH U 0TOOpaykaeTcs TOJIBKO JJIst
KOPHEBOM  IIOJMTHUKHA  NPOQMIMPOBAHWA.  IJHAIIOMHTHL,  KJIACCUQUIIUPOBAHHBIEe  Kak
IpUHA/JIesKaIle TaHHOW ITOJIMTUKE IPOoQUIMPOBaHUs, OyIyT IIOMEIeHbl B CUCTEMHYI0 TPYIIILY
sHAIOUHTOB "Profiled".
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Wcnonb3oBaTb rpynny 3HAMOMHTOB POAUTENbCKOW MONUTUKM - JTAaHHBIM BBIOODP [MOCTYIIEH U
oToOpakaeTcs  TOJIBKO  [JIA  JOYEpHeH  IIOJIUTUKH  [OPOQUINPOBaHUA.  JHAIIOWHTHI,
KIaccuQUITMPOBAHHbBIE KaK NpHUHAAJIeKall[ie MNaHHOW IIOJUTHKe IIPOQUINPOBaHUS, OymayT
IIOMeIlleHb] B YKa3aHHYI0 B PO/IUTE/IHLCKOM II0JIMTHKE TPYIITY. EC/IM 11 pOAUTe IbCKUX II0JIUTHK He
yKa3aHbI TPYIIIEI - 3HAIIOWHTEI OyIyT MOMeIlleHbI B rpyniry "Profiled".

© Co3paTb rpynny 3HAMOMHTOB - aBTOMATHMYECKU CO3[aTh IPYIIIY SHAIIOMHTOB C HUCIIOJIb30BaHUEM
HaVMeHOBaHUs IIOJIMTUKHA INPOQHIMPOBaHUSA. IJHJAIOUHTHL, KJIaCCUQUIIMpOBaHHbIE Kak
IIpUHA/JIesKaIle JTaHHOM IIOJIMTHKe IPOo QIMPOBaHUs, 6y[yT IIOMEIIeHb] B 3Ty TPYIIILY.

e IlpaBwia - pasfes] IIPaBWI, OTBEYANIIMI 3a HACTPOMKY KIACCHQUKAITUM JHAIIOMHTOB C

UCII0JIb30BaHUEM YCIOBHH IIPOGUIMPOBaHUs. COLeP KUT ITapaMeTphI:
© Ycnosue * - MeHIO BBIO0OpA YCIIOBUS PO QUIMPOBAHUS.

© 3HauyeHue * - KOJIMUECTBO 0A/UIOB, KOTOPOe OyfeT HasHAYeHO SHAIIOMHTY B (Jydae COBIIa/leHUS
YCII0BHS IIPO GUIUPOBAHUSL.

© 4 - MKOHKa pacIioJIoyKeHa CIIpaBa OT YCJI0BUS IpoGuarpoBaHys. [Ipy Ha)KaTUH JaHHOM UKOHKHU

HIDKe OyzeT 106aBJIeHO HOBOE YUIOBUE IIP0QUINPOBaHMS.

Mpasuna

Yenosue * Heiictene 3HayeHue *

ECNK eltex-oui-check A@ TOrga MoBbileHWEe YPOBHSA A0BEPUA - 10 \0j

ECNA TOrga MoBbILLEHE YDOBHA AOBEPUSA - 10 W +
eltex-oui-check v

eltex-ip-phone-dhcp-60-check

e TR
PucyHok 287. /lobasaeHue npasus 8 NOAUMUKY NPoPUAUPOBAHUS
[TapaMeTphl, OTMeUeHHBIE 3Be3I0UKOU *, 06513aTeTbHbI )T 3aI10THEHUS.
A [TosmTHKa TP QMIMPOBAHUS [0JDKHA COZeprKaTh MIHUMYM O/THO ITPaBIJIO.
e JJ151 O THO M ITOJIMTUKY IIPO0 GHIIMPOBAHI MOJKeT OBITE [1006aBJIEHO HECKOJIbKO IIPaBILL
A 3ampermieHO 06aBJSITH OAWHAKOBOE YCIOBHE IPOQIUIMPOBAHUS B  IIOJIUTUKY
HEeCKOJIbKO pPas.

Jia I,I[Oﬁc':lBJIeHI/ISI IIOJIMTUKHU HAKMUTE KHOIIKY OobaBnTb . KHOIIKA CTaHeT aKTUBHOM II0C/Ie 3all0JITHEHUS

BCeX HeO 6XO/II/IMBIX TI0JIEM ITIOJTUTHUKHU IIpO (1)I/IJII/IpO BaHUA.

PemakTHpOBaHUe MOJIUTUKHI NPOPUIHNPOBAHUA

PelakTUpOBaHMe IOJUTHUKHY ITP0GUIMPOBAHNS BO3MOSKHO IBYMS CIT0CO6aMU:

* BrIOpaTh NOJUTHKY IPOQMINPOBAHUS B [lepeBe IIOJUTHK C/IeBa U Ha)KaThb Ha Hee - B IIPaBOU yacTH
OTKpOeTcsa popMa pelaKTUPOBaHUSL.

®* B cIumcKe BCeX IIOJIMTUK B KOJIOHKe "MM4g"' HakaTb Ha HauMeHOBaHUe I[IOJIUTUKU - IIPOU30MIET
repexo Ha opMy pefaKTHUPOBaHUI JaHHOM ITIOJIUTHUKHU.
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Iocste mo6aByIeHUS OJIUTUKU PO QIIMPOBAHUS BHYTPH €€ AeTaTbHOU HHPOpMAaIlUU 106aBJIIeTC I10JIe
KonnuecTtBo cpabaTbiBaHUMN MOMMTUKKM U 3JIEMEHT yIIpaBieHUs COPOCUTb CYETYMK .

® KonnyecTso CpaﬁaTbIBaHMﬁ MNONINTUKKU - KOJIMYECTBO IIPOBEPOK Ha COOTBETCTBHE 3HAIIOMHTA
IIOJINTHUKE IIPO CIJI/IJII/IpOB AHUWsA.

(3 - COPOCUTH CUETUMK MONIAJaHUU B IOJUTUKY IpoPrMpoBaHUs. CTAaHOBUTCA aKTUBHBIM, €CIU

KOJIMYeCTBO CpabaThIBaHUM ITOJUTHKU 60JIbIIIe 0.

GD Joctynkcetn > Mpoounuposaque > TOAUTUKA NPOGUAMPOBAHMS > Eltex

Q « Eltex
@
=] 8 BeIK/IHOUEHD
2 Wma *
@ Bce nonuTiku Eltex
@ > % Eltex 1
a L % Unknown PoauTenbCcKan NOANTIKa
@ Tun
Co3fiaHa aAMMHMCTPATOpPOM
KonnyecTso cpaGaTbiBaHNii NONNTUKM
10 &
MUHMManbHBIA ypoBeHs gosepust *
10
Onuncaune
Any Eltex devices
174200
IpynnpoBKa 3HANONHTOB
@ WMcnons3oeaTh o6Lyio rpynny Profiled
B CospaTb rpynny sHanonHTos
@
o MNpasuna
Yenoene * Jeiictene 3Haueuve *
ECMU | eltex-oui-check ~@ | ToraA | nossiwere yposua gosepus - 10 +
.
Pucynok 288. PedakmupogaHue noAumuKu npoPuiupo8aHus
A PeakTrpoBaHMe CUCTEMHOM IIOJIUTHUKHU IIpo GuarpoBaHud "Unknown' He0CTYITHO.

ITocse pefakTUPOBaHUA HEOOXOAUMO HakKaTh Ha KHOIIKY "CoxpaHUTh". KHOIIKa CKpPBITa, ITI0Ka He Oy1eT
BHECEHO X0Ts ObI 0/THO U3MEeHeHUe.

Kxo1ika "OTMeHa" 0CylIleCcTBIIsIeT COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXO0JHOTO COCTOSHUS.

KomipoBaHue NOJIMTHK NPOGMIAPOBaHUS

HoBas IToyiMTHKa ITPo QMIMPOBAHUS MOKET ObITh CO37[laHa Ha 0CHOBE CYITeCTBYIOIIIEM. ITO MOKHO C/lesIaTh
JTBYMS CII0COOaMMU:

* B 1mepeBe IIOJIUTHK BBIGPATh OJ{HY U3 CYIIECTBYIOIHX ITOJUTHK IIPOQIIMPOBAHUS ¥ HAKATh UKOHKY
L] — [y " "
s . B cITHECKe ZOCTYIIHBIX €HCTBUH BHIOPATh MEHIO "/lyC/IMPOBATE IIOIUTHKY .

* B cHHcKe BCeX IOJIMTHK BBIOpATh OJHY U3 CYIECTBYIOIMX ITOJMTHK IIPOQMIMPOBAHUSA M HakaTh
HUKOHKY (& .

A JleicTBHIEe HEZOCTYITHO, eC/IA BBIOpAaHO 60JIee OJHOU IMOJTUTHUKY MK "Unknown'.
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Otkpoercs ¢opMa, aHanmoruuyHasg Gopme [T00aBJIeHHS IIOJIUTHK, Ife BCe IIOJA OYyLYT 3allOJIHEHbI
3HaUeHUSIMH U3 BbIOPAaHHOM ITOJUTHUKY. 110 yMOTYaHHUIO K 3HAYEHUIO B II0JIe UMs mob6aBiisgeTcs "_copy'.

MO>KHO 3a/]aTh JIF060€ IPYTroe UMsi, KOTOPOE €Ille He UCIT0Ih3YEeTCS B CUCTEME.

B foctynkcetn > Mp

< [y6nupoBaHune
< 18
Bce nonnTrku

> %k Eltex

> % Unknown

® 0 % 3 QM0OB O

> MoawTuka np p >

BuiknroueHo
Wms *

Eltex_copy

POAUTENbCKaS NOAUTAKE

Tun
CO3fiaHa BAMUHUCTPATODOM

MUHIAMANGHIA ypoBeHS AoBEpUS *

10

onncanme

Any Eltex devices

174200

TpynnN1poBKa HAMONUHTOB

@ WMcnons3oBaTth o6Lyio rpynny Profiled

CospaTb rpynny sHanonHTos

MNpasuna

Yenove * [eiicTeue

ECN  eltex-oui-check

~Q@| TOrAA | Mossiwenve

3Havenne *

BHs dosepus - 10 +

Ormera [EGTELY

PucyHok 289. /[ybaupogaHue noaumuKku npoPuauposaHus

IIoce KOIINPOBaHUA IIOJIMTHKA ITPO (l)I/IJII/II)OBaHI/IE[ He MMeeT HUKAaKOM CBS3HU C HCXOﬂHOﬁ. CYH_[eCTBYIOT n

paboTaroT 3TH IIOJUTUKHU IIPOQMIMPOBAHUS HE3aBUCUMO JIPYT OT Jpyra - UCXOJHAas UCII0JIb3yeTCs [T

3aI10JIHEHUS I10JIell HOBOM Ha MOMEHT /100aBJIeHUSL.

VaasieHue NOJIMTHK NPOJMIHNPOBaHUSA

yrl[aJIEHI/Ie IIOJINTHUK IIPO (l)I/IJII/IpOBaHI/IH BO3MOZKHO ABYMsI CITOCO 6amMu:

® Yepes3 AEPEBO IIOJUTHUK HpO(l)I/IJII/IPOBaHI/IHI HEO6XO,I[I/IMO BBIICJIUTH IIOJIUTUKY U Ha’KaThb Ha UKOHKY

L] 193 ~ w "
: . B crtucke OOCTYIIHBIX NEHCTBUU BLIﬁpaTb MeHH "VaajiuTh IIOJIUTHUKY . B gepeBe II0JIMTUK MOKHO

BBIIIOJIHATE yAaJIEHHE TOJIBKO I10 O]:[HOI‘/JI IIOJINTHUKE IIPO q)HJH/IPOBaHI/IH.

® yepe3 TaOJUIy MOJUTHUK HIPOQUIMPOBAHU:

HeoOXOIMMO BBIJIEJUThL UYEeKOOKC CjeBa OT

HAUMEHOBAaHUS IOJIUTHK ITPOQMIMPOBAHUS, KOTOPEIE TpebyeTcs yoaauTh, ¥ HaKaTb KHONKY [

BBepXy c1eBa. MOJKHO BBIJ|€JIUTh HECKOJIBKO ITOJIMTHUK IIP0 QUIMPOBAHYSA [IJIS1 Y aJIeHUS.

A
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ViaseHue 3ieMeHTOB TPe6yeT IO TBEP K eHHs B MOZIaIbHOM OKHE.
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OIeparyu.



£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

L J

PucyHok 290. [luano2oeoe 0KHO nodmeepicoeHus deticmeust

OepaHuueHus:

e HeJb3s yIaJIUTh IIOJIMTHUKY IIPOGUIMPOBaHMUS, KOTOPas UCII0JIb3yeTCd B KaKOM-JI00
JIOTUYeCKOM IIpOQHIe.

A e HeJb3s yaIUTh IIOJIUTUKY PO GIUIMPOBAHUS, KOTOPAst UCII0JIb3YeTCsd B KaKOM-JIHG0
JIOTUYECKOM YCIIOBHUHU MJTH YCJIOBHUH ITOJIUTUKY aBTOPU3AITHH.

e HeJb3s1 yIaIUTh CUCTEMHYIO IIOJIUTHUKY IIpo drmmpoBaHus "Unknown'.

OmicaHue paGéoThl IPOPUIHPOBaAHUST

ITpuHIMII paGdoThI YPOBHA I0BEPHS

B pamMKax HOJMTHUKU PO QUINPOBAHUS BEIIIOJIHSIETCS IIPOBEpKa COOTBETCTBUS YCIOBUSIM, 1006aBJIEHHBIM
B paszes MNpasuna , UMEIOIUXCS TAHHBIX 110 SHITIOUHTY:

e Jlyig ycsmoBUA IIpo grmpoBaHud 10 MAC OUI BBINIOJIHAETCS OIIpeiesieHrie HaMMEHOBaHU BeH[0pa 110
MAC u yka3aHHOMY B HaCTpOMKaxX 3HAUEHUIO (B COOTBETCTBUU C BEIOPAHHBIM OIIepaTopom). B cirydae
YCIEeITHOU ITPOBEPKU SHIIOUWHT I10/Iy4aeT YKazaHHOE B KOJIOHKe 3HauyeHue (110 ymosdaHuio 10).

e g yoioBUU npodumrpoBaHud 1o DHCP mpoBepseTcs Hajmure COOTBeTCTBYIOIeH 1mpo6sl DHCP u
COOTBETCTBHE ee yKa3saHHOMY 3Ha4YeHUI0 B YCJIOBUU IIPOQUINPOBaHMU. B cilydae yCIIeIHOM IIPOBEPKU
3Ha4yeHHe YpPOBHA J0BepHUd K SHIIIOMHTY IIOBBIIIAETCI Ha yKasaHHOe B KOJIOHKe 3HayeHue (II0
yMoJsryaHuto 10).

e Jlocire BBINIOJHEHUS HPOBEPKH BCeX HACTPOEHHBIX B IIOJUTHKE HOPOQIIMPOBAHUS HPABUI,
dopmMupyeTCs: 3HaUeHHUe YPOBHS JI0BEPHS IHATIONHTY. /[aHHBIN YpOBeHb JIOBEpPUsI Tpe/iCTaBJIgeT CO60H
CyMMy BCeX 3HaueHUMN, YKa3aHHBIX B VCJIOBHSX IIPOPUIMPOBAHUS, KOTOPHIM COOTBETCTBYIOT
WMeEIOIIHeCs ITPOObI SHATIOMHTA.

® [loyiyueHHBINM YPOBEHDb [TOBEPUs JHAIIOUHTA CPAaBHUBAETCS CO 3HAUeHHEeM, YKa3aHHBIM B HAacTPOMKe
MUHUManNbHLIA YpOBEHb [NOBEpPUS ITOJUTHUKH ITPOPUINPOBAHUS.

¢ EcM MUHUMAQJIbHBIM YPOBEHB [[O0BEpHs IMOJUTHUKU IIPOQUIMPOBAHUS MEHBIIE MJIN PaBeH YPOBHIO
Z0BepHs, II0JIy4eHHOMY B pe3yJsIbTaTe [IPOBEPKHU SHIIONUHTA, CYATAETCS, UTO IHAIIOMHT COOTBETCTBYET
IIOJINTHKE, U eMy HasHauaeTcsd JaHHas II0JIUTHKA IIPoQUIMPOBAHUA U yKasaHHasl B ee HAaCTpPoOMKax
TpyIIIia SHAIIOUHTOB.

VpoBeHb [OBepHs CUMTAETCS TOJHKO B PaMKax IOJUTHKHU ITPOQMIMPOBAHMUS, IS
KOTOPO¥ BHITIOJIHSIETCS IIPOBEPKA COOTBETCTBUS IHAIIOMHTA. HUKaKve 3HAUYeHUST U3
IOPYTUX ITOJTUTHK He YIUTHIBAIOTCS!
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HpI/lI{ILI/IlI IIPOBEPKH COOTBETCTBHUA JHAIIONHT A IIOJIMTHKAaAM l'IpO(l)I/IJII/IPOBaHI/I}I

[Ipu TpoPUIMPOBAHUH SHATIOMHTA BBITIOIHSIIOTCS CIeIYIOIIHe e HCTBUS:

* Ha IIEpBOM YpPOBHE IIOJIMTHK HpO(l)I/IJII/IPOBaHI/ISI BBIIIOJIHAETCA IIOMCK HO,II;XO,D;HIU;EI\/’I IH/IIIOHUHTY
IIOJITMTUKH HpO(l)I/IJII/IPOBaHI/IFI "3 10 0aBJIEHHBIX I10JIb30BaTeJIeM CUCTEMBI.

e ECM SHAIIOMHT He IIOIIaflaeT HU IO/ OJHY /100aBJIEHHYIO II0JIb30BaTeJeM CHUCTEMBI IIOJUTHKY
IIpo GMIMPOBAHUS WM OHU He HaCTPOeHbI: HasHadaeTcs IT0JIMTHKA ITPO QMIMPOBAHU 110 YMOTUaHUIO
Unknown u 3HAIIOMHT HoMelrjaeTcss B rpymniy Unknown, mporjecc IpoQMIMPOBaHUSI Ha 3TOM
3aKaH4YUBAETCs.

e FEom HaleHa IIOAXOIAIas, f06aBIeHHad I10Jb30BaTeIeM CHCTeMbl IIOJUTHKA ITPOQUINPOBaHUS,-
BBIIIOJIHSIETC IIPOBEPKA Ha/MuMsl y Hee MOYEePHUX IIOJUTUK HPOPUIMPOBAHUSA - €CJIM UX HET,
SHJIOUHTY HAasHa4daeTCd HaleHHas II0JUTHKA HOPOQIIMPOBAHUSA U TPYIIla, yKazaHHasI B eé
HacTporike [pynnupoBKa 3HANOWHTOB . EC/IM B KOPHEBOM IIOJIMTHKE BBIOPAaHO Mcnonb3oBaTth 06uyio
rpynny Profiled - sHATIOMHT MOMeI@eTCs B cCUcTeMHYI0 rpymiry Profiled. ITpo1iecc ipodumupoBaHus
Ha 3TOM 3aKaHUYHBAaeTCs.

* FEUml y TOJUTHUKHA NPOPMIMPOBAHHUS €CTh /IOUEpPHHE IIOJHUTHUKH - BBIIOJHIETCI ITpOBepKa
COOTBETCTBUSI IHATIOMHTA CPeIU JOUePHUX ITOJIUTHUK. ECTM S3HATIOMHT He COOTBETCTBYeT HU OTHOH U3
ITOUYepHUX ITOJIUTHK - IIPOBepKa 0CTaHABJIMBAETCS, SHAIIOMHTY HasHAYaeTCs POAUTEIbCKAs ITOIUTHKA
U TPYIIIIa U3 HACTPOEK POAUTEHCKOM IIOTUTHKH.

* ECM 3HJIIOMHT COOTBETCTBYET OJHOM W3 JOYEPHHX IIOJIUTHK - eMy Ha3HA4yaeTcs 3Ta ITOJTUTHKA
IpoQUIMPOBAHUS U TPYIIIa U3 HACTPOeK JaHHOM MOJUTHUKHU. EC/I B IouepHeH ITOJIMTHKe BRIGpaHa
HAaCcTpoOMKa MWcnonb3oBaTh rpynny 3SHAMOMHTOB POAMTENbCKOW MOMUTUKM - HasHAUYAeTCs TPYIIIa B
COOTBETCTBUH C HACTPOHKAMHU POTUTEIIHCKOM ITOTUTHKHL.

OrpaHu4eHus HaCTPOeK IOJIMTHK NPOQHIHPOBAHUA

CyIlleCTBYIOT CJIe/IyIOIlKie OrpaHUYeHMs], KOTOpPble HeOOXOJUMO Y4YUTHIBaTh IIPHM HACTPOMKe IIOJIUTHK
PO GMIUPOBAHUS:

* Ha oHOM YypOBHE KOPHEBBIX HMJIH JOUEPHUX ITOJUTHK IIPOQIIMPOBAaHUS He [0ITyCKaeTcsd HacTpoHKa
HECKOJIbKHUX IIOJIMTHK, KOTOPHIM MOJKeT COOTBETCTBOBATh 3HAIIOMHT! B cilydae BO3HHKHOBEHHUS
TAaKOM CUTyaIllMH He06X0/IMMO HU3MEHHUTh HACTPOHKHU ITOJUTHK ITPOGUIMPOBAHMUS, YTOOKI Ha OTHOM
ypOBHe IPOoGUIMPOBaHUe SHAIIOMHTOB IIPOXOUJIO TOJBKO II0 OZHOM M3 HUX! /7191 60Jiee TOYHOTO

IIpO (1)I/IJII/Ip0BaHI/IE[ IH/AIIOMHTOB CJIeAYET HACTPOUTH JOUYEPHUE IIOJTUTHUKH.

* B paMKax OJHOM IOJIMTHKHU IIPOGHIMPOBAHUSI MUHUMAJILHBIH YPOBEHb HOBEpHUsI HE MOXKeT GBITh
6oJibIIte (HO MOJKeT GbITh MeHbIIle WJIM PaBeH), YeM CyMMa BCeX YPOBHeH 0BepHs, YKa3aHHBIX B ee
IIpaBUJIaX.

e [Ipy OTK/IIOUYEHUH IIOJUTHUKHA IPOQUIMPOBAHUS TakKKe IIepecTaroT HCII0JIb30BATbCI IS

IIpo (1)I/IJII/Ip0BaHI/I$I €e IoYUepHuE II0OJIMTUKH, Ha’Ke eI OHHU BK/IIOUEHBI.

e [losuTHKA 110 YMOJIYaHHUIO Unknown He MO>KeT ObITh yAaJIeHa UM U3MEHEHA. ,[[JIH Hee HEe MOTI'yT OBITH

CO3daHBI I0YEPHME ITIO/IUTUKH.

°* EQIM 93HOIIOUHT He YAOBJIETBOPSAET Tp66OBaHI/IHM HH OJTHOU U3 HAaCTPOEHHBIX ITOJIMTHUK, OH CHHUTAETCA
COOTBETCTBYIOIIIHM ITOJIMTHKE II0 YMOJITYaHHIO Unknown.
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Ecimi sHAIIOMHTY HasHadeHbl BPYUHYIO IIOJIMTHKA IIPOQMIMPOBAHUS WM TpyIIla SHAIIOWHTA, TO
COOTBETCTBYIOII[AsI HACTPOMKa He MOKET OBITh HM3MeHeHa II0 pesysbTaTaM IIpOoQIUIMpOBaHUS. [
B0O300HOBJIEHHS aBTOMAaTHUYeCKOTO HNPOQHIMPOBAHUSA NOTPebyeTcsd OTK/IIOUNTL PydHOe Ha3HAuYeHHe
TIOJIMTHUKH WJIH PyYHOe HasHaueHHe IPYIIIIEI.

Jlormyeckue npopuin

OmmcaHue

Jloeuveckue npoguu IpefHasHadYeHb! 111 00beJHEHNs OIIpefleJIleHHBIX [I0JIUTUK IIP0QMINPOBaHNS B
JIOTUYECKYIO IPYIIIY, KOTOpas MOYKeT OBIThH MCIIOJIb30BaHa B HACTPOMKaxX IOJIMTHK aBTOPHU3AIIUHU, UTO
II03BOJIIET YIIPOCTHUTL CTPYKTYPy M YMEHBIIMTL KOJMYECTBO IIPAaBWJI B IIOJHUTHUKe. Harpuwmep,
JIOTHYEeCKUU ITpoPuiIb "TIpUHTEPHI" MOYKET 00BEeJUHATE B ceOe IOJIUTUKU IIPo GrmpoBaHud "[[pUHTepHI
HP", "TIpuHTeps! Xerox", ¥ "IIpuHTepsl Canon'. OfHa IIOJIUTHKA IIPOPUIMPOBAaHUI MOKeT ObITh YWIEHOM
HECKOJIbKUX Pas/IMYHbIX JIOTHYECKUX ITPO QUIIe.

IIpocMOTp JIOrHYeCcKUX Npopuiein
Ha ,ZLaHHOfI CTpaHHIle COAEPIKUTCA Ta6ﬂHHa CO CITMCKOM BCeX JIOTHYECKHUX IIPO (1)I/IJIeI‘/'I.

2 B foctynkcet > Mpopunuposarine > Jloruueckue npodum

MpodunuposaHue

Yenosua Monutaku np Noruyeckne npogunm

+ @ S Q

vms Tun Onucatve

IP Phone CO3/43H 3AMHICTPATOPOM Profile for all ip phones

® 0% 3@k 0O0B® O

40 Bcero anemenTos: 1

Pucynok 291. Tabauya no2uHeckux npogunet
Tabsmita coep>KUT KOJTIOHKHU:

®* |IMa - HaUMeHOBaHMe JIOTUYECKOTO HpO(l)I/IJIH.

® Tun - THUII JIOTUYEeCKOTO mpoduisi. MoykeT 6bITh "CucTeMHOe" md "CO3LaHO aJMHUHHCTPaTOpPoOM'.
CrcTeMHBIe YCIOBUSA IIPeyCTaHOBJIEHBI U HE MOI'YT ObITH ya/leHbl MJIU H3MeHEeHBI.

¢ (OnucaHue -IIPOU3BOJILHOE OIIHMCAaHHE JIOTHYECKOTO l'IpO(l)I/IJIH.

CopTUpOoBKa BO3MOJKHA TOJILKO II0 IO "MMA" B IIpIMOM U 0OpaTHOM Imopsanake. IIo yMoOJ4aHUIO
COPTUPOBKA BBIIIOJIHIETCI B IIPAMOM (a1paBUTHOM) IIOPSIKE.

d7eMeHTHI yIIpaBJIeHUS:

* 4+ — Jlo6aBUTH HOBBIH 3JIEMEHT.
* [ — VoamuTh BhIGpaHHEIE 3JIeMEHTHI (HeaKTUBHO, II0Ka He BEIOPAH XOTh OJTHH 3JIEMEHT).

e 4 — OGHOBUTH JaHHbIE TAOIUIIHI.
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— YekOOKC, KOTOPBIN OTBEYAEeT 3a BHIOOP 3JIEMEHTOB JJIS1 BHITIOJTHEHUS TaTbHENUIINX NeUCTBUN

(HarpUMep, yIaJeHus).
/N — U3MeHHTH TEKYIIHI IOPS/[0K COPTHPOBKH.

(Q, Nouck — BBINOJHSET PETUCTPOHE3ABUCHMYI0 QHIILTPAIIUIO TI0 BCEM KOJIOHKAM: O0TOGPaKAIOTCS
TOJIFKO 3aITHCH, Y7,0BJIETBOPSIOIIIE YCIOBHIO QHIIbTPAITHH.

A o6aByieHH e JIOru4YeCcKOro npodpus

Jly1s1 0 6aBJIEHHSI JIOTHYECKOTO ITPOQIIISI HOKMUTE -+ B JIEBOI BEPXHEH YacTH I10JIsT HaJ| TaOJTHTIEH.

® 0% D OMOB O

@) JoctynkceTn > Mpodunanposakme > Jlorudeckme npodumm > [jo6asneHue
« [o6aBneHve

Wms *

Tan *

CO343H AMMHUCTPATOPOM

Onucanmne

0/200

MonuTtnky npodunnpoBaHus
+ @ Q

Cratyc Vv T™n Onvcare

Lattsie oTcyTCTRyIOT

PucyHok 292. Popma 006as1eHUSL 102UHeCK020 NpoPhus

B OTKPBIBITIEHCS CTPAHHUITE ITPEe/ICTaBIEHI CJIEYIONIHE ITapaMeTPhI:

IMs * - HaIMeHOBaHUe YCJI0BUS ITPO QMIMPOBAHUS. MaKcMaIbHas IIMHA - 100 CHMBOJIOB.

Tun - TUII YCIOBUA IIpoMIMpoBaHusd. He MoJKeT OBITH 3a/laHO M BCeIfa MMeeT 3HadeHHe "CO3aHo
aIMUHUCTPaTOPOM".

OnucaHue - MIPOM3BOJILHOE OIMCAHHE YCIOBUA HpodmiMpoBaHUsa. MakcumaiabHasg AjauHa - 200
CHMBOJIOB.

Mosmutnka npodWIMpoBaHUsI - OJOK OTBEUAKIMM 3a /ob6aBJjieHHe/yTajeHHe  II0JIMTHK
npodrmpoBanus. /g yro6crBa KOHQUIYPUPOBaHU HIDKE B TaOJMUYHOU GopMe 0TOOpakaeTcs CIIHMCOK

Ha3HAY€HHBIX ITOJIMTHK IIPO (IJI/IJII/IpOBaHI/IH. TaﬁJII/IL[a COAEPKUT KOJIOHKHU:

Mouck - BBITOJIHSAET PErHCTPOHE3aBUCUMYI0 OIJILTPAIIUIO0 II0 KOJOHKaM WMs u  OnucaHue:
0TOOpa’karoTCsa TOJIBKO 3aIIKCH, YA,0BJIeTBOPSIOIIIE YCIOBUIO QUIbLTPALIUH.

-+ -/Zlo6aBUTH HOBBIM 3JIEMEHT.
il - ViayuTh BEIGpAHHBIE 3/IeMEHTHI (HeaKTUBHO, IT0KA He BBIOPAH XOTh OJTUH 3JIEMEHT).
/]\ - IsMeHUTH TEeKYIIUI II0PSAL0K COPTUPOBKHU.

- Yek0OOKC, KOTOpBIfI OTBEYAET 3a BLI60p 3JIEMEHTOB [IJI BBIIIOJIHEHUS JaIbHEUIINX HerCTBUU

(HammpumMep, yiaeHus).

ITapaMeTphl, 0OTMeUEeHHbIE 3Be3/I0UKOU *, 06s13aTeThHBI JIJI5T 3aT10THEHHSI.
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ITocite ,I[OﬁaBJIeHI/IH HEOGXO,I[I/IMLIX IIOJIUTUK JIOTUYECKUI HpO(l)I/IJII) Heo 6XO,U;I/IMO COXpPaHHUTB.

JloruyecKu IpoQUIb JO/DKEH CoZlep>KaTh X0Ts ObI OHY II0JIUTHKY IIP0GHUINPOBaHHUI.
Kuomnka "CoxpaHuUTh" OyfeT HeaKTUBHA, II0Ka CIIMCOK IIOJUTHUK IIPOQUINPOBaHUI
OyZeT IIyCTOM, MJIX He 3aII0JIHEeHBI IpyTHe 00s13aTe/IbHble ITapaMeTpHI.

Jo6aBIeHye IIOJIUTHK IPOPIUIUPOBAHMA B JIOTUYe CKUH IPOPIIH

Jly1s1 o6GaBIeHUsI IOJIUTHK PO QMIMPOBAHUS B JIOTHUECKUH PO QIIL TpeOyeTcsl HasKaTh Ha UKOHKY -+

CJIeBa BBepXy HaJ Tabmie! paszesia IloauTHKY IpodUINpoBaHUs.
Ao6aBneHne NoNUTUK B Npodunb

Q BribpaHHbIe *

He BuiBpaHD

&) Eltex-VP-15 O
) Unknown O EEN

OTMeHa AobaBnTh

PucyHok 293. ModaabHblll 0uanoz 006as/1eHUSL NOAUMUK NPOPHUAUPOBAHUS

B j1eBOM yacTH OTKPBIBIIETOCA MOJAJIbHOM OKHE BI:IﬁpaTL 4yeKO0KC [JLA IIOJIMTHUK IIPO (l)I/IJII/IpOBaHI/IH,

KOTOpbIe He0OX0AMMO /106aBUTH B IIPOQUUIL. /JIg IIOUCKa HY>KHOU ITOJIMTUKU MO>KHO BBECTH €e UM B
cTpoke lounck.

ITocite BLI60pa HY)KHBIX IIOJIMTMK Ha)XaTb HMKOHKY —» . OTMeueHHBbIe UYEKOOKCOM IIOJUTHKH
HpO(l)I/IJII/IpOBaHI/IH IIepeMecCTATCAd B IIPpaByH0 YaCTb MOAA/JIBHOTO OKHA. HpI/I H606XO/II/IMOCTI/I IIOJTMTHUKH
HpO(l)I/IJII/IpOBaHI/IH B npaBoﬁ YaCTHU MOOaJIbHOTO OKHA MOJKHO YO AJINTh, HA’KdaB Hda UKOHKY '@ CIIpaBa OT
HaMMeHOBaHHI. Kor,qa BCe HY’KHbIE II0JIMTHUKKX BBI6paHBI, Ha’XaThb KHOIIKY Hob6aBuTb, YTOOBI IIPUMEHUTH
H3MEHEHU.

Jlo6aBIeHHBIE TIOJUTUKU OPOQMIMPOBAHUSA HAYHYT OTOOpakaThbCsl B Tabuuile pasfesa IloauTHKA
npodmiupoBaHus. [I0psAROK cIe0BaHUS [IOJUTHK HUKAKOT0 3HaYeHUs He NMeeT. Bce OHU IIPOBepSIOTC
He3aBHUCUMO JPYT OT ApyTa.

e CUCTEeMHYI0 TIOJIMTUKY Ipo¢uavpoBaHUs Unknown HeJIb3sl MCIOJIH30BaTh B
JIOTUYEeCKOM ITpoue.
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Pe,z[aKTnp OBaHHE JIOTHYECKOI' 0 l'IpO(l)I/IJUI

Jia PegaKTHUPOBaHUA JIOTHYECKOTIO IIPO (l)I/IJIE[ Heo 6X0,I[I/IMO Ha CTpaHHUIIe CO CITMCKOM Ha’KaTh Ha €ro uMsl.

[Tocste 3TOTO OTKPOETCSI OKHO pelaKTUPOBAHUSL.

S @ foctynkcetn > MpodunnposaHue > Jlorvdeckme npodunn > IP Phone

< IPPhone

Wma *

1P Phone

CO343H AMMHUCTPATOPOM

Onucanmne

Q

@

Q

=

@ T+
@

&

(s] Profile for all ip phones

@

25/200

MonuTtnku npodunnpoBaHus
+ @ Q

Cratyc v T™n Onvcare

e

@ Brniouerio Eltex-VP-15 Co3gaa agMuHACTPaTOpOM

40 Bcero anemeHTos: 1

PucyHok 294. Popma pedakmupo8aHUs 102UHeCK020 NpoPhus

ITocsie pefakTHPOBAaHUS HEOOXOAMMO HayKaTh Ha KHOIIKY "CoxpaHUTE". KHOIIKa CKpBITa, II0Ka He OymeT
HM3MEeHEeHO XO0Td ObI 0/THO II0JIe WJIM U3MeHeH Habo P ITOJIUTHK IIPOQUINPOBaHU.

KHomnka "OTMeHa" 0CyIecTBJIsIeT COPOC BHECEHHBIX U3MEHEHHH /10 UCXOJHOTO COCTOSTHUS.

VaasieHue JJoru4ecKoro npopus

[l yIayleHusi B OKHeE CO CITMCKOM He06X0/IMMO BBIJIEJIUTH UeKOOKC cleBa OT HAaMMEeHOBaHMUS JIOTHYEeCKUX
Ipo GrIeii, KOTOphIe TPe6GyeTes YAAIUTh, M HaKaTh KHOIIKY [ij BBepXy CJIeBa.

FS BD foctynkcetn > MpodunnposaHue > Jlorv4eckme Npobuan

MNpodunmposaHme

Venosua Nonutiku Noruueckne npodunu
+ ® o Q

nms ™n Onucatine

(<M <]

1P Phone Co3paH agMmHMCTPaTOpOM Profile for all ip phones

e

4 BbiGpaHo anemeHTOB: 113 1

PucyHok 295. Bvlbop s102uveckux npogunaeti 045 yoaneHus

g ViaseHue 371eMeHTOB TPeGyeT IO TBeP K eHUs B MOIaTbHOM OKHE.

BriGpaHHbIe 37eMeHTHl OyAyT yAajJeHbl TOJLKO II0CIe $IBHOTO IIO[TBEPIKIEeHUS
OIleparyu.
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A MoaTeepxaeHWe AeicTBENA
JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

- J

PucyHok 296. [luanozoeoe 0KHO nodmeepicoeHus deticmeus
OepaHuueHus:

e Hesib3sd yoaaUTb JIOTHYECKHH ITPOQMIIb, KOTOPBIA HCIIOJB3YeTCI B KaKOM-THG0
TTOJTUTHUKE aBTOPH3AITH.
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I'ocTeBBIE IOPTAJIbI

I'ocTeBBIE SHAIIOUHTHI

JlaHHBIN pasfes COAep KUT HMHGOPMAIIMI0O II0 HAcTpolKe QYHKIIMOHAIA, JOCTYI K

e KOTOPOMY OTKPBIBAeTCS C IIOMOINLI0 JIMIIEHSHH YpoBHs: ADVANCED. ITo Bolpocam
npuobpeTeHus QYHKIIMOHANIa oOpallaiTecb K BammeMy MeHe[pKepy WIM Ha
3JIEKTPOHHYIO I10UTy eltex@eltex-co.ru.

Onucanue

TI'ocmegble 3HONOUHMBL - 3TO SH/IIOUHTHI, KOTOPHIe IIPOIIUIM IIOPTaJIbHYI0 aBTopusanyio B NAICE. Takue
9HJIIOMHTHI aBTOMAaTHUUeCKH [00aBJIIIOTCI B CUCTEMY U XPaHATCI B Hell B TeueHHe BpeMeHH, YKasaHHOM
IIpY HaCTPOMKe IIOpTasia, Yepe3 KOTOPBIM ITOLK/IIOUMIICI I10JIb30BaTesb. ECIM 9HAIIOMHT HaXOLUTCA B
CIIKCKe, TO COOTBETCTBYIOIIMI II0JIb30BaTesb CMOXKET IOAK/IIOUYMTBCI K CeTU 0e3 IIpefBapUTeIbHOM
aBTOPU3AIUU Ha ITopTase (AaBTOPU3aIiys OyIeT OCYIeCTBISTLCA 10 MAB).

VHUKaJILHOCTh TOCTEBOTO 3HATIOMHTA OIIpefiessieT KoMbuHarmsi MAC-agpeca KOHEYHOTO YCTPOMCTBA U
SSID (umeHTHOUKATOP GECITPOBOHOI CETH), Uepe3 KOTOPOe YCTPOHCTBO MOIKII0YaeTcss. Ha ITpakTHKe 3TO
O3HAYaeT, YTO IIPH IIOJK/IIOYeHHH OJHOTO M TOTO >Ke II0JIb30BaTeJsI C PAasHBIX YCTPOMCTB CO3TAeTcs
HEeCKOJILKO T'OCTEBHIX 3H/IIOMHTOB 110 YUC/IY YCTPOMCTB. AHAJIOTHYHO, HECKOJIBKO TOCTEBHIX 3H/[IIOMHTOB
I06aBJIIeTCS TP ITOIK/TIOUEHHH OHOTO U TOTO YKe YCTPOMCTBA K HECKOJILKUM PasHBIM GeCIIPOBOHBIM

CeTsdM.

B ommiune OT 0OBIUHBIX 3H/IIOMHTOB, TOCTeBble SHAIOWHTHI CO CIyUaliHO CreHepHpoBaHHBIMU MAC-
agpecamu (randomized MAC address) aBTOMaTHUeCKH 100aBJIAIOTCI B CHCTEMY.

PYLH-IOG ,lIOﬁaBJIEHI/Ie WK peqaKTHPOBaHM e CYIIIECTBYIOIIMX I'OCTEBBIX S3HAIIOMHTOB HEIOCTYITHO.

IIpocMOTp crHicKa IHAIIOMHTOB

2. BD TocTesbie nopTansl > YnpasneHvie nopTanamu > FOCTeBble SHANOMHTSI

YnpasnieHune nopranamu

TOCTeBble 3HANOMHT  M0/1b30BATENM NOPTAN0B  KOHCTPYKTOP NOPTanos

c o o F bunbTpbl

JAara nocnegHero

Vs nons3sosaTens VICTOMHVK MASHTUONKALWM Vms nopTana MAC-aapec SsiD
nogKntoNEHUA

& fara cospanns sanuck

Maria_982 Maria_982 Device Default Portal 27:ad:7e:b8:da:8d CompanyWiFi 13.11.2025 03:47:54 10.11.2025 12:36:12

Petr_820 Petr_820 Device Default Portal CompanyWiFi 12.11.2025 20:37:49 09.11.2025 23:01:42

® 0 % 9Ok OB O

Pavel 160 Petr_820 Device Default Portal CompanyWiFi 14.11.2025 09:05:07 09.11.2025 06:03:59

Petr_657 Petr_820 Device Default Portal 5C:0e:93:ch:6¢:7d CompanyWiFi 13.11.2025 07:03:32 09.11.2025 15:04:56

Artem_761 Petr_820 Device Default Portal ec:7c:bei1 3:66:eb CompanyWiFi 14.11.2025 02:53:10 13.11.2025 01:04:52

o

40 Bcero anemeHToB: 5

Pucynok 297. IIpocmomp cnucka 3HONOUHIMO8

Ha mranHOU CTpaHHIle COAEePIKUTCA TaﬁJII/ILIa CO CITMCKOM BCEX I'OCTEBBIX 3HAIIOMHTOB.

Ta6JIrIIa IT0 YMOJTIYAHHUIO COJIEP>KUT KOJIOHKH:
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WMs nonb3oBaTens - UM II0JIb30BaTess, C KOTOPHIM 3HIIOWHT IIPOXOAWJI ayTeHTUQUKAITUIO B
II0CJIeTHUM pas.

® VCTOYHMK MOEHTUPUKaLMW - UICTOUHUK, ITle ObLT HalleH I10JIb30BaTe b IIPU ayTeHTU QKA.
® iMa nopTana - IIOpPTaJL, Ha KOTOPOM II0JIb30BaTe b IIPOIIIesI ayTeHTUPUKALIHIO.
® MAC-appec - MAC azpec sgationHTa B popMare "XX: XX XX:XX:XX:XX".

® SSID - uMa GeCOIpPOBOJHOM CeTH, K KOTOPOH IOJK/IIOYAICI II0JIh30BaTesb IIPU IOPTAIbLHOH
aBTOPH3AITHH.

WM ceTu ntosrydaetcs u3 RADIUS-atpubyra Called-Station-Id, KOTOpOe OKUIaeTCs
@ B popmare <MAC-appec TO>:<ums SSID>, Hampumep - ec-b1-e0-2b-02-b0:naice-
guest-portal-test.

e [latTa nocnefHero nOAK/OYeHUs - BpeMs IIOCIeTHEH aBTOPHU3AIIUM WA IIepeaBTOPH3AIUH
SH/ITIOWHTA.

* [lata cO3paHus 3anucu - BpeMsi IIepBO TOPTAILHOM aBTOPU3AIIHH SHTIOMHTA.

Bo3MO’KHA COPTHPOBKA B IIPSIMOM M 0GPaTHOM ITOPSIKe IO BCeM KOJIOHKaM, kpoMe MAC agpec. Ilo
YMOJTYaHHI0 COPTUPOBKA BBITIOHSIETCS B ITPSIMOM ITOPSITKe 10 KOJIOHKe [laTa NoCnefHero nogKaoyeHus .

CTpaHUIIa COJIepsKUT CJIeYIOIIe 3/IeMeHThI YIIpPaBJIeHUS:
e 7 -OO6HOBUTH JaHHbIE TAOIUIIBI.

* (D -HactpouTh oTOOpakeHre KOJOHOK TaOJIUITEI.

[ - ViaymTh BEIGpaHHBIE 3/IEMEHTHI (HEAaKTUBHO, IT0KA He BBIOPAH XOTh OJIUH 3JIEMEHT).

/D - VI3MeHHTb TeKyIi OPSTOK COPTUPOBKHL.

- UeKO0OKC, KOTOPBIM OTBeYaeT 3a BHIOOP 3JIEMEHTOB [JIA BBITIOJTHEHUS MaTbHEUINX HeHCTBUMN

(HarpuMep, yrnajieHus).

* 7 ®unpTpel - OTKPBITH OKHO HACTPOMKHM GHIbTPAIIMH JaHHBIX 110 TabJIHIIe.

(I’I/IJII:TpaI_II/IH OJAaHHBIX B Ta6JII/II_IE HaCTparBaeTCd B I YIOIIEM OKHE:
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PunbTpsI

Mma nonb3oeatena &)

cBeanTe 17

imAa nopTana

oBennTe 14 NODTan:

[JaTta nocnegHero Nogka4eHun

WCToOYHMK nAeHTUGMKaLMK

BeaTe MCTOYHIAE neHT

MAC-agpec &)

Jarta cosgaHvns 3anucm

A0 MM.ITTT - A0 MM.ITTT x B A0 MM.ITTT - A0 MM.TTTT X B

551D

3aKpbiTb MpUMEHWTL

PucyHok 298. Hacmpolika guabmpauyuu 0aHHbIX 8 mab.auuye
OB TpAITys LOCTYITHA I10 BCeM ITapaMeTpaM roCTeBOT0 3H/IIOMHTA.
B HacTpoiikax Tabumpl () MOKHO CMEHUTB COCTaB 0TOOpPayKaeMbIX KOJIOHOK.
Knormka COpocHTH Bce ITpeiHa3HavyeHa AJIs1 cOpoca HaCTPOEHHBIX KOJIOHOK K COCTOSIHHIO IT0 YMOJTUAHUIO

(HeaKTHUBHO, IT0KA COCTOSTHUIO 110 YMOJIYAaHUIO He N3MEHEHO).

Hactpoiikn Tabnuubi

MokassiBaTh BCE KOMOHKM C

VMMa Nonb3oBaTens

MCTOMHWK MAEHTUUKE LK
Mma noptana

MAC-agpec

@ ssip

JlaTa nocnegHero NogIoYeHns

JlaTa co3aHuA 3anncu
OTMeHa CoXpaHWTb

PucyHok 299. Hacmpoiika omobpadxcaemblx KOAOHOK 8 mab.auue

VaajieHue sHAIIOUHTA
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TabJHI1a rOCTEBBIX IHATIOMHTOB 3aII0JTHSIETCS aBTOMATHYECKH B IIPOIiecce HOPMaTbHOM

0 paboTel NAICE B Xo/le IIOPTQIbHBIX aBTOPH3ALME SHAIOMHTOB. IIpH yraseHUH
SHJIIOMHTA OH OyfeT IOBTOPHO H3y4yeH IIPH CIEAYIOMIEH IIOIBITKE ITO/KIIOYUeHHS.
OTKJIIOUNTD aBTOU3YUEHUe IHATIOMHTOB HeJb35.

0 ViajeHHe TOCTeBOTO SHJIIOMHTA IIPUBEIET K HEOOXO[HUMOCTH ITOBTOPHOM
aBTOPH3AITUU KJIMEHTa Ha II0PTaJIe IIPH CJIEIYIOIEM ITOIKIIOUEHUH K CETH.

JIsT yoasieHysi SHATIOMHTA HeoO6X0AMMO Ha CTPaHUIle ITPOCMOTPA, HCIIOJB3yI YeKO0KC , BBIOpATH

HeO6X0/II/IN[BIe JHAIIOMHTEI X B JIEBOM BEPXHEM YIVIY Ha/l Taﬁ]IHL[efI Ha’XaTb Ha @ .

BD roctessie nopTansl > YnpasneHue ropTanamu > FoCTeBbie SHANOUHTHI

YnpaenieHue nopTanammn

FocTeBble 3HANOMHTS!  MoNb30BaTENM MOPTanos  KOHCTPYKTOp nopTanos

S @ O ¥ ®PunbTpbl

Aaa nocnegHero

-] Vima nonbsosatens MCTOuHNK MABHTUdMKALMM Vims nopTana MAC-agpec SSID
nogKoueHNA

4 [Hara cosganus sanmcu

Maria_982 Maria_982 Device Default Portal 27:ad:7e:b8:da:8d CompanyWiFi 13.11.2025 03:47:54 10.11.2025 12:36:12

Petr_820 Petr_820 Device Default Portal CompanyWiFi 12.11.2025 20:37:49 09.11.2025 23:01:42

® 0% Q00O O

Pavel_160 Petr_820 Device Default Portal cael:7e4:27a CompanyWiFi 14.11.2025 09:05:07 09.11.2025 06:03:59
Petr_657 Petr_820 Device Default Portal 5c:0e:93:cb:6¢:7d CompanyWiFi 13.11.2025 07:03:32 09.11.2025 15:04:56

Artem_761 Petr_820 Device Default Portal ec:7cbc13:66:eb CompanyWiFi 14.11.2025 02:53:10 13.11.2025 01:04:52

e

40  BbIGpaHO 3neMeHTOB: 1135

PucyHok 300. Bbl6op aHONOUHMO8 8 mab.auye 019 yoa1eHus

ViaseHue 3j1eMeHTOB TpebyeT IT0ATBeP>KeHUsI B MOJJaIbHOM OKHE.
A BriGpaHHble 37eMeHTHl OyAyT yhajeHbl TOJIbKO II0CIe $IBHOTO IIO[TBEPIKIEeHUS
OIIeparym.

{\ NogTeepxaeHWe aelicTBNA

[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

w 5

PucyHok 301. Jluanozo80e 0KHO noomeepacoeHUs delicmeust

Ilosib30BaTe/ Ik MopTajia

JlaHHBIM pasfes CoepXKUT MHPOPMAITUI0 II0 HacTpoMke OYHKITMOHAJA, AOCTYI K

e KOTOPOMY OTKpBIBaeTcs C IIOMOIIbI0 JIMIeH3UH ypoBHs ADVANCED. ITo Bompocam
npruobpereHusl QyHKIMOHasa ofpamaiTecb K BameMy MeHemKepy M Ha
3JIEKTPOHHYIO I10UTy eltex@eltex-co.ru.
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OnucaHue

ITonb308amenu nopmanos - BHYTPeHHUH HCTOYHHUK II0JIb30BaTesel, UCI0JIb3yeMbIH IIPU IOPTaTbHOH
aBTOpu3aruy. [Ip1 HACTPOIKe IEIIOYKHM MCTOYHHKOB OH OTOOpaykaeTcs IOJ MMeHeM Portal. JlaHHBIN
HCTOYHHK BBITIOJTHSIET POJIb KaTaJIora BCeX TOCTEBBIX IT0JIb30BaTes e BHE 3aBUCHMOCTH OT YCITEIITHOCTH
MO/IK/II0OUeHUsT. 110JIb30BaTeNb, IIPUCYTCTBYIONME B JaHHOM KarajJore, HMEeT BO3MO>KHOCTb

dBTOPHU30BATHCA B CETH UEpPE3 YKaSaHHLIﬁ IIOPTaJIII0 3aJaHHOMY HMEHH U I1aPOJIXO.

OcO0eHHOCThI0 IIOPTAIbHBIX IIOJIb30BaTesel SBJIETCI Haluule MexXaHH3Ma CaMOPEerucTpanuy -
I10/Ib30BaTesIH, BBIIIOJHUBIIIKE BXOJ II0 HOMepY TeslepoHa € IIOMOIIBI0 Koga u3 CMC (IIpH yCI0BUU YTO
TAaHHBIN CII0C00 paspelrieH B HACTPOMKax II0pTaja), aBTOMAaTHUUeCKU ITONaaloT B TaHHBIN CIIUCOK. /[1d
HUX aBTOMAaTHYeCKH 3allOJIHAIOTCI BCe IlapaMeTphl Y4YeTHOM 3alucu. IIoMHMMO caMOperucTpaliuiu,
CYyILIeCTBYeT BO3MO>KHOCTb BPYUYHYI0 J06aBUTh IIOPTAJIHHOIO I10/Ib30BaTe .

HOpTaJIbHLIe II0J/Ib30BaTe/IM IIPHUBSA3AHBI K IIOPTa/JIy, HA KOTOPOM OHH aBTOPH30Ba/JIHMCb HJIHA 6y,U;YT
dBTOPHU30BEIBATHCA B ITIOCJIE/ICTBUH.

11 BO3MOJKHOCTH aBTOpPMU3allMd Ha pasHbIX IIopTajzax TpebyeTcsl 06aBUTH
@ I10JIb30BaTeJII C O[{HHAKOBBIM HMeHeM U I1apoJieM /I KaK0To ITIopTaa.

[IpegmosiaraeTcs, YTO OQUH IIOPTAJI UCIOJIL3YETCI [JI1 OJHOM GecripoBogHOM ceTH ("1

noptas = 1 SSID"). E OfUH U TOT >Ke IIOPTaI OYAeT UCII0JIb30BaThCI B HECKOJIbKUX

6eCIIPOBOIHBIX CeTIX, TO I'OCTeBOM II0JIb30BaTe/Jb CMOJKeT aBTOPU30BAaTHCI Ha BCeX
0 SSID ¢ raHHBIM IIOPTAJIOM, YCIIEIIHO aBTOPHU30BaBIIChL HA OJHOM M3 HUX.

[t UCKIIIOUeHUs1 TOLOOHOM CHUTyallMHd IIpU HACTPOMKe JIOTUYEeCKOTO YCIOBUS B

IIOJIMTUKAX [[OCTYIla UCIIOJIb3YUTe LOII0JIHUTEIbHOE YCIOBHUE:

Normalised Radius-SSID Equals <umsa SSID>.

JlJ1s1 TI0JIb30BaTe e CUCTEMBI IIPeAyCMOTPeHa BO3MOYKHOCTh ITPOCMOTPA CITHCKA 3aperHCTPHUPOBAHHBIX
T10JTb30BaTeJIeH IIOPTaJIa, YAAIEHHUS OTAeTHHBIX 3aIIHCeH, PyYHOTO /100aBIeHUST HOBBIX YUETHBIX 3aITHCeH
JIM60 pefaKTUPOBAHUS CYITIECTBYIOITHUX.

IIpocMoOTp OJIb30BaTEIeH

6D locressie noptans: > Ynpasnenue nopranamu > Monk3osaTenu nopranos

YnpaeneHue nopTanamm

TOCTeBble 3HANOMHTL  M0/1b30BATENM NOPTANOB  KOHCTPYKTOP NOpTanos

+ 2 @ u Q

Tlorwk Nopran CMC-wnio3 Onncarine JAata cosganma sanucn \
Hayley 1 Default portal gateway._1 Testuser 17.11.2025 12:00:00
Zion_2 Default portal gateway 2 Test user 16.11.2025 12:00:00

Mina_3 Default portal gateway_3 Test user 15.11.2025 12:00:00

® 0O 9% QOB O

]

40 Bcero anemenToB: 3

PucyHok 302. Tabauya ¢ nepeuHeM 20Cmesblx No/1b3osameell

Ha maHHOM CTpaHUITe CO/IEPIKUTCS TabIMITA CO CITUCKOM YUETHBIX JAHHBIX ITOPTAJIbHBIX IT0JIb30BaTeJIeH.
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TabJIHIITa COMEPKUT KOJIOHKH:

® JloruH - JIOTHH I10JIb30BaTeJsIs ([0JDKeH ObITh YHUKA/IbHBIM /IJI1 YKa3aHHOTO II0PTasa);
* [opTan -IIopTas, K KOTOPOMY IIPUBSI3aH I10JIb30BaTeJb;

® (CMC-wni3 - Ha KakoM CMC-IIUTI03e caM03aperucTPpUPOBaJICs I10Ib30BaTe lb;

* (OnucaHve - TPOM3BOJILHOE OIIMCAHME I10/Ih30BaTeJIs;

® [lata co3faHMa 3anuMcu - aBTOMAaTHYECKH 3all0JIHAeMOe IT0JIe C BpeMEHEM CaMOPEeTUCTpPaIiuy KM
pydHoOro oo OaBJIeHUS I10JIb30BaTEJIS.

Bo3Mo)KHa COPTHPOBKA B IIPSMOM M 06paTHOM IIOPS/IKe II0 KOJIOHKe [aTa co3paHus 3anucu. IIo
YMOJTYaHHI0 COPTUPOBKA BBITIOIHSIETCS B 00PAaTHOM (HHUCXOJISIIIEM) TIOPSIIKE.

JJIeMEeHTHI YIIpaBJIEHUA:

* -} — Jlo6aBUTH HOBBIH 3JIEMEHT.

@ — /lybumpoBaTh BhIOPaHHBIN 4eKOOKCOM 3/leMeHT. CTaHOBUTCSI aKTUBHBIM, €CI BBIOPaH TOJIBKO

OOHH 3JIEMEHT B CITHCKE.

° @ — VinaauTh B]’:;IﬁpaHHBIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BLI6paH XO0Th OJHH 3JIEMEHT ).

% — OOGHOBUTH JaHHEIE TaOIUITEL.

° — Yek0OOKC, KOTOpBIfI O0TBEYaAEeT 3a BLI60p 3JIEMEHTOB /I BBITIOJTHEHMA I,I[aJII:HeI‘/'II_I_II/IX ,ELEIZCTBHFI

(HarpuMep, yIaJeHus).

/N — U3MeHHTH TEKYIIMI HOPA/[0K COPTUPOBKHL

(Q Nouck — BEITIOJHAET PeTHCTPOHEe3aBUCHMYI0 QUILTPAIIHIO II0 BCeM KOJIOHKAM: 0TOGPasKaroTcs
TOJIBKO 3aIlVCH, YI0BJIETBOPSIOIIME YCIOBUK GUIbLTPALIUN.
Jlo6aBjIeHHe IMoJIb30BaTeIen

Ecm Heo6X0JUMO IIpeBapUTeIbHO CO3aTh YUETHYIO 3aIIUCh AJIS1 IIOPTaJIbHOM aBTOPU3AIUU 110 JIOTUHY
U IIapOJIK0, TO HAOKMUTE -+ B JIEBOM YaCTHU I10JI1 HaJ| TaO/IUIIeH.

BD roctesbie nopTansl > YnpasneHue ropTanamu > fonb3oBaTenu nopTanos > fjo6asneHne
« [lo6aBneHne

Noruu *

Mopran *

Onucanune

® 0% Q00O O

0/200
Mapons *

CreHepupoBaTh napons.

P Ormena [EIIZEVLS

PucyHok 303. CmpaHuya 0o6as.1eHUs N0/1b308AMENS
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Ha OTKpBIBIIEHCS CTpaHUIIe ITPe/ICTaBIeHbI CJIEIYIOIIE ITapaMeTphI:

e JloruH * - JIOTUH MOJb30BaTe 1. J[0/DKeH OBITH YHUKAJILHBIM JIJISI OJTHOTO MopTana. MakcuMatbHast

JIJIMHA JIOTUHA - 100 CMUMBOJIOB.

® [loptan * - II0PTaJI, K KOTOPOMY IIPHBS3aH I10JIb30BaTEJIb. V4yeTHbIE MdaHHBbIE 6yrIIYT dKTyaJ/IbHBI TOJIBKO

IpU aBTOPU3aITUH Ha 6eCIIPOBOTHOM CETH, HCIT0JIL3YIOINel YKa3aHHbIN OPTaJl.
® OnucaHue - IIPOU3BOJILHOE OIIMCaHUe. MakcuMabHas IyIMHa - 200 CHMBOJIOB.

* Maponb * - IapoJIb I0JIb30BaTessl. MUHUMaIbHAs IJIMHA I1apoJis - 4 CHMBOJIA, MaKCUMaIbHas - 100
CUMBOJIOB. [10 HOXKaTHIO HA (8 MO’KHO BKJIFOUHUTH 0TOOpaKeHHe BBOAMMOTO ITapoJIs, II0 YMOJTIYaHUIO

TEKCT CKPHIT. /[OCTyITHA TeHeparysl CIyYalHOTO I1apoJii II0 KHOIIKe CeeHepupogambs napo/ib U ero

KoIlMpoBaHUe B Oydep 06MeHa 110 KHOIIKe ()

ITapaMeTphl, OTMeUEeHHbIE 3Be3/I0UKOU *, 06s13aTeTLHBI JIJI51 3aT10THEHHSI.

Jl11 mo6aBJIeHUsT TI0JIH30BATeJsI B CIIUCOK He 3a0yfbTe HaKaTh [l06aBUTH. /L1t cOpoca M3MeHEHHH U

BO3BpaTa Ha CTPaHUILy IIPOCMOTPa HAKMHUTE Ha OTMEHHTb.

PejaK TP OBaHUE II0/Ib30BaTe/Iei

J171 pelakTUPOBaHUS paHee 106aBJI€HHOTO I10JIb30BaTe/II Ha CTPaHUIle IIPOCMOTPa HAKMHUTE Ha JIOTUH
I10JIb30BaTeJIs B TabJIHUIIe.

OTKpoeTcs CTpaHUIIA PelaKTUPOBaHMS, aHAJIOTHYHAsI CTPaHUIIe 106aBIeHUS.

GD locTesbie NOpTansl > YnpasneHue nopTanamyt > Monb3osaTen nopTaos > ivan.vanov

« ivan.ivanov

Noruu *

ivan.ivanov

Moptan *

3 @0k 0B O

Default portal -

CMC-wnios

® O b
«

Onucanne

0/200
@ Cuerars napons

®  napons*

CresepupoBars napont.

PucyHok 304. CmpaHuua pedaKkmupo8aHust N0.1b308amens

IIpu pefakTUPOBAHHH TOCTEBOI0 II0JIb30BaTe I AJIs1 O3HAKOM/IEHHs NOCTyreH IapaMerp CMC-umos -
1IUII03, Yepe3 KOTOPBIM II0JIb30BaTeJ b ObLI 3aperucTpupoBaH IIpu Bxoze 1o CMC. PemakThpoBaHUe
ILIUTF038 HEJLOCTYIIHO.

[lUI1 U3sSMeHeHUs I1apoJi I10JIb30BaTe/IiI Ha’KMHUTE Ha II€PEeK/IrodYaTe’Ib CMmeHumsw napoJs, 110CjIe 4ero

BBeOUTE HOBBIU IIapPOJIb IT0JIb30BaTeEJIS B IIOABHUBIIIEECA II0JIE.

ITocste pefakTUPOBaHUI HEOOXOAUMO HaXKaTh Ha KHOIIKY "CoxpaHUTh". KHOIIKA CKpBITa, ITI0Ka He OygeT
BHECEHO X0Ts ObI 0/THO U3MEeHeHUe.

Kuo1ka "OTMeHa" 0CyllecTBIIsIeT COPOC BHECEHHBIX U3MEeHEeHUHN 10 UCXOJHOTO COCTOSHUSL.
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Ay0/1MpoBaHUE 10 IH30BaTe A

HoBBI# MOPTAIbLHBIH IT0JTH30BaTeIb MOJKET OBITH CO3/IaH Ha OCHOBE CYITIeCTBYIOIIETO. [[JIT 3TOTO BEIGEpeTe

KOIIMPYyeMOTIO I10/Ib30BaTe 1 C IIOMOITIBI0 4yeKO0KCa, a 3aTeEM HaXKMUTE Ha KHOIIKY @ .

2. BD TocTesbie nopTansl > Ynpasnevie nopTanamu > Mob30BaTeNM NOPTancs > /yGAMpoBaHie

Norun *

ivan.ivanov_copy

Mopran *

Default portal

Onucaune

® O 5 3 QOB O

Napons *

CrenepupoBats napons

e

« [lyénupoBaHune

0/200

PucyHok 305. /[ybaupogaHue noab3ogamens

OT1kpoetrca $opma, aHasoruuHasg ¢opMe mobaBjIeHMA II0JIb30BATENd, I[ie BCe II0JI1 OYAYT 3allOJHEHbI
3HaUeHUSIMH M3 BBIOpaHHOIO pedepeHca. II0 yMOSUaHHIO K 3HAUYeHHIO B IIoJIe JloruH [06aBJIgeTcs
"_copy". MO>KHO 3a71aTh Jitoboe Ipyroe UMsi, KOTOPOe ellle He UCII0JIb3YeTCs B crcTeMe. TakyKke HE0O6X0IMO

YKa3aTh I1apP0JIb I10JIb30BaTEJIA.

Y,D,'aJIeHI/Ie I0JIb30BaTe/1en

Jia YaaJaeHuss I10JIb30BaTeJIer HG‘O6XO,I[I/IMO Ha CTpaHHUIle IIPOCMOTPA, UCIT0J/Ib3yd gyeKOOoKC s BBI6paTI)

Heo 6X0,I[I/IMLIX I10JIb30BaTeJIeN U B JIEBOM BEpPXHEM YyIUIy Ha| TaGﬂHHEfI Ha’XaTbhb Ha @ .

& @ Tocessie nopTansl > Ympasnenve nopTanami > T1Onk30SaTeAM OpTanos

el

[oCTeBbIE 3HANOUHTEI

+ S & @

[-] NorvH

Hayley 1

YnpaeneHue nopTanamm

Nopran

Default portal

Mo/b30BATENM NOPTAN0B  KQHCTPYKTOP NOpTancs

CMC-wnto3

gateway_1

onncatne

Test user

Q

£laTa co3panns 3anuch ¥

17.11.2025 12:00:00

zZion_2

Mina_3

® 05 DOk OB
<]

e

Default portal

Default portal

4 BLIGPaHO INEMEHTOB: 1133

A

PucyHok 306

ViaseHue 3j1eMeHTOB TpeGyeT IO TBeP KIeHUS B MOIaIbHOM OKHE.

gateway 2

gateway 3

Test user

Test user

16.11.2025 12:00:00

15.11.2025 12:00:00

. Bvibop noswzosamesieli 8 mad.uye 045 yoaneHus

BriGpaHHbIe 37eMeHTHl OyAyT yhajJeHbl TOJIbKO II0CIe $IBHOTO IIO[TBEPIKIEHUS

OTIE€pAaITHH.
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£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

. J

PucyHok 307. [luano2oeoe 0KHO nodmeepicoeHus deticmeust

[Tocsle ypmaseHUs TOCTEBOIO II0JIb30BAaTeNsl [UIA paHee IIOJAK/IIOYEHHOTO K/IMeHTa
COXPaHsEeTCsd BO3MOXKHOCTD ITepellOK/IYeHrs 110 MAB 10 MOMeHTa, II0Ka He OyfeT

A yhajJeH CBg3aHHBIM TOCTeBOM  9HJIIOMHT. I'OCTeBOM  9HJIIOMHT  YAasgeTcs
aBTOMaTHUYeCKH II0C/Ie MCTeYeHHsI HaCTPOEHHOI0 B II0PTaJle IIepHO0/a, a TaKkKe MOYKET
OBITH yjaJIeH B JIF0O00M MOMEHT BPYYHYIO.

KoHCTpPYKTOp IIOPTAJIOB

JlaHHBIN pasfes COAep KUT HMHGOPMAIIMIO II0 HAcTpolKe QYHKIIMOHAIA, JOCTYI K

e KOTOPOMY OTKPBIBAeTCSI C ITOMOINBI0 JIMIIeHSHH ypoBHsT ADVANCED. Ilo BoIrpocam
npuobpeTeHus QYHKIIMOHAnMa oOpalfaiiTecb K BameMy MeHe[pKepy WIH Ha
3JIEKTPOHHYIO I10UTy eltex@eltex-co.ru.

Onucaxnue

B cocraB NAICE Kak OJMH M3 KOMIIOHEHTOB BKJIFOUeH WEB-mopTaJi, ¢ IIOMOIIbI0 KOTOPOIO peajnusyeTcs
MOJleJIb aBTOpHU3aiuy hotspot-kareHTOB. Hen3BeCTHBIN CHCTEMe II0JIb30BaTesb MOYKET CBOOOLHO (6e3
II0JIy4YeHUs 3apaHee JIOTMHA U I1ap0JId) IIOAK/IIOYUTHLCA K TOUKe [OCTYIIa, HO IIPH IIOIBITKE BBLIUTHU B
HHTepHeT 4yepe3 Opaysep I10JIb30BaTeJb IlepeHAlpaBiAeTcsd Ha crpaHully WEB-lopTana, Ha KOTOPOM
MOJKeT II0 BBIOOPY IIPOUTH IIPOIleLyPy aBTOPU3ALMK KJIM CaMOPerucTpanyy (HalpuMep, ¢ IIOMOIIBI0
CMC). B mpoliecce BBIIIOJHEHMHS IIPOIleflyp aBTOPH3AIlMKU K/IMEHT IIepeMelljaeTca II0 PasIUYHBIM
CTpaHHUIlaM II0pTasa, BHEIHWN BUJ, KOTOPBIX MOXKET ObITH KAaCTOMHU3SHPOBAH IIOJ HYXKIBI OllepaTopa
6eCIIpOBOIHOM CeTH.

JU11 KaCTOMHM3aIH UCII0JIb3yeTcss KoHempyKkmop nopma.ios, ¢ IIOMOIIBI0 KOTOPOTO I10JIb30BaTe/IH MOTYT
HacTpauBaTh CIleHapUU paboThl U BHEITHUN BUJ II0PTaIOB. I10JIb30BaTe M MOTYT CO3[[aBaTh U YAAATh
opTasbl, BbIOUpaTh UX GOH U COJeprKaHUe (TeKCT, M300pakeHUs, IIBETOBAs CXeMa), yCTaHaBJIUBaTh
PpasyIyHbIe CI10COOBI aBTOPU3AIINH [IJI1 KaK0T0 U3 ITOPTAJI0B U II0BEeHUE II0CJIe YCIIEIITHOTO BXOo/a.
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IIpocMOTp cIHCKa IIOPTAJIOB

A BD rocresbie nopTansl > YnpaeiaeHue nopranamy > KOHCTPYKTOp NOpTanos

VnpasneHue nopranamu

TocTeBble 3HANOMHTE  MMoNb30BaTeNM MOPTancs  KOHCTPYKTOP NOpTanos

+ @ @

Cratyc Vims Cnoco6 exoaa CMC-unios MepeHanpaeneriie ‘Onucaxve MNpegnpocmoTp
BKnioueHo guest Mo CMC, loruH/napons Demo gateway https://eltexloc Guest portal ®
® Buiniouero guest_copy Norum/napons https://eltex.loc Guest portal ®

BKnioveHo test Mo CMC Demo gateway https://eltex-co.ru ®

e

A0 Bcero3neMeHToB: 3

PucyHok 308. IIpocmomp cnucka nopmasios
Ha faHHOM cTpaHMUIle COLePKUTCA TabJIMIIa CO CITMCKOM BCeX II0PTAaJIOB.
Tab6smita comep KUT KOJIOHKH:
¢ C(CraTtyc - TeKyIee COCTOSHIE aKTHBHPOBAHHOCTH IIOPTaIa: BrnioueHo HIHA @ BuiknioueHo .

® |IMa - HasBaHMe IIOPTasa.

® (Cnocob Bxofa - HACTPOEHHBIE Ha II0PTaJIe CII0COObI aBTOPHU3ALINHU I10JIb30BaTe Ie.

® (CMC-wni3 - UCII0JIb3yeMbId CVC-11UIH03 IIPY BKIFOUEHHOM cItocobe Bxopa 1o CMC.

® [leperanpasnenne - URL $UHATBLHOIO peflUpeKTa YCIIEIIHO I10JK/IF0UUBIIIET0Cs I10/Ib30BaTe .
® OnucaHue - IIPOU3BOJILHOE OIIHCaHUe II0pTaJla.

® [lpennpocMoTp - OTKPBITHE B HOBOM BKJIaJ[Ke IIPeBbI0 II0PTaJIa IIPY KJIMKe Ha (&) .

Bo3Mo’KHA COPTHPOBKA B IIPSIMOM B 06paTHOM IIOPsIAKE II0 KOJIOHKaM Ctatyc U WMs . Ilo yMOT4aHUIO
COPTHPOBKA BBIIIOIHSIETCS B IIPSIMOM ITOPSIIKe 10 UMEHH IT0pTaIa.

CTpaHHUITa COMEPIKUT CIIeTYIOIIHe 3JIEMEHTBI YITPaBJIeHUS:

® -} -/lo6aBUTH HOBBIH 3JIEMEHT.

[ - ViasmTh BEIOpAHHBIE 3JIEMEHTHI (HEAKTUBHO, IT0KA He BBIOPAH XOTh OJUH 3JIEMEHT).

@ - [ybimpoBaTh BHIOPAaHHBIN YeKOOKCOM 31eMeHT. CTAHOBUTCA aKTHUBHBIM, eCJIM BBIOpaH TOJIBKO

OOHH 3JIEMEHT B CITHICKE.

* /] -V3MeHHUTH TeKyIIHIi IIOPSA0K COPTHPOBKH.

- YekOOKC, KOTOpBIfI OTBEeYaeT 3a BBIGOp 3JIEMEHTOB [IJI1 BBIIIOJIHEHHA rD;aJIBHEI\/’IH_H/IX ,D;efICTBI/IFI

(HarpuMep, yIaJeHus).
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Jlo6aBIeHue mopTasia

Jlis1 mo6GaBjIeHHsT HOBOTO IMOpPTaja KJIMKHHUTE Ha -+ B JIEBOW YaCTH II0JIS HaJ TAOIHIIEH CTPAHHUITHI

IIpocMOTpAa. OTKpO €TCd CJIeAYyIoIlasi CTpaHHIIa:

Py @D rocTessie nopTansl > YnpasjeHue nopranamn > KOHCTPYKTOp NopTance > /lo6asneHue

« [o6aBneHue

B o6ankbHbie HacTpoiikn 2  Buewwwiisup 3 CTpanmubl
OnupioHansHo OnuuoKansHo

@ Broveno

Nms *

guest

Onucanue

& 0 % 3 Q0kODB O

0/1000
A Ayrentndukauus
OcHOBHOI! Coco6 BXoAa *
Mo CMC v
[LOnONHATENbHBI CMOCOG BXOAA
Norum/napons v x
CMC-wnios * @

Demo gateway -

LienouKa MABHTUdKaLWM *

Default sequence -

~ [lononHuTensHEIE HACTpOFKY
Monb30BaTeNbCKOE COrMalleHe Ha MCNONb30BaHMe NopTana

MoATBEpX(ACHME NONIb30BATENECKOTO
cornaweHms *

Tpe6osarh NoATBepKACHIE -

CpoK pelicTBuA rocTesLIx aKKayHTOB

1 Hegens -

®

©  Mapecnepexoga nocne ycnewnoro xoaa

& Ormera @

PucyHok 309. CmpaHuua 2106a1bHbLX HACMPOEK nopmana

HacTpotika ImopTajia IPOUCXOAUT B 3 3Tana: miobasbHble HAaCTPOMKM, HACTPOWMKU BHEIHEro BHUA U
HacTpoMKa cTpaHull. O6g3aTeIbHBIM [JI1 HACTPOMKU SBJIIETCI JIUIIL 1 3Tal, OCTaBIIKECT Ba MOYKHO
IIPONYCTUTh. B TaKOM (JIydyae BHEIIHWI BUJ, U COJlepKaHUe IIopTaia 0CTAaHETCS UCXO U3 HaCTPOeK I10
YMOJTYaHUIO.

I'106a/1IbHBIE HACTPOMKH
JJ11 HaCTPOMKU [TOCTYITHBI CIeAVIOIIe ITapaMeTphl:
e (OOme mapamMeTpsl

© (CTaTycC - TeKylllee COCTOSAHME AKTMBHUPOBAHHOCTHU IIOPTaia: () Brniouedo WIHA (%) Biknmwueno .
ABTOpPH3AIYs Ha BEIK/IFOUEeHHOM I10pTaJle HeJOCTyIIHA

© Wms * - HasBaHUe IIOpTaJIa.
© OnucaHve - IIPOU3BOJIBHOE OIIMCAHKE II0PTaJIa.
® AyreHTHOUKAIIUSA

© OcHoBHoM cnocob Bxoma * - BapuUaHT ayTeHTUQUKAIIUM, KOTOPBINM OymeT oToOpakaThbed
I10JIb30BaTeJII0 IIEPBBIM.

© [lononHWTenbHLIM crnocob Bxofma - 3allaCHOM BapHaHT ayTeHTH(QUKAIlWY, aJlbTepHATHBHBIN
OCHOBHOMY.

© CMC-wn3 * - HcI1o/Ib3yeMbI CVC-TTUTH03 IIPY BKJIFOUEHHOM cItocobe Bxopa 1mo CMC.
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© Lllenoyka npeHTUdMKaLMUM * - CIIMCOK U ITOPSILOK UCTOUHUKOB, CPeJi KOTOPHIX Oy/ieT IIPOU3BOSUTCS
TIOMCK YUETHBIX JAHHBIX IIPU UCII0JIb30BaHUHU CI10Cc06a BX0/a 110 JIOTUHY U I1apOoJIio.

I10JIb30BaTeJIH, TaK M 00BIYHEIE I10/Ib30BaTeIN HUJIH I10Jb30BaTeIU U3 BHEIITHUX

o HcTOYHUKaMM YYeTHBIX JTAaHHBIX MOTYT ObITh KaK U CIeIfuaJbHbIe TOCTEBBIE
UCTOUYHUKOB UIeHTUPUKAITAH.

® JIOIIOJIHUTEJ/IbHbIE HaCTPOﬁKH

© Tlonb30BaTeNbCKOe COrjlalleHMe Ha WCMoNb30BaHWe nopTana - BKIIOUYeHHe JaHHOW HaCTPOMKU
nob6asJsieT crpaHuIly "I10Jb30BaTEIHCKOE COIAIeHHe".

© [logTBEpXOEHMEe MOSIb30BaTeNbCKOro CorsaweHuns * - BKUIIOUEHUE TPEGOBaHI/IH OT IIOJIL30BaTeJIAd
COoIviaCHsd C II0J/Ib30BaTeJ/ILCKHM COIVIalllIeHH EM.

° Cpok OEeNCTBUA TOCTEBbIX AdKKayHTOB - Bpems, II0 HMCT€YEHHH KOTOPOIO CBA3aHHBIE C TaHHBIM
IIOPTa/JIOM T'OCTeBbI€ IH/AIIOHMHTBIL 6y,ZLYT dBTOMaTHUYE€CKH YyOa/ICHBI. ITocte yaajleHrs1: roCTeBOIO
IH/AIIOMHTA I10JIb30BATEJII0 ITPHUAETCA 3aHOBO ITPOXOAUTH ITIOPTAJIbBHYIO aBTOPU3AITHIO.

© Appec nepexopa nocne ycnewHoro Bxoga - URL QUHaJBEHOTO penupeKTa YCIIEIIHO

IIOIKVIFOYEHHOTO I10/Ib30BaTeJIA.

[l Pa3IMYHbBIX KJIMEHTCKUX YCTPOMCTB MO>KeT HaGJII0/IaThCsl pasHoe II0Bej[eHue
II0CJIe YCITeITHOM aBTOpH3aluu. HeKOoTOphble YCTPOMCTBA IIOCE YCIIENIHOTO

A MOAK/IIOUeHNUsI U OOHapy)KeHUs HaJIM4Msl [JOCTylla B HHTepHeT MOIYT
aBTOMAaTHUYeCKU 3aKphIBaTh BCILIBIBAIOIlEE OKHO, K3-3a Uero II0JIb30BaTesb
MOJKeT He YCIIeTb YBUETh GUHAIbHYIO CTPAaHUITY PeUpPeKTa.

ITapaMeTphl, 0OTMeUeHHbIE 3Be3/I0UKOU *, 06s13aTeThHBI JIJIs1 3aT10THEHUSI.

ITocste 3aBepIlleHUST HACTPOMKM HAXKMUTE Ha KHOTIKY /lajiee MU BHIOEPUTE CIIEYIOIIHI 3Tall HACTPOMKHU
B BepXHel YaCTH CTPaHUIIbI.

BHeIIHUM BUJ,

JIaHHBIM 3TaIl HaIIpaBJIeH Ha HACTPOMKY ITapaMeTpPOB BHEIHero BHZA IIOpTaja, TAKUX KaK ITBETOBAs
cxeMa 1 0To6parkaeMble M300pakKeHHUS.
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GD rocTeBbie nOpTaik! > YNpaBAeHyie nopranami > KOHCTRYKTOp MopTance > [loGaenenue

« [lo6aBneHue

1 rnoGankHeie HacTpodiku PR 5vewunuii sup 3 Crpanmue
OnuwoHansHo OnuvoHansHo

Tema * MpegnpocMoTp noprana

Caetnas NAICE -
A\ 3aronosox
A

DaBNKOH

® 0% 3 Q@0k0ODB O

3aronoBoK CTpaHNLb!
CONPOBOANTESIbHBIA TEKCT BBEPXY CTPaHMLLbI

forotin ég e o o ®opma BBOAA
—
®

Cebinka

BakHep

b @ o
TnagHas KHoNKa

BTOpOCTENEHHas KHOMKa

CONPOBOANTES LI TEKCT BHU3Y CTPAHULLLI

m | e
MNaautpa o o
(L
Pycckwii English
® Cnyx6a NOAEPXKH PaBOTs! MOPTana
help@naice.ru
@
=]
=

PucyHok 310. CmpaHuua Hacmpoek 8HeulHe20 8Uudd

JlJ1s1 HaCTPOMKY LOCTYIIHEI CJIEAYIOIIIKe [TapaMeTPhI:

® (0aBWKOH - UKOHKA, 0TO6p8.>K6lEMaSI BO BKJIdJIKe 6pay3epa PAOOM C Ha3BaHHWEM CTPAHHUIIBI, a TAKIKE B
OPYTHUX MeCTaX, TaKHUX KaK 3aKJIa/IKK1 WUJIH IIOMCKOBasd Bbl/Ia4a.

® JloroTun - UKOHKA, 0TOGparkaeMasi B 3aT0JIOBKE B BEPXHEH YaCTH CTPAHUIIBL.
* BaHHep - pOH 3ar0JI0BKa B BEpPXHEH YacTH CTPAHUITEL.
* 0oH - N300paKeHHe, KOTOPOe Oy/eT II0/JI0KEHO I10/] BCI0 CTPAHUITY HIDKE 3aTr0JI0BKa.

® T[lanuTpa - HACTPOMKa UCII0JIb3yeMOU [IBETOBOM CXeMBIL.
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ManuTtpa

LieeT 6aHHepa i #AFT2CF
LiBeT TekcTa 6aHHepa - #FFFFFF
LiBeT doHa CTpaHWLbI o #FFFFFF
LIBeT TeKCTa CTpaHuLb i #212121
LIBeT cCbINoK i #275ECT
LIBeT rnaBHOM KHOMKW i #275ECT
LleeT TekcTa rnaBHol KHONKW B #FCFCFC
LleeT BTOpOCTENEeHHOW KHOMNKK _ #ESEGEA
LIBeT TeKCTa BTOPOCTENeHHON KHOMKW i #24282F
LIBeT HEaKTWUBHOA KHOMKK _ #EEFOF2
LiBeT TeKCTa HeakTUBHOM KHOMKW ] #B1B9C5

OTMeHa  CoxpaHuTk

PucyHok 311. Ilaaumpa

e V3obpakeHus 6aHHepa U QpoHA IIPHOPUTETHee IIBETOBBIX HACTPOEK U 0TOOPakaroTCs
II0BEpX.

ITpH 3TOM HCII0JIb3YIOTCS CIeIYIOLIe 3JIEMeHTHI YIIpaBJIeHH:

* [ -3arpyska ¢aiisna n306paskKeHUs;

* [ -ymaneHue M306paKeHME, ITOCTIE UET0 OHO ITIEPeCTaHeT 0TOOPaXKaThCs;
e 3 -CcOpPOCUTH HACTPOUKY K e POJTHOM;

e [/ -pemakTUPOBaHUE ITATUTPHL.

ITo ymosuaHuio Bhi6paHa TeMa "CBeTriad NAICE", peakTUpoBaHIe I1apaMeTPOB KOTOPOM HemOCTYIIHO.
JUia TOro, YTOGBl HACTPOUTH COOCTBEHHYI0 TeMy, HeOOXOJMMO HadaThb H3MeHeHHe OJHOTO U3
BBIIIIEIIePeYHCIeHHBIX I1apaMeTpOB.

B mpor1tecce MOYKHO OTCIEKHBATh BJIUSHYE U3MEHEHUH Ha UTOTOBBIF BHEIITHUH BT ITOPTaJIa C TIOMOIITHI0
IIPeBBI0 B IIPABOM YaCTH CTPAHUIIBI.
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1

GD rocTesbie nOpTans! > YnpasAeHyie nopranam > KOHCTPYKTOD NOPTanoe > guest

Q  « guest
2]
@ 1 rnosansmsie wactpolicn Bnewuru s 3 e
&
@ Tema* MpeanpocMoTp nopTana
Csos Tema -
&
- P EE .
0 vasnmon ® ® @ o
@ 3aro/oBOK CTpaHuLbl
B CONPOBOANTEIbHbI TEKCT BBEPXY CTPAHMUB!
Nororn 65*}:# ® @ © @opua ssoga
Tekcr
Ccbinka
BTopoCTeneHHas KHonka
©oH @ [ o} o HeakTnBHas KHonka
— (CONPOBOAUTEIbH Il TEKCT BHU3Y CTPaHMLLLI
e, EL DR W
L]
Pycckmid|  English
® Cnyx6a NoanepXKIA PaBOTs! MopTana:
help@naice.ru
[©]
©
® e
PucyHok 312. IIonw308amebcKkast mema

JlaHHBIN 3Tal HAaCTPOeK OIIpefiesisieT TEKCT, KOTOPBIM OymeT oTo6pakaThCsd Ha PAasIUUHBIX CTPaHHUITAX
IopTaja B OCHOBHBIX QYHKITMOHA/JIBHBIX 3JIeMEHTaxX - KHOIIKaX, 3aroJ0BKaX, MTHPOPMAITMOHHBIX 6JI0Kax
U T.II. PacIiosio’keHUE CaMHUX 3JIEMeHTOB He HaCTpanuBaeTCsL.

Ba)XHO NIOHMMaTh, YTO (QYHKIIMOHAILHOCTH TAaKMUX 3IEMEHTOB KaK KHOIIKM IIpefollpefie/leHa U He
MeHseTCs 0T HaCTPOeHHOI0 Ha HUX TeKCTa. HarpumMep, et USMEHUTH TEeKCT Ha KHOIIKe "BoMTHU", TO OHa
IIPOJ0JDKUT BBISBIBATH IIOIIBITKY aBTOPHU3AIIMH He3aBUCUMO OT PACIIOJIOKEHHOT0 Ha Hell TeKCTa.
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GD rocTeBbie nOpTaik! > YNpaBAeHyie nopranami > KOHCTRYKTOp MopTance > [loGaenenue

« [lo6aBneHue

1 rno6ansHsie HACTpOiku 9 Brewnwiisug PR crpamet
OnuwoHansHo OnuvoHansHo

3aronoBoK Ha 6aHHe pe Mpeanpocmotp noprana

AskiK
3aronosok

Pycekuin M
O
06LaA UHAOPMALYA Cnyw6a NOAAEPXIU PaBOTHI NOpTana:
help@naice.ru

BLIGOp BapUaNTa BXOAa

® 0% 3 Q@0k0ODB O

467200

BXOA 110 AOTIHY U Maponio

Bx0a Mo CMC

BB koAa NOATBEpXAEHNA

Crpaniua ycneworo sxoga

CTpakitLa oLwM6KY

MoNL308aTeNLCKOE COralLeHMe

Pycckwii English

® Cnyx6a NOAEPXKH PaBOTs! MOPTana
help@naice.ru

®

o Ormena  (QILCEE

PucyHok 313. Hacmpolika co0epicaHust cmpaHuy,

Crrcok JOCTYITHBIX CTPAHHIL 3aBHCHUT OT HACTPOEK Ha ITalle [106ambHEIE HaCTpOfIKI/I.

* Obwas uHdopMauus - HACTpPoMKa 3aroJioBKa B OaHHepe M TeKCTa B (yTTepe Ha BCeX OCTaJIbHBIX
CTpPaHUIAX;

® Buibop BapuaHTa BXxoga
® Bxop no NOruHy v naposno

* Bxop no CMC - ZOCTyIITHA TOJILKO IIPU HAaCTPOeHHOM BXofe 10 CMC; TOMHMMO HACTPOMKH TeKCTa Ha
aJeMeHTaxX CTpaHUITbl HacTpauBaeT 1m1ab1o0H CMC coo6ITieHU 1 O TIIPAaBKHU I10/Th30BaTeJIIO;

®* Bsopg Kofa NoaTBEpPXOEHUS
e (TpaHuua ycnewHoro sxopa
® (CTpaHuua ownbku

® T[lonb30BaTesibCKoe cornaweHne - JOCTYITHA TOJIBKO ITPU BK/IIOUEHHOM B J106aJIbHBIX HﬁCTpOfIK&X
HCIIOJIb30BAHHHK II0JIb30BaTE€/IbCKOTO COIVIall€HWs; COAEP>KUT B TOM YHCIE PEOAKTOp [IJId
(bOpMaTI/IpOBaHI/IE[ TEKCTa COoIVIallleHMA.

TeKCT HacTpauBaeTCs PA3IMUHBIH JIJI5T K&KIOT0 IO/ ePKUBAeMOT0 Ha IIOPTaJie sI3bIKa.

B mpo1iecce HaCTPOMKU MO’KHO OTCI€KMBATh BIMSHIE U3MeHeHUH Ha UTOTOBBIY BHEIIIHUN BUJI, TOpTaJia
C IIOMOIIIBIO ITPEBBI0 B ITPaBOM YaCTH CTPAHHUITEI.

ITocse 3aBepIIeHUS HACTPOUKH HAXKMHTE Ha KHOITKY /I00AaBHTh.

PeuaKTnp OBaHHeE IIopTaJjJIa

[T pelakTHPOBaHU paHee A00aBJIeHHOTO II0pTaja Ha CTPaHUIle IPOCMOTPa Ha)KMHUTe Ha UM ITopTasa
B TabJIHIIE.
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GD rocTesbie nOpTans! > YnpasAeHyie nopranany > KOHCTPYKTOP NOpTanos

YnpasneHue nopranamu

ToCTeBLIE SHANOMHTL  M0NIL30BaTeNM NOPTANoE  KOHCTPYKTOP Moprance

+ & @

Craryc vms Croco6 exoga CMC-wnio3 NepeHanpasneHite Onucanue MpegnpocuoTp
@ Brntovero guest Mo CMC, NTorvH/napons Demo gateway https: //eltex.loc Guest portal ®
® BeiknioueHo guest_copy Norum/napons https://eltex.loc ‘Guest portal @

@ Bunioveno test flo cMc Demo gateway https://eltex-co.ru @

& 0O 5 3 Q0B O

<]

4D BCero 3NeMeHToB: 3

PucyHrok 314. IIpocmomp cnucka nopmaJsios

OTKpoeT Cd CTPpaHHUIIAd peIaKTHPOBaHMs, dHaJIOTHYHAadA CTpaHHUITE 10 OaBJIEHUSI.

[Tpu pelaKkTUPOBaHUH Cpasy [ 0CTYITHEI BCe 3 aTalla HaCTPOUKH /1J11 BHECeHUSI U3MEeHEeHU.

OcobeHHOoCMU no8edeHUst CUCeMbl NPU 8bIKAKOUEHUU paHee pabomarou,e2o
nopmana

e [Ipy BBIKJIIOYEHHWM IIOpTajJa [JI1 paHee IIOAK/JIIOUEHHOTO KJIMEHTa COXPaHSIeTCS

BO3MO>KHOCTb IIepeIlofK/IoueHus 1o MAB 10 MoMeHTa, II0Ka He OyfeT yhajleH

CBSI3aHHBIM TOCTEeBOM IHZIIOWHT. [0CTEBOM SHAIIOMHT YyAageTcsl aBTOMAaTHYeCKH

A I1I0CJTe MCTeYeHHsI HACTPOeHHOTO B IIOPTaJsle IIepU0/ia, a TAKKe MOYKET ObITh Y ajleH B
JIE060M MOMEHT BPYUHYIO.

e ViajeHHe roCTeBbIX SHAIIOMHTOB BBIIIOJIHUTCI JaXKe eCcId IIOPTaJI BBIKJIFOYEH. Jia
YAaJIEHUA IIPHUMEHSETCA CPOK rE[(EI‘/JICTBI/IH dKKayHTOB, HaCTpoeHHBIfI Ha TEKYHJ;[/Iﬁ
MOMEHT, a He Ha MOMEHT BBIK/IFOYEHMI IT0OPTaJIa.

[Tocste pefakKTUPOBAHUA HE06X0AUMO Ha)kaTh Ha KHOIIKY "CoXpaHHUTh". KHOIIKa CKpBITa, ITOKA He OymeT
BHECEHO XO0Ts ObI 0/THO U3MEHeHUe.

Knormka "OTmeHa" 0CyIIecTBIIsIeT COPOC BHECEHHBIX H3MEeHEeHUH 10 UCXO/THOTO COCTOSTHUSL

y6iMpoBaHue mMopTajia

HoBbii II0pTag MOKeT OBITH CO3[JaH Ha OCHOBe CYIIeCTBVIOIIEro. /lji1 sToro BI)I6ep6Te KOHI/IpyeMHﬁ
IIopTaJjI C IIOMOIIIBI0 yeKOOKca, a 3aTeM HayKMITe Ha KHOIIKY @ .

Otkpoerca dopMma, aHaysorugHasg popMe [06aBJIEHUS I0JIH30BaTeJd, Ie BCe MOJIL OyAyT 3arl0JIHEeHBI
3HaUeHUSIMU U3 BhIOpaHHOTO pedepeHca. [Io yMoI4aHUI0 K 3HAUEHUI0 B I10Jle MMd o6aBJsieTca "_copy'

MO>KHO 3a1aTh JIF0G0€ APYToe UMsi, KOTOPOE elrfe He UCII0JIh3yeTCs B CHCTEME.

YiajeHue mopraJsa

JIg ymasieHusl IIOPTaJIoB HeOOXOAWMO Ha CTPAaHHIIE ITPOCMOTPA, HCIIOJB3Ys YeKOGOKC , BBIOpATh

yIasisieMble IIOPTAJIBI M B JIEBOM BepXHEM YIJTy HaJl TaO/IHITel HaKaTh HA (i) .
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HpI/I YAaJIEHHUH II0PTaJjIa TaKyKe 6YIIIYT AdBTOMATHYECKU YO a/IEHBI CBA3aHHBIE I'OCTEBLIE
II0/Ib30BaTe/IM MW TIOCTe€BBIE ISHIAIIOMHTEIL JTo npuseneTr K H806XO,I[I/IMOCTI/I
IIepeaBTOpU3aITH paHee IIOAK/IFOUEeHHBIX KJIIMEHTOB.
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JAoCcTyIl K 000pyJ0BaHUIO

JaHHBIN pasfesl COLepXUT HWHQOPMAIHMIO II0 HACTpOMKe QYHKIIMOHANMA, LOCTYII K

e KOTOPOMY IIpHOOpeTaeTCs OTNeJbHO C IIOMOIIBI0 JOIIOHUTEJIbHON OIIIUY JIMIIeH3UHU
NAICE-TACACS+. ITo BompocaM mpruobpeTeHHs QYHKIMOHAIA oOpalanTech K Baremy
MeHe/[pKepy WK Ha JIeKTPOHHYIO II0YTY eltex @eltex-co.ru.

Pasgen locmyn kK 060py008aHU0 COJEP>KUT CYIITHOCTH /I HACTPOMKM [J0CTyIla Ha CeTeBhIe YCTPOMCTBA I10
npoTokosry TACACS+.

ITpoTokos TACACS+ siByisteTcs pasBuTHeM ITpoToKoJsia TACACS (Terminal Access Controller Access Control
System) u IIpefHa3HAUYeH I IIeHTPaJIN30BaHHOU ayTeHTUQUKAITUY U aBTOPU3AIUHN a[]MIHUCTPATOPOB
ceTeBOr0 06opyzoBaHUs. [IpOTOKOJI II03BOJIIET BBIIIOJIHATL aBTOPU3ALUI0 KaKOM BBIIIOJIHIEMON Ha
CeTEBOM YCTPOMCTBe KOMAaHZbI, a TaK JKe OTIPaBJATH CBeNEeHUsI O BEIIIOJHAEMBIX KOMaH[ax
(akkayHTHHT). NAICE MO>KeT BBICTYIIaTh B KaduecTBe cepBepa aBTopusariuu TACACS+.

Pasmest comepsXuUT CTpaHUIIbL:

e VOIOBUSL - yHOpaBJeHHEe YCIOBUSME, HCIIOJIb3yeMbIMH B IIOJIMTHKAX CeTeBBIX YCTPOMCTB [JIA
OIIpe/ie/IEHUsI COOTBETCTBUS TEKYITIETO TIOAKIIOUeHHS OTHOM U3 TIOJIUTHK;

® Ha6opsr xoMmanj TACACS+ - ympaBjieHHMe HabopaMH KOMaH[, OIIpefesIIOIMMU paspelleHHble U
3arIpellleHHbIe /1JI1 BBIIIOJHEeHU aiMIHUCTPaTOPOM Ha 000 Py 0BaHUH KOMaH/ bl

e JIpoommu TACACS+ - aBjsieHue mpoduraMu TACACS+, oIrpenmesissroliie OBHHM IPUBUJIETHUN U
pod yIp p pen, e yp p

IPyTHe OIOJTHUTeIbHbIe aTPUOYTHI aBTOPHU30BaHHBIX I10Ib30BaTeJIe.

e Jlomtuku TACACS+ - yIrpaBJjieHHe II0JIMTUKaMH CeTeBBLIX YCTPOMCTB, KOTOPBIE SBJIIFOTCI OCHOBHBIM
3JIeMEHTOM KOHTPOJIA JOCTyIla M OIIPeJe/II0T JIOTUKY OOpab0TKM M OTBeTa Ha 3aIlpOoChl
ayTeHTUOUKAITNU U aBTopusanuu TACACS+.

JJIEeMEHTHhI IIOJINTHK
VYceiaoBus

JaHHBII pasfesl COLepKUT HWHQOPMAIIMIO II0 HAaCTpOMKe QYHKIIMOHANMA, LOCTYII K

e KOTOPOMY IIpHOOpeTaeTCs OTNeJIbHO C IIOMOIIBIO JOIIOHUTEIbHOM OIIIUY JIMIIeH3UHU
NAICE-TACACS+. TTo BommpocaM nmpruobpeTeHUs QyHKIMOHAIA obpalaiTech K BareMmy
MeHe/[pKepy WK Ha JIeKTPOHHYIO I104TY eltex @eltex-co.ru.

OmmcaHue

Jlozuueckue yc/n08ust SBJITIOTCI OCHOBHBIM 3JIEMEHTOM IIOJIMTHK ayTeHTUQUKAIMK U aBTOPHU3AIUU,
KOTOpbIe OTBeYalT 3a GOPMUPOBaHHE KPUTEPHEB, OIIpefesIIOIMX MOYKeT JIM I10JIb30BaTe/b IIPOUTH
ayTeHTUQUKAIIUI0 W KakKuhe JeMCTBUS [O/DKHBI ObITb K HeMy IIPUMeHEHBl IIpU BBIIIOJHEHUU
aBTOPU3aLIUHL.

B ocHOBe co3maHus W O06pabOTKH JIOTHYECKOTO YCJIOBHUS JIESKUT ajrebpa JIOTHKU. Pe3ysibTaToM
BBIIIOJIHEHU YCII0BUA sABJIgeTcd "McThHA" W "JIoKe". Pe3ysibTaT MOYKeT ObITh MHBEPTHUPOBaH. YCIOBHE
MOJKeT OBITh IIPOCTBIM M CJIO’KHBIM. B IIPOCTOM yCIOBHU B KauyeCTBe KPUTEPHUs IIPOBEPKU BBICTyIIaeT
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TOJILKO OJUH aTpUOyT. B CJI0KHOM YCIOBHUM MOKHO HCIIOJIB30BaTh HECKOJHKO Pa3IMYHBIX aTpUOYTOB,
00beIMHUB UX JIOTUYeCKUMU ollepariyuaMu "1 v "W

Pazmesn aHasmorwueH /[OCTyII K CETH - JJIEMEHTHI TOJUTUK - YCJIOBWS, OJHAKO [JIS
@ CO3aHUs YCIOBHU TOCTYIIHBI TOJILKO aTPUOYTHI, KOTOPhIe MOTYT UCIOJIL30BaThHCI B
:policy-sets/index.html.

IIpocMOTp CIMCKa JIOTUYECKHUX YCIOBUM

GD /locTyr K 060pYAOBAKMIO > 3NEMEHTHI NOAMTAK > Yenosus

SnemMeHTbl NOINTUK

YonosnA  HaGopbi KoMaHa TACACS+  Mpo¢unn TACACS+  Cnosapw

Bubnuotexa PepakTop

a0
ATpubyT *
i Test condition 1 © NEW

Test condition description o} Oneparop * ATPUGYT/sHaveHNne *

® 0% 3Q@0MK0OB O

PagHO v || BeeauTe wnn seiGepuTe Hauerme

i Test condition 2 (6]
Test condition description o]

Is Not Ay6nnpoBaTh  CoxpanuTh

NEW AND OR

i Test condition 3 (o]
Test condition description @

i Test condition 4 (6]
Test condition description @

i Test condition 5 ©

» Test condition description o}

PucyHok 315. bubauomeka 2102UHeCKuUX yCA08Ull

B s1eBO#i yacTu CTPaHUIIBI PaCIIOJIOKEHA buG/IMoTEKA JIOTHYECKUX YCJIOBI/II‘/'I.

OCHOBHOU KOMIIOHEHT CTPaHUIIbI - PeraKTop JIOTHUeCKUX YCIOBUMA:

® ATpubyT *-aTpHOYT JIOTUYECKOTO YCIOBUSL.

®* Onepatop * - BBIOPAHHBIM OIIEPATOpP JIOTHYECKOTO YCIOBHS. MOYKET IPUHHUMAThb 3HadeHHs (B

3aBHCUMOCTHU OT THIIa 3HAUYEHUS aTpUOyTa):

© "BoJibllle WM paBHO" / "MeHbllle WX paBHO"
© "Bojbime ueM" / "MeHbIIIe yeM"

© "PaBHO"/"He paBHO"

© "PaBHo NULL"/"He paBHO NULL"

© "HaumHaeTcd Ha' / "He HaunHaeTcs Ha"

0 "3akaHuuBaeTcsa Ha'/ "He sakaHurBaeTcsd Ha"
© "Cogmep>xut"/"He comep>xut"

© "CooTBeTCTBYeT" (no/iHoe COOTBETCTBHUE CTPOKU C Yy4eTOM PEerucrpa, TakK >Ke eCTb IIOJJeprKKa

PEeTryJIIPHBIX BhIpayKeHUM)
© "Nlnamo3oH IP"
°© "Macka IP"

© "I[lycTroe sHaueHUe"
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ATpubyT/3HaueHne * - aTpUOYT/3HAUYEHHe, KOTOPBIE HUCIIO0JIb3YIOTCS /11 COTIOCTABJIEHHS C aTpUGyTOM
JIOTUYECKOTO YCJIOBHS B COOTBETCTBUE C BEIOPAHHBIM OTI€PaTOpoM. [Ij1s aTpu6yTa, IIPeII0Iararoliero

IIpeioIIpe/ie/leHHbIe 3HaUeHUs, BEIOOP 3HaUeHUsI [TPOU3BOIUTCS U3 CITHCKA.

e TIs Not - BHIOOpP MHBEPTHUPOBAHUS pe3ysbTaTa BBIIOJHEHUSI YCIOBUA (II0 YMOJIYaHUIO YCIOBHE
"CobtrofaeTcs”, IIpY BKIIOUEHUH HACTPOUKHU YCI0BHeE OyIeT curuTaThCd "He cobromaeTcs”)

®* NEW - mob6aBJyieHHEe HOBOTO JIOTUYECKOTO YCJIOBHUS B CYIIIECTBYIOIIYI0 HEPapXUI0 Ha OJJHOM YPOBHE C
TEKYIIHM.

® AND - moGaBjieHHME HOBOIO JIOTHUYECKOIO YCJIOBUS B KadecTBe "IOYepHero" g CYILeCTBYIOIIETO C
JIOTHYeCKUM oIreparopom "M1".

® OR - nmobaBJyieHHME HOBOTO JIOTUYECKOTO YCJIOBUS B KayecTBe "[OuUepHero" [JId CYILeCTBYIOIETO C
JIOTHYeCKUM olrteparopom "TIN".

* - 110J151, 06s13aTe/IbHbIE [IJI5I 3aI10THEHHS.

JJ1eMeHTHI yIIpaBJIeHUSL:

* "Mouck" - BBIMOJIHSIETCS PETUCTPOHe3aBUCHMast GHUIBTPAIUS 10 GHOIMOTEKE JIOTUYECKUX YCIOBHH
10 ©IMEHHU U OTTHCAHUIO.

* () -IlpeAmIpocMOTp CO/lePIKaHUS JIOTHUECKOTO YCIOBHSL

* [ -VmaseHue JIOTHYECKOTO YCIOBUSL

® e e e - OTKPBITH CJIOBAPH AJ151 106aBIEHUS JIeMeHTa.
L X X ]

® ¥ -V@amiTh 3JIeMeHT U3 peflakTopa. /leiCTBHe 3aBUCUT OT PACIIOJIOKEeHHT:
© HajKaTHe CIIpaBa 0T I10JI1 "ATPUOYT" OUKCTUT COOTBETCTBYIOIIIEE I10JI€;
© Ha)KaTHe CIIpaBa OT II0Js1 "ATpHOyT/3HaueHHE" OUMCTUT COOTBETCTBYIOIIIEE II0JIE;
© HaKaTHe CIIpaBa 0T JIOTHYECKOTO0 YCJIIOBUA YAAIUT JaHHOe YCIOBHeE.

® "CoxpaHutb" - COXpaHI/ITI) COOTBETCTBYIOIIIEE JIOTYECKOE YCJIIOBHE.

MeHI0 BbIOOpa aTpuOyTa

o e
Jos1 BeIOOpa aTpubyTa, KOTOPBIM OyHeT KCIIOJIb30BaTbC B YCIOBHH, HEOOXOJMMO Ha)KaTb sse -
L X X ]

packpoeTcss MeHI0 BbIO0pa aTpubyTa.
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Beibop aTpubyTa gna ycnoeus

m (G Device 22 ldentity [ LDAP &) Network Access &% TACACS+

CnoBapb ID
ATpHBYT Cnosapb ID
Device Location Device 4
Device Profile Device 2
Device Type Device 3
Model Name Device 1
Endpoint Group Endpoint identity 4
Logical Profile Endpoint identity 3]
MAC-Address Endpoint identity 1
Profiline Paliry Fndnnint identity S

PucyHok 316. MeHro eblbopa ampubyma

BBepxy HaXO/IUTCS CIIUCOK, II03BOJITIONTIE BHIITOTHUTL QMIHTPALIHIO 110 THUIIaM CJI0Bapei. MosKeT GBITh

BBIOpaH TOJIBKO O/IMH THIL.
TuIbl c10Bapeit:

o C'U DEVICE - aTpu6yTHI Ha OCHOBE ITapaMeTPOB YCTPOMCTBA, HAITPUMEP - TUIT YyCTPOMCTBA.

o &“‘: IDENTITY - aTpuOyTHI II0/Ib30BaTeIe B 9H/IIOMHTOB.

B LDAP - aTpHOyThI U3 BHEIITHUX UCTOUYHUKOB UIeHTU QKA.

@ NETWORK_ACCESS - cozep>kutT IP ajpec yCTpOMCTBa, Ha KOTOPOE BBIIIOJIHSAET IIOLKJIIOYEeHMe

aJIMIHHUCTPATOP.

€% TACACS_PLUS - cioBaps aTpubyToB TACACS+.

Hripke HaxogATCA KOJOHKH /19 QIIIHTPAITUHN aTPUOYTOB.

* "ATpuOYT" - perUCTpOHe3aBUCHUMas QUIbTPAIIUA 10 HAUMEHOBAHWI0 aTpUOyTa.

e "CyioBaph" - MEHIO BBIOOPA CJIOBApS. /IJIs1 ICIT0JIH30BaHUA A0JDKeH OBITH BHIOPAH THUII CJI0BapSI.

e "ID"- ¢rubTparyd o HoMepy aTpubyTa.

Co3gaHue JIOTHYECKUX YCIIOBUH

Co3/1aHI€e MPOCTOr0 JIOTHYECKOT0 YCIOBHS

CosmaHue JIOTHYeCKOT0 YCIIOBUSA BEIIIOJIHAETCS B PeraKrope.
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ATpubyT *

NEW

Onepartop * ATpuGyT/sHa4eHne *

PaBHO -

Is Not Ay6nupoBaTe  CoxpaHuTb

NEW  AND OR

PucyHok 317. Hcxo0HOe cocmosiHue pedakmopa yc/108Ust

LE X
ITocte HavKaTHUA Ha : : : B IIPaBOM 4YacCTH I10J1 "ATpUOYT" pacKpoeTcs MeHI0 BbIO0pa aTpuoyTa.

JUUIA IOMCKa HY>KHOTO aTpuOyTa MOYKHO BOCIIOJIb30BaThCd QUUILTpAI[UeN 10 HAMMEHOBAHUI0 aTpHUOyTa.
JIrbo BBRIOpATH TUII CI0OBApPS U B HeM, BbIOpaB HEOOXOMMBIHN CJIOBaph IIyTeM IIPOKPYTKU BBIIIaLAlOIero
CIIUCKA, OITPeJIeTUTh He0OX0JUMBIH aTPUOYT.

PepakTop

ATpubyT *
NEW
Onepartop * ATpuByT/3HaueHme * Bei6op aTprbyTa Ans ycnosus

PaBHO h m (G Device 2 Identity [ELDAP & Network Access €% TACACS+

Is Not CnoBapb D

ATpuBYT CnoBapb o /

Device Location Device 4
Device Profile Device 2
Device Type Device 3
Model Name Device 1
Endpoint Group Endpoint identity 4
Logical Profile Endpoint identity 6
MAC-Address Endpoint identity 1

Profiling Paliry Frndnnint identitv 5

PucyHok 318. Bvibop ampubyma
ITocsie BBI60OPa aTprbyTa He06X0 MO KJIMKHYTh Ha HEr0 U OH II0TIajeT B I10JIe "ATpuoyT".

Jamee Heo6XoZWMO BBIOpaTh OIlepaTop [Jid CpaBHEHWS 3HadyeHUd arpubyra (II0 YMOJJIYaHUIO
nopcraBssaeTcd "PaBHO"). CIIMCOK OIlepaTOpPOB 3aBHUCUT OT THIIA JAaHHBIX HCII0Jb3yeMBIX B 3HaUYEHUU
BBIOPAaHHOTO aTpUOyTa.

THUI JaHHBIX aTPHOYTa IToaaep>KUBaeMBbI€e OII€PaTOPBI

Ctpoka CooTBeTcTBYeT, OKaHUMWBaeTcda Ha, He
OKaHuuBaeTcd Ha, HaunHaeTcd ¢, He HaunHaeTcsa
¢, Comep>xut, He comepsxut, PaBHo, He paBHO,
PaBHo NULL, He paBHOo NULL, IlycToe 3HaueHMUe

Yucio boJibiie iy paBHO, boJsibiiie ueMm, MeHbIIIe WA
paBHO, MeHbI1e ueM, PaBHO, He paBHO, PaBHO
NULL, He paBHo NULL, ITycToe 3HaueHue

IPv4 ampec PaBHO, He paBHO, PaBHo NULL, He paBrHo NULL,
JuamnosoH IP, Macka IP, IlycToe sHaueHue
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Tun JaHHBIX aTPHOYTa ITopep>kuBaeMble OIepaTopPsI

MAC azpec PaBHO, He paBHO, PaBHO NULL, He paBuo NULL,
HauuHaeTcsa Ha, He HauMHaeTCcd Ha,
3akaHuuBaeTcqd Ha, He 3akaHUMBaeTCd Ha,
Copep>xut, He comepsxur, IlycToe sHaueHUe

HamMmeHoBaHue PaBHO, He paBHO, PaBHO NULL, He paBHO NULL

ITocemoBaTeIbHOCTD OAUT PaBHo NULL, He paBuo NULL

3areM B 110J1e Ampubym/3HaueHue BLIOUpaeTcs aTPUOYT UJIH BBOTUTCS €eT0 3HaUeHUe.

ATpubyT *
TACACS+Authen-Method
NEW

Onepartop * ATpubyT/3HauYeHne ¥

PagHO - NotSet - X

Is Not Ay6nuposaTe  CoXpaHWTb

NEW  AND OR

PucyHok 319. Ycaogue, 8 KOMOpPOM 3an0J/IHEHbL 8Ce napamempul

JUi1 coxXpaHeHUs1 YCJIOBUA B OHMOMIMOTEKY YCJIOBHUU HYKHO Ha)kaThb KHOIIKY "CoxpaHUTB". MO>KHO
3aMEHUTH CYIIeCTBYIOIIIEEe YCIOBHE B OUOIMOTEKe MJIM COXPaHUTh HOBOE.
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CoxpaHeHwe ycnoBuA

3aMEHWTE CYLLECTBYHLLEE YCNOBKUE B BUBNMOTEKE

Yocnoewe *

(® CoxpaHWTb B GUEAMOTEKY KaK HOBOE YCIOBME

Mma *
ﬂ Mew condition D
OnwvcaHwme
0/200
W J

PucyHok 320. Jluano2 coOXpaHeHUs yC.108Ust 8 bubAUOMeKy
ITo yMOTYaHHIO [eMCTBHeE IIpeAIioiaraeT CoXpaHeHne HOBOTO YCIOBUSL:
® lIMa * - HauMeHOBaHNe YUIOBH. MakcuMaibHas [yInHa - 100 CIMBOJIOB.
® OnucaHue - IIPOU3BOJIbHOE OITHCcaHMe. MakcuMaIbHas J/IMHA - 200 CHMBOJIOB.
* - 110J1, 06s3aTe/IbHBIe 7T 3aI10THEH M.
ITocite HaXKaThL KHOIIKY "COXpaHUTh".

JUIs1 coXpaHeHUs C 3aMeHOM CyIIeCTBYIOIIET0 YCJIOBUS B OMOIMOTEKe HEOOXOIMMO BBIOpPATh "3ameHums
cywecmeyowee ycaosue 8 Oubauomeke” U BBIOpaThb yOIOBHE B BHINQLAIOIEM CHHCKe. IIpu
He0o0X0JMOCTH MOKHO BBIIIOJTHUTE QMIIBLTPAIIHIO II0 HAUMEHOBAHUIO, BBE/ISI COOTBETCTBYIOLIUN TEKCT B
T10JIe TIepeJt CITHCKOM.

ITocne HXKAaThL KHOIIKY "COXPaHUTR".

e Knonka "CoxpaHMTh" BceIja AaKTHUBHA, UTOObI HMETb BO3MO>KHOCTH COXPAaHUTH
CYIIIECTBYIOIT[ee YCIOBHE IO IPYTUM UMEHEM.

Co3/1a}me CJIO’KHOI 0 JIOrH4€CKOro yC/ioBHUsA

,Z[]IH CO3qaHHA CJIOJKHOTO JIOTHYECKOIO0 YCIOBHSA M3 ITPOCTOIO HCIIOJIB3YETCA IIaHeJIb II0[] JIOTHYEeCKHUM
YCUIOBHUEM.
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NEW AND OR

PucyHok 321. IlaHenb 04 006a8/1eHUSt 00ONONAHUMEAbHO20 YCA08US

® New - 06aBUTB JIOTHYECKOE YCIOBYE Ha OJJHOM YPOBHE C CYILeCTBYIOIIHIM.
® AND - 106aBUTE J0UepHee YCIOBUE C JIOTHYecKuM "M

® OR - 106aBUTH JOUEPHEE YCIIOBUE CJIoTUYecKuM "IN

IIpr Hakatuu "New" B pemakTope IIOIBUTCA [OIIOJHUTEJLHOE IIPaBMJI0O Ha OLHOM VYpOBHE C
CYII[ECTBYIOIINM, 00hefleHHbIe JIOTHYeCcKUM "1

PepakTop

ATpUEYT *
TACACS+Authen-Method

NEW
Onepatop * ATpUGYT/3HaueHNe *

PaBHO - NotSet v X

Is Not Ay6nupoBatb  CoxpaHWUTb

AND - X
ATpUBYT *

NEW

Onepatop * ATpUGYT/3HauYeHNe *

PaBHO -

Is Not Ay6nupoBaTh  CoXpaHuThb

NEW  AND OR

Is Not CoXpaHuTb

PucyHok 322. Ycnosue, cocmosiuiee u3s 08yx yca08ull, 06sedeHHble ao2uveckum "H"

¢ Jloruyeckoe "I", 06beJUHSAIOINEE ITPABUJIA, MOYKHO U3MeHUTh Ha "W

® ECTb BO3MOJXKHOCTB COXPaHUTh KaK/I0e YCJI0BHE OTAe/JIbHO KHONIKOM "COXpaHUTh" B er0 OKHe MJIM BCe
BMeCTe, KHOIIKOH "COXpaHUTh" BHUSY.

e Jlnd yOaJIeHUs YOIOBHA HaL0 HA’KATh Ha ¥ CIIpaBa BBEPXY B OKHE YCIIOBHSL.

e /I TIOJTHOM OYMCTKH BCEX YUIOBHMM B peJlakTope HAZ0 Ha)KaTh X BBepXy CIpaBa PelaKTopa,

paCHOHOXEHHBIﬁ 3d OKHaMH OTJIe/JIbHBIX YCJIOBI/II‘/'I.

ITpu Haskatuu "AND" mr "OR" II0SIBUTCI HOBOE OKHO, B KOTOPOM MOYKHO OYZIeT TOCTYIIHO HOBOE€ MEHI,
Jlajlee MOKHO 100aBUTH YCIOBHS Ha HOBOM YPOBHE WJIH CO37AaTh JO4YepHHe ycaoBHsA. OrpaHuUuYeHMe Ha
BJIOKEHHOCTD YCJIOBUI HET.
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ATpUEYT *
TACACS+-Authen-Method

NEW
Onepatop * ATpUGYT/3HaueHNe *

PaBHO - NotSet - X

Is Not Ay6nupoBaTh  COXpaHWUTL

ATpuByT *

AND ~ NEW
Onepartop * ATpu6yT/3HaueHne *

PaBHO -

Is Not Ay6nupoBatb  CoxpaHuTb

AND v | NEW AND OR

Is Not CoxpanuTs

NEW  AND OR

Is Not CoXpaHWUTh

PucyHok 323. Ycao8ue, codepaoicauiee 810i4CeHHble NPABUNA

Jl1s1 coXpaHeHUs BCeX YCIIOBUM Ha/l0 HaXKaTh KHOIIKY "COXpaHUTh" B HIDKHEM IIPaBOM YIILY.

Hcnoib30BaHNe pPery/IsIpHbIX BbIparke HUil

IIpu mo6aByieHUWH YCJIOBUSL B HAOOp IIOJUTHK [JI1 aTPUOYTOB C OIIEpPaTOPOM COOTBETCTBYET MOIYT
HUCII0JIE30BaThCI PEry/sIpHble BBIpaXKEHHUS. ITO II03BOJIAET yKas3aTh 'MIA0JIOH", IO KOTOPBIM MOYKeT
IOAXOIUTH HECKOJILKO 3HAUEHUH, C IIOMOIILI0 BCET0 OTHOM CTPOKU.

ITIpumep 2. Hcno/1b308aHUe pe2ySIPHBIX 8bIPANCEHULL 8 102UHECKUX YCA08USX

3agmaua: Heo0X0MMO IIPUMEHUTH HabOp ITOJMTHK KO BCEM IIOJK/IHOUEHUSIM C YCTPOMCTB, MMS
KOTOPBIX HAaUMHAaeTCs ¢ ITpedrkca MES.

Bo3morxkHOeE peleHue:

J1J1s1 TOTO, UTO6BI BBIJI€JIUTDH TOJIBKO IIOJKIFOUEHN C OIIpe/eJIeHHBIX YCTPOMCTB, B YCIIOBUM MOJKHO
UCII0JIb30BaTh aTpubyT RADIUS-NAS-Identifier . O6paTuTe BHUMaHUe, UTO KaK [IpaBUJIO TpeOyeTcs
HaCTPOMKa ero OTIIpaBKU Ha NAS-yCTpoiicTBe.

UT06BI He CO3aBaTh OTebHbIe YCIOBUS RADIUS-NAS-Identifier paBHO MES1 M T.II I Ka)K[OTO
YCTPOMCTBA, MOYKHO CO3/aTh OHO yciioBHe RADIUS-NAS-Identifier cooTBeTcTByeT MES.* .
KoHcTpykiius .* o3HauaeT "JIr000e KOJIMYECTBO JIFOOBIX CHMBOJIOB" I10CIe MES.

Taxoke MO>KHO HCIIOJIb30BaTh 60JIee CTPOroe BHIpayKeHHe, eCIU, HallPUMep, ITpe/III0JIaraeTcs, UTo
nocwte MES Bcerga unyT 4 iupel ¥ oHa 6ykBa: MES\d{4}[A-Z] .
31ech:

\d{4} — yeThIpe ITUPPBL;

[A-Z] — ofHa 3arIaBHas OyKBa.

308



KpamKuli CNUCOK Hacmo ucno/tb3yemsblx memacumeos08

® CHUMBOJIBL:

o . -Jr060M CUMBOJI
o \d -Jro6as rudpa
o \w -Jro6asi 6yKBa B JIF060M perucrpe
0 \s - IpobesbHBIN CUMBOJI
© \ - 3KpaHUPOBaHHUeE JIFOO0IO0 CIIEICUMBOJIa

® TPYIIIHNPOBKA:
o [abc] - OAWH U3 IIePeUnCIEHHBIX B CKOOKaxX CMBOJIOB (WJIHU &, WJIH b, 1K C)
© [a-z] - OlMH K3 IIepeUurCIeHHbIX B [Uallas0He CHMBOJIOB
o (abc) - 06beMHEHME CIMBOJIOB B YKa3aHHOM IIOPSKe B OJJHY IPYIIILY

® KBAHTU(QUKATOPHI:

@ o a? -0wm 1 BXoKIeHHe CIMBOJIa

o a* -0 u 6oJbIIe BXOXKIEeHUN CUMBOJIA
© a+ -1u 6oJIblile BXOXKI,eHUM CUMBOJIA
© a{n} - BXOJKIeHHe CHMBOJIa N pas
o a{n,} - BXOXKIeHHe CUMBOJIA N WX 60JIbIIIE Pas
o a{n,m} - BXOXKIeHMe CUMBOJIa OT N 10 M pa3s

e JIOTHUYECKUE OIlepaliyiu:
0 A3 - OTpUIlaHHe
© al|b - oguH U3 IBYX YKa3aHHBIX CUMBOJIOB (IJIN)

e [10JIe3Hble KOMOMHAIIUU:
© .* -JIr060¥ CUMBOJI JIt060€ KOJIMYeCTBO pas
0 \w+ -r060€ CJIOBO

o (word1)|(word2) - OLHO M3 YKa3aHHBIX CJIOB

PemakTHpOBaHHeE JIOTUYECKOI'0 YCI0BHSA

JUId pefakTUPOBAHUS JIOTUYECKOTO YCIOBUA HEeOOXOJHWMO €ro 3aXBaTUTh KypPCOPOM B OHOJIMOTEKe U
IIepeHeCTH B I10JIe peflakTopa.
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2 B [locTyn K 06opyaoBaHUio > SMeMeHTH MOMMTUK > Yenoaus

SneMeHTbl NoOANTUK

Vonosua  Habopbi komana TACACS+  Mpodunn TACACS+  Cnosapi

BubnuoTexa PepakTop

ATPNGYT *

i Test condition 2 o] NEW

“ “
Test condition description 10} Oneparop ATpubyT/sHauenne

Q
®
=
8
9 (a
o
&
[s)
@ Pasro -

i Test condition 3 o]
Test condition description 0}

Is Not Ay6nnpoBaTh  CoxpanuTh

i Test condition 1 (o]

Test condition description o} NEW AND OR

it Test condition 4 6]
Test condition description o

i Test condition 5 o]
Test condition description o

PucyHok 324. Bbl60op /102U1eCcK020 yCA08USA

PepaxTop

Test condition 1 X

Is Not Ay6nupoBaTe  MsMeHWTh

NEW  AND OR

PucyHok 325. PedakmuposaHue /102u1ecK020 yCaA08Usl

JUI perakTUPOBAHUS YUIOBUI HaXKaTh KHOIIKY "HM3MeHUTH". Ilowie pefakTHUPOBaHUS HAXKATh KHOIIKY
"CoxpaHuTh". Tak Kak ywIoBHe paHee OBLJIO COXpaHEHO B OUOJIMOTeKe - II0 yYMOJYaHUIO OyeT
IIPe/IJIO’KEHO COXPaHUTL €ro C TeM JKe HasBaHueM. I[Ipy HeoOXOJMMOCTH MOKHO BEIOpaTh [pyroe
yCII0BHE, KOTOpOoe OyfeT IlepesallcaHo KM BhIOpaThk "COXpaHUTh B OMOJIMOTEKY KaK HOBOE yCIOBHE'.
HaskaThb KHOIIKY "COXPaHUTE".

Tak >Ke B XO/le pPeJaKTHPOBAHUsS MO>KHO IT€PETaCKHBATh YCIOBUSI U3 GHOIHMOTEKH B II0JIE PelaKTOpa
IOYEPHETO YCIOBHSL.

VaajneHue JIOrH4eCcKoro yci10oBUusA

Z[JIH yYAaaJIEHHA JIOTHYECKOT'0 YCUIOBHA HAl0 HalTU ero B 6UO/IMOTeKe U Ha)KaTb KHOIIKY @ CIIpaBa OT

HMEHH YCIIOBHA.
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Bubnuoteka
Cl _l_':..-"l:-.
i Test condition 1 @
Test condition description 0]
i Test condition 2 @
Test condition description 0]
i Test condition 3 @
Test condition description 0]
i Test condition 4 @
Test condition description 0]

PucyHok 326. Bvl6op yca108ust 015 yoasieHus

VhaseHue 3jIeMeHTOB TpeOyeT IT0ATBEPKeHUS B MOJJaIbHOM OKHE.
BriGpaHHbBIe 37eMeHTHl OyAyT yAajJeHbl TOJbKO II0CIe $SIBHOTO IIOJTBEPIKILEeHUS
OIeparyu.

r M

£\ NMoaTeepxaeHne peiicTBnA

JaHHble ByayT yaaneHsl. Bol yeepeHbl?

o

- 4

PucyHok 327. luano2o8oe 0KHO noomeepicoeHust deticmaeust
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OzpaHuueHus:

® HeJIb3d YAaJIMTh HEKOTOPbIE CUCTEMHBIE JIOTUYECKHE YCIOBUSA,

g ® HeJIb3d yAa/JIUTh JIOTHYECKHEe YCIOBHsA, KOTOPBIE HMCIIOJ/JIB3YHOTCA B IPYTHUX CJIOZKHBIX

JIOTUYECKHUX YUIOBUAX;

e HeJb3d YAAIUTH JIOTUYECKHE YCIOBUS, KOTOPhIE HCIIOJIB3YIOTCI B KaKOM-JIH00
Habope II0JUTHK.

Ha6ops1 komang TACACS+

JlaHHBIN pasfiesl COAepsKUT WHPOPMAITUIO 10 HACTpOMKe OQYHKITMOHANA, OCTYII K

6 KOTOPOMY IIpHOOpeTaeTcs OTAeJTbHO C IIOMOIIBI0 TOTTOJHUTEIFHOU OIITUH JIUI[eH3UHU
NAICE-TACACS+. TTo BompocaM IprobpeTeHHs QYHKIMOHAIA oOpaliaiTech K BareMy
MeHe/[>Kepy WIHM Ha 3JIeKTPOHHYIO IT0YTY eltex@eltex-co.ru.

Omucanue

Hab6opuvt komaHO TACACS+ ipeTHa3HAUeHBI /17151 OTIPe/iesIeHUs CIUCKa KOMaH/I, KOTOPbIe paspelieHbl MIA
3allpellleHbl K BBINIOJHEHUI0 Ha YCTPOMCTBE IIPU MCIIOJIb30BAHUK aBTOPHU3ALlMK KOMAaHJ Ha CepBepe
TACACS+. 3T HabOphl KOMaHJ B JaJbHEUIEM MCIIOJIb3YIOTCI B pasgesie :policy-sets/index.html mmpu
HaCTPOMKe II0JIMTUKHU aBTOPU3AIIUH.

IIpocmoTtp Ha6opoB koMmaHJ TACACS+

Ha maHHOM CTpaHUIle COEP>KUTCS TabIUIla Co CIIUCKOM BceX HabopoB KoMaH TACACS+.

4 BD focTyn k obopysoBaHMIO > SNeMeHTbI MOAUTHK > HaBopbl KoMaHg TACACS+
Q  3neMeHTbI NOANTUK
Yenosus  HaGopbi komaHA TACACS+  Mpodwnn TACACS+  Cnosapw
+ ® @ S & £ Q
ws Onwcakve

Denyall & Deny All

@

Q

&

]

@ Allowall &
&

0 showonly &
@

e

40 Bcero aneMeHToB: 3

PucyHok 328. Tabauuya co cnuckom Habopo8 komaHo TACACS+ Ha cmpaHuue npocmompa

TabJIHITa COMEPKUT KOJIOHKH:

® |IMsa - Ha3zBaHUe Habopa KOMaH]I.
°© (& -/laHHas CyIITHOCTD SIBJISIETCS CUCTEMHOM M HeJ[0CTYITHA [IJIS Y/ aJleHUsl.

®* OnucaHue - IIPOM3BOJIbHOE OITHMCaHHe.

CopTUpOoBKa BO3MOJKHA TOJILKO II0 MO0 "MMA" B IIpIMOM U 0OpaTHOM Iopsanke. IIo yMoOJ4aHUIO

COPTHPOBKA BHIIIOJHSIETCS B IPIMOM (a1GaBUTHOM) HOPSIKE.
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dJIeMEHTBI VIIpaBJIEHUSA:

* -+ — Jlo6aBUTH HOBBIH 3JIEMEHT.

@ — /lyoimpoBaTh BhIOPAHHBIM 4YeKOOKCOM 3/IeMeHT. CTaHOBUTCSI aKTUBHBIM, €CI BBIOpaH TOJIBKO

OOHH 3JIEMEHT B CITHICKE.

@ — Vnamurth BLI6paHHLIe 3JIeMeHThI (HeaKTUBHO, II0Ka He BBI6paH XO0Th OJUH 3JIEMEHT).

e % — OOCHOBUTH JJAHHbBIE TAOGIHIIEI.

e O —TII03BOJIIET 3arPY3UTh ITaHHbBIE U3 CSV-Qariia.

e { —Ilo3BOJIsAeT BHITPY3UTH JaHHEIE B CSV-QariL.

. — YekOOKC, KOTOPBIM 0TBeYaeT 3a BHIOOP 3JIEMEHTOB JIJIS1 BHITIOJTHEHUS TaTbHEUIINX TeUCTBUN

(HarpuMep, yrajieHus).

/N — U3MeHHTD TEKYIIHIL IOPS/I0K COPTUPOBKHL.
0OUCK — BEITIOJIHSAET peru He3aBUCH LTb WI0 110 BCEM KOJIOHKAM: OT: T
J n BEITIOJTHSIET PETHUCTPOHE3ABUC aITUI0 10 BCeM KOJIOHKAM: OTOOPaKaroTCs

TOJIBKO 3aITuCH, YIOBJIETBOPAIOIIKE YCIIOBUIO (l)I/IJIBTpaHI/II/I.

JAo6aByieHH e HOBOI'O Ha0opa KOMaHJ,

Jl1a mobaBiieHHUsI Habopa KOMaH HAOKMHUTE -+ B JIEBOM BepXHEU YaCTH I10J19 Hafl, TAOJIUIeH.

& B [ocTyn K o6opynoBaHMio > 3neMeHTbl NOAMTHK > HaGopbl komaHz TACACS+ > [lo6asnenue
« [o6aBneHune

Nma *

Onncaumne

07200

® 0 % 3Ok OB O

Komamasl ©

D Bbi KOMaHJ, He B Cncke
+ @

Cratyc DeiicTeue KomaHza* ADIYMeHTE!

® JarHsie oTcyTCTBYIOT

4 Beero anementos: 0 Ormera  [IZEI

PucyHok 329. ®opma dobas/ieHUst HAbopa KOMAaHO
Ha OTKpBIBIIIEHCSI CTPAHUIIE ITPE/ICTABIIEHBI CJIEIYIOIIME TapaMeTphI:

* IMs * - HAMMeHOBaHUeE YCIOBHS IIPO GUIMPOBaHUsL. MakcuMaIbHas IjIiHa - 100 CHMBOJIOB.

* (OnucaHue - IIPOM3BOJILHOE OIIMCAaHHE YCJIOBUS HpodrirpoBaHusa. MakcumanbHas uwHa - 200
CUMBOJIOB.

HapaMETpLI, OTMeYeHHEIe *, 06s13aTeTbHbI [JId 3alIOJTHEHUA.

KoMmaHma - GJIOK HaCTpOeK, OTBEYAIOIUI 3a OIIpelleJIEHHe pPaspelleHHBIX M 3allpelleHHBIX K
aBTOPHU3AIIMKU KOMaHA. /11 ymo6cTBa KOHQUIYPHPOBAHUS KOMAH[BI 3aJal0Tcs B TaOJIHIle, KOTOpast
COJIEPIKUT CJIEAYIOIIIHe KOJIOHKH:
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(1]
o COIEPKUT KHOIIKY, IIOTAHYB 3da KOTOPbI€ MOKHO USMEHUTD IIOPA/IOK CTPOK B Ta6m/me.

HOpHﬂOK YKa3aHHWA KOMaHI Ba’Ke€H, TaK KaK CPaBHEHKE€ KOMaH/IbI IJI1 aBTOPHU3allku1
A C ITpecCraB/JIEeHHBIMU B Ta6JII/II_Ie KOMaH/JlaMHU ITPOUCXOIUT CBEPXY-BHHU3 0 IIEPBOIo
COBIIAAE€HM.

- COIEPYKUT UYEeKOOKCHI 1T BBIGOPA 3JIEMEHTOB [IJI BBINIOJHEHHS AATbHEUINX AeUCTBUH

(HarpuMep, yraseHus: fiyj ).

Cratyc - MOKeT IPUHUMATh 3HaUeHUS @ BrnioueHo HJIH G} BriknioueHo . BEIKIFOUeHHBIe KOMaH/IbI
He y4aCTBYIOT B IIPOIlecce IIPOBEPKU aBTOPU3YeMOI KOMaH[bl. BEIK/IIFOUeHUe KOMaHIbl BMECTO ee
YA aJIEHUS MOXKET OBITH I10JIE3HO IIPpU OTUVIa/IKe.

Oencteue - Kakoe rILEI‘/JICTBI/I(-Z‘ BBIIIOJIHUTSE IIPpHU COBIIa€HHNHM CPABHHUBAEMBIX KOMAH/I: Pa3pelInTh WU

3alIPEeTUTh aBTOPHU3allHI0 KOMaHIbIL.

KomaHpa * - KoMaH/ia, aBTOPH3AIIMI0 KOTOPOH TpeGyeTesT paspelliTh WK 3allpeTUTh. [IpH yKazaHUU
KOMAaH/IBI MOTYT HCIIOJIb30BaTbCS PETry/sIpHbIE BBIPOKEHUs, CM. VCII0/IB30BaHUE PETYIISIPHBIX
BBIpa)KeHHUH B Habopax KOMaH/I.

ApryMeHThbl - paspellleHHbIe WM 3allpellleHHble apIyMeHThI 11 YKasaHHOU KoMaHzbl. Ec/ti HU O{UH
apryMeHT He yKasaH, TO JIIOOble apryMeHTHI 1 KOMaH/BI IIOIIaJal0T II0J, yKasaHHOe B IIpaBHIIe
Oencteue. IIpyM yKasaHUM apryMeHTOB MOTYT HCIIOJb30BAaThCd peryJsIpHble BBIPOKEHUS, CM.
Hcnosmm30BaHMe PeryyIIpHBIX BEIpayKeHUH B Habopax KOMaH/I.

Pa3peniaroTcsi/3apeialoTcsl TOJALKO KOMAaH/IbI, COZleprKalllkie TOYHO Te aTpPuOyThI,
KOTOpBIe yKa3aHbI B CTpOKe aTpuOyToB. ECyiM mociie aTpubyra KOMaHABI CIeAyeT
JIpyroit aTpu6yT, KOTOPBIN He yKa3aH B Habope KOMaH/], TO TaKasi KOMaH/[a CINTaeTCs
He IOXOJAINe! IT0] yIOBUS U OyieT 06paboTaHa COOTBETCTBYIOIIM 00pasoM.

IIpumep. ABTOpHM3yeMas KoMaHAa - show  running-config  interface
GigabitEthernet0/1.

Ha6op KOMaH/I BRIVISUT CJIETYIOIIM 06pa3oM:

JelicTBUE KomaHnza AprymMmeHTHI

a Pa3peueHo show running-config

B aToM ciyyae aBTopHru3dyeMasi KOMaH/la He IIoIIaJgaeT II0[] YKa3aHHbIe IIpaBUJIa U
dBTOpH3aIiyAd GY,U;ET 3alIpelieHa COIJIaCHO ITI0OBEIeHHIO I10 YMOJJTYaHHUIO.

JUIs1 TOTO, YTOGHI GBLIM Pa3pelleHb] JII00ble apryMeHTHI II0CIe YKa3aHHBIX, MOKHO
HCI0JIL30BaTh Pery/sipHOe BBIpOKeHHEe .* (JI060H CHMBOJI OKHZAeTcs JiroGoe
KOJIMYECTBO Pa3) MJIH JIF060€ IPYToe ITOIXO/ISIIIee BhIpasKeHHe:

JeiicTBHE KomaHza AprymMeHTHI

Pa3speweHo show running-config .*
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IIo YMOJTYaHHIO JIIOOBIE KOMaH/IpI, KOTOPhIE€ HE€ YKa3aHbI B CIIMCKeE, 3allpelleHBbI. JlaHHOe IIoBeIeHUe
MOXHO H3MEHHTH C ITOMOIIBIO HaCTpoﬁKH PaspewnTb BbINOJIHEHWE KOMaHL, He YKa3aHHbIX B

Cnucke.

Jta mo6aBjieHHSI HOBOM KOMAaH[bl B TaOJIUIly UCIIOJIb3yeTcd KHOIIKa -+ . KomaHzma 6yzmeT mobaByeHa B
o *e
caMblii BepX TaOJIHIfBI (TO ecTh HOBas KOMaHJa, eC/Id He MEeHSTh ee IIOPSZ0K C IIOMOIBI0 e+ , OyeT

CaMO IIPUOPUTETHOM).

Ut coxXpaHeHHUsS CO3MaHHOTO Habopa KOMaHJ He0OXOAWMMO Ha)kaThb Ha KHOIIKY CoXpaHUTh, WU
OTMEHUTE CO3oaHHe C IIOMOIIIBIO OTMeEHUTH.
PepaxkTHpoBaHHe HabOpa KOMaH/

Jl11 peakTHpoBaHUsI Habopa koMaH TACACS+ He06X0MMO Ha CTPAHHIIE CO CITHCKOM Ha)KaTh Ha €ro
HIMSL.

Uma

Allow all &
Deny all &
Showonly &

PucyHok 330. ['unepccblaka Ha CMpaHuyy pedakmupogaHust Habopa KOMaHo

ITocste sToro OTKPOETCA OKHO peaIaKTHPOBaHMSA.

dopMa pefaKTUPOBaHUSI Habopa KOMAaH]| aHAJIOTHYHA (pOpMe CO3[aHMUs, 38 MCKIIOUYEeHUEM HEeCKOJIbKHUX
YEOGHBIX (QYHKITUN, I03BOJLIOIIMX PeJaKTUPOBaTh TAOIHUIly ¢ KOMaHJaMH, He IIOKHZAs CTPAaHUITY II0
KHOIIKE COXpaHeHUST:

® ' - C6pOCI/ITI) BHECEHHbIE€ B KOMaHy U3MEHEHUs
e

® [lpuMeHUTbL - COXPaHUTL HU3MEHEHUd B THGJII/ILIE KOMaH/l, He€ IIOKHasd CTpaHHUIy PEeAaKTHPOBaHUSA
TEeKyIIero Ha6opa KoMaH[. MoXxeT OBITH I10JIE3HO IIpHU OTVIaJIKeE.

ITocsie pefakTHPOBaHYA HEOOXOAMMO HayKaTh Ha KHOIIKY "CoxpaHUTB". KHOIIKa CKPBITa, II0Ka He OymeT
BHECEHO XO0Ts Obl OTHO U3MEeHeHHe.

Kuormka "OTMeHa" 0CyIleCcTBIIAET COPOC BHECEHHBIX U3MEHEHUH 10 UCXOTHOTO COCTOSHUSL.

Hcnoyib30BaHMeE Pery/SIPHBIX BIpa>KeHUH B Ha00opax KOMaHJ,

[Ipu ykasaHUM KOMaHZIBI MM ee apryMeHTOB B Ha00ope KOMAaHJ MOTYT HCIIOJIb30BATHCS PETY/IIPHBIE
BBIPOKEHHUS. ITO MO3BOJIIET YKA3aTh "MIAGIOH", TT0/ KOTOPHIA MO>KeT IOXOIUTh HECKOJbKO KOMAaHI, C

IIOMOIIIBI0 BCET'O OJHOM CTPOKHU.

ITIpumep 3. Hcno/1b308aHUe Pe2YNSIPHBIX 8bIPAHCEHUL NPU YKA3AHUU KOMAHObL

3amaua: Heo6xoquMO paspelliTh KOHQUTYPUPOBaHMe Ha yCTPOMCTBe HacTpoeK RADIUS cepsepa,
IIpU 3TOM Ha YCTPOMCTBE BOSMOYKHBI 2 KOMaH[bI - radius M1 HACTPOUKU CcepBepa Ha YCTPOUCTBE U
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radius-server [JIs1 HACTPOMKHU BHEIITHETO cepBepa. ATMUHUCTPATOPY JOJDKHEI OBITH 0CTYITHBI 06
KOMAaH/IBL.

Bo3MO)KHBIe peleHus:

YTo6BI He yKa3bIBaTh 00e KOMaH/BI ITOJTHOCTHI0, MO>KHO HCIIOJIb30BaTh PETYJIIPHOE BhIPaKeHUE:
radius.*.

CuMBOJI . 3[ech O3HauvaeT JIFOOOM CHUMBOJL, a \* - ero IIOBTOPEHME B BBIPKEHUU JIr0boe

KOJIMYeCTBO pas (B ToM unciie 0 pas).

TaxsKe MO>KHO COCTaBUTH 00JIee CTPOTOe PEryIIPHOE BhIpayKeHUe: radius-?2\w* .
KoHCTpyKIIMsL -? 0O3Ha4aeT, 4To Jeduc MOKeT BCTpeTUThcI 0 mmm 1 pas, a \w* - 0 min 6oJIbIlne
BXO’KIeHUU JIF0O0M OYKBBL.

IIpumep 4. Hchob308aHUe PeYASIPHBLX 8bIPANCEHUL NPU YKA3AHUU Ap2yMeHMO08 KOMAaHObl

3agaua: OrpaHUUUTL KOMaHAY show, paspelrB BBIBOJ, TOJHKO WHOOPMAITUU O HACTPOEHHBIX
RADIUS- u TACACS-cepBepax.

BosmosxHbIE PeEIICHMS:

CaMmoe IIpOCTOe U IIPSIMOJIMHEHHOE peIlleHHe - yKa3aTh JBe KOMAaHABI C COOTBETCTBYIOIIMMU
aprymMeHTaMHU:

Komanza AprymMmeHTbI
show radius-servers
show tacacs

Ho 60J1ee KOpOTKHUM peltleHreM OyzieT yKasaTh apryMeHTHI uepe3 | (1m):

KomaHnza AprymMmeHThI

show (radius-servers)|(tacacs)
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KpamKuL“t CNUCOK Hacmo ucno/tb3yemsblx memacumeos08

® CHUMBOJIBL:

o . -Jr060U CUMBOJI
o \d -Jro6as udpa
o \w -Jro6asi 6yKBa B JIF060M perucrpe
© \s -IIpo6eJbHBIA CUMBOJI
© \ - 3KpaHUPOBaHHUeE JIFOO0IO CIIEIICUMBOJIa

® TPYIIIHNPOBKA:
o [abc] - 0OiMH K3 IIepeurCIeHHbIX B CKOOKaX CUMBOJIOB (MJIH a, WU b, MM C)
0 [a-z] - O[IVH U3 [IePeUHCIeHHbIX B TUalla30He CUMBOJIOB
o (abc) - 06befMHEHME CMBOJIOB B YKa3aHHOM IIOPSKe B OJJHY IPYIIILY

® KBaHTU(QUKATOPHI:

@ o a? - 0w 1 BXOXKIeHue CMMBOJIa

o a* -0 u 60JIbIIIe BXOXKIeHHUM CUMBOJIA
© a+ -1wu 6oJIblile BXOXKI,eHUMI CUMBOJIA
o a{n} - BXOJXK[IeHHe CHMBOJIa N pas
o a{n,} - BXOXKIeHHe CUMBOJIA N WX 60JIbIIIE Pas
o a{n,m} - BXOJK[IeHHe CUMBOJIa OT N IO M pa3

e JIOTHUYECKUE OIlepaliyiu:
© Aa - OoTpHIIaHHE
o0 al|b - oguH U3 IBYX YKa3aHHBIX CUMBOJIOB (IJIM)

e I10JI€3HbIe KOMOUHAITUU:
© .* -JIr000¥ CMMBOJI JIt060€ KOJIMYeCTBO pas
o \w+ -r060€ CJI0BO

o (wordl)|(word2) - OHO K3 YKa3aHHBIX CJIOB

VaajneHHe HaGOPOB KOMAaH/,

JUtd ymaseHWs Hab0pOB KOMAaHJ[ Ha CTpPAHMIlE IIPOCMOTpPa HEOOXOAMMO BBIZEJUTH 4eKOOKC cIeBa OT
HaGopPOB, KOTOPEIE TPeGYEeTCs YAAIUTh, K HAKAaTh KHOIIKY [iij BBEpXY CIeBa.
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— | Uma P

Allow all &
Deny all &
Showonly &

PucyHok 331. Bblbop Habopa KOMaHo 8 mabauue 015 yoasieHus

VinaneHue sajieMeHTOB Tpe6yeT IIOATBEPKIECHUSA B MOJAJIbHOM OKHE.
BbIGpaHHBIe 3JIEMEHTBI 6y,ZLYT yAaa/JIeHbl TOJIBKO IIOCIE 4ABHOTO IIOATBEPIKIEHHA
OoIreparmm.

£\ NopTeepxaeHWe AelcTBNA

[aHHble ByayT yaaneHsl. Bl yBEpEHkI?

- 0

W .

PucyHok 332. /luanoz2o8oe 0KHO noomeepacoeHuUst deticmaeust

OeparuyveHus:

® HeJb3s YAAJIUTh Habopbl KOMaH], KOTOPbIe UCII0JIb3YIOTC B KaKOM-JIMO0 IIOJUTHKE
A TACACS+.

® HeJb3d YIAJIUTh CUCTeMHbIe Habophl KoMaH/ Allow all, Deny all 1 Show only.

HmmopT

NAICE mogiep>KuBaeT UMIIOPT AAHHBIX U3 CSV-daiiyioB.

IIpeaBapHUTEILHAS IOATOTOBKA IIepei HMIIOPTOM

1. Co3maiiTe WM IIPOBEPhTe HAIUYME HEOOXOAUMBIX CBSI3aHHBIX CYITHOCTEW (Hammpumep, IIpoQuib
YCTPOMCTBA).

2. O3HaKOMbTeECH C TpeboBaHUAMU K CSV-dariry:
o ®ati1 1o/oKeH ObITh B KogupoBKe UTF-8;
= PagjesiTesb I0JIed: 3anatas ()
B PaspesuTesib CTPOK/TEKCTA: OBOMHas KaBblika (")
© 3aroJI0OBKU U 3HAUEHUS J0JDKHBI OBITH B3SIThI B IBOMHbBIE KaBBIUKU (")
© MaxkcumanbHBIN pasmep ¢ariia 2MB.
3. IIpoBepbTe cofteprxuMOe dpariia Ha HaIMdUe JIMIITHUX KaBbIUeK IIepel UMIIOPTOM;

4. HpOBepLTe TO YTO 3HAYEHUd, COeprKalliue ,HBOfIHYIO KaBBIUKY (") WM CpOI (/) IIPaBHJIBHO
9KpaHHPOBAaHBEI.
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3HaueHws, cofieprKallie TBOMHYI0 KaBBIUKY (") 3KPAHUPYIOTCS C IOMOIIBIO0 \

O 3HaueHUd, cofiepsKalifye cIsnl (/) 3KpPaHHUPYIOTCSI C IIOMOIBIO \*

IIpaBWIbHOEe HaNHCaHUE 3HadYeHWI (C JKpaHUpPOBaHMEM IIOMOINBI0 \") Ha IpHMepe
copep>xaHuA Ppaiiia I MMIopTa Habopa xkomaH TACACS:

"name:Required" "description" "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "\"Test command  "false" "PERMIT/\"show/vlan|1|2|\"/true"
Set\""

HekoppekTHOe HamucaHWe 3HadeHHU (0e3 3KpaHUPOBaHW]A) Ha IpuMepe cofep>kaHusa daiiia
JUIs1 UMIIOpTa Ha6opa komaHy TACACS:

"name:Required”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)" nts/enabled;...)"
"command_set" "Test command "false" "PERMIT/show/vlan|1|2|/true"
set"
n HUrHopupoBaHWe 3SKPAaHUPOBAHUSA IIPUBENET K HEKOPPEKTHOMY PACIIO3HAHUIO
IaHHBIX.

HOp}IJIOK BBIINIOJTHEHMSA TMIIOPTa

JUis1 uMmIiiopta AaHHbIX u3 CSV-gaiiia HakmuTe & Ha IIaHeJHM [[eHCTBUM, pacloJIO)KeHHOWM Haf

Ta6JMHEﬁ. ITocite yero OTKPOETCA OKHO:
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MmnopTt

Mpy MMNopTe Ay6nMpylLWWecs JaHHble He BygyT nepesanncaHbl UK
OTPefakTUPOBaHbl - CUCTEMA NMPOMYCTUT MX. ECAK Bbl XOTUTE
M3MEHWTE CTapble faHHbIE, YAANUTE WX U3 CUCTEMEI BPYYHYH Nepej
MMMOPTOM.

BHMMaTenLHo 03HakoMbTech ¢ JokymenTaumei O, yTobbl umnopT
npowén 6es owneok.

BoiGepuTe pain*
MakKCcKMManeHbld pa3mep daiina 2MBb

L2V
<1}
=
=
bt
[¥E]
=
=
m
=
=
=
=
i}
=
(y ]
=
o1}
E
=
=}
[4e
(]
=
I=
=]

Mone obAzaTenbHD ANA 3ancnHeHKMA

MCTOYHMK gaHHbIX *

WNrHOpUPOBaTL CyulecTByoMe gaHHble (1)

QCTaHOBWUTL MMMOPT NPW NEPBOA OLLMOKe

OTMeHa MnopT
. y

PucyHok 333. OkHO HMmnopma

MIiopT JaHHBIX U3 CSV-¢daiia BHIITOIHSAETCI B HECKOJIBKO IIaroB:

1. BeibepuTe Heo6xoaUMBbIM CSV-Qatis, IIepeTallyB ero B I10JIe 3aTPy3KU WU BIOpaB uyepes IIPOBOTHUK,
Ha’KaB KHOIIKY "3arpysure";

@ H3meHeHHBIHN CSV-patiy Hy»>KHO 3arpysUTh IIOBTOPHO, UTOOBI IPUMEHUTH ITIPABKH.

2. BribepuTe NCTOUHUK JAHHBIX, €CJIM OH 3apaHee He OIIPe/IesIeH;
3. IIpy He0OXOIMMOCTH aKTUBUPYITE QJIarkd UMIIOPTa:

HrHopupoBaTh CyNIIeCTBYIOIINE JaHHbIE

o Eciu nepekIrovaTesb BKIIOUEH — AYOIMKAThI 3alIUCel CUMTAIOTCI IIpeAyIIpesKIeHUueM.
© EciM nepeKIrovaTesb BRIKJIIOUEH — AYOIMKaThI paclieHUBAKTCI KaK OIIMOKa.

OCTaHOBUTH UMIIOPT IIPH IIEPBOH OIINOKe

o EciM nepexsrovaTesb BKIIOYEH — MMIIOPT OCTaHABJIMBAETCS IIPU IIepBO jKe ommobKe. BynyT
HUMIIOPTHPOBAHBI TOJIBKO 3aIIKCH, KOTOPBIE ObLIN YCITeIHO 06pab0oTaHbl 10 €6 BOSHUKHOBEHUSI.
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Ecmm IIepeKIro4YaTe/Ib BBIK/JIIOYEH — OIIO0YHEBIE CTPOKH IIPOITYCKArTCA, UMIIOPT ITPOO0/DKaEeTCA
[0 KOHIIa. By,IIYT HMITIOPTHUPOBAHBI TOJIBKO BaJIM/THBIE 3alIKCH.

4. Jl1a TOTO UYTOOBI UMIIOPT HavaJsICsl, HOKMUTE KHONIKY "HMimopt".

[Ipu mUMITOpTe AYOIHUPYIOIIMEcs NaHHbIE IIepe3allMCcaHbl MM OTPeLaKTHPOBAHBI He
A OYIYT - CHCTeMa IIPOIYCTUT UX. ECTM BBl XOTHTe U3MEHUTH CTaphle TaHHEIe, YIaIUTe UX
W3 CHCTEMBI BPYUHYIO ITepe]] IMIIOPTOM.

IIpocMOTp OTYETA IO IMIIOPTY

Cpasy IocJie 3aBepIieHus 06paboTKH paiiia 0TKPOEeTCsI OKHO 0TYETA IT0 UMIIOPTY.

Ecmu Bee 3anucu B gatisie 66111 06paboTaHbl KOPPEKTHO, BbI YBUAUTE OKHO:

F |

floTOBO!

MmMnopT BbINOAHEH YCNELHO.
Bcero MMNopTUpOoBaHo: 4/4
MpegynpexaeHnia: 0

CwmboK: 0

N ¥

PucyHok 334. Omuem umnopma (8ce 3anucu 06pabomaHsl KOppeKmHo)
BJI0K c 06111e# THGOPMAITHEN CO/IePIKUT:

®* Bcero uMnoptupoBaHo - CUETYHMK TOTO, CKOJIPKO 3aIHCed OBLI0O HUMITOPTHPOBAHO M3 OOGIIEro
HMITOPTUPYEMOT0 KOJIMUECTBA CTPOK;

* [pepynpexpexnii - KoJM4yecTBO BOSHUKIIX IIPeAYIIPesK]eHUN;

°® Quunbok - KotyecTBO BOSHUKIIIMX OIIHOO0K.

Ecymi He Bce 3arcy GbLTH 06paboTaHbl KOPPEKTHO, BB YBUAUTE OKHO:
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loToBO!

MMNopT BbINONHEH, HO He BCe flaHHble 06paboTaHbl KOpPpPeKTHO.
Moapo6Hee B oTUeTe.

Bcero uMnopTUpoBaHo: 3/4
MpegynpexaeHuia: 3

Cwmbokr: 1

MoapobHLIA oTHeT

PUNLTP

Bce yBeA0OMNeHNA -

CTpoka Onucadune
@ 1 Ly6nukart B 6a3e AaHHbIX. 3Ha4YeHWe C ...
A 1 OTcyTCTBYeT 3HayeHue y nonga "email”
A 1 OTcyTCTBYeT 3HaueHwKe y nong "firstNa...
A 1 OTcyTCTBYeT 3HadeHwue y nons "lastNa...
- v

PucyHok 335. Omuem umnopma (3anucu o6pabomarsvl ¢ owubkamu/npedynpexcoeHusImMu)

IToapoGHBII OTUET COIEPIKUT CIIE YO0 HHPOPMAIIUIO:

® OunbTp - BhIDagaroI(yii CIHCOK, B KOTOPOM MO>KHO BBIOpaThH O0TOOpakaemble yBeloMIeHUS (Bce
yBenomreHns , Tonbko ownbku MU ToNbKO NpenynpexneHus )

TabHITa yBeIOMIEHHH CO/IEPKUT KOJIOHKH:

® Crtpoka - Homep crpoku B CSV-daiise, rne 06Hapy>KeHa OIMOKa MU IIpeyIIpesK eHIe;

® OnucaHue - /leTaJIbHOE TEKCTOBOE 00BSICHEHHE OIIMOKU HJIH IIpenyIpesxueHsd.

Js  TmpocMOTpa IIOJIHOTO TeKCTa OIIMCAaHWS HaBeJuTe KypCcop MBI Ha
@ COOTBETCTBYIOIIYIO CTPOKY - BO BCILIBIBAIOLLEH ITO/ICKasKe 0TOOPasUTCA II0JIHBIN TEKCT
co0061IeHYs 06 OIITMOKe MU ITpeyIIpesK eHHUH.

Ocob6eHHOCTH MMIIOpTa HA00pOoB KoMaHA TACACS+

o Ju mMriopta HabopoB KoMaH TACACS+ B KauecTBe MCTOUHUKA JaHHbBIX II0/IeprKaHbl
NAICE u CISCO.
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B TaGJII/II_Ie HITDKe ITpUBEeIEeH CIIHCOK II0JIeH, MX 0013aTe/IbHOCTh, OIIMCAHHUE 1 Tp86OBaHI/IHI

IToe

name:Required

description

permit_unmatched(true/false)

commands(Grant/command/argu
ments/enabled;...)

OnucaHue

HUmsa Habopa KOMaH[

ITpou3BOJIbLHOE OIIHCaHUE

PaspelrreHue BBIIIOJTHEHUS
KOMaH/I, He YKa3aHHBIX B
Tabsauile commands

BJI0K HacTpoeK, OTBeYaroIiui 3a
ompejesieHNe paspelleHHbIX U
3alpelleHHBIX K aBTOPHU3auu

TpeGoBaHUA

O6s3aTeqbHOE I10JIE
MaxkcumaibHas avHa - 100
CHMBOJIOB

Jl0JDKHO OBITH YHUKAIbHBIM
Hesb3g MCI0JIb30BaTh PO OEJIBI

MaxkcumaibHas arHa - 200
CHMBOJIOB

Bo3MoOJKHEBIE SHAUEHUS:
- true -craryc "BKIO4YeHO"

- false -craryc "BrIKIr0oueHO"

Pa3pmenuTessr KOMaH: ;
Tpe6oBaHU 10 KaXK0MY I10JII0
OyyT pacCCMOTPEHEI 0TI EJTHHO

KOMaH/[

Ctobuterr commands(Grant/command/arguments/enabled;..) comepxuT B cebe MmoJjisi Grant, command,
arguments, enabled.
Crrcoxk TI0JIEY, ux 00653aTeTbHOCTh, omucaHue u TpeboBaHUSA ISt cToJIbIia
commands (Grant/command/arguments/enabled;..):
ITosne OnucaHue TpeGoBaHUA
Grant JleficTBHe BBIIIOJIHIEMOE IIPU 00s3aTeIbHOE I10JI€e
COBIIa[JeHUM CPaBHUBaeMBbIX B03MO>XHBIe 3HAaUeHUS:
KOMaH[ - PERMIT - cratyc "PasperreHo"
- DENY - cTaTyc "3ampelreHo"
command Komanpa OG6s13aTeIBbHOE IT0JIe
MakcumasibHas ajirHa - 200
CHMBOJIOB
arguments ApPryMeHTHI 1191 KOMaH/Ibl MaxcuMasibHadg 1jrHa - 200
CHMBOJIOB
enabled PaspelreHHre Ha BBIIIOJIHEHUE O6s13aTeIBbHOE IT0JIe

(Cratyc) B03MOKHBIe 3SHAUEHUS:
- true -craryc "BKIO4YeHO"

- false -craryc "BeIKIr0OUeHO"

Ecmu sHayeHue A1 moJigd permit_unmatched(true/false) He HalleHO/HEKOPPEKTHO
Oy[eT IIPHCBOEHO 3HAUEHNE 110 yMOoI4aHuto false.

o
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Eumi 3HaueHwe i1 mojisi  commands(enabled) He HalijeHO/HEKOPPEKTHO OyneT
@ IIPUCBOEHO 3HaYeHHe I10 YMOJIYaHUI0 true.

ITpyMep KOppeKTHOr 0 coieprkaHus ¢aiiia:

"name:Required"”  "description” "permit_unmatch "commands(Grant/command/argume
ed(true/false)"” nts/enabled;...)"
"command_set" "TecroBble Habop "false" "PERMIT/\"show/vlan|1|2|\"/true;PE
KOoMaHT" RMIT/tacacs-server//true"
Kak BUZHO uU3 IIpuMepa, 3HAYeHUs, Ccojepskalue aoml  (/), [TOJDKHBL ObITh
6 9KpaHUPOBAHBLI C IIOMOIILI \". HWrHOpHUpOBaHWE IKPAHUPOBAHUA ILPUBENET K

HEKOPPEKTHOMY PaCliO3HAHWIO JaHHBIX.

IMosryuenune CSV-¢aiina mabIoHa OIIKMCaHO Jajlee B paszesie "IKCIopT".

JKCIIOPT

NAICE mopiiep>KuBaeT 3KCIIOPT LaHHBIX B popmare CSV. 3HaUEHUS U 3aTOJIOBKH 00PaMITTIOTCS [1BOWHbIMM

KaBblYKaMV , paszesiuTesib IIoJIe: 3anatas (,).

IIpouexypa skcmopra

Z[OCTYHHBI ABa pe’XrMa IKCIIOpTa JaHHBIX:

® DKCMopT BCEro - BLII‘py3Ka BCeX 3altucen TEKYIIEro pa3aesia. CucreMHbIe CYyITHOCTH HCKJ/IFOYAr0TCA 13

IKCITIOPTa;

® 3JkcnopT BhGpaHHOro - BEITpy3Ka TOJILKO OTMEUeHHBIX YeKOOKCOM 3aITHCeH.

o £ £

CTaTyc

@ Brmoue  SycnopT Beero

Brnrouehm— varn

PucyHok 336. OKHO 8bl60pa pedcuma skcnopma

0 3HaueHUs CofieprKalllyie TBOMHYI0 KaBbIUKY (") WJIM CJIBII (/) OyAyT SKpaHUPOBAHEI C
IIOMOIIBIO \".

JKCHOPT BCeX CYLIHOCTEH

Ha manemu pedicTBUM Han Tabauied HaXMUTe 4 U BblGepuTe pekuM "IKcmopT Bcero". B

OTKPBIBIIIEMCSI OKHE IIOITBEPAUTE TeUCTBHE KHOIIKOHM "IKcHopT":
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3kcnopt B CSV

Mpw 3KCNOpPTE He BKIKYaTCA CUCTEMHBIE CyLlHocTK. MNpoueaypa
33MET HEKOTOPOE BPEMA, A0KAWTECH QOPMWUPOBAHWA W 3arpy3Kun
thaiina.

SkcrnopT el LTE

W 4

PucyHok 337. 9kcnopm 8cez2o

[Tocte HaKaTHS KHONKH "JKCIOPT" Ha YCTPOMCTBO BBITPY3UTCS (aii, cofepsKalluii Bce 3allMCU U3
TEeKYIIero pasyera.

JKCHOPT BHIOPAHHBIX CYNIHOCTEH

Ha maHes JeMcTBHM Haj TabiuIled HaXMUTe £ U BhIOepUTe pekUM "OKCIOPT BBIOpPaHHBIX". B

OTKPBIBIIIEMCSI OKHE IIOATBEPAUTE TeUCTBHE KHOIIKOHM "IKCcHopT":

F M

3KcnopTt B CSV

Mpy 3KCNOPTe He BKMKYaTCA CMCTEMHBIE CyLHOCTK. MNpoueaypa
3aAMET HEKOTOpPOE BPEMA, JOXAMTECh QOPMUPOBAHWMA W 3arpy3Kn
daiina.

BbiGpaHo 1 13 1 3anvceiA.

']l OTMeHa

(. 4

PucyHok 338. Ikcnopm 8bl6paHHbLX

ITocsie HaKaTHUS KHOTIKHY " IKCIOPT" Ha YCTPOHCTBO BHITPY3UTCS GAiI, CO/IeP KAl TOJIFKO OTMeUeHHEIe
3aIIUCH.

IIpu oTkpeITHHM CSV-QaiiyioB B KadeCcTBe pasfesuTesso IIOJIEM BcCerpa UCIIOJIb3yHTe
3anaryro (,), pasjgesuTesieM CTPOK/TeKCTa MOTYT ObITH ABOMHBIE KaBbIUKH (") wiIu

A IyCcTOe SHaYeHHe.

IIpu coxpaHeHun CSV-QaliyioB B KauecTBe pasfiesUuTesid II0JIell Bcerfga UCI0JIb3YyHTe
3anATyIo (,), a pasfeIUTesb CTPOK/TEKCTA - IyCTOEe 3HAUEHHE.

Ewmm 1ipy OTKpBITHHM Qaiijia HUCII0Ib30BaJICa pasfesiTeslb CTPOK — IBOMHAsA KaBbluKa
("), TO 3HaueHUsd, COLeprKallyie CUMBOJIBI JBOMHOM KaBbIUKK (") MM oidma (/),

0 9KpaHHPOBAaHHEBIE KaK \", MOTYT IIpH COXPaHeHHHU ITOJIYUUTDH JIMIITHIO KaBBIUKY (")
nocte (\"). IIpoBepbTe ¢paili B TEKCTOBOM PEeNAKTOPE U YA aJIUTe JIUIIIHKUE KaBbIUKH,
€CJI OHHU ITOSIBUIHCE.

325



IITaG/10H

Ecyi B Tabsuile OTCYTCTBYIOT 3aIIMCH (JIMOO0 IIPUCYTCTBYIOT TOJIBKO CHCTEMHBIE CYIITHOCTH), IIpH BbI6Ope
pexxuMa "Ixkcmopt Bcero" 6ynmer chopmripoBaH CSV-Qaiiy, cofeprKallpiii HMCK/IHOUYUTEJbHO 3aroJI0BKH
CTOJIOII0B./laHHBIN Qaiisi MOXKeT OBITH HCII0JIb30BaH B KadecTBe IIAGJIOHA /I IIOJTOTOBKH JaHHBIX
repes IMIIOPTOM.

Oco6eHHOCTH IKCIIOpTa Ha6opoB KomaHg TACACS+

o 3HaueHUs, CofleprKalliie TBOMHYIO KaBbIUKY (") HUJIM CJIdII (/) , GYAYT 3KpaHHUPOBAHBI
CIIOMOIILI0 \".

CTpykTypa csv-daria 11 HabopoB koMaH TACACS+ omtricaHa B pasziesie "Oco6eHHOCTH UMITOPTa Hab0pOB
xomaHz TACACS+".

IIpo¢prmu TACACS+

JaHHBII pasfesl CONEepPKUT HHQOPMAIIMIO II0 HACTpOMKe QYHKITMOHANMA, NOCTYII K

0 KOTOPOMY IIpHOOpeTaeTCs OTNeJIbHO C IIOMOIIBIO JOIIOHUTEIbHOM OIIIUY JIMIIeH3UHU
NAICE-TACACS+. TTo BommpocaM nmpruobpeTeHUs QyHKIMOHaIA obpalanTech K Baremy
MeHe/[pKepy WX Ha JIEKTPOHHYIO II0YTY eltex @eltex-co.ru.

Omucanue

ITpoduin TACACS+ mpefHa3HAUYEHBI [JI51 0000IIIeHHS TOHKOW HAaCTPOUKU YPOBHEN IIPUBWJIETUHN TOCTyIIa
K CeTeBBIM YCTPOMCTBaAM B OTJeJIbHBIE CYIIIHOCTH, HasHaYaeMble AIMUHUCTPATOPaM CeTeBBIX YCTPOMCTB,
OPOIIEIINM ayTeHTUGUKAITHIIO ¥ aBTOPHU3AITHI0 110 IIPOTOKO0TTy TACACS+.

OCHOBHBIMU HAaCTPOMKaMH B IIPOQIIIIX YCTPOCTB SIBJISTIOTCS:

* VpOBHU IIpUBWJIETHI HasHadYaeMble B paMKax IIPoQuis (ypoBeHb 110 YMOJTYaHUI0 U MaKCUMaIbHbIT
YPOBEHB).

¢ Ilosb30BaTebCKUe aTPUOYTHI.

IIpocMoOTp crmcKa npoduiien

G) /ocTyr K 06OpYAOBAHMIO > SneMeHTsI nomuTAK > MPOGunu TACACS+

Q  DnemeHTbl MOANTUK

@  YonosuAa  HaGopbi KomaHa TACACS+  Mpo¢unn TACACS+  Cnosapw

- -

a ¥ @ @2 Q
@ s Onucarue

@ Both privilege &

& Deny all shell profile & Denyall shell profile

e} Maximum privilege &

B Minimum privilege &

o

40 Bcero sneMenTos: 4

Pucynok 339. Tabauua ¢ nepeuHem npogpuneii TACACS+
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Ha maHHOM CTpaHUIle COeP>KUTCSA TabymIia co criruckoM npo et TACACS+.
Tabsmita coep>KUT KOJTOHKHU:

® M7 - HAaMMeHOBaHUe IIPO QL.

© (& -/laHHas CyIITHOCTD SIBJISIETCS CUCTEMHOM M HeJIO0CTYITHA /IS y/la/leHHs.

® OnucaHve - IIPOU3BOJIBHOE OIIHCAHUE ITPOQIIIA.
JloCcTyITHA COPTUPOBKA I10 KOJIOHKe Mg .

JJIeMeHTHI YIIPaBJICHU:

e 4 -/lo6aBuTh podrib TACACS+.

* @& -/yomupoBathk mpodrib TACACS+.

* [ - VoasuTh BRIGPAHHBIH (0TMeUeHHBIN GurakkoM) ITpo s TACACS+.

e 3 -OG6GHOBHUTH CIIHCOK IIPOQIUIIET.

Aob6aBienue npoduasa TACACS+

GD /locTyr K 060pYAOBaHMIO > SneMeHTHI NoAMTIK > Mpogunn TACACS+ > [loGaenenne

« [o6aBneHne

Wms

onncaumne

® 05 3 QOB O

07200

ATPU6YTs  MepepaBaeMble NapaMeTpLl

Vposett npusunervii ©
YpOBeHb NPVIBANERWiA N0 yMONHaHHI0

3Hadenme *

MaKcumansHbii yposeHs npusnerii

3uadenme *

Monb3oBatenbckvie aTprbyTol
+ @

Vg * 3Hauerme *

[arHsie oTcyTCTBYIOT

PucyHok 340. Cmparuua dobasserust npogpunss TACACS+

[t mo6aBiieHUs Tpo QUUIA yCTPOMCTBA HAOKMUTE - .

B 0TKpBIBIIEMCSI OKHE HE0OXO[FIMO 3aIl0JIHUTD CJIeZIYIOIHe IIapaMeTpPhl:
* |IMa * - HaumeHOBaHUe ITPO IS

® OnucaHue - OmrcaHue IpoUId B IPOU3BOJILHOU popMe (6ymeT 0ToOpaykaThbCd B CITHCKE PO GrIelt).
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YpoBeHb npuBMAerMn no ymonyaHuw - YpPOBEHb IIPUBUJIETUN [TOCTYIIHBIM aBTOPU3YEMOMY
aIMHHUCTPATOPY Cpasy II0CJIe aBTOPHU3AIIUH.

® MaKCWMManbHbli  YpOBEHb NpuBUNEruin - VYpOBeHb IIPUBUJIETHMH [OCTYIIHBIM K IIOBBIIIEHUIO
aBTOPHU30BAaHHOMY aJMHUHHCTPATOpPy (JaHHBIM YpPOBEHL II0JIb30BaTe/lb MOJKET BKIIIOUUTH IIPH

TIOMOIIT aBTOPH30BAHHBIX KOMaH/I, HAIIPHUMeEP B IIpoIiecce KOHQUTYPAITHH CETEBOTO YCTPOHCTBA).

ITapaMeTphl OTMeUEeHHbIe CHUMBOJIOM * - 06sI3aTe/IhbHBI JIJI5T 3aT10THEHHSI.

Eum QrakKKu BKIIIOUEHMSI IIapaMeTpoOB YpOBeHb MNPUMBUAEruMA MO  yMOnYyaHuo U

A MakCuManbHbli  ypOBEHb MpPUBUIErWWd  CHATHI, aBTOPHU3yeMOU VUEeTHOM 3allucH
aIMUHUCTpaTopa OyJeT HasHadeH eNUHCTBEHHBIN OCTYIIHBIA YPOBEHb IIPUBUJIETUN
"1" 110 YMOJTYaHHIO.

Monb3oBaTenbCckue aTpubyThl MIK MHaUe Attribute-Value pairs - aTpu0OyTHI OIIpe/iesIIIoIie ITapaMeTPhI
aBTOPHU3AIIH, YUETHBIX 3aIIMCell ¥ CeCCUU B paMKax IIpoToKoJia TACACS+.

[ no6aBiieHUsI U yHaJdeHUs II0Jb30BAaTeIbCKUX aTPUOYTOB HCIIOJBL3YIOTCS CJIeyIOIIHe 371eMEHTHI
yIIpaBJIeHUS:

* 4 -/lo6aBUTH aTPUOYT.

* [ -VoammTh BRIGPAHHBIHA (0TMEUEHHBIN QIYKKOM) aTPUGYT.

HpI/I oo 6aBJIEHUU anI/IGYTa - II0JII OTMEeUYeHHBIe CHMBOJIOM * 00sI3aTe/IbHbBI [JIA 3alIOJTHEHHSA.

ITocste 3aBepIlleHUs HACTPOMKHU NP0 Mg HakKMUTe [lobaBuTb UTOOBI L00ABUTH CO3LAHHBIN IIPOQUIL U
BepHYTHLCS Ha cTpaHuLly "IIpo¢um TACACS+".

BbasoBsbie npo¢puiu TACACS+ JOCTYIIHBIE 110 YMOJTYAHHUIO.

ITpu BruroueHUH O¢yHKIMOHama TACACS+ [Jid afiMUHHCTpPaTopa CHUCTEMBI y)K€ JOCTYIIHO HEeCKOJIbKO
IIpeyCTaHOBJIEHHBIX 6a30BbIX IIpodrteit TACACS+:

® Both privilege - IlomamarolyM MOJ JaHHBIM TPOQMIL aBTOPU3YEMBIM YUeTHBIM 3aIlHCIM OymeT
HasHa4yeH ypOBeHb IIPUBMWIETUN 110 YMOJIYAHUIO "1", ¥ TOCTYIIHBIN /I IIOBBIIIIEHUS MaKCUMaIbHbIA
YPOBEHB IIPUBUJIETHH "15".

® Deny all shell profile - [lomafaroIM IO, TaHHBIN TPOQMIL aBTOPHU3YEMBIM YUETHBIM 3aITHCIM
OyeT 0TKa3saHO B aBTOPH3aI[UH.

® Maximum privilege - IlomamaroiyM II0[ ZaHHBINM IPOQUIb aBTOPU3YEMbIM YUeTHBIM 3alIUCIM OyieT
HasHa4yeH ypOBeHb IIPUBUJIETUM 110 YMOJIYaHU0 "15"

® Minimum privilege - IloIraiaroIlMM IIOJ JaHHBIN IIPOQUIIL aBTOPHU3YyeMbIM YUeTHBIM 3alIUCIM OyIeT
HasHayeH ypOBeHb IIPUBUJIETHH 110 YMOJTYaHUI0 "1".

INosmmtuku TACACS+

JaHHBIN pasfesl CONEepKUT HWHQOPMAIHMIO II0 HACTpOMKe QYHKIIMOHANMA, LOCTYII K

6 KOTOPOMY IIpHOOpeTaeTCs OTNeJbHO C IIOMOIIBI0 JOIIOHUTEJIbHOM OIIIUY JIUIIeH3UHU
NAICE-TACACS+. ITo BompocaM nmpruobpeTeHUd QYHKIMOHAIA oOpalaiTech K BareMy
MeHe/[pKepy WK Ha JIeKTPOHHYIO I10YTY eltex @eltex-co.ru.
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OnucaHue

Moty TACACS+ ommpefeJIgtoT TeMCTBUS, KOTOPble He00X0JUMO BBITIOJTHUTE ITPU 00paboTKe 3aITpoCoB
Ha ayTeHTUQUKAIIWI0 ¥ aBTOPU3AIINI0 aMUHUCTPATOPOB CETEBBIX YCTPOUCTB 110 TIPOTOKOIY TACACS+.

ITopsimok 06paboTKH 3aIIPOCOB:

1. O6paboTKa B TabsmIle HAOOPOB IIOJIUTHK:

o

BrinmostHseTCA IIPOBEPKa COOTBETCTBHMA 3alIpOCa COIIaCHO JIOTHYECKHM YC/IIOBHAM, HCII0JIb3yEeMbIM B
IIOJIMTHKE aBTOPH3aIlTUH.

IIpoBepKa BBIIOJIHACTCA II0C/IeJ0BATEIHEHO CBePXY BHU3. OTK/IIOYEeHHEBIE II0JIUTUKH He yIaCTBYIOT
B IIPOBepKe U IIPOITYCKAITC. /lJIA IIOJIMTHK, ¥ KOTOPBIX YCTaHOBJIEH cTaTyc "IIpoBepka ycioBug"
IIPOMCXOSUT yBeJMYyeHUe CUETYMKa CcpadaThbIBaHUU ITOJUTHUKY, HO 00paboTKa 3arpoca B HUX He
BBITIOJIHSIETCS IIOMCK IT0AXOASIIeM IIOJIMTUKH IIPO0JDKAETC Jaslee.

IIpu o6Hapy’KeHUU NOAXOMAINeN MOJUTUKA JTalbHEHWIIMU HX Hepebop IIpeKpalaercs H
IPOJ0JDKaeTCd IIPOBEPKa B paMKax 3TOTO Habopa.

Ecm mosmmTHKa C HOAXOMAIIMM YCJIOBHEM He OyleT HauieHa - o6paboTkKa 3arpoca Oymer
BBIIOJIHATHCS B paMKaxX ITOJIUTHUKY I10 yModaHuto Default. /laHHas mOJIMTUKA BCeTfa SIBJISETCS
nocjlefHel, He MOJKeT ObITh y/lajleHa U [IJII Hee HeJOCTYITHO pefaKTHpoBaHHe YyIOBUS. 110
YMOJIYaHUI0O B JaHHOM Habope MOJUTUK B IIOJUTHKE aBTOPH3AI[UM HACTPOeH HPOoQIIb
aBTopu3aniiu DenyAccess, COIJIaCHO KOTOPOMY IIOJK/IIOUeHUE K CeTeBOMY YCTPOMCTBY OyzeT
OTKJIOHEHO. /laHHOe IT0BeJleHre MOYKeT ObITh N3MeHEeHO ITYTEM J[00aBJIeHUS WK pelaKTUPOBaHUS
TOJIUTHUK ayTeHTUPUKAITUH U aBTOPHU3AITUH B IIOJIUTUKE 10 yMOoJdaHui0 Default.

2. O6paboTKa B paMKax HalIeHHOM ITOJIMTUKU:

o

B PaMKax HafI,ZLEHHOﬁ IIOJIMTUKKX M3 Ha60pa IIOJIMTHUK CHa4dYa/la BBIIIOJHAETCAd IIPOBEPKa
COOTBETCTBUA YIOBHAM ITOJIMTUKHA aYTEHTI/I(l)I/IKaL[I/II/I.

[locie ompejeseHUss TIOJUTHKH ayTeHTHQUKAITHK BBIIIOJHSIETC IIOMCK II0JIb30BaTeNsl B
BBIOPAHHOM JIJIs1 JAaHHOM ITOJTUTHUKH ITEII0YKe HMAeHTHOUKAITUHA. B CIydae ecsiv I10/130BaTesb He
HaHleH WM ero I1apoJib HeBepeH - ITOJK/IIOUeHHe OTKJIOHSETCSd, 06paboTKa 3ampoca Ha 3TOM
3aKaHUHBAaeTCs.

Jtsa 3aIIpoCcoB I10JIb30BaTeJIer YCIIEIIIHO IITpOoIIe X aYTEHTI/I(l)I/IKaLII/IIO BBIIIOJIHSIETCA ITPOBEPKA
COOTBETCTBHsA YCJIOBHAM ITIOJIMTHUK aBTOPH3aIHUH.

ITocite oIrpenesIeHusA II0JIMTHKY aBTOPHU3allWK B 3aBHCUMOCTH OT THIIA 3aIIPOCa BBIIIOJ/IHAETCA:

B 3ampoc Ha aBTOPHU3ALUI0 YPOBHSA IIPUBUIJIETUM IIOCIE ayTeHTHQUKAIUK: W3 HasHauYeHHOIO
TIOJIUTHKe aBTopu3ariuu npo ¢t TACACS+ BEIOHpaeTcs 3HaUeHNe I10J1 "YPOBeHb IPUBUJIETUN

110 yMOJTYaHUK". ECJTM 0HO He 331aHO - BBITAéTcs 1-11 ypoBeHb IIPUBUJIETHUU.

B 3ampoC Ha IIOBBIIIEHME YPOBHS IIPUBUWJIETHI: K3 HA3HAYEeHHOTO IIOJMTHKe aBTOPU3aliuU
npodmast TACACS+ BeIOHMpaeTcs 3HaueHHe IT0J1 "MaKCMMaJIbHBIA YPOBeHb IIPUBWJIETUH" U
CpaBHMBAaeTCd C 3allpPOIIEHHBIM YpPOBHEM IIPUBUWJIETHUM - €CJIM 3allpOoIlleHHBI YpPOBEHb
IPUBIJIETUU MeHBIIle WJIM paBeH yKasaHHOMY B HAaCcTpOMKe - IIOBBIIIEHHE paspellaeTcs, B
IPOTHUBHOM CJIydae OTKJIOHSeTCA. EC/i B BEIOpaHHOM ITpoQrie 3HaUeHMe He 33[JaHO - 3aIIpoC Ha
TOBBIIIIEHUE IIPUBUJIETUU OTKJIOHSETCH.
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3ampoc Ha aBTOPHM3AIlMI0 KOMAaH[bI, BBIIIOJIHSIEMOM Ha CeTeBOM YCTPOMCTBE: IIPOBEpsieTCs
COOTBETCTBHE KOMaH/[bl BHIOPAaHHOMY B ITOJIMTHKE aBTOPHU3aU Habopy KoMaHy TACACS+. Ecym
B BBIOPAaHHOM Habope KOMaH/ia paspellleHa - ee BBIIIOJHEHHE paspellaeTcs, B IIPOTHUBHOM
ciTydae OTKJIOHSETCS.

Ewmi B HacTpoMKax IIOJIMTHUKHA aBTOPU3AIlUU BbhIOpaH NpoQMIb 10 YMOJYaHUI0 "Deny

A all shell profile" - 3artpockl ayTeHTUQUKAITUN U aBTOPU3AIIUU II0IIaIA0IHe IO/ 3TOT
OpOoQUIbL OTKJIOHSIOTCS, B TOM YMCJIe [ II0JIb30BaTesel YCIIeITHO IIPOIIe/IIX
ayTeHTUPUKAITUIO.

IIpocMOTp CIMCKA HA00POB IMOJINTHK

& B JocTyn kobopyaosanm > MoaMTvkn TACACS+

Q Monutikn TACACS+

S (O C6pocuTe o

@ MoAMTUKM BLINONHSIOTCA B yka3aHHOM NOPSAKE. x
Bbi MOXETe W3MeHUTb MOPAACK NEPETackMBaHMEM CTPOKM TaBANLibI

Konnuectso

+ cranyc ms* Onucarme Yenosus* Mporokon B
cpaGaTbiBaHumii

& 0% DO kOB

@ Bumouero Test policy set Description PAP/ASCII 10 : »
Test condition .

Mo ymonuanuro Default Tacacs default policy set PAP/ASCIl 5 ; o

PucyHok 341. IIpocmomp 8cex noAUMUK.
OmnucaHue KOJIOHOK Tab/IAIIbL:

¢ (ratyc -cTaTyc IIOJIMTHKH.
® |IMa * - HaUMeHOBaHUe ITI0JINTHUKH.
¢ (OnucaHue -IIPOU3BOJILHOE OIIMICAHUE.

* Ycnosus * - HCIIOJIb3yeMble JIOTHYeCKHe YCJIOBUS. EcaM HcIosb3yeTcs GUOGIMOTEYHOe YCIOBUE -
oToGpakaeTcs ero uMsi. ECIi MCIIo/Ib3yeTcsd He 6U6IMOTEYHOe YCIOBHE - 0TOOpaykaeTcsl eTo CTPYKTypa.

® T[lpoTokon *-Bcerma PAP/ASCII.

® KonnyecTBo cpabaTbiBaHMM - KOJIMYECTBO IIOIILITOK aBTOPU3ALUU, ITOAIIANAOIINX II0[ YKa3aHHbIe
VcioBus.

JJIeMEHTHI VIIpaBJIEHUS:

e 7 -00HOBUTDH JaHHBIE.

(D COpocUTE - COPOCHUTH CUETUHKH KOJIMUeCTBa cpabaThIBAHUM BceX HAO0POB IIOJIUTHK (IIOTIBITOK).

* (O Mouck - perHCTPOHEe3AaBHCHMEIN ITOMCK II0 MMeHM HaGopa IOJIHTHK (HaiileHHEIe COBIIAJeHHUST
OyLyT I10/ICBEYEHBI).

® 4+ -n06aBUTH MOJUTHUKY TACACS+ (ITI0JTMTHKa OyeT f06aBIeHa IIeEPBOM B CITHCKE).
e Il -3JIeMeHT /I HU3MEeHeHUs IO PsiIKa IIOJIUTHK B CIIHCKE ITyTeM IIepeTaCKUBaHUSL.
L)

* KonnyectBo cpabaTbiBaHui - CUETUMK KOJIMYECTBA IIOIBITOK ABTOPHU3AIIHH, ITOJIIAAIONTAX TIOT
yKasaHHbIe VCIOBHSL.

* : -JeHCTBESL
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© [lo6aBUTb CBeEpXY - A006aBUTH HOBBIM HAbOP IMOIUTHK /O BHIOPaHHOTO;
© [lo6aBUTb CHU3Y - 06AaBUTH HOBBIX HA60p NOJIUTUK [IOCJIE BEIOPAaHHOTO;
© YpanuTb - yIAJIUTh BIOPAHHYIO IOJIUTUKY.

® »» -IIepelTH K yIIpaBJIeHUI0 BLIOPAaHHOU ITOJTUTHUKOM.

® COXpaHWTb - COXPAaHUTH U3MEHEHUS.

® (OTMeHa - OTMEHUTH U3MEHEHU .

Bce IOJIMTHKY IIPOBEPSIIOTCS B IIOPsIKe 0TOOpaXkeHUsI Ha 9KpaHe: cBepxy BHU3. IIo 3TOM IIpUYMHe Ha
CTpaHUIlE BCEIJa OTOOPaKAIOTCS BCE IOJIMTHKH. /laHHBIE, BBOJUMBIE B I10jie IIOHMCK ITOCBEUHBAIOT
Hak/leHHbIe IT0JIMTUKH, He CKPBIBasl X U3 CITHCKA.

& B focryn kofopyaosanuio > MonvTukn TACACS+

Q Monntrkn TACACS+

© O copocne Q Test policy set x

© MonUTUKM BLINONHAIOTCA B yKasaHHOM NOPAAKE. M
Bbi MOXETe U3MeHUTS MIOPAACK NePETackUBaHUEM CTPOKM TaBANLbI

Konnuectso

+ cranyc i Onmcarme Yenosma* Mporokon B
cpaGaTbisatmii

® 0 % 3Ok 0B

@ Bumouero Test policy set Description PAP/ASCIl 10 : )
Test condition )

Moywomanme  Default Tacacs default policy set PAPIASCIl 5 : P

PucyHok 342. ITouck IIoaumuku.

LR )
Z[]IH H3MEHEHU II0PAKa IIepeTalluTe IIOJIMTUKY 3a 3JIEMEHT e B KOJIOHKE - .

e Ilocre UsMeHeHUA IIopsAaKa II0OJIMTHUK Tp(-:‘6yeTCE[ Ha’>XdaThb KHOIIKY CoxpaHnTb , HaUe
HU3MEHEHUA He BCTYIIAT B CHITY.

JIJ11 IpOCMOTpA CIIHCKA ITOJINTHK ayTeHTUUKAITUY 1 aBTOPU3allii He00X0JUMO HakaTh ») CIIpaBa OT

BBIOPAaHHOT'0 Habopa II0JIUTHK.

PerakTHpOBaHUE CIMCKA HA0O0OPOB IOJINTHK

JAoGaBjieHH e HA00pa MOIUTHUK

[t mob6aByieHUs Habopa IIOJIUTHUK B CIIMCOK HEOOXOJHWMO Ha)KaTh BBEPXY CJleBa KHONIKYy + - HOBad
II0JINTHKA OyZieT f06aBjleHa IIepBOM B CITHCKE.

+ Cratyc

oo Brnroueno

PucyHok 343. HKoHKa 006a8/1eHUSL NOAUMUKLU.

ITpx HeO6XOJUMOCTH 06aBUTh ITOJIMTHKY B IIPOM3BOJIbHOE MECTO He00X0[MMO Ha)kaTh Ha KHOIIKY &
CITpaBa OT BHIOPAHHO ITOJIUTHKHU M B BBIIIAJAIOIIEM MEHIO BBIGpaTh [106aBUTh cBepxXy HIHM [106aBUThb
CHU3Y .
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Konn4ectso
cpabaTbiBaHWIA

10 : »
JoBaBUTb CBEDXY

J0BaBUTE CHU3Y »

YaanuTb

PucyHok 344. OmobpasceHue noaumuku. Bvltnaoaroujue MeHr ¢ 0etiCmeusiMu.
HNupopmanusa o Cratycy:

o BrntoueHo - paspelraeTcs 06pabaThIBaTh 3alIpoCh];
® (¥} Buiniouerno - UCKJIIOYUTDH U3 06pab0TKH, He IIPOBepATh YUIOBHe, He 06pabaTbiBaTh 3aIIPOChL;

® @lposepkaycnoewii - paspelaeTcd IIPOBepATh VYoIoBHe (M HMHKPEeMEHTHPOBATH CUETUUK
cpabaTbIBaHM), 06pabaTeIBaTh 3aIIPOCHI - HET;

* (@) Mo ymonuanmio - CIIOJIB3YeTCS TOJBKO JIJIS IIOJIUTUKHY 10 YMOJTJYaHU0 Default .

© nNonnTykK BEINONHAITCA B yKasaHHOM MOPAAK!
I Bbl MOXETE W3MEHUTEL NOPAAOK NMepeTackMBaHWe

! + CraTyc Mma*

e () Brmroueno Test policy set
(¥) Benioueno
(®) Brikniouero

efault
(@ Npoeepka ycnosKa

PucyHok 345. H3meHeHue cmamyca noAumuKu.

BO BHOBB CO3MaHHOM IIOJIUTHKE B I10Jie Mf MO>KHO BBECTU UMTaeMOe HanMeHOBaHUE WJIH OCTaBUTh
HEW3MEHHBIM aBTOMaTH4YeCKHN C(l)OpMPIpOBaHHOE Ha3BaHUE.
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© MonMTUKK BLINONHSIOTCA B yKa3aHHOM NOPSAKE. x
Bbl MOXETe M3MeHVTb NOPAAOK MEPETaCKNBaHEM CTOKH TaBMLG!

Konnuectso

ms* Onucarme Yenosua* Mporokon B
cpaGaTbiBaHmii

@O0 DAk
+
3
3

@ Brmoseno = B PAP/ASCII :
New Policy Set 1 x Be qvTe onucatve o | + aosasare P

07200

PucyHok 346. OmobpasiceHue 3anucu HO80U NOAUMUKU. IeMeHMbl 06513amesibHble 015
3anoaHeHUusL.

/LTS pelakKTHPOBAHHMS YCJIOBHSI HE0GXOIMMO HaKaTh + [Jo6asuTh U OTKPOETCS PelaKTop YCIOBHI.

Bunuoreka Peaktop

[\ Q TMowck

ATpUGYT *
BhiGepUTE 3HaUEHME
i2 Test condition 1
* w
Test condition description Onepatop ATpVbyT/3HaUEHNE
PasHo ~ || BBeavTe nan BhiGepyTe 3HavEHUE

# Test condition 2 Ay6nupoBaTh  CoxpanuTh

Test condition description

NEW AND OR

i Test condition 3
Test condition description

i2 Test condition 4
Test condition description

i Test condition 5
Test condition description

(G VYER VicnonbsoBaTs

PucyHok 347. Pedakmop yc.108uil.

Pe,I(aKTI/IpOBaHI/Ie YC.JIOBI/Iﬁ BBITIOJIHSIETCS CII0COO0M, aHAJIOTHUHBIM OIIMCaHHOMY B YCJIOBUSIX.

MCII0JIb3YEMBIM THUIIaM CI0Bapeil. MO>KHO HCII0Jb30BaTh Ca0Baph: NETWORK_ACCESS,

e [Ipy HacTpoMiKe BXOLHOTO YCJIOBUA Habopa IIOJUTHUK eCTb OrpaHU4YeHUe II0
TACACS_PLUS, DEVICE.

IIpy  pelakTUPOBAHWHM YUIOBUM HEIOCPeACTBEHHO B IIOJUTHKE [106aBjsIeTCI BO3MOYKHOCTD
HUCII0JIb30BaTh HACTPOEHHOe yCI0BHe 6e3 coXpaHeHUs ero B buosmoTeke. /[71s1 3TOr0 HEOOX0IUMO I10CIIe
HaCTPOMKH, He COXPaHsIs yUIOBHeE, HAYKaTh KHOTIKY Wcnonb30Bath .

ITo HaYKaTHIO KHOTIKY COXPaHUTh U3MeHeHHs Oy/IyT COXpaHeHbI.

ITocite co3gaHusa HOBOTO Ha6opa IIOJTMTHUK HEOGXO,I[I/IMO HaCTPOUTDH /A HETO IIOJITUTHUKI

ﬁ ayTeHTUGUKAIIMU 1 aBTOPU3aI[iH. Bes aToro Bce MOIBITKY HOAKIIOUeHHs, TT0MaBIITHe
TI0/] JIOTHYecKoe YCJIO0BHe, OyAyT OTKJIOHEHHI COIJIACHO 3aITpelaloNiM IIpaBHjaM II0
YMOJITYaHUIO!
@ Ha60p IIOJIMTHK 10 YMOTJaHuI0 Default Takske MOKHO peJlaKTHPOBATh.

VaaneHnue Haﬁopa IIOJIMTHK

VnaneHue Habopa MOJUTHK OCTYITHO B MeHIO [ledcTBus . [IOCTYITHO yAaJeHHe TOJIHKO OJHOro Habopa
IIOJTUTHK 3a pas.
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KonuyectBo
cpabaTbiBaHWK

10 : »
Lo6aBuTE cBEpXY

J0BaBUTE CHMU3Y »

¥Y0anuTe

PucyHok 348. Bvlnadarowue MeHro 015 yoa1eHuUst NOAUMUKU.

KotmuecTBO cpabdaThIBaHMHA IOJTUTHKH

CYyéTUMKU B KOJIOHKe KonuyecTBo cpabaTbiBaHMi II0Ka3bIBAKOT, CKOJILKO IIOIIBITOK IIO/KI0YeHUs OBLIO
06paboTaHO C UCII0JIb30BaHUEM 3TOU IIOJUTHKU. V3MeHeHUsI 3HaUeHUI CBUJeTeIbCTBYET, UTO YCnoBue
cpabaTbIBaeT.

Ucriosmb3ysi cTaTyc (@ Mposepka yenoswii U HAOMIOHAs 32 CYETUMKAMH CpabaThIBaHUS,
@ MO>KHO CHayaJsIa ofo6paTh U O IAUTh YCJI0BUE, a JIUIIH IT0TOM BKJIIOUATh IIOJIUTHUKY B
paboTy, IepeBe/si eé B cTaTyC (&) BrnioueHo .

CyeTunKH CpabaThIBaHUsI 6CeX HaO0POB IIOJIMTHK MOKHO COPOCHTH IT0 KIMKY Ha (0 C6pocuTb - it
cbpoca cueTUYMKa KOHKPETHOTO Habopa Ha)KMHTe Ha YHCI0 B KOJIOHKe KonuuecTBo cpabaTbiBaHWi,

HaKMHTe Ha KHOIIKY C6pOCUTh U ITOITBEPIUTE TeHACTBHE.

Hacrpoiika IoJIUTHK ayTeHTHPHUKAIIUHA U aBTOPHU3aI[UH

JlaHHBIH pasfesl COZeP/KUT MHGOPMAIIMIO II0 HACTPOHKe (YHKITHMOHAMA, TOCTYI K

e KOTOPOMY ITPHOGpeTaeTcs OTeIbHO € IIOMOITHI0 OIOIHUTeILHOH OIITHH JTUI[eH3UH
NAICE-TACACS+. ITo BompocaM IpruobpeTeHUs QyHKIIMOHAIA OOpalaiTech K Bamemy
MeHeJ[Kepy MK Ha 3JIeKTPOHHYIO ITouTy eltex @eltex-co.ru.

IIpocMoOTp cMCKa MOJTUTHK B BBIOPAHHOM HabOpe MOJIMTHK

I IpOCMOTpa CIIKCKA IIOJIUTUK ayTeHTUGUKaruu U aBropusanuu TACACS Heo6X0IMMO HaKaThb »)

CIIpaBa OT BBIOPAHHOI0 Habopa IT0JIUTHK. OTKPOeTCs JeTaJbHasd CTpaHUIla Habopa OJIUTHUK, Ha KOTOPOH
MO>KHO U3MEeHUTH ITpaBIJIa OJIUTHUK ayTeHTUQUKAITUN 1 aBTOPHU3AITUH.
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GD ZlocTyn K 060pyAOBaHMI0 > MonuTyky TACACS+ > New Policy Set 1

< New Policy Set 1
{57

Konmuectso

Cratyc Ve Onvcarve Yenosus* nporokon i
cpaBaTbiBaHMit

@ Brawueno New Policy Set 1 PAP/ASCII 10
(0 DeviceModel Name Pasno 123123

® 0% 3Ok ODB O

MonuTuka ayTeHTU$MKaL MM -

@ @

Konuuecrso

+ Cratyc Nma* Yenosua* lenoyka naeHTUGMKaLMN® -
& u AeHTUOUKLY cpa6aTbiBaHMli

Noymonuawwo  Default Default sequence - 1o

MonnTnka aBTopK3aLMM ~

@ @

K
+ Cratyc Mms* Venosua* Mpogub TACACS+* Ha6op KomaHa TACACS +* ONMHECTEO
2 cpa6aTbiBaHMli

@ Noywonuammo  Default Deny all shell profile ~ Deny all - 1o

e

PucyHok 349. CmpaHuua npocmompa u pedakmupoeaHust Habopa noAUmMuK

[TocsleHYUe IIpaBUJIA IIOJIUTHUK ayTeHTHQUKAIIMK U aBTOpU3alluy ¢ MMeHeM Default
HeJIh 351 IlepeMeH0BaTh WJIUM U3MEHUTD UM YCJI0BHeE CpabaThIBaHUSL.

A OHu Bcerzia OyAyT ITOCIeJHUE B CIIKCKe, HIDKE PacIloJIOKUTh JPyTHe IIpaBuJIa Heslb3sl.
JlaHHBIe IIpaBUJIa IIpeJHasHadYeHs! /I OIIpe/ie/IeHUs [I0BeleHHUs 110 YMOJTYaHHs, KOIza
IpyTHe IIpaBHjIa He IT0JXO0/IAT.

dopma IIpocMOTpa OTLEIHLHOTO Ha6opa IIOJITMTHUK pa36HTa Ha OJIOKH:

* BJOK, OTBeUarwIMi 3a yIIpaBJeHHe Hab0poM IIOJUTUK, KOTOPBIM 0TOOpakaeT COZep KUMoe
BbBIOPAHHOTO Habopa IMOJUTHUK B (opmare aHaJOTUUYHOM HCII0JIb3yeMOMY Ha CTpaHuIle :policy-
sets/index.html.

¢ ITosuTHKA ayTeHTHHUKAIUH - yITpaBJIeHIe ayTeHTUQUKAITHeN I10JIb30BaTesIe.

* JloUTHKA AaBTOPH3aI[UH - YIIpaBJIEHHE aBTOPHU3AIlHeH IT0JIb30BaTesIeH, [IJIT OCTyIa K ITPOQIIII0
YPOBHEeH IIPUBIJIETHH, a TaK JKe I0CTYIIa K CITUCKY pa3peIieHHbIX KOMaH]/I.

dJIeMEHTBI VIIpaBJIEHUA:

® 3 -3ampoc aKTyaJbHOTO KOJIMUeCTBA cpabaThIBaHUU BCeX ITOJTUTHK.

° CTaTyC - BKIFOUMTh/BBIK/IIOUHUTH/II0CTaBUTh Ha MOHHUTOPHHT COOTBETCTBYIOIIYIO ITOJIMTHUKY.
® |IMa * - HaUMeHOBaHUe II0JIMTHUKH.

®* OnucaHue - IIPOM3BOJIbHOE OITHCaHHe.

* YcnoBus * - HCIOJb3yeMble JIOTUUECKHe YCI0BUS. ECIHM HCIOJb3yeTcs OGHOIMOTEYHOE YCIOBHE -
oToOpaXkaeTcs ero UM ECITU KCII0JTb3yeTcs He OMOMOTeYHOe YCI0BHE - 0TOOpaXkaeTcsd ero CTPYKTypa.

® [lpotokon *-Bcerma PAP/ASCII.
® llenoyka ngeHTudmkauum * - BeIOpaHHad [1eI10YKa UCTOUYHUKOB U eHTUQUKATIN.
® [podunb TACACS * - BBIGOP LOCTYIHBIX 11podrieii TACACS.

® Habop koMaHp TACACS * - BEIOOD [JOCTYITHBIX HA00POB KOMAaH/.
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. o
® ¢ -JIeHCTBHS:

© [lobaBUTb CBepXY - A006ABUTH IIPABUJIO ITOJUTUKU /[O BHIOPAHHOTO;

© [o6aBUTb CHU3Y - [06ABUTH ITPaBUJIO I10JTUTUKY IIOCJ/IE BHIOPaHHOTO;

© [ybnupoBaTb - 1006aBUTH HOBOe IIPaBMJIO IIOJMTHUKH, aHAJOTUYHOE BBIGPAHHOMY, IIepe[
Iy6IpyeMbIM IIPaBUJIOM;

© YpanuThb - yIJIUTh BRIOPAHHOE ITPABIIIO ITOJIUTHKH.

® Konunyectso cpabaTbiBaHMil - KOJMYECTBO IIOIIBITOK aBTOPHM3AIIUH, IIOAIIAfAIIMX II0][ YKasaHHbIe
VenoBus. Ipy HayKaTHUM Ha YHCII0 CpabaThIBaHUM CUETUMK MOKHO COPOCHTH.

® (CoxpaHuTb - COXpPaHHUThb U3MEHEHU.

® (OTMeHa - OTMEHUTH U3MEHEHUS.
[TapaMeTphl, OTMeUeHHbIe 3BE3/10UKOH *, 06s13aTeIbHBI /I 3aII0THEHUSL.

JI1s1 U3MeHeHUsI Topsifika mpaBuil II0OJTUTHUK ayTeHTUPUKAIIMKY U aBTOPU3aAIIU IIepeTaluTe BhIOpaHHOe
IIPABUJIO 33 3JIEMEHT ++ B KOJIOHKE + aHAJOTHYHO pasmesy :policy-sets/index.html.

PegakTHpoBaHHue IMMOJTUTHUK

Z[JIH PeaaKTHPOBaHUA IIOJINTHUK HEO 6XO,III/IMO Ha’KaTb )) CIIpaBa OT BLI6paHHOI‘O Ha6opa IIOJTUTHK.

TpebyeTca HaCTPOUTH KaK MUHHUMYM OJHO IIPAaBIJIO IIOJIMTHUKH ayTeHTHQUKAIMU U

A O/{HO IIPAaBHJIO IIOJIATHUKHU aBTOPU3AIIUHU [JI1 BO3MOYKHOCTH YCIIEIIHOTO I10JK/JIF0YeHUs
K/JIMeHTa C HCI0JIb30BaHueM [aHHOU mosmTuku TACACS, WU IIepeHacTPOUTH
3arperralee IIpaBuUiIo I10 yMOJ4aHUI0 Default.

II0OBEegEeHHEe, OOJHAKO [JId 0e3011aCHOCTH PEKOMEH/YETCAd HaCTpaWBaTb COOCTBEHHBIE

e [ToymMTUKY 0 yMOJYaHWUI0 Default MO’KHO OTpeLaKTUPOBATh, HACTPOUB JPYTroe
IIpaBUJIa, a IOBe/leHHe 10 YMOJTYaHUI0 0CTaBUTh 3aIlpPellaioIIM.

ITosiuTHKAa ayTeHTUPUK AN

MonmTtuka ayTeHTMdUKaLmm
@ W

Konuuecteo

+ Craryc Wms Yenosus*® [enoyKa AEHTUGMKaLMU® =
i u BRI cpabaTuiBaHuit

[E——— Default Default sequence - g

PucyHok 350. IIaHeab noAumuKu aymeHmug@uxkayuu.

JIUI HaCTPOWKHU ITOJIUTUKHU ayTeHTUQUKAITUU B 610Ke IlosinTHKaA ayTeHTHPHUKAIIH HE0OX0JUMO Ha>KaTh
KHOTIKY + .II0osIBUTCSI HOBO€ IIPaBUJIO.
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MonuTnka ayTeHTUUKaLMN
[}

Konnyecteo

+ Craryc Nms* Ycnosna* enok4ka MAEHTUKKaLMN* o
o u R ] cpabarbiatmii

Brawoueno icati x -
Authentication rule 1 + AoGasnTs |

Moywonuammo  Default Default sequence - 10

PucyHok 351. Hogoe npasuao hoaumuku aymeHmug@uxayuul.

B moste M BBeCTU HaUMeHOBaHUe IIpaBXJjIa IIOJIMTHUKH.

Pe,[[aKTI/IpOBaHI/Ie YCJIOBI/Iﬁ BBIIIOJTHSETCS CI10C0o60M, aHAJIOTHYHBIM OIIMCaHHOMY B YCJIOBUSIX.

e [Ipu HACTpPOMKe YCIOBUS IOJUTUKH eCTh OTpaHHYeHHe II0 HCII0JIh3yeMBbIM THIIAM
c1oBapeii. MOXKHO UCII0/Ib30BaTh cyioBapu: NETWORK_ACCESS, TACACS_PLUS, DEVICE.

[Ipy pemakTHPOBAaHWHM YCJIOBHH HEIOCPEACTBEHHO B IIOJIUTHUKE [06aBJSIETCSI BO3MO>KHOCTH
HCII0/Th30BaTh HACTPOEHHOE YCJIOBUe 6e3 coXpaHeHUs ero B buosinoTeke. /11 3T0T0 HE06XOAMMO II0CTIe
HACTPOMKH, HE COXPAHsIs YCIOBHUE, HAXKaTh KHOTIKY Mcnonb30Bath .

BrIGpaTh B BRIIIA/IaroNieM MeHro I]ermouka HaeHTHGUKAIHMH Heo 0X 0 TUMYO ITeTI0UKY.

HoBoe TIpaBWJIO IIOJHUTUKH TaK)Ke MOXKHO CO3[[aTh W3 CYIIECTBYIOIIEr0, AyOJMpPOBaB ero. /i 3Toro

Heo6XO0/IMMO BbIOpATh sKeJlaeMOe IIpaBUJIO/IIpaBIIa uepe3| |, a3aTeM HaKaTb ) Haf Tabumileil. Byger

CO37aHO HOBOEe IIPAaBWIO BBIIle BBIOPAHHOIO C AaHAJIOTMYHBIMU HACTPOUMKaMH U HMEHEM,
OKaHYMBAKIIMMCI Ha "_copy".

KHOIIKOH & CIIpaBa OT IIOJMTHKH MOKHO 106aBUTh HOBOE IIPaBUJIO BBIIE HJIH HIDKe, JyOIHpOBaTh
JI60 YIATUTE TEKYITIEE.

IIo HaYKaTHUIO KHOIIKHA COXpaHI/ITL HN3MEHEHUA 6y,U;YT COXpPaHEHBI.
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N Konwuyectso
JeHTUPMKaL MK -
cpabaTbiBaHWiA
e uenoy hd J E
Lob6aBuTb cBepXY
equence v

J0BaBUTE CHMU3Y

AdybnupoBaTb

YaanuTb

PucyHok 352. IToaumuka aymeHmuguxauyuu. Beitnadarousue merto. /Jleticmeausi.

Taxke MOKHO USMEHUTH CTaTyC IIOJIUMTHUKH aHAJIOTKUYHO CTaTyCaM B Ha60pax IIOJTMTHK.

MonuTtuka ayTeHTUGUKaL UK

@ W

+ CraTyc Mma*

3 Brnouero Authentication rule

() Brnroueno

(¥) BuikntoueHo
efault

@ Mposepkra yonosma

Pucynok 353. IToaumuka aymeHmuguxauyuu. HM3meHeHue cmamyca NOAUMUKU.
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ITo/ITMTHKA aBTOPHU3AI[HH

MonuTuka aBTopM3aLMN ~
[

Ko/uuecteo

- - o o
+ Craryc Nms Ycnosna Mpodune TACACS. Habop koMaHa TACACS: T

@ Mo ymonuanmo Default 10

Deny all shell profile + Denyall -

PucyHok 354. IlaHe1b NOAUMUKU a8mopusayuul.

Jl711 HaCTPOMKU IIpaBWJIa IIOJUTHUKM aBTOPHU3alliM B Ooke IIOJIMTHMKH aBTOPH3alMM HaKaTb + .
[TosIBUTCS HOBOE IIPaBHUIIO.

MonuTuka aBTopU3aLUN ~
& w

Konm4ectso

Crartyc Nmg* Ycnosna® MNpoduns TACACS+* Ha6op komaHg TACACS+* o
i o pod - D 2 * cpaaTbiBaHmii

Bunioueio

Authorization rule 1 X | | | pocan ‘ [ T ] [ M ]

Mo ymonuanmo Default Deny all shell profile ~ Deny all -

Pucyrok 355. Hosoe npasu/1o noAumMuKuU agmopusayuul.

B moJsie IMa BBeCTH HaMeHOBaHUe IIpaByJIa IIOJIUTHUKH.

/Ut pelaKTUPOBaHMsI YCIOBUS HEOOX0JUMO HakaTb - [Jo6asWThb - OTKPOETCS PeflaKTop YCIOBHIA.
PeJJlakTHUPOBaHUe YCIOBUH BHITIOTHSIETCS aHAJIOTHYHO OIIMCAHHOMY B VCIIOBUSL

IIpy HacTpoliKe IIOJUTUKU aBTOPU3allMK MOJKHO HCII0JIb30BaTh CJIELVIOLMe (IoBapu: LDAP,
NETWORK_ACCESS, TACACS+, IDENTITY, DEVICE.

[Ipy pemakTUPOBAHWM YCIOBUM HEIOCPEeJCTBEHHO B IIOJMUTHKe [100aBJsIeTCI BO3MOYKHOCTH
HCII0JIb30BaTh HAaCTPOEHHOe YyCI0BHe 06e3 cOXpaHeHMs ero B bubsmoTeke. /IL 9TOTO Hafo IIOCiIe
HAaCTPOMKU He COXpaHssd yCJI0BUe HaKaTh KHOIIKY Wcnonb3o0Bath .

Bri6pats B BrinagaroineM MeHto IIpodprias TACACS Heo6xouMbI 11po Griis TACACS.
BrI6paTh B Bhimaaroiiem MeHto Ha6op komang TACACS Heo6xoquMbIi Habop koMaH T TACACS.

HoBoe mpaBMJIO ITOJMTHUKH TaKXKe MOJKHO CO3[[aTh M3 CYIIECTBYIOIIEr0, MYOJIHPOBAB ero. JIjis 3TOTOo
He06XO0/TMO BBIGpATh >KeJlaeMoe ITPaBIJIO/IIpaBIJIa Uepe3| |, a 3aTeM HaKaTh () Haj Tabmurei. BymeT

CO37aHO HOBOEe IIPaBWJIO BBIIle BBIOPAHHOIO C AaHAJIOTMYHBIMU HACTPOMKaMH U HMEHEeM,
OKaHYMUBAKIIMMCI Ha "_copy".

., =
KHo1nkom : CIIpaBa OT IIOJIMTHUKH MOJKHO rZ[O(S:':IBI/ITIJ HOBOE€ IIPaBHUJIO BBIIIE WJIN HIDKeE, ,I[y@]IPIpOBHTB

JIM60 YATUTh TEKYIIee.
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Konu4ecTeo

»op KoMaHg TACACS+* _
PoP A . cpabaTbiBaHWiA

Lob6aBuTb cBepXY

eny all v [106aBUTb CHI3Y

AdybnupoBaTb

YaanuTb

PucyHok 356. IToaumuka asmopusauuu. Betnaoarowyue mento. /feticmausi.

Taxke MOKHO USMEHUTH CTaTyC IIOJIUMTHUKH aHAJIOTKUYHO CTaTyCaM B Ha6opax IIOJTMTHK.

MonutKka dBETOPM3aUMK

@ W

+ CraTyc Mma*

. BrnroueHo

Authorization rule 1
() Brnoueno

(®) BuikntoueHo
efault

@ Mposepka yonosma

PucyHok 357. Iloaumuka asmopusauuu. H3meHeHue cmamyca noAumuKu.

JLIst ymasieHusT HeCKOJIbKUX ITPaBHJI HE06XO0TMMO BhIOPATh MX C IIOMOIIBI0 | |, @ 3aTeM HaKaThb (] Haf

TabJIUIlel C IpaBUJIaMHU.

KHomka CoxpaHWTb CTaHeT [IOCTYITHA TOJILKO IIOCae Mo6GaBjeHHsT XOTsI Obl OJHOM, IIOJTHOCTHIO
HaCTPOeHHOM, HOJUTUKU ayTeHTUQUKAITIU U IT0JIUTUKYU aBTOPU3AITUH.

HaskaTb KHOIIKY COXpaHuTh .
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ITI1r0361 yBeAOMJIEHUH

YrnpaBiieHHe IIJII03aMHu

Onucanue

VIpaBileHHe IIUIF03aMU I103BOJISIET CO3[laBaTh, HACTPaUBaTh U HCIIOJIb30BaTh UHTEIPalliU C CEpBHUCAMU
oTrpaBKu CMC ziJ11 0CyIleCTBJIEHUS IO PTAJIbHOM aBTOPU3AIIUU U II0YTOBBIMU CepBEPaMH [IJIsI HACTPOUKU
YBELOMJIEHUN O CO3ZJaHUU U pelaKTUPOBaHUU I10JIb30BaTeslell CUCTeMBbL. CyI[eCTBYeT BO3MOYKHOCTH
HACTPOMKU HeCKOJbKUX CMC-IIUII030B, YTO II03BOJIIET TMOKO HacTpauBaTh HMHTErPal[UuU 1 KaKILoIo
TOCTEBOTO OpPTaJIa.

B maHHBIM MOMEHT peajM30BaHa HMHTerpanus TOJILKO II0 IpoTokosiaM HTTP/HTTPS 1yig rocreBoro
noptasa ¥ SMTP 11 1apoJIbHEIX IT0JIUTUK.

IIpocMOTp CHHCKa ILTI030B YBeAOMJIEHUI

2 B Liniossi ysegownernuit > Ynpasnenwe witosamu

ynpaaneuwe wnsamm

+ © O m

ws Tun nogxntoHerus Mcnons3osatie

Custom gateway HTTP Custom portal

Custom smtp gateway SMTP MaponkHbie NOANTIKM

Q
@
Q
&
© Demo gateway & DEMO Default portal
®
&
o
@

40 Bcero aneMeHToB: 3

PucyHok 358. Tabauua co CnUCKOM UMEHU{UXCSL ULH0308 Y8eA0MAeHUI

CHI/I3Y PacIIoJIosKeHa Ta6ﬂHHa CO CITMCKOM, KOTOPasdA COAEPIKUT KOJIOHKU:

® |IMa - Ha3BaHMe IIUTI03a.
°© (& - laHHas CYIIHOCTD SIBJII€TCS CUCTEMHOM ¥ HeJ[OCTYITHA /LIS Y aJIeHHUS.
® Tun nopknwyeHns - THII IIOLK/IIOUeHM IIUIF03a. MOoXKeT ITpUHUMaTh 3HadyeHus: DEMO, HTTP, SMTP

®* licnonb3oBaHue - CIIMCOK CYHJ,'HOCTeI‘/JI, B KOTOPBIX HUCITOJIB3YyeTCA rEL{:lHHI:;II\/'I ITUTEO3.
Taxoke JOCTYIIHBI JOIIOJIHUTE/IbHBIE KOJIOHKH, HACTPauBa€MbIE B m] B ITIaIIKe Ta6JII/IL[BIZ

® OnucaHve - OnIHCcaHMe LIUTI03a YBeL0MIeHUM.

® [lononHuWTenbHas uHpopMaumns - Colep>KUT [OTIOJTHUTE/IbHBIE aHHbIe O CYIIleCTBYIOIEM MHTerPaIluH.
JIeMeHTHI YIIpaBJIeHUS:
® 1 -/lo6aBUTH HOBBIH 3JIEMEHT.

e = -OO6HOBUTH JaHHbIE TAOIUIIBI.
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* [ -VoasmuTh BRIGpaHHBIE 3JIEMEHTHI (HEAKTHBHO, II0KA He BEIOPAH XOTh OJ[UH 3JIEMEHT).
®* (D - OTKpBITH OKHO HaCTPOMKH 0TOOpaskaeMbIX KOJIOHOK Tab/IUIIHL.

. - UeKO0OKC, KOTOPBIM OTBeYaeT 3a BHIOOP 3JIEMEHTOB [JIA BBHITIOJTHEHUS MaTbHENINX AeHCTBUMN

(HammpuMep, yaeHus).

/lo6aBJIeHre NIUTI03a YBeL0MJIeHUI

Jly11 mo6aBJIEHUS IIUTI03a YBEOMJIEHU HAOKMHUTE =+ .

BD Lot onoBelerMi > YnpaBneHue wiosami > [lo6asnenue
< [o6aBneHve

Tun noakmiouems *

Onucanune

® O % D OQMkOB O
s
H

0/1000

®

PucyHok 359. CmpaHuua dob6as1ieHuUsl w/1103a y8eooM/AeHUll
B oTKpbIBIIIECA pOpME MO>KHO 3aII0JTHUTE CIeVIOIe IlapaMeTPhL:

®*  Tun nookoYeHus * - TUII IIOAKJ/IFOYEHUMS ITUTFO3a.

® |IMa * - HauMeHOBaHUe IIUTI03a YBEJLOMIEHUH; N0/DKHO ObITh YHUKAJIBHO B paMKax CIIKCKa IIUTH030B.
MakcuMasibHad JiHa - 200 CHMBOJIOB.

* (OnucaHue - OIIKMCAHMeE IIUI03a yBeLOMIEHUNU. MaKcuMaibHas AirHa - 1000 CMMBOJIOB.

HapaMeTpLI, OTMEUYeHHbIEe 3B63ﬂ;0‘—IK0171 * 006s13aTe/TbHEI JJId 3aII0JTHEHH .
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GD LUnio3sl OMloBeljeMid > YNpasneHme unosamn > [06aBneHme

« [o6aBneHune

TUn nokAiodeHns *
HTTP/HTTPS

SMTP

Onucaune

® 0% 3Q0kODB O

0/1000

o

o Npumennts  Otmena ([IIZLN

Pucynok 360. CmpaHuya 006as8.1eHuUst W.1103a y8edoM/1eHULL C 8blLOOPOM Muna NOOKAHUEHUS

JlaibHelIlasg HaCTpOIKa IIUII03a 3aBUCUT OT BhIOPAHHOTO THUIIA IIOAK/I0UeHUd. [Iogpo6Hee 0 HaCTpoMKe
HTTP/HTTPS 1 SMTP IIUIF030B MO>KHO IIPOYNTATh B COOTBETCTBYIOIIMX pa3/esiax.

ITocsie BBOZa HEOOXOUMBIX [TaHHBIX HaKMUTe KHOIIKY "/lo6aBUTH" /IJI1 COXpaHEHUs U BO3BpaTa Ha
CTPAHMUITY CO CIIUCKOM IIUTF030B, UJIM HAKMUTE KHONIKY "I[IpUMeHUTB" [JI11 TOT0 YTOObI COXPAaHUTD IIUIH03 1
0CTaThCd Ha CTpaHUIIE.

PejakTMpOBaHUE IITIO3a YBEAOMJIEHUI

JIJ1s1 pelak THpOBaHMSI 1ILUTI03a YBeI0MJIEHHUHM He06X0/TMMO Ha CTPAHHUIIE CO CITUCKOM Ha)KaTh Ha ero UMsL.

Mma
Demo gateway &
Custom gateway

Custom smtp gateway

PucyHok 361. I'unepccoblika Ha cmpaHuuy peoaKkmupo8aHust WAr3da.

I[Iocte 3TOTO OTKPOETCS OKHO pelaKTHPOBAHUS, aHAJIOTHYHOE CTPAaHHUIIE 10 6aBIeHUS.
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s BD LUnio3sl onoBeleHnii > YnpasneHue Wwik3amn > Custom gateway

Q « Custom gateway
@
Tun nogxniouenns
Q
&
© Wmar
® Custom gateway
& Onucanve
0
@
041000
PepjakTop 3anpoca Ha oTnpasKy coobuyeHus
TaiimayT nogkniouenus * @ HTTP-meTop *
3 POST v
TaiimayT uTenns * @ URL API*
3 hitps://test test/apiZparam=s{key}
TaiimayT oteta *
3
Mpoeepka SSL/TLS cepTudumkara npu ycraHoeke coeuHeHus ¢ HTTP/HTTPS-wno3om
Cronb308aTL NPOBEPKy SSLITLS cepTudwmkata
Monb3oBaTenbckie Nepementbie  3aronosku  Teno sanpoca
@ B KauecTBe 3HaveHNIA aTPUEYTOB MOXHO UCTIONIb30BATH CMCTEMHBIE MIEPEMEHHbIE, NGO 3aAaTh TEKCTOM CBOM. x
® ATPN6YT * 3HayeHWe aTpnbyTa *
o key = | value +
=]
OmMpasnTL TecToBOE CMC
o

PucyHok 362. Cmparuya pedoakmuposarust HTTP/HTTPS wiro3a ygeoom1eHull

S B LUnio3bl onoBeweHnii > YnpaBneHue Wwakosamn > Custom gateway
« Custom gateway

TUN nogkiodeHns *

Wms *

Custom gateway

Onucanne

® 0O 9% >3O0k OB O

041000

Hactpoiiku SMTP-winioza

Vs cepeepa *

testHost

Mopt *

4200

VM oTnpasnTens *

userName

Aapec oTnpasuTens *

username@naice.ru

TaiimayT oTBeta * @

3

ABTOPU3aLMA NPW YCTAHOBKE CoeAMHeHMs ¢ SMTP-winiosom

MCronL30BaT aBTOPH3ALMIO

Wmsi nonb3osatens * @

Napons *

®  Mposepka SSL/TLS ceptudrikara npu ycraHoske coegurenmsi ¢ SMTP-wntozom

@ cnons3oBats nposepky SSLTLS ceprudukara
=]

OmnpasuTs TecToBoE NNCHMO
0

PucyHok 363. Cmparuua pedakmuposaHust SMTP w.1r03a ygedomaeHuUll

ITocse perakTUPOBaHUAI HEOOXOAUMO HaKaTh Ha KHOIIKY "CoxpaHUTh". KHOIIKa CKpPBITa, ITI0Ka He OyIeT
BHECEHO XO0TsI 6bI 0/THO U3MEeHEeHHeE.

Kuo1ka "OTMeHa" 0CylIlecTBIIIeT COPOC BHECEHHBIX U3MEeHEeHUH 10 UCXOJHOTO COCTOSTHUSL.
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ViajieHue NUI03a yBeI0oMJIeHIH

[ ymaJleHUs B OKHEe CO CIIMCKOM Ha/o BBIIEIUTH YeKOOKC CjeBa OT HAaMMEHOBAHUS IILUTIO30B
yBeJOMJIEHH, KOTOPBIe TPeOYeTcs YIAIUTh, U HAXKaTh KHOIKY [[ij BBEpXY CJIeBa.

2. BD Linioss yBesomneHMit > YNIpaBeHMe Wito3amu

YripasneHue wawo3amm

-] Wma Tun nogtoueHus Mcnons3osaHite

Custom gateway HTTP Custom portal

Q

@

Q

2

@ Demo gateway (& DEMO Default portal

@

& Custom smtp gateway SMTP MaponbHbie NOANTUKK
e}

@

<]

40 BuIGpaHO 3neMeHTOB: 1133

PucyHok 364. Bvl6op w1r03a 8 mad.uuye 045 yoaneHus

ViaseHue 3jIeMeHTOB TpebyeT IT0ATBEP>KeHHUsI B MOJJaIbHOM OKHE.
A BriGpaHHble 37eMeHTHl OyAyT y[ajJeHbl TOJIbKO II0CIe $IBHOTO IIO[TBEPIKIEeHUS
OIeparym.

{\ NogTeepxaeHWe aelicTBNA

[JaHHble ByayT yaaneHsl. Bbl yBEpeHkI?

- €

e J

PucyHok 365. luanozo8oe 0KHO noomeepacoeHUs delicmeust

HTTP/HTTPS
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PegaKTop 3ampoca Ha OTHPaBKY COOOIIeHUS

® e

® 0% 3QkODB O

BD LUnio3sl OMOBeLEHMA > YNpaBneHue Wik3amn > [lo6asneHue
« [o6aBneHune

Tvn nogknio4eHns *

HTTP/HTTPS v

Wms *

Onucaune

0/1000

Pe/aKTop 3anpoca Ha OTNPaBKy cOO6LLEHAS

TavimayT nogkniouens * @ HTTP-MeTos *

3 POST v

TaiimayT |teHna * @ URL AP+
3

Taiimayr oTeera * @

3

Mpoeepka SSL/TLS cepTudukara npu yeraHoBKe coeAuHeHus ¢ HTTP/HTTPS-wnto3om

VCnoNk308aTh NPoBEpKY SSLITLS cepTudukata

MoNb30BaTeNbCKNE NEPeMeHHble  3aronoBku  Teno 3anpoca

© B xauecTse sHaueHuit aTPNEYTOB MOXHO cucTemMHble M6 3aaTh TEKCTOM CBOM. x

ATpHEYT 3uauenme aTpubyTa

= +

OmnpasuTs Tecrosoe CMC

Mmoo (S
PucyHok 366. Cmparuua co3oarust HTTP/HTTPS wro3a

IIpu BrEIOOpe Tuma nopkaoueHuss HTTP/HTTPS B gopme co3maHUA IIUI03a CTAHOBSTCSI [TOCTYITHBIMHU
CJIeIyIOIHe ITapaMeTpPhl:

B

TaMayT nopknwyeHus * - MaKCMMa/IbHOE BpeMs OJKHUJAHUS COefUHeHHs C cepBepoM (cek.). ITo
YMOJIYaHUIO 3 CEKYH/IBI.

TanUMayT 4TeHus * - MaKCHMaJIbHOe BpPeMs OKHIAaHUS HAaHHBIX OT cepBepa (cek.). [To ymogaHuio 3
CEKYH/IBI.

TaMayT oTBeTa * - MaKCHMMaJbHOE BpeMsi OKUIAHUS OTBeTa OT cepBepa (cek.). Ilo yMoyrgaHuUIo 3
CEKYH/IBL.

HTTP-meTon * - BBINQMAIOIIUN CIIHCOK C BbIOopoM HTTP-meTona [y uHTerparuud. Ha BBIOOP
rocryrrHel sHaueHus: GET, POST, PUT. ITo ymoJsryaHuro POST.

URL API * - agpec, Ha KOTOpLIfI 6YI[eT BBIIIOJIHATHCA 3alIpOC Ha OTIIPAaBKYy COOﬁH.IEHI/IH B paMKax
HHTerpaluu.

pamMkax cosmanusg HTTP/HTTPS wmuHTerpammu [ocTyiHa rubkas HacTpOMKa 3allpoca Ha OTIPaBKY

coobmenus. Ha ctparurie co3ganus CMC 1IUII03a [OCTYIIHO 3 pasjiesia 11 peaKTHPOBaHMUs 3aIIpoca:

Monb3oBaTeNlbCkMe MepeMeHHble - Pasfesl COo3LaHKs I10JIb30BaTesleM CHCTEMBI COOCTBEHHBIX
IepeMeHHBIX, HeOOXOAMMBIX [JI1 CO3JaHusA 3alpoca, HalpHUMep, JIOTHMH/IIaposb/API-Key 1
uHTerpanuu. /[yl co3maHus IlepeMeHHOM HeoOXOJAHUMO yKa3aTh ee MMS B rpade "ATpubyt' U ee
3HaueHUe B rpade "3HaueHue aTpubyra'. [obaBjeHHe HOBOM IIEpEMEHHOM OCYIIEeCTBIIIETCI C
IIOMOIIIBI0 KHOIIKK - , & y/[aJIeHHe C IIOMOIIBI0 KHOIKK i) .
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3aronoBKu - paszesI Co3faHus I10JIb30BaTeseM cucremMsl HTTP 3aros10BKoB /i1 3ampoca. Uit cosmaHus
3aroJIoBKa HeoOXOJMMO yKasaThb €ro MMs B Iojie "ATpHOyT' W ero 3HadeHHe B II0Jle "3HaueHUe

arpubyra’. 3HaueHHEeM TaK >Ke MOKeT ObITh IlepeMeHHas. /Ii1 BbIOOpa IlepeMeHHON HasKMUTe

AHaJIOTUYHO paszgesry C IIOJIb30BaTe/IbCKHMHK II€peMEeHHBIMU, /106:':1BIIEHI/IB HOBOI'O 3aroJIOBKa
OCYIIIEeCTBJ/AETCA C IIOMOIIBI0 KHOIIKKA + , d yoaJIeHHe C IIOMOIIIBI0 KHOIIKH '@ .

® Teno 3anpoca - pasfes pefaKTUPOBAHUAI Tesa 3allpoca. 3alllCh TAaHHBIX OCyIecTBJsieTc B JSON
¢opmate. B JaHHOM pasfeJsie TaKKe paspellaeTcs UCII0Ib30BaHMUe IlepeMeHHbIX B KaueCTBe 3HaUeHHs.

Pa6ora c nepeMeHHBIMH

Juia TMOKOM HacTporku CMC HHTerparjy IIpejliojiaraeTcs HCII0JIb30BaHMWE I10JIb30BaTebLCKUX U
CHUCTEMHBIX IIepeMeHHBIX IIPU COCTaBJIeHMM 3airpoca. CHCTeMHBIMU IIepeMeHHBIMU CUMTAITCA "TeKCT
coobmreHus" 1 "HoMmep TesredpoHa". Bee mepeMeHHBIE MOKHO HCII0JIL30BaTh /JIS1 II0[CTAHOBKU 3HaYEHUH B
URL, saroyioBKH M TeJIO 3arpoca. IIoMHMMO IlepeMeHHBIX HaCcTpauBaeMbIX II0JIb30BaTeIeM CHCTEMBI,
CYILIeCTBYIOT CHCTeMHEIe IlepeMeHHBle ${msg} u ${target}, o3HauaroIe TEKCT COOOIIEHNI U HOMEpP
TesiepoHAa COOTBETCTBEHHO.

HTTP-meTOpg *

POST ™

URL API *

https://test.test/api?param=%{key}

Pucynok 367. IIpumep dobasieHus nepemeHHoll 8 URL 3anpoca

Monb3oBaTenbckue nepemMeHHble 3aronoBkn Teno 3anpoca

o B Ka4yecTBe 3Ha4YeHWid ﬂTpMsYTDB MOXXHO MNCNONb30BaTh NONb30BATENBCKWE UM CUCTEMHbIE NEPEMEHHbIE, nnbo 3ajaTb TEKCTOM CBOW. X

ATpubyT * 3HayeHne aTpubyTa *

Message = | s{key} B +

@ e

OTnpasuTk TecToBoe CMC

PucyHok 368. IIpumep dob6as.1eHUst nepeMeHHOl 8 3a20.1080K 3anpoca
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Monb30BaTENLCKWE NEpeMEHHbIE 3aronoBkKW Teno 3anpoca

"destination™: "${target}",
"text" "${msg}"

PopmMar: |SON

OTnpaBUTL TecToBoe CMC

PucyHok 369. IIpumep 006a8/1eHUS nepeMeHHOU 8 meJo 3anpoca

ITpoBepka SSL/TLS cepTudukara npu ycraHoBke coeauHeHusi ¢ HTTP/HTTPS-nutro3oMm

Mpoeepka SSL/TLS ceptudmrkata npn yctaHoBke coefinHeHna ¢ HTTP/HTTPS-wino3om

MCNONb30BaTh NPOBEPKY SSL/TLS cepTudmMkaTa

PucyHok 370. Hacmpolika omegeHarowas 3a npogepky cepmugpukamos

Ecmu ripu yecranoByieHUH coefHeHMs ¢ HTTP/HTTPS cepBepoM HE0OXOIUMO OCYII[ECTBJISATE IPOBEPKY €r0
cepTudUKaTa, TO HeOOXOAMMO BKIOUUTHL YEeKOOKC MCMnoNnb30BaTb npoBepky SSL/TLS cepTtudukaTta.
IToipo6Hee MOYKHO TPOYUTATH B pa3iesie JOKYMeHTAITHHU [JIS1 T0BEePEeHHbBIX CePTUPUKATOB.

OTl'Ip dBKa TeCTOBOIroO COOﬁIJ.(EHI/IH

ITocsie 3amoJTHeHWsI BCeX HEOOXOIUMMBIX IJIS 3aIlpoca U IIUIF03a NAaHHBIX W UX COXPaHEHWS CTAHOBUTCI
IOCTYITHOM KHOIIKa "OTtmpaBuTh TectoBoe CMC". IIpn Ha)KaTWM Ha Hee OTKPOETCI OKHO ITPOBEPKU
CO3aHHOM MHTeTPalliy C I10JIeM BBO/ia HoMepa TeslepoHa.
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MpoBepka MHTerpauuu X

Homep TenedoHa *

+7 999 999-99-99

OTMmeHa [EonTELTE

L A

PucyHok 371. OkHO nposgepku co30aHHoU CMC uHmezpayuu

[Iocte 3arosHeHMsT HoMepa TesepoHa M OTHpaBKH CMC II0JIH30BaTENI0 CHCTEMBI OTKPOETCS OKHO C
Pe3yIbTaTOM ITPOBEPKH.

F N
Pe3ynbTaT NnpoBepkw MHTErpauumn

MpoBepka UHTErpaLMK BeINMONHEHa. PeyibTaT: o

Message has been sent

3aKkpbiTh

L J

PucyHok 372. OKHO pe3ynibmama npogepku co30arHHoi CMC unmezpayuu

SMTP
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HacTpoiiku SMTP-u1r03a

® 0% 3Q@0Mk0ODB O

I[Ipu BeIGOpe THIA HoAKIroueHHss SMTP B popMe co3[aHus ITUTI03a CTAHOBSITCS OCTYITHBIME CJIEIYIOIITHe

BD LUnio3el onoBeleHMii > YNpaBneHue wio3amn > [Jlo6aBneHue
« [lo6aBneHne

TUN nokmiodeHns *

SMTP v

Vs *

Onucaune

041000
Hactpoiiku SMTP-winio2a

U cepeepa *

Mopt *

25
Ums otnpasmTens *

Aapec oTnpasuTens *

TaiimayT oTBeTa * @

3

ABTOpM3aLMS MU yCTaHOBKe CoeguHerus ¢ SMTP-wiozom

MCroNL30BaTh aBTOPH3ALMIO

Wmsi nonbsosatens * @

Napons *

Mpoeepka SSL/TLS cepTudukaTa Npu yeTaHOBKe coeuHeHUs ¢ SMTP-wntozom

VCNoNb308aTh NPoBEPKY SSLITLS cepTudukata

OTNPaBNTL TECTOBOE NACLMO

PucyHok 373. Cmparuua co3darust SMTP waro3za

IapaMeTpsbl:

mMs cepsepa * - IP-ajipec, WJIM JOMEHHOE UMsI IIOYTOBOTO CEPBEPA, K KOTOPOMY GY/IeT BBIIIOJIHSITHCS

obpalreHue.

Mopt *-1mopT SMTP cepBepa, Ha KOTOPBIM Oy/[eT BEIIIOJIHATHCI 00patteHue. [Io yMo9aHuio 25 IOPT.
M oTnpaBuTens * - UMs, KOTOpOe OyZeT yKasblBaThCS B IIUCbMe.
Appec oTnpaBuTens * - IOYTOBBIN afipec, KOTOPHIN OyfleT yKasbIBaThCSA B IIMCbMe

TavMayT oTBeTa * - MaKCMMaJbHOE BpeMsI OXKHUIaHUS OTBeTa OT cepBepa (cek.). [Io ymogaHuio 3

CEeKYH/IBL.
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ABTOpH3aIs IIPH yCTAaHOBKe coeguHeHusI ¢ SMTP-1u1ro3om

ABTOpK3aLUWnsa Npu ycTaHOBKe coefMHeHUA ¢ SMTP-winozom

MCNONB30BaTh aBTOPU3aLIMID

MmA nonb3osBatensa * (3

testName

Maponb *

PucyHok 374. Hacmpolika omeeHarou,as 3a agsmopusauuro nosis3dogamenst Ha SMTP cepgepe

Ec/mi TT0UTOBEIH cepBep TpebyeT aBTOPHU30BBIBATh I10JIb30BATe IS AJIS OTIIPABKH ITHUCbMa, TO HE0GX0MMO
BKJIFOYUTL YeKOOKC MCMOMb30BaTb aBTOpPWU3auuio, ITOCIE Yero /I pefaKTUPOBAHUS CTAHYT JOCTYITHEI
elrle IBa IrapaMeTpa:

® |IMs nonb3oBaTens * - IIOYTOBBIY a/ipec, UM JIOTHH I10JIb30BaTesIs, 110 KOTOPEIM Oy/leT BBIIIOJIHSITE
aBTopusarusg Ha SMTP cepBepe.

* Maponb * - mapoJIk IT0JIH30BaTEJI, IO/ KOTOPBIM GyZeT BHIIIOJIHSATL aBTOpH3aIiusi Ha SMTP cepBepe.

ITpoBepka SSL/TLS cepTuduxaTa IpH ycTaHOBKe coeguHeHHsA ¢ SMTP-11U1r030M

Mpoeepka SSL/TLS cepTtudukara npm ycraHoBKe coeguHeHns ¢ SMTP-wno3om

MCNONb30BaTh NPOBEPKY SSL/TLS cepTudmkaTa

PucyHok 375. Hacmpolika omeeuarou,as 3a nposepKy cepmugpuxamos

Ecm ipu ycraHOBJIeHUMU coefuHeHUs: ¢ SMTP cepBepoM He06XOJMMO OCYIIECTBJISITH IIPOBEPKY €ro
cepTUHUKATa, TO HEOOXOJUMO BKJIIOUUTH YeKOOKC WCMofib30BaTb MpoBepky SSL/TLS cepTudukata.

ITogpo6HEee MOKHO IIPOYUTATh B pasfiesie JOKYMeHTAIIUH [IJIS1 [I0BePeHHbBIX CepTUQUKATOB.

OTIIp dBKad TeCTOBOI'O IIMCbMa

ITocsie 3amoJiHEHUS BCeX HEOOXOUMBIX HACTPOeK IIUIF03a U WX COXPaHeHWs, CTAHOBUTCSA [[OCTYITHOM
KHONKa "OTIpaBUTh TeCTOBOe MUCBMO". [Ipy Ha)KaTUU Ha Hee OTKPOETCsI OKHO IIPOBEPKHU CO3JLaHHOU
HHTerpalyy ¢ I1ojieM BBoJa II0YTOBOTO axpeca.
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MpoBepka MHTerpauuu e

Email nony4arena *

test@naice.ru

OTMeHa OTnpaBnTE

L J

PucyHok 376. OkHO npogepku co30aHHOU SMTP unmezpavuuu

[Iocte 3aroJIHEHWs IIOYTOBOTO afpeca YW OTIPAaBKM ITHMCbMa II0JIb30BAaTeNI0 CHCTEMBI OTOGPa3UTCS
COOOITIEHHE CO CTaTyCOM OTIIPAaBKH.

(¥) TectoBoe NMcbMO oTNpaBNeHo

% r

PucyHok 377. OKHO pe3yabmama nposepku co30aHHoU SMTP uHmezpayuu
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HacTpoMKHu CHCTEeMBI

Cucrema

OO0111He HaCTPOMKH

Paszesr 06wme HaCTPONKM BKJIFOUAET B cefst HACTPOHKH CHCTEMBI, BJIHSIONITE Ha pa6oTy NAICE B 11e/10M.

Cuctema

06 Me HaCTPoORKK

Agpec 6a3bl JaHHbIX *

MNepeg BHECEHWEM U3MEHEHWI 03HAKOMBTECh C
JokymeHTauwei

postgres:5432

A3bIK cucTemel * ()

PycckuriA w

PucyHok 378. Obwjue Hacmpotuku

Anpec 6a3bl JaHHBIX
JlaHHas IrpyIiia HacTpoeK II03BOJIIeT YKa3aTh OJUH (B CIydae yCTAaHOBKU 0e3 pe3epBHUPOBAHMS) WM [Ba

(B cryyae KiacTepa) agpeca 6a3bl JaHHbIX PostgreSQL.

OT KOpPPEKTHOCTH yKa3aHWs a/ipeca/apecoB 6a3bl JaHHBIX 3aBUCUT PAb0TOCIIOCOGHOCTD

0 BceHd cucTeMsbl. lIpH yKasaHWM HeIPaBHJILHOIO ajpeca BO3MOJKHA IOJIHasA II0Teps
rocryria K NAICE.

ITocie pasBopaumBanusa NAICE /i HacTpoeK OyIyT yKasaHbl 3HAUEHUS I10-YMOJTUYaHHUIO, B 3aBUCHMOCTH
OT CXeMbI yCTAHOBKH:

® O0JHOXOCTOBAas yCTaHOBKa 0e3 pe3epBHPOBaHM - naice-postgres:5432 (ampec docker-KoHTelHepa C
B/l B docker ceTu OyeT IT0JIydeH aBTOMATHYeCKHN)

* KJacTep - 06a azpeca GyIyT 3aII0THEHBI 3HAUEHUSIMH IPv4-agpec-Hogbl : 5432

TpeGoBaHUSI K YKa3bIBa€MOMY a/Ipecy

® AJpec yKasbIBaeTcs B opMaTe [OMEHHOE-UMS :NopT MK IPv4-agpec:nopT.

e Eum yKa3aHHOE JAOMEHHOe HMs He SIBJIIeTCI HMeHeM KoHTeliHepa B docker ceTH, TO TpeGyeTcs
06ecreunTh pa3peleHre 3TOr0 UMeHH.

e Jlo yKasaHHOMY a/ipecy J0JDKeH ObITh mocTyiieH PostgreSQL ¢ aktyanbHOU 1uig NAICE aToil Bepcuu
schema.
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Hepe,u COXpaHEHHEM HACTPOEK IITPOUCXOOHUT IIOIIBITKa IIPOYMTAaTh [AdaHHBIE IIO0

A yKasaHHoMYy azfpecy us b/l phoca. Ecmi B PostgreSQL mprcyTcrByeT Toaibko B/] phoca
M OTCYICTBYIOT Ipyrhe b/, TO IpoBepKa IIPOHJET JIOXKHOIIOJIOKUTEJBEHO U

HaCTPOUKU OYyT COXpPaHEHBHL.

MexaHHU3M COXPaHEHHUs aJpeca

1. IIpu cTapTe cepBuca naice-phoca agpec B/l BEIYMTHIBaeTcs U3 paiiia ¢ TepeMeHHBIMH OKPY>KEeHUSL.

2. HpI/I PeaaKTHPOBAaHUH aJipeca HOBBIM aapec U3MEHSETCA B c])afme C IIepeMEHHBIMH OKPY;KE€HUS U B

PostgreSQL 110 cTapoMy ¥ HOBOMY aZipecy.

JUI1 TIpUMeHeHUWs HaCTpoeK IIPOU30MIeT IlepesallyCcK cepBHca nhaice-radius, 4ro
IpUBeeT K KpaTKOBPEMEHHOMY IlepepbIBY 00paboTKu RADIUS 3am1pocoB.

OC0o0eHHOCTH HAaCTPOMKH KJ1acTepa

ITpu cMeHe afpecoB B/[ B cxeMe yCTaHOBKHU C pe3epBHUpPOBaHKUEM He00X0/[UMO, YTO6BI TOJILKO OJHA HOJA
HaxOoJUIach B COCTOSTHUU primary. Ecir 06e HOZbI OYAYT HaXOAUTHCI B cocTossHUU read-only (standby),

npousouzet roTeps gocrymna K NAICE.

SI3BIK CHCTEeMBI

SI3BIK, HCHOHBSYEMbIﬁ HEKOTOPhIMH CepBHCaMK [Jid OIIpedesieHHWd JIOKaJIM3allhKh TeKCTa [IJId

II0J/Ib30BaTeJIA. HaCTpOIZKa BJIMAET Ha:

® 43BIK II10-YMOJIYaHHIO [JIA HOBBIX CHCTEMHBIX II0JIb30BaTesIeN (KakK JIOKAJIbHBIX, TaK U M3 BHEIIIHHX

HCTOUYHHUKOB)
® 3BIK CHCTEMHBIX COOBITUH B pasesie CrcTeMHbIE COOBITHS

® g3BIK TeKCTa email-yBeoMIEHHH, O THPABJISIEMBIX ITUTFO3aMH OTIOBeITIeHUH TUa SMTP

SI3BIK COOﬁLT.IGHI/IH, KOTOpPO€ OTIIpaBJAETCAd IIOJIB30OBATE/JII0 B XO/1€ HOpTaJIBHOfI
@ dBTOPHU3alluH, 3aBUCUT OT BBIGpaHHOI‘O I10JIb30BaTeJ/IEM A3bIKa II0PTaJsIa.
JIOKaJII/IsaI_II/ISI I/IHTepQ)eﬁca OJB1 KaKIOT0 CHCTEMHOTIO I10JIb30BaTe/Isd HAaCTparBaeTCsA
@ Ha cTpaHulle HacTpoMiky akKayHTa.
CepBHCEHI

Ha ma"HHOM cTpaHulle HacTparuBaeTcs pabota RADIUS-cepBepa B coctaBe NAICE.
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CepBuchl

RADIUS TACACS+ XypHan cobbITWA

MopT ayTeHTUdKMKaLK RADIUS *
1812

CpoK XxpaHeHWA ceccum RADIUS, gHeid *

31

PucyHok 379. Hacmpolixa cepguca RADIUS

K HacTpoiiKe IOCTYITHBI CJIEAYIOITHE [TapaMeTphI:

® TflopT ayTeHTupmkaumm RADIUS - UDP-mtopT, Ha KoTopoM RADIUS cepBep oskugaeT RADIUS-3atrpocel. I1o
YMOJTYaHUIO - 1812.

[Ipu coxXpaHeHUU KOHQUIYpaIlWM BBIIIOJHIETCS IIPOBepKa 3aHATOCTU TOJIBKO TeX
UDP-TIOpTOB, KOTOpbIE HCIIOJb3YIOTCI KOHTerHepamu Docker. IIopT, 3aHATHIHN

A orykbaMHU WM IIPUJIOYKEHUSIME, YCTAHOBJIEHHBIMU HeIIOCPeLCTBEHHO Ha XOCT-
ManmHe (BHe Docker), He mpoBepsieTcs. Bo n3be)kaHre KOHQJIMKTOB HAaCTOSTEIHEHO
PeKoMeHyeTcs Ilepe]; COXpaHeHHueM BPYUHYI0 YOeJUThCs, YTO BhIOpaHHBIU IIOPT He
HCII0JIb3YeTCs JPYTUMH IIpOoIieccaMy Ha cepBepe.

JlJ11 IpUMeHeHUs HaCTPOMKU IIPOM30MeT IepesallyCcK cepBHca naice-radius, 4ro
@ IIpUBezeT K KpaTKOBpeMeHHOMY IlepepbIBy 06paboTky RADIUS 3a1ipocoB.

® (Cpok xpaHeHus ceccumn RADIUS, pgHewn - KOJIMUECTBO IIOJIHBIX JHEH ¢ gaThl co3gaHus RADIUS-ceccuy, B
TeueHHe KOTOPbIX OHU XPaHATCA B 6ase JaHHbBIX. [10 UCTeUeHUIO0 TAaHHOTO CPOKa CECCUU YA aIatoTcs. 1o
YMOJIYaHHUIO - 31.

Ceccuu IIPOBEPAIOTCA Ha HCTeYEHHUE CPOKa XPaHEHHUd II€EPUOJUYECKH U YAa/TA0TCA
110 paCIIMCaHUIO.

TACACS+

Ha manHOM cTpaHuUIle HacTpauBaeTcd pabota TACACS-cepBepa B coctaBe NAICE.
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CepBuchl

RADIUS TACACS+ HypHan co6beITWIA

NMopT TACACS+ * (3
49

CpokK XpaHeHWa akkayHTUHra TACACS+, AHeid *

31

Cpok XpaHeHWA cecci TACACS+, gHeld *

31

PucyHok 380. Hacmpotixa cepguca TACACS

K HacTpoiiKe JOCTYITHBI CIEYIOIIHE TTapaMeTphL:

® Mlopt TACACS+ - TCP-moptT, Ha KoTopoM TACACS cepBep O>XKHZaeT 3allpoChl ayTeHTHU(QUKAIIUH,
aBTOPU3ALMHY U aKKayHTHHTA 110 IIPOTOK0Jy TACACS+. ITo yMOJT4aHUIO - 49.

IIpx coxpaHeHUH KOHQUIYPAIIWH BBIIIOJHAETCA IIPOBEpPKa 3aHATOCTH TOJIBKO TeX
TCP-1opTOB, KOTOpPHIE WCIIOJb3YIOTCI KOHTerHepamu Docker. IIopT, 3aHATHIN
A CIyKO0aMU WM IIPUJIOYKEHUSMM, YCTAaHOBJIEHHBIMU HeEIIOCpeLCTBEHHO Ha XOCT-
marHe (BHe Docker), He ripoBepsieTcs. Bo usbeskaHre KOHQIMKTOB HAaCTOSITETbHO

peKoMeHyeTcs Iepe]; CoOXpaHeHHueM BPYUHYI0 YOeUThCS, UTO BEIOPAHHBIM IIOPT He
HCII0JIb3yeTCsd IPYTUMH IIpolieccaMH Ha cepBepe.

11 TIprMeHeHUsT HaCTPOMKHU ITPOU30MIET Ilepes3allyCcK cepBHca naice-aquila, uro
@ IIpUBefeT K KpaTKOBpeMeHHOMY IlepepbIBy 06padboTKu TACACS+ 3aIIpoCoB.

® C(CpoK XpaHeHua akkayHTuHra TACACS+, OHeW - KOJIMYECTBO IIOJIHBIX JHEU C naThl cosmaHusd TACACS-
CecCUM aKKayHTHHIA, B TeueHUe KOTOPBIX OHU XPaHATCA B 6ase JaHHBIX. II0 HMCTeyeHUIO JaHHOTO
CpOKa cecCcuu ymayiaroTces. I1o ymorgaHuio - 31.

® (Cpok xpaHeHus ceccum TACACS+, OHel - KOJIMYECTBO IIOJIHBIX THEU C gaThl co3manus TACACS-ceccuid,
B TeueHNe KOTOPBIX OHU XPaHATCd B 6a3e JaHHBIX. [0 MCTeyeHNIo TaHHOTO CPOKa CeCCUU YA AJISTFOTCA.
ITo ymoJsryanuio - 31.

Ceccuu IIPOBEPAIOTCA Ha HCT€UEHHE CPOKA XPaHEHMA IIEPUOAUYECKU U YAATAI0TCA
@ 110 paCIInCaHUIO.

XypHaJ1 coobITHIA

Ha jaHHOM cTpaHUITe HaCTPAUBAIOTCS IIapaMeTphI PaboThI KypHasa CHCTeMHBIX COOBITHIH.
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CepBuchl

RADIUS TACACS+ XypHan cobbITWIA

CpoK XpaHeHWA cobbITWIA B ypHane, aHei * (&)

3

Pucynok 381. Hacmpoiika napamempog #ypHa1a cooblmuil

K HacTpoiike OCTYITHBI CI€IYIOIIME TTapaMeTphI:

® (CpoK XpaHeHus cobbiTUN B XypHane, OHel - KOJMYeCTBO IIOJIHBIX JTHEM C JaThl CO3TaHUS COOBITHUM, B

TedeHUH KOTOPBIX OHU XpaHATCs B 0ase JaHHBIX. [I0 HCTeUeHUH JaHHOTO CPOKa COOBITHS Y/ a/ITIOTCSL.
ITo ymoJsryaHuro - 31.

CoO6BITHS IPOBEPSIIOTCI Ha UCTeUeHHe CPOKa XpaHeHUsI IIepUOJUYeCKH U Y a/II0TCI
@ II0 pacIMCaHHUIO.

JUIneH3upoBaHue
IHoaxirouenue Kk ELM

Ha maHHOM cTpaHuUIle HacTpauBarTca napameTpsl noakiaoueHus NAICE k cepBepy suitensuit ELM (Eltex
License Manager) IIpH JIMITeH3UPOBAHUU Yepes CepBep JIUI[eH3U M.

[t nieH3uy Tuiia ELM IIpy M3MeHeHUU HaCTPOeK, CBI3aHHBIX C JIMI[eH3UPOBaHUEM,
IIPOUCXOIUT COPOC TEKYILleN aKTUBHOM JIMIIeH3UU U IIepeBo] ee B cTaTyc Backup. 3To

a OPUBOJUT K TOMY, UTO JIMIIeH3upyeMbIi ¢yHKITroHaaI (RADIUS, TACACS+, mopTaabHas
aBTOpHU3alvs U [Ip.) IlepecraeT AeHCTBOBATH [0 MOMeEHTa IIOBTOPHOM aKTUBAallUU
JIMIIeH3UH Ha CTpaHulle JInIleHsupoBaHue.

ITepeliTh K HACTPOMUKAaM JIMIIeH3UPOBaHUI | ’I
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Hactpolika agpecos ELM cepBepa

NuuyeHsnpoBaHue

Mogknw4eHwe k ELM

© Vizmenenve mo6oro napameTpa NpUBEIET K
cOpoCy aKTWBHEIX MMLUEH3MIA 1M NPUOCTAHOBKE
dYHKLMOHANE ABTOPMIALIMA.

Mocne M3MEHEHWA aKTHMBKPYATE NMLEH3HM
ERYYHYH Ha CTRAHKMLUE JIMUEH3UPOBaHME.

AJpec cepBepa NMueH3MpoBadna ELM &)
192.0.0.1:8099

@

WMcnonb3oBaTh NPOKCIA @

PucyHok 382. Hacmpolika nodkarovdenust K ELM 6e3 npokcu

Anpec ELM cepBepa HacTpauBaeTcs B QopMaTe [OMEHHOe-uMs :nopT WU IPv4-appec:nopT , 6e3 yKasaHUI
HCII0JIB3yeMOTO IPOTOKOJIa (6e3 "https://").

[Ipy pe3epBUPOBAHUU JOCTYIIA /[0 CEpPBEpa JIUIEH3UIH eCTh BO3MO>KHOCTh yKas3aTh afipec BToporo ELM
cepBepa. Ecti pesepBUpoOBaHUe He IIPeTIoJIaraeTcs, TO HaCTPpauBaTh BTOPOI afpec He HY>KHO.
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Hcnosib3oBanue HTTP-nipokcu

NuuyeHsnpoBaHue

Mogknw4eHwe k ELM

© Vismenenve mo6oro napameTpa NpUBEIET K
CBpocy aKTWBHLIX MMLUEH3MWIA M NPUOCTAHOBKE
dYHKLMOHANE SBTOPM3ALIMH.

Mocne U3MEHEHWA aKTUBUPYHATE NWLEHINM
ERYYHYH Ha CTRAHKMLUE JIMUEH3MPOBaHME.

AJpec cepeepa NULUEeH3MpoBaHna ELM &)
192.0.0.1:8099

() Wcnonb3oBaTh NPOKCIA @

XocT npokcw ana ELM *
192.0.0.1:8090

Norvu npokcy ana ELM * &)

login

Naponb npokck ana ELM * @
Pucynok 383. Hacmpoiika nookaroueHus K ELM uepe3 HTTP-npokcu
A HTTPS-IIPOKCH He II0/|/[e P KUBaeTcs!

ITopmeprkara BO3SMOXKHOCTD focTyIia 1o ELM cepBepa uepes HTTP-TIpokch.

e XocT npokcu pns ELM - agpec IIpOKcU-cepBepa B (opMare [OMEHHOe-uMs:nopT WiIH IPv4-
appec:nopT, 6e3 yKasaHUA UCII0JIb3yeMOTO0 IIPOTOKOJIA.

® JlormH npokcu pns  ELM - 3aIloyIHgeTcd, eCId [y paboThl C IIPOKCH-CEpBEpPOM TpebyeTcd
ayTeHTUQUKAITHSL

® [laponb npokcu pns ELM - 3aIlOJIHdAeTCd, eCaId [Jjd paboTsl C IIPOKCH-CEPBEPOM TpebyeTcs
ayTeHTUQUKAITHSL

be3onmacHOCTE H IOCTYII
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Bxop B cucreMy

Omucanue

Paspmes "Bxof B cucTeMy" IIpefiHasHa4eH /IJI1 HACTPOMKU MCTOYHUKA ayTeHTUQUKAIINY, Yyepe3 KOTOPBIA
I10/Ib30BaTeJIH I10/Iy4aroT LOCTyII K cucTeMe NAICE.

IIo YMOJIYaHHIO BXO/I B CHCTEMY BBIIIOJJIHAETCA TOJILKO I10 JIOKAJIBHBIM YUYE€THBIM 3aIIHCAM.

HpI/I H906XO,[[I/IMOCTI/I MOJKeT OBITH BKJIFOUEHO HCII0JIb30BaHME BHEITHETO HMCTOUYHHKA I/I,ILGHTI/I(I)I/IK&HI/II/I B

KadeCTBe OCHOBHOI'O HCTOUYHHKA ayTequ»u(aunn.

@ AyTeHTH(HKAIIMSA 110 JIOKAIbHBIM YUeTHBIM 3aIIHCSIM 0CTaeTCs JOCTYITHOM BCerya.

HacTpoiika BXxoga

YTO6BI IIpel0CTaBUTh I10JIb30BaTe/sIM BO3MOKHOCTb BXOJUTh Yepe3 KOPIIOPaTUBHEIE
y4YeTHBIe 3allMCU U3 BHEIMHUX UCTOYHUKOB (OpenLDAP, MS Active Directory u T.II.)

@ Heo6X0ZMMO IIpeZiBapuUTebHO HACTPOUTh BHEIIHUIN MCTOUYHUK B pasfese «BHellHue
HCTOYHUKU UJIeHTUUKAIIUI».

Ecm B cucreMmMe HeT HU OOHOTO HACTPOEHHOI'O0 BHEIIHEIr0 HMCTOYHHMKA, OIIITHA BI:;I60pa HCTOYHHKA

HeJ[0CTyIIHA. /[0CTyIIeH TOJIbKO BXOJ, 110 JIOKAJIbHBIM YUETHBIM 3aITHCIM.

P8 D HacTpoiiku cucTembl > BE30NacHOCTB W AOCTYN > BXog B cMCTemy

Q  be3onacHoCTb W AOCTyN

@ Bxop B cUcTEMY MNaponbHbIE NONUTUKW

Q

&

@

(2]

P28

8]

3

MCTOMHMK ayTEHTUGUKALMKW — NOKaNbHbIe YYETHBIE 3aNNCK
J[LnA cMeHbl MET0Aa HeoBX0AMMO HaCTPOUTb BHELUHWMIA
WCTOYHUEK
G}
&

PucyHok 384. dopma HacmpolKu 6xo0a npu omcymcmeuu BHewHUX UCMOYHUKO8

JJ11 HaCTPOUKU BHEIIHUX UCTOYHUKOB HeHTUQUKAITUM POJIb I10Ib30BaTes LO/DKHA
@ BKJIIOYATh IIPUBWJIETUI0 "BHeIHMe HMCTOYHWKHK' C YPOBHEM [0CTyIla He HIDKe (2)
"CosmaHue".
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B]’:IﬁOp BHEIITHEI'0 HCTOYHMKA B Ka4Ye€CTBE€ OCHOBHOI'O HCTOYHHKA aYTeHTI/I(l)I/IKaI.[I/II/I

S B HacTporikv cucTeMbl > Be3onacHoOCTb M A0CTYn > BX0A B cMcTeMy

Q  be3onacHoCTb W AoCTyN
@ Bxog, B cucTemy NaponkHbie NONATAKA
Q
2 @ MMpy cveHe BHELHETO MCTOYHMKA TEKYLUMe
CeCCHM BCeX BHELUHWX YHETHBIX 3anucei
@ 6y/lyT pa3opBaHbl
@]
& MCrnonb30BaTh BHELLHWMA MCTOUHMK
MAEHTMEIJMKBHMM B Ka4yeCTBe OCHOBHOIMo
0 WCTOYHUWKE ayTeHTUduKaLmn
@ *
WCTOYHMK ayTeHTUdUKaLMK
MS AD ~
6]
&

AD OTmeHa CoxpaHuTb

Pucynok 385. dopma HacmpoUKu 6x00a npu HAAUHUU 8HEWHUX UCTMOYHUKO8

B dopMe [[OCTYITHEI CIIe/IyIOIIIE ITapaMeTpPhL:

cnonb30BaTb BHEWHMIA WCTOYHUK MOEHTUOMKALMM B KayeCTBE OCHOBHOrO MCTOYHWMKA ayTeHTUPMKaLMu
— YeKO0KC, BKIIOUAIOIIMA HCII0JIb30BaHHUE BHEITHETr0 HMCTOYHMKA. [[pU aKTHBAITMM YeKOOKCa CTaHeT
JTOCTYITHO IT0JIe VICTOYHUK ayTEHTUPUKALNM :

® UCTOYHWMK ayTeHTUPUKaLMM — BBHIOOP BHEIIHEr0 HMCTOYHHMKA M3 CIIKCKA [00aBJIEHHBIX B CHUCTEMY.
VueTHbIe JaHHbIE I10/Ib30BaTes el Oy/IyT IPOBEPSTHCI UMEHHO B 3TOM MCTOUHUKE.

JU1 IprMeHeHUI HACTPOeK He0OX0AUMO HaykaTb KHOIIKY "COXpaHUTE".

ITocste ycrremnmHoro COXpaHEHHMs Ha CTpaHUIe aBTOPHU3AIIWU IT0ABJIAETCA BKIIAKA «Kopnopa'mBHaa V3»

[JId BXO/4a I10 BHEIITHKUM YYETHBIM 3allHCAM:
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A\ Eltex NAICE

ABTOopusaywns

KopnopaTueHaa ¥3 NoKanbHas Y3

NoruH

BBeguTe N0rMH

Maponb

BeeanTe napob
BoiTn

© 000 "Mpeanpuatue SMTEKC", 2026

PucyHok 386. Bkaadka «KopnopamueHast Y3» Ha cmpaHuue 8xooa

e JIOTHH KOPIIOPAaTUBHOM YUYeTHOM 3aIIKCH He [0JDKeH IIpeBhImaTh 100 CHMBOJIOB.
Bxianka «JlokaabpHasg V3» ocTaeTcs [LOCTYIIHOM BceIma AJI1 ayreHTHQHUKAIMK I10
@ JIOKaJIbHBIM YUETHBIM 3aIIHCIM.

HN3MeHeHHe KOHPUTYPAITHH BXOAA

JIroboe M3MeHeHHe KOHOQUIYpAIlMM BXOZa, CBS3aHHOE C BHEIIHHMH HCTOYHHUKAaMH,
IPUBOJUT K HEMeIeHHOMY 3aBepIIeHHI0 BCeX aKTHBHBIX CecCHil MOJIb30BaTeJIeld,
ayTeHTHPUIIUPOBAHHBIX Yepe3 CTapbIii BHEIITHUN HCTOYHHK:

A e IIPU CMeHe OJTHOTO BHEIITHET0 UCTOYHMKA Ha IPYTO;

® TIpU OTK/IIOYEHUU BHEITHEN ayTeHTUQUKAITUY (IIPU CHATUH 4eKO0KCa).

ITocite COXpaHeHUsd H3MEeHEeHUU I10/Ib30BaTeJIsIM HOTpe6YETC${ IIOBTOPHAas1 aBTOPHU3aliHsd.

[IprMeHeHNe U3MeHeHUH HacTpoeK BXO0/a B CUCTeMy (CMeHa OJHOIO BHEIIHEro MCTOYHHKA Ha APYroi
UM OTKJIFOUEHME UCII0JIb30BaHUs BHeITHe ayTeHTUGUKAIINN) TpeOyeT I10/[TBeP KL e HH:
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MoaTBepanTL AeicTBUE?

MpK CMeHe BHELUHEro MCTOYHMKE TEKYLMe
CECCUM BCEX BHELUHWX YYETHLIX 3anuceid ByayT

pa3opBaHbl
OTMeHa MoaTeepaAnTL

b J

PucyHok 387. IIoomeepicoeHue UsMeHeHUsL HACMmpoeK 8xoda

O6paboTKa OHINO0K

[Ipy BO3HUKHOBEHHHM IIpO0JIeM C ayTeHTHUOUKAIlMed duepe3 BHEITHHN HWCTOYHHK OTOOPAaKaIOTCS
COOTBETCTBYIOIIHE COOOITEHUS.

Ommoka «V Bac HeI0CTaTOYHO IIpaB»

. -

ABTopusauvsa

KopnopaTueHaAa ¥3 NoKankHas ¥3

@ v sac HegocTaTouHO NpaB — o6paTUTECh K

afiIMWHUCTpaTopy
NoruH
( BBEUTE NOrMH 1
Naponsk
( BBeguTe Naponb @1

“ I

PucyHok 388. Owubka npu omcymemaeuu nooxodauieii poau
B03MO>KHBIE IPUYIHHBI

° ,[[JIH II0JIb30BaTeJ/s1 He HaCTpPpO€Ha BHEIIHAA POJIb, COOTBETCTBYIOIAA I'PYIIIIaM I10/Ib30BaTe IA.

* HacTpoeHHas poJib HUMeeT craryc (X) HegocTyrnHo (HampuMep, ITOCIe CMeHBI MM OTK/IIOUEHHS

BHEIITHEr0 UCTOYHUKA).

e [pynIiiel II0JIB30BaTessI He CUMTHIBAKOTCI M3 BHEIIHET0 MCTOYHHKA (IpobseMbl C HacTPOMKOM!
aTpubyTOB).
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ITpu wmcriosb30BaHUMU cXeMbl CUSTOM [y BHEIIHEr0o MCTOYHMKA BO3MOJKHA CUTYalTusd,

c KOIZla TPYIOBl He CYMUTHIBAIOTCI M3-3a HEKOPPEKTHOM HACTPOMKU aTpubyToB. ITO
IPUBOIUT K HEBO3MOYKHOCTU COIIOCTABJIEHUA TPYIII U, KaK JIe[CTBHe, HasHaAUeHUSA
poJiei.

OuoKa « BHEIITHMII HCTOYHMK HeI0CTYIIeH»

. )

ABTOopusauvsa

KopnopaTwBHaA ¥3 JNoKanbHaa ¥3

© BHewHWi McToUHWK HegocTyneH. O6paTUTECh
K ai/MWUHWCTpaTopy WnM nonpobyiiTe nosxe

NoruH
( BBeAWTE NOMMH 1
Maponk
( BBeaWTe Naponb @1
w -

PucyHok 389. Owubka npu HedocmynHocmu 6HeWHe20 UCMOYHUKA

BO3HHMKaeT NIpH OTCYTCTBUHM OTBeTa OT BHEIHEr0 HCTOYHHMKA WM ero HeKOPPeKTHOM HacTpoiKe.
TpebyeTcsi IpoBepKa:

® IOCTYITHOCTH CepBepa BHEIITHEr0 UCTOYHUKA;
® KOPPEeKTHOCTH ITapaMeTPOB ITOIK/IF0YeHHUS B HACTPOHKaX UCTOYHUKA;

® CeTeBOTO B3auMojieticTBUs MeKny NAICE 1 BHEIITHUM CEpBEPOM.
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OO611as ormMoKka ayTeHTupuKamum

r R

ABTOopusauvsa

KopnopaTWBHaA ¥3 NokanbHas ¥3

@ npowusowna owmbka — o6paTuTeCh K

agMUHWCTpaTopy
NorwvH
( BeeguTe normMH ]
Maponk
( BeeguTe naponk @1
. >

PucyHok 390. Obwas owubka npu npob.remax ¢ 8X000M 8 cucmemy

OToGpakaeTcsd TPHU MPOUMX OIMMOKAX ayTeHTHQUKAITUM, He CBSI3aHHBIX C POJILI0 HJIU JIOCTYITHOCTHIO
HUCTOYHUKA.

JAuarHocTuka nmpoosemM

JetanbHasd uHGOpPMAIMA 0 IIPUYMHAX OIMMO0OK ayTeHTHQUKAIIMU [TOCTyIIHAa Ha
cTpaHuIle «CrcTeMHBbIe COOBITHS». B TabymIie cCOOBITUN QUKCUPYIOTCS:

® TIOIIBITKH BXOJa II0JIb30BaTeJsIel;
e e OIIMOKM Ha3HAUEHUS pOJIEfI;

® IIpo OJ1e MBI IIOAKJIFOYEHMA K BHEITHHUM HCTOYHHKAM,

¢ HM3MEHEHHA KOH(I)I/II‘ypaIJ;I/II/I BXO0Ia B CUCTEMY.

Hap OJIBHBbIE IIOJTUTHKH

Ha ,ZLaHHOfI CTpaHHIle HaCTPauBarlOTCA TpEGOBaHI/IH K IIapoJisiM CHCTE€MHBIX I10JIb30BaTeIel, a TakKe
yBeIOMJIEHUA I10 ,E[EﬁCTBPIHM C Y4€THBIMH 3alIHCAMHK CHCTEMHBIX I10JIb30BaTeJIEe.
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besonacHocTb K gocTyn

Bxop B cUcTemy MaponbHblE NOAWTUKK

TpeboBaHWA K CO34aHWI0 Napons
Toneko ana non b30EATENEH CUCTEMbI
MWHWUMAaNEHOE KONMYeCcTBO CUMBONOR *

8

Maponk AoMmKeH cofepKaTk
3arnaeHele ByKBbI (A-Z)
CTPOYHbIE BYKBLI (a-7)
undpsl (1-9)

cneunansHee CUMBONLI ("I@#$%AE>_+-=[])

AononHWTeneHoe TPEGDBHHHE

He JOMXEeH COAep¥aTe NOMMH

YeegomMmneHWA
TonbKD ana non b30OBaTENEA CUCTEMBI

OTNPaBNATE YBeAoMNeHUA Ha email

TWNbI YEEAOMNEHWA *

CO3[aHWE HOBOMO NONL30BaTeNA cucTemel (O

M3MeHeHKe YyHeTHbIX AaHHbIX MONB30BaATENA CMCTeMb G)

Loz ans oTnpaeky *

( Motification gateway ~ J

PucyHoxk 391. Hacmpolika napo/ibHOl NOAUMUKU

TpeGOBaHI/IH KCO3aaHHUIO IIapoJsi

® MuHMManbHOE KOJSIMYeCTBO CUMBOJIOB - I1apoJib CUCTEMHOTIO ITI0JIb30BaTe/I1 HEe MOJKeT OBITH MEHBIIIE
YKa3aHHOTO 4YKCjia CHMBOJIOB. MaxcuMaIbHO€e KOJIMYeCTBO CHMBOJIOB B I1apoJie - 72.

* [apofb [oONXeH cofepxaTb - BK/IIOUEHIe/BBIKJIIOUeHUE TpPeGOBaHHWI K IIPUCYTCTBHIO B IIapoJie
3aIVIaBHBIX/CTPOYHBIX OYKB, TGP, CIIeI[HaIbHBIX CHUMBOJIOB.

® [lononHUTenbHoe TpeﬁoBaHme - BKJIFOUEHME/BBIK/IFOUEHIE Tp96OBaHI/I$I K OTCYTCTBHIO B IIapoJie
JIOTHHaA II0JIb30BAaTeJIA.

TpeboBaHU TP bIBIIIFOTCI K IIAPOJISIM BHOBD CO3/1aBaeMbIX I10JIb30BaTesIel UK IIPU
pelaKTUpOBaHUM I1apO0JId I10JIb30BaTe . PelakTHpoBaHue IapoJIbHOU IIOJUTHUKU He

@ IPUBOJUT K HEOOXOMIMOCTU IIPUBEJIeHUS K COOTBETCTBUIO I1apoJIel paHee CO3aHHbIX
I10JIb30BaTe e,
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VBenoMmiieHUSA
@ HacTpo¥iku 0To6pakatoTcs TOJILKO eC/IM HaCTPO€eH XOTsI ObI OJJUH ITUTH03 YBEJ0MJIEHUH €

TUIIOM ITOAKIroueHusa SMTP.

® 0OTNpaBnaTb YyBe#oM/ieHMa Ha email - OTIIPaBJ/LATh IIHMCbMa C BBI6paHHI>IMI/I Jgajiee THIIaMH
YBEJIOMJIEHI/Iﬁ Ha email aapec CHCTEMHOTO I10JIb30BaTeJId, YKaSaHHLII;'I B €r0 aKKayHTe.

A Ewtu email afpec He ykasaH, TO ITUCbMa OTIIPABJISITHCS He GYIYT.

®  Tunbl yBEOOMIIEHUN :

© co3paHuWe HOBOrO Mofb30BaTens cucTembl - Ha email agpec HOBOTO CHCTEMHOIO IIOJIb30BaTesId
6y/1eT OTIIPaBJIEHO ITMCbMO C €ro YYeTHBIMHU JaHHBbIMU.

©  M3MeHEeHWe YYEeTHbIX AaHHbIX NMoNb30BaTens CUCTEMBI - YBelOMJIEHHE CUCTEMHOTO II0JIb30BaTe I 0
pPeaKTUPOBAHUHY €r0 YUeTHOM 3aIIHCH.

SI3BIK TeKCTa B IIHCbMax HaCTparBae€TCd Ha CTPaHHIIE :system/common—

o HacTtpotika 111abJIOHOB TUCEM Ha TaHHBIN MOMEHT HeI0CTYITHA.
settings.html, HacTpoMKa "A3bIK CHCTeMBI".

® lino3 pns oTnpaBku - BBEIOpAaTh OJWH U3 CYIECTBYIOIINUX B cucreMe SMTP-IUI030B, yepe3 KOTOPBIN
IIJIaHUpPYeTCd OTIIpaBKa email.

CepTudUKaTHI

A oBepeHHbIe cepTHPUKATHI

Omucanue

Pasesnt [loBepeHHble cepTuduKaThl IIpeJHA3HAUYeH [JIs1 IIpaBJIeHUs cepTUPUKaTaMU, KOTOPBIM CHCTeMa
NAICE /ioBepsieT IIpH YCTaHOBKE 3aIUITIEHHBIX COeIHHEHHH, HAIIPUMeD, ITPH ITOIKII0UeHHUH K BHEIITHUM
CEepBHCAM.

Jlo6aByieHHbIe cCepTUPUKATHI GOPMUPYIOT CIIUCOK JOBEPEHHBIX, UCII0Ib3yeMbIH CUCTEMOH 11 IIPOBEPKU
IIO/ITMHHOCTH CepTHUQUKATa yIaJEéHHOTO y3Ja. B pasfese IpelycCMOTPEHBI CIeAYIOIHe OIlepariuy JJIst
PpaboThI c cepTUPUKATaMU: IIPOCMOTP, PelaKTHPOBaHle, CKauMBaHUe U yaJIeHUe.

d/1IeMEeHTHI YIIpaBJIeHUA

d7eMeHTH! yIIpaBJIeHUs B pasfese SBJIIIOTCI CTaHAAPTHBIMM U HCIIOJIB3YIOTCSI aHAJIOTUYHO PYTUM

pasaesiaM CUCTEMBL.

¢ 4 -/lo6aBUTb HOBBIM CePTUHUKAT.

W - YoammTh BeIGpaHHbIe CepTUGHUKATH (HeaKTHBHO, II0Ka He BLIOPAaH HU OUH CepTHOUKAT).

% - OOHOBHUTH JaHHBIE TaOJIUITHL.

- YekO0OKC BI:I60pa 3JIEMEHTOB JIJI BBIIOJTHEHUS JaIbHEUIINX TeHCTBUMI, HaIIpuMep, Yo aJI€HHA.

D - VIsMeHHTH TeKyITH MOPST0K COPTUPOBKHL.
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J @ - CKayaTh 3arpyKeHHEIN paHee cepTHUUKAT.

£ - IHOVKaTOP, CUTHAJIM3UPYIOIIHM O CKOPOM HCTEUeHHH CPOKa [IeUCTBUS CEPpTHPHKATA.

£ - IHIUKaTOP, CUTHAIM3UPYIOIIUY 06 MCTeUeHUH CpoKa JieicTBHS cepTHUKATA.

IIpoCcCMOTP COHCKAa JOBEPEHHBIX CEpTHPHKATOB

& 0 %300k 0B O

GD Hacrpoiikui cvctemsr > Ceprudukarsi > /l0BEpeHHBIE CepTUMKATEI

Ceptudunkatsl

[oBeperHEie CepTHpUKaTLI

+ @ 2

Cratyc
@ Brnioviero
@ Brnioveno
@ Brnmovero

® Bricniouero

Wma

Test certificate 01
Test certificate 02
Root CA bundle 01 &

Root CA bundle 02 &

Onucarvte
Test description 01
Test description 02
Trusted bundle description 01

Trusted bundle description 02

KoMy BeinaH
CN=example.com, O=Example Or.

CN=example.com, O=Example Or.

CN=example.com, O=Example OF...

CN=example.com, O=Example Or.

KeM Bbigan

CN=Example CA, O=Example OFg,..
CN=Example CA, O=Example Org...
CN=Example CA, O=Example Org,..

CN=Example CA, O=Example Org...

fata Havana
01.01.2027 10:00:00
01.01.2027 10:00:00
01.01.2027 10:00:00

01.01.2027 10:00:00

[laTa OKOHUaHMA
20.02.2027 10:00:00
20.02.2027 10:00:00
12.01.2027 10:00:00

01.01.2027 10:00:00

P ®eEe

e

A0 BCeroaNeMeHToB: 4

PucyHok 392. Tabauya 0o8epeHHbLX cepmuduxkamos

Ha crpaHuIie oto6paykaeTcs TabyIUIla CO CIIMCKOM JJ0BEPEHHBIX CepTHQHUKATOB, L00aBJIeHHBIX B CUCTEMY
I10JIb30BaTeJIEM.

TabHITa COEPIKUT CIIEYIOITHe KOTOHKH:

® (CraTyc - TeKylllee COCTOsIHHE cepTUHKaTa ("BKIr0UeHO" MK "BBIKIIFOUEHO").
® lMa - yHUKaJIbHOEe UM CepTHHKaTa B CCTEME.
® OnucaHve - IIPOH3BOJIbHOE OIIHCAHHUE, IPHCBOEHHOE CepTUUKATY I10/Ib30BaTesIeM.

* KoMy BbilaH — 3HaueHHWe U3 0Js1 Subject cepTudukara (Baazesier] cepTUPHUKATA, /I KOTO BBIaH
cepTUUKAT).

* KeM BbilaH — 3HaUeHUe U3 I10J14 Issuer cepTrdukara (1sgaresb cepTUPUKaTa).
* [laTa Havana - 3HaueHUe U3 11011 Not Before ceptrdrkaTa (Hauaao CpoKa AeUCTBUSI CePTUPHUKATA).

* [lata OKOHYaHus - 3HaueHWe u3 Iossi Not After cepTudukata (OKOHYAHHE CpOKa eHCTBUS

cepTUpUKaTa).

/loGaBJIeHHe JOBEPEHHOr 0 cepTuduKara

Jl1a mo6aBJIeHUSI HOBOTO CepTUPUKATa HOOKMUTE —+ .
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GD HacTpoiikut cvcTembl > CepTugukaThi > /I0BepeHHbIe CepTUduKaTsi > JoBaBneHue

« [lo6aBneHue

@ srosero @

Vima *

Onucanue

® O % 3Ok OB O

4
0/200

Paiin ceprugukata *

(®) BuiGepuTe daiin wm neperauyTe ero 8 3Ty 06nACTs

e

o Ormena  (QILEEETL

PucyHok 393. OkHO do6asieHust 008epeHH020 cepmudukama

Ha cTrpanuiie 106aByIeHHsI 0TOOPayKar0TCs CIeIYIOITIe ITapaMeTPhI:

® C(Cratyc - OmpepnessieT, OyfeT i cepTUQUKAT BKIIOUEH Cpasy I0cje 100aBIeHU.
® UMs * - Mcr1oJib3yeTed Ui U eHTUQUKAIUY cepTUdUKarTa B UHTepderice U COOBITHIX.

® OnucaHwue - IIpOU3BOJILHOE OIIHCAaHMe CepTUPUKATA.

®ann ceptudmkata * - IloJre g nobaBieHUd Qaiiia cepTUPUKATA.

MapaMeTpbl, 0TMEYeHHble 3Be3[04YKON *, ob6a3aTeNbHbl AN 3anofIHEHUS .

TaxoKe Ha TAaHHOM CTPaHUIle MOYKHO YBUIETh pealbHbIe UM H PACIIIPeHHe 3aTPY>KeHHOTO0 cepTHHKATa.

TpeboBaHUA K cepTHOUKaTaM:

e I[lopmepXuBarOTCa CcepTUPUKATHl GOpMaToB .cer M .Crt, COOTBETCTBYIOIIHE
CTaHzapTy X.509.CepTuduKaTsl B opMare .pem He IO/ eP>KUBAIOTCS.

e [IpyrBaTHBIE KIHOYU 3arpy’KaTh B CUCTeMY He TpeOyeTCs.

e JlomyckaeTcd 3arpyska ¢amioB COJepsKallliX TOJIbKO OWH CepTH(HKAT. 3arpyska
0 $alyIoB cofleprKallliX IIeIOUKy cepTUPUKATOB (Hampumep Root CA (KOpPHEBBIX
ceprudukatoB) U Intermediate CA (IIPOMEXYTOUHBIX CepPTUPUKATOB) UIN

HECKOJIBKUX IIPOU3BOJIbHBIX CepTUPHUKATOB He JOIIyCKaeTCs.

e CepTuUKaT AJIA 3aIUINEHHOTO IOAKII0OYeHUsI K LDAP no/DKeH cofepsKaThb IIoJie
SAN (Subject Alternative Name) ¢ yKasaHUeM [OMEHHOro WMeHu (IIpUMep
DNS:1ldap.example.org) miuu IP-agpeca (riprMep IP Address:192.168.0.10) xocra.

B0o3MO)KHBIE OIITHOKHU IPH 3arpy3Ke cepTHPHUKATOB B CHCTEMY

Hmxe IIpuBe[jeHbl OCHOBHBIE OIIMOKH, KOTOpPhle MOTYT BO3HHUKAaThb IIpU 3arpy3Ke [OBepeHHBIX
cepTU(HKATOB, & TAK)Ke [IPUUMHBI UX I10SIBJIEHUS.
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(® ®aiin cepTudmkaTa HegelcTBUTENEH

Pucynok 394. daiin cepmugpuxkama Hedelicmeume.ieH

IpuunHa: Bo3M0YKHO, cepTHOUKAT UMeeT HECOBMECTHUMYIO CTPYKTYPY, HUIH Gaiiy CepTHPHUKATA COIEP>KUT
TIOBPEe>KIEHHbBIE/HEII0THbIE JTaHHBIE.

(® Ceprudukatsl c dopmatom ".docx" He
NoAAepX1BaloTCa

PucyHok 395. Henoddepoicusaembulil hopmam cepmugpukama

Ipuyuna: Bri6paHHBIM (Qaiiyi He gBJIeTCd CepTUOUKATOM, WM IIPU HMMEHOBAaHWHU IIPHICBOEHO
HeJ[0IIyCTHMOe pacllpeHue (B IpuMepe docx ).

® Cpok geiicTBus cepTudmkaTa MCTEK

Pucynok 396. Cpok delicmeusi cepmugukama ucmexk

ITpuymnHa: CpoK [eUCTBUS CepTUPHKATA UCTEK.

@ CepTrdMKaT C cepriAHBIM HOMepoMm "CERT-7X9P" yxe
CyLLlecTByeT

PucyHox 397. Cepmugiukam ¢ yKazaHHbLM CepUliHbLM HOMEPOM YydHce cyuecmayem

IpuymHa: [IOIBITKA 3aTPY3UTH YoKe CYITIeCTBYIOITHH CEPTUPHKAT B CHCTEMY.
CkauuBaHUue cepTHdHUKATa U3 CUCTEMBI

JUUId cKaunBaHUA CepTI/I(l)I/IKaTa Heo 6XOI{I/IMO Ha’kaTh Ha @ B TaﬁJII/II_Ie IIPOCMOTPAa BCEX CepTI/I(l)I/IKaTOB.

NaTa OKOHYaHWA

20.02.2027 10:00:00 ®

20,022027 10:00:00 cyauats ceprdukar
12.01.2027 10:00:00 ®

01.01.2027 10:00:00 ®

PucyHok 398. CkauueaHue cepmugukama u3 cucmembl

IIpocMmoTp ceprudukara

JUr1 mpocMoTpa oA po6HO M HHGOPMAaLUK 0 cepTUPUKaTe He0O6X0JUMO HayKaTh Ha ero UM B TabJuIie.
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2. B HacTpoiikn cuctemst > Ceprupukatel > /loBepeHHbie cepTudukatsl > Test certificate 01

« Test certificate 01

@ srosero @

Vima *

Test certificate 01

Onucanue

Test description 01

® O % 3Ok OB O

4
191200
®aiin ceprudukara "TrustedCA.crt”
Komy BbiaaH [flaTaHauana CepuiiHbiii Homep
CN=example.com, O=Example Org, C=US 01.01.2027 10:00:00 bG4ca344-369c-4842-9051-475e7112862d 1

Kem BbifaH [Nlata oKoHYaHWs ANropUTM NYGAMYHOTO KNloa
CN=Example CA, O=Example Org, C=US 20.02.2027 10:00:00 (0cTanocs 49 gHeii) SHA256withRSA

e

PucyHok 399. CmpaHuua npocmompa 008epeHHO20 cepmugukama

Ha cTpanuUIle IpocMoTpa 0TOOpakaroTCsI CIeIyIOIe ITapaMeTPhI:

OCHOBHBIE ITIOJISA

® C(Cratyc - OnpepersieT cOCTOsHIUE cepTHdUKaTa ("BrtoueHO" ik "BBIK/II0YeHO").

* lmsa * - v cepTudukaTa g upeHThuduKaruu B cucreme NAICE.

® OnucaHue - IIpOU3BOJILHOE OIIMCAHUE CePTUPUKATA, CO3LaHHOE I10JIb30BaresieM cucreMbl NAICE.

* lima ¢anna - MiMd sarpy>keHHOTIO Qaiiia cepTUdHKaTa.

HNpenTudpuxanus ceprupukara

* KoMy BbijaH — 3HaueHHe H3 I10Ji1 Subject ceprudrkara (Biagesel] cepTudUKaTa, JJI1 KOIO BBIfAH
cepTUPUKAT).

* KeM BbilaH — 3HaUeHUe U3 I10J14 Issuer cepTrudukara (13garesb cepTUPUKaTa).
* [lata Havana - 3HaueHHe U3 110Js1 Not Before cepTrdrkara (Hadamo cpoka JelCTBUs cepTUQUKATA).

e [laTa OKOHYaHus - 3HaueHHe u3 mosii Not After ceprudrkara (OKOHUaHKE CpOKa [eHCTBUSA
cepTUPUKaTa).

® (CepuiHbil HOMep - YHUKaJIbHBIN UeHTUQUKaTop cepTudrkaTa Serial Number, 3amaérca usgareaemM
(CA).

®* ANropuTtM nybnuyHoro knw4a - aJITOPUTM, KOTOPBIM HOZIIKCAaH cepTudUKaT - Signature Algorithm.

HMHaykamysa UCTeKarUUX/UCTEeKIINX cepTUGHUKATOB

NcTtekaeT cpok pendcTBUs — CPOK JeNCTBUA cepTHU(UKaTa IIOAXOAUT K KOHIIY U UCTEYET B OJrpKauiee
BpeMs. /laHHOe COCTOsIHMe 0TOOpa’kaeTcs, eCId [0 MCTeUeHHUs CpoKa JeMCTBHUS cepTH(HMKaTa 0CTaIoCh
meHee 30 mHel. B aToM Iy4ae, IpH HEOOXOJUMOCTH, CJIEyeT 3apaHee 3aMEHUTH CEPTUQUKAT, UTOObI
H136e’kaTh OIIMO0K YCTAHOBKHU 3all[UINEHHbBIX COeLMHEeHUN.
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O GD HacTpoiiku ckucTemsl > CepTudukaTel > [IOBEpPEHHBIE CRPTIUdIA

« Root CA bundle 01 (£ Wcrekaer cpok aeiictens

Ocratok gHeid: 10
@ sxouero @

Nma *

o 0 & O

Ront 4 hondle 01

PucyHok 400. Hcmexkaem cpok delicmeust cepmugukama

CpoK meACTBUS WCTEK — TEKYIAs faTa ¥ BpeMsl IPeBHIIIAI0T 3HAUEHHe JaThl OKOHUYAHUS eHCTBUS
cepTuduKara. Takoi cepTUPUKAT CiIelyeT HeMe/lJIeHHO 3aMeHUTD Ha eHACTB YOI,

O GD Hactpoiiku cuctemel > CepTudMKaTel > [JOBepeHHbIe CepTUhUKaT

< Root CA bundle 02

BeiknoueHo (2)

Nma *

le 0 & O

Ront C4 hundle 07

PucyHok 401. Cpok Oelicmeus cepmugukama ucmex

MOJJIMHHOCTU BHEIIHUX CEepPBHCOB, II0Ka OHU HaXOJATCA B COCTOSIHUU "BKJIIOUEHO',
€CJIF 3TO I103BOJIIET CaM CEePBIIC.

g Hcrekiiie cepTUPUKATHI Bce eIlle MOKHO WCII0Jb30BaTh JJIs1 IIOJATBEP KIeHUS

PepaxkTHpoBaHHe cepTHPHUKATA

PerakTHpOBaHUE BBHIOPAHHOTO CepTUQHKAaTa BEHIMIOJHSIETCI Ha CTPAHHUIIE €ro ITPOCMOTPa, MOCTYII K
KOTOPO¥ OCYIIIECTBJISIETCS 110 HAYKATHIO Ha UMSI CEpTUQUKATA.
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P BD HacTpoiiku cucTemsl > CepTudukatel > [loBepeHHbie cepTudikarel > Test certificate 01

« Test certificate 01

@ srosero @

Vima *

Test certificate 01

Onucanue

Test description 01

® O % 3Ok OB O

4
19/200
®aiin ceprudukara "TrustedCA.crt”
Komy BbiaaH [flaTaHauana CepuiiHblii Homep
CN=example.com, O=Example Org, C=US 01.01.2027 10:00:00 bG4ca344-369c-4842-9051-475e7112862d 1

Kem BbifaH [Nlata oKoHYaHWs ANropUTM NYGAMYHOTO KNloa
CN=Example CA, O=Example Org, C=US 20.02.2027 10:00:00 (0cTanocs 49 gHeii) SHA256withRSA

e

PucyHok 402. PedakmuposgaHue napamempog cepmugpuxama

JloTryckaeTcs I3MeHeHHe CIeYIOIIMX ITapaMeTPOB CepTUdHKaTa:

°* M4
® (OnucaHwue

e (CraTtyc

HU3MEHEHUS COMEeP>KHUMOTI0 CepTI/ICl)I/IKaTa H€‘06XO,ILI/IMO YVAAJIUTh 3alliCb W 3arpy3uThb

c 3ameHna ¢aiuta cepTudMKaTa IPH PpPeFAKTHPOBAaHUM He IIOAJep)KuBaeTcs. [l
cepTUdHUKAT 3aHOBO.

Bk/IroueHue 1 OTK/IIOUEHH e ceanq;mcaTa

Hcriosb3oBaHue cepTUQUKaTa MO>KeT OBITH IIPUOCTaHOBJIEHO 0e3 yhajeHWs U3 CUCTeMbl. /lyIg 3TOro
He0o6X0JUMO HW3MEHUTH Ilojle CTaTyc Ha "BBIKIIOUeHO" B ¢opMe pefaKTUPOBAaHUA U COXPAaHUTH

H3MEHEHU.

a8 BD HacTpoiikv clcTemel > CepTUdWKkaTel > [JOBepeHHbIe cepTudukaTel > Test certificate 01

Q & Test certifir~*~ "
BKNHOUEHO — CePTUGMKAT MCNONLIYETCA CUCTEME ANA YCTAHOBNEHNA

® 38 MWEHHBIX TLS-coefUHEHWA.

@ sicuero @ )
] BbIKNOYEHD — CepTUGUKAT COXPAHEH B CMCTEME, HO BPEMEHHD HE

Wms * WCMONL3YEeTCH.
&

Test certificate 071

@
(5] OnucaHwne
& Test description 01

PucyHok 403. BkaroueHue u omkaroueHue cepmugdukama
OTK/IIOYEHHBIN CepTUQUKAT:
® (CTaéTca B CIIHCKE;

e OTto 6pa>xaeTc;1 B CHCTEMHBIX COOBITHSIX;
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He ucriosb3yeTcd cCTeMO IIpU ycTaHOBKe TLS-coeuHeHUN.

ViaaseHue JoBepeHHbBIX cepTHPUKATOB

J1714 yiaseHUs BbIOepUTe O/TH WJIH HECKOJIBKO CePTUPUKATOB C IOMOIITHI0 U Hakmute [ijf .
ViaseHue 3jIeMeHTOB TpeOyeT ITOATBEP>KIeHMS B MOJJaIbHOM OKHE.
A BeiGpaHHbIe 3j7leMeHTHl OyAyT yhajJeHbl TOJIBKO II0CIe $SIBHOTO IIOJTBEPIKIeHHS
OIlepariuu.
r ™

£\ NoaTeepxaeHWe AelicTENA

NaHHble ByayT yaaneHsl. Bel yBEpeHsI?

- @

L »

PucyHok 404. Jluanoz2o8oe 0KHO noomeepacoeHuUst deticmaeust

VianeHue cepTu¢uKaTa SBJSIeTCI HeoOpaTUMOI omepanueid. Ilepen yraseHHEM
0 ybequTech, YT0 CepTUQUKAT He HCIIO0JIb3YeTCd B aKTUBHOW KOHQUIYpallUU CHUCTEMBI,
HaIlpUMeD, BO BHEIITHNX UCTOYHHUKAX HleHTUQUKAITIHN.

CoOBITHA, CBA3aHHBIE C CEPTHPUKATAMHU

Orepary  Jo0BepeHHBIMU CePTUHUKATaMU GUKCUPYIOTCI B KypHasIe CUCTeMHBIX COOBITHM.
DUKCHPYIOTCA IeCTBUSL:

* Jlo6aBjieHUe cepTUPUKATA.

® PerakTHpOBaHMe UMeHU U OIIMCAHUSA CepTUPUKATA.

¢ lI3MeHeHHe cTaTyca (BKIIOUeHMe/OTKIIIOUeHHE).

* VinaneHue CepTUPUKATOB.

¢ IIpexympeskueHHe 0 CKOPOM UCTeYeHUH CepTUQUKATa.

¢ IlpenympeskpeHue 00 HCTeYeHUH cepTHPHUKATA.
[IpemympesxneHus1 06 KCTeYeHUH WJIN CKOPOM UCTeUeHUH CPOKa JeMCTBUS cepTudUKaTa
n B OJKypHaJle CHCTEMHBIX COOBITUM OQUKCHPYIOTCI TOJBKO [JII CEePpTHUQUKATOB,

HaxXOJdAIMXCA B CcocrosgHuu "BrumroueHo". /i1 cepTUPUKATOB B COCTOSTHUU
"BBIKJIFOUEHO" COOBITUS He QUKCHUPYIOTCS.

Penienue npo6iem

YpoBHH JIOTHPOBaHUA

Ha pmaHHOI CcTpaHUIle BBIIIOJIHAETCI HACTpOlKa ypOBHSA JiorupoBaHud cepBucoB NAICE. HacTpoiika
IIPUMeHseTCs KO BCeM CepBHCaM Cpasy, HaCTPOUTH /I OHOTO U3 CEPBHUCOB YPOBEHD JIOTOB, O VIMYHBIN OT
OCTaJIbHBIX, HeJIb34.
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Jl11 IpUMeHeHUs1 HaCTpOUKU He TpebyeTcd pecrapT cepBucoB NAICE, 1mosToMy mpu
@ W3MeHeHUH 3HaUeHUs IPephIBaHUs YCIYTH He IIPOUCXO/IUT.

PeweHne npobnem

YPOBHW NOTMPOBaHKA

YpoBeHb NOTMpoOBaHWA Bcex cepercoe NAICE

DEBUG o

PucyHok 405. Hacmpolika ypo8HsL 102UPO8AHUS

B cepBucax NAICE cyiiecTByeT 6 ypoOBHe JIOTUPOBAaHUS. KayKIbIN CIeyIOII YPOBEHb BK/IIOYAEeT B Ce6s
JIOTH IIPEeABIAYINETO, @ TAKXKe JIOTH, CIIeIlGUUHbIe I TaHHOTO YPOBHSL.

CITHCOK YPOBHEH B IIOPSIIKE BO3pacTaHUs:

FATAL - BKJIIOYAeT TOJIbKO ITPOUCIIECTBUS, IPUBOJSAIIME K 0CTaHOBKe paboThl cepBrcoB NAICE. He
PEeKOMeH/IyeTCsI K HACTPOIiKe, TaK KaK IIPUYKHA 0CTAHOBKH O0OBIYHO JIE)KUT Ha CIeYIOIIAX YPOBHIX.
MuHHUMAaIbHOE KOJIMYEeCTBO FeHePHUPYEMBIX JIOTOB.

ERROR - BKJIIOYaeT HPOUCIIECTBUSL, HPUBOMAAIIKME K OIMMOKaM B IIPeAOCTaBJI€HUU OCHOBHOTO
¢yHkimonasna NAICE.

WARN - BKJTFOUAEeT HeO KU/[aHHbBIe/TI0/I03PUTEIbHBIE ITPOUCITIECTBHSI, KOTOPHIE HAIIPSIMYIO HE ITPUBOIST
K OCTaHOBKE B pab0Te 0CHOBHOTO GYHKITHOHAJIA, OTHAKO ITI0TEHITHAIHLHO MOTYT IIPUBECTH K OIIHMOKAM.

INFO (1o YMOJI‘—IaHI/IIO) - BK/IIOYdA€T KaK HeEraTHBHBIE, TaK W OCHOBHBIE€ IIOJIOYKHUTEJIbHBIE
ITPOUCIITECTBUS, YI4E€T KOTOPBIX 3allJITaHWUPOBAH.

DEBUG - BKJIFOUAET JAeTaJlbHbIE JIOTH, HEOOXOAUMbIE AJI1 AUArHOCTUKHA BO3HUKAIOIIUX B IIPOIiecce
paboter NAICE mpo6isiem. TpebyeMblli ypoBeHb JIOTOB IIpU aHajlK3e IIPoOiIeMbl TeXHUYEeCKOU
O ePIKKO M.

TRACE - caMblli JIeTaJILHBIN YPOBEHD JIOTOB, UCHOJIb3YEMbBIN /I IIYOOKOM AUArHOCTUKU CIIOKHBIX
npobseM. He pekomeHAyeTcsi K HacCTpoiiKe 0e3 COOTBETCTBYIOLEIO VYKasaHUsA COTPYLHHKA
TeXHWUUYeCKOHU IO/IIePIKKHY, TaK KaK IIPUBOUT K TeHepalllii OTPOMHOTIO KOJIMYeCTBa JIOTOB.

Ba’KHO yUHUTBEIBATh, YTO 60JIee BBICOKHUM YPOBEeHb JIOTUPOBAHMUS IIPUBOAUT K O0JIbIIIEMY
YKCITy TeHePHUPYeMBbIX JIOTOB, & COOTBETCTBEHHO U K UX 00JIee YaCTOM poTarjyiu.
ITapameTpsl poTariyu JIOTOB YKA3bIBAIOTCA HA Tarie ycraHoBKU NAICE.
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JIniieH3upoBaHue

OnucaHue

Cucrema KoHTpoJisL ceTeBOoro jgocrymna NAICE pacripocTpaHsieTcs II0 KOMMepUYeCKOM JIMIIeHSHH. IJTO
03HAYaeT, UTO [AJ1 IIOJIy4eHUs AO0CTylla K QYHKIIMOHAay HeoOXOQUMO IIPHUO6pecTH U aKTUBUPOBATh
JIUIIeH3HUIO.

]II/II_IEHSI/IpOBaHI/Ie MOZKeT O0CyIIeCTBJIATHCA 110 O,ZLHOIZ U3 UIeYIOIIUX CXeM:

* C mmomoIbio cepBepa juiteH3uit Eltex License Manager (masee - ELM), oCyITIeCTBJISIOINIET0 QYHKITHIO
JIAIIEH3UPOBAHU IIPOTPaMMHBIX U allllapaTHBIX IIPOAYKTOB KOMIIAHUU «JITeKC». IIpexriosaraeT
IIepPHUOMYEeCKUH 3aIIPOC K CeEpBepPy JIUIIeH3HU. M0o>KeT HUCII0Ib30BaThCs:

O cepBep JIMIIEH3WM KOMIIAaHUU «JATeKC» (maslee - Online ELM), IOCTYIIHBIM IIO0 ajgpecy
https://elm.eltex-co.ru:8099;

© cepBep ELM, ycTaHOBJIEHHBIN B UHOPACTPYKType 3aKkasuuka (gasee - Offline ELM).

B 060oux caydasx agpec ELM cepBepa yKasblBaeTCsd B HACTPOMKAX CUCTEMBI B pasfesie [IokroueHne K
ELM ¥ Ha MOMEHT aKTHUBAaIlUM JIUI[eH3UHW OH [OJDKEH OBITH JOCTyIeH. [logmepskaHa BO3MOYKHOCTD
paborsr ¢ ELM cepBepoM c wucrosb3oBaHueM HTTP-ipokcu cepBepa (C HCIOJIb30BaHUEM
ayTeHTUQUKAILIY 110 JIOTHHY/TIapO0JII0 WK 6e3 ayTeHTUQUKAITHI).

* QaiisoBoe JMIleH3UpoBaHUe (Hasee - PLR, permanent license request) - TUITeH3UPOBaHHE C IIPUBSI3KOHU
K QU3MUeCKUM IapaMeTpaM XOCTa, Ha KOTOpoM ycraHoBJyieH NAICE. IIpy M3MeHeHUM IapaMeTpoB
X0cTa TpebyeTcd pe-aKTUBAIHSL.

ITocse yecraHoBKH NAICE HaxoiuTCAd B J€MOHCTPAIIHOHHOM Pe)KHUMe C OTPaHUUYeHUSIMU B QYHKITHOHAJIE.
OrpaHuyeHMs eMOHCTPAIIMOHHOTO PeKUMa YKas3aHbl Jjaee.

[Ipu 1pro6peTeHUN [OCTyIla K IIPOAYKTY C OIIpefiesIeHHBIM YPOBHEM JIMIIEH3UPOBaHUS reHEpUPYeTCs
daiu1 KIuUa NPOAYKTa, YHUKAJIbHBINA [JI1 KaKHoro ask3emivsipa NAICE. /i pasbsIOKUPOBKU
¢yukiimoHasa NAICE, COOTBETCTBYIOIIETO [TaHHOM JIMIIEH3WH, ¢Qaiiyi HEe0O0XOJUMO 3arpysuTh U
aKTUBUPOBATH Ha CTPaHUIle JIuleH3uposaHue.

VpOBHU JINLIEH3UHU U JINIEH3UPYyeMBbIN QyHKIIMOHAJI

B Texylell BepcuM IIOAJep>KaHbl 2 YpOBHA JulleHsupoBaHus - BASIC u ADVANCED. Kakneiit
CIeLYIOIIME YpPOBEHb BKJ/IIOYAaeT B cebd BeChb (QYHKIIMOHAI IIPeJBIAYINEro W A00aBJIIeT IIOALEpPKKY
pacimipeHHOT0 GyHKITMOHAIA.

JINIeH3UH JTF060T0 YPOBHS MOTYT GBITEH BBIJJaHbI CPOKOM Ha 1, 3 WUt 5 JIeT.

ITo BompocaM IIOJIyUeHUs JIMI[eH3WH obpaljaliTecb Ha HaIlly 3JIeKTPOHHYIO IIOYTY
@ eltex@eltex-co.ru.

YposeHb stniieH3uu BASIC

Ha ypoBHe BASIC mpefocTaBJsgeTcs AOCTYII K OCHOBHOM yoiyre - RADIUS-aBTOpH3aIiiy 9H/IIOUHTOB.
JIuneH3UpyeMbIM ITIapaMeTPOM SIBJIIETCS KOTMYECTBO YCIIEITHO ABTOPU30BAHHBIX YHHKAIBHBIX
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KOHEYHbBIX YCTPOﬁCT'B 3a CYTKH. [[aHHOG KOJ/IMYEeCTBO COIVIACOBBIBAETCA Ha IJTalle HpI/IO6p8TEHI/IFI
JIMIIEH3HWH B 3aBHCHUT OT YK C/Ia KIIMEHTCKHUX YCTpOfICTB B CETH.

IIpuMep pacueTa KOJIMYEeCTBAa KOHEYHBIX YCTPOHCTB B CETH

B opranusariuu "A" paboTtaeT 1000 COTpYLHUKOB, KQKABIN U3 KOTOPBIX MMeeT HOYTOYK JJIT paObOTHL
CoTpyHUKH KOMIIAaHHUHM "A" He IIOJK/II0YAI0TCA C JIMYHBIX YCTPOMCTB. B KOMIIaHUU Tarxoke K CeTH
noAxIrodyeHsl 10 Kamep, 5 IIPUHTEPOB M 2 TejleBU30pa. Bce 3TH yCTpoMcTBa HEOOXOZUMO
aBTOpU30oBaTh B NAC-crcreMe.

PacueT KoJiMuecTBa YHUKaJILHBIX KOHEUHBIX TOYeK B ceTd: 1000 * 1 (KOJIMYECTBO YCTPOMCTB 1
COTpyAHUKa) + 10 (kaMepsrl) + 5 (IpHUHTEpPHI) + 2 (TesieBU30phl) = 1017 IIT. — YHUKaJIbHBIX YCTPOMCTB B
KOMIIaHHUHU.

PexoMeHJIyeTcs IIpHOOpeTaTh JIMI[eH3UH Ha 00JIbIlee YMCJIO SHIIOMHTOB, YeM PAaCCUUTaHO YHUKa/JIbHBIX
YCTPOMCTB.

IIpy Heo6XOMUMOCTH KOJHUUYECTBO SHAIIOMHTOB B JIUITEH3UH MO>KHO YBEJIHUUHUTh. [Id
@ 3TOTO 06paTUTeCh K BallleMy MeHe/[>Kepy HMJIN OTIIPaBbTe 3alIPOC Ha HaIIly 3JIeKTPOHHYIO0
noury eltex@eltex-co.ru.

YpoBeHS siniieH3su ADVANCED

Ha maHHOM YpOBHE JIMII€H3WH aKTHBUPYETCS QYHKITHMOHAJ, HeOOXOUMBIN /11 HaCTPOUKH M PaGOTHI
IIOPTAJTFHONM aBTOPHU3alMU. /[ JF0G0H JIMITEH3HHM C JAaHHBIM YPOBHEM KOJIMYECTBO TOCTEBBIX

SHAIIOMHTOB HE OTPaHNYKMBAETCA, TO €CTh aBTOPH3alKWA I0CTYIIHA IJI JIF000T0 KOJIMUEeCTBA T'OCTeH.

/oMo THITE/IbHbIE MO/TY/IH

Jur1 mprobpeTeHUs TakKe MOCTYIIEH [OIIOJMHUTeNbHBIM MOAYyab NAICE-TACACS, aKTHUBUPYHOLIMHN
TACACS-cepBep B cocraBe NAICE. Moayiu npro6peTaroTcs JLOIIOJHUTENIbHO JI1 OCHOBHOM JIMIIEH3UU
JIF060T0 YPOBHSL

JAeMOHCTpPauMOHHBIN Pe>XUuM

ITocsie yecraHoBKU NAICE HaxoQUTCI B JeMOHCTPAIIMOHHOM peXUMe (IeMO-pekuM). B TaHHOM pesKuMe
IOCTYIIeH BeChb (QYHKIIMOHAJ, COOTBETCTBYIOIIMNM MaKCHMaJbHOMY YPOBHIO JIMIIEH3UH U CO BCEMHU
IIOII0JIHUTEeIbHBIMHU MOZYJIAMH, HO CO CJIeIYIOIIIMMU OrpaHUYeHUAMU:

® MaKCHMaJIbHOe KOJIMYEeCTBO 106aBJIeHHBIX B CUCTEMY YCTPOMCTB - 15;
® MaKCHMaJIbHOe KOJIMYeCTBO YCIIEITHO aBTOPU30BAHHBIX YHUKAIBHBIX SHIIIOMHTOB 34 CYTKH - 15;
® MaKCHMa/IbHOEe KOJIMYEeCTBO I'OCTEBLIX SHIIIOMHTOB - 15.
JleMOHCTpallMOHHBIN PeKUM He OrpaHru4YeH BO BpeMeHH, OTHAKO OH J0CTYIIEH TOJIbLKO

A a0 nepBoﬁ ycr[emnoﬁ aKTUBalMM JIANeH3uH. [locre akTUBAlUU JIMIIEH3UU [1eMO-
pexxum 6YZ[6T OTKJIFOUeH 06e3 BO3MO>KHOCTH BOCCTaHOBJIEHHS.

O TOM, YTO cHCTEMa HAaXOAWUTCI B [€MOHCTPAIlMOHHOM peKUMe, CUTHAJIU3UPYeT COOTBETCTBYIOLIEE
IIpeyIIpekeHre B HIDKHeH JIeBOM YacTH MeHI0 HaBUT L.
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& AeMOHCTPaUMOHHDbIA pexum
PucyHok 406. IIpedynpedicoeHue 0 0e MOHCMPAUUOHHOM pedcumMe

[Ipu Ha)KaTUM Ha [OpeAylpesxieHue OyleT OCYIIeCTBJIEH IIepexo] Ha CTpaHUIly JIuuyeHsuposaHue,
cofieprKallled aKTyaJbHbIe IIapaMeTphbl U JIMMHUTHI eMO-peKHMa, a TakKe 3JIeMeHThI yIIpaBJIeHUs [JIs
3arpysKy ¥ aiMUHUCTPUPOBAHUS JIUIIeH3UIH.

@ Nuuensuposatine

1

Q  NuueHsmposaHne
@
o CMcTema paGotaeT & AeMOHCTpaUMOHHOM pexume
@YHKUMOHAN 4OCTYMeH GECCPOHHO 40 NEPBOF YCMEWHOM aKTMBaLMA MLIEH3NH.
A Mocne aKTMBALMIM MUEH3 UM ACMOPEXVM BYAST OTKTIOHEH 623 BO3MOKHOCTI BOCCTAHOBNEHIS.
()
YposeHb nLeHsuA ADVANCED
® KONUYECTEO NOAKMOUEHHBIX
CPOK OKOHHAHIS AETICTBIA AULIEH3MN BeccpouHbiii SHANOMHTOB 32 CyTKYM [+
&
PassephyTs v 0 100
e}
@
3arpyska
CNXCOK IMLEH3NIA
Hostname *
- Hostname ID npopykta Tun Cratyc QDeiicteus
[LarHsie oTcyTCTBYIOT
(® BuiGepuTe daiin W NepeTalMTe CioAa
(TSNS —
i NPouMTan 1 cornaceH ¢ Monb30BaTeNLCKYM COTMALLEHEM
Sarpysuts
Cobeitna
Nata Hostname ysna Yposerb Coobuenne
30.01.2025 10:12:09 naicet eltexloc DEBUG The license NICE4 applied at Ovis. Features: LICENSE_TYPE=BASIC.
02.02.2025 09:59:39 naiceT.eltexloc INFO The license NICE4 has been uploaded for naice-ubuntu24_1
01.02.2025 10:01:22 naicet.eltexloc WARNING Application is running in demo mode.
o]
(6]
=]
A

[

PucyHok 407. Cmparuua JIuyeH3uposaHue 8 0e MOHCMPAUUOHHOM pedcume

JleficTBUS AJIsI aKTUBAIIN U INII€H3UH

AxKTHUBaIUAg JIUIIEH3UU OCYIIIeCTBJ/IETCA Ha CTpaHUIIe ]queHs’upoeaHue, I/I306pa>KEHI/Ie KOTOpOfI
IIPHUBEIEHO BEIIIIE.

CTpaHI/II_Ia, IIOMHUMO AaKTYaJIbHBIX ITapaMeTPOB OEMO-peXKrMa WA JIMIEH3WH, COLEP>KUT CIeAYIOIIe
3JIEMEHTHI YIIpaBJIEHHA:

® OJIOK "3arpyska’ - aJleMeHThI )11 3arPY3KU JIMIIeH3UOHHBIX (Qaiijios;
® 6JI0K "CIIMCOK JINIIEH3UH" - yIIpaBJIeHUE 3arPy’KEHHBIMU JINTIeH3USIMU;

® (710K "COOBITHA" - CHCTEMHBIE COOBITHS, 0THOCAIIMEC K JIUITEH3UPOBAHUIO.

3arpyska KJIroua pogyKTa

JUI1 aKTHUBallUM JIMITEH3WHU He0o6X0QUMO HUMeTh (aiin Kaoua npodykma, IIOJyUYeHHBIH OT Barrero
MeHe/pKepa IIpU IPHUOOpeTeHWH CUCTeMbl. Paliyl KiIroda IIPOAyKTa COmepXuT Product ID - cepUUHBIN
HOMeD, WAeHTHQUIIMPYIOIMN OoxuH 9k3eMiursip 110 um  Product Key (Kmo4d JIUIEH3UN),
UeHTUOUITUPYIOITUH BiIalesIbIla JIUIleH3UH.
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dopmar umeHU O¢arisa Kiaoda mpofykra - NICENNNNNNN.txt aas ELM-iuiieHsuu
(mammpumep - NICE1111111.txt) 1 FNICENNNNNNN. txt a1 PLR-yimnieH3uu (Harpumep -
FNICE1111111.txt).

©

BayiHBIH daiul KIroya IpoIyKTa He MO>KET OBITh ITYCTHIM HUIM UMeTh pasMmep 6oJiee 1
M6.

>

Product ID MO>KeT ObITH IPUBSI3aH TOJIBKO K 0THOMY X0CTY. [IOTIBITKHY 3arpy3uTh Product
ID, KOTOPBIA y>Ke HPUCYTCTBYET B TAOJHIlEe, 3aIlpellleHbl chucTeMOoU. OTpaHUUeHUe He

A CHUMaeTCd fake ecyi Product ID HaXOQUTCA B COCTOSHUM Backup . Bce sarpykaembie
Product ID 50/DKHBI OBITH U3 OJHOM JIMIIEH3UU (MMeTh OLMHAaKOBBIN KUIrou JIMIleH3uY,
License key). IIonbITKH 3arpysuTb Product ID w3 pasHbIX License key 3alipellleHbI
CHCTEeMOTA.

3arpyska KJIro4a IIpo/IyKTa BBITIOJIHSAETCI B OJI0Ke "3arpyska’ B HECKOJIHKO ITIar0B:

1. BeIOpaTh XOCT /I 3arPy3KH JIMI[EH3HUU M3 CIIKCKa 110 ero hostname. IIpy cTaHZapTHOM yCTaHOBKe
hostname coBIrasaeT c UMeHeM X0CTa, Ha KOTOPOM pasBepHyT NAICE.

2. BeIOpaTh ¢aiil KIrJya IPoAyKTa, IIepeTall[iB ero B I10JIe 3arpy3KU WJIH BEIOpaB uepe3 IPOBOJHUK
Ipu KJIMKe Ha "Bulbepume @aiin’. Ilpu HE0OXOJUMOCTH /[0 Ha)KaTHS Ha KHONKY 3arpysutb Qaiin

MOKHO 3aME€HHTh, KVIMKHYB Had G B r[paBoﬁ YaCTH I10JIA 3arpy3KH.

3. O3HaKOMUTHCSI U IIOATBEPAUTE COrIacHue C IIo1b30BaTE/IBLCKUM COIJIAIIIEHHUEM.

4. HaokaTb Ha KHOIIKY 3arpysuThb .

3arpyska

Hostname *

naicel.eltex.loc -

[® NICE1111111.txt (27 B) o

A npouwnTan W cornaced C MNoNb30BaATENBCKMM COrNMaLleHMEM

PucyHok 408. 3azpyska gaiinra karoua npodykma

ITpu ucnosnb3oBaHuu NAICE B KitacTepe HE0OXOJUMO 3aTPy3UTh CBOM KJTFOU ITPOYKTA /IS KaXKIOTO X0CTa
NAICE.

ITocse sarpy3ku Qaiyla Kyarodya IIPOAYKTa JIUIeH3Ud OyfeT Aob0aBjieHa B TaOIHITy JIMIIEH3WU B OJIOKe
"CIIMCOK JIUITeH3UM".
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AKTHUBAIMS TAIIEH3 U

MexanuaMsbl akTuBaruu ELM v PLR JIMI1eH3UU CyIlleCTBEHHO Pas/IMYaroTCs.

ELM

ELM Jti1teH3UsI aKTUBUPYETCI agmomamuuecku myreM mmoakaoueHus K Online v Offline ELM cepBepy.
[Ipy ycrenrHoM aKTHMBAaILUU JIMIIEH3Us IIpHoOpeTaeT craryc Active B CITMCKe JIMIIeH3UH, QYHKIIMOHA
CTQaHOBUTCA [OCTYIIHBIM COIJIACHO IlapaMeTpaM JIMIleHsHHu. IlapaMeTpbl AaKTHUBHOM JIUII€eH3UH
0TOOpa’karoTcsd B BepXHeM 6Ji0Ke "MHPopMaIiyd o JIUIeH3UU .

CnycoK NULEH3NIA

Hostname ID npogykTa Tun CraTyc JeicTeus

naicel.eltex.loc NICE1111111 ELM Active B ®

PucyHok 409. Akmusauusi ELM-auueH3uu

PLR

PLR pe)kKuM aKTUBHPYeTCs 3arpy3KoH KJIroua IIpOoyKTa, KOTOPHIN II0CTaBJIIeTCsI B BUje datiia. JlaHHBIH
¢ari BEITycKaeTCs Ha 0CHOBAHUH 3aITP0Ca KOMITAHHUEH «JITEKC».

IMTocste 3arpysku Kyrovya Hpoaykra PLR-mMIleH3suU 0Ha IMOSIBUTCA B Tabumuile "CIIMCOK JIUIeH3UI" B CTaTyce
Init. 3TOT cTaTyc 03HAYaeT, UTO JIMI[eH3U IIPOUHUITHAIIN3UPOBAHA U CTeHEPUPOBaH (hall/l akmusayuu
AuyeHsuu. air, TIOMHUMO BCero IIpovero, COJLePKUT CJIEIIOK IIapaMeTPOB OKPY»KeHMs X0CTOBOM MalllUHBI,
K KOTOPBIM U IIPUBSA3BIBAETCA JIUIIeH3H.

CAMCOK NULeH3niA (&

Hostname ID npogykTa Tun CraTyc JercTeua

naice1.eltex.loc FNICE1111111 PLR Init ®

@
(L)

PucyHok 410. PLR-auueH3us noc/ie 3a2py3Ku KAro4a npooykma

daii1 aKTUBAILUH JIUI[eH3UH He0OX0UMO BBITPY3UTh U IepefaTb B KOMIIAHUI0 «JITEKC» JIJI1 BBIITYCKa
¢aiisa IUIEH3UU - UTOTOBOTO daiiia, comepsKalrero mapaMeTphbl IPHo6peTeHHOM JIUITeH3UH C IIPUBSI3KOM
HUX aKTUBAIIUH TOJIBLKO B OIIpe/ieJIEHHOM OKPY>KeHHUH. /IJIg 9TOTO:

1. Haokate Ha (3 B Tabimile "CIIMCOK JIMIIEH3WM' B KOJIOHKe /leMCTBUS U BBIOpaTh CkayaTb ¢ain

aKTUBaLUunu .
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NeRcTBmA

Cka4aTb KN4 NpoaykTa
Cka4aTb pain aKtMeaynm

CKa4vaTb NMLEH3WHD

PucyHok 411. MeHI0 CKaQHUBAHUSL MUUECH3UOHHBLX (ailnos

dopmar uMeHU ¢Qaiiyia akTuBanuu request-<YYYY-MM-DD>-<Product ID>-<NAICE
@ Version>.txt, HarrpuMep - request-2025-06-17-FNICE1111111-0.8.0. txt.

dari akTUBaIUU TpebyeTcs IepefiaTh B KOMITAHUIO «UITeKC». ITO ITO3BOJIUT BBIYCTUTEL QaltIoOBYIO

JIMIIeH3UI0, COOTBETCTBYIOIIYIO ITPEe/[0CTaBIeHHOMY Qaliyly aKTUBaI[UHU.

[TosryunTh Gaiil IUIEH3UU B KOMIIAHUHU «IITEKC».

daiiyl JUIeHsHH HeoOXOLUMO 3arpysHTh B CHUCTeMY aHJIOTHMUYHO 3arpyske KJIXO4Ya IIPOAYKTa. IIpH
YCIIEITHOM 3arpy3Ke U ITpoBepKe ¢aiiia MPOU30MIeT IMOIIBITKA aBTOMAaTUYECKOM aKTUBAITUU JIUIIEH3UH.
IIpr OTCYTCTBHH OIIMOOK JIMIIEH3Us IIpHoOpeTaeT craTyc Active B CIIMCKe JIMIeH3WH, QYHKIIMOHA
CTAaHOBUTCA [JOCTYIIHBIM COIVIACHO IlapaMeTpaM JIMIleH3HUM. IlapaMeTphl aKTUBHOW JIMIleH3UU
0TOOpa’karoTcsd B BepXHeM 6Ji0Ke "MHPopMaIiyd o JIUIeH3UN .

Wndopmaumsa o nnuersnn (Ol

YpoBeHb L3N BASIC
KONM4ECTBO MOAKNIOHEHHBIX
CPOK OKOHHaHVR ACTACTBIR NALEH3NA 24.01.2025 SHANOMHTOB 3a CYTKM &

PasBepHyTh v 15 e— 50

PucyHok 412. HH@opmauus 06 aKmugHOU AUUEH3UU

O1MOKHU IpU aKTUBAIUM JINIeH3UU
Mnopmauws o naensn
JNNUeH31A He ycTaHOBNeHa. BepoATHaA NPUUYMHA OLUWMGEKK: Cepeep ELM HefgocTyneH no ykasaHHomy URL.

PucyHok 413. Owubka npu akmusayuu AUUeH3UU

[Ipy BOSHUKHOBEHUU OIIMO0K aKTUBAITUY JIUIIeH3UH Ha CTPAHUIIE 10| CTaTyCOM JIMIIEH3UH 0TOOPasuTCI
ommbKa, BO3HUKINAS B IIpoljecce aKTUBAIMU. Tarxxe coobleHre 006 olmbKe B IIepBOHAYaJIbHOM BHJe
oTobpakaetcs B CoObITHsIX. ITpy aTOM caMa JIiIeH3Hs ITpruobpeTaet craTyc Invalid.

Kak mmpaBuio, OIMOKU IIPU aKTHUBAIIWU JIMITEH3UU CBS3aHbL: - [Ipr B3auMOeNCTBUU C cepBepoM ELM:
OpobJsieMBbI C TOCTYIIOM K cepBepy (HekoppeKTHbBIM ampec ELM B koHQurypamuu NAICE, oTcyTcTBHe
CeTeBOM CBSI3HOCTH) WJIM C OIIMMOKaMM CaMOM JIMIIeH3WM (He HaCTYIIUBIIMU WM HCTEKIIHUN CPOK
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JINIIeH3UH). - IIpU HCI0Ib30BaHUU PLR JIHMIIeH3MPOBaHUS: M3MeHeHHe apaMeTpPOB OKPYKeHUsI I10cye
co3maHus paiyia aKTUBAITHU JTATIEH3WH HJIU C OIIMMOKaMU CaMOM JTUTIEH3HH.

U1 akTUBaITUU JIMI[EH3UH H606XO,Z[I/IMO CHavaJia YCTPAHUTH IIePBOHAYA/IbHYIO OHII/I6Ky, a 3aTeM HaKaTb

Ha @ HAIIPOTUB HY>KHOU JIMITeH3UHU B Tabsuile "CIIUCOK JIUIeH3UI" B KOJIOHKE /leCTBUSL.

B cIyyae BOSHUKHOBEHHUS ITIPO6JIeM IIPU aBTOMATHYeCKOH aKTHUBAIIUU JIUITEH3UH OHA 0CTaeTcsI B CTaTyce
Ready. B TakoM ciryuae He06X0/{MIMO IIPOBECTH PYYHYI0 aKTUBAIIUIO JIUIIeH3UH, Ha)KaB Ha @ HAaIIpOTHUB

HY>KHOU JINIIeH3U U B Tabsuile "CIIMCOK JIMITeH3UMN" B KOJIOHKe /[efiICTBUSL.

Cnncok nuueHsnia (@

Hostname ID NpogykTa Tun CTaTyc JeicTeus

naicel.eltex.loc NICE1111111 ELM Ready ®

PucyHok 414. JTuueH3us 8 cmamyce Ready

VrpaBjieHHe 1 MOHUTOPHHT JINIIeH3 U

ITocste yCIemHOM aKTUBAIIWMU JIMIIEH3UU WX COCTOSHHE MOXKHO IIPOZ0JDKATh OTC/IEKUBATh Ha CTPaHUIle
JIuueHsuposaHue.

® NuueHznpoBaHwWe

PucyHok 415. IIyHkm JluueH3uposaHue 8 MeHI0 Hasuzauuu

HNHudpopMalys 00 aKTUBHOM JIMIIEH3UN

WnopmaLun 0 e

YpoeHs AMueHIMn BASIC

KONMUECTBO NOAKAIOHEHHBIX
CPOK OKOHHaHWA ASTiCTBIAR MLEH3 M 24.01.2025 SHATOMHTOB 32 CYTKU <
Konm4ecTso ceTeBbix YCTPOWCTS. He orpannyeHo 15 e—— 50
KOAMH4eCTBO YHNKAIbHBIX 3HAMONHTOB
33 yTn

50

KOMY€CTBO rOCTEBbIX SHANONHTOB Hegocrynio @
TACACS+ BenoueHo

CBephyTs A

PucyHok 416. HHpopmayus o auyeH3uu

CTpaHHIIA COEP>KUT CIIeTYIOITHE 3JIeMEHTHI:

* ITESEFIIEN - TexyIp CTATyC IHLICHSHE.

¢ [lapamMeTpHI JIUIIEH3UH:

© YpoBeHb JMLEH3WM OIIpefessgeT NOCTYIHBIM [JI1 HAaCTPOMKH W MCII0JIL30BaHUA QYHKIIMOHAI
NAICE, cM. YpOBHM JIMIIEH3UH U JIUIIEH3UPYEMBIN QYHKIITMOHAI

© CpoK OKOHYaHUs [EeWCTBUA JWULEH3WM - JaTa, IIPU HACTYIUIEHUHM KOTOPOH TeKyIas CpovHast
JIATIEH3USI UCTEKAET.
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IIpr ucTeyeHWU CpoOKa [AeNCTBUSA JIMIEH3UU JIUIeH3UPYeMblii (QYHKITMOHAJL

o NAICE 6yzeT 3a0/I0KUpPOBaH, B TOM YMCJIe aBTOPHU3AalUsA KOHEUYHBIX YCTPOMCTB.
IIpojieBaiiTe JIMIlEH3SHIO 3apaHee IIPU IIOSABJIEHUU IIPeyIIpesKIeHus I
n30e’KaHUs TAKUX CUTYaIlUN.

© KonuyecTBO CeTEeBbIX YCTPOWCTB - JIMMHUT II0 KOJIMYECTBY J00aBJIEHHBIX B CHCTEMY CETEBBIX
YCTPOMCTB.

© KonuyecTtso YHUKaAJIbHbIX 3HOMNOUHTOB 3a CYTKW - JIMMHUT IIO KOJIMYECTBY IIOAKJ/IFOUEHHBIX

9H/ITIOMHTOB 3a CyTKH, IIPeyCMOTPEeHHBIN JTUIIeH3UeH.

HpI/I OOCTHPKEHHWH JINMMHTA I10 KOJIMYECTBY ITOAK/IIOYEHHBIX SJHAIIOMHTOB 3d CYTKHA

A KOHeUYHble YCTPOMCTBA CBEpX I3TOTO0 JMMHTA aBTOPM30BaHHI He OyayT. PaHee
aBTOPU30BaHHBIE B IIOCJIEHHE CYTKH YCTPOMCTBA OyAyT  YCIIEIIHO
IIepeaBTOPHU30BAHEI.

© KonmyecTBO FOCTEBbIX SHAMOMHTOB - JIMMUT I10 KOJTMYECTBY AKTUBHEIX I'0CTeBLIX SH/ITIOMHTOB.
©  TACACS+ - HayJIM4ue MIU OTCYTCTBUE NOIIOMHUTEeTbHOT0 Moyt NAICE-TACACS B JIHIleH3UU.

CyeTUylK TeKyIlero KOJIMYeCTBa [IOAK/I0YeHHBIX HAIIOMHTOB 3a CYyTKU. ABTOMaTHUYeCKH 00HOBJIETCS
pas B 5 MUHYVT.

3 - py4HOe 0GHOBJIEHHE CUETUHKA.

OC00eHHOCTH No/[cUeTa KOJIMYeCTBa HOAK/II0YEHHBIX YCTPOMCTB 3a CYTKH

CUETUMK IOJK/IIOUEHHBIX 3HAIIOMHTOB YBEJMYHMBAETCSI TOJHKO IIPH ITOJKIIOYEHHH YHUKA/AbHO20
SHJIIOMHTA, TO eCTh 3H/IIOMHTA, KOTOPBIH He GbLT yCIIenHo aBTopu3oBaH NAICE B mociefHue 24 Jaca.

JlU1d oTIpeiesleHUs YHUKaJIbHOCTH SHAIIOMHTA UCII0JIb3yeTCsa aTpuoyT Calling-station-id.

B (coyuae OTCYTCTBHS YKAa3aHHOTO aTpUOyTa UCIIOJIB3YeTCsI KOCBEHHOE —OIIpefiesieHHe ¢
HCII0JIb30BaHUEM aTpUGYTOB:

© User-Name - aTpu0yT JOJDKEH IIPUCyTCTBOBAThL B RADIUS 3arrpoce.

© NAS-IP-Address mum NAS-Identifier - JOJDKeH IIPHUCYTCTBOBaTh XOTA OBl OJHMH aTpPUOyT M3

YKasaHHBIX.
© NAS-Port - He 06s13aTeJIbHBIN aTPUOYT.
© NAS-Port-Type - He 06513aTe/IbHBIM aTPUOYT
JHJIIOWHTHL, aBTOPHU30BaHHbIe uepes ITopTas (['0cTeBkIe 9HIIOMHTEI), HE y4aCcTBYIOT B IIO/ICUETE.

VCTPOMCTBO CUMTaeTcd IIOAK/IOYEHHBIM POBHO 24 dYaca C MOMeEHTa IIOWIELHEro YCIIEIITHOIO
IOAKIHYeHH. [IpH IOBTOPHOM YCIIEIIIHOM aBTOPHU3aliii BpeMs 0TcueTa 24 4acoB 0OHOBJIAETCA.

ITpumep.

JHATIOUHT ObLT aBTOPHU30BaH 10 uroHA B 13:31:10. "OcBOOOAUT MECTO" B JIUIIEH3UPYEMOM JIUMUTE
SHAOUHT 11 uroHA B 13:31:11.

Ecm KoHeuyHOe YCTPOMCTBO OBIZIO YCIIEIHO IIOBTOPHO aBTOpm3oBaHO 10 mrioHA B 20:20:10, TO
Bpems caBuHeTcs 10 11 mroHa B 20:20:11.
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ViipaBjieHHe 3arpy>KeHHbIMH JTHIIEH3UAMH

Bce sutteH3uM, KOTOPBIe 3arpy>keHbI B NAICE, oToOpaykaroTcs B TabuuIle "CIIUCOK JIUIeH3UH .

CAMCOK NULeH3niA (&

Hostname ID npogykTa Tun CraTyc JercTeua

naicel.eltex.loc NICE1111111 ELM Ready ® ®

naicel.eltex.loc FNICE1111111 PLR Backup ®

PucyHoK 417. Cnucok auyeH3uil

TabIHITa COMEPKUT KOJIOHKH:

Hostname - [IJI1 KAKOTO XOCTa 3arpy’KeHa JaHHast JINITeH3Ud,

ID

npooykKTa - YHHKaﬂBHLIﬁ I/I,Z[eHTI/ICl)I/IKaTOP IIporpaMmMHOI0 obecrieyeHUsSI B CHCTEME

JIMITIEH3UPOBAHUSA;

Tun - TUTI JTUTTeH3UM: 06p1uHasa (ELM) mwu ¢patinoBast (PLR);

CraTyc - TEKYIUHI CTAaTyC JIUIIEH3UU, KOTOPhIM MO>KeT IIPUHUMATh OJHO U3 CJIEAYIOIINX 3HAUeHUM:

o

Init (mosavko dsasa PLR) - KIIOY IIPOJAYKTa 3arpy’keH, IIapaMeTphl OKpY)KEHHUS COOpaHbl,
CreHepupoBaH ¢palyr aKTUBAITUU JIUIEeH3UY;

Ready - smi1ieH3Md TOTOBA K aKTUBAIIM, IMeeTCs K04 IIPoAyKTa U ¢pariul PLR-IMIeH3UHU B CiIy4ae
$alsIoBOTO JIMIIEH3UPOBaHUS,

Active - IHIleH3Ms IIPOIIUIA AaKTUBALIHIO, ee ITapaMeTphl IIPKMMeHeHbI Ha YKasaHHOM XO0CTe;
Invalid - xyrou mpoykTa (vmm $arioBast JJULEH3Hs) He IIPOIIesI aKTUBAIIHI0

Mismatch (mosbko 0151 PLR) - TI0JIy4eHO COOBITHE O He COBIa[eHUU IIapaMeTPOB OKPY KeHUS;
Expired - CpOK eliCTBU JIUI[€eH3UHU UCTEK;

Backup - HeaKTHUBHAas JIUIIEH3Us, Ha JaHHBIM MOMEHT BBIK/IFOUeHHAas K3 JINMIEH3UPOBAHUA; IIPHU
HeO6XO,I[I/IMOCTI/I MOJKeT OBITh dKTHBHpOBaHa.

CucreMa II03BOJIIET OCTaBUThL B 0ase OJaHHBIX groboe KoJsmruectBO Product ID B

0 COCTOSSHUH Backup . B ciIydae mepexiroueHus Mesxny TuiramMu ELM-PLR ynaaars 3ariucu

HEUCII0JIb3yeMoT0 Product ID He 0643aTeIbHO. FIX MOYKHO [Iep>KaTh B 6a3e JaHHbIX I
OBICTPOTO BOCCTAHOBJIEHUS pabOTHI "I10 APyroM cxeme".

[eicTBus - IOCTYITHBIE IeHCTBUS C JINIIEH3HUEH, B YHC/IE KOTOPBIX:
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leRcTBmnA

MNepesecTtn B backup
Co3aaTe palin akTMeaynm

YaanuTb

PucyHok 418. /leticmeus ¢ auueH3uetl

o @ - CKaUHBaHHE JIMITIEH3MOHHBIX @aﬁJIOB PAa3/IMYHBIX THUIIOB;

o @ - aKTHUBAIlUS HeaKTUBHOU JIMI€eH3UN | 06HOBJIEHHE IIapaMeTpoB AKTUBHOU JIUIeH3UU;
L] ~

o : - JOIIOJIHHUTE/IbHBIE NEMCTBHA:

= [lepeBecTu B backup - ycTaHOBUTS JJI1 JIUITeH3UU cTaTyc Backup;

= Co3paTtb dain akTuBauum (mobko 01 PLR) - pydHOM 3alIpoC IIPU Ipo6eMax aBTOMaTHIeCKOH
reHepanyu ¢aiijia akTUBAaILIUH, & TAK)Ke IIPU peaKTUBAIUY JIMIeH3U;

" YpanuTb - YJAIUTh JIMIIEH3UI0 M3 CIMCKA 3arPy’KeHHBIX, a TAKKe BCe CBS3aHHBIE C HeH
JIATIeH3UOHHEBIe Qaiiybl.

B 11eJ19X HEIIPephIBHOTO IIPe0CTaBIeHUS YCIYTH IIepeBo, B craTyc Backup u ynaneHue
AKTUBHBIX JIUIIEH3UH, (JIUIIeH3UM CO cTaTycoM Active) He IIPOUCXOIUT MIHOBEHHO.

A Copoc ymayleHHOM WM IiepeBefeHHOIN B Backup JmreHsunm ¢ mepexogom NAICE B
cocTrostHUe "Bes JMIleH3sUU" IIPOU30HeT TOJLKO ey IepesarpysuTh cepBuchkl NAICE.
Jlo 3TOTO MOMeEHTa CJIeffyeT aKTUBUPOBATh [APYTYI0 JIMIIEH3UI0, HAUe JINIeH3UPYeMbIU
GYHKITMOHAJ Oy/ieT BHIK/IIOYUEH.

CoObITHA

CobbiTna

Aata Hostname y3na YposeH Coobuuerie
01.02.2025 20:35:20 naice1.eltex.loc DEBUG The license NICE4 applied at Ovis. Features: LICENSE_TYPE=BASIC.
01.02.2025 01:51:07 naice1.eltex.loc INFO The license NICE4 has been uploaded for naice-ubuntu24.1

01.02.2025 21:04:05 naice1.eltex.loc WARNING Application is running in demo mode.

PucyHok 419. CucmemHble cOObIMUS NMUUCH3UPOBAHUSA

biiok "CoObITHA" ABJIFETCI aHAJIOTOM CTPaHUITBI CHCTeMHBIE COOBITHS, B KOTOPBIE ITOMEIIAITCI TOJIbKO
COOBITHS, CBSI3aHHBIE C IUI[€H3HPOBAaHHEM.

TabJIHIITa COIEPIKUT CIIETYIOITHE KOJIOHKH:

e [laTa - BpeMs 3aIlMCH COOBITHS B 6a3y MaHHBIX; BpeMsI OTOOpaskaeTcs C yUYeTOM YacOBOTO IIOsica,
YKa3aHHOTO0 B HaCTpPOMKaxX aKKayHTa;

® Hostname y3na - UM X0CTa, CBA3aHHOTO C COOBITHEM;
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YpoBeHb - B&YKHOCTH COOBITHSI, MOJKeT IIPUHUMATh 0/THO U3 CIeAYIONNX 3HaUeHUH:

0 INFO - “HQGOPMAITMOHHBIE COOBITHS, KaK IIPABHJIO 00 yCIiexe BHIIOJTHEHHBIX IeHCTBHUM;
©  WARNING - cOOBITHS, Ha KOTOPBIE CTOUT 00paTUTh BHUMAaHUE;

©  ERROR - BayKHBIe COOBITHS C OIIMMOKaAMU JIUITeH3UH;

© DEBUG - 0TVIaIOUHBIE COOBITHS.

® CoobuweHune - comeprKaHue COOBITHUSL.

CDI/IJII:TpaHI/IH U HN3MEHEHHE IIopsAaKa COPTHPOBKKU HEIOCTYIIHBI. YacToTa aBTOOOOHOBJIEHMS CITHCKA

COOBITHUH - pa3 B 5 MUHYT. /IOCTYITHO pyYHOe 00HOBJIEHUE CITHCKa COOBITUM 110 KHOIIKE £

[Ipy TIPOJIMCTBIBAHUN IIEPBBIX 25 3JIeMEHTOB TabJWIIBI aBTOOOHOBJIEHHE CITMCKA
A COOBITHY OTKJIIOYAETCS.

JIJ1 BKIIFOUeHHSI He0OX0/IIMO BBIIIOJTHUTD PYyYHOe 0OHOBJIEHHE 110 KHOIIKe 4% .

ITpenynpeskaeHsa
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Hpe,z[ynpen(,z(e}m;l 0 JOCTHKE€EHHNH INMMHUTOB

a8 G NuueH3MpoBaHKe

Q  JlnyeHsnposaHue

@
o Vndopmauna o nuuensun
&
YpoBeHb NMMLUEH3INK BASIC
P Y
] Konuuyecrtso nogkn4veHHE
& CpOK OKOHYaHWA AeACTBMA NMLEH3NKN 05.02.2025 3HAMNOWHTOB 3a CYTKK
0 KonM4ecTBo CceTeBbIX YCTPOWACTE He orpaHuyeHo 9
KonM4ecTBo YHWKaNbHbIX SHAMNOWHTOB
& - . 100 &
38 CYTKK
KONM4YecTBO rocTeBbiX IHANOWHTOB HegocTynHo G}
TACACS+ Brno4eHo
CBepHYTb ~
3arpy3ka
CnWcok nuueHsuin (@&
Hostname *
ID
Hostname - Hostname
npoAyKTa
(T y naicel.eltex.loc NICE11111
(@ BbiGepuTe daiin MM NepeTawyuTe cloga naice1.eltex.loc FNICE1111
Mone o6msatenswo gna sanoaverws
Sl NnpoynTan v cornacex c MNoNb30BaTENLCKMM COMMALLIEHHEM
3arpysiTb
CobbiTna &
® laTa Hostname y3na YpoBeHb
01.02.2025 01:52:41 naicel.eltex.loc DEBUG
o 02.02.2025 05:02:41 naicel.eltex.loc INFO
o AoctynHo meHee 10% naicel.eltex.loc WARNING
Ay YHAKaNBHEIX 3HANOWHTOR
AD

PucyHok 420. IIpedynpedcoeHUst 0 00CMUICEHUU AUMUMO8

[Ipy TPUOMIDKEHHH K JIMMHTY JIMIEH3WW WA JAeMOHCTPAI[MOHHOTO PeXXHUMa II0 KOJHYECTBY
TTOK/TIOYEHHBIX 3HATIOMHTOB WJIHM IIPU MPHUOIKEHUH K JlaTe WCTeYeHUs JIUITEeH3UN B HIDKHEH JIeBOH
YacTH MeHI0 HaBHUTAIIMU OyAyT O0TOOpaXKaThCs IPeAyIpPeKneHUs: 0 MPUOIIDKeHUU W JI0CTYDKeHUU
JIUMUTOB. [IpU KJIMKe Ha IpeiyIIpeskieHe 0CyIeCTBIIIeTCS IIepeX0 Ha CTPaHUILy JIuleH3Uup 08aHue.
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IIpenymnpeskgeHre 0 JIMMHTE II0 3HAIIOMHTAM HauMHaeT 0TOOpakaTbCd IIPU JOCTHOKEHUU CUETUYHKOM
3HaueHUd B 90% OT JIMIIeH3UPYeMOT0 JIUMHUTA.

[IpepyrpeskneHye 0 IPUOIM>KeHUH NaThl OKOHYaHU [eCTBUS JIMI[eH3UU HauMHaeT 0ToOpakaThcs 3a 90
JTHEeH 10 3TOTO CPOKa.

ITommMoO OT06pa>KeHI/IH B HIDKHEW JIeBOM YacTH MEHK0 HaBUTralluM, IaHHbIEe IpenyIpesxaeHnsd
OTOGpEDKaIOTCE[ Ha cTpaHulle JIUIleH3sUPOBaHNe HAIIPOTHUB COOTBETCTBYIOIIIETO IIapaMeTpa B BH/e &

HepmoctymHocTts cepBepa ELM

&0 24 4. 1o BNOKMPOBKM NAICE:
BOCCTAaHOBWTE CoefiMHEHWE C ELM

PucyHok 421. ITpedynpedscdeHue o HedocmynHocmu ELM

NAICE 1meproUUecKH T0J/DKeH aKTyaJIu3vpoBaTh I1apaMeTpsl TeKylleir ELM-uiieHsuu Ha cepBepe ELM.
B oryuae, e Iipu ouepefHOM akTyanusany NAICE He cMOT ITOJIyYUTh ITapaMeTpPhl, TO C 9TOT0 BpeMeH!
CTapTyeT 00paTHbBIN 0TCcYeT 40 6I0KUpPOBKU NAICE. O6paTHBIN OTCUeT 0TOOpaykaeTcsl B HIDKHEH JIeBOH
YaCTHU MEHI0 HaBUTaITUH aHAJIOTUYHO IIPeAYIIPEsKIeHUIM O 10 CTHDKeHUH JIMMUTOB.

Ecmu goctynr o ELM He 6yzeT BOCCTaHOBJIEH B T€UEHUE 72 4YaCOB, TO JIUIIEH3UPYEMBbIN
0 ¢yrKIroHasn NAICE GyzmeT 3a0/I0KUpOBaH U JIMIleH3ud OymeT copoireHa. [Tocre copoca
JIMIIeH3UU I0TPeOyeTcs ee IIOBTOPHAs aKTUBAITH.

JUUId IIpOBepKU [,0CTYITHOCTU cepBepa ELM MOJKHO BOCII0/Ib30BaThCS CJIEAYIOIIe KOMaHIOM:

$ curl -k https://<IP appec ELM>:<nopTt ELM>/elm/Hello

Ecmu cepBep ELM fioCTyIieH, TO BBIBOJ, KOMaH/IbI Oy/IeT UMETh BUJ:

{"server-info":
{"version":"1.4","build":"10","root":true,"serverType":"elm",6 "daemonMode" :"server", "serverMode":"r
type":"elm","protocol-supported”:2,"protocol-actual":4},"status":2,"result":"0OK"}

HepoctynmHocts EPG cepBHCa

g Gecriepe60HOM PaboThl GaiiyloBOM JIMIEH3MHU He0OXOJMMa IIOCTOSHHas paboTa KOHTelHepa epg-
service. B cayyae OTK/IHOYeHHs MU IIOTEPH CBSISH C JaHHBIM KOHTeHHepOM JIMIeH3Hd OyZieT cOpolleHa
4yepes 12 gacoB. KoHTeliHep epg-service BXoAuT B cocTaB NAICE 1o yMoI4aHHIO M paboTaeT BMecTe C
IPYTUMU KOHTeHHepaMu.

CMeHa mapaMeTpPOB OKPY>KeHUS

Ecm cymMapHOe BpeMs paboThl C JIMIleH3Hel Ha TeKyllel KOHQUIyparuu cepBepa MeHblie 30 JHeH, TO
IpU U3MeHeHHWH ITapaMeTPOB OKPY>KeHUs cepBepa JIUIeH3Us OyeT IpUHYIUTeJIbHO cOpoIieHa uepes 14
THeN.
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Ecm cymMmapHOe BpeMsi paboThl C JIMITeH3Uel Ha TeKyIer KOHQUTryparuu cepBepa 6osbite 30 gHeH, To
IIpY U3MeHeHUH I1apaMeTPOB OKPY)KeHUs cepBepa JIMIeH3Us OyeT IPUHYAUTEeILHO copolileHa yepe3 30
JTHEN.

CleHapuu JINI€eH3UPOBaHUSA

IlepeHocC IMIIeH3NH Ha APYrou XOCT

CylrecTByeT BO3MOXKHOCTH OTpeflaKTHpPOBaTh hostname 3arpy)keHHOIN JIMITeHSHH. JTO MOJKeT
II0TpeboBaThCA IIPHU HCIIOJIb30BaHUU KiacTepa NAICE, Kornma JIMIleH3HOHHBIe (Qaiyibl ObLIM OIMOG0UHO
3arpy’kKeHbl Ha JPYyroi XOCT.

Jl11 peakTUPOBaHUS hostname 3arpy;KeHHOU JIMITEH3UU HEOOGXO[UMO IIePEeBEeCTH JIUIEH3UI0 B CTATyC
Backup, a 3aTeM HaBeCTH KypcOpoM Ha 3HaueHHe hostname BrIGpaHHOM uIleH3uHN. CIIpaBa 0T 3Ha4eHUsI
hostname 1ossBUTCI UKOHKa /.

CNWCcoK NULEeH3nA

Hostname

naice1.eltex.loc b7

PucyHok 422. PedakmuposaHue hostname

ITocyle HaKaTH Ha UKOHKY IIOSIBUTCS BBIOOP HOBOTO XOCTa AJIA JIMIleH3UH. COXpaHUThH ClejlaHHBIN
BBIOOD.

[Ipu He06X0/TUMOCTU aKTUBHUPYHUTE HOBYIO JIUIIEH3UI0, HAYKaB Ha @ B KOJIOHKe /[eiCTBUH.

N3meHeHHe cocTaBa JIMIIEH3UU

B ciyuae, ecmu TpebyeTcsl UISMEHUTD COCTaB JIMIIeH3UH - YBEJIUNYUTH KOJIMYECTBO SHAIIOUHTOB, BKJIKOUUTh
¢yukioHan TACACS+ - He06X0 MO 06PaTUTHCS B KOMITAHUI0 «JIITEKC».

OHJ1allH IOAK/II0YEeHUs K cepBepy ELM

B ciydae uCIIob30BaHUA online IMOAKIIOUEHHSI K TYOIHMUYHOMY CepBepPY JIMIIeH3UPOBAHUS KOMIIAHUU
«ITEKC» TI0CJIe BHECEHUI U3MEHEHUM B COCTaB JIUIIEH3UN 00HOBJIEHHE IPOU30UeT aBTOMaTHUUeCKH, B
TeueHHe 1 yaca.

Ecyr Tpe6yeTcs BBIIIOJIHUTD IIPUHYAUTEIbHOEe 00HOBJIEHHE JINI[eH3HH:

1. ITepeBecTH TEKYIIYIO JIMIIEH3UI0 B CTATyC B cTaTyc Backup.

2. BBIIOJTHUTD ITOBTOPHO aKTUBAITUIO JIMTIEH3UHU @

IMoakarouenne K Offline ELM

B orydae ucnosmb3oBaHus Offline ELM cepBepa moTpebyeTcsl IOJMYYUTh B KOMIIAHUM «IITEKC» HOBBIM
dari 6aHI THUIeH3WU ¢ UI3MeHEeHHBIM COCTaBOM JIMITEH3UH U YCTaHOBUTE ero B Offline ELM.
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ITocite 3arpy3Ke HOBOTO 6&H,I[J'Ia JIUIIEH3UH 00HOBJIEHUE nponsofme'r aBTOMaTU4YeCKH, B TeueHHe 1 yaca.
HpI/IHy,Z[I/ITEJIBHOG 00HOBJIEHHE IIapaMeTpOB JIMIIEH3WMKW BBIIIOJIHAETCA aHAJIOTUYHO KaK [IJId online
IO AKJTFOYEHHA.

PLR I /IuIieH3uAa

B wryyae mcrosb3oBaHus PLR JIMIIEH3UH ITOTPeGYeTCsT IMOIYIUTh B KOMITAHHUH «JITEKC» HOBBIM (arii
JIUTIEH3UH C ©3MEHEHHBIM COCTaBOM JIUITEH3HUH.

ITocite II0JIy4YeHHsI HOBOTO c])afma JIUIIEH3NH HEO6XO,ILI/IMO BBIIIOJIHUTE €r0 3arpy3Ky aHa/JIOTHYHO 3arpysKe
KJIrO4a IIPOAyKTa.

IIostHasA 3aMeHa JINIIE€H3 NN

[Ipu HeOOGXOAMMOCTH 3aMeHEI OJTHOM JIUTIeH3UH Ha APYTYI0 OOIMI aJTOPUTM JeHCTBUN 3aK/II0YAEeTCs B
CJIeIYIOITEM:

1. ITepeBeCTH TEKYIIYIO JIMITEH3UI0 B cTaTyc Backup.
2. 3arpysuThb KJIH0U IPOyKTa HOBOM JIMITEH3UH COIACHO 3arpyska KIr4a IIPo/yKTa.
3. AKTUBUPOBAThH HOBYIO JIUTIEH3HIO COVIACHO AKTHBAITHS JIUTIEH3U .

4. TIpu yKeJIaHUH Y/IaTUTh IIPEIBIAYIIYIO IUIIEH3HIO.

PeakTuBamusa PLR-1uiieH3uM

PeaKkTHBaIMsl JIMIIEH3UU - IIOBTOPHAsI aKTUBAIUA QaiiIoBOM JIMIIEH3WH IIpU MU3MeHeHUM IIapaMeTpoB
OKPY>KeHU$1, K KOTOPBIM IIpHUBsI3aHa JIUIeH3HS.

PeaKTHBAITMS MOYKET IIOTPE60BATHCS B CJIEYIONTUX CIIyUAsIX:

¢ KiloHHpoBaHUe 00pasa BUPTyaJIbHON MalllMHEI.
® lisMeHeHHe KOHQUTYpPAITUU JUCKOB, OIIEPaTUBHOM IIaMsITH U IIPOIieccopa.
¢ JlepeycraHOBKa CHCTeMBbL, Ha KOTOPOH 3arryieHo I10.

JloIrycKaeTcs ygeauueHue OTIEPATUBHOM MaMSTH U KOJMYECTBA siiep IIpolleccopa 6e3 HeoOXOIHUMOCTH
peaxTHBAaITUH.

[Ipolieaypa peaKTUBAITUH IT0X05Ka Ha IIPOIIeIyPy aKTUBAITHM, 38 TeM UCKIIOUeHHEM, UTO KJIIOU ITPO/IYKTa
yoKe 3arpyskeH. Heo6X0/J1MO BEITIOJTHUTE CJIE/IVIOITHE [eHACTBUS:

1. IHoBTOpHO chopMHUpPOBATH Galyl aKTUBAITUHM JIMIIEH3UU [IJI1 M3MEHUBIIIETOCI OKPY’)KeHUs, BbIOpaB
COOTBETCTBYIOIIlee [[OIIOJIHUTEeIbHOE [elcTBhe B Tabiuile "CIHCOK JIMIEH3SHU' [JI1 HY>KHOU
JIUIIeH3HH.

IlepemgaTh HOBBIU Qaliyl aKTUBAIIUU B KOMITAHUIO « JITEKC.

B ciayuae mM3MeHeHHs OJHOTO M3 COOMpaeMBIX ITapaMeTpPOB OKPY)KeHUS YKe noc/e
OTIIpaBKH  Qaiiyla  aKTUBALlUKM  CreHepUpOBaHHAs  JIMIIeH3Ws  IlepecTaHeT

0 COOTBETCTBOBATH XOCTOBOM MAalllMHE. B 3TOM yIydae 1moTpebyeTcs CKayaTb HOBBIN Qaril
aKTHUBAIIHMU U IIPUJIOKUTDH ero K 3asBKe. JIydllle 3TOr0 He [0IIyCKaTh.
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IToIy4YuTh HOBBIU QaliyI IUIIEH3UH.

daii1 UIeH3uH He0O6X0JUMO 3arpy3UTh B CUCTEMY aHAJIOTUYHO 3arpy3Ke KJIF04a IIPOIYKTa.

IIpoasrenue PLR jiuiieH3 A

B cBg3u C 0COOeHHOCTIMHM peanm3anuu (GaJIoBOTO JIMIIEH3UPOBaHUS TpebyeTcs IIepUOAUYecKoe

peryssapHOe nnpopiieHue PLR-IHAIIeH3U .

[Tpo1ieypa IIPOAJIeHUS aHAJIOTUYHA IIPOIie/lype PeakTUBAIH.

IIos1b30BaTeJILCKOE corJIallieHue

JINIIeH3sHOHHOe COIVIallleHHe C KOHEeYHBIM II0JIb30BaTesieM (Hacrosinee «CoIvallleHue») COJepKUT
HHOOPMAITUI0O O IIPAaBOOTHOILIEHMSIX II0JIb30BaTesel HAaCTOSIIET0 IIPOIPaMMHOTO 00ecleyeHus C

npaBoobuazaTesneM — 000 «Ilpepnpusarue «JITEKC» (AJITEKC).

1

. Hacrostiee ComraltieHUe IIpe/iCTaBJIIeT COO0OM TOTOBOP, 3aKIOUAeMBIM MeXNy QU3UMYeCKUM WA

IOPUIHUYECKUM JIUITOM, COIVIAIIAFOIIMCS C HACTOAIIMMU YeIoBUAMH U OO0 «Ilpennpuarie «JITEKC»
(9JITEKC), KOTOpPBIU perympyeT HCI0JIb30BaHME KOHEUHBIM II0JIb30BaTeJieM IIPOrpaMMHOIO
obecrieyeHUs, BCTPOEHHBIX IHIPOrpaMM, IIPOTPaMMHBIX HHTep(emrcoB, I10Jb30BaTEbCKUX
uHTepdelcoB U JX060T0 APYTOTO THUIIA MHCTPYKIIUM WX KOJa, IipefocraBiaeHHBIX JITEKC, KoTopbie
COMPOBOYKAAIOT HacTosIee ComIallieHre UK CChLIAI0TCS Ha HEero, BMecCTe C JIF0001 COOTBETCTBYIOIIEHN
IoKyMeHTaIrmen (nasee — «[IporpaMMHOe 06eCIieyeHUe»).

. HpI/I YCTaHOBKE, BBIIIOJIHEHUHW WM HCIIOJIb30BaAHHUH HpOI‘paM]V[I-IOI‘O obecrieyeHUS HUHBIM 06pa30M

mosb3oBaTeMb (i) IMOATBep)KmaeT, YTO MPOYMTAJI U IIOHUMaeT Hacrosiee ComrarreHue, (ii)
coraIaeTcs cobroiaTh HacTrosee ComiarieHue, (iii) moaTBep KIaeT, UTo MMeeTe 3aKOHHbBIE IIpaBa
JIUTST 3aKJTFOUEHHST HACTOSIIIIETO COTJIAIITEHHS KaK 0T GHM3MUECKOT0, TaK M OT IOPUANIECKOTO JIUITA.

. Hacrosmiee ComnaiieHue BCTyIIaeT B CHUIy B Ty JaTy, KOTOpas HACTYIIUT paHee, a MMEHHO: IIpH

YCTaHOBKe, 3allyCK€ WM HWHBIM 06pa30M HCII0JIb30OBAHHUH HpOI‘p&N[MHOI‘O obeciieyeHus, H
3dKaHYMBAETCAd IIOC/IE ITpEKPAaIlleHrA /:[eﬁCTBI/IH B COOTBETCTBHH C HACTOAIIKMM IIYHKTOM (,z;aJIee -

«CpOK efiCTBUS»).

. Hacrostmee CornarreHre aBTOMAaTHYECKH ITPEKPAIIIAeT CBOE JlericTBUE 6e3 yBegomieHus oT JITEKC B

CIydae HapyIIeHMd ITI0JIb30BaTeIeEM JIF060T0 ITOJI0KEHUS WJIH YCUIOBHS HACTOSIIIETO CowrarreHUs.

. Ilocste mIpekparttieHus1 Ae¥cTBUS HacTosiero CorarieHus oJIh30BaTelb HeMeIJIeHHO IIpeKparriaeT

UCII0JIb30BaHUe [IporpaMmHoOro obecrieueHusd U ygasget (i) [IporpamMHOoe ob6ectieueHue, (ii) yroboe
Ipyroe IPUJIO’KeHUe, IIpe/loCTaBIeHHOe I10/Ib30BaTes 0 0T uMeHU JJITEKC a1 B3auMO/[eHiCTBUA C
[IporpaMMHEIM obecriedeHueM, U (iii) r000M 0OBEKT, OJyUeHHBIN B pe3yabTaTe HCII0JIb30BaHUI
[IporpaMMHOTO 06ecIIeYeHHsl.

. [Toyib30BaTe b MOXKET PACTOPTHYTH HaCTOdIIee CownarreHue, IIpeKpaTuB JII060€ HUCII0JIb30BaHUe

[IporpaMMHOTro0 06ecriedeHus U yaauB [IporpaMMHOe 06eclieueHHe CO CBOUX YCTPOMCTB.

.IIpu ycmoBuM CcOOMIOfEHUS II0Jb30BaTesieM yCoIoBUM — Hacrosiero ComrameHus JJITEKC

IIPeIOCTABJISIET I10JIH30BATEI0 OTPAHUYEHHYI0, OT3LIBHYI0, HEHUCKIIOUNTEILHYI0, He IT0JIeXKaIIyTo
CyOJIUIIEH3UH JIUITEH3WI0 Ha WUCII0JIb30BaHWe IIporpaMMHOTO ob6eclieueHUss B TeueHHe Cpoka
IEeHCTBUS WCKIIOUHUTEIRHO JIJII BHYTPEHHHX ITeJIel I10JIh30BaTess (He I JaTbHEeUIeH mepegayun
mpaB Ha [IporpaMMmHOe obeclieyeHHe TPETHUM JIMITAM, He I MPOJaKH), a JJIsd IIporpaMMHOrO
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10.

11.

12.

13.

14.

15.

16.

17.

18.

obecrieueHus, II0CTaBIIEMOTO € 060pyroBaHueM JITEKC, — UCKITIOUNUTETHHO I IleJIeH IO eprKKU
o6opymoBaHwms JJITEKC.

. [IpaBa co6CTBEHHOCTH, B TOM 4YHCJIe IIpaBa Ha UHTE/UIEKTYaJIbHYI0 COOCTBEHHOCTh, B OTHOIIEHHUU

IIporpamMHOTO 06ecrieueHUd IpruHajiexat JJITEKC.

. [loJsib30BaTesIb He MeeT IIpaBa U3MEHATH, PACIIPOCTPAHATD, I'IY6JII/IT-IHO OJEMOHCTPHUPOBATH, HY6]II/I‘-IHO

UCIIOJHATD WY CO3/LaBaTh IIPOU3BO/IHBIE IIPOAYKTEI IIporpaMMHOTO 06ecIieueHusL.

IToJsib30BaTes b He UMeeT IIpaBa /leacceMOIMpPoBaTh, eTPAaHIMPOBATh, TEKOMIIUIMPOBATh, ITBITAThCS
06GHAPY)KUTH WJIN IIOJYYUTh UCXOHBIN Ko [IporpaMMHOTO 06eciiedeHUs UJIU pa3pelaTh 3TO0 Jie1aTh
IPYTHM JIATTaM.

[Tosp3oBaTeslb He HMeeT IIpaBa: CflaBaTb B apeH/y, IIpojiaBaTh, IlepefaBaTb B I10/Ib30BaHMUE,
IIPe/lOCTaB/AITh Ha YCIOBHUAX 3aiiMa, CyOJIHMIIeH3HpOBaTh, IIPeJOCTaBJATh YCIYTH KOMMEPUYeCKOIo
XOCTHHTAa C HCIIOJb30BaHUEM IIporpaMMHOro obecredyeHHs WX KaKUM-TUO0 HHBIM 00pasoM
paspelaTh TpeTbUM JIUI]aM HCII0JIb30BaTh IIporpaMMHOe 06ecIiedyeHue.

ITosmb30BaTesIb He UMeeT IIpaBa: U3MEeHATh, 00X0JUTh, 1eaKTUBUPOBAaTh, yXY/AIIaTh WX OJIOKUPOBaTh
JIF060U TPOTPaMMHBINA WJIM alllapaTHBIM MeXaHW3M 3almThl, KOTOpsId JITEKC mcmosb3yeT A
3a1MTHI [IporpaMMHOIO 06ecreueHus.

Ilosb3oBaTes b IIpH3HAeT, 4Tro, ewmr IIporpaMMHOMY obecliedyeHHI0 TpebyeTcad MHOCIYII K
060PYOBAHUIO MJIM IPOTPaMMHOMY ObecriedeH0, He npuHaaiaesxanmM JITEKC, 1ig BeIToTHEHUS
paboTsl MM IIpefocTaBIeHus QYHKIIMH, M I10JIb30BaTe/b OTKasblBaeTCd OT TaKOIO paspelleHId,
COOTBETCTBYIOIMe OQYHKIIUSI MM CBOMCTBO He OYAyT MOCTYIIHBI WJIM BBIIIOJHATHCI [OJDKHBIM
obpasoM.

A1 HeKOTOphIX OYHKIUI IIporpaMMHOTO o6ecliedyeHHss MOJXKeT II0TpeboBaThCsa [MOOCTYII K
OIIpefie/IeHHOMY IIPOIPaMMHOMY OOeClledeHHUI0 H/WUIM O6OpyLOBaHHUIO. B Tex wIydadax, KOIga
TpebyeTcs paspelleHue, I10JIb30BaTeIb JaHHBIM colialieHrueM mpegocranisieT JJITEKC paspertieHue B
TegyeHHe CpoKa [eMCTBUA J[OCTYII KO BCeMy IIPOTPaMMHOMY O6OeClledeHHIO, BCTPOEHHOMY B
o6opyroBanue JITEKC, ecsit 3T0 HEOOXOUMO JIJI1 BEIIOJIHEHUS [IporpaMMHBIM 06ecIieyeHeM 3THUX

OYHKITUN.

Huuro B arom ComiallleHMM He [aeT II0JIb30BaTeJI0 IIpaBa Ha HOBBLIe BepcuH IIporpamMMHOTIO
obecrievenus. Ecmm JITEKC 1o cBoeMy YCMOTPEHHUIO BBOAUT OOHOBJIEHUS, HCIIPaBJIEHUS WU
KOPPEeKTHUPYIOIMe BCTaBKU B IIporpaMMHOe obeclieyeHue, LOCTYIIHBIE B TeueHHe CpoKa [eliCTBHY,
0e3 IIpefoCTaB/IeHUsS 3aMEHSIOIINX YCIOBUM, HacTosdllee CoIallleHHe IIPUMEHSeTCI K TaKUM
00HOBJIEHUAM, UCIIPaBJIEHUAM U KOPPEKTUPYIOIIIMM BCTaBKaM.

IIpu ycinoBuM, 4TO QyHKIIMOHAJIbHBIE BO3MOYKHOCTU M QyHKIUU I[IporpaMMHOro obecriedeHUs B
TaTbHEHUIIIeM OCTaHyTCI HPaKTHUeCKH TaKuMU ke, JJITEKC Mo>KeT aBTOMAaTH4YeCKU OOHOBJIATH
IIporpamMMHOe obecrieyeHMe 6e3 COIacHs I10JIb30BaTe .

Ilosb3oBaresb IIpysHaeT U cowrammaercd ¢ TeM, yTro JJITEKC Mo)XeT B COOTBETCTBUU C 3aKOHOM
cobupaTh 06e3TMUeHHbIe ITepCOHATbHBIE TaHHbIE, CBI3aHHBIE C MCIO0JIE30BAaHUEM II0/IH30BaTeIEM
IIporpaMMHOTO ObecIieueHNs, BKJIIOYas JaHHEIe, CO3aHHble [IporpaMMHBIM ObecriedeHueM, H/UIU
IaHHbIe, CO3aHHbIe JIIOOBIM YCTPOMCTBOM, Ha KOTOPOM YCTAaHOBJIEHO IIPOTPaMMHOE 0becCIieueHIe,

KOTOpOe B3aUMO/IeHCTBYeT ¢ [[porpaMMHBIM 06eCIIeYeHUEM.

[ToJsib30BaTesIb IIpU3HaeT U CoIVlallaeTcd C TeM, 4UTO JJITEKC MoO>KeT B COOTBETCTBHUU C 3aKOHOM

Co3gaBaTh 3allMCH arperupoOBaHHBIX MAaHHBIX C HCIIOJIb30BaHHEM 006e3/TMUeHHBIX IIepCOHA/IbHBIX
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19.

20.

21.

22.

23.

JaHHBIX.

ITosib3oBaTesis IpHsHaeT U comiairaercs ¢ TeM, uTo IJITEKC MO>KeT B COOTBETCTBHHU C 3aKOHOM
WCII0JIh30BaTh 3allUCU arperupoOBaHHBIX MaHHBIX [JId yaydileHUs [IporpaMMHOTO 06ecrieueHus,
paspaboTKH HOBOTO IIPOTPAMMHOTO O6ecrieyeHus WIN YCIyT, IOHUMaHUg 0TPacIeBhIX TeHJIeHITUN,
CO3ZlaHUd U IIyOJMKAIlUM TeXHUYEeCKOU JOKYMEHTAIlUH, 0TYEeTOB W/ 6a3 JaHHBIX, 0000IIAr0IIMX
BBIITIEU3JIOKEHHOEe, B I[eJiIX HCCIeA0BaHUSI W IIOMOIIM B peIleHUH H/WIW IIpefoTBpaIlleHun
$aKTUUeCKO! WX IOTeHITUaJIbHONM He3aKOHHOM JedTeIbHOCTH U, B 11eJI0M, JJI JIFOOBIX 3aKOHHBIX
IeJieli, CBSI3aHHBIX C KOMMepUeCcKoU nesTeqbHOCTEI0 JITEKC, a Takke COXpaHITH 00e3/THYeHHbIE

IepcoHaJIbHbIE JaHHbIE IIPY yaieHu [IporpaMMHOT0 06ecrieueHusI.

[lucbMeHHOe comiache c IpezuiockeHueMm IJJITEKC o 3aMeHe comiallleHWs 06 MCIIOJIb30BaHUU
IIporpaMMHOTO 06ecIieueHUs U, COOTBETCTBEHHO, 0/T00peHIe TaKOM 3aMeHbI MOYKET OBITh /TaHO ITyTeM
HaKaTHUsd KHOIIKY, IIPEJACTaBJIeHHOM B 3aMEHAIOIEeM COIIAllleHWW, WIM WCI0JIb30BaHUI
[IporpaMMHOTr0 06ecIieueHUs I10CJIe IIPeICTaBIeHUS 3aMEHSOIETO COIIAIIIEHUS.

CTOpoHHMEe pecypchl, KOTOpble MOTYT OBITH CBS3aHHBI IJIM [OCTYIIHBI depe3 IIporpamMMmHOe
obecrieyeHre, He CUMTAIOTCI 4dacTbio [IporpamMuoro obecrieveHus, U JITEKC mokeT 110 cBOEMY
YCMOTPEHUI0 OTK/IIOUMTH HHTErpaIfii0 CTOPOHHEr0 pecypca WM COBMECTHMOCTE IIporpamMMHOrO

006eCITeueHHs CO CTOPOHHUM PECYPCOM.

IIporpaMMHOe obeclieueHMe IIPe0CTaB/IeTCI «KaK eCTb» M Ha YUIOBHAX KaK «IIPH HaIU4UU». B
COOTBETCTBHUHY C MaKCHUMa/JIbHO NOIIYCTUMBIM I10 3aKOHY IipezesoM, JITEKC oTkaseIiBaeTca OT BCeX
rapa’HTUH, SBHBIX, I10/JpasyMeBaeMbIX UK 3aKOHHBIX, BKJII0Yas, B YaCTHOCTH, KOCBEHHbIe TapaHTHUU
KOMMEPUYECKOI0 KauvecTBa, YA0BJIETBOPUTEJILHOI0 KaudecTBa HJIM KadeCTBEHHOIO COOTBETCTBHS,
COOTBETCTBUS KOHKPETHBIM I1eJIIM, HaJ[e>KHOCTU WX J0CTYITHOCTHU, TOYHOCTH, OTCYTCTBHSA BUPYCOB,
HeHapyIIeHU IIpaB TPeThbUX CTOPOH MU UHEBIX I1paB. JITEKC He rapaHTUpPYeT, UTO 3TO IIPOrpaMMHOe
obecrreyeHure OyzmeT paboTaTh U 0CTaBAaTHCA AOCTYIIHBIM 6e3 Imepe6oeB man OImMb0K. KoHCy/IbTalus
W nHGOpMaIid, IoaydeHHas moab3oBaTesieM oT JITEKC wau ero mapTHepOB B ITMCbMEHHOM HJIN
YCTHOM BHJle, HUKOMM 00pasoM He BJIMgeT Ha [JaHHBIM OTKa3 OT TapaHTHW B OTHOIIEHUH
IIPOTPaMMHOTIO0 06ecrieueHUs U He CO3/jaeT LOII0JTHUTEIbHbIX TapaHTHH.

OmnpeesleHHBIN CTOPOHHUU pecypC MOYKeT OBbITh BK/IIOYEH B IIPOTPAMMHOE O6eclieueHHe WU
LOCTyIleH yepe3 IporpaMmHoe obecrieueHue. JJITEKC He fejlaeT HUKaKUX 3asdBJIEHUN O JIFOO0M
cropoHHeM pecypce. ITockoabKy JITEKC nMeeT orpaHUYeHHBIN KOHTPOJIb HaZl, TAKUM PeCypcoM KA
He OCYIIeCTBJsIeT ero, II0JIb30BarTesb IIpM3HaeT U comiamtaercs, uro JJITEKC He HeceT
OTBETCTBEHHOCTH 3a TaKOM pecypc. B 4aCTHOCTH, I10JIb30BaTe/Ib OCO3HAET M COIAIIIAETCI C TEM, UTO
0JIb30BaTeJb OCYIEeCTBJIAET MCII0JIb30BaHUE CTOPOHHEr0 pecypca Ha COOCTBEHHBIM PHCK U
IIpUHUMaeT Ha cebsd BCe DPHCKU, CBI3aHHBIE C HEYIOBJIETBOPUTEJHLHBIMU KadeCcTBOM, pabOTOH,
TOYHOCTBI WX Tpypo3aTparamu. Ilosb3oBaTesns comiainaercsd, yro JJITEKC He HeceT IIpsIMOM WK
KOCBEHHOM OTBETCTBEHHOCTH 3a JIF00bIe ITIOBPEXKNEHN U YObITKHY, B TOM YHCJIE JIF00bIE TTI0BPeXIeHII
WA yTpaTy [TaHHBIX B pesyJbTaTe WIKW IIPEeAIIOJIOKUTEIbHO B pesyjabTaTe, JIMO0 B CBSI3U C
UCIIOJIb30BaHUEM WJIM PAacyeToM Ha ero HaJleXHOCTh, CTOPOHHEr0 pecypca, LOCTYIIHOIO B TaKOM
IIpOrpaMMHOM O06eclieueHUH UIN Yepes Hero. I10sIb30BaTe/Ib 0CO3HAET U COIVIAIlIaeTCd C TeM, YTO Ha
HUCIIO0JIb30BaHUEe JIFO00OTO0 CTOPOHHEIO pecypca paclpoCTPaHSIOTCI YCIOBUS, JIMIIEH3HOHHOE
COIIallleHHe, ITOJIMTUKA KOHOUIeHITHAIbHOCTH WJIH IPyTUe II0L00HbIe COIAIIIEHNS, a TAK)Ke, UTO Ha
Jr06yr0 MTHQOPMAIlHI0 WK IIepCOHAJIbHEIE JaHHbIe, IIpefoCTaBiieMble I10JIb30BaTeleM O0CO3HaHHO
WIN HEO0CO3HAHHO IIOCTaBIMKAM TaKHUX PECypcoB, OygeT paclpoCTPaHAThCd IIOJHUTHKA O
KOHQUIEHITHAJILHOCTA TpeThbel CTOPOHBI, ecad TakoBad cyilectByeT. JJITEKC He Hecer
OTBETCTBEHHOCTH 3a pPacKpeITHe HHOpPManuu MU JroOble IpPyrye NeMCTBUS TpeTbell CTOPOHEBI. B
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yacTHOCTH, JITEKC He faeT HUKAKUX rapaHTUM B OTHOIIEHUU IT0JIyYeHWs NaHHBIX I10JIb30BaTesd
TpeTber CTOPOHOMU U UCIIO0JIb30BaHUS II€PCOHAJILHON MHPOPMAIIUU I10JI630BaTessl TaKOM TpeTber
CTOPOHOU.

24. Hu nipu Kakux o6crosaresberBax IJITEKC He HeceT HUKaKOM OTBETCTBEHHOCTH Ilepe]] I10/Ib30BaTesleM
WJIA TpeThel CTOPOHOM 3a yIIep6, HAHeCEHHBIN B CBSI3U C UCII0JIb30BaHUEM WU LOCTYIIOM K JIF060MY
KOMIIOHEHTY IIPOTPaMMHOIO O6eclleyeHUs] HMJIM HeBO3MO>KHOCTBIO HCIIOJIb30BaTh KJIM II0JIydaThb
LOCTYIl K JIH0OO0OMYy KOMIIOHEHTY IIPOIPaMMHOIO 0O6eCIleyeHHs, BKJIIOYas, B YaCTHOCTH, VIIepO,
BO3HUKAIOIMU B pesysbTaTe OIIMOOK, IIPOIIYCKOB, OCTAHOBOK, IeQeKTOB, 3afepsKeK paboThl WU
repefayr, KOMIILIOTEPHBIX BHUPYCOB U JIIOOBIX [APYIHX IIPIMBIX, HeIPIMBIX, (aKTUYecKUX,
CIy4aMHBIX, INTpaQHBIX WM KOCBEHHBIX VOBITKOB, Aake ewmd JJITEKC ObLI OCBeLOMJIEH O
BO3MOJKHOCTH HMX BO3HUKHOBeHHUs. HecMOTpsA Ha BBIIIeCKa3aHHOe, COBOKYIIHas OTBETCTBEHHOCTH
JITEKC 3a BCe YOBITKH, IIOBPEeXKIEHMs, OCHOBaHWA [JIA IIpe[bsABJIE€HUsS KMCKOB, B TOM YHCIe Ha
OCHOBaHUHU [OTOBOPHOM, [EJWKTHONM WM HWHOM OTBETCTBEHHOCTH, BO3HHKAWIIMe B CBSSH C
UCII0/Ib30BaHUEM IIPOTPaMMHOIO OO0eCIleueHHs JIMO0 B CBA3H C KaKUMU-JIMO0 II0JI0’KEeHUSAMU
HaCTOSINETO0 COWIAIlleHMs], He MOJKeT IIPeBBIIATh CIPaBeAINBON PBIHOYHOM CTOMMOCTH 3TOTO
KOMIIOHeHTa IIpOIrpaMMHOTIO0 06ecIieyeHus.

25. BelllleykasaHHble OTpPAaHWYEHUS], UCKIHYEHUS U OTKashbl OT OTBETCTBEHHOCTH B HACTOAIIEM
COMIAIIEHUU IIPUMEHSIOTCI B MaKCHUMaJIbHO J[JOIIYCTUMOU [TeUCTBYHOIIMM 3aKOHOJATEbCTBOM
CTeIleHH, JaKe eCJIM IIPUMEeHeHHOE CPe[CTBO IIPaBOBOM 3allIUThHI He TOCTUraeT CBOel 0CHOBHOM 11eJIy.

26. B cry4yae HapyllleHUs I10JIb30BaTesIeM JIF000TO I10J105KeHUs HacTosiero Comtamrenus, JJITEKC BripaBe
B3BICKATh C I10JIb30BaTes IeHe KHYI0 KOMITEHCAITUIO [TI0HEeCEHHBIX YOBITKOB.

27. Hacrosee ComalieHre peTryIupyeTcd 3aKOHO[aTe/IbCTBOM Poccutickoii defrepariii.
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HacTpoHuKH aKKayHTa

OnucaHue

Ha maHHOM cTpaHUIle LOCTYIIeH IIPOCMOTP/pefaKTUPOBaHNeE YUeTHBIX JaHHBIX TEKYINEro I10Jb30BaTesIs
CUCTEMBI (II0J] YYETHOU 3alIUChI0 KOTOPOTO OBLT BBIIIOJHEH BXOJ B CUCTEMY), a TaK)Ke CMEHa S3bIKa
uHTepdeca.

6 Ecmm BXOJT GBIJT BBITIOJTHEH IO/ BHEITHUM IT0JIh30BaTeIEM CHCTEMBI OYIET AOCTYITHO
PelaKTUpoBaHMe TOJIHKO II0JIeH f3blka M 4acoBOro nosca.

HacTpotika 4yacoBOTO I10siCa BJIUSET Ha 0TOoOpaskaeMoe BpeMs IOC/IeTHell aKTUBHOCTH SHIAIOUHTA IIPU
MOHUTOPHUHTE IIOKIIOUeHNM, BpeMsl yKasaHHOe B HaMeHOBaHUM IKCIIOPTHPYyeMOTo ¢aiiia 1 BpeMs B
BUJKEeTax Ha Jamoopze.

HpOCMOTp/pe/IaKTI/IPOBaHI/Ie YUYE€THBIX NaHHBIX II0/Ib30BaTeE/IA
CHCTEMBI

HaCTPOfII(I/I dKKayHTa TeKYIIEro I10Jib30BaTeJsId CUCTEMbBI JOCTYITHBI Ha JI000 M CTpaHUIle IIPHU Ha’>KaTHUH Ha
AD B HIDKHEM JIEBOM YIUIy MEHIO.

GD Maskas > HacTpoiiky akKayHTa MpuBunerum ponu «Super Admin» X

- Cuctemras ponb
HacTpoiiku akkayHTa
Npvennerva Utene Cospanve  PejakTuposarmme  Yganemve
Nornu
MoamTukv RADIUS v v v v
ivan
MoHuTopUHT RADIUS
Pons
SngnonHTe!

TocMOTpeTs NpUBUervy ponn CeTesble pecypcel

<

Wms MonuTikn TACACS+

& 0O % 3@k 0B O

Ivan MOHVUTOPHHT TACACS+

Pamnnia MpogwanposaHme

Ivanov
PO Y3

Email TocTesoii 4ocTyn

ivan.ivanov@mail.com
FocTeBbie NonbsoBaTENM

CweHuTs napons
P KopriopaTuaHbie Mons30BaTEnN
fswik CucTeNHbiE HACTPOTHKN

PyCCKumii v BHELUHIE NCTOYHMKN

A G S S S S S S S S S GRS

AR YR YEYERIRYES
S| L[]S <] &K<
R S S I S O S B R G

Yacosoii nosc CepBuChl COOGLIEHMI

(GMT+07:00) Asia/Novosibirsk -

PucyHok 423. Hacmpolika akkayHma meKyu,e2o no/1b308ameJist CUCmeMbl

dopma HEICTpOIL/'IKI/I dKKayHTa I10JIb30BaTe A CHCTEMbI BK/IIOYAET B cebs CJIe YOI e I10JIA:

® JlornH — JIOTHH TEKYIIETO I10JIh30BaTeJIsI CUCTEMEI;
* Ponb — VPOBEHb IOCTYIIA K PYHKITHOHATY CUCTEMBI, OITPe/Ie ISTIOIIHE ITpaBa I10JIb30BaTe ISt CHCTEMEI;

® |IMa — JIMYHOe UM I10JIb30BaTe s CUCTEMBI (MaKCHUMaJIbHas AJInHA - 100 CHMBOJIOB);
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Oamunus — dPaMUIIHS I0JIb30BaTe I CUCTEMBI (MaKCUMaIbHas AJruHa - 100 CHMBOJIOB);
® Email — JseKTpoHHAas IouTa (MaKcuMaibHad AJIHa - 200 CUMBOJIOB);
* A3bk — SA3BIK UHTepdelica CCTeMBI (ITOiePsKaHbl PYCCKU 1 AHITIMHCKUT);
®* YacoBo# nosc — BpeMeHHad 30Ha /11 0TOOpaKeHUSI BpeMeHU B CHCTEME.

C moMOIIbI0 KHOIIKU "TI0CMOTPETh IIPUBUJIETUH POJIU" €CTh BO3MOYKHOCTh PACKPHITh OKHO C TabIUIlel

IIPUBMWJIETUH U BBITAHHBIX HA HUX YPOBHEH IIpaB /IJI1 BLIOPaHHOM POJIH.

Ta6JIrIia IpoCMOTpa IIPUBIJIETUH U YPOBHEH ITpaB Ha HUX, BKJIIOYAET B CeOsT:

® [lpuBuneruns - HAUMEHOBAHUE [IPUBUJIETUH;
® YreHue, Co3paHne, PepaktupoBaHue, YpaaneHue - ypOBHH JIOCTYIIA.
® CTaTyChl BbAAHHBIX MpPaB :

© / - Y I10JIb30BAaTeIsI CUCTEMBI €CTh JOCTYII,

o - OCTYII He IIPeIyCMOTPEH,

© -y mosm30BaTe;Is CHCTEMBI HeT JOCTYIIA.

JUId U3MeHeHUs [apoJid TeKYIero I10JIb30BaTesid CHCTeMbl He0OXOJAWMO BKJIIOUUTH ITepeK/Irovaresb
"CMeHHUTHh IIapoJIib", II0CJIE Yero BBECTHU TEKYIUI U >KeJIaeMbIU I1ap0Jib B COOTBETCTBYIOIIME II0JIA.

ITapoJib [OJDKEH COOTBETCTBOBATD TEKYIIEH 11ap0IbHOM II0JIUTHKE.

® Tekywuit Nnaponb * — MapPOJIb, IT0]T KOTOPHIM GBI BEITIOTHEH TEKYIIUIH BXO]] B CHCTEMY;

® Hosbit naponb * (MakCHMasIbHAs AJIMHA - 72 CHMBOJIA). [0 HaKaTHIO HAa (@ MOJKHO BKJIIOUUTH

0T06pa>KeHI/Ie BBOJHMOTO I1ap0JId, I10 YMOJITYaHHI0 TEKCT CKPBIT;

® [logTBepxaeHue HOBOro napons * (MakKcHMaJIbHas IJIMHA - 72 CHMBOJIA).
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BD rnasHas > HacTpOWkM aKkayHTa

HacTpoiiku akkayHTa
TNorvx
ivan

Pons

T0CMOTpETS NpUBINEriM pont

Wims

Ivan

& 0 5 3O k0B O

Pamunna

Ivanov

Email

ivan.ivanov@mail.com
@ cuerms napons

@ Mpy cvetie napons ceccus npepeeTcs -
TIOTPeyeTCA MOBTOpHas aBTOp3aLNA €
HOBLIMY AGHHEIMI

Tekyuii napont *

CreuepupoBars napon.

A3bIK

® Pycckuii -
=) UacoBoid noac
(GMT+07:00) Asia/Novosibirsk -
PucyHok 424. CMeHa napoas 015 meKyu,e2o no/1b308ameist CUCmembl
0 [Tocsle coxXpaHeHHWsT H3MeHEHUH /I IAapoJisi CecCHsl IIpepBeTcsi — II0TpebyeTcs
II0BTOPHAsi aBTOPH3AIIHL.

ITocsie BHeceHYsI U3MeHEHUM HE00X0/IUMO HaKaTh KHOIIKY "CoXpaHHUTh". KHOIIKa CKPBITa, IT0Ka He OyzeT
HW3MeHEeHO XO0Ts Obl O[THO II0JI€.

ITocite coxpaHeHus: GopMEI Oy/ieT IIPOM3Be/[eH BO3BpaT Ha CTPAHUILY, C KOTOPOM GBI BHIIIOJIHEH I1€PEX0],

B HacTpo¥iku akKayHTa.
Kuomka "OTMeHa" 0CyIleCcTBIIAET COPOC BHECEHHBIX U3MEHEHUH 10 UCXOTHOTO COCTOSHUS.

CMmeHa TEKYIIEI'o I10/1Ib30BaTE/IsI CHCTEMBI (BBIXO,Z[ M3 CUCTEMBI)

JUUId BBIXO/[a U3 CUCTEMBI Ha JIr000 M CTpaHuIle H606X0,HI/IMO Ha’XaTb Ha HUKOHKY HpO(l)I/IJIH AD B HHJKHEM

JIeBOM YIJIy U BBIOpaTh "BeIxox".

Jasiee HE06XOTUMO IIOITBEPAUTE BBIXO/T U3 CUCTEMBI, HaKaB KHOIIKY "BeIiTH".
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