JHELTEX

!
- —
Y™ o fleKCHble peLIeRYA /LA NOCTPOEHMA CeTel

PyKoBOACTBO NO 06CMY>XNBAHUIO

PyKoBOACTBO MO 3KCn/1yaTauum

S T www.eltex-co.ru



PyKoBOACTBO MO 0OGCAYXMBaHUIO

CopnepxaHue
AHHOTALM. c...vveeeiieieieeeiteesiteeestteesteessaseessseeessaeessssesssseessaassssesssssessssesssseesssseessseesssseesssaesssseessssessnnes 9
LIENEBAA QYLMTOPU ...ccovieiireeriiieesieeeiteesteessteesiseessssesssseesssesssssesssessssaessssesssseessssessssaesssseesssees 10
OOLLUME TIPUHLMIIB . ...euveeureeeeereereeseeeesseeseessessessesssessesssessesssessesssessesssessesssessesssessesssessssssessssssessasnes 11
TTOLPASBIETIB ..ttt ettt ettt et e st e s b e e be e s see s s e e st e ssee s s e e st e sseesaseeaseeeseesneeensesaneen 12
PernameHTHOE 06C/yXMBaHME U PE3EPBHOE KOMUPOBAHUE ......ocveeeveeeenreeeeresreereseeeseeseeneas 13
OFMMUCAHME ...ttt ettt ettt s sttt e st e s bt e ateat et et e s ae e st eut et e b esbesaeeat et e bebeeseestenbenbesesstentantan 13
MepeyeHb KaTanoro., rae pacnofioXeHbl PNl ECSS .......ovveirieenieeenieeeseeneeenens 13
MepuoanNYHOCTb PE3EPBHOTO KOMMUPOBAHUS ....c.veueeterrerreneererientenesiessestesessessessesessessensesessessensesessenes 14
MeToAnKa pe3epBHON0 KOMUPOBAHMUSA KATASTOTOB ......cveerveruerieerienieteressessestesessessensesessensensesessenes 15
PYUHOE KOTTUPOBAHUIE .....cuveuiiiiiienieiestetetsiestestestssessestesessestestesessessesessessensesessensensesessensensoses 15
KonuposaHue n apxuBauums ¢ nomoLbio Midnight Commander: ........cocoevvevenencncceneeeene 16
KonupoaHue koHgurypaumm 1 B ¢ NOMOLLbIH CKPUNTA CSS-CONtrol.....cvveeeeeeeeeenes 16
APXMBALMS (STASN) vttt e e st a e re st e e b e nenaerats 16
BOCCTAHOBAEHME(FOIIDACK) .....icvierieticeeiticteeeecteceeecteest ettt ettt ee et eae et beessennens 16
Backup 1 BOCCTAHOBNIEHME 083 [AHHDBIX ....ccuevverieirierieieeeierientetssessesesessessessesessessensesessensessesessenss 17
Backup 1 BOCCTAHOBMIEHME MYSQL ..cviuiiiiriiieieiinienieieiesietetere et sie st s steste e s s s e enes 17
BAPUAHT L..eiiieeieitieieeiecce sttt st e s teste st e st e st e st e e s st e st essbe s baesssesssessseesssesssesssesssaensaesasens 17
BAPUAHT 2 ettt ettt st s it e st st e s b e st e st e et e s b e s be et e e s st e st e e b e e s st esaae s beesaaensaesares 17
BAPUAHT 3 ..ttt sttt s e et e s bt s b e st e st e st e st e s be e b e e s b e st e e b e e s aa e s st e e beenraenaaesarens 17
BAPUAHT 4 ..ottt ettt ettt e st s b e st e st e s bt e s b e s be e b e e s st e s be s b e e s st e s st e s baesaaenaaesarenn 18
Backup 1 BOCCTAHOBIIEHUE LDAP ......couiieiriiieieitsierte ettt sttt sbe st sae b sa e enes 19
CKPUNT L7158 CO3LAHUA DACKUP: ...eceieiieeteteeeetesee ettt sre st e sae s e e e e re e e eseesresaessessnessessneneenes 19
BOCCTAHOBIEHNE N3 DACKUP: ...eeeeveeeeeeeieceeeteste ettt e s ve s e sae s v e s e se e s esaeseesnessesneennens 19
MONMHBIA DAaCkUp CEPBEPA ECSS......oiiceeeteteecteeteete ettt ettt b et s e e sesbe s eseene s 20
COBOAHNE OBPABA ....ecuveuveeeerieeeeiestestestesseetestestesseseesessessessessesssessessessessesssessessessessessesssesenes 20
BOCCTAHOBNIEHNE M3 OOPA3BEA ...cuveuevevenieiirienieieiesiesteteiesiestetesessestesassessensesessessensssessenseneeses 21
KNOHNPOBAHNE CEPBEPA ECSS ..ottt sttt st sttt sttt ettt sbe st sbe e 21
CoxpaHeHune 1 BOCCTaHOB/IEHNE HACTPOEK OTAENbHOMo oMeHa (BUpTyanibHO ATC).......... 22
AELETE .ttt sttt st e st e e e s b e et e et e et e e e e e Reeere e be e be e teeraenrnan 22
Y (o < TP TP P OPTTPTPPPPPO 23
(ST o] 3PP PPRTURRRPP 23



PyKoBOACTBO MO 0OGCAYXMBaHUIO

PyKOBOACTBO NO YCTPAHEHUIO HENUCTIPABHOCTEM ....cvecvererreereeresreeresseeseesessessessessessessessessessensens 25
TTOLPASOEIIB ceeeeeereeeieeeiteniteeteesteestessatesseessseesseesseesssessnsessssessseessseessseessseesssessssesssesssesssessnsesnne 25
O6wasn metToauka aHasim3a 1 yCTPaHEHNS HENCTIPABHOCTEM .....ccveuvererrerieeereerenseseesessessesessensens 25

OOBLLECUCTEMHBIE HENCTIPABHOCTU ..uveuveereerereereeresseeeessessesseeseessessessessesssessessessessessesssessenes 26
CEPBEP HEAOCTYMEH B CETU .vveeririieiereneseiteseseseessssesesesesessesesesesessssesesesessnsssssesesssesssesesesens 26
CepBep AOCTYNEH B CETU, HO HEBO3MOXHO NOAKMOUNTLCA K Cocon, Web.........cccevveneee. 26
CepBep JOCTYMNEH B CETU, HO HE aKTUBEH KAKON-TTNOO CEPBHC .....oveueererrevevenereesieienenenens 28

C60p 06LWe MHPOPMALMN O HENCTIPABHOCTM ..cuvevreeeerereieresresseseesessesesessessassesessessensesens 32
MpOCMOTP TEKYLUUX NPEAYNPEXKAEHUN B CUCTEME ....cueeveeeerereerererereseresesessesessesesessesessesenns 32
HencnpaBHOCTN KOHKPETHOTO @OOHEHTA ......c.covrurvrveuenirirerieieneestssesesenesesassesesesesassssesesesesnsns 34

Knaccngukaumst NPEAYNPEKAEHMIN ..c.cveeerereeeeesrereeeeresteeesessessessesessessessssessessssessessesseses 35

J1OKaNU3aUUA HEUCTIPABHOCTN .....cccuverrueerrreenreensreessreesseeessssesssesssssssssesssessssesssssesssaesssaesssassns 36
OTKa3bl M0 OAHOMY UM HECKOSTBKUM QOOHEHTAM ....cevverriererierereereeesressessesseessessessessessenees 36
HenpoxoXaeHne BbI30BOB MO BCEM @OOHEHTAM ........cccevvvereueeririerereerestssesesesesassssesesesessssens 37
YacTnyHble MOBTOPSIOLLMECS COON CECCUNM (SIP/RTP)...cucceeriiereieieeeieeesiee e e eeve e essesens 38

C6op aetanbHo nHhopmaumm 06 otkase (log-thaiinbl, TPaCCUPOBKU, AAMIbI) .......... 38
BktoveHne 1 OTKNHOUEHUE CUCTEM SIOTUPOBAHUS CIIYXKO....coveieereereerierrerieeeeeeeesseseeseenas 38
ECSS-ULIIS 1ottt sttt sttt sttt ettt be et et 40
MPOBEPKA OTKPBITBIX MOPTOB ....cueueerierereseresseresesesestssssesesesessssesesesensssssesesesensssesesesenessssesesenenenes 42
MpoBepKa AOCTYNHOCTU HAMPABAEHUA A N B...c.oveeeeeeeeeeeeee et 42
CHATNE TPACCUPOBOK FLPA. .. veveuerererrererenesertssesesenestssssesesesessssesesesestssssesesesesssssssesesssssssssesesens 43
CHATME AaMNA CETEBOTO TPAMIMKA ....cvveueriirrereneirtrieiereeirtsteiesenesessessseesessssssesenessssssssesesenens 47
MpoBepka pernctpaunn SIP-aboHEHTOB CUCTEMbBI ECSS-10 .....ccceverererrerieeeeeenessenseneenes 53
MPOBEPKA MAPLUPYTUSALMU BBIBOBA ....cuvveveverereirrererenesersssesesesestssesesesesessssssesesssassssesesesessssess 54
MpoTokonMpoBaHue AeilcTBUI aAMUHUCTpaTOpa B KOHCOM web Ha BHELUHWIA syslog-
CEPBEP w.vveuenerirtererenestrtesetesesestetesesesesestesssesesesessssesesesestasesesesesestsesesesestnttesesesenensstesesesenssssesesesens 56

OnuncaHne CTPYKTYPbI MPEAYTIPEKAEHM . c...cvvereerrerrerrrerireseessesseessesssesssessaessasssasssesssesssesssessassses 57
ABapuiiHble COOBLLEHMSA N MEPbI MO NX YCTPAHEHUIO......ccveevereererteeeeeressesseseesessesseseesessensesessenss 61

OO6LLECUCTEMHBIE NMPEAYTMPEKAEHUS.....cc.eeeereereerereeresresreereeseessessessessesseessessessessessesssessenes 64
[aHHbIE XXYPHATA OLUNOOK OOHOBIIEHDI .....vcuveveeviererieieteneeessessesessesessessessessessessesessessensenseses 64

M1PeAYNPENKAEHUA AMQP......ueiriieriienieerieenieesteeeteeeeeeseessreessseessseesssassssassssesssssssssssssssssssens 65
Pa3pbIB AMQP-COBOMHEHMIS ......ceiiieiereniintsieieiesetsesiesesesessssesesesesssssesesesensssssesesensssesesesenensnes 65

MPenYNPEXAEHNS OPULNKEM .....eveueereerereieeiererieeerestesseseesesseseesessessesessessesesessessessesessesensases 65
NMSA Bpraxa B YCTAPEBLUEM (POPMATE.......eveuiuiirirrerenereresieienesesessesesesesesassesesesesessssesesesesssens 65
HeCyLLECTBYIOLLMIA frOM JOMEH........c.ceciiririeieieeirieieienesetsteieneessssesesenesesessssesesesassssssesesenssnes 66



PyKoBOACTBO MO 0OGCAYXMBaHUIO

HECYLLECTBYIOLLMIA T0 IOMEH ....oueuiiieiereniiteieienesetsisiesesesessseesesesesssssesesesensssssesesenssssesesenensnes 66
MpegynpexneHnsa NoACUCTEMbI OOPAOOTKM BbIZOBOB..........cccererrerereeeesressessesseseeeessens 66
OLUNOKA OOPADOOTKU BBIBOBA.......ccueererrerrereererressessessessesessessessessessesseseesessassessessesessassassassessessssens 66
OLn6Ka NPY KOOUPOBKE diSPlay_NAME .....ceuevirririeieieerestesesteseeteesessessessessesessessessessessesees 67
MpenynpexxaeHUA OOCTYNA K CDR......oiviiiiieeriereieneeeeessreesieesreesresssreeseessseessnesssseessseens 67
HEBO3MOXHO OTKPBITD MOPT 21 ...ciirieueuiiirieieeetnteieuesesesessssesesessssssesesesessssssesesssassssesesesesssss 67
HeBO3MOXHO OTKPbITb COKET — AOCTYM 3AMPELLUEH ...eevverrererrerrerieseereneesessesasssessesssensens 68
HEONPEAETEHHAA ABAPKIS «....eeveuereriieieieiiiteieiesesetsisteseseestssesesesesssssesesesensssssesesenessssesesenensnes 68
M1PEAYNPENKAEHUA COCON ...ueeerrieriienieenieenteesteeeteseseessseessseessseesssesssesssasssessssssssessssessseens 69
B0o3MOXHbI MOAGO0P MAPOSIA COCON ....evieiieriiereiereiereseeieeeseresseresesessesesaesessesessesesessesessesenes 69
B0o3MOXHbI MOAG0P NOMMHA/MAPOA COCON.....ueieeeerereriereiereeerereteretere s e e e seese e sesessesenns 69
OLUNOKA SQL-BAMPOCA. ..c.veveureeerrerrerreriestetesesessessessessesessessessessessessesessessessessessessssessessassessesessens 70
[TPEAYTIPENKIEHUSA DS ...ttt sstesetesaeessreessreesbeessaesssassnsassssassnsesssssssssessseens 70
OLLUNBKA CTAPTA DS ...veviieietetetriesiesteseeteesessestetese e ssassessassessessesessessassessessesessessensessesseseesens 70
OLLUNBKA MUTPALMM BLL DS ....oeeieeririieieteeeeetesteteteeseestessessessesaesessessassessessesessessensessesseseesens 71
OLwmnbKa MUTPALNN AAHHBIX TABTINLDBI DS ....ccvieviieieieerieeiesiesieteeeese e seessesseessessessessessesees 71
MPEAYNIPENKAEHUS IVR ...oeeeiiiiriieniieniteste et estesetesieessreessreesseesseesssassnsassssassnsesssssssssessseens 72
3AUNKINBAHNE IVR BNTOKA "NMEXE" ..ccviiiiieieieeeistesieteteesrestestesseseessesessessessessessesessessessessessesees 72
MepemMeHHas «agpec» B 6/10Ke ivr «fax-email» HE NONyUNNA 3HAYEHNE .....c.veeveeeererrerenene 72
[1PEAYNIPENKAEHUA LDAP .......eiiriieeiieniteeteesieesteeetesieessteessreesseesseesssassssasssasssasssssssssessseens 73
CoefviHeHne € LDAP-CEPBEPOM PABOPBAHO ....c.cvruruevereerertrrerereseressesesesesessssesesesesssssssseseseens 73
ABaPUA CUHXPOHUZALMMN C AD/LDAP......coctiretereriertertestetentestesieseessessesssessesseessessesssessesssensens 73
MPEAYNIPENKIAEHUA LPM ....ciiiiiriiiniieiieenieesieestesetessieeseseessseesseesseesssassnsasssesssessssssssssssseens 74
LPM TOKEH OTCYTCTBYET...cueiieieuereritsiesesesetssssssesesestssssesesesessssssesesenssssesesensnsssesesesenssssesesenensnes 74
NCTEK CPOK AEACTBUS JINLLEHBMM ....vovnininiieieneniniteieieaesetsseiesesessssssesesesessssssesessssnsssesesesenssess 74
Ncnonb3yeTCs SIMUEH3NA MO YMOSTUAHMIO ... .c.cvrervereienesertereieneestssesesesesessssesesesesassssesesesesses 75
B0O3MOXEH BO3BPAT K JINLLEH3NMN MO YMOSTUAHUIIO «....vvirierrereneneiieserenesesssesesesesasesesesesesnsns 75
CucTtema nepeLuna Ha UCNob30BaHNE JIMUEH3NUN MO YMOTUAHMIO.......cocevevereeerrererenenenens 75
OcTanocb To/bKO <count> CBOOOAHBIX AOOHEHTCKNX JINLEHSMNM ...c.oueeerereereeeeirrereieneenens 76
HeT cBOGOAHBIX AOOHEHTCKMX JIULLEHSMM .....cucuiirereieniriirieieieeesseseseseesessssenesesasssesesesesssns 76
He ycTaHOBNEH MNLEH3NOHHBIA MACTOPT ...veveuiirererenirertsseienesestssesesesesessssssesesesassssesesesesssss 77
MACMOPT HE 38M8H B CUCTEME ....cevrvereuiriirreiereretstesesesesessssesesesestssesesessssssssssesessssnsssesesssesssss 77
HEN3BECTHANA OLUMOKA LPM .....oueuiriiirieieiiiisieieieetsisieneieestsee st be e senssessesesenesssseseseneneses 78
JINUEH3VOHHDIN TOKEH HE MOLKITHIOUEH.....vveuirirerereneniiseseseseessesesesesesessssesesenesssssesesensseseseses 78
JINLLEHBUIA VICTEKITA ...ueuirireveieniiteieieieetstetete ettt tesesese st sessesasesesssebesesenssaesesesesensssesesesensnssesas 79



PyKoBOACTBO MO 0OGCAYXMBaHUIO

JINLLEH3BUIA VICTEKAET ...uerivveveeiiteieieieietstetetesesteststesesesesssessesesesesssesesesensssssesesensnsssesesesensnsssesas 79
JNInueHsna He paboTaeT Ha TekyLeli BEPCUM, NINLEH3USA UCTEKAET ....c.evrererrerereererrenenenes 80
JNInueHsna He paboTaeT Ha TekyLeli BEPCUM, INLEH3USA UCTEKI . ..cueeerererrrrereneerersenerenes 81
MpeBbiweHa pa3pelteHHasd Bepcus MO, SIMUEH3NA UCTEKAET ...cc.cvvevvereereererieervenessvensens 81
MpeBbiweHa pa3pelleHHasd Bepcus MO, SIMUEH3NA UCTEKMA.....coerverrererreerierieersesessvensens 82
[1PEAYNPENKAEHUA MEZACO....ccccuierrierierriernieesteeeeessneessseessseessseesssessssessssessssesssssssssssssssseens 82
Owmn6Ka 3anyCKa MEGACO TPAHCTIOPT A .ccuveuererrerierieeeeressessessessessesessessessessessessssessassassessesees 82
COeAVHEHMNE CO LUTIO30M PABOPBAHO ...cceuvrverevenenirtrterereesertssesesesesessesesesenessssesesesesesssssseseseens 83
[PEAYNIPENKIAEHUTA MSR ....oiiiiiiieriienieeeteesteesteeetessueessseessseessseessseesssasssassssasssessssssssssssseens 83
IP-apgpec MSR COOTBETCTBYET 3HAUEHUIO MO YMOTUAHUIO .....eevuverrrrreeeneeneenreesreesneesssesssenas 83
[ns MSR pernctpatopa IP-aAPEC OTCYTCTBYET .....c.eueirereruruereerersenesenesessssssesesessssssesesesessssns 84
[ns MSR pernctpatopa IP-aAPEC HEAOCTYMEH .....c.eecireririeueueirerieieieneesessssesesessssssesesesesssses 84
ECSS ZmQ-COEANHEHNE PASOPBEAHO ....cc.eeeeuieeieeeerrtententerareeseesstessessseesseesseesssesssessseesssesssesas 84
MpepynpexaeHnst NOACUCTEMbI HOTUMMKALMNM .........ceererrereerirreieeerenreseeesresaesessessesseseesas 85
OLUNBKA OTMPABKM E-Mail...ucuvieiiiieiiiiiiiieiiiiesesieieteesesteste et eeesesressessesseseesessessassassessssessens 85
MoakntoUeHNE K SMTP-CEPBEPY PASOPBAHO ......covverrerrerrereenrenersessesseessessesssessessasssessesssensens 85
He yaanocb oTNpaBuTb Jabber COOBLUEHUE..........covevveieieiriinieieteeseseresseee e sae s eens 86
CoefvHeHmne ¢ jabber-CepBEPOM PABOPBAHO ........ceveveveerirtriererenirertereteeeressesesesesessssssesesenens 86
[1PEAYTIPENKAEHUA QASYS..cercrierrrierireerireeniersieesstesseesseessseessseessseesssessssassssassssasssssssssssssesssses 87
MNesia HE 3ANYLLEHA HA HOLE.....ccuvveveueuiririrreieneetsseseuesesessssesesesesssesesesesesssssesessssnsssssesesensssss 87
HecornacoBaHHas 6@3a JAaHHBIX C HOMOM.......cceuvueueueiriririeieneertnseseseesessssssesesesansssesesesesssses 87
OLUNOKA OOPABOTKN BABBI LAHHDBIX ....cverveereeerrerreriesseeeeeressessessessessesessessessessessesessassessessessesees 88
MPeAYNPENKAEHUA RESEFS ....oooiiiiieeitectecsteete st seeste st sre e sre e saressareesaeesneessssessseesneens 88
Owwbka yaaneHnsa upekTopun WabnoHa TENEKOHMEPEHLNN ........c.ccvvevereerereerereereneenens 88
HEeOOCTYNEH ttS reStfs KMACTEP .cccvvieieieiiriririeeetrteieieie sttt ettt sa e saes 89
Mponasio COEANHEHUNE C KNACTEPOM IESES .....ccivivieueieiiririeieeerenteieteeeesseeesesesesssseseseseeseees 89
MpeaynpexaeHusa NoACUCTEMbBI MAPLUPYTUSALMM .......eerereerrreerrreenreesrerseessseesseessseessseens 90
HeBO3MOXHO NEPEKOMMUINPOBATD KOHTEKCT ...ccoveruerrerrereeriersessesseseensensesssessesasssessesssensens 90
daiin KOHTEKCTa MapLUPYTU3ALMN HE KOPPEKTHDBIN .....ccveeverieereniereeereesseressesesseseseesesessesenns 90
Ownbka 4yTeHus haiifna KOHTEKCTA MAPLUPYTUIALMM ...cveeeereeeerererereserenesesessesesesessesessesens 91
He ypaeTca 3anyCcTUTb ANCNETHEP MAPLUPYTUSALMM ..cevvveereeirrerereereeesereneseesesesesesessssns 91
HeBO3MOXHO NepeKoOMNUINPOBATL KOHTEKCT afANTALMM ...cc.eeverrereerreneeeeniereessessessensens 92
daiin KOHTEKCTA afanTaUUM HE KOPPEKTHDBIN ...ccveeeereeeerereeereeereeeseeesesessesessesessesesessessssesenns 92
OWMNBKA YTEHUS DANNA BLANMTALNN .....eeenirererenenirtrrereieeertsseseseseessesesesesessssesesesessssssssesesenens 93
PazninuHble BEPCUN AM-KOMITUIATOPE ..eoverrerrereerrererrsesseseessessesssessessesssessesssessessasssessesssensens 93



PyKoBOACTBO MO 0OGCAYXMBaHUIO

HeBO3MOXHO NepeKkoMnUANPOBATb KOHTEKCT MOAUMUKALMNN ......c.ceererreeeeeererereienereeenees 94
dalin KOHTeKCTa MOANMUKALNN HEKOPPEKTHBIN ....c.cvrvererereirirtererereerisseresenesesassesesesesensssns 94
OwmnbKa YTEHNSA (PANNA MOANGINKALNN ......ceeveverereneerenrerenessesessesessesesesessesesessessssesessesessesans 95
PaznnuHble BEPCUN MM-KOMIUIATOPE . ..veerverrereerrereesenieseessessesssessessesssessesssessessasssessesssensens 95
HekoppekTHble napamMeTpbl NpeaynpexaeHns B KOHTEKCTE MapLUpyTU3aUnMm ............... 96
[1PEAYNIPENKAEHUA RPS ....oeiiiiiiieeiienitesit et estesetesaeessseessreesbeessaesssassnsassssassssasssssssssessseens 96
Ma10 CBOOOAHOIO MECTA HA PABAEIIE ...cuvuvveuerereiererenesetssssesesestssesesesesesassssesesssensssesesesesssss 96
CeTEBON MHTEPIIENC HELOCTYIMEH....ccveueereviereresrereeereseesesessesessesessesessesessesessesassssessssesessesessesans 97
Bpemsi HoZlbl PACCUHXPOHN3NPOBAHO C XOCTOM ....vveuireerrerenenerinsesesenesesassesesesesassssesesesessnses 97
MPUSTOKEHNE HE BAMYLLIEHO ....veuerierierereseeteieresesetssssesesesessssssesesesssssesesesensssssesesenssssesesenensnes 98
HOZ@ KNACTEPA HE ZAMYLLEHA ....cvvevereuireirieieneeesteieieseseestesesesesssesesesesessssssesesssasssesesesenssss 98
KNMACTEP HE BAMYLLIEH.....cucueiieieieeritsteiesesetsteeesesesetstssesesesessssesesesessssssesesensnsssssesesenessssesesenenenes 99
MMOACHICTEMA HE BAMYLLIEHR ....vveuereerierereneeteieresesetssssesesesessssesesesessssssesesessnsssssesesensssssesesenensnes 99
MTPELYNPENAEHUA SIZEIAN .ovviviiieiiiieirieriteetenteseese st sseseeseesseesseessessesssesseessasssesssesssessees 100
M2UA oLn6Ka BbIGoPa HOMEPA SCTP MOTOKA .....ccerrerrererrererrenieresseeeessessessesseseeseesessessenses 100
OOBPBIB MEP-3 JTUHKA c.evevenrereeeeeresressessesseeeseesessessessessesessassessessessessesessessessessessessesessessassassons 100
MTP-3 HAMPABNEHNE HEAOCTYITHO c.cuvvveeirinirieieueueetseesesesenesessesesesensssesesesenssssesesesenessssesesenes 101
MafeHNE BCEX MPSAMBIX JIMHKOB ...ccoveveueeerirrrierereseessseesesesenessssesesesesssssesesenssssesesesensssssesesenes 101
M1PEAYTIPENKAEHUS SIP ...oeeeiieiieeiteieerte ettt s eeseesreesreessre e sreesasesssseesssessssesssssssseesanes 101
CoeAVHEHMNE C TPAHKOM PABOPBAHO .....cervrvevereerirrerereesertssesesesessssesesesesessssesesessssesesesenesens 101
COEAVHEHMNE B HOAOM PABOPBEAHO .....cveuereirrererierisiereresesertsseseseessseseseseessssesesenensssssesessneens 102
CoefVHEHNE C ABOHEHTOM PA3BOPBAHO ..c.coveveveeirrerereeririssereseestssesesesesesssseseseensssssesesesesens 102
Can't assign requested address(He yaaeTcs Ha3HaunTb 3aNPOLUEHHbIA afpec) ............. 103
HeBepHbIli nopT ipset An1a TpaHka (Wrong listen port to trunk) ........eeeeeeveveeveerenenesienenenes 103
MPenynPeXAeHNA COPM ...ttt esesse st seeseesresssesssessesssesssessasssesssesssessees 103
CoegvHeHne ¢ SORM aanTePOM PABOPBAHO ........cveueerireriererereristerereseesssseseseessssesesesenesens 103
HeBO3MOXHO OTNPaBUTb COOOLLEHNE HA RADIUS CEPBEP ....ovverererererrerrenveeeeeseesessessenees 104
MpenynpexxaeHUs NPU UCTIONB30BAHUU YCITYT....cccuverereerireennreessreensessseesseesseessseessseesnes 104
YCNYTA HE PEAITUBOBAHE ...cuvevveueneriieiereseertsseseseestssssesesesessssesesensnsssesesesensssssesesensnsssssesensssens 104
HEKOPPEKTHAS BEPCHUS YCIIYTU ..uvenrririereeireirisieneseetsessesesenesessesesesensssssesesensssssssesesenessssesesenes 105
MpenynpexXaeHNsi PAOOTBI KNTACTEP . ......cererueeeerreeeeesesseseesessessesessassessesessessessssassessesens 105
SSL cepTUUKaT Pas/iMYatoTCA HA XOCTAX KNMACTEPA....cvurvererereririererererereesesesenerssseseseeesens 105
SSL CEPTUMDUKAT NBMEHUIICS ...veveerereienieeeeeesiessessessesessessessessessesseseesessessessasseseesessessessassons 106
SSL CEPTUMIMKAT YCTAPEBLUMIM .....cveeeveeirerirrereeereeeseesseessesessesessesassssessssessssesessesessesensesasenns 106
MpenynpexaeHnst NOPTANIA AOOHEHTA........ccecveeeerreeeeereieeeressessesessesseseesessessessssessessesens 107



PyKoBOACTBO N0 06CNYXMBaHMWIO

OwunbkKa CO3AAHUA MOJTb30BATESIA .. .cvtiiiiiiiiiiiiiitiiiitiinirieeeie ettt raieerateeeateeaaneesaneeennes 107

OLLUNOKA OTBASKM MOSTb3OBATE IS o.ccuvveveiiereerrenreeerreereenseesseeesseesseesseesssessessssessseessessseesseesseens 107

OLUNBKA YOANEHNA MOSTB30BATESIS «.uveuveurerrereeresiessessessesessessessessessessesesassessessessessssessassessassens 108

MpenynpexaeHnsi NP NCMOSIb30BAHNN COBELLUAHMM.........cvererrereeererreeeressessesessessensesens 108

MakcMmManibHOe KOMMMYECTBO COBELLAHUI JOCTUTHYTO ..cveeverenrerenrereeereseesesessesessesessesesenes 108

LLIGBIOH YIXKE UICTIONB3YETC ueuveuveeeeuereesieseseseeressessessessesseseesessessessessesessessessessessessesessessessenses 109

Homep wabnoHa He NPUHaZNEXNUT MysTy HOMEPOB COBELLUAHUS ......coeererrervereeeeesrensenees 109

LLIAGMIOH COBELLAHNS HE HAMOEH. ....ccveveverenrererereiesenessesessesessesessesessesessesessssessssessssesesesenseses 110

JOCTUTHYT MakCUMYM My1a HOMEPOB COBELLAHUS .....coververrerrenreneerrenesssensesesssessesssensenes 110

OLUNBKA CTAPTA COBELUAHUIS ....veveereereienientereeesiessessestesessassessessassessesessessessessessessesessessessansens 110

JOCTUTHYT Npefesn KOSIMYeCTBA aKTUBHDBIX KAHAUTOB .......cccvveeverrereenrenesseenesesssessesssensenns 111

MoTeps cBA3N MeXAY NOACUCTEMAMU KIMACTEPA(CTUTUT) .ocvecreeeeereerereereeeresseseseessessessessessees 111

BULBI CTITATOB ...ttt ettt e cctte e et e sete e setteeseaae s ssabaesssssaeesstaesessassssseessssseessnsseesssnseeennns 112

[TOCTIEACTBIUE CIITUTA ..vveeieurreeeeieeeeereeeeiteeseiseeesesseesesssessssseessssssssssssessssssessssssesssssessssssesasnns 112

JMNATHOCTUKA CTIINTA .eeeeieuvreeiciieieeieeeeeteeseseessesseeesesaessssssesssssasssssssssssssessssssessssssssssnsessssees 113

1. I‘IposepKa e b AL e o 1 1 I I N 115

2. TTEPEBANMYCK HOL, ..ccuveeeeierierierieneestesieseessesesssessessesssessesssessessasssessesssessessasssessessssssessasssensens 116

VIHCTPYKLMU ...ttt ettt e e sse e s satessasa e s st e ssssa e s st e ssaseessnbassasaesnsessnstesansassnseessnsessanes 117

MeToaurka pasfeneHUs (SPLit) KIMACTEPA ..cuieeeeeceeceerrerereeeeetesteseere e eee e e res e s eesessessessesseensas 117

ONMUCAHME METOLMKM:....eecuveeeveeerreeereeeireesseesteesssessseesasessssessssesssssessessssssssssssssssssessssessssesans 117

OG6HOBNEHME NTMLEH3UN MOC/E OKOHYAHUSA CPOKA €8 LENCTBUS .eovvevevenreeeereereeeeeeresseeeseesens 118

OMUCAHNE TMPOBIIEMDL: .....eviveereeeeeeeterteseeseeeseetestessessessesseessessessessessesseessessessessessesssessessassens 118
OnucaHne MeToanky 06HOBEHME NTMLEH3UM NOC/IE OKOHYaHUSA CPpOoKa eé AeincTeus

L eeeeeteeeeettee e ree s e tte s et te s e bt e e et t e e e r e e e e a e e e e nttesenate s e reee e e n et e e n e e e e R st e e e Rt ee s e st eesennanesenranesenranens 120

BoccTaHoBMeHNe NPONyLEHHbIX PANMIOB CDR.......coveveieririeieeeiereteeete ettt eeseeaas 121

PekomeHgaumm npy nepenosiHEHNN XXECTKOTo AMcKa 3anUCAMU CTATUCTUKMN ..........cceeeenee... 123

PekomeHAaumMm N0 OUNUCTKE B3 MYSQL ....viceeiierieerieieereeieeeeereesteesseesseesesseesssesseesseesseesesssennes 123

CKaTUE LAHHBIE B MYSQL...iuiiiiiriiiiiiieiieniesteseeseessesssessessesssessesssesssesssesssessasssesssesssesnns 123

BoccTtaHoBneHne peninKaunm BL MySQL......ccoviiiiiieriienieenreenreenreesreesressseessseessseessseessreess 128

Bnok aBapUMHON CUTHANTUIAUMNUN (BAC) ...ecveeeiieeieeiecteeteeesteeveete et st sre e e e v ere s e 130

OMMUCAHNE PABOTBI ..veuveeereireriereereeeestessesseeseeeessessessessessesssessessessessessesssessessessessessesssessessessassessssssenes 130

KOHQIUIYPUPOBAHNE MOLYIA BAC .......ooiieieeeeeteerte sttt tes e tesre e e sessesse e se s e esessesseesesseensan 130

HacTpoiika paboTbl C BAC HA ECSS.......ooieieeeeeeteeeese ettt a sttt sa e esesnan 133

OOBGHOB/TEHNE TTPOLLUMBKM ...ceveveeveeeeentereesseeseeseeseessessessesseessessessessessessssssessessessassessesssessessessassessssssenes 134



PyKOBOACTBO MO 06CNYXMBaHWUIO



PyKoBOACTBO MO 0OGCAYXMBaHUIO

AHHOTauUuA

B gaHHOl YacTy pykOBOACTBA MO 3KCMnayaTalmm N3noXeHbl NPUHLMMNbI periaMeHTHOro
o6cnyxunBaHus cuctemol ECSS-10 onepatopom BupTyasibHOM ATC. Takke npvBeAeHbl onMcaHme
BO3MOXHbIX HEMCMPABHOCTEN M NOPSAOK AENCTBUIA NepcoHana a/ia ux ycTpaHeHus.

AHHOTaumA - 9



PyKoBOACTBO MO 0OGCAYXMBaHUIO

LleneBasa ayantopus

[laHHoe pyKoBOACTBO Mosib30BaTtesns npegHasHavyeHo 418 oneparopa BupTyasnibHol ATC,
BbINOJIHSAOLLENO HACTPOWKY Y MOHUTOPUHI cucTeMbl ECSS-10 nocpeacTBOM vHTepderica koMaHAHO
cTpoku (CLI), Web-koHhurypatopa, a Takke npouenypbl N0 06C/1yXXUBAHUIO CUCTEMbI 1 OOGHOB/IEHNIO
Mno.

KBanudukauma TexHn4eckoro nepcoHana npegnonaraet 3HaHe 0CHOB paboTbl CTEKOB
npotokosioB OKC-7, TCP/IP, UDP/IP, SIP, SIP-T, SIGTRAN, H.248/MEGACO,

NPUHLMNOB NOCTPOEeHUs Ethernet-ceTeli n npakTuyeckne HaBblkv paboTbl ¢ UNIX-nogo6HbIMmM OC
(freeBSD, Red Hat Linux, Ubuntu). Takke 0653aTe/ibHO BNageHNs 3HaHNSMI 1 OMNbITOM HACTPONKA 1
o6cnyxmnBaHusa cuctemsl ECSS-10.

Lienesas ayautopusa - 10
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PyKoBOACTBO MO 0OGCAYXMBaHUIO

O6uwme NnpuHUMnbI

B uenom, o6cnyxmBaHne CMCTEMbI AENNTCA HA perMaMeHTHOe NJIaHOBOe 06C/yXMBaHVE 1
HecTaHAAPTHOE NPK YCTPaHEeHUN Kaknx M60 HencnpaBHoCTe. Mpu akcnyatauuy oneparopy,
06CnyXMBaOLLEMY CUCTEMY , PEKOMEHIYETCS eXeHEBHO:

KOHTPO/IMPOBaTb COCTOSAHWE CUCTEMHbIX PECYpPCOoB (MamMsaThb, AUCKK, 3arpy3ka LiM v 1.n.);
KOHTPO/IMPOBATb M pearmpoBaTtb Ha Hasmume aBapuiiHbIX COObITUIA;

€C/IM UCMONb3YyeTcs GUNHT, KOHTPONMPOBATL CO0p M OTNpaBky CDR,;

HabnogaTb 3a CTaTUCTUKOM U Ka4eCTBOM 06paboTKM BbI3bIBHOM HArpys3ku;

no rpadouky Aenartb pe3epBHOe KONMpoBaHue;

Npu HeEO6XOAMMOCTU N3MEHATL CTaHAAPTHbIE HACTPONKM - aBOHEHTLI, YCI1yr1,
MapLUPyTM3aLuIo, TPaHKK 1 Npoyee;

npu HaNUuMM B 06CNYXMBAHUM CMEXHOro 060pyaoBaHusA, Hanpumep SMG, SBC,
KOMMYTaTopbl, Takke KOHTPO/IMPOBATb UX COCTOSHME.

O6uwwe npuHLmMNbl - 11
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PyKOBOZCTBO Mo 06Cy>XNBaHNIO

[Mogpasgensl

[anee paccmatpuBatoTca pekomeHayeMble neproguyeckne paboTbl, a Takke anropuTtmbl
[AeNCTBUIN NPY BO3HUKHOBEHUN Pa3/INyHbIX HEUCMPABHOCTEN.

Mopgpaspensl - 12



PyKOBOZCTBO Mo 06Cy>XNBaHNIO

PernamMeHTHOe 06CyXnBaHme 1 pe3epBHOE KOMMpoBaHue

OnucaHne
« [lepeyeHb KaTasioroB, rae pacnosioxeHbl goannsl ECSS
» [MeproamMyYHOCTb pe3epBHOro KOMMpoBaHUA
+ MeTopuKa pe3epBHOro KonMpoBaHWsa KaTaoros
+ Py4yHoe konupoBaHue
« KonvpoBaHune n apxuBauus ¢ nomoLlbto Midnight Commander:
+ KonupoBaHue koHurypaumm v B/, ¢ noMoLLbIo CKpunTa ecss-control
« Apxuauus (stash)
« BocctaHoBneHme(rollback)
« Backup n BoccTaHoB/eH/e 6a3 AaHHbIX
» Backup n BoccTaHoBneHne MySQL
« BapuaHTt1l
« BapunaHTt 2
« BapunaHTt3
- [lamn B/
» BoccraHoBneHnve 13 gamna
« BapuaHT 4
» Backup n BocctaHoBneHve LDAP
« Ckpunt gna cosgaHus backup:
« BoccraHoBneHune 13 backup:
« MonHbIli backup cepeepa ECSS
« Co3pgaHue obpasa
« BoccraHoBneHve u3 obpasa
« KnoHunpoBaHue cepsepa ECSS
« CoxpaHeHne 1 BOCCTaHOB/IEHME HACTPOEK OTAEbHOro goMeHa (BUpTyasibHo ATC)
+ delete
» store
» restore

OnucaHune

B faHHOM [0OKyMeHTe NpMBOAMTCS ONMCaHVe pPas/inyHbIX AeNCTBUIA, KOTOpble AO/MKHbI ObITb
BbIMO/IHEHBI NO/Ib30BaTeIeM cucteMbl ECSS-10 st coxpaHeHust 6a3 AaHHbIX 1 KOHUTypaLum
cUCTEeMbl. TN paboTbl HEOOXOAMMbI AN BbINO/IHEHMS BOCCTAHOB/IEHMS JaHHbIX B C/lyYae
BO3HMKHOBEHUSI CEPbE3HOI HencnpaBHOCTU 1 06ecrneyeHrs Npyu 3TOM MakCMaslbHO BO3MOXHO
HaZEeXHOCTV U MMHUMa/IbHOTO BPEMEHW NPOCTOSI CUCTEMBI.

Heobxoanmo o6paTuTb 0CO60€ BHUMAaHME Ha TOo, YTOObI M36eXaTb OLUMOOK NPY BbINOMTHEHUN
nocnefoBaTelbHOCT COXPaHEHMS 1 06ecneunTb COOTBETCTBYHLLYIO NEPUOAMYHOCTL NpoLeayp
COXpaHeHwUsl.

MepeyeHb KaTasioroBs, rae pacnosioXeHbl gpalinbl ECSS

« /var/lib/ecss/ — conepXxuT cnyxebHble AaHHble ECSS-10: KOHTEKCTbI MapLUpyTU3aumm, 6asbl
[AaHHbIX, CDR, CTATUCTUKY;

PernameHTHOE O6CJ'Iy)KI/IBaHI/le 1 pe3epBHOe KonvpoBaHne - 13



[MeprnognyHOCTL Pe3epBHOro KONMPOBaHUS

PyKoBOACTBO MO 0OGCAYXMBaHUIO

/var/log/ecss/ — coaepXxnT goainibl 1oros nogcmuctem ECSS-10;
/usr/lib/ecss/ — coaepxuT 6MBMMOTEKN N YCTaHOBNEHHbIE pesiv3bl ECSS-10;
/etc/netplan/ — ceTeBble NapameTpbl cepBepa;
/etc/keepalived/ — ceTeBble HACTPOWKM BUPTYasibHbIX MHTEPdelicoB (VRRP);
/etc/ecss/ — coQepPXUT KOHPUTypaLmOoHHble doainbl nogcmctem ECSS-10;
/etc/default/ — coaepXmT KOHbMrypaynoHHbie garinbl 06Lwmx HacTpoek noacnuctem ECSS-10;
/etc/systemd/ — cogepXxuT CKpunTbl 3anycka nogcuctem ECSS-10 n apyrnx NpuaoXKeHWii;
/etc/hosts — B (haiine nponucaHbl agpeca ansa cesa3n nogencrem ECSS-10;

/etc/dnsmasq.d — agpeca 1 nmeHa cnyx6 ECSS-10;
/etc/nginx — HACTpPOIiKK caliToB web-cepBepa.

B Tabnuue npnBeaeH pekoMeHayeMblii NnepevyeHb 1 NepnoanYHOCTb paboT No COXpaHeHMo 6as u
KoHdourypaumm ECSS-10.

Tabnuua — PernameHTHble paboTbl N0 COXPAHEHUIO 6a3 AaHHbIX 1 KoHdurypauumn ECSS-10

Mepwuogp,

OAVH pas B
Heaento

OAVH pas B
Heaento

OAVH pas B

Heaento

OAVH pa3 B
Heaeno

OflNH pa3 B
mecsi,

Onepauus

/etc — KOHUrypauus cepsepa 1 BCeX CNyxo,
MoOJTHOE WM MHKPEMEHTHOE PE3EPBHOE
KonvpoBaHue (backup)

MeTtopg pe3epBHoro Metop,

KonupoBaHuA
KonunposaHune n
apxmBmpoBaHune

/var/lib/ecss — KoHUrypauus y3nos ECSS, nosiHoe KonmposaHue u

W NHKPEMEHTHOE pe3epBHOE KOMMpPOBaHNe
(backup)

B/l MySQL — MHKpemMeHTHOe pe3epBHoe
KonvpoBaHue (backup)

B/, LDAP(ecnn ncnonb3yetcs) — nosHoe
pesepBHOEe konupoBaHue (backup)

B/l MySQL — nosHoe pe3epBHOE KonuposaHue
(backup)

apxumeunpoBsaHumne

OnvcaH B pasgene
Backup u
BOCCTaHOB/EHNE
MySQL

OnwucaH B pasgene
Backup u
BOCCTaHOB/EHNE
LDAP

OnvcaH B pasgene
Backup n
BOCCTaHOB/EHME
MySQL

BOCCTaHOBJIEHUS
3ameHa gupekropun
n3 apxmea

3ameHa gupektopun
n3 apxmea

OnuvcaH B pasfene
Backup 1
BOCCTaHOB/MEHNE
MySQL

OnucaH B pasgene
Backup 1
BOCCTaHOB/MEHNE
LDAP

OnucaH B pasgene
Backup u
BOCCTaHOB/EHVE
MySQL

PernaMeHTHOe 06C/Ty)XUBaHNE 11 Pe3ePBHOE KOMMpoBaHue — 14



PyKoBOACTBO MO 0OGCAYXMBaHUIO

Mepwuogp, Onepauus MeTtop pe3sepBHOro Metop,
KonupoBaHuaA BOCCTaHOB/MEHUA
BHennaHoBble: Bce BblllenepeyncneHHoe(nosnHoe pesepsHoe  KonuposaHue n 3ameHa gupekTopun
KONMpoBaHue yKka3aHHbIX KaTasioros n 6a3 apxusupoBaHve n3 apxmsa
« [0 OaHHbIX), @ Takke AoNosHMTEeNbHO /usr/lib/ecss -

06HOB/1EHW KOMMNOHEHTbI ECSS, NoniHoe pesepBHoe

s penusa KonuposaHue (backup)
+ lMocne

yCneLHom

nepeoHaya

NbHoOW

WHCTaIAL,

nun
+ lMocne

yCMeLwHoro

06GHOB/IEHN

A

a + B pamkax ECSS-10 ToNbKO noacuctemsl ecss-ds 1 ecss-mediator COXpaHs0T CBOU
JaHHble Ha auck. Bce ocTasibHbIe NOACUCTEMBI (ecss-core, ecss-pa-megaco, ecss-pa-sip)
OMNepUpYIOT TOMbKO Runtime-AaHHbIMU, He TPEOYIOLLMMN COXPaHEHUS MeXAaY
nepesanyckamu.

« B gaHHOM nogpasgene ykasaHbl KOMaHbl, KOTOPble BbINOHAIOTCA U3 KOMaHAHOW
KOHCONN ynpaB/ieHNst onepauroHHol cuctemsl Linux (shell) HenocpefcTBeHHO XOcTa,
Ha KOTOpPOM ycTaHoB/ieHa cuctema ECSS-10.

ﬂ.ﬂﬂ obecneyeHus HaOeXHOCTU apXuBbl PEKOMEHAYETCA CKONMpoOBaTb Ha ,u,pyr0|7| XOCT.

B 3aBMCMMOCTM OT aBapuiiHOl CUTyal MM HEOO6X0AMMO 3aMeHUTb TEKYLLMIA pa3aen Ha backup.
MeToanKa pe3epBHOro KOnMpoBaHNSA KaTtaslioros

Py4Hoe konuposaHune

MonHoe KonupoBaHMe Ha NpuMmepe Katasora [etc:

cp -rv /<NAME> /tmp/etc

NHKpeMeHTHOe KonupoBaHUe Ha NpuMepe Katasiora [etc:

cp -ruv /etc /tmp/etc

PernameHTHOe 06GC/yXBaHWE U Pe3epBHOE KOMMpoBaHue - 15
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roe:
KJTH0M -r KOMMPYET KaTasior [etc ¢ ero nogkaranoramu B Katasior [tmp/etc;
K/t0Y -U KOMMPYET TO/IbKO HOBbIE W/ OGHOB/IEHHbIE Daisbl.

ApxuBupoBaHue Ha npumMepe Karanora [etc:
tar -zcvf <NAME> /tmp/etc/

rae
<NAME> — nmsi apxuBa, Hanpumep, etc.tar.gz.

PasapxuBupoBaHue:
tar -xvf <NAME>

rae
<NAME> — nmsi apxmBa.

KonuposaHue n apxmBaunsa ¢ noMmoLLbio Midnight Commander:

« KonupoBaHue — F5;
« apxvMBMpOBaHWe — F2, BbIopaTb 13 MEHH MYHKT 3;
« pasapxmBMpoBaHue — F2, BbIOpaTb U3 MEHIO NMYHKT Y.

KonuposaHue koHpurypauum n b/l ¢ nomoLbto ckpunTta ecss-control

B naket ecss-ds gobasneHa ytunmTa ecss-control (MAeT B NakeTe ecss-node).
[lOCTynHbI cnepylowme KOMaHAbl:

« stash <DIRECTORY> — co3fiaHne apxuBa XoCTOBOM KoHurypauum ECSS-10 B 3ag4aHHOM
AVpexkTopuy;

« rollback <FILE> — BocCTaHOB/IEHME paHee co34aHHO XOCTOBOW KOHurypaumm ECSS-10 u3
COOTBETCTBYIOLLEIO apxmsa.

B npouecce pa6oTbl yTUAMTA 3anpallnBaeT Naposb OT Nosib3oBaTesns root k mysql.

Apxusauus (stash)

[ns apxuBauum UCnonb3yeTcs kKoMmaHaa ecss-contol ¢ napameTpom stash.

BocctaHoBneHue(rollback)

[nsi BoccTaHoBEHNA ncnonb3yetca ecss-contol rollback

PernameHTHOe 06C/yXBaHUE U Pe3epBHOE KOMMpPoBaHue - 16
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PyKoBOACTBO MO 0OGCAYXMBaHUIO

Backup N BOCCTAHOB/IEHME 6a3 AaHHbIX

Backup n BocctaHoB/eHne MySQL

BbinonHnTb Backup 6a3bl MySQL npocTbiM KonupoBaHnem Katanoros (/var/lib/mysql, /var/lib/ecss-
mysql) MOXHO B TOM C/lyyae, ec/in OCTaHOBUTb cepBuc MySQL. 310 06yc/10BNEeHO TeM, YTO 6a3a B
N0 MOMEHT MOXET 6bITb MoagucnumpoBaHa. CyLLecTByeT K3LLU U KONMPOBaHNE MOXET COBMNacTb
C MOMEHTOM 3anuncu B goain (moandukaumeii gaina). B atom criyvyae npo6nembl BOSHUKHYT Npu
nonbITKe BOCCTaHOBNEeHNs 6a3bl 13 Backup.

BapuaHTbl AelicTBuiA:

BapunaHT 1

OcTaHoBUTL cepBuC mysql, ckonuposaTb 1 3aapxusnpoBaTb katasioru [var/lib/mysql, /var/lib/ecss-
mysql, 3anycTuTb cepBuc. Bpems ocTaHOBKM 3aBUCUT OT pasmepa 6a3bl AaHHbIX.

BapuaHT 2

3abnoknpoBaTth faHHbIe Ha N3MEHEHUSA, OUNCTUTL K3LL, BbIMNOMTHUTL CHUMOK (hainsioBO CUCTEMBI,
€CNIN UCNOosb3yeTCH XypHanmpyemas annosasa cuctema. PazbnoknpoBaTb 6a3y AaHHbIX. B
(POHOBOM pexwume BbINO/HUTbL KONMpoBaHue dainos. MNpenmyLecTsa A4aHHOro crnocoba:
HeboNbLLIoE BpeMsi NPOCTOs 6a3bl; 6a3a He OTKKYaeTCs 1 A0CTyNHA Ha uTeHne. HegocTtaTku:
NoBbILLAETCH Harpy3ka Ha halinoByto cMCTEMY Ha MOMEHT Backup.

BapuaHT 3

BbInonHUTh backup 6a3bl Yepes gamn. MNpermyLLecTBa AaHHOro cnoco6a: yTUUTON nice MOXHO
MOHU3UTbL NPVUOPUTET 1 NONyYaTh JaHHbIe NOCTeNeHHo. HeaocTaTku: BbINOMHAETCS ANIMTeNbHOoe
BPEMSi; He NMOAXOAUT AN1S MHKPEMEHTHbIX 1amMMoB, COOTBETCTBEHHO pasmep backup GyaeT 6OMbLLOIA.

Jamn B/}

mysqldump --verbose --single-transaction --quote—-names --complete-insert --
extended-insert --routines --events --triggers -u<LOGIN> -P<PORT> -h<HOST>
-p<PASS> <DBNAME> > dump.sql

rae
<HOST> — XOCT, Ha KOTOPOM pa3melLeH cepBep MySQL;
<LOGIN> — norunH K MySQL;

<PORT> — nopT, Ha KOTOPOM paboTaeT cepsep;

<PASS> — naporb;

<DBNAME> — nms 6a3bl.

Mocne BbINOMHEHNS JAaHHOW KOMaH bl B chaiine dump.sql 6yaet konus MySQL-6a3bl C UIMEHEM
"DBNAME".

PernameHTHOe 06C/yXNBaHUE U Ppe3epBHOE KonMpoBaHue — 17



PyKOBOACTBO MO 06CAYXMBaHUIO

LlenecoobpasHo nvs gaina dump.sql bopmmpoBaTb C y4eTOM Aatbl U BDEMEHM CYTOK.
Hanpumep:

mysgldump --verbose --single-transaction --quote-names --complete-insert --
extended-insert --routines --events --triggers --user=root --password=sswl --
databases ecss_audit ecss_calls_db ecss_dialer_db ecss_statistics
ecss_subscribers web_conf history_db > ./all_dump.sql

BoccTtaHoBneHve u3s gamna
mysql -u<LOGIN> -P<PORT> -h<HOST> -p<PASS> <DBNAME> < dump.sql

OnuncaHve npoLecca MOXHO NPOCMOTPETL MO ClIeAyLWLNM cebisikam: https://dev.mysqgl.com/doc/
refman/5.7/en/backup-methods.html; http://www.codenet.ru/db/mysql/MySql-Backup.php; http://
habrahabr.ru/post/137380/; http://www.linuxjournal.su/?p=1064.

BapwnaHT 4

3anycTuTb UHKPEMEHTHbII backup 6a3bl. MpenmMyliiecTBa JaHHOro cnocoba: COXPaHSTCS TOMbKO
M3MeHeHUs1 OT MOMEeHTa MOoC/IeIHEr0 COXPaHeHUs!, COOTBETCTBEHHO GbICTPO U3 63 0CTaHOBKM
cUCTEMbI. HeflocTaTku: Nepe/ COXpaHeHNEM HY)XXHO C6pPOCUTbL K3l B chaiinbl.

MeTop, coxpaHeHusi Backup oCHOBaH Ha 6a3e MexaHn3Ma 6uHapHbIX s10roB MySQL. BuHapHble f1oru
coaepXXaT NoMHyH NCTOPUIO 3MEHEHUI 6asbl AaHHbIX. 15 paboTbl UHKPEMEHTHOrO Backup
HeobXxoAnMMO, UTOObI BUHAPHbIE NOMN BbINN BKAKOYEHLI A5 TpebyeMoi 6a3bl AaHHbIX.

& OnvcaHve HacCTPOMKM BUHAPHBIX MHKPEMEHTHbIX JI0r0B NPMBEAEHO MO ccblike: Cxema
pasBepTtbiBaHNA MySQL master-master replication ¢ ncnosis3oBaHvem keepalive

Mpouecc cocTonT 13 AByx das:

1. Co3pgaHve nepBoHa4YasIbHOro NOIHOTO CHUMKa 6a3bl, BbIMO/IHAETCA aHa/I0TMYHO BapuaHTy
Ne3. B napameTpax "mysqldump" yka3sbiBaeTtcs kntod --flush-logs, KOTopbIi NPUBOAUT K
NPUHYANTENBHOMY COXPAHEHWUIO BMHApPHbIX /10r0B, poTaumn ainoB GUHAPHbLIX SI0roB, YTOGbI
npv nocreAywemM nx coXpaHeHnn 6b1/10 U3BECTHO € Kakoro goaina HaunHaTb
CUHXpOHM3aunio. mysqldump —uLOGIN -PPORT -hHOST -pPASS --flush-logs DBNAME >
dump.sql
Takoi CHUMOK 6a3bl BbIMOSTHAETCA U3HAYas/IbHO NPUY 3anycke BCero mexaHunsma Backup
[aHHbIX, @ TaKkKe peKkoMeHAYeTCSA MOBTOPHO BbINO/IHATL NOJIHbIE CHUMKKN 6a3bl OAWH pa3 B
mMecsy,

2. Mepuogmnyecknii Backup GUHapHbIX JI0roB OT MOMEHTa npeaplayLuiero Backup. 3ta onepaums
BbIMO/THAETCA NPOCTbIM KONMPOBaHMEM (hannos (06bI4HO pacnonoxeHsbl /var/lib/mysql) c
MOMeHTa npeablayLero UHKPEMEHTHOrO UM NOIHOTO Backup No TekyLwmMin MOMEHT, 3a
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NCKNIOYEHNEM nocnegHero dparina, B KOTopbIli 3anvCbiBatOTCA TEKYLLME N3MEHEHUS. Takol
nepuogmnyeckmii Backup pekomeHayeTcs BbINO/HATL OAUH pa3 B HeAEeno.

BoccTaHoBneHne Backup 13 MHKPEMEHTHbIX /IOTOB MPOUCXOAUT CrieAyowWwyM 06pasoMm:

1. BoccTtaHoBneHne 6a3bl U3 nocseaHero nonHoro Backup.
2. TpyMeHeHne NHKPEeMEHTHbIX 0O6HOBNEHWIA. [TocnefoBaTesibHO NPUMEHSTCS K 6a3e
OGuHapHble norv: mysqlbinlog binlog_files | mysql -uLOGIN -pPASS.

Backup 1 BoccTtaHoBneHue LDAP

Ecnu gna aBTopmsanmm aboHEHTOB UCMNO/b3yeTcs LDAP, TO Takke HY>XXHO BbINO/IHATb
nepuogmnyeckoe pesepBHOe KonvpoBaHue. He pekomeHayeTcs BbINOMHATb backup 6a3bl faHHbIX
LDAP NpoCTbIM KOMMPOBaHWEM MO TEM Xe NpuyYnHam, 4to 1 MySQL.

C noapo6HbIM ONMCaHMEM MOXHO 03HAKOMUTBLCS MO CCbifike: https://pro-ldap.ru/books/openldap-
ubuntu-in-practice/backup.html

CkpunTt ana cosgaHuns backup:

#!/bin/sh

LDAPBK=1dap-$( date +%y%m%d-%H%M ).1ldif

BACKUPDIR=/home/backups

/usr/sbin/slapcat -v -b "dc=yourDC,dc=local" -1 $BACKUPDIR/$LDAPBK
gzip -9 $BACKUPDIR/$LDAPBK

a + Heobxoanmo n3meHuTb napameTtpbl dc=yourDC,dc=local Ha fencTBytoLme.
+ Backup no faHHol cxeme pekomeHyeTCcsl NPOBOAUTL OAMH pa3 B HeAerio.

BocctaHoBneHne n3 backup:

1. OcTtaHoBUTb slapd:

~$ sudo systemctl stop slapd

2. YpanuTb 6a3y (ybeanTbCs, 4TO Bbl HAXOAMUTECH B NPaBW/IbHOM Katasiore Ans yaaneHus
KOMaHAou rm):

~$ sudo rm -rf /var/lib/ldap/*

3. BocctaHoBuTb 6a3y n3 LDIF-dhaina:
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~$ sudo -u openldap /usr/sbin/slapadd -1 backup.ldif

4, 3anyctuTs slapd:

~$ sudo systemctl start slapd

MonHbI backup cepBepa ECSS

Ansi nonHoro backup MCNonb3yeTcst KONMPOBaHME BCETO XeCcTKoro Avcka (dd). Heobxoammo
COXpaHWTb BCE COAEPXKMMOE AncKa (Tabnuua pasaenos, pasaessl, AaHHble). [penMyLecTBo
[laHHOTO METOoAA B TOM, UTO 3@ OAUH LUAr COXPaHSAOTCS BCE YCTAHOB/IEHHbIE Ha XXECTKOM ANCKe
cuctemsbl. Mpu Takom backup CoXpaHsiTca BCce aHHble, OTHOCSILLMECS K 3arpy3unky. Takum o6pasom,
noc/sie BOCCTAHOB/IEHUSI MOXHO Cpasy e 3arpy3nTbCsi C 3TOT0 XECTKOro AMcKa.

Co3paHne obpasa

1. Y6eantech, UTO HU OOUH U3 pasfenoB Aucka, ¢ KoToporo yaet aenarbcs backup He
NPYMOHTMPOBAH. [1/19 3TOr0 BbINOMHUTE KOMaHA4Y mount 6€3 napameTpoB.

2. Bblbpatb pasgen, Ha KOTOpoM NJIaHNPYeTCA pasMecTuTb halin-oopas. 310 AO/MKEH ObITb
pasgen Apyroro XecTkoro Ancka ¢ AoCTaTtovyHbIM 06beMOM CBO60AHOro mecta. O6bemM
CBOOOAHOrO MecTa [0/HKEH COOTBETCTBOBAaTL 06bEMY KONUPYEMOTO XECTKOro AncKa.

3. CMmoHTMpoBaTh backup-pasgen

sudo mount /dev/sdXY /mnt

4. BbINOMHUTL KOMaHAY

sudo dd if=/dev/sdX bs=1M conv=noerror,sync | lzma -cv > /mnt/
hdd.dd.lzma

rae «sdX» — AWCK ANs KoNMpoBaHUs 6e3 cxxaTtus, a He pasaen.
B 3aBMCMMOCTM OT pa3mepa XecTKOro Aucka 1 Npov3BoAnTe/IbHOCTY KOMMNbloTepa
npoueaypa MOXET 3aHATb NPOAC/HKUTENTbHOE BPEMS (0 HECKO/bKIX YacoB).

5. lMo 3aBepLueHuy M. 4 OTMOHTMPOBATb backup-pasaen

sudo umount /mnt
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BoccTaHoB/eHNe U3 o6pasa

o « [aHHbIii cnoco6 npeanonaraeT NnosHbI BO3BpaT K COCTOSIHMIO HA MOMEHT CO3AaHus
apxuBa C 3aMeHOI BCeX JaHHbIX!
« Mepep Hauanom paboTbl HEO6XOANMO Y6eANTLCS B HAAEXKHOCTY 3/1EKTPONUTAHNS.
MpW BbICOKOI MHTEHCMBHOCTM 3aniCX BO3pacTaeT pUCK NOBPEXAEeHUs AVCKa B
cnyyae c60s1 NUTaHus.

1. Y6eauTbCs, YTO HN OAWH pasfes BOCCTaHaB/IMBAEMOro AUCKa He UCMOJ/b3YyeTCs.
2. CmoHTMpoBathb backup-pasgen

sudo mount /dev/sdXY /mnt

3. BbINOMHUTb KOMaHAy

bzip2 -dc /mnt/hdd.dd.bz | sudo dd of=/dev/sdX bs=1M conv=sync, noerror

nnn gnsa Hecxartoro 06pa3a

sudo dd if=/mnt/hdd.dd.bz of=/dev/sdX bs=1M conv=sync, hoerror

4. lMo 3aBepLieHnn N.3 OTMOHTUPOBAaTL backup-pazgen

sudo umount /mnt

a « Ecnun Heobxogumo pacnakoBatb 06pa3s Ha APYroi eCTKUIM AUCK, TO OH AO/DKEH
MMeTb pa3Mep He MeHbLUe OpurMHanibHoro. B cnyyae, ecnv HOBbIV AWCK 60/1bLUEero
06bemMa, MOXHO pacluMpuTb pasgenbl, MO0 co34aTb HOBbIV pa3gen Ha CBO60AHOM
MecTe C NoOMOLLbI KoMaHAbl parted/fdisk/gparted/etc.

+ He ucnonb3ayiite 06a XeCTKUX gUCKa («Ayo6/mKaT» U «OpuUrnuHan»)
oAHoBpeMeHHO! Npu noax/IYeHnn AByX AUCKOB B cMcTeme ByaeT no ABa pasgena
Ha Kaxablin UUID, 4To npuBeseT K npobsiemam B paboTte UM HEBO3MOXHOCTHU
3arpysKku.

KnoHupoBaHue cepsepa ECSS

1. MoAxKNUNTbL HOBbIV ANCK, HA KOTOPbIA 6yAeT NPON3BOAMTLCS KNOHMPOBAHME.
2. 3arpyauTtsb c liveCD ubuntu 18.04.
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3. KomaHgoli df —h unm mount NPOBEPUTL, YTO HY OA4MH U3 pa3fenoB AMCKOB (C KOTOpPOro byaet
AenaTbCs KNOH N Ha KOTOPbIA 6yaeT AenarbCs K0H) He NPUMOHTUPOBaH. B cnyyae ecnu
pasgenbl MPUMMOHTUPOBA/TUCH, TO BbINOMIHUTL KOMaHAy umount.

4. B shell BbINONHUTB CneayoLLyo KoMaHay:

sudo dd if=/dev/sdX of=/dev/sdY bs=4M

rae sdX — guck, ¢ KoToporo 6yaeT Npon3BoANTLCA KIOHUPOBaHME,

sdY — AnCK, Ha KOTOpbIN ByAeT NPOU3BOAUTLCA KIOHUPOBAHME.

Oxungaem 3aBepLUeHNs BbINO/THEHUA KOMaHAbl. Onepauns MOXET 3aHATb NMPOAO/IHKUTETbHOE
BPEMS (40 HECKO/bKMX YacoB).

CoxpaHeHme M BOCCTaHOBJIEHNE HACTPOEK OTAE/IbHOIO AOMEHAa (BMpTyaﬂbHOVI
ATC)

B cucteme ECSS-10 Takxke UMEETCS MHCTPYMEHT COXpaHeHWsi U BOCCTaHOB/IEHNST KOHbUrypauun
OTAEe/IbHOro AoMeHa. 3TO NPON3BOAUTCA C NOMOLLLI0 KoMaHg, CLI no nyTtn /domain/<DOMAIN>/
backup/.

Hwxke npuBeaeHO onvcaHve 1 NpuMepbl KOMaHA,

. + delete
« store
¢ restore

B Tekylwem paszene onvcbiBatoTCSA KOMaH4bl A1 COXpPaHEHUA 1 BO3BpaTa K npeablayLlein sepcmm
KOHpurypauum supTtyasnbHon ATC.

© <DOMAIN> - nmsi BUpTyanbHoii ATC.

Ana agmuHucTpartopa BupTyanibHO ATC KOMaH/bl BbIMOMHAKTCA Ha YPOBHE BUPTYyasibHOW ATC B
pasgene /domain/<DOMAIN>/backup/ 1 NpMMEHSAIOTCA TONbKO A/15 ONpeAeneHHO BUPTYasibHOM
ATC.

delete

[aHHO KOMaHAO BbINO/HAETCS yAa/leHNe apXMBHOIO doaiiia KoHgurypaumm aomMmeHa.
MyTb KOMaHAbI:

/domain/<DOMAIN>/backup/store

CunHTaKkcuc:

delete <NODE> --backup <FILENAME>

MapameTpbil:
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+ <NODE> - M1A HOAbI;
+ <FILENAME> - nms halinia coxpaHeHHOo paHee KoHurypaumu. dainn uwetca B katanore [
var/lib/ecss/backups/<DOMAIN>.

Mpumep:

admin@dsi1@ecssl:/$ domain/biysk.local/backup/delete dsl@ecssl --backup
bsk_2021_020_09/v_14_7_0_72490_2021_02_09_15_40_52.bterm
Domain's backup successfully deleted.

[exec at: 09.02.2021 22:52:40, exec time: 108ms, nodes: dsl@ecssl v.
3.14.7.562]

store

[laHHO KOMaHAO0l BbINOMHAETCA COXpaHeHne KoHurypaumm cuctembl ECSS-10.
MyTb KOMaHAbI:

/domain/<DOMAIN>/backup/store

CuHTaKkcuc:

store <NODE> [<FLAGS>]

MapamveTpbl:

+ <NODE> - M1A HOAbI;
+ <FLAGS> - oONO/IHUTENbHbIE AECTBUSA, 334aK0TCA ONUUOHAIBHO:
« --prefix <PREFIX> - 3ajaeTca npeumkc nmeHn aiina ans coxpaHeHus KoHpurypaumu;
+ --backup-dir <DIR> - 3a1@eTCA NyTb OTHOCUTENILHO AMPEKTOPUN MO ymonyaHuio ([var/lib/
ecss/backups/<DOMAIN>) /19 COXpaHeHNs KOHpurypawmn.

Mpumepsbt:

admin@myceliumi@ecssl1:/$ domain/biysk.local/backup/store dsi@ecssl --prefix
bsk

Domain configuration are successfully stored to: /var/lib/ecss/backups/
biysk.local/bsk_v_14_7_0_72494_2021_02_12_03_34_29.bterm

[exec at: 12.02.2021 10:34:29, exec time: 186ms, nodes: dsl@ecssl v.
3.14.7.566]

restore

[laHHOli KOMaHZ,0 BbINOMHAETCA BOCCTAHOB/IEHME KOH(pUrypaLmm - OTkaT Ha paHee COXpaHeHHYyo
KOHUrypaumo CUCTEMBI.
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MyTb KOMaHAbI:
/domain/<DOMAIN>/backup/restore
CuHTaKkcuc:

restore <NODE> --backup <FILENAME>
MapameTpbl:

+ <NODE> - MA HOAbI;
+ <FILENAME> - nms halinia coxpaHeHHOo paHee KoHurypaumu. dainn uwetca B katanore [
var/lib/ecss/backups/<DOMAIN>.

Mpumep:

admin@myceliumli@ecssl1:/$ domain/biysk.local/backup/restore dsi@ecssl --backup
bsk_v_14_7_0_72494_2021_02_12_03_34_29.bterm

Start read backup...

Notify domain services before restore backup data...

Restore data from the backup...

Domain configuration successfully restored.

[exec at: 12.02.2021 10:35:27, exec time: 6s 196ms, nodes: dsl@ecssl v.
3.14.7.566]
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PyKOBO/ICTBO MO YCTPAHEHUIO HEUCMNPaBHOCTE

B faHHOM pasgene npuBefeHbl onucaHnsa pasnnyHbix NPo6aem, MOoryLmm BO3HUKHYTb Npu
akcnnyataumm ECSS-10 n meToguka X yCTpaHeHus.

MNoppasaensl

O6Laa MeToanKa aHasm3a 1 yCcTpaHeHMs HeUCNpaBHOCTEN

+ O6LLecCTEMHbIE HENCTPABHOCTH
« CepBep HeJoCTyneH B CeTn
« CepBep AOCTYMNEH B CETU, HO HEBO3MOXHO NoakNIoUnTLCA K Cocon, Web
« Het goctyna B Cocon n Web
« CepBep 4OCTYNEH B CETU, HO HE aKTMBEH KaKON-NnMbo cepsBuc
« [lpoBepka cTatyca cepBncoB 13 Linux shell
« 3anyck/nepesanyck cepsuca
« MNposepka ctaryca cepsncoB 13 CLI
C6op 06Lei nHopmaLUmn 0 HeMCNPaBHOCTK
« [poCcMOTp TeKyLMX NpeaynpexaeHunin B cucteme
« HeuncnpaBHOCTM KOHKpeTHOro aboHeHTa
« AnropuTtm cbopa MHgopmalmm oT aboHeHTa
Knaccudmkauma npegynpexaeHuii
Jlokanusaums HemcnpasHOCTK
« OTKasbl M0 O4HOMY W/ HECKO/IbKMM abOHEeHTaM
+ HenpoxoxgaeHve BbI30BOB N0 BCeM aboHeHTaM
+ YacTnuHble nosTopstowmecs céoun ceccuii (SIP/RTP)
C6op getasnibHOlM MHhbopmaumm 06 oTkase (log-thaiinbl, TpacCUpoBKU, AaMnbl)
+ Bk/oyeHve 1 oTK/I0YEHME CUCTEM JIOTMPOBaHUA CIYX6
« ecss-utils
« [poBepKa OTKPbITbIX NOPTOB
« [MpoBepka AOCTYNHOCTX HanpasneHuii A n b
+ CHATMe TpaccMpOoBOK Aapa
« CHATMe Jamna ceTeBoro Tpaduka
« Systemd cepBuc 418 3axBarta 1 coxpaHeHus cryxebHoro Tpadmka
« 3anucb ceTeBoro gamna B CLI Ha SIP-aganTtepe
« 3anuncb TCP dump B Shell Linux
« Jloru SIP-agantepa — siptrace.bin
« Kpatkuin cnmcok npo6siem, KOTopble MOXHO 0GHAPYXWUTb NPy aHamM3e
TPacCpPOBKM CUTHaUIM3aUUN
« Mposepka perucrpaumm SIP-aboHeHTOB cucTembl ECSS-10
« [posepka perucrpaumm SIP-aboHeHTOB
«+ [poBepka HacTpoek SIP-aboHeHTOB
« Mposepka noruHa v napons SIP-aboHeHTOB
« [poBepka MapLupyTM3auun Bbi30Ba
« [poTOKONMpPOBaHUe AeCTBUI afMUHUCTPATOPa B KOHCONN web Ha BHELIHWI syslog-
cepsep
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« Hactpoiika rsyslog

« Hactpoiika sys.config

« HacTtpoiika dnsmasq

« lMpoTokonvpoBaHue AeicTBuiA NoNb3oBaTenell Ha cepBepe C yCTaHOB/IEHHbIM
ECSS-10

O6LEecUCTeMHbIE HEMCNPABHOCTH

CepBep HeaoCTyMNeH B CETH

B cnyuyae, ecnu cepBep ECSS-10 cTan HeAOCTYNEH B CETU, TO HEOOXOAUMO NPEANPUHSITH
cnepywle AeincTeus:

1.
2.
3.

Y6eauTbCcs, YTO B CETU HET LUTOPMa;

Y6eautbcs, YTO cepBep NOAK/HYEH K KOMMYTATOPY, JIMHK aKTUBEH;

MoAKNUYMTL MOHUTOP Y KNaBuaTypy K cepBepy M NPOBEPUTL COCTOSIHUE OnepaLMoHHON
cuctemsbl (Banee OC). B cnydae ecniv OC He 3arpyxeHa (Hanpvmep, HeT npurnatleHns
BBOZa /10rviHa 1 Napons), TO BbINO/HUTL annapaTHbIid nepe3anyck cepsepa. Ecnu cepsep He
3anyckaertcs, T0O Heo6XoAMMO 06pPaTUTLCA B CNYXOY TEXHUYECKON NOALEPXKKY;

Ecnn OC 3arpyeHa, BbINo/IHUTbL KOMaHAy "ip a" 1 yoeanTbCA, 4To BCe HEOOX0AUMbIE
ceTeBble MHTepgIEeCbl NOAHATDI;

BbINosHUTL KOMaHAY ping <IP-agpec NK ynpaBneHus>. EC/v ping He NpoxoauT, TO
Heo6XoAMMO NPOBEPUTL CETEBbIE HACTPOIKN U COCTOSHME PaboTbl KOMMyTaTOpa.

CepBep A0CTYNeH B CETU, HO HEBO3MOXHO NOAKUNTLCA K Cocon, Web

Ecnu BbI3blBHas Harpy3ka ob6pabdaTbiBaeTCst HOPMasibHO, & TO/TIbKO HeAOCTYMNHbI CEPBUCHI
ynpaeneHus, cneayeT NpoBepPUTb:

HeT goctyna B Cocon nWeb

CHauana HyXXHO ObITb YBEPEHHbIM, YTO JIOTMH 1 Naposib BBOAATCA NpaBuibHble(packnagka,
Capslock..)

MpoBepuTb cTatyc cepauca mysql

Mpumep:
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sasha@ecss1:~$ systemctl status mysql.service
e mysqgl.service - MySQL Community Server
Loaded: loaded (/lib/systemd/system/mysql.service; enabled; vendor preset:
enabled)
Drop-In: /etc/systemd/system/mysqgl.service.d
L-override.conf
Active: active (running) since Thu 2022-07-21 22:21:42 +07; 2 weeks 6 days
ago
Main PID: 1920 (mysqld)
Tasks: 80 (limit: 4915)
CGroup: /system.slice/mysql.service
L1920 /usr/sbin/mysqld --daemonize --pid-file=/run/mysqld/
mysqld.pid

Jul 21 22:21:41 ecssl systemd[1]: Starting MySQL Community Server...
Jul 21 22:21:42 ecssl systemd[1]: Started MySQL Community Server.

Ecnu cepBuc HeakTVBeH, NonNpo6oBaTth nepesanycTuTs.

MpoBepuTb HaNn4yne nonb3osartens B 6ase ecss_audit, Hanpumep:

sasha@ecss1:~$ mysql -uaudit -p -D ecss_audit -e 'select * from ecss_users;'
Enter password:

R o e oo S
o e o S +

| login | pass | role_name | pass_changed
| properties |

Fomm e e oo - o e e e oo oo U
o e oo S +

| admin | X03M01gnzZdYydgyfeuILPmQ== | NULL | 2022-02-21
03:47:09.938 | NULL |

| bsk_security | M4F7QU9JbGKfuibaldXvTA== | NULL | 2022-03-28
03:45:14.447 | NULL |

| support | J1cULCERULO®ONG3GPWCDA== | NULL | 2022-02-21
03:47:09.940 | NULL |

| tech | QzMUb8gdMez0afKpG/1xdQ== | NULL | 2022-08-03
00:46:31.464 | NULL |

| test | XMpCOKC5I4INzFCab3WEmw== | NULL | 2022-04-08
04:01:14.899 | NULL |

Fomm e e oo - o e e e oo oo U
o e oo S +

Y6eauTbCs, UTO N0/b30BaTe/lb CYLLECTBYET. EC/IM N0 KakMM NGO NpuuMHam OH ObiN yaaneH u3
6a3bl, 3aiiTV Mo, APYrMM JIOTMHOM U CO3AaTb HYXHOTO Mo/b30BaTe s 3aHOBO.
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Ecnu HeT gocTtyna Tonbko B Web-KoHbrrypaTop, Hy)XHO y6eamTca akTMBHOM CTaTyce CepBMCOB
ecss-web-conf, nginx. Mpn HeOBX0AMMOCTN pecTapToBaTb UX.

Takxe cnegyet NPOBEPUTL, YTO 3anyLleH cepsuc http-terminal u3 cocon:

admin@myceliuml@ecssl:/$ node/mdl@ecssl/service http-terminal info
Service 'http-terminal' is started at 6:57:20 25.7.2022 UTC
Previous known service status: stopped

Service status report:
HTTP Terminal service started: true

CepBep AOCTYNEH B CETU, HO HE aKTMBEH Kakol-nnbo cepeuc

MpoBepka ctaryca cepsncos u3 Linux shell

MpoBepuTb 3anyLLeHbI NN Bce cepBuchbl ECSS-10 MOXHO KOMaH/OiA:

sudo systemctl status <service name>

rAe <service name> MOXET NMPUHUMATb C/EAYIOLLME 3HAYEHUS:

+ ecss-core.service

+ ecss-mediator.service

+ ecss-restfs.service

+ ecss-ds.service

+ ecss-mycelium.service

+ ecss-media-server.service
+ ecss-pa-sip.service

+ ecss-pa-megaco.service
+ ecss-erlang.slice

+ ecss-glusterfs-mount.service
+ ecss-web-conf.service

+ ecss-web-socket.service

Pe3ynbTart BbINO/IHEHMA KOMaHAbI 419 cepBuca Ao/mKeH nokasaTb Active, Hanpumep:
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sasha@ecss1:~$ systemctl status ecss-core.service
® ecss-core.service - daemon ecss-core-14.12.181 of ecss-10

Loaded:

loaded (/1lib/systemd/system/ecss-core.service; enabled; vendor

preset: enabled)

Active: active (running) since Mon 2022-07-25 13:57:01 +07; 2 weeks 3 days
ago
Main PID: 27138 (beam.smp)
Tasks: 34 (limit: 4915)
CGroup: /ecss.slice/ecss-core.service
[-26718 inet_gethost 4
[-27138 ecss-core -pc unicode -K true -A 2 -e 65536 -P 4194304
-sfwi 500 -scl false -zdbbl 64MB -- -root /usr/lib/ecss/ecss-core -progname
erl -- -home /var/lib/ecss/home -- -noshell -noinput -mo

27545 erl_child_setup 1024

[-27666 inet_gethost 4

[-27667 inet_gethost 4

[-27714 inet_gethost 4

[-27715 inet_gethost 4

[-27717 sh -s disksup

L-27718 /usr/lib/erlang/lib/os_mon-2.4.7/priv/bin/memsup

JonoNHUTENbLHO MOXHO NMOCMOTPETL COCTOSHME npouecca n I'IOTpe6I'IF|eMbIe pecypcCbl CUCTEMDI

cepBucom:

ps aux | grep <service name>

3anyck/nepesanyck cepsuca

Ecnu npu BbINOMTHEHNN KOMaH4bl systemctl status <service name> MOJyYnIN pe3ysisraT:

* <service name> is not running

To cnepyeT nonbITaTbCs 3anyCTUTb CEPBUC BPYUHYHO:

sudo systemctl start <service name>

MpYYUH NO KOTOPOIA cepBuC UK cepBuChbl ECSS-10 He 3anyckatoTCcss MHOTO.

Mpumep: Bce nm yacTb CEPBUCOB He 3anyLLeHbl U He 3amnyCKarTCs.
CnepyeT NpoBepuTb 06bEM CBOGOAHOMO NPOCTPAHCTBA Ha HaKonuTene:

df -h

Bo3moxHO KopHeBoit pasgen("/") 3anonHeH n ECSS-10 He MOXeT 3arnyCTUTbCS.
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PelueHne faHHoOI npo6nembl crieqytoLlee:

1. Halitn HanbonbLlKii NO pasmepy KaTasior;
2. OcB0O6OAUTL pasaesn OT HEHYXHbIX (hainnos.

LN OCTAHOBKM 1 3amnycka BCEX CEPBMCOB HEOGXOAMMO BbINOMHUTL KOMaHbI:

sudo systemctl stop ecss.service
sudo systemctl start ecss.service

MpoBepka cTatyca cepsucos 13 CLI

MoAKMoUMBLUMCH K KOMaHAHO 060/104ke CoCon MOXHO NMPOCMOTPETHL COCTOSIHVE CEPBUCOB,
Hanpumvep:

admin@myceliuml@ecssl1:/$ node/check-services

Nodes:
corel@ecssi corel@ecss2
ds1@ecssi ds1@ecss?2
mdl@ecssl mdl@ecss2
myceliuml@ecssl myceliuml@ecss2
sipl@ecssi sipl@ecss2

All services are started

nnn
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admin@dsl1@ecssl:/$ system-status

Checking. ..

PyKOBOACTBO MO 06CAYXMBaHUIO

| |
| Node |

Release
|Uuptime |

Erlang nodes

|
| Mnesia nodes
|
|

| |corei@ecss1 |ecss-core-3.14.10.562
|not running |15h 4m]|

| |corel@ecss2 |ecss-core-3.14.10.562
|not running |2m 5s |

| |dsi@ecss1 |ecss-ds-3.14.10.562
|ds1@ecss1,ds1@ecss2 |15h 4m|

| |dsi@ecss2 |ecss-ds-3.14.10.562
|dsi@ecss1,ds1@ecss2 |2m 5s |

| |mdi@ecss1 |ecss-mediator-3.14.10.562
|md1@ecss1, md1@ecss2 |15h 3m|

| |mdi@ecss2 |ecss-mediator-3.14.10.562
|md1@ecss1,md1@ecss2 |2m 5s |

| |megacol@ecssl |ecss-pa-megaco-3.14.10.562
|megacol@ecss1 |15h 3m|

| |myceliumi@ecssl|ecss-mycelium-3.14.10.562
|myceliumi@ecss1, myceliumi@ecss2|not running
| |myceliuml@ecss2|ecss-mycelium-3.14.10.562
|myceliumi@ecssi1, myceliuml@ecss2|not running

| |sipl@ecss1

| sip1@ecss1, sipi@ecss2|15h 3m|

| |sipl@ecss2

| sipl@ecssl, sipl@ecss2|2m 5s |

|ecss-pa-sip-3.14.10.562

|ecss-pa-sip-3.14.10.562

|coreil@ecss1, corel@ecss?2

|corel@ecss1, corel@ecss?2

|ds1@ecss1, ds1@ecss?2

|ds1@ecss1, ds1@ecss?2

|md1@ecss1, md1@ecss?2

|md1@ecss1, md1@ecss?2

|megacol@ecss1

|15h 4m|

|2m 5s |

| sip1@ecssl, sipl@ecss?2

| sip1@ecssl, sipl@ecss?2

All services are started.

Active media resource selected list specific:

| | T T T |
| Node | MSR | MSR | Cc-status | Cc-uptime |
| | | version | | |
| i i | | |
| corel@ecssl | msr_1 | 3.14.10.24 | connected | 15:03:43 |
| | msr_2 | 3.14.10.24 | connected | 00:01:49 |
| corel@ecss2 | msr_1 | 3.14.10.24 | connected | 00:01:27 |
| | msr_2 | 3.14.10.24 | connected | 00:01:26 |
| | | ] ] |
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C6op obuien nHpopmMaunmn o HeMCNPaBHOCTY

MpocMOTP TeKyLMX NpeaynpexaeHnii B cucteme

MepBbIM 3Tanom aHasM3a Npo6iem sIBNSIETCS NPOCMOTP aKTVBHbIX NPeaynpexaeHnii B cucteme
ECSS-10.

[lns onepaTnBHON peakumn 06CNyXUBaKOLLEro nepcoHana Ha BO3HMKLLME NpeaynpexneHus
peann3oBaH cneayoLmii yHKUMOHaN: MPU BO3HUKHOBEHUW aBapuii (major n/unu critical) prompt B
KoHconn CoCon-a 6yaeT noAcBeunBaTbCs B XXENTbI (major) Unn KpacHbIl (critical) uBeT:

support@[myceliuml@ecss1#ECSS 818879]:/5
Alarm list changed at 04.86.2019 88:54:27:
major : 1
support@[myceliuml@ecss1#ECSS 0160079]:/%
support@[myceliuml@ecss1#ECSS 018879]:/%
Alarm list changed at 84.086.2019 08:54:44:

support@[myceliuml@gecss1#ECS5 8100879]:/%

support@[myceliuml@ecss1#ECSS 918079]:/%
support@[myceliuml@ecss1#ECSS 010079]:/%

Korga Bce major u critical aBapum 6yayT 3aumLleHbl — 0Tob6pasnTcs Hagnucb No more active alarms”,
1 Prompt NpUMET 0ObIYHbIN LIBET.

& Prompt nomMeHsIeT UBET TOMIbKO NpU Crieayowen 0TPUCOBKe (N0 doakTy, koraa byaeT Haxar
Enter).

B web-koHGmrypaTope Takxke ecTb naHesb "CuctemHas nHdopmauma'
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J) Cucremnan nudopMauma

SSW yznm
corel@ecssl
ds1@ecssl
mdl@ecss1
megacol@ecssl
myceliuml@ecssl
sipl@ecssl

COCTORHWE  HOBHES

Mavens CHrHaNK3aLHA

3.14.0.682
3.14.0.682
3.14.0.682
3.14.0.682
3.14.0.682
3.14.0.682

AKTHMEHHE

00d 00:02:08
00d 00:02:08
00d 00:02:08
00d 00:02:09
00d 00:02:09
00d 00:02:09

NOTEDAHHEHE

QOO

OHa He 3aKpblBaeTCs, He CKpbIBAETCA (XOTS U MOXET ObITb NepekpbITa ApYrMMm OkHoM). Kpome Toro,
Ha web B c/ly4yae BO3HUKHOBEHWM aBapuu 3BYYUT aBapuintHas curHanusaums. B ctaHgapTHOM
pexume web-KoHpurypartopa B oyTTepe ectb MHghopMaumsi 06 aBapusix B CUCTEME.

PyKOBOACTBO MO 06CAYXMBaHUIO

MpocMOTpETb CNMCOK NPeaynpexaeHnii MoXHo Yyepes nHTepdeiic KomaHaHoM CTPoku CLI nnun web-
KoHdourypartop. B web-koHdourypaTope cnmcok npuBoanTcs B NpuaoxeHun Cnmcok
npeaynpexaeHunii (Alarm list).

Cnncok TeKyLLMX NpeaynpexaeHnii B KoMaHaHoOM KoHconu CLI oTo6paxaeTcst npy NoMOoLLM

crefyoLlmx KOMaHa;

/system-status
— MHdopMaLMst 0 COCTOSIHUKN HOA, MeAMacepBePOB N CMUCOK aKTUBHbIX aBapuii;

/cluster/mediator/<CLUSTER>/alarms/list all
— NPOCMOTP BCEX NpeaynpexaeHnini B cucteme. KomaHga gocTynHa agMUHUCTpaTopy

cuctembl ECSS-10.

/domain/<DOMAIN>/alarms/list all
— NPOCMOTP npeaynpexaeHns suptyansHoi ATC ¢ nmeHem <DOMAIN>. KomaHaa
[OCTYyMHa afMUHUCTPaToOpy BUpPTYyasibHon ATC.

rae:

« <CLUSTER> — uMsi HOAbl MEDIATOR, A/151 KOTOPOWA BbIMO/THAETCA KOMaHAa,
« <DOMAIN> — nms BupTyanbHon ATC.

& o ymonuaHuio BbIBOAUTCA 25 NOC/IEAHMX NPpeaynpexaeHuii.
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PyKOBOACTBO MO 06CAYXMBaHUIO

Moapo6Hoe onuncaHne koMaHg CLI cucteMbl c6opa 1 oTobpaxkeHus npeaynpexaeHuii NnpuBeeHo B
pasgene KomaHgbl ynpaBneHns aBapuiiHon curHanmsaumeii.

[1s npocMoTpa onmncaHusi No c6opy U 0TOBPAXEHWIO NPeayNPeXAeHN A MOXHO NOAKMHUNTLCS K
KOMaH/HOV KOHCO/M yNpaB/ieHns1 onepawuyoHHol cucteMbl CoCon 1 BOCNO/1b30BaTbCSt KOMaH0iA
man:

man cluster/mediator/mdi1/alarms/list all
man domain/<DOMAIN>/alarms/list all

OnucaHne npeaynpexaeHnii u AeicTeuii, Heo6XoaNMbIX A1 PELLEHNS, NPUBEeHbl B pa3aene
ABapuiiHble COOBLLEHNS N MePbl MO X YCTPAHEHMUIO.

HencnpaBHOCTW KOHKPETHOTO aGOHEHTA

Anroputm céopa nHcopmauumn ot aboHeHTa

Mpwv Nony4YeHnmn xanob oT aboOHEHTOB cucTeMbI ECSS-10 HEO6XOANMO NONYYUTb OT HUX
CNeayrLLyo MHoPMaLmo:

1. Homep BbI3blBaKOLWErO a60HEHTA,;

2. Homep BbI3bIBAEMOro abOHEHTa;

Mo gaHHOW MHhopMauun oONpeaennTb K KaKkoMy LUK03Y NOAKNIOYEH aB0OHEHT, NPOBEPUTL
paborty wo3a. Ecnv aboHeHT ncnonb3yeTt SIP TenedoH, SIP-wno3 nnv codpToH —
onpefenvTb MoJesb (B TaKOM C/lyyae BO3MOXHO Npobsiema Ha CTOPOHe aboHEHTa).

3. ToyHOe Bpewms, AaTy Bbl30Ba UV MHTEPBa/T BPEMEHN;

Mo AaHHOW MHhopMaLU MOXHO NOy4YMTb TPACCUPOBKY BbI30BA, €C/IM OHA Oblna BK/IYeHa
1 He yaasieHa No ucyepnaHuilo IMMMTa Ha KOIM4ecTBO TPacCpOBOK.

4. TosTopsieTcs /in npobnemMa npuv Bbi3oBax Ha Tesie(POHHbIE HOMEPa;

5. Ecnu BbI30B HE NPOXOAUT TOIbKO HA ONpeAenieHHble HOMepa, y3HaTb CNMCOK HOMEPOB Ha
KOTOpble He NPOXOAUT BbI30B. Icxoasa U3 AaHHOW MHhopMaLuuy No NaHy MapLupyTmM3aunm
onpenennTb NCXOOALWMNIA TpaHK;

6. BbISCHWTbL B Kakoe BpeMsi He NPOXOAAT BbI30BbI: B 1t060€ BpeMs Uav B OnpeaenieHHble
yacbl. Ecnv B onpefeneHHble Yacbl — NPOBEPUTL MapLLpyTU3aumio No BpEMEHMW.

YcTpaHeHwve /11060ro otkasa criefyet HaunHaTb co coopa nHdopmaumm. IcTouHKamm
nHpopmaLmm 06 oTkase, MOryT ObITb:

1. CoobuleHna o npegynpexneHusx (no e-mail, jabber);

2. Mpwunoxexune Cnvcok npeaynpexaexnii (Alarm list) B web-nHTepdeiice nnm BoiBog KoMaHAb!
cluster/mediator/md1/alarms/list);
Moppo6Hee cM. MpocMoTp TEKYLMX NpeaynpexneHnii B cucteme, ABapuitHbie COOBLEHNS 1
MepbI N0 NX YCTPaHEHMWIO;

3. XKano6bl 1 3amevaHmsa gpyrux aboHEHTOB;
Mpwn nony4vyeHun xanob n 3ameyaHuii oT aboHeHTa, cneayeT NoyYnTb MakCUmaibHO
noApo6HYy0 MHopMaLno 0 Npobeme.

4. ABapwuiiHble 1N NHGOPMAaLNOHHbIE COOOLLEHNSI HA B3aUMOAENCTBYOLLMX YCTPOCTBaX U
cucTemax (Wwnw3sbl, SBC, Softswitch, kommyTtaTopsl);
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PyKoBOACTBO MO 0OGCAYXMBaHUIO

5. [aHHble Mo npefocTaB/ieHHbIM Ycryram (cdr M UCTOPUS BbI30BOB);
6. MpocmoTp nHhopmauumn o NoTpebnsemMbix pecypcax.

Mocne nonyyeHns o6Leit nHdopmaLluy 0 NpeaynpPeXxaeHn, MOXHO KnaccuuLmpoBaTh
HEeUCnpPaBHOCTb MO CPOYHOCTY U NPeABapPUTENbHO ONPeAenTb OTBETCTBEHHbIE Y3/lbl CUCTEMDI.
Mocne Heo6XoAMMO NOJYYnThb [eTasbHble CBEAEHUSI COBbITUS.

MpunoxeHune Web-koHdurypartopa "Cnucok npeaynpexgeHnii (Alarm list)" npegoctasnseT
cneayoLLyo NHopmaLmio:

* YHUKa/IbHbIN ngeHTndukarop npegynpexaeHus (id);

« Jarta 1 BpeMs BO3HUKHOBEHUA npeaynpexaeHus (date);

+ YPOBEHb BAXHOCTU NPeaynpexaeHuns (severity);

« Knacc npegynpexgeHus (class);

« TUN NpegynpexaeHus (type);

+ MECTOMNONOXEeHNE NOACUCTEMbI, KOTOPas CreHepuposasia npegynpexaeHve (location);
+ COO0OLEeHNe 0 npeaynpexaeHns (message).

Moapo6Hee B pasgene OnvcaHve CTPYKTYPbl NpeaynpexaeHus.

Knaccudomkaums npeaynpexaeHuii
Mo YPOBHIO BaXXHOCTM NPeAynpexaeHns AensaTcs Ha:

« KpuTMUeckoe npepynpexaeHuns (critical);

+ BaXKHbI YpOBEHb npegynpexaeHns (major);

« He3HaunTe/bHbI YPOBEHb NpeaynpexaeHns (minor);

« onoseLyeHue (warning);

« YPOBEHb NpeaynpexaeHnst He onpeaeneH (indeterminate);
« npeaynpexaneHue cépolueHo (cleared).

Mo Tuny npegynpexaeHns AensTcs Ha:

« npenynpexaeHns, cBasaHHble ¢ KOMMYHUKaLMsMU (communicationsAlarm);

« npenynpexaeHns, ceasaHHbIe C Ka4ecTBOM cepsuca (qualityOfServiceAlarm);

« NpeaynpexaeHus, cBsidaHHble ¢ 06paboTkoii (processingErrorAlarm);

« NpeaynpexneHus, ceasaHHbIe ¢ 0bopyaoBaHnem (equipmentAlarm);

« NpeaynpexneHusl, cBA3aHHbIe C OKpYXXeHnem (environmentalAlarm);

« NpeaynpexaeHus, CBsi3aHHbIe C HeMNosIHOM MHpopmaumeli (integrityViolation);

« NpeaynpexneHusl, cB3aHHbIe C HEKOPPEKTHOM paboToi (operationalViolation);

« NpeaynpexaeHns, CBsi3aHHble ¢ PU3NYECKUMUN HapYLLUEHUAMW (HanpuMep, BbIXOL,
obopyaoBaHusa u3 cTpos) (physicalViolation);

« npeaynpexaeHns, cBsidaHHble ¢ 6e30MacHOCTbI0 (HanpruMep, HeCaHKLMOHNPOBaHHbIA A0CTYynN)
(securityServiceOrMechanismViolation);

« npeaynpexaeHuns, CBsi3aHHble C BO3HUKHOBEHNEM HECBOEBPEMEHHbIX U/N 3anpeLleHHbIX
Co6bITUIA (timeDomainViolation);

« Apyrasl (He oTHeceHa K Bbille nepeyncrieHHbIM) (other).
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Jlokanusauusa HemcnpaBHOCTH

B 60onblumHCTBE CnyyvaeB MHGOPMAaLMK, MONYYEHHONM B NaHeNn npeaynpexaeHunii, 4oCTaTouyHo ans
TOro, YTOObI /TIOKa/IM30BaTb HEMCNPABHOCTb. CIOXKHOCTbL NPEeACTaBNSAT T C/iyyaun, Npy KOTOpbIX
HabNgaeTcsa 0Tkas, HO B NaHenv npeaynpexaeHnin HetT 06 aTom 3anuncu. B Takoin cutyaunn
cnepyet cobuparb AOMNO/HUTENbHYO NHGOPMaLMio. [Insi TOUHON NoKasIM3aumMm HEUCNPAaBHOCTY,
Heo6X0AMMO 3HaTb NyTb NPOXOXAEHUS BbI30BA.

JTro60oin BbI30B, COBEPLLAEMbI YEPE3 CUCTEMY, MOXHO Pa3buTb Ha TPK yyacTka:

« [ne4yo A — cogepXuT y4actok CETH OT Bbi3blBatoLLero aboHeHTa (gqanee aboHeHTa A) Ao
cuctemMbl ECSS-10; MO wnto3a nnmn tenedgoHa <--> CETEBOI CTEK OM. CUCTEMbI <--> /INHUSA
CBS131 <--> CETEeBOI CTeK Of. CUCTEMbI <--> NPOTOKON aganTtep ECSS (pa-sip, megaco)

« Aapo cuctembl ECSS-10 n Media Server. 44p0 coAepXXUT CEPBUCHI yNpaBNstoLmMe /TOrMKoi
06paboTKM BbI30Ba, MeanacepBep — BbINOHAET OYHKLUMM TpaHCAUUN,
TpaHcKoAMpPOBaHWS, 3anncn 1 CMeLLMBaHUa Megua-Tpadmka.

« [neyo b — coaepXnT y4acTok ceTn oT cuctembl ECSS-10 A0 BbI3biBaEMOro aboHeHTa
(nanee aboHeHTa b);

OTKasbl N0 0OAHOMY WUIN HECKO/TbKUM aboHeHTam

Ecnu oTkasbl Ha6NA4ATCA TO/IBKO HA OHOM WJIM HECKOJIbKMX aOOHEHTOB, NEPBbLIM 3TANOM HY>XHO
NOCMOTPETb B UCTOPUM BbI30OBOB NPUYNHY OTKa3a. 3TO MOXHO YBUAETb B NpuioxeHumn Web-
KOHpurypartopa "/ctopus BbI30BOB" UAN C NOMOLbIO KOMaHAbl CLI //domain/<DOMAIN>/calls/list.

Mo nonto "Internal cause" MOXXHO npeaBapuTeNbHO onpeaennTb, B KAKOM Hanpas/ieHUn gasnblie
NCKaTb MPUUUHY.

Hanpumep:
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admin@myceliumi@ecssl1:/$ domain/biysk.local/calls/list

I I —
| Call ID | CallRef | Start | Stage |

original | oOriginal | CgPN | CdPN |T|Duration | Internal
|ISUP |RI| Release |A|SS|
| I | | |
CgPN | CdPN | | | | | cause
|cause| | description | |
| i I | |
| | ] | ] |
1 1 1 1 1 1
| | - ]
1 I —
|067b96fd371849cO | 4106686374| 04.08.2022 20:07:31 | released |
9647678947 | 240533| 9647678947 | 240533|n| Os|notReachable |
20 |s | IN| |
|067b99412678e63d | 75919816| 04.08.2022 22:42:10 | released |
9913699011 | 240003| 9913699011 | 240003 |n| Os|terminationDe |
21 [s | IN| ]
| | | o |
| | | | nied | |

30ecb BUAHO, BbI30B Ha 240533 3aBepLUM/ICS C NMPUUYNHON "notReachable". 3To ckopee Bcero
03HAYaeT, YTo OH He 3aperncTpupoBaH.

BbI30B Ha 240003 3aBepLUNICS C NPUYMHOI "terminationDenied" - 3TO 3HAYMT, UTO BbI3OB OTK/IOHEH
NpYHMMaloLLEein CTOPOHON. BO3MOXHO Bbi3biBaeMblii aBOHEHT BK/IOUMA ycryry DND nnm cpabotan
"yepHbI CNUCOK". TakKe HY>XXHO NPOBEPUTL, HE BK/IHOYEHbI NN Kakne-To 610KMpoBKKM. Bee "Internal
cause" onuncaHbl B pasgene "lMpunoxeHue . Onnucadne BHYTPEHHUX NPUYNH pasbenHeHusa".

HenpoxoxAeHne BbI30BOB N0 BCEM abOHEHTaM

[anee npuBedeHbl NpUMepbl onpefeneHnsa NPUUYnHbl oTKasa Ha ydacTkax NpoxXoXAeHus Bbi3oBa
KacaroLmxcs cmctembl ECSS-10: B ciiyyae ecsim 06 0TKase HeT 3anvcuy B naHenun npeaynpexaneHui,
NIOKa/IM3aLmio HencnpaBHOCTK criedyeT NPoM3BOAMTL METOLOM MOC/efoBaTe/IbHON NPOBEPKM BCEX
YyYacTKOB MPOXOXKAEHNSA BbI3OBOB:

« MpoTokon agantep ECSS (pa-sip, megaco) « Aapo ECSS-10 - MSR « CeTeBOW CTek
onepaunoHHON CUCTEMbI « JIMHUSA CBA3N « CETEBOI CTEK ONepaumoHHON cuctembl « MO
LIt03a uamn TenedoHa

Mpv nokanmsauuy Npo6/emMbl HEOGXOANMO YUNTbIBATb CIeAyHLLME CUTyaLMM:
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« Mpo6nema BO3HUKNA HA HOBOM HanpasfieHuU. Ecnv HanpasfieHne HoBoe, Heo6xoAMMO
NPOBEPUTbL MapLLPYTU3aLMI0, PercTpaLmio 1 aBTopnsaumnio aboHEHTOB;

+ Mpo6Gnema BO3HUKNA HA paHee CO34aHHOM Harnpas/ieHUU (NPoBepPeHHOoM,
pa6oTtatowem). Ec/iv HanpasneHve 661710 BBEAEHO B paboTy paHee, NpoTeCTUPOBAHO U
ycnewHo paboTtano, BEpOSATHO, YTO CYLLEeCTBYIOT NPOG/EMbI C TPAHCNOPTHOMN CETLIO MEXAY
cuctemoli ECSS-10 1 B3aMMOAENCTBYOLLMM LU/TH30M, MM60 npobnema BO
B3aMMOAENCTBYIOLLEM YCTPOICTBE.

YacTnyHble nosTopstoLumecs coon ceccuii (SIP/RTP)

Ecnn HabnogatTtca c6om B NpoxoxaeHnn Tpadmka VolP nnn ynpasnieHus, cnegyeT npoBepuTb
CeTeBOW TpamK Ha HasMumne WTopMa Ha ceTu. IHCTpYMEHTbI MOryT BbIThb f1H06bIE - tspdump, ntop,
tshark n T.n. NaBHoe - onpeaennuTb HTEpPENiC, rae HabnaaeTcs pesknini noabem Tpadmka. Ecnn
BO3MOXXHO, A/151 /IOKamM3aLumn npoob/embl - OTK/IHOUNTb AaHHbIA CETEBON MHTEpPdelic n
noHabn[aTthb, He ncyesna Nn npobnema. B Lenom, UICTOYHMKN CETEBOTO LITOPMA A0BO/IbHO TPYAHO
nokanm3osarthb. Jlydlle 06paTnTbCs K aMUHUCTpaTOpam CBOEN CeTu, YToObI corlacoBaTtb
HaCTPOIKN KOMMYTaTOPOB.

Co6op pgetanbHOM MHGopMaunn 06 oTkase (log-thaiisibl, TpAcCUPOBKU, faMIbl)

Hab6op Tpebyemoit aeTasnibHOM MHhopMaLMK 3aBUCUT OT Lwara J/lokasimsaumsa HemcnpaBHoCTU. Tak
Hanpumep, ecnn 0Tkas 6bIa1 IoKan3oBaH B sape ECSS-10, TO 4ONO/THUTENBHO HeobxoaMmo byaeTt
CHATL log-thainbl apa HeobxoArMbIX cepBMcoB. Cnncok log-thainos, KOTOpble HEOOXOANMO CHATb,
coobLaT COTPYAHMKN CEPBUCHOTO LieHTpa (CM. BkiloueHre 1 OTK/IKUYeHne cUucTeM SIorMpoBaHuns
CNyxo).

ANropyTM NPOBEPKY B C/lyYae HEMPOXOXAEHVS BbI30Ba:

1. MpoBepuTb BCe nn cepBucbl ECSS-10 3anyuleHbl (sudo systemctl status <service_name>) (Cwm.
MpoBepka cTatyca CepBuCcOoB);

2. MpoBepuTb npocnywmsaet nn ECSS HeobxoamMble nopTol (sudo netstat) (CMm. Nposepka
OTKPbITbIX MOPTOB);

3. MpoBepuTb AOCTYNHOCTb B3aUMOAENCTBYIOLLNX 3N1EMEHTOB, LLU/HO30B, TeNedOHOB, APYTrMX
softswitch(ping) (Cm. lNpoBepka focTynHocTn Hanpaenenui A u b);

4. Ecnu NyHKTbI 1-3 He BbISABWU/IM HEUCNPABHOCTU, CrieAyeT caenaTb TECTOBbIN BbI3OB C
BK/TOYEHHbIMW TPACCMPOBKaMU (BHELLUHUMY U BHYTPEHHUMMU) (CM. CHATME TpacCMpPOBOK S4pa,
CHATMe gamna ceTeBoro Tpaduka);

5. CHaATue log-thaiinos agpa v NpoToKoN afanTepoB MU ApYrux HoA No TpeboBaHuo
CepBUCHOrOo UeHTpa (CM. BktoueHne 1 OTKIYeHNe CUCTEM NIOTPOBaHNS CyxX0).

BkntoueHne 1 OTK/IKUEHUE CUCTEM NTIOTMPOBAHUS CNYXO

B cucteme ECSS-10 kaxaas Hofa MEET B CBOEM COCTaBe OMNpeAeneHHbIin HaGop Cryxo,
OTBETCTBEHHbIX 32 T€ UM MHble NpoLecchl. Takke MMeeT Habop 3apaHee onpeaeseHHbIX NpaBus,
KOTOpble ONpeaesisiioT B KakoM BuAe 3anuncbiBatb log-thaiinbl v Ana oTAENbHbIX CYXO.
BO/MbLUMHCTBO NpaBU/ MO YMO/TYAHMI0 OTK/TOUYEHO, Tak Kak B He aBapUiHOM COCTOSIHUW CUCTEMb!
OHU He HyXHbI. B npouecce onpeaeneHunst NprUYnHbl 0TKa3a MOXET NOTPe60BaTLCS BK/IUNTL T
WU MHbIE NpaBuna.
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« [1poCcMOTp HacTPOIiKun:
/node/<node name>/log/config show

Moapo6Hee cM. KomaHAb! ynpaBneHnst 0T/1af0uHbIMM COOBLLEHNSIMU Ha HOAE.
« AKTUBaLMS NpaBuia NOrMpoBaHns assi onpeaenEéHHoN Hoabl:

node/<node_name>/log/config rule <rule_name> on

roe:
+ <node_name> — UM HOoAbl (coobwaT coTpyaHuku CLL);
+ <rule_name> — umsa npasuna (coobwat coTpygHuku CLL).

& CyuecTByHOT Npasuia ¢ NOCTUKCOM _bin, 4TO 03Ha4aeT YTo 3anucb ByAeT BECTUCH B
6uHapHOM hopmarte, NepekoanpoBaTb B TEKCTOBbIN MOXHO C MOMOLLbIO YTUNTbI

binarylog2text 13 naketa ecss-utils

« lMocne akTMBauum, COOTBETCTBYOLMIA 3TOMY NpaBu/y dhaiin 6yaeT HanoMHATCS 3anncsiMu, u
HaxoAWTCS OH MO crneayowemy nyTu:

/var /log/ecss/<node_name>/<date>/<rule_name>
« [eakTnBauusi npaBusa BbINOAHSAETCA KOMaHAO0M:
node/<node_name>/log/config rule <rule_name> off

« MpocmoTp cTaTtyca 1 HacTpoeK NpPaBu JIOTMPOBaHUS A1 ONpeaeneHHoli Hoapl:

node/<node_name>/log/config show

B nepBom cTon6LEe ykazaHO COCTOSIHME npasuia: "+" — npaBu/o BK/IOUYEHO, "-" — NpaBuio
BbIK/1HOYEHO.

& TpaBuna MOXHO co3aBaTb CAMOCTOSATE/NLHO, HO B MOAABNSOLWEM GO/MbLUMHCTBE C/ly4aeB
3TOro He TpebyeTcs, Tak Kak HeobXoAUMbIe NpaBua yXe NPUCYTCTBYHOT.

& Cnuvcok cnyx6 Ans KoTopbIX HE06X0AVMO BK/OUNTL /IOTMPOBAHME HYXHO NOMYYnTb Y
VHXEHEpOB CepBUC LieHTpa.
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ecss-utils
MakeT ecss-utils BKIOUAET B cebs creayrolme CKpUnTbl:

« binarylog2text - KOHBepTaLMA BUHAPHBIX JIOTOB B TEKCT;

binaryfold2text - KOHBepTaLMa BCcex GMHapHbLIX N1OTOB B KaTaslore, Bbi3biBaeT binarylog2text;
grab_log - KOHBepTMpYyeT Npu nomoLLm binarylog2text nor, NoONy4YeHHbIR yTUANTON
grab_bin_log;

« grab_bin_log - BbIHMMAET /10T C COOTBETCTBYIOLLEN HOAbI;

+ epmd_get_port_by_name - BcnomoratensHas ytunuta s grab_bin_log.

lMocne ycTaHOBKM NakeTa CKpMNTbl ByayT HAXoanTbes B KaTtanore /usr/bin/.

CuHTaKcuc 3anycka:

binarylog2text <kaTanor/ums ncxogHoro gaina GUHapHOro nora > <katasior/MmMs TEKCTOBOIO
Gaiina>

binaryfold2text <katasnior ¢ hainamm 6MHapHbIX N0rOB> <KaTaN0r Ha3HaYeHWs ANs
CKOHBEPTUPOBaHHbIX (hainnos>

Mprmepbl NCNOSIb30BaHNA:
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sasha@ecss1:~$ binarylog2text /var/log/ecss/mediator/mdi@ecssil/info.log.bin
md1l_info.log

sasha@ecssl1:~$ binaryfold2text /var/log/ecss/mediator/mdi@ecssl1/ logs/
Skip /var/log/ecss/mediator/mdil@ecssl//default.log.bin because it has a zero
size.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin to logs//info.log...
done.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.1 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.2 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.3 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.4 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.5 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.6 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.7 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.8 because it has a
zero size.

Skip /var/log/ecss/mediator/mdi@ecssl//default.log.bin.9 because it has a
zero size.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.1 to logs//info.log.
1... done.

Convert /var/log/ecss/mediator/mdi@ecssl1//info.log.bin.2 to logs//info.log.
2... done.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.3 to logs//info.log.
3... done.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.4 to logs//info.log.
4... done.

Convert /var/log/ecss/mediator/mdi@ecssl1//info.log.bin.5 to logs//info.log.
5... done.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.6 to logs//info.log.
6... done.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.7 to logs//info.log.
7... done.

Convert /var/log/ecss/mediator/mdi@ecssl1//info.log.bin.8 to logs//info.log.
8... done.

Convert /var/log/ecss/mediator/mdl@ecss1//info.log.bin.9 to logs//info.log.
9... done.

[nsa céopa noroB ya06HO BOCMNO/1b30BATbLCA BCTPOEHHOWN YTUANTON ecss-control.

PyKOBO/ICTBO MO yCTPAHEHNO HEUCNPABHOCTEN — 41


https://docs.eltex-co.ru/pages/viewpage.action?pageId=440962636

PyKOBOACTBO MO 06CAYXMBaHUIO

MpoBepKa OTKPbITbIX MOPTOB

MpoBepUTb NPOCYLLMBAKOTCA NN UCNOb3yeMble AN CUTHAM3aLMN NOPTbl MOXXHO NP MOMOLLM
KOMaHabl netstat. KOMaHaa BbINOMHAETCA N3 KOMaHAHOW KOHCO/W YNpaBAeHus onepawunoHHO
cuctemsl Linux (shell).

Mpumep. MNposepka nopta 5060

netstat -na | grep 5060
udp 0 0 192.168.18.111:5060
udp 0 0 192.168.18.113:5060

*

o O]
*

[oN o]
[oN o]
[oN o]

KomaHga nokasblBaeT, YTo Ha JJaHHOM cepBepe NopT 5060 OTKPbIT Ha ABYX UHTepdeiicax. laHHas
CUTyaLus BO3MOXHa eC/ Ha CepBepe YCTAHOB/IEHO HECKO/TbKO MPUOXEHWIA, UCMOMb3YHOLLMX NOPT
5060 Ha pasHbIX MHTEpeicax. BaxHo, YTO6bI MOPTbI ObIIN OTKPbITLI HA UHTEpdIelice, KOTOPbII
ncnonb3yeT SIP-agantep cuctembl ECSS-10.

MPUYKHBI, MO KOTOPbLIM MOPT HE OTKPbIT:

« MopT ncnonbayetcsa Apyrum NpuaoxeHneM. Heo6xoammo yCcTpaHuTb KOHGOIKT, Hanpumep,
N3MEHUTb AManasoH NCNob3yeMbIX NOPTOB.

« IP-agpeca, HazHa4YeHHble HogaM A5 IP-TeneoHnn, OTCYTCTBYET Ha CepPBEPE U HAXOAUTCS
He B pabore.

« OwnbKa npumeHeHns KoHgurypauum SIP-agantepa. Heo6xoa1Mmo BbINONHUTL Nepesanyck
SIP-aganTtepa, log-haiin 3arpy3ku nepegatb B CL, KOMnaHum DnTekc.
Takke CToUT NPoBEPUTL NOPT 5040 HA KOTOPOM MO YMONYaHWIo ciywaeT media-server.

MpoBepUTb HACTPOIiKK SIP-aganTepa MOXHO CriefytoLleli KomaHoiA:
/domain/<DOMAIN>/sip/network/info
Heob6xoaMmo 06paTUTh BHUMAHUE HA KOPPEKTHOCTL CMEYHOLLIMX NapaMeTpoB:

+ node_ip — IP-adpeca, HasHa4YeHHbIe Ha Hodax O/19 OMKpPbIMUSs nopmos VolP-menegoHuU;
« listen_ports — ananasoH NOpPTOB, OTKPbITLIX AN15 VolP-TenecoHnn.

3agartb napameTpbl MOXHO B KOMaHAHOW KOHCO/M CLI, Npy NOMOLLM KOMaHAbl sip/network/set.
Mpumep:
/domain/<DOMAIN>/sip/network/set listen_ports list [5081]

Moapo6HOoe onvcaHve nNpuBeaeHo B pasaene OnvcaHve paboTsl SIP-agantepa.

MpoBepka AOCTYMHOCTM HanpasneHnin A n b

B naHHOM pasgene onvcaH cnoco6 NpoBepky AOCTYNHOCTU HanpasnieHuii A n b.

© Heob6xoaMmo NpoBEPSITb CETEBbIE NHTEPMENCHI, UCMO/b3yeMble Ans VolP-TeneoHnn.
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PyKOBOACTBO MO 06CAYXMBaHUIO

[ns npoBepkn AOCTYNHOCTMN BCTPEYHOIO HanpaB/ieHNS HY)XXHO BbIMOSTHUTL ping-3anpoc Ha IP-agpec
TecTupyemoro ycTporictea. KomaHga BbINOHAETCS M3 KOMaHAHOM KOHCONN ynpaBfieHns
onepaumoHHon cuctemsl Linux (shell):

ping X.X.X.X

rae x.x.x.x — IP-aflpec ycTpoiiCTBa, 10 KOTOPOTo HY)HO NPOBEPUTb AOCTYI.

Ecnu ycTpoiicTBO AOCTYNHO, ByAeT 0To6paxaTbCsl BpeMsl, B TeUEHNE KOTOPOro 6bia NOMYYEH OTBET
Ha 3anpoc.

ssw@ecssl:~$ ping 192.168.18.9

PING 192.168.18.9 (192.168.18.9) 56(84) bytes of data.

64 bytes from 192.168.18.9: icmp_req=1 ttl=128 time=0.162 ms
64 bytes from 192.168.18.9: icmp_req=2 ttl=128 time=0.136 ms

Ecnu Bce ceTeBble yYacTBYHOLLE B BbI30BE YCTPOICTBA AOCTYMHbI, HEOGXOAMMO MPOBEPUTH
ceTeBble NopThl.

CHATNe TpaccupoBoOK aapa

Core_cp_trace — 0TN1a704HbIi log-chaiin sapa, B KOTOPOM XpaHUTCS UCTOpUS 06MeHa
COOGLLEHMSAMUN Mexay NpunoxeHnamu ECSS-10. laHHbIi log-chalin no3BoNseT pacCMOTPETb
NCTOPUIO 0BCNYXMBaHMSA Bbl30Ba M NMPOAHaIN3UPOBATh NPUUMHBI pasbeanHEHNSI.

& To ymonuaHuio BeieHne AaHHoro log-thaiina oTktoueHo. He pekomMeHayeTcs oCTaBNAaTb
core_cp_trace NOCTOSIHHO BK/IOYEHHbIM B CUCTEME, KOTOpPasi HAXOANTCSA B KOMMEPUECKO
aKkcnayatauum.

Ans akTBaummn OYHKUMN CHATUS TPACCMPOBOK HEOBXOAMMO BBECTM KOMaHAy set mode:

domain/test_domain/trace/properties/set mode full_compressed

& YxazaHHble KOMaHAb! BbINOMHAKTCS Yepe3 nHTepdeiic KoMaHAHOW CTPOKM CLI.

Pexnmbl TpaccMpoBOK onncaHbl B KomaHb! HaCTpOIZKM noacmucTemMbl TPaCCMPOBKU BbISOBOB.

N5t OTKNOYEHNS core_cp_trace HEOGXOAMMO BbIMO/IHWUTL C/IEAYIOLLME KOMaHbl:

domain/<DOMAIN>/trace/properties/set mode disabled
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[lnsi npocMoTpa Chncka TPaccUpoBOK UCMOL3YEeTCs KoMaHAaa list:

Mpumep:

admin@myceliumli@ecss1:/$ domain/biysk.local/trace/list --limit 3

1 | | 1
CallRef | Start | stage | Original |Original|  CgPN

|Shért ID|
| CdPN |M|Duration| Release | ISuP |F|

| I | | | CgPN | cCdPN |
| || | |release| |

| - | '

|
I [ I I I
| 100ce335|2353005827 | 15.08.2022 11:36:01|released |4950096484 |

240807|4950096484|  507|n| 0s|normal | 88/3 |
|060d4ff8|3557163473|15.08.2022 11:40:48|released| 240244| 240466 |
240244240466 |n| Os|terminationDenied| 21/0 | |
|c62300f3|3607500448|15.08.2022 11:41:00|released| 240244 |
416977|3854240244|416977|n | 28s|normal | 1670 |
L | | | | | |

l [ 1 L [
Legend:
M - mode

i - internal

n - normal

c - callback

S - supervise

a - acd

m - message

r - refer
F - flag show is call-process failed or not

*

- call-procss failed
[empty] - call-procss active or successfully finished

Total call processes' records: 6
Selected call processes' records: 3

[exec at: 15.08.2022 11:41:46, exec time: 16ms, nodes: corel@ecssl v.
3.14.12.230]

[N npocMoTpa TPaccUpoBKM ONpeAesieHHOro Bbi30Ba HEOGX0AVMO HaliTV 3TOT BbI30B UCMOMb3Ys
3HAYEHNA cneayoLmx CToN6LOB:

Start (Bpems Hauyana BbI30Ba);

Original CgPN (Homep BbiI3biBalOLLErO abOHEHTA);
Original CdPN (Homep BbI3biBaEMOro aboHeHTa);
Duration (IMpofo/mKMTENBHOCTL BbI30BA).
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B nepeom cTon6ue Tabnumue ykasbiBaetcs Short ID, N0 3HaUE€HMIO KOTOPOTO MOXHO BbIBECTY
TpaccupoBKyY AJ1s1 3TOTO BbI30BA.

& Ctout 06paTnTb BHMMaHWE Ha nocnegHuii ctonéey, "F", oTMeTKa B AaHHOM CToN6Le
O3Ha4yaeT YTO BbI30B Obl/1 3aBEPLUEH MO NpUUnHEe NnageHnsa aapa ESCC-10.

BbiBOA TPaCCPOBKU BbINOJTHAETCA KOMaH,EI|OI7I show:

Mpumep:

admin@myceliuml@ecssl1:/$ domain/biysk.local/trace/show --Te 060d4ff8
Trace release: 3.14.12.230

Current release: 3.14.12.230

Trace id: <<"067c8375060d4ff8">>

First message time: 2022/08/15 11:40:48

1. 19219 04:40:48: 163473 i SetupInd

240244@biysk.local A:240244,B:240466, sdp_o

2. 19219 04:40:48: n Notification

{branch_next,main}

3. 19219 04:40:48: 163473 0 SetupIndAck

240244@biysk.local

4. 19219 04:40:48: n Notification

{{leg,0},call_id, <<"4010439451@192.168.1.201">>}

5. 19219 04:40:48: n Notification {{1leg, 0},
{zone, "default"}, {site, "local"}, {profile, "default"}}

6. 19219 04:40:48: n Notification o dtmf transmit
type: transit

7. 19219 04:40:48: n Notification o dtmf receive
type: auto

8. 19219 04:40:48: n Notification

{branch_next, release_t}

9. 19219 04:40:48: n Notification cfc play: http://
system.restfs.ecss:9990/system/sounds/ai_notaccess.wav

10. 19219 04:40:48: n Notification

{{1leg, 0}, contact, "bond1.2@192.168.2.21?22abcd"}

11. 19219 04:40:48: n Notification

{{leg, 0}, invite_answer}

12. 19219 04:40:48: 163473 0 CallProgressReq

240244@biysk.local terminationDenied, sdp_a, inBand, system, 21,
[release]

13. 19219 04:40:50: n Notification {{1leg, 0}, bye}
14, 19219 04:40:50: 163473 0 ReleaseReq

240244@biysk.local terminationDenied, 21, system, "B has no access

to be called from "private" subscribers (B access_type: adminl, ISUP Cause:
<<128,149>>)"
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[na 6onee nogpo6HOro BbIBOAA UCNOMb3YETCA apryMeHT --payload.

AHann3 TpaccupoBku TpebyeT onpeaesieHHoN NoAroToBKY. /17 Havyasia aHasim3a HeobxoAnmo
HalTn coobuleHne "ReleaseReq" n MOCMOTPETL NPUYKNHY. Janee nckarb peweHne npobaemsl B
3aBMCMMOCTU OT MPUYMHBI pa3beHEHNS.

Mpumep coobLieHns "ReleaseReq":

admin@myceliuml@ecss1:/$ domain/biysk.local/trace/show --Te 060d4ff8 --
payload
<LLL L L L L L L L L L L <

SSSSS353333535335335>55>5>
14. out/transaction_list/ct_service_cp: 19219 04:40:50:741 (2022/08/15
11:40:50.741)
body:
{'AcpMessage', <<'"240244@biysk.local">>, 3557163473,
{'ReleaseReq’,
{'ReleaseType', terminationDenied, system,

"B has no access to be called from \"private\" subscribers (B
access_type: adminl, ISUP Cause: <<128,149>>)",

"240466",

{'CalledPartyNumber', subscriberNumber,local, false, routingToInternalNumberAllo
wed, isdnTelephony,
presentationAllowed,

0,"240466",undefined, undefined, undefined, undefined},

<<128,149>>,

undefined,

[{[language], undefined}, {[ 'support-encoding'], utf8}],

undefined, false,

{'ConnectedNumber', subscriberNumber, local, isdnTelephony, presentationAllowed, "
240466",

{'CallerDisplayInformation', true,undefined, undefined, true, "240466", false, unde
fined},
undefined, undefined},
{1660,538450,721181}}}}

ct_service_cp -> out

Mone "B has no access to be called from \"private\" subscribers (B access_type: adminl, ISUP Cause:
<<128,149>>)" yKa3bIBa€eT Ha TO, YTO BbI30B Obl/1 3aBEPLUEH MO NPUYNHE aAMUHUCTPATUBHO
610KMPOBKM BbI3bIBAEMOr0 ab0OHEHTA.
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Ecnv BO3HUKNM BOMPOCHI MO aHa/n3y nora "core_cp_trace", peKoMeHAyeTcs 00paTuTLCs B
TEXHUYECKYI0 NOALEPXKKY KOMMaHun INTeKC.

© Mpwn aHanuse log-haiina Heo6xoAMMO MOMHUTb, YTO CYLLLECTBYET BO3MOXHOCTb
conoctasuTb log-thaiin agpa ¢ TCP dump. B log-thainn agpa npucytcreyet napametp "Call
ref", ncnonb3yemslin ypoBHeM SIP-agantepa (cekums Additionallnfo).

[Na coxpaHeHus TpaccupoBOK B haiin Ncnonb3yeTcs KomaHaa save-trace, apryMmeHTaMm KOTOpPOV
ABNSAOTCS:

« --Te — ANnA ykaszaHus Short ID;

« --dets unu --text — AN ykazaHusa dpopmaTa XxpaHeHus dpaina (dets BHyTpeHHUI doopmart ans
ECSS-10, text 4N NpocMoTpa He3aBUCUMO OT cucTeMbl ECSS-10);

« -filename — nmsa coxpaHsemoro caina.

admin@myceliumli@ecssl1:/$ domain/biysk.local/trace/save-trace --Te 060d4ff8 --
dets --file ecssl 2022_08_15/11-00/067c83060d4ff8.dets
ok

HaiiTn coxpaHéHHbI haiin MOXHO B AMpeKTopun /var/lib/ecss/cp/<DOMAIN>/traces/.

CHATMe gamna ceTeBoro tpaduka
B cucteme ECSS-10 BO3MOXHO CHATL log-chaiin TCP dump crnegytowymMm croco6amu:

« BK/IOUUTL 3anucbk TCP dump B CLI Ha SIP-aganTepe;
« BKNHOUUTL 3anncek TCP dump B Shell Linux;
« UCMOJIb30BaTh Jiorn SIP-agantepa — siptrace.bin.

Mpu pelweHnn npobnem, CBA3aHHbIX € "noTepein” coobLLeHnin, pekoMeHayeTcs CHATb TCP dump Ha
ECSS-10 n ynaneHHoul CTopoHe.

SIP-aganTep NO3BO/ISIET CHATb AaMm 06MeHa COOBLLEHMAMY ABYMS COCO6aMU:

1. TCP dump c ceTeBOro uHTepdelica (pcap, NCNosb3yeTCs BHELLUHUIA BbI30B tcpdump €
3afaHHbIMI KOMaHAO0l NnapameTpamu);
2. cpaiin siptrace.bin gamn (log-chaiin) SIP-aganTepa.

TCP dump — log-thaiin, cogepxawnii B cebe 06MeH ceTeBbIMU NakeTamm 1 NO3BOSIAIOLL NI
MpPOV3BECTN aHa/IM3 CETEBOTO TpagKa, MPOXOAALLEro Yepes cepsep, Ha KOTOPpoM paboTaeT
cuctema ECSS-10. Takum 06pa3om KpoOMe CUrHaUTbHbIX COOBLLEHNIA MOXHO NPoOBEpUTL paboTy RTP.

Log-chaiin SIP-apantepa — /10r siptrace, cogepxatimii coobueHns npotokona SIP, KoTopbie 6bin
nosyyeHbl NopToMm SIP-afantepa, YacTUYHO NPOTPAaHC/IMPOBaHbI Ha NpeaMeT COOTBETCTBUA
npoTtokony. Ecnn Ha SIP-agantepe NnpoucxoasaT ownbkM paboTbl C COKETaMU WX B HACTPOIiKax
MapLupyTM3aLmm Ha XocTe ecTb owmnbka, To B TCP dump OyayT BXoAsLime 3anpocsl, a B siore SIP-
ajantepa — HeT (M Ha060pOoT A8 ucxoaawmx). Ecnim B TCP dump ecTb coobLueHus, a B nore SIP-
agantepa HeT 1 Npu 3TOM B fiore "errors" Takke HET COOOLLEHWIA, TO HEOOX0AMMO NMPOBEPUTL
CceTeBble HACTPOIKM XOCTa Ha Hainyme owmnbokK B KOHurypaumm keepalive nnwm vrrp.
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AHa/IM3 NPUYUHBI HEMPOXOXAEHMSA BbI30Ba HEOOXOAMMO HavyaTb C pacCMOTPEHUS obMeHa
coobLeHnsamn B nnede A. Ecnm npobnema He 06HapyxeHa, He0OX0AMMO PacCMOTPETbL OOMEH
coobLeHnsmu B nneve b. 1A AeTasibHOro aHannsa JioroB HE06X0AMMO 06paTUTLCA K
pekoMeHAaumsM, ONCbIBaloLLIMM B3anMogencTeme no npotokonam SIP, Megaco (H.248), RTCP u T.4.

Systemd cepBuC A1 3axBaTa U COXpaHeHUs cnyxebHoro Tpadmka

Ecss-captraf — ckpunT gnsa 3axearta ceTeBoro Tpadvka 1 ero 3anucu. Vicnonb3yertcsa s 3anvicu
cnyxebHoro Tpadwmka (nmMbo Bcero, MM60 TONBLKO No voip: http/sip/rtp).

OcyLecTB/geT 3anmch TpanI/IKa nosib3oBartesia C nepe3arnncbro cba|7|nos B 3aBNCNMOCTHN OT
3aaHHbIX NMapamMeTpoB:

« MakcumasibHOe KO/IM4YeCcTBO (haios;
« MakCMasbHbliA pasmep dainna;
« MakcumasibHOe BPeMs 3annucu B oauH dhaiisn.

Mpu NpeBbILLEHNN MaKCUMasIbHOTO KoNmyecTsa (hainioB HaYMHaeTCa nepesanvcb ¢ NepBoro
thalina. 3anucb B HOBbIV halisl HaunHaeTcs NMG0 NPY NPEBbLILLEHUN MAaKCUMasIbHOTO pasMepa,
Nn60 Npuv NPEBbILLEHUN BPEMEHU 3aMNNCH.

3anucb OCyLLLEeCTBNSETCA B AMPEKTOPUIO, yKasaHHY0 B KOHburypaumu. MNpu oTcyTCTBUN
[AVIPEKTOPUM NPOUCXOAUT €€ co3aaHune.

[ns paboTbl HEO6X0AMMO 3a4aTb MMSI CETEBOIO MHTepdherica (04HOro NN HECKOMbKINX), C KOTOPOTro
OyAeT ocyLecTBNATbLCA 3axBaT Tpadmka, 1Mbo any, 0603HavatoLee Noboin nHtTepdelic.

MpwW yKa3aHWN HECKO/TbKMX CETEBbIX MHTEPCDENCOB /11 KAXA0rO U3 HUX OYAET 3anyLUeH CBOA
ak3emMnsAp tcpdump. Mpuw 3TOM poTauus haiiioB NPOU3BOAUTCS B paMKax Kaxaoro aKk3emnnaspa, a
NX MaKCUMaslbHO AONYCTUMOE KOJIMYECTBO AENUTCS MeXAY BCEMU 3K3EMM/IsipamMMm.

CKpUNT MOXET paboTaTb B ABYX PEXMUMAX:

« full — 3axBar Bcero Tpaguvka;
+ VOip — 3axBar Tpamka To/IbKO C NPOTOKOMamMu http, sip, rtp.

B pexume voip onia 3axsata HTTP Tpadhvka ncnosnb3yetcs OUNbLTP HEMyCThIX tcp-NakeTos ¢ nopra
tcp 80.

SIP Tpadouk: counbTp udp-nakeTos ¢ nopta udp 5060;

RTP Tpadmk: unstp udp-nakeToB ¢ YETHLIMM HOMEpPamu NMOpPTOB, B KOTOPbIX NepBble Asa buTta
"NMonesHbIX faHHbIX" COOTBETCTBYIOT KOPPEKTHOMY HOMepy Bepcuu RTP (2 Bepcus). OgHako, nos
3TOT (hU/ILTP MOTYT nonagarb He TO/IbKO RTP-nakeTbl. Takke B ounbTpe UckoyaeTca Tpadouk ¢ 53
nopta (DNS).

Kpome Toro, B 060mx pexumax uckioyaetca SSH-Tpacdumk (22 nopT) v cisco-net-mgmt/irdmi (8023
nopr).

MapameTpbl 47159 HACTPOVKN HaxoasaTces B thaiinie KoHdurypauun /etc/ecss/ecss-captraf.conf, B
KOTOPOM 3afiaHbl ceayloLine 3HaYeHus:

« Pa3mep otgensHoro gpainna gamna (100 MuaIMoHoB 6aiT)
FILE_SIZE=100

« KonnyecTBo oTgenbHbiX dainnos gamna (200 chainnos)
FILE_COUNT=200
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« Makc. Bpemsi 3anuncu B goaiin (1800 cekyHA, nav 30 MUH.)
FILE_ROTATION=1800

« Nma ceTeBoro nHTepdeiica (nobor nitepdeiic)
INTERFACE=any

« Pexum pabortsl: full/voip (3axBaT Bcero Tpacuka)
MODE=full

« MyTb, N0 KOTOPOMY ByAyT 3anucbiBaTbCA darinbl 4aMnos (/var/cache/ecss/ecss-captraf/)
DUMP_PATH=/var/cache/ecss/ecss-captraf/

MimeHa faMnoB cofiepxar Ha3BaHue X0CTa, Ha KOTOPOM 3anyLLleH CepBuUC, Ha3BaHne nHTepdeica u
BpeMs Hadasa 3anucu B paiin (npy ycnoBum, YTo 3aaH0 OrpaHuyeHne rno BpemMeHu 3anucm).

3anyck ocyulecTBnsaeTcsa Yepes systemd cepBuc — ecss-captraf.service.

3anucek cetesoro gamna B CLI Ha SIP-agantepe
Mpumep 3anycka TpaccupoBKku Ha SIP-agantepe u3 CLI CoCon:

cluster/adapter/sipl/pcap-trace/start sipl@ecssl bond@.8 port = 5060

roe:

+ sipl@ecssl — UMA HOAbI sip aganTepa;
« bond0.8 — ceTeBoIi UHTEPQIEIAC;
+ port=5060 — MNOPT C KOTOPOro HeEO6XOAMMO 3axXBaTUTb TpadIuK.

B gaHHOM cnyyae GyaeT 3axBaTbiBaTbCs Tpadmk ¢ 5060 nopTa. ECnv HE06X0AMMO 3aXBaTUTb BECh
Tpadvik, To Torga komaHaa 6yaeT BbirNsaeTh:

cluster/adapter/sipl/pcap-trace/start sipl@ecssl bond0.8

CHATble AaMnbl COXpaHAKTCA B aupekTopun /var/log/ecss/.
Bonee nogpo6Ho - cMm. pasgen KomaHbl TpaccupoBKu.

3anucb TCP dump B Shell Linux

[Nns CHATUA ceTeBbIX AaMMNOB PEKOMEHIYETCA UCMNOMb30BaTh YTUAUTY tcpdump. MNpuBegem npumep
ANA CHATUA sip-Tpadmka mexay ESCC-10 1 y3nom cetu 192.168.8.207.

sudo tcpdump -i bond0.8 -w sipdump.pcap port 5060 and host 192.168.8.207

rae:
« -i bond0.8 — ceTeBOli UHTEPpENC C KOTOPOro CHUMAETCA Aamr;
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+ -w sipdump.pcap — 3anmcb CHATOro gamna B dpainn sipdump.pcap;
+ port 5060 and host 192.168.8.207 — (pnNbTP NakeToB, COXPaHATL NakeTbl C MOPTOM Ha3HauYeHUs
N NCTOYHUKa 5060 1 IP agpecomM HadHavyeHns Unan UCTOYHMKa 192.168.8.207.

CoOxpaHEHHbI gamMmn MOXHO NOCMOTPETb B KOHCO/E C MOMOLLbIO tcpdump:

sudo tcpdump -v -r sipdump.pcap

Mony4YeHHbIN 4aMn MOXHO TaKke OTKPbITb C MOMOLLI0 Wireshark.

JNorn SIP-apanTtepa — siptrace.bin
MyTb K nory SIP-aganTepa: /var/log/ecss/pa_sip/.

SIP-afantep aBTOMaTU4YeCKM 3anncbiBaeT BCE BXOASALLME U NCXOAsALLME CO0bLEeHNS npoTokona SIP.
[aHHbI chaiin XxpaHnTca B GMHaApPHOM BuAe. [JaHHbI GUHAPHbIA halin MOXHO NepeBecTu B
TEKCTOBOI C NOMOLLLIO YTUAUTBI binarylog2text, KOTOpas BXOAUT B COCTaB NakeTa ecss-utils.
MepeBecTu siptrace.bin B TEKCTOBbIN siptrace.log MOXHO KOMaHA0W:

cd /var/log/ecss/pa_sipt/YYYY_MM_DD_hh_mm_ss_sipl@<hostname>/
binarylog2text siptrace.bin siptrace.log

B 10 Bpems kak binaryfold2text KOHBEPTUPYET BCe paiifibl B Katasiore B *.log , eCc/iv KoHBepTaums
npoLua ycrnewHo, To n3HavasbHble *.bin 6yayT yoanieHsl.

ECTb BO3MOXHOCTb COXpPaHATb TPaCcCUPOBKY siptrace cpa3y B TEKCTOBOM BUfAe, 419 3TOrO B dhaiine /
etc/ecss/ HY>XXHO HaliTV CneaytoLLyto 3anuchb:

, {siptrace, [{file, "siptrace.bin", binary}
%%, {udp, {"192.168.23.23", 5090}, binary}

1}

M MOMEHATb €€ Ha:

, {siptrace, [{file, "siptrace.log"}
%%, {udp, {"192.168.23.23", 5090}}

1}

Mpn BO3HMKHOBEHWM NPOG/IEM MONYYEHHbIE TPACCUPOBKN Aat0T HEOOX0AMMYI0 UHhopMaLmIo AN
yCTpaHeHus npobnemsl.

Mpwn nony4eHun 3aronoska Warning B SIP-COO6OLLEHNN MOXHO OnpeaenTb BHYTPEHHIO CUCTEMHYHO
NPUYNHY pasbednHeHuns, nogpobHee cMm. MpuoxeHne . OnucaHne BHYTPEHHUX NMPUYNH
pasbeanHeHus.

Takxe B Tpaccuposke SIP-agantepa (TCP dump wunu chaline ¢ norom siptrace.bin) B 3aronoske P-
Eltex-Info coaepXnTcs ccbl/ika Ha BHYTPeHHWI Call Ref, N0 KOTOPOI MOXHO onpeaenuTb Call 1D
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Bbl30Ba. B coobLueHunm, cogepxallem 3aronoBokK P-Eltex-Info ¢ Hy>xHbIM Call Ref, 6ynet
npucyTCTBOBaTb 3aronoBok Call ID, N0 KOTOPOMY MOXHO HaliTK BCe COOBLLEHNSA, OTHOCALLMECS K
[aHHOMY BbI30BY.

Npu 3aBepLUeHnN BbI30Ba, B OTBETE O HEBO3MOXHOCTU YCTAHOBUTL COeMHEHME U 3anpoce o
paspyweHnn coeanHeHna ykasaHa npmynHa corinacHo pekomeHpaumm Q.850.
Hanpumep:

Reason: Q.850;cause=16;text="Normal call clearing"

nnn

Reason: Q.850;cause=21;text="Call rejected"

3HayeHna KoA0B O0TBETOB COrfiacHo Q.850.

Takxe B oTBETax nNpoTokona SIP MOXeT cofepxarcs 3arosioBok Warning. PaclundpoBka 3arosioBka
npusegeHa B [NpunoxeHve . OnucaHne BHYTPEHHUX NPUYUH pasbeinHEHNS.

Hanpumep npv nonyyYyeHnn oTBeTa C 3aro/I0BKOM:

Warning: 399 ecss "system: Call is rejected by destination's leg"

BHyTpeHHsIs1 NpnymnHa (external_acp_causes) calledPartyRejected

3Ha4veHve NPUYNHBLI COrNacHo pekomeHgaumm Q. 21

850

isup cause <<128,21>>

WHdgopmaTtop undefined

OnwncaHve BbI30B K aOOHEHTY 3anpeLleH, Hanpumep, aHOHUMHbI
BbI30B Ha a6OHEHTa C aKkTMBHbIM cepBMcom ACB

3aronosok Warning Callis rejected by destination's leg

B Web-koHdurypaTope ans 3axsarta Tpadmka ectb npunoxenne MeHepxkep PCAP TpaccMpoBKm
(PCAP trace manager).

[lns 3axBarta n aHanmM3a Tparka MOXHO Takke UCNoMb30BaTb Apyrve NpUIoXeHns, Hanpumep
sngrep, tshark, ngrep, sipgrep 1 nogo6Hbie. 1719 NOCTOAHHOrO MOHUTOPMHIA 1 cbopa CTaTUCTUKM
yA06HO UCnosib30BaThb voipmonitor, pcapsipdump, sipcapture u gpyrve. lokymeHTaumo no
NCNO/Ib30BaHUID MOXHO HaTU Ha CTpaHMLax COOTBETCTBYOLLMX MPOEKTOB.

KpaTKMVI CMNncokK np06neM, KOTOpPbIE MOXHO 06Hapy)KI/ITb npn aHasin3se TpacCUpoBKn CUrHasinsaumnm

1. Ha 3anpoc INVITE oT wnto3a A cuctema ECSS-10 otnpaBnseT oTBeT 100, 3aTeM OTBET 486 Busy
Here ¢ Reason: Q.850;cause=17;text="User busy" — faHHOe co06LeHNe TOBOPUT O TOM, UTO
abOoHEeHT b 3aHAT ApyrMM BbI30OBOM W/IM Y HETO CHATa TpyoKa.

2. Ha 3anpoc INVITE oT wnto3a A cuctema ECSS-10 oTnpasnsaeT oTBeT 100, 3aTemM OTBET 484
Address Incomplete ¢ kogomM pasbeanHeHus Reason: Q.850;cause=28;text="Invalid number
format (address incomplete)" — coo6LleHNe yKa3bIBaeT Ha TO, YTO HET MapLupyTa 40
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aboHeHTa b. JTn60 aboHeHT A Habpan He NoJHbIA HOMEp, IGO0 He HaleH MapLpyT. Ans
peLLeHns npobaembl BOCNOAb3yNTECh pas3aenoMm Nposepka MapLupyTM3anmmn Boi3oBa

. Ha 3anpoc INVITE ot wso3a A cuctema ECSS-10 otnpasnseT oTBeT 100, 3aTemM O0TBET 500
Internal Server Error C BHyTPEHHe NpuunHoii ot60s ot SIP-agantepa Error-Info: <Exit call by
npi_undefined> — gaHHoe coo6LleHne roBOPUT O TOM, YTO Y aboHeHTa b He 3agaHo CBOWCTBO
npi (CBONCTBO asimaca), He06XoAMMO HaCTPOUTb 3TO CBOMCTBO.

. Ha 3zanpoc INVITE o1 wnto3a A (TCP dump 3anyLieH Ha wno3e A uav Ha norpaHuyHom
YCTPOWCTBE) NpUXoauT coobLeHne no npotokony ICMP Port unreachable — gaHHoe
coo6LeHre roBOpuT O TOM, YTO B cucteme ECSS-10 He JOCTYNEeH UM He OTKPLIT MOPT, Ha
KOTOpbIA W03 A oTnpasnset coobueHune INVITE. 418 pelleHus npobnembl BOCMONb3yNTeCh
pasgenom Nposepka JOCTYNHOCTU HanpasnexHuii A n b.

. Ha 3anpoc INVITE ot wto3a A cuctema ECSS-10 otnpasnsaeT oTBeT 401 Unauthorized, wnio3
NOBTOPHO OTnpassigeT 3anpoc INVITE ¢ gaHHbIMW aBTOpU3auumn, Ha 4Yto cuctema ECSS-10
nepepaet oTBeT 403 Forbidden co BHYyTpeHHe npuunHoii 01604 oT SIP-agantepa Error-Info:
<Unknown uri>. laHHOe coobLleHne yka3biBaeT Ha HEKOPPEKTHBIA NI0rMH 1 Naposib, C
KOTOpbIMU ab0OHEHT A nblTaeTca aBTopusosBarbcs Ha ECSS-10.

. Ha 3anpoc REGISTER ot wto3a A cuctema ECSS-10 otnpasnsaeT oTBeT 401 Unauthorized,
LLJ103 NOBTOPHO OTNpaB/iseT 3anpoc REGISTER ¢ gaHHLIMY aBTOpU3auumn, Ha 4YTo cucTtema
ECSS-10 nepepaet oTBeT 403 Forbidden ¢ BHyTpeHHel npuynHoin ot60os ot SIP-agantepa Error-
Info: <Unknown uri>. JaHHOE co0bLeHne yKasblBaeT Ha HEKOPPEKTHbIV /IOTMH U Naporsib, C
KOTOpbIMU abOHEHT A NMbITaeTcsa 3apernctpuposarbcs Ha ECSS-10.

& Tpn pernctpauymm SIP-aboHeHTa C HEKOPPEKTHbIM JIOTMHOM U naponem SIP-agantep
MOXET He OTNpaBUTb OTBET 403, eC/IM B HacTpolikax SIP-agantepa napametp "silent-
mode" yCTaHOB/IEH B 3Ha4eHue "true" 1 Npn 3TOM B CUCTEME aKTUBHbI
COOTBETCTBYIOLLME aBapun.

. Ha 3anpoc REGISTER ot wnto3a A cuctema ECSS-10 otnpasnsaet oreeT 403 Forbidden ¢
BHYTPEHHe npuynHoii otéos ot SIP-agantepa Error-Info: <Wrong authentication: no auth
configuration for subscriber>. laHHOe cO06LLEeHNe yKka3blBaeT Ha OWNOKY B KOH(hurypaumm
aboHeHTa ECSS-10. Y aboHeHTa BK/ll0YeHa aBTopu3aLms, HO He 3aaH /I0MVH UK Naposib.
. Ha 3anpoc INVITE ot wno3a A cuctema ECSS-10 otnpasngeT oTBeThl 100, 180, 3aTeM OTBET
502 Bad Gateway ¢ npuumHoii 01605 Reason: Q.850;cause=27;text="Destination out of order".
[JaHHoe coobLieHne yka3blBaeT Ha HeLOCTYNHOCTb Hanpae/ieHus Ao aboHeHTa b.
B0O3MOXHO, 4TO W03 aboHeHTa b He gocTyneH nnn aboHeHT b He 3aperncTpupoBaH
(pasgensb! MpoBepka AOCTYNHOCTU HanpasneHuii A n b, Mposepka peructpauumu SIP-
aboHeHTOB cucTeMbl ECSS-10).

. Ha 3anpoc INVITE npuxoauT OTBET C KOAO0M 500 1 cofepXaLlum criefytowme 3aronoBKu:

Reason: Q.850;cause=127;text="Interworking unspecified"
P-Eltex-Info: Internal system error: systemFailure by core
P-Eltex-Info: test_domain 1005@test_domain/- 2878128063 sipl@ecssl
<0.736.0>/3 incoming
Warning: 399 ecss '"system: Internal error"
Warning: 399 ecss '"system: Release from MSR"
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3aros1oBoK Reason: coobLaeTt Ham Q.850 cause=127 370 Interworking, unspecified, nog gaHHbIM
KOAOM MOXET ObITb ONMCAHO MHOXECTBO HeornpeaeneHHbIX OLUNOOK.
JononHUTENLHO NPUCYTCTBYIOT 3aro/1oBkU Warning B KOTOPbIX NPUCYTCTBYET clieytoLlas

NHpopmaLma
399 ecss "system: Internal error" — 399 3T0 KO OLUMOKK
rae

+ system — aBTOp co06LleHnA A4P0
+ Internal error — BHyTpeHHAA owInMGKa
+ Release from MSR — 0CcBOOOXAEHNA KaHaa oT Meguacepsepa

MpuynHON faHHON oWNBKN SABNSIETCS Meanacepsep, NepBbIM Ae/10M HeobxoAnMo ybeamnTcs B TOM,
4TO OH 3anyLeH 1 NpaBu/IbHO CKOHMUIYpUpoBaH. NpoBepuTb CTaTyc Meava cepsepa MOXHO
KOMaHAOl:

sudo systemctl status ecss-media-server

3anycTuTb KOMaHzoI:

sudo systemctl start ecss-media-server

MpoBepka perncrpaumm SIP-aboHeHTOB cuctemMbl ECSS-10

Hy)XHO NpoBepuUTbL 3aperncTpupoBaHbl I a6OHEHTLI. ECIM aBOHEHTLI HE 3aperncTpupoBaHbl, TO
npo6nema, n3-3a KOTopoit abOHEHTbI HE MOTYT 3aperMcTPUPOBaTLCS, BO3MOXHO, CBA3aHa C
HenpasBW/bHOM KOHGUrypaumeni. MNpu HeycnewHon ayTeHTU(UKALNN HYXXHO CPaBHUTb HACTPOIKK
aBTopu3auum SIP-aboHeHTOB B cuctemMe ECSS-10 1 Ha Lwto3e.

MpoBepka perucrpauuy SIP-aboHeHTOB

YKasaHHble KOMaH/bl BbINOHSOTCA Yepe3 uHTepdoeiic KomaHaHoi cTpoku CLI.
MpPOCMOTPETh 3aperncTprpoBaHHbIX SIP-a60HEHTOB Ha ECSS-10 MOXHO KOMaH/0M:

/domain/<DOMAIN>/sip/user/registered <GROUP> <INTERFACE>

roe

« <DOMAIN> — nms BupTyanbHon ATC;

« <GROUP> — HasBaHwue rpynmnbl nosibzoBatenein. Cumeon "*" nCNonb3yeTcs AN ykasaHusa BCex
rpynmn;

« <INTERFACE> — Ha3BaHuWe UHTepeiica, 3agaercsa B oopmare:
Vima_nonb3oBarens@omeH_SIP_peructpaumn. Cumeos "*" ncnonb3yeTca ons ykasaHus
BCEX MHTepdiencos.
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MpoBepka HacTpoek SIP-aboHEeHTOB
MpocmoTpeTb nHhopMaLmio 0 Bcex SIP-aboHeHTax ECSS-10 MOXHO KOMaHAOiA:
/domain/<DOMAIN>/sip/user/info x %

MpocmMoTpeTb NOAPOGHY NHhopMauunio 06 onpeneneHHom SIP-aboHeHTe B cucteme ECSS-10
MOXHO KOMaHAO0iA:

/domain/<DOMAIN>/sip/user/info <GROUP> <INTERFACE>
roe

« <DOMAIN> — nms BUpTyasnbHoi ATC;

« <GROUP> — HasBaHwe rpynnbl nonb3osartenei. Cumson "*" ncnonb3lyetcs ANns ykasaHus BCcex
rpynn;

« <INTERFACE> — Ha3BaHwue nHTepelica, 3agaetcs B hopmare:
Vma_nonb3osatens@omeH_SIP_pernctpauumm. Cumeon "*" ucnosiblyercs 418 ykaszaHus
BCEX MHTephelicos.

MpoBepka siorvHa v napons SIP-aboHeHTOB
MocmoTpeTb NOrNHbLI U Naposn y Bcex SIP-aboHeHTOB ECSS-10 MOXXHO KOMaH0i:
/domain/<DOMAIN>/sip/user/info x %

lMocMOTpeTh /I0MMHBLI U Naponun y onpeaeneHHoro SIP-aboHeHTa B cucteMe ECSS-10 MOXHO
KOMaHAOl:

/domain/<DOMAIN>/sip/user/info <GROUP> <INTERFACE>
rae

« <DOMAIN> — nms BUpTyasnbHoi ATC;

« <GROUP> — HasBaHwe rpynnbl nonb3osartenei. Cumson "*" ncnonb3yetcs ANns ykasaHus BCex
rpynn;

« <INTERFACE> — Ha3BaHwue nHTepelica, 3agaetcs B hopmare:
Mma_nonb3osatens@omeH_SIP_pernctpauumm. Cumeon "*" ucnosiblyercs 418 ykaszaHus
BCEX MHTepelicos.

MpoBepka MapLLpyTM3aLMmn Bbi3oBa

Heobxoanmo NpoBepuTbL COOTBETCTBYET /I KOHTEKCT MapLupyTusaLmm Ha cepsepe arinam,
MMMOPTUPOBAHHbLIM B 6a3y AaHHbIX ECSS-10.

© KoHTeKCTbl MapLupyTU3auumM He MMMNOPTMPYIOTCA aBTOMaTUYeCKU. IMoce BHECEHUS
N3MEHEHWIT B KOHTEKCT MapLUpyTU3aumm Heobxoanmo 3aHOBO MMMOPTUPOBATb KOHTEKCT
MapLupyTudaumn B 6asy AaHHbiX ECSS-10.

KOHTeKCTbl MapLupyTu3aumm pacnosioxXeHbl Ha cepBepe Mo creaytowemy nytu: /var/lib/ecss/
routing/ctx/src/<DOMAIN>.
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MocMoTpeTb KOHTEKCT MapLupyTmdaumm B OC Linux MOXHO KOMaHAoi cat.

MocMOTpeTb KOHTEKCT MapLUpyTu3aunm B KOMaHAHOW KOHCOMN ECSS-10 MOXHO MpW NOMOLLM
KomMaHzbl show.

/domain/<DOMAIN>/routing/show <CONTEXT>
roe

« <DOMAIN> — nms BUpTyanbHoi ATC;
« <CONTEXT>— 1MMsa KOHTEKCTa MapLupyTn3auunm.

ECnun KOHTEKCTbl He COOTBETCTBYHOT, HEOOXOAUMO UMNOPTMPOBATL KOHTEKCT MapLupyTh3aLmmn B
6a3y gaHHbIX ECSS-10.
IMNOPT KOHTEKCTOB MapLUpyTMU3aLUn BbINOHAETCS NPU NOMOLLM KOMaHAbl import.

/domain/<DOMAIN>/routing/import <HOST> <FILE>
roe
« <DOMAIN> — nms BUpTyasnbHoi ATC;

« <HOST> — 1MS X0CTa, Ha KOTOPOM CO3[aHbl KOHTEKCTbI MapLLpPYyTU3aLum;
« <FILE> — nms (haiina c KOHTEKCTOM MapLLpyTM3aLum, KOTOPbIA HEO6X0AMMO UMMOPTUPOBATD.

ECnu KOHTEKCTbI MapLUpyTU3aLmMn COOTBETCTBYHOT, HEOOXOAMMO MPOBEPUTHL BO3MOXHOCTb
MapLUpyTU3aLMN BbI30Ba C TakKMMU e NapaMeTpamu, YTo U B HEYCNELLHOM BbI30Be. TpacCcMpoBKa
BbI30Ba BbINO/THAETCS NPY NOMOLLM KOMaHAbI trace.

/domain/<DOMAIN>/routing/trace iface=<INTERFACE> cdpn.<PARAM>=value
[<OPT1>=<VALUE1> [ ... [<OPTN>=<VALUEN>]]]
roe

« <DOMAIN> — nms BUpTyanbHoi ATC;

+ <INTERFACE> — vHTepdelic Bbi3blBalOLLEro abOHEHTa;

+ <PARAM> — napameTpsbl Bbi3biBaeMoro aboHeHta (cdpn.digits, cdpn.incomplete, cdpn.inni,
cdpn.nai, cdpn.ni, cdpn.npi);

+ <OPT1>..<OPTN> — OMnuMOHa/IbHble NapameTpbl — HA60P BXOAHbIX AAHHbIX 00
ycTaHaB/MBaeMoMm Ten1ietPpOHHOM COeaNHEHNN;

+ <VALUE1>..<VALUEN> — 3Hau4eHve onuMoHa/IbHOro napameTpa.

B nTOre BbINONHEHNSA KOMaHAb! /19 BXOAHBIX AAaHHbIX Bbl30Ba (MHTepdelic aboHeHTa A, KOHTEKCT
aboHeHTa A, Bpems CYTOK, IeHb Hefenu, Homep aboHeHTa A, Homep aboHeHTa b) Ha Bbixoae 6yayT
noslyYeHbl cneayowme AaHHble: uHTepdelic aboHeHTa A, foMeH aboHeHTa A, KOHTEKCT aboHeHTa
A, HoMep aboHeHTa A (BO3MOXHO MOANMULMPOBaHHbIN), HOMep aboHeHTa b (BO3MOXHO
MOANULMPOBaHHBIN), nHTepdeic aboHeHTa b.

Mpumep

/domain/test.domain/routing/trace cgpn.digits=5000 cdpn.digits=700
mode=enblock

B03MOXHbI cefyoLpe pesynbtaTbl MapLUpyTU3aLmm:

« local — BbI30B Ha a6OHEHTA 3aperncTpupoBaHHoro Ha ECSS-10, pe3ynsTat siBNsieTcs
HOPMa/TbHbIM;
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+ external — BbI30B Ha BHelLHee HanpassieHue (Trunk0), pe3ynstar ABNAeTCA HOPMasibHbIM;

+ noroute — OTCYTCTBME NPaBu MapLlpyTM3aLmm ¢ JaHHbIMU NnapaMeTpamMu Bbi30BaMU.
Heob6xoAnmMo BHECTU KOPPEKTUPOBKM B KOHTEKCT MapLUpyTU3auumn, YToobl BbI30OB C AaHHLIMK
napamMeTpamm OCyLeCTBNANCS YCMNELLHO.

+ No access — OTCYTCTBME MpaBa focTyna ¢ AaHHbIMY NapameTpamu Bbi3oBa. Heooxoammo
BHECTU KOPPEKTUPOBKU B NpaBuia orpaHnyeHns goctyna (access_group, access_type, regime),
yTOObI BbI3OB C JAaHHbIMU NapamMeTpamMu OCYLLECTBNANCH YCNeLHO.

+ no_b_iface — nHTepdpeiic MoxeT ObITb HeakTMBeH. B cnyyae ncnonb3oBaHus npoTokona SIP
3TO NGO HEe3apPErnCTPUPOBaHHbIN aBOHEHT, NMG0 MO TPaHKY HET OTBETA HA NEPUOANYECKN
nepepasaemblie 3anpocbkl OPTIONS.

MpoTOKONMPOBaHWE AelCTBUIA aAMUHMUCTPATOPa B KOHCO/M web Ha BHELLHWI syslog-cepBep

HacTpoiika rsyslog

[lnsi TOro 4To6bI BKNOUNTL NOAAEPXKKY NPUHATUSA syslog-0B No UDP, cnegyeT pacKOMMEHTUPOBaTb
cnepytwoume cTpoku (/etc/rsyslog.conf — B cnyyae ncnonb3oBaHus rsyslogd):

module(load="imudp")
input(type="imudp" port="514").

[lns Toro uTo6bI B BbIBOAE COOOLLEHNSI OTOBPaXa/IMCb MUIUCEKYHbI, HY)XXHO ONpeaennTb HOBbII
WwabnoH B /etc/rsyslog.conf:

$ActionFileDefaultTemplate TraditionalFileFormat

$template TraditionalFileFormat, "%TIMESTAMP%.%timestamp: ::date-subseconds%
%HOSTNAME% %syslogtag%%msg:::sp-if-no-1st-sp%%msg:::drop-last-1f%\n"

HacTpolika sys.config

[ns npunoxeHus chronica BKAOUYATL NPaBUIO:

{cocon_audit, "cocon_audit_exec|cocon_audit_session|cocon_audit_apply",
trace, [syslog], on}

Bo3moxHble Tern s 3anuceii: * cocon_audit_exec — BbINOSIHEHME KOMaHAb! Yepes ssh shell; *
cocon_audit_session — login/logout nonb3oBatens; * cocon_audit_apply — BbINO/IHEHNE KOMAH/bI CO
CTOpOHbI web-configurator; * cocon_audit_result — pe3ynsrar BbINO/HEHUA KOMaHAbl; * cocon_audit
— BCe OCTaJIbHble.

[ns TOro 4ToGLI OTOGPaKA/IUCH BCE 3anncu, B KAYECTBe Tera cneayeT ykasbiBaTb: cocon_audit*
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HacTpoiika dnsmasq

[ns Toro uTo6bI 3aaath IP agpec Kyga 6yayT HanpaBasaTbCA 3anncu, Hy>KHO NepeonpeaennTb UM
xocTa «syslog.ecss» B /etc/dnsmasq.d/ecss-syslog. 1o ymonyaHuio ncrnosnbayercsa agpec 127.0.0.1.

MpoTokonMpoBaHue AelicTBUIA Nosb30BaTeNell Ha cepeepe C yCTaHOB/IeHHbIM ECSS-10

Mpn ycTaHOBKE nakeTta ecss-security, aBTOMaTruyeckn cogaetcsa nanka /var/log/ecss/security/, B
KOTOpOW ByaeT XpaHUTbLCA BCS MCTOPUSA KOMaHA, 1 NOAKIYEHWI K cepBepy.

MepeyeHb BbINOMHAEMbIX (DYHKLIWIA:

1. JlormpoBaHue BCeX BbINOSTHAEMbIX KOMaHS, B bash;

2. JlornpoBaHune BXoAa/Bbixo4a B CUCTEMY;

3. JlormpoBaHue yaasnieHHbIX aBTopusauuii;

4. BExeHepenbHas poTtaums /10ros;

5. OrpaHu4ymBaeT KOIMYECTBO NoAK0UYEHMI B Cocon A0 5 B MUHYTY.

CosgaBaemble nor dhaiisibl He BO3MOXHO YA/ IUTb WK OTPeAakTUpoBaTb, OHW AOCTYMHbI TO/TbKO
ANns npocMoTpa. Bece ctapble 101 (haiinbl OKMMaKTCA U nepemeLlatoTcsa B Katanor /var/log/ecss-
security/<rog>-<mecsu>/.

Mpumep:

Dec 6 15:04:35 ecssl ecss-security[6124]: tester : TTY=pts/1 ; PwWD=/home/
tester ; USER=tester; RETURN=0 ; COMMAND=ssh admin@localhost -p8023

Dec 6 15:04:36 ecssl ecss-security[6124]: tester : TTY=pts/1 ; PwWD=/home/
tester ; USER=tester; RETURN=0 ; COMMAND=ssh admin@localhost -p8023

Dec 6 15:05:16 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwWD=/home/
tester ; USER=root; RETURN=@ ; COMMAND=sudo apt update

Dec 6 15:05:16 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwWD=/home/
tester ; USER=root; RETURN=@ ; COMMAND=sudo apt update

Dec 6 15:05:24 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwD=/var/log/
ecss/pa-sip/sipl@ecssl ; USER=tester; RETURN=0 ; COMMAND=cd /var/log/ecss/pa-
sip/sipl@ecssl/

Dec 6 15:05:25 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwD=/var/log/
ecss/pa-sip/sipl@ecssl ; USER=tester; RETURN=0@ ; COMMAND=cat error.log

Dec 6 15:05:26 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwD=/var/log/
ecss/pa-sip/sipl@ecssl ; USER=tester; RETURN=0 ; COMMAND=1

Dec 6 15:05:32 ecssl ecss-security[6023]: tester : TTY=pts/0 ; PwD=/var/log/
ecss/pa-sip/sipl@ecssl ; USER=tester; RETURN=0 ; COMMAND=cat restart.log

OnncaHne CTPYKTYpbl NpeaynpexaeHns
B Tabnuue npuBeAeHo onvucaHne CTPYKTYpPbl NpeaynpexaeHus.

Tabnmua — CTpyKTypa npeaynpexaeHums
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Severity

Origseverity
ID

Class

Domain
Instance

Location

User

Date
Cleared
Duration
Cause

PyKoBOACTBO MO 0OGCAYXMBaHUIO

OnucaHue
YpOBeHb BaXHOCTU NpeaynpexaeHus, NpyHUMaeT 3HaueHus:
+ cleared — npepynpexaeHne copoLleHa;
+ indeterminate — ypoBeHb NpeaynpexneHus He
onpenenen;
« critical — KpuTMUYECKOE NpeaynpexaeHue;
+ Major — BaXHblIli ypOBEHb NpeaynpexaeHns;
+ Mminor — He3HauNTe/bHbIN YPOBEHb NPeaynpexaeHuns;
« warning — npegynpexaeHue.

YHUKabHbI naeHTudmkaTop npeaynpexaeHms. CnyxeoHas
NMHpopmaumst
Knacc npegynpexaeHus.

Mpumepsbl:

ecss::pa:sip:user
ecss::cluster::core::cp
HW::Disks

ecss::cluster
ecss::cluster::node
ecss::0asys::mnesia
ecss::pa::megaco::gateway

Vmsa gomeHa.
3K3eMnsAp Knacca npegynpexaeHus.
Mpumep: nMA HoAbl, naeHTUdIMKaTop call-process, HasBaHue
KnacTepa, Ha3BaHve LU3a.
MecTononoxeHne Hofbl, KOTOpasl creHepuposana
npegynpexaeHne: UMs HoApl, Ha3BaHWe KacTepa, HasBaHue
XocTa.
Mms nonb3oBarens, BbICTaBUBLUENO/COPOCHBLLEIO
npegynpexaeHne. CUCTeMHble NpeaynpexaeHnsa BoiCTaB/SaTCA
1 cbpacbiBaloTCs OT UMEHN "[system]".
[ata n Bpems BO3HUKHOBEHUA NpeaynpexaeHus.
[Jata v Bpemsi cbpoca npenynpexaeHusi.
OnnTenbLHoCTb.
Tvn NpuyYnHbI NpegynpexaeHna, npuHMMaeT 3HavyeHnaA:
« communicationsSubsystemFailure — KOMMyHUMKaLWW;
+ configurationOrCustomizationError — KOH(pUrypauus;
+ outOfService — BbIBOA, U3 06CNYXMBaHWS;
+ softwareError — nporpaMMHas oLno6Ka;
+ storageCapacityProblem — cuctema xpaHeHus;
« other — gpyras npuuvHa (He 6bl1a OTHECEHA K BblLLe
nepeyrcneHHbIM).
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MNMone
Type

Problems
BackedupStatus
BackupObject
Trend

Threshold
Notificationldentifier
CorrelatedNotifications
StateChangeDefinition
MonitoredAttributes
ProposedRepairActions

Message
Additionallnformation

PyKoBOACTBO MO 0OGCAYXMBaHUIO

OonucaHue
Tvn npegynpexaeHns, NPUHNMaET 3HaYEeHUS:

communicationsAlarm — npegynpexaeHue, cBa3aHHoOe C
KOMMYHMKaLMAMU;

qualityOfServiceAlarm — npegynpexaeHune, cBs3aHHOE C
KayeCTBOM CepBuCa,;

processingErrorAlarm — npegynpexaeHue, CBA3aHHOe C
06paboTKoiA;

equipmentAlarm — npegynpexaeHvne, CBA3aHHoe C
obopygoBaHuem;

environmentalAlarm — npegynpexaeHne, CBA3aHHOe C
OKpY>XeHuewm;

integrityViolation — npegynpexaeHve, cBA3aHHOE C
HEKOHCUCTEHTHOIN nHdopMaLmeil;

operationalViolation — npegynpexaeHue, cBa3aHHoOe C
HEKOpPPEKTHOI paboToir;

physicalViolation — npegynpexaeHve, cBA3aHHoOe C
oM3nYecKMMmM HapyLLeHNAMU (HaNpUMmep, BbIXOS,
o6opyaoBaHusa uU3 CcTpos);
securityServiceOrMechanismViolation —
npeaynpexaeHue, cBaszaHHoOe ¢ 6e30MacHOCTbIO
(Hanpvmep, HeCaHKLUMOHNPOBAaHHbIN [OCTYN);
timeDomainViolation — npegynpexaeHune, cBA3aHHOE C
BO3HWUKHOBEHVEM HECBOEBPEMEHHbIX NN 3anpeLLeHHbIX
CO6bITWUIA;

other — gpyras (He 6bls1a OTHECEHA K BbllLe
nepeyncneHHbIM).

B Tekyweit Bepcum MO He ucnonb3yeTcsi.

B Tekywieit Bepcum MO He ncnonb3yeTtcs.

B Tekywieit Bepcun MO He ncnonb3yeTcs.

TeHAeHLUMA U3MEHEHNS BXXHOCTU NpeaynpexaeHus, npuHMMaeT
3HaYeHus:

noChange — 6e3 N3MeHeHMuiA;
lessSevere — yMeHbLLEHNE BaXHOCTW;
moreSevere — yBe/IMYeHNe BaKHOCTU.

B TekyLeii Bepcum MO He ncnonb3yercs.

B TekyLeit Bepcum MO He ncnonb3yercs.

B Tekywieit Bepcum MO He ncnosnb3yercs.

B Tekyweli Bepcum MO He ncnonb3yeTcs.

B Tekywieit Bepcum MO He ucnonb3yeTcs.
Mpepnonaraemble AeACTBUS AN UCNIPaB/EHNSA
npeaynpexaexus. B Tekyuieii Bepcun MO He ncnonb3yeTcsi.
Coo6LLeHne 0 NnpeaynpexaeHnn.

JononHutenbHas nHdopmaums

B Tabnuue npuBefeHO onucaHue CTPYKTYpbl NpeaynpexaeHus.

Tabnuua — CTpykTypa npeaynpexaneHus
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PyKoBOACTBO MO 0OGCAYXMBaHUIO

OnucaHue
YpOBeHb BaXHOCTU NpeaynpexaeHus, NpyHUMaeT 3HaueHus:
+ cleared — npepynpexaeHne copoLleHa;
+ indeterminate — ypoBeHb NpeaynpexneHus He
onpenenen;
« critical — KpuTMUYECKOE NpeaynpexaeHue;
+ Major — BaXHblIli ypOBEHb NpeaynpexaeHns;
+ Mminor — He3HauNTe/bHbIN YPOBEHb NPeaynpexaeHuns;
« warning — npegynpexaeHue.

YHUKabHbI naeHTudmkaTop npeaynpexaeHms. CnyxeobHas
MHpopmaums
Knacc npegynpexageHus.

Mpumeps!:

ecss::pa:sip:user
ecss::cluster::core::cp
HW::Disks

ecss::cluster
ecss::cluster::node
ecss::0asys::mnesia
ecss::pa::megaco::gateway

SK3eMN/IAP Knacca npeaynpexaeHus.
Mpumep: nMsi Hoabl, naeHTudKkaTop call-process, HazBaHue
Knactepa, Ha3BaHue Luo3a.
MecTonosioXeHne Hofbl, KOTopasl creHepupoBana
npeaynpexaeHne: UM HoApl, Ha3BaHWe KracTepa, Has3BaHue
XocTa.
msa nonb3oBaTensi, BbICTaBUBLLET0/CGPOCHBLLENO
npeaynpexaeHve. CucTeMHble npeaynpexaeHns BbICTaBASIOTCA
1 cbpacbiBaloTCst OT UMEHN "[system]".
[Jata n BpeMsi BO3HUKHOBEHWS NPeaynpexaeHus.
[Jata v Bpemsi cbpoca npeaynpexaeHus.
TuN NPUYKHBI NPeLyNpeXAeHUs, NPUHUMAET 3HAYEHUs:
« communicationsSubsystemFailure — KOMMYyHUKaLWW;
+ configurationOrCustomizationError — kOH(pUrypawms;
« outOfService — BbIBOA, U3 OOGCNYXMBaHUS;
« softwareError — nporpammHasi oLnokKa;
+ storageCapacityProblem — cuctema xpaHeHus;
+ other — gpyras npuyvHa (He 6bl1a OTHeCeHa K Bbille
nepeyvncneHHbIM).
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MNMone
Type

Problems
BackedupStatus
BackupObject
Trend

Threshold
Notificationldentifier
CorrelatedNotifications
StateChangeDefinition
MonitoredAttributes
ProposedRepairActions

Message
Additionallnformation

PyKoBOACTBO MO 0OGCAYXMBaHUIO

OonucaHue
Tvn npegynpexaeHns, NPUHNMaET 3HaYEeHUS:

communicationsAlarm — npegynpexaeHue, cBa3aHHoOe C
KOMMYHMKaLMAMU;

qualityOfServiceAlarm — npegynpexaeHune, cBs3aHHOE C
KayeCTBOM CepBuCa,;

processingErrorAlarm — npegynpexaeHue, CBA3aHHOe C
06paboTKoiA;

equipmentAlarm — npegynpexaeHvne, CBA3aHHoe C
obopygoBaHuem;

environmentalAlarm — npegynpexaeHne, CBA3aHHOe C
OKpY>XeHuewm;

integrityViolation — npegynpexaeHve, cBA3aHHOE C
HEKOHCUCTEHTHOIN nHdopMaLmeil;

operationalViolation — npegynpexaeHue, cBa3aHHoOe C
HEKOpPPEKTHOI paboToir;

physicalViolation — npegynpexaeHve, cBA3aHHoOe C
oM3nYecKMMmM HapyLLeHNAMU (HaNpUMmep, BbIXOS,
o6opyaoBaHusa uU3 CcTpos);
securityServiceOrMechanismViolation —
npeaynpexaeHue, cBaszaHHoOe ¢ 6e30MacHOCTbIO
(Hanpvmep, HeCaHKLUMOHNPOBAaHHbIN [OCTYN);
timeDomainViolation — npegynpexaeHune, cBA3aHHOE C
BO3HWUKHOBEHVEM HECBOEBPEMEHHbIX NN 3anpeLLeHHbIX
CO6bITWUIA;

other — gpyras (He 6bls1a OTHECEHA K BbllLe
nepeyncneHHbIM).

B Tekyweit Bepcum MO He ucnonb3yeTcsi.

B Tekywieit Bepcum MO He ncnonb3yeTtcs.

B Tekywieit Bepcun MO He ncnonb3yeTcs.

TeHAeHLUMA U3MEHEHNS BXXHOCTU NpeaynpexaeHus, npuHMMaeT
3HaYeHus:

noChange — 6e3 N3MeHeHMuiA;
lessSevere — yMeHbLLEHNE BaXHOCTW;
moreSevere — yBe/IMYeHNe BaKHOCTU.

B TekyLeii Bepcum MO He ncnonb3yercs.

B TekyLeit Bepcum MO He ncnonb3yercs.

B Tekywieit Bepcum MO He ncnosnb3yercs.

B Tekyweli Bepcum MO He ncnonb3yeTcs.

B Tekywieit Bepcum MO He ucnonb3yeTcs.
Mpepnonaraemble AeACTBUS AN UCNIPaB/EHNSA
npeaynpexaexus. B Tekyuieii Bepcun MO He ncnonb3yeTcsi.
Coo6LLeHne 0 NpeaynpexaeHmm

JononHutenbHas nHdopmaums

ABapuiiHbie co0bLEHNS N MePbI NO UX YCTPaHEHUIO
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PyKOBOZCTBO Mo 06Cy>XNBaHNIO

+ ObLLecrcTeMHble NpeaynpexaeHns
« [laHHble XypHana ownO0oK 0OHOBNEHDI
« [lpepynpexaeHna AMQP
« Pas3pbiB AMQP-coeuHeHus
« MpepynpexaeHns puaxen
+ Imsa 6pugxa B yctapesiliem coopmarte
+ HecyuwecTsyowuii from gomeH
+ HecyuiecTtBytowmii to gomeH
+ MpepynpexaeHns nogcuctemsl 06paboTky BbI3OBOB
+ Owwnbka 06paboTkn BbI30BaA
« Owwbka npu koguposke display_name
« [lpepynpexaeHnsa goctyna K CDR
» HeBO3MOXHO OTKPbLITH MOPT 21
+ HeBO3MOXHO OTKPbITb COKET — AOCTYMN 3anpeLyeH
» HeonpegeneHHasa aBapus
» [pepgynpexaeHnsa CoCon
« Bo3moxHbIin nog6op napons CoCon
« Bo3moxHbIn nog6op nornHa/naponst CoCon
« Owwnbka SQL-3anpoca
« [MpepynpexaeHnsa DS
+ Owwnbka ctapta DS
+ Owwnbka murpaumn 6, DS
« OwwnbKa myUrpaumn gaHHblx Tabnuupsl DS
» [NpegynpexaeHus IVR
« 3auuknmBaHue IVR 6n1oka "next"
+ lNMepemeHHasn «agpec» B 6/10Ke ivr «fax-email» He nosyynna sHavyeHune
» [pegynpexaeHunsa LDAP
+ CoepgunHeHvie c LDAP-cepBepoM pa3opBaHo
» ABapus cMHXpoHM3aLmu ¢ AD/LDAP
« [MpepynpexaeHnsa LPM
+ LPM TOKeH oTCcyTCTBYET
« McTek cpok AeincTBus MLeH3nmn
+ Mcnonb3yetca nnueH3nsa no ymoyaHuio
+ Bo3moOxeH BO3BpaT K MLEH3NN MO YMOHAHNIO
« Cucrtema nepetuna Ha UCnosib30BaHne JIMLEH3NN M0 YMOTYaHUI0
« OcTanocb TO/IbKO CBOGOAHLIX aBOHEHTCKUX NNLEH3WIA
« HeTt cBOGOAHbIX aBOHEHTCKNX NNLEH3WI
« He ycTaHOB/EH NNLEH3MOHHBIN nacnopT
« [lacnopT He 3a4aH B CUCTEME
+ HeunssecTtHasa owmnbka LPM
+ JINUEH3NOHHbIV TOKEH HE NOAKNHOYEH
« JlnueHsunsa ncrekna
« JInueHsna ncrekaet
« JlnueHsunsa He paboTaeT Ha TekyLleil Bepcuu, IMUEH3NA UcTekaeTt
+ JlnueH3unsa He paboTaeT Ha TekyLLein BepCcuu, NNLEH3NS ucTekna
« [MpeBbiWweHa paspelueHHasn sepcus MO, NMUEH3Nsa nctekaet
« [peBbiweHa paspelueHHasn sepcus MO, NnueH3na nctekna
» [pegynpexaeHna Megaco
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PyKOBOZCTBO Mo 06Cy>XNBaHNIO

« OwwnbkKa 3anycka MEGACO TpaHcrnopTa
+ CoegunHeHve CO LWH30M pasopBaHo
MpenynpexaeHus MSR
+ IP-agpec MSR COOTBETCTBYET 3HAYEHMIO MO YMONYAHUIO
« [lna MSR pernctparopa IP-agpec otcyTCTBYET
« [1na MSR perucTtparopa IP-agpec He4oCTyneH
+ ECSS zmqg-coeamHeHve pa3opBaHo
MpeaynpexaeHns noacnucTeMbl HOTUGIUKaLUI
+ Owwbka otnpasku E-Mail
« [logknoveHve K SMTP-cepBepy pasopBaHo
+ He ypanocbk otnpasutb Jabber coobLieHne
« CoefnHeHue c jabber-cepsepom pazopBaHO
MpepynpexaeHna Oasys
« Mnesia He 3anyLleHa Ha Hofe
« HecornacoBaHHas 6a3a AaHHbIX C HOAOW
« OwnbKa 06paboTKM 6asbl AaHHbIX
MpepynpexaeHnsa RestFS
« OwunbKa yganeHns aupektopum wabnoHa TenekoHpepeHunm
« HepocTtyneH tts restfs knactep
+ [ponasno coeanHeHne c Knactepom restfs
MpenynpexaeHns NoAcUCTEMbI MapLLpyTU3aunm
+ HeBO3MOXHO NepekoMnNUINPoOBaTb KOHTEKCT
+ daiin KoHTeKcTa MapLUpyTU3aLmmn He KOPPEKTHbIN
« OwwmbKa YTeHns haina KOHTEeKCTa MapLupyTusaumnm
+ He ygaetcsa 3anyctutb AuCreTyep MmapLupytmsaunm
+ HeBO3MOXHO NepekoMnNuANpoBaTb KOHTEKCT aganTtaLmm
« daiin KoHTeKcTa ajantauumn He KOPPEKTHbIN
« Owwubka yTeHunsa thaina agantaymm
« Pa3nuuHble Bepcumn AM-komnunsaTopa
+ HeBO3MOXHO NepekoMnNuANpPoBaTb KOHTEKCT MOANIMKaLMM
« daiin KoHTekcTa MoandUKaLny HEKOPPEKTHbIN
« Owwnbka yTeHus hanna mogudurkaumm
« Pa3nuuyHbie Bepcun MM-komnunasTopa
+ HekoppekTHble napameTpbl NpeaynpexneHns B KOHTEKCTE MapLUpyTusaumum
« [MpepynpexaeHnsa RPS
+ Masio cBo604HOrO MecTa Ha pasgene
« CeTeBoil nHTEpMelic HefoCTyNneH
+ Bpems Hoapbl pacCUHXPOHM3MPOBAHO C XOCTOM
« [1punoxeHne He 3anyLleHo
« Hopa knactepa He 3anyLleHa
« KnacTtep He 3anylLleH
» [logcuctema He 3anyLieHa
» [MpepynpexaeHusa Sigtran
+ M2UA owwn6bka Bbibopa Homepa SCTP notoka
+ O6pbIB Mtp-3 /IMHKaA
« MTP-3 Hanpas/ieHne HeJOoCTYMHO
+ MageHne Bcex NpPAMbIX JIMHKOB
« [MpepynpexaeHuns SIP
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PyKOBOZCTBO Mo 06Cy>XNBaHNIO

« CoefnHeHne C TpaHKOM pa3opBaHo

« CoeguHeHne B HOAOM pa3opBaHo

« CoefvHeHne c abOHEHTOM pa3opBaHo

« Can'tassign requested address(He ygaeTcsa HazHa4MTb 3anpoLLEHHbIN agpec)
« HeBepHbIli nopT ipset Ans TpaHka (Wrong listen port to trunk)

MpepynpexaeHna COPM

« CoeanHeHune c SORM agantepom pasopsaHo
+ HeBO3MOXHO OTnpasuTb coobLLeHne Ha RADIUS cepsep

MpeaynpexaeHns Npu NCnonb30BaHUN YCyr

« Ycnyra He peanvsoBaHa
« HekoppekTHas Bepcusi ycnyru

MpeaynpexaeHns paboTbl knactepa

+ SSL cepTudhmkar pasnnyaroTcsa Ha Xoctax Kiiacrtepa
« SSL cepTuchmkar nameHusnca
« SSL cepTudomkar yctapesLUnii

MpeaynpexaeHnst noptana aboHeHTa

« Ownbka co3gaHusa nosnb3oBaresis
« OwmnbKa OTBA3KM MNO/Sb30BaTe s
« Owmnbka yaasnieHnsa nosib3oBartersia

MpeaynpexaeHnst Npu NCnosib30BaHWN COBELLAHWIA

« MakcumasibHoe KO/IM4ecTBO COBeU.I,aHMVI OOCTUTHYTO

LLla6noH yxe ncnosnb3yercs
Homep wabnoHa He NpuHagIeXuT nysly HOMEPOB COBELLaHNA
LLla6noH coBewaHns He HaingeH

« [JlOCTUrHYT MakcmMym nysia HOMEpPOB COBELLLaHMSA
« Owwnbka cTapTa coBeLlaHns
« [loCTUrHyT Npeaen KoNnyecTsa akTUBHbIX KaHa/10B

B faHHOM pasgene npuBefeHbl BO3MOXHbIE BU/bl aBapUiiHbIX COOBLLEHUNI N peKOMEHIYeMble
Mepbl N0 YCTPaHEHNIO BO3MOXHbIX HEUCMPaBHOCTEN. [lanieko He BCe U3 HKeNpUBEAEHHbIX B/IUSAOT
Ha paboToCNOCOBHOCTbL CUCTEMbI U 0O6PABOTKM BbI3bIBHOW HArpy3ku, HO NpeaynpexaaroTt
Nnosb30BaTeNA 0 TOM, YTO HYXXHO 06paTuUTb BHUMaHVE Ha AaHHble npeaynpexneHus.

ObulecucTemMHble npeaynpexaeHns

[aHHble XypHasia ook 06HOB/IEHDI

ID
TekcT(en)
TeKkcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema

chronica_rps_alarm_backend_log_data_updated
Error log data updated

JaHHble XypHasna owmn60okK error.log 06HOB/EHbI
ecss::system::log
securityServiceOrMechanismViolation

critical

chronica_rps_alarm_backend

softwareError

[aHHoe npeaynpexneHne reHepupyeTcst B criydae, ecnim B NOACUCTEMY /IOrMPOBaHMS
OblNa 3aHeceHa 3anucb ¢ NPUOPUTETOM error
trace
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PyKoBOACTBO N0 06CNYXMBaHMWIO

Hopa all nodes

Mepei no « MpocmoTpeTsb error.log Ha AaHHOI HoAe, onpeaenunTb NPUYKHY
ycTpaHeHuio BO3HWKHOBEHMNSA OLLNGKN

OWMGKM « TMpun HEOBXOAMMOCTM CBA3ATLCH C TEXNOAAEPXKKON
MpepynpexaeHna AMQP

Pa3pbiB AMQP-coeauHeHUs

ID
TekcT(en)
TekcT(ru)
Knacc

Tnn
Cpo4HOCTb
module
MpuunHa
OnucaHue

Moacuctema
Hopa

MepbI no
ycTpaHeHuto
OoLINGKN

ecss_mycelium_mon_connection_down
AMQP Connection <id>is down
CoeanHeHve AMQP pa3opBaHo
ecss::bus::amqp::connection
communicationsAlarm
major
ecss_mycelium_mon
transmissionError
[aHHoe npefynpexaeHne reHepypyeTcs B ciyyae paspbiBa AMQP-coeiHeHUA Mexay
HOA0W 1 6pOKEPOM.
amqgp
all nodes
[nsa ycTpaHeHus npeaynpexaeHns Heobxoanmo:
« Y6eAnNTbCSA B HASTMUUKN CBA3N MeXay HogamMu.
+ Y6eanTbCs, 4To He ObI/I0 Neperpyskn oAHOM U3 CTOPOH. BbINOMHUTL
KomaHAay CLI: node/uptime.
+ Y6eanTbCs, 4TO He Bblo NPO6/IEM C CETHIO — YTOUHUTL Y agMuUHMCTparTopa
ceTn.
« [Mpn BoCCTaHOBAEHUN COeAMHEHUA NpeaynpexaeHnst OblTb HE AO/MKHO.

MpenynpexaeHust Gpumxeit

Nmsi 6puaxa B ycTapeBLLeM dhopmaTe

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema

ba_ds_resources_iface_name

Iface's name <iface_name=> is obsolete in the bridge <bridge>. It should begin with prefix
<prefix>.

Vmsa nHTepdpeiica <iface_name> 6punaxa <bridge> yctapeno. iMsi 4O/MKHO HaYMHaTbLCA C
npecpukca <prefix>. 3ageknapvpyite 6puaK CHOBa C HOBbIM (DOPMAaTOM MHTepdencos,
a Takke HE 3ABYIbTE nMsa B KOHTEKCTE MapLLpyTM3aumun.
ecss::cluster::core::pa_bridge

processingErrorAlarm

warning

ba_ds_resources

configurationOrCustomizationError

JaHHoe npegynpexaeHve reHeprpyeTcs B c/lydyae, ec/ii B CUCTEME 3a4eK/1apupoBaH
bridge, popmaT 04HOro 13 MeH MHTepercoB KOTOPOTO ABNSETCA YCTapeBLUNM.
bridge
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Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

core
VHhopmauoHHoe npegynpexaeHue.
« 3ageknapuposartb 6puak CHoBa ¢ )OpMaToOM MMEH UHTEPIENCOB,
COrNacHO OKyMeHTaLMN.
« YaanuTtb npeaynpexaeHne BpyyHyto.

HecywecTsytowwmii from gomeH

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4yHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ba_ds_resources_from_domain_alarm
Bridge <bridge> was disabled because from domain <domain>is missed
Bpuox <bridge> BbIxoguT 13 fomeHa <domain>, KOTOPOro He CyLlecTByeT
ecss::cluster::core::pa_bridge
processingErrorAlarm
warning
ba_ds_resources
configurationOrCustomizationError
JaHHoe npeaynpexaeHve reHepupyeTcs B c/lydae, ec/iv B CUCTEMe 3a4ek/1apupoBaH
bridge, from JOMeH KOTOPOro He cyLlecTByeT.
bridge
core
VHhbopmaLmoHHoe npeaynpexaeHme.
« Ypanutb bridge, uiv co3gatb OMEH ¢ UMeHeM <domain>.
« Yaanutb npeaynpexaeHne BpyyHyto.

HecyLiecTBytoLWii to JOMEH

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4yHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
yCTpaHeHUIo
OLLINGKN

ba_ds_resources_to_domain_alarm
Bridge <bridge> was disabled because to domain <domain> is missed
Bpuox <bridge> yka3blBaeT B JoOMeH <domain>, KOTOPOro He CyLlecTByeT
ecss::cluster::core::pa_bridge
processingErrorAlarm
warning
ba_ds_resources
configurationOrCustomizationError
[JaHHoe npeaynpexaeHve reHepupyeTtcsa B c/lydae, ec/iv B cCUCTeMe 3afeK1apupoBaH
bridge, to ,OMEH KOTOPOro He CyLeCcTBYeT.
bridge
core
VHdbopmaLmoHHoe npeaynpexaeHue.
« Ypanutb bridge, uiv co3gatb IOMEH ¢ UMeHeM <domain>,
« YOanuTb npeaynpexaeHne BpyyHyo.

MpenynpexaeHust noacucteMbl 06paboTkM BbI30BOB

Owmnbka 06paboTKN BbI3OBA

ID

oct_core_alarm_process_error
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TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

Call process error. Reason: <reason>
Owunbka 06paboTkm Bbi3oBa. INMpnunHa: <reason>
ecss::node
processingErrorAlarm
major
oct_core_alarm
softwareProgramError
JaHHoe npegynpexaeHve BO3HUKAET B C/lyvae, ec/iv B Xofe 06paboTkm BbI30Ba
npou3oLuna owmnbKa, NprBeaLIas K aBapuiitHoMy 3aBepLUEHMIO BbI30Ba.
call
core
VHdopmaLmoHHoe npegynpexaeHue.
« CBsi3aTbCsl C TEXNOAAEPXKKOM, COOOLLNTL O MpoGneme.

Owmnbka npu kogmposke display_name

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

modificator_display_name_convert_conflict
The iface property 'support-encoding' has conflicted value <encoding> with modificators
value <encoding>
CBoIicTBO MHTepheiica «support-encoding» UMeeT KOH(P/IMKTYIOLLEE 3HAYEHNE C
3HaYeHMAMU MOANINKATOPOB
ecss::ds::modificators::display::name::converter
communicationsAlarm
warning
oct_common
outOfService
[JaHHoe npegynpexaeHvue BO3HUKAET B C/lydae, ec/i B KOHTEKCTe MoaudmnkaLmm
HoMepoB nose display name 6b1/10 CKOHBEPTUPOBAHO B KOAMPOBKY A, & Ha
nHTepdeiice, B KOTOPLIA NONAET BbI3OB C faHHbIM display name BbICTaB/IEH NapameTp
support-encoding KOTOpbI He paBeH A.
call
core

+ MNpoBepuTb NapameTp support-encoding Ha MHTepdeliice;

 MpoBepuTb Mogndunkaumto display name Ha mogudomkaTopax;

MpepynpexaeHna goctyna K CDR

HeBO3MOXHO OTKPbITb MOPT 21

ID
TekcT(en)
TekcT(ru)

Knacc
Tun
Cpo4HOCTb

bifrost_mysql_server_port_21_in_use

Can't bind port 21 — already in use. Please, solve this problem and restart node
HeBO3MOXHO OTKPbITb MOPT 21, KOTOPLIV YXXe ucnosnb3yetca. OcsBoboamTe NOpPT U
nepesarpysure Hogy"

ecss::cluster::core:ftp

other

major
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module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

bifrost_mysql_server
outOfService
JaHHoe npeaynpexaeHne reHepupyeTcs B c/iyyae, ec/am nogeucreme gocrtyna go CDR
chainnos nNo npoTokony FTP He yaasiocb OTKPbIThb 21 NOPT.
cdr_ftp
core
+ [MpoBepuTb, YTO 21 NOPT HE 3aHAT APYrM npunoxeHuem. 4na atoro ns shell
CUCTeMbl BbINOMHMUTE KOMaHAy sudo netstat -anp | grep :21
getcap /usr/lib/erlang/erts-8.3/bin/beam.smp.
« B BbIXOoAHON CTpoKe o/mkeH 6biTb donar cap_net_bind_service.
« Ecnn nopt Bce-Takn HUKEM He 3aHAT — HE0GX0ANMMO CobpaTh /10TU C ecss-
core 1 06pPaTUTBLCS B TEXMOAAEPXKKY.

HeBO3MOXHO OTKPbITb COKET — A0CTYN 3anpeLleH

ID
TekcT(en)
TekcT(ru)

Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

bifrost_mysql_server_bind_socket_access
Can't bind socket — access denied. Please, solve this problem and restart node
HeBO3MOXHO OTKPbITb COKET — AOCTYN 3anpelueH. PewwunTe aTy npobnemy u
nepesarpysuTe Hoay
ecss:cluster::core:ftp
other
major
bifrost_mysql_server
outOfService
JaHHoe npepynpexaneHne reHepupyeTcs B cnyyae, ecnm nogcmucreme gocryna go CDR
chaiisioB nNo npoTokony FTP He yaanocb OTKPbITb 21 NOPT U3-3a HEAOCTATOYHOCTU Mpas.
cdr_ftp
core
+ [MpoBepuThb, YTo Y Erlang ecTb AOCTYN Ha OTKPbLITUE MNOPTOM < 1024. [inA
3Toro u3 shell cucrtemsl BbinonHUTE KoMaHgy sudo getcap /usr/lib/erlang/
erts-8.3/bin/beam.smp. B BbIXOA4HOW CTpOKe AO/MKEH ObITb chnar
cap_net_bind_service.
« Ecnn conar cap_net_bind_service Bce Taku NpucyTCTBYET — HEOOXOANMO
cobpartb /101 € ecss-core U 06PATUTLCSA B TEXNOALEPXKKY.

HeonpeneneHHaa aBapus

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

MNoacuctema
Hoga

unspecified_alarm

Unspecified alarm — <alarm>
HeonpepneneHHaa aBapua — <alarm>
ecss::cluster::core::ftp

other

major

bifrost_mysql_server
unexpectedinformation

[JaHHoe npeaynpexaeHve reHepupyeTcsa B c/lydae, ecnv Npou3oLLsia HeonpeaeneHHas
owmnbka nogcuctemsl cdr_ftp

cdr_ftp

core
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PyKoBOACTBO N0 06CNYXMBaHMWIO

Mepbl no Cobpartb Norun ¢ ecss-core 1 06PaTUTLCSA B TEXMOAAEPXKKY.
yCTpaHEeHUIo

OLLUNGKMN

MpepynpexaeHna CoCon

Bo3mMoxHbI nogbop naposisi CoCon

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLINGKN

ccn_dos_detect_server_autorization_fails_from_login

There are <count> authorization fails during 5 minutes from login: <login>. Peers: <IP:port>
Bo3moxHbIii nogbop napons onpegeneHHoro nonb3osarens ConCon
ecss::cocon::user

securityServiceOrMechanismViolation

warning

ccn_dos_detect_server

outOfService

[aHHoe npegynpexaeHne reHepupyeTcs B C/yvae, ec/ii B TEHEHUN 5 MUHYT

6b1/10 <count> HeyCneLUHbIX NOMbITOK aBTopusaumn B CoCon/web-koHpurypartop ot
nosnb3oBaTenis <login>. Tak e B anapme ykasaHo, C Kakux IP/Port 6111 NONbITKM
YCTaHOBUTb COEAUHEHME.

cocon

all nodes

[na ycTpaHeHns npegynpexaeHns Heobxoammo:

« AOMUHUCTPATMBHO YO6eaNTbCA, YTO 3TO AECTBUTENBHO Ball NONb30BaTe b
BBOAW HEMpPaBW/IbHbIA Naposib, a He Bac NbITalTCA B3NloMaTh.

« Ecnn Baw nonb3osaresib 3abbl1 Naposib — He0OX0ANMO CreHepupoBaThb
HOBbIA Napo/b, NOAOXKAATb 5 MUHYT, NOKa CHUMETCSA G/10KMPOBKa, Nocne
yero Nosib3oBaTe/lb CMOXET 3ailT B CUCTEMY C HOBbIM NapOsIEM.

« Ecnn okasbiBaeTcs, UTO Bac MblTaldTCA B3/1IOMaTh — HEOOXOAMMO BHELLUHUMU
cpeacTeamu (firewall) 3akpbITbCA OT NOLAOOHBLIX MOMbITOK.

« YOoanuTb npeaynpexaeHnsa BpyyHyto.

Bo3moxHbI nogoop nornHa/napons CoCon

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacuctema
Hopa

ccn_dos_detect_server_autorization_fails_from_system

There are <count> authorization fails during 5 minutes from system. Peers: <IP:port>
Bo3MoxHbIii nog6op normHa/napons nosb3osarens ConCon

ecss::cocon::system

securityServiceOrMechanismViolation

warning

ccn_dos_detect_server

outOfService

[JaHHoe npeaynpexneHne reHepupyeTcs B criyvae, ec/ii B TEUEHUN 5 MUHYT
Ob1N10 <count> HeyCneLLHbIX NOMbITOK aBTopu3auun B CoCon/web-kKoHdurypatop ot
pasHbIX Nosib3oBaTtesneii. Tak e B anapme ykasaHo, C Kakux IP/Port Gb1an NoNbITKKW
YCTaHOBUTb COeAUHEHNE.

cocon

all nodes

PyKoBOACTBO MO YCTPaAHEHWIO HEUCNPaBHOCTEN — 69



Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:

«  AOMUHUCTPATMBHO YO6EeaANTbCA, YTO 3TO AECTBUMTENBHO Ball NONb30BaTEe b
BBOAW HEMpaBW/IbHbIA Naposib, a He Bac NbITalTCA B3lOMaTh.

+ Ecnn Baw nonb3osaresns 3ab6bl1 Naposib — HE06X0AMMO CreHepupoBaThb
HOBbI Naposb, NOAOXAATb 5 MMHYT, NOKa CHUMETCSA G/10KMPOBKa, Nocne
4yero Nosib3oBaTe/lb CMOXET 3aiTN B CUCTEMY C HOBbIM NApO/IEM.

« Ecnn okasbiBaeTcs, UTO Bac MblTaldTCA B3/1IOMaTh — HEOOXOAMMO BHELLUHUMU
cpeacTeamu (firewall) 3akpbITbCA OT NOLOOHBLIX MOMbITOK.

o Ypanutb npeaynpexaeHus BpyUHyto.

Ownbka SQL-3anpoca

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

trike_mysql_adapter_sql_request_error
SQL request failed for <mysql_subsystem> subsystem. It will backed up at log file
<file_name>
SQL 3anpoc ans nogcucteMbl <mysql_subsystem> 3aBepLunsics oLWMOKOW 1 6bin
COXpaHeH Ans nocnegyouiero aHanmsa B aiin <file_name>
ecss::mysql::sql
environmentalAlarm
critical
trike_mysql_adapter
outOfService
[JaHHoe npeaynpexaneHne reHepupyeTcs B criydae, ecriv npu NonbITKM BbINOAHUTL SQL
3anpoc B pamkax nogcucremsl <mysql_subsystem> npousoLusa owmbka. B gaHHOM
cnyyae SQL 3anpoc, Bbi3BaBLUNIA OLIMOKY ByA€eT 3anucaH B dpaiin <file_name>, 4to6bbl
€ro MoXKHo 6b1/10 B 6yayLiemM NpoaHaM3npoBaTh 1 BbINOHUTL (HAaNnpumep B ciyvae
oLn6KKn 3anucu CDR)
db
core

« Ecnu 3anpoc k B[] 6bin caenaH Bpy4YHyto — y6eanTbCsa B KOPPEKTHOCTH

CMHTaKCuca, " BbINOJ/IHNTL eLle pas.
« Ecnu 3anpoc 6bin creHeprMpoBaH CUCTEMON — 06paTUTLCA B TEXMOAAEPXKKY
C NPUJT0XXEHHbLIM J10IoOM 3anpoca

MpenynpexaeHus DS

Owwubka ctapta DS

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuunHa

ds_starter_start_node

Can't start node verion <node_version>in cluster with <cluster_version> version"
MonbITKa 3anycTuTb HOAY Bepcumn <node_version> Ha KnacTtepe Bepcum
<cluster_version>

ecss::cluster::ds::starter

qualityOfServiceAlarm

critical

ds_starter

proceduralError
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OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

Owmwubka ctapta DS, T.K. Bepcus MO 3anyckaeMoro DS oTanvaeTcs oT BEpCUn yxe
3anyLeHHoro knactepa
ds
ds
[ns ycTpaHeHns npegynpexaeHns Heobxoanmo:
« OcTaHOBUTb HOAYy DS C HEKOPPEKTHOW BEPCUEN.
« OGHOBUTL penu3 DS Ha akTyasibHYH BEPCUIO.
« 3anyctutb Hoay DS.
« Y6eanTbCs, UTO NpeaynpexneHus Her.

Owwmbka murpaumn b, DS

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4yHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuro
OLLINGKN

ds_migrator_during_migrate

Error during migrate from the node <nodename_DS>

Owwnbka BO BpeMs murpauumn 6assl Ha HOBOI Bepcum DS Ha Hogy <nodename_DS>
ecss::cluster::ds::migration

qualityOfServiceAlarm

critical

ds_migrator

proceduralError

Owmnbka murpaumm 6a3bl AaHHbIX Ha HOBYIO Bepcuto DS Ha Hoge DS ¢ nMeHeMm
<nodename_DS>.

[JaHHoe npegynpexaeHne reHepupyeTcs B ciiyvae, ecm npounsoLusia owmbka Bo
Bpemsa murpaumn Bl Ha HoBY Bepcutio DS.

ds

ds

O6paTnTbLCS B CNYXOY TEXNOAAEPKKN.

Owwn6Ka MUrpaLmmn AaHHbIX Tabnuubl DS

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

ds_migrator_during_migrate_table

Error during migrate table <some_table> on new version of DS to the node
<nodename_DS>.

Owwnbka BO BpeMs Murpauum Tabnmubl <some_table> Ha HoBOW Bepcumn DS Ha Hogy
<nodename_DS>.

ecss::cluster::ds::migration

qualityOfServiceAlarm

critical

ds_migrator

proceduralError

Owwnbka Mmurpauun gaHHblx Tabnmubl <some_table> Ha HOBYHO Bepcuto DS Ha Hoge DS ¢
nmeHem <nodename_DS>.

[aHHoe npegynpexaeHne reHepupyeTcs B cyyae, ecavm NpounsoLLsia owmbka Bo
BpeMs MUrpauum AaHHbIX Tabsmubl HA HOBYH Bepcuto DS.

ds

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

O6paTUTLCH B CAYXOY TEXNOAAEPKKM.

MNpepynpexaeHusa IVR

3auuknveaHue IVR 6510ka "next"

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLINGKN

loop_with_ivr_block_next_detected_without_user_interaction
Loop with ivr block next is detected without user interaction. Block next: <Blockld>. Visited
blocks next: <VisitedBlocksNext>
O6HapyeHo 3auyknnBaHue ivr 6r1oka next 6e3 B3aumMoAeincTBnsa ¢ Nosib3oBaTesnem.
Bnok next: <Blockld>. MoceLueHHble 6510ku next: <VisitedBlocksNext>
ecss:ivr:script
other
warning
ivr_block_next
configurationOrCustomizationError
[aHHoe npegynpexaeHne reHepupyeTcs B c/lydae, ecnv 06HapyXeHO 3auuKnBaHne
ivr 6r10Ka next 6e3 B3aMMoAeiCcTBMSA C NOb30BATENEM.
ivr
core
« OTKpbITb YKa3aHHbIi IVR-cueHapuii B IVR peaaktope;
« HainTy umkn n yctpaHuTtb ero;
« Y6eanTbcs 4TO owmnbKa ywna.
+ [Mpn HeobxoaMMOCTU obpaTuTechk B CYXOY TeXNoane P KA.

MepemeHHas «agpec» B 6/1oke ivr «fax-email» He nonyunna 3HauyeHune

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKKN

ivr_block_fax_email_address_variable_is_empty
Email address variable <email_address> is empty for this caller: <digits>. So fax to email will
not work
MepemeHHas «agpec» B 6N0Ke ivr «fax-email» He NoMyYnnia 3Ha4eHue.
ecss::ivrscript
other
warning
ivr_block_fax
configurationOrCustomizationError
[aHHoe npeaynpexaeHne reHepupyeTcs B C/iyyae, ec/iv nepeMeHHas <agpec> B
6noke ivr «fax-email» He nonyunna 3HavyeHune
ivr
core
« OTKpbITb YKa3aHHbI IVR-cueHapuii B IVR peaaktope;
« 3apatb HEO6X0AMMbIN NapameTp.
« Y6eanTbCs U4TO owmnbKa ywna.
« [pun HEOBXOAMMOCTM 06paTUTECH B CYXOY TEXNOAAEPKKN.
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MNpepynpexaeHua LDAP

CoepyHeHue ¢ LDAP-cepBepoM pa3opBaHo

ID

TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuuunHa
OnucaHue
Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ABapusa CMHXpoHM3auumn c AD/LDAP

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

Mopacucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

alarm_encoder_ldap_connect_alarm
Connection with LDAP server is lost
CoepguHeHmne c LDAP-cepBepomM pa3opBaHo
ecss::pa::sip:ldap

communicationsAlarm

critical
alarm_encoder

communicationsSubsystemFailure
CBA3b 10 LDAP cepBepa norepsHa

ldap
sip

PyKoBOACTBO N0 06CNYXMBaHMWIO

« MpoBepuTb, AOCTYNEH N LDAP cepBep Mo ceTu;
« MpoBepuTb, BCE N NapameTpbl CBsA3M A0 LDAP cepBepa ykasaHbl

npasu/IbHO;
+ MNonbiTarbca nepesanycTnts cepsuc slapd;

sudo systemctl restart slapd.service

« TMpun HEOBXOAMMOCTM CBA3ATLCH C TEXNOAAEPXKKON.

ldap_sync_ss_profile_alarm

SS profile activation failed during AD/LDAP synchronization: <Reason>
ABapusi CUHXpPOHU3aumn ¢ AD/LDAP npu nonbITKe akTuBauus Nponasa yCyr.

ldap::sync::ss::profile
operationalViolation

warning

ldap_user_tool_ldap

outOfService

JaHHoe npeaynpexaeHne BO3HUKAET NPW OLLNGKe akT1BaLMK Npodouns yCnyr, eciu

nortepAaHa CMHXPOHU3aLmna C AD/LDAP

ldap
ds

MpoBepuTb, 4OCTYNEH N LDAP cepBep Nno cetu;

MpoBepuTb, BCe /TN NapameTpbl CBsi3n 10 LDAP cepBepa ykasaHbl
NPaBU/IbHO;

Mpn HEOBXOANMOCTU CBA3ATHLCS C TEXMOAAEPKKOIA.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

MpepynpexaeHua LPM

LPM TOKeH OTCyTCTBYET

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
yCTpaHeHUIo
OLLINGKN

rtop_agent_core_server_token_missed
Licence token missed. Node stopped after <sec> sec.
LPM TokeH oTcyTCTBYET. Hofla ocTaHOB/IEeHA NOC/Ie <sec> CeKYyH[,
ecss::cluster::licence::token
equipmentAlarm
critical
rtop_agent_core_server
equipmentMalfunction
[aHHoe npegynpexaeHve reHepupyeTcs B c/ydae, ecv IMLEH3NOHHBIN TOKEH He
YCTaHOBJ/IEH B XOCTOBYIO MalUMHy. lMoka AaHHoe npeaynpexaeHne He ByaeT ycTpaHeHo
— 3anyck DS He npogomkuTcs.
lpm
core
[na ycTpaHeHWs npegynpexaeHns Heobxoanumo:
« Y6eantbces, 4To USB-Kt0Y (TOKEH) yCTAHOB/EH.
« ECnu Koy He yCTaHOB/EH, YCTaHOBUTL N y6eanTbCs, YTO NpeaynpexaeHns
HET.
« Ecnv koY ycTaHoB/eH, 06paTtuTbCA B CIYXOy TeXNoaAepXKU.

McTek cpok AeiicTBUSI NNLEH3NM

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoO4YHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rtopdds_bus_controller_cluster_missed_node_stop

Active cluster for node <node> missed. Node stopped after <second> seconds.
AKTUBHBbI KnacTep Ansa Hogbl <node> OTCyTCTBYyeT. Hoga ocTaHoB/eHa nocrie <second>
CeKyHfq,

ecss::licence::cluster

qualityOfServiceAlarm

critical

rtopdds_bus_controller

keyExpired

[aHHoe npegynpexaeHne reHeprpyeTtcs B c/yvae, ecnv MueHsmns obiia yganeHa/
ncTekna nny nponana ceasb ¢ DS. B pe3ynsrare, ecnn HoBast NNLEH3NS He byaeT
3ajaHa, Hoga <node> OCTAHOBUTCS Yepes <second> CEKYH[,

lpm

all nodes

+ [MpoBepebTe, 3anyLieH v DS. g 3Toro BbinonHuTe komaHay CLI: node/
nodes-info nodes. Yéeantecnb, ecnu fiv Hoga DS B cnucke 3anyLeHHbIX.

« NpoBepuTb TEKyLLYO NNUEH3uI0. 19 3TOro BbINoNHUTE KoMaHay CLI: /
cluster/storage/<storage>/licence/current-limits. Yéeguteco, ecnv v Hoga
<node> B Crvcke AOCTYMHbIX.

« Ecnu DS 3anyuieH, n Hofa <node> eCTb B JIMLEH3UN — CBAXUTECH C
TexnoanepXKKoii.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

Vicnonb3yeTtca iMUeH3nsa no ymoa4yaHuio

ID
TekcT(en)
TekcT(ru)
Knacc

Tnn
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

MepbI no
ycTpaHeHuto
OLLUNGKMN

lpm_server_restore_to_deafult_license
DS communication failed! Rolled back to default licence
HeT cBa3u ¢ DS. icnonb3yeTca NUEeH3nsa no ymosavaHuio
ecss::node_subsystem::[pm_server
other
critical
lpm_server
outOfService
[JaHHoe npegynpexaeHne reHeprupyeTcs B C/lyvae, eC/iv Ha yKasaHHOl Hoge nponana
cBs3b ¢ DS. B pesysnibrarte nMueHsns gerpagmposasia 4o JIMUEH3MN M0 YMOMYaHWI.
lpm
ds
« [1poBepuTh, 3anyLleH nn DS. Ecnn HeT — 3anycTuThb DS.
« poBepuTsb, 3anyLleH N mycelium. Ecnn HeT — 3anycTuTb ero.
« Ecnn DS, Mycelium 3anyLieHbl — NpoBepUTHL error.log HA HaIMYme oLWnBOoK,
CBSA3aTbCSA C TEXNoAaeP>KKOM.

Bo3moxeH BO3Bpart K JIMLUEH3nn no ymosiHaHunio

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

lpm_storage_rollback_to_default_licence

Rollback to default licence is possible

Bo3moXeT Bo3BpaT K /IMLEH3UN N0 YMOMYaHWIO

ecss::node_subsystem

other

major

lpm_storage

outOfService

[aHHoe npegynpexaeHne reHepupyeTcs B c/lyvyae, ecin 0gHa U3 NIMLEH3NIA B CKOPOM
BPEMEHW UCTEYET, U MPON30MAET BO3BPAT K JIMLLEH3UN MO YMOSIHAHMIO.

lpm

ds

O6paTtuTbCs B CAYXOY TEXNOAAEPXKKM UM KOMMEPYECKUIA 0TAEN AN NpoA/ieHus
JNINLEH3NN.

Cuctema nepeLunia Ha UCnosib30BaHMe JINLEH3NUN N0 YMOSTHaHUIO

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa

lpm_storage_rolled_back_to_default_licence

Rolled back to default licence

CrctemMa nepeLusia Ha UCNoib30BaHMe JIMLEH3UN MO YMOTHaHWI0
ecss::node_subsystem

other

critical

lpm_storage

outOfService
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OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[aHHoe npegynpexaeHne reHepupyeTcs B c/lyvyae, ec/i CPoK AeACTBUS TEKYLLEN
JINLEH3MM UCTEK, M CUCTEMA NepeLlsia Ha NCNob30BaHUe NIMLEH3UN MO YMOYaHUIO.
lpm

ds

CBA3aTbCs C KOMMEPYECKMM OTAENOM A1 NOYYEHUS HOBOW NINLEH3NN.

OcTas1oCb TONbKO <count> CBO60,£I,HbIX abOHEHTCKNX l'Il/ILI,eH3VIl7I

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLINGKN

Ipm_storage_free_subscribers
There are free subscribers' licences only <count>(<percent>%)
OcTas10Cb TOMbKO <count> CBOOOAHBLIX aBOHEHTCKUX NUUEH3NIA (<percent>%)
ecss::licence::limited::subscribers
other
warning
lpm_storage
outOfService
[aHHoe npeaynpexaeHne reHepupyeTcs B Criydae, eCfim B CUCTEME OCTasI0Ch TO/IbKO
<count> cBO60OAHbIX aBOHEHTCKUIA NNLIEH3WIA (<percent> NPOLEHTOB OT 06LLEero Yymicna).
VHdhopMMpoBaHMe HauMHaEeTCS, Koraa CBOOOAHbIX NTMUEH3NIA MeHee 15%
lpm
ds
[aHHoe npegynpexaeHne ABNseTca MHOPMaLNOHHbIM.
+ CBa3arbCcHa C KOMMEpPYECKNUM OTAE/IOM A8 paclUMpeHns JNLEHINN.

HeT cBO60AHbIX aBOHEHTCKNX TNLEH3WIA

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue
Mopcucrema
Hopa

Mepbl no
yCTpPaHEeHUIo
OLLUNGKMN

lpm_storage_license_limit

There are no free subscribers' licences. Licence limit: <Limit>, Subscribers declared:
<Declared>

HeT cBO60AHbIX aBOHEHTCKMX /IMLEH3WIA. JTUMUT NuueH3wit: <Limit>, Co3gaHo
aboHeHTOoB: <Declared>

ecss::licence:limited::subscribers

other

major

lpm_storage

outOfService

B cucteme He ocTasiocb CBO60AHbLIX aBOHEHTCKUX JIMLEH3NIA.

lpm

ds

Heob6xoaMMo cBSi3aTbCs C KOMMEPYECKUM OTAE/OM, U AOKYNMUTL aBOHEHTCKME
NINUEH3NN.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

He ycTaHOB/MEH NNLEH3VNOHHbI nacnopTt

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ds_lpm_starter_bad_passport
The passport doesn't set in the ECSS-10. You should set passport by command: "/cluster/
storage/<CLUSTER_NAME=>/licence/set-passport. Note: changes apply after a few seconds
MacnopT He 3aaaH B cucteme ECSS-10. Bbl A0/MKHbI 3a4aTb NacnopT kKomaHaom "/
cluster/storage/<CLUSTER_NAME>/licence/set passport. I3MeHeHnA NpUMEHATCS Yepes
HECKOJ/IbKO CEKYHS,
ecss::cluster::ds:licence::passport
securityServiceOrMechanismViolation
critical
ds_lpm_starter
proceduralError
[aHHoe npegynpexaeHne reHepupyeTcs B c/iydae, eC/i B CUCTEME HE YCTaHOB/IEH
JNIVLEH3WNOHHBIV nacnopT
lpm
ds
[ns ycTpaHeHus npeaynpexaeHns Heobxoanmo:
« Y6eanTbes, 4To NacnopT yCcTaHOB/EH. 1N 3TOro HY>XXHO BbINO/HUTb
kKomaHay B CLI: /cluster/storage/<cluster_name>/licence/show-passport.
« Ecnun nacnopt He ycTaHoB/IEH, BbINOMHUTL KOMaHAay B CLI: /cluster/storage/
<cluster_name>/licence/set-passport.
« Ecnn nacnopt yctaHoBneH y6eguTbes, 4to ID nacnopta cosnagaer ¢ ID
NNLEH3UN.
« Y6eanTbCs, UTo NpeaynpexneHus Her.

[MacnopT He 3agaH B cucteme

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacuctema
Hopa

ds_lpm_starter_bad_passport

The passport doesn't set in the ECSS-10. You should set passport by command: "/cluster/
storage/<CLUSTER_NAME>/licence/set-passport

MacnopT He 3aaaH B cucteMe ECSS-10. Bbl OMKHbI 3a4aTb NacnopT KomaHaom: "/
cluster/storage/<CLUSTER_NAME>/licence/set passport.

ecss::cluster::ds:licence::token

securityServiceOrMechanismViolation

critical

ds_lpm_starter

proceduralError

[aHHoe npegynpexaeHne reHepupyeTcs B C/lydae, eC/i YCTaHOB/IEHHBIN B CMCTEME
nacnopT SBASETCA HEBaIMAHbIM.

lpm

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:

« Y6eanTbes, 4To NacnopT ycTaHOB/EH. 1N 3TOro HY>XXHO BbINO/HUTb
komaHay B CLI: /cluster/storage/<cluster_name>/licence/show-passport.

« Ecnun nacnopt He ycTaHOB/IEH, BbINOMHUTL KOMaHAay B CLI: /cluster/storage/
<cluster_name>/licence/set-passport.

« Ecnn nacnopt yctaHoBneH ybeantbcs, 4to ID nacnoprta cosnagaet c 1D
NINLEH3UN.

« Y6eanTbCs, UTO NpeaynpexneHus Her.

HewusBecTHas owmnbka LPM

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

unspecified_alarm

Unknown LPM error. Look logs for detailes

Heun3BecTHas owwmnbka LPM. leTanbHoe onucaHue B siorax.
ecss::cluster::ds::starter:licence

securityServiceOrMechanismViolation

critical

ds_lpm_starter

proceduralError

[JaHHoe npeaynpexaeHve reHepupyeTcsa B c/lydae, ec/ii B CUCTEME NosiBUNach
Hen3BeCTHas olmMbKa NoACUCTEMBI JIMLEH3NPOBAHNUS.

lpm

ds

Heobxoammo cobpatb Norun ¢ ecss-ds M 06paTUTbLCA B TEXNOAAEPXKKY.

JINLIEH3NOHHBI TOKEH HEe MNOAK/OYEH

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4yHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

ds_lpm_starter_bad_token

DS is waiting for licence token to finish starting. Note: changes apply after a few seconds.
JINLEH3MOHHBIN TOKEH He NOoAKoYEH. MoAKNI0UNTE NIMLEH3NOHHDIA TOKEH A4
NPOAO/MKEHMSA 3arpy3kn dainnoBoii CUCTeMbI. I3MeHeHNs1 ByayT NpUMEHEHbI Nocse
HECKObKNX cekyHa"

ecss::cluster::ds::licence::token

equipmentAlarm

critical

ds_lpm_starter

proceduralError

[aHHoe npegynpexaeHve reHepupyeTcs B c/ydvae, ecnv IMLEH3NOHHBIN TOKEH He
YCTaHOB/IEH B XOCTOBYIO MalLMHy. lMoka fAaHHoe npeaynpexaeHve He 6yaeT ycTpaHeHo
— 3anyck DS He NpPoAOMKUTCS.

lpm

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eanTbcs, UTo USB-K/IoY (TOKEH) YCTaHOB/IEH.
« Ecnu Koy He ycTaHOB/EH, YCTAHOBUTbL N y6eanTbCS, YTO NpeaynpexaeHns
HeT.
« Ecnu kntoy yctaHoBMEH, 06paTUTLCS B CNYXO0Y TEXNOAAEPKKN.

NlnueHsuna nctekna

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ds_lpm_event_handler_licence_was_expired

Licence <name_licence> was expired.

JInyeHsuna <name_licence> ncrtekna.

ecss::licence

securityServiceOrMechanismViolation

critical

ds_lpm_event_handler

outOfService

[JaHHoe npeaynpexaeHne reHepupyeTcs B c/yvae, eciv nepmopg, 4eNCTBUSA TULEH3MM
C MeHeM <name_licence> UCTEK.

lpm

ds

O6paTnTbCs B CNYXOY TEXNOAAEPXKKN NI KOMMEPYECKNIA OTAEN ANS NPOA/IEHNS
nLeH3nn.

JInueHsna nctekaet

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb

module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ds_lpm_event_handler_licence_be_expired
The licence <name_licence> will be expired at <ExpireDate>
JInyeHsunsa <name_licence> nctekaet <ExpireDate>
ecss::licence
securityServiceOrMechanismViolation

+ 14d — warning,

« 7d — minor,

+ 2d — major,

« <2d — critical

ds_lpm_event_handler

outOfService

CpOK nnueH3un ¢ umeHeM <name_licence> ncTekaeT B yKa3aHHbIn Cpok <ExpireDate>.
[aHHol npegynpexneHne reHepupyeTcs B criydae, eCfin CpoK YCTaHOB/IEHHOW
JINLEH3MM CKOPO UCTeYeT. BaXHOCTb NpeaynpexaeHnus U3MeHsSIeTcs B 3aBUCMMOCTN OT
TOro, Kak CKOPO UCTEYET CPOK NINLEH3NN.

lpm

ds

O6paTnTbLCS B CNYXOY TEXNOAAEPXKKN NI KOMMEPYECKNIA OTAEN ANS NPOAJEHNS
JINLEH3NN.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

JINLEeH3MA He paboTaeT Ha TeKyLeil Bepcum, IMLEH3NS NCTekaeTt

ID
TekcT(en)

TekcT(ru)

Knacc
Tvn
CpoOYHOCTb

module
MpuunHa
OonucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLINGKN

ds_lpm_event_handler_licence_be_exceed

The license does not work on this version of the software. A new license is required, the
license <DescriptionKey> will be expired at <ExpireDate>.

JIueHsna He paboTaeT Ha JaHHOI Bepcun. TpebyeTcs HoBas NULIEH3US, TEKyLLas
nuueHsuna <DescriptionKey> nctekaet <ExpireDate>.

ecss::licence
securityServiceOrMechanismViolation
+ 7d — warning,
o 5d — minor,
+ 3d — major,
« 1d —critical

ds_lpm_event_handler

outOfService

JInueHsnsa He paboTaeT Ha gaHHoii Bepcum MO. Heobxoayma HoBas NNLEH3NS,
TekyLasa NMUeH3na UCTeKaeT <garta u Bpems gerpajaumm navueHsnm=>, NMpu atom
B3BOAMTCA TaiMep Ha HeAento, 3a KOTOPYH HEOOX0AMMO ByAeT 06HOBUTL SINLIEH3NIO.

BaxHocTb npegynpexaeHmna NSMeHAEeTCA B 3aBUCUMOCTU OT TOro, Kak CKOpPO UCTEYET
CPOK /TN EH3UN.

3T0 COBbLITME MPOUCXOAMT, ECNM TEKYLLAS BEPCUSi 6OJIbLLIE BEPCMN U3 upper version.
Hanpumep, ecnv npoLuio 06HOB/IEHME HA BEPCUIO Pefiv3a Bbllle yKa3aHHO B
ueH3nu. NMocMOoTPEeThL OrpaHNYEHUst BEPCUM MOXHO KOMaHAoi CLI, npumep:

admin@myceliumi@ecss1:/$ cluster/storage/dsl/licence/show-
licence 2

SSw ID ECSS 010079
Description Biysk Test
Creation date 06.10.2022
13:29:00
Expiration date (UTC) 31.12.2023
23:59:59
Upper version 3.14.12

lpm

ds

O6paTnTbLCA B CYXOY TEXNOAAEPXKKM UM KOMMEPYEeCKUiA OTAEN AN NOSTyUYEHNUS
HOBO NNLEH3UN.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

JINueH3ns He paboTaeT Ha TeKyLleil Bepcum, IMLEH3NS ncTekna

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

MepbI no
ycTpaHeHuto
OLLUNGKMN

ds_lpm_event_handler_licence_was_exceed
The license does not work on this version of the software. Licence <DescriptionKey> was
expired.

JlnueHsna He paboTaeT Ha AaHHol Bepcuu. JuueHsns <DescriptionKey> uctekna.
ecss::licence

securityServiceOrMechanismViolation

critical

ds_lpm_event_handler

outOfService

[Jerpagauns IMUEH3UN B CrlyYae UCTEYEHMA Talimepa cpoka AeACTBUS TMUEH3nM (7
CYTOK) MOC/1e 0GHOB/IEHMS HA BEPCMIO Pe/in3a Bblle YKa3aHHON B JIMLEH3UN.
lpm

ds

O6paTnTbCS B CNYXOY TEXNOAAEPXKKA TN KOMMEPYECKMI OTAEN AN NOMYYEHUS
HOBOW NTULEH3MN.

MpeBbiweHa pa3pelleHHas Bepcua MO, NuueH3nsa nctekaet

ID

TekcT(en)

TekcT(ru)

Knacc
Tun
CpoyHOCTb

module
MpuuunHa
OnucaHue

Moacuctema
Hopa

ds_lpm_event_handler_licence_be_exceed

The allowed software version <version> has been exceeded. A new license is required, the
license <DescriptionKey> will be expired at <ExpireDate>.

MpeBbileHa pa3peLleHHas Bepcust NporpaMMHoro obecneyeHuns. Tpebyetcst HoBast
NIMLEeH3us, Tekylwaa nnueHsna <DescriptionKey> nctekaeT <ExpireDate>
ecss::licence
securityServiceOrMechanismViolation
+ 7d — warning,
o 5d — minor,
+ 3d — major,
o 1d —critical

ds_lpm_event_handler

outOfService

Co6bITVe NponcXoaunT, ecv NpeBbileHa gonycTumas Bepcus MO, koTopas ykasaHa B
AaHHOW nuueH3nn. Heobxoamma HoBasi IMUEH3MS, TeKyLLasa NLEH3NS UCTEKAET <gaTta
1 Bpems gerpagaumm nnLeH3nm>,

BaxHocCTb npegynpexneHua n3MeHsaeTcs B 3aBUCMMOCTU OT TOr0, Kak CKOpO UcteyeT
CPOK JTULLEH3UN.

lpm
ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

O6paTnTbCS B CNYXOY TEXNOAAEPXKKA T KOMMEPYECKMI OTAEN ANS NOMYYEHMS
HOBOW NTMLEH3MN.

MpesblweHa pa3pelleHHada sepcua MO, nnueHs3na nctekna

ID

TekcT(en)

TekcT(ru)

Knacc
Tun
CpoyHOCTb

module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ds_lpm_event_handler_licence_was_exceed

The allowed software version <version> has been exceeded. Licence <DescriptionKey> was
expired.

MpeBbllWeHa pa3peLleHHas Bepcus NnporpaMmHoro obecnedyeHus. JinueHsuns
<DescriptionKey> ncrtekna.

ecss:licence

securityServiceOrMechanismViolation

critical

ds_lpm_event_handler

outOfService

[Jerpagaunsa nuueH3un B clyyae UCTeveHns Talimepa Cpoka AelicTBMSA CTapoil
NMLeH3un(7 cyToK) nocne 06HOB/IEHNSA HA BEPCUIO penv3a Bbille yKasaHHol B
NMLEH3NN.

lpm

ds

ObpatuTbea B CNyXO6y TEXNOAAEPKKN NN KOMMEPUYECKUIA OTAEN ANS NoyYeHns
HOBO/ NIMLEH3NN.

MpeaynpexaeHna Megaco

Owwmbka 3anycka MEGACO TpaHcnopTa

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacuctema
Hopa

mgc_server_start_transport_error

Megaco start transport error

Owwbka 3anycka MEGACO TpaHcnopTa
ecss::pa::megaco::domain

communicationsAlarm

critical

mgc_server

communicationsSubsystemFailure

JaHHoe npepynpexneHne reHepupyeTcs B ciyyae
HeyCMeLHOoR NoNbITKMA 3anyCTUTb TPAHCMOPT 4751 paboTbl CO LW/03aMm
no cetu

megaco

megaco
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[ns ycTpaHeHus npeaynpexaeHns Heo6XoANMMO:
« MpoBepnTb HACTPOIiKM CETU B ONEPALIMOHHOI cucTeme
« MpoBepuTb HACTPOIikM afanTepa Ha KOPPEKTHOCTb
« 3ajaHUS CETEBbIX aPECOB /19 HOZ, U NPaBUJIbHO
« BblIOpaHHOrO NopTa A8 AoOMeHa

CoeAVHEHVE CO LW/030M Pa3opBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

pa_megaco_dc_mg_n_gateway_connect_lost
Connection with gateway lost
CoefivHeHMe CO LU/I030M pa3opBaHo
ecss::pa:megaco::gateway
communicationsAlarm
critical
pa_megaco_dc_mg_n
communicationsSubsystemFailure
[JaHHoe npeaynpexaeHve reHepupyeTca nNpu AeTekTMpoBaHnn
notepu cBA3n co Wwito3oM MEGACO.
megaco
megaco
[na ycTpaHeHns npegynpexaeHus Heobxoammo:
« MNpoBepuTb AOCTYNHOCTb LL/O3a N0 CETK.
« [poBepuTb HACTPOIKKM LINKO3a (aApec cepBepa perncrpaumm).

MpeaynpexaeHna MSR

IP-apgpec MSR COOTBETCTBYET 3HAYEHMUIO MO YMO/YaHUIO

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKKN

ecss_msr_sip_app_default_ip
Ecss msr registrar listen ip(0.0.0.0) is default. Using the default configuration is not safe
[na MSR peructpatopa ncnonb3yemsiii IP-agpec (0.0.0.0) COOTBETCTBYET 3HAUEHMIO N0
YMO4aHuio. Icrnonb3oBaHne KoHurypauum no yMonyaHuio He 6e3onacHo
ecss::cluster::core::msr::registrar
communicationsAlarm
major
ecss_msr_sip_app
unexpectedinformation
JaHHoe npegynpexaeHve reHepupyeTcsa B ciydae, ecnm MSR Registrar 3anyLeH ¢
ip(0.0.0.0) no ymonyaHuio. icnosb3oBaHme ip N0 ymon4aHuio He 6e3onacHo.
msr
core
VHhbopmaLmoHHoe npegynpexaeHue.
« BbICTaBUTL ip HE NO YMOYaHUIO.
« Y6eanTbCs, YTo NpeaynpexaeHne ncuyesno.

PyKoBOACTBO MO yCTpPaHEHWIO HeucnpasHocTen - 83



PyKoBOACTBO N0 06CNYXMBaHMWIO

Ansi MSR peructpatopa IP-agpec oTcyTCTByeT

ID
TekcT(en)
TekcT(ru)
Knacc

Tnn
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

MepbI no
ycTpaHeHuto
OLLUNGKMN

ecss_msr_sip_app_ip_not_exists
Ecss msr registrar listen ip(<IP>) is not exist.
[na MSR peructpatopa IP-agpec (<IP>) oTcyTCTBYET.
ecss::cluster::core::msr::registrar
communicationsAlarm
critical
ecss_msr_sip_app
connectionEstablishmentError
[aHHoe npeaynpexneHne reHepupyeTcs B criyyvae, ecrniv <ip>afgpec,
CKOHOUIyprpOBaHHbIii g1 noacuctemsl MSR Registrar, He CyLLECTBYET.
msr
core
VHdhopMaLMoHHOE npeaynpexaeHmne.
« BbICTaBWTb CyLLECTBYIOLNN ip.
« Y6eantbCa, UTo NpeaynpexaeHne ncuesno.

Ona MSR pernctpatopa IP-agpec HegocTyneH

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ecss_msr_sip_app_Llisten_is_down
Ecss msr registrar listen ip(<ip>) is down.
[ns MSR peructpatopa IP-agpec (<ip>) HefocTyneH
ecss::cluster::core::msr::registrar
communicationsAlarm
critical
ecss_msr_sip_app
connectionEstablishmentError
[aHHoe npeaynpexaeHne reHepupyeTcs B c/lyvae, ec/ii CeTeBO MHTepdelic ¢
[JaHHbIM <ip>, CKOH(PUIYpMPOBaHHbIA 4719 nogcucTeMbl MSR Registrar, CTas1 HE4OCTYMEH.
msr
core
VHdbopmaLmoHHOe npegynpexaeHue.
« MoaHATb HTEpPEC ¢ AaHHbIM ip.
« Y6eantbCs, YTo NpeaynpexaeHne ncuesno.

ECSS zmg-coegnHeHne pasopBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OonucaHue

ecss_zmq_transport_options_handler_zmqg_down

ECSS ZMQ connection <Instance> down

ECSS zmqg-coeanHeHue <Instance> pasopBaHo

ecss::cluster::core::zmq

communicationsAlarm

critical

ecss_zmq_transport_options_handler

connectionEstablishmentError

JaHHoe npeaynpexaeHne reHepunpyeTca B c/yyae, coeiuHeHne no npoTokony ZMQ Ao
MSR 6bI1/10 pa3opBaHo.
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Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

msr
core
[nsa ycTpaHeHns aBapun He06xo4MMO:

« lNpoBepuTb, 3anyLleH N MSR. [1519 3TOro ¢ XocTa CUCTEMbI, HA KOTOPOM
[OJ/DKEH 6bITb 3anyLleH MSR, BbINOHUTE KOMaHAy sudo systemctl status ecss-
media-server.

« lNpoBepbTe, HE NoAHANACH /TN KOHHEKLMA aBToOMaTtnyeckn. na atoro u3
KOHconu CLI BbINOMHUTE KOMaHAY /system/zmgq/status

« Monpobyite nepe3anycTuTb MSR. /19 3TOr0 € XOCTa CUCTEMbI, HA KOTOPOM
[0/DKEH 6bITb 3anyLleH MSR, BbINo/HUTE KoMaHAy sudo systemctl restart
ecss-media-server.

« Ecnn Hnyero He nomoraet, 06paTnTecb B TEXNOALEPKKY.

MNpeaynpexaeHnsi NoAcucTeMbl HOTUUKaLMIA

Ownbka otnpasBku E-Mail

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKKN

trike_email_notifier_email_alarm

Send email error: <Msg>

Owmnbka otnpasku E-Mail <Msg>
ecss::notifier::email

processingErrorAlarm

minor

trike_email_notifier, email_notifier_srv
softwareProgramError

[JaHHoe npeaynpexaeHue reHepmpyeTcs B C/lydae HeyAauHoW OTNPaBKM 371EKTPOHHOTO
nncbMa ot ECSS-10.

notifier

core

[ns ycTpaHeHus npegynpexaeHns Heo6xoanmo:

« MNpoBepuTb, NPaBU/IbHO 1 YKa3aHbl NapameTpbl 418 oTnpaBku email
Cco06LEeHWIA. N 3TOro BbINONHUTE KOMaHAy CLI: domain/<DOMAIN>/notifier/
info.

« Ecnun napamMeTpbl yKa3aHbl BEPHO, NpoBeEpPbLTE, BOSMOXHO CBA3b
BOCCTaHOBMNACh. 1151 3TOr0 BbINOMHUTE KOMaHAy CLI: domain/<DOMAIN>/
notifier/status email

« Ecnu BCce napamMeTpbl yKa3aHbl BEPHO, CBAXXNTECH C agMUHUCTPaToOpamMmin
mail-cepBepa, Heo6XxoANMO aHaM3MpoBaTb 10rM mail-cepBepa.

MopkntoueHne K SMTP-cepBepy pa3opBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module

trike_email_notifier_connect_to_smtp_refused

Connection to SMTP server refused. Reason: <REASON>
MopgkntoyeHne K SMTP-cepBepy pasopsaHo. MNpuynHa: <REASON>
ecss::notifier::email

processingErrorAlarm

major

trike_email_notifier, email_notifier_srv
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MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

connectionEstablishmentError

[JaHHoe npeaynpexzaeHvie reHepupyeTcs B criyyae, ecnvm SNMP cepBep OTBETWN
OTKa30M Ha NOoMbITKY YCTAHOBUTbL COEAVHEHNE.

notifier

core

[ns ycTpaHeHus npegynpexaeHns Heo6xoanmo:

« MpoBepuTb, NPaBU/ILHO /X YKa3aHbl napameTpbl 418 oTnpasku email
coobLLeHnl (0c060 06paTUTL BHUMaHME Ha napamMeTpbl OTMH/Naposb).
[ns a1oro BbinosnHuTe KomaHay CLI: domain/<DOMAIN>/notifier/info.

« Ecnn napameTtpsbl ykazaHbl BEPHO, MPOBEPLTE, BO3MOXHO CBSA3b
BOCCTaHoBWIach. [151 3TOro BbINosiHUTE KoMaHay CLI: domain/<DOMAIN>/
notifier/status email

« Ecnn Bce napameTpbl ykaszaHbl BEPHO, CBSXXUTECH C aAMUHUCTpaTopamm
mail-cepBepa, He06Xx0ANMO aHaIM3MpPoBaTh N0r mail-cepeepa.

He ypganocb otnpaButb Jabber coobuieHne

ID
TekcT(en)
TeKkcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLINGKN

trike_jabber_notifier_cant_send_msg_to_jbr

Can't send message to jabber

He ypganochk otrnpasuTk Jabber coobLieHune

ecss::call_notifier::;jabber

communicationsAlarm

minor

trike_jabber_notifier, jabber_notifier_srv

connectionEstablishmentError

[aHHoe npegynpexaeHne reHepupyeTcs B C/lyyae, ec/iv He yaasiocb OTNpaBnTb
coobuleHne no Jabber-y, HO Npy 3TOM CBA3b € Jabber-cepBepom Gbina ycTaHOB/EHA.
notifier

core

[ns ycTpaHeHus npeaynpexaeHns Heo6xoanmo:

+ [MpoBepuTb, NpaBU/ILHO N1 YKa3aHbl napamMeTpbl 418 oTnpasku Jabber
coo6LLeHnli (0c060 06paTUTbL BHUMAHME Ha napamMeTpbl JIOTUMH/Naponb).
[na atoro BbiNoNHUTE KomaHAy CLI: domain/<DOMAIN>/notifier/info.

« Ecnu napameTpsl ykasaHbl BEpHO, NMPOBepPLTE, BO3SMOXHO CBA3b
BOCCTaHoBWNachk. 15 aToro BbInosiHUTe KoMaHay CLI: domain/<DOMAIN>/
notifier/status jabber

« Ecnv Bce napameTpbl yKa3aHbl BEPHO, CBAXUTECH C afMUHUCTPATopamMm
Jabber-cepBepa, Heob6xoaMMo aHanu3nposatb noru Jabber-cepeepa.

CoeauHeHue c jabber-cepBepom pasopBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa

trike_jabber_notifier_connect_failed
Connect failed

CoefnHeHne pa3opBaHo
ecss::call_notifier::jabber
communicationsAlarm

minor

trike_jabber_notifier, jabber_notifier_srv
connectionEstablishmentError
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OonucaHue [JaHHoe npeaynpexaeHve reHepupyeTcs B cryvae, ecnv Jabber cepBep HelOCTYMEH,
NI OTKTOHW NOMNbITKY YCTAHOBUTL COENHEHNE.
Moacucrema notifier
Hopa core
Mepbl no [nsa ycTpaHeHns npegynpexaeHns Heobxoanumo:
ycTpaHeHuio + MpoBepuTb, NPaBU/ILHO /X YKa3aHbl napameTpbl 419 oTnpasku Jabber
OLINGKU coobLeHnl (0co060 06paTUTL BHUMaHME Ha napamMeTpbl IOTMH/Naposb).
[nsa atoro BbiNoNHUTE KomaHAay CLI: domain/<DOMAIN>/notifier/info.
« Ecnn napameTtpsbl yka3aHbl BEpPHO, NPOBEPbLTE, BO3MOXHO CBSA3b
BOCCTaHOBWNACk. /15 3TOr0 BbINOMHUTE KOMaHAY CLI: domain/<DOMAIN>/
notifier/status jabber
« Ecnn Bce napameTpbl ykaszaHbl BEPHO, CBSXXUTECH C aAMUHUCTpaTopamm
Jabber-cepBepa, He06x0AMMO aHann3npoBatb Nnorn Jabber-cepeepa.
MpepynpexaeHnsa Oasys

Mnesia He 3anyLlleHa Ha Hoae

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

oasys_mnesia_error_handler_mnesia_down
Mnesia database down on the node <node>
Mnesia He 3anyLieHa Ha Hofe
ecss::oasys:mnesia
processingErrorAlarm
major
oasys_mnesia_error_handler
underlyingResourceUnavailable
[JaHHoe npeaynpexaeHve reHepupyeTca B c/ydae, ecnv 6a3a faHHbIX mnesia 6bi1a
OCTaHOB/IEHA.
oasys
ds, mediator, sip
[na ycTpaHeHns npegynpexaeHns Heobxoammo:
+ Y6eamntbca, UTo HOAa, Ha KOTOPOW mnesia OGbl1a OCTaHOB/EHA, 3anyLLeHa.
3TO MOXHO BbINOMHUTL KOMaHAoM CLI: /node/<node>/service.
« Ecnn Hoga He 3anyuyeHa, 3anycTuTb KOMaHA0M 13 nog, KoHconu Linux: sudo
systemctl <release_name> start. Y6eanTbCA, UTO NpeaynpexaeHme ncuesno.
« Ecnn Hoga "ynana", uckatb NpuyMHy B COOBLLEHNSAX CUCTEMHOIO XypHana.
Y6eantbca, 4To NpegynpexaeHve ncyesso.
« Ecnn Hoga 3anyuleHa, Ho npegynpexaeHve akTMBHO, HE06X04MMO
06paTnUTLCA B CNYXOY TEXNOALEPXKKN.

HecornacoBaHHasi 6a3a faHHbIX C HOAOM

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4yHOCTb

oasys_mnesia_error_handler_inconsistent_database

Mnesia database inconsistancy detected on the node <node>
HecornacoBaHHas 6a3a laHHbIX C HOAOA
ecss::0asys::mnesia

processingErrorAlarm

critical
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module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

oasys_mnesia_error_handler
databaselnconsistency
[JaHHoe npegynpexaeHve reHepupyeTcs B c/ydae, ecnv 6asa faHHbIX mnesia
nepeLusia B HEKOHCUCTEHTHOE COCTOSHNE.
0asys
ds, mediator, sip
[ns ycTpaHeHus npeaynpexaeHns Heo6xoanmo:
« Y6eanTbCs, UTo B CUCTEME HET cnanuta. BeinosHuTe komaHay CLI: /node/
nodes-info nodes.
« Ecnn B cucteme npucyTCTBYET CNNT, BbIBECTU CUCTEMY M3 CMUTA.
Y6eauTbCs, YTO NpeaynpexaeHne ncuesna.
« Ecnn cnnuta HeT, 06patuTbCs B CYX0Y TEXMOAAEPXKKN.

Ownbka 06paboTKN 6a3bl faHHbIX

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

unspecified_alarm

Mnesia database processing error on the node <node>
Owunbka 06paboTkmn 6a3bl faHHbIX Mnesia Ha Hofe
ecss::0asys::mnesia

processingErrorAlarm

Major or critical

oasys_mnesia_error_handler

sofwareError

[aHHoe npegynpexaeHne reHepupyeTcs B ciy4dae, ecnm B pabote BJ] mnesia
npousowna owmnobka.

0asys

ds, mediator, sip

O6paTnTbCA B CNYXOY TEXNOALEPXKKN.

MNpepynpexaeHua RestFS

Owwn6Ka yaaneHns ampektopumn wabnoHa TenekoHdepeHumum

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoYHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema

teleconference_template_directory_delete_error

The delete error of the teleconference template's directory on restfs, Domain: <Domain=>,
Templateld: <Templateld>, Error: <Error>

Owwbka yaaneHusa aupektopuv wabnoHa TenekoHdepeHumu, Domain: <Domain>,
Templateld: <Templateld>, Error: <Error>

ecss::restfs

other

warning

teleconference_template_delete

other

[aHHoe npegynpexaeHne reHepupyeTcs B C/lydyae OWNGKM yoanieHnsa QUpekTopun
WwaboHa coBeLlaHmsa n3-3a HefOCTYNHOCTY restfs knacTepa

restfs
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Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

core
MpoBepuTb COCTOSIHUE KnacTepa restfs komaHAow CLI: /restfs/list
« Ecnu ctaryc — «disconnected», npoBepuTb HACTPOIKK. VI nonpo6oBatb
NOAHATbL CepBMUC.
« Ecnn He nomoraeT — cobpatb noru restfs n cBA3aTbCsA C TEXHUYECKOM
NoAAEPXKKOA.
« YpanuTb Katasnior BPY4YHYHo (N0 YMO/IHaHUIO KaTaslor ¢ 3anncsiMm HaxoguTces
no nyTu /var/lib/ecss/restfs/domain/<DOMAIN>/tc/<ID>).

HepocTyneH tts restfs knactep

ID
TekcT(en)
TekcT(ru)

Knacc

Tuvn
Cpo4yHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ccn_core_service_restfs_cluster_tts_status
The status of tts at restfs cluster <Name=>, <Url> is not available by reason <reason>
HepocTtyneH tts restfs knactep <Name>, <Url> N0 npuumHe <kog NPUYMHbI>, a Takke
onuncaHne oLwnGKN
ecss::restfs::tts::status
communicationsAlarm
critical
restfs_check_tts_service
outOfService
[JaHHoe npeaynpexaeHne reHepmpyeTcs B Cnyyae, eCnun He AocTyneH TTS restfs
KnacTep. BbiBogUTCS COObLLEHNE coaepalllee Kog, NPUYMHbIL, a Takke Teno oLWmnoKu
restfs
core

« MNpoBepuTb AOCTYNHOCTL RestFS cepBepa;

« MNpoBepuTb NPaBUIbHOCTb HACTPOeK TTS Ha RestFS;

« Ecnn RestFS cepBep A0CTyneH — NpoBepuTb AOCTYNHOCTb TTS cepBepa ¢

XocTa ¢ RestFS;

Mponano coeguHeHne ¢ KnacTepom restfs

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
yCTpaHeHUIo
OLINGKN

ccn_core_service_restfs_cluster_disconnect
The restfs cluster <Name> is disconnected
Mponano coeguHeHune ¢ knactTepom restfs <Name>
ecss::restfs::status
communicationsAlarm
critical
restfs_utils
outOfService
[aHHoe npeaynpexaeHne reHepupyeTcs B criydae, eCnn Nponaso coeanHeHme c restfs
Knactepom
restfs
core
« MpoBepuTb aKTMBHOCTbL RestFS cepaepa;
« B cnyyae ecniv RestFS BbIkHOUEH — BKHOUNUTE €10 / Nepe3anyCcTuTsb;
+ pn HeobxoaMMOCTM 06paTUTECH B CITYXOY TEXMOALEPXKKU.
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MpeaynpexaeHns NoAacucTeMbl MapLLpyTU3aLmm

HeBO3MOXHO NepekoMnuInpoBaTb KOHTEKCT

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
yCTpaHeHUIo
OLLINGKN

rm_ctx_manager_cant_recompile_new_compiler
Routing context data compilation error
HeBO3MOXHO NEPEKOMMUAMPOBATb KOHTEKCT C HOBOI Bepcuei koMmnunstopa
ecss::cluster::ds::routing_manager::context
processingErrorAlarm
major
rm_ctx_manager
proceduralError
OwmnbKa MOXET BO3HWKATb, €C/IM B HOBOW Bepcru RM-KOMMIUAATOP XAET HOBYHO
CTPYKTYPY KOHTeKcTa
routing
ds
[nsa ycTpaHeHns npefynpexaeHns HeobxoaMmo:
« Y6eantbcs, UTo Hofa ds 3anyLeHa.
« Y6eanTbCs, UTO JOMEH KOTOPbIM yKa3aH B KOHTEKCTE MapLupyTusauum
CYLLECTBYET B CUCTEME.
« Y6eamnTbCs, UTO KOHTEKCT MapLupyTusaunm ectb B nanke /var/lib/ecss/
routing/ctx/src.
+ MNpoBepuUTb KOHTEKCT Ha Ha/In4ne OLWNMBOK B COOTBETCTBMM C HOBOM
BEpcuen.
« MNocne ncnpasBnieHns OWn6KN MMNOPTUPOBATbL KOHTEKCT 3aHOBO
« Ecnv npobnema He BbIsiB/IeHa, 06patuTech B CYX0Y TeXNoanepXKKu.

daiin KOHTEeKCTa MapLLPYTU3ALIMN HE KOPPEKTHbII

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoO4YHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

rm_ctx_manager_context_not_a_beam

Wrong routing_context beam file format <CtxName>. Remove it from the DB

daiin KoHTekcTa MapLipyTu3aumm <CtxName> He KOPPEKTHbINA. YaanuTe ero us 6asbl
[aHHbIX

ecss::cluster::ds::routing_manager::context

processingErrorAlarm

critical

rm_ctx_manager

corruptData

Owmnbka 3arpysku KOHTeKcTa MapLipytusauum us daiina. JaHHoe npegynpexaeHve
obpazsyeTcs B Cny4vae, ecniv Bo BpeMs ctapTa DS He yaanoch 3arpy3utb
CKOMMNWU/IMPOBAaHHBIN KOHTEKCT MapLupyT1saumum ns gaina.

routing

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN
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[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eauTtbes, UTo Hoga ds 3anyuieHa.
« Y6eamnTbCs, YTO AOMEH KOTOPbI YKa3aH B KOHTEKCTE MapLupyTu3aumnm
CYLLIeCTBYET B CUCTEME.
+ MpoBepuTb KOHTEKCT Ha Ha/In4Me OLINGOK.
« [Mocne ucnpaeneHus oWnBKN MMNOPTUPOBATL KOHTEKCT 3aHOBO
« Ecnn npobnema He BbisiB/IEHa, 06patuTech B CNYXOY TeXnoanepkku.

Owwnbka YTeHNs paina KOHTeKCTa MapLupyTu3auum

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rm_ctx_manager_read_routing_context
Error opening routing_context beam file <CtxName>. Look at logs for details
Bo Bpems uTeHus halinia KoHTeKCcTa MapLupyTm3aummn <CtxName> Npom3soLuna oLmoka.
MoApOo6HOCTN CMOTPUTE B XXypHaU1e OLMN6OK
ecss::cluster::ds::routing_manager::context
processingErrorAlarm
critical
rm_ctx_manager
fileError
OwwnbKa YTeHna KOHTeKCTa MapLipyTm3auum n3 daiina. laHHoe npegynpexaeHve
obpasyeTcs B Cilyvae, eC/im BO BpeMs ctaprta DS He yaanock npountarb
CKOMMUAMPOBAHHbI KOHTEKCT MapLupyTu3aummn n3 daina.
routing
ds
[na ycTpaHeHns npegynpexaeHus Heobxoammo:
« Y6eantbcs, YTo HoAa ds 3anyuleHa.
« Y6eanTbCs, YTO AOMEH KOTOpPbI YKa3aH B KOHTEKCTE MapLupyTu3aumnm
CyLLLeCTBYET B CUCTEME.
« [1poBepUTL KOHTEKCT Ha HasiMyme OLUMOOK.
« [locne ucnpasneHns OLINOKM NMNopTnpoBaTb KOHTEKCT 3aHOBO
« Ecnun npobnema He BbisiBNeHa, 06paTUTeCh B CNYX0Yy Texnoanepxku.

He ynaetcs 3anycTtutb gUcneTyep MapLupyTusauum

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rm_ctx_manager_inconsistent_version

Cant start routing manager cause inconsistent version <my>, <remote>

He ypaetca 3anyctutb gMcrneTyep mapLipytmaumm, BEpPCUsS <my> He COOTBETCTBYET
yAaneHHOl Bepcun <remote>

ecss::cluster::ds::routing_manager

processingErrorAlarm

critical

rm_ctx_manager

versionMismatch

He yganocbk 3anycTuntb RoutingManager U3-3a HEKOPPEKTHOI Bepcumn RM-koMnunaTopa.
[JaHHoe npegynpexaeHne obpasyetcs B criyyae, ec/im Bo Bpems craprta DS
06HapyXmnoce, 4to y RM Ha cocefiHeli Hoge DS apyras Bepcus RM-koMmnunsaTopa.
routing

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN
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[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eanTtbcs, UTo Bepcun bnbnmnoTtek ds cosnagator.
« Ecnun npobnema He BbisiBNEHa, 06paTUTECh B CNYXOY TEXNoAAEPKKN.

HeBO3MOXHO NepekoMNUIMPOBaTb KOHTEKCT aganTaLum

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rm_ctx_manager_cant_recompile_new_compiler
Cant recompile context with new version of compiler
HeBO3MOXHO NepPeKkoMnUANPOBaTL KOHTEKCT C HOBOW BepCcuell KoMmnuastopa
adaptation_manager::context
other
major
rm_adap_ctx_manager
configurationOrCustomizationError
OwmnbKa MOXET BO3HMKATb, C/IM B HOBOW Bepcun AM-KOMMAUASATOP XAET HOBYHO
CTPYKTYpPY KOHTEKCTa agantauuu
routing
ds
[na ycTpaHeHns npegynpexaeHns Heobxoammo:
« Y6eanTbcs, UTo Hoda ds 3anyuleHa.
« Y6eamnTbCs, YTO AOMEH KOTOpPbI yKa3aH B KOHTEKCTe aganTtauum
CYLLIECTBYET B CUCTEME.
« Y6eanTbCs, UTO KOHTEKCT aganTtaumm ecTb B narnke /var/lib/ecss/adaptation/
ctx/src.
. ﬂpOBepI/ITb KOHTEKCT Ha Ha/Inume OLIMOOK B COOTBETCTBUM C HOBOIA
Bepcueil.
« [locne ncnpassieHnda OLINOKM NnMnNopTnpoBaTb KOHTEKCT 3aHOBO
« Ecnn npobnema He BbiIsiB/IEHA, 06paTUTECH B CNYXOY TEXNOAAEPKKN.

daiin KOHTeKCTa aganTauuy He KOPPEKTHbII

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rm_ctx_manager_context_not_a_beam

The context file <CtxName> is not a beam. Remove it from the DB.

daiin koHTekcTa aganTaunm <CtxName> He KOPPEKTHbIN. YaanuTe ero n3 6asbl AaHHbIX
adaptation_manager::context

other

critical

rm_adap_ctx_manager

configurationOrCustomizationError

Ownbka 3arpy3ku KoHTekcTa agantauum u3 cainna. laHHoe npegynpexgeHve
obpasyeTcs B c/ydae, ec/v Bo Bpems ctapTta DS He yaanoch 3arpy3nTtb
CKOMMW/IMPOBAHHbIN KOHTEKCT agantaumm 13 danna.

routing

ds
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yCcTpaHeHuto
OoLINGKN
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[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eauTtbes, UTo Hoga ds 3anyuieHa.
« Y6eamnTbCs, YTO AOMEH KOTOpPbI yYKa3aH B KOHTEKCTE aganTtauum
CYLLIeCTBYET B CUCTEME.
+ MpoBepuTb KOHTEKCT Ha Ha/In4Me OLINGOK.
« [Mocne ucnpaeneHus oWnBKN MMNOPTUPOBATL KOHTEKCT 3aHOBO
« Ecnn npobnema He BbisiB/IEHa, 06patuTech B CNYXOY TeXnoanepkku.

Ownbka YTeHus hana agantaumm

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rm_ctx_manager_read_adaptation_context
Error was occured during read adaptation context file <CtxName>. Check logs for more
detailes.
Bo Bpems uTeHusa dhana agantaumm <CtxName> npomnsoLuna ownoka. NMogpoodHOCTH
CMOTPUTE B XXypHasie OLLUMGOK
adaptation_manager::context
other
critical
rm_adap_ctx_manager
configurationOrCustomizationError
Owmbka yTeHUs KOHTEKCTa agantaunn us daiina. JaHHoe npegynpexaeHvne
o0b6pasyeTcs B c/ydae, ec/iv BO Bpems ctaprta DS He yaasioch npountarb
CKOMMNWUMPOBaHHbIN KOHTEKCT agantauun us dakina.
routing
ds
[na ycTpaHeHns npegynpexaeHus Heobxoammo:
« Y6eantbcs, YTo HoAa ds 3anyuleHa.
« Y6eamnTbCs, YTO AOMEH KOTOpPbI yKa3aH B KOHTEKCTe aganTtauum
CYyLLEeCTBYET B CUCTEME.
. HDOBepI/ITb KOHTEKCT Ha Ha/simume oLmnbok.
« [locne ncnpassieHnda OLINOKM NMNopTnpoBaTb KOHTEKCT 3aHOBO
« Ecnun npobnema He BbisiBNeHa, 06paTUTeCh B CNYXOY TeXnoanepku.

PasnnyHble Bepcumn AM-Komnunsitopa

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rm_ctx_manager_inconsistent_version

Cant start adaptation manager cause inconsistent version (my: <my>, remote: <remote>)
He ypaetca 3anyctutb AucneTyep agantaunm, Bepcus <my> He COOTBETCTBYET
yAaneHHol Bepcun <remote>

adaptation_manager

other

critical

rm_adap_ctx_manager

applicationSubsystemFailture

He ypanoco 3anyctutb AdaptationManager n3-3a HEKOPPEKTHOW Bepcun AM-
Komnunatopa. [JaHHoe npegynpexaeHne obpasyeTcs B cyyae, eCnv BO BpeEMS cTapTa
DS o6Hapyxmnnock, YTo Y RM Ha cocefHeli Hoge DS apyrasi Bepcus AM-koMnuasitopa.
routing

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN
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[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eanTtbcs, UTo Bepcun bnbnmnoTtek ds cosnagator.
« Ecnun npobnema He BbisiBNEHa, 06paTUTECh B CNYXOY TEXNoAAEPKKN.

HeBO3MOXHO NepekoMNuUIMPOBaTb KOHTEKCT MoaudmkaLmm

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rm_ctx_manager_cant_recompile_new_compiler
Cant recompile context with new version of compiler <version>
HeBO3MOXHO NePEKOMMUANPOBATL KOHTEKCT C HOBOW BEpCUEl KOMNUIATOPa <version>
modificators_manager::context
other
major
rm_mod_ctx_manager
configurationOrCustomizationError
OwmnbKa MOXET BO3HMKATb, eC/IM B HOBOW Bepcuy MM-KOMMIUASTOP XAET HOBYHO
CTPYKTYPY KOHTEKCTa Mogudpmkaumnm
routing
ds
[na ycTpaHeHns npegynpexaeHns Heobxoammo:
« Y6eantbcs, YTo HoAa ds 3anyuleHa.
« Y6eanTbCs, YTO AOMEH KOTOPbI YKa3aH B KOHTEKCTe moandmkauun
CYyLLeCTBYET B CUCTEME.
. HDOBepI/ITb KOHTEKCT Ha Ha/Inume OLIMOOK B COOTBETCTBUM C HOBOIA
BEepcueil.
« [locne ncnpassieHnda OLINOKM nMnNopTnpoBaTb KOHTEKCT 3aHOBO
« Ecnun npobnema He BbisiBNeHa, 06paTUTeCh B CNYXOY Texnoanepxku.

®daiin KOHTEKCTa MoANgIMKaLLMN HEKOPPEKTHbIT

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4yHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rm_ctx_manager_context_not_a_beam

The context file <CtxName> is not a beam. Remove it from the DB.

daiin koHTekcTa Moandmkauum <CtxName> He KOPPEKTHbINA. Yaanute ero ns 6asbl
[OaHHbIX

modificators_manager::context

other

critical

rm_mod_ctx_manager

configurationOrCustomizationError

Owwnbka 3arpy3ku KoHTekcTa mogundukaumm us dainna. JaHHoe npegynpexaeHue
ob6pasyeTcs B c/ydae, ecv Bo Bpems ctapTta DS He yaanoch 3arpy3nTtb
CKOMMU/IMPOBAHHbIA KOHTEKCT 13 chaiina.

routing

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eauTtbes, UTo Hoga ds 3anyuieHa.
« Y6eamnTbCs, YTO AOMEH KOTOPbLIN YKa3aH B KOHTEKCTe moandmkauun
CYLLIeCTBYET B CUCTEME.
+ MpoBepuTb KOHTEKCT MoANUKALMN Ha Halnumne OLLIMOOK.
« Ecnn npobnema He BbisiBIeHa, 06patuTech B CAYXOY TeXnoanepyku.

Owwnbka YyteHns gaina mogndukaumnm

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rm_ctx_manager_read_modificators_context
Error was occured during read modificators context file <CtxName>. Check logs for more
detailes.
Bo Bpemsi uTeHus dhanna mogudukaumm <CtxName> npomsoLuna owmoka.
Mogpo6HOCTU CMOTPUTE B XXypHasie owmnob0K
modificators_manager::context
other
critical
rm_mod_ctx_manager
configurationOrCustomizationError
OwwnbKa YTeHM KOHTEKCTa Moamdmkauumn 13 daiina. jlaHHoe npegynpexaeHve
0b6pasyeTcs B c/ydae, ec/iv BO Bpems ctaprta DS He yaasioch npountarb
CKOMMNWUMPOBaHHbI KOHTEKCT Moandmkalmmn n3 daina.
routing
ds
[ns ycTpaHeHus npegynpexaeHns Heo6xoanmo:
« Y6eanTtbcs, UTo Hoda ds 3anyuleHa.
« Y6eanTbCs, YTO AOMEH KOTOpPbIN YKa3aH B KOHTEKCTe moandmkaumun
CYLLIECTBYET B CUCTEME.
. ﬂpOBepI/ITb KOHTEKCT Ha Ha/simume oLwmnbok.
« [locne ncnpassieHnda OLINOKM nMnNopTnpoBaTb KOHTEKCT 3aHOBO
« Ecnn npobnema He BbIsiBIEHA, 06paTUTECH B CNYXOY TEXNOAAEPKKN.

PasnnuHble Bepcun MM-koMnunstTopa

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rm_ctx_manager_inconsistent_version

Cant start modificators manager cause inconsistent version (my: <my>, remote: <remote>)
He ypaetca 3anyctutb gucrneTtyep Moamdukaumm, Bepcus <my> He COOTBETCTBYET
yAaneHHOl Bepcun <remote>

modificators_manager

other

critical

rm_mod_ctx_manager

applicationSubsystemFailture

He ypganocb 3anyctutb ModificatonManager n3-3a HEKOPPEKTHOM Bepcun MM-
komnunaTopa. laHHoe npegynpexaeHne obpasyeTcs B ciyyae, ecnv Bo Bpems ctapta
DS o6Hapyxunoce, 4to y MM Ha cocefHell Hofe DS apyras Bepcus MM-komnunsTopa.
routing

ds
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHus npefynpexaeHns Heo6xoanmo:
« Y6eanTtbcs, UTo Bepcun bnbnmnoTtek ds cosnagator.
« Ecnun npobnema He BbisiBNEHa, 06paTUTECh B CNYXOY TEXNoAAEPKKN.

HekoppeKTHble NapameTpbl NPeAYNPEeXAEHUSI B KOHTEKCTE MapLUpyTU3aumm

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

oct_rr_obcsm_bad_alarm

Bad alarm property. Look at logs for details

HekoppekTHble napameTpsbl npegynpexaeHns. NoapobHoOCTV cMOTpUTE B J1or-thainnax
ecss::cluster::core::cp::routing

processingErrorAlarm

warning

oct_rr_obcsm

routingFailure

Ecnu uepes KOHTEKCT MapLUpyTU3aLmmn 6bl1 BbICTaB/1EH alarm C HEM3BECTHBIM severity.
B aTOM C/yyae BO3HMKHET asiapM C severity = warning

routing

core

[na ycTpaHeHns npegynpexaeHns Heobxoammo:

« MpoBEPUTL KOHTEKCT HAa Ha/IMumMe OLIMGOK B YaCTV MapLipyTM3aLmum no
aBapusim.

« Mocne ucnpaeneHusi oLWNGKM NMNOPTMPOBATL KOHTEKCT 3aHOBO.

« Ecnu npo6niema He BbisiBieHa, 06paTuTeCh B CyX6Y TEXNOAAEPXKM.

MpeaynpexaeHns RPS

MaJsio cBO60AHOrO MecTa Ha pasgene

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacuctema
Hopa

hw_monitor_disk_almost_full

Low disk partition free space warning: <Value, %>

Mano ceBobofHOro MecTa Ha pasgene <Value, %> . Ha3BaHune pasfena ykasaHo B
location gaHHo aBapum

host::disks

processingErrorAlarm

critical, major, warning

hw_monitor

storageCapacityProblem

[aHHoe npegynpexaeHne reHeprpyeTcs B C/lyyae, eciv UCKOBbIV pasgern
3arosiHeH [0 onpefesieHHoro ypoBsHS. MNoaaepXmnsaeTtcs 3 ypoBHA: warning, major U
critical. lna kaxgo0ro ypoBHS hopMUpyeTca npeaynpexaeHne ¢ COOTBETCTBYOLWMM
"severity".

rps

all nodes
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[nsi ycTpaHeHusi npeaynpexaeHnst Heo6Xxo4VMo:

+ MpoBepuTb Goaiinbl, 3aHNMatoLLMEe MHOTO MecTa, Npu HeEOBX0AMMOCTM
(YTOUHWUTL B Texnoanepxke!) yganiuthb.
+ Y6eanTbca, UTo NpeaynpexaeHne ncuesno.

CeTeBol nHTEpdenc HegoCTyneH

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rps_if_handler_network_interface_is_down
Network interface down <interface>
CeTeBoli nHTepdelic <interface> HegoCTyneH
host::network::interface
equipmentAlarm
critical
rps_if_handler
inputOutputDeviceError
[aHHoe npegynpexaeHne reHeprpyeTcs B C/iyyae, eciv ceTeBoi MHTepgielic, 3a
KOTOPbIM OCYLLECTBASETCA MOHUTOPWHT, HEAOCTYMEH.
rps
all nodes
[ns ycTpaHeHus npegynpexaeHns Heo6xoanmo:
« Y6eanTbCs, YTo ceTeBO MHTepdhelic HegoCTyneH.
« [MpoBepuTb HET N1 NPo6eM ¢ ceTbio. OBPaTUTLCH K aAMUHUCTpaTOpaMm
CeTu.
« Ecnun ncnonbsyetcs Keepalived, y6eanTbCsA, UTO OH 3anyLlleH KOMaHAom 13
nof KOHcoNu Linux ps aux / grep keepalived n npaBuibHO CKOHpUryprpoBaH.
« Y6eanTbCs, UTO NpeaynpexneHusa ncyesno.

Bpemsi Hofbl PACCUHXPOHN3MPOBAHO C XOCTOM

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

rps_time_monitor_time_out_of_sync_with_host
Time synchronization between host <Host> and node <Node> error. Time difference: <Time>
ms.

Bpems Hoabl <Node> pacCUHXPOHM3NPOBAHO C XOCTOM <Host> Ha <Time> MC
ecss::node::time

processingErrorAlarm

major, critical

rps_time_monitor

lossOfRealTimel

Major — 0,6 * time_difference_threshold munnuncekyHg,

Critical — 0,8 * time_difference_threshold munnucekyHa.

[aHHoe npeaynpexneHne reHepupyeTcs B criydae, eCnim Bpems Ha Habnogaemoi
HOAE 1 Ha XOCTOBOW MallMHe pacxoAaTcs Ha 3HavyeHue, 6oMblle 3aAaHHOM rpaHnLbl.
rps

all nodes
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[na ycTpaHeHns npegynpexaeHns Heobxoanumo nNposeputb paboty NTP-cepBepa:

« MNpoBepuTb, 3anyLLEH /1M NPOLLECC ntp, KOMAHAOW 13 Nog, KOHCOAM Linux ps
aux | grep ntp nim NnpoBepuTb CTaTyc cepsBmca komaHaoi sudo systemctl ntp
status.

« Ecnu cepBuc He 3anyLLeH, 3anyCTUTb ero KOMaHAo0M 13 nog, KoHcoAu Linux:
sudo service ntp start.

Ecnu cepBuc 3anylueH, NPoBEPUTL:

« BbinonHsoTCcA N 06HOBNEHNST CEpBEPA MOXHO KOMaHAOW 13 Nog, KOHCON
Linux: ntpq -p -n.

+ BpyuHylo cMHXpOHU3NpoBaTh Bpems. [1/19 aTOro 0CTaHOBUTbL CEPBUC
KOMaHAoM 13 nog KoHconm Linux: sudo systemctl ntp stop.

« BbINOAHWTbL PYYHYO CUHXPOHM3aLM0 KOMaHao: sudo ntpdate
<ntp_server_ip>.

« 3anycTutb cepBuc KoMaHaom: sudo systemctl ntp start.

+ MNoHabnogaTe 3a pacxoxaeHnem Bo BpemeHu. Eciv npobnema onatb
NOBTOPUTCS, CefyeT N3y4ynTb COOBLLEHNS CUCTEMHOTO XypHana,
NPOBEPUTb KOH(IUTYPALMOHHbIN thaiin NTP-cepBepa, BO3MOXHO 406aBUTbL B
CMUCOK eLLe OANH CepBep CUHXPOHU3aLMN.

+ Y6eanTbca, UTo NpeaynpexaeHne ncuesno.

[MpunoxeHne He 3anyLeHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rps_app_monitor_app_not_running
Application down <AppName>
MpunoxeHve <AppName> He 3anyLeHo
host::applications
processingErrorAlarm
critical
rps_app_monitor
softwareError
[JaHHoe npefynpexneHve reHepupyeTcsa B c/iydae, ecnm NpunoXeHue, 3a KOTOpPbIM
OCYLLECTBNAETCA MOHUTOPUHT, HE 3anyLLEHO.
rps
all nodes
[ns ycTpaHeHus npegynpexaeHns Heo6xoanmo:
. Y6ep,VITbCFI, YTO MOHUTOPUHI NPUNOXEHNA BKTHOYEH.
« Y6eanTbCs, YTO NPUIOXKEHME 3anyLLeHo.
« Y6eantbCs, YTo NpeaynpexaeHne ncuesno.

Hopa knactepa He 3anylieHa

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb

rps_tring_node_cluster

Node <Node> of <Cluster> cluster terminated abnormaly

Hopa <Node> knactepa <Cluster> 6bl/1a OCTaHOB/IEHA B HELLTATHOM PeXUme
ecss::cluster::node

processingErrorAlarm

major
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module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

rps_tring
softwareProgramAbnormallyTerminated
[JaHHoe npegynpexaeHne reHepupyeTcs B c/lyyae, ecriv onpejesieHHas Hoga
nponana u3 knacrepa.
rps
all nodes
[na ycTpaHeHns npegynpexaeHns Heobxoammo:
+ MNpoBepuTb, 4ENCTBUTE/LHO /I HOA4A OCTaHOB/IEHA.
« Ecnn Hopa ocTaHoB/EeHa, TO 3anyCTUTb HOAY KOMaHAoM: sudo systemctl start
<release_name>.
« Ecnv Hoga 3anylieHa, To NPOBEPUTL CUCTEMY Ha HaNuune cnauta.
BbinonHute komaHay CLI: /node/nodes-info nodes. YcTpaHuTb CnunT.
M3yunTb fiorn o4 BbIABMEHWUA NPUYNH cnanTa.

Knactep He 3anyLieH

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

rps_tring_cluster
Cluster <Cluster> lost
Knactep <Cluster> He 3anyLueH
ecss:cluster
processingErrorAlarm
critical
rps_tring
softwareProgramAbnormallyTerminated
[aHHoe npegynpexaeHve reHeprupyeTcs B c/lyvae, eciv OnpegeneHHblii knactep
nponas U3 cuctemsl (BCe HOAbI AAHHOTO KacTepa nponasiv U3 CUCTEMbI).
rps
all nodes
[na ycTpaHeHns npegynpexaeHns Heobxoammo:
+ MNpoBepuTb, 4ENCTBUTENBHO /X HOAbI OCTAHOB/EHDI.
« Ecnv Hoabl ocTaHOB/EHDI (M 3TO HE NJlaHoBble PaboThl), TO 3anyCTUTbL HOAbI
KOMaHgamu 13 nog KoHcosum Linux: sudo systemctl start <node>.
« Ecnn Hogbl 3anyLeHbl, M3yUnTb N1OMM OCTAHOB/IEHHOM CUCTEMbI U
06paTUTBLCA B CNYXOY TEXNOAAEPXKKN.

lNoacuctema He 3anyuieHa

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

MNoacuctema
Hoga

rps_tring_sybsystem_down

Subsystem <subsystem=> is down

Moacuctema <subsystem> He 3anyLleHa
ecss::cluster

communicationsAlarm

critical

rps_tring

outOfService

[aHHoe npeaynpexaeHne reHepupyeTcs B criyvae, ecriv nponasa onpegeneHHas
nogcuctema no npotokosty AMQP (core, ds 1 T.n.).
rps

all nodes
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Mepei no « MNpoBepuTb, 4ENCTBUTENBLHO /1M HOAA C YKa3aHHbIM MMEHeM HeAoCTynHa /
ycTpaHeHuio OCTaHOB/EHA
OwnGKM « Ecnu ga, nepesanyctuTb COOTBETCTBYHOLLYIO HOAY;

« Ecnn HeT — npoBepuTb AOCTYNHOCTL KNnactepa bus (AMQP, mycelium)

« [pun HEOBXOAMMOCTM 06paTUTECH B CYXOY TEXNOAAEPXKKN.
MpepynpexaeHuns Sigtran

M2UA owmn6ka Bbibopa Homepa SCTP noToka

ID

TekcT(en)
TekcT(ru)
Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue
Moacucrema
Hopa

Mepbl no
yCTpPaHEeHUIo
OLUNGKMN

invalid_stream_identifier

Invalid Stream Identifier

HeBepHblii BbIGOP NOTOKA

ecss::m2ua

communicationsAlarm

minor

m2ua

outOfService

Owwnbka npm Bbibope SCTP noTtoka npu oTnpaeke M2UA COOBLLEHNS Ha LIS,

sigtran

core
+ MNpoBepuTb HacTpoiikn Application Service Process Ha LUNHO3E;
+ MNpoBepuTb HacTpoiikn Applicetion Service Ha SSW;

O6pbIB mtp-3 NMHKA

ID

TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue
Moacucrema
Hopa

Mepbl no
YCTPaHEHUIO
OLLUNGKKN

mtp3_Llink_failed
Mtp3 link <LikName> failed
mtp-3 SIMHK 060pBaH
ecss:mtp3
communicationsAlarm
minor
mtp3
outOfService
O6pbIB NOTOKa E1, OTK/OYEHME BCTPEYHOI CTaHL MK, MOTEPS CBSA3M CO LU/IO30M
sigtran
core
« MpoBepuTb HaNNYME CoOeQUHEHUS C LUMH30M, K KOTOPOMY NPUHAANEXNT
CUTHaNIbHOE 3BEeHO sigtran/as/runtime/info;
J HDOBepI/ITb cTartyCc CUrHaJ/1IbHOro 3B€Ha Ha LUIH3E;
+ MpoBepuTb (hrsnyeckoe coegUHEHNE Ha COOTBETCTBYHOLLEM MOPTE;
« CBsi3arbcsi CO cneynasimnctamMm Ha BCTpel-IHOVI CTOpPOHeE.
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MTP-3 HanpaBneHne HegoCTyMNnHO

ID

TekcT(en)
TekcT(ru)
Knacc

Tun
CpoOYHOCTb
module
MpuunHa
OnucaHue
Moacucrema
Hopa

MepbI no
yCTpPaHEeHUIo
OLLUNGKMN

mtp3_destination_inaccessible
Destination <DPC> inaccessible
mtp-3 HanpasneHue <DPC> HeJOCTYMNHO
ecss:mtp3
communicationsAlarm
major
mtp3
outOfService
MageHne Bcex MapLIpyTOB A0 YKa3aHHOro Hanpas/ieHus
sigtran
core
+ OnpegennTb CUTHaNbHbIE 3BEHbS, A0 YKa3aHHOro Hanpas/eHud sigtran/
mtp3/linkset/info;
« [pounssecTn AelicTBUSA, ykasaHHble B onucaHum aBapuy mtp3_link_failed
AN KaKA0ro CUrHasibHOro 3BeHa.

MageHne Bcex NPsIMbIX JIMHKOB

ID

TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue
Moacucrema
Hopa

Mepbl no
YCTPaHEHUIO
OLLUNGKMN

mtp3_direct_links_failed
All direct links to <DPC> failed
MageHne Bcex NPSMbIX JIMHKOB HanpaeneHun <DPC>
ecss::mtp3
communicationsAlarm
minor
mtp3
outOfService
MageHne Bcex NPSAMbIX JIMHKOB A0 YKa3aHHOIO HanpaB/1eHNUst
sigtran
core
« OnpepennTb CUTHaNIbHbIE 3BEHbS, 0 YKa3aHHOro Hanpas/eHud sigtran/
mtp3/linkset/info;
« OnpenenuTtb asisTepHaTUBHbIE CUTHA/IbHbIE 3BEHbA, 40 YKa3aHHOro
HanpasneHus sigtran/mtp3/route/info;
« [MpounseecTu AencTens, ykasaHHble B onncaHum asapum mtp3_Llink_failed
L9 KaXA0ro CUrHaslbHOro 3seHa.

MpenynpexaeHus SIP

CoeAvHEeHVE C TPAHKOM Pa3opBaHo

ID
TekcT(en)
TekcT(ru)
Knacc
Tun

alarm_encoder_trunk_connect_alarm

Connection with trunk is lost.<Host>, <Port>
CoefgunHeHne ¢ TpaHKOM pa3opBaHo.<Host>, <Port>
ecss::pa:sip:trunk

communicationsAlarm
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Cpo4YyHOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

critical

alarm_encoder

communicationsSubsystemFailure

JaHHoe npeaynpexaeHne reHepupyeTcsa B Criyyae, eCnn HeT OTBETOB Ha
nepuoanyeckue 3anpockl OPTIONS B HanpaB/ieHUU TpaHKa

sip

sip

Y6eanTbes, YTo yaasieHHas CTOpOoHa AOCTYMNHa, NOPT OTKPbIT.

CoefyHeHNe B HOAOI pa3opBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tvn
CpoOYHOCTb
module
MpuunHa
OnucaHue
Moacucrema
Hopa

Mepbl no
yCTPaHEeHUIo
OLLUNGKMN

alarm_encoder_node_connect_alarm
Connection with node is lost
CoeaunHeHne B HOAO pa3opBaHo
ecss::pa::sip", atom_to_list(Class)]
ecss::pa:sip::node
communicationsAlarm
critical
alarm_encoder
communicationsSubsystemFailure
OpHa 13 Hog knacTepa SIP Bbiwna 13 cTpos.
sip
sip
« [poBepuTb, BCe /N HOAbI SIP-a, KOTOpbIEe AO/MKHBI ObITh B CUCTEME,
3anyLeHbl;
« poBepuTb, BCe NN HOAbI Mycelium-a, KOTOpble A0/MKHbI 6bITb B CUCTEME,
3anyLeHbl;
« CBsi3aTbCsl C TEXNOAAEPXKKOIA.

CoeavHeHvie ¢ aBOHEHTOM pa3opBaHo

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

alarm_encoder_subscriber_connect_alarm

Connection with subscriber is lost

CoepguHeHne ¢ abOHEHTOM pa3opBaHo

ecss::pa::sip::user

communicationsAlarm

critical

alarm_encoder

communicationsSubsystemFailure

AOGOHEHT He oTBeYaeT Ha 3anpocbl. CoobLLEeHME TeHepUpyeTCs B C/lydae BKIHYEHUS
aBapuitHbIX COOOLLIEHNI O HEAOCTYNHOCTY AAaHHOTO aboHeHTa.

sip

sip

Y6eanTbCsi, YTO aBOHEHT AOCTYNEH, ECTb perncTpauuns n oteeTbl Ha OPTIONS.
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Can't assign requested address(He yaaetca HazHaunTb 3anpoLLeHHbI aapec)

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

MepbI no
ycTpaHeHuto
OLLUNGKMN

processingErrorAlarm
can't assign requested address

He ygaeTcsa Ha3HauMTb 3anpoLUEHHbI agpec

ecss::pa::sip::user

communicationsAlarm

major

alarm_encoder

communicationsAlarm

He ypgaeTcsa Ha3HauuTb 3anpoLleHHbI agpec. Bo3HMKaEeT, Korga Ha TpaHKe HacTPOEeH
MopT, KOTOPOTO HET B sip ipset

sip

sip

Y[0CTOBEPUTLCSA, YTO MOPT AaHHOIO TpaHKa NpPUCYTCTBYET B ipset U OTKPbIT

HeBepHbIi nopT ipset g5 TpaHka (Wrong listen port to trunk)

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue
Moacuctema
Hopa

Mepbl no

yCTpaHeHuto
OLLNGKUN

processingErrorAlarm
Wrong listen port to trunk! <port> is unknown for ipset <ipset>

HeBepHbIli NopT ipset AN TpaHka
ecss::pa:sip:trunk

communicationsAlarm

major

alarm_encoder

configurationOrCustomizationError

Bo3HuMKaeT, korga Ha TpaHKe HacTPOEH NopT, KOTOPOro HET B ipset
sip

sip
YA0CTOBEPUTLCS, YTO NOPT AaHHOIO TpaHKa NPUCYTCTBYET B ipset U OTKPbLIT

MpepynpexaeHna COPM

CoepguHeHune ¢ SORM agantepom pa3opBaHo

ID

sorm_trike_db_service_sorm_connection_lost
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TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

Connection with SORM mediator <Sormld> is lost.
CoegvHeHne ¢ SORM agantepom <Sormld> pa3opsaHo
ecss::core:sorm::connection
communicationsAlarm
critical
sorm_trike_db_service
adapterError
JaHHoe npefynpexaeHne reHepupyeTcsa B cnyyae, ecnu KoHHekuusa o COPM
nocpefHuka bblna ocTaHOBNEHA/aBapuiiHO 3aBepLUMIacCh.
sorm
core
VHhbopmaLmoHHoe npegynpexaeHue.
« MpoBepuTb paboTtocnocobHocTb COPM nocpeaHuka.
+ Y6eantbcs, UTo HET NPo6/ieM C CETbI0 — YTOYHUTL 3Ty MHbopMaLMIO Y
aaMNHNCTPATOPOB CETW.

HeB03MOXHO 0TnpaBuTb coobLieHre Ha RADIUS cepsep

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

sorm_ini2_sned_message_to_radius_failed
Failed to send a RADIUS message to the SORM mediator: <Host:Port>
HeB03MOXHO OTNpaBuTb co06LLEHME Ha RADIUS cepBep: <Host:Port>
ecss::core:sorm
communicationsAlarm
critical
sorm_ini2
transmissionError
JaHHoe npepynpexneHne reHepupyeTcs B cnydae, ecnun nogeucteme COPM He
yAanocb oTnpaBuTb coobLleHne nocpeaHuky COPM no npotokosy RADIUS.
sorm
core
VHdhopMaLMoHHOE npeaynpexaeHune.
« Y6eanTbCs, UTO HET NPOGAEM C CETbO — YTOUHUTL 3TY MHGIOPMAaLINIO Y
aAMVWHUCTPAaTOPOB CETMU.
« YpanuTb NpeaynpexaeHne BpyUHYH.

MpeaynpexaeHns npu Ncnosib3oBaHUM ycnyr

Ycnyra He peaniM3oBaHa

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4HOCTb
module
MpuunHa

oct_ss_versioner_ss_not_implemented

Supplementary service <SSName> doesn't implemented. Uninstall it to clean obsolete data
JononHutenbHas ycnyra <SSName> He peasin3oBaHa. Yaasimte ee Ytobbl OTYUCTUTD
ycTapeBLUne faHHble

ecss::cluster::core::ss

processingErrorAlarm

warning

oct_ss_versioner

unexpectedinformation
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OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

[JaHHoe npeaynpexaeHne BO3HUKAET B Cydyae, ec/iv ycTaHosneHo [BO, ansi KOToporo
HEeT peanusauuu.
SS
core
« Ypanutb onucaTtesnb ycnyrn <SSName=>. [1ns aTOro BbINOMHUTE KOMaHAy B
CLI: /cluster/storage/ds1/ss/uninstall <SS NAME>.
« Y6eanTbCs, UTo NpeaynpexneHus ncyesno.

HekoppekTHas Bepcus ycnyru

ID
TekcT(en)
TekcT(ru)

Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLINGKN

oct_ss_versioner_ss_inval_cersion
Supplementary service <SSName> has invalid version. You should update it
[JononHntensHas ycnyra <SSName> CoAepXuT HEKOPPEKTHYHO Bepcuio. Heobxoanumo
06HOBUTL yCyry
ecss::cluster::core::ss
processingErrorAlarm
warning
oct_ss_versioner
versionMismatch
[JaHHoe npegynpexaeHve BO3HUKAET B C/lyvae, ec/i BepCUs yCTaHOBIEHHOMO
onucatens ycnyr <SS NAME> pacxoauTcsi C BEpPCUEit, yKa3aHHOM B MporpaMMHOM KoAe.
ss
core
[ns ycTpaHeHus npeaynpexaeHns Heo6xoanmo:
« O6HOBUTL onucaHue ycnyrn ABO BbINONMHNB KOMaHAy B CLI: cluster/storage/
<CLUSTER_NAME>/ss/update
« Y6eanTbcsa 4To ycnyra 06HoBMNACH.
« Y6eanTbCs, UTo NpeaynpexneHns ncyesno.

MpeaynpexaeHns paboTbl knactepa

SSL cepTuchmkaT pasnnyaroTcsi Ha XocTax knacrepa

ID
TekcT(en)
TekcT(ru)

Knacc
Tun

Cpo4HOCTb
module
MpuuunHa

OnucaHue

Mopgcucrtema
Hopa

oct_ss_versioner_ss_not_implemented

The node <NODE_1> has a different certificate (<PATH>) then ~ts node(<NODE_2>)
[na Hoabl <NODE_1> cepTudomkart no nytu <PATH> pa3nuyaeTcs oT ceptudmkara,
Haxopsauweroca Ha Hoge <NODE_2>

ecss::certificate::validation::status

securityServiceOrMechanismViolation

critical
ecss_tring
coruptData

JaHHoe npepynpexaeHne BO3HNKAET B Clyyae, eC/in Ha pa3HbIX XocTax Knacrtepa
ECSS-10 HaxoasTcs pasHble cepTudmkaTbl C OAHUM UMEHEM.
cluster

*
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO MO 0OGCAYXMBaHUIO

« CpaBHUTb cepTuUdMKaTbl Ha HoAAX.
« 3anucartb Ha BCe XOCTbl CUCTEMbI OAVHAKOBbI CepTUCIMKAT.

SSL cepTudomkaT n3amMeHusnca

ID
TekcT(en)

TekcT(ru)

Knacc
Tun

CpoyHOCTb
module
MpuuunHa

OnucaHuve

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ccn_core_nms_cert

Http Terminal: Change non-existent ssl_certfile and ssl_keyfile http_terminal.{crt,key} to
ecss10.{crt,key} and clean ssl_password

Http-TepmuHan: iameHuTe thaiin ssl ceptudomnkara n dpain ssl-kntod http_terminal.{crt,key}
Ha ecss10.{crt,key} n ouncTuTe ssl naponb

ecss::http_terminal::certificate::changed

other

warning
http_terminal
flood

JaHHoe npepynpexaeHne BO3HUKAET B Criyvyae, ec/im B CUCTEME U3MEHEH ssl-
cepTudmkaT u Koy
ecss_tring
core
« CreHepupoBaTh HOBble painbl cepTudmkaTa

SSL cepTucpmkat yctapesLUnia

ID
TekcT(en)

TekcT(ru)
Knacc

Tun
Cpo4HOCTb

module
MpuunHa

OnucaHue

Mopgcucrtema

Hopa

ccn_core_nms_cert
The node <NODE> has a deprecated certificates <FILE>, please remove it

<NODE> umeeT ycTapeBLunii ceptudukar <FILE>, noxanyicTa, yaaamte ero
ecss::certificate::deprecated::<Node>

securityServiceOrMechanismViolation
warning

ecss_tring
coruptData

[aHHoe npefynpexaeHne BO3HMKAET B C/lyyae, ECM B CUCTEME YCTapeBLUMIA
ceptudmkar

cluster
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Mepbl no
yCcTpaHeHuto
OoLINGKN

PyKoBOACTBO N0 06CNYXMBaHMWIO

« CreHepupoBaTb HOBble (haiifibl cepTudmkara

MNpeaynpexaeHnst noptasia aboHeHTa

Owwnbka co3aaHuA nosib3oBarensd

ID
TekcT(en)

TekcT(ru)

Knacc

Tnn
Cpo4YHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLINGKN

ds_sp_manager_create_user_alarm
Error during creation subscriber <Address> authorisation record in subscriber portal
database for domain <Domain>. Try to create user manually.
Mpou3sowwna ownbka BO BpeMs co3gaHus nonb3osarens <Address> Ha JOMeHe
<Domain> B nopTasie aboHeHTa. MNonpobyiiTe co3aaTtb NO/Ib30BaATENS BPYUHYHO
ecss::cluster::ds::sp
processingErrorAlarm
critical
ds_sp_manager
proceduralError
He ypganocbk co3gatb aboHeHTa Ha "lMopTtasnie aboHeHTa". [laHHOe npegynpexaeHue
reHepupyeTcs B C/iyvae, ec/iv Npu NonbITKE aBTOMATUYECKN 3aBECTM aboOHEeHTa Ha
"TNopTasie aboHEHTOB" Npoun3oLLIa owmnbKa.
Subscriber-portral
ds
[na ycTpaHeHns npeaynpexaeHns Heobxoammo:

« Y6eantbcsa, 4To coeanHeHmne ¢ b/, noptasa aboHeHTa ecTb: domain/

<DOMAIN>/subscriber-portal/check-connection.
« Y6eautbcs, UTo Hogda mediator 3anyLyeHa.
« Y6eamnTbCs, YTO JOMEH B KOTOPbINA Bbl NbiTAETECH CO34aTb abOHEeHTa
CyLieCTBYET B CUCTEME.
« Ecnn npobnema He BbisiB/IEHa, 06paTuUTeCh B CNYXOY TEXNOoAAePXKKN.

OLwwmnbKa 0TBA3KM NoMb30BaTess

ID
TekcT(en)

TekcT(ru)

Knacc

Tun
CpoyHOCTb
module
MpuunHa
OnucaHue

Mopcucrtema

ds_sp_manager_unbing_user_alarm

Error during unbinding subscriber <Address> authorisation record in subscriber portal
database for domain <Domain>. Try to unbing user manually.

Mpowusolwna owmbKa BO BpeMsl OTBA3KM Nosib3oBaTesia <Address> Ha foMeHe <Domain>
B noptasie aboHeHTa. MNonpobyiiTe yopaTb NPUBA3KY NOb30BaTENS BPYUHYHO
ecss::cluster::ds::sp

processingErrorAlarm

critical

ds_sp_manager

proceduralError

He yganock oTBsi3aTb aboHeHTa ¢ "lMopTana aboHeHTa" oT ainaca ECSS-10. JaHHoe
npegynpexaeHne reHepupyeTca B criyyae, eCnu npu nonbiTke aBToMaTuyeckm
oTBA3aTh aboHeHTa ¢ "MopTana aboHeHTOB" OT asiMaca Ha ECSS-10 npousoLwna
oLLmn6Ka.

Subscriber-portral
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Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

ds
[ns ycTpaHeHusi npeaynpexaeHnst HeobxoaMmo:
« Y6eanTtbcs, UTo coeguHeHue ¢ B noptana aboHeHTa ecTb: domain/
<DOMAIN=>/subscriber-portal/check-connection.
« Y6eanTbcs, UTo Hofda mediator 3anyuyeHa.
« Y6eanTbCs, UTO AJOMEH B KOTOPOM Bbl NbITaeTeCh 0TBSA3aTb abOHEHTa
CYLLleCTBYET B CUCTEME.
« Y6eanTbCs, UTO abOHEHT KOTOPOIO Bbl NbITaeTeCh OTBA3aThb CYLLECTBYET B
yKa3aHHOM JOMeHe.
« Ecnn npobnema He BbIsiB/IEHA, 06paTUTECH B CYXOY TEXNOAAEPKKN.

OwmbKa yaaneHus nosb3oBatens

ID
TekcT(en)

TekcT(ru)

Knacc

Tuvn
Cpo4HOCTb
module
MpuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

ds_sp_manager_delete_user_alarm
Error during deletion subscriber <Address> authorisation record in subscriber portal
database for domain <Domain>. Try to delete user manually.
Mpowusowna owmbKa BO BpeMs yaasieHns nonb3osarens <Address>Ha fomeHe
<Domain> B nopTasie aboHeHTa. [MonpobyiiTe yaganuTb N0Nb30BaATENSA BPYUHYHO.
ecss::cluster::ds::sp
processingErrorAlarm
critical
ds_sp_manager
proceduralError
He yganock yaanutb aboHeHTa ¢ "lopTana aboHeHTa". [JaHHOe npeaynpexaeHue
reHepupyeTcs B cny4vae, eCnn Npy NnonbITKe aBTOMaTUYeCKM yAa/IMTb aboHEHTa C
"MopTana aboHeHTOB" Npon3oLna owmnoKa.
Subscriber-portral
ds
[ns ycTpaHeHuns npegynpexaeHns Heo6xoanmo:
« Y6eanTtbcs, UTo coegnHeHne ¢ b noptana aboHeHTa ecTb: domain/
<DOMAIN>/subscriber-portal/check-connection.
« Y6eanTbcs, UTo Hoda mediator 3anyuleHa.
« Y6eanTbCs, UTO AOMEH B KOTOPOM Bbl NbITAETECH YAa/INTb ab0HEHTA
CYLLEeCTBYET B CUCTEME.
« Y6eanTbCsl, YTO abOHEHT KOTOPOTO Bbl NbITAETECH YAA/INTb CYLLECTBYET B
yKa3aHHOM JOMeEHe.
« Ecnn npo6nema He BbIsiB/IEHA, 06paTUTECH B CAYXOY TEXNOAAEPKKN.

MpeaynpexaeHns Npu NCNosib30BaHNM COBELLLAHWIA

MakcumasibHoe KO/IM4yecTBO COBELLLaHNI AOCTUTHYTO

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4yHOCTb

maximum_active_meeting_has_been_reached
Maximum active meetings has been reached.
MakcrMasibHOe KO/IMYeCTBO COBELLLaHUIA JOCTUTHYTO
ecss::cluster::core::teleconference::meeting
processingErrorAlarm

critical
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module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO N0 06CNYXMBaHMWIO

conference_schedule_alarm_of_start_meeting_error
unavailable
[JaHHoe npeaynpexaeHne reHepupyeTcsi B Criydae AOCTMXKEHUS MaKCUMasibHOro
KO/M4YecTBa COBELLaHWIA, pa3peLLeHHoro Ha IOMEHE Un B cucteme
teleconference
core
« OrpaHnunTb KONMYECTBO COBELLLAHNI A0 MAKCUMasIbHO Pa3peLLIEHHOrO.
« MNpoBepuTb HAcCTPoikKM tc\active_conferences

LLIa6noH yxe 1Ucrnonb3yertcs

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

template_already_use_by_another_meeting

Template already used by another meeting.

LLla61oH yxe ncnonb3yercs Apyrum coBeLLaHnem
ecss::cluster::core::iteleconference::meeting

processingErrorAlarm

critical

conference_schedule_alarm_of_start_meeting_error

unavailable

[aHHoe npegynpexaeHne reHepupyeTcs B crydae, ecnm WwabsioH yXxe NCnonb3yeTcs
OPYrvM aKTMBHbIM COBELLaHNEM

teleconference

core

[na 3anycka HOBOro coBellaHns ¢ AaHHbIM LWab/I0OHOM CHavasia 3aBepLUnTb akTUBHOE.

Homep wwabnoHa He NpUHaAANEXUT Nysly HOMEPOB COBELLAHUS

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKKN

template_number_not_from_meeting_numbers_pool
Template number not from meeting numbers pool.
Homep wabnoHa He NpUHAAIEXNUT NyNy HOMEPOB COBELLaHUA
ecss::cluster::core::iteleconference::meeting
processingErrorAlarm
critical
conference_schedule_alarm_of_start_meeting_error
configurationOrCustomizationError
JaHHoe npegynpexaeHve reHepupyeTcs B c/iyyae, ecim Ha HOMepe He akT/BHa
ycnyra TefiekoHhepeHLmMn UM Takoro HoMepa HeT B OMEHE.
teleconference
core
« Y6eamTcs, YTo HoMep BUPTYasibHbIl U CYLLEECTBYET B JIOMEHE.
+ Ha Homepe akTuBHa ycnyra «teleconference», Tun — meeting.
« [pun HEOBXOAMMOCTM 06PATUTLCS B TEXNOAAEPXKKY.
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PyKoBOACTBO N0 06CNYXMBaHMWIO

LLlabnoH coBellaHns He HangeH

ID
TekcT(en)
TekcT(ru)
Knacc

Tnn
CpoOYHOCTb
module
MpuunHa
OnucaHue

Moacucrema
Hopa

MepbI no
ycTpaHeHuto
OLLUNGKMN

template_not_found

Template not found.

LLIa6s10H coBeLlaHus He HaligeH
ecss::cluster::core::iteleconference::meeting
processingErrorAlarm

critical
conference_schedule_alarm_of_start_meeting_error
configurationOrCustomizationError

[aHHoe npeaynpexaeHne reHepupyeTcs, Korga no BHyTPEHHUM NPUYMHAM He yaanoch
HainTn WaboH.

teleconference

core

MpoBepuTb NPaBU/ILHOCTbL HOMEpPa BXo4a B coBeLlaHue

[OCTUTHYT MakcMyMm My/sia HOMepOB COBELLAHUS

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
CpoyHOCTb
module
MpuuunHa
OnucaHue

Moacucrema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

maximum_meeting_numbers_pool_has_been_reached

Maximum meeting numbers pool has been reached.

JOCTUTHYT MakCUMyMm rysia HOMEPOB COBeLLlaHNA
ecss::cluster::core::teleconference::meeting

processingErrorAlarm

critical

conference_schedule_alarm_of_start_meeting_error

unavailable

[JaHHoe npeaynpexaeHve reHepupyeTcsa B c/iydyae JOCTUXEHUSA MaKCUMa/IbHOTO
KO/IMYecTBa y4aCTHUKOB COBELLaHUA, @ Takke paspelleHHoro Ha fOMeHe Ui B
cucteme

teleconference

core

OrpaHnynTb KO/IMYeCTBO YHACTHUKOB COBELLaHNsA 40 MakCUMa/lbHO paspeLleHHoro.

Owwmbka cTapTa coBelaHus

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa

unknown_start_meeting_error

Unknown error of start meeting.

Owwnbka cTapTa CoBeLLaHNs
ecss::cluster::core::iteleconference::meeting
processingErrorAlarm

critical
conference_schedule_alarm_of_start_meeting_error
softwareProgramError
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OnucaHue

Mopgcucrtema
Hopa

Mepbl no
ycTpaHeHuto
OLLUNGKMN

PyKoBOACTBO MO 0OGCAYXMBaHUIO

[aHHoe npeaynpexaeHne reHepupyeTcs B C/lydyae Npo4ymx OLMOOK Npy cTapte
coBeLaHns

teleconference

core

O6paTnTbCs B TEXNOAAEPXKKY

JOCTUrHYT npegen KonmyecTsa akTUBHbIX KaHa/10B

ID
TekcT(en)
TekcT(ru)
Knacc

Tun
Cpo4HOCTb
module
MpuuunHa
OnucaHue

Mopgcucrtema
Hopa

Mepb! no
ycTpaHeHuto
OLLINGKN

tc_ffsm_master_limit_of_active_channels

Exhausted limit of count active channels <Limit>

JOocCTurHyT npenen KonmyecTsa akTUBHbLIX KaHaU10B <Limit>

ecss::cluster::core::tc

environmentalAlarm

warning

tc_ffsm_master

keyExpired

[aHHoe npeaynpexaeHne BO3HNKaET B C/lydae, eC/i KOSIMYECTBO akTUBHbIX KaHa/10B
TenekoHgepeHUNn NPeBbICUT MaKCUMasIbHO A0MYCTUMOE

teleconference

core

MpoBepuTb CBOICTBO tc_count_active_channels, npu HEOGXOAMMOCTN N3MEHUTB.

[oTepsa cBA3M Mexay nogcmctemMamu KﬂaCTepa(CﬂﬂVIT)

« Bugbl cnanTtos
« [locnepcteue cnanTa
« [lnarHoctuka cnavta
« 1.lpoBepka Ha Hasnmdmne cnanta

« OT1cyTcTBME Cn/InTA
« Hanunuuve cnnunta

+ 2.[Nepe3anyck HoA

B cnyyae npo6nem B CeT (3a4ePXKKM, LUTOPM) MOXET BO3HUKHYTb CN/IT. CMIT CUCTEMbI 3TO
CUTyaLus, Koraa Kaxaasi U3 yacTeii knactepa (B ciy4ae, ec/in Knactep COCTOUT U3 [IBYX YacTei):

« TEpsieT CBA3b C APYroii YacTbio;
« CUMTaET, uTo Apyrasi NOM0BMHA KnacTepa He 0CTYMHa;
« HauMHaeT paboTaTh, KakK 6y/1TO BTOPOIi MO/TOBUHbI KNacTepa HeT.

B pesynbrare co3gaetca cutyaums, Korga kakgas 4acTtb k/acrtepa pa60TaeT CaMOCTOATE/IbHO

Apyr oT fpyra.
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PyKoBOACTBO MO 0OGCAYXMBaHUIO

A Cnant otnnyaertcs ot aBapI/IVIHOI'O OTK/TIO4HEHUA YaCT HOA KnacTtepa TeM, UTo npu
aBapVIVIHOM OTK/TIOHEHUN aBapmVlele HOAb! OTK/IOYHAKTCA N HE OGCJ'Iy)KVIBa}OT Harpysky,
KOTOpad No/IHOCTbHO NepeBoanTCcAa Ha OCTaBLLUNECA B pa60Te HOAbl KnacTtepa, B TO BpemMsd
KaK npu cnamTte HoAbl CHUTaKoT cebst aKTUBHbIMU U paGOTOCHOCOGHbIMVI, HO «HEe BNOAT»
cocegHne Knacrtepa.

Buabl cnaintoBs
BI/I,CI,bI CNanNToB CUCTEMDI:

1. MonHbIii cNAUT cUCTEMbI — CMNINT, NPU KOTOPOM BCE HOZbl OZHO NOOBMHBI KNactepa
nepecTatoT «BUAETb» CNapeHHbIe HOAbI U3 APYroVi NOMOBYHbI KacTepa;

2. CnauT onpepeneHHbIX HOA KnacTtepa — CMN/uT, Npu KOTOPOM TOJIbKO YacTb HOZ, OAHOW
NOSI0BMHbI KNactepa nepecTaeT «BUAETb» CNAapeHHbIE HOABI U3 APYroi NOMNOBUHLI KlacTepa;

3. CNAuUT AaHHbIX — CMNJ/IUT, PV KOTOPOM TOJIbKO faHHblE HA OfHOl NOMOBMHE KacTepa
«pasoL/IMCb» C AAaHHbIMY U3 APYroi NO/I0BUHbLI KnacTepa. MNpu 3TOM HoApbl Pa3HbIX YacTei
Knactepa «BUasAT» Apyr apyra.

OCHOBHOV//# MPWYMHOI CNKMTa CUCTEMbI SIBNSIETCS HEKOPPEKTHAs paboTa ceTu nepefaqn AaHHbIX
MeX[y afieMeHTaMu kKfacTepa, a Takke NpoLeccoB Ha HofAax, koTopasi MPUBOAUT K TOMY, UTO HoAa
He ycneBaeT oTpabaTbiBaTb KNacTepHblii 06MeH 3a 3afiaHHoe Bpems. KnacTtep noaaepxvBaercs B
KOHCUCTEHTHOM COCTOSIHWW 3a CHET NMOCTOSIHHOTO 06MeHa nakeTamv MHOPMaLIMN Mexay
anieMeHTamMm Knacrepa, npy 3ToM 06MeH ABASETCS MHTEHCUMBHBLIM U AO/HKEH NPOXOAUTL 3a
onpefeneHHoe BpeMsi. ECnv Bo3HMKatOT Npo6/ieMbl C AOCTaBKOW NaKeToB, a Takke B c/lyyae
HEeCMNoCOBHOCTY HOAbl OTNPABUTL OTBETHbIE COOGLLEHNS B paMKax KnacTepHoro o6meHa —
MPOUCXOAMNT CM/IUT. HOfbl CUMTALOT, YUTO UX COCEAHMNE HObl HEOCTYMHbI 1 KaXaasi HauMHaeT
paboTaTb CaMOCTOSITE/IbHO APYT OT Apyra.

BaxHbIMM AeiCTBUSAMI MO 06eCcneyeHnto HaaeXHoM paboTbl KnacTepa ABNSETCS obecneyeHne
rapaHTUPOBaHHONM HaAEXHOWN Nepefayn AaHHbIX Mexay Hogamun n obecnevyeHne npuopuTteTa
onepauuam no o6paboTtke Tpadimka CMHXpOHMU3aUMn knacTtepa. 15 aToro npeanpuHuMaroT
cneaywoume aencTens:

* 1CNOMb30BaHNE CTEKNPYEMbIX KOMMYTaATOPOB (Ay6/1MpOBaHWE) 418 pe3epBUPOBaHUS
MHPPaCTPYKTYpbl CETV Nepeaaumn AaHHbIX;

+ pesepBrpOBaHME PU3NYECKMX NOAKNOUYEHWIA K CETU Nepefayun faHHbIX — 2/3/4 1 6onee
thm3nyecknx NogkIYEHUI OT cepBepa B CTEK KOMMYTATOPOB;

« 06begMHEHNE HECKOMbKMX Ethernet-uHTepdheiicoB B oavH noruyecknii Bond-uHtepdelic,
KOTOpbIli C cnonb3oBaHMeM NpoTokosia LACP No3BO/ISIET WTATHO OTpabaTbiBaTb CUTYaLMK
OTK/IHOYEHUS YacTU Ethernet-kaHanoB;

« MOBbILIEHME NPUOPUTETOB NpoLieccam, o6pabaTbiBatoLLMM TpagUK CUHXPOHU3ALMM
KnacTepa.

NocnencTeme cnanta

Ecnu B cucteme, rae NnpucyTCTBYET CMJ/IAT, BbINO/HAKOTCA KOMaH4bl Ha U3MeHeHne KoHurypaumm
WM COCTOSAAHUA 3/1EMEHTOB CO CTOPOHbLI onepaTtopa Win co CTOPOHbI KacTepoB cuctemsl ECSS-10
(Kak npaBW/10 aganTepos) — aTa nHgpopmaunsa byget obpaboTaHa U coxpaHeHa TO/IbKO Ha OAHOM
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13 HOZ, Ha KOTOPYH 3Ta KoMaHza noctynuna. lNpobnema 3akntoyaeTcs B TOM, UTO KOMaH/b!
nocTynatoT B 06LLYyt0 oyepeab KOMaH[, U3 KOTOPO HOAbI BbINOHAKT KOMaH/bl, T03TOMY 4acTb
N3MeHeHuli 6yaeT Ha O4HONM HoAge, YacTb Ha APYroi.

B aBTOMaTMYECKOM pEeXMMe CUCTEMA HE MOXET MPUHATL PeLLEeHNe, KaKyr U3 HOZ, HY)XXHO OCTaBUTb
aKTMBHOM, a Kakyto Heo6XoAMMO UCKNIUNTL N3 paboTbl U Nepesarpy3nTb. [oaTomy gaHHasA
npoueaypa BbINoSIHAETCA oneparopom. locne nepesarpysku BHOBb 3anyLleHHas HoAa 3arpysuT
KOHpMrypaumio 13 AaHHbIX kKfiactepa (C akTUBHOM HOAbI).

dnarHocTtuka cnaurta
lMNposBeneHue cnanta:

1. B cucteme BO3HMKAOT cneaytoline npeaynpexneHus:

« Inconsistent database with node <NODE_NAME> — flaHHOe npepynpexaeHue
reHepupyeTcs B cnyyae, ecniv 6a3a gaHHbIX mnesia nepeLusia B HEKOHCUCTEHTHOE
COCTOSIHUE;

+ Node <NODE_NAME> of "<CLUSTER_NAME>" cluster 1is down — faHHOe
npenynpexaeHne reHepupyeTcs B c/lydae, ecriv onpeaeneHHas Hoga nponana us
Knacrtepa.

2. 3anpoc cnvcka Hof, B KOHCON ynpaBieHns BbiaeT pasHble pe3ybTaTbl OT KOMaHabl K
KOMaHfe;

3. KomaHga Ha nsmeHeHune KoHurypaunmn BoINOMHAETCH, HO NMPM NPOCMOTPE HAaCTPOEK Ha
pa3HbIX HoAAaX KOHUrypaums oTanyaeTcs;

4. BbI30B Ha 0AMH 1 TOT X€ HOMEP MOXET KaK NPoXoAnTb, Tak U HE NPOXoAuTbL 6e3
[OMNOHNUTENbHbIX BHELLIHUX BO3AENCTBUI (NpeaynpexaeHmne 0 HefOCTYNHOCTX HOA, A0/KHbI
NPUCYTCTBOBATh).

Mpumep:

MpeaynpexaeHns BO BPEMS CM/iMTa Ha CeTu:
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| Date |Severity| Location |Domain | Cause

Message |

|=mmmmm oo Fommmaa Fommmmmee e + [ T teommo-
o e o e e e e eeeeeeee oo

|02.09 08:52:59|major |megacol@ecssl | |outOfService |ecss:
Mnesia down on the node megacol@ecss2. |

I I I I I |esia
I

|02.09 08:52:59|major |ds@ecssi | |outOfService |ecss:
Mnesia down on the node ds@ecss2. |

I I I I I |esia
I

|02.09 08:52:59|major |megacol@ecssl | |outOfService |ecss:
Node sipl@ecss2 of "sipl" cluster is dow|

I I I I I [node
I

|02.09 08:52:59|major |ds@ecssi | |outOfService |ecss:
Node ds@ecss2 of "ds" cluster is down |

I I I I I |node
I

|02.09 08:53:00|major |mdi@ecssl | |outOfService |ecss:
Node corel@ecss2 of "corel" cluster is d|

I I I I I [node
own

|02.09 08:53:00|major | sipl@ecssi | |outOfService |ecss:
Node mdil@ecss2 of "md1" cluster is down |

| | | | I [node
I

|02.09 08:53:06|major |megacol@ecssl | |outOfService |ecss:
Node megacol@ecss2 of "megacol" cluster |

I I I I I |node
is down |

|02.09 08:53:06|major |mdil@ecss1 | |outOfService |ecss:
Node myceliuml@ecss2 of "mycelium-myceli|

| | | | I [node
um12" cluster is down |

|02.09 08:54:06]|critical|mdl@ecss1 | |outOfService |ecss:
Inconsistent database with node mdi@ecss|

I I I I I lesia

Class | Instance |

roasys::mn|megacol@ecssl |

roasys::mn|ds@ecssl |

:cluster::|sipl@ecss2 |

I [n
:cluster::|ds@ecss2 |

I I
:cluster::|corel@ecss?2 |

I I
:cluster::|mdl@ecss2 |

| |
:cluster::|megacol@ecss2 |

I I
:cluster::|myceliuml@ecss2|

| |
roasys::mn|mdl@ecssi |

I 2.
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1. [MpoBepKa Ha Hannyume cnamta

Heobxoanmo y6eamnTbes, YTo 3TO AEUCTBUTENBHO CNANUT. 15 3TOr0 HY>KHO MOAKMHOUMTLCA K
KOMaHHOW KoHconu CLI 1 BbINOAHUTL KOMaHay /node/nodes-info nodes:

A B npuBeaeHHbIX HUXe Tabnmuax oTobpaxaeTcs nosHasi MHYoPMaLMs 0 COCTOSIHUM HOZ:

« Node — KO/IMYECTBO HOA, 3aNyLLUEHHbIX B CUCTEME;
« Erlang — «BNaAaT» v HoAbl Knactepa Apyr Apyra;
« Mnesia — ecTb /i1 CcNANT 6a3bl AaHHbIX.

OTcyTcTBME CnnTa

B aToM npumepe cnnimta HeT. Bce Hoabl «BUOAT» ApYr Apyra, cnnavta b/l HeT:

node/nodes-info

T T T 1
| Node | Erlang | Mnesia |
| | | |
f T 1 1
|corel@ecssi |corel@ecssi, corel@ecss?2 |not running |
|corel@ecss2 |corel@ecssi, corel@ecss?2 |not running |
|ds1@ecssi |ds1@ecss1, dsl@ecss2 |ds1@ecssi,dsl@ecss2 |
|ds1@ecss2 |ds1@ecss1, ds1l@ecss2 |ds1@ecss1, dsl@ecss2 |
|mdi@ecssi |md1@ecssi, mdl@ecss2 |md1@ecss1, md1@ecss2 |
|md1@ecss2 |md1@ecss1, md1@ecss2 |md1@ecssl, md1l@ecss2 |

|myceliumi@ecssil|myceliuml@ecssi, myceliuml@ecss2|not running
|myceliuml@ecss2|myceliuml@ecss1, myceliuml@ecss2|not running |
| sip1@ecssi | sipi@ecssi, sipl@ecss2 | sip1l@ecssi, sipl@ecss2|

| sipl@ecss2 | sipl@ecssi, sipl@ecss? | sipl@ecssi, sipl@ecss2|
L | 1 |

mycelium u core He xpaHum 8 B/] HukakoU uHghopmayuu, Mo3mMomMy ux cmamyc — «not running».
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Hannume cnninta

node/nodes-info

|myceliumi@ecssil|myceliumi@ecssi, myceliuml@ecss2|not running

| sip1l@ecssi | sip1l@ecssi, sipl@ecss? | sipl@ecssi
L L !

T T | 1
| Node | Erlang | Mnesia |
I I i I
|corel@ecssi |corel@ecssi |not running |
|ds1@ecss1 |ds1@ecss1 |ds1@ecssi |
|ds1@ecss2 |ds1@ecss2 |ds1@ecss2 |
|mdi@ecssi |md1@ecssi |md1@ecssi |

|

|

|

Bce HoObI, KpoMme mycelium1, Haxo0simcsi 8 Cri/ziume U «He BUOSIM» COCEOHUX HOO.

2. Nepes3anyck Hop,
ﬂpMHaﬂMHMMCHﬂMTaHymHOﬂepe3aHWﬂMTbHOAbL

[nsa Toro 4To6bI Nepe3anycTUTb HOA4bl HEOOXOANUMO B KOMaHAHOM KOHCOM CLI BbINO/THUTL KOMaHAY
sudo systemctl restart <NODE_NAME> 4ns KaXaon Hoabl, rae <NODE_NAME> — nwvs
OoCTaHaB/IMBAaEMOW NOACUCTEMBbI.

Mprmep nepesanycka nogcucremsl mycelium:

sudo systemctl restart ecss-mycelium.service

N5 yNpoLLEHNs 3TOro NPOoLIECCa MOXHO Nepes3anyCcTUTb BCE NOACUCTEMbI O[JHOI KOMaH/10/ sudo
systemctl restart ecss.service.

Heobxoammo y6eanTcsl, YTo C/IMT OTCYTCTBYET. [1/151 3TOr0 HYXXHO NMOAKMOUNTLCS K KOMaHAHOA
KOHcon CLI 1 BbINOMTHUTL KOMaHAy /node/nodes—info nodes.
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NHCTpYKLUUK

B gaHHOM pasgene npuBeaeHbl HEKOTOPbIe UHCTPYKLUM N0 YCTPaHEeHUo Npo6/iem, MHoraa
BO3HMKAIOLWMX B NpoLiecce aKcnayartaumn.

MeToanka pasgeneHus (split) knactepa

PasneneHue knactepa Heo6xoAnMMO Npu nepexoie Ha HoByt Bepcuto MO, koraa TpebyeTcs
Npon3BecT! 06HOB/EHNE 6e3 nepepbiBa B 06CNyXnsaHuu. MNpn ncnosib3oBaHMm AaHHOW METOAMKN
NPOVCXOANT pasfesieHne knactepa Ha fBe He3aBuCKMMble HoAbl. [oce Yyero npon3BoguTCa
06HOB/IEHME OHOM M3 HOZ Ha HOBYIO BEPCUIO C NOCNeayroLmm 3anyckom. [lanee nponssoanTcs
OCTaHOBKa BTOPOI HOAbI, €€ 06HOBMEHME 1 3anyCcK B paboTy. 15 pa3neneHus knactepa Ha
oTAe/IbHble HOAbIl, UCNOJb3YyeTCs YTUANUTa ecss-control (OnvMcaHne yTunuTbl CM. B pasgene
MpunoxeHne H. OnucaHne yTunnTbl ecss-control), KOTOpasi BK/IOUEHA B COCTaB NakeTa ecss-node.

OnuncaHne MeToauKu:

1. MNpoBepuTb TEKYLLEE COCTOSIHME KlacTepa Ha HoAEe, KOTOPYHO NiaHMpyeM 06HOBASTL NEPBOIA.
KomaHga fo/mkHa BepHyTh crefylollee:

root@ecss2:~# sudo ecss-control status
all nodes attached

[laHHbI BbIBO, 03HAYAET, YTO K/lacTep HAXoAMTCA B paboTaloLeM COCTOSIHUN.
2. MpoBecTu BbIBO/, AAHHOWN HOABI U3 KlacTepa KOMaHaoiA:

sudo ecss-control detach

N NPoOBEPUTL COCTOAHNE 6J'IOKVIDOBKVI:

sudo ecss-control status
locked ip: 10.10.1.2

B BbIBOAE KOMaHAb! AO/HKEH NPUCYTCTBOBATb aApec cocefHen Hoabl.

3. poBecTn 06HOBMIEHNE BEPCUUN COMNAcHO AOKYMeHTaumm (CMm. PernameHT 06HOBNEHNS/
AevHctannsumm ECSS).

4, 3anycTutb BCe HOAbl ECSS-10 KOMaHAOM:

sudo systemctl start ecss.service

Ha gaHHOM aTane Mbl NoMyYnnv ABe He3aBUCUMMO paboTaroLLne HOAbl pasHbIX BEPCUI.
5. lMepeliT Ha COCeaHI0 HOAY U BbIMOHUTL €€ OCTAHOBKY:
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sudo systemctl stop ecss.service

6. CHATb G/TOKMPOBKY Ha BTOPOIA HOAE:

sudo ecss-control attach

7. MpoBecTn 06HOBNEHME NEPBOI HOAbI COM/TACHO AOKYMEHTauum (CM. PernameHT 06HOBAEHNS/
AenHcTannsumm ECSS).
8. 3anyckaeM 06HOB/IEHHYH HOAY KOMaHZOiA:

sudo systemctl start ecss.service

Ha gaHHOM aTane o6HOBNEHUe Knactepa MOXHO CUNTaTb 3aKOHYEHHbIM.
O6HoBNeHNe NNUeH3nn Nnocsie OKOH4YaHnA CpoKa eé ,EI,GVICTBI/IH

OnuncaHne npobnembi:

o OKOHYaHWI0 CPOKa AeCTBUA N1LIEH3N, CEPBUCHI CSS, B YaCTHOCTM ds, BylyT OCTaHOB/IEHbI.
3TO MOXHO NPOBEPUTL KOMaHAO:

system-status

Mpumep:
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admin@[myceliuml@css1#CSS-2020-0000040]:/$ system-status

Checking. .

T | | T T

.

| | Node | Release | Erlang nodes |Mnesia nodes| Uptime
|

1 | | | |

T 1 1 1 1

]

| |corel@cssi |ecss-core-17.3.14 |corei@cssi1 |not running |3d ©h
23m|

| |dsi@css1 |ecss-ds-17.3.14 |ds1@css1 |not running |3d ©h
23m|

| |mdi@css1 |ecss-mediator-17.3.14|md1@css1 |not running |3d ©h
23m|

| |myceliumi@cssi1|ecss-mycelium-17.3.14|myceliuml@cssi|not running |3d 6h
23m|

| |sipl@css1 |ecss-pa-sip-17.3.14 |sipl@css1l |not running |3d ©h
23m

d

Not started services:

T
| Service
|

T
| Status
|

|
| Node
|
|

|corel@cssi1|Modification/Adaptation Manager Service|stopped
|coreil@cssi|Notifier service
|coreil@css1|ECSS MGMT Node Manager Service
|corel@css1|ECSS Core subsystem
|corel@css1|DDS management service
|corel@css1|ECSS Configuration Manager
|Modification/Adaptation Manager Service|stopped

|ds1@css1
|ds1@css1
|dsi@css1
|dsi@css1
|dsi@css1
|dsi@css1
|ds1@css1
|ds1@css1
|ds1i@css1
|md1@css1
|mdi@css1
|md1@css1
|md1@css1
|mdi@css1

| Timer server service

|ECSS Tring Service

|Routing Manager Service

|IVR Service

|RTOP management service

|ECSS MGMT Node Manager Service
|DDS management service

|ECSS Configuration Manager
|Notifier service

|ECSS MGMT Node Manager Service
|DDS management service

|HTTP Terminal

|ECSS Configuration Manager

| sip1@css1 |ECSS MGMT Node Manager Service
| sipl@css1 |DDS management service

| stopped
|starting
| stopped
|starting
| stopped

|
|
|
|
|
|
|
|
|
|
| stopped |
| stopped |
| stopped |
| stopped |
| stopped |
| stopped |
| stopped |
| stopped |
| stopped |
|starting|
|starting|
| stopped |
| stopped |
| stopped |

|

I

|starting
]
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[nst npocmoTpa UHhopmaLymn o0 Aate OKOHYaHWUS JIMLUEH3WN CrieayeT BOCMO/b30BaTbCst KOMaHOl:

/cluster/storage/<CLUSTER>/licence/show-1licence

Mpumep:

admin@[md1@ecss1#ECSS 010145]:/$ cluster/storage/dsl/licence/show-1licence 3

SSwW ID ECSS 010145
Description Eltex SC softswitch
Creation date 22.01.2021 15:18:00

Expiration date (UTC) 31.12.2024 23:59:59

OnucaHne METOAMKN OGHOBNEHNE NULEH3UN NOC/IE OKOHYAHNSA CPoKa eé
nencTens:

1. Heo6xoayMo BbINOMHUTL OCTAHOBKY HOAbI DS C MOMOLLbIO YTUANTLI systemd:

sudo systemctl stop ecss-ds
sudo systemctl status ecss-ds (loaded)

2. Co3paem pe3epBHyI0 Konuio anpektopun /var/lib/ecss/oasys:

sudo tar czf ds_oasys_backup.tar.gz /var/lib/ecss/oasys

3. 3anyckaem ytmnnuty ds_db_preparator B pexume ycTaHoBKM nnueH3nn (LICENSE_KEY — aTo
CTPOKa, cogepxumoe dhaina nnuueH3snm):

sudo ds_db_preparator -1 LICENSE_KEY

4. PacnakoBbiBaeM KONuUIO 6a3 AaHHbIX mnesia, BOCCTaHaBNMBaeM npasa Ha /var/lib/ecss/oasys
nocne BbinosiHeHus ds_db_preparator.

sudo tar xvf ds_oasys_backup.tar.gz -C /var/lib/ecss/oasys
sudo chown -R ssw:ssw /var/lib/ecss/oasys

5. 3anyckaem Hogy DS, npoBepsieM ee cTaTyc:

sudo systemctl start ecss-ds
sudo systemctl status ecss-ds (running)
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6. MoakntouYaeMcs K KOHCOMM yNpaB/eHUsl U NPOBEPSIEM, YTO NPOrPaMMHbIA KOMMYTATOP
MOJTHOCTbIO 3arpy3nsics U IMLEH3NST yCTAHOB/IEHA KOPPEKTHO. [N NPOCMOTpa COCTOSAHUS
CEPBUCOB BOCMO/b3yeMCS KOMaHAOIA:

system-status

Mpumep:

admin@[myceliuml@ecss1#ECSS 010070]:/$% system-status

Checking. ..

1 | T T T
1

|| Node Release | Erlang nodes |Mnesia nodes
|Uuptime |

1 | ] ] |
T 1 1 1 1
—

| |corel@ecss1 |ecss-core-3.14.7.526 |corel@ecss1 |not running |2h
6m |

| |dsi@ecss1 |ecss-ds-3.14.7.526 |dsi@ecss1 |dsi@ecss1 |1h
42m |

| |mdi@ecss1 |ecss-mediator-3.14.7.526 |mdi@ecss1l |md1@ecss1 | 2h
14m |

| |megacol@ecssl |ecss-pa-megaco-3.14.7.526|megacol@ecssl |megacol@ecssl|2h
14m|
| |myceliuml@ecssl|ecss-mycelium-3.14.7.526 |myceliuml@ecssi|not running |2h
14m |
| |sipl@ecssi |ecss-pa-sip-3.14.7.526  |sipl@ecssil |sipl@ecssl  |2h

14m |
L1 ] ] 1 1

— 1

All services are started.

BoccTaHoBneHWe nponyLleHHbIX thaiios CDR

Ha cnyualii c6oeB B pabote MySQL/cuctembl oopmmpoBaHmns CDR cyLLEeCTBYeT Cnocob
BOCCTaHOBUTb MponyLeHHble doaiiibl CDR, 4OCTYMNHbIE C NOMOLLbO FTP. MpeaBapuTenibHO HY)XXHO
NIKBMAMPOBATL NPo6/ieMbl 1 HapyLleHus B paboTe CepBMCOB, NPUBEALLNE K NOTepe AaHHbIX.

UTo6bl co3aaTb NponasLunii halin, Heob6xoAMMo caenatb cneayroLLmii 3anpoc B pamkax b/
ecss_calls_db:
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SELECT write_inode('<MPOMYWEHHbIA ®AN>", '<AOMEH>', '<[PYMMNA>', 'SELECT <KOJIOHKW, KOTOPLIE AOJ/BKHbI
BbITb> FROM cdr WHERE domain = \'<JOMEH>\' AND cdr_group = \'<FPYMNMNA>\' AND ts BETWEEN
\'<BPEMA_OT>\"' AND \'<BPEMA_/fI0>\' ORDER BY “datetime’');

A Bpewmsa 3agaetcsa B UTC.

UTo6bl He AONYCTUTL OWNGKN B chopMaTax, lydlle BCEro NoArnsAeTb 3anpoc B COCeAHNX goalinax:

SELECT data from tree_view where name = '<COCEJHUI ®AN>";

HopmasbHbIii Kog, BO3BpaTa pyHKUMM write_inode - 0.
Mpumepsbl:

Mponanwu chaiinbl CDR 3a 19 ceHTA6pst 2020 roga. OHY hopmMupyroTCS exegHeBHO B 00:00 No
NokKasibHOMY BpeMeHn GMT+07.

# CMOTpuMM cocepgHuii dainn

SELECT data FROM tree_view WHERE name = 'cdr_20200918_00_00_00_t.csv';

# Y3Hanu 3anpoc

SELECT write_inode('cdr_20200919_00_00_00_t.csv', 'test.domain', 'default', 'SELECT

“type”, "datetime”, "kod_a", “kod_b", "n_tr_gr_a’, ‘'n_tr_gr_b", "t_ecd’, "t_dba’, ‘cause_isup’, ‘cause_int
*, completind’, "dialed_dig", "actsusb”, ‘categ_a’, "place’, ‘rec_seq’, ‘servuser’, ‘servindic’, "treatme
nt, “conn_id", ‘redirected’, ‘'redirection’, ‘orig_called’, "src_ip’, "dst_ip’, "port_a’, "port_b", "diagn
ostic® FROM cdr WHERE domain = \'test.domain\' AND cdr_group = \'default\' AND ts BETWEEN
\'2020-09-17 17:00:00\"' AND \'2020-09-18 17:00:00\' ORDER BY ‘datetime’');

Mponanu haiinel CDR 3a 4 aBrycta 2021 roga. OHW hopMuUpyrOTCA exegHeBHO B 00:00 no
NoKanbHOMY BpeMeHn GMT+07.

SELECT write_inode('cdr_bsk_ats24_20210804_00_00_00_t.csv', 'biysk.local', 'bsk', 'SELECT

“type”, "datetime”, “kod_a", “kod_b", "n_tr_gr_a’, ‘n_tr_gr_b", "t_ecd’, "t_dba’, "t_dna’, ‘cause_isup’, ‘'c
ause_int’, "completind’, "dialed_dig", "actsusb’, ‘categ_a’, "place’, ‘'rec_seq , ~servuser , “servindic’,
“treatment’, ‘conn_id", ‘redirected’, ‘redirection’, ‘orig_called’, “src_ip , ‘dst_ip’, ‘port_a’, ‘port_b
*, ‘media_proxy, “diagnostic’, ‘codec’ FROM cdr WHERE domain = \'biysk.local\' AND cdr_group =
\'bsk\' AND ts BETWEEN \'2021-08-02 17:00:00\' AND \'2021-08-03 17:00:00\' ORDER BY ‘datetime’');

Mponanu chaiinbl CDR 3a 29 oKTA6ps 2020 roaa. OHY hOPMUPYHOTCS KadKAbIiA yac.
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SELECT write_inode('cdr_20201029_16_00_00_p.csv', 'main', 'one_hour', 'SELECT

type, datetime, kod_a, kod_b,n_tr_gr_a,n_tr_gr_b, t_ecd, t_dba, t_dna,cause_isup,cause_int,completind,d
ialed_dig,actsusb,categ_a, place, rec_seq, servuser,servindic, treatment,conn_id, redirected, redirecti
on,orig_called,src_ip,dst_ip,port_a,port_b,media_proxy,diagnostic,codec FROM cdr WHERE domain =
\'main\' AND cdr_group = \'one_hour\' AND ts BETWEEN \'2020-10-29 12:00:00\' AND \'2020-10-29
13:00:00\"' ORDER BY datetime');

PekomeHaauum npu nepenosiHEHNN XXECTKOro gncka 3anncsamMm CTaTUCTUKK

1) Ecnv npucyTCTBYET pennnkaums AaHHblX: yoeanTbCs, YUTO OHa HaCTPOeHa BEPHO.
PekomeHayeTcs HacTpoiika ¢ NpMMeHeHneM Tabnuubl ecss_system.events_status, HO BO3MOXHa
paboTa no cTapoil cxeme.

2) Ecnn pennukauusa HacTpoeHa HeBepPHO — NepeHacTponTb. BbIKNHOUNTE, CUHXPOHU3NPOBAaTb
XOCTbl 1 HACTPOUTL €€ Kak nonaraeTcs, No MHCTPYKLAN.

3) Ecnun eé HeT — yb6eanTbCs, YTO BK/IKOUEHbI COObITMSA. Heobxoauma nposepka B mysql:

show events from ecss_statistics;
select * from ecss_system.events_status; (Oxumpgaem ENABLED)

4) ECNu BCE BbILLEN3TOXEHHOE BbINO/IHEHO, HO CTATUCTUKM no-rnpexHemy C/iINwKoOM MHOro —
npou3BoAMM BblkNoYeHWEe cTaTUCTUKK B CoCon.

statistics/set system_cc_upload_enabled false # OTKA4YNTbL 3anuchb
cTaTucTukm Ku

statistics/set system_common_upload_enabled false # OTKIOYMWTbL 3anuchb
CTATUCTUKMN MO NULEH3NOHHbBIM OrpaHNYeHUsAM

statistics/set system_ssw_upload_enabled false # OTKIUUTb 3anucCb BbI3LIBHOM
cTaTUCTUKN (e€ KaK pa3 [O/MKHO ObiTb OYEeHb MHOrO0)

statistics/set upload_enabled false # OTK/AUYNTb 3anncb BCell
CTaTUCTUKM

PekomeHaaunm no ouncTke 6a3 MYSQL

Cxatne paHHble B MySQL

B B/, MySQL ecTb 0CO6EHHOCTb — NPU YAANIEHUN JaHHbIX U3 TabnuL, painioBoe NPOCTPaHCTBO He
ocBoGoxaaeTcsl. ECTb iBa cnocoba cxaTb 3TV AaHHble:

« BbINONHUTL KOMaHAy OPTIMIZE TABLE:
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% Ons Tabnuusl cdr

OPTIMIZE TABLE cdr;

% Ana Tabnuubl tolltickets
OPTIMIZE TABLE tolltickets;

KomaHga OPTIMIZE TABLE fO/MKHA MCNOb30BaThLCA Noc/e yaaneHns 6osbliein yactm
Tabnuubl WA ecnu B Tabnnue 66110 BHECEHO MHOTO M3MEHEHUIA B CTPOKN NEPEMEHHOA
ONMVHBI (TabNULbl, B KOTOPbIX €CTb CTO/6LbI VARCHAR, BLOB 1an TEXT). YaaneHHble 3anmncu
NoA4EePXMBAOTCS NPW MOMOLLY CBA3HOIO CMXCKa, nocnegytowme onepaunm INSERT NOBTOPHO
NCNO/b3YHT NO3ULUN CTapbIX 3anuncein. YTobbl nepepacnpenenimtb Heumcnosiblyemoe
NPOCTPaHCTBO U AedparMeHTUPOBaTh (haii AaHHbIX, MOXHO BOCMNO/1b30BaTbCs KOMaHA0M
OPTIMIZE TABLE.

B naHHOM cnocobe ecTb 0COBEHHOCTL: NpK MoanuKauumn Tabnuubl MySQL aenaet Konuio
Tabnuubl C HOBbIMU AAHHBLIMU (Te, YTO peasibHO ecTb) B pasgene /var/lib/mysgl. B npegene
MOXET NoTpeboBaTbCA AaHHbIX CTOMBLKO Xe, CKO/IbKO 1 B Tabnvue Ao cxatus. Hago
y6eanTbCcs 3apaHee, YTO CBOGOAHOIO Mecta byAeT A0CTaTouHO. JaHHasa onepaunsa MOXeT
3aHATb ANuTenbHoe BpeMs (Hanpumep Tabnuua tolltickets ¢ 50 MAH 3anMcsiMm
KOHBEPTMPYETCH OKOJ10 3 YaCOB), HA NPOTSHXKEHUN 3TOr0 BpeMeHun Tabnmua He JOCTynHa Ha
3annch (3anpocbl BbINOTHAKTCA NOC/Ie MUrpauun AaHHbIX).

Moatomy 415 K1acTepHON BEPCUK NyYLle BbINOMHATbL N3MEHeHUN Tabmubl Ha slave xocTe
(TOT XOCT, Ha KoTopoM HE noaHAT BupTyanbHbIi IP ansa MySQL). Korga murpaums 3aBepLumTtcs
N aBTOMaTMYeCKM 3anyCcTUTCA Ha BTOPOM XOCTe, He0OX0AMMO NMoracuTb BUPTYaUibHbIN IP Ha
master XocTe, YToObl OH NepeMecTuncs Ha slave).

Cpaenatb dump AaHHbIX B OTAENbHLIN Gaiin, 3aTem caenarb truncate table. Mocne 3aHOBO
NMNOPTMPOBAaTb [laHHble.

MpeumyLLecTBo AaHHOro cnocoba B TOM, 4TO dump Tab/mLbl MOXHO caenartb B
NPON3BO/ILHOM MECTE Ha XOCTe (N0 YMO/TYaHNI0 MOXHO caenatb dump TOMbLKO B nanky /var/
lib/mysql-files), Taknm ob6pa3om Ha pasgene ¢ MySQL He 0b6si3aTenbHO MMETL 3anac
CBOOOAHON NamMsTL.

BapunaHT 1:

B cnyuae, ecnm BO3MOXHO MOMTHOCTBIO CHATb Harpy3ky ¢ CUCTEMbI UMW NOTEPSATb YacTb
[AaHHbIX, CxaTne 6yaeT BbIrs4eTb cneyowmm obpasom:

% JkcnopT Tabnuubl tolltickets

SELECT * FROM tolltickets INTO OUTFILE '/var/lib/mysql-files/
tolltickets.dump' CHARACTER SET utf8 FIELDS TERMINATED BY ', ' OPTIONALLY
ENCLOSED BY '"' LINES TERMINATED BY '\n';

% MonHasi oTuMcTKa Tabnuupl tolltickets

TRUNCATE TABLE tolltickets;

% WMnopT paHHbiX n3 daina

LOAD DATA INFILE "/var/lib/mysqgl-files/tolltickets.dump" IGNORE INTO
TABLE tolltickets CHARACTER SET utf8 FIELDS TERMINATED BY ', ' OPTIONALLY
ENCLOSED BY '"' LINES TERMINATED BY '\n';

Heo6xoayMo UMeTb B BUly [Ba MOMEHTA:
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« Mocne Toro, Kak BbinonHeHa onepauns TRUNCATE TABLE, B knacTepHoi Bepcum
AaHHble yaansartcs Ha 06omx xocTtax; LOAD DATA INFILE — gaHHbIe 3arpy3sTcsa Ha oba
XOCTa,;

« Ecnn mexay SELECT n TRUNCATE 6yayT ao6aBneHbl HOBblE faHHbIe, TO 3TV CTPOKM
OyayT NoTepsiHbI.

BapuaHT 2 (Tonbko ecnu MySQL B Knacrtepe):

Ecnun HET BO3MOXHOCTb CHSITb Harpy3ky ¢ CUCTEMbI N faHHbIEe HEeMb3s NOTEPATb. B aTOM

chnyyae npouecc cxartusa tabnuubl 6yaet 6onee cnoxHbIM. [lanee pacnucaHbl 3tTanbl Ha

npumepe Tabnuubi tolltickets. Cuntaem 4to BUpPTYyasibHbIi IP s MySQL HaxoamTes Ha ecssl:
a. Y6euTbCAa 4YTO Ha 000MX XOcTax penunkaunsa pabotaeT (ecssl, ecss2):

show slave status \G;

Seconds_Behind_Master =0, Slave_IO_Running: Yes, Slave_SQL_Running: Yes.
b. OcTaHOBUTb penankaumto (ecssl, ecss2)

stop slave;

c. Caenatb backup faHHbIX C ecss2 B dpaiin (ecss2):

% JkcnopT Tabnuubl tolltickets

SELECT * FROM tolltickets INTO OUTFILE '/var/lib/mysql-files/
tolltickets.dump' CHARACTER SET utf8 FIELDS TERMINATED BY ','
OPTIONALLY ENCLOSED BY '"' LINES TERMINATED BY '\n';

Ecnu Ha gaHHOM aTane Hy>XXHbl He BCe AaHHble (HanpumMmep 3anncu, HaumHas c
onpefesnieHHon aarbl), To B 3anpoce SELECT ... INTO OUTFILE MOXHO J06aBUTh ycnoBue
WHERE.
Ecnu backup genaetca B HectaHfapTHyt0 narnky (/var/lib/mysql-files/) To goctyn mysql
Ha[0 paspewnTb B apparmor: /var/lib/ecss/restfs/backup/*.* rw,

d. BbIACHMTb TeKyLlLlee NosioXeHne master-a ecss2 (ecss2):

show master status \G;
EE R R I I S S S 1. I’OW EIE R S I S I R I S R S R R A S I I I
File: server-mysql-bin.002123
Position: 532
Binlog_Do_DB:
Binlog_Ignore_DB: information_schema,mysql, performance_schema
Executed_Gtid_Set:
1 row in set (0.00 sec)

TyT Heo6xoANMMO 3anoMHUTL NapameTpsl File, Position. OHK noTpebytoTca ganee.
e. MpoBecTU NOSIHYO OUNCTKY Tabnuubl tolltickets Ha ecss2 (ecss2):
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TRUNCATE TABLE tolltickets;

. ImnoptnpoBatb gaHHble U3 thaiina (ecss2):

LOAD DATA INFILE "/var/lib/mysql-files/tolltickets.dump" IGNORE
INTO TABLE tolltickets CHARACTER SET utf8 FIELDS TERMINATED BY ','
OPTIONALLY ENCLOSED BY '"' LINES TERMINATED BY '\n';

Ha paHHOM aTane Ha ecss2 eCTb OTUULLIEHHAA Tabnuua tolltickets ¢ gaHHbIMK Ha
MOMEHT co3gaHusa dump. 3anycTuTb slave Ha ecss2, UTOObI OH NMepeHec HOBLbIE 3arnncuy,
KOTOpbIe NOSABU/IMCb C MOMEHTA OCTaHOBKY slave B Tabnmuy tolltickets.

. 3anycTuTtb slave Ha ecss2 (ecss2):

start slave;

. JoxaaTtbCesl, Koraa Ha ecss2 NepeHecyTcst BCe AaHHble Ha ecssl (ecss2):

show slave status \G;

JoxpaTtbea, korga napameTp Seconds_Behind_Master cTaHeT paBeH Hyn0.

i. MepeHecTn BupTYyasibHble IP ana MySQL ¢ ecss1 Ha ecss2 (ecss2).

[ns aToro Ha ecss2 B HacTpoiikax keepalived (/etc/keepalived/keepalived.conf) B cekunmn
"vrrp_instance VI53" NOAHATL NPUOPUTET (MO YMONYAHUIO HA ecss2 OH paBeH 50,
BbicTassigeM 101), n nepesanyctuTb keepalived.

sudo systemctl restart keepalived

j. [oxaaTtbcs, Korga ceTeBoi HTepdeiic nepeeneT Ha ecss2 (ecss2).

Mocne Toro, Kak IP nepeexas, nogoxaarb eLé 1 MUH, YTo6bl BCe 3anncy Ha ecssl
3aBepLUNINCE.

. MpoBepuTb cTaTyc slave Ha ecss2 (ecss2):

show slave status \G;

Joxpatbes, korga napameTtp Seconds_Behind_Master cTaHeT paBeH Hy/to.
. OcTaHOBUTb slave Ha ecss2 (ecss2):

stop slave;

. TonHocTbo OTUNCTUTL Tabnuupl tolltickets Ha ecssl (ecssl):
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TRUNCATE TABLE tolltickets;

. BbICTaBMTb NoMoXeHMe slave Ha ecss1 B NO3MLMIO, NOMYYEHHYHO Ha 3Tane 5 (ecssl):

CHANGE MASTER TO MASTER_LOG_FILE='server-mysgl-bin.002123',
MASTER_LOG_P0S=532;

. 3anyctutb slave Ha ecssl (ecssl):

start slave;

. JoxaaTtbCesl, Koraa Ha ecssl nepeHecyTcst BCe AaHHble C ecss2 (ecssl):

show slave status \G;

Joxaatbesn, korga napameTtp Seconds_Behind_Master cTaHET paBeH Hy/t0. 3Ta
onepauusi MOXET 3aHATb NMPOAC/HKUTENBLHO BPEMS, T.K. HAZ0 NEPEeHeCTN BCE JaHHble
13 Tabnuupl tolltickets ¢ ecss2.

. Y3HaTb Tekyllee NonoxeHme master ecssl (ecssl):

show master status \G;

EE R I R R R S R O O 1 row EE R R I R I R R O O

File: server-mysqgl-bin.000087
Position: 142612
Binlog Do_DB:
Binlog_Ignore_DB: information_schema,mysqgl, performance_schema
Executed_Gtid_Set:
1 row in set (0.00 sec)

Heobxoanmo 3anoMHUTL napameTpsl File, Position. OHM noTpebytoTca ganee.
. BbICcTaBUTb NoMoXeHWe slave Ha ecss2 B MO3ULMIO, NONYYEHHYIO Ha aTarne 18 (ecss2):

CHANGE MASTER TO MASTER_LOG_FILE='server-mysql-bin.000087",
MASTER_LOG_P0S=142612,

. 3anycTtuTtb slave Ha ecss2:

start slave;

. Y6eantbces, UTo Ha 060MX XOcTax pensimkaums padoTaert (ecssl, ecss2):
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show slave status \G;

Seconds_Behind_Master =0, Slave_IO_Running: Yes, Slave_SQL_Running: Yes.
u. BocctaHoBUTL HACTPOIiKK keepalived Ha ecss2 1 nepe3anyCcTuTb ero (ecss2).

p

© Bo Bpemsa nmnopTa gaHHbIX 13 halina u nepeHoca NPonMMNOPTUPOBAHHbIX
[JaHHbIX C OHOro X0ocTa Ha apyro MySQL kpome cBoero pasaena (/var/lib/
mysql) Tak e UCnosib3yeT ANCKOBOE MPOCTPaAHCTBO Nanku /tmp. NMoatomy BO
BPEMS A/INTENbHbIX OnepaLunini HeobxoaMMo CMOTPETb, UTOObLI Ha pa3saene ¢
nanko /tmp Tak e 6b1710 CBOGOAHOE MECTO.

BocctaHoBneHue pennukaymn 64 MySQL

B gaHHOM pasgene onucaHa npoueaypa, KOTOPYH HYXXHO BbIMOIHWUTL B Cllydae BO3HWKHOBEHMS
OLINGOK pennunkauuu.

MpviMep BOCCTAHOB/IEHMS AaHHbIX Ha ecss2 Ha OCHOBE ecssl:

ecssl-mysql> STOP SLAVE;

ecssl-mysql> RESET MASTER;

ecssl-mysql> FLUSH TABLES WITH READ LOCK;

ecssl-mysql> SHOW MASTER STATUS; # 3anomHuTb napameTpbl File, Position
(<FILE>, <P0S>)

He 3akpbiBas coegnHeHus1 ¢ MacTep-6a3oii, cneayeT caenatb Aamn He0OX0AMMbIX AaHHbIX. Mpu
3aKpbITUM COEAUHEHNS OTK/TIUUTCA PEXUM UTEHMS.

ecssl-shell> mysqldump --verbose --single-transaction --quote-names --
complete-insert --extended-insert --routines --events --triggers -uroot
-proot --opt --databases ecss_audit ecss_address_book ecss_calls_db
ecss_statistics ecss_subscribers history_db web_conf > ecssi.mysqgl.dump

CHSITb peXnM YTEeHUs1 KOMaHAOoM’:

ecssl-mysql> UNLOCK TABLES;

CkonupoBaTb pain ecssl.mysql.dump Ha ecss2. [locie aToro 3anTn B mysql ecss2 v BbINONHUTb
KomaHzay:

sudo mysql-ecss2> STOP SLAVE;
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[anee B shell ecss2 BbINONHWUTL KOMaHAY (MOXET BbINOSHATLCA A/INTENBLHOE BPeMSs):

sudo mysqgl -uroot -p < ecssl.mysqgl.dump

[anee Ha cneliBe yaanuTb BCE XypHasibl OT MacTepa U HayaTb PENMKaLMio C MOMEHTA, KOrAa Ha
macTepe 6bin caenaH Aamn:

mysql-ecss2> RESET SLAVE;

mysql-ecss2> CHANGE MASTER TO MASTER_LOG_FILE='<FILE>', MASTER_LOG_P0S=<P0S>;
mysql-ecss2> START SLAVE;

mysqgl-ecss2> SHOW SLAVE STATUS \G;

Y6eautbca B TOM, UTO napameTpsbl Slave_IO_Running 1 Slave_SQL_Running ycTaHOBNEHbI B
3HayeHue Yes. [lanee B mysql ecss2 BbINOAHUTb:

& Ecnn nocne RESET SLAVE BblgaeTcsl ownbka, uto relay-thaiin He HailgeH, He06xoaAnMo
yaanutb Bce relay-thalinbl Ha aToM xocTe (sudo rm /var/lib/mysql/slave-mysql-relay-bin.*).
3aTteM nosTOpUTL RESET SLAVE.

lMpopomkaem Ha SLAVE:

mysql-ecss2> STOP SLAVE;

mysql-ecss2> FLUSH TABLES WITH READ LOCK;
mysql-ecss2> RESET MASTER;

mysql-ecss2> SHOW MASTER STATUS;

3anomMHuTb FILE 1 POSITION, B mysql ecss1 BbINO/THUTL:

mysql-ecss1> CHANGE MASTER TO MASTER_LOG_FILE='<FILE>', MASTER_LOG_P0S=<P0S>;
mysqgl-ecssl> START SLAVE;
mysqgl-ecssl> SHOW SLAVE STATUS \G;

Y6eautbcs B TOM, UTO napameTpsl Slave_IO_Running 1 Slave_SQL_Running MMeloT 3HayeHue Yes.
CHATb LOCK Ha ecss2 1 3anyCTUTb penankauuio:

mysql-ecss2> UNLOCK TABLES;
mysql-ecss2> START SLAVE;
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Bnok aBapuinHon curHanunsauum (BAC)

Bnok aBapuiiHol curHanmsaunn(bAC) — oTaesbHbIA MOAY/ b CO CTaHAAPTHLIM CTAHLMOHHBIM
6aTapeiHbiM nuTaHneM — 36-72V DC. MpegHa3HayeH A/19 BU3yasibHOTo U ayAno-KOHTPONSA 3a
NosiB/IEHNEM aBapUiHbIX 1 NpesynpeanTesibHbIX CO06LLEHNA OT cuctemMbl ECSS-10.
YcTaHaB/vMBaeTCs B NOMELLEHUW, r4e HaxoaUTCS onepaTuBHbIA nepcoHast. A NoAKIYeHNs K
CMCTEME KPOME NUTaHNUS HYXXHO ethernet NOAKMIOYEHME K CETU, B KOTOPOW HaxXoAuUTCsa copTCBMY.

OnucaHue paboTsbl

[ns nHavKaumm aBapuii Ha cTaHUMK AN B CUCTEME MOHUTOPUHTa Cnyxnt moayns BAC (Bnok
aBapuiiHoi curHanmnsaumm). Ha mogyne nmeeTtcs cBeToBasi U 3ByKOBasi UHAUKALMS YPOBHS aBapuu.
Mpn o06HapyXeHU aBapuv paboTaeT MexaHu3M MornoLLeHNA aBapuii C 6o1ee HU3KUM YPOBHEM.
Hanpumep, npy HaIM4mMmn «<KpUTUYECKOIN aBapumn» He NOCbIIAETCA aBapus C YpOBHEM «KpacHas
aBapusi» Unn

«Kentaa aBapusi». B 1060l MOMEHT BpeMeHn 0TobpaxkaeTcsl TO/IbKO OAVH YPOBEHb aBapumn.

VHanympytotcs:

« - OTCYTCTBUE aBapuii - 3eNeHblii nHaukartop (5-1);

+ - inderminate - KpacHbIn UHANKATOP (4-1A);

« - warning - XenTblin nHankaTop (3-1);

« - major/minor - KpacHbIli MHAMKATOP (2-7);

« - critical - muraroLMii KpacHbIiA (1-4) 1 3ByKOBOW CUTHA.

HaxaTnem KHOMOK, COOTBETCTBYIOLLIMX MHAMKATOPaM, ONepaTop MOXET BbIK/OUNTL nogady
3BYKOBOTO C/rHasIa v MPouHOPMIPOBaTh YNPaB/SoLLY CUCTEMY O NOMYUYEHUN HGopMaLun 06
aBapuu.

KoHdourypuposaHue mogyna BAC

[ns Toro uto6bl cKOHUrypuposatb BAC, HE06X0AMMO NOAKNHOUUTLCSA K HEMY C MOMOLLbHO 10601
TEPMUHa/IbHOW NporpamMmbl (Hanpumep, PuTTY, SecureCRT v np. Ana Windows nav minicom, GTKterm
Ans Linux). HacTpoiikv ans nopta - 57600 8N1, VT100.
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Ecnu koHdurypuposaHne BAC HuKorga He Npov3BOAW/IOChH, TO MOC/E NepBOro 3arnycka Ha
TepMuHas oneparopa BbIBOAUTCA CrefytoLlee CoobLLeHNe:

NapameTpbl 6710Kka 1 MCNopYeHbl UNM He 3ajaHbl!

NapameTpbl 6/10Ka 2 uMcnop4yeHsl unuM He 3apgadbl! IP = 255, 255. 255. 255 Gateway =
255, 255. 255. 255 Mask = 255.255. 255. 255 MAC = 255. 255. 255. 255. 255,
255 Port = 65535

Agpec mctodyHuka NoO®: IP - 255.255. 255. 255

Agpec nmctodyHumka Nol: IP - 255.255. 255. 255

Agpec uctoyHuka No2: IP - 255.255. 255. 255

Agpec uctoyHuka No3: IP - 255.255. 255, 255 CoxpaHuTb TeKyuwue napameTpb? 1 -
fa 2 - HeTt

B cnyyae nonoXmntenbHOro oTBeTa TekyLlMe HaCTPOMKM ByayT UCno/ib3oBaTbCs yCTpoicTBoM BAC,
B C/lyyae OTpuLaTeNIbHOro — HACTPOMKN NPUHATLI HEe ByAyT, CKOH(UIypUpoBaTb YCTPONCTBO
chepyeT no3)e caMoCTOoATe/bHO. [ocne nogknoveHns Haxatb <ENTER>. Ha akpaHe nosButcs
chepytouiee MeHIo:

Signaliz board: Version 2.4
Compilation date: Mar 1 2013 at 14:45:48

ip_s0..... change the IP address of source #0
ip_si..... change the IP address of source #1
ip_s2..... change the IP address of source #2
ip_s3..... change the IP address of source #3
gr_so..... set the group for source #0
gr_si..... set the group for source #1
gr_s2..... set the group for source #2
gr_s3..... set the group for source #3
rd_s...... show all sources

ipeeean. change IP BAS

gat....... change Gateway BAS

mask...... change netmask BAS

mac....... change MAC address BAS

port...... change port BAS

rd_b...... show all parameters BAS

rd_sinh...show IP,port sinh. source

EE R S R I I R I I R I R I R R R O R R I R

C noOMOLLbIO NOSABMBLLMXCS KOMaHA, Npon3BoanTcs KoHdurypupoBaHue BAC. MNocnie Habopa nobori
KOMaHzbl cnegyet Haxkumarb <ENTER>,
OnuvcaHne cMCTeMbl KOMaHA, NPUBELEHO B TAbNMLE HUXE.
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KomaHpga
ip_s0(1,2,3)

ip

gat
mac
mask
port
rd_s
rd_b
rd_sinh

help

rst

PyKoBOACTBO MO 0OGCAYXMBaHUIO

OnucaHue

CnyxuT ans 3agaHuvs IP - agpeca uctoyHuka. Nocne Haéopa
KOMaH/bl, Ha 3KpaHe NosiBMTCA coobLeHme:

"BBeaAMTE HOBbIN IP - aapec Anst UCTOYHMKA'":

Ecnu IP - agpec HabpaH KOppPeKTHO, TO OH ByAeT 3anucaH B namsTb
BAC, 1 ycTpoiicTBo 6yaeT

NcnosbL30BaTh ero npu paéote, ecnu IP - agpec 3a4aH He BEPHO (T.e.
3HayeHue Nboro Nosnsa agpeca

60/1bLUe 255 UK B NOEe eCTb CUMBOJI1, KOTOPbI/ HE OTHOCUTCS K
CUMBOSY Undopbl), TO ByaeT

npeanoXxeHo BBecTy IP - agpec 3aHOBO.

M3meHeHue IP - agpeca BAC

Mo3BonsieT nsmeHnTb Gateway (nt3) BAC

Mo3sonset nameHnte MAC agpec 6ac BAC

[No3Bonger nameHnts macky nogcetn AC

Mo3BonseT nameHntb Nopt BAC (Bcerga foMeH 6bITh 2222)
BbIBOAUT Ha 3KpaH TekyLuue IP - agpeca UCTOYHUKOB

BbIBOAWT Ha 3KpaH Tekylmne HacTpolikn BAC

BbIBOAWT Ha 3KpaH IP - agpec ycTpoiicTBa, ¢ KoTopbiM BAC paboTaert
B TEKYLLMIA MOMEHT

CnyxuT ansa npocmoTpa nakeTos, KOTopbIMU 06MeHnBaeTcs BAC ¢
NCTOYHUKaMK, MPOCMOTPa BCEX

napameTtpoB BAC Ha 60/1ee HU3KOM YPOBHE

Cnyxnt ansa nepesanycka 6noka BAC

Mocne Habopa KoMaHpl, Ha 3KpaHe NosIBUTCS coobLleHme:

«BBeauTe HOBbIN IP — afipec Ans UCTOUHMKA:

Ecnun IP - agpec HabpaH KOPPEKTHO, TO OH ByaeT 3anncaH B namsaTb BAC, 1 ycTpolicTBO 6yaeT
MCNonb30BaTh €ro Npu paboTte, ecnu IP - agpec 3a4aH HEBEPHO (T.€. 3HaYeHue /160ro nNons
azipeca 60sblue 255 unn B Nosie eCTb CMMBO/I, KOTOPbI HE OTHOCUTCS K CUMBO/Y LUMdIpbI), TO byaeT
npeaioXkeHo BBeCTu IP - aapec 3aHOBO.

Mpumepbl:

BeoauTtca IP:

ip

Enter new IP for BAS: 192.168.1.10
New IP for BAS: 192.168.1.10

BBoaATca napameTpbl Wto3a, Macku 1 nopta bAC:
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gat

Enter new Gateway for BAS: 0.0.0.0
New Gateway for BAS: 0.0.0.0
mask

Enter new netmask for BAS: 255.255.0.0
New netmask for BAS: 255.255.0.0
port

Enter port: 2222
New port = 2222

MpountaTb TekyLime HacTpoikm BAC:

rd_b

IP = 192.168.1.10
Gateway = 0.0.0.0

Mask = 255.255.0.0

MAC = 10.11.12.13.19.111
Port = 2222

HacTpoiika pa6oTbl ¢ BAC Ha ECSS

C nomoupto komaHg, CLI Heo6xoAMMO HaCTpPOUTbL NaHeNb aBapuini Ha MmeauaTope. NepeyeHb
KOMaHz, 4N HacTpoiikn paboTbl C MaHenblo aBapuii NpUBEAEH Ha CTpaHuue /cluster/mediator//
properties/rpss — KOMaHAbl HACTPOIKN NapaMeTpoB NOACUCTEMbI CO0pa CTATUCTUKN U
npeaynpexaeHnii.

Mpumepsbi:

YctaHoska IP n noptos BAC un ECSS.

admin@myceliumli@ecssl1:/$ cluster/mediator/mdil/properties/rpss/set mdi@ecssl
alarmPanel 192.168.1.21 4444 192.168.1.10 2222
Property "alarmPanel" successfully changed from:
undefined
to
[{local, "192.168.1.21", 4444}, {remote, "192.168.1.10",2222}].

YcTaHOBKa napameTpoB 3yKOBOro cUrHania:
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admin@myceliuml@ecss1:/$ cluster/mediator/md1l/properties/rpss/set mdl@ecss1l
alarmPanelSignals critical 1000 5 2 2
Property "alarmPanelSignals" successfully changed from:
undefined
to
[{"critical", {1000,5,2,2}}].

Takke JOCTYNHbI KOMaHAbl MPOCMOTpPa cTatyca aBapuii - /cluster/mediator//ap/ — koMaHAbl paboThbl
¢ nogcuctemori AlarmPanel

admin@myceliuml@ecss1:/$ cluster/mediator/md1/ap/status
Host: "192.168.1.10"

Port: 2222

o e e e e o ooo oo +
L e ]1]2]3]4]
| E I RIRJTY[R]G]
[ I R T +
s | 1 [ [ X1 |
e +
| SPEAKER: OFF |
o e e e e e e e e oo oo oo +

Ansi npoBepkn pa6oTbl BAC MOXHO CreHeprpoBaTb aBapuio, Hanpuvep:

admin@myceliumi@ecssl:/$ cluster/mediator/md1l/alarms/generate-alarm host
critical critical noChange environmentalAlarm versionMismatch attention
attention

Alarm was sent.

[exec at: 06.10.2021 14:10:32, exec time: 32ms, nodes: mdl@ecssl v.
3.14.10.22]
Alarm list changed at 06.10.2021 14:10:34:

critical: 16

major : 31

OGHOB/EHNE NPOLLMBKM

Kak npaBunio, 3aBockasi NpoLumnBKa Moay/is yKe rotoea Kk pabote 1 06HOB/MEHME ee He TpebyeTcs.
Ho ecnv B 3TOM eiCcTBUTENBHO BO3HUKIA HEOOXOANMOCTb, 0GHOB/IEHNE HY)XXHO NMPOBECTY
cnepywoLum obpasom:

« Monyuuntb doaiin NPOLLNBKM, 06PATUBLLNCE B TEXHNYECKYO NOAAEPKKY;
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MoaknounTtbea K COM-nopty BAC;

3anyctuTtb nporpammy-TepMmuHaUt (Hanpumep, PuTTY, SecureCRT u np. ans Windows nnm
minicom, GTKterm gns Linux). HacTpoiikn gns nopta- 57600 8N1, VT100;

BbIk1ounTb 1 BKNOUNTL BAC;

Ha akpaHe "no6exunT" cTpoka c 06paTHbIM OTCHETOM, 3a 4 CEKYH/bl HY)XHO YCNEeTb HaxXaTb
KHOMKY b 3 pa3a. YCTPOIWCTBO Nepeinger B peXnm 0OHOB/IEHNUS NPOLLMBKM.

Heobxoaumo ckonuposaTh halisi NPoLUMBKM NO NPOTOKONY xmodem (HanpumMep, B minicom,
BXOZ B MeHH0: Ctrl+A, NOTOM KHOMKa Z, NyHKT "oTnpasuTb (halin", Bbiopatb xmodem, BbIOPaTh
chann gna oTnpasky)

Korga npowumska 6yzeT ckonvpoBaHa MOXHO YCTPONCTBO nepesarpysnTb.
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