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<div class="aui-message error aui-message-error">

<p class="title">

<span class="aui-icon icon-error"></span>

<strong>Comala Metadata License Details</strong>

</p>

<p>Invalid commercial evaluation license with a expired error. Please click <a href="https://marketplace.atlassian.com/plugins/org.andya.confluence.
plugins.metadata" target="_blank">here</a> to purchase a commercial license.</p>

</div>
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@ ‘http://<ip address pcrf>:7070/pcrf:.

apt-get install eltex-pcrf

service eltex-pcrf status

* eltex-pcrf process is running

0)

* eltex-pcrf process is not running




service eltex-pcrf start

©

* Starting eltex-pcrf

* eltex-pcrf is already running

service eltex-pcrf stop

@

* St opping el tex-pcr

* eltex-pcrf is not running

service eltex-pcrf restart

©

* Stopping eltex-pcrf
* Starting eltex-pcrf

* eltex-pcrf is not running
* Starting eltex-pcrf

/etc/default/eltex-pcrf



letc/default/eltex-pcrf

# El tex. PCRF Server daenon paraneters
NAVE="el t ex- pcrf"

# Location of java binary
JAVA=/ usr/ bin/java

# Initial size of Java heap
JAVA_| NI T_HEAP=256m
# Maxi mum si ze of Java heap
JAVA_NMAX_HEAP=512m

# Options for Java Garbage Col |l ector
GC_OPTS="- XX: +UseGLCGC \

- XX: +Pri nt GCDat eSt anps \

- XX +PrintGCDetails \

- XX: +UseGCLogFi | eRot ati on \

- XX: Nunber Of GCLogFi | es=7 \

- XX: GCLogFi | eSi ze=5M \

- XX: +UseSt ri ngDedupl i cation \

- XX: +Pri nt GCTi neSt anps \

- XX: +Print TenuringDi stribution \

- Xl oggc:/var/log/eltex-pcrf/gc.log"

# To monitor via JMX - jconsole to host:port
#JMX_OPTS="- Dcom sun. managenent . j nxrenote \

#- Dcom sun. nanagenent . j nxr enot e. port =8085 \

#- Dcom sun. nanagenent . j nxr enot e. aut hent i cat e=f al se \
#- Dcom sun. nanagenent . j nxr enot e. ssl =f al se \

#-0j ava. rm . server. host nane=127. 0. 0. 1"

HEAP_DUMP_OPTS=" - XX: +HeapDunpOnQut Of Menor yError - XX: HeapDunpPat h=/var /| og/ el t ex-pcrf"
VERTX_CACHE_DI R_OPT="- Dvert x. cacheDi r Base=/ var/| i b/ $NAME"

JVM OPTS="$JMX_OPTS $GC_OPTS $HEAP_DUMP_OPTS - Xns$JAVA | NI T_HEAP - Xmk$JAVA NMAX_HEAP $VERTX_CACHE_DI R_OPT"
JAR="/usr /i b/ $NAVE/ $NAME. | ar "

# Send notification
#NOT| FI CATI ON_ADDR="adm n@rai | . | oc

JAVA=/usr/bin/java Java-.

JAVA | NI T_HEAP , . JAVA_MAX_HEAP.
JAVA MAX_HEAP

GC_OPTS="-XX:+UseG1GC\

# To monitor via JMX - jconsole to host:port JMX.
HEAP_DUMP_OPTS

VERTX_CACHE_DIR_OPT

JVM_OPTS jvm.

NOTIFICATION_ADDR

/etc/eltex-pcrf/eltex-pcrf.json



letc/eltex-pcrf/eltex-pcrf.json

"aut h. address" : "0.0.0.0",

"auth.port" : 31812,

"aut h. mac. open. ti meout.s" : 3600,

"aut h. mac. wel cone. servi ce" : "WELCOVE",

"acct.address" : "0.0.0.0",
"acct.ports" : [1813, 31813],

"| ease. saver. address" : "0.0.0.0",
"| ease. saver.port" : 4381,

"aaa. i nstances" : 5,

"aaa. host" : "127.0.0.1",
"aaa.secret" : "testingl23",
aaa. auth.port" : 1812,
aaa.acct.port” : 1813,
aaa.rest.port" : 7080,
"aaa.tinmeout" : 10,

"aaa. attenpts" : 1,

"web. noni toring. port" : 7070,

"cluster.enable" : false,
"cluster.eventBusPort" : 5801,

"radius" : {
"url": "jdbc:mysql://1ocal host/radi us?
useUni code=t r ue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h

"mongo. perf" : {
"connection_string": "nongodb://local host: 27017/ pcrf?
wai t QueueMul ti pl e=500&connect Ti neout M5=10000&socket Ti meout M5=0",
"db_nane": "pcrf"

h

"nmongo.ott" : {
"connection_string": "nongodb://Iocal host: 27017/ ott?
wai t QueueMul ti pl e=500&connect Ti meout M5=10000&socket Ti meout M5=0",
"db_nane": "ott"

h

"session. storage" : {
"session. check. period.s" : 300,
"unaut h. store.tine.s" : 600,
"interval . nunber. expired" : 3,
"mn.interval.s" : 45,
"default.interval.s" : 600

h

"bras.coa" : {
"coa.tineout" : 10,
"coa.attempts" @ 1,
"coa.secret" : "testingl23",
"renote.coa.port" : 3799,
"executor.size" : 100,
"l og. cl ean. peri od.s" : 600,
"l og.store.period" : {
"period" : 14,
"unit" @ "D



h

"sql.ems" : {
"url": "jdbc:mysql://1ocal host/eltex_ens?
useUni code=t r ue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h

"sql.wireless" : {
"url": "jdbc:mysql://1ocal host/wirel ess?
useUni code=t r ue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h

"sql . auth.service" : {
"url": "jdbc:mysql://1ocal host/eltex_auth_service?
zer obDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&onnect Ti meout =5000&socket Ti neout =5000
&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _size": 4

h

"l anguage" en",
"radius.nbi" : {
"wdsl.url"™ : "http://1ocal host: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsd| ",
"usernane" : "softw c_service",
"password" : "softwc",
"connection.tineout.ns" : 30000,
"request.timeout.ns" : 120000

h

"tariffs.update.interval" : {
"interval" : 1,
"unit" : "hours"

H

"bras.cron.update.interval ": {
"interval" : 1,

"unit": "hours"

}
"filters.cache.dir" : "/var/lib/eltex-pcrf/filters/",

"clickhouse": {

"url": "jdbc:clickhouse://|ocal host: 8123/ radi us",
"user _nane": "javauser",
"user_password": "javapassword",

"actualization_period_ns": 15000

h

"accounting. options": {
"use_clickhouse": false,
"use_nysqgl": true,

"batch_i nterval _ns": 300000,
"max_queue_| oad": 100

h

"generic.ap.registrar": {
"max_aps_i n_queue": 30,
"ap_register_interval _ns": 600000,
"added_ap_cache_ttl _ns": 600000,
"host": "l ocal host",
"port": 8080,
"wor ker _pool _si ze": 8



aut h. addr ess

aut h. port

aut h. nac. open. ti meout . s e

aut h. mac. wel cone. servi ce

acct . addr ess

acct. port

Wi-Fi BRAS
aaa. host Eltex.RADIUS.
aaa. secret RADIUS key.

aaa. aut h. port

aaa. acct. port

aaa. rest.port Eltex.RADIUS.

aaa. ti neout

aaa. attenpts

web. moni tori ng. port

cluster. enabl e

cl uster. event BusPort

MySQL (‘radius’, 'eltex_ems’, 'wireless', ‘auth.service')

url Mysql.

user

password

max_pool _si ze



Mongo( 'pcrf’, 'ott')

connection_string URI  Mongo.

db_nane

Mongo
sessi on. check. period. s
unaut h. store.tine.s , BRAS,
interval . nunber. expired ™

mn.interval.s

default.interval.s

CoA

coa.ti meout

coa.attenpts

coa.secret

renot e. coa. port

execut or. si ze

| 0g. cl ean. peri od

| 0og. store. period
period

unit ( - "DY.

| anguage "en",

NBI

wdsl . url NBI.

user nane

password

connection. ti meout. ns

request.ti meout. ns

interva

uni t (' "hours").

URL

"ru”,



filters.cache.dir
Yandex ClickHouse
url Yandex ClickHouse.
user_name
user_password

actualization_period_ms

use_clickhouse Yandex ClickHouse.
use_mysql MySQL.
batch_interval_ms

max_queue_load

generic AP, option 82

max_aps_in_queue generic AP, EMS.
ap_register_interval_ms (), generic AP EMS,
added_ap_cache_ttl_ms 0, generic AP EMS.
host IP-, EMS-NBI.

port , EMS-NBI.
worker_pool_size ,  GenericAP.

letcleltex-pcrf/hazelcast-cluster-network.xml

Hazelcast, PCRF.



letc/eltex-pcrf/hazelcast-cluster-network.xml

<hazel cast xsi:schemaLocati on="http://ww. hazel cast.com schema/ config http://ww. hazel cast.conlf schenma/ config
/ hazel cast - confi g- 3. 6. xsd"

xm ns="http://ww. hazel cast. com schena/ confi g"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<l-- You can separate your clusters in a sinple way by specifying group nanes. -->
<gr oup>
<name>dev</ name>
</ gr oup>
<net wor k>
<l-- Wite here public address of the node -->

<publ i c- addr ess>192. 168. 0. 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5701</port>
<out bound- port s>
<port s>0</ port s>
</ out bound- port s>
<j oi n>
<mul ti cast enabl ed="fal se"/>
<tcp-ip enabl ed="true">
<l-- Wite here IP of all nmenbers of the cluster (including this) -->
<menber >192. 168. 0. 1</ nenber >
<menber >192. 168. 0. 2</ menber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>
</join>
<interfaces enabl ed="true">
<l-- Wite here IP of the interface to use for cluster -->
<interface>192.168.0. 1</i nterface>
</interfaces>
<ssl enabl ed="fal se"/>
<socket-interceptor enabl ed="fal se"/>
<symmetric-encryption enabl ed="fal se">
<al gori t hm>PBEW t hMD5ANdDES</ al gori t hme

<l-- salt value to use when generating the secret key -->

<sal t >t hesal t </ sal t>

<l-- pass phrase to use when generating the secret key -->
<passwor d>t hepass</ passwor d>

<!-- jteration count to use when generating the secret key -->

<iteration-count>19</iteration-count>
</ symmetric-encryption>
</ net wor k>
</ hazel cast >

<nane>dev</ nane>
<publ i c- addr ess>192. 168. 0. 1</ publ i c- addr ess>

<menber >192. 168. 0. 1</ nenber >

<nmenber >192. 168. 0. 2</ nenber >

<interface>192.168.0. 1</interface> ( public-address).

/etc/eltex-pcrf/log4j.xml



letc/eltex-pcrf/log4j.xml

<?xm version="1.0" encodi ng="UTF-8"?>

<Configurati on packages="bi z. pal uch. | oggi ng. gel f. | og4j 2" >
<Properties>
<Property name="naxSi ze" val ue="5MB"/>
<Property name="nexCount" val ue="7"/>
<Property name="logDir" value="/var/log/eltex-pcrf"/>

<Property name="defaul tPattern"” val ue="9%d{1S08601} [%] % 5p % ogger{1} %{1}.%Mline:%).

<Property name="gel fHost" val ue="udp: | ab3-test.eltex.loc"/>
<Property nanme="gel fPort" val ue="12201"/>
<Property name="gel f Level " val ue="OFF"/>
<Property name="fil enamePrefix" val ue="eltex-pcrf-"/>
</ Properties>

<Appender s>
<Consol e nane="STDOUT" t ar get="SYSTEM QUT" >
<Pat t er nLayout >
<Pat t er n>${ def aul t Pat t er n} </ Patt ern>
</ Pat t er nLayout >
</ Consol e>

<Rol I'i ngFi | e name="SERVI CE"
fileNanme="${l ogDir}/${fil enanePrefix}service.log"
filePattern="${logDir}/servicel/ %d{yyyymwdd}. % .| og" >
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Pat t er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Ti neBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeri ngPol i cy size="${nexSize}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Rol I'i ngFi | e name="DEFAULT"
fileName="${logDir}/${fil enanmePrefix}default.l|og"
filePattern="${1ogDir}/defaul t/%{yyyymMvdd}. % .| og">
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Patt er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ PatternLayout >
<Pol i ci es>
<Ti meBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeri ngPol i cy size="${nmaxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${nmaxCount}"/>
</Rol l'i ngFi | e>

<Rol I'i ngFi | e nane="RADI US"
fileNanme="${l ogDir}/${fil enanePrefix}radius.|og"
filePattern="${logDir}/radius/%d{yyyymwd}. % .| og">
<Threshol dFi |l ter |evel ="DEBUG' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Patt er nLayout >
<pattern>${def aul t Patt ern}</pattern>
</ Pat t er nLayout >
<Pol i ci es>
<Ti meBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${nmaxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</Rol l'i ngFi | e>

<Rol I'i ngFi | e nane="GENERI C_AP"
fileName="${l ogDir}/${fil enanePrefix}generic-ap.!|og"
filePattern="${1ogDir}/generic-ap/%{yyyymud}.% .| og">
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM snat ch="DENY"/>
<Pat t er nLayout >

Y% | >



<pat tern>${def aul t Patt ern} </ pattern>

</ Pat t er nLayout >

<Pol i ci es>
<Ti neBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${maxSi ze}"/>

</ Pol i ci es>

<Def aul t Rol | over Strat egy max="${maxCount}"/>

</ Rol | i ngFi | e>

<Rol I'i ngFi | e nanme="LEASE_SAVER"
fileName="${l ogDir}/${fil enanePrefix}| ease_saver.| og"
filePattern="${l ogDir}/I| ease_saver/%l{yyyyMwd}. % .| og">
<Threshol dFi |l ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/>
<Pat t er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Ti neBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeri ngPol i cy size="${nmaxSize}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Rol I'i ngFi | e nane="SHAPER'
fileName="${l ogDir}/${filenanePrefix}shaper.| og"
filePattern="${l1ogDir}/shaper/%{yyyymwid}. % .| og">
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Patt er nLayout >
<pattern>${defaul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Ti neBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${maxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Rol I'i ngFi | e nane="118N'
fileName="${logDir}/${fil enamePrefix}i18n.lo0g"
filePattern="${logDir}/i18n/%l{yyyyMwid}. % .| og">
<Threshol dFi |l ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Patt er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Ti meBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${maxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over St rat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Rol I'i ngFi | e name="HAZELCAST"
fileName="${l ogDir}/${fil enanePrefix}hazel cast.| og"
filePattern="${logDir}/hazel cast/%d{yyyyMwd}. % .| og">
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Pat t er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Ti neBasedTri ggeringPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${maxSi ze}"/>
</ Polici es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</Rol l'i ngFi | e>

<l-- | eakDet ecti onThr eshol d hi kari -->

<l-- <Rol l'ingFile name="H KARI " fileNane="${logDir}/${filenanmePrefix}hikariCP.lo0g"-->
<l-- filePattern="${l oghir}/hazel cast/ %{yyyymwd}. % .| og">-->

<l-- <Threshol dFi |l ter |evel ="WARN' onMat ch="ACCEPT" onM smat ch="DENY"/>-->

<l-- <Pat t er nLayout >-->



<l-- <pattern>${defaul t Pattern}</pattern>-->

<l-- </ PatternLayout >-->

<l -- <Pol i ci es>-->

<l-- <Si zeBasedTri ggeri ngPol i cy size="${maxSi ze}"/>-->
<I-- </ Policies>-->

<I-- <Def aul t Rol | over Strat egy max="${nmaxCount}"/>-->

<l-- </Rol l'i ngFil e>-->

<Gel f name="Gel f"
host =" ${ gel f Host } "
port="${gel fPort}"
version="1.1"
facility="eltex-pcrf"
extract StackTrace="true"
ori gi nHost =" % ost {fqdn}"
maxi numvessageSi ze="8192" >
<Fi el d name="t hread" pattern="%"/>
<Field name="l evel " pattern="%evel "/>
<Fi el d name="severity" pattern="9% 5l evel"/>
<Fi el d name="1 ogger" pattern="% ogger{1}"/>
<Fi el d name="I| ocation" pattern="9%{1}. %V Iine:%)"/>

</ Cel f>
</ Appender s>
<Logger s>
<l-- Hi kari | ogger -->
<l-- <Logger name="com zaxxer. hikari" |evel ="WARN' additivity="false">-->
<I-- <appender-ref ref="H KARI"/>-->
<l-- </ Logger >- - >

<Logger nane="org.eltex.softw c.pcrf">
<Appender Ref ref="SERVI CE"/>

</ Logger >

<Logger nane="org.eltex.softw c.pcrf">
<Appender Ref ref="SERVI CE"/>

</ Logger >

<Logger nane="io.vertx">
<Appender Ref ref="SERVI CE"/>

</ Logger >

<Logger nane="com hazel cast"

additivity="fal se">

<Appender Ref ref="HAZELCAST"/ >

</ Logger >

<l-- Turn off debug nessages about cluster from MongoDB driver -->
<Logger name="org. nongodb. driver.cluster"
I evel ="I NFO'/ >

<!-- This Logger wites only to radius.log -->
<Logger nane="org.eltex.softw c.pcrf.vertx.radi us"
additivity="fal se">

<Appender Ref ref="RADI US"/ >
</ Logger >
<!-- This Logger also wites to radius.log -->
<Logger nane="net.jradi us">

<Appender Ref ref="RADI US"/ >
</ Logger >

<!-- CenericAP Registrar |ogging -->
<Logger nanme="org.eltex.softw c.pcrf.vertx.radius.verticle.option82"
additivity="fal se">
<Appender Ref ref="GENERI C_AP"/>
</ Logger >

<!-- This Logger wites only to | ease_saver.log -->
<Logger nane="org.eltex.softw c. pcrf.vertx.dhcp"
additivity="fal se">
<Appender Ref ref="LEASE_SAVER'/ >
</ Logger >

<l-- This Logger wites only to shaper.log -->



<Logger nanme="org.eltex.softw c.pcrf.vertx.shaper”
additivity="fal se">
<Appender Ref ref="SHAPER"/ >
</ Logger >

<Logger nane="org. el tex.softw c. pcrf.|anguage"
additivity="fal se">
<Appender Ref ref="118N"'/>
</ Logger >

<Root | evel =" DEBUG' >
<Appender Ref ref="Celf" |evel ="${gel fLevel }"/>
</ Root >

</ Logger s>
</ Confi gurati on>

<Property name="naxSi ze" val ue="5M8"/>

<Property name="naxCount" val ue="7"/>

<Property nanme="logDir" value="/var/log/eltex-pcrf"/>

® Graylog(,,):

<Property name="gel fHost" val ue="udp:|ab3-test.eltex.loc"/>
<Property name="gel fPort" val ue="12201"/>
<Property name="gel fLevel " val ue="COFF"/

<Root | evel =" DEBUG' >
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