L

® /etc/eltex-portal-constructor/application.conf
[etc/eltex-portal-constructor/log4j2.xml
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<div class="aui-message error aui-message-error">

<p class="title">

<span class="aui-icon icon-error"></span>

<strong>Comala Metadata License Details</strong>

</p>

<p>Invalid commercial evaluation license with a expired error. Please click <a href="https://marketplace.atlassian.com/plugins/org.andya.confluence.
plugins.metadata" target="_blank">here</a> to purchase a commercial license.</p>

</div>
SoftWLC WEB-,  hotspot-. () , WEB-, (, SMS). .
WEB- SoftWLC , , Hotspot-. , ), . .,

GUI  URL: http://<IP- >:8080/epadmin
« Wi-Fi».

, , CBRAS (ESR-1000), . BRAS " BRAS" " PCRF".

apt-get install eltex-portal-cnstructor

service eltex-portal-cnstructor status

@ Active: active (running)

G) Active: failed

service eltex-portal-cnstructor start

@ Active: active (running)

service eltex-portal-cnstructor stop

@ Active: failed



service eltex-portal-cnstructor restart

@ Active: active (running)

/etc/eltex-portal-constructor/application.conf

/etc/eltex-portal-constructor

aut h-servi ce {
host = | ocal host
port = 21812
timeout = 10s
retries = 3
secret = eltex
# pap, chap, nmschapv2
protocol = pap

}

login {
#
maxAttenptsLogin = 3
maxAttenptsiP = 5
#
bl ockTime = 5m

}

dat abase {
host | ocal host
port = 3306
nane ELTEX_PORTAL
user = javauser
password = javapassword

pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s

mn=1
max = 10

}

cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain itens in the cache
expireTinme = 30s

}



sso {
enabled = fal se
# Miust be in doubl e quotes

version = "1.0"
rest {
schene = http
host = | ocal host
port = 80
sso_api _path = /api nan- gat eway/ b2b_t est
}
auth {
schene = http
host = | ocal host
port = 80
aut henti cati on_path = /auth/real ns/ b2b/ prot ocol / openi d- connect/ aut h
| ogout _path = /auth/real ms/b2b/ prot ocol / openi d- connect /| ogout
}
paranms {
client_id =id
# URL of epadmin, URL nust be in double quotes (!!!)
redirect _uri = "http://]ocal host: 8080/ epadni n/ sso"
client_secret = secret
}
}
jetty {
https {
port = 9444
keyst orePass = 12345
keystoreFile = /etc/eltex-portal -constructor/ | ocal host. pfx
keyst or eType = PKCS12
keyAlias = 1
ciphers = [
TLS_RSA W TH_AES_128_CBC_SHA256
TLS RSA W TH_AES 128 CBC_SHA
TLS_RSA W TH_AES 256_CBC_SHA256
TLS_RSA W TH_AES_256_CBC_SHA
]
}
}

validation {
public_key = /etc/eltex-doors/keys/public.pem
}

auth-service -

host A
port ,
timeout

retries

secret

protocol , .
login -

maxAttemptsLogin ,

maxAttemptsIP IP-,



blockTime IP-.

database -

host

port ,

name

user

password

pool
connectionTimeout -
validationTimeout -
min -
max -

cache
maxEntries -
maxResourceBytes - .
expireTime -

sso SSO.
enable - /.
rest - rest-.
auth - auth-.
params -  SSO.

jetty jetty.

validation SWLC.
public_key -

/etc/eltex-portal-constructor/log4j2.xml

/etc/eltex-portal-constructor/log4j2.xml

<?xm version="1.

0" encodi ng="UTF- 8" ?>

<Configuration nonitorlnterval ="10">

<Properties>
<Property

<Property
<Property
<Property
<Property
<Property
<Property

<Property

<Property
<Property

name="r oot Level ">${env: LOG_LEVEL: - ERROR} </ Pr operty>

name="baseDi r">/var/| og/ el t ex- portal - construct or</Property>
name="nexFi | eSi ze">20 MB</ Property>

nane="accunul at edFi | eSi ze">10 GB</ Property>

name="I| ast Modi fi ed" >4d</ Property>

name="naxCount " >20</ Pr operty>

name="| ogPat t er n">%{1 SOB601} [%] % 5p % ogger {12} %C{1}.9%M|ine:%A).

name="consol eLevel ">${ env: CONSOLE_LEVEL: - OFF} </ Pr operty>

name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
name="gel f Host " >${ env: GELF_HOST: - udp: | ab3-test. el tex. | oc} </ Property>

%</ Property>



<Property name="gel f Port">${env: GELF_PORT: - 12201} </ Pr opert y>
</ Properties>

<Appender s>

<Consol e nane="STDERR' target="Systemerr">
<PatternLayout pattern="${logPattern}"/>
</ Consol e>

<Rol I'i ngFi | e nanme="Rol | i ngFi |l e"
fil eName="${baseDir}/portal -constructor.| og"
filePattern="${baseDir}/|og/portal-constructor-% .l og.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Si zeBasedTri ggeringPol i cy size="${maxFileSize}"/>
<OnStartupTriggeringPolicy />
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}" >
<Del et e basePat h="${baseDir}" nmaxDepth="3">
<IfFil eName gl ob="*/portal -constructor-*.lo0g.gz">
<I f Any>
<I f Accunul at edFi | eSi ze exceeds="${accunul at edFi | eSi ze}"/>
<|fLast Modi fi ed age="${l ast Modi fied}"/>

</IfAny>
</ I fFi | eName>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</ Rol l'i ngFi | e>

<Rol | i ngFi | e name="User Acti onsRol | i ngFi | e"
fil eName="${baseDir}/user-actions.|og"
filePattern="${baseDir}/|og/user-actions-%.lo0g.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Si zeBasedTri ggeri ngPol i cy size="${maxFileSize}"/>
<OnStartupTriggeringPolicy />
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${naxCount}">
<Del et e basePat h="${baseDir}" naxDepth="3">
<IfFil eName gl ob="*/user-actions-*.l0g.gz">
<| f Any>
<I f Accunul at edFi | eSi ze exceeds="${accunul at edFi | eSi ze}"/>
<|fLast Mbdi fi ed age="${l ast Modi fied}"/>

</ I fAny>
</ I fFil eName>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</ Rol l'i ngFi | e>

<Gel f name="Gel f" host="%${gel fHost}" port="%${gelfPort}" version="1.1" facility="eltex-portal-
constructor"”
extract StackTrace="true" origi nHost ="%ost{fqdn}" maxi numvessageSi ze="8192" >
<Field name="thread" pattern="%"/>
<Fi el d name="level " pattern="9%evel"/>
<Fi el d name="severity" pattern="9% 5l evel "/>
<Fi el d name="1 ogger" pattern="9% ogger{12}"/>
<Fi el d name="1ocation" pattern="%C{1}. %M line:%)"/>
</ Cel f>

</ Appender s>

<Logger s>
<Root |evel ="${root Level }">
<Appender Ref ref="RollingFile"/>
<Appender Ref ref="STDERR' |evel ="${consol eLevel }"/>
<Appender Ref ref="Gelf" |evel ="${gel fLevel }"/>
</ Root >

<Logger name="User Acti onsLogger" additivity="false" |evel ="| NFO'>
<Appender Ref ref="UserActi onsRollingFile"/>



<Appender Ref ref="Gelf" |evel ="${gel fLevel }"/>

</ Logger >

<Logger nane="io.grpc. netty" | evel =" ERROR'/ >
<Logger nane="net.jradi us" | evel =" ERROR'/ >
<Logger nane="org.jooq" | evel =" ERRCR'/ >
<Logger nanme="com zaxxer" | evel =" ERROR'/ >
<Logger nanme="org.eclipse.jetty" | evel =" ERROR'/ >
<Logger nane="org. spri ngframework" | evel =" ERROR'/ >
<Logger nane="org. el tex. portal.objectpool” |evel ="ERROR"/>
<Logger name="org. apache" | evel =" ERROR'/ >
<Logger nanme="j ndi" | evel =" ERROR'/ >

<Logger nane="org.jooq. i npl. Def aul t Connecti onProvi der" |evel ="OFF"/>
</ Logger s>

</ Confi gurati on>

<Configuration nonitorlnterval ="10">

<Property name="root Level ">${env: LOG_LEVEL: - ERROR} </ Pr operty>

<Property name="baseDir">/var/| og/ el tex-portal-constructor</Property>

<Property name="nmaxFil eSi ze">20 MB</Property>

* ()

<Property name="accunul at edFi | eSi ze">10 GB</ Property

<Property name="I| ast Modi fi ed">4d</ Property>

<Property name="naxCount">20</ Property>

. Graylog (, , ):

<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
<Property name="gel f Host " >${env: GELF_HOST: - udp: | ab3-test. el tex. | oc} </ Property>
<Property name="gel f Port">%${env: GELF_PORT: - 12201} </ Pr opert y>

GUI
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Hoctyn k NBI

MpoTokon
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MyTe kK WSDL

Wma nonb3oBatens

Mapone

HTTP
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laxis2/services/RadiusNbiService ?wsdl

softwlc_service
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EMS Northbound Interface. EMS ,
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L]
L]
L]
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KoHcpurypauusa noptana

Pyccii mmml ~ & admin ~
“ Pexum pa6ots! OTtnpaBka SMS BezonacHocTb CTpaHuLb
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PeknamHas paccbinka OCHOBHOIA A3bIK Pycckmii j
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HA3bIKOBbLIE HACTPOIKM

B Pycckuit URL ans nepeHanpasneHuns *
B Anrnwickuii URL nepexopaa no 6aHHepy Ha
B thuHaNLHOI cTpaHuLe
[ Kaszaxckwmit
O Kuraiickui URL nepexoga no npoMmo 6aHHepy
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docker-compose.yml

version: "3"
services:
el tex-portal -constructor:

contai ner_name: el tex-portal-constructor

i mge: hub.eltex-co.ru/softw c/eltex-portal-constructor:1.18

ports:
- 9001: ${ PORTAL_CONSTRUCTOR_PORT}
- 9444 ${ PORTAL_CONSTRUCTOR_HTTPS_PORT}

envi ronnent :
- PORT=${ PORTAL_CONSTRUCTOR_PORT}
- dat abase. host =${ PORTAL_CONSTRUCTOR_DATABASE_HOST}
- dat abase. port =${ PORTAL_CONSTRUCTOR_DATABASE_PORT}
- dat abase. nane=${ PORTAL_CONSTRUCTOR_DATABASE_NAME}
- dat abase. user =${ PORTAL_CONSTRUCTOR_DATABASE_USER}
- dat abase. passwor d=${ PORTAL_CONSTRUCTOR_DATABASE_PASSWORD}
- jetty.https. port=${ PORTAL_CONSTRUCTOR HTTPS_PORT}
- jetty. https. keyst or ePass=${ PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_PASS}
- jetty. https. keystoreFi | e=${ PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_FI LE}
- validation. public_key=${ PORTAL_CONSTRUCTOR_PUBLI C_KEY}
- auth-service. host =${ PORTAL_CONSTRUCTOR_AUTH_SERVI CE_HOST}
- aut h-servi ce. port =${ PORTAL_CONSTRUCTOR_AUTH_SERVI CE_PORT}
- auth-service. secret =${ PORTAL_CONSTRUCTOR_AUTH_SERVI CE_SECRET}

vol unes:
- letc/eltex-doors/keys/public. pem ${ PORTAL_CONSTRUCTOR PUBLI C_KEY}:ro

.env

PORTAL_CONSTRUCTOR_PORT=9001

PORTAL_CONSTRUCTOR_HTTPS_PORT=9444
PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_PASS=12345
PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_FI LE=/ et c/ el t ex- portal - constructor/| ocal host. pf x

PORTAL_CONSTRUCTOR_PUBLI C_KEY=/ et c/ el t ex- door s/ keys/ publ i c. pem

PORTAL_CONSTRUCTOR_DATABASE_HOST=<i p- addr >
PORTAL_CONSTRUCTOR_DATABASE_PORT=3306
PORTAL_CONSTRUCTOR _DATABASE _NAME=ELTEX_PORTAL
PORTAL_CONSTRUCTOR _DATABASE_USER=j avauser
PORTAL_CONSTRUCTOR_DATABASE_PASSWORD=j avapasswor d

PORTAL_CONSTRUCTOR AUTH_SERVI CE_HOST=<i p- addr >
PORTAL_CONSTRUCTOR_AUTH_SERVI CE_PORT=21812
PORTAL_CONSTRUCTOR AUTH_SERVI CE_SECRET=el t ex

PORTAL_CONSTRUCTOR_PORT -,
JAVA_INIT_HEAP - JVM - Xns.
JAVA_MAX_HEAP - JVM - Xnx.
JAVA_OPTS — JVM( ).

® LOG_LEVEL - Root.
® GELF_HOST - Gelf.
® GELF_PORT - Gelf.



® GELF_LEVEL - Gelf.

PORTAL_CONSTRUCTOR_DATABASE_HOST -
PORTAL_CONSTRUCTOR_DATABASE_PORT - .
PORTAL_CONSTRUCTOR_DATABASE_NAME - .
PORTAL_CONSTRUCTOR_DATABASE_USER - .
PORTAL_CONSTRUCTOR_DATABASE_PASSWORD - .
database.pool.connectionTimeout -
database.pool.validationTimeout -
database.pool.min - idle

database.pool.max -

database.cache.maxEntries - ().
database.cache.maxResourceBytes -
database.cache.expireTime -

eltex-auth-service

auth-service.host - auth-service.

auth-service.port - auth-service.

auth-service.secret - auth-service.

auth-service.timeout - auth-service.
auth-service.retries -  auth-service.
auth-service.protocol - auth-service (pap/chap/mschapv2).

eltex-portal-constructor

® |ogin.maxAttemptsLogin - -
® login.maxAttemptsiP -- IP
® |ogin.blockTime -

SSO
® sso.enabled -/ SSO.
® sso.version - SSO.
® sso.rest.scheme - HTTP/HTTPS API SSO.
® sso.rest.host - API SSO.
® sso.rest.port - APl SSO.
® sso.rest.sso_api_path - path APl SSO.
® sso.auth.scheme - URL SSO.
® sso.auth.host- URL SSO.
® sso.auth.port - port URL SSO.
® sso.auth.authentication_path - path URL SSO.
® sso.auth.logout_path - path URL (logout) SSO.
® sso.params.client_id -ID () SSO.
® sso.params.client_secret- () SSO.
® sso.params.redirect_uri - URL SSO.
HTTPS
® PORTAL_CONSTRUCTOR_HTTPS_PORT - HTTPS .
® PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_PASS - KeyStore.
® PORTAL_CONSTRUCTOR_HTTPS_KEYSTORE_FILE - KeyStore.
® jetty.https.keystoreType - KeyStore.
® jetty.https.keyAlias - SSL.
® jetty.https.ciphers -
JWT

® PORTAL_CONSTRUCTOR_PUBLIC_KEY - public.oem JWT

.env docler-compose.yml

docker - conpose up

, , , eltex_auth_service MySQL:



insert intoeltex_auth_service.nas (nasnane, shortnane, secret) values('<lP-address>','docker', 'eltex');

® (eltex_auth_service eltex-portal-constructor ):
<IP-address> ip-,

® (eltex_auth_service eltex-portal-constructor ):
<IP-address> ip-,

T |
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