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GetAPList
GetAPDetail
GetAPAuvailable
GetAPPerformance

nginx ACL
[etc/eltex-bob/application.properties
[etc/eltex-bob/excel_config.yaml
/etc/default/eltex-bob
[etc/eltex-bob/log4j2.xml

®  (environment)
L]

*  (MysQL)
L]
Eltex-Bob - RESTful API, JSON ., 9190, GET-.
, eltex-bob MYSQL. DDoS, , . , - , .env -. eltex-bob 10.
, eltex-bob eltex-ems. eltex-ems , . « (ICMP/SNMP)» «— — -system». . eltex-ems 1.
API:
® http://<<ip_address>>:<<port>>/GetAPList JSON
® http://<<ip_address>>:<<port>>/GetAPDetail/{MAC_ADDRESS} -
® http://<<ip_address>>:<<port>>/GetAPAvailable/{MAC_ADDRESS} -
® http://<<ip_address>>:<<port>>/GetAPPerformance/{MAC_ADDRESS} -
GetAPList
JSON, :
® aplD - MAC-;
® apName - ;
® grCity -;
® grRegion -/;
® grTB - ;
® vspAddress - ;
® vspNumber - ;
® apGroup - ;
L]

apRtcGroup - , ( -domain_search.regex, . );



"data": [
{
"apGroup": " / /. 8621-0304",
"apl D': "a8-f9-4b-b5-a4-a0",
"grTB': " ",
"grGity": "., "

"vspNunber": "8621-00304",
"apRt cG oup": "Ug/ Vol gogradskiy_filial/Vol gogradskaya_obl / Vol gograd/ Sber bank/ 8621- 0304_pr -

kt _Metal | urgov_15",

"vspAddress": "400007, ., ., 15",
"apNane": "sberbank_ug_vgg_vol gograd_8621-0304_a8: f 9: 4b: b5: a4: a0",
"grRegion": " "

}

]

curl -L http://1ocal host: 9190/ Get APLi st

® grTB- grTB. eltex-bob , grTB .

curl -L http://|ocal host: 9190/ Get APLi st ?gr TB=" '

GetAPDetail

"ip" - IP-;

"office" - ;

“city" - ;
“firmware-version" - ;
"serial-number" - ;
"vsp" - ;
"full-address" -

curl -L http://1ocal host: 9190/ Get APDet ai | / 00: 00: 00: 00: 00: 00

{
"ip": "192.168.6.18",
"office": ". 178-758",
"city": ".",
"firmnare-version": "1.16.0.163",
"serial -nunber": "WP01000177",
"vsp": "4157-081"
"full -address": "678100, ., ., 20741"
}

GetAPAvailable



"available"- , 0- ,1-;
"uptime"- , .

curl -L http://1ocal host: 9190/ Get APAvai | abl e/ 00: 00: 00: 00: 00: 00

"avail abl e": 0,
"uptine": 67370

GetAPPerformance

"wifi_users" -

curl -L http://1ocal host: 9190/ Get APPer f or mance/ 00: 00: 00: 00: 00: 00

{
"wifi_users": "5"
}
2:
® http-basic, ;
® ACL- nginx, nginx.
nginx ACL

IP-, nginx ACL. Access Control List nginx, :

location /api {
all ow 192. 168. 1. 3/ 24;
allow 127.0.0.1;
deny all;

deny - IP-address, ;
allow - IP-address,

, [IP-192.168.1.3 127.0.0.1, .



E nginx eltex-bob,

server {

listen 80;

server _name bob

location /api/ {
proxy_pass http://local host: 9190/ ;
proxy_set _header Host $host
proxy_set_header X- Forwarded-For $proxy_add_x_f orwarded_f or
proxy_set _header X-Real -1P $renote_addr
proxy_redirect default

/etc/eltex-bob/application.properties

application.properties

# The Dat asource Mysql properties
spring. appl i cati on. name=bob

spring. dat asource. url =j dbc: nysql : //10. 62. 18. 35: 3306/ el tex_ens?

useSSL=f al se&useJDBCConpl i ant Ti nezoneShi ft =t rue&uselLegacyDat et i meCode=f al se&ser ver Ti nezone=UTC
spring. dat asour ce. user name=j avauser

spring. dat asour ce. passwor d=j avapasswor d

spring. dat asour ce. hi kari . maxi num pool - si ze=10

# Conmon properties
#domai n_sear ch. mask=[ a- zA-Z0-9. - _] *. ap. root

donmi n_sear ch. mask=[ a- zA- Z0-9. - _]*. ap. root

domai n_search. regex="root/Ap/ (.*)$
donmi n_sear ch. repl acenment =$1

vsp_search. regex=/ (\\d{2,}[-_1\\d{2,})["]*$
mac. splitter=

aut h. enabl ed=f al se

aut h. user nane=user

aut h. passwor d=passwor d

excel .config.file=/etc/eltex-bob/excel _config.yan

server. port=9190
server.cron=0 */10 * ? * *

spring. dat asource. url =j dbc: nysql : //1 ocal host : 3306/ el t ex_ens?

useSSL=f al se&useJDBCConpl i ant Ti nezoneShi ft =t rue&uselLegacyDat et i mreCode=f al se&ser ver Ti nezone=UTC
spring. dat asour ce. user name=j avauser

spring. dat asour ce. passwor d=j avapasswor d

e ., 10 ,

spring. dat asour ce. hi kari . maxi num pool - si ze=10



domai n_sear ch. mask=[ a- zA- Z0- 9] *\ . ap\ . r oot

domai n_search. regex="root/Ap/ (.*)$
domai n_sear ch. repl acement =$1

vsp_search.regex=/ (\\d{2,}[-_]\\d{2,})[*/]*$

("M

mac. splitter=:

* . false-:

aut h. enabl ed=true
® /, bob:

aut h. user nane=user
aut h. passwor d=passwor d

excel .config.file=/etc/eltex-bob/excel _config.yanm

server. port=9190

server.cron=0 */10 * ? * *

spring. UNIX , 6,

, Ap.root. root,

# Conmon properties
domai n_sear ch. mask=. *r oot

domai n_search. regex="(.*)$
domai n_sear ch. repl acenent =$1

/etc/eltex-bob/excel_config.yaml



excel_config.yaml

vspSheet Nane:
vspExcel Fil e: /etc/eltex-bob/vsp. x| sx
type: TITLE
col ums:
vsp:
bank:
region:
office:
addr ess:
city:

##t

#vspSheet Nane:
#type: NUMBER
#col ums

vsp: 3
bank: 1
region: 10
of fice: 2
address: 7

H OoH OH R R

vspSheet Nane:
vspExcel File: /home/vagrant/list2. x| sx

® _TITLE- , NUMBER -

type: TITLE

col ums:
vVsp: - s .../ Sberbank/ 4157- 081_Kuznechnaya_1la..., "4157-081"
bank: \
region: - APGROUP
of fice: /
addr ess: - FULLADDRESS  Get APLi st

/etc/default/eltex-bob

eltex-bob

# AP Monitoring service

# Initial size of Java heap
JAVA | NI T_HEAP=128m
# Maxi mum si ze of Java heap
JAVA_MAX_HEAP=256m

# Additional arguments to pass to java
JAVA_OPTS="- XX: +HeapDunmpOnQut Of Menor yError - XX: HeapDunpPat h=/ var/ | og/ el t ex- bob"



JAVA_INIT_HEAP | . JAVA_MAX_HEAP.

JAVA MAX_HEAP

JAVA_OPTS jvm

letc/eltex-bob/log4j2.xml

log4j2.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<Confi guration>
<Properties>
<Property name="naxSi ze" val ue="5MB"/>
<Property name="naxCount" val ue="7"/>
<Property name="logDir" val ue="/var/| og/ el tex-bob"/>

<Property name="defaul tPattern"” val ue="9%d{1S08601} [%] % 5p % ogger{1} %{1}.%Mline:%).

<Property name="gel fHost" val ue="udp: | ab3-test.eltex.loc"/>
<Property nanme="gel fPort" val ue="12201"/>
<Property nanme="gel f Level " val ue="OFF"/>
<Property name="fil enamePrefix" val ue="eltex-bob"/>
</ Properties>

<Appender s>
<Consol e nane="STDOUT" tar get="SYSTEM QUT" >
<Pat t er nLayout >
<Pat t er n>${ def aul t Pat t ern} </ Patt ern>
</ Patt er nLayout >
</ Consol e>

<Rol I'i ngFi | e nanme="SPRI NG | NFO'
fileNanme="${logDir}/${fil enanePrefix}-spring.|og"
filePattern="${1ogDir}/%l{yyyyMmwud}. % .| og">
<Threshol dFi |l ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Pat t er nLayout >
<pattern>${def aul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Si zeBasedTri ggeringPolicy size="${maxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Rol I'i ngFi | e nane="SERVI CE- ERROR"
fileName="${logDir}/${filenanePrefix}-error.|og"
filePattern="${1ogDir}/%{yyyymMmwud}. % .| og">
<Threshol dFi |l ter |evel ="ERROR' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Pat t er nLayout >
<pattern>${defaul t Pattern}</pattern>
</ Patt er nLayout >
<Pol i ci es>
<Si zeBasedTri ggeringPol i cy size="${nmaxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over St rat egy max="${maxCount}"/>
</Rol l'i ngFi | e>

<Rol I'i ngFi | e nanme="SERVI CE- | NFO'
fileName="${l ogDir}/${filenanePrefix}-info.l og"
filePattern="${logDir}/%{yyyyMmud}. % .| og">
<Threshol dFil ter |evel ="I NFO' onMat ch="ACCEPT" onM smat ch="DENY"/ >
<Pat t er nLayout >
<pat t er n>${ def aul t Pat t er n} </ pattern>
</ Patt er nLayout >

Y% | >



<Pol i ci es>
<Si zeBasedTri ggeringPolicy size="${nmaxSi ze}"/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}"/>
</ Rol l'i ngFi | e>

<Gel f name="Gel f"
host =" ${gel f Host } "
port="%${gel fPort}"
version="1.1"
facility="${fil enamePrefix}"
extract StackTrace="true"
ori gi nHost =" %ost {fqdn}"
maxi numvessageSi ze="8192" >
<Field name="t hread" pattern="%" />
<Field name="l| evel " pattern="%evel" />
<Fi el d name="severity" pattern="%5level" />
<Fi el d name="1 ogger" pattern="% ogger{1}" />
<Field name="| ocation" pattern="%{1}.%VIline:%)" />

</ Gel f>
</ Appender s>
<Logger s>
<Logger nane="org. springfranmework" |evel ="info" additivity="fal se">
<Appender Ref ref="SPRI NG | NFO'/ >
</ Logger >

<Logger nane="org.eltex.softw c.bob" level="error" additivity="fal se">
<Appender Ref ref="SERVI CE- ERROR'/ >

</ Logger >

<Logger nane="org.eltex.softw c.bob" |level="info" additivity="fal se">
<Appender Ref ref="SERVI CE-| NFO'/ >

</ Logger >

<Root |evel ="error">
<Appender Ref ref="Celf" |evel ="${gel fLevel }"/>
</ Root >
</ Logger s>
</ Confi gurati on>

<Property name="naxSi ze" val ue="5MB"/>

<Property name="naxCount" val ue="7"/>

<Property name="logDir" val ue="/var/| og/ el tex-bob"/>

. Graylog (, , ):

<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Pr operty>
<Property name="gel f Host " >${ env: GELF_HOST: - udp: | ab3-test. el tex.| oc}</ Property>
<Property name="gel f Port">${env: GELF_PORT: - 12201} </ Pr opert y>



<Root |evel ="error">

docker-. .env docker-compose.yml.

docker-compose.yml

version: "3"

services:
bob:

i mge: hub.eltex-co.ru/softw c/eltex-bob:1.18-479

net wor k_node: host

ports:
- 9190: ${ BOB_PORT}

vol unes:
- "letc/eltex-bob/excel _config.yam :/etc/eltex-bob/excel _config.yam"
- "letc/eltex-bob/log4dj2. xm:/etc/eltex-bob/log4dj2-docker.xm"
- "letcl/eltex-bob/application.properties:/etc/eltex-bob/application.properties”
- "/var/log/eltex-bob:/var/log/eltex-bob"

envi ronnent :
- server. port=${ BOB_PORT}
- server. cron=${ BOB_CRO\}
- spring. datasource. url =${BOB_DB_URL}
- spring. dat asour ce. user nanme=${ BOB_DB_USERNAME}
- spring. dat asour ce. passwor d=${ BOB_DB_PASSWORD}
- domai n_sear ch. mask=${ BOB_DOVAI N_SEARCH MASK}
- donmi n_sear ch. r egex=${ BOB_DOVAI N_SEARCH REGEX}
- vsp_search. regex=${ BOB_VSP_SEARCH_REGEX}

.env

# common bob parans

BOB_DB_URL=j dbc: mysql : // <l P- addr ess>: 3306/ el t ex_ens?
useSSL=f al se&useJDBCConpl i ant Ti mnezoneShi ft =t rue&uselLegacyDat et i meCode=f al se&ser ver Ti nezone=UTC
BOB_DB_USERNAME=] avauser

BOB_DB_PASSWORD=j avapasswor d

BOB_DB_HI KARI _MAXI MUM_POOL_SI ZE=20

BOB_DOMAI N_SEARCH MASK=[ a- zA- Z0-9\\. _-]1*\\. Ap\\.root
BOB_DOVAI N_SEARCH REGEX="root/Ap/(.*)$
BOB_VSP_SEARCH REGEX=/ (\\d{2,}[-_]\\d{2,})[~/]*$
BOB_PORT=9190

BOB_CRON=0 */10 * ? * *

.env docker-compose.yml

docker - conpose up

(environment)

* BOB_PORT-, ;



® BOB_CRON - , . spring.
UNIX , 6, .

(MySQL)

* BOB DB URL-URL MySQL;
* BOB_DB_USERNAME -
* BOB_DB_PASSWORD -

* BOB_DOMAIN_SEARCH_MASK - (), ;
* BOB_DOMAIN_SEARCH_REGEX - ,  json,, root.Ap.Sibir, Ap.Sibir Sibir;
®* BOB_VSP_SEARCH_REGEX - , » root.Ap.Sibir.Novosibisrk.Lenina.0000_0000-kakoetovsp.
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