BRAS/BRAS vrf. L3 WiFi -

® 1. BRAS.
* 11 .
® 1.2. generic AP, WiFi
® vian
® option 82
* 13
* 2
21

® 2.2 ESRBRASL3
®* 3. BRAS VRF
® 4. ESRBRASL3.
® 4.1. ESRBRASL3.
® 4.2. BRAS ESR
® 43. BRAS VRF
® 4.3. option 82
® 44. ESR
® 5. ESR client
* 51.
® 52
® 6. SoftWLC
® 6.1

* EMS
® SSID vlan
® SSID option 82
® 7. generic AP  option 82
® 7.1.

® 7.2. PCRF
® 7.3. generic AP
® 7.4. generic AP
* g
BRAS L3 ESR-100/200/1000/1200/1500/1700. Wi-Fi, . BRAS
. ., WIiFi
*  WiFi, ., (SMs, )
® ., WiFi ,BRAS , WiFi ;
d WiFi BRAS
BRAS , WiFi SoftWLC, , BRAS. SoftWLC BRAS WiFi Eltex-PCRF.
1.1
, WiFi ,ESRBRAS , . MAC- WiFi, ., BRAS , MAC- . WiFi BRAS L2-, WiFi BRAS VPN L3-. VPN ESR-10/20/100/200, GRE-

ESR-100/200/1000/1200/1500/1700, Wireless-Controller ( ESR L3 (WIiFiL3) ESR wireless-controller ""). Eltex GRE-, BRAS L3-

ESR-10/20/100/200., .1.1.1
GRE managment )))
ESR Client

: PCRF |
N - - - ! Generic AP
- m—m—m——————— ~
' Portal '
N e e = = 1
pmmmmmm e . [—\. L3 cetboneparopa
' EMS :
I\ _________ Y ESR BRAS GRE managmet
- m—m——————— ~
! DHCP
N e e = = 1
SoftWLC

AP Eltex
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.1.1.1.

ESR:
®* ESRBRAS, GRE BRAS- "ESRBRASL3"
®* ESR, , , GRE ESR BRAS L3 - ESR "ESR Client".
, 111 ESR
ESR ESR BRAS L3 ESR Client
ESR-10 - +
ESR-20 - +
ESR-100 + +
ESR-200 + +
ESR-1000 + +
ESR-1200 + +
ESR-1500 + +
ESR-1700 + +
1.1.1.
1., Wik :™"ISP".
2., WiFi, -
3. :"Generic AP".
4., WiFi " WiFi" ™.
5. generic AP L3 ESRClient GRE:™, "Interop".

1.2. generic AP, WiFi

WiFi BRAS, , SSID generic AP .

generic AP WiFi:

1. vlan.
2. coption 82.
vlan

SSID generic AP vlan. , .1.2.1( GRE-).



PCRF

EAS

ACCT
(vlan 10, 11, 12, 13, 14, 15)

GRE data

i )

VLAN 1,2
Generic AP 1

VLAN VLAN 3,4

_a

ESR BRAS L3 ESR client

) 10,11,12,13, 14,15 ' m ’))

Generic AP 1

VLANS5, 6
\ ’)

SSID 1:VLAN 10
SSID 2 : VLAN 11

SSID 1:VLAN 12
SSID 2 : VLAN 13

SSID 1 : VLAN 14
SSID 2 :VLAN 15

Generic AP 1
.1.2.1.

.1.2.1, generic AP, WiFi , vlan, ESR BRAS.

1) generic AP;

2) generic AP.

1) - generic AP vlan, 2SSID generic AP 6 vlan. SoftWLC, 20 vlan, GRE- ESR-client.
option 82
ESR BRAS WiFi, option82, DHCP., SSID vlan, generic AP. , generic AP option 82 DHCP- (DHCP snooping). , DHCP

option 82 c /vlan , generic AP. generic AP SSID, . BRAS radius option 82, DHCP- ( 1.11.2 ESR). radius , RFC4679. ,
’ SSID1:
( SSID2:
VLAN 10, 11
PCRF
Generic AP 1
N
ACCT | (with option 82)
Managment
GRE data switch VLAN 10, 11
= VLAN 10, 11 SSID1:
e 6 TV URCE TR e—G : | m— v )) ssiD2:
ESR BRAS L3 ESR client DHCP-Discover/Request DHCP|snooping enable
with option 82
Generic AP 1
VLAN 10, 11
\_ , SSID1:
SSID2:
Generic AP 1

.1.2.2.

WiFi

.1.2.2.

VLAN 10
VLAN 11

VLAN 10
VLAN 11

VLAN 10
VLAN 11



1) generic

AP, .. SSID vlan, generic AP.

1) generic AP , "DHCP snooping"

1.3

WiFi, genericAP, BRAS SoftWLC ( 1.3.1). WiFi.
PCRF
n WiFi Gi AP i NGW Internet
oneaceaTens T Eere Switch ESRBRAS Portal Eltex-Radius Database DHCP-server -
) = =0 IR ' N = A

© WiFi-open add opjtion 82 -
2 ‘association
g DHICP-discover (udp 68:67)
b Parce
% @option
& 82 relayedi DHCP-discover (udp F7:67)
§ DHCP-offer (jp,mask, gateway, DN$)(udp 67:68) DHCP-offer (jp,mask, gateway, DN$)(udp 67:67)
= DHGP-request (udp 68:67) relaysid DHCP-request (udp §7:67)

DHCP-ack (ij), mask, gateway, DNS) (udp 67:68) DHCP-ack (. mask, gateway, DNS| (udp 67:67)

DNS-request
HTTP-get Create session
session-id, MAC, ip-
() address
radius access-request; Radius proxy Check
mac, wrf, nas{ip session-id, mac, L2-interface, nas-ip
L2-interface, dedl, ip address
radius acqess-reject Radius proxy Unknown mac !

HTTP redirect 302

mac. ip, vrf nas-ip, sesgion-id, L2-location)

Radius session accounti

radius accourf

ting-response

Jo start(empty usermname)

HTTP-get portal

Proxy HTTP-get portal

Get session-guery

radius COA s

pssion-geuery

radius CoA-ACK ses:

ion unauth, new-user

Not passed

Mpoljecc aBTOPU3aLMW KNNeHTa

Wicrionbaosanme yenyru
KNHEHTOM

BRAS

1
2.
3

o oA

HTTP-ok. show portal registration-form Get mac,
user-domain
|Create registration record:
Registration, ugername=phone hane, L
‘domain=servicedomain,
eply atir Aservice=Internet
commpn aftr-Expiration-time|from| tariff)
Send message (usemame pagsword)
SMS cqde to phone (passworgd=code)
HTTP-get code (phone confirmation) PQST account-loggon:
Usemame, password, Put mac, uger domain,
nas-ip, VRF, domain user name, [last activity
Radius CoA Afcount-Loggon
Radius accpss-request Radius proxy Check
mac, L2-interface, nas-ip
Radius access-accgpt, service:internet Radius proxy User found!
Passed
Radius access-reqliest (load service) Radius proxy Check
usenm: i ' getdata
Radius accpss-accept: < Radius proxy Passed
traffic-class. quotl-voluem, filtter-id
Radius Cof\ response
HTTP redirec 302 tg Porial promo page Success
HTTP-get (to any Internet gage)
Radius service pccounting start
Radius session apcounting update
Radius service afcounting update
Radius session jaccounting stop
Radius service pocounting stop
Put sessiop stalistics

.1

., DHCP (udp port 67,68) DNS (udp 53). . DNS HTTP-.

WiFi, generic AP, DHCP-discover.
generic AP, , , generic AP

L2 ESRclient( ,.. L2 ESR BRAS L3),

option 82 - /vlan/ DHCP .

relay, DHCP, WiFi giaddrfield. gateway ESR. , WiFi
WiFi  «», DHCP DNS.
WiFi , ESR BRAS L3 HTTP,
». / , . Notification GW (NGW) SMS ,

, WiFi «

HTTP 302 Redirect,

P

3.1

GRE ESR BRAS L3. ESR BRAS L3, DHCP- option 82 (),

, «»  WiFi ( - ).

Eltex-Portal

nas-ip L2-interface. ,

mac-/option 82 () DHCP-



7. , PCRF, Account-Loggon ESR BRAS L3., , WiFi, access-request. .. ), - radius PCRF. PCRF , WiFi.
ESR BRAS L3 , /, URL, . WiFi

8. WiFi URL,IP.

9. ESR accounting

10. WiFi , ESRBRASL3 idle-timeout, accounting stop PCRF, /.

,HTTP WiFi ESRBRASL3, source (USERIP) ESR BRAS L3 (PROXY IP). ESR BRAS L3 SoftWLC HTTP(S) IP ESRBRSL3
USERIP .

, WiFi  URL - HTTP(S) WiFi ESR BRAS L3, Source (USERIP) ESR BRAS L3 (PROXY IP). ESR NAT HTTP(S) IP ESRBRASL3
USER IP source-. NAT, «» |IP NAT.

ESR 1.11.2 SOftWLC 1.18 BRAS VRF. BRAS VRF BRAS VRF, CoA- BRAS VRF VRF. BRAS CoA.
2.1
, 2.1.1. ESRBRASL3, Active/Standby. ""(PE). ESRBRAS L3 4eBGP PE VRF:
®* VRF Backbone - ;
® VRFAP- ESRClient, GRE- ESRBRASL3;
® VRFNAT- WiFi , VRF ;
®* VRF DPI - VRF ESR BRAS L3. VRF NAT DPI.

PE iBGP ESR BRAS L3. VRRP GRE , ESRclient WiFi. VRF IiBGP VRF.

Internet

MES ACCESS
’ -
!
EE=F)———\/RF Backbone
SoftwLC
o2&
ESR Client

g S <
S’ N’

Generic AP 1 Generic AP 2 Generic AP 3

N
>3
”

User-WiFi

ESR BRAS L3 -1 ESR BRAS L3-2
VRRP MASTER VRRP BACKUP

.2.1.1.

2.2 ESRBRASL3

ESR , .2.2.1:



o o
3 3
™~ =
S S
< <t
© )
o o
o o
<] =
PE 1
(0]
5
5 o g =
eBGP. Y - B
£ g o <
LL
fod >
=

gi1/0/1.214 - 100.64.0.74/30

VRF VRF default

dpi

Bridge 1

or T[

Bridge 3

Bridge 9

Bridge 10

noaceTb

tunnel It 1

198.18.128.2/21
noAceTb ynpasnenua TJ

100.64.0.57/30
noacetb aAnd ceAsn iBGP
Yyepes nepemMbluKy

gi1/0/1.210 - 100.64.0.50/30

192.168.200.51/28
TepmuHupoBaHue GRE

198.18.192.2/19

nonb3oBatenei WiFi

10.200.200.1/30

gi1/0/2

tunnel It 2

10.200.200.2/30

Bridge 12
198.19.0.2/19

noacetb
nonbaosatenei WiFi

AS 65001

AS 64603

VRRP GROUP 1

VIP 192.168.200.49/32

iBGP VRF default
VLAN 9
s TTTTTTTTTTTT N
[} BRAS ]
! defaulf VRF instance 1
- 198.18.192.1/32 -
s VLAN 10 ]
A \ II
s TTTTTTTTTTTT N
[} BRAS 1
: VRF dpi instance 1
]
prrre s ——————— '
: VIP 198.19.0.1/32 P
i cccnrreeeeeeeeeeeeeeeeee 1
1
1 VLAN 12 1
\ ’

gi1/0/2

100.64.0.53/30

100.64.0.77/30

\T
VRF NAT

VRF N
VRF backbone

VRF dpi

PE 2

eBGP

gi1/0/1.211 - 100.64.0.54/30

VRF default

Bridge 1
192.168.200.52/28
TepmMuHupoBaHue GRE
oT TA

Bridge 3

- - 198.18.128.3/21

noacetb ynpasnenua T/

Bridge 9
100.64.0.58/30
noacetb and ceAsu iBGP
Yyepes NepemMbluky

Bridge 10
198.18.192.3/19
noaceTb
nonbsoBatenei WiFi

tunnel It 1
10.200.200.5/30

gi1/0/1.215 - 100.64.0.78/30

tunnel It 2
10.200.200.6/30

Bridge 12
198.19.0.2/19

noacetb
nonb3osatenei WiFi




Bridge 92 . : Bridge 92
100.64.0.97/30 1 iBGP VRF dpl 100.64.0.98/30

nozceTs And ceAsM iIBGP i mosceTb AnA ceA3M IBGP |
{ uepes nepembiuky B VRF ! VLAN 92 i uepes nepembiuky B VRF i

ESR BRAS L3 VRRP MASTER (Alfa) ESR BRAS L3 VRRP BACKUP (Beta)

0)

ESR BRAS L3 VRRP MASTER "Alfa", ESR BRAS L3 VRRP BACKUP - "Beta".

, 221
AS 64603 VRF Alfa Beta
/vlan P VRRP IP /vlan P
VRF AP (eBGP) default = gi1/0/1.206 100.64.0.34/30 n/a 0i1/0/1.207 100.64.0.38/30
VRF backbone (eBGP) default  gi1/0/1.208 100.64.0.42/30 n/a 0i1/0/1.209 100.64.0.46/30
VRF NAT (eBGP) default = gi1/0/1.210 100.64.0.50/30 n/a 0i1/0/1.211 100.64.0.54/30
VRF DPI default It1 10.200.200.1/30 n/a It1 10.200.200.5/30
GRE ESR-client default bridge 1/101 192.168.200.51/28 192.168.200.49/32 = bridge 1 /101 ' 192.168.200.52/28
192.168.200.50/32
ESR-client default  bridge 3/3 198.18.128.2/21 198.18.128.1/32  bridge 3/3 198.18.128.3/21
ESR (iBGP) default  bridge 9/9 100.64.0.57/30 n/a bridge 9/9 100.64.0.58/30
WiFi VRF default  bridge 10/10 198.18.192.2/19 198.18.192.1/32  bridge 10/10  198.18.192.3/19
VRF DPI (eBGP VRF dpi) dpi It2 10.200.200.2/30 n/a t2 10.200.200.6/30
VRF dpi gi1/0/1.214 100.64.0.74/30 n/a 0i1/0/1.215 100.64.0.78/30
WiFi VRF (dpi) dpi bridge 12/12 198.19.0.2/19 198.19.0.1/32 bridge 12 /12 | 198.19.0.3/19
¢ ESR (iBGP VRF dpi) dpi bridge 92 /92 100.64.0.97/30 n/a bridge 92 /92  100.64.0.98/30

2.2.1.
1. VRF  VRF NAT.
2. , SoftWLC DHCP- VRF backbone. ESR , bridge 3.
3. ESRclient IP VRF AP GRE-. VRF VRFAP.
4. WiFi, VRF dpi bridge 12, VRF DPI.

5. DHCP WiFi VRF dpi  VRF backbone VRF. IP- VRF lIt-,

3. BRAS VRF

BRAS VRF

1. VRF ESR BRAS.

2. BRAS RADIUS-, VRF.

3. BRAS das-server VRF, RADIUS- CoA- , BRAS .
RADIUS-, BRAS , Eltex-PCRF SoftWLC. Eltex-PCRF

® UDP:31812- (access-request)

® UDP:31813- (accounting-request)

® UDP:3799 - CoA BRAS (CoA-request) VRF
BRAS VRF VRF,CoA , VRF.:

® UDP:30799 - CoA BRAS VRF dpi



VRF, CoA-, ESR 3.1:

VRF CoA port secret

1 3799 testing123
dpi 30799 testing123
3.1

,, ESR VRF das-server/secret.

0)

BRAS ESR radius- das-server CoOA-.

4. ESR BRAS L3.

4.1. ESR BRAS L3.

ESRBRAS L3 BRAS-WiFi. ESR( ).

esr# show |licence
Li cence information

Version: 1.0
Type: ESR- 1000
S/I'N: NP01000415
MAC: A8: F9: 4B: AA: 34: 99
Feat ures:
WFI - W-Fi controller
BRAS - Broadband Renote Access Server

ESR 1.11.3.

ip-, BGP, wirelees-controller.

- (ip firewall disable) ip-

VRF

BRAS. ESR,

ESR ESR wireless-controller "" ESR - softgre Bridge VRF. ESR ( BRAS)

#!/usr/bin/clish
#18
hostnane Al fa

obj ect-group network gre_termination
ip prefix 192.168.200. 48/ 28
exit
obj ect-group network ngnt_AP
ip prefix 198.18.128.0/21
ip prefix 198.18.192.0/19
ip prefix 100. 64.0.56/ 30
ip prefix 198.19.0.0/19
exit
obj ect-group network clients_AP
ip prefix 198.18.192.0/19
ip prefix 198.18.128.0/21
exit
obj ect-group network clients_dp
ip prefix 198.19.0.0/19
exit
obj ect-group network SoftW.C
ip prefix 100.123.0.0/24

SoftWwLC,

VREF,

3.1
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exit

ipvrf dp
ip protocols bgp max-routes 250
exit

radi us-server retransnit 2
radi us-server host 100.123.0.2
key ascii-text testingl23

tineout 5
priority 20
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 12
force-up

exit

vlan 101
force-up

exit

vlan 9, 92

exit

security zone trusted

exit

security zone untrusted

exit

security zone gre

exit

security zone nei ghbour

exit

security zone user

exit

security zone trusted_dpi
ip vrf forwarding dp

exit

security zone untrusted_dp
ip vrf forwarding dp

exit

security zone nei ghbour_dp
ip vrf forwarding dp

exit

security zone user_dp
ip vrf forwarding dp

exit

rout e- nap out _BGP_CRE
rule 1
match i p address object-group gre_term nation
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1



action permt
exit
exit
rout e- map out _BGP_AP
rule 1
match i p address object-group ngnt _AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 1
match i p address object-group clients_AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e-map i n_PREF
rule 1
action set |ocal-preference 90
action permt
exit
exit
rout e- map out _BGP_DPI
rule 1
match i p address object-group clients_dp
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
router bgp 64603
nei ghbor 100. 64. 0. 33
renote-as 65001
updat e- source 100. 64. 0. 34
address-fam |y i pv4 unicast
rout e- map out_BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 41
renmote-as 65001
updat e- source 100. 64. 0. 42
address-fanmily ipv4 unicast
rout e-map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 49
renote-as 65001
updat e- source 100. 64. 0. 50
address-fam |y ipv4 unicast
rout e-map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 58
renot e-as 64603
updat e- source 100. 64. 0. 57
address-fam |y ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit



address-fam |y ipv4 unicast
redi stribute connected
redistribute static
exit
enabl e
vrf dpi
nei ghbor 100. 64.0. 73
renote-as 65001
updat e- source 100. 64.0. 74
address-fanmly ipv4 unicast
rout e- nap out_BGP_DPI out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 98
renot e-as 64603
updat e- source 100. 64. 0. 97
address-fam |y ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fanmily ipv4 unicast
redi stribute connected
exit
enabl e
exit
exit

tracking 1
vrrp 3 not state master
enabl e

exit

bridge 1
description "GRE_termnation”
vlan 101
security-zone gre
ip address 192.168. 200. 51/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32

vrrp i p 192.168. 200. 50/ 32 secondary

vrrp priority 200

vrrp group 1

vrrp preenpt disable

vrrp preenpt delay 150

vrrp tinmers garp delay 1
vrrp tinmers garp repeat 10
vrrp

protected-ports | oca

prot ected-ports exclude vl an
ports vrrp filtering enable

ports vrrp filtering exclude vlan

enabl e
exit
bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
i p hel per-address 100.123.0.3
i p hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable



vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp tinmers garp repeat 10
vrrp
ip tcp adjust-nmss 1400
protected-ports |ocal
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
ip address 100.64.0.57/30
ip tcp adjust-nss 1400
enabl e

exit

bri dge 10
description "datal_AP"
vl an 10
unknown- uni cast - f orwar di ng di sabl e
security-zone user
ip address 198.18.192.2/19
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp i p 198.18.192.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp timers garp repeat 10
vrrp
ip tcp adjust-nmss 1400
| ocation datalO
prot ect ed-ports radius
protected-ports exclude vlan
enabl e

exit

bridge 12
ip vrf forwarding dp
vlan 12
unknown- uni cast - f orwar di ng di sabl e
security-zone user_dp
ip address 198.19.0.2/19
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 12
vrrp ip 198.19.0.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp timers garp delay 1
vrrp tinmers garp repeat 10
vrrp
ip tcp adjust-nss 1400
| ocation datal2
protected-ports radius
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bri dge 92
ip vrf forwarding dp
description "nei ghbour for VRF dpi"
vlan 92



security-zone nei ghbour_dp
i p address 100. 64.0.97/ 30
ip tcp adjust-nmss 1400
enabl e

exit

interface gigabitethernet 1/0/1
description "UpLink"
node hybrid

exit

interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
i p address 100. 64. 0. 34/ 30

exit

interface gigabitethernet 1/0/1.208
description "VRF_CORE"
security-zone trusted
ip address 100. 64.0.42/30
ip tcp adjust-nmss 1400

exit

interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted
ip address 100. 64. 0.50/ 30
ip tcp adjust-nmss 1400

exit

interface gigabitethernet 1/0/1.214
ip vrf forwarding dp
description "br12_vrf"
security-zone untrusted_dp
i p address 100. 64. 0. 74/ 30
ip tcp adjust-nss 1400

exit

interface gigabitethernet 1/0/2
description "nei ghbour"
node hybrid
swi tchport general acceptable-frane-type tagged-only
swi tchport general allowed vlan add 3, 9-10, 12,92, 101 tagged

exit

tunnel It 1
peer It 2
security-zone trusted
i p address 10.200. 200. 1/ 30

enabl e

exit
tunnel It 2
peer It 1

ip vrf forwarding dp
security-zone trusted_dp
i p address 10.200. 200. 2/ 30
enabl e
exit
tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node dat a
| ocal address 192.168. 200. 50
default-profile
enabl e
exit



snnp- server
snnp-server system shut down

snnp-server comunity "publicll" ro
snnp-server comunity "privatel" rw

snnp-server host 100.123.0.2
sour ce-address 198.18l.128.2
exit

snnp-server enable traps config

snnp-server enable traps config conmmt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enabl e traps environnent pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnmp-server enable traps environnent fan-speed-high
snnp-server enable traps environment nmenory-flash-critical-Iow
snnp-server enable traps environment nenory-flash-Iow
snnp-server enable traps environment menory-ramcritical-Iow
snnp-server enable traps environnment nenory-raml ow
snnp-server enabl e traps environnent cpu-I|oad

snnp-server enable traps environnment cpu-dp-critical-tenp
snnp-server enable traps environment cpu-dp-overheat-tenp
snnp-server enabl e traps environnent cpu-dp-supercooling-tenp
snnp-server enable traps environnment cpu-ngnt-critical-tenp
snnp-server enable traps environnment cpu-ngnt-overheat-tenp
snnp-server enabl e traps environnment cpu-ngnt-supercooling-tenp
snnp-server enabl e traps environment board-overheat-tenp
snnp-server enabl e traps environnent board-supercooling-tenp
snnp-server enabl e traps environnent sfp-overheat-tenp
snnp-server enable traps environment sfp-supercooling-tenp
snnp-server enabl e traps environnent sw tch-overheat-tenp
snnp-server enable traps environnment sw tch-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi w fi-tunnel s-nunber-in-bridge-high
snnp-server enable traps wifi wfi-tunnel s-operation
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed

snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high

snnp-server enabl e traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linit

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto

snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tinme-exceeded



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e

security passwords

ip dhcp-rel ay

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

screen unreachabl e
screen tcp-all-flags
entity

entity config-change
entity-sensor
entity-sensor threshold
envnon

envnon fan

envnon shut down
envnon supply

envnon tenperature
flash

flash insertion
flash renoval

snnp

snnp aut henti cation
snnp col dstart

snnp | i nkdown

snimp |i nkup

sysl og

history 0

ip route vrf dpi 100.123.0.0/24 10.200.200.1
ip route 198.19.0.0/19 10.200. 200. 2

wirel ess-controller

peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2

vrrp-group 1

dat a-tunnel configuration radius

keepal i ve npde reactive

aaa das-profile COA

aaa radius-profile PCRF

enabl e
exit
ip telnet server
ip ssh server

ntp enabl e
ntp server 100.123
exit

#!/usr/bin/clish
#18
host nane Beta

0.2

obj ect-group network gre_ternination
ip prefix 192.168.200. 48/ 28

exit

obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.192.0/19
ip prefix 100.64.0.56/30

ip prefix 198.19.0.0/19

exit

obj ect-group network clients_AP
ip prefix 198.18.192.0/19
ip prefix 198.18.128.0/21

exit

obj ect-group network clients_dp

ip prefix 198.19.0.0/19

exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24

exit



ipvrf dp
ip protocols bgp max-routes 250
exit

radi us-server retransnmt 2
radi us-server host 100.123.0.2
key ascii-text testingl23

tinmeout 11
sour ce- address 198. 18.128.3
aut h-port 31812
acct-port 31813
retransmt 2
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 12
force-up

exit

vlan 101
force-up

exit

vlan 9, 92

exit

security zone trusted

exit

security zone untrusted

exit

security zone gre

exit

security zone nei ghbour

exit

security zone user

exit

security zone trusted_dpi
ip vrf forwarding dp

exit

security zone untrusted_dp
ip vrf forwarding dp

exit

security zone nei ghbour_dp
ip vrf forwarding dp

exit

security zone user_dp
ip vrf forwarding dp

exit

rout e- map out _BGP_CRE
rule 1
match i p address object-group gre_term nation
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit



exit
rout e- map out _BGP_AP
rule 1
match i p address object-group ngnt AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e- map out _BGP_NAT
rule 1
match i p address object-group clients_AP
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
rout e-nmap i n_PREF
rule 1
action set |ocal-preference 20
action permt
exit
exit
rout e- map out _BGP_DPI
rule 1
match i p address object-group clients_dp
action set as-path prepend 64603 track 1
action set metric bgp 1000 track 1
action permt
exit
exit
router bgp 64603
nei ghbor 100. 64. 0. 37
renote-as 65001
updat e- source 100. 64. 0. 38
address-fam |y i pv4 unicast
rout e- map out _BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 45
renote-as 65001
updat e- sour ce 100. 64. 0. 46
address-fanmi |y ipv4 unicast
rout e-map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 53
renote-as 65001
updat e- source 100. 64. 0. 54
address-fam |y i pv4 unicast
rout e- map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 57
renote-as 64603
updat e- source 100. 64. 0. 58
address-fanmily ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fanily ipv4 unicast
redi stribute connected



redistribute static
exit
enabl e
vrf dpi
nei ghbor 100. 64.0. 77
renote-as 65001
updat e- source 100.64.0.78
address-fam |y ipv4 unicast
rout e- map out _BGP_DPI out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 97
renot e-as 64603
updat e- source 100. 64. 0. 98
address-fami |y ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fam |y ipv4 unicast
redi stribute connected
exit
enabl e
exit
exit

tracking 1
vrrp 3 not state master
enabl e

exit

bridge 1
description "GRE_termnation”
vl an 101
security-zone gre
i p address 192.168. 200. 52/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp ip 192.168.200. 50/ 32 secondary
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp timers garp repeat 10
vrrp
enabl e

exit

bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp i p 198.18.128.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp tinmers garp delay 1
vrrp tinmers garp repeat 10
vrrp
ip tcp adjust-nmss 1400
prot ected-ports | oca
prot ect ed-ports exclude vl an



ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
ip address 100. 64. 0.58/30
ip tcp adjust-nmss 1400
enabl e

exit

bri dge 10
description "datal_AP"
vlan 10
unknown- uni cast - f orwar di ng di sabl e
security-zone user
ip address 198.18.192.3/19
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.192.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp timers garp delay 1
vrrp timers garp repeat 10
vrrp
ip tcp adjust-nmss 1400
| ocation datalO
protected-ports radius
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 12
ip vrf forwarding dp
vlan 12
unknown- uni cast - f orwar di ng di sabl e
security-zone user_dp
ip address 198.19.0.3/19
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 12
vrrp ip 198.19.0.1/32
vrrp priority 190
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 150
vrrp timers garp delay 1
vrrp tinmers garp repeat 10
vrrp
ip tcp adjust-nmss 1400
| ocation datal2
protected-ports radius
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bri dge 92
ip vrf forwarding dp
description "nei ghbour for VRF dpi"
vlan 92
security-zone nei ghbour _dp
ip address 100. 64. 0.98/30
ip tcp adjust-nmss 1400
enabl e

exit



interface gigabitethernet 1/0/1
node hybrid
swi t chport forbidden default-vlan

exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
ip address 100. 64. 0. 38/ 30

exit

interface gigabitethernet 1/0/1.209
descri ption "VRF_CORE"
security-zone trusted
i p address 100. 64. 0. 46/ 30
ip tcp adjust-nmss 1400

exit

interface gigabitethernet 1/0/1.211
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 54/ 30
ip tcp adjust-nmss 1400

exit

interface gigabitethernet 1/0/1.215
ip vrf forwarding dp
description "dpi _vrf"
security-zone untrusted_dp
i p address 100.64.0. 78/ 30
ip tcp adjust-nss 1400

exit

interface gigabitethernet 1/0/2
description "nei ghbour"
nmode hybrid
swi tchport forbidden default-vlan
swi t chport general acceptable-frame-type tagged-only
swi tchport general allowed vlan add 3,9-10, 12,92, 101 tagged

exit

tunnel It 1
peer It 2
security-zone trusted
i p address 10.200. 200. 5/ 30

enabl e
exit
tunnel It 2
peer It 1

ip vrf forwarding dp
i p address 10.200. 200. 6/ 30
enabl e
exit
tunnel softgre 1
description "mgnt"
nmode managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

snnp- server
snnp-server comunity "publicll" ro
snnp-server community "privatel" rw



snnp-server host 100.123.0.2
sour ce- address 198.18.128.3
exit

snnp-server enable traps config

snnp-server enable traps config commt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environnent pwin

snnp-server enable traps environment pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enable traps environnment fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environnment nenory-flash-Iow
snnp-server enabl e traps environnent nmenory-ramcritical-Iow
snnp-server enabl e traps environnent nenory-ramlow
snnp-server enable traps environment cpu-I|oad

snnp-server enable traps environment cpu-dp-critical-tenp
snnp-server enable traps environnment cpu-dp-overheat-tenp
snnp-server enable traps environnment cpu-dp-supercooling-tenp
snnp-server enable traps environment cpu-ngnt-critical-tenp
snnp-server enable traps environnment cpu-ngnt-overheat-tenp
snnp-server enabl e traps environnent cpu-ngnt-supercooling-tenp
snnp-server enabl e traps environnent board-overheat-tenp
snnp-server enabl e traps environment board-supercooling-tenp
snnp-server enabl e traps environnent sfp-overheat-tenp
snnp-server enabl e traps environnment sfp-supercooling-tenp
snnp-server enable traps environment switch-overheat-tenp
snnp-server enabl e traps environnment sw tch-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps wifi wifi-tunnels-operation
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed

snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high

snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen | and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-1|arge

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto

snnp-server enable traps screen ip-frag

snnp-server enabl e traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tine-exceeded

snnp-server enable traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags

snnp-server enable traps entity

snnp-server enable traps entity config-change

snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable

security passwords

ip dhcp-rel ay

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

envnon
envnon fan

envnon shut down
envnon supply
envnon tenperature
flash

flash insertion
flash renoval

snnp

snnp aut henti cation
snnmp col dstart

snnp |i nkdown

snnp |inkup

sysl og

history 0

ip route vrf dpi 100.123.0.0/24 10.200.200.5
ip route 198.19.0.0/19 10.200. 200. 6

wirel ess-controll er

peer - address 100. 64. 0. 57
nas-i p-address 198.18.128.3

vrrp-group 1

data-tunnel configuration radius
aaa das-profile COA
aaa radi us-profile PCRF

enabl e
exit
ip telnet server
ip ssh server

ntp enabl e

ntp server 100.123.0.2

exit

4.2. BRAS ESR

BRAS BRAS. L2 WiFi -

RADIUS- das-server ESR VRF

3.1 das-server BRAS VRF dpi.

das-server COA dp

4.1,.. SoftWLC softGRE -

Alfa Beta:

key ascii-text testingl23

port 30799

clients object-group Soft WC

exit

aaa das-profile COA_dp
das-server COA _dp

exit

access-list, BRAS. ESR.

ip access-list extended WELCOVE

rule 1
action permt
mat ch protoco

tcp

mat ch destination-port 443

enabl e

exit

rule 2
action permt
mat ch protoco

tcp


https://docs.eltex-co.ru/pages/viewpage.action?pageId=127008805

mat ch destination-port 8443
enabl e

exit

rule 3
action permt
mat ch protocol tcp
mat ch destination-port 80
enabl e

exit

rule 4
action permt
mat ch protocol tcp
mat ch destinati on-port 8080
enabl e

exit

exit

ip access-1list extended | NTERNET
rule 1
action permt
enabl e
exit
exit

ip access-list extended unaut hUSER
rule 1
action permt
mat ch protocol udp
mat ch source-port 68
mat ch destination-port 67
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port 53
enabl e
exit
exit

BRAS

obj ect-group network bras_users
i p address-range 198. 18. 192. 4-198. 18. 223. 254
i p address-range 198.19.0.4-198.19. 31. 254
exit

bridge 10
service-subscri ber-control object-group bras_users
| ocation datalO

exit

bri dge 12
service-subscri ber-control object-group bras_users
| ocation datal2

exit

BRAS , , , ESR,VRRP . ESR VRRP

BRAS. ESR nas-ip-address ip proxy source-address. Alfa, () Beta.

subscriber-control filters-server-url http://100.123.0.2:7070/filters/file
subscri ber-contro

aaa das-profile COA

aaa sessions-radius-profile PCRF

aaa services-radius-profile PCRF



backup traffic-processing transparent
nas-i p-address 198.18.128.2 (198.18.128. 3)
sessi on nmac-aut hentication
bypass-traffic-acl unaut hUSER
vrrp-group 1
defaul t-service
cl ass- map unaut hUSER
filter-nanme renote gosuslug
filter-action permt
default-action redirect http://100.123.0.2:8080/eltex_portal/
exit
enabl e
exit

1) vrrp-group 1 - BRAS VRRP ESR.

2) backup traffic-processing transparent - , BRAS- , VRRP ESR BACKUP. ",

4.3. BRAS VRF

VRF BRAS, VRF: "subscriber-control vif <VRF>". ESR BRAS.

subscriber-control vrf dp
aaa das-profile COA_dp
aaa sessions-radius-profile PCRF
aaa services-radius-profile PCRF
backup traffic-processing transparent
nas-i p-address 198.18.128.2 (198.18.128. 3)
sessi on mac-aut hentication
bypass-traffic-acl unaut hUSER
vrrp-group 1
def aul t-service
cl ass- map unaut hUSER
filter-nanme renote gosuslug
filter-action permt
defaul t-action redirect http://100.123.0.2:8080/eltex_portal/

exit
enabl e
exit
, BRAS VRF aaa das-profile - , BRAS VRF.
1 !
.. BRAS URL- - BRAS VRF - VRF, BRAS. , , It2, VRFdpi VRF
4.3. option 82

option 82 genericp AP, WiFi BRAS

subscri ber-control peer-address 100. 64.0.58
subscri ber-contro
dhcp-option-82-include enabl e
exit
subscriber-control vrf dp
dhcp-option-82-include enabl e
exit

subscri ber-control peer-address 100.64.0.57
subscri ber-contro



dhcp-option-82-include enabl e
exit
subscri ber-control vrf dpi
dhcp-option-82-include enabl e
exit

option 82:

® subscriber-control peer-address <IP-> - , option 82

® dhcp-option-82-include enable - option 82 DHCP- WiFi

® dhcp-option-82-include lease-time - option 82 , 60-86400, 3600. DHCP-.
¢ dhcp-option-82-include accept-time - option 82 , 10-3600, 60. , DHCP-ack
® dhcp-option-82-include size - option 82, BRAS, ESR.

44. ESR
VRF ESR, VRFc.. .,

(security-zone)

security trusted
exit
security
exit
security
exit
security
exit
security
exit
security zone trusted_dpi
ip vrf forwarding dpi

exit

security zone untrusted_dp
ip vrf forwarding dpi

exit

security zone nei ghbour _dpi
ip vrf forwarding dpi

exit

security zone user_dpi

ip vrf forwarding dpi

exit

zone
zone untrusted
zone gre
zone nei ghbour

zone user

object-group, . , BGP-.

security-zone VRF,

object-group network cross

VRF . object-group VRF VRF. ESR Alfa/Beta,

Alfa Beta .

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group

service dhcp_server
67

service dhcp_client
68

service redirect
3128- 3142
3143- 3157

service bgp
179

service dns
53

net wor k Admmet

ip prefix 100.123.0.0/24
ip prefix 192.168.0.0/ 16

exit

#Al fa

BGP-.



obj ect-group network cross

i p address-range 100. 64. 0. 33
i p address-range 100. 64.0. 41
i p address-range 100. 64. 0. 49
i p address-range 100. 64. 0. 58
i p address-range 100.64.0.73
i p address-range 100. 64. 0. 98

exit

#Bet a

obj ect-group network cross
i p address-range 100. 64. 0. 37
i p address-range 100. 64. 0. 45
i p address-range 100. 64. 0. 53
i p address-range 100. 64. 0. 57
i p address-range 100.64.0.77
i p address-range 100.64.0. 97

exit

obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
ip prefix 100.64.0.0/ 10

exit

VRF.

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch destination-port bgp
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit



rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e

exit

rule 4
action permt
mat ch protocol icnp
enabl e

exit

rule 5
action permt
mat ch source-address Soft W.C
enabl e

exit

rule 6
action permt
mat ch sour ce- address Admmet
enabl e

exit

rule 7
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch destinati on-port bgp
enabl e

exit

exit
security zone-pair trusted trusted

rule 1
action permt
enabl e

exit

exit
security zone-pair trusted user

rule 1
action permt
enabl e

exit

exit
security zone-pair trusted untrusted

rule 1
action permt
enabl e

exit

exit
security zone-pair trusted gre

rule 1
action permt
enabl e

exit

exit
security zone-pair trusted nei ghbour

rule 1
action permt
enabl e

exit

exit
security zone-pair user self

rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server



enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair user nei ghbour
rule 1
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
rule 2
action permt
mat ch not source-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 1
action permt
mat ch protocol tcp
mat ch sour ce- address cross
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair neighbour self
rule 1
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit



rule 2
action permt
mat ch protoco
enabl e

exit

rule 3
action permt
mat ch protoco
enabl e

exit

rule 4
action permt
mat ch protoco

gre

icnp

udp

mat ch source-port dhcp_client
mat ch destination-port dhcp_server

enabl e

exit

rule 5
action permt
mat ch protoco

udp

mat ch source-port dhcp_server
mat ch destination-port dhcp_server

enabl e
exit
rule 6
action permt

mat ch sour ce-address Soft W.C

enabl e
exit
rule 7
action permt

mat ch sour ce- address Admmet

enabl e
exit
security zone-pair
rule 1
action permt
enabl e
exit
exit
security zone-pair
rule 1
action permt
enabl e
exit
exit
security zone-pair
rule 1
action permt
enabl e
exit
exit
security zone-pair
rule 11
action permt
enabl e
exit
exit

VRF dpi.

security zone-pair
rule 1
action permt
enabl e
exit
exit
security zone-pair
rule 1
action permt

nei ghbour trusted

nei ghbour untrusted

nei ghbour gre

nei ghbour user

trusted_dpi self

trusted_dpi user_dp



enabl e
exit
exit
security zone-pair trusted_dpi nei ghbour_dp
rule 1
action permt
enabl e
exit
exit
security zone-pair user_dpi self
rule 1
action permt
mat ch protocol icnp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
rule 4
action permt
mat ch protocol vrrp
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user_dpi untrusted_dp
rule 1
action permt
enabl e
exit
exit
security zone-pair user_dpi trusted_dp
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user_dpi nei ghbour_dpi
rule 1
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
rule 2



action permt
mat ch not source-address nets
enabl e
exit
exit
security zone-pair untrusted_dp self
rule 1
action permt
mat ch protocol tcp
mat ch sour ce-address cross
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair nei ghbour_dpi self
rule 1
action permt
mat ch protocol tcp
mat ch destination-port bgp
enabl e
exit
rule 2
action permt
mat ch protocol gre
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 6
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 7
action permt
mat ch sour ce- address Admet
enabl e
exit
security zone-pair nei ghbour_dpi trusted_dp
rule 1
action permt
enabl e
exit
exit
security zone-pair nei ghbour_dpi untrusted_dp
rule 1
action permt
enabl e
exit
exit
security zone-pair neighbour_dpi user_dpi
rule 11
action permt
enabl e



exit

exit
5. ESR client
5.1.
ESR client , , GRE VLAN ESRBRASL3 ., c.5.1.1 ESR client.
S Phe
~ -
~ ”
~ p
~ ’
~ s
~ s
A ’
A ’
A ’
TFTP -server Y ’
I’
v !
1 r
\‘ 1
ISPedge . Clientedge
\
\ : generic AP 1
L'
'l I
‘ : Managment |switch
:ﬂ—'ﬂ—ﬁ— . )
ESR client I' 1
1
]
" : generic AP 2
)
VRF AP r
Iy
1

\
I \ Y ,
! \

* \ Generic AP 3

- -
-
e

.55.1.

ESR factory. GRE- , tftp- DHCP ESR client. ESR client ESR client.

5.2.

ESR-client 192.168.250.0/24. ESR-client. Alfa/Beta VRF AP.
ESR client ESR-10 1.11.0:
#!/usr/bin/clish

#18
host nane ESR- 10GRE



obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group network MG
ip prefix 100.123.0.0/24
ip prefix 192.168.200. 48/ 28
ip prefix 192.168.250.0/ 24
exit

vlan 2,10-11
exit

security zone trusted

exit

security zone GRE

exit

bridge 1
description "Tunnel -1P"
vlian 2

security-zone CGRE
i p address dhcp
ip dhcp client ignore router
enabl e
exit
bri dge 2
descri ption "user DATA'
enabl e
exit
bridge 3
description "nmgnt _ESR10"
security-zone trusted
i p address dhcp
enabl e
exit

interface gigabitethernet 1/0/1
node swi tchport
swi tchport access vlan 2

exit

interface gigabitethernet 1/0/2
nmode switchport
swi tchport node trunk
bri dge-group 2

exit

interface gigabitethernet 1/0/3
node swi tchport
swi t chport access vlan 10
bri dge-group 2 tagged

exit

interface gigabitethernet 1/0/4
node swi tchport
swi tchport access vlan 11
bridge-group 2 tagged

exit

interface gigabitethernet 1/0/5
node swi t chport
swi t chport node trunk



bri dge-group 2

exit

interface gigabitethernet 1/0/6
node switchport
swi tchport access vlan 2

exit

tunnel gre 1
ntu 1462
keepal i ve dst-address 10.255.252.1
keepal i ve dhcp dependent-interface bridge 1
keepal i ve dhcp dependent-interface bridge 3
keepal i ve enabl e
node et her net
local interface bridge 1
renot e address 192. 168. 200. 49
enabl e
exit
tunnel gre 1.1
bri dge-group 3

ntu 1458
snmp init-trap
enabl e
exit
tunnel gre 2
nu 1462

node et her net
local interface bridge 1
bri dge-group 2
renot e address 192. 168. 200. 50
enabl e
exit

snnp- server
snnp-server system shut down

snnp-server community "privatel" rw
snnp-server comunity "publicll" ro

snnp-server host 100.123.0.2
source-interface bridge 3
exit

snnp-server enable traps config

snnp-server enable traps config commit

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment nenory-flash-critical-Iow
snnp-server enabl e traps environnent nenory-flash-1ow
snnp-server enable traps environnent nmenory-ramcritical-Iow
snnp-server enable traps environnment nenory-raml ow
snnp-server enabl e traps environnent cpu-|oad

snnp-server enable traps environnent cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enabl e traps environnment cpu-supercooling-tenp
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold

snnp-server enabl e traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag



enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

security zone-pair
rule 10
action permt

traps screen udp-frag
traps screen icnp-large
traps screen syn-frag
traps screen unknown-proto
traps screen ip-frag

traps screen port-scan
traps screen ip-sweep
traps screen syn-fin

traps screen fin-no-ack
traps screen no-flag

traps screen spoofing
traps screen reserved
traps screen quench

traps screen echo-request
traps screen tine-exceeded
traps screen unreachabl e
traps screen tcp-all-flags
traps entity

traps entity config-change
traps entity-sensor

traps entity-sensor threshold
traps envnon tenperature
traps flash

traps flash insertion
traps flash renova

traps snnp

traps snnp aut hentication
traps snnp col dstart

traps snnp |inkdown

traps snnp |inkup

traps syslog

trusted self

mat ch source-address MG

enabl e
exit
exit
security zone-pair
rule 10
action permt

GRE sel f

mat ch sour ce-address MNG

enabl e
exit
exit

security passwords

ip telnet server
ip ssh server

ntp enabl e
ntp server
exit

1) gi 1/0/1 () gi1/0/6 (),
2) gil/0/2 gi1/0/5 vlan,

3) gil/0/3 gil/o/4 vlan,

4) bridge 1 ip dhcp client ignore router.

100. 123.

history 0

0.2

GRE , vlan.

, Qi1/0/3 - 10, gi1/0/4 - 11. vlan GRE,

DHCP . , (bridge3), GRE

1) ESR-10, 6.ESR-20/100/200

2),

... bridge 1

GRE ESR BRAS L3

c tftp-

option 121



3) "#18", ESR, (#18 1.11). ESRclient - . DHCP, ESR client, 1.4.3ESR-10- 1.4.3.

DHCP  ESR- client ISC-DHCP-server:

aut horitative;
ddns- updat e- styl e none;

enabl e- bi nary- | eases;

defaul t-1 ease-tine 86400;
max-| ease-ti ne 87000;

log-facility local 7;

## MS routes: adds extras to supplenent routers option
option ms-classl ess-static-routes code 249 = array of unsigned integer 8;

## RFC3442 routes: overrides routers option
option rfc3442-cl assl ess-static-routes code 121 = array of unsigned integer 8;

subnet 192.168. 250. 0 net mask 255. 255.255.0 {
pool {
option routers 192.168. 250. 1;
range 192.168. 250. 10 192. 168. 250. 254;
option ns-classl ess-static-routes 28, 192, 168, 200, 48, 192, 168, 250, 1;
option rfc3442-cl assl ess-static-routes 28, 192,168, 200, 48, 192, 168, 250, 1;
option tftp-server-nane "192.168. 250. 2";
option bootfile-nane "ESR1Oconf-1.11.txt";

, ESR10conf-1.11.txt ESR  tftp 192.168.250.2.

object-group, ,.. ESRclient ESR BRAS L3.

6. SoftWLC

SoftWLC ESR BRAS; - , Vo

6.1.

1) BRAS ;

2) BRAS VRF ;

3) URL - welcome gosuslugi ;
4) WELCOME ;

5) ESR BRAS EMS

, - ESRBRAS.

« BRAS» 6.1.1).


https://docs.eltex-co.ru/pages/viewpage.action?pageId=18911190

(& Bsaumopeiicteue c BRAS

* "™ 118SoftWLC ESRBRAS - PCRF.

SOftWwLC 1.17 CoA ESRBRAS:

RADIUS COA, ESR/BRAS SoftWLC (PCRF),

[ NopTanoe

OmMINEHIA

PCRF - (6.1.3)

B3anmopeiicteme c BRAS

Bzaumopeiicteue c BRAS

.6.1.1.

,  ESRBRAS PCRF (.6.1.2):

BsanmopelicTENe ¢ BRAS
CeKpeTHeIIi kn4 RADIUS
CeKkpeTHbIIl kN4 BRAS
Mopt CoA

TalimayT nogknwveHns (cek)

PasMep nyna nogknoveHnil

HacTponka goctyna BRAS

password

password

3799

10

CoXpaHuTb

o

&

[ || B

[



JOoctyn Kk PCRF

XocT [ 100.123.0.2

Mopt l 7070
TaimayT 4TeHuA l 11
TaimayT 3anncu l 11

<> Noctyn k PCRF

.6.1.3.

IP- PCRF localhost.

"PCRF" "BRAS VRF" "(.6.1.4):

VRF *

dpl

Port *

30799

Secret ®

testing123

.6.1.4.
BRAS VRF, 31 ™., BRAS VRF .

(.6.15), BRAS VRF dpi.



Moacetn L2 BRAS WHdopmauus PCRF CoA log MAC agpeca Crnckn url
T o]
O wre Port Secret
O 1 3799 testing123
@] dpi 30799 testing123
.6.1.5.
BRAS VRF ™. Port Secret. VRF -

VRF

PCRF.

" URL PCRF ( localhost 7070). PCRF (.6.1.6):

AepeBo JOMeHOB CUCTEMHbIE MONb30BATENN CHCTeMHBIE ponu CepeepHble aapeca RADIUS KnueHTbI COPM-2
cucrema WHTerpa Tabauuel OToBpaxeHue CTAaTHCTUKW YBeAOMNEHA YBe/JOMNeHUs KNeHTaM B2B K/MeHTCKIe HACTPOiAKM OBpaTHas (BR3b OT KNMEHTOB B2B
PCRF url
http://100.123.0.2,7070
.6.1.6.

"PCRF" "URL" "™ (.6.1.7):



® " _welcome;

® " .root;

® " - white;

e "URL"-
"Save"

gosuslugi (. 6.1.8),

Cozfate cnvcok URL

Wmg *
welcome
LomeH *
root Q
Tun
White v
URL: LLabnoHbi: IP/MASK: IP/MASK (TCP):
n MMNopT U3 daina
KnnkHwuTe gBax bl ANA pejakTuposaHns
Url
Mowck
http://100.1 23.0.2:8080felte><_portalf|
Save Cancel

.6.1.7.

"http://<ip >:8080/eltex_portal ".

BRAS filter-name remote gosuslugi:



http://100.110.0.148:8080/eltex_portal

CospaTte cnvcok URL

Mg *

gosuslugi

OomeH *

root

Tvn

White

LLlabnoHbi: IP/MASK: IP/MASK (TCP):

URL:

KNWkHUTe gBa bl ANA pejakTMpoBaHna
O Url

Mowck

@

M(https | http) VW) +\)?gosuslugiv.ru

O M(https | http):\/V/)(.+\.)2gu-st\.ru

O Ahttp://esia-portal1\.test\.gosuslugi\.ru/
O Ahttp://esia\.gosuslugi\.ru/

O Ahttps://esia-portal1\.test\.gosuslugi\.ru/
O

Ahttps://esia\.gosuslugiv.ru/

.6.1.8

SoftWLC

w  wPCRF" "™ (.6.1.9):



Co3/4aTb HOBbIM cepBuUC

Wma cepeuca *
WELCOME ?
fomeH *

root Q

Knacc Tpagmka *

PunbTpel URL

[JefcTBre NO yMONYaHWo * URL no ymon4aHueo *

redirect v http://100.123.0.2:8080/eltex_portal/welcome

Mma punbTpa

WELCOME ?
welcome o
KBoTa no BpemMeHun -
[JeAcTemne
? | CekyHAbI v
yha permit v
KBoTa 1o Tpaguky BbifpaHHble GuAbTPLI
? | BaiT v ~
WiMA punsTpa JeAcTene URL
CHpOC NO 4acoBOM NOACY AOMEHA
welcome ermit
He zagaH [E4 P
WHTepBan oTnpasku akKayHTUHra, € *
300 ?
MpuopuTet *
4 ?
Bo3MOXHOCTbL NPOXOXAEHWA IP NOTOKOB
PaspelwnTs IP noTok B 0ba Han
.6.1.9.
® ""-WELCOME;
® " -root;
* ""-WELCOME.
O}
!, ESRip access-list extended WELCOME, ,.. access-list ESR ./ BRAS ;
o " "_600;
o« m_g
*"IP"-IP
e " "_redirect;
® "URL " - http://<ip >:8080/eltex_portal/welcome;
e ""-  welcome ( );
® "' permit;
EMS
EMS, 54 ( ), ( ) ESR (.6.1.10):
Nma obwexra |Alfa |
Tun |;_ ESR1000 |v|
IP agpec 198.18.128.2 |
JloMeH
“ Nobaeuthk | | OTMEeHUTL |




"t Alfa( )
"™ -, ESR1000;
"IPT- P, SoftwLC.

.6.1.10.

ESR ( %’ | EMS) "o "™ (06.1.11):
Onucanwe |HeT et
IP agpec [Lsg.18.128.2 |
SNMP nopt |
SNMP TpaHcnopt
®aitnoeklii npoTokon
TaiiMayT obMeHa, Mc |60000
Read community / User v3 |pub|ic11
Write community / Password v3 |privatel 3
Bepcua SNMP v2c
Perucrpaumus Tpanos =
BuiBeaeHo U3 obcnyxuBaHua |
NlaTta 'BeiBefeHo u3 obcnyxueanna’ 02.12.2020 15:18:11
Craryc AWVAILABLE
Bpewma cratyca 07.12.2020 21:16:39
Telnet/SSH login [admin |
Telnet/SSH password |password
SSH nopt |22
MAC agpec |
Mony4yenne craryca VRRP
BRAS cepBHC
Pexum ESR |station v
OTT (Over-the-top) None [+
PexuM Kknacrepa =
JlaTa HHHLHANK3aL MK YCTPORCTEA 02,12,2020 15:18:11 =
v TpUHATHL || v 3anofHUTL MeCTONOoNoXeHe || v 3anoNHMTb re0KOOP AHHATLI || * OTMeHuTH
.6.1.11.

EMS

" - FTP;

"Read community / User v3" - public11;
"Write community / Password v3" - privatel;
" VRRP" - ;

"BRAS " - .

ESR-100/200 " ESR" "StationCE".

"Station”, ESR - .

radius, ESR SoftWwLC. "RADIUS" " ", ESR( - IP) ,

(.6.1.12):




||§| [= MamenuTs nona | £ OGHuBuThlﬂ_} Hobaeute | “. PepaxTupoBats |0Vnanmh | & |
@unLTp: |193.1B.123.2{

| crpannua: 1 11 [p| wa crpaunne: [100 | Beero zanmcei:1350 Hakmeno no dunsrpy:1

D Appec NomMeH Wms Tun Knioy OnucaHne

2 198.18.128.2 r34.root ESR-14656 ESR testingla23

.6.1.12.
"™ testingl23 "™, " RADIUS".

ESR (Beta), 198.18.128.3.

6.2.

PCRF ( ),

" UPCRF' - " M(.6.2.1):

Co3flaTb HOBbI cepBIC

Mma cepeuca * ®unbTpbl URL
INTERNET ? -
JeicTBIE MO YMONHaHWI *
LomeH *
ermit hd
root Q@ ’
Knacc Tpaguka *
INTERNET ?
v
KBOTa rno sBpemeHn o
p JdelicTBre
? | CekyHAbl v
yHA permit hd

KBOTa no Tpadguk
paguky BuibpaHHble $uALTPbI

? | bailT v ~
MmA puneTpa feAcTeENne URL

CHpoc no 4acosoM Noscy goMeHa
He 3anaH [
VMHTepBan oTNpaBKK aKkayHTWHrE, ¢ *

300 ?
Mpuoputet *

10 ?
BO3MOMHOCTL NpoXoxAeHua IP noTokos

PaspewuTs IP noTok B 06a Han v

.6.2.1.
e " "_INTERNET (, , " ")
® " .-root;
® ""-INTERNET.
OR
I, ESRip access-list extended INTERNET, ,.. access-list ESR ./ BRAS ;
e " "-300;
e "™.-10;
e "IP"-IP ;
® " "- permit;
* URL



"PCRF/BRAS", BRAS (. 6.2.2):

Tapughbl CepBucbl PCRF

T @unbTp:  PCRF/BRAS

=

Cepencs 1 TapMjb:

"ot (.6.2.3):

PCRF cueHapun

.6.2.2.

& Skcnopt

o |ETIE



internet (, , "_");

"' internet (, , ")

- root;
-12. ,

" 15
"INTERNET".

Co3faTe HOBLIA TapWd x

HaumeHoBaHWe *

internet ?
anucaHue
7

Kog Tapuda *

internet ?
Jomen *

root Q
Bpema XW3HW Ceccun

12 7 | YHacel b
Bpems XW3HW ceccuy npu BesgecTBIKM Nonb3osaTens *

15 ? | MUHYTHI v
WHTepBan oTNpaBkW akkayHTKMHE, ¢ *

300 ?

KonuuecTeo OAHOBPEMEHHBIX CeCCUiA C OAHKMM NOTMHOM 11 Naponem
g

LieHa, pyb.

=

CocTas yonyr

CueHapuu

CepBUChI
INTERMET
WELCOME

.6.2.3.

BRAS , mac ;




L I "WELCOME" ! - BRAS

"C".

6.3.

)
, SSID, ESR client. , . SSID
) -

2) SSID EMS;

SSID

3) ESRclient, generic AP

http://<ip >:8080/epadmin & Cospatb HOBbLIA NopTan

i

(.6.3.1):
Create a new virtual portal
Virtual portal name 54 l
Domain r54.root (9]
Cancel
.6.3.1.
o v n_yB4;
® " "-r54.root.
"eltex" "™ "default”, (. 6.3.2):
Taplv"ICpbl Pycckwii mmml - & admin ~
Tapudbl Tapudosl 4na BRAS (pexknama, onpocel)
Tapud Kog Jomex HaszeaHwe Tapucha Ha nopTane
~Pa6otacT]
default default root Default
.6.3.2.
BRAS, " BRAS"- . Eltex - ™

" (.6.3.3)


http://100.110.0.148:8080/epadmin

BhibepuTe Tapuchbl

Haitn

Tapudp
- PaGotac T[
Hotspot Default
- Pa6ota uepez BRAS
LOADINTERNET

INTERNET

Kon

default

LOADINTERNET

INTERNET

DNomen
root

root

root

AoBasnTb OTMmeHa

"internet”, "o,

" (. 6.3.4);

Tapudbl

.6.3.3.

" BRAS".

Tapudbl CneumansHble Tapudel BRAS

Tapudy

~ Pabota yepesz BRAS

INTERNET

, -, SMS-, call

EMS

Kopg, JomeH

INTERNET root

.6.3.4.

SoftWLC Notification GW .

SSID generic AP - vlan option 82.

SSID vlan

, 6.3.1, SSID vlan, .1.2.1.

generic AP SSID
generic AP1 | SSID1
generic AP 1 | SSID2
generic AP 2 | SSID1
generic AP 2 | SSID2
generic AP 3 | SSID1

generic AP 4 | SSID2

6.3.1.

EMS "Wireless" " SSID"

vlan

10

11

12

13

14

15

" SSID" " SSID"- SSID (. 6.3.5):

Pycckvii mmml - & admin ~

Hazeanue Tapucha Ha noprane




[»

Tun Hotspot | -
Vma o |S5ID1
Onucanmne
Domain ¢ TS4.root O
Craryc 551D Operational | - |
Oata coznavns 2020-12-08 16:36:47
OaTa HIMEHEHNE 2020-12-08 16:36:47
Onumwwn

Bridge Location datalo |
VRF 1 | - |
Switch Community O
TpebosaTe nanwune Opt32 I:‘
Craryc VAP Up -
Pexxun Tpadnxa VAP (Tonexo pna GRE) Tunnel -
Broadcast 551D
Radio All -
Pexxum bezonachocTn Bes wndposanns -
MAC Auth Type Disable - T
Craryc Client QoS on -
VLAN-ID |1u.12.14| |
QoS method {down link) |302.1p | - |
VLAN trunk |
General Mode D
General VLAN-ID 1
802.1p priority {up link) |0
Wzonsuna knnenTos O
Band steer =
Support 202.11k |
Wireless Multicast Forwarding D
Hotspat 2.0 N
DiffServ Policy Up ﬁi
DiffServ Policy Down ﬁl
Bandwidth Limit Up, kbps 4]
Bandwidth Limit Down, kbps 4]
VAP Limit Up, kbps 4]
VAP Limit Down, kbps 4]
DPI {Step Logic) O

------------- Minimal signal --------—-----
Enablad |:|

————————————— Captive portal -———-----—-—-
Enabled O
Virtual portal name r54| | - |

------------- Pacnucanmue pabores --—------—-—-- |E|
BXmouNTE |:| o |

-
v MpUHATH || # OTMeHuTh

.6.3.5.

- Hotspot;

"™ - SSID1;

"Domain” - r54.root;

"Bridge, Location" - datal0 - location, ESR;
"VRF"- 1,.. SSID VRF.

"vlan-ID" - 10,12,14 ( vlan SSID, 6.3.1);
"Virtual portal name" - 54 - ,



i

SSID- SSID (. 6.3.6);
a
Tun |Hot5pot | - | ’
Wnzm .{ S5ID2
Onncanne | |
Domain o TS4.root O
Craryc 551D |0perational | - |
OaTa cozpnaHug 2020-12-08 17:05:32
ONaTa HZMeHeHNs 2020-12-08 17:05:32
Onumum

Bridge Location datalz |
VRF dpi | - |
Switch Community D
TpebosaTe Hanwune Opt82 D =
Craryc VAP Up -
Pexxum Tpathuka VAP (Toneko nna GRE) Tunnel -
Broadcast S5ID
Radio All -
Pexun besonacnocrn bez wndposannn -
MAC Auth Type Disable -
Craryc Client QoS on -
VLAN-ID |11.13.15 |
QoS method {down link) |302. 1p | - |
VLAN trunk O
General Mode O |
General VLAN-ID 1
802.1p priority (up link) |U
WN20nSUMs KNHEHToR |
Band steer =
Support 202.11k O
Wireless Multicast Forwarding |:|
Hotspot 2.0 Lo
DiffServ Policy Up -@
DiffServ Policy Down ﬁ’i
Bandwidth Limit Up, kbps a
Bandwidth Limit Down, kbps a
VAP Limit Up, kbps li]
VAP Limit Down, kbps 4]
DPI (Step Logic) O

————————————— Minimal signal ---—-—--—-—-
Enabled O

------------- Captive portal -—-—---—--——
Enabled O
Virtual portal name r54| | - |

————————————— Pacnucaume paborel ———--——— |E|
BKMOYNTE D | 4

-
v MNpHHATL || # OTMeHnTB
. 6.3.6.
SSID , vlan... ridge ESR, VRF-  SSID:"VRF"-dpi.

SSID option 82



generic AP,  WiFi, SSID

generic AP SSID
generic AP 1, 2,3  SSID1

generic AP 1, 2,3 | SSID2

6.3.2.

EMS "Wireless" " SSID"

vlan,

vlan

10

11

" SSID"

generic AP., 6.3.2 vlan/SSID

" SSID" -

SSID (. 6.3.7):

1.2.2.



Tun |Hot5pot | - |
Vins ¢ SsID1
Onucanune | |
Domain ¢ T5hroot 0
CraTtyc 551D |0perationa| | - |
NaTa cozpannn 2020-12-08 16:36:47
ONaTa HIneHaHH A 2020-12-08 16:36:47
Onumnn

Bridge Location datalo |
VRF 1 | - |
Switch Community |:|
TpeboeaTs Hanu4yue Opt32 =
Craryc VAP Up -
Pexxum Tpaduxa VAP (Tonexo ona GRE) Tunnel -
Broadcast 551D
Radio All -
Pewum BezonachocTn Bes wndposauns -
MAC Auth Type Disable -
Cratyc Cliant QoS on -
VLAN-ID |1n |
Qo5 method { down link) |802.1p | - |
VLAN trunk O
General Mode (| .
General VLAN-ID 1
202.1p priority (up link) |U
VZ0NSUNKE KNHEHTOB (|
Band steer
Support 802.11k O
Wireless Multicast Forwarding O
Hotspot 2.0 o
DiffServ Policy Up @
DiffServ Policy Down ﬁi
Bandwidth Limit Up, kbps 4]
Bandwidth Limit Down, kbps 4]
VAP Limit Up, kbps 0
VAP Limit Down, kbps 0
DPI (Step Logic) O

------------- Minimal signal ------------—
Enabled O

————————————— Captive portal -
Enablad D
Virtual portal name r54| | - |

------------- Pacnucaune pabores -—---------- IEI
Exniounte I:‘ | N

-
v TIPHHATH || # OTMEHMTL

- Hotspot;

" - SSID1;

"Domain" - r54.root;

"Bridge, Location" - datal0 - location, ESR;
" Opt82"- option 82 WiFi;

"vlan-ID" - 10 (vlan SSID, 6.3.2);

"Virtual portal name" - 54 - ,

.6.3.7.




"

SSID, .6.3.8:

SSID

vlan. ..

-

Tun |Hot5pot | - | B |

Vina . S5ID2

Onucanune | |

Domain ¢ T5hroot Q

CraTtyc S5ID |0perationa| | - |

Hara cozpanna 2020-12-08 17:05:32

OaTa HINeHEHHA 2020-12-08 17:05:32

Onunn

Bridge Location datalz |

VRF dpi | - |

Switch Community I:‘

Tpebopare Hvanuune Opt22 =

Craryc VAP Up -

Pexum Tpaduxa VAP (Tonsxo ona GRE) Tunnel -

Broadcast S5ID

Radio All -

Pewum BezonackocTn Bes wudposauns -

MAC Auth Type Disable -

Cratyc Client QoS -

VLAN-ID |

QoS method { down link) |302.1p | - |

VLA trunk O

General Mode O |

General VLAN-ID 1

802.1p priority (up link) |U

W30nsuns KNHEHToB O

Band steer =

Support 802.11k (|

Wireless Multicast Forwarding D

Hotspot 2.0 P

DiffServ Policy Up ¢

DiffServ Policy Down ¢

Bandwidth Limit Up, kbps 4]

Bandwidth Limit Down, kbps 0

VAP Limit Up, kbps 4]

VAP Limit Down, kbps i}

DPI ( 5tep Logic) O

Minimal signal
Enabled O
————————————— Captive portal -—---—-—-—--
Enabled O
Virtual portal name r5-‘|-| | - |
------------- Pacnucauue pabores -—---------— |E|

BXnouNTE D L.

-
v TIPHHATH || # OTMeHuTh

ESR, VRF- SSID: "VRF" - dpi.

.6.3.8.




SSID " opt82"- WiFi, DHCP- option 82,

54 Eltex ( ,.. ).

SSID - SSID1 SSID2 "SSID (. 6.3.9):

Baza 551D
MpueA3KKM SSID o g i

L abnoHe Policy ElEI N3mMennTs Nnons | Ej OGHuBuThlﬂ_} Nobaeutb SSID |{? NobaeuTte SSID npuaaanyl PenamuposaTleVﬂanmh | g | = norn ‘

[ switch c...|Bridge L...[ vLAN-ID
[ ]

na crpammue: [20 | @wnorp:| |

UHaekc [L°E] onucanue | JloMmel naTa co... | Aata ua... |Cratycs...| Pexum 6...[ Tun [DPI (ste...

463 55101 r54.root 08.12.202... (08.12.202...

Hotspot 2.0

485 55102 r54.root 08.12.202... (08.12.202...

S DHCP_1
radius 1

© Coaparb npueasky | HeT npuBA3KM

MNpUHATE || ® OTMeHuTH

.6.3.9.

" -DOMAIN, "EMS r54 Eltex", SSID "". "™-
-" 8SID"- "™, .. Eltex SSID.

ESR client. "wireless" " " ™ "™ (.6.3.10):



Tun ycrpolcTeEa

maeHoe

g | ESR-10

Vina npasuna ¢ |esr-10-client
Domes npaswna ¢ root 0
RADIUS

Kmoy

Dobaente TO 8 RADIUS

O

"

MNpoToxon zarpyzxe MO

O6HoBneHWe M0

SHMP TpascnopT

Pexxcnm ESR

Cepenc BRAS

SNMP Community (Tonexo yTenne)

SHMP Community (4Tenne/sanuce)

I:-f |pub|ic11

i |private1

|Client | - |

O

w [PUHATE H # OTMennts
. 6.3.10.
e ""_ ESR-10( ESR, ESRclient);
e ""_ "esr-10-client”;
® ""-root;
o " “_FTP:
® "SNMP "- "UDP":
® "SNMP Community ()" - public11 ( ESR client);
® "SNMP Community (/)" - privatel ( ESR client);
® "ESR"- "Client";
* "BRAS"- , .
ESR , ESR.
ESR client, - LM WE-FRY "EMS" EMS.
ESR client. tftp- (, ) " Wi-F" (. 6.3.11):
Wireless | Muuumnanuaauus T Wi-Fi | Meuumnanusauun TJI cTopoHHuX BeHgopoB | CTaTWcTuka RRD | Jloctyn |
Onucanue AKTHBHEIE aBapHi CNMCcoK yCTpoicTB None3oeatenn Wi-Fi I MOHHUT OPHHT KOHK
®lm.1p:| H H-scroll [ ] || Asroobuomnenne |3an-:ei: 3
IEll N3MEeHNTL Nnona | & Oﬁuoaurhl 4 3xkcnopr |ﬁ} VIHHLLHANN3UPOBATE ‘
Unique 1D Tun ycrpoiic...| iusa xocta Wndopmaym... IP agpec Tunnel IP MAC agpec CepHuiiHbIA H...| Bepcus NO Bpewus obHa... Ctal
1383 ESR-10 ESR-10GRE 10.255.252.8 |192.168.240.... [a&:f9:4b:ac:9... |NP0O5005383 1.11.x build 1... |2020-12-08T1... |FAILE
1379 WEP-12ac-RevC |WEP-12ac_rev_C|Sovetskaya-l.. (188.18.135.36 |192.168.250.... |e0:d%:e3:70:5...|WPLEDD3922 |1.19.0.22 2020-12-08TL... [FAILE
1384 IWEP-2L IWEP-2L cohovineyard.... [10.2.6.72 198.18.24.3 e8:28:c1:d7:3... WP23000033 1.1.4 builds 2020-12-08T1... FAILE
.6.3.11.
(ESR-10) , " " (.6.3.12):



Wma ycrpokcrea
Knroy

Mima npaes na
HNoMeH NpaBEdna
HNomeH yIna

OTT (Over-the-top)
OTT mupuen pyaneHas KoHd.
1o

Homep zasexH
MoyTOoBLIN HH B EeKxc
Homep pernona
Crpana

Obnacrs

Pakon

lNopomn,

¥Yanua

Homep poma

WHH

Kopnyc

JTam

Odimc

Uinpora

HDonrora
WipsWids service

DPI {Step Logic)

MAC

¢ esr-10-client

root

¢ eltex.r34.root

d

630020

54

|Poccnn

Hoeocubupcxas

|Honocu6npcx

Oxpymuan

204

|55. 088512

|32. 0442

|
|

| W 3anonHWTb MEcCTonoNnoXeHue

| w 3anonHWTb reoKoopAMHaThl

" TIpHHATE

| # OTMeHnTh

.6.3.12.
e " "MAC™
. - s "esr-10-client";
® -
(, EMS)
m
ESR-10, " (.6.3.13.):
Wireless rl‘lululanlnunl TH Wi-Fi r W TO crop BEHAOPOB r Cratucruxa RRD rﬂnnyn |
OnucaHne AKTHBHbIE 3BapHK i CNHCOK YCTPORCTE Nonb3oBatend Wi-Fi I MOHNT OPUHT KOHKY
o-u-nu| | Hescroll || ” Asroobuonneuna [v] ‘Bnuc-il 3
|E| NamennTs non!l L O6uoBNTE l & 3xcnopr ] [+ Muuuuan-upalan]
Unique ID [TIII yorpo... -| Wwmna xocra | thop !IP agpec Tunnel IP MAC appec | Cepwuiinetii H...| Bepcus MO Bpewmn obua... Cran
1473 |ESR—lD ESR-10G ... |a8:fe:abiac:9... |NPO5005383 [L.11.x build 1... |2020-12-08T1... |FAILEC
1460 IWEF‘-IZGC-HEVC 'WEP-12ac £ o6 . [e0:d9:e3:70:5...|WP1E003922 [1.19.0.22 2020-12-08TL... |[FAILEC
1453 WEP-2L WEP-2L = O Y MHHUHANM I Th TOMKY AOCTYMAl000033 [1.1.4bulld5  |2020-12-08TL... [FAILEC
Konup b BbILE NEHHY 0 A4ElKy !

KOI'IIPDBB'II: BbIfleNeHHbIe CTPOKK
KONWpOoBaTk BbljlENEHHYI0 KONOHKY

Bl NUTE Bee

(=7

.6.3.13.



| EMS. EMS, ™.

(. 6.3.14):
- 1
& = Q|
Mouck
?
? (1% EMS
i BT
- _ﬂ.- eltex
= ESR-10GRE a&:f9:4b:ac:9a:e8
,-_! Alfa
. H Beta
® DHCP 1
radius 1
.6.3.14.
generic AP vlan  SoftWLC BRAS, vilan , BRAS : BRAS. Troubleshooting Guide
generic AP option 82
7. generic AP  option 82
7.1.
generic AP, WiFi . generic AP option 82, ,
, . 7.1.1.
UpLoad r—,)
generic APs VLAN 10, 11
PCRF
E](—C] Generic AP 1
A
ACCT | (with option 82)
GRE dat Managment
ata switch VLAN 10, 11
= VLAN 10, 11
(== 8 0 LU emm G : EII2 )
ESR BRAS L3 ESR client 3::;2;:“’8"29” Request  pucp|snooping enable
Generic AP 1
VLAN 10, 11
-
)
Generic AP 1
L 7.1.1.
1. WiFi BRAS, PCRF, option 82.
2. PCRF , EMS
3. EMS, , ,oMemn
1 ]
SSID " Opt82", .6.3.7 6.3.8.

, generic AP  option 82 vlan WiFi.

SSID1:
SSiD2:

SsSID1:
SSiD2:

SsSID1:
SSID2:

VLAN 10
VLAN 11

VLAN 10
VLAN 11

VLAN 10
VLAN 11


https://docs.eltex-co.ru/display/doc/BRAS.+Troubleshooting+Guide

option 82 dhcp-relay WiFi- IP- MAC- WiFi

, dhcp- - , (.7.1.2):
X v

V2325

Connect automatically

Pycckuit English

FREE WiFi »)

Bbi6epuTe cnocob Bxopa

Mo Homepy TenedoHa
Mo y4yeTHON 3anucu

Bxop, uepes [ocycnyru

SSID2 - B gocTyne oTka3aHo, TpebyeTcs Hanuyue option
82
ABTOpK3YACh Ha nopTane, Bol NpuHKMaeTe yenosus
NoNb30BaTeNbCKOro COrNnalleHus.

© 2017 000 «MpeAnpusTHe 3nTekcs. Bee NPaBa SallMLieHs!

.7.1.2
:"SSID - , option 82",
7.2. PCRF
PCRF EMS - generic AP. PCREF /etc/eltex-pcrf/eltex-pcrf.json, “generic.ap.registrar” :
"generic.ap.registrar": {
"max_aps_i n_queue": 30,
"ap_register_interval _ns": 600000,
"added_ap_cache_ttl _ns": 600000,
"host": "l ocal host",
"port": 8080,
"wor ker _pool _size": 8
}
® "max_aps_in_queue" - generic AP , EMS ( 30);
® "ap_register_interval_ms" -, generic AP EMS (, 600000);
® "added_ap_cache_ttl_ms" - generic AP, EMS (, 600000);
® “host' -IP-, EMS;
® "port"-, EMS;



* "worker_pool_size"- ( 8).

PCRF sudo systemctl restart eltex-pcrf. PCRF -

7.3. generic AP

"Wireless" " " (.7.31):
InaBHoe
Tun ycrpolcrea (| GenericAp | - |
Mna npaenna W GenericAP
Oowmes npaedna L root
OnucaHne
v TMpPHHATb | | # OTMEeHUTb
.7.3.1.
® "". "Generic Ap";
e "".  "GenericAP";
e v root";
° " _
’
m
generic AP "™ EMS. ™ "" "WirelessCommon" (. 7.3.2):
GenericAp MakcuMansHoe BpeMa xpaHeHun nipopmauun o TN (s). 604800
airtune
apb MNyTs K haiinam cratuuecknx IP agpecos DHCP cepBepoB. ‘fetcfdhcpﬁstaticfhosts‘conf
g::p ABTOMaTHYECKan MHULLHANM3aUHA
ftpserver Yaanare T[l U3 fepeBa Npu HeY J,a4HON HHALMANK3EILHH
linuxServerCommon
monitoring KRio4un NnpuBA30K HHHLHANH3ALHH [ Parent []IP Range
mysql
netconf PaspewuTs ycraHoBky 551D Ha WDS paguokaHansi
Si:‘fswnrdﬁenerator Beiknw4atk 551D He MMl He NPHBA3KH
pog.tal CobupaTh CTaTHCTHKY N0 KONWYeCTBY NonL3oBatenei O
radius
softwlc.nbi Cobupatk cTaTHCTHKY 2arpy3ku uplink m]
system
tftpserver Ll ar oTnpaeku anepta AssociateClients, B cex. 3
ti1
wh 3anpeTuTk Ha3Ha4yaTe WPA2 Personal Ha VAP, ecnu He 3anonHeHsl napaMerpel 4na RADIUS accounting [
wep Mepuo s aKTyann3aLUuu JaHHbLIX JUHAMHYECKHX TYHHE e, B CeK. 60
wirelessCommon
wop =emememeneees JIOCTY N K JIN4HOMY KabUHETY momemememeaen
.7.3.2.
, " " "Location".

et (0 7.3.3):



Wireless | Mnnunanusauna TJ Wi-Fi | MHMunanuzayus T[L CTOPOHHUX BEHJOPOB | CTaTWcTWka RRD | flocryn |
Onucanne AKTHBHBIE aBapuu CnucoK ycTpodcTB Nonb3oBatenu Wi-Fi I MOHHT OPHHT KOHKY
D e H H-scrall [] ” Asroobnosnenne |3anuei= 1
= WN3MennTb nonsa | g? OBbHOBKTH | f Jxcnopt |§} Hnuuuanusupunarh‘
VHuKaneHulil naenTudukartop| loMed npasuna uHnyuanus... CELL MAC ESR Option 82 (Hex) Crary
51 eltex.rod.root 52906facf97838aeeb8428cf3... [a8:f9:4biaa36:59 73773120657468203130302F... |FAILED

.7.3.3.

- generic AP,
,.. generic AP, ESRclient. " "™ ™. (.7.3.4):
VIMg ycTpol cTES
Kmoy .7 |eftex.r54.root |E|
imu npaenna hf GenericAP é
Nowmexs npasuna root
DNomen yana hf eltex.r54.root O
OTT (Over-the-top) I:‘
OTT mHomBEnpyansHaa KoHd.
®HO
Homep 3asexn
Mo4ToBBLIH HHOEXC 630020
Homep parnona 54
Crpana Poccua
0bnacTs Hoeocubupckan
Paiion -
Fopon Hoeocubupcx
¥Ynuua OxkpyxHas
Homep poma 204
WHH
Kopnyc
Iram
Odinc
Wupora 55.088512
DOonroTa 82.0442
WipsWids service I:‘
DPI { Step Logic) D
| |V" 3anonHUTL MECTOI'IOHOJI(EHHE| |
| v 3anonHUTb reoKoopAWHaThbl |
| " MpHHATB | # OTMeHuTH |
. 7.3.4.
® " - "eltex.r54.root";
® "". "GenericAP",
o " .
° W
-WiFi generic AP (.7.3.5).
o 2% oltex

=®ESR1 0GRE_ag:f9:dbiac:9a:e8
| GenericAp
i GenericAp_l

;’mm

@ Beta



7.4.

generic AP

generic AP "(.7.4.2).

.7.3.5.

[ Onucanue | Mouutopunr | Kondurypauus | Cratuctuka RRD [ Lloetyn |

2 O6HoBuTE ‘ | . PepaKTHpoBath ‘

Onucanne

IP agpec

Craryc

BpemMna craryca

BeiBeaeHO W3 oﬁcnyxunauun

O

JlaTta 'BuiBe 1eH0 W3 o6CnyXKHBaHUA'

0

------------- GenericAp NapaMeTphl ===s=m==m=mam

Cell 52906facf9783BacebB8428cf341beadl
NAS MAC a8:f9:4biaai36:59
Hex swl eth 100/23:2325-E0D9E3EB6440 H
------------- MapaMeTpbl HHULWEMH3EUHMN ==mmmmmmmmmen
DUO eltex
Homep 3anBrm
DPI (Step Logic) O
MouToBLIA MHAEKC 620020
HoMep peruoHa 54
Crpana Poccua
O6nacrs HosocwBupckas
PaioH
Fopon HosocwbBupck
Vnuya OkpyrkHas
Homep poMa 204
Kopnyc
Sram
Odmc
WupoTa 55.088512
NonroTta 82,0442
B 741,
"Generic Ap " s
® "Cell"- , option 82 I2location;

® "NAS MAC" - NAS MAC ESR BRAS, WiFi, generic AP. (.. ESRBRAS - Alfa Beta);
® "Hex"- option 82.

"Hex" option 82 o

swl eth 100/23:2325-E0D9ESEEBG440

-1- ASCIl, 2- : ()

ASCI-1 -
L]
OpWruHan |«
. -1- 2-
ASCI-2 -
. -1-, 2-
ASCll-all |«
. -1- 2-
option 82, , vlan, generic AP.
generic AP, s

generic AP, option 82 .

generic AP

F3773120657468203130302F32333A32333235-E0D9E3EBE440

ASCIL 73773120657468203130302F32333A32333235-aU46d@

ASCHI - swl eth 100/23:2325-aUdéd@

, option 82



generic AP, EMS ,

8.

ESR BRAS L3 generic AP, WiFi .

ESR wireless-controller


https://docs.eltex-co.ru/pages/viewpage.action?pageId=98173074

	BRAS/BRAS в vrf. L3 WiFi - руководство по настройке с резервированием

