v1.18 Doors

* API

® /etc/eltex-doors/application.conf
® /etc/default/eltex-doors
® /etc/eltex-doors/log4j2.xml

Q POST Japilsignin/ . ;
"' Eltex-Doors
{JwT} \ Authentication
‘ .\
T —.. jwi verify?
GET [{JWT} . )
= > Eltex-Disconnect |

' ok
- J

Eltex-doors , ,

Eltex-doors JWT POST- ,,

@ JWT(JSON Web Token) - JSON-, RFC 7519

el tex-doors, auth_token. , , (token.expire.timeout), . Mysql

" {iat}" " {exp}" payload .

1.15 doors. , letc/eltex-doors/keys/.
) , 440 eltex:
Sr--Tr----- 1 root eltex 1704 Sep 19 10: 44 private. pem

Sr--r----- 1 root eltex 451 Sep 19 10:44 public. pem

eltex-doors-db.



https://tools.ietf.org/html/rfc7519

private.pem - JWT-.
public.oem -  JWT-.

-, , lusr/share/eltex-doors/gen_keys.sh

@ . public.pem

JWT Doors, :access refresh. Access token . Refresh token
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access token Eltex Doors access token, refresh token.

apt install eltex-doors-db

apt install eltex-doors

service eltex-doors status

@ Active: active (running)

@ Active: failed

service eltex-doors start

@ Active: active (running)

service eltex-doors stop

@ Active: failed

access token.

access token.



service eltex-doors restart

@ Active: active (running)

API
Eltex Doors
® JWT (refresh token access token)
® access token refresh token.
*  JWT.
*  JWT.

access refresh token Eltex Doors POST- JSON URL/ api/signin

POST http://1ocal host: 9097/ api/signin HTTP
/1.1

Cont ent - Type: application/json

Accept: application/json

{
"usernanme": "user",
"password": "password",
"metadata": {}

}

® ‘"usernane"
® ‘"password" .
® "metadata" , JWT.

@ metadata  SoftwLC 1.17.

curl -XPOST -H "Content-type: application/json" -d '{"usernanme":

"http://1ocal host:9097/api/signin/'

{

"status": "OK",
"accessToken": "eyJhbGc...",
"refreshToken": "eyJhb..."

}

"status” - ;
"accessToken"- .

{"status":"FAIL","error":"Invalid usernane
or password"}

"status” -
"error’ - .

"user",

"password":

"password"}’



refresh token . URL / api / si gnout ,

POST http://1ocal host: 9097/ api/si gnout HTTP/ 1.1
Accept: application/json
Aut hori zation: Bearer eyJhb...

curl -XPOST -H "Authorization: Bearer eyJhb..." '"http://1ocal host: 9097/ api/signout/’
L]
{
"status": "OK",
"accessToken": "Logged out",
"refreshToken": null
}
L]
{
"status": "FAIL",
“error":"Invalid JWI"
}

access token /api/signin/token

POST http://1ocal host: 9097/ api/signin/token HTTP/ 1.1
Accept: application/json
Aut hori zati on: Bearer eyJhb...

curl -XPOST -H "Authorization: Bearer eyJhbGec..." 'http://100.110.1.222: 9097/ api/ si gni n/token/"'

{
"status": "OK",
"accessToken": "eyJhbGc...",
"refreshToken": "eyJhb..."

}

{
"status": "FAIL",

"error":"Invalid JWI"



/etcleltex-doors/application.conf

letc/eltex-doors/application.conf

# Mysql datasource properties

dat abase {
host = | ocal host
port = 3306

nane = el tex_doors
user = eltexdoors
password = el t expassword

pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s

mn =1
max = 5
}
}

# Basi c account credentials
auth {

usernane = user

password = password

}

# Authentification keys paths

keys {
private = /etc/eltex-doors/keys/private. pem
public = /etc/eltex-doors/keys/public.pem

}

# Tokens lifetinme
tokens {
clearTimeout = "*/60 * * * * *n

lifetine {
access = 15m
refresh = 30d

}
}
L]
dat abase {
host = | ocal host
port = 3306
name = eltex_doors

user = el texdoors
password = el t expassword



connectionTi neout = 10s

val i dati onTi neout = 3s

® auth-service:

auth {
username = user
password = password
}
L]
keys {
private = /etc/eltex-doors/keys/private. pem
public = /etc/eltex-doors/keys/public.pem
}
L]
clearTineout = "*/60 * * * * *"

lifetine {
access = 15m
refresh = 30d

/etc/default/eltex-doors

/etc/default/eltex-doors

# AP Monitoring service

# HTTP Port for use by Eltex Doors
PORT=9097

# Initial size of Java heap
JAVA | NI T_HEAP=32m
# Maxi mum si ze of Java heap
JAVA_MAX_HEAP=256m

# Addi tional argunments to pass to java
JAVA_OPTS="- XX: +HeapDunpOnQut Of Menor yError - XX: HeapDunpPat h=/ var/ | og/ el t ex- door s"



# HTTP Port for use by Eltex Doors
PORT=9097

# Initial size of Java heap
JAVA_| NI T_HEAP=32m

# Maxi mum si ze of Java heap
JAVA_MAX_HEAP=256m

®  java:

# Additional arguments to pass to java
JAVA_OPTS="- XX: +HeapDunmpOnQut OFf Menor yErr or - XX: HeapDunpPat h=/ var/ | og/ el t ex- door s"

/etc/eltex-doors/log4j2.xml

/etc/eltex-doors/log4j2.xml

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Configuration nonitorlnterval ="600">
<Properties>
<Property nanme="r oot Level " >DEBUG</ Pr operty>

<Property name="baseDir">/var/| og/ el t ex-doors</Property>
<Property name="naxFil eSi ze">5 MB</Property>

<Property name="accunul at edFi | eSi ze">100 MB</Property>
<Property name="1|ast Modi fi ed">7d</ Property>

<Property name="naxCount">10</ Property>

<Property name="|ogPattern">%l{1S08601} [%] % 5p % ogger{1} %{1}.%VIline:%).

<Property name="consol eLevel ">${env: CONSOLE_LEVEL: - OFF} </ Property>

<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
<Property name="gel f Host " >${ env: GELF_HOST: - udp: | ab3-test. el tex.| oc}</ Property>
<Property name="gel f Port">${env: GELF_PORT: - 12201} </ Pr opert y>

</ Properties>

<Appender s>

<Consol e name="STDERR' target="Systemerr">
<PatternLayout pattern="${logPattern}"/>
</ Consol e>

<Rol I'i ngFi | e name="Rol | i ngFi |l e"
fil eNane="$%{baseDir}/doors.|o0g"
filePattern="${baseDir}/|og/doors-% .| og.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Si zeBasedTri ggeringPol i cy size="${maxFileSize}"/>
<OnSt artupTriggeringPolicy/>
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}" >
<Del et e basePat h="${baseDir}" naxDepth="3">
<IfFil eName gl ob="*/doors-*.lo0g.gz">

%</ Property>



<| f Any>
<I f Accunul at edFi | eSi ze exceeds="${accunul at edFi | eSi ze}"/>
<|fLast Mbdi fi ed age="${I ast Modi fied}"/>

</ I fAny>
</ I fFil eName>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</ Rol | i ngFi | e>

<Gel f name="Gel f" host="${gel fHost}" port="%${gel fPort}" version="1.1" facility="eltex-doors"
extract StackTrace="true" origi nHost ="%ost{fqdn}" maxi numvessageSi ze="8192">

<Field name="t hread" pattern="%"/>
<Field name="I| evel " pattern="% evel "/>
<Field name="severity" pattern="% 5l evel"/>
<Fi el d name="1 ogger" pattern="% ogger{1}"/>
<Fi el d name="| ocation" pattern="9%{1}. %V line:%)"/>

</ Gel f>

</ Appender s>

<Logger s>
<Root |evel ="${root Level }">
<Appender Ref ref="RollingFile"/>
<Appender Ref ref="STDERR' |evel ="${consol eLevel }"/>
<Appender Ref ref="Gelf" |evel ="${gel fLevel }"/>

</ Root >

<Logger nane="org.eltex.softw c.doors" [|evel="INFO'/>
<Logger nane="org. spri ngfranmework" | evel =" ERROR'/ >
<Logger nane="org.eclipse.jetty" | evel =" ERROR"/ >
<Logger nanme="com zaxxer" | evel ="ERROR'/ >

</ Logger s>
</ Confi guration>

<Configuration nonitorlnterval ="600">

<Property name="baseDi r">/var/| og/eltex-doors</Property>

R G

<Property name="naxFil eSi ze">5 MB</Property>

* ()

<Property name="accunul at edFi | eSi ze">100 MB</Property>

<Property name="| ast Modi fi ed">7d</ Property>

<Property name="naxCount">10</ Property>

® Graylog(,,):



<Property name="gel f Level ">OFF</ Property>
<Property nanme="gel f Host " >udp: | ab3-test. el tex.| oc</Property>
<Property name="gel f Port">12201</ Property>

<Property name="root Level ">DEBUG</ Pr operty>
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