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Eltex-johnny - , APl Wi-Fi. , SoftWwLC. Wi-Fi ,

apt-get install eltex-johnny

service eltex-johnny status

@ Active: active (running)

@ Active: failed

service eltex-johnny start

@ Active: active (running)

SoftWLC.



service eltex-johnny stop

@ Active: failed

service eltex-johnny restart

@ Active: active (running)

/etc/eltex-johnny/application.conf

application.conf

perf {
/1 connection host
host = | ocal host
/1 connection port (7070 is default)
port = 7070
/1l timeout (you can use ns, us, ns, s, mand h letters)
/1 consult with HOCON duration format for nore information
tineout = 10s

/1 pool configuration

pool {
/1 mininmmidle objects in pool
mn=1
/1 maxi mum pool size
max = 20

/1 timeout to retrieve an object from pool
wai t Ti meout = 5s

nercury {
/1 connection host
host = | ocal host
/1 connection port (6565 is default)
port = 6565

/1 pool configuration
pool {
// mninmmidle objects in pool
mn=1
/1 maxi mum pool size
max = 20
/] timeout to retrieve an object from pool
wai t Ti meout = 5s

}

nbi {
/1 connection host
host = | ocal host
/] connection port (8080 is default)
port = 8080



/] timeout (you can use ns, us, ns, s, mand h letters)

/1 consult with HOCON duration format for nore information
ti neout = 80s

/1 NBI 1ogin

login = admin

/1 NBlI password

password = password

/1 pool configuration

pool {

/1 mninmmidle objects in pool
mn=1

/1 maxi mum pool size

max = 20

/1 timeout to retrieve an object from pool
wai t Ti meout = 5s

}
}
portal {
schene = http
host = | ocal host
port = 9000
}
doors {
host = | ocal host
port = 9097
path = /ap
username = user
password = password
}
http {
connecti onTi meout = 20s
connectionTotal = 100
}

/1 JWI validation. You need a key from Eltex Doors.
/1 O you could generate it yourself.
val i dation {

public_key = /etc/eltex-doors/keys/public.pem

}
® pcrf- eltex-perf,
® mercury - eltex-mercury,
® nbi-, nbi, , .
® portal - , eltex-portal.
® doors-,, API eltex-doors.
® http - API.
® validation - eltex-doors,

/etcleltex-johnny/log4j2.xml



log4j2.xml

<?xm version="1.0" encodi ng="UTF-8"?>

<Configuration nonitorlnterval ="10">
<Properties>
<Property name="root Level ">${env: LOG LEVEL: - ERROR} </ Pr operty>

<Property name="baseDi r">/var/| og/ el t ex-johnny</Property>

<Property name="maxFil eSi ze">20 MB</Property>

<Property name="accunul at edFi | eSi ze">100 MB</ Property>

<Property name="1|ast Modi fi ed">7d</ Property>

<Property name="naxCount">20</ Property>

<Property name="I| ogPattern">%l{1S08601} [%] % 5p % ogger{12} %{1}.9%Mline:%). % Pn</Property>

<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
<Property name="gel f Host " >${env: GELF_HOST: - udp: | ab3-test. el tex. | oc} </ Property>
<Property name="gel f Port">${env: GELF_PORT: - 12201} </ Pr opert y>

</ Properties>

<Appender s>

<Rol I'i ngFi | e nanme="Rol | i ngFi |l e"
fil eNanme="${baseDir}/johnny. | og"
filePattern="${baseDir}/log/johnny-% .| og.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Si zeBasedTri ggeringPol i cy size="${maxFileSize}"/>
</ Polici es>
<Def aul t Rol | over Strat egy max="${nmaxCount}" >
<Del et e basePat h="${baseDir}" naxDept h="3">
<IfFileName gl ob="*/johnny-*.10g.gz">
<|fLast Modi fi ed age="${l ast Modi fied}"/>
<I f Any>
<I f Accunul at edFi | eSi ze exceeds="${accunul at edFi | eSi ze}"/>
<I| f Accunul at edFi | eCount exceeds="${maxCount}"/>

</|fAny>
</ I fFil eName>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</ Rol l'i ngFi | e>

<Cel f nane="Gel f" host="%{gel fHost}" port="%{gel fPort}" version="1.1" facility="eltex-johnny"
extract StackTrace="true" origi nHost ="%ost{fqdn}" maxi numvessageSi ze="8192">

<Field name="t hread" pattern="%"/>
<Field name="level " pattern="%evel "/>
<Fi el d name="severity" pattern="9% 5l evel "/>
<Fi el d name="| ogger" pattern="9% ogger{12}"/>
<Fi el d name="I| ocation" pattern="9%{1}.%VIline:%)"/>

</ Gel f>

</ Appender s>

<Logger s>
<Root | evel ="${root Level }">
<Appender Ref ref="RollingFile"/>
<Appender Ref ref="Gelf" |evel ="${gel fLevel }"/>
</ Root >
<Logger nane="org. spri ngfranework" |evel ="ERROR"'/>
<Logger name="org. apache" |evel ="CFF"/>

</ Logger s>

</ Confi gurati on>



<Configuration nonitorlnterval ="10">

<Property name="root Level ">${env: LOG LEVEL: - ERROR} </ Pr operty>

<Property nanme="baseDi r">/var/| og/ el t ex-j ohnny</ Property>

<Property name="nexFil eSi ze">20 MB</Property>

* ()

<Property name="accunul at edFi | eSi ze">10 GB</ Property>

<Property name="I| ast Modi fi ed">4d</ Property>

<Property name="naxCount">20</ Property>

. Graylog (, , ):
<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>

<Property name="gel f Host " >${env: GELF_HOST: - udp: | ab3-test. el tex. | oc} </ Property>
<Property name="gel f Port">%${env: GELF_PORT: - 12201} </ Pr opert y>

/etc/default/eltex-johnny

eltex-johnny

PORT=9100

# Initial size of Java heap
JAVA | NI T_HEAP=64m
# Maxi mum si ze of Java heap
JAVA_MAX_HEAP=256m

# Addi tional argunments to pass to java
JAVA_OPTS="- XX: +HeapDunpOnQut OF Menor yError - XX: HeapDunpPat h=/ var /| og/ el t ex-j ohnny"

PORT



JAVA_INIT_HEAP | . JAVA_MAX_HEAP.

JAVA MAX_HEAP

JAVA_OPTS

API

jvm
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Doors

JWT (access token, refresh token)

HTTP POST /api/signin (legin, password)

HTTPS/REST (access token)
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Johny-
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API

API

Doors

Get JWT
(username, password)

JWT
_ (access token, refrash token)

Refresh access token
(refresh token)

access token

REST API
Service

Coapare nonb3cearens

(access token)

13MeHMTL NoNs3oBaTEns

(access token)

Mercury

3abnoknpoBate nons3oeareng
(access token)

PCRF

Create new user

Edit user

¥ nanuTs Nonk3oBatens
(access token)

Edit user (add lock params)

Open API ( B2C)

openapi: "3.0.1"
i nfo:

ti

tlhe:
Wy Q"

conponent s:
securitySchenes:

Jwt Aut h:
type: http
schene: bearer
bear er For mat :

schenas:

user nane:
type: integer
description: '
exanpl e:

JWr

().

' 79123456789'

OSS Interaction Service APl
version:

7 15

createUser %
editUser "

Disconnect user
editUser =

Disconnect user
deleteUser

Delete user

Delete user

RADIUS
DB

Delete user

PCRF
DB




maxLengt h: 15
m nLength: 7

domai n:
type: string
description: ' (), . 1 63 / _ - 235 .
exanpl e: "root. hello.world"
maxLengt h: 235
m nLength: 1
pattern: ' (?=".{1,235}$) (M((?2'-] |- *(__]--).*)[a-zA-Z20-9_-]1{1,63}.)*((?'-|
{1,63})9%)"
User:

type: object
properties:
user name:
$ref: '#/ conponents/schenas/ user name'

domai n:
$ref: '#/ conponents/schemas/ domai n'

User _attrs:
type: object
properties:
tariff_code:
type: string
description: ' . . / 64- '
maxLengt h: 64
m nLength: 1
pattern: '[a-zA-Z0-9]\{1, 64}'
| ocked:
type: bool ean
description: true —, false —.'
User_full:
type: object
all O :
- $ref: '#/ conponents/schemas/ User'
- $ref: '#/ components/schemas/ User_attrs'
- type: object

Error:
type: object
properties:
description:
type: string
descri ption:

request Bodi es:

# user without attrs (only usernanme and domai n)
User:

content:

application/json:
schema:
$ref: '#/ conponent s/ schenas/ User'
description:

# full user information, including usernanme, donain,

User_full:
content:
application/json:
schema:
$ref: '#/ conponents/schenas/ User_full'
description:
required: true

# user attributes only (tariff code and | ock val ue)

User _attrs:
content:
application/json:
schema:

lock and tariff code

F(__|--).*)[a-zA-Z0-9_-]



$ref: '#/ conponents/schenas/ User_attrs'
descri ption:
required: true

responses:
200:
descri ption:
content:
application/json:
schema:
$ref: '#/ conponents/schenas/ User_full"'

200_full:
description:
content:
application/json:
schema:
$ref: '#/ conponents/schenmas/ User_full'
400:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error'
403:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error’
404:
description: / URL .
500:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error’
security:
- JwtAuth: []
t ags:

- nanme: users
description: AP

pat hs:
[ api / user s/ new.
post:

t ags:
- users

sunmmary:

request Body:
$ref: '#/ conponents/requestBodi es/ User _full*

responses:
200:
$ref: "#/ conponents/responses/200_full"
400:
$ref: "#/ conponents/responses/ 400"
403:
$ref: "#/ conponents/responses/ 403"
404:
$ref: "#/ conponents/responses/ 404"



[ api / user s/ {user nane} @ donai n} :
par anet ers:
- name: usernane
in: path
required: true
schena:
$ref: ' #/ conponents/schenas/ user name’

- nane: domain
in: path
required: true
schema:
$ref: '#/ conponents/schemas/ domai n'

put:
tags:
- users
sunmary:
request Body:
$ref: '#/ conponents/requestBodi es/ User _attrs'
responses:
200:
$ref: "#/ conponents/responses/200_full"
400:
$ref: "#/ conponents/responses/ 400"
403:
$ref: "#/ conponents/responses/ 403"
404:
$ref: "#/ conponents/responses/ 404"

del ete:
tags:
- users
summary: .  URL user nane
responses:
200:
$ref: "#/ conponents/responses/ 200"
400:
$ref: "#/ conponents/responses/ 400"
403:
$ref: "#/ conponents/responses/ 403"
404:
$ref: "#/ conponents/responses/ 404"

B2B

(B2B)



BHewHanA
cMcTEMa
Get JWT

(username, password)

Doors

Johny-
Service

JWT

(access token, refresh token)

Refresh access token
{refresh token)

access token

3abnoknposarte no HNC
{access token)

Block HNG (SSID, domain) !

SoftWLC.NBI

RADIUS
D

Block SSID {domain),_ !

Pasbnoknposars no HNG
{(access token)

Block user session (domain)

AAAPCRF

Unblock HNC (SSID, domain)

Unblock SSID (domain)

APl Open API ( B2B)

API

openapi: "3.0.1"

info:
title: OSS Interaction Service API
version: "1.0"

conponent s:
securitySchenes:
Jwt Aut h:
type: http
schene: bearer

bearer Format: JWI

schemas:
account _i d:
type: integer

description:
maxLengt h: 12
m nLength: 12

| ocked:

type: bool ean
description:

account _properties:
type: object
properties:
| ocked:
$ref:

Response:
type: object
properties:

OF

OF

' #/ conponent s/ schenas/ | ocked'

Drop sessions

Subscribers




| ocked:
$ref: ' #/ conponents/schemas/| ocked'

account _i d:
$ref: ' #/ conponents/schenmas/ account_i d'

Error:
type: object
properties:
descri ption:
type: string
descri ption:

request Bodi es:

# user without attrs (only usernanme and domai n)
account _properties:

content:

application/json:
schema:
$ref: '#/ conponent s/ schenas/ account _properties'
description:

responses:

200:
description:
content:
application/json:
schema:
$ref: '#/ conponent s/ schenas/ Response’

400:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error’
403:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error'
404:

description:

500:
description:
content:
"application/json':
schema:
$ref: '#/ conponents/schenas/Error’
security:
- JwtAuth: []

tags:
- nane: clients
description: API

pat hs:
[api/clients/{account_id}:
put:
tags:
- clients
sunmary:



par anet er s:
- in: path
name: account_id
required: true
schema:
$ref: '#/ conponents/schenas/account _id'

request Body:
$ref: '#/ conponents/request Bodi es/ account _properties'

responses:

200:

$ref: "#/ conponents/responses/ 200"
400:

$ref: "#/ conponents/responses/ 400"
403:

$ref: "#/ conponents/responses/ 403"
404:

$ref: "#/ conponents/responses/ 404"

docker-. .env docker-compose.yml

docker-compose.yml

version: "3"
services:
el t ex-j ohnny:

cont ai ner _nane: el tex-johnny

i mge: hub. el tex-co.ru/softw c/eltex-johnny: 1. 18-95

ports:
- 9100: ${ JOHNNY_PORT}

envi ronnent :
- server. port =${ JOHNNY_PORT}
- perf. host =${ JOHNNY_PCRF_HOST}
- perf. port=${ JOHNNY_PCRF_PORT}
- perf.tineout=${JOHNNY_PCRF_TI MEQUT}
- nercury. host =${ JOHNNY_MERCURY_HOST}
- nmercury. port=%${ JOHNNY_MERCURY_PORT}
- nbi. host =${ JOHNNY_NBI _HCST}
- nbi. port=${ JOHNNY_NBI _PORT}
- nbi.timeout =${ JOHNNY_NBI _TI MEOUT}
- nbi .l ogi n=${ JOHNNY_NBI _LOG N}
- nbi . passwor d=${ JOHNNY_NBI _ PASSWORD}
- portal . schenme=${ JOHNNY_PORTAL_SCHEME}
- portal . host =${ JOHNNY_PORTAL _HOST}
- portal. port=%{JOHNNY_PORTAL_PORT}
- doors. host =${ JOHNNY_DOORS_HCST}
- doors. port =%${ JOHNNY_DOCRS_PORT}
- doors. pat h=${ JOHNNY_DOORS_PATH}
- doors. user name=${ JOHNNY_DOORS_USERNAME}
- doors. passwor d=${ JOHNNY_DOORS_PASSWORD}
- http. connectionTi meout =${ JOHNNY_HTTP_CONNECTI ON_TI MEQUT}
- http.connectionTot al =${ JOHNNY_HTTP_CONNECTI ON_TOTAL}
- validation. public_key=${ JOHNNY_PUBLI C_KEY}
- LOG_LEVEL=DEBUG

vol unes:
- letc/el tex-doors/keys/ public. pem ${JOHNNY_PUBLI C_KEY}:ro

, , Graylog.



.env

JOHNNY_PORT=9100

JOHNNY_PCRF_HOST=<I P- addr ess>
JOHNNY_PCRF_PORT=7070
JOHNNY_PCRF_TI MEQUT=10s

JOHNNY_MERCURY_HOST=<I P- addr ess>
JOHNNY_MERCURY_PORT=6565

JOHNNY_NBI _HOST=<I P- addr ess>
JOHNNY_NBI _PORT=8080
JOHNNY_NBI _TI MEQUT=80s
JOHNNY_NBI _LOG N=adni n
JOHNNY_NBI _PASSWORD=passwor d

JOHNNY_PORTAL_SCHEME=ht t p
JOHNNY_PORTAL_HOST=<I P- addr ess>
JOHNNY_PORTAL_PORT=9000

JOHNNY_DOCRS_HOST=<I P- addr ess>
JOHNNY_DOCORS_PORT=9097
JOHNNY_DOORS_PATH=/ api
JOHNNY_DOORS_USERNAME=user
JOHNNY_DOORS_PASSWORD=passwor d

JOHNNY_HTTP_CONNECTI ON_TI MEQUT=20s
JOHNNY_HTTP_CONNECTI ON_TOTAL=100

JOHNNY_PUBLI C_KEY=/ et c/ el t ex- door s/ keys/ publ i c. pem

LOG_LEVEL=DEBUG

.env docler-compose.yml

docker - conpose up

JOHNNY_PORT-, ;
JAVA_INIT_HEAP - JVM - Xns;
JAVA_MAX_HEAP - JVM - Xnx;
JAVA OPTS - JVM( ).

eltex-pcrf

® JOHNNY_PCRF_HOST - eltex-pcrf;
® JOHNNY_PCRF_PORT - eltex-pcrf;
® JOHNNY_PCRF_TIMEOUT — pcrf ;
® pcrf.pool.min — idle pcrf;

® pcrf.pool.max - pcrf;

® pcrf.pool.waitTimeout — pcrf

eltex-mercury

® JOHNNY_MERCURY_HOST — eltex-mercury;
¢ JOHNNY_MERCURY_PORT — eltex-mercury;
® mercury.pool.min — idle mercury ;

® mercury.pool.max — mercury ;

® mercury.pool.waitTimeout — mercury

eltex-nbi

* JOHNNY_NBI_HOST - eltex-nbi;



JOHNNY_NBI_PORT — eltex-nbi;
JOHNNY_NBI_TIMEOUT — nbi ;
JOHNNY_NBI_LOGIN - eltex-nbi;
JOHNNY_NBI_PASSWORD - eltex-nbi;
nbi.pool.min — idle nbi;
nbi.pool.max — nbi;
nbi.pool.waitTimeout — nbi

eltex-portal

JOHNNY_PORTAL_SCHEME — eltex-portal;
JOHNNY_PORTAL_HOST - eltex-portal;
JOHNNY_PORTAL_PORT - eltex-portal.

eltex-doors

HTTP

JWT

JOHNNY_DOORS_HOST — eltex-doors;
JOHNNY_DOORS_PORT — eltex-doors;
JOHNNY_DOORS_PATH — API eltex-doors ;
JOHNNY_DOORS_USERNAME — eltex-doors;
JOHNNY_DOORS_PASSWORD - eltex-doors.

JOHNNY_HTTP_CONNECTION_TIMEOUT — http;
JOHNNY_HTTP_CONNECTION_TOTAL —  http;

JOHNNY_PUBLIC_KEY — JWT ( public.pem, eltex-doors,

/etc/eltex-doors/keys/public.pem).
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