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Quickstart
1. SoftWLC -:
2. [etcleltex-wifi-sa/factory-fw.conf , () . downgrade false. /var/lib/eltex-wifi-sa/firmware/
3. [letcleltex-wifi-sa/ -
4. [etc/eltex-wifi-sa/application.conf -. CheckMAC yes. -:
service eltex-wifi-sa restart.
5. ESR .
6. SNMP  TCP.(. )
7. . "Connected".(. )
8. OTT IPsec. "IPsec password" , ESR, "testingl23". NBI — CreateOttProfile.(. ESR OTT)
9. EMSESR . OTT: ServiceProvider BRAS., ESR SoftWLC. (. ESR OTT)
10. NAS (Radius- ) RADIUSESR, , "testing123".
11. ESR OTT IPESR OTT. NBI- CreateOttStation. (. ESR OTT)
12. SSID. SSID Location, ESR, "testing2".(. )
13. menon (
14. """ SSID.( )
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, letc/eltex-wifi-sa/factory-fw.conf.



-— x86, Ubuntu 16.04 18.04 . POSTHTTPs , SoftWLC. -- WEB-. - 8043 IP-. - URL, IP-- DNS-. -
SoftWLC. - EMS  (firewall). - SoftWLC firewall 8080 (HTTP), - EMS.
- -c IP- .,-c POST-- TCP-. - TCP-,
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wifi-sa/factory-fw.conf. -, - .-
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1. OTT. IPsec, ESR IPsec-.
1. NBI CreateOttProfile.
2. OTT ESR. IP-ESR , . IPsec OTT ESR., -, ESR, IP- IPsec, ESR. , ESR IPsec. ESR IPsec,
NBI CreateOttStation.
OTT ESR -ESR , ESR EMS. ( Service Provider), ESR A IP-. ESR s OTT. ,  ESR.
. MAC. OTT Connected. , ESROTT
- ESR, IPsec :- ESR OTT , . ESR, , OTTESR. OTTESR , - 4022. ESR-, -
ESR, IPsec, ESR, / X-Auth.
(D . ESR. ESR, , , ESR,
- . Wi-Fi . "ott.root" "ott_default" "ottroot". SSID . SSID , , , . ESR OTT OTT.
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- "letcleltex-wifi-sa/".

"application.conf".

logLevel

requestTimeout

http { enabled

http { port

https { enabled
https { port

https { keyStore { path

https { keyStore { password
https { clients { certificate
https { clients { checkMAC

https { clients { fwCheckCrt
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BLICOKOTO YPOBHSI OTHOCUTENSHO
Texyuiero?

- : "service eltex-wifi-sa restart".

debug, info, warn, error ' info

integer 45
yes, no true
integer 8042

(0-65535)

yes, no true
integer 8043
(0-65535)

string server.p12
string

string client.crt
yes, no yes

yes, no yes

M OTT?

e ESR OTT ectb ESR, A1 KoT0poro cyliecTsye
npuesaka npochuns OTT k ero Benowmy IP?

pein ESR ¢ dnarom OTT 1 Npweaskoi npochina OTT k Genomy IP ecrb ESR, Ha KoTopbix e,

WCHepnaH npenen MaKCHMATILHOTO KOTTMHECTBA NOKTIOEHHLIX TO4eK 40CTyNa.

Ivar/log/eltex-wifi-sa/main.log.
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HTTP.

TCP, - HTTP.

HTTP.

TCP, -  HTTPs.
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ProviderID ,
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ems { host localhost IP EMS-, -
ems { port integer 8080 , - EMS.
(0-65535)

ems { parallelLimit integer 5 EMS-
ipsec-activator { wait-timer integer 180 , IPsec-.
ipsec-activator { update-time ' integer 600 , -
"factory-fw.conf"
downgrade | true, false ' false '\ ,
min string s
file string , Ivarllib/eltex-wifi-sa/firmware/
lusr/lib/eltex-radius-nbi/conf/ott/ott.xml

, ESR. - , - ESROTT , . s ESR, - ESR

subtype 100, 200, 1000, 1200, 1500, 1700
max

param name, default, regex, description

® CPU 2 Core
* RAM 8GB
* HDD 100GB ( 5000 )

ESR.

ESR (ESR-100, ESR-200, ESR-1000, ESR-1200, ESR-1500, ESR-1700)

ESR

root@vagrant-ubuntu-trusty-64:/home/vagrant# echo "deb [arch=amd64] http://archive.eltex-co.ru/wireless softwlc-1.18-xenial main" >> /etc/apt

Isources.list.d/eltex.list

root@vagrant-ubuntu-trusty-64:/home/vagrant# wget -O - http://archive.eltex-co.ru/wireless/repo.gpg.key | sudo apt-key add -

root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get update

root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get install openjdk-8-jdk

root@vagrant-ubuntu-trusty-64:/home/vagrant# update-java-alternatives -s java-1.8.0-openjdk-amd64

root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get install eltex-wifi-sa

, - , letcleltex-wifi-sa/application.conf EMS -:

ems {

host = "localhost"
port = 8080

ESR

ESR 2 .,
, Bridge, ,

Default Gateway, ESR
Next-Hop Default Gateway.

IPsec. ESR IP-. IP-

IPsec X-Auth. ESR ( -) RADIUS- PCRF SoftWLC. PCRF

IPsec, 500 4500 . ESR , ., 2 ,

Next-Hop Bridge,

Mongo DB ESR

ESR  N+1. ESR IPsec- - ESR.- ESR . ESR . ESR .
ESR -, C- ESR , . ESR ESR, - ESR, ESR . ESR. , ESR . OTT ESR. ESR - ,
ESR. , ESR , . ESR OTT IPsec, ,.. - |IPsec, ESR,


http://archive.eltex-co.ru/wireless
http://archive.eltex-co.ru/wireless/repo.gpg.key
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®* ESR1, - ESR2.

d ESR1 ESR2- ESR3, 1.

b -, ESR OTT-.

. ESR1 ESR2, - ESR.

ESR ™. ESR ™ ™
ESR
Onucanne = |
1P agpec [to21885110
SNMP nopt
SNMP Tpancnopt
©aiinosLiii npoTokosn
TaiimayT obuena, uc 50000
Read community | User v3 [public |
Write community / Password v3  |private |
Bepcua SNMP
Perncrpauns Tpancs [accept [~
BhIBeleHo W3 o6CyRUBaHUA [}
Telnet/SSH login [ |
Telnet/SSH password [ ]
SSH nopr 22
MAC aapec [ |
BRAS cepeuc
Pexum ESR [station [~]
OTT (Over-the-top) [senviceprovider ||
Rara mmunanwsauun ycrpoicrsa 15.02.2018 09:58:59
v TPHHATE H ® OTmenuTs
4.
1. .
2. bridgel.

3. IPsec  bridge 1.



4. IPsec  bridge 1. GRE- bridge 2.
5. GRE VLAN bridge 6.
6. bridge7 route-map ,

ESR

SoftWLC

PEA1

A ¥

=

ESR 1

1. ESR1,ESR2 ESRN, IPsec, PE1,PE2 PEN.
2. ESR1,ESR2,ESRN ,,IPsec-, BGP, PE1,PE2, PEN.

3. PEL1,PE2,PEN ,, SoftWLC.
4. ESR .,,IPsec , -, ESR . ESR.
5. ESR IP WiFi.
, ESR .3,
ESR 3.
-, IPsec IPsec-. , HTTPs, ., - URL -,

1) , , "Provider-ID", URL -, ., URL ., - URL

Internet

PE2
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=

ESR 2

- "Provider-ID", - ,
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2) Provider-ID, Provider-ID = "eltex" URL -. URL - ,
, URL., s Lo
MAC- . - MAC, MAC. , - MAC.
(D (URL- ), IP- DHCP 43 DHCP,
ESR -
(GRE_ping_counter x 10) + waite_timer,
GRE_ping_counter — , waite_timer —  -.
310 + 180 =210.
1) Eltex , URL- .- SoftWLC. IP- , DNS.
2) IP- DHCP, DHCP 43, , IPsec . 43
3) HTTPs -
L]
* MAC-
L]
* HW
® Provider-ID ()
® MAC- ()
4)-, , Provider-ID MAC handshake, NBI EMS,
5)
. MAC- ..
d OTT , EMS . -
° OTT, o MAC, OTT -.
.
6) IPsec-, EMS MAC-.
oTT,, .EMS - OTT . s
7) EMS, ,
* , ESR-1000., EMS ESR-1000 IP-.
®* EMS - IPsec- (MongoDB ott.xauth ).
e . EMS : IP- ESR, (x-auth), ( ESR-1000
o _
8) , IPsec- ESR-1000. IPsec- ESR-1000
IPsec IP- [IPsec- . IP-

PCRF SoftWLC. PCRF

- OTT.

43,

IPsec-), IPsec ESR.

ott ,

EoGRE (Management Data) ESR-1000 IPsec .

URL - CLI WEB- . -

- Provider-ID = "eltex".

, RADIUS access-accept.

Provider-1D



(D . RADIUS

root@vagrant-ubuntu-trusty-64:/home/vagrant# mongo

9) SoftWLC SNMP Management GRE
10) Data GRE ESR-1000 NAT.
MonTaxHuk AP OTT DHCP

%

> show databases;
local 0.078125GB

notification-gw  0.203125GB

ott 0.203125GB
pcrf 0.453125GB

wifi-customer-cab  0.203125GB

> use ott

> show tables
system.indexes
xauth

> db.xauth.find()

{"_id" : Objectld("5a6816b4e14c08c4d9c0854d"), "ipsec_login" :
{"_id": Objectld("5a6816b4e14c08c4d9c0854e"), "ipsec_login" :

{"_id" : Objectld("5a6816b4e14c08c4d9c0854f"), "ipsec_login" :

i

"login2

, "ipsec_pass" :

"loginl", "ipsec_pass" : "passwordl" }
"password2" }

"login3", "ipsec_pass" : "password3" }
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, OTT, ottroot EMS.

ott (Wireless/ /). ott .__SNMP_TCP.
I naeHoe
Tun ycrpoRcTea oy | WEP-12ac | - |
Hma npaenna h(|ntl: |
Domes npaguna . ott.root 9
OnucaHne | |
RADIUS
Dobaents TO & RADIUS
Koy oy |Eﬂ:ex |
O6HoEneHue 110
OBHOBATL Ha aKTYanuHbIR dakn MO |:|
MNMpoToxon 3arpyzxa MO u
Kondur ypauma
BOCCTaHOBHTE KOH (NI YPIUKIO N0 YHONYSHH KD L]
labnon xondurypaunn =
llocTtyn
SHMP Tpancnopt
SHMP Community (Tonexo sTenne) - |pu|:|-|ic |
SHMP Community (uTenne/zanuck) - private |
w TPUHATL # OTMEeHUThb

ott_default, ott ott.root.



PEAEKTHPGBBHHE obbekTa

Hma ycrpolcTrea WEP-12ac
Knrou . |ott_default IEI
Mima npaenna L ott
OoMeH npaBlna ott.root
Oomen yana [ root U
OTT (Over-the-top)

w TPHHATE # OTMEeHMTE

ott_default |E|

015 10**7 2005

ExeaHeBHO B 10:15 B TeveHwe 2005 rona

0% 14 %*7 Exe0HEBHO Kam Oyl MUHYTY C 14 0o 14:59

00/5 14 %*7 ExeOHEBHO KaM Oble S MAHYT B Mepiog ¢ 14:00 no 14:55

00/5 14,18**7 ExeHEBHO KamOble 5 MWHYT B Nepyrog ¢ 14:00 Mo 14:55 1M ¢ 18:00 no 18:55
005 14 %*7 Exe0HEBHO Kam Oy MUHYTY B Nepuod ¢ 14:00 no 14:05

010,44 14 ? 3 WED

Kax oy cpeny B MapTe B 14:10 MB 14:44

01510 7*MON-FRI

B 10:15 Kaxabllh pabo4nid geHb (C NoHeOeNbHWKE MO MATHALY, BKN)

01510 15*7 B 10:15 150 Y4C8 Ka¥ 40M0 MECALLE.
D15 10L*7? B 10:15 B NnocnedHWA OeHb KaM40ro MecaLa.
015 107 * 6L B 10:15 B NOCNEOHOW MATHWLY KaM40oro Mecaua. (6 - T.K. HEJeNA Y HMX Ha4YMHAETCA C©

BOCKpECeHbA - Homep 1)

015107*6L2002-
2005

C 2002 no 2005 ron B 10:15 B Nocne OHIOW MATHULY KaM 00ro MecAla.

015107 *6#3

B 10:15 B TPETEH MATHWLY KaXO0ro Mecala.

KJIH0Y MHULKMANWA 3aLum

B none moryT BhITh YRa3aHbl KN4 0NA NONCKa NMPUEA3KIA MHIMLMansau g paznayHoro cbopmaTa:

& MAC agpec - al:bl:c2:33:44:55

eIPagpec-1.234
& [omeH - sibirroot

& CNeyransHelR KoY 'oft_default’ ona coznaHwa NpreaAskKa ona TO OTT no ymonyadwio (oaa ninboro MAC)

-

« ]

9.




EMS™ "" "" "wirelessCommon" " ". "OTT Default".

Wireless/

MeHeO Kep NpaBu HHMUHAAM3auuKM TO

Mpasnna Cr b /0 Wa crpanmue: ‘20 | @ unLTp: |

TpUBA3KKH

OTT npodunn ®unLTp no nomeny [¥]
oTT —
Hep:::;“a“ T = 3aMeHHTL Nona | 2 O6uoBMTE QVAamﬁh|
MAC 1P AP Domain ~ Key

. 10.

SSID  ott.root (Wireless/ SSID). Bridge, Location location, bridge ESR.



Tun

Hina

Onncanne
Domain

Craryc 551D
HaTta CoInaHME

Narta HZMEeHEeHNE

-- MapameTpbl OKPYXEHHT -

Bridge Location

VRF

Switch Community
TpebosaTs Hanuuue Opt32

DPI ( Step Logic)

— Onuum

Cratyc VAP

Pexcnnm Tpadnxa VAP (Tonexo ona GRE)
Broadcast 551D

Radio

Pexcum Bezonacnocrn

MAC Auth Type

Craryc Client QoS

VLAN-ID

QoS method (down link)
VLAN trunik

General Mode

General VLAN-ID

2802.1p priority {up link)
WSonsuns KANeHTOoB

Band steer

Support 202.11k

Wireless Multicast Forwarding
Hotspot 2.0

DiffServ Policy Up

DiffServ Policy Down
Bandwidth Limit Up, kbps
Bandwidth Limit Down, kbps
VAP Limit Up, kbps

WAP Limit Down, kbps

Active Server
RADIUS IP Address:
RADIUS IP Address-1
RADIUS IP Addraess-2
RADIUS IP Address-3
RADIUS Key:

PRADIUS Key-1
PRADIUS Key-2

RADIUS Key-3

O ANNIE arraonrdina [oeofocwral

Hotspot

. |hotspot_ott

¢ ott.root (Y]
Operational | - |
2021-03-23 15:33:41
2021-03-23 15:33:41
datalo |
: M
Up -
Tunnel -
All -
Be3z wHudposaHna -
Disable -
on -
e |

| 302.1p | - |
1

0

0

a

0

primary -
100.123.0.2

eltex

1in -




PR L ey LS sy GE

RADIUS accounting period, s

PRADIUS nopt

Enabled

Virtual portal name
MNMpoToxkon
Verification
External

External URL

—_—

600

1812

default -
HTTP -
CaptivePortal -

I'll:l:p:ﬁlﬂﬂ.123.D.J#EUEUIEItex_portal.-‘

Away Time, min 4]
Session Timeout, min 0
User mobility domain (FW 1.9.0) ott.root 0
————————————— Pacnucanne paborm —————————————|E|
BxmounTe I:‘
‘ " MpHHATE H # OTMeHnTL

L11.




BbiGepuTe 06beKThI 4NA NPHBASKH

Knwou | DOMAIN | » |

(i) EMS
-

&) Coznarts npuBA3Ky HeT npUBA3KK

MNpuHATE A OTMeHMTE

.12,

ESR OTT

ServiceProvider BRAS, BRAS ESR, .



: PepakTupoBaTe ‘JocTtyn’

Onucanne [reT |
IP aapec [192.168.51.10 |
SNMP nopt [L61 |

SNMP TpaHcnopTt =
®ailnoBbIi NpoTOKON H

TaiimayT obMeHa, Mc |60000

Read community / User v3 |pub|ic |

Write community / Password v3 |private |

Bepcun SNMP Ve |w!
Perncrpauna Tpanos =

BuieegeHo n3 obcnyxueanus m

Telnet/55H login | |

Telnet/SSH password | |

SSH nopt |22
MAC agpec | |
BRAS cepBuc

peam £55 saton ||
oTT (over-he.top) seniceprovder |-

JlaTa uHMuManu3layum ycrpoicrea 15.02.2018 09:59:59

v TPHHATL || # OTMEeHUTh

.13.

IPsec ESR. ESR.

£¥ NobapuTh

s Wireless/  OTT profiles.




MeHegKep NpaBui HHULMANU3aunK T,

Mpasuna
Tipuanacn | |C; O6HOBHTE | | . PejgaKtuposarh ‘ P“’ﬁ'el:la |§} HobaBuTh ‘ |0 Ynanmh|
OTT profiles -
Profile * 1=
------------- IKE proposal -—------m—-

IKE authentication algorithm
IKE DH Group
IKE encryption algorithm

IKE policy

Use ISAKMP mode config

Use XAUTH password as IPsec password

IKE lifetime 86400
Use NAT-T
IPsec NAT Keepalive 30

IPsec password

IPsec authentication algorithm
IPsec DH Group

IPsec encryption algorithm

IPsec DPD Delay

IPsec child SA lifetime 3600

Force establish tunnel
IPsec operational status

- GRE over IPSEC

Use GRE mode
GRE MTU offset 148

GRE ping counter 3

<l

, ESR. EMS ESR

.14,



|/0nuca|me rMOHHTﬂpHHr rKoudmrypauun rﬂomyn |

Firmware —

CLIftelnet | (s ODHOBHTB | | . PepaktupoBath |

CLIi/ssh

oTtr | e NobaBuTb CTAHUHIO OTT —mmemmemmeem
HEEm=s e .
= e IKE gateway ------m---mm-

IPsec remote gateway *
------------- IKE proposal -—----e-ee-m-

IKE DH Group

IKE encryption algorithm ]

------------- IKE policy =-===s=n=n=nx
IKE lifetime [] e6400
Use NAT-T u
IPsec NAT Keepalive ] 30
IPsec password ]

IPsec DPD Delay [] 60
IPsec child SA lifetime [] 3600
------------- GRE over IPSEC --=mmmmmemman
GRE MTU offset [] 148
GRE ping counter Oz

, e, IP- ESR. IPsec remote gateway |, . ESR .



PepakTHpoBaTe 'OTT'

Profile

IKE authentication algorithm
IKE DH Group

IKE encryption algorithm

------------- IKE policy =emsmemmmme--
IKE lifetime [ 88400 |
Use NAT-T olue |+
IPsec NAT Keepalive | |30 |
IPsec password | |

------------- IPsec proposal ———-—--—----

IPsec authentication algorithm [] =
IPsec encryption algorithm |

------------- IPsec policy -——-—---mmmm-
IPsec DPD Delay [ [s0 |
IPsec child SA lifetime [ [zs00 |

GRE MTU offset [ |48 |
GRE ping counter O |3 |
w7 TIPHHATH || # OTMEeHNTB
. 16.
IPsec , -

WEB-, Manage/OTT Settings



OTT Settings

IPsec Remote Gateway | | (300 xxx xxx J/ Domain name)
IPsec Operational Status B

¥AUTH User |\ USEr f| (Range: 4-16 chars)

¥AUTH Password |‘ password f| {Range: B-48 chars)

Advanced Settings

Click "Update” to save the new settings.
| Update |
.17

IPsec, XAUTH (, XAUTH IPsec).

(D Use XAUTH Password, XAUTH IPsec. IPsec Password .

Advanced Settings, IPsec



IPsec Remote Gateway

IPsec Operational Status

| user

| (e 200 2000000 | Domain name)

XAUTH User | (Range: 4-16 chars)
¥AUTH Password |§ password ‘I (Range: 8-48 chars)
Advanced Settings =l

IKE Proposal

IKE Authentication Algorithm md5 ~

IKE DH Group 1~

IKE Encryption Algorithm aes v

IKE Policy

Use ISAKMP Mode Config O o O on

IKE Lifetime (88400 | (Sec, Range: 180-86400)

Use NAT-T

IPsec NAT Keepalive [180 | (Sec, Range: 1-300)

IPsec Password

IPsec Proposal

passWwond

Use XALUTH Password

IPsec Authentication Algorithm md5s

IPsec DH Group 0w

IPsec Encryption Algorithm aes v

IPsec Policy

IPsec DPD Delay (180 | (Sec, Range: 5-600)

IPsec Chaild SA Lifetime
IPsec VPN

(3800 | (Sec, Range: 180-86400)

(Range: 8-48 chars)

Force Establish Tunnel

GRE Over IPsec

Use GRE Mode O o, O on

GRE Over IPsec Mgmt |, 192.168.3.2 \l (00002006 200000
GRE Ower IPsec Data |§ 192.168.3.3 ‘I (M0 3000 000 NN
GRE MTU Offset [148 | (Range: 0-220)

GRE Ping Counter [3 | (Range: 3-60)

Click *Update” to save the new settings.
Update

.18.

Use ISAKMP Mode Config On, GRE Over IPsec Mgmt GRE Over IPsec Data . Use ISAKMP Mode Config Off, IKE Gateway GRE Over IPsec
Mgmt GRE Over IPsec Data.



IPsec Remote Gateway

IPsec Operational Status

Advanced Settings
IKE Proposal

IKE Authentication Algorithm
IKE DH Group

IKE Encryption Algorithm
IKE Policy
Use ISAKMP Mode Config

IKE Lifetime
Use MAT-T
IPsec NAT Keepalve

IPsec Password
IKE Gateway
IPsec Local Address

IPsec Remote Network

IPsec Remote Mask
IPsec Proposal

IPsec Authentication Algorithm
IPsec DH Group

IPsec Encryption Algorithm
IPsec Policy
IPsec DPD Delay

IPsec Chaild SA Lifetime
IPsec VPN

Force Establish Tunnel
GRE Over IPsec

Use GRE Mode

GRE Over IPsec Mgmit
GRE Over IPsec Data
GRE MTU Offset

GRE Ping Counter

Click “Update” to save the new settings.
Update

[ {23 20 0xx / Doomain name)

) on O o

[ 88400 | (Sec, Range: 180-86400)

[ 180

| (sec, Range: 1-300)

( password ] (Range: 8-48 chars)
[192.168.2.10 | o000 3000000
[192.168.3.0 | o000 3000000
[ 255.255 7550 ] (3036, 2000, 2000, 0]

mds

0 »

8BS W
[180 | (Sec, Range: 5-600)

[3800 | (Sec, Range: 180-86400)
O o O o

[ 192.168.3.2

| [ 00 30000 2000)

[192.168.3.3 | (o 0003000000
(148 | (Range: 0-220)
(3 | (Range: 3-60)

. 19.



IPsec Remote Gateway — IP-  (XXX.XXX.XXX.XXX / ).

IPsec Operational Status — IPsec.

XAUTH User — XAUTH, "Use ISAKMP Mode Config On" (: 4-16).
XAUTH Password — XAUTH, "Use ISAKMP Mode Config On" (: 4-16).

Force Establish Tunnel — GRE IPsec. IP- GRE IPsec.

GRE Over IPsec Mgmt — IP- GRE  (XXX.XXX.XXX.XXX).

GRE Over IPsec Data — IP- GRE  (XXX.XXX.XXX.XXX).

GRE MTU Offset - MTU. MTU - GRE MTU Offset.

GRE Ping Counter — gre-managment-ip, IPsec- . 10. 3 60. 3.

L]

L]

L]

L]

® |KE Authentication Algorithm — ,  (md5, shal).

® |KE DH Group — -, (1,2,5).

® |KE Encryption Algorithm — 1 IPsec (AES128, DES, 3DES).

® Use ISAKMP Mode Config — «On» — «GRE Over IPsec Mgmt», «<GRE Over IPsec Data», « IPsec», « IPsec», « IPsec Remote Mask».
® |IKE Lifetime —IKESA( 1) . IKE/IPsec (, : 180-86400).

® Use NAT-T— , NAT.

® |Psec NAT Keepalive — keepalive NAT (Sec, Range: 1-300).

® |Psec Password — IKE/ISPEC (: 8-48).

® |Psec Local Address — , IKE 255.255.255.255 (/32). , « ISAKMP Config On» (XXX.XXX.XXX.XXX).
® |Psec Remote Network — IKE. , « ISAKMP Config On» (XXX.XXX.XXX.XXX).

® |Psec Remote Mask — IKE ., « ISAKMP Config On» (XXX.XXX.XXX.XXX).

® |Psec Authentication Algorithm — ,  (md5, shal).

® |Psec DH Group — - .0 IKE (0,1,2,5).

® IPsec Encryption Algorithm — 1 IPsec (AES128, DES, 3DES).

® |Psec DPD Delay - ESR , (:5-600)

® [Psec Child SA Lifetime — IPsec VPN SA( 2) . IKE/IPsec. , IKE Lifetime (Sec, Range: 180-86400).
L]

L]

L]

L]

L]

@ IPsec child SA lifetime  IKE lifetime. . IKE lifetime 86400 (), IPsec child SA lifetime 3600 (). IPsec 24, IKE

GUI EMS.

Wireless/ /



MeHeKep NpaBu MHUUMaNW3auuu T,

Mpasuna = =
e e 1 .rl wa crpannue: 20| |
OTT npodunu =] M3MeHHTL Nons | 7 O6HOBNTL | 2 Nobasuts |Qvnamﬁh
WV L ETET MAC LockDate
YepHblil T4
. 20.
£¥ NobaBuThb |
-. MAC-
: PE,D,BI{THFICIBHHHE obsexkTa
MAC |
{Moboe Ywcno baidT MAC agpeca |
" TpUHATH # OTMeHMThb
.21,
-. MAC-,
, aa:bb:01, aa:bb:01:02:03:04 "  aa:bb:01". , "
OTT link
,  OTT link:
. EMS ;
° EMS OTT, ;
®* ESR EMS ;
®* |PESR EMS ;
® ESR EMS station;
®* ESR oTT ;



OoTT:

$ nmongo
> use ott;
> db.station.find({esr_ip: '"<ip esr>}).pretty();

OoTT:

$ nongo

> use ott;

> db. xauth.find({esr_ip: '"<ip esr>}).pretty();
> db. xauth. find({mac: '<mac >'}).pretty();

NBI OTT
OTT  NBL
eltex-radius-nbi. http://localhost:8080/eltex-radius-nbi/asciidoc/

WSDL-  http://localhost:8080/axis2/services/RadiusNbiService?wsdl

(localhost IP- nbi)


http://localhost:8080/eltex-radius-nbi/asciidoc/
http://localhost:8080/axis2/services/RadiusNbiService?wsdl

Onwncanme komaHa NBlI XML/SOAP

Cuctema SoftWLC

Bepcus 1.9-105
[ata my6nukanmu 26-01-2018 18:14:15

OTKDEITE ONHEM (QaRIoM

Beenenwe, SoapUI

1. YipaBnieHHe MONbL30BATEN T MU

2. ¥npaBneHHe TapHdaM#A

3. ¥IlpaBneHve noMeHaMH

4. Yopapneuune SSID

5. ¥IpaBneHWe VCTPOHCTBAMH

6. YripaBreHHe BUPTVATEHBEIMHY MOPTAITaMH

7. ¥IIpaBneHWe CHCTEMHEIMH IOIL30BaTeIAMHA

8. ViparneHue mednepaMi

9. ¥upaBnenne nonceTaMi

10. CTaTHCTHKa

11. Yipapnenue COPM-2

12. Yupaenersre cimcKaMi URL

13. ¥YnparneHre COHCKaMH DPHI0KEHHH

14. IMogknroyeHHe TII Yepe2 CETH CTOPOHHHEX olepaTopoB (OTT)
15. ITpo4rie KOMaHIk

16. OnrcaHue 0OLEKTOR B aTPHOVTOR

17. Konwl onmbok

. 22.

1. IPsec

Description | KE authentication algorithm (nmd5, shal), nd5 by default
Nane ipsec. aut h-al g
Regex (md5| shal)

Description IKE DH Group (1, 2, 5), 1 by default
Nanme i psec. dh-group
Regex (1] 2| 5)

Description | PSEC DPD Del ay (5..600), 60 by default
Nane i psec. dpd-del ay
Regex ([5-9]|[1-9][0-9]|10[0-9]|1[1-9][0-9]|[2-5][0-9][0-9]]|600)

Description |IKE encryption algorithm (aes, des, 3des), aes by default
Name i psec. encrypt-alg
Regex (aes| des| 3des)

Description Force establish tunnel (UP, DOM), UP by default



Nanme i psec. force-establish

Regex ( UP| DOVN)

Description Use GRE node (UP, DOM), UP by default
Nane i psec. gre- node

Regex ( UP| DOWN)

Description GRE ntu offset (0..220), 148 by default
Nane i psec. gre-ntu-offset
Regex ([0-9]|[1-9][0-9]]10[0-9]|1[1-9][0-9]|220]2[0-1][0-9])

Description IKE lifetinme (180..86400), 86400 by default

Nanme ipsec.lifetinme

Regex (18[0-9]|19[0-9]|[2-9][0-9][0-9]|[1-9][0-9][0-9][0-9]|1000[0-9]|100[1-9][0-9]|10[1-9][0-9][0-9]]|1[1-9]
[0-9][0-9][0-9]|[2-7][0-9][0-9][0-9][0-9]|86400|86[0-3][0-9][0-9]|8[0-5][0-9][0-9][0-9])

Description Use | SAKMP node config (UP, DOM), UP by default
Nanme i psec. node-cfg

Regex (UP| DOM)

Description Use NAT-T (UP, DOANN), UP by default
Nanme i psec. nat

Regex ( UP| DOWN)

Description | PSEC NAT Keepalive (1..300), 30 by default
Nanme i psec. nat - keepal i ve
Regex ([1-9]|[1-9][0-9]|10[0-9]|1[1-9][0-9]]|2[0-9][0-9]]|300)

Description | PSEC password (8-48 chars)
Nanme i psec. password
Regex ([ A-Za-z0-9]{8, 48})

Description | PSEC DH Group (O, 1, 2, 5), O by default
Nane i psec. pfs-group
Regex (0] 1| 2] 5)

Description | PSEC aut hentication algorithm (nd5, shal), nd5 by default
Name i psec. sa-auth-alg
Regex (md5| shal)

Description | PSEC encryption al gorithm (aes, des, 3des), aes by default
Nane i psec.sa-encrypt-alg
Regex (aes| des| 3des)

Description IPSEC child SA lifetine (180..86400), 3600 by default

Name ipsec.sa-lifetine

Regex (18[0-9]|19[0-9]|[2-9][0-9][0-9]|[1-9][0-9][0-9][0-9]|1000[0-9]|100[1-9][0-9]]10[1-9][0-9][0-9]]|1[1-9]
[0-9][0-9][0-9]|[2-7][0-9][0-9][0-9][0-9]|86400|86[0-3][0-9][0-9]|8[0-5][0-9][0-9][0-9])

Description | PSEC operational status (UP, DOM), UP by default
Nane i psec. status

Regex ( UP| DOWN)

Description Use XAUTH password as | PSEC password (on/off) default off
Nanme i psec. use-xaut h- passwd
Regex (on|of f)

Descri ption XAUTH password (8-48 chars)
Nanme i psec. xaut h- password
Regex ([ A-Za-z0-9]{8, 48})

Description XAUTH user (4-16 chars)
Nane i psec. xaut h-user
Regex ([ A-Za-z0-9]{4, 16})

Description | PSEC renpote gateway (1P or URL)
Nane i psec.renpte- gat enay
<ax273:val ueRegex xsi:nil="true"/>



2., -

Message
Connection refused - 8042

"code™:4022, "msg":"No init link found"

"code™:1,"msg":"In request by key 'domain’ value is empty ornull" | , , ESR OTT (OTT ™)
"code":4024, "msg":"No OTT station configured" ESR, OTT IP-ESR OTT,
"code™:4023 NB

"code™: 4025, "msg": "/ott/upgrade/WOP-12ac-LR-RevB.tar.gz"

3. ESR

ESR
1
1.6.2, BGP, ESR, E0GRE.

1) gi1/0/1.4092: 10.12.20.4/28 -, , IPsec;
2) gi1/0/1.212: 100.64.0.66/30 - , VRF backbone SoftWLC, DHCP DNS;
3) gil/0/1.213: 100.64.0.70/30 - , VRFnat ;
4) bridge 1: 192.168.200.49/28 192.168.200.50/28 - EOoGRE , ;
5) bridge 3: 192.168.128.0/22 - . 192.168.128.1 ESR SoftWLC;
6) bridge 10: 198.18.160.0/22 - .  -198.18.160.1, DNS 100.123.0.2;
7) 172.31.252.0/22 - , mode config, EOGRE ;
8) 100.123.0.0/24 - . 100.123.0.2 - SoftWLC, DHCP, DNS.

gi1/0/1.4092, gi1/0/1.213 PBR, ESR "users_map".

#!'/usr/bin/clish
#18
host nane esr-ipsec

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ipsec_ports
port-range 500
port-range 4500

exit

obj ect-group service dns
port-range 53

exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24

exit

obj ect-group network ipsec_renote_address
ip prefix 10.100.0.0/16
ip prefix 172.31.252.0/22

exit

obj ect-group network gre_term nation

ESR,



ip prefix 192.168.200. 48/ 28
exit
obj ect -group network AP_ngmnt
ip prefix 192.168.128.0/22
ip prefix 198.18.160.0/22
exit
obj ect-group network AP_users
ip prefix 198.18.160.0/22
exit

sysl og consol e none

radi us-server tineout 10
radi us-server retransmt 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 11
priority 20
sour ce- address 192.168.128.1
aut h-port 31812
acct-port 31813
retransmit 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group SoftWC
exit
aaa das-profile COA
das-server COA
exit

tech-support |ogin enable
root |ogin enable

vlan 3
force-up

exit

vl an 10
force-up

exit

security zone trusted
exit

security zone untrusted
exit

security zone ipsec
exit

security zone gre

exit

security zone users
exit

ip access-1ist extended users_pbr
rule 10
action deny
mat ch protocol udp
mat ch source-port 68
mat ch destination-port 67
enabl e
exit
rule 11
action deny
mat ch protocol udp
mat ch destination-port 53
enabl e
exit



rule 20

action p
enabl e
exit

exit

ermt

rout e- map out _BGP_AP

match i p address object-group AP_ngnt

ermt

rout e- map out _BGP_NAT

match i p address object-group AP_users

rule 10
action p
exit
exit
rule 10
action p
exit
exit

route-nmap users_map

rule 10

ermt

match i p access-group users_pbr
et ip next-hop verify-availability 100.64.0.69 10

action s
action p
exit
exit
router bgp 6

router-id 198.18.156.1

ermt

4604

nei ghbor 100. 64. 0. 65
renote-as 650001

updat e- source 100. 64. 0. 66

address-fanmily ipv4 unicast
rout e- map out _BGP_AP out

enabl e
exit
enabl e

exit

nei ghbor 100. 64. 0. 69
renot e-as 650001

updat e- source 100. 64.0.70

address-fam |y ipv4 unicast
rout e-map out _BGP_NAT out

enabl e
exit
enabl e

exit

address-fanily ipv4 unicast

redi stribute connected

exit
enabl e
exit

snnp- server
snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
comunity "privatel” rw
community "publicll" ro

host 100.123.0.2

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

config
config comm t
config confirm

envi
envi
envi
envi
envi
envi
envi
envi

ronment
ronnent
ronnment
ronnment
ronnent
ronnment
ronment
ronmnent

fan

f an- speed- changed

f an- speed- hi gh
menory-flash-critical-Iow
menory-fl ash-1 ow
menory-ramcritical -1 ow
menory-raml ow



snnp-server enable traps environnent cpu-I|oad
snnp-server enable traps environment cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enable traps environment cpu-supercooling-tenp
snnp-server enabl e traps environment board-overheat-tenp
snnp-server enable traps environnent board-supercooling-tenp
snnp-server enable traps wif

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps fil e-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessi ons-nunber-high
snnmp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linmt
snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold
snnp-server enabl e traps screen syn-flood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-Ilarge

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto
snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnmp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enabl e traps screen quench

snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shutdown

snnp-server enable traps envnon tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion

snnp-server enable traps flash renoval

snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart

snnp-server enable traps snnp |inkdown

snnp-server enable traps snnmp |inkup

snnp-server enable traps syslog

bridge 1
description "gre_termnation”
vlian 1
security-zone gre
ip address 192.168. 200. 49/ 28
ip address 192. 168. 200. 50/ 28
enabl e

exit

bridge 3



description "AP_ngnt"
vlian 3
security-zone trusted
ip address 192.168.128. 1/ 22
i p hel per-address 100.123.0.2
ip tcp adjust-nss 1312
enabl e
exit
bridge 10
description "Users"
vl an 10
security-zone users
i p address 198.18. 160. 1/ 22
i p hel per-address 100.123.0.2
ip policy route-map users_map
ip tcp adjust-nmss 1312
| ocation datal0
enabl e
exit

interface gigabitethernet 1/0/1
description "UpLink"

exit

interface gigabitethernet 1/0/1.212
description "VRF_backbone"
security-zone trusted
i p address 100. 64.0. 66/ 30
ip tcp adjust-nss 1312

exit

interface gigabitethernet 1/0/1.213
description "VRF_nat"
security-zone untrusted
ip address 100.64.0.70/30
ip tcp adjust-nmss 1312

exit

interface gigabitethernet 1/0/1.4092
description "I Psec"
security-zone ipsec
i p address 10.12.20. 4/ 28

exit

tunnel softgre 1
description "mgnt"
nmode managenent
| ocal address 192.168. 200. 49
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
description "data"
node data
| ocal address 192.168. 200. 50
default-profile
enabl e

exit

security zone-pair trusted self
rule 10
action permt
enabl e
exit
exit
security zone-pair users self
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server



enabl e
exit
exit
security zone-pair users untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair users trusted
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair ipsec self
rule 1
action permt
mat ch protocol udp
mat ch destination-port ipsec_ports
enabl e
exit
rule 2
action permt
mat ch protocol esp
enabl e
exit
rule 3
action permt
mat ch protocol gre
mat ch sour ce-address i psec_renote_address
mat ch destination-address gre_term nation
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted trusted
rule 10
action permt
enabl e
exit
exit

addr ess-assi gnnent pool ipsec_xauth_poo
ip prefix 172.31.252.0/22
dat a-tunnel address 192.168. 200. 50
managenent -t unnel address 192. 168. 200. 49
exit

security ike proposal dhl_nd5_aes128
aut henti cation al gorithm nd5
encryption al gorithm aes128

exit

security ike policy psk_xauth
lifetime seconds 86400
pre-shared-key ascii-text testingl23
aut henti cati on net hod xaut h- psk-key



aut henti cati on node radi us
proposal dhl_md5_aes128
exit

security ike gateway xauth_gw
i ke-policy psk_xauth
| ocal address 10.12.20.4
I ocal network 192.168. 200. 48/ 28
renote address any
renote network dynanmic pool ipsec_xauth_poo
nmode policy-based
dead- peer-detection action clear
dead- peer-detection interval 60
dead- peer-detection tinmeout 180
exit

security ipsec proposal nd5_aesl28_esp
aut henti cation al gorithm nmd5
encryption al gorithm aes128

exit

security ipsec policy ipsec_po
proposal nd5_aes128_esp
exit

security ipsec vpn xauth_ipsec
node i ke
i ke establish-tunnel by-request
i ke gateway xauth_gw
i ke ipsec-policy ipsec_po
enabl e

exit

security passwords history 0
ip dhcp-rel ay

ip route 0.0.0.0/0 10.12.20.2

W rel ess-controller
nas-i p-address 192.168.128.1
resp-time 3
failure-count 3
data-tunnel configuration radius
aaa das-profile COA
aaa radi us-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

clock timezone gnt +7
ntp enabl e

ntp server 100.123.0.2
exit

1.4.0, , ESR, EOGRE.
1) bridge 1: 192.168.171/24 -, , IPsec;
2) bridge 2: 192.168.110.0.37/24 - , ;
2) bridge 3: 101.0.0.171/24 -  SoftWLC, DHCP DNS. SoftWLC

3) bridge 5: 192.168.7.1/30 192.168.7.2.30 - EoGRE , ;

. SoftWLC 101.0.0.24;



4) bridge 6: 172.31.239.1/26 - ;

5) bridge 7: 172.31.239.65/26 - ;

6) bridge 94: 10.12.12.1/30 - ;

7) 172.31.250.0/24 - , mode config, EoGRE

bridge 1, bridge 94 PBR, ESR "clients_br7".

host nane esr-ipsec

tech-support |ogin enable
root |ogin enable

syslog max-files 3
syslog file-size 512

obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group service ipsec_ports
port-range 500
port-range 4500

exit

obj ect-group service snnp
port-range 161-162

exit

obj ect-group service COA
port-range 3799
port-range 31812-31813
port-range 1812-1813

exit

obj ect-group service redirect
port-range 3128
port-range 3129

exit

obj ect-group network SoftW.C
i p address-range 101.0.0. 24

exit

obj ect-group network ipsec_renote_address
ip prefix 172.31.250.0/24

exit

obj ect-group network gre_ternination
ip prefix 192.168.7.0/30

exit

obj ect-group url defaultserv
url http://eltex-co.ru
exit

# -, dat a-

radi us-server tinmeout 10

radi us-server retransnit 5
radi us-server host 101.0.0.24



key ascii-text testingl23
tineout 11
priority 20
sour ce-address 101.0.0.171
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 101.0.0.24
exit

# ESR, -
das-server COA
key ascii-text testingl23
port 3799
clients object-group SoftWC
exit
aaa das-profile COA
das-server COA
exit

vlan 2
force-up

exit

vlian 7
nane "ngnt"
force-up

exit

vl an 100
name "user"
force-up

exit

vl an 808
name " CGRE"
force-up

exit

vl an 1001
name "from Sof t W.C'
force-up

exit

vlan 1108
force-up

exit

vl an 4094
force-up

exit

security zone trusted

exit

security zone user

exit

security zone ngnt

exit

security zone gre

exit

security zone ipsec

exit

security zone clients_inet

exit

# , , policy-based routing

ip access-list extended users_filter
rule 1

action permt
mat ch protocol any
mat ch source-address 172.31.239. 64 255. 255. 255. 192
mat ch destinati on-address any
enabl e
exit



exit

#DHCP- r equest DHCP-, ip, Sot f W.C.
ip access-list extended clients_dhcp
rule 1

action permt
mat ch protocol udp
mat ch source-address 172.31.239. 64 255.255. 255. 192
mat ch destinati on-address 101.0.0. 24 255. 255. 255. 255
mat ch source-port 68
mat ch destination-port 67
enabl e
exit
exit

# route-map, , .
route-map clients_br7
rul e 1 #DHCP-request DHCP
match ip access-group clients_dhcp
action set ip next-hop verify-availability 101.0.0.24 10
action permt
exit
rule 2 # ,
match ip access-group users_filter
action set ip next-hop verify-availability 10.12.12.2 10
action permt
exit
exit

snnp- server

snnp-server systemshutdown # ESR SNWP- EMS
snnp-server comunity "privatel" rw
snnp-server community "publicll" ro

snnp-server host 101.0.0. 24

exit
#, , | PSec
bridge 1

vl an 1108

security-zone ipsec
ip address 192.168.108. 171/ 24
enabl e

exit

# , .
bri dge 2
vlian 2
security-zone trusted
ip address 192.168. 110. 37/ 24
enabl e
exit

# Sof t W.C.
bridge 3
description "Soft W.C"
vl an 1001
security-zone ngnt
ip address 101.0.0.171/24
enabl e
exit

# CRE

bridge 5
vl an 808
security-zone gre
ip address 192.168.7.1/30
ip address 192.168.7.2/30
enabl e

exit



# .

bri dge 6
vlan 7
security-zone ngnt
ip address 172.31.239.1/26
i p hel per-address 101.0.0.24
ip tcp adjust-nmss 1312
protected-ports
protected-ports exclude vlan
enabl e

exit

#, .

bridge 7
vl an 100
security-zone user
ip address 172.31.239. 65/ 26
i p hel per-address 101.0.0. 24
ip policy route-map clients_br7 # policy-based routing
ip tcp adjust-nmss 1312
| ocation testing2
protected-ports
prot ect ed-ports exclude vl an
enabl e

exit

#, ,

bri dge 94
vl an 4094
security-zone clients_inet
ip address 10.12.12.1/30
ip tcp adjust-nmss 1312
enabl e

exit

interface port-channel 1
swi t chport forbidden default-vlan
swi tchport general acceptable-frane-type tagged-only
swi t chport general allowed vlan add 2,1001, 1108, 4094 t agged
exit
interface gigabitethernet 1/0/1
channel -group 1 node auto
exit
interface gigabitethernet 1/0/2
channel -group 1 node auto
exit
interface gigabitethernet 1/0/3
shut down
security-zone trusted
ip firewall disable
exit
interface gigabitethernet 1/0/4
shut down
security-zone trusted
ip firewall disable
exit
interface tengigabitethernet 1/0/1
shut down
ip firewall disable
swi tchport forbidden default-vlan
exit
interface tengi gabitethernet 1/0/2
shut down
ip firewall disable
swi tchport forbidden default-vlan
exit
exit
tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168.7.1



default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 6
enabl e

exit

tunnel softgre 2
description "data"
node data
| ocal address 192.168.7.2
default-profile
enabl e

exit

security zone-pair trusted self
rule 1
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port ssh
enabl e
exit
rule 2
action permt
match protocol tcp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port telnet
enabl e
exit
rule 3
action permt
mat ch protocol icnp
mat ch source-address Sof t W.C
mat ch destinati on-address any
enabl e
exit
exit
security zone-pair user self
rule 10
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destination-address any
mat ch source-port any
mat ch destination-port redirect
enabl e
exit
exit
security zone-pair clients_inet self
rule 10
action permt
mat ch protocol any
mat ch sour ce- address any
mat ch destinati on-address any
exit
exit
security zone-pair user clients_inet



rule 1
action permt
mat ch protocol any
mat ch sour ce-address any
mat ch destinati on-address any
enabl e
exit
exit
security zone-pair ipsec self
rule 1
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destination-address any
mat ch source-port ipsec_ports

mat ch destination-port ipsec_ports

enabl e

exit

rule 2
action permt
mat ch protocol esp
mat ch sour ce-address any
mat ch destinati on-address any
enabl e

exit

rule 3 #.. CRE | PSec
action permt
match protocol gre

mat ch sour ce- address i psec_renot e_address
mat ch destination-address gre_term nation

enabl e
exit
rule 4
action permt
mat ch protocol icnp

mat ch sour ce-address i psec_renpte_address
mat ch destinati on-address gre_term nation

enabl e

exit

exit
security zone-pair ngnt self

rule 1
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destinati on-port ssh
enabl e

exit

rule 2
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port telnet
enabl e

exit

rule 3
action permt
mat ch protocol icnp
mat ch sour ce-address Sof t W.C
mat ch destinati on-address any
enabl e

exit

rule 4
action permt
mat ch protocol udp
mat ch source-address Sof t W.C
mat ch destinati on-address any



mat ch source-port any
mat ch destination-port snnp
enabl e

exit

rule 5
action permt
mat ch protocol udp
mat ch sour ce-address Sof t W.C
mat ch destination-address any
mat ch source-port any
mat ch destination-port COA
enabl e

exit

rule 6
action permt
mat ch protocol tcp
mat ch sour ce- address Sof t W.C
mat ch destinati on-address any
mat ch source-port any
mat ch destinati on-port COA
enabl e

exit

rule 7
action permt
mat ch protocol icnp
mat ch sour ce-address any
mat ch destination-address any
enabl e

exit

rule 10
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e

exit

rule 11
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destination-address any
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e

exit

exit
security zone-pair ngnt ngnt

rule 1
action permt
mat ch protocol icnp
mat ch sour ce- address any
mat ch destinati on-address any
enabl e

exit

rule 10
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e

exit

rule 20
action permt
mat ch protocol udp
mat ch sour ce-address Soft W.C
mat ch destinati on-address any
mat ch source-port any



mat ch destination-port snnp
enabl e

exit

rule 21
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destination-port snnp
enabl e

exit

rule 22
action permt
mat ch protocol tcp
mat ch sour ce-address Sof t W.C
mat ch destination-address any
mat ch source-port any
mat ch destination-port snnp
enabl e

exit

rule 23
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destinati on-address SoftW.C
mat ch source-port any
mat ch destination-port snnp

exit

rule 30
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port telnet
enabl e

exit

rule 31
action permt
match protocol tcp
mat ch sour ce-address any
mat ch destination-address any
mat ch source-port any
mat ch destinati on-port ssh
enabl e

exit

rule 49
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destination-port ntp
enabl e

exit

rule 50
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destinati on-port COA
enabl e

exit

exit
security zone-pair ngnt user

rule 10
action permt
mat ch protocol udp
mat ch sour ce-address Sof t W.C



mat ch destination-address any
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair gre ipsec
rule 1
action permt
mat ch protocol any
mat ch source-address gre_ternination
mat ch destinati on-address i psec_renpte_address
enabl e
exit
exit

# node config.
addr ess-assi gnment pool ipsec_pool _1

ip prefix 172.31.250.0/24 #
# ip (tunnel ip) GRE
# tunnel ip EM
data-tunnel address 192.168.7.2 #, GRE data
managenent -t unnel address 192.168.7.1 #, GRE
exit
# | KE : MD5, - DH1, aesl28
security ike proposal dhl_nd5_aes128
aut henti cation al gorithm md5
encryption al gorithm aes128
exit
# | KE
security ike policy psk_xauthl
lifetinme seconds 86400 # ( ).

pre-shared-key ascii-text testingl23 #
aut henticati on nethod xaut h- psk-key # XAUTH

aut henti cati on node radi us # -
proposal dhl_md5_aes128 #
exit

#

security ike gateway ikel_from.i net
i ke-policy psk_xauthl
| ocal address 192.168.108.171
I ocal network 192.168.7.0/30
renote address any
renot e network dynami c pool ipsec_pool _1
node policy-based
dead- peer-detection action clear
dead- peer-detection interval 60
dead- peer-detection interval 180

| KE.
| PSec .
| PSec .
| PSec -

pol i cy- based
| PSec

dead- peer-detection .

, | PSec ,
DPD .

HOH HH H HH R R

exit

# | PSec: MD5, AES128, ESP.

security ipsec proposal nd5_aesl128_esp
aut hentication al gorithm md5
encryption al gorithm aes128

exit

# | PSec

security ipsec policy vpnl_pol1l
lifetime seconds 3600 # 1PSec haild SA ( ).
proposal nd5_aes128_esp # | PSec

exit

# | PSec VPN
security ipsec vpn for_I NET_1
node i ke # | KE.
i ke establish-tunnel by-request # |PSec
i ke gateway ikel_from.i net # ., | KE.



i ke ipsec-policy vpnl_pol1l # | PSec,
enabl e
exit

ip dhcp-rel ay
ip route 0.0.0.0/0 192.168.108.1 200

W rel ess-controller
nas-i p-address 101.0.0.171
data-tunnel configuration radius # dat a-
aaa das-profile COA
aaa radi us-profile PCRF
enabl e
exit
ip telnet server
ip ssh server

clock timezone gnt +7

ntp enabl e

ntp server 101.0.0.24
prefer

exit

ESR 1200/1500/1700 1.4.1 - , EOGRE. : ESROTT

Troubleshooting

- Ivar/log/eltex-wifi-sa/wifi-sa-server.log. application.conf

CLI

WEP-12ac_rev_C# get ipsec-activator
IPsec, -:

WEP-12ac_rev_C# get ipsec-dynamic
URL -,

WEP-12ac_rev_C# sh

/mnt/root # cd /etc/cert/

letc/cert # cat sa-host.txt

https://126.0.10.4:8043
provider-id MAC

WEP-12ac_rev_C# sh

LogLevel = debug


https://docs.eltex-co.ru/pages/viewpage.action?pageId=14651859
https://126.0.10.4:8043/etc/cert

letc/cert # openssl x509 -in /etc/cert/cert.pem -text -noout
WARNING: can't open config file: /etc/pki/tls/openssl.cnf
Certificate:

Data:

Version: 3 (0x2)

Serial Number:
€0:d9:e3:70:1d:00:bc:2a:aa:28:54:ee:9f:27:5a:77
Signature Algorithm: sha256WithRSAEncryption

Issuer: CN=OTT Certification Root (Test), O=Eltex Enterprise Ltd., OU=Wi-Fi, C=RU, L=Novosibirsk
Validity

Not Before: Jan 1 00:00:00 1999 GMT

Not After : Jan 1 00:00:00 2100 GMT

Subject: CN=E0:D9:E3:70:1D:00, O=provider_eltex
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:

e0:d9:e3:70:1d:00 - MAC ,

provider_eltex - Provider-1D

service-activator https://<URL ->:8043 --msg-type register --timeout 300 -C /etc/cert/cert.pem -K /etc/cert/key.pem -A /etc/cert/ca.pem -d 15


https://126.0.10.4:8043
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