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Rsync

Eltex-EMS Eltex-APB, , , .Rsync . master- slave- .

rsync

rsync

/etc/default/rsync :

RSYNC_ENABLE=true

letc/

rsyncd. conf

DHCP .



letc/rsyncd.conf

[ enms- conf]

path = /usr/lib/eltex-ens/conf/

use chroot = no

mex connections = 2

lock file = /var/lock/rsyncd

read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict nbdes = yes

# 1P .

hosts allow = <ip_server1> <virtual _i p>
ignore errors = no

i gnore nonreadable = yes

transfer |ogging = no

timeout = 60

refuse options = checksumdry-run

dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.tbhz

[enms-tftp]

path = /tftpboot

use chroot = no

max connections = 2

lock file = /var/lock/rsyncd.tftp

read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict nodes = yes

hosts allow = <ip_server1> <virtual _i p>
ignore errors = no

i gnore nonreadabl e = yes

transfer logging = no

timeout = 60

refuse options = checksum dry-run

dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.tbhz

[ ens-wp]

path = /var/emns- data/ WP

use chroot = no

max connections = 2

lock file = /var/lock/rsyncd. ems-wp
read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict npbdes = yes

hosts allow = 10.62.8.121 10.62.8.122
ignore errors = no

i gnore nonreadabl e = yes

transfer |ogging = no

timeout = 60

refuse options = checksumdry-run
dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.thz

hosts allow nmaster
hosts allow = <ip__> <virtual ip>

rsync , /etc/rsyncd. secrets,

backup: r spasswd



root @w cOl-server:/# chnbd 600 /etc/rsyncd. secrets

/etc/rsync_client.secrets,

root @w cOl-server:/# echo "rspasswd" > /etc/rsync_client.secrets && chnod 600 /etc/rsync_client.secrets

cron, /usr/lib/eltex-ens/scripts/rsync_ens_backup.sh. rsync (backup). , master.

lusrl/lib/eltex-ems/scripts/rsync_ems_backup.sh
#! / bi n/ bash

LOCKFI LE="/run/ | ock/rsync_ens_backup"
# | P address backup server

HOST=<i p_server 2>
# Check if we're root

if [ "whoam ™ != "root" ]
then
echo "This script should be run by root."
exit 1
fi

# Check and create lock file

if ! lockfile-create --use-pid -r 0 $LOCKFILE &> /dev/null ; then
echo "Backup is already running"
exit O

fi

# Check - if we're master - try to perform backup to sl ave
SRVMODE="cat /tnp/ keep. node’
if [ "$SRVMODE" == "NMASTER' ]
t hen
rsync -urlogtp --del ete-after --password-file=/etc/rsync_client.secrets /usr/lib/eltex-ens/conf/
backup@HOST: : ens-conf > /tnp/rsync_enms_conf.log 2>&1
echo $? >> /tnp/rsync_ens_conf_result.|og
rsync -urlogtp --delete-after --password-file=/etc/rsync_client.secrets /tftpboot/ backup@HOST: : ens-
tftp > /tnp/rsync_ens_tftpboot.log 2>&1
echo $? >> /tnp/rsync_ens_tftpboot_result.log
rsync -urlogtp --delete-after --password-file=/etc/rsync_client.secrets /var/ens-data/ WP/ backup@HOST: : ens-
wp > /tnp/rsync_enms_wp. |l og 2>&1
echo $? >> /tnp/rsync_ems_wp_result.|og
el se
echo "Not master. No action will be perforned.”
fi

| ockfil e-remve $LOCKFI LE

® backup —, /etc/rsyncd.secrets
® HOST - ip-
C cron
root @w c01-server:/# crontab -1 | { cat; echo "*/1 * * * * [usr/lib/eltex-ens/scripts/rsync_ens_backup.sh"; }

| crontab



root @w cOl-server:/# crontab -|
root @w cOl-server:/# */1 * * * * Jusr/lib/eltex-ens/scripts/rsync_ens_backup. sh

root @wW c01-server:/# crontab -e

Sel ect an editor. To change later, run 'select-editor'.
1. /bin/nano <---- easiest
2. Jusr/bin/vimtiny
3. /usr/bin/code
4. /bin/ed

Choose 1-4 [1]: 1 #

root @w cOl-server:/# service rsync start

root @w cOl-server:/# service rsync stop

root @w cOl-server:/# service rsync status

* rsync is running

* rsync is not running

MySQL

, MySQL, master-master (-). , master slave. , ., . (https://dev.mysql.com/doc/refman/5.7/en/replication.html).

( MysQL ) . mysqldump.


https://dev.mysql.com/doc/refman/5.7/en/replication.html

root @w cO01-server:/# nysql -uroot -proot -e "FLUSH TABLES W TH READ LOCK; "

root @w cO01-server:/# nysql dunmp -uroot -proot --databases ELTEX PORTAL eltex_alert eltex_auth_service eltex_ens
paynments radi us wireless > nysql dunp_naster. sql

root @w c01-server:/# nysql -uroot -proot -e "UNLOCK TABLES;"

root @w cOl-server:/# scp nysql dunp_master.sql <usernanme>@i p_server 2>:/ honme/ <user nane>/

dump

root @w cOl-server:/# nysql -uroot -proot < /hone/<usernane>/ nysql dunp_naster. sql

MySQL
mysqld . ,

[nysql d] /etc/mysql/mysgl.conf.d/mysqgld.cnf

bi nd- address = 127.0.0.1

server-id. .,
server-id =1
server-id = 2

log_bin = /var/log/nysql/nysql -bin.log

auto_increment_increment () auto_increment_offset ().

aut o_i ncrenment _i ncrenent= 2
auto_increnment _offset =1

aut o_i ncrenent _i ncrenent= 2
auto_i ncrement _offset = 2

bi nl og-do-db = eltex_alert

bi nl og-do-db = el tex_ens

bi nl og-do-db = wirel ess

bi nl og-do-db = radius

bi nl og-do-db = el tex_auth_service
bi nl og-do-db = ELTEX_PORTAL

bi nl og-do-db = paynents



bi nl og-ignore-db = nysql

bi nl og-i gnore-db = Sysl og

bi nl og-i gnore-db = perfornmance_schema
bi nl og-i gnore-db = infornmation_schema

nysql

root @w cOl-server:/# service nmysql restart

master

MySQL

GRANT SELECT, SUPER, REPLI CATI ON SLAVE, REPLI CATI ON CLI ENT ON

' password' ;
GRANT SELECT, SUPER, REPLI CATI ON SLAVE, REPLI CATI ON CLI ENT ON
'password'; # ENVB

FLUSH PRI VI LEGES;

MySQL

GRANT SELECT, SUPER, REPLI CATI ON SLAVE, REPLI CATION CLI ENT ON

' password';
GRANT SELECT, SUPER, REPLI CATI ON SLAVE, REPLI CATI ON CLI ENT ON
'password'; # ENMS

FLUSH PRI VI LEGES;

(D SELECT  GUIEMS

Jusr/lib/eltex-ems/conf/config.txt, username ( - javauser)

*

*

*

*

*

*

*

*

TO 'replication @<ip_server2>'

TO 'replication' @<ip_server1>'

TO 'replication @<ip_server1>'

TO 'replication @<ip_server2>'

GRANT ALL PRIVILEGES ON *.* TO 'username' @% | DENTI FI ED BY ' password';

MySQL show master status

nysqgl > show master status \G

AR AR LS E RS RS EEE LR FOW ¥XH X F kX Ik h kA h kR kAR AR KKK KX K%

File: nysql-bin. 000001
Posi ti on: 00000107

Binl og_Do_DB: eltex_alert,eltex_ens,radius, w rel ess, el tex_aut h_service, paynents, ELTEX_PORTAL
Bi nl og_I gnore_DB: nysql, Sysl og, performance_schema, i nf or nati on_schenma

1 rowin set (0.00 sec)

| DENTI FI ED BY

| DENTI FI ED BY

| DENTI FI ED BY

| DENTI FI ED BY



File Position.

@ Position 107.  -.

(QE

STOP SLAVE;

CHANGE MASTER TO MASTER HOST=' <i p_server 1>, MASTER USER='replication', MASTER PASSWORD=' password',
MASTER_LOG FI LE=' nysq] - bi n. 000001' , MASTER LOG POS=107;

START SLAVE;

* MASTER_LOG_FILE='mysql-bin.000001' — File, .
* MASTER _LOG_POS=107 - Position, ( 107).

nysqgl > show sl ave status \G
LR R 1 I‘OW R R S
Slave_|O State: Wiiting for master to send event
Mast er _Host: <ip_server1>
Mast er _User: replication
Mast er _Port: 3306
Connect _Retry: 60
Mast er _Log_Fil e: mysql-bin. 000001
Read_Mast er _Log_Pos: 107
Rel ay_Log_File: nysql d-rel ay-bi n. 000001
Rel ay_Log_Pos: 107
Rel ay_Master _Log_Fil e: nysql -bi n. 000001
Sl ave_| O _Runni ng: Yes
Sl ave_SQ._Runni ng: Yes
Repl i cat e_Do_DB:
Repl i cate_| gnore_DB:
Repl i cat e_Do_Tabl e:
Repl i cat e_l gnore_Tabl e:
Replicate_W /| d_Do_Tabl e:
Replicate_WId_l gnore_Tabl e:
Last _Errno: O
Last _Error:
Ski p_Counter: 0
Exec_Master _Log_Pos: 107
Rel ay_Log_Space: 107
Until _Condition: None
Until _Log File:
Until _Log_Pos: 0
Mast er _SSL_Al | owed: No
Master _SSL_CA File:
Mast er _SSL_CA Pat h:
Mast er _SSL_Cert:
Mast er _SSL_GCi pher:
Mast er _SSL_Key:
Seconds_Behi nd_Master: 0
Master _SSL_Verify_Server_Cert: No
Last _| O Errno: 0O
Last _| O Error:
Last _SQL_Errno: O
Last _SQL_Error:
Replicate_lgnore_Server_lds:
Mast er _Server_ld: 2
1 rowin set (0.00 sec)

Sl ave_| O Runni ng Sl ave_SQ._Runni ng «Yes»,



show master status \G
nysqgl > show master status \G

HAKHKKKKAKRKAK KX I KKK XK AR IR KK ]

File:

Posi tion:

Bi nl og_Do_DB:

Bi nl og_I gnor e_DB:
1 rowin set (0.00 sec)

00000107

(QIDS

STOP SLAVE;

CHANGE MASTER TO MASTER _HOST=' <i p_server 2>',
MASTER_LOG FI LE=' nysql - bi n. 000001"

START SLAVE,

nysqgl > show sl ave status \G

KAKKKKKKXK KK KX KK KA RR KKK AXK ]

Slave_| O State:

Mast er _Host :

Mast er _User:

Mast er _Port:

Connect _Retry:

Mast er _Log_Fil e:
Read_Mast er _Log_Pos:
Rel ay_Log_Fil e:

Rel ay_Log_Pos:

Rel ay_Master_Log_Fil e:
Sl ave_| O_Runni ng:

Sl ave_SQ._Runni ng:

i

Sl ave_| O _Runni ng Sl ave_SQ._Runni ng

EMS-GUI

MySQL GUI EMS.

FOW ¥XHFXFHXFAX A XK AKX K XK K XK KKK X KK

nysgl - bi n. 000001

eltex_alert,eltex_ens, el tex_ont,radius,wrel ess, el tex_auth_service, paynments, ELTEX_PORTAL
nysql , Sysl og, per formance_scheng, i nf or mati on_schema

MASTER_USER='repl i cation',
MASTER _LOG PCs=107;

FOW FXHAXFRX IR XA XK A KK XK KX KKK KX K*k

Waiting for naster to send event
<i p_server2>
replication

3306

60

nysql - bi n. 000001

107

nmysql d-rel ay- bi n. 000001
107

nysql - bi n. 000001

Yes

Yes

«Yes», Master_Log_Fi | e Read_Mast er _Log_Pos

/ etcl/ el tex-ens/check-ens-replication.conf.

MASTER_PASSWORD=' password' ,



letc/eltex-ems/check-ems-replication.conf

# ("Yes") | ("No")
ENABLE_REPLI CATI ON=" Yes"

#
HOST1=<i p_server 1>
#
HOST2=<i p_ser ver 2>

# nysql

# nysql

USER="repl i cati on"
# nysql

PASSWORD=" passwor d"

®* ENABLE_REPLICATION - ( "Yes")
® HOST1, HOST2 -ip-
® USER, PASSWORD-/ ,

,  GUIEMS MySQL.

-
;'g COCTORHWE CMCTEMBI PESEPBMPOBAHNA

Servers =
DHCP | s ODHOBHTE

RADIUS Penmixauma paboTaer.
PCRF Tor:
MySGL Checking database access for host [<ip_serwerl>] - complete

Rsync service | Checking database access for host [<ip_serverZ>] _ copplete

Q - Hostl [<ip_serverl>] "MASTER' status -
Databases : eltex_alert,eltex_ems,wireless,radius,eltex_auth_service, ELTEX PFORTAL,payments
Filename : my3gl-kin.000014

File Position : 449440

- Host2 [<ip_server2>] "MASTER' status -

Databases : eltex_alert,eltex ems,wireless,radius,eltex auth service,ELTEX PORTAL,payments
Filename : mysgl-kin.000014

File Positiom : 107

- Hosztl [<ip_serverl>] "SLAVE' status -
Master addr : 192.168.1.6

Master filename : mysgl-bin.000014
Master file pos.: 107

I0 status : Yes

[»

1]

MongoDB

MongoDB  ( -3) Replica Set. Replica Set primary secondary ( https://docs.mongodb.com/v4.0/administration/replica-set-deployment/).

Primary — mongoDB.
Secondary — () real-time .
Arbiter — , ,
mongo-db arbiter:

vCore: 1, 64-bit x86 CPUs



https://docs.mongodb.com/v4.0/administration/replica-set-deployment/

VRAM: 2

vHDD: 20

primary. MongoDB failover primary , primary . 3+ replica set.

@ Replica Set (secondary).

replicaSet
/ et ¢/ mongod. conf

/

replication:

repl Set Nane: "<replica_set_name>"

<replica_set_nane> replicaset, ,

, bindlp (bind_ip mongo) 0.0.0.0 (0.0.0.0- ip)

bindlp: 0.0.0.0

MongoDB

root @w cOl-server:/# service nongod restart

MongoDB

root @w cOl-server:/# nongo

replica set

@ hostname ip-, /etc/hostname /etc/hosts <IP_address> <hostname>

> rs.initiate(

"i p_nongo_primary: 27017" },
"i p_nongo_secondary: 27017" },
"i p_nongo_arbiter: 27017, true" }

{
_id: "replica_set_nane",
version: 1,
menbers: [
{ _id: 0, host
{ _id: 1, host
{ _id: 2, host
]
}
)
, shell

replica_set_nane: PRI MARY>

replica_set _nane: PRI VARY>

rs.config()

Replica Set MongoDB rs. st at us()



/I Replica Set
Replica Set PRIMARY
Replica Set Secondary:
replica_set_nane: PRI MARY> rs. add("<i p_server>: 27017")
{ "ok" : 11}
MongoDB ,, ( bindlp: 127.0.0.1), replication.

MongoDB

root @w cO1-server:/# nongo
replica_set _name: SECONDARY>

Replica Set Arbiter:

replica_set_nane: PRI MARY> rs. add("<i p_server>: 27017", true)
{ "ok" : 11}

Replica Set ( PRIMARY):

replica_set_nane: PRI MARY> rs.renove("<ip_server>:27017")
{ "ok" : 11}

replica_set_nane: PRIMARY> cfg = rs.conf()
replica_set _nane: PRI MARY> cf g. nenbers[<>].host = "<ip_server>:27017"
replica_set_name: PRI MARY> rs.reconfig(cfg)

Eltex-PCRF

PCRF
PCRF 5701 tcp, 5801 tcp

/etcleltex-pcrf/hazel cast-cluster-network. xm (522 -, 14-15- )



<net wor k>
<l-- Wite here public address of the node -->

<l-- -->
<publ i c- addr ess>i p_server 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5701</port>
<out bound- port s>
<ports>0</port s>
</ out bound- port s>
<j oi n>
<mul ti cast enabl ed="fal se"/>
<tcp-ip enabl ed="true">
<l-- IP- () -->
<menber >i p_server 1</ nenber >
<menber >i p_server 2</ nenber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>

</join>
<interfaces enabl ed="true">
<l-- -->

<interface>i p_serverl</interface>
</interfaces>

/etc/eltex-pcrf/eltex-pcrf.json

"cluster.enable" : true,

Eltex-PCRF

root @w cOl-server:/# service eltex-pcrf restart

® http://<ip_serverl>:7070/cluster
® http://<ip_server2>:7070/cluster

{
"data" : {
"enabl ed" : true,
"state" : "ACTIVE",
"menbers" : [ {
"address" : "ip_serverl",
"local" : true,
"active" : true
boA
"address" : "ip_server2",
"local" : false,
"active" : true
Pl
"messagesStats" : {
"received" : 45157,
"sent" : 45144
H
"mongo" : {
"avail abl e" : false,
“error" : "not running with --repl Set"
}
1,
"key" : "PcrfErrorCode. success",
"message" : "Success",
"code" : O,
"args" [ ]



ESR PCRF

PCRF ESR

SoftWwLC

SoftWLC  virtual ip

/etc/eltex-apb/apb.properties

nmer cury. host =l ocal host
mercury. port =6565
nmercury. pool . si ze=100

# Config filePath to cache
cache. confi g=/ etc/ el t ex- apb/ ehcache. xm

# list of permtted files to
hosts.fil e=/etc/eltex-apb/hosts.json

# Ti meout waiting for subscribe-request after connecting the access point to the server, in seconds

subscri be.idl e.tinmeout =60

# Maxi mum count of outgoing nessages to queue for each session

sessi on. out goi ngQueue=100
nbi.client.|ogin=adnm n
nbi . cli ent. passwor d=password

® |ocal host <virtual _ip> 1.

[etc/eltex-pcrf/eltex-pcrf.json

{
"aut h. address" : "0.0.0.0",
"auth.port" : 31812,
"aut h. nac. open. ti meout.s" : 3600,
"aut h. mac. wel cone. servi ce" : "WELCOVE",
"acct.address" : "0.0.0.0",
"acct.ports" : [1813, 31813],
"| ease. saver. address" : "0.0.0.0",
"] ease. saver.port" : 4381,
"aaa. i nstances" : 5,
"aaa. host" : "127.0.0.1",
"aaa.secret" : "testingl23",
"aaa.auth.port” : 1812,
"aaa.acct.port" : 1813,
"aaa.rest.port” : 7080,
"aaa.timeout" : 10,
"aaa.attenpts" : 1,
"web. noni toring.port" : 7070,
"cluster.enable" : false,
"cluster.eventBusPort" : 5801,
"radius" : {

"url": "jdbc:mysql://local host/radius?

useUni code=t rue&char act er Encodi ng=ut f 8&connect Ti
"user": "javauser",

meout =5000&socket Ti neout =5000&aut oReconnect =t r ue&useSSL=f al se",



"password": "javapassword",
"max_pool _size": 16

}
"mongo. pcrf" : {
“connection_string": "nongodb://| ocal host: 27017/ pcrf?
wai t QueueMul ti pl e=500&connect Ti neout M5=10000&socket Ti meout M5=0",
"db_nane": "pcrf"
H
"mongo.ott" : {
"connection_string": "nongodb://local host: 27017/ ott?
wai t QueueMul ti pl e=500&connect Ti neout M5=10000&socket Ti meout M5=0",
"db_nane": "ott"
b
"session.storage" : {
"session. check. period.s" : 300,
"unaut h.store.tine.s" : 600,
"interval . nunber. expired" : 3,
"mn.interval.s" : 45,
"default.interval.s" : 600
3
"bras.coa" : {
"coa.tineout" : 10,
"coa.attenpts" : 1,
"renote.coa.port" : 3799,
"executor.size" : 100,
"l og. cl ean. period.s" : 600,
"l og.store. period" : {
"period" : 14,
"unit" : "D
}
}
"sqgl . enms" : {
"url": "jdbc:mysql://local host/eltex_enms?
useUni code=t rue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _size": 16
}
"sql.wireless" : {
"url": "jdbc:mysql://local host/wirel ess?
useUni code=t rue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _size": 16
}
"sql . aut h. service" : {

"url": "jdbc:mysql://1ocal host/eltex_auth_service?
zer oDat eTi neBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&onnect Ti meout =5000&socket Ti meout =5000
&useSSL=f al se",

"user": "javauser",
"password": "javapassword",
"max_pool _size": 4
},
"l anguage" : "en",
"radius.nbi" : {
"wdsl.url" : "http://local host: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsdl ",
"usernane" : "softw c_service",
"password" : "softw c",
"connection.tineout.ns" : 30000,

"request.tinmeout.ns" : 120000



"tariffs.update.interval" : {
"interval" : 1,
"unit" @ "hours"

},
"bras.cron.update.interval": {

"interval" : 1,
"unit": "hours"

h

"filters.cache.dir" : "/var/lib/eltex-pcrf/filters/",

"clickhouse": {

“url": "jdbc:clickhouse://Iocal host: 8123/ radi us",
"user_nane": "javauser",
"user_password": "javapassword"

h

"accounting.options": {
"use_clickhouse": false,
"use_nysql": true,
"batch_interval _ns": 300000,
"max_queue_l oad": 100

® nongodb:/ /1 ocal host nongodb://ip_nongo_primary,ip_nbngo_secondary

® Jocal host <virtualip>
® 127.0.0.1 <virtualip>

/etc/eltex-portal-constructor/application.conf

aut h-servi ce {
host = | ocal host
port = 21812
tineout = 10s
retries = 3
secret = eltex
# pap, chap, nschapv2

protocol = pap
}
login {
#
maxAttenptsLogin = 3
maxAttenptsliP = 5
#
bl ockTi me = 5m
}
access {
/1 pl ai nt ext - secr et (HVAC256) , FS PEM (RSA256)
secret = "secret”
}
dat abase {
host = | ocal host
port = 3306

name = ELTEX_ PORTAL
user = javauser
password = javapassword

pool {
# Time to wait for a connection
connectionTi meout = 10s
# Tinme to wait for connection validation
val i dati onTi neout = 3s


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary

mn=1

max = 10
}
cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain itens in the cache
expireTinme = 30s
}
}
sso {
enabl ed = fal se
# Miust be in double quotes
version = "1.0"
rest {
schene = http
host = | ocal host
port = 80
sso_api _path = /api nan- gat eway/ b2b_t est
}
auth {
schene = http
host = | ocal host
port = 80
aut henti cati on_path = /auth/real ns/ b2b/ prot ocol / openi d- connect/ aut h
| ogout _path = /aut h/real ns/ b2b/ pr ot ocol / openi d- connect /| ogout
}
paranms {
client_id =id
# URL of epadmin, URL nust be in double quotes (!!!)
redirect_uri = "http://]ocal host: 8080/ epadni n/ sso"
client_secret = secret
}
}
jetty {
https {

port = 9444
keyst or ePass 12345
keystoreFile = /etc/eltex-portal -constructor/Il ocal host. pfx
keyst oreType = PKCS12
keyAlias = 1
ciphers = [
TLS RSA W TH_AES 128_CBC_SHA2

® Jocal host <virtualip> 2,25,58,64,74



/etc/eltex-portal/application.conf

portal {
defaul tRedirectUl = "http://eltex-co.ru"

schedul er {
tariffCheckerPeriod = 1d

paynent sCl eanerPeriod = "0 0 * * * 2"
}
}
jetty {
https {
port = 9443
keyst orePass = 12345
keystoreFile = /etc/eltex-portal/local host. pfx
keyst or eType = PKCS12
keyAlias = 1
ciphers = [
TLS RSA W TH_AES 128_CBC_SHA256
TLS RSA W TH_AES 128_CBC_SHA
TLS RSA W TH_AES 256_CBC_SHA256
TLS_RSA W TH_AES_256_CBC_SHA
]
}
}
dat abase {
host = | ocal host
port = 3306
name = ELTEX_PORTAL
user = javauser
password = javapassword
pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s
mn=1
max = 10
}
cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain items in the cache
expireTinme = 2m
}
}

/1 JWI validation. You need a key from Eltex Doors.
/1l O you could generate it yourself.
val i dation {

public_key = "etc/eltex-doors/keys/public.pent

® Jocal host <virtualip> 27.

/etc/eltex-radius-nbi/radius_nbi_config.txt

# DB radius(alias=radius)
radi us. jdbc.driver=org.gjt.nnmnysql.Driver



radi us. j dbc. dbUrl =j dbc: nysql : //1 ocal host/radi us?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

radi us. j dbc. user name=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=48

radi us. j dbc. i nUse=yes

# DB radius replica(alias=radi usReplicaPool)

#TODO Change it to replica url

radius.jdbc.replica.driver=org.gjt.mmnysql.Driver

radi us. jdbc. replica.dbUrl =jdbc: nysql ://1 ocal host/radi us?

zer obDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmmi t =t r ue&connect Ti neout =50
00

radi us. j dbc. replica. user nanme=j avauser

radi us. j dbc. replica. passwor d=j avapasswor d

radi us. j dbc. replica. maxPool Si ze=48

radi us. jdbc. replica.inUse=yes

# DB ens(alias=ens)

ems. jdbc. driver=org.gjt. mm nysql . Driver

ems. jdbc. dbUr| =j dbc: nysql : / /| ocal host/ el tex_emns?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00&noAccessToPr ocedur eBodi es=true

ens. j dbc. user nane=j avauser

ens. j dbc. passwor d=j avapassword

ens. j dbc. maxPool Si ze=48

emns. j dbc. i nUse=yes

# DB wreless (alias=wreless)

wirel ess.jdbc.driver=org.gjt.mm nmysql.Driver

wirel ess.jdbc. dbUrl =j dbc: nysql ://1 ocal host/w rel ess?

zer oDat eTi meBehavi or =conver t ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oCommi t =t r ue&connect Ti neout =50
00

wirel ess. jdbc. user nane=j avauser

wirel ess. jdbc. passwor d=j avapassword

wi rel ess. j dbc. maxPool Si ze=48

wirel ess.jdbc.inUse=yes

# DB | ogs (alias=logs)

| ogs. jdbc.driver=org.gjt.mm nysql.Driver

| ogs.jdbc. dbUrl =j dbc: nysql ://1 ocal host/eltex_alert?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

| ogs. j dbc. user nane=j avauser

| 0gs. j dbc. passwor d=j avapasswor d

| ogs. j dbc. maxPool Si ze=48

I 0gs.j dbc. i nUse=yes

# DB | ogs (alias=eltex_auth_service)

el tex_aut h_service.jdbc.driver=org.gjt.mmnysql.Driver

el tex_aut h_service. jdbc. dbUr | =j dbc: nysqgl : //1 ocal host/el tex_auth_service?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmmi t =t r ue&connect Ti neout =50
00

el tex_aut h_servi ce. j dbc. user nane=j avauser

el tex_aut h_servi ce. j dbc. passwor d=j avapassword

el tex_aut h_service. j dbc. maxPool Si ze=48

el tex_aut h_service. jdbc. i nUse=no

# ems-northbound

ens. nbi . host =127.0.0. 1
ems. nbi . port =8080

emns. nbi . pat h=nor t hbound
ems. nbi . protocol =http

# el tex_auth_service
aut h. port =22

aut h. host =127.0.0.1
aut h. user nane=user name
aut h. passwor d=passwor d



# freeradi us-domain-1

freeradi us-donmi n- 1. port =22

freeradi us-domai n- 1. host =192. 168. 0. 1
freeradi us- domai n- 1. user nane=user nane
freeradi us- donai n- 1. passwor d=passwor d

# freeradi us-domain-2

freeradi us-domai n- 2. port =22

freeradi us- domai n- 2. host =192. 168. 0. 2
freeradi us- donai n- 2. user nane=user nane
freeradi us- donai n- 2. passwor d=passwor d

# tontat ur
tontat. host=127.0.0. 1
tontat . port=8080

# perf stuff

pcrf.enabl ed=true
perf.url=http://local host: 7070
pcrf.usernane=admni n

pcrf. passwor d=password

# pcrf nongodb connector
pcrf. mongodb. enabl ed=t r ue
pcr f. mongodb. uri =nongodb: / /| ocal host: 27017/ pcr f

# wi fi-custoner-cab nongodb connect or
wi fi cab. mongodb. enabl ed=t r ue
wi fi cab. mrongodb. uri =nmongodb: / /1 ocal host: 27017/ wi fi - cust onmer - cab

# El tex. SORMR. replicator MongoDB 'sornR' connect
sor n2. nongodb. enabl ed=f al se
sor n2. nongodb. uri =nongodb: / /| ocal host: 27017/ sor n2

# wifi-custoner-cab request settings
wi fi cab. ti meout =90000

# El tex. SORMR.replicator host to use AP
sor nR2. enabl ed=f al se

sornR. url =http://Iocal host: 7071

sor nR2. user nanme=adm n

sor nR. passwor d=passwor d

#1t enables records export to SORMB while editing wifi users
sor 8. enabl ed=f al se

# ott nongodb connect or
ot t. nongodb. enabl ed=t r ue
ott. nongodb. uri =nbngodb: / /| ocal host: 27017/ ot t

# netrics
metric.interval.s=900

HHHIHH T DB ELTEX _PORTAL set t i ngs###t##HH I I I #
HHHHEH R A A R
portal . db.driver=com nysql.jdbc.Driver

portal .db.url =jdbc: nysql://1ocal host: 3306/ ELTEX_PORTAL?

max_al | owed_packet =32362048&useUni code=t r ue&char act er Encodi ng=ut f 8

portal . db. user nane=j avauser

portal . db. passwor d=j avapass

® nongodb:/ /1 ocal host nongodb://ip_nongo_primary,ip_nongo_secondary
® |ocal host <virtualip>
® 127.0.0.1 <virtualip>


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary

/etc/eltex-ngw/notification.properties

#Conmon gates settings

#Current gate used for each type (config name, for exanple snpp_gate.conf)
sns. gat e. out goi ng. sns. confi g=snsc_gat e. conf

#For incomng sne/calls fields for nunbers in configs should be set

sms. gat e. i ncom ng. sns. confi g=

sms. gate. i ncom ng. call.config=

#Gat e pool settings
sms. gat e. pool . si ze=50
snms. gate. pool .wait.mllis=5000

#Port to listen for requests
server . port=8040

#nmongodb. uri =nongodb: //192. 168. 1. 1, 192. 168. 1. 2: 27017/ noti fi cati on- gw
nongodb. host =I ocal host

nongodb. port=27017

#mongodb. user =user

#nmongodb. passwor d=passwor d

nongodb. nane=noti fi cati on- gw

H#=======emai | setti ngs========

mai | .sntp.submtter=test@mil.com
mai | . st p. passwor d=

mai | . snt p. aut h=true

mai | . snt p. host =enmi | . com

nai | . snt p. port =587

mai | . snt p. sendpartial =true

mai | .sntp.starttls. enabl e=fal se

nai | . st p. connecti onti meout =5000
mai | . gat e. pool . si ze=20

mai | . pool .wait.mllis=10000

® |ocal host ip_nongo_prinary,ip_nbngo_secondary 19.



/etc/eltex-radius/local.conf

# Ports on which the server will listen
aut h_port=1812

#acct _port=1813

i nner _tunnel _port=18121

# MySQ. dat abase
db_host ="1 ocal host "
db_port =3306

db_I ogi n="r adi us"
db_passwor d="r adpass"
db_nanme="r adi us"

# MSQL 'wirel ess' database

wi rel ess_db_host ="1 ocal host ™"

wirel ess_db_port=3306

wirel ess_db_I| ogi n="j avauser"

wi rel ess_db_passwor d="j avapasswor d"
wirel ess_db_nane="wirel ess"

# PCRF

# |f you setting pcrf_enabl ed=0, then you al so shoul d enabl e accounting port listening in "default" server
pcrf_host="127.0.0. 1"

pcrf_port=7080

pcrf_enabl ed=1

# EAP
ca_cert_name="1ocal . pent
tls_key_password="1234"

# Proxying

pr oxy_aut h=0

proxy_donmi n_regex=""(.+\.)?enterprise\.root$"
proxy_host="127. 0. 0. 1"

proxy_port=18121

proxy_secret="el tex"

# Ubiquity vendor detection
ubi _vendor _regex="Appl e| Ubi qui ti"
vendor _group_enabl ed=1

# Settings of runtinme NAS discovery
dynami c_clients=fal se

dynam c_cl i ent_subnet=192. 168. 0. 0/ 16
dynamic_client_lifeti me=3600
dynamic_client_rate_linmt=false

# Proxy SSID (for exanple to eltex-eap-tls) #139679
proxy_ssi d_enabl ed=0

proxy_ssi d_val ue="EAP_TLS"

proxy_ssi d_host="127.0.0.1"

proxy_ssi d_port=18122

proxy_ssid_secret="el tex"

® Jocal host <virtualip>
® 127.0.0.1 <virtualip>



letc/eltex-wifi-cab/system.xml

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<! DOCTYPE properties SYSTEM "http://java.sun.conf dtd/ properties.dtd">
<properties>
<entry key="npbngoaddress" >nongodb://1 ocal host: 27017/ wi fi - cust omer - cab</ entry>
<entry key="nbi address">http://| ocal host: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsdl </ entry>
<entry key="nbi.serviceLogin.user">softw c_service</entry>
<entry key="nbi.servicelLogin. password">softwl c</entry>
<entry key="nbi . servicelLogi n.request Ti meout.sec">120</entry>

<l--Bonnie or NBI-->

<entry key="data.service.type">NBI</entry>

<entry key="bonni e. servi ce. host">| ocal host </ entry>
<entry key="bonni e. service. port">9070</entry>

<l-- el tex-aut h-service -->

<entry key="radi us. aut h. address" >l ocal host</entry>
<entry key="radi us. aut h. shareSecret">el tex</entry>
<entry key="radi us. aut h. aut hPort">21812</entry>
<entry key="radi us.auth.acctPort">21813</entry>
<entry key="radius. auth.tinmeout.sec">10</entry>
<entry key="radius.auth.retries">5</entry>

<l-- Support link -->
<entry key="support. page. enabl ed">f al se</entry>
<entry key="support.page.url">http://eltex-co.ru</entry>

<l-- DPI link -->
<entry key="dpi.page. enabl ed">f al se</ entry>
<entry key="dpi.page.url">https://filter.wifi.rt.ru/</entry>

<l-- SSO Settings -->

<entry key="sso. enabl ed">fal se</entry>

<entry key="sso.redirectUi">http://1ocal host: 8080/ wifi-cab/sso</entry>
<entry key="sso.clientSecret"></entry>

<entry key="sso.clientld"></entry>

<l-- SSO Auth -->

<entry key="sso. auth. server. protocol ">http</entry>
<entry key="sso. aut h. server. address"></entry>
<entry key="sso.auth.server.port">80</entry>

<entry key="sso. aut h. aut h. pat h">/ aut h/ r eal ns/ b2b/ pr ot ocol / openi d- connect/ aut h</entry>
<entry key="sso. auth. | ogout. path">/auth/ real ns/ b2b/ prot ocol / openi d- connect /| ogout </ entry>

<!-- SSO REST -->

<entry key="sso.rest.server.protocol ">http</entry>
<entry key="sso.rest.server.address"></entry>
<entry key="sso.rest.server.port">80</entry>

<entry key="sso.rest.server.tineout.sec">10</entry>
<entry key="sso.rest.protocol.version">2. 0</entry>
<entry key="sso.rest.usernane"></entry>

<entry key="sso.rest.password"></entry>

<entry key="sso.rest.get Token. pat h" >/ api man- gat eway/ b2b_t est/ get Token</ entry>

<entry key="sso.rest.getUserlnfo. path">/api man- gat eway/ b2b_t est/ get User | nfo</entry>
<entry key="sso.rest.addUser. pat h">/ api man- gat eway/ b2b_t est/ addUser </ entry>

<entry key="sso.rest.updateUser. pat h">/ api man- gat eway/ b2b_t est/ updat eUser </ entry>
<entry key="sso.rest.del User. pat h" >/ api man- gat eway/ b2b_t est/ del User </ entry>

<entry key="sso. rest.addUser Par am pat h" >/ api nan- gat eway/ b2b_t est / addUser Par anx/ entry>
<entry key="sso.rest. del User Par am pat h" >/ api man- gat eway/ b2b_t est/ del User Par anx/ ent ry>
<entry key="sso.rest.get User ByNane. pat h" >/ api man- gat eway/ b2b_t est/ get User ByNane</ ent ry>
<entry key="sso.rest.reset Password. pat h">/ api man- gat eway/ b2b_t est/reset Passwor d</ ent ry>
<entry key="sso.rest.getUser ByParam pat h">/ api man-g

®* nongodb: / /1 ocal host nongodb://ip_nongo_prinmary,ip_nmongo_secondary 4
® |ocal host <virtualip>


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary

lusr/lib/eltex-ems/conf/config.txt

# DB Event

pool Nanel=event
event.jdbc.driver=org.gjt.mmnysql.Driver

event . jdbc. dbUrl =j dbc: nysql ://1 ocal host/eltex_alert?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
event. j dbc. user name=j avauser

event . j dbc. passwor d=j avapassword

event . j dbc. maxPool Si ze=32

event . jdbc.inUse=yes

# rempte db host access with su privil eges

# event.ssh. | ogi n=

# event. ssh. passwor d=

# event.ssh. port=

# DB Tree

pool Nane2=tree

tree.jdbc.driver=org.gjt.nmnysqgl.Driver

tree.jdbc. dbUrl =jdbc: mysql ://1 ocal host/el tex_ens?

useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&noAccessToPr ocedur eBodi es=tr ue
tree.jdbc. user nane=j avauser

tree.jdbc. password=j avapassword

tree.j dbc. maxPool Si ze=20

tree.jdbc.inUse=yes

# DB Ont

pool Nane3=ont

ont.jdbc.driver=org.gjt.mm nysql.Driver

ont . jdbc. dbUrl =j dbc: nysql : //1 ocal host/eltex_ont?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
ont . j dbc. user nane=j avauser

ont. j dbc. passwor d=j avapassword

ont . j dbc. maxPool Si ze=40

ont.jdbc.inUse=yes

# DB Sysl og

pool Nane4=sysl og

sysl og.jdbc. driver=org.gjt.nmmnysql.Driver

sysl og. j dbc. dbUr | =j dbc: mysql : / /1 ocal host/ Sysl og?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
sysl og. j dbc. user nane=j avauser

sysl og. j dbc. passwor d=j avapasswor d

sysl og. j dbc. maxPool Si ze=4

sysl og. j dbc. i nUse=yes

# rempte db host access with su privil eges

# sysl og. ssh. | ogi n=

# sysl og. ssh. passwor d=

# sysl og. ssh. port=

# DB acsnmin (alias=cpe)

pool Nanme5=cpe

cpe.jdbc.driver=org.gjt.mm nysql.Driver

cpe. jdbc. dbUrl =j dbc: nysql : //1 ocal host/acsmai n?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cpe. j dbc. user nane=j avauser

cpe. j dbc. passwor d=j avapassword

cpe. j dbc. maxPool Si ze=2

cpe.jdbc.inUse=yes

# DB acscnds(al i as=cnds)

pool Nane6=cnds

crds. jdbc. driver=org.gjt.mm nysql.Driver

cmds. j dbc. dbUr | =j dbc: nysql : / /1 ocal host/acscnds?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cnds. j dbc. user nane=j avauser

cmds. j dbc. passwor d=j avapassword



cmds. j dbc. maxPool Si ze=2
cnds. j dbc. i nUse=yes

# DB acsinf(alias=inf)

pool Nane7=i nf

inf.jdbc.driver=org.gjt.m nysql.Driver

inf.jdbc.dbUrl =jdbc: nysql://1ocal host/acsinf?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
inf.jdbc.usernane=j avauser

i nf.jdbc. passwor d=j avapasswor d

i nf.jdbc. maxPool Si ze=2

inf.jdbc.inUse=yes

# DB acscache(al i as=cache)

pool Nane8=cache

cache. jdbc. driver=org.gjt.mmnysql.Driver

cache. jdbc. dbUr | =j dbc: mysql : / /1 ocal host/acscache?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cache. j dbc. user nane=j avauser

cache. j dbc. passwor d=j avapassword

cache. j dbc. maxPool Si ze=2

cache. jdbc. i nUse=yes

# DB radius(alias=radius)

pool Nanme9=r adi us

radi us. jdbc.driver=org.gjt.mmnysql.Driver

radi us. j dbc. dbUr | =j dbc: nysql : / /| ocal host/radi us?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti meout =5000
radi us. j dbc. user name=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=40

radi us. j dbc. i nUse=yes

# rempte db host access with su privileges

# radi us. ssh. | ogi n=

# radi us. ssh. passwor d=

# radius. ssh. port=

#*
]
@
o

# DB wreless (alias=wreless)

pool NanmelO=wi r el ess

wirel ess.jdbc.driver=org.gjt.mmnysql.Driver

wirel ess.jdbc. dbUrl =j dbc: nysql://1 ocal host/wi rel ess?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
wi rel ess. j dbc. user nane=j avauser

wirel ess.j dbc. passwor d=j avapasswor d

wirel ess. j dbc. maxPool Si ze=30

wirel ess.jdbc.inUse=yes

# nmencached server address
#mencached_server _i p_port=127.0.0.1: 11211

ocal host <virtualip> 4,17, 26, 35,48, 57, 66, 75, 84, 98.
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GenericAp |*| | RADIUS service name =

dhcp
esr
gPon
gePon
linuxServerCommon Restart timeout |45 |
Ite
Itp Min. restart interval |80 |
mad4000

mes
mes3000L
mes5448
monitoring
msan

msr

mxa

mxl2e

mysql

perf

plcs
ponCommon
portal
radius

sbc

smg
softwlc.nbi
NeidcTena

‘Secret’ for localhost |eltex |

EMS host ip-address as RADIUS client |1 27.0.041 |

4]

“N ChpocHTh

# Cbpocnth Bce

v FMpHHATE || K OTMeHNTb

softwlc.nbi

PenakTupoBaHWe NapaMeTpoR Moaynem

GenericAp || |Enabled
dhecp
esr
gPon
gePon
linuxServerCommon Password |password |
Ite
Itp Connection timeout, s |30 |
mad4000

mes Requesttimeout,s 120 |
mes3000L
mes5448
monitoring
msan

msr

mxa

mx|2e

mysql

perf

plcg
ponCommon
portal
radius

sbe

smg
softwlc.nbi
sorm2

Ss5W

system 4
NejicteMa ———

URL |hﬂp:ﬂ1?2 27.1.18:8080/axis 2Usenices/RadiushhbiService Pwsdl |

Username |admin |

“N Cbpocuth

# Cbpocutb BCe

v TpHHATE || # OTMeHNTh

system



GenericAp |~ | | Asbic jican X i il

dhcp . e —

esr IP anpec EMS B cem [ir2a7.118

gz:zn Katanor BpemMeHHLIX chaiinoe |rtmpfems |

linuxServerCommon Tomeat URL |http 11M72.27.1.18:8080 | =

lte

Itp Buy1pennnit TOMCAT URL |hﬂp MM72.27.1.18:8080 |

ma4000

mes Karanor ofupx chaitnoe |Na|‘19ms-data |

mes3000L =

mes5448 Kartanor BpemeHHeIX chaitnoe 6] |J‘tmp | |

monitoring JlononHNTENLHLIE KOMAHLLL [ |

msan =

msr P norup paboikl P |ERROR |

mxa

mxl2e MNockinats SNMP npenzanpoc "KoHIponk JocTynHOCTH®

mysql

p:rfq Taimayt onepaupn SNMP npegsanpoca, MC |3DD

plcs KonupoBatk NpuHATLIE Tpankl B Syslog [

ponCommon

portal Coxp nary KOO 3aKp agapun B BJ] (]

radius

sbc Paamep o4epeni ANA MeHe Kepa aCHHXPOHHBIX 3ana4 |6EI

sm

sof?wlc. nbi Bpema xpaHeHHA 3anucei B cnucke '3anaqu’, 4acoB |24

z:\:\rmz Onpoc goctynHocTi (ICMP, SNMP ping)

system MNepuon, onpoca yerpoiicTea (ICMP, SNMP), cek. |ED

tau

tftpserver Pa3smep nyna YHKOB ONPOCa A0CT |255

i1 -

NeiicTens Mepuop, pesynkTaToB ICMP, SNMP 3anpocoB, cek |TZUU

“3 ChpocnTh TaitmayT npoBepkn GUI ceccuu B COCTOAHMH "Co3aaHa’, cex |1 21 —
c6 .

# CbpocuTh Bee 7] T o

W TpUHATL H * OTMeHuTH

tftpserver

monitoring
msan

msr

mxa

mxl2e

mysql

pcrf

plc8
ponCommon
portal
radius

sbc

smg
softwlc.nbi
sormz2

SSW

system

tau
tftpserver
ti1

topgate
uep
voipCommon
wep
wirelessCommon
wop

| »

IP appec ANA cTaHUMOHHLIX YCTPOHCTE |1 72271,

IMopt (anA ectpoeddoro TFTP) |69

HKopHeBo# Katanor crykobi |nﬂpb00t

Mopkatanor craHuMoHHoro MO
Moakaranor thainos koudurypaumin Ems
TpaccHpoBKa B3aHMOALICTBHA (]

BKIMIO4MTL BCTpoeHHbIi TFTP cepeep (||

NleidcTBHA

“N Cbpocuth

# Cbpocnth Bce

station_images

v TpHHATBL || # OTMEeHWTB
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