ESR wireless-controller

® GRE Wireless-Controller
. ESR  SoftGRE
L ESR  SoftGRE
® - ESR
) l-
* 2- EMS, SSID
® 3- ESR, EMS, SSID
® - EMS
® 4 - data-tunnel create EMS, ESR
® 5. data-tunnel create EMS, ESR
®* 6- EMS, SSID
® 7-ESR, data-tunnelcreate VRRP BACKUP
® CoA PCRF domain update update location

* ESR EMS
* ESR
L]
L]
* ESR
* ESR
L]
* VRRP ESR
L]
L]
* PE 1 master
* ESR1
* ESR1

® ESR1Alfa ESR 2 Beta

® DHCP
ESR ""PE, .1., , PoE, L3/
* ., VRFAP.
® |, VRFNAT, NAT.
® VRFcore, ESR SoftWLC.
®* ESR PE (),
® ESR GRE .

PE ESR, -



MES ACCESS PoE

]

SoftWLC

ESR 1 ESR 2
VRRP MASTER VRRP BACKUP

.1

GRE Wireless-Controller

L3, GRE (mgmt data), , 43-, ESR . ESR , . wireless-controller. wireless-controller ESR "WIFI - Wi-Fi controller". ,
ESR . wireless-controller vlan. GRE ESR "SoftGRE".
1. ESR- " SoftGRE". ESR.
2. - - PCRF, - EMS SSID- " SoftGRE". PCRF.
@ ESR, " SoftGRE",
{D I wireless-controller ESR  WiFi.  show licence:

esr-1000# show |icence
Li cence information

Nane: el tex

Version: 1.0

Type: ESR- 1000

S/I'N: NPO0000033

MAC: A8: F9: 4B: AB: B3: 80
Feat ur es:

WFlI - W-Fi controller

ESR  SoftGRE

ESR:




tunnel softgre 1
node nanagenent
| ocal address <IP address>
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group <>
enabl e

exit

tunnel softgre 2
node data
| ocal address <IP address>
defaul t-profile
enabl e

exit

tunnel softgre 2.10
bri dge-group <>
enabl e

exit

tunnel softgre 2.11
bri dge-group <>
enabl e

exit

wirel ess-controller

enabl e
exit
, .2, ESR
AP router DHCP-server
ESR
LV =
MonyyeHwe TyHHeNbHOro
DHGP discover N N (nepamuquro) anpeca ¢ 43-in
1 DHCP-request > . > onumei, cofepxatuen agpeca
< < DHCP-offer| + option 43 TepmuHauun GRE
DHCP-ack + option 43
GRE mgmt [DHCP-discover] o o
2 F gl F gl
DHCP-discover
Create mgmt tunnel
softgre<N2>.1
» GRE mgmt[DHCP-offer] P
N N DHCP-offer MonyyeHwe agpeca
ynpaeneHus (BTOPUYHOr o)
GRE[ mgmt DHCP-request] > > anpeca c 43-1 onuweit,
DHCP-request comepxauwen agppec EMS
’ GRE[ mgmt DHCP-ack] y cepeepa komnnekca SoftWLC
- )
DHCP-ack
3 Create data tunnel
softgre<N2>.VLAN_ID
.2. ESR , SoftGRE.
1., 43, GRE (11-mgmt, 12 -data), ESR.
2. 2GRE GRE. mgmt GRE DHCP-discover 1- VLAN.
ESR, (GRE, DHCP-discover), , SoftGRE (mgmt) - 1-VLAN, bridge,



DHCP-discover DHCP relay , DHCP-offer, ESR SoftGRE

DHCP-request, DHCP relay.

3., DHCP DHCP-ack ,ESR data SoftGRE , data .
ESR SoftwLC. E - ESR
ESR SoftGRE

- ESR ELTEX-PCRF ( PCRF), SoftwLC  SSID,

obj ect -group network SoftW.C
ip address < ELTEX- PCRF  Sof t W.C>
exit
radi us-server host < ELTEX- PCRF>
key ascii-text <>
aut h-port 31812
acct-port 31813
exit
aaa radius-profile PCRF

radi us-server host < ELTEX- PCRF>
exit
das-server COA
key ascii-text <, ESR ELTEX- PCRF>
port 3799
clients object-group Soft W.C
exit

aaa das-profile COA
das-server COA
exit

tunnel softgre 1
node nanagenent
| ocal address <IP address>
defaul t-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group <>
enabl e
exit
tunnel softgre 2
node data
| ocal address <IP address>
default-profile
enabl e
exit

wirel ess-controller
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit

bridge 10
| ocation <>
enabl e

exit

SoftGRE 7, . -- ESR() - EMS. , -, -

- ESR:
1. ESR,

2. ESR,
3. ESR,

EMS, SSID . -
EMS, SSID . -

RADIUS, UDP 3799, 31812, 31813 (

PCRF).

ELTEX-PCRF.



tunnel ip not found!

4. data-tunnel create EMS, ESR. .
5. data-tunnel create EMS, ESR. -
6. data-tunnel create EMS, EMS, SSID . -
7. ESR, data-tunnel create, VRRP BACKUP. , ESR, VRRP MASTER.
- ESR
PCRF ESR, -. radius PCRF ip-shaper, NAS-IP ESR. PCRF P, SSID ( ESR ), ,:
1. office:name - SSID,
2. vlan:id - vlan, SSID ( "VLAN-ID")
3. name - Bridge, Location, SSID ( "Bridge, Location")
4. sc- Switch Community(sc), SSID ( sc=1, sc)
5. gre-location - -, , NODE.< >.<vlan> ( NODE.8498.10). "" ( , ). Gre-location BRAS, L2.
2-5 SSID, radius PCRF ( 20).
"Bridge Location” ‘"location” ESR,.., ESR -.
"vlan:id", .. - -
1-
- , EMS.
, .3, PCRF
ELTEX-PCRF B komnnekca SoftWLC
DHCP-server
AP router
©
= Lx ]
ﬂonyqume TYHHENbHOro
DHCP-discover (nepBuy4Horo) agpeca c 43-i
1 DHCP-request DHOP-offers option 43 onuveit, conep;(gu.lem afpeca
< < DHCP-ack + option 43 TepmuHaLm G
2 GRE mgmt [DHCP-discover]
DHCP-discover
Create mgmt tunnel
softgre<N2>.1
P GRE mgmt[DHCP-offer] P
DHCP-offer MonyyeHue agpeca
ynpasneHus (BTOPUYHOro)
GRE[ mgmt DHCP-request] agpeca c 43-i onuveii,
DHCP-request conepxauwei agpec EMS
GRE[ mgmt DHCP-ack] cepsepa komnnekca SoftWLC
- X DHCP-ack
radius q "IP-shaper" 6F kbO
s X
» radius access-reject » |
p Tpbl Aarta-Ty
no TyHHe/IbHOMY agpecy
He HangeHbl
. 3.
1., 43, GRE (11-mgmt, 12 -data), ESR.
2. 2GRE GRE. mgmt GRE DHCP-discover  1- VLAN.
ESR, (GRE, DHCP-discover), , SoftGRE (mgmt) - 1-VLAN, bridge,
DHCP-discover DHCP, DHCP-offer, ESR SoftGRE
DHCP-request, DHCP .
3., DHCP DHCP-ack
) ESR radius ip-shaper PCRF, () NAS-IP ESR;



) PCRF  SotWLC, ;
) 0- 3
) PCRF, , , radius access-reject ESR;

4. - ESR.

, - ESR. EMS.

2- EMS, SSID

DHCP-server

ELTEX-PCRF

K

Bl komnnekca SoftWLC

I'Ionyqeume TYHHENbHOro
(nepeuyHoro) agpeca c 43-i
onuueit, conepxatleit agpeca
TepMmuHaumn GRE

MonyyeHne apgpeca
ynpaBneHus (BTOPUYHOTO)
afpeca c 43-i onuuei,
cojepxatliein anpec EMS
cepsepa komnnekca SoftWLC

radius access-request IP-shaper

o6pauleHue K B4,

radius access-accept

Ny
>

J!unnel ip HanpeH!

<

EMS, SSID - ESR.
-4 -
router
ESR
DHCP-discover N N
1 DHCP-request d K d
P P DHCP-offer, + option 43
N N DHCP-ack }+ option 43
GRE mgmt [DHCP-discover] o o
2 > >
DHCP-discover
Create mgmt tunnel
softgre<N2>.1
P GRE mgmt[DHCP-offer] P
< <
DHCP-offer
GRE[ mgmt DHCP-request] o o
> >
DHCP-request
P GRE[ mgmt DHCP-ack] P
< <
DHCP-ack
3
<
dopmupoBaHne

[iata TyHHens u
cab-TyHHenen
Ha ESR

1. 43, GRE (11 - mgmt, 12 -data), ESR.
2. 2GRE GRE. mgmt GRE DHCP-discover 1- VLAN.
ESR, (GRE, DHCP-discover), , SoftGRE (mgmt) - 1-VLAN,
DHCP-discover DHCP, DHCP-offer, ESR SoftGRE
DHCP-request, DHCP .
3., DHCP DHCP-ack

)ESR ip-shaper PCRF, () ;

) PCRF  SotWLC, ;

) 0., -
) , PCRF radius access-accept, - ESR;
JESR, , -
ESR -. EMS.
3- ESR, EMS, SSID

EMS, SSID .

PCRF.

S 3
nony4yeHve napaMmeTpos
Aata-TyHHensi



@ ! "Bridge Location” ESR location.
1 1

"VLAN-ID" - - ESR ,.. SSID.

SSID , -- - ESR ,.. SSID.

. 5.
"Bridge, Location" - ESR. ESR, APTDERROR( ) :
YAPTD- E- ERROR: <aptd_val i date_access_data> AP <Tunnel IP > SSID'< Bridge Location>'
- . EMS.
1 I ESR1.11.0, ip-shaper - - "Bridge Location" -, -
EMS
ESR , -, ESR EMS.
1.
2. .
3.
4. "data-tunnel ESR" EMS
EMS, PCRF radius CoA-request ( "data-tunnel create") UDP 3799 ESR. ESR ., ESR , EMS.

"Bridge, Location".

route

DHCP-discover

o

er

ELTEX-PCRF

DHCP-server

ESR

&=

DHCP-request

DHCP-offer] + option 43

GRE mgmt [DI

HCP-discover]

DHCP-ack

+ option 43

GRE mgmt[DHCP-offer]

Create mgmt tunnel
softgre<Ne>.1

DHCP-discover

GRE[ mgmt D

HCP-request]

DHCP-offer

GRE[ mgm!

DHCP-ack]

DHCP-request

DHCP-ack

radius acce

MonyyeHune TyHHENbHOTO
(nepBuyHoro) anpeca c 43-i
onuueit, conepxatleit agpeca
TepmuHaunn GRE

Monyyenwe agpeca
ynpaBneHus (BTOPUYHOTO)
agpeca c 43-it onuveit,
cojepxatliein anpec EMS
cepeepa komnnekca SoftWLC

ss-request IP-shaper

obpaleHve K B/,

B komnnekca Soft WLC

radius

access-accept

J!unnel ip HanpeH!

dopmuposaHne

fiara TyHHens u
cab-TyHHenei
Ha ESR

. Ouwmbkal

| HenpasunbHbiii location

cab-TyHHe b He
cchopMMpoBaH.

narta-TyHHens

ESR (. 6):

nony4yeHue napameTpoB

not found in |ocations!



m EMS (root)

war 5
ESR HalineH !

Eltex-NSK-Okrujnaya_29V_a8:19:4b:00:00:00

. 6.
1:, data-tunnel create Eltex;
2: Eltex ESR- , Novosibirsk;
3: Novosibirks ESR- , Novosibirskaya_oblast;
4: Novosibirskaya_oblast ESR - , MRF_Sibir;
5. MRF_Sibir ESR-!
ESR, - . CoA-request data-tunnel create - NAS-IP ESR.
- EMS, , . s ESR,
@ | data-tunnel create EMS SNMP-ping,  snmp SNMP-ping- , EMS :
FATAL SNVP : TI MEQUT/ Ti meout : 300 ns
ESR, data-tunnelcreate ESR- . ,.. ESR  SoftGRE.
4 - data-tunnel create EMS, ESR
.7, , data-tunnel create EMS. ESR,,
ELTEX-PCRF

ESR

=

"4

%Y

B komnnekca SoftWLC

EMS

o
Y

CoA-request

tunnel ip not found!
on ESR Data tunnel create

(tunnel ip)

A 4

Komanpa Data

tunnel create (tunnel ip)

CoA-NAK

JJ.aTa-TyHHerb He co3naH Ha ESR




-  ESR. EMS,
"data-tunnel create’ ESR NAS ip <IP ESR>
- 'Data-tunnel create' (ESR < ESR>): Data- <Tunnel IP > <IP ESR>
5- data-tunnel create EMS, ESR
, .8, ESR, SSID EMS .
ELTEX-PCRF

AP

ESR

=

X

Bl komnnekca SoftWLC

tunnel ip HailpeH! J

CoA request
Data tunnel create
(tunnel ip)

KomaHpa data

obpawenue kK B,

unnel create (tunnel ip)

radius access-request
IP-shaper

radius access-accept

®dopmuposaHune
fara TyHHens u
caB-TyHHenemh
Ha ESR

CoA-ACK
Created

nony4yeHve napameTpoe
aara-TyYHHens

\ 4

.8, 2, CoA

'data-tunnel create'
- Data- <Tunnel 1P > <IP
6- EMS, SSID

.9, ESR, SSID EMS . 3.

ESR, CoA request Data tunnel create

ESR NAS ip <IP ESR>

ESR>

2

Oata TyHHenb ycnewHo co3gaH Ha ESR

. 8.

CoA-ACK Created,

- ESR. EMS




ELTEX-PCRF

X

AP

ESR

=)

Bl komnnekca SoftWLC

CoA request
Data tunnel create
(tunnel ip)

tunnel ip HanpeH! J

KomaHpaa data tunnel create (tunnel ip)

obpalleHue K B,

radius access-request
IP-shaper

radius access-accept

dopmrpoBaHue
narta TYHHens u
cab-TyHHenei
Ha ESR

Ouwwbka! JaTa-TyHHENb He
cthopMMpPOBaH

nony4eHve napameTpoe
hata-TyHHens

A 4

CoA-NAK
Can not create tunnel

EMS,

ESR NAS ip <IP ESR>
(ESR < ESR>):

' data-tunnel create'

- ' Data-tunnel create' <Tunnel

Data TyHHenb ycnewHo co3gaH Ha ESR

IP > <IP ESR>

g
LT

7 - ESR, data-tunnel create VRRP BACKUP
VRRP ESR- . ESR VRRPBACKUP. ESR .10.
ELTEX-PCRF B, komnnekca SoftWLC
CoA request KomaHpga data tunnel create (tunnel ip)
Data tunnel create
(tunnel ip)
VRRP .
BACKUP
> >
CoA-ACK ESR VRRP state is BACKUP
state is backup
. 10.
ESR, VRRP BACKUP "State is backup", EMS

"data-tunnel create’ ESR NAS ip <IP ESR>

- ESRwith NAS |P '<IP ESR>'

CoA PCRF domain update update location

, EMS SSID, -. SSID, ESR, :

is in VRRP backup status




1) "Bridge Location";

2) "Switch Community";
3) " VAP",

4)" VAP ( GRE)";

5) "VLAN-ID";

6)/ SSID ;

"domain:command=update” "data-tunnel:command=update-location”.

1), SSID;

2, () SSID;

2) ESR, SSID , .6,

3) PCRF  "domain:command=update”,

4) "data-tunnel:command=update-location”,

5)ESR -

1) - - 4096 (RFC2865);
2)SSID , ESR;

3).. - update location CPU ESR

4) data-tunnel:command=update-location”

"domain:command=update" (

gre-location, -

)

"data-tunnel:command=update-location"”.

SSID, CoA ( vlanid gre-location). ESR, s

"domain:command=update",

/ EMS .
ESR EMS

PCRF, ESR EMS. ESR , , ESR "+ ():
Annner Vcrpoictea VYnpaeneHue RADIUS Wireless Netconf CobbeitTua Viunuter A,
CoxpaHute NMpuMeHnTL

. il
% |0| * l/OnucaHue AKTHBHLIE aBapuu
| Mouck B ||| v MRF_Sibir
mEMS i) Tun NODE
¢ 752 allclients NloMen MRF_Sibir.Loca
o Federal
¢ %54 Local Onucanue JoMeHa
o %2 14 Yakutiya_Republic
¢ 722 MRF_Sibir
o Irkutskaya_Oblast
g ovosibirskaya_oblast
Dob6aBuTb 06bekT
Nmna obsekTa |esr-1000-AIfa |
Tun | = ESR1000 v
IP agpec 192.168.0.2 |
JoMeH
“ NobaBuThb | | OTMEeHNTL |
L11.
(- 11),:
* - ESR.
* - ESR.

* IP -ip ESR.


https://tools.ietf.org/html/rfc2865

"RADIUS" " " ™ ESR ESR ( "testing123"):

||\E] V3MeHUTL nons | 2 O6HoBMTL | £% loBaBuTL | . PepaKkTupoBaTth | & vpanute | 5 |

Dunsrp: |1gs.13.123.2 | Crpanmua: 1 J L wa crpanmue: 100 | Beero sanucei:1307 Haineno no dunerpy:1
tID Aapec LloMeH U] Tun Knioy Onucanne
82595 198.18.128.2 r54.root Alfa-1200 ESR testingl23

Anpec |193.1a.123.2 |
Oonen rS4.root v
Vins Alfa-1200 |
Tun ESR |v
Knmou tasting123
Onucanne

v TIPHHATE || * OTMenuTL

L12.

" ESR read/write SNMP community ~ ESR.

1 ESR-100/200 " ESR" """StationCE".

"Station", ESR - .

ESR

ESR L3 wireless-controller, - PCRF, , VRRF "", ESR. ., SoftWLC
1. , AS, ( 1).
2. ESR.
3. ESR, L3 ESR
4.  SoftWLC ESR.
5. ESR.
6.

1, ESR1- ,ESR2-.

AS 64603 ESR1 ESR 2
P VRRP IP P
VRF AP @i1/0/1.206 100.64.0.34/30 n/a 0i1/0/1.207 100.64.0.38/30
VRF core ' gi1/0/1.208 100.64.0.42/30 n/a 0i1/0/1.209 100.64.0.46/30
VRF NAT | @i1/0/1.210 100.64.0.50/30 n/a 0i1/0/1.211 100.64.0.54/30
GRE bridge 1/101 192.168.200.51/28 192.168.200.49/32 bridge 1/101 192.168.200.52/28

192.168.200.50/32

bridge 3/3 198.18.128.2/21 198.18.128.1/32  bridge 3/3 198.18.128.3/21



ESR-1 bridge 9/9 100.64.0.57/30 n/a bridge 9/9 100.64.0.58/30

bridge 10 /10  198.18.136.2/22 198.18.140.1/32 | bridge 10 /10 = 198.18.140.3/22

.13,
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HULALE D ylipao/icnavH 144

bridge 10 E
198.18.136.2/22 =
noaceTb KnueHToB T :

100.64.0.57/30
noacetb and ceAsu iBGP
yepes NepemMbluKy

9i1/0/2

VLAN 10

noaceTb ynpaeneduda 14

: bridge 10
- 198.18.136.3/22
H noaceTb KNueHToB TL

9i1/0/2

*>u 0.0.0.0/0
*>u10.10.60.0/24
*>u 192.168.250.0/24
*>u 100.123.0.0/24

> 100.64.0.58/30
"""" e O noAceTb AnA ceAsk IBGP
iBGP VLAN® T yepes NnepembiuKy ]
<€
*>u 0.0.0.0/0

*>u 10.10.60.0/24

*>u 192.168.250.0/24

*>u100.123.0.0/24

.13.
ESR ( AS 64603) PE ( AS65001) , 3- BGP 3 VRF:

* VRFAP- . ESR.

* VRFcore-  SotfWLC , ESR, DHCP .

* VRFNAT- , NAT.
VRF AP ESR

10.10.60.0/24 192.168.250.0/24,

VRF core ESR  100.123.0.0/24,

SOftWLC (EMS, DHCP).

VRF ESR 192.168.200.48/28, GRE.

VRF NAT ESR 0.0.0.0/0. VRF ESR 198.18.136.0/22 —
ESR (AS64603), iBGP. Bridge9. PortChannel,
, , " ¢ VRRP+BGP". "ESR wireless-controller
ESR
.ESR -

esr 1000# copy system default-config system candi date-config

Entire candi date configuration wll
Do you really want to continue? (y/N):

|******************************************|

ESR1( "Alfa") ESR 2 ( "Beta’):

be reset to default,

y

all settings will

GRE ESR 192.168.200.49 () 192.168.200.50 ().
VRF ESR :198.18.128.0/21 () 198.18.136.0/22 ( , ).

be | ost upon commit.

100% (52B) Default configuration | oaded successfully.



https://docs.eltex-co.ru/pages/viewpage.action?pageId=47737068

hostnane Al fa

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit

interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
ip firewall disable
i p address 100. 64. 0. 34/ 30

exit

interface gigabitethernet 1/0/1.208
description "VRF_CORE"
security-zone trusted
ip firewall disable
i p address 100. 64.0. 42/ 30

exit

interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted
ip firewall disable
ip address 100. 64. 0.50/ 30

exit

ip telnet server
ip ssh server



host nane Beta

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
ip firewall disable
i p address 100. 64. 0. 38/ 30

exit

interface gigabitethernet 1/0/1.209
description "VRF_CORE"
security-zone trusted
ip firewall disable
i p address 100. 64. 0. 46/ 30

exit

interface gigabitethernet 1/0/1.211
description "VRF_NAT"
security-zone untrusted
ip firewall disable
ip address 100. 64. 0.54/30

exit

ip telnet server
ip ssh server

ESR (PE) telnet ssh. , BGP ESR

GRE, , ESR:

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 101
force-up

exit

vlian 9

exit

bridge 1
description "GRE_termnation”
vl an 101
security-zone gre
ip firewall disable
ip address 192. 168.200. 51/ 28
vrrp id 1
vrrp ip 192.168. 200. 49/ 32
vrrp ip 192.168.200. 50/ 32 secondary
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
enabl e
exit



bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip firewall disable
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
prot ected-ports | oca
protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit
bridge 9
descri ption "nei ghbour"
vlian 9
security-zone nei ghbour
ip firewall disable
ip address 100.64.0.57/30
enabl e
exit
bridge 10
description "data_AP"
vlan 10
security-zone user
ip firewall disable
ip address 198. 18. 136. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
| ocation datalO
protected-ports | oca
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit

interface gigabitethernet 1/0/2
description "nei ghbour"
nmode switchport
swi tchport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-10, 101 tagged
exit

vlan 3
force-up

exit

vl an 10
force-up

exit

vl an 101
force-up



exit
vlian 9
exit

bridge 1
description "GRE_term nation"
vlan 101
security-zone gre
ip firewall disable
i p address 192.168. 200. 52/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp i p 192.168. 200. 50/ 32 secondary
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
enabl e
exit
bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip firewall disable
ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
protected-ports |ocal
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit
bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
ip firewall disable
i p address 100. 64. 0. 58/ 30
enabl e
exit
bri dge 10
description "data_AP"
vlan 10
security-zone user
ip firewall disable
ip address 198.18. 136. 3/ 22
i p hel per-address 100.123.0.2
ip hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
| ocation datal0
prot ected-ports | oca
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit



interface gigabitethernet 1/0/2
description "nei ghbour"
node switchport
swi tchport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-10,101 tagged
exit

BGP:

obj ect-group network gre_ternination
ip prefix 192.168.200. 48/ 28
exit
obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 100.64.0.56/30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
exit

rout e- map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action permt
exit
exit
route-nmap i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit

router bgp 64603
nei ghbor 100. 64. 0. 33
renote-as 65001
updat e- source 100. 64. 0. 34
address-fam |y i pv4 unicast
rout e- map out_BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 41
renote-as 65001
updat e- sour ce 100. 64. 0. 42
address-fanmily ipv4 unicast
rout e-map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 49



renot e-as 65001
updat e- source 100. 64. 0. 50
address-fam |y ipv4 unicast
rout e- map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 58
renot e-as 64603
updat e- source 100. 64. 0. 57
address-fanmily ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fam |y ipv4 unicast
redi stribute connected
redistribute static
exit
enabl e
exit

obj ect-group network gre_termination
ip prefix 192.168.200. 48/ 28
exit
obj ect-group network ngnt_AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 100.64.0.56/30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
exit

rout e- map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action permt
exit
exit
rout e-nap i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit

router bgp 64603
nei ghbor 100. 64. 0. 37
renote-as 65001
updat e- source 100. 64. 0. 38
address-fam |y i pv4 unicast
rout e- map out _BGP_GRE out



enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 45
renote-as 65001
updat e- source 100. 64. 0. 46
address-fam |y ipv4 unicast
rout e-map out_BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 53
renote-as 65001
updat e- source 100. 64. 0. 54
address-fam |y ipv4 unicast
rout e- map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 57
renote-as 64603
updat e- sour ce 100. 64. 0. 58
address-fanmily ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fam |y ipv4 unicast
redi stribute connected
redistribute static
exit
enabl e
exit

wireless-controller - PCRF:



SoftWLC Eltex-PCRF - ESR aaa radius-profile! VRRP !

radi us-server host 100.123.0.2
key ascii-text testingl23
timeout 5
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
dead-interval 10

exit

radi us-server host 100.123.0.3
key ascii-text testingl23
timeout 5
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
dead-interval 10

exit

aaa radius-profile PCRF
radi us-server host 100.123.0.2
radi us-server host 100.123.0.3

exit




obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit

radi us-server retransnmt 2
radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 5
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

tunnel softgre 1
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bridge-group 3
enabl e
exit
tunnel softgre 2
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

wirel ess-control |l er
peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2
vrrp-group 1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit



obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit

radi us-server retransnmt 2
radi us-server host 100.123.0.2
key ascii-text testingl23

tinmeout 5
sour ce- address 198.18.128.3
aut h-port 31812
acct-port 31813
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

tunnel softgre 1
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bridge-group 3
enabl e
exit
tunnel softgre 2
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

wirel ess-control |l er
peer - address 100. 64. 0. 57
nas-i p-address 198.18.128.3
vrrp-group 1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit

source-address -, .. ESR . Peer-address, nas-ip-address, ESR.

SNMP ESR

snnp- server
snnp-server system shut down

snnp-server community "publicll" ro
snnp-server comunity "privatel” rw

snnmp-server host 100.123.0.2
exit

snnp-server enable traps

snnp-server enable traps config
snnp-server enable traps config commt
snnp-server enable traps config confirm



snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enable traps environment pwin-insert
snnp-server enable traps environnment fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enable traps environnent fan-speed-high
snnp-server enable traps environment nenory-flash-critical-Iow
snnp-server enabl e traps environnent nenory-flash-1ow
snnp-server enable traps environnent nmenory-ramcritical-Iow
snnp-server enable traps environnment nenory-raml ow
snnp-server enable traps environnment cpu-I|oad

snnp-server enable traps environnment cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enable traps environnent cpu-supercooling-tenp
snnp-server enabl e traps environnment board-overheat-tenp
snnmp-server enabl e traps environnent board-supercooling-tenp
snnp-server enabl e traps environnent sfp-overheat-tenp
snnp-server enable traps environment sfp-supercooling-tenp
snnp-server enabl e traps environnment sw tch-overheat-tenp
snnp-server enable traps environnment switch-supercooling-tenp
snnp-server enable traps wif

snnmp-server enable traps wifi w fi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enabl e traps bras sessions-nunber-hi gh
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-limt

snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen |and

snnp-server enabl e traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-1large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto

snnp-server enable traps screen ip-frag

snnp-server enable traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tine-exceeded

snnp-server enable traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags

snnp-server enable traps entity

snnp-server enable traps entity config-change

snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enabl e traps envrmon fan

snnp-server enable traps envnon shut down

snnp-server enable traps envnon supply

snnp-server enabl e traps envnon tenperature

snnp-server enable traps flash

snnp-server enable traps flash insertion

snnp-server enable traps flash renoval

snnp-server enable traps snnp



snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnmp |inkup
snnp-server enable traps syslog

ESR

ESR 2
fmmm oo MANTOT L
VLAN 3
_________ VIANTO .
VLAN 9
Ob6o3HaveHue 30H 6e30MNacHOCTH:
security zone gre
security zone trusted
security zone untrusted
security zone user
security zone sidelink
.14,

trusted  self trusted SoftWLC.
BGP self .

gre GRE ESR.

user trusted self DHCP ( DNS).

1.
2.
3.
4.



5. user untrusted
6. user neighbour DNS , (, )
7. neighbour self BGP.
8. neighbour untrusted
ESR1 2:

obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service bgp
port-range 179

exit

obj ect-group service dns
port-range 53

exit

obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/ 16
ip prefix 172.16.0.0/12

exit

security zone-pair gre self
rule 1
action permt
match protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client



mat ch destination-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 5
action permt
mat ch source-address Sof t W.C
enabl e
exit
rule 6
action permt
mat ch protocol tcp
mat ch destination-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
match protocol vrrp
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e



exit
exit
security zone-pair
rule 1
action permt
enabl e
exit
exit
security zone-pair
rule 1
action permt
mat ch protoco

gre gre

nei ghbour sel f

tcp

mat ch destinati on-port bgp

enabl e

exit

rule 2
action permt
mat ch protoco
enabl e

exit

rule 3
action permt
mat ch protoco
enabl e

exit

rule 4
action permt
mat ch protoco

gre

icnp

udp

mat ch source-port dhcp_server
mat ch destination-port dhcp_server

enabl e

exit

rule 5
action permt
mat ch protoco

udp

mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server

enabl e
exit
rule 6
action permt

mat ch sour ce-address Soft W.C

enabl e

exit

rule 7
action permt
mat ch protoco

tcp

mat ch destination-port telnet

enabl e

exit

rule 7
action permt
mat ch protoco

tcp

mat ch destination-port ssh

enabl e
exit
exit
security zone-pair
rule 10
action permt
enabl e
exit
exit
security zone-pair
rule 10
action permt
enabl e
exit
exit
security zone-pair
rule 10

nei ghbour trusted

nei ghbour untrusted

nei ghbour gre



action permt
enabl e
exit
exit
security zone-pair nei ghbour user
rule 10
action permt
enabl e
exit
exit
security zone-pair trusted nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair gre nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair user nei ghbour
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
rule 10
action permt
mat ch not destination-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit

firewall , no ip firewall disable.

.15 ESR



SoftWLC

===

D ((( «®

Client

GRE mgmt

GRE data

.
VRF AP,

VLAN 101

. 15.
ESR Bridge 3, @i1/0/1.208 ( ESR 1 Alfa) gi1/0/1.209 ( ESR 2 Beta) VRF core.
., . gi1/0/1.206 Bridgel. GRE
- MNG GRE — 192.168.200.49 VLAN ID 1,
- DATA GRE - 192.168.200.50, VLANID, SSID.
Sub GRE , Bridge:
-Bridge3-L3-, . Default Gateway . DHCP-relay, DHCP, VRF core.
- Bridge 10 —L3-, SSID1, . Default Gateway Wi-Fi. DHCP-relay, DHCP, VRF core.
gi1/0/1.210 VRF NAT,

-Bridge9-13-, ESR. ESR gil/0/2.( , Port Channel ( LACP).

VRRP ESR

VRRP .16. Bridge ESR, GRE VRRP, (vrrp group 1). ESR 1 Alfa ESR 2 Beta IP (Real IP) IP (Virtual IP -VIP). bridge vlan, gil
/0/2. ESR 1 Alfa 200, ESR2Beta—20. ESR1Alfa vlan(101,3,10)— ESR 2 Beta, VIP.



bridge 3 bridge 10 VIP , .., L IP
GRE 2 VIP bridge 1.
bridge 9 .ESR 2 Beta, VRRP backup ESR 1 Alfa,

, ESR, SoftGRE, IP ESR



PE 1 master PE 2 backup

100.64.0.49/30 VRF NAT
100.64.0.53/30 VRF NAT

gi1/0/1.210 - 100.64.0.50/30
gi1/0/1.211 - 100.64.0.54/30

VRRP priority 200 VRRP priority 20
...................................... -
~
VRRP GROUP 1 \\
#EsEEEsEssEssEssEsEEEEsEEEEEEEsEEEEEmEsEEEEEEg 1 SESssassssENSssSEmsESEsmsSEssSsssssssssssssEsy
bridge 1 P N ——— e bridge 1
192.168.200.51/28 .- - - -: g:E }gglggggggggg i1 - :- - - 192.168.200.52/28 :
i TepmuHuposatue GRE o1 11 : S : 1 TepmuHupoBanne GRE o1 T £
"""""""" YEAN o7 : E -
bridge 3 E E ............................................ E : E brldge 3
198.18.128.2/21 = - - =< VIP 198.18.128.1/32 i4-F- - 198.18.128.3/21
nozceTs ynpasnenua T i S H 1 noAceTb ynpasnexua T
F VLAN 3 1
E 3 L : g
H =) 3 1 |e H
198.18.136.2/22 - - E --—- VIP 198.18.136.1/32 - E - 198.18.136.3/22
e roacerowmentas Tl S e VoA | L B L heAcerementos TR
]
s
- 'l
""""""'""Bf-i'd'd'e"g' ----------------- E E bridge 9 3
100.64.0.57/30 i i 100.64.0.58/30
nogceTb ansiceAsMiBGP  F LI TTT°°°7 T TTET T T T T T T T " T  noacets anA ceran iIBGP
3 : Yyepea nepembluky
........... o DMKy eeeni VLAN 9
ESR 1 ESR 1

. 16.



.17 . VRFAP PElmaster ESR1. : VRFcore, VRFNAT.PE2backup ESR 2

Operator network

PE 1 master

VRRP priority <
=~ ~
WRRP GROUP 1 \‘
T
! ernnnnanannnns * ............................ : S e
1 bridge 1 ] : bridge 1
! 192.168.200.51/28 - x::; 132}22288;3532 - :— - - 192.168.200.52/28
: TepMmuHupoBarie GRE ot T : S : 1 i Tepmun1poBaHue GRE o
' ; VEAN'107 : R ———
' reneenoe e rer et reneed
1 bride 3 T E 1 E brldge 3
1 198.18.128.2/21 ; VIP 198.18.128.1/32 - :. - - 198.18.128.3/21
! nofceTb ynpasnexus T[] ttrssssrrre e H 1 ! nogceTb ynpasnexus 1
: VLAN 3 1 L.
1 bridge 10 R | e . : ge 10
: 198.18.136.2/22 VIP 198.18.136.1/32 - - - 198.18.136.3/22
: noAceTb KueHToB T errerrerrennen VRN : nop,ceTbKnueHToa T}:
’
N ’
’
bridge 9 bridge 9
100.64.0.57/30 ] 100.64.0.58/30
moacetb anAceASM BGP & LI - " T - TTTTTTTTTTTTTTTT {  nopaceTk AnA cBAaM IBC
yepes nepembluKy VLAN 9 uepes nepembIuKy
ESR 2

.17,

PE 1 master



.18 PE 1 master.

Operator network

PE 1 master PE 2 backup

4

<
)
3
o
)
3
[e]
[=
o
-

’

i Y
B i IR .
1 bridge 1 ] :
! 192.168.200.51/28 B E ¥:||: 135‘122'538'3325 id- - E 192.168.200/52/28
: TepmuHuposaHue GRE ot T H T : 1 i TepmuHrposaHie GRE o1 TH ¢
' T B b e
. [ (5 RN o
1 bridge 3 o 1] !
' 198.18.128.2/21 i J gupn
: noAceTb ynpasneHus T[ N ; 1
1
1
1 bridge 10 Femeemmessmsessssssessssesssssssessssssssess . :
' 198.18.136.2/22 - -
' noaceTb KiuMeHToB T 1
1 P gt
\
\ S
__________________ - 4
B
bridge § bridge 9
100.64.0.57/30 g _ = 100.64.0.58/30
noaceTb Ang csAsu iBGP (S (k] (AR iBGP &
yepes NepeMbIury ] yepes NepEMbIYKY

.18.

PE1master , ESR1. VRRP ESR1 VRRP Master. VRFAP PE2backup, ESR2 @il/0/2 ESR 1. ESR 1 gi1/0/2 bridge 9
P2 backup VRF core VRF NAT.

ESR1

.19 ESR 1:



PE 1 master

bridge 1
192.168.200.51/2
TepMminpoBarne GREJOT T

ridge 3,
198N8.1282/21
noacetk YWgpagherus T

bri 10
198.18.13§.2/22
noace knuelgos T

bridge 9
100.64.0.57/30
nozceTb AnA ceAsn iBGP
Yepes nepembluKy

ESR1 VRRP. ESR2 VRRP MASTER, VIP

VRF AP PE 2 backup ESR 2.

Operator network

. VRRP GROUP 1
’
1
P .
1 |i  VIP192.168.200.49/32 Y]
:‘ "7 viP 192.168.200.50/32 1---
1 HIY LI VEAN.T{).‘I ...........
N Y,
:. ik VIP 198.18.128.1/32 N
| Feee T —
1
| s,
P I VIP 198.18.136.1/32 e yegel
: ................ vl._..A.N.i.d ..................
1
AN
\\
VLAN 9
.19.

ESR 1
VRRP ESR1 . ESR1, VRRP. ,.. ESR1 VRRP :
1) vrrp preempt disable - VRRP, VRRP Master ESR 2 VRRP master ESR 1.

2) vrrp preempt delay <>-  VRRP, VRRP Master

ESR2 VRRP master . 420 -

bridge 1
192.168.200.52/28
TepmuHupoarie GRE o

bridge 3
198.18.128.3/21
noaceTb ynpaenexus T

bridge 10
198.18.136.3/22
noJiceThb K TOB T

bridge 9
100.64.0.58/30
noAceTb AnA cBAsK IBC
yepes NepembluKy

VRF core, VRF NAT. PE 1 master

VRRP Backup, ESR1.



20, , ESR1 , ESR2 VRRP Master.

PE 1 master

-
-~

bridge 1
192.168.200.51/28
TepMmuHupoBarie GRE ot T

bridge 3
198.18.128.2/21
noaceTb ynpasneHus T

bridge 10
198.18.136.2/22
noacetb KnueHToB T

by B I |

bridge 9
100.64.0.57/30

Operator network

i VIP 192.168.200.49/32
> VIP 192.168.200.50/32

E VL'A'N'1'(')'1""""""""5

noaceTb AnA ceAsun iBGP
Yepes nepembluKy

. 20.

VRF AP PE 1 master ESR 1, ESR 2. PE 2 backup VRF.

, BGP VRRP, , ¢ VRRP+BGP

VRRP prigrity &

bridge 1
192.168.200.52/28
TepmuHupoBaHie GRE o

bridge 3
198.18.128.3/21
noacetb ynpasnexus T

bridge 10
198.18.136.3/22
noaceTtb KnueHToB TJ

bridge 9
100.64.0.58/30
nozceTb And ceAsn iBC
Yepes nepembluKy



https://docs.eltex-co.ru/pages/viewpage.action?pageId=47737068

ESR 1 Alfa ESR 2 Beta

ESR 1.11.0

#!'/usr/bin/clish
#18

#1.11. x
#07/ 05/ 2020

#20: 46: 29
hostnane Alfa

obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service bgp
port-range 179

exit

obj ect-group service dns
port-range 53

exit

obj ect-group network gre_ternination
ip prefix 192.168.200.48/28
exit
obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 100.64.0.56/30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
exit
obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit

radi us-server retransnit 2
radi us-server host 100.123.0.2
key ascii-text encrypted 88B11079B9014FAAF7B9
tineout 5
sour ce- address 198. 18.128.2
aut h-port 31812
acct-port 31813
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group SoftWC
exit
aaa das-profile COA
das-server COA
exit



vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 101
force-up

exit

vlian 9

exit

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit

rout e- map out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group clients_AP
action permt
exit
exit
rout e-nap i n_PREF
rule 10
action set |ocal-preference 20
action permt
exit
exit
router bgp 64603
nei ghbor 100. 64. 0. 33
renote-as 65001
updat e- sour ce 100. 64. 0. 34
address-fanmi |y ipv4 unicast
rout e-map out _BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 41
renot e-as 65001
updat e- source 100. 64. 0. 42
address-fam |y i pv4 unicast
rout e- map out _BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 49
renote-as 65001
updat e- source 100. 64. 0. 50
address-fanmily ipv4 unicast



rout e-map out _BGP_NAT out

enabl e

exit
enabl e
exit

nei ghbor 100. 64. 0. 58
renot e-as 64603

updat e- source 100. 64. 0. 57

address-fam |y i pv4 unicast
route-map i n_PREF in
next - hop- sel f

enabl e

exit
enabl e
exit

address-fam |y ipv4 unicast

redi stribute connected
redistribute static

exit
enabl e
exit

snnp- server
snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
community "publicll" ro
comunity "privatel” rw

host 100.123.0.2

enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps
enabl e traps

config
config conmi t
config confirm

envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
envi
wifi
wifi

ronnent

ronment pwin

ronnment pwrin-insert

ronnent fan

ronment fan-speed-changed
ronnent fan-speed- hi gh

ronment nenory-flash-critical-Ilow
ronment nenory-flash-1ow

ronment nenory-ramcritical-low
ronnent menory-raml ow

ronment cpu-| oad

ronment cpu-critical-tenp
ronnent cpu-overheat-tenp
ronnment cpu-supercool i ng-tenp
ronment board- over heat-tenp
ronment boar d- supercool i ng-tenp
ronnent sfp-overheat-tenp
ronment sfp-supercooling-tenp
ronment switch-overheat-tenp
ronment switch-supercooling-tenp

wi fi-tunnel s-nunber-in-bridge-high

file-operations
file-operations successfu
file-operations failed
file-operations cancel ed
interfaces

interfaces rx-utilization-high
interfaces tx-utilization-high
interfaces nunber-high

br as

bras sessi ons-nunber - hi gh
screen

screen dest-limt

screen source-limt
screen icnp-threshold



snnp-server enable traps screen udp-threshold
snnp-server enable traps screen syn-fl ood
snnp-server enable traps screen |and
snnp-server enable traps screen w nnuke
snnp-server enable traps screen icnp-frag
snnp-server enable traps screen udp-frag
snnp-server enable traps screen icnp-Ilarge
snnp-server enable traps screen syn-frag
snnp-server enable traps screen unknown- proto
snnp-server enable traps screen ip-frag
snnp-server enable traps screen port-scan
snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enable traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan
snnp-server enable traps envnon shut down
snnp-server enable traps envnon supply
snnp-server enable traps envnon tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renoval
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnp |inkup
snnp-server enable traps syslog

bridge 1
description "GRE_term nation"
vlan 101
security-zone gre
ip address 192.168.200. 51/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp ip 192.168.200. 50/ 32 secondary
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
enabl e
exit
bridge 3
description "ngnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.2/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
prot ected-ports | oca



protected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
i p address 100. 64.0.57/ 30
enabl e

exit

bri dge 10
description "data_AP"
vlan 10
security-zone user
ip address 198.18.136. 2/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 200
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
| ocation datalO
protected-ports |ocal
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e

exit

interface gigabitethernet 1/0/1.206
description "VRF_AP"
security-zone gre
ip address 100. 64. 0. 34/ 30

exit

interface gigabitethernet 1/0/1.208
description "VRF_CORE"
security-zone trusted
i p address 100. 64.0. 42/ 30

exit

interface gigabitethernet 1/0/1.210
description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 50/ 30

exit

interface gigabitethernet 1/0/2
description "nei ghbour"
node swi tchport
swi tchport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-10, 101 tagged

exit

tunnel softgre 1
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
node dat a
| ocal address 192.168. 200. 50
default-profile
enabl e

exit



security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
match protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
rule 5
action permt
mat ch sour ce-address Sof t W.C
enabl e
exit
rule 6
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e



exit

exit
security zone-pair user self
rule 1

action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1
action permt
enabl e
exit
exit
security zone-pair nei ghbour self
rule 1
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
rule 2
action permt
mat ch protocol gre
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server



enabl e

exit

rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e

exit

rule 6
action permt
mat ch sour ce-address Sof t W.C
enabl e

exit

rule 7
action permt
mat ch protocol tcp
mat ch destinati on-port ssh
enabl e

exit

exit
security zone-pair nei ghbour trusted

rule 10
action permt
enabl e

exit

exit
security zone-pair neighbour untrusted

rule 10
action permt
enabl e

exit

exit
security zone-pair nei ghbour gre

rule 10
action permt
enabl e

exit

exit
security zone-pair nei ghbour user

rule 10
action permt
enabl e

exit

exit
security zone-pair trusted nei ghbour

rule 10
action permt
enabl e

exit

exit
security zone-pair gre nei ghbour

rule 10
action permt
enabl e

exit

exit
security zone-pair user nei ghbour

rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e

exit

rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e

exit



rule 10
action permt
mat ch not destination-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit

W rel ess-controller
peer - address 100. 64. 0. 58
nas-i p-address 198.18.128.2
vrrp-group 1
data-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

#!/usr/bin/clish
#18

#1.11. x
#07/ 05/ 2020

#20: 46: 29

host nane Beta

obj ect -group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service bgp
port-range 179

exit

obj ect-group service dns
port-range 53

exit

obj ect-group network gre_term nation
ip prefix 192.168.200.48/28
exit
obj ect-group network ngnt _AP
ip prefix 198.18.128.0/21
ip prefix 198.18.136.0/22
ip prefix 100. 64.0.56/ 30
exit
obj ect-group network clients_AP
ip prefix 198.18.136.0/22
exit
obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit



obj ect-group network nets
ip prefix 10.0.0.0/8
ip prefix 192.168.0.0/16
ip prefix 172.16.0.0/12
exit

radi us-server retransnit 2
radi us-server host 100.123.0.2
key ascii-text encrypted 88B11079B9014FAAF7B9
tineout 5
sour ce- address 198.18.128.3
aut h-port 31812
acct-port 31813
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group SoftWC
exit
aaa das-profile COA
das-server COA
exit

vlian 3
force-up

exit

vlan 10
force-up

exit

vlan 101
force-up

exit

vlan 9

exit

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone nei ghbour
exit

security zone user

exit

rout e- nap out _BGP_CRE
rule 10
match i p address object-group gre_term nation
action permt
exit
exit
rout e- map out _BGP_AP
rule 10
match i p address object-group ngnt _AP
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match ip address object-group clients_AP
action permt
exit
exit
rout e-nmap i n_PREF
rule 10
action set |ocal-preference 20



action permt
exit
exit
router bgp 64603
nei ghbor 100. 64. 0. 37
renote-as 65001
updat e- source 100. 64. 0. 38
address-fam |y ipv4 unicast
rout e-map out _BGP_GRE out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 45
renote-as 65001
updat e- source 100. 64. 0. 46
address-fam |y ipv4 unicast
rout e- map out_BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 53
renote-as 65001
updat e- sour ce 100. 64. 0. 54
address-fanmily ipv4 unicast
rout e-map out _BGP_NAT out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 57
renot e-as 64603
updat e- source 100. 64. 0. 58
address-fam |y ipv4 unicast
route-map i n_PREF in
next - hop- sel f
enabl e
exit
enabl e
exit
address-fanmly ipv4 unicast
redi stribute connected
redistribute static
exit
enabl e
exit

snnp- server
snnp- server
snnp- server
snnp- server

syst em shut down
comunity "publicll" ro
community "privatel” rw

snnp-server host 100.123.0.2

exit

snnp-server enable traps

snnp-server enable traps config

snnp-server enable traps config commit

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enable traps environnent pwin-insert

snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enabl e traps environnent fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environment nenory-flash-Iow
snnp-server enable traps environment menory-ramcritical-1ow
snnp-server enable traps environnment nenory-raml ow



snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

bridge 1

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

envi ronnent cpu- 1| oad
environment cpu-critical-tenp
envi ronment cpu-overheat-tenp
envi ronnment cpu-supercool i ng-tenp
envi ronment board-overheat -tenp
envi ronnent boar d- supercool i ng-tenp
envi ronment sf p-overheat-tenp
envi ronment sf p-supercooling-tenp
envi ronnent swi tch-overheat-tenp
envi ronment switch-supercooling-tenp
wifi

wi fi wi fi-tunnel s-nunber-in-bridge-high
file-operations

file-operations successfu
file-operations failed
file-operations cancel ed
interfaces

interfaces rx-utilization-high
interfaces tx-utilization-high
interfaces nunber- high

bras

bras sessi ons-nunber-hi gh
screen

screen dest-limt

screen source-limt

screen icnp-threshold

screen udp-threshol d

screen syn-fl ood

screen | and

screen w nnuke

screen icnp-frag

screen udp-frag

screen icnp-1|arge

screen syn-frag

screen unknown- proto

screen ip-frag

screen port-scan

screen i p-sweep

screen syn-fin

screen fin-no-ack

screen no-flag

screen spoofing

screen reserved

screen quench

screen echo-request

screen tinme-exceeded

screen unreachabl e

screen tcp-all-flags

entity

entity config-change
entity-sensor

entity-sensor threshold

envnon

envnon fan

envnon shut down

envnon supply

envnon tenperature

flash

flash insertion

flash renoval

snnp

snnp aut henti cation

snnp col dstart

snnp |inkdown

snnmp |i nkup

sysl og

description "GRE_termnation”

vlan 101

security-zone gre



ip address 192. 168. 200. 52/ 28
vrrp id 1
vrrp ip 192.168.200. 49/ 32
vrrp i p 192.168. 200. 50/ 32 secondary
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
enabl e
exit
bridge 3
description "nmgnt _AP"
vlian 3
security-zone trusted
ip address 198.18.128.3/21
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 3
vrrp ip 198.18.128.1/32
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
prot ected-ports | oca
prot ected-ports exclude vlan
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit
bridge 9
description "nei ghbour"
vlian 9
security-zone nei ghbour
ip address 100. 64. 0.58/30
enabl e
exit
bri dge 10
description "data_AP"
vlan 10
security-zone user
ip address 198.18. 136. 3/ 22
i p hel per-address 100.123.0.2
i p hel per-address vrrp-group 1
vrrp id 10
vrrp ip 198.18.136.1/32
vrrp priority 20
vrrp group 1
vrrp preenpt disable
vrrp preenpt delay 180
vrrp
| ocation datalO
prot ected-ports | oca
prot ect ed-ports exclude vl an
ports vrrp filtering enable
ports vrrp filtering exclude vlan
enabl e
exit

interface gigabitethernet 1/0/1.207
description "VRF_AP"
security-zone gre
i p address 100. 64. 0. 38/ 30

exit

interface gigabitethernet 1/0/1.209
description "VRF_CORE"
security-zone trusted
i p address 100. 64. 0. 46/ 30

exit

interface gigabitethernet 1/0/1.211



description "VRF_NAT"
security-zone untrusted
i p address 100. 64. 0. 54/ 30
exit
interface gigabitethernet 1/0/2
description "nei ghbour"
node switchport
swi tchport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 3,9-10, 101 tagged
exit
tunnel softgre 1
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 3
enabl e
exit
tunnel softgre 2
node data
| ocal address 192.168. 200. 50
default-profile
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
match protocol vrrp
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch protocol vrrp
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 3
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 4



action permt
mat ch protocol icnp
enabl e
exit
rule 5
action permt
mat ch sour ce-address Soft W.C
enabl e
exit
rule 6
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol vrrp
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair gre gre
rule 1



action permt
enabl e
exit
exit
security zone-pair neighbour self
rule 1
action permt
mat ch protocol tcp
mat ch destination-port bgp
enabl e
exit
rule 2
action permt
mat ch protocol gre
enabl e
exit
rule 3
action permt
mat ch protocol icnp
enabl e
exit
rule 4
action permt
mat ch protocol udp
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
rule 5
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 6
action permt
mat ch source-address Sof t W.C
enabl e
exit
rule 7
action permt
mat ch protocol tcp
mat ch destination-port ssh
enabl e
exit
exit
security zone-pair nei ghbour trusted
rule 10
action permt
enabl e
exit
exit
security zone-pair nei ghbour untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair neighbour gre
rule 10
action permt
enabl e
exit
exit
security zone-pair nei ghbour user
rule 10
action permt
enabl e
exit
exit



security zone-pair trusted nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair gre nei ghbour
rule 10
action permt
enabl e
exit
exit
security zone-pair user nei ghbour
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
rule 10
action permt
mat ch not destination-address nets
enabl e
exit
exit
security zone-pair untrusted self
rule 10
action permt
mat ch protocol tcp
mat ch destinati on-port bgp
enabl e
exit
exit

wirel ess-control |l er
peer - address 100. 64. 0. 57
nas-i p-address 198.18.128. 3
vrrp-group 1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

DHCP



defaul t -1 ease-ti ne 86400;
max- | ease-ti me 87000;

log-facility local 7;

cl ass "ELTEX- DEVI CES" {
match if (

(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,
(substring (option vendor-class-identifier,

(substring (option vendor-class-identifier,

)

}

14) =" ELTEX_VEP- 12AC") or
14) =" ELTEX_WOP- 12AC") or
14) =" ELTX_VEP- 12AC') or
14) =" ELTX_WOP- 12AC") or
13) =" ELTEX_VEP- 2AC') or
12) =" ELTEX_WOP-2L") or

12) =" ELTEX_VEP- 2L") or

12) =" ELTEX_WEP- 1L") or

6) ="ESR- 10") or

6) =" ESR- 20")

OCo0O00O0o000o0o

#, DHCP
subnet 100.123. 0.0 netnask 255.255.255.0 {}

# , 43 11,12 , GRE
subnet 192. 168.250. 0 net mask 255.255. 255.0 {
pool {

al |l ow nenbers of "ELTEX- DEVI CES";

option routers 192.168. 250. 1;

range 192.168. 250. 100 192. 168. 250. 254;

option vendor - encapsul at ed- opti ons Ob: Oe: 31: 39: 32: 2e: 31: 36: 38: 2e: 32: 30: 30: 2e: 34: 39: Oc: Oe: 31: 39: 32: 2e: 31: 36:
38: 2e: 32: 30: 30: 2e: 35: 30;

}

}

# , bridge 3 ESR

subnet 198.18.128.0 netmask 255.255.248.0 {
pool {

option routers 198.18.128.1;

range 198.18.128. 100 198. 18. 135. 254;

option vendor-encapsul at ed- opti ons OA: OB: 31: 30: 30: 2e: 31: 32: 33: 2e: 30: 2e: 32;
al |l ow nenbers of "ELTEX-DEVI CES";

option domai n-nane-servers 100. 123. 0. 2;

}

}

# , bridge 10 ESR

subnet 198.18.136.0 netmask 255.255.252.0 {
pool {

option routers 198.18.136.1;
range 198.18.136.10 198. 18. 139. 254;
option domai n-nane-servers 100. 123. 0. 2;
}
}
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