ESR

®* ESR
®* ESR EMS
L]
® ESR SoftGRE
®* ESR SoftGRE
®  Bridge
4 SoftGRE ESR
® DHCP
®* NAT ESR
vlan . L2 ESR. L3 ., L3 ESR, SoftWLC
GRE. ESR , wireless-controller.  WiFi L3.
1. ESR- " SoftGRE".
2. - - PCRF, - EMS SSID- " SoftGRE".

* MTU EoGRE

L3 (WiFiL3)

L2 GRE (EoGRE) ,

vlan

ESR -

vlan

L3, DHCP-relay,

43 ESR

@ I wireless-controller ESR ~ WiFi.

esr-1000# show |icence

Li cence i

Ver si on:
Type:

S/I'N:

MAC:

Feat ur es:

nformation

1.0

ESR- 1000
NPO0000033

A8: F9: 4B: AB: B3: 80

WFI - W-Fi controller

show licence:

vlan

100
200

10
1200

3500

GRE  Wireless-Controller.

, GRE:

® EoGRE- L2 GRE
* GRE-,
® SoftGRE -, ESR

10.0.0.0/28

10.10.10.0/23

100.64.0.0/22

ESR
192.168.100.0/23 -
GRE 10.0.0.1
10.0.0.2
0O 10.10.10.1
SsID 100.64.0.1

10.20.20.0/28

172.16.0.0/28

SoftWLC | 10.20.20.1

172.16.0.2

SoftWwLC

10.20.20.2

,R1

192.168.0.1

10.0.0.3
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router NAT L d &

SoftwLC server MES

= = = v

ESR:

172.16.0.1/28 - W03 No yMOMYaHUH
(0.0.0.0/0)

gil0/1.100 - 182.168.100.1/23

1gi1/0/1.3500 172.16.0.2/28 - WHTepHET

1gi1/0/1.1200 10.20.20.1/28
iYnpaenenne ESR, agpec anA
1B3aMMOfIEHCTBIA © SoftWLC

gil/orn 200
10.0.0.3/28

PoyTep R1

gi1/0/1.200 10.0.0.1/28 (GRE managment)
10.0.0.2/28 (GRE data)
Aflpeca TepMuHaLun GRE oT T[,

Bridge 3 10.10.10.1/23
TMofCeTb aAPecoB yrpasneHma T/,

Bridge 10 100.64.0.1/22
MogceTs KMeHTos T,

AP 2

SSiD1

.S8I02

SSiD 1

SSID 2



WuTepHer

AP 1
GRE mgmt
- - - .
-
-
'
’ -— - - .
Pe - = GRE data
’ e
—-_——— -

e 7, AR _ GRE mgm
I , - - -
SoftWLC h L3 éen; PR I
locTyna‘onepfropa S
- ~
1 17 \ -
yd - wm Em mm mm P -
- __ .~ GREdata AP 2
' , ' , - -
---------------------------- -~
~
’ SoftGRE AP 1
' = . VLAN1
] _——— ~‘
| Tateool
1 SOftGREAP 2 = = ~
' VLAN 1 -
1
1 -
1 S
1 RN
1 Y SoftGRE
! v Y. VLAN1011AP1
1 SN
\ . NN
1 K SoftGRE \\ . :
1 VLAN 10,11 AP 2 « _ E
1 ) - : K
1 teerrn. o TR e <
1 TR o
! T R
1 e et aer
L LT EE P Sessrsansrasazans amasmannennt -
1
1 S *0.0.0.0/0 [1/0] via 172.16.0.1 on gi1/0/1.3500 [static 2020-05-28]
: S *192.168.100.0/23 [0/0] via 10.0.0.3 on gi1/0/1.200 [static 2020-05-28]
\ C *10.0.0.0/28 [0/0] dev gil/0/1.200 [direct 2020-05-28]
1 C *10.20.20.0/28 [0/0] dev gil/0/1.1200 [direct 2020-05-28]
'l C *172.16.0.0/28 [0/0] dev gil1/0/1.3500 [direct 2020-05-28]
\ C *10.10.10.0/23 [0/0] dev br3 [direct 2020-05-28]
\‘ C *100.64.0.0/22 [0/0] dev br10 [direct 2020-05-28]
~
~ ~ - - s
ESR
.2. ESR, L3
1. vlan 3500, 172.16.0.1 (router-NAT). router-NAT, NAT
2. ESR vlan 1200, 10.20.20.0/28, SoftWLC.
3. IP 192.168.100.0/23 DHCP-relay / DHCP- SoftWLC. 43 11 12, 2 GRE:10.0.0.1 10.0.0.2 (. v1.16_ 43 ).
DHCP 11 12:
- Management GRE 10.0.0.1 vlanid=1, .
- Data GRE 10.0.0.2 vlanid=N, ,, SSID( vlan 10 11).
4. Management GRE (vlanid 1) DHCP, DHCP-relay ESR, SoftWLC. DHCP, SoftWLC, IP 10.10.10.0/23,
43.10 SoftwLC:10.20.20.2, (. v1.16_ 43 ). SoftWLC.
5. SSID1 SSID 2, vlanid 10 11. cvlan 10 11 Data GRE ESR.DHCP , DHCP-relay ESR SoftWLC.

100.64.0.1.

))) N

SSID 1
SSID 2

))) i

SSID1
SSID 2

!

17
’

2 EoGRE

bridge 10 ESR 100.64.0.0/22,

bridge 3 ESR 10.10.10.1.
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1 vlan. vilan .. MES:

interface gigabitethernet1/0/1
description AP_1

swi t chport node accesss
swi t chport access vlan 100

(D | Eltex 43 11,12 , GRE (telnet, ssh, web-gui) . (), GRE .
MTU EoGRE
EoGRE MTU 42., MTU ( MTUL31500 ) 1458. ESR.
, ICMP "fragmentation needed" TCP , , , TCPMSS MTU - ip tcp adjust-mss 1418.

MTUL3 , GRE,1500. MTU 1500, EoGRE, MTUL3 ESR 1542.

ESR

Wireless-Controller:

# TFTP

esr-1000# copy tftp://<IP tftp->/< ESR>.lic systemlicence

| RERFFFF IR X K KKK KAk kkkk kKK Kk ko kxxxkkkkx x| 100% (678B) Licence | oaded successfully. Please reboot system
to apply changes.

# ESR

esr-1000#r el oad system

Do you really want to reload system? (y/N: y

1 . ESR.
1. , ( 1.
2. ESR, . ESR, ip telnet/SSH, (  ip firewall disable).
3. ESR
4.
5 -
6. Wireless-Controller.,
7. .
8. -SNMP,NTP.
( ). ESR1.11.0. SoftGRE.
telnet, SSH:

ip telnet server
ip ssh server

tcp/udp , :


https://docs.eltex-co.ru/pages/viewpage.action?pageId=11341597

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group

servi ce dhcp_server

67

service dhcp_client

68

net wor k MGMT

ip prefix 10.10.10.0/23
ip prefix 10.20.20.0/28

exit

ESR 100/200/1000 spanning-tree, . .

no spanni ng-tree

security zone trusted

exit

security zone untrusted
exit

security zone gre

exit

security zone user

exit

SNMP, SoftWLC:

snnp-server

snnp- server
snnp- server
snnp- server

snnp-server

exit

snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps
snnp-server enable traps

syst em shut down
community "publicll" ro
community "privatel” rw

host 10.20.20. 2

config

config conm t

config confirm

envi ronnent

environment pwin

envi ronnent pwrin-insert

envi ronnent fan

envi ronnment fan-speed-changed

envi ronnent fan-speed- hi gh
environment nmenory-flash-critical-Iow
envi ronment nenory-flash-1ow

envi ronnent menory-ramcritical -1 ow
envi ronment nenory-raml ow

envi ronment cpu-| oad

envi ronnent cpu-critical-tenp

envi ronment cpu-overheat-tenp

envi ronment cpu-supercool i ng-tenp
envi ronnment board-over heat -t enp

envi ronment boar d-supercool i ng-tenp
envi ronnent sf p-overheat-tenp

envi ronment sf p-supercooling-tenp
environment switch-overheat-tenp
envi ronnent swi tch-supercool i ng-tenp
wifi

wifi w fi-tunnels-nunber-in-bridge-high
file-operations

file-operations successfu
file-operations failed



snnp-server enable traps file-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt
snnp-server enable traps screen source-limt
snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold
snnp-server enable traps screen syn-fl ood
snnp-server enable traps screen |and
snnp-server enable traps screen w nnuke
snnp-server enable traps screen icnp-frag
snnp-server enable traps screen udp-frag
snnp-server enable traps screen icnp-1large
snnp-server enable traps screen syn-frag
snnp-server enable traps screen unknown-proto
snnp-server enable traps screen ip-frag
snnp-server enable traps screen port-scan
snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enabl e traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tinme-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shut down
snnp-server enable traps envnon supply
snnp-server enabl e traps envnobn tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renova
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnmp |inkup
snnp-server enable traps syslog

SSID, SoftWLC,,



bridge 3
descri ption "AP_MANAGVENT"
security-zone trusted
ip address 10.10.10.1/23
i p hel per-address 10.20.20.2
ip tcp adjust-mss 1418
protected-ports |oca
enabl e

exit

bridge 10
description "AP_SSI D_USERS"
security-zone user
ip address 100.64.0. 1/ 22
i p hel per-address 10.20.20.2
ip tcp adjust-mss 1418
| ocation datal0
protected-ports | ocal
enabl e

exit

interface gigabitethernet 1/0/1.200
description "GRE_AP"
security-zone gre
ip address 10.0.0.1/28
ip address 10.0.0.2/28

exit

interface gigabitethernet 1/0/1.1200
descri ption " MANAGVENT"
security-zone trusted
i p address 10.20.20.1/28
ip tcp adjust-nss 1418

exit

interface gigabitethernet 1/0/1.3500
description "I NTERNET"
security-zone untrusted
ip address 172.16.0.2/28
ip tcp adjust-mss 1418

exit

DHCP :

i p dhcp-rel ay

iproute 0.0.0.0/0 172.16.0.1

ip route 192.168.100.0/23 10.0.0.3

- (PCRF):



(D SoftWLC Eltex-PCRF - ESR aaa radius-profile! VRRP !

radi us-server host 10.20.20.2
key ascii-text testingl23
tinmeout 11
sour ce- address 10. 20.20.1
aut h-port 31812
acct-port 31813
retransmt 2
dead-interval 10
exit
radi us-server host 10.20.20.3
key ascii-text testingl23
tinmeout 11
sour ce-address 10.20.20.1
aut h-port 31812
acct-port 31813
retransmt 2
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 10.20.20.2
radi us-server host 10.20.20.3
exit

radi us-server timeout 10

radi us-server host 10.20.20.2
key ascii-text testingl23
tineout 11
sour ce- address 10.20.20.1
aut h-port 31812
acct-port 31813
retransmt 2
dead-interval 10

exit

aaa radi us-profile PCRF
radi us-server host 10.20.20.2

exit

das-server COA
key ascii-text testingl23
port 3799
clients object-group MaMr

exit

aaa das-profile COA
das-server COA

exit




tunnel softgre 1
description "managnment"
node nanagenent
| ocal address 10.0.0.1
defaul t-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
description "data"
node data
| ocal address 10.0.0.2
defaul t-profile
enabl e

exit

"Wireless-Controller":

wirel ess-controller
nas-i p-address 10.20.20.1
dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit

# CRE | CWP gre:
security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol icnp
enabl e
exit
exit

# MGEMIT
security zone-pair trusted self
rule 1
action permt
mat ch sour ce- address MGMT
enabl e
exit
exit

# trusted
security zone-pair trusted trusted
rule 1
action permt
mat ch sour ce- address MM
enabl e
exit
exit

# trusted
security zone-pair trusted user
rule 1
action permt



enabl e
exit
exit

# trusted gre:
security zone-pair trusted gre
rule 1
action permt
enabl e
exit
exit

# DHCP, :
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit

# , DHCP
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit

#
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit

ESR EMS

EMS, , ESR "+,

q
| . |Q| ¥ f" e apapun | CNHCOK yCTPOR(
Rowcy " Hua MRF_Sibir
?
NODE
EMS L.
¢ @8 AnCiients Lomex MRF_Sibir.Local AllClients.root
o Federal
¢ f52 Local OnKCaHKe oMeHa
o #%  14_Yakutiya_Republic
¢ 5% MRF_Sibir
o % Irkutskaya_Oblast
[ Novosibirskaya_oblast
™ NoBagws obvext X
WmA obbexta ‘esr—gre |
Tun ‘;_. ESR1000 |v|
IP agpec 110.20.20.1] |
Domex

NoGaeuT




ESR( - .

radius,

""- ESR "esr-

gre".

" -, ESR"ESR1000"
"IP"- ESR"10.20.20.1".

Bepcua SNMP

Pernctpauua Tpat

Cratyc
Bpewma cTatyca

Telnet/SSH login

SSH nopr
MAC agpec
BRAS cepeuc

Pexmm ESR

PexuMm Kknactepa

@ainoBsIi NPoTOKON

nos

Telnet/SSH password

OTT (Over-the-top)

e |~]

TadmayT oOMeHa, MC |50000
Read community / User v3 |pub|ic11 |
Write community / Password v3 |private1 |

e I+
=35

BoiBefieHO U2 0DCNyHHBAHMA (|

[ara 'BuiBegeHo W3 obcnywueanua’ 19.11.2018 19:29:13

AVAILABLE

04.06.2020 13:27:05

|admin |

|passw0rd |

|22
[ |
O

|station I~

o

o ||

. -

™ pegakruposas Hoctyn’ *
Onucaxue |HeT =
IP appec [10.20.20.1 |

SNMP nopr 161 |

SNMP Tpancnopt =

4]

v TpHHATE || v 3anoNHWTE MECTONONOMEHHE || v 3anoNHWTL FreOKOOPOHHATE || # OTMeHNTL

"t- "FTP".

4.

"Read community" - SNMP RO community, "public11".
"Write community" - SNMP RW community, “privatel”.

ESR-100/200

"Station",

"ESR" "StationCE".

ESR

ESR. EMS "RADIUS" " ". ESR( IP ESR) ™



-

I ¥npaenexune Todkamu octyna Ha RADIUS cepeepe

||§| nona | & © |ﬁ},, ||\P ”QYAEHHII:|i|
DunLTp: 10.20.20.1 |Crpam|ua: 1 11 ua crpanmue: 100 ‘ Beero zannceii:1310 Haiaewo no dmnerpy:1
D Appec HOomeH Hma Tun Knwoy OnucaHue
7347 10.20.20.1 MRF_Sibir.Local AllClients.root esr1000-slave ESR eltex
il? Pegaktupoeanne obbexra
Aapec 10.20.20.1
Lowen MRF_Sibir.Local AllClients.root [¥]
Wna esr1000-slave
Tun ESR |v
Kniou testing123
Onuncanme
" TPHHATE | | # OTMeHNTH
. 5.
™ ESR "testing123" .
(D , testingl23,  PCRFBRAS VRF

ESR SoftGRE

#!/usr/bin/clish

#18

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect - group network MAMI
ip prefix 10.10.10.0/23
ip prefix 10.20.20.0/28

exit

radi us-server tineout 10
radi us-server host 10.20.20.2
key ascii-text encrypted 88B11079B9014FAAF7B9

tinmeout 11

sour ce- address 10.20.20.1
aut h-port 31812
acct-port 31813

retransmt 2
dead-i nt erval
exit

aaa radius-profile PCRF

10

radi us-server host 10.20.20.2

exit
das-server COA

key ascii-text encrypted 88B11079B9014FAAF7B9

port 3799

clients object-group MaVr

exit

aaa das-profile COA
das-server COA

exit



no spanning-tree

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone user

exit

snnp- server
snnp- server system shut down

snnp-server comunity "publicll" ro
snnp-server community "privatel” rw

snnp-server host 10.20.20.2
exit

snnp-server enable traps

snnp-server enable traps config

snnp-server enable traps config commt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environment pwin

snnp-server enable traps environnent pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enable traps environnent fan-speed-high
snnp-server enable traps environment nenory-flash-critical-Iow
snnp-server enabl e traps environnent nenory-flash-1ow
snnp-server enable traps environnent nmenory-ramcritical-|ow
snnp-server enable traps environnment nenory-raml ow
snnp-server enabl e traps environnent cpu-| oad

snnp-server enable traps environnent cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enabl e traps environnment cpu-supercooling-tenp
snnp-server enabl e traps environment board-overheat-tenp
snnp-server enabl e traps environnent board-supercooling-tenp
snnp-server enable traps environnent sfp-overheat-tenp
snnp-server enable traps environment sfp-supercooling-tenp
snnp-server enabl e traps environnent sw tch-overheat-tenp
snnp-server enable traps environnment sw tch-supercooling-tenp
snnp-server enable traps ports

snnp-server enable traps ports port-counters-errors
snnp-server enable traps wif

snnp-server enable traps wifi wifi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps file-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessi ons-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-lint

snnp-server enable traps screen icnp-threshold

snnp-server enable traps screen udp-threshold

snnp-server enabl e traps screen syn-flood

snnp-server enable traps screen |and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-Ilarge

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown-proto



snnp-server enable traps screen ip-frag
snnp-server enable traps screen port-scan
snnp-server enable traps screen ip-sweep
snnp-server enable traps screen syn-fin
snnp-server enable traps screen fin-no-ack
snnp-server enable traps screen no-flag
snnp-server enable traps screen spoofing
snnp-server enable traps screen reserved
snnp-server enable traps screen quench
snnp-server enable traps screen echo-request
snnp-server enable traps screen tine-exceeded
snnp-server enable traps screen unreachabl e
snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor
snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnmp-server enable traps envnon fan
snnp-server enable traps envnon shut down
snnp-server enable traps envnon supply
snnp-server enable traps envnon tenperature
snnp-server enable traps flash

snnp-server enable traps flash insertion
snnp-server enable traps flash renpval
snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart
snnp-server enable traps snnp |inkdown
snnp-server enable traps snnmp |inkup
snnp-server enable traps syslog

bridge 3
descri ption "AP_MANAGVENT"
security-zone trusted
ip address 10.10.10.1/23
i p hel per-address 10.20. 20.2
ip tcp adjust-nmss 1418
prot ected-ports | oca
enabl e

exit

bri dge 10
description "AP_SSI D_USERS"
security-zone user
i p address 100. 64.0. 1/ 22
i p hel per-address 10.20. 20. 2
ip tcp adjust-nmss 1418
| ocation datalO
protected-ports |ocal
enabl e

exit

interface gigabitethernet 1/0/1.200
description "CGRE_AP"
security-zone gre
ip address 10.0.0.1/28
ip address 10.0.0.2/28

exit

interface gigabitethernet 1/0/1.1200
descri ption "MANAGVENT"
security-zone trusted
ip address 10.20.20.1/28
ip tcp adjust-nss 1418

exit

interface gigabitethernet 1/0/1. 3500
description "I NTERNET"
security-zone untrusted
ip address 172.16.0.2/28
ip tcp adjust-nss 1418

exit

tunnel softgre 1



description "managnent”
node managenent
| ocal address 10.0.0.1
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
description "data"
node dat a
| ocal address 10.0.0.2
default-profile
enabl e

exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch sour ce- address MGMI
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
mat ch sour ce- address MGMI
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted gre
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server



enabl e

exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
ip dhcp-rel ay

iproute 0.0.0.0/0 172.16.0.1
ip route 192.168.100.0/23 10.0.0.3

W rel ess-controller
nas-i p-address 10.20.20.1
data-tunnel configuration radius
aaa das-profile COA
aaa radi us-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

ESR SoftGRE

radius- Wireless-Controller.  SoftGRE - vlan 10 11, Bridge 10.

#!/usr/bin/clish
#18

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect - group network MaMI
ip prefix 10.10.10.0/23
ip prefix 10.20.20.0/28
exit

no spanni ng-tree

security zone trusted
exit

security zone untrusted
exit

security zone gre

exit

security zone user

exit

snnp- server

snnp-server system shut down
snnp-server comunity "publicll" ro
snnp-server comunity "privatel" rw

snnmp-server host 10.20. 20.2
exit

snnp-server enable traps
snnp-server enable traps config



snnp-server enable traps config commt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environnment pwin

snnp-server enable traps environment pwin-insert
snnp-server enable traps environnent fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enabl e traps environnent fan-speed-high
snnp-server enable traps environnent nmenory-flash-critical-Iow
snnp-server enable traps environnment nenory-flash-Iow
snnp-server enable traps environment nmenory-ramcritical-1ow
snnp-server enable traps environnment nenory-raml ow
snnp-server enable traps environnment cpu-I|oad

snnp-server enable traps environnent cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enabl e traps environnent cpu-supercooling-tenp
snnp-server enabl e traps environnent board-overheat-tenp
snnp-server enable traps environment board-supercooling-tenp
snnp-server enable traps environment sfp-overheat-tenp
snnp-server enable traps environment sfp-supercooling-tenp
snnp-server enable traps environment switch-overheat-tenp
snnp-server enabl e traps environnment sw tch-supercooling-tenp
snnp-server enable traps ports

snnp-server enable traps ports port-counters-errors
snnp-server enable traps wif

snnp-server enable traps wifi wi fi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessions-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linmt

snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold

snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen | and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-Ilarge

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto

snnp-server enable traps screen ip-frag

snnp-server enabl e traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request

snnp-server enable traps screen tine-exceeded

snnp-server enable traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags

snnp-server enable traps entity

snnp-server enable traps entity config-change

snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shut down

snnp-server enable traps envnon supply

snnp-server enable traps envnon tenperature



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e

bridge 3

traps
traps
traps
traps
traps
traps
traps
traps
traps

fl ash

flash insertion
flash renoval

snnp

snnp aut henti cation
snnp col dstart

snnp |i nkdown
snmp |i nkup
sysl og

description "AP_NMANAGVENT"

security-zone tru

st ed

i p address 10.10.10.1/23
i p hel per-address 10.20. 20.2

ip tcp adjust-nss
protected-ports
enabl e

exit

bri dge 10

1418
ocal

description "AP_SSI D USERS'

security-zone use

r

i p address 100. 64.0. 1/ 22
i p hel per-address 10.20. 20.2

ip tcp adjust-nss
| ocati on datal0
protected-ports |
enabl e

exit

1418

ocal

interface gigabitethernet 1/0/1.200

description "GRE_

security-zone gre

ip address 10.0.0

ip address 10.0.0
exit

AP"

.1/ 28
.2/ 28

interface gigabitethernet 1/0/1.1200

descri ption " MANAGVENT"

security-zone tru

st ed

i p address 10.20.20. 1/ 28

ip tcp adjust-nss
exit

1418

interface gigabitethernet 1/0/1. 3500
description "I NTERNET"

security-zone untrusted

ip address 172.16.0.2/28

ip tcp adjust-nss
exit
tunnel softgre 1

description "managnent"

nmode managenent
| ocal address 10.
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
description "data
node data
| ocal address 10.
default-profile
enabl e

exit

tunnel softgre 2.10
bri dge-group 10
enabl e

exit

tunnel softgre 2.11

1418

0.0.1

0.0.2



bri dge-group 10
enabl e
exit

security zone-pair gre self
rule 1
action permt
mat ch protocol gre
enabl e
exit
rule 2
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
mat ch sour ce- address MGMI
enabl e
exit
exit
security zone-pair trusted trusted
rule 1
action permt
mat ch sour ce- address MGMI
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted gre
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt

enabl e
exit
exit
ip dhcp-rel ay

iproute 0.0.0.0/0 172.16.0.1
ip route 192.168.100.0/23 10.0.0.3



wirel ess-controller
enabl e

exit

ip telnet server

ip ssh server

Bridge
GRE, "Bridge", .. - EOGRE L2
"Bridge" SoftGRE  vlan-ID.
"Bridge", SoftGRE SoftGRE. "protected-ports local".
"Bridge" vlan, SoftGR vlan "protected-ports exclude vian".
bri dge 10
vl an 10

prot ected-ports | oca
prot ected-ports exclude vlan
enabl e

exit

SoftGRE ESR

SoftGRE :

esr 1000# show tunnel s status
Tunnel Admin Li nk MruU Local IP Renote I P
state state

softgre 1 Up Up 1462 10.0.0.1 192. 168. 100. 15
softgre 1.1 Up Up 1458 -- --
softgre 2 Up Up 1462 10.0.0.2 192.168. 100. 15
softgre 2.10 Up Up 1458 -- --
softgre 2.11 Up Up 1458 -- -
softgre 3 Up Up 1462 10.0.0.1 192. 168. 100. 12
softgre 3.1 Up Up 1458 -- -
softgre 4 Up Up 1462 10.0.0.2 192. 168. 100. 12
softgre 4.10 Up Up 1458 -- --
softgre 4.11 Up Up 1458 -- --

"Bridge" SoftGRE :

Last ch

ange

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

4 days,
seconds

21 minutes

21 minutes

21 minutes

21 mnutes

21 mnutes

and 32

and 32

and 32

and 32

21 minutes and 14

21 minutes

and 14

21 minutes and 14

21 minutes

21 minutes

and 14

and 14



esr1000# show i nterfaces bridge
Bri dges Interfaces

bri dge 3 softgre 1.1, softgre 3.1
bridge 10 softgre 2.10, softgre 2.11, softgre 4.10, softgre 4.11

DHCP

DHCP, . DHCP ISC-DHCP-SERVER.

defaul t -1 ease-ti ne 86400;
max- | ease-ti me 87000;

log-facility local7;

#l i steni ng subnet
subnet 10.20.20.0 netnmask 255.255.255.240 {}

# o,
cl ass "ELTEX- DEVI CES" {
match if (
(substring (option vendor-class-identifier, 0, 14)="ELTEX WEP-12AC') or
(substring (option vendor-class-identifier, 0, 14)="ELTEX WOP-12AC') or
(substring (option vendor-class-identifier, 0, 14)="ELTX WEP-12AC') or
(substring (option vendor-class-identifier, 0, 14)="ELTX WOP-12AC') or
(substring (option vendor-class-identifier, 0, 13)="ELTEX VEP-2AC') or
(substring (option vendor-class-identifier, 0, 12)="ELTEX WOP-2L") or
(substring (option vendor-class-identifier, 0, 12)="ELTEX WEP-2L") or
(substring (option vendor-class-identifier, 0, 12)="ELTEX WEP-1L")
)
}
# vl an 100
subnet 192.168. 100. 0 net mask 255.255.255.0 {
pool {
option routers 192.168. 100. 1;
range 192.168.100.2 192.168. 101. 254,
option vendor-encapsul at ed- opti ons 0B: 08: 31: 30: 2e: 30: 2e: 30: 2e: 31: 0C: 08: 31: 30: 2e: 30: 2e: 30: 2e:
32;
al | ow nenbers of "ELTEX-DEVI CES";
}
}
# vlian 3
subnet 10.10.10.0 netmask 255.255.254.0 {
pool {
option routers 10.10.10.1;
range 10.10.10.2 10. 10. 11. 254;
opti on vendor - encapsul at ed- opti ons O0A: 0A: 31: 30: 2e: 32: 30: 2e: 32: 30: 2e: 32;
al | ow nenbers of "ELTEX-DEVI CES";
option domai n- nane-servers 172.16. 0. 254;
}
}

# SSID vlan 10

subnet 100. 64.0.0 netnmask 255.255.252.0 {
defaul t -1 ease-time 3600;
max- | ease-time 3700;

pool {

option routers 100.64.0.1;

range 10.64.0.2 100. 640. 3. 254;

option domai n- nane-servers 172. 16. 0. 254,
}



NAT ESR

- NAT ESR

obj ect -group network nat
ip prefix 100.64.0.0/22
exit

nat source
rul eset NAT
to zone untrusted
rule 1
mat ch sour ce- address nat
action source-nat interface
enabl e
exit
exit
exit
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