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L]

. APB

L]

Eltex-APB
. WEB-
L]

apt-get install eltex-apb

service el tex-apb status

©

el tex-apb is running with pid <pid>

0]

el tex-apb is not running

service eltex-apb start

©

Starting eltex-apb ...
el tex-apb started

eltex-apb is already running



service eltex-apb stop

©

St oppi ng el tex-apb ..
el t ex- apb st opped

el tex-apb is not running
rm cannot renove '/var/run/eltex-apb.pid : No such file or directory

service eltex-apb restart

@)

St oppi ng el tex-apb ..
el t ex- apb st opped
Starting eltex-apb ..
el tex-apb started

http://1 ocal host: 8090/ apb/ ap. j sp

http://1 ocal host: 8090/ apb/ users. j sp

http://1 ocal host: 8090/ apb/ users. j sp?short

/etc/default/eltex-apb



letc/default/eltex-apb

# Port for use by Access Point Binder service
PORT=8090

# Nunber of connection requests that can be queued
ACCEPT_QUEUE_SI ZE=0

# Max text nessage buffer size, in bytes
MAX_TEXT_MESSAGE_BUFFER_SI ZE=524288

# Path to Java executable
JAVA=/ usr/ bin/java

# Menory

JAVA | NI T_HEAP=128m

JAVA_MAX_HEAP=2048m

JAVA_OPTS="- XX: +HeapDunpOnQut OF Menor yError - XX: HeapDunpPat h=/ var/ | og/ el t ex- apb"

# To enable renpte JMX nonitoring uncomment the follow ng line

#JIMX_OPTS="- Dcom sun. managenent . j nxrenot e - Dcom sun. managemnent . j nxrenot e. port =8091 - Dcom sun. managenent .

j nxrenot e. ssl =fal se - Dcom sun. nanagenent . j nxr enot e. aut hent i cat e=f al se - Dcom sun. nenagenent . j nxr enot e. | ocal .
only=fal se -Djava.rm . server. host nane=127. 0. 0. 1"

PORT=8090

ACCEPT_QUEUE_SI ZE=0

MAX_TEXT_MESSAGE_BUFFER S| ZE=262144

e . ( , , letcleltex-apb/ehcache.xml):

JAVA | NI T_HEAP=128m
JAVA MAX_HEAP=2048m

/etc/eltex-apb/application.conf

letc/eltex-apb/application.conf ~ SoftWLC 1.20.  /etc/eltex-apb/apb.properties .



letc/eltex-apb/application.conf

# maxi mum nunber of outgoing nessages in queue for each session
sessi onMessageQueueSi ze = 100

# cache config file path
cacheConfigFile = /etc/eltex-apb/ehcache. xn

# path to the file with permtted hosts
hostsFile = /etc/eltex-apb/hosts.json

pi ngJob {
# ping job interva
interval = 60s

# timeout waiting for subscribe-request after connecting the access point to the server
subscri bel dl eTi neout = 60s
# timeout during that the session will stay opened w thout receiving any nessage
nmessagel dl eTi meout = 90s
# interval of ping to be sent to the websocket session
pi ngl dl eTi meout = 30s

}

# el tex-mercury connection properties
mercury {

host = | ocal host

port = 6565

pool Si ze = 50
}

. Mercury:

mercury {
host = | ocal host
port = 6565
pool Si ze = 50

}

# cache config file path
cacheConfigFile = /etc/eltex-apb/ehcache. xm

# path to the file with permitted hosts
hostsFile = /etc/eltex-apb/hosts.json

L websocket-:

# ping job interva
interval = 60s

. , (, subscribe |, websocket- )

# tinmeout waiting for subscribe-request after connecting the access point to the server
subscri bel dl eTi meout = 60s



# timeout during that the session will stay opened w thout receiving any nessage
nmessagel dl eTi meout = 90s

° websocket- .,

# interval of ping to be sent to the websocket session
pi ngl dl eTi meout = 30s

# maxi mum nunber of outgoing messages in queue for each session
sessi onMessageQueueSi ze = 100

/etc/eltex-apb/ehcache.xmi

Wi-Fi-, . letc/eltex-apb/application.conf .



letc/eltex-apb/ehcache.xml

<ehcache xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : noNanmespaceSchenmaLocati on="htt p: // ww. ehcache. or g/ ehcache. xsd" updat eCheck="f al se
aut odet ect”

dynami cConfig="true">

nmoni tori ng="

<! --cacheManager Peer Provi der Fact ory
cl ass="net. sf. ehcache. di stri buti on. RM CacheManager Peer Pr ovi der Fact or y"
properti es="peerDi scovery=nmanual , rm Url s=//192. 168. 26. 179: 40001/ users"/-->

<! --cacheManager Peer Li st ener Fact ory
cl ass="net . sf. ehcache. di stri buti on. RM CacheManager Peer Li st ener Fact ory"
properti es="host Nane=192. 168. 26. 205, port=40001, socket Ti neoutM I1is=2000"/-->

<def aul t Cache
maxEnt ri esLocal Heap="10000"
eternal ="fal se"
ti meTolLi veSeconds="8600"
ti meTol dl eSeconds="120"
maxEnt ri esLocal Di sk="10000000"
di skExpi ryThr eadl nt er val Seconds="120"
menor ySt or eEvi cti onPol i cy="LRU">
<pi nni ng store="inCache" />
<persi stence strategy="1ocal TenpSwap"/ >
</ def aul t Cache>

<cache nane="users"
maxByt esLocal Heap="1G'
eternal ="fal se"
ti meTolLi veSeconds="43200"
menor ySt or eEvi cti onPol i cy="LRU">
<pi nni ng store="i nCache" />
<persistence strategy="none"/>

<! --cacheEvent Li st ener Factory
cl ass="net . sf. ehcache. di stributi on. RM CacheRepl i cat or Fact or y"
properties="replicateAsynchronousl y=true, replicatePuts=true, replicateUpdates=true,
repl i cat eUpdat esVi aCopy=f al se,
replicat eRenoval s=true "/-->
</ cache>

<cache nane="hosts" nmaxBytesLocal Heap="128M' eternal ="true">
<persi stence strategy="none"/>
</ cache>

</ ehcache>

LN "maxBytesLocalHeap" :

<cache nane="users"
maxByt esLocal Heap="1G'
eternal ="fal se"
ti meTolLi veSeconds="43200"
menor ySt or eEvi cti onPol i cy="LRU">

</ cache>

o "maxBytesLocalHeap" :

<cache nane="hosts" naxBytesLocal Heap="128M eternal ="true">
<persistence strategy="none"/>
</ cache>



/etc/eltex-apb/hosts.json

c . (IP-, ). /etc/eltex-apb/application.conf.
[
{
"mobility-domain-list": [

{
"mobi lity-domain": "eltex.root",
"radi us-domai n": "root",
"ssid": "Eltex-Local"

}

1,
"permtted-ip-list": [
"eltex-co.ru",

"eltex.org"
1
o
{
"permtted-ip-list": [
"esia-portal 1.test.gosuslugi.ru",
"esi a. gosusl ugi.ru",
1
}
1
L]
[{
"permtted-ip-list": [
"esia-portal 1.test.gosuslugi.ru",
"esi a. gosusl ugi.ru",
1
}H
., SSID
[{
"mobility-domain-list": [
{
"mobility-domain": "eltex.root",
"radi us-domai n": "root",
"ssid": "Eltex-Local"
}
1.
"permtted-ip-list": [
"eltex-co.ru",
"el tex.org"
|
}H

, , mobility-domain eltex.root, radius-domain root, ssid — Eltex-Local,

«mobility-domain-list».

. IP-

eltex-co.ru eltex.org. ,,

«permitted-ip-list»,


http://nsk.ru
http://eltex.nsk.ru
http://eltex.org

1 "mobility-domain” "ap-location" ,

letcleltex-apb/log4j2.xml

letcleltex-apb/log4j2.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<Configuration status="OFF" nonitorlnterval ="10">
<Properties>
<Property name="root Level ">${env: LOG_LEVEL: - | NFC} </ Property>

<Property nanme="baseDir">/var/| og/ el t ex- apb</ Property>
<Property nanme="maxFil eSi ze">20 MB</ Property>
<Property nanme="accunul at edFi | eSi ze">100 MB</ Property>
<Property nanme="| ast Modi fi ed" >4d</ Property>

<Property nanme="nmaxCount" >7</Property>

<Property nanme="| ogPattern">%l{| SC8601} [% ] % 5p % ogger{1} %{1}.9%V|ine:%A).

<Property nane="dateSuffix">%l{yyyyMwd} </ Property>
<Property nanme="consol eLevel ">${env: CONSCLE_LEVEL: - OFF} </ Property>

<Property name="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
<Property nanme="gel f Host " >${ env: GELF_HOST: - udp: | ab3-test. el tex. | oc}</Property>
<Property name="gel f Port" >${env: GELF_PORT: - 12201} </ Property>

</ Properties>

<Appender s>
<Consol e name="STDERR"' target="Systemerr">
<PatternLayout pattern="${logPattern}"/>
</ Consol e>

<Rol | i ngFi |l e name="Rol I'i ngFi | e"
fil ename="${baseDir}/apb.|og"
filepattern="${baseDir}/I| og/ apb-${dateSuffix}-%.log.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Ti meBasedTri ggeri ngPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${maxFil eSize}"/>
<OnStartupTriggeringPolicy />
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}">
<Del et e basePat h="${baseDir}" maxDepth="1">
<I fFi | eName gl ob="*/apb-*.10g.gz">
<l f Any>
<I f Accumul at edFi | eSi ze exceeds="${accumul at edFi | eSi ze}"/>
<IfLast Modified age="${| ast Mbdi fied}"/>

</ | fAny>
</l fFileNane>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</Rol l'i ngFi | e>

<Rol | i ngFi | e nanme="CacheAppender"
fil ename="${baseDi r}/apb-cache. | 0g"
filepattern="${baseDir}/I| og/apb-cache-${dateSuffix}-%.log.gz">
<PatternLayout pattern="${logPattern}"/>
<Pol i ci es>
<Ti meBasedTri ggeri ngPolicy interval ="1" nodul ate="true"/>
<Si zeBasedTri ggeringPol i cy size="${nmaxFil eSize}"/>
<OnStartupTriggeringPolicy />
</ Pol i ci es>
<Def aul t Rol | over Strat egy max="${maxCount}">
<Del et e basePat h="${baseDir}" maxDept h="1">
<IfFi |l eNane gl ob="*/apb-cache-*.|0g">

%</ Property>



<l f Any>
<I f Accurul at edFi | eSi ze exceeds="${accunul at edFi | eSi ze}"/>
<IflLast Modified age="${| ast Mbdi fied}"/>

</ fAny>
</l fFileNane>
</ Del et e>

</ Def aul t Rol | over Str at egy>
</ Rol l'i ngFi | e>

<Gel f name="Gel f" host="${gel fHost}" port="${gelfPort}" version="1.1" facility="eltex-apb"
extract StackTrace="true" origi nHost ="%ost{fqdn}" maxi numvessageSi ze="8192">

<Field nane="thread" pattern="%"/>
<Field nane="level " pattern="%evel "/ >
<Field nane="severity" pattern="9% 5l evel "/>
<Fi el d nane="1 ogger" pattern="9% ogger{1}"/>
<Fi el d nane="1ocation" pattern="%C{1}.%Mline:%)"/>

</ Gel f>

</ Appender s>

<Logger s>
<Root | evel ="${root Level }">
<Appender Ref ref="RollingFile"/>
<Appender Ref ref="STDERR' |evel ="OFF"/>
<Appender Ref ref="Celf" level ="${gel fLevel }"/>

</ Root >

<Logger nane="org. springfranmework" |evel ="ERROR'/>
<Logger nane="org. apache" | evel =" ERROR'/ >
<Logger nane="org.quartz" | evel =" ERROR'/ >
<Logger name="io.netty" | evel =" ERROR'/ >
<Logger nane="io0.grpc" | evel =" ERROR'/ >

<Logger nane="net.sf.ehcache" additivity="fal se">

<Appender Ref ref ="CacheAppender" | evel =" DEBUG'/ >
<Appender Ref ref="RollingFile" | evel =" ERROR'/ >
</ Logger >

</ Logger s>
</ Confi guration>

<Configuration status="OFF" nonitorlnterval ="10">

<Property name="r oot Level ">${env: LOG LEVEL: - | NFC} </ Property>

<Property nanme="baseDi r">/var/| og/ el t ex- apb</ Property>

<Property name="naxFil eSi ze">20 MB</ Property>

* ()

<Property nanme="accunul at edFi | eSi ze">100 MB</ Property>



<Property name="| ast Modi fi ed" >4d</ Property>

<Property nanme="nmaxCount">7</ Property>

¢ Graylog(,,):

<Property nane="gel f Level ">${env: GELF_LEVEL: - OFF} </ Property>
<Property name="gel f Host " >${ env: GELF_HOST: - udp: | ab3-test. el t ex. | oc} </ Property>
<Property name="gel f Port">${env: GELF_PORT: - 12201} </ Property>

APB Prometheus .

http://< APB>: <>/ apb/api/metrics

Prometheus
- job_nane: 'apb'
metrics_path: '/apb/api/nmetrics'

static_configs:
- targets: ['< APB>:<>']

APB, 8090.

, APB.

http://< APB>: <>/ apb/api/users

APB

APB GUI EMS.

Captive Portal.Global, Roaming Service URL : «<IP-a_apb>:8090». IP-a APB



f Description r Mons3zoeatenn Wi-Fi r MOHHT OPHHI KOHKYPEeHTHBIX TJ] rMOHHTﬂpHHF rKOH¢nrypau,nn r RRD statistics rAccess

Radio interfaces
Virtual access points
Key holder data
Global RADIUS

QoS. Main

QoS5. EDCA parameters
Client Qo5. Global
Client QoS. Class Map
Client QoS. Policy Map
WDS

Captive Portal. Global
Captive Portal. Instance
Cluster. Main

AirTune service
System time

System events

SNMP

SNMP trap

CLiftelnet

CLI/ssh

Network ~ =
Wireless settings |V ObHoBUTE | | “\. PeiakTupoBath || “| B XML |
Access

Captive Portal Mode

Authentication Timeout, sec 300
Additional HTTP Port 0
Additional HTTPS Port 0
White IP delay 3
Debug Level 0

Roaming service address 172.16.0.134:8090

Roaming no action timeout, min 720

AP IP alias redirect.loc
Disconnect before redirect .

«Roaming no action timeout» (,

EMS Wireless

« » - «Universal»
«»-«apb» ()

«» - «root»

/). «Roaming no action timeout»

Tun ycrpoRcrea _f|Universa|
Wms wabnona W |apb
Domen [ Toot

Buibepute BKnagKu
[ ] Buibpats Bce

[]cCets

[] Bocryn

[ WIDS/WIPS

[ Mesh

[]1Z-wave

[ ] Global RADIUS
[]QoS. Main

[] QoS. EDCA parameters
[] Client QoS. Global
Captive Portal. Global
[] Cluster. Main

[ ] AirTune cepsuc

[] CucremHoe Bpems

[] CucremHble cobbiTua
] SNMP

[ SNMP trap

" [NpHHATL || # OTMEeHnTL

«Captive Portal. Global» -




\

Captive Portal Mode
Authentication Timeout, sec |300
Additional HTTP Port [o
Additional HTTPS Port o
White IP delay 2
Debug Level |0

Ajpec service poyMuHra

|l 72.16.0.134:8090

Roaming no action timeout, min |?20

AP IP alias |redirect.|oc
Disconnect before redirect

| v MpUHATH || & OTMenuTs
.
« service » - APB «<IP-a_apb>:8090»
® «Roaming no action timeout, min» -
® «AP IP alias» - «redirect.loc»
[ naeHoe
Tun ycTpoRcTES h:r|pr'12EIC | - |
Mina npaesna hf |\HEP-12ac
Iomen npaBkna I--f root
Onucanne |
RADIUS
Dobaente T, 8 RADIUS
Kmou h:r|e||:ex
O6HoeneHne M0
06HOoBHTL Ha akTyYaneHl gann MO D

MpoToxon zarpyzxe MO

HTTP =

Kondur ypauma
BOCCTEHOBNTL KOH(HIYPaUMKD N0 YHONYSHH KD |
Mcn onL30BaTHL HH ONBN A YSNEHbIH W abnon
Iabnon kondurypanun |aph_rout | - |
JlocTyn
SHMP TpancnopT
SHMP Community (Tonexo 4Tenne) hf |pub|ic
SHMP Community (4Tesne/zannce) h( |private
v MPpHUHATE H # OTMeHuTh

/ « »

1.10.0 WEP/WOP-12/12 rev.C/2ac

«apb__root», «__» , APB

(«User Mobility Domain») «AP location, domain», ,




rOmmaHue r/ Monewsosarenu Wi-Fi r MOHHTOPHHI KOHKYPEHTHLIX T] rMuHMTupMHF rKoudmrypau,un r/ Crarucruka RRD rJlm:Tyn |

E::::puaonuuﬁ e |{“ O6HOBMTH | | . PejlaKTupoBaTh || B XML|

Noctyn

Pagno uuTepdeics Cerenoe uMa MEFIZEG
BUPTYanbHble TONKN ROCTYNE | \p 10 ation. domain ap.hotspot.service.root
Key holder data

Global RADIUS Management VLAN ID 1

Qo5. Main

QoS. EDCA parameters

Client Qos. Global

Client QoS. Class Map

Client QoS. Policy Map

WD5

Captive Portal. Global

Captive Portal. Instance

Untagged VLAN

Cluster. Main

AirTune cepeKc

CucreMHOe BpeMAa

CHCTeMHble COOBITUR

SNMP

SNMP trap

CLI/ssh

CLIftelnet

Untagged VLAN ID 1
Management MTU 1500
MonyuyeHne ceTeBbix napaMeTpos no DHCP
IP-agpec 0 DNS-cepeepa

IP-agpec pezepeHoro DNS-cepeepa

MecTononoxeuue Default

CeTepoe UMA

AP location, domain
Management VLAN ID
Untagged VLAN
Untagged VLAN ID

Management MTU

Mony4yeHne ceTepelX napaMerpoe no DHCP

|WEP-12ad

ap.hotspot.service.root

i |

IP-agpec ocHoBHoro DNS-cepBepa | |

IP-appec pe3epBHoro DNS-cepeepa | |

MecTononoMMeHue

|Default

, u «AP location, domain»,

. [,

¢ @ service
¢ @& hotspot
@ ap

« » SSID Captive Portal «User Mobility Domain» ().




RADIUS nopT |1 812
————————————— Minimal signal ——-—————-———-
Enabled |
————————————— Captive portal ———————--
Enabled
Virtual portal name working
MpoToKon HTTFP -
vVerification CaptiveP ortal -
Fedirect L]
External
External URL http:fisoftwic.eltex loc: 8080/ eltex_portalf
Away Timme, nnin 0
Session Timeout, min 0
User mobility domam (FW 1.9.0) ap.hotspot. service.root 0 | &
-
4] ] [ 1]
v MpMHATE # OTMEHMTE

docker-.  docker-compose.yml.

, deb-.

docker-compose.yml

version: "2.4"

vol unes:
sof tw c_| ogs:
driver: local

services:
apb:
cont ai ner _nane: apb
i mage: hub. el tex-co.ru/softw c/ el tex-apb: 1. 20- <t ag>
ports:
- 8090: 8090
- 8092: 8092
vol ures:
- "Jetcl/eltex-apb:/etc/eltex-apb"
"softwl c_l ogs:/var/l og"
envi ronnent :
"JAVA_OPTS=- Dcom sun. managenent . j nxrenot e - Dcom sun. managenent . j nxr enot e. port =8092 - Dcom sun.
managenent . j nkrenote. rm . port=8092 -Dcom sun. nanagenent. j nxr enot e. ssl =f al se - Dcom sun. managenent . j nxr enot e.
aut henti cat e=f al se - Dcom sun. managenent . j nxrenote. | ocal . onl y=fal se -Djava.rmn . server. host nanme=<| P- addr ess>"

@ <tag>


https://docs.eltex-co.ru/display/doc/Stable_versions

"-Djava.rmi.server.hostname=<IP-address>" <IP-address> ip-,

PORT-,
JAVA_INIT_HEAP - ak.a. -Xms JVM ,
JAVA_MAX_HEAP - ak.a. -Xmx JVM ,
DEBUG_PORT - JMX,
JAVA_OPTS-JVM ().

., .env, )

.env

PORT=8090

JAVA | NI T_HEAP=128m

JAVA_NMAX_HEAP=2048m

DEBUG_PORT=8092

JAVA_OPTS=- Dcom sun. nenagemnent . j nxr enot e - Dcom sun. managenent . j nxr enot e. ssl =f al se - Dcom sun. managenent .

j mxrenot e. aut henti cat e=fal se - Dcom sun. managenent . j nxrenote. | ocal . onl y=fal se -D ava.rm . server. host nane=<I P-
addr ess>

"environment"

envi ronnent :
- JAVA _OPTS=${ JAVA_OPTS}
- PORT=${ PORT}
- JAVA_|I NI T_HEAP=${ JAVA_| NI T_HEAP}
- JAVA_NVAX_HEAP=$%${ JAVA_ NAX_HEAP}
- DEBUG_PORT=${ DEBUG_PORT}

.env docker-compose.yml|
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