action

description
domain

enable

enable

headers max-size
mail domain

mail max-size
mail server ip
mailserver
mailserver domain
mark-type

profile antispam
rule

security antispam profile
sender email
sender ip

smtp helo-required
smtp vrfy-enable
tls enable

tls keyfile

action

(no)

action <ACTI ON>
[no] action

<ACTION> — :

® reject— ,

15

CONFIG-ANTISPAM-PROFILE-RULE

esr(config-anti spamprofile-rule)# action reject

description

«», «»

(no)

descri ption <DESCRI PTI ON>

no description



<DESCRIPTION >—- , 255.

10

CONFIG-ANTISPAM-PROFILE
CONFIG-ANTISPAM-PROFILE-RULE

CONFIG-MAILSERVER-DOMAIN

esr(config-mail server-domai n)# description "Test Miil Donain"

domain

(no)

domai n <DOVAI N- NAVE>
no domain

<DOMAIN-NAME> - |, 31.

10

CONFIG-MAILSERVER

esr(config-mailserver)# domain test_domain

enable

«»,

(no) .

[no] enable



15

CONFIG-ANTISPAM-PROFILE-RULE

esr(config-anti spamprofile)# enable

enable

«»

(no)

[no] enable

10

CONFIG-MAILSERVER

CONFIG-MAILSERVER-DOMAIN

esr(config-mailserver-domain)# enabl e

headers max-size

(no)

headers nmax-size <SIZE>
no headers max-size

<SIZE>— , [50..200].

100.

10



CONFIG-MAILSERVER

esr(config-nmuilserver)# headers max-size 115

mail domain

«L»

’ ’ o [

(no)

mai | domai n <NAMVE>
[no] mail domain

<NAME>- , 31.

10

CONFIG-MAILSERVER-DOMAIN

esr(config-mailserver-domain)# mail donain eltex-co.ru

mail max-size

(no)

mai | max-size <S|IZE>
no mail nax-size

<SIZE>- . [5120..51200].

15360.

10

CONFIG-MAILSERVER



esr(config-nailserver)# nail max-size 10000

mail server ip
IP-, «» ., , "maildomain", IP- .

(no) IP- .

mai |l server ip <ADDR>
[no] meil server ip

<ADDR>-IP- , AAA.BBB.CCC.DDD, [0..255].

10

CONFIG-MAILSERVER-DOMAIN

esr(config-mailserver-domain)# mail server ip 192.168.1.1

mailserver

, «»,

(no)

[no] mail server

10

CONFIG

esr(config)# mail server

mailserver domain



(no)

[no] nmmilserver donmain <DOVAI N- NAVE>

<DOMAIN-NAME> - |, 31.

10

CONFIG-MAILSERVER

esr(config)# mailserver domain |ocal _domain

mark-type
«»  «C»,

(no) , «» «C».

mar k-t ype <MARK- TYPE>
no mark-type

<MARK-TYPE>—- , «C». :

® header — X-Spam ;
® subject— [SPAM]

15

CONFIG-ANTISPAM-PROFILE

esr(config-antispamprofile)# mark-type header

profile antispam

«»

(no)



profile anti spam <ANTI SPAM PROFI LE- NAVE>
no profile antispam

<ANTISPAM-PROFILE-NAME> —  «», 31.

15

CONFIG-MAILSERVER-DOMAIN

esr(config-mailserver-domain)# profile anti spam mai n_donai n_protection

rule

«»

(no)

[no] rule <ORDER>

<ORDER>— , [1..100].

15

CONFIG-ANTISPAM-PROFILE

esr(config-anti spamprofile)# rule 10
security antispam profile
«K» «»,

(no)  «».

[no] security antispam profile <NAVE>

<NAME> - «», 31.



15

CONFIG

esr(config)# security anti spamprofile TEST

sender email

(no) .

sender enmil <OBJ- GROUP- MAI L- NAME>

[no] sender emmil

<OBJ-GROUP-MAIL-NAME> -, 31.

15

CONFIG-ANTISPAM-PROFILE-RULE

esr(config-anti spamprofile-rule)# sender email mail _bl ackli st
sender ip
P-

(no) .

sender ip <OBJ- GROUP- NETWORK- NAVE>

[no] sender ip

<OBJ-GROUP-NETWORK-NAME> - IP-, 31.

15



CONFIG-ANTISPAM-PROFILE-RULE

esr(config-anti spamprofile-rule)# sender ip ip_blacklist

smtp helo-required
SMTP- HELO/EHLO SMTP-, ESR SMTP. HELO/EHLO- SMTP-

(no) HELO/EHLO-.

[no] sntp hel o-required

HELO/EHLO SMTP- .

10

CONFIG-MAILSERVER

esr(config-mailserver)# smtp hel o-required

smtp vrfy-enable
SMTP- VRFY, s

(no) SMTP- VRFY.

[no] sntp vrfy-enable

VRFY .

10

CONFIG-MAILSERVER



esr(config-mailserver)# sntp vrfy-enable

tls enable
TLS- . ESRTLS TLS- SMTP- plaintext (..

(no) TLS.

[no] tls enable

TLS.

10

CONFIG-MAILSERVER

esr(config-mailserver)# tls enable

tls keyfile
TLS SMTP-.

(no)

tls keyfile <TYPE> <NAME>
[no] tls keyfile

<TYPE>- ,:

ca— ;
server-key — ;
server-crt —
dh- -

<NAME>- , 31.

10

CONFIG-MAILSERVER



esr(config-mailserver)# tls keyfile server-crt server.crt
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