ip firewall screen dos-defense icmp-threshold

ip firewall screen dos-defense land

ip firewall screen dos-defense limit-session-destination
ip firewall screen dos-defense limit-session-source

ip firewall screen dos-defense syn-flood

ip firewall screen dos-defense udp-threshold

ip firewall screen dos-defense winnuke

ip firewall screen spy-blocking fin-no-ack

ip firewall screen spy-blocking icmp-type destination-unreachable
ip firewall screen spy-blocking icmp-type echo-request
ip firewall screen spy-blocking icmp-type reserved

ip firewall screen spy-blocking icmp-type source-quench
ip firewall screen spy-blocking icmp-type time-exceeded
ip firewall screen spy-blocking ip-sweep

ip firewall screen spy-blocking port-scan

ip firewall screen spy-blocking spoofing

ip firewall screen spy-blocking syn-fin

ip firewall screen spy-blocking tcp-all-flags

ip firewall screen spy-blocking tcp-no-flag

ip firewall screen suspicious-packets icmp-fragment

ip firewall screen suspicious-packets ip-fragment

ip firewall screen suspicious-packets large-icmp

ip firewall screen suspicious-packets syn-fragment

ip firewall screen suspicious-packets udp-fragment

ip firewall screen suspicious-packets unknown-protocols

ip firewall logging interval

logging firewall screen detailed

logging firewall screen dos-defense
logging firewall screen spy-blocking
logging firewall screen suspicious-packets
show ip firewall screens counters

ip firewall screen dos-defense icmp-threshold
ICMP flood.  icmp-

(no) ICMP flood .

ip firewall screen dos-defense icnp-threshold <NUW>

no ip firewall screen dos-defense icnp-threshold

<NUM> — icmp-  [1..10000]

15

CONFIG

esr(config)# ip firewall screen dos-defense icnp-threshold 2000



ip firewall screen dos-defense land
land-. source destination ip, SYN TCP.

(no) land-.

[no] ip firewall screen dos-defense |and

15

CONFIG

esr(config)# ip firewall screen dos-defense |and

ip firewall screen dos-defense limit-session-destination
IP- (  DoS-: SYN flood, UDP flood, ICMP flood, ..). , DoS-.

(no)

ip firewall screen dos-defense |imt-session-destination <NUW

no ip firewall screen dos-defense |init-session-destination

<NUM>— ip-  [1..10000].

15

CONFIG

esr(config)# ip firewall screen dos-defense linit-session-destination 1000

ip firewall screen dos-defense limit-session-source
IP- (  DoS-: SYN flood, UDP flood, ICMP flood, ..). , , DoS-.

(no)



ip firewall screen dos-defense |imt-session-source <NUM>

no ip firewall screen dos-defense |limt-session-source

<NUM>— ip-  [1..10000].

15

CONFIG

esr(config)# ip firewall screen dos-defense linit-session-source 1000

ip firewall screen dos-defense syn-flood
SYNflood. TCP SYN

(no) SYN flood .

ip firewall screen dos-defense syn-flood <NUM> [src-dst]

no ip firewall screen dos-defense syn-flood

<NUM>—- TCP- SYN [1..10000].

src-dst— TCP- SYN

15

CONFIG

esr(config)# ip firewall screen dos-defense syn-flood 100 src-dsr

ip firewall screen dos-defense udp-threshold
UDP flood . UDP

(no) UDP flood.

ip firewall screen dos-defense udp-threshold <NUW>

no ip firewall screen dos-defense udp-threshold



<NUM>— UDP-  [1..10000].

15

CONFIG

esr(config)# ip firewall screen dos-defense udp-threshold

ip firewall screen dos-defense winnuke
winnuke-. TCP- URG 139 .

(no) winnuke-.

[no] ip firewall screen dos-defense w nnuke

15

CONFIG

esr(config)# ip firewall screen dos-defense w nnuke

ip firewall screen spy-blocking fin-no-ack
TCP- FIN ACK.

(no) TCP- FIN ACK.

[no] ip firewall screen spy-blocking fin-no-ack



15

CONFIG

esr(config)# ip firewall screen spy-blocking fin-no-ack

ip firewall screen spy-blocking icmp-type destination-unreachable
ICMP- 3 (destination-unreachable), ,

(no) ICMP-3.

[no] ip firewall screen spy-blocking icnp-type destination-unreachabl e

15

CONFIG

esr(config)# ip firewall screen spy-blocking icnp-type destination-unreachabl e

ip firewall screen spy-blocking icmp-type echo-request
ICMP 8 (echo-request), ,

(no) ICMP-8.

[no] ip firewall screen spy-blocking icnp-type echo-request

15

CONFIG



esr(config)# ip firewall screen spy-blocking icnp-type echo-request

ip firewall screen spy-blocking icmp-type reserved
ICMP-2 7 (reserved), ,

(no) ICMP-2 7.

[no] ip firewall screen spy-blocking icnp-type reserved

15

CONFIG

esr(config)# ip firewall screen spy-blocking i cnp-type reserved

ip firewall screen spy-blocking icmp-type source-quench
ICMP- 4 (source quench), ,

(no) ICMP-4.

[no] ip firewall screen spy-blocking icnp-type source-quench

15

CONFIG

esr(config)# ip firewall screen spy-blocking icnp-type source-quench

ip firewall screen spy-blocking icmp-type time-exceeded

ICMP- 11 (time exceeded), ,



(no) ICMP-11 .

[no] ip firewall screen spy-blocking icnp-type tinme-exceeded

15

CONFIG

esr(config)# ip firewall screen spy-blocking icnp-type tine-exceeded
ip firewall screen spy-blocking ip-sweep
IP-sweep . , 10 ICMP- , 10 , 11

(no) ip-sweep .

ip firewall screen spy-blocking ip-sweep <THRESHOLD> [ <TIMe> ]

no ip firewall screen spy-blocking ip-sweep

<THRESHOLD> - ip sweep , [1..10000].

<TIME>-  [1..1000000].

, 10000.

15

CONFIG

esr(config)# ip firewall screen spy-blocking ip-sweep 1000

ip firewall screen spy-blocking port-scan
port scan . <THRESHOLD> TCP- SYN TCP- <THRESHOLD> UDP- UDP-, port scan (<TIME>).

(no) port scan .



ip firewall screen spy-blocking port-scan <THRESHOLD> [ <TIMe> ]

no ip firewall screen spy-blocking port-scan

<THRESHOLD> - portscan , [1..10000].

<TIME>—  [1..1000000].

, 10000.

15

CONFIG

esr(config)# ip firewall screen spy-blocking port-scan 100 1000

ip firewall screen spy-blocking spoofing
IP spoofing . .y 10.0.0.1/24 Gi1/0/1, Gi1/0/2, ,

(no) ip spoofing .

[no] ip firewall screen spy-blocking spoofing

15

CONFIG

esr(config)# ip firewall screen spy-blocking spoofing
ip firewall screen spy-blocking syn-fin
TCP-, SYN FIN.

(no) TCP-, SYN FIN.

[no] ip firewall screen spy-blocking syn-fin



15

CONFIG

esr(config)# ip firewall screen spy-blocking syn-fin

ip firewall screen spy-blocking tcp-all-flags
TCP-, 1 FIN, PSH, URG. XMAS.

(no) TCP-,  :FIN,PSH,URG.

[no] ip firewall screen spy-blocking tcp-all-flag

10

CONFIG

esr(config)# ip firewall screen spy-blocking tcp-all-flag
ip firewall screen spy-blocking tcp-no-flag
TCP-, flags.

(no) TCP-, flags.

[no] ip firewall screen spy-blocking tcp-no-flag



15

CONFIG

esr(config)# ip firewall screen spy-blocking tcp-no-flag

ip firewall screen suspicious-packets icmp-fragment
ICMP-.

(no) ICMP-.

[no] ip firewall screen suspicious-packets icnp-fragment

10

CONFIG

esr(config)# ip firewall screen suspicious-packets icnp-fragment
ip firewall screen suspicious-packets ip-fragment
IP-.

(no)

[no] ip firewall screen suspicious-packets ip-fragnment

15

CONFIG



esr(config)# ip firewall screen suspicious-packets ip-fragnent

ip firewall screen suspicious-packets large-icmp
ICMP- 1024 .

(no) ICMP- 1024 .

[no] ip firewall screen suspicious-packets |arge-icnp

15

CONFIG

esr(config)# ip firewall screen suspicious-packets |arge-icnp

ip firewall screen suspicious-packets syn-fragment
TCP-, SYN

(no) TCP-, SYN.

[no] ip firewall screen suspicious-packets syn-fragment

15

CONFIG

esr(config)# ip firewall screen suspicious-packets syn-fragnment

ip firewall screen suspicious-packets udp-fragment

UDP-.



(no) UDP-.

[no] ip firewall screen suspicious-packets udp-fragnment

15

CONFIG

esr(config)# ip firewall screen suspicious-packets udp-fragment

ip firewall screen suspicious-packets unknown-protocols
, ID IP 137 .

(no) , ID 1P 137 .

[no] ip firewall screen suspicious-packets unknown- protocol s

15

CONFIG

esr(config)# ip firewall screen suspicious-packets unknown-protocols

ip firewall logging interval
( SNMP, syslog CLI) . , )

(no)

ip firewall 1logging interval <NUW



no ip firewall |ogging interval

<NUM>—  [30 .. 2147483647]

30

15

CONFIG

esr(config)# ip firewall |ogging interval 60

logging firewall screen detailed
CLL
, , o, IP- IP- , MAC-,

(no)

[no] logging firewall screen detailed

15

CONFIG

esr(config)# logging firewall screen detailed
logging firewall screen dos-defense
DoS- CLI, syslog SNMP. DoS .
(no) DoS-.

[no] logging firewall screen dos-defense <ATACK TYPE>

<ATACK_TYPE> - DoS-, :

® icmp-threshold;



® Jand;
® |imit-session-destination;
® |imit-session-source;
* syn-flood;
® udp-threshold;
® winnuke.
DoS-
15
CONFIG

esr(config)# logging firewall screen dos-defense |and

logging firewall screen spy-blocking
CLlI, syslog SNMP.

(no)

[no] logging firewall screen spy-blocking { <ATACK TYPE> | icnp-type <I CVP_TYPE> }

<ATACK_TYPE>- , :

fin-no-ack;
ip-sweep;
port-scan;
spoofing;
syn-fin;
tcp-all-flag;
tcp-no-flag.

<ICMP_TYPE> - icmp, :

destination-unreachable;
echo-request;

reserved,;
source-quench;
time-exceeded.

15

CONFIG



esr(config)# logging firewal |l screen spy-blocking icnp-type echo-request

logging firewall screen suspicious-packets
CLlI, syslog SNMP.

(no)

[no] logging firewall screen suspicious-packets <PACKET_TYPE>

<PACKET_TYPE>- , :

icmp-fragment;
ip-fragment;
large-icmp;
syn-fragment;
udp-fragment;
unknown-protocols.

15

CONFIG

esr(config)# logging firewall screen suspicious-packets icnp-fragnent

show ip firewall screens counters

show ip firewal|l screens counters

10

ROOT



esr# show ip firewall screens
DDoS:

Destination limt screen:
Source limt screen:

I CMP threshold screen:
UDP t hreshol d screen:

SYN fl ood screen:

Land attack screen:

W nnuke attack screen:

Suspi ci ous packets:

Spyi

| CWP fragnmented screen:
UDP fragmented screen:
Large | CWP screen:
Fragmented SYN screen:
Unknown protocol screen:
Fragnmented | P screen:
ng:

Port scanni ng screen:

| P sweep secreen:
SYN-FI N screen:

TCP all flags screen:
FIN no ACK screen:

TCP no flags screen:
Spoofing screen:

| CVMP types:

| CMP reserved screen:
| CMP quench screen:
| CMP echo request screen:

ICVMP tinme exceeded screen:

| CMP unr eachabl e screen:

counters
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