SSH, Telnet

ip ftp client password

ip ftp client username

ip sftp client password

ip sftp client username

ip ssh authentication algorithm disable
ip ssh authentication retries

ip ssh authentication timeout

ip ssh client password

ip ssh client source-ip

ip ssh client username

ip ssh dscp

ip ssh encryption algorithm disable
ip ssh key-exchange algorithm disable
ip ssh key-exchange time

ip ssh key-exchange volume

ip ssh port

ip ssh server

ip telnet dscp

ip telnet port

ip telnet server

show crypto key mypubkey
update ssh-host-key

ip ftp client password
FTP.

(no) .

ip ftp client password { <CLEAR-TEXT> | encrypted <ENCRYPTED TEXT> }

[no] ftp client password

<CLEAR-TEXT>—, [1..16], [0-9a-fA-F];

<ENCRYPTED-TEXT>-, [2..32].

15

CONFIG

esr(config)# ip ftp client password test

ip ftp client username
FTP.

(no)

ip ftp client usernane <NAVE>

no ftp client username

<NAME>- , 31.



15

CONFIG

esr(config)# ip ftp client username test

ip sftp client password
SFTP.

(no) SFTP.

ip sftp client password { <TEXT> | encrypted < ENCRYPTED TEXT > }

no ip sftp client password

<TEXT> - [1..16] ASCII-;

<ENCRYPTED-TEXT> — , [8..16], [16..32]

15

CONFIG

esr(config)# ip sftp client password 123456789

ip sftp client username
SFTP.

(no) SFTP.

ip sftp client username <USERNAME>

no ip sftp client usernane

<USERNAME> - , 31.



15

CONFIG

esr(config)# ip sftp client usernane esruser

ip ssh authentication algorithm disable
SSH-.

(no) SSH-.

[no] ip ssh authentication al gorithm <ALGORI THW> di sabl e

<ALGORITHM> - | [md5, md5-96, shal, shal-96, sha2-256, sha2-512, ripemd160].

15

CONFIG

esr(config)# no ip ssh authentication algorithmnd5 disable

ip ssh authentication retries
SSH-.

(no)  SSH- .

ip ssh authentication retries <NUwW

no ip ssh authentication retries

<NUM>—  SSH-[1..10].

10

CONFIG



esr(config)# ip ssh authentication retries 5

ip ssh authentication timeout
, ssh- , SSH-.

(no) SSH- .

ip ssh authentication tinmeout <SEC

no ip ssh authentication tineout

<SEC>- , [30..360].

10

120

CONFIG

esr(config)# ip ssh authentication tinmeout 60

ip ssh client password
SCP.

(no) .

ip ssh client password { <CLEAR-TEXT> | encrypted <ENCRYPTED TEXT> }

no ssh client password

<CLEAR-TEXT>—, [1..16], [0-9a-fA-F;

<ENCRYPTED-TEXT >- , [2.32].

15

CONFIG

esr(config)# ip ssh client password test132



ip ssh client source-ip
IP-, SSH-

(no)

ip ssh client source-ip <ADDR>

no ssh client source-ip

<ADDR> - IP-, AAA.BBB.CCC.DDD, [0..255]. IP- -/.

10

CONFIG

esr(config)# ip ssh client source-ipt 192.168.22.78

ip ssh client username
SCP.

(no)

ip ssh client usernane <NAVE>

no ssh client usernane

<NAME>- , 31.

15

CONFIG

esr(config)# ip ssh client username tester

ip ssh dscp
DSCP IP- SSH-.

(no) DSCP .

ip ssh dscp <DSCP>

no ip ssh dscp



<DSCP>— DSCP, [0..63].

32

10

CONFIG

esr(config)# ip ssh dscp 40

ip ssh encryption algorithm disable
SSH-.

(no) SSH-.

[no] ip ssh encryption algorithm <ALGORI THW> di sabl e

<ALGORITHM> — | [aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, arcfour, arcfourl28, arcfour256, blowfish, cast128, 3des].

15

CONFIG

esr(config)# ip ssh encryption algorithm aesl28 disable
ip ssh key-exchange algorithm disable
SSH- .
(no) SSH-.

[no] ip ssh key-exchange al gorithm <ALGORI THW> di sabl e

<ALGORITHM> - | [dh-groupl-shal, dh-groupl4-shal, dh-group-exchange-shal, dh-group-exchange-sha256, ecdh-sha2-nistp256, ecdh-sha2-
nistp384, ecdh-sha2-nistp521].

15



CONFIG

esr(config)# ip ssh key-exchange al gorithm dh-group-exchange-shal di sable

ip ssh key-exchange time
SSH-.

(no) SSH- .

ip ssh key-exchange tinme <SEC

no i p ssh key-exchange tinme

<SEC>- , [1.72].

15

CONFIG

esr(config)# ip ssh key-exchange tinme 24

ip ssh key-exchange volume
, SSH-.

(no) , SSH- .

ip ssh key-exchange vol une <DATA>

no ip ssh key-exchange vol une

<DATA>— , [1..4096].

15

1000

CONFIG



esr(config)# ip ssh key-exchange vol ume 512
ip ssh port
SSH- .

(no)

ip ssh port <PORT>

no ip ssh port

<PORT>— , [1..65535].

22

15

CONFIG

esr(config)# ip ssh port 3001

ip ssh server
SSH- .

(no) SSH-.

[no] ip ssh server [ vrf <VRF>]

<VRF>- VRF, 31, SSH-.

SSH-.

10

CONFIG

esr(config)# no ip ssh server



ip telnet dscp
DSCP IP- Telnet-.

(no) DSCP .

ip tel net dscp <DSCP>

no ip telnet dscp

<DSCP>- DSCP, [0..63].

32

15

CONFIG

esr(config)# ip telnet dscp 40

ip telnet port
Telnet- .

(no)

ip telnet port <PORT>

no ip telnet port

<PORT>— , [1..65535].

23

15

CONFIG

esr(config)# ip telnet port 2001

ip telnet server
Telnet- .

(no) Telnet-.



[no] ip telnet server [vrf <VRF>]

<VRF>- VRF, 31, Telnet-.

Telnet- .

15

CONFIG

esr(config)# no ip tel net server

show crypto key mypubkey

, SSH.

show crypto key nypubkey <OPTI ONS>

<OPTIONS> —

dsa — DSA;

ecdsa— ECDSA;
ed25519 — ED25519;
rsa— RSA;

rsal — RSA1L.

15

ROOT

esr# show crypto key nypubkey rsa

Key data

ssh-rsa

AAAAB3NzaCly c2EAAAADAQABAAABAQDZ 750sWCQr nNuf g1lyhuks TFYCYdES g
JZ9t Wv cssAZhCIWewpr XBuZMABz Fnf Bgl57pgapxn2gqJ XJ8ESMV7X7gPf y
xQQah6l 376z3SFcpKvwudNgwHi SSHCYPRQW«2Xdaz/ nJt Yr SNpYgLPba68NC
i XcqEp7EPR5G0j DVxpuDukOhPFci hznt 5Yx8Zpt JRzRt suDQYl ow0Qa24kd
A 0/ 1gKf bAhB6XI 601 +dK5VEj 7gi BESar cRn69/ e/ YVbdGBdTE93QWFPKI

bn63i nf bx RMY cwsFdI Hi 8Bl v9ZqDaqF/ | BTkl Ka31hV9Gnsawl AXi / | dyY
bYPboHRdcTI H r oot @sr-1000

update ssh-host-key

SSH.



updat e ssh-host-key { dsa |

dsa — DSA;

ecdsa — ECDSA;

® <ECDSA>- , 256,384 521;
e , 521.

ed25519 — ED25519;
® <ED25519> - , [256..2048];
*  2048.

rsa— RSA ;
® <RSA>- , [1024..2048];
* | 2048.

15

CONFIG

esr(config)# update ssh-host-key ecdsa

escda <ESCDA> |

ed25519 <ED25519>

rsa <RSA> }
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