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+7 383 274-47-56
BxopsLuwii BbI3oB

OTKJIOHUTb OTBETUTb

BBeguTe nocnegHue 4 uudpbi
Bbi3blBaloLLEro HoMepa
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OxupaiTe 3BOHOK Ha yKasaHHbIA Bamu HoMep
7996880 VicnonbayiiTe nocnegHue 4 undpel
BbI3bIBalOLLEro HOMepa B Ka4yecTse naposis.
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QWHEKE BBINDAHEHNA IFanpoca,
MNpoEepsTE NOOKAKYEHWE K CBTH

* Eltex-NGW SMG-

, SMG .
, 3799 SMG , El t ex- NGW

root @agr ant - ubunt ulé- xeni al - 64- SW.C. ~# nmap -sU -p 3799 192. 168. 114. 163

Starting Nmap 7.01 ( https://nmap.org ) at 2019-03-14 09: 32 +07
Nmap scan report for 192.168.114. 163

Host is up (0.00056s |atency).
PORT STATE SERVI CE

3799/ udp open|filtered radi us-dynauth

. smg.secret Eltex-NGW

, eltex-ngw SMG- " RADIUS-Authorization". , CoA request eltex-ngw,

BeeguTe nocnegHue 4 undipel
EbI3bLIBAIOLLEro HOMepa

HC GJAN00s CORCINWTE BRIGOE, | ok myACTa,
NANPCEYETE CHOBE.

*  eltex-ngw .
L eltex-ngw ¢ SMG , 1814.
® listen.secret SMG RADIUS-Accounting, , ngw

2019-03-14 10: 03: 06. 006 ERROR
2019-03-14 10: 03: 06. 006 DEBUG
2019-03-14 10: 03: 06. 006 ERROR
2019-03-14 10: 03: 07. 007 DEBUG
2019-03-14 10: 03: 07. 007 ERROR

SngCat e$Recei ver:
SngGat e$Recei ver:
SngGat e$Recei ver:
SngCat e$Recei ver:
SnyCGat e$Recei ver:

161
179
161
179
161

Incorrect authenticator for incoming radi us packet
Packet received
Incorrect authenticator for incomi ng radi us packet
Packet received
I ncorrect authenticator for incomng radius packet



MNonb3oeatens Wi-Fi AP Wi-Fi Captive Portal NGW SMG
% @ &= y @
CONNECT N
http:llany.site o
*| HTTP redirect

_ HTTP: auth-page
HTTP: Send auth data- User phone number

"'| Websocket: call user: Called Number
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SMG RADIUS Change-of-Authorization (CoA) UDP 3799. SMG Eltex NGW.

SMG RADIUS Accounting UDP 1813. Eltex NGW SMG.

RADIUS Change-of-Authorization (CoA) ( RFC 5176). . WEB-, . . ,  WEB-.

Called-Station-ld . CoA-Request:

RADI US Pr ot ocol

Code: CoA- Request (43)

Packet identifier: Oxa0 (160)

Length: 33

Aut henti cator: ac02dd52e3435a2f a46ed7cd2f 7f 177d
Attribute Value Pairs

AVP: | =13 t=Cal | ed-Station-1d(30): 70123456789
Type: 30

Length: 13

Cal |l ed-Station-1d: 70123456789

., ,SMG CoA-ACK Calling-Station-Id. SMG . (, ), SMG RADIUS Accounting.

WEB- SMG RADIUS CoA-Request,

CoA-ACK:



RADI US Pr ot ocol
Code: CoA- ACK (44)
Packet identifier: Oxa0 (160)
Length: 33
Aut henti cator: 60363e5d4f 742df 10316cc05b81a42f 6
Attribute Value Pairs
AVP: |1 =13 t=Cal ling-Station-1d(31): 73830019698
Type: 31
Length: 13
Calling-Station-1d: 73830019698

, ,SMG CoA-NAK - ., CoA-Request RADIUS, RADIUS
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®* RADIUS - RADIUS, Accounting. , , RADIUS CoA;
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= RADIUS

----- 0
----- (] Cnucok npodmneit
----- j TabnWukl COOTEETCTEWMA OTEETOR
----- (] AeTopnzauma oBpaTHbIM BLIZ0E]
== Tpaccupoekm
..... (] PCAP TpaccupoBkm
..... j PBEX TpaccupoekM
----- ] SYSLOG

, RADIUS CoA ;
,  RADIUS Accounting;

rPonpE

, SMG



Cepeeph! L Konthurypauma naMeHnnace, TpedyeTca coxpaHeHne Bo FLASH. J

Cepeepel RADIUS-Authorization Cepeepbl RADIUS-Accounting
IP-agpec Mopt Napons Ipynna IP-agpec Mopt Mapone Fpynna

1[192.168.114.130 |[1812 || radiuspass ] 1[192.168.114.130 |[1813 | radiuspass ]
2[0.0.0.0 [0 i |[ov] 2[0.0.0.0 |[o | |[ov]
3[0.0.0.0 IE i |[o~] 3[0.0.0.0 [0 | |[ov]
4[0.0.0.0 [0 i |[ov] 4[0.0.0.0 |0 | J[ov]
5[0.0.0.0 [0 i |[ov] 5[0.0.0.0 |[o | |[ov]
6[0.0.0.0 IE i |[o~] 6[0.0.0.0 [0 | |[ov]
7[0.0.0.0 [0 i |[ov] 7[0.0.00 |0 | J[ov]
2[0.0.0.0 [0 i |[ov] 8[0.0.0.0 |[o | |[ov]

TaAmayT oTeeTa cepeepa (x100 mc) L7
YWCIo NONLITOK OTNPaBKY 3anpoca L7 E]
BpemA HeMCnons20BaHUA cepeepa npu choe (cek) L)

CeTesol WHTephedc 4nA rpynnsl 0 [ bondl.1 (bond1.1 192.168.]v] e

CeTeBol WHTephedc 4nA rpynnsl 1 [ bondl1.1 (bondl.1 192.168.]v]

CeTeBol WHTEphEeAC 4NA rpynnsl 2 [ bondl1.1 (bondl.1 192.168.]v]

CeTeBol WHTEpheAC 4NA rpynnsl 3 [ bondl1.1 (bondl.1 192.168.]\/]

ABTOpU3aLNA nonbioearenen WEB/elnet'ssh O
uepes cepeepesl RADIUS-authorization

Pazpelwars 4oCTyn B coyuae oTkaza RADIUS-cepeepa [

@pMMEHHTb “ Chpoc

"RADIUS -> "

== CeTeesle YTHWUTELI

=5 RADIUS

----- L] Cepeepei

..... D Crnucok npodmnei

----- [] TafnWue! cooTeETCTEMA OTBETOB
----- L] AeTopuzauma oBpaTHLIM BLIZ0BD
[=-(5 TpaccHpoBkn

----- L] PCAP TpaccupoBkm

----- L] PBX Tpaccupoexu

----- L] 5YSLOG

1. " RADIUS-Accounting";
2., RADIUS Accounting;



Cnucok npodynei

Vs || RADIUS_Profile00 |
Wcnonk2oeate 0
RADIUS-Autharization
Vcnonb3oeatk
RADIUS-Accounting
OTnpaenATs 0TueTsl no SNMP | []

Ipynna

Mogudmkatopsl INCdPN ’ HEe UCMonNbL30BaTh v]
Howmep InCdPN | | original v
Moguukaropsl INCgPN ’ He MCNone30BaTe v]
Homep InCgPN loriginal v]
MogudmkaTope! QUiCdPN [ He NCMoNb30BaTh v]
MogudmkaTope! QutCgPN ’ He NCMoNb30BaTh v]

OTNpaenATE 3anpocs!
no BXOOALER CBAZKM

O npW BXOAALLEM 2AHATAK (TONLKD CQPN)
O npw KoHue HaBopa (CgPN w CdPN)
O NpH NOKANEHOA Nepeagpecauun

OTNpaenATE 3anpocs!
no UCXOZALLER CBAZK

) npw ucxogsugem sasTm

OTNpaenATL 3anpockl Ha

OCHOBE MOZMQNKATOPOR [ IR FERETY v]
Orpaninienne :ﬁ%ﬁ;:;: [ HET OrpaHu4eHKni v]
Mane User-name (originate) [ CgPN v]
Mone User-name (answer) [ CdPN v]
Redirecting Number [ 3amenuTh Calling-Station-1d v]
Mone User-password [ ]
- WNHavenayansHele naponn 0O
nnAa SIP-afoHexToR
DIGEST asTopusauus | | RFC4590 v
Bpema ceccun [ He y4MThIBaTL v]
PazpewnTs qoctyn K
cneucmy#bam 0o
Npu NOMYUEHUM OTKAZA
B COEQMHEHWN OT Cepeepa
NAS-Part-Type || Async v/
Service-Type | | Not used v/
Framed-protocol | | Not used v|
Class | [ Not used v
e NpuMmeHnTL l l Chpoc l l OTMEHNTL

OTnNpaenATL 3anpochl

accounting-start
accounting-stop

O accounting-stop 4nA HeycnewHsIx
BLIZOBOE

L] accountin g-update ¢ neprogom

accounting gnA call-origin=originate
O accounting gnA call-origin=answer

OTNPaeNATE 2aNPOCk! HA OCHOEE

Tafnuua coOTEETCTENR OTBETOR
RADIUS W ronocoeslx cooBuieHni

MOZMMKATOPOB ’ Mo ymon4aHu W

Agantauma CISCO | []

MNepegaeate BpemA B UTC dopmate | [
OKpYTINEHNE [UTENEHOCTH ’ B BonbLUYH CTOPOHY v ]
Omauuteuue:;:cm%z;:;: ’ HET OrpaHn4eHu i v]
Mone User-name (originate) [ CgPN v]
Mone User-name (answer) ’ CdPN v]
Redirecting Mumber ’ 3ameHmnTe Calling-Station-1d v]
Mone CaPN || CdPN-in v]
Mone CgPN | | CgPN-in v

’ He UCNoNbL30BaTh

ATpuByT 0TEETOR RADIUS

’ Reply-Message

CISCO-V5A

Mcnonezoeate Eltex-VSA gna O
YNPABNEHWA BLIZOBOM
Mcnons2oeaTs NONHOE 3HAYEHWE O




"RADIUS -> "

B3 CeTeewe YTHWTEI

=5 RADIUS

----- [] Cepeepei

..... [] Cnucok npodmnei

----- (] TaBnuusl cooTeeTCTEBMA OTBETOB

ABTOPW3ALMA 0BPATHLIM BbIZ0BC
E-C3 Tpaccupoeki

----- [ ] PCAP Tpaccupoeki
----- [ ] PBX Tpaccuposkm

PBX;
RADIUS;

i();'

PBX-npodune [ [0] PBXprofile#0 v]
RADIUS npodwns | | [0] RADIUS_Profile00 v
MNEH HYME DAL [ [0] NumberPlan#0 v]

KaTeropwa gocTyna [ [0] AccessCat#0 v]
Kateropwa ACH [ 1 v]
MeTog eeibopa | | cayHaiHLin v

MyNbl HOMEPOE: P

0 [?33300:]10:]:] ] lsuu ] %

1 [?333:]:]:]2:]:]:] ] [ﬁuu ] %

o MpuMeHnTL | | OTMEHUTE |
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