
        
1.         SSH.       ()   TELNET -  .

2.                 .     - SSH-       TCP- (  22)
    SSH-        :

esr(config)# ip ssh server

  SSH-   ,        :

esr(config)# ip ssh port 65022

3.            ip-,     .
 ,     ip-           WAN

esr(config)# security zone WAN
esr(config-zone)# exit
esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)#   security-zone WAN
esr(config-if-gi)#   ip address 192.0.2.1/30
esr(config-if-gi)# exit
esr(config)# ip route 0.0.0.0/0 192.0.2.2

          198.51.100.15  203.0.113.74   SSH   65022    :

esr(config)# object-group service SSH
esr(config-object-group-service)#   port-range 65022
esr(config-object-group-service)# exit
esr(config)#
esr(config)# object-group network REMOTE_SSH_CLIENTS
esr(config-object-group-network)#   ip address-range 198.51.100.15
esr(config-object-group-network)#   ip address-range 203.0.113.74
esr(config-object-group-network)# exit
esr(config)# security zone-pair WAN self
esr(config-zone-pair)#   rule 10
esr(config-zone-pair-rule)#     action permit
esr(config-zone-pair-rule)#     match protocol tcp
esr(config-zone-pair-rule)#     match source-address REMOTE_SSH_CLIENTS
esr(config-zone-pair-rule)#     match destination-port SSH
esr(config-zone-pair-rule)#     enable
esr(config-zone-pair-rule)#   exit
esr(config-zone-pair)# exit

     ESR        commit  confirm   .

esr# commit
esr# confirm

  , 65022 -  TCP-      SSH.

     22 TCP-,      SSH.
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