ESR-Series. Quick guide
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1.

2.

ESR ().

SNAT ., ,

«Trusted»  «Untrusted»

«Untru

sted»  (WAN). DHCP- IP- .

ESR-10/12V: GigabitEthernet 1/0/1;

ESR-12VF/ESR-14VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;

ESR-20: GigabitEthernet 1/0/1;

ESR-21: GigabitEthernet 1/0/1;

ESR-100/200: GigabitEthernet 1/0/1;

ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;

ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;

L2-  Bridge 2.

«Trusted» (LAN). Telnet SSH , ICMP- , DHCP- IP- . «Untrusted» .

ESR-10: GigabitEthernet 1/0/2-6;

ESR-12V(F)/ESR-14VF: GigabitEthernet 1/0/2-8;

ESR-20: GigabitEthernet 1/0/2-4;

ESR-21: GigabitEthernet 1/0/2-12;

ESR-100: GigabitEthernet 1/0/2-4;

ESR-200: GigabitEthernet 1/0/2-8;

ESR-1000: GigabitEthernet 1/0/2-24;

ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8.

L2- Bridge 1.

Bridge 2 DHCP- IP- . Bridge 1 |P-192.168.1.1/24. IP- . DHCP- 192.168.1.2-192.168.1.254 255.255.255.0. Internet

Trusted

Trusted

Trusted

Untrusted  TCP, UDP, ICMP

Trusted TCP, UDP, ICMP

self

Untrusted = self

TCP/22 (SSH), ICMP, UDP/67 (DHCP Server), UDP/123
(NTP)

UDP/68 (DHCP Client)

Source NAT.

0]

‘admin’.




(D IP- Bridge 1 —192.168.1.1/24.

(CLI)

Ethernet

1. (-) , «Trusted», ,

2. DHCP- IP- 192.168.1.0/24.

IP- -, , ,192.168.1.1, 192.168.1.0/24.

RS-232
1. RJ-45/DBF9, , «Console» RS-232.
2. (, HyperTerminal Minicom) . VT100.

RS-232:

1115200/
18

01

«adminx».

(Hostname).

«admin»

«admin».

1 techsupport ;
remote — RADIUS, TACACS+, LDAP;

admin, techsupport, remote .

«admin» «password».

«admin»



esr# configure

esr(config)# usernane admn
esr(config-user)# password <new passwor d>
esr(config-user)# exit

esr(config)# usernanme <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

1 1-9 , . 10-14 , . 15

«fedor» ¢ «12345678» 15 «ivan» «password»

esr# configure

esr(config)# usernane fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# usernane ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

1 1-9 , . 10-14 o di

«fedor» ¢ «12345678» 15 «ivan» «password»

esr# configure

esr(config)# usernane fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# usernanme ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

esr# configure
esr(config)# host nanme <new nane>

, <new-name>.

, —IP-,

IP- - Gigabit Ethernet 1/0/2.150  VLAN 150.



® |P--192.168.16.144;
® —255.255.255.0;
® |IP- -192.168.16.1.

esr# configure

esr(config)# interface gi gabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168. 16. 144/ 24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

esr# show ip interfaces
| P address

192. 168. 16. 144/ 24

IP-  DHCP, DHCP.
IP- DHCP- Gigabit Ethernet 1/0/10:
esr# configure

esr(config-if)# ip address dhcp
esr(config-if)# exit

esr# show ip interfaces
| P address

192.168. 11.5/ 25

Interface Type

gi gabi tethernet 1/0/2. 150 static
esr(config)# interface gigabitethernet 1/0/10

I nterface Type

gi gabi tethernet 1/0/10 DHCP

Telnet SSH «trusted». . firewall.

® source-zone—, |
® self —,

esr# configure

esr(config)# security zone-pair <source-zone> self

esr(config-zone-pair)# rul e <nunber>

esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-pair)#

action permt

mat ch protocol tcp

mat ch sour ce- address <network obj ect-group>

mat ch destinati on-address <network object-group>
mat ch destination-port <service object-group>
enabl e

exit

exit

«untrusted» IP-132.16.0.5-132.16.0.10  IP- 40.13.1.22 SSH:



esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0. 10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permt
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destinati on-address gateway
esr(config-zone-rul e)# natch destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

esr# conmm t
esr# confirm

, commit L, confirm.

confirm , commit.

http://eltex-co.ru  «trusted». — , .,

shutdown. CLI.
° (NTP). NTP NTP . NTP CLI.
®* NTP broadcast client,
° ip firewall disable, . . Firewall . Firewall CLI.
« Syslog»
SYSLOG CLI.
. syslog syslog-.
® sgsyslog- .
® syslog- .
d syslog.
® timestamp msec syslog ESR-1500 ESR-1511.


http://eltex-co.ru
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053827
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053783
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053825
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053764
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053859
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053790
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053869

. tmpsys:syslog

. flash:syslog , ESR.
info  syslog syslog-. 512. 3-. syslog
syslog- :

esr(config)# syslog file tnpsys:syslog/default info

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

esr(config)# syslog host mylog 192.168.1.2 info udp 514

syslog:

esr(config)# syslog sequence-nunbers

AAA CLL

admin.

e o o o
o -

. , 1 12
16, —64.
. 3,5,4 2. 4.

admin

esr(config)# security passwords defaul t-expired

30 12:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12


https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053764
https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053826

esr(config)# security passwords min-length 16
esr(config)# security passwords nax-length 64

esr(config)# security passwords upper-case 3
esr(config)# security passwords |ower-case 5
esr(config)# security passwords special -case 2
esr(config)# security passwords nuneric-count
esr(config)# security passwords synbol -types 4

AAA

AAA CLL

L]

L]

L]

. , . RADIUS/TACACS/LDAP

. admin 1.

° .

. AAA,

® admin .

® nousername admin admin, ., admin
® no password admin admin, . admin
® | admin 15 ENABLE-.

AAA:

° SSH RADIUS.

4 RADIUS, RADIUS- .

® ENABLE- RADIUS, RADIUS- ENABLE-.
® admin

L]

L]

L]

local-operator 8:

esr(config)# usernane |ocal - operat or
esr(config-user)# password Pa$$wordl
esr(config-user)# privilege 8
esr(config-user)# exit

ENABLE-:

esr(config)# enabl e password $6e5c4r3e2t!

admin:

4

‘password'.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053764
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esr(config)# usernane admn
esr(config-user)# privilege 1
esr(config-user)# exit

RADIUS-, 192.168.1.11 192.168.2.12:

esr(config)# radius-server host 192.168.1.11
esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-radius-server)# priority 100 esr(config-radius-server)# exit
esr(config)# radius-server host 192.168.2.12
esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-radius-server)# priority 150

esr(config-radi us-server)# exit

esr(config)# aaa authentication | ogin CONSOLE radius |oca
esr(config)# aaa authentication |ogin SSH radius
esr(config)# aaa authentication enable default radi us enable
esr(config)# aaa authentication node break

esr(config)# |line console

esr(config-line-console)# | ogin authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# |ogin authenticati on SSH
esr(config-line-ssh)# exit

esr(config)# | ogging userinfo
esr(config)# | ogging aaa
esr(config)# syslog cli-comands

SSH, Telnet CLI.

. Telnet.
i .
. sha2-256, sha2-512
. aes256, aes256¢tr
. dh-group-exchange-sha256
* IP-.

Telnet.

Telnet:

esr(config)# no ip telnet server


https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053870

esr(config)# ip ssh server
esr(config)# ip ssh authentication algorithm nmd5 disable
esr(config)# ip ssh authentication al gorithm nd5-96 disable
esr(config)# ip ssh authentication algorithmripendl60 disable
esr(config)# ip ssh authentication algorithmshal disable
esr(config)# ip ssh authentication al gorithm shal-96 disable
esr(config)# ip ssh encryption algorithmaesl128 disable
esr(config)# ip ssh encryption algorithmaesl28ctr disable
esr(config)# ip ssh encryption algorithmaes192 disable
esr(config)# ip ssh encryption algorithmaesl92ctr disable
esr(config)# ip ssh encryption algorithm arcfour disable
esr(config)# ip ssh encryption algorithm arcfour128 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithmcast128 disable
esr(config)# ip ssh key-exchange al gorithm dh-group-exchange-shal di sabl e
esr(config)# ip ssh key-exchange al gorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange al gorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange al gorithm ecdh-sha2-ni st p256 di sabl e
esr(config)# ip ssh key-exchange al gorithm ecdh-sha2-ni st p384 di sabl e
esr(config)# ip ssh key-exchange al gorithm ecdh-sha2-ni st p521 di sabl e
CLI.

. IP spoofing.

. TCP- .

. TCP- SYN

d ICMP-.

. ICMP- .

. IP-.

L]
ip spoofing
esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing
TCP-
esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

ICMP-


https://docs.eltex-co.ru/pages/viewpage.action?pageId=277053764
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esr(config)#
esr(config)#

ICMP-

esr(config)#
esr(config)#

IP-

esr(config)#
esr(config)#

ip firewall screen suspicious-packets icnp-fragnment
I ogging firewall screen suspicious-packets icnp-fragnment

ip firewall screen suspicious-packets large-icnp
logging firewall screen suspicious-packets |arge-icnp

ip firewall screen suspicious-packets unknown-protocol s
I ogging firewall screen suspicious-packets unknown-protocols
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