BRAS. L2 WiFi -

e 1.

* 2.
® 2.1 BRAS
® 22

® 3. ESR BRAS

® 4. SoftWLC cESR
* 4.1.
* 42
® 43.,

® 5. firewall ESR

® 6.
® 6.1. ESR
® 6.2

BRAS  ESR-10/20/100/200/1000/1200/1500/1700. Wi-Fi,
® il ’
. .., (SMs )
¢, ,BRAS ,
. BRAS
BRAS , , SoftWLC, , BRAS. SoftWLC BRAS
, BRAS- -, . MAC ., BRAS , MAC-. BRAS L2-,

/BRAS vrf. L3 WiFi -

, ESR 1.11.3, SoftWLC 1.18.

2.

, BRAS SoftWLC , L2 (vlan) SSID.

2.1 BRAS

.21, , SSID vlan, ESR. , SoftwLC.

BRAS

2:PCRF .

BRAS VPN L3-.,

L2,

BRAS vlan L2- .

ESR BRAS L3

: BRAS


https://docs.eltex-co.ru/pages/viewpage.action?pageId=104104202
https://docs.eltex-co.ru/pages/viewpage.action?pageId=104104202

«®
AP 1

== —

SoftWLG MES PoE
«@»
AP 2

== 8_

ESR BRAS

ré_.
A

.21

, .22, ESR. gil/o/1( ). SoftWLC .vlan SSID1 SSID2 . NAT ESR.

bridge
noaceTb KNMEHTOB

T

ESR BRAS

1 SSID 2
1 VLANY

SoftWLC



.2.2.

- vian, vian ( ,

2.2

1) 1- 1SsSID.

KOMMyTaTop ceTu

SSID vlan). , SSID, vlan. ESR BRAS SoftWLC L3.

Joctyna
1
access vlan X
L2 ceTb gocTyna
onepartopa
SSID. access , L2 ESR BRAS vlan. , SSID .

2) 1 2SSID ().

KOMMyTaTop CETH
JnocTyna

access vlan X

L2 ceTe pocTyna
onepartopa

2SSID . untagged access , L2 ESR BRAS vlan. , SSID, . SSID .

3.1) 2-() 1SSID.

KOMMYTaTOp CeTu
JnocTyna

access vlan X

L2 ceTb mocTyna
onepartopa

access vlan X

1SSID. untagged, access (c vlanid) 1, L2 ESRBRAS vlan. ,,

_.,))//



3.2) 2-() 1SSID.

KOMMyTaTop ceTu SSID 1 D
goctyna
|
access vlan X —.)))
L2 ceTb mocTyna AP1  SSID1 D
onepartopa W/
accessvlanY —.)))
AP 2
1SSID. access (¢ vlanID), L2 ESR BRAS vlan. , ,
4.1) 2-() 2()SSID.
SSID 1 —
KOMMYTAaTOp CETK SsID 2

noctyna

viantrunk X, Y

.
X

w1 o1 []
_.,))%

viantrunk X, Y
AP 2 X D

2()SSID . sSID vlan(vlan ), trunk , L2 ESRBRAS.,, SSID, . SSID .

L2 ceTe pocTyna
onepartopa

4.2) 2-() 2()SSID.



KOMMYTaTop CeTH

aocTtyna

L2 ceTb mocTyna
onepatopa

SSID 1

viantrunk B, C

AP1 ssID1 E

viantrunk X, Y

2()SsID . sSID vlan (vlan ), trunk , L2 ESR BRAS vlan. , , SSID, ,
ESR SoftWLC BRAS., SoftWwLC . SoftWLC : Wi-Fi (SoftwLC)
ESR
vlan /

, SoftWLC @ 2300 100.123.0.176/24
3500 172.31.240.3/29
192.168.132.0/22

SSID 1 2336

SSID 2 2337

SotfWLC 100.123.0.2. ESR 172.31.240.1.

.3.1 ESRc.ESR ‘'router-on-stick", uplink gi1/0/1.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=50985828

SSID 1
! VLAN 2336

default gatewa)'/ 172.31.2401

I «@®»

o ’ s ’
bridge 10 Y ceTb onepaTtopa
192.168.132.1/22 e Y
ESR BRAS
-.‘;-I"
\ SSID 2
'| VLAN 2337
SoftWLC
100.123.0.2
. 3.1,
ESR
1) -, ESR;
2) L3 ESR, , ;
3), :, , ESR SoftWLC - BRAS;
4 BRAS
ESR factory ,

esr1000# copy system default-config system candi date-config
Entire candidate configuration will be reset to default, all settings will be |lost upon conmt.

Do you really want to continue? (y/N: y
[ %k k ko sk sk sk sk k ko k k ok ok Rk ks ko ko k kR kR kR kR ek ek | 100% (50B) Default configuration | oaded successful ly.



security zone trusted

exit

security zone untrusted
exit

security zone users
exit

bridge 10

description "users"
security-zone users
ip firewall disable
ip address 192.168. 132. 1/ 22
i p hel per-address 100.123.0.2
protected-ports |oca
enabl e
exit

interface gigabitethernet 1/0/1.3500
descri ption "UpLi nk"
security-zone untrusted
ip address 172.31.240. 3/29

exit

interface gigabitethernet 1/0/1.2300
description "nmgm"
security-zone trusted
ip firewall disable
ip address 100.123.0.176/ 24

exit

interface gigabitethernet 1/0/1.2336
bri dge-group 10

exit

interface gigabitethernet 1/0/1.2337
bri dge-group 10

exit

i p dhcp-rel ay
ip route 0.0.0.0/0 172.31.240.1

ip telnet server
ip ssh server

(commit/confirm), ssh/telnet.

NAT:

obj ect -group network users
ip prefix 192.168.132.0/22
exit

nat source
pool nat _addr
i p address-range 172.31.240.3
exit
rul eset nat_source
to zone untrusted
rule 1
mat ch sour ce-address users
action source-nat pool nat_addr
enabl e
exit
exit
exit

- , SoftWLC. DHCP , . ( isc-dhcp-server).

SNMP NTP - ESR EMS:



snnp- server

snnp-server system shut down
snnp-server comunity "privatel" rw
snnp-server community "publicll" ro

snnp-server host 100.123.0.2
sour ce- address 100.123.0. 176
exit

clock tinezone gnt +7

ntp enabl e
ntp server 100.123.0.2

exit

BRAS
1) BRAS;
2) radius;

3) access-list, BRAS;

4) BRAS

1.1)

esr1000# sh |icence
Active licence not found!

1.2) ESR,

esr1000# copy tftp://100.123.0.2:/NP07000030.1ic systemlicence

| FAREEFF IR KR K kKKK F Ak kkkk kK KKKk xxxxkkkk* ]| 100% (678B) Licence | oaded successfully. Please reboot systemto
appl y changes.

esr1000# sh |icence

Li cence information

Nane: el tex

Version: 1.0

Type: ESR- 1000

SIN: NP07000030

MAC: A8: F9: 4B: AB: 79: A0
Feat ures:

BRAS - Broadband Renote Access Server

1.3) ESR:

esr1000# rel oad system
Do you really want to reload system? (y/N: y

BRAS.

2)



(D SoftWLC Eltex-PCRF - ESR aaa radius-profile! VRRP !

radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 11
priority 20
sour ce-address 100.123.0.176
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
radi us-server host 100.123.0.3
key ascii-text testingl23
timeout 11
priority 20
sour ce- address 100.123.0.176
aut h-port 31812
acct-port 31813
retransnit 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
radi us-server host 100.123.0.3
exit

obj ect -group network SoftW.C
i p address-range 100.123.0. 2
exit

radi us-server timeout 10
radi us-server retransmt 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tineout 11
priority 20
sour ce-address 100.123.0. 176
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radi us-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

, 100.123.0.2 31812 31813, testing123. ESR PCRF(, SoftWLC ). , PCRFESR 3799 100.123.0.2, testingl123. PCRF
ESR.

3) access-list, BRAS:



ip access-list extended WELCOVE

rule 1
action permt
match protocol tcp
mat ch destination-port 443
enabl e

exit

rule 2
action permt
mat ch protocol tcp
mat ch destination-port 8443
enabl e

exit

rule 3
action permt
mat ch protocol tcp
match destination-port 80
enabl e

exit

rule 4
action permt
mat ch protocol tcp
mat ch destination-port 8080
enabl e

exit

exit

ip access-1list extended | NTERNET
rule 1
action permt
enabl e
exit
exit

ip access-list extended unaut hUSER
rule 1
action permt
mat ch protocol udp
match source-port 68
mat ch destination-port 67
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port 53
enabl e
exit
exit

4.1) BRAS , bridge

obj ect -group network bras_users
ip address-range 192.168.132. 2-192. 168. 135. 254
exit

bridge 10
description "users”
security-zone users
ip firewall disable
ip address 192.168.132.1/22
i p hel per-address 100.123.0.2
servi ce-subscriber-control object-group bras_users
| ocation datal0
protected-ports |oca
enabl e

exit



1 "service-subscriber-control object-group bras_users"- , , , bras_users. , bridge 10
4.2) BRAS:
100.123.0.2 7070 URL 8080 . PCRF.

subscri ber-control filters-server-url http://100.123.0.2:7070/filters/file
subscri ber-contro
aaa das-profile COA
aaa sessions-radius-profile PCRF
aaa services-radius-profile PCRF
nas-i p-address 100.123.0.176
sessi on nac-aut hentication
bypass-traffic-acl unaut hUSER
defaul t-service
cl ass- map unaut hUSER
filter-name renote gosuslug
filter-action permt
default-action redirect http://100.123.0.2:8080/eltex_portal/
exit
enabl e
exit

ESR BRAS. SoftwLC. BRAS , SoftWLC

4. SoftWLC c ESR

SoftWLC , ESR BRAS; - , .
4.1.
1) BRAS ;
2) URL - welcome gosuslugi;

3)  WELCOME;
3) BRAS ;
4) ESR BRAS EMS

,5-- ESRBRAS.

1) (.4.1.1) http://<ip >:8080/epadmin " BRAS"

"service-subscriber-control any",


http://100.110.0.148:8080/epadmin/main.htm?menu=bras&vp=default&hl=ru

(¢ Bsaumopeiicteue c BRAS

®* " BRAS"- , BRAS ;

B3avmogeiictene c BRAS

Bzaumogeiictene c BRAS

COXpaHUTL

.4.1.1.

@ | SoftWLC 1.18 ESR BRAS -

&« c @

[# Baaumogeiicteue c BRAS

" BRAS"- ;

" " - testing123;

" BRAS" - testing123;
" CoA" - 3799;

" ()" -10.

PCRF BRAS, ESR.
(@ # 100.110.0.148

B3anmopgeiictBne c BRAS

Bzaumopeiicteue c BRAS

CekpeTHblii ko RADIUS testing123
CeKpeTHblii kniou BRAS testing123
Mopt CoA 3799
TalimayT nogknioyeHua (B ceKyHgax) 10

CoxXpaHuTe

2.1) http://<ip >:8080/wifi-cab/ " PCRF" "URL" "™ (. 4.2.1):



http://100.110.0.148:8080/wifi-cab/

e " _welcome;

® " .root;

® "' _white;

e "URL"-
"Save"

2.2) gosuslugi(.4.2.2),

Cozfate cnvcok URL

Mma *
welcome
JomeH *
root Q
Tun
White v
URL: LLabnoHbi: IP/MASK: IP/MASK (TCP):
ﬁ MMNopT U3 daina
KnnkHwuTe gBax bl ANA pejakTuposaHns
Url
Mowck
http://100.1 23.0.2:8080felte><_portalf|
Save Cancel

.4.2.1.

"http://<ip >:8080/eltex_portal/".

BRAS filter-name remote gosuslugi:




CospaTte cnvcok URL

Mg *

gosuslugi

OomeH *

root

Tun
White
LLlabnoHb!: IP/MASK: IP/MASK (TCP):

URL:

KAWKHUTE ABax Akl ANA pejakTUpoBaHua

O url
Mowck
O A(https | http):w\/)(.+\.J?gosuslugit.ru
O M(https | http):\/V/)(.+\.)2gu-st\.ru
O Ahttp://esia-portal1\.test\.gosuslugi\.ru/
O Ahttp://esia\.gosuslugi\.ru/
O Ahttps://esia-portal1\.test\.gosuslugi\.ru/
O Ahttps://esia\.gosuslugit.ru/
.4.2.2
SoftWLC , - Wi-Fi (SoftWLC).

3) "', "PCRF" "™(.43.1):


https://docs.eltex-co.ru/pages/viewpage.action?pageId=50985828

Co34aTbk HOBbIN CEPBKC + X

Wwma cepeuca * PusTpE URL
WELCOME ? ~
JeicTBre No yMon4aHuw * URL no ymondaHue *
fomeH *
redirect v http://100.123.0.2:8080/eltex_portal/welcome
root Q
Knacc Tpagmka *
WELCOME ?
welcome v
KBOTa No BpeMeHn o
JdeicTBue
? | CekyHAbI v
a0 permit v

Keora no Tpaguky BrifpaHHble GUALTPLI

? | bailt v
WiMA punsTpa JeicTENe URL

CHpOC NO 4acoBOM NOACY AOMEHA
He sagaH @ welcome permit
WHTepBan oTnpasku akKayHTUHra, € *
300 7
MpuopuTet *
4 ?
Bo3MOXHOCTbL NPOXOXAEHWA IP NOTOKOB

PaspelwnTs IP noTok B 0ba Han

.4.3.1.
* ""-WELCOME;
® " -root;
® ""_-WELCOME.
(D I, ESRip access-list extended WELCOME, ,.. access-ist ESR ./ BRAS ;
e " "_500:
o g
e "IP"-IP ;
® " "-redirect;
® "URL " - http://<ip >:8080/eltex_portal/welcome;
e ""-  welcome ( )
e " permit;
4) "PCRF" "BRASVRF"(.4.4.1):
Mogcetu L2 BRAS VRF WHpopmauwma PCRF CoAlog MAC agpeca Cnckw url
()] VRF Port Secret
@] 1 3799 testing123
.4.4.1.

BRAS VRF. VRF , ., CoA- ESR - ", (. 4.4.2):



™., SoftWLC 1.17

5.1) EMS, eltex (

PepakTMpoBaTe BRAS VRF X
VRF *

1 ?

Port *

3799 ?

Secret *

testing123 ?

CoxpaHuTb @ OTMeHuUTL

.4.4.2.

), ()ESR (. 4.5.1):

Annnetr YcrpoiictBa VYnpaenenue RADIUS Wireless MNetconf Cobwitua VrTunutel Apw

& Cunxpouusaumns CoxpaHute NMpUMEeHnTL

@] @ (o}
Mouck :

| Al

?

l/AK‘H!BHI:Ie asapuu | Cnucokycrpol

— ||

Cr |0 |.fﬂ Ha CTpaHn

|E| N3MeHuTL nons | £ O6bHoBKN

|ESR_EIRAS_L2

Tun |:.. ESR1000 |v‘

IP agpec |100.110.0.176| |

NobaBuTk | | OTMEeHUTb ‘

ESR_BRAS_L2 ( );

o "pn.

5.2) ESR

(.

ESR1000;

P, SoftWLC.

& EMS) "™, "™(.45.2):



i

(Onucauue rMouuTopuHr rKoudmrypau,nﬂ rﬂnmyn |

||:_; OBHOBUTL | |\ PenanmponaTh|

On PepakTupoBath LocTtyn'

IP € onucanue |HeT | =
Na‘1p anpec [Lo0.123.0.175 |
5

JNas IP address | |

: S5NMP nopt

®a

SNMP TpancnopTt

Tal g aiinoswit npoToKon =

= TaiMayT obMeHa, Mc |6C|UUU

WF Read community / User v3 |pub|ic11 ‘ 3
Bel write community / Password v3 |privatel ‘

Pe

Bepcua SNMP

Perucrpauus rpanos

BuiBe feHO W3 0DCnyXUBaHUA

o Dlara '‘BeiBegeHo n3 obcnymmeanna’ 15.08.2019 17:35:52

BP! craryc WRONG

e Bpewma craryca 15.08.2019 17:41:52 |
Tel

Telnet/SSH login | ‘

SIS.TelnethSH password | \
MA 5SH nopt |22
BR.MJ\C appec | ‘
Pe pras cepBuc

O poon st aton |

P 01T over-hetop) pore 7]
-

3

PexuM Knacrepa MNone

JlaTa MHMLKMANK3aU KK YCTpoRCcTBa 15.08.2019 17:39:52

4]

W MpHHATE || % 3anofHUTL MECTONONOXKEHHE H w 3anofHATL rE0KOOp AMHATI || # OTMEeHNTb

.4.5.2.

" - FTP;

"Read community / User v3" - publicl1;
"Write community / Password v3" - privatel;
"BRAS " - .

5.3) EMS radius, ESR SoftWLC. "RADIUS" " ", ESR( - IP) , (.4.5.3):



Annnet VcTpodcTea YnpaeneHue RADIUS Wireless Netconf CobbiTuA VTWRMTEL AAMMHMUCTpUpoBaHWe WHdopMauws Cnpaexa

Coxpaunts MpuMennTL

(o] %

] [ Onucanne | Mouutopunr | Kondurypauma | Jocryn |

‘ L | C? Q6GHOBUTH | | N Penanupnnan.|
? ﬁﬂa EMS Onucaune HeT
o F2® pllclients
¢ 3 altex | |1r anpec 100.122.0.176
~.® ESR BRAS L2

=

MaMeHuTe NnONA f“ O6HOBUTL |ﬂ Nobaeutk | \ PepaxkrupoBathb |0VABJ1HTI:| i |

Sunurp: ‘100.123.0.175 | Crpannua: J el wa crpanwne: (100 Bcero sanmces:1293 Haineno no gunerpy:1
1D Appec JloMeH 4] Tun Knwouy Onucavue
3780 100.123.0.176 eltex.root ESR-4125 ESR eltex

x“Ba““ﬂl 15.08.201917:39:52

Anpec |1nn.123.n.175 | WRONG
Homen eltex.root Q 15.08.2019 17:41:52
Vna ESR-4125 |
Tun ESR |v
Knou testingl23]
22
Onncanne
v TIPHHATE || # OTMeHuTb
Station
.4.5.3.
" testingl23 "™, " RADIUS".
@ ESR localhost (127.0.0.1), 127.0.0.1 ,

4.2.

PCRF ( ),

" " PCRE" -t r(o4.21):



Co3flaTb HOBbI cepBIC

*
WMms cepeuca PunbTpel URL

VIHTepBan oTnpaBKK akKayHTWHra, ¢ *

300 ?
Mpuoputet *
10 ?

BO3MOXHOCTE NpOXOXAEHWA IP NoToKOB

PaspewuTs IP noTok B 0ba Han v

INTERNET ? -
[JelcTBIMeE Mo yMON4aHu *
[LomeH *
ermit s
root (~] .
Knacc Tpaguka * S
INTERNET ?
s
KBOTa Nno BpemMeHn -
P JeiicTere
? | CekyHabl v
yha permit s
KBOTa no Tpaduk
paguky BuibpaHHble $uALTPbI
? | BaAT v o
MmA puneTpa feAcTeENne URL
CHpoc no 4acosomM Moscy goMeHa
He 3agaH [

.4.2.1.

® " "_INTERNET(, , ")
® " _root;
e ""_INTERNET.

ESR ip access-list extended INTERNET, access-list ESR

(D !

.| BRAS

e ", "-300;
e "™-10;
*"IP"-IP
e " ". permit;
* URL
" "™ "PCRF/BRAS", BRAS (. 4.2.2):
TapWdbl Cepsucbl PCRF PCRF cueHapun
T PuneTp: | PCRF/BRAS v KMma Aom
.4.2.2.

" (L 4.2.3):

eH

o |ETEE



""-internet (, ,

Co3faTe HOBLIA TapWd x

HaumeHoBaHWe *

internet ?
anucaHue
?

Kog Tapuda *

internet ?
Jomen *

root Q
Bpema XW3HW Ceccun

12 7 | YHacel b
Bpems XW3HW ceccuy npu BesgecTBIKM Nonb3osaTens *

15 ? | MUHYTHI v
WHTepBan oTNpaBkW akkayHTKMHE, ¢ *

300 ?

KonuuecTeo OAHOBPEMEHHBIX CeCCUiA C OAHKMM NOTMHOM 11 Naponem
g

LieHa, pyb.

=

CocTas yonyr

CueHapuu

CepBUChI
INTERMET
WELCOME

CoxpaHuTb @ OTMEeHWUTb

.4.2.3.

g

BRAS , mac ;



.[D | "WELCOME" | - BRAS

"C".

4.3. ,
, SSIb, L2. , .SSD
n -
2) SSID EMS;

3) L2

1.1) http://<ip >:8080/epadmin

vlan SSID -

@ Co3gartk HOBLIW nopTan

SSID.

(.4.3.1):

Wms eupTyansHoro
noprana

JomeH oGnacTtn
BUAUMOCTH

CosgaTb HOBbIif BUpTyanbHblii nopTan

eltex|

eltex.root

CoXpaHWTb OTMeHa

e " "._eltex;
e " ".eltex.root.

12), "eltex" "™ "default”, (. 4.3.2):

Tapndobl

Tapudpbl Tapudsl gna BRAS (peknama, onpochl)

Tapud Koa

~Pa6otacT]

default default

.4.3.2.

BRAS, " BRAS"- ,

1.3) "™ (.4.3.3)

Eltex -

JomeH

root

.4.3.1.

HaseaHue Tapucha Ha noprane

Default

Pycckuii i -

& admin ~


http://100.110.0.148:8080/epadmin

Tapudh Kopg LomeH
- PaBorauepes BRAS
internet internet root

OoGapuTs

OTMEHE

.4.3.3.
"internet"”, ", " BRAS".
1.4) ™ (.4.3.4):
TapuhHble nnaxbl Pycoxvii el - & admin ~
Tapudy Kop JomeH HazeaHue Tapucha Ha nopTane
~PabotacTh
Hotspot Default default

root Hotspot Default

~ Pa6ota yepe3 BRAS

internet internet root internet

.4.3.4.

, - SMS-, call 1v1.18_

2.1) EMS "Wireless" "SSID" " SSID" "SSID"- SSID (. 4.3.5):



https://docs.eltex-co.ru/pages/viewpage.action?pageId=124420963

[»

— Hotspot |
(G0 ] w{ S5ID1
Onucanne | |
Domain . elfex.root Q
Craryc 551D |Dperationa| | - |
Oara cozmaHnm 2020-12-10 07:37:27
Harta HZIMEHEHNE 2020-12-10 09:51:02
------------- Onumm ----------=-=
Bridge Location datalo |
VRF 1 | - |
Switch Community I:‘
Tpebosare Hanuune OptE2 I:‘
Craryc VAP Up -
Pexun Tpaduxa VAP (Tonexo pna GRE) Tunnel -
Broadcast 55ID
Radio All -
Pemum BezonacnocTn bBes wndposanns -
MAC Auth Type Disable - T
Craryc Client QoS on -
VLAN-ID |2335 |
QoS5 method {down link) |302.1p | - |
VLAN trunk |
General Mode I:‘
General VLAN-ID 1
202.1p priority {up link) |U
WS0nsuUNE KNKERTOB |
Band steer =
Support 802.11k |
Wireless Multicast Forwarding I:‘
Hotspot 2.0 o
DiffServ Policy Up @
DiffServ Policy Down Gl
Bandwidth Limit Up, kbps o]
Bandwidth Limit Down, kbps 0
VAP Limit Up, kbps o]
VAP Limit Down, kbps 0
DPI {Step Logic) I:‘
------------- Minimal signal -—-—-—--
Enabled |
------------- Captive portal -----------—-
Enabled I:‘
Virtual portal name |e||:ex | - |
------------- Pacnucanne paborw --——---—-----
BrnounTE I:l | N
-
v MpPHHATE H # OTMEeHWTL

.4.3.5.




" - Hotspot;

"™ - SSID1;

"Domain" - eltex.root;

"Bridge, Location" - datal0 - location, ESR;
"vlan-ID" - 2336;

"Virtual portal name" - eltex - ,

SSID - SSID vlan 2337 (. 4.3.6):



[»

Tun |IHs-d: | - |
ma . 55ID2
Onucanne | |
Domain . eltex.root Q
Crartyc 551D |Dperationa| | - |
OaTa coInaHuR 2020-12-10 09:40:45
OaTa HIMEHEHHS 2020-12-10 09:51:15
------------- Onumm -------------
Bridge Location datalo |
VRF 1 | - |
Switch Community |
TpebosaTe Hanuuue Opt82 I:‘
Craryc VAP Up -
Pexun Tpaduka VAP (Tonexko ana GRE) Tunnel -
Broadcast SSID
Radio All -
Pewun bezonacnocre Bez wnd poeanns -
MAC Auth Type Disable - r
Craryc Client QoS5 on -
VLAN-ID |233? |
QoS method (down link) |s02.1p |
VLAHN trunk L
General Mode 1
General VLAN-ID 1
802.1p priority (up link) |D
W30NAUME KAHEHTOB |
Band steer =
Support 802.11k L
Wireless Multicast Forwarding |
Hotspot 2.0 ]
DiffServ Policy Up 'é
DiffServ Policy Down ﬁ'l
Bandwidth Limit Up, kbps 4]
Bandwidth Limit Down, kbps 0
VAP Limit Up, kbps 4]
VAP Limit Down, kbps 0
DPI (Step Logic) |
------------- Minimal signal -------------
Enabled I:‘
------------- Captive portal ———-—---
Enabled |
Virtual portal name |eH:ex | - |
------------- Pacnucanne paborw ----—-----—--— |E|
BnounTh I:l | N
-
v MNpUHATL ‘ ‘ # OTMEeHNTL

.4.3.6.




vlan SSID.

2.2) SSID- SSID1 SSID2 “SSID". (.4.3.7):

basza 55ID

F s

LW abnousl Policy | WN3MeHuTe nona | G 06HOBHTL | ﬂ Nobaeute SSID | ﬂ Nob6aeute SSID npuunanyl PepaktupoBathb |Q!mamﬁh| f | = norn
Labnonel MAC
Hotspot 2.0

ua crpaunme: ‘20 | ®umTp: ‘%eltex.rnot%

Nupexc NMa Onucanue = Jomen Jlata cosgaHusa Craryc 551D PexumM Gesonac... | Tun
136 SSID1 eltex.root 15.08.2018 16:15:...|Operational Bes wwnigposaHwa  |Hotspot

Kmou  |DOMAIN | w

L ) EMS
A eltex

o

3apaumn ‘ !
: M ID 3aga4n ~ Hase: ara saeepuwe... | Craryc Mporpecc Co
28Nepan 18-08-15 10:50... -E
@ Cozpath npuBaAzky | HeT npueazku
Npuuate H * OTMennth |
.4.3.7.

" - DOMAIN, eltex, SSID "". ™-

-" SSID" - Eltex SSID. EMS.

3.1) "PCRF" "L2" ™. ""(.4.3.8):



"' eltex;

" -eltex 2336 (, , "_");

"AP " - eltex.root;
"SSID" - SSID1:eltex.root

"NA’S IP"-100.123.0.176 ( ESR);
"Location " - gi1/0/1.2336 (-,
"Service " - eltex.root;

SSID1);

[oBaBnTE NoACETL X

HanmeHoBaHWe

eltex_2336 ?

Tun *
CepBuc A I
MAS IP*

100.123.0.176 ?
MAS MAC

VRF

Location nHTepdeica *

gi1/0/1.2336 ?

Service gomeH *

eltex.root @

WMma NopTana *

eltex 4

AP nomeH

eltex.root [+ ]
IDTA

SSID *

55ID1:eltex.root =

.4.3.8.

o

SSID "Service "

"Domain" SSID.

L2 SSID (. 4.3.9):




JobaBwTe NojceTs x

HalmeHoBaHKWe

eltex_2337 ?

Tun *
CepBuc M I
MNAS [P *

100.123.0.176 ?
MNAS MAC

VRF

Location wHTepdenca *

gi1/0/1.2337 ?

service gomeH *

eltex.root @

WMma NopTana *

eltex v

AP pomeH

eltex.root Q
IDTA

SsID *

SSID2:eltex.root =

.4.3.9.

SoftWLC BRAS, vilan , . BRAS :BRAS. Troubleshooting Guide

5. firewall ESR

ESR . BRAS . - ESR, SoftWLC

ESR L3- L3 security zone ().  security zone-pair. trusted, untrusted users . , -self all. .5.1 ESR


https://docs.eltex-co.ru/display/doc/BRAS.+Troubleshooting+Guide

gi1/0/1.2336 i
bridge-group 10 -
gi1/0/1.2337

ESR BRAS

® Bridge 10 - users.

.5.1.

bridge-group 10

SSID 1

: VLAN 2336
default gateway 172.31.240.1

1

kY ’
% Phs
ceTb onepaTopa <,
rTeel
; .
T, «®»
..."‘-. agass "'.“
\
\ SSID 2
“ VLAN 2337
SoftWwLC
100.123.0.2

(D I - gi1/0/1.2336 @i1/0/1.2337 bridge 10, ip

users. security-zone

® Gil/0/1.3500 - untrusted, ..
® Gil/0/1.2300 - trusted, ..
®  ESR self.

users untrusted () ;
ESR trusted self
trusted users
dhcp-discover
dhcp-request
DNS
ESR,

1
’

users self,

users trusted, DNS,
users self.

ESR.

dhcp, dns:

users trusted, DHCP,

1



obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - group
port-range

exit

servi ce dhcp_server
67

servi ce dhcp_client
68

service dns
53

service redirect
3128- 3159

@ | object-group service redirect

ESR.

141 ESR 140 14.1



https://docs.eltex-co.ru/pages/viewpage.action?pageId=21628712

security zone-pair users untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted users
rule 1
action permt
enabl e
exit
exit
security zone-pair users self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
exit
security zone-pair users trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit
exit

bridge 10
no ip firewall disable
exit

interface gigabitethernet 1/0/1.3500
no ip firewall disable

exit

interface gigabitethernet 1/0/1.2300
no ip firewall disable

exit

ESR BRAS



6.

6.1. ESR

ESR:

obj ect -group service dhcp_server
port-range 67

exit

obj ect -group service dhcp_client
port-range 68

exit

obj ect -group service dns
port-range 53

exit

obj ect -group service redirect
port-range 3128-3131

exit

obj ect-group network users
ip prefix 192.168.132.0/22
exit
obj ect -group network SoftW.C
i p address-range 100.123.0.2
exit
obj ect -group network bras_users
i p address-range 192.168.132. 2-192. 168. 135. 254
exit

radi us-server timeout 10
radi us-server retransmt 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tineout 11
priority 20
sour ce- address 100.123.0. 176
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radi us-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text encrypted 88B11079B9014FAAF7B9
port 3799
clients object-group Soft W.C
exit
aaa das-profile COA
das-server COA
exit

security zone trusted
exit

security zone untrusted
exit

security zone users
exit

ip access-list extended WELCOVE
rule 1
action permt
mat ch protocol tcp
mat ch destination-port 443
enabl e
exit
rule 2



action permt
mat ch protocol tcp
mat ch destination-port 8443
enabl e

exit

rule 3
action permt
mat ch protocol tcp
mat ch destination-port 80
enabl e

exit

rule 4
action permt
mat ch protocol tcp
mat ch destination-port 8080
enabl e

exit

exit

ip access-list extended | NTERNET
rule 1
action permt
enabl e
exit
exit

ip access-1ist extended unaut hUSER
rule 1
action permt
mat ch protocol udp
mat ch source-port 68
mat ch destination-port 67
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port 53
enabl e
exit
exit

subscri ber-control filters-server-url http://100.123.0.2:7070/filters/file
subscri ber-contro
aaa das-profile COA
aaa sessions-radius-profile PCRF
aaa services-radius-profile PCRF
nas-i p-address 100.123.0.176
sessi on nmac-aut hentication
bypass-traffic-acl unaut hUSER
defaul t-service
cl ass-map unaut hUSER
filter-name renote gosuslug
filter-action permt
default-action redirect http://100.123.0.2:8080/eltex_portal/
exit
enabl e
exit

snnp- server

snnp-server system shutdown
snnp-server comunity "privatel" rw
snnp-server comunity "publicll" ro

snnp-server host 100.123.0.2
sour ce- address 100.123.0. 176
exit

bridge 10
description "users"
security-zone users



ip address 192.168.132.1/22
i p hel per-address 100.123.0.2
servi ce-subscri ber-control object-group bras_users
| ocation datal0
protected-ports |oca
enabl e
exit

interface gigabitethernet 1/0/1.3500
description "UpLi nk"
security-zone untrusted
ip address 172.31.240.3/29
exit
interface gigabitethernet 1/0/1.2300
description "ngm"
security-zone trusted
ip address 100.123.0.176/ 24
exit
interface gigabitethernet 1/0/1.2336
bri dge-group 10
exit
interface gigabitethernet 1/0/1.2337
bri dge-group 10
exit
security zone-pair users untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted self
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted users
rule 1
action permt
enabl e
exit
exit
security zone-pair users self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol tcp
mat ch destination-port redirect
enabl e
exit
exit
security zone-pair users trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 2
action permt
mat ch protocol udp
mat ch destination-port dns
enabl e
exit



exit

nat source
pool nat _addr
i p address-range 172.31.240.3
exit
rul eset nat_source
to zone untrusted
rule 1
mat ch sour ce-address users
action source-nat pool nat_addr
enabl e
exit
exit
exit

ip dhcp-rel ay
iproute 0.0.0.0/0 172.31.240.1

ip telnet server
ip ssh server

clock tinezone gnt +7

ntp enable
ntp server 100.123.0.2
exit

6.2
WiFi ,

http://<IP- >:< >/eltex_portal/?router=bras&clientlp=<IP- >&clientMac=<MAC- >&naslp=<NAS-IP >&sessionld=< >&vrf=<
VRF>&loc=<location>&L 2loc=<L2 location>&origUrl=<, >

ESR:

http://100.123.0.2: 8080/ el tex_portal/?router=bras&clientlp=192. 168. 132. 10&cl i ent Mac=a8: 9c: ed: 53: a9: 6d&nasl| p=100
123. 0. 176&sessi onl d=12393906174523604993&vr f =1& oc=dat al0&L2l oc=gi 1/ 0/ 1. 2336&0ri gUrl =http://eltex-co.ru
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