yu

WEP-2ac IR

ESR-200

10.10.2.150-159 | Gi 1/01

MES2308P Gl 1/0/13-23

MES2324

Gi 1/0/24

10.10.2.253

Gi 1ion..11

oT

Gionz
10.10.2.210-219

10.10.2.254

10.10.2.1

range 10.10.2.31 10.10.2.92
range 10.10.2.84 10.10.2.200

GRE:

10

VLAN/subnet tunnel
IP (MES)

2001/192.168.101.0/24

2002 /192.168.102.0/24

2003/192.168.103.0/24

2004 /192.168.104.0/24

2005/ 192.168.105.0/24

2006/ 192.168.106.0/24

2007 /192.168.107.0/24

2008 / 192.168.108.0/24

2009 /192.168.109.0/24

2010/192.168.110.0/24

VLAN/subnet GRE subnet AP subnet AP USER

temination (ESR) MGMT (ESR) SSID1 (ESR)
2011/172.16.101.0/28 172.31.101.0/24 100.64.1.0/24
2012/172.16.102.0/28 172.31.102.0/24 100.64.2.0/24
2013/172.16.103.0/28 172.31.103.0/24 100.64.3.0/24
2014 /172.16.104.0/28 172.31.104.0/24 100.64.4.0/24
2015/172.16.105.0/28 172.31.105.0/24 100.64.5.0/24
2016 /172.16.106.0/28 172.31.106.0/24 100.64.6.0/24
2017/172.16.107.0/28 172.31.107.0/24 100.64.7.0/24
2018 /172.16.108.0/28 172.31.108.0/24 100.64.8.0/24
2019/172.16.109.0/28 172.31.109.0/24 100.64.9.0/24

2020/172.16.110.0/28 172.31.110.0/24 100.64.10.0/24

SoftWLC, ISC-DHCP 10.10.2.254.

MES admin / admin

ESR admin / password

MES

VLAN/subnet AP USER

SSID2 local-sw

2021/100.64.101.0/24

2022 /100.64.102.0/24

2023/100.64.103.0/24

2024 /100.64.104.0/24

2025/100.64.105.0/24

2026/ 100.64.106.0/24

2027 /100.64.107.0/24

2028 / 100.64.108.0/24

2029 /100.64.109.0/24

2030/100.64.110.0/24

admin
(ESR)

10.10.2.151
124

10.10.2.162
124

10.10.2.153
124

10.10.2.154
124

10.10.2.155
124

10.10.2.156
124

10.10.2.157
124

10.10.2.158
124

10.10.2.159
124

10.10.2.150
124

24

admin
(MES)

10.10.2.211
124

10.10.2.2/24
10.10.2.213
124
10.10.2.4/24

10.10.2.5/24
10.10.2.216
124
10.10.2.7/24
10.10.2.218

124

10.10.2.219
124

10.10.2.210
124

24



vl an dat abase
vlan 10

exit

]

host nane MES09
!

nterface gigabitethernet1/0/1

swi t chport npde general

swi tchport general allowed vlan add 10 untagged
swi tchport general pvid 10

swi tchport forbidden default-vlan

exit

|

nterface gigabitethernet1/0/2

swi t chport node general

swi tchport general allowed vlan add 10 untagged
swi tchport general pvid 10

swi t chport forbidden default-vlan

exit

!

nterface gigabitethernet1/0/3
swi tchport node general
swi tchport general allowed vlan add 10 untagged
swi tchport general pvid 10
swi t chport forbidden default-vlan
exit
!
interface vian 1
no ip address dhcp
exit
!
interface vlan 10
i p address 10.10.2.219 255. 255.255.0
exit
!
!
end



no spanning-tree

ip dhcp relay address 10.10. 2. 254
ip dhcp relay enable
vl an dat abase
vl an 2009, 2019, 2029
exit

interface gigabitethernet1/0/1

swi t chport node genera

swi tchport general allowed vlan add 2019 tagged
exit

nterface gigabitethernet1/0/2

swi t chport node genera

swi tchport general allowed vlan add 2029 tagged
swi t chport general allowed vlan add 2009 untagged
swi t chport general pvid 2009

swi t chport forbidden default-vlan

exit

nterface gigabitethernet1/0/3

swi tchport node general

swi tchport general allowed vlan add 2029 tagged
swi tchport general allowed vlan add 2009 untagged
swi t chport general pvid 2009

swi tchport forbidden default-vlan

exit

interface vlan 2009
ip address 192.168.109.1 /24
ip dhcp relay enable

exit

interface vlan 2019
ip address 172.16.109.5 /28
ip dhcp relay enable

exit

interface vlan 2029
ip address 100.64.109.1 /24
ip dhcp relay enable

exit

ESR



host nane ESR09

vlan 10
exit

bridge 1
description "UpLi nk"
vl an 10
ip firewall disable
ip address 10.10.2. 159/ 24
enabl e
exit

interface gigabitethernet 1/0/1
node switchport
swi tchport forbidden defaul t-vlan
swi t chport node trunk
swi tchport trunk native-vlan 10
exit
security passwords history O
ip telnet server
ip ssh server

4# show systemid
Serial nunber:
NP15008778
4# copy tftp://10.10. 2. 254:/NP15008778.1ic systemlicence
4# rel oad system

ESR11# show | i cence
Li cence information

Nane: el tex

Version: 1.0

Type: ESR- 200

SI'N: NP15008778

MAC: E4: 5A: D4: 00: AA: 9B
Feat ures:

WFI - W-Fi controller
BRAS - Broadband Renpte Access Server

ESR:

host nane ESRO1

obj ect -group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service tel net
port-range 23

exit

obj ect-group service ntp
port-range 123



exit

obj ect - group network MaMVr
ip prefix 10.10.2.0/24
ip prefix 172.31.109.0/24
ip prefix 172.16.109.0/28
exit
obj ect-group network nat_users
ip prefix 100.64.9.0/24
exit

radi us-server timeout 10
radi us-server host 10.10.2.254
key ascii-text testingl23
tineout 11
sour ce- address 10. 10. 2. 159
aut h-port 31812
acct-port 31813
retransmt 2
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 10.10.2.254
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group MGV
exit
aaa das-profile COA
das-server COA
exit

vl an 10, 2019
exit

no spanning-tree

donai n | ookup enabl e
donai n nanme-server 77.88.8.8

security zone trusted

exit

security zone untrusted

exit

security zone user

exit

security zone gre

exit

bridge 1
description "UpLi nk"
vlan 10

security-zone untrusted
ip firewall disable
ip address 10.10.2.159/24
enabl e

exit

bridge 2
description "GRE_termi nation"
vl an 2019
security-zone gre
ip firewall disable
ip address 172.16.109. 1/ 28
ip address 172.16. 109. 2/ 28
enabl e

exit

bridge 3
description "AP_MANAGVENT"
security-zone trusted



ip firewal

di sabl e

ip address 172.31.109.1/24

i p hel per-address 10.10. 2. 254
ip tcp adjust-mss 1418
protected-ports |oca

enabl e
exit
bridge 10

description "AP_SSI D1_USERS'
security-zone user

ip firewall

di sabl e

ip address 100.64.9.1/24

ip hel per-address 10.10. 2. 254
ip tcp adjust-nss 1418
| ocation datal0
protected-ports |oca

enabl e
exit

interface gigabitethernet

node switchport
swi t chport forbidden default-vlan
swi t chport node trunk
swi tchport trunk native-vlan 10
swi tchport trunk allowed vlan add 2019

exit

tunnel softgre 1

description "managnment"

node nanagenent
| ocal address 172.16.109.1
defaul t-profile

enabl e
exit

tunnel softgre 1.1
bri dge-group 3

enabl e
exit

tunnel softgre 2
description "data"

node data

1/0/1

| ocal address 172.16.109.2
defaul t-profile

enabl e
exit

snnp- server
snnp- server
snnp- server
snnp- server

snnp- server
exit

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp-server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp-server
snnp- server
snnp- server
snnp- server

syst em shut down
comunity "public" ro
comunity "private" rw

host 10.10. 2. 254

enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e
enabl e

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

config

config commit
config confirm

envi ronnent
envi ronnent
envi ronnment
envi ronnent
envi ronnent
envi ronment
envi ronnent
envi ronnent
envi ronnent
envi ronnent
envi ronnment
envi ronnent
envi ronnent
envi ronment

fan

f an- speed- changed

f an- speed- hi gh
menory-flash-critical-Iow
menory-flash-1 ow
menory-ramcritical -l ow
menory-raml ow

cpu- | oad
cpu-critical-tenp

cpu- over heat -t enp

cpu- super cool i ng-tenp
boar d- over heat -t enp

boar d- super cool i ng-tenp

file-operations



snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp- server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp- server enable
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e
snnp-server enabl e

security zone-pair
rule 1
action permt
mat ch protoco
enabl e
exit
rule 2
action permt
mat ch protoco
enabl e
exit
exit
security zone-pair
rule 1
action permt

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

file-operations successfu
file-operations failed
file-operations cancel ed
interfaces

interfaces rx-utilization-high
interfaces tx-utilization-high
i nterfaces nunber-high
screen

screen dest-limt
screen source-limt
screen icnp-threshold
screen udp-threshold
screen syn-fl ood

screen | and

screen wi nnuke

screen icnp-frag

screen udp-frag

screen icnp-1large
screen syn-frag

screen unknown- proto
screen ip-frag

screen port-scan

screen i p-sweep

screen syn-fin

screen fin-no-ack
screen no-flag

screen spoofing

screen reserved

screen quench

screen echo-request
screen time-exceeded
screen unreachabl e
screen tcp-all-flags
entity

entity config-change
entity-sensor
entity-sensor threshold
envnon

envnon fan

envnon shut down

envnon tenperature
flash

flash insertion

flash renova

snnp

snnp aut henti cation
snnp col dstart

snip | i nkdown

snnp | i nkup

sysl og

gre self

gre

icnp

trusted self

mat ch sour ce- address MM

enabl e
exit
exit

security zone-pair trusted trusted



rule 1
action permt
mat ch sour ce- address MGMTI
enabl e
exit
exit
security zone-pair trusted user
rule 1
action permt
enabl e
exit
exit
security zone-pair trusted gre
rule 1
action permt
enabl e
exit
exit
security zone-pair user self
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user trusted
rule 1
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
exit
security zone-pair user untrusted
rule 1
action permt
enabl e
exit
exit
security zone-pair untrusted self
rule 1
action permt
mat ch sour ce- address MGMTI
enabl e
exit
exit

security passwords history O

nat source
rul eset nat_ALL
to interface bridge 1
rule 1
mat ch source-address nat_users
mat ch not desti nation-address MaMTI
action source-nat interface
enabl e
exit
exit
exit

ip dhcp-rel ay

iproute 0.0.0.0/0 10.10.2.1
ip route 192.168.109.0/24 172.16.109.5

wirel ess-controller
nas-i p-address 10. 10. 2. 159



dat a-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit
ip telnet server
ip ssh server

ntp enabl e

ntp server 10.10.2.254
exit

DHCP-server

defaul t-1 ease-ti me 300
max- | ease-ti me 310

log-facility local 7;

#l i steni ng subnet
subnet 10.10.2.0 netmask 255.255.255.0 {}

#
cl ass "ELTEX- DEVI CES" {
match if (
(substring (option vendor-class-identifier, 0, 14)="ELTEX WEP-12AC') or
(substring (option vendor-class-identifier, 0, 14)="ELTEX WOP-12AC') or
(substring (option vendor-class-identifier, 0, 13)="ELTEX_WEP-2AC') or
(substring (option vendor-class-identifier, 0, 12)="ELTEX WOP-2L") or
(substring (option vendor-class-identifier, 0, 12)="ELTEX_WEP-2L") or
(substring (option vendor-class-identifier, 0, 12)="ELTEX WEP-1L")
)
}



# vl an 2009
subnet 192.168.109.0 netmask 255.255.255.0 {
pool {

option routers 192.168. 109. 1;

range 192.168.109. 10 192. 168. 109. 254;

option vendor-encapsul at ed- opti ons 0B: 0C: 31: 37: 32: 2E: 31: 36: 2E: 31: 30: 39: 2E: 31: 0C: 0C: 31: 37: 32: 2E:
31: 36: 2E: 31: 30: 39: 2E: 32;

al | ow menbers of "ELTEX- DEVI CES";

}
}
# ESR09
subnet 172.31.109.0 netmask 255.255.255.0 {
pool {
option routers 172.31.109. 1;
range 172.31.109.10 172. 31. 109. 254;
option vendor-encapsul at ed- opti ons OA: 0B: 31: 30: 2E: 31: 30: 2E: 32: 2E: 32: 35: 34;
al |l ow nenbers of "ELTEX- DEVI CES";
option donmei n-nane-servers 172.31.109. 1;
}
}

# SSID1 ESRO9 (in GRE)
subnet 100. 64.9.0 net nask 255. 255.255.0 {

pool {

option routers 100.64.9.1;

range 100. 64.9.10 100. 64. 9. 254;

option domai n-nane-servers 100. 64. 9. 1;
}

}

# SSI D2 (local swi tching)
subnet 100. 64.109. 0 net mask 255. 255. 255.0 {

pool {
option routers 100.64. 109. 1;
range 100. 64.109. 10 100. 64. 109. 254;
option domai n-nane-servers 100. 64. 109. 1;
}
}
SoftWLC ( ):

#ip route stend 1

ip route add 192.168.109.0/24 via 10.10.2.219
ip route add 172.31.109.0/24 via 10.10.2. 159
ip route add 100.64.9.0/24 via 10.10. 2. 159

ip route add 100. 64.109.0/24 via 10.10.2. 159

IP-

MES11l#show arp
Total nunber of entries: 4

VLAN Interface | P address HW addr ess status
vl an 10 gi1/0/1 10.10.2.3 56: 6f: 3d: 7f: 00: 51 dynami c
vlan 10 gi1/0/1 10. 10. 2. 254 d8: 5e: d3: aa: 02: 98 dynami c

vlan 2011 gi 1/0/3 192.168. 111. 253 cc: 9d: a2: €9: d6: 50 dynami c
vlan 2011 gi1/0/2 192.168. 111. 254 cc:9d: a2:e9:73: 40 dynanmic

MAC- +1 MAC- (50+1 40+1)



ESR11# show arp bridge 3

Interface

bridge 3
bridge 3
bridge 3

ESR EMS

EMS, , ESR "+,

| P address
172.31.111.1
172.31.111. 10
172.31.111. 11

MAC addr ess

e4: 5a:d4: 00: aa: 9b
cc:9d: a2:e9:73: 41
cc:9d: a2: e9:d6: 51

per manent
per manent

Mowck

|°|= l’Omu:-nn rAnmmueaBaun rCnmnytmuu

? EMS
o &2 MIClients
°-2§Federal
¢ 3% Local
o % 14_Yakutiya_Republic
¢ 752 MRF_Sibir
- Irkutskaya_Oblast
o Novosibirskaya_oblast

Tun
[Nomen

Onucanune gomeHa

MRF_Sibir
NODE

MRF_Sibir Local AllClients.root

™ NoBaews obvext ®
Hum obnexta lesr-gre |
T | ESR1000 -~
1P agpec 10.20.20.1 |
Iowex
— H — |
. 3.

ESR "10.10.2.151".

® ""- ESR"esr-gre".
e M- ESR "ESR200".
o "pr.

ESR( - |

s -



'}E Peaaktnposate ‘doctyn’

Onucanwe

IP anpec

SNMP nopr

SNMP tpascnopt
@ainoBLIi NpoToKoN
TaamayT oGmeHa, mc

Read community / User v3

Write community / Password v3

Bepcua SNMP
PerucTpaumsa Tpanos

BulEeOeHO W3 0DCNYKHBAHHA

Cratyc

Bpewms craryca
Telnet/SSH login
Telnet/SSH password
SSH nopt

MAC agpec

BRAS cepeurc

Pexum ESR

OTT (Over-the-top)

Pexum Kknacrepa

|HET

[10:20.20.1

[151

[s0000

[public11

|prwate1

|
[ata 'BuiBefeHo W3 obcnyxmBanua’ 19.11.2018 19:29:13

AVAILABLE

04.06.2020 13:27:05

|admin

|password

[22

|

R
e 7

[l

" TPHHATE || v H v T H ® om
.4,
e " _ vETP".
® "Read community" - SNMP RO community, ( - testingl23).
® "Write community” - SNMP RW community, ( - testing123).
radius, ESR. EMS "RADIUS" " ". ESR( IP ESR) ™
;'B ¥npaenexne To4kamu JocTyna Ha RADIUS cepeepe
|I§I 3] nona | &7 0 |>€?h 5 r |\0Ynﬂnum|f|
@unLTp: 10.20.20.1 | Crpanuua: 1 ua crpanuue: 100 ‘ Beero zanuceii:1310 Haiinewo no dmnerpy:1
D Appec HNomex Hmna Tun Knwoy Onncanue
7347 10.20.20.1 IMRF_Sibir.Local AlIClients.root esr1000-slave ESR eltex
ig Pegaktuposanne ofbexta
Aapec 10.20.20.1
Lowen MRF_Sibir.Local.AllClients.root [9]
Mna esr1000-slave
Tun ESR |v
Ko testing123
Onucarme
" MNpusATL || # Otmennts
. 5.

"™ ESR (-testingl23) ".

SoftGRE ESR

SoftGRE :



ESR11# show tunn

el s status

® (testingl23) CO

meowow o datatunnel ESRY ™

A ESR (das-server COA) ( PCRF > BRAS VRF).

RADIUS ESR (radius-server host 10.10.2.254),

Tunnel Admi n Li nk MruU Local IP Renote I P Last change
state state
softgre 1 Up Up 1462 172.16.111. 1 192. 168. 111. 254 59 minutes and 19 seconds
softgre 1.1 Up Up 1458 -- -- 59 minutes and 19 seconds
softgre 2 Up Up 1462 172.16.111.1 192. 168. 111. 253 58 minutes and 53 seconds
softgre 2.1 Up Up 1458 -- -- 58 minutes and 53 seconds
softgre 3 Up Up 1462 172.16.111.2 192.168. 111. 254 2 mnutes and 44 seconds
softgre 3.225 Up Up 1458 -- -- 2 mnutes and 44 seconds
softgre 4 Up Up 1462 172.16.111.2 192.168. 111. 253 2 mnutes and 44 seconds
softgre 4.225 Up Up 1458 -- -- 2 minutes and 44 seconds
"Bridge" SoftGRE :

ESR11# show interfaces bridge
Bridges Interfaces
bridge 1 vlan 10
bridge 2 vlan 2021
bridge 3  softgre 1.1, softgre 2.1
bridge 10 softgre 3.225, softgre 4.225

® |3SSID ,

® DATA-ESR Station. ESR-20 - Client, ESR-200 — StatinCE, ESR-1000 — Station. , ESR-200, EMS ESR Station

® SSID VLAN-ID(), .[], (> > shaper...> SSID shaper)

® ESR-1200 , SoftGRE, .. SOftGRE .
d ESR

EMS (RADIUS > ).
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