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Wireless access point

WOP-12ac-LR

Application to the user manual

Quick guide for FBWA configuration via web interface
Firmware version 1.22.2 (06.2022)

IP-: http://192.168.1.10

User Name: admin
Password: password

Annotation

This manual specifies the following:

® WOP-12ac-LR configuration via web interface;
* WB-1P-LR configuration via web interface;
® RG-4402G configuration via web interface.

The manual gives an example of device configuration without using a softWLC controller.
The following scheme is given as an example.
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Figure 1 — Network structure

It is proposed to provide the subscriber with 3 types of services:

® |nternet;
® VolP;
* IPTV.

In the presented model, services (Internet, VolP and STB +Multicast) operate in separate VLANs. All VLANs from provider network pass without change
through the Wi-Fi base station to each subscriber station in tagged form. On the subscriber side of the client Wi-Fi equipment, traffic is received and
terminated on a router (RG-4402G). In his turn, the subscriber can connect his equipment to the LAN port of the router to receive the "Internet’ service, he
can connect the telephone to the FXS port of the router to receive the "VolP" service. Also, by connecting STB to the LAN port of the router, the subscriber
receives the "IPTV" service.

To manage devices, static IP addresses are set. The "Internet" service is provided under the PPPoE protocol. For the "VoIP" service, the IP address is
also issued via DHCP in a separate VLAN. Configuration and management of the STB is separate from the Multicast VLAN.

List of used VLANS:

® Management — VLAN 10;
® |Internet — VLAN 11;


http://192.168.1.10/

* VoIP —VLAN 12;
® |IPTV - VLAN 13;
® STB-VLAN 14.

WOP-12ac-LR configuration

Connecting an access point to PC
PoE technology is used to power the WOP-12ac-LR, allowing it to transfer power through a UTP cable. A PoE injector is used for connection.
Connect the access point to the Data & Power connector of the injector, and the computer to the Data connector. Connect the injector to a 220 V power
supply.
Configuring computer network interface settings
Set the following network interface settings on the computer:
® |P192.168.1.5;
® Subnet mask: 255.255.255.0;
® Default gateway: 192.168.1.1.

Connecting to the web interface

To connect to the web interface of the WOP-12ac-LR, perform the following:
1. Open a web browser, for example, Firefox, Opera, Chrome.
2. Enter the device IP address in the browser address bar.
@ IP address by default: 192.168.1.10, subnet mask: 255.255.255.0.

The device can obtain IP address via DHCP. Until then, it is available at the factory IP address.

If the connection has been performed successfully, the authorization page will be displayed. Use the following data for authorization:

DHELTEX

User Name

Password

Lagon

3. Enter username to “User Name” field and password to “Password” field.

@ Factory default authorization settings: User Name — admin, Password — password.

4. Click the Logon button.

A starting page of the web interface will open in a browser window.

@ If after entering the IP address in the browser bar, the authorization page does not appear, check the IP address on the PC/switch settings.

If the device factory configuration was changed, reset the current settings. To do this, press and hold the “F” button on the side panel of the
device for 20 seconds. The color of the indicator should change to red — it means that the load is in progress.




WOP-12ac-LR firmware upgrade

For correct operation of WOP-12ac, it is recommended to upgrade the firmware to the latest version.

The relevance of the version installed on the device can be clarified on the official website of the manufacturer in the Download Center section
or by contacting the manufacturer directly. Contact details are given on the last page of this manual.

After obtaining the relevant firmware version, in the Maintenance menu, open Upgrade tab and perform the following:

Manage firmware

Madal Eftax WOP-12ac-LA rrav.D
Firmware Version

Primary Image:! |(Current firmwarg version )
P —

Secondary Image: |Backup ware image varsion)

Swiltch

Upload Method & uTTe TFTP

Maw Firrmsare Image | Ofsop | ©aan ne ewfpan
Upgrade |

® Upload Method — check HTTP;
* New Firmware Image — click Browse button and select relevant firmware version in the window that opens.

Click Switch button to switch to an alternative firmware image set in Secondary Image.

To start the upgrade process, click Upgrade. The process may take several minutes (its current status will be shown on the page). The device will be
automatically rebooted when the update is completed.

@ Do not switch off or reboot the device during the firmware upgrade.

The current firmware version can be viewed in the Basic Settings menu. It is indicated in the Firmware Version field.

FProvide basic settings

D Review Description of this Access Point ...

These fialds show infarmation spacific to this access point,

[P &ddress: 192.168.15.54

MAC Addrass: AR:FI4E:BO:BS: 40
Firmware Version: (Curment firmware version|
Uptirma: Q days, 0 hours, 7 minuies
CFU Usage: 0.40%

Mermary Ugage: 112MESZ4GMB [45%)

| Refresh |

Network parameters

For remote management of WOP-12ac-LR, set network parameters of the device according to the settings of the network that you intend to use.

In the Manage menu, open Ethernet Settings tab and perform the following:



Modify Ethernet (Wired) settings

Hostname WOP-1Zac-LR_rev_D_SFF | (Ranae : 1 - 63 characters)

Internal Interface Settings

MAC Address AB:F2:4B:16:67:60

Management VLAN ID i (Range: 1 - 4094, Default: 1)
Untagged VLAN ® Ensbled ' Disabled

Untagged WLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type DHCF ¥

Static IP Address 192 . |168 (1 . (10
Subnet Mask 255 . |255 .|233 . |0

Default Gateway 192 . |168 1 254

DNS Mameservers ® Dynamic Manuz!

Click "Update™ to save the new settings.
Update

® Management VLAN ID — specify the VLAN number that will be used for access point management. VLAN 10 is used in the given example;
® Connection Type — selection of the method for setting the IP address on the control interface, through which the device's WAN interface will be
connected to the provider's services network:
® DHCP - operation mode when IP address, subnet mask, DNS server address, gateway are set by default and other parameters required
for operation are obtained from DHCP server automatically;
® Static IP — operation mode when IP address and all necessary parameters for WAN interface are assigned as static.

In this case, a static IP address is used on the control interface. To assign an IP address to access points manually, select Static IP. Specify the IP
address of WOP-12ac-LR (in the example, it is 192.168.1.10) in the Static IP Address field. Enter the address of the default gateway in the Default
Gateway field. Changing the network mask is optional. Click Update.

@ Before making changes to the network settings of the access point, make sure that the host computer has access to the network where the
access point will be located, based on the configured network settings. In case of entering and applying incorrect data while changing the
settings, undo them by resetting the access point to factory settings. To do this, press and hold "F" button on the front panel of the device for 20
seconds until the LED indicator is blinking.

Radio interfaces configuration

The access point has 3 radio interfaces that operate in the 5 GHz band.
To configure the radio interface, go to the Manage menu, open the Wireless Settings tab and perform the following:



Modify wireless settings

Country | Russia »
Transmit Power Control Off

TSPEC Viclation Interval |300 | (sec, Range: 0 - 900, 0 Disables)
Global Isclation

Radio Interface * on off

MAC Address ABF3:4B:16:67:60

Mode | IEEE B02.11aMmfac v |
Channel | 36 (5170 - 5250 MHz) ~ |
Airtime Fairness * on Off

FBWA on ® of

Radio Interface 2 ® an O of

MAC Address ABF9:4B:16:67.68

Mode | IEEE 802 11aMmfac ~ |
Channel | 36 (5170 - 5250 MHz) ~ |
Airtime Fairness * on Off

FBWA on *® of

Radio Interface 3 * on off

MAC Address ABF:4B:16:67:70

Mode | IEEE B02.11aMmfac ~ |
Channel | 5210 MHz ~ |

Airtime Fairness * on Off

FBWA * on of
AeroScout™ Engine Protocol Support | Disabled + |

Click “Update” to save the new settings.

| Update |

® Country — select settings according to the rules of selected country;
® Radio Interface — radio interface status:
® On-when checked, the radio interface is enabled;
® Off—when checked, the radio interface is disabled.
® MAC Address — MAC address of the radio interface;
® Mode — operating mode of the radio interface;
® Channel — channel number for operation of wireless network. If Auto is selected, the channel with the least number of working access points on
this channel is automatically determined taking into account the specified region;
® Airtime Fairness — technology of on-air fairness (limits data transfer to clients by equal transmission time):
® On - when checked, the technology is enabled;
® Off — when checked, the technology is disabled.

Radiol configuration example:

® Radio Interface — check the On box;
® Mode - select value IEEE 802.11a/n/ac.

To apply a new configuration and save setting to non-volatile memory of the access point, click Update.

In the Manage menu, open the Radio tab and perform the following:



Modify radio settings

Mode | IEEE 802.1lai/ac v |

(Range: 1-4094, 20 vian-ids max)
1 445 | 560
Advanced Settings
TSPEC Settings

Click “Update” to save the new settings.
| Update |

Channel | 36 (5170- 5250 MHz) + |

Limit Channels

Channel] 36 | 40 | 44 [ 4B [ 52 | 56 | 60 | 64 |100|104[108[112[116[120[124[128] 132[ 136|140 144[149[153[ 157 [161[ Al
Use W [ v | (v | [

Channel Bandwidth 80 MHz ~

Primary Channel Lower v

Transmit Power Limit |Z| (dBm, Range: 11- 27)

Transmit Chain M a1 M a2

VLAN List [ [ Add_|[ Remove Selected

To go to the advanced settings, click "+" opposite Advanced settings:




OBSS Coexistence | off ~ |
DFS Support |£|
Multidomain Regulatary Mode | Enable » |
Short Guard Interval Supparted | Yes ~ |
STEC Made [of |
Protection | Auto ~ |
Beacon Interval |E| (Msec, Range: 20 - 2000)
DTIM Period |Z| (Range: 1-255)
Fragmentation Threshold |E| (Range: 256-2346, Even Numbers)
RTS Threshold [2347 | Range: 0-65535)
Maximum Stations [200 | Range: 0-200)
Fixed Multicast Rate | Auto ~ |Mbps
Fixed Transmit Rate | Auto w |
Frame-burst Support |£| [Boosts Downstream Throughput]
ARP Suppression [ On ~ |
DHCP Snoaping Mode | Ignore v |
Legacy Rate Sets
Rate (Mbps) G4 (48 |36 |24 | 18|12 9 | &
Supported o | I | o | (o | [ | I | | [
Basic o o o
Rate L 50 € d
Broadcast/Multicast Rate Limiting - = . ;
WHT Features
TSPEC Settings 3]
Click “Update” to save the new settings.
| Update |

® Radio — selects wireless Wi-Fi interface;
® Status — configurable Wi-Fi interface status:
® On - when checked, the Wi-Fi interface is enabled;
® Off — when checked, the Wi-Fi interface is disabled.
® Mode — operating mode of the radio interface:
* |EEE 802.11a/n/ac — 5 GHz frequency range, maximum data rate of 867 Mbps in a 2x2 MIMO scheme.
® Channel — channel number for operation of wireless network. If Auto is selected, the channel with the least number of working access points on
this channel is automatically determined taking into account the specified region;
® Channel Bandwidth — channel bandwidth (available for 802.11n/ac modes). The 802.11n specification allows you to use a 40 MHz channel width
in addition to the 20 MHz channel width used in other modes. Using channels with bandwidth of 40 MHz can increase the data transfer rate, but
reduces the number of disjoint channels. The 802.11ac specification allows the use of a channel width of 80 MHz in addition to the possible
values of 20 MHz and 40 MHz;
® Transmit Chain — antenna activity flags. When checked, the corresponding antenna is enabled;
® VLAN list - list of VLANs allowed for broadcasting. This setting is relevant for the VAP operating mode — VlanTrunk.

Radiol configuration example:
® Radio — select value 1;
® Channel — set Auto;
® Channel Bandwidth — set 80 MHz;
® VLAN list— add each VLAN separately — 10, 11, 12, 13, 14.

To apply a new configuration and save setting to non-volatile memory of the access point, click Update.



Virtual access points configuration

On each wireless interface, up to 8 virtual access points can be configured. Each access point may have individual name of wireless network (SSID) and
type of authentication/authorization. To configure VAP, go to the Manage menu, open the VAP tab and perform the following:

Radgio | 1 v
VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation 802.11k  DSCP Priority VLAN Trunk  General Mode General VLAN ID VLAN Priority Security MAC Auth Type
o “ (1 | [Etexuar v v v v 1 0~ | | WRAPersonal v || Disabled ~ |[o)
WWPA Versions: WPA-TKIP WPAZ-AES
Key: |sssnsess |
Broadcast Key Refresh Rate |0 | (Range:0-86400)
MFP ™ Nt Required Capable Required

Access points configuration:

Radio — selection of a configurable radio module;
VAP — sequence number of the virtual access point;
Enabled — when checked, the virtual access point will be enabled, otherwise it is disabled;
VLAN ID — VLAN number to which the virtual access point is associated;
SSID — wireless network name;
Broadcast SSID — when checked, SSID broadcasting is on, otherwise it is disabled;
Station Isolation — when checked, station traffic isolation from each other within the same VAP is enabled;
VLAN trunk — when checked, the trunk port is used to connect the subscriber;
General Mode — when checked, General port will be used to connect client equipment — receiving and transmitting tagged and untagged traffic;
General VLAN ID — VLAN number which will be removed in the direction of the client equipment/into which untagged traffic will be wrapped;
Security — wireless access security mode:
® None — do not use encryption for data transfer. The access point is available for any subscriber to connect;
® WPA Personal — WPA and WPA2 authentication;
* WPA Enterprise — certification mode of wireless devices, in which the client is authorized on a centralized RADIUS server.
® MAC Auth Type — authentication mode of clients by MAC address:
® Disabled — do not use client authentication by MAC address;
® RADIUS - use client authentication by MAC address using a RADIUS server;
® Local — use client authentication by MAC address using the local address list generated on this access point.

Radiol VAPO configuration example:

Radio — select value 1;

Enabled — set the flags for VAP 0;

SSID — enter the wireless network name (Eltex VAP);

Broadcast SSID — set the flag to enable broadcasting of the SSID name;

VLAN trunk — set the flag to use the trunk port when connecting the WB-1P-LR;

Station Isolation — set a flag to prohibit packet transfer between clients;

Security — select the WPA Personal network security mode. Enter the Eltex123 password in the Key field.

To apply a new configuration and save setting to non-volatile memory of the access point, click Update.

Enable WMF

In the Wireless Multicast Forwarding section multicast packet forwarding is configured:

Radie |1 ¥

VAP Enabled WMF-Enable

0 - o
1 " o
2 -
3 -
4 -
3 - b
] -
7 -

Click "Update" to sawe the new ssttings.
Update

® Radio — selection of a radio module;



® VAP — number of the virtual access point;
® FEnabled — when checked, the virtual access point will be enabled, otherwise it is disabled;
®* WMF-Enable — when checked, the function of broadcasting multicast packets to unicast packets on a virtual access point will be enabled,

otherwise it will be turned off.

WMF for Radiol VAPO configuration example:

® Radio — select value 1;
®* WMF-Enabled — set the flags for VAP 0.

Click Update to save changes.

Configuration for Radio2 and Radio3 processes in the same way.

Monitoring main parameters of wireless network

The list of connected users can be viewed in the Client Association tab of the Status menu:

Refresh

Eltex-Local (wland)
Eltex-Local (wland)
Eltex-Local (wland)
Eltex-Local (wland)
Eltex-Local (wlani)
Eltex-Local (wland)
Eltex-Local (wland)
Elex-Local (wlanl)
Eltex-Local (wlan1)
Eltex-Local (wlanl)
Eltex-Local (wlan1)
Eltex-Local (wlanl)

Eltex-Guest (wlanlvap1)

Click "Refresh™ button to refresh the page.

Total Numbar of Associated Clients 13

Station

70:70:0d:d9:b0:2b
e0:b5:2d:7a:07:1f
dc:41:5f:64:1f:de
b0:70:2d:beiel:39
2c:0e:3d:6b:29:48

38:a4:ed:18:e3:c7

44:00:10:b0:60;26
04:c2:3e:5e:f8:36
74:23:44:9e:50:c3
d0:65:ca:6d:67:f2

cB:aa:21:96:0e:28

d0:5b:a8:b5:18:29
00:ec:0a:be:2a:a33

IP Address

192.168.40.165
192.165.40.205
192.168.40.228
192.168.40.200
1%2.168.40.81
192.168.40.227
192.168.40.239
192.168.40.70

192.168.40.158
152.168.40.96
192.168.41.122

View list of currently associated client stations

Hostname

iPhoneVviktoria2
iPhoneAleksandr
iPhone-Anuta

iPhone-Anton

Samsung-Galaxy-57-edge

MI5-MiFhone

iPhone-Olga

android-a55f042256a21ea

android-f74c09ba39f7574e
android-d772b762509129fa
andreoid-ab5a1351910956f9

RedmidX-Redmi

Uptime RSSI SNR

00:00:
00:00:
00:00:
00:00:
00:01:
00:02:
00:02:
00:00:
00:00:
00:00:
00:00:
00:00:
00:02:

=70
-77
53
=55
-47

=43

-63

-62

-35

15 dB
13 dB
22 dB
15 dB
35 dB
37 dB
45 dB
20 dB
45 dB
29 dB
30 de
52 dB
57 dB

Noise Link Quality Rate Quality

-92 dBm
-52 dBm
=92 dBm
-92 dBm
-92 dBm
=92 dBm
-92 dBm
-2 dBm
-92 dBm
-92 dBm
-92 dBm
-52 dBm
-92 dBm

100%
65%
100%
94%
96%
95%
97%
75%
100%
100%
100%
100%
95%

Net supported
Not supported
Not supported
Naot supported
Mot supported
Not supported
Mot supported
Not supported
Not supported
Not supported
Not supported
Not supported

Not supported

Link Capasity Status

Not supported
Not supported
Not supported
Naot supported
Not supported
Not supported
Not supported
Not supporied
Not supported
Not supported
Not supported
Not supported

Not supported

Authorized




View list of currently associated client stations

Click "Refresh” button to refresh the page.

Refresh

Total Number of Associated Clients 13

SS5ID Station IP Address Hostname Uptime RSSI SNR HNoise Link Quality Rate Quality Link Capasity Status
Authorized
Eltex-Local (wland) 70:70:0d:d9:b0:2b 192.168.40.169 iPhoneViktoria2 00:00:00 -77 15dB -92 dBm 100% Mot supported Mot supported Yes
Eltex-Local (wlan0) _MAC: 70:70:0d:d9:b0:2b ConneF:tlon time: 00:00:00 Mot supported Yes
AID: 3 Bandwidth: 20MHz
Eltex-Local (wland) s51D: Eltex-Local PS Mode: on H Mot supported Yes
Eltex-Local (wland) HMode: 802.11ac Auth Mode: WPAZ L H Mot supported Yes
Eltex-Local (wland) ;RSSI: 77 E.!'ICI"VDtIDI'I: AES-CCMP H Mot supported Yes
WLAN: 148 Listen Interval: 20
Eltex-Local (wlano) 31y actual rate: 1 Ry actual rate: 0 H Mot supported Yes
Eltex-Local (wland) 4 H Mot supported Yes
Eltex-Local (wlanl) _T)de Packets: 203/176 H Not supported Yes
Tx/Rx Drop Packets: 0/0
Eltex-Local (wlanl) :T)chx Bytes: 83211/17792 H Mot supported Yes
Eltex-Local (wlan1) qTx/Rx Drop Bytes: 0/0 H Mot supported Yes
Eltex-Local (wlanl) ;T)Q(Rx Rate: 130/86.7 Mbps H Not supported Yes
Eltex-Local (wlanl) gT)ch)c Statistics: H Mot supported Yes
Eltex-Guest (wlanlvapl) [ Mcs | Rx Pkts Tx Pkts Tx Succ Pkts Ix Retries Tx Feriod Retries i Not supported Yes
lmbps I 0 a ] 0.0% 0.0%
Zmbps I 0 a ] 0.0% 0.0%
Smbpss I 0 a ] 0.0% 0.0%
Embps I 0 a 0 0.0% 0.0%
.......... | e e e e e e e e e e e e e e iaaaaaaan
Smbps I o a 0 0.0% 0.0%
11mbns 1 0 il 0 n_ns 0 _ns i

The list of third-party access points in WOP-12ac-LR area with data on wireless channel used and transmitted signal level is presented in Status menu, Ro
gue AP Detection tab:

View Rogue AP Detection
Click "Refresh” button to refresh the page.

Refrash
|AP Detection for Radio 1 % Enzbled Diszbled
|AF Detection for Radio 2 % Enzbled Disabled
|AF Detection for Radio 2 = Enabled Disabled

Click "Update” to save the new setiings.
Update

Detected Rogue AP List
Click "Delate old” to delate old entries from Detected Rogus AP List

Delete Old

Action  MAC Radio Beacon Int. Type SSID Privacy WPA Band E:Bh::;\e'i'lidlh] Channel Blocks Signal Beacons Last Beacon Rates

Grant wlan0 100 AP ©On on S 143 [80] 149 - 161 il 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54
Grant wlan0 100 AP ELTX-3GHz_V On Oon 5 143 [80] 149 - 161 4l 1 FriOct 20 07:13:01 2017 6,9,12,18,24,26,48,54
Grant wlan0 100 AP (Non Broadcasting) off  Of S 143 [80] 149 - 161 4l 3 FriOct 20 07:13:01 2017 6,3,12,18,24,36,48,54
Grant | 28:f9:4b:b4:Bf:20 wlan0 100 AP Eltex VAP off Of S 149 [80] 149 - 161 gl 4 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54
Grant | a8:f5:4b: wlan0 100 AP ELTH-SGHz_WiFi_0C6B On on S 143 [80] 143 - 161 4 1 FriOct 20 07:12:01 2017 6,9,12,18,24,26,43,54
Grant | 28:f9:4b:e3:16:39 wlan0 100 AP  ELTX-5GHz_WiFi_1638 On on S 143 [80] 149 - 161 il 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54
Grant | 28:/9:4b:17:58:00 wlan0 100 AP COUNTERS_S off  OF S 149 [20] 149-161 4l 1 FriOct 20 07:13:01 2017 6,3,12,18,24,26,43 54
Grant | a8:1f9:4bidcif8:39 wland 100 AP ELTX-SGHz_WiF_FS38 On on 5 143 [80] 149 - 161 gl 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54
Grant | 28:f9:4b:17:57:0 wlan0 100 AP KRUTITSY off  Of S 143 [20] 143-161 gl 1 FriOct 20 07:12:01 2017 6,3,12,18,24,26,43,54
Grant | a8:f9:4b:17:57:e1 wlan0 100 AP  Test Entl On Oon 5 143 [80] 149 - 161 gl 1 FriOct 20 07:13:01 2017 6,9,12,18,24,26,48,54
Grant | 28:f9:4b:e6:27:70 wlan0 100 AP  testerS_SG off  Of S 143 [80] 149 - 161 1 FriOct 20 07:12:01 2017 6,3,12,18,24,26,43,54
Grant | a8:f9:4b:e3:16:81 wlan0 100 AP  ELTX-5GHz_WiFi_1680 On Oon S 149 [80] 149 - 161 gl 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54
Grant wlan0 100 AP RT-58Hz_WiFi_F680  On on S 143 [80] 143 - 161 4 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,43,54
Grant wlan0 100 AP  ELTX-5GHz_V On on S 143 [80] 149 - 161 il 2 FriOct 20 07:13:01 2017 6,9,12,18,24,36,48,54

The list of events is given in the Status menu, Events tab:



View events generated by this access point

Oct 20
Oct 20
Oct 20
Oct 20
Oct 20
Oct 20
Oct 20
Oct 20
Oct 20
Oct 20

17:28
16:22
15:21
15:21
14:432
14:42
14:36
14:32
14:30
14:30

Type
info
info
info
info
info
info
info
info
info

info

|options Relay Options

Persistence Enzbled '® Disabled Relay Log Enzbled '® Disablad

Savarit T v B (aeseat. semeae. o, 30 S0 100K SO0 T B0 SO BRI 0 o
Bventy Relay Host Hostniame max 253 Characters)

Dapth 512 |(Range: 1 - 512} Relay Port 514 {Rangs: 1 - 65535, Default: 514)

IClick "Update" to save the new settings. Click "Update” to save the new settings.
Updats Updats

Events

Click "Refresh™ button to refresh the page.

Refrash
Time Settings (NTF)
2017 07:
2017 07:
2017 07
2017 07:
2017 07:
2017 07
2017 07:
2017 07:
2017 07
2017 O7:

Service Description

hostapd[19722] AP with MAC address 28:f9:45:b0:43:72 and SSID Eltex-Guest iz datected on channel 48
hostapd[19725] AP with MAC address a8:f9:4b:22:00:00 and SSID EltexWiFiSG is detected on channal 46
hostapd[1972%] AP with MAC address 28:f9:4b:b6:01:20 and S5ID BRAS-Guest is detected on channel 40
hostapd[1972%] AP with MAC address 2a:f9:4b:0e:da:62 and SSID SVI46000042 is detected on channel 42
hostapd[1972%] AP with MAC address 28:f9:4b:b0:24:b2 and SSID Eltex-Guest is detected on channel 42
hostapd[19722] AP with MAC address 28:f9:4b:b0:24:b4 and SSID BRAS-Guest is detected on channel 43
hostapd[19722] AP with MAC address e0:d9:23:70:98:80 and SSID TMSK_RTK_SERF_WIFI is detectad on channzl 42
hostapd[19728] AP with MAC address e0:d5:23:70:81:21 and SSID OMSK_RTK_SBRF_0000-0000 is detected on channel 42
hostapd[1972%] AP with MAC address 28:f9:4b:b0:24:b2 and SEID Eltex-Guest is detected on channel 42
hostapd[1972%] AP with MAC address a8:f9:4b:b0:24:b1l and SSID Eltex-Local is detected on channel 48

To obtain more detailed information, read the full user manual.

WB-1P-LR configuration

Connecting the device to PC

PoE technology is used to power the WB-1P-LR, allowing it to transfer power through a UTP cable. A PoE injector is used for connection. Connect the
device to the Data & Power connector of the injector, and the computer to the Data connector. Connect the injector to the household power supply.

Configuring computer network interface settings

Set the following network interface settings on the computer:

IP: 192.168.1.5
® Subnet mask: 255.255.255.0
® Default gateway: 192.168.1.1

Connecting to the WB-1P-LR web interface

To connect to the web interface of the device, enter the following in the browser URL bar:

* 192.168.1.1

The authorization page will open, enter:

® Login: admin

® Password: password

Login:

Password:




WB-1P-LR firmware upgrade

In the system settings, click the link More:

System more

Access Configuration
HTTP [+

HTTPS [

=-

Go to the Firmware Upgrade tab. Preliminary download the firmware file from http://eltex-co.com/support/downloads/ and save it on your computer.
Firmware upgrade for WB-1P-LR rev. M1:

Firmware Upgrade

Active Version  1.13.1.69 | NGl Uit

Firmware upgrade is also available af http.//eltex-co.ru/support/downloads/

o Firmware Image | 0630p... | daiin He BoibpaH.

& Upload File

Firmware upgrade for WB-1P-LR rev.B:

Firmware Upgrade

Active Version  1.13.1.38 Pz R @ Gl EBLE

@

Backup Version 1.12.8.1
= Firmware upgrade is also available at http://eltex-co.ru/support/downloads/
e

Firmware Image | 0630p... |

& Upload File

®aiin He BbIbpaH.

To do this, click the Select file button in the Firmware update file field and specify the path to the control program file in .tar.gz format.

® Active Version — installed firmware version, which is operating at the moment;

Backup Version — version of the firmware installed on the device, which can be accessed in case of problems with the active version of the
firmware;

® Check for upgrade — click this button to check the availability of the latest firmware version. With this function, you may quickly check the latest
firmware version and update the firmware, if necessary;

Make active — a button that allows making a backup version of the firmware active, this will require a reboot of the device. The active firmware
version will not be set as a backup.

To start the upgrade process, click the Upload file button. The process may take several minutes (its current status will be shown on the page). The
device will be automatically rebooted when the update is completed.


http://eltex-co.com/support/downloads/+

Attention! Do not power off the device!

File has been downloaded. Upgrading firmware is in progress. Please, wait about 3 min 26 sec

@ Do not switch off or reboot the device during the firmware update.

Configure Wi-Fi connection to the base station

1. Connect to the web interface (see Section Connection to the WB-1P-LR web interface). In the Wi-Fi settings, click on the link More:

Wi-Fi Client more

SSID | Eltex
Security Mode ~ WPA2 J

WPA Key 12345678

= -

A page will open with a complete list of settings for Wi-Fi.

2. In the Network Identifier (SSID) field, enter the name of the Wi-Fi network to which the device will connect. If using to connect Wi-Fi network
without encryption, then select Off in the Security mode field. If using to connect Wi-Fi network with encryption, in the Security mode field, select

the encryption mode that is configured on the base station and specify additional parameters (WPA key/username and password).

WAN

Connection Settings

802.11 Mode | 802.11ac j
Channel Bandwidth 80 MHz j
Security Mode | WPA2 j

WPA Key | 12345678

3. In the Operation mode field, select the operating mode of the Bridge device.
in the Protocol field select protocol for connection of the device via Wi-Fi interface to service provider network: Static or DHCP.
4. Set the flags in the options Use VLAN trunk, Use Management VLAN and Use General VLAN.

5. In the Management VLAN ID field, specify the VLAN number that will be used to manage the device. In the General VLAN ID field, specify the

same VLAN number as in the Management VLAN ID field:



Network Mode

Priority

Protocol

IP Address

Netmask

Default Gateway
Primary DNS Server
Secondary DNS Server
WVLAN Trunk Mode

Use Management VLAN
Management VLAN 1D

Management 802.1P

Use General VLAN
General VLAN ID

General 802.1P

Bridge j

DSCP J
Static j
192.168.100.4

255.255.255.0

192.168.100.1

8.8.8.8

B8.6.44

e

10 [~]

[~])
10 ]

6. To apply the new configuration, click the Apply button.
For the example above, the following settings are used:

In the Network Identifier (SSID)field specify "Eltex";

In the Security Mode field, select "WPA2";

In the WPA Key field, enter the key value "Eltex123";

Select the Bridge operation mode;

In the Protocol field, select "Static";

In the IP address field, specify the following IP address: 192.168.100.4;
In the Subnet mask field: 255.255.255.0;

In the Default gateway field:192.168.100.1;

In the Management VLAN ID field, specify the VLAN ID: 10;

In the General VLAN ID field specify, the VLAN ID: 10.

Access the device from an external network

Go to the Access tab of the System submenu. To get access to the device via external network set the following permissions:
Web — External network:

® HTTP — when checked, connection to the device web configurator through WAN port via HTTP is enabled (insecure connection);
® HTTPS — when checked, connection to the device web configurator through WAN port via HTTPS is enabled (secure connection).

Telnet — External network:
® Telnet — when checked, Telnet connection to the device through the WAN port is allowed.

SSH - External network:



® SSH —when checked, SSH connection to the device through the WAN port is allowed.

Access to Internet Service

Web [ HTTP [#HTTPS
Telnet [

SSH (¥

v Apply x Cancel

To apply the new configuration, click the Apply button.

RG-4402-G configuration

Connection to RG-4402-G web interface

1. Enable network settings obtaining via DHCP on the PC and connect with a patch cord to one of the RG-4402G LAN ports.
2. To connect to the web interface of the device, enter the following to the browser URL bar:

® 192.168.1.1
3. In the window that appears, enter:

® Login: admin

® Password: password

Login:

Password:

Firmware upgrade

1. In the system settings, click on the link More:



System more

Access configuration
HTTP &

HTTPS

= -

2. Go to the Firmware upgrade tab. Preliminary download the firmware file from http://eltex-co.com/support/downloads/ and save it on your
computer. To do this, click the Select file button in the Firmware update file field and specify the path to the control program file in .tar.gz format.

Firmware upgrade

Active version of firmware  1.14.1.527 |7 Il GG G |

Firmware upgrade is also available at: hitp://eltex.nsk.ru/downloads

Firmware image ‘ 0630p... ‘ daiin He BbifpaH.

If you return fo version 1.9.x or later, configuration resefs to default!

& Upload file

3. To start the upgrade process, click the Upload file button. The process may take several minutes (its current status will be shown on the page).
The device will be automatically rebooted when the upgrade is completed.

Attention! Do not power off the device!

File has been downloaded. Upgrading firmware is in progress. Please, wait about 3 min 23 sec

@ Do not switch off or reboot the device during the firmware update.

Internet service configuration

1. Connect to the web interface (see Section Connection to the RG-4402-G web interface).
2. In the Internet settings, click the link More:



http://eltex-co.com/support/downloads/+

Internet more

Work mode  Router j
Protocol | DHCP j
15t DNS-server

2nd DNS-server

3. In the connection settings in the Operation mode field select Router.
4. In the Protocol field, specify the type of protocol that is used to connect to the Internet. The following protocols are available:

® Static — operation mode, when IP address and other necessary parameters of WAN interface are set statically;

® DHCP - operation mode, when IP address, subnet mask, DNS server address, defualt gateway and other parameters required for operation are
obtained from DHCP server automatically;

® PPPOE — operation mode when PPP session is established on WAN interface;

® PPTP - operation mode when the Internet access is established via a tunnel, using PPTP.

Connection settings

Work mode Router j
Protocol  DHCP -
Alternative vendor ID (option 60)
DHCP Relay Agent Information (Option82)
1st DNS-server
2nd DNS-server
MTU 1500
Use VLAN

Disable masquerade

5. Set the flag Use VLAN in external network. In the VLAN ID field specify the VLAN number used for the Internet service.
6. To apply the new configuration, click the Apply button.

For the example above, the following settings are used:

Select the Router operation mode;

In the Protocol field, select PPPoE;

In the Username field enter test;

In the Password field: 12345678;

In the Second access field select DHCP;

In the VLAN ID field specify the VLAN ID: 11.

VoIP service configuration
For VoIP, the Internet VLAN is used

1. Go to the Settings section in the Network field to the Internet field.
2. Set the flag in the Use second access for VolIP field:



MTU | 1462 (=
Secondary access Static j
Use the secondary access for VolP

IP address | 192.168.15.100

3. Go to the «VoIP» menu To the «Network settings» tab. Set the flag in the «Use Internet settings» field:

VoIP network settings

Use internet settings |/

IPSec settings

Enable

v Apply x Cancel

4. To apply the new configuration, click the Apply button.

For VolIP, the separate VLAN is used

. Go to the VoIP menu, to the Network settings tab.
. Remove the flag in the Use Internet settings field.
. Inthe VLAN ID field, specify the VLAN number used for VolP.
. In the Protocol field, select the protocol for assigning the address to the VolP service interface:
® Static — operation mode, when IP address and other necessary parameters of WAN interface are set statically;

® DHCP - operation mode where IP address, subnet mask, DNS address, default gateway and other necessary settings for network
operation are automatically obtained from DHCP server:

HOONPE

VolP network settings

Use internet settings

Use VLAN
VLANID |10 g
802.1P | 0 J
Protocol | DHGCP -

Alternative vendor ID (option 60)
DHCP Relay Agent Information (Option82)
1st DNS-server

2nd DNS-server

IPSec settings

Enable

« Apply % Cancel

5. To apply the new configuration, click the Apply button.

In the example above, a separate VLAN is used for the VolIP service. To configure this operating mode, clear the Use Internet settings field, in the VLAN
ID field, specify the value 12, in the Protocol field, select DHCP.



Line parameters configuration

Go to the Line configuration tab. Select the first line. Set the flag in the Enable field. Then, fill in the following parameters:

Profile — select SIP profile from the list of available profiles. To configure profiles, use the VolP -> Profiles menu;

Phone number — subscriber number assigned to the telephone port;

User name — user name associated with this port (shown in Display-Name field of the From header in the outgoing SIP messages);

Use alternative number — when selected, an alternative number will be inserted into the From header of SIP messages sent from this port
(particularly, in order to hide the real number from the Caller ID system of the callee);

SIP port — UDP port used to receive incoming SIP messages on the account and to transmit outgoing SIP messages from the account. It may
take values from 1 to 65535 (the default value is 5060);

Calling party category — enables transmission of outgoing messages in the From header; the latter is transmitted in Tel-URI format (see
RFC3966);

Authentication username and password — user name and password used for subscriber authentication on SIP server (and on registration
server).

Edit line 1: Account settings

Enable
SIP profile | 1st profile J
Phone  [001 ]
User name ‘

Use alternative number

SIP port | 5060

[<]2]

Calling party category off

Lo

Authentication

Login ‘

Password asessseee

To apply the new configuration, click the Apply button.

Edit SIP profile

SIP parameters

Profile includes  Lines 1, 2
Profile name 1st profile
Proxy mode Homing j

Proxy server [ }

Registration | i

Registration server |

Home server check method Invite

Lo

Home server keepalive timeout, s 30

l<l2]

Profile configuration

HWONP

[4,]

. Go to the Profiles tab.

. Select the profile that was used in the line settings.

. Specify the SIP server network address in the SIP proxy server field. Set the flag in the Registration field.

. Specify the network address of the device on which all subscribers of the telephone network are registered in order to provide them with the right

to use communication services in the Registration server field.

. To apply the new configuration, click the Apply button.



IPTV service configuration
IPTV configuration

. Go to the IPTV menu, to the IPTV tab.

. Set the flag Enable IPTV.

. In the IGMP Version field select the IGMP version.

. Enable Periodic Subscription Update and specify the update period in the Update Period field.
. Enable Fast leave:

GOrONPRP

Network VolP QIALM Localinterfaces System

IPTV S
IPTV settings
Enable IPTV (¥
@&
IGMP version 3 j
= Renew subscription
= Enable (¥
rd

L<lz]

Renew subscription interval, s 30

Fast leave mode

Enable (¥
VLAN IPTV
Use VLAN
HTTP proxy settings
Enable

" Apply x Cancel

6. If a separate VLAN is used for IPTV, set the flag in the Use VLAN field. In the VLAN ID field specify the VLAN number used for IPTV.

VLAN IPTV

Use VLAN

VLAN ID

o
e

802.1P | 0 J

7. To apply the new configuration, click the Apply button.
To configure the IPTV service in accordance with the example above, the following settings must be performed:

1. Set the flag in the Use VLAN field;
2. Inthe VLAN ID field set the value 13.

STB configuration

1. Gotothe IPTV menu, to the STB tab. Set the flag Enable STB:



Network VolP [IAM Localinterfaces System

AN STB

STB VLAN Configuration
Enable STB i

Use VLAN

For binding of local interfaces to STB service go to page "Local interfaces - Functional assignment”

+ Apply X Cancel

2. If a separate VLAN is used for STB connection, set the flag in the Use VLAN field;

3. In the VLAN ID field specify the VLAN number used for IPTV;

STB VLAN Configuration

Enable STB ¥

Use VLAN i
wanp o [
8021P 0 J

For binding of local inferfaces to STB service go to page "Local interfaces - Functional assignment”.

+ Apply x Cancel

4. To apply the new configuration, click the Apply button.

To configure the STB in accordance with the example described in point 1, the following settings must be performed:

1. Setthe flag in the Use VLAN field;
2. Inthe VLAN ID field set the value 13.

Local interfaces configuration

To bind local interfaces to the STB service, go to the Local Interfaces menu on the Functional Assignment tab. Assign one of the device ports to the
STB port. After that, the STB should only be connected to this port:

Functional assignment
LAN 1 Internet v
LAN 2 Internet
LAN 3 Internet
. LAN 4 STB
Wi-Fi2.4 GHz Internet

Wi-Fi5 GHz Internet

||

« Apply x Cancel

VLAN management configuration

1. Go to the System menu on the Management Interface tab.
2. Setthe flag Enable management interface.



3. Select the management traffic type in the Access Type field:

® Untagged — management traffic to the device comes in untagged form. In this case, the VLAN must be configured for the Internet service;

® Tagged — a separate VLAN is used to control the device. If using the «Tagged» access type, in the «VLAN ID» field, specify the VLAN number
that will be used to control the device.

Network VolP IPTV  Localinterfaces

Time  Access Log Passwords  Configuration management  Firmware Upgrade  Reboot  Autoprovisioning Certificates ~ Advanced

Management interface

Enable management interface (¥

@
Access type Untagged j
Protocol | DHCP -
&
Alternative vendor ID (option 60)
Fa

1st DNS-server

2nd DNS-server

v Apply x Cancel

4. In the Protocol field select the protocol for assigning the address to the VolIP service interface:

® Static — operation mode, when IP address and other necessary parameters of WAN interface are set statically;
DHCP - operation mode where IP address, subnet mask, DNS address, default gateway and other necessary settings for network operation are
automatically obtained from DHCP server.

Management interface

Enable management interface (¥

Access type Tagged j
VLANID | 20 £
8021P | 0 -
Protocol Static j
IP address
Netmask

Default gateway
1st DNS-server

2nd DNS-server

« Apply x Cancel

5. To apply the new configuration, click the Apply button.
To configure the management VLAN in accordance with the example described in point 1, the following settings must be performed:

Set the flag in the Enable management interface field;

In the Access Type field select Untagged;

In the Protocol field, select Static;

In the IP address field specify the IP address: 192.168.100.5;
In the Subnet mask field: 255.255.255.0;

In the Default gateway field: 192.168.100.1.

Connection monitoring



When the session established successfully, the Power indicator on the device will light green. You can also track the uplift of a session in the Monitoring s
ection of the Internet tab.

When the session is successfully established, the IP address received by the device should be displayed in the corresponding column (the figure below
shows the state in which the address was not received).

Internet connection

Network connection Wired

Access protocol PPPOE

IP address address is not assigned
Provider inner IP address 78.0.0.17

If the device does not receive the address in the provider's internal network (fourth line), this means that either the device does not have access to the

external network (check the WAN indicator — if it is not lit, it means there are problems with the cable), or in the network settings of the RG-4402-G VLAN
was configured incorrectly.
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