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ServerForm ntp.deman.ru ntp.ix.ru

ServerStratum StratumOne StratumOne

CountryCode RU RU

Hostname ntp.deman.ru ntp.ix.ru

IP Address 212.20.50.208 194.190.168.1

IPv6 Address 2001:6d0:ffd4::1

UseDNS Yes Yes

PoolMember Yes Yes

ServerLocation Novosibirsk, Russia Novosibirsk

GeographicCoordinates 55°1N 82°55E

ServerSynchronization NTP V4 primary (stratum 1), GPS (PPS), PC/FreeBSD GLONASS / GPS

ServiceArea Russia Any, anycast cluster used

AccessPolicy OpenAccess OpenAccess

AccessDetails http://www.nsk-ix.ru/network/ntp.html

ServerContact Michael Demidoff hostmaster@deman.ru MSK-IX http://www.nsk-ix.ru/ (noc@ix.ru)
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C 110 192.0.0.0 223.255.255.0 2  – 221 2  – 2 (254)8
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-            ,   ,    .

  -        ,        .

      -    .

     -  ,  R- ("  ").Rating Factor

   - -      0  100,  100     .R

  -  20 .R

   (. . 1  . 2):

 ,
  ,
  -  ,
,           (   ),
   .

 R-    :

R = Ro - ls - ld - le + A,

:

Ro = 93,2 –   R- (  =15 1,5(  + ));Ro SLR No

ls - ,  ;

ld -        ;

le - ,  ,   ;

A –     ( , ,  ).SLA

 -     .R MOS

   -                 –    ,         -.R R

  ,          ( ),   - ( ,   )   ,  93,2,    ,  4,4.R R0 MOS

 ,   -  4,4             .MOS

 2.12 –  QoS   R-   MOS

 R-       MOS

90<R<100  4,34 – 4,50

80<R<90 4,03 – 4,34

70<R<80  (     ) 3,60 – 4,03

60<R<70  (     ) 3,10 – 3,60

50<R<60  ( ) 2,58 – 3,10

  R-  50    .

 2.13 –       (   -  )R MOS

 , / R- MOS

G.711 64 93,2 4,4

G.729 8 82,2 4,1

G.723.1m 6,3 78,2 3,9

G.723.1a 5,3 74,2 3,7
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2.10.4   

2.10.4.1     IP- (DiffServ, IntServ)

TDM-           ().

  ,   ,     .         ,     (, , ).

              –      .

     ,          –   .           .      ,      ,          ( ,      ..).          –   (1981),     (RFC-791).IP IP Best Effort IP

  –    .IP

            –      ( ), ,      ,   ,    .IP CLNS

               ,   . ,     -  1 ,  1-  ( = 10 )     .exe -6

         ,   –  .       ,             () .         ,   ,        (  ).    ( -)      ,          !IP ToS IP TCP IP IP

   ,   ,              – !IP

 «»   ,  ,          ?IP

            :IP

DiffServ (ToS, DSCP, COS);
Int-Serv (RSVP, RAS, LDP,…);
MPLS, VLAN (802.1p/Q) ( Int-Serv  DiffServ).

         ,    ,    - , , , ,   .                .N ISDN FR ATM IP MPLS

2.10.4.2  IntServ (Integrated Services)

    ,  ,   :

TDM (PSTN, PLMN, N-ISDN);
ATM (1992…1996);
RSVP (1994-2000), RFC 1633, RFC 2205, RFC 2705;
MPLS (1998…2004).

 (  1633, 2205,2705)      , : RFC

    ;
      .

  1633      :RFC IntServ

  (  ) –     .packet scheduler
 ( ) –     .classifier
   (  ) –        .admission control
   (Resource reSerVation Protocol – RSVP).

  IntServ       .

      QoS     ,       .

    ?

  «»   QoS,     DiffServ.

2.10.4.3  Diff Serv

   ,      :DiffServ

1996…98 –  – .  ;
1999…2002 – DSCP (DiffServ Code Point) – DS – RFC-2475, PHB – FRC-3140;
2000…2004 – DiffServ Traffic Engineering (DS-TE).

 Diff-Serv         ,         ()  :DS

   ( );DS
  –  Core Network ( PHB).

 ,            ,   -2475    :RFC
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3.  

 DiffServ    DSCP,    6   T S  -.    ,         .o IP

   -2475   :RFC

         .
   («» ).
      («») ,        ()     , ,       !

    ()  .

   ( DS)

           .

  –    ,       ,      .

   :

 ,     ,      ( );ACL
          ( );SLA
      (   ) – 6 ,     26=64  ;DSCP DiffServ Code Point
 ( )      .shaping

          (port-access),       ,  :DS

;
BRAS (Broadband bordur Router Access Server);
LER / MPLS (Label Edge Router);
   (SBC)  ..  .

 2.21 –    -2475DiffServ RFC

 2.22     _    :Diff Services
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2.  
3.  
4.  
5.  
6.  
7.  

 2.22 –      DiffServ

   ,   ,           – .SLA

    (Service Level Agreement, SLA) –              (       – , , , , …).SLA V V T

    ( )   :SLA

    ().
     .
  .
   .
  .
    .QoS
 , ,     ,    ..

   ,           SLA  QoS.         ,                    –    .SLA SLA

  –    :

  (, , ),
      ,
   ..

        ( - , , - - , …).IP dest ToS TCP UDP port

,   ,   ,          (6 ).SLA DSCP

          . ,           .           ,      .

           .

  ( )       ,   ,      ( ).Shaper SLA
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13.  
14.  
15.  
16.  

  :

      ,    -.TDM
           , , ,     .IPTD IPDV IPLR IPER
       ( )     - (    – -).MOS R
       ,         ( _ )      ( _ ).Diff Serv Int Serv

           –  .DiffServ    – Core Network

        ,  –  – - -  –      .PHB Per Hop Behavior

     ,     :QoS

1.    – EF (  ) ( -3246),          (      _      ).Expedited Forwarding RFC Int Serv CBR ATM

         .

2.    – AF (  ) ( -2597),    4- , ( 1- 4)          ( 11  43):Assured Forwarding RFC     AF AF AF AF

 ;
  ()  ;
 .

3.   – Best Effort (BE),      (     ).QoS

      ,    3/ 2 ( - , , ).PHB L L IPP ToS DSCP CoS

 2.14 –           ,   PHB IPP DSCP CoS

 L3  L2

CoS/MPLS-exp

IP-Pr PHB DSCP

 6 CS6 48 6

 (VoIP) 5 EF 46 5

  () 4 AF41 34 4

  ( - ,  )IP TV 4 CS4 32 4

   3 - 25 3

 3 AF31/CS3 26/24 3

  ( -) 2 AF21 18 2

  ( )SNMP 2 CS2 16 2

 

(FTP, e-mail,     …)

1 AF11 10 1

 ( , ) 1 CS1 8 1

 0 0 0 0

CS – ,   .Cisco

  ,        ,        !

2.10.5  

   .QoS
     -     -.QoS TDM KK IP
  ,       -.IP
       -.IP
  ,     .IPTD
  QoS     . .1541.Y
     .1541   0  1.Y
         -.MOS
      -.
     - ( , ).IP DiffServ IntServ
  .IntServ
  ,        .DiffServ
  .DiffServ
  .SLA
  ()   .PHB
          .PHB
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2.11.1    

  ( )            ( )    ( ). – management U – user  – control

       :

     (status – up/down, alarm,…);
   (, , …);
  (CDR-);
    (   - ).

      :

 ,    ;
,     :
 ;
 ;
    :
  ;
 ()  .

   :

 ,      ,     ;
  (),    (, )   (    ),     ( ,   ).MML

         « – ».  –  ,   ,  / ,     ,    .

      :

       ;
           ,       U  C;
               L1,     (VPN).

2.11.2   

          ,             (  ).Middle Ware

  (, , ,  )     :
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 2.23 –    

     :

  ( )     ,           ;
        ().NP QoS

           (  ),      ,  ,  ,    .

    ,    –  .

        . -  .700  .3010    :ITU T X M 5  

FM (fault management) –    ;
CM (configuration management) –     ;
AM (accounting management) –   ();
PM (performance management) –    ;
SM (security management) –  .

        (    ).FCAPS

,           ,         (Systems Management Function, SMF),             .

         ,    ,          .     

 ,    ,            -    .    , ,  ,    .    ,  ,        ,   ,     .

 ,        .

  (fault management – FM) ,  ,       —    (alarms).        ,       ,     .           (,      ),    ,   ,    .

      :

 ;
 ;
   ;
 () ;
 ;
     .

     —    (, ) ,    .

  (accounting management – AM)  —                         .  

  :

     ;
  ;
  ;
 .

     —  ,   ,              .

  (configuration management – CM)   (),      .         -           .                  .

    :

   ;
   ;
     ;
    ;
  .

    :     ;   ;     ;         ,       ;   ;  ;        .

     (performance management – PM)                     ,    .           ,   ,            .

          .           .  , ,       .       —           (     )    .     , ,                     .

     ,         ()               .           ,             .

  /   :

 QoS;
  ;
  ;
  .

  (security management – SM)     :



   (management of security) —                   ;
  (security of management) —         ,               .   ,                 .

      :

;
;
    ;
.

        —      ,         .

      ,      ( – ),          .OMC

       ( ,       ,    – ,   .),    .

2.11.3   «-»   SNMP

       -,  -       ,  -       .        .

        (    – )    .Network Management Systems NMS

   ,    ,       –  (     –    ).SNMP Simple Network Mangement Protocol

 ,   ,     ,   -. -             .SNMP SNMP

     ,      - / .             .TCP UDP IP Ethernet

    .        ,    ,  -     , ,      ,   ,    ,       .. 2.24 SNMP

      - (. ) 2.24

.

 2.24 –    

      1157 ( )    ,   ,       ,           (    – ),     (       ).                (     «» – ).SNMP IETF RFC Management Information Base MIB MIB SNMP

       ,      ,    ,         .SNMP

   ,       ,      / .         , ,   .SNMP UDP IP ATM Ethernet PPP

            ,  ,      ..  ,          5%     .

2.11.3.1        



      ,    ().         ,      , ,   ,     ,      ,        ,         (   ).MIB

               (  ) .

         ,    , , ,   ,     .           , ,      (   ).         .F G WS

 ,    -,     — ,     , , ,  , ,   ..       ,    -   .SDH

-            :

   ;
   (  – );alarm
   ,      ;
      ;
     ..

 ,     -  .700     5-  :ITU T X

   – CM (Configuration Management);
   – ;FM (Faults Management)
   – ;PM (Performance Management)
  – AM (Account Management, Billing);
   () – .SM (Security Management)

    .73, .74, .800  .3         .

2.11.4      

           .            ,      .SNMP/UDP/IP/Ethernet

2.11.5   IETF (TCP-UDP/IP)

           . 2.25 ISO

 OSI-ISO   IETF

(HP_OV, TNG, …)

7   SNMP

( 161,162)6

5

4 TCP, UDP

3  (WAN) IP

2

  (LAN, MAN)

Ethernet, ATM, FR, LAPD, …

1

 2.25 –   / / /SNMP UDP IP Ethernet

2.11.6    SNMP

2.11.6.1    

 SNMP          .

      SNMP,   :

    ,   ;SNMP
   MIB   SNMP —     ASN.1 ( ISO 8824:1987,  ITU-T .208);
   MIB (MIB-I, MIB-II, RMON, RMON 2),        ISO.



  SNMP          .  SNMP    ,  ADSL,  ATM  . .

SNMP —      TCP/IP. SNMP          ,    ,        MIB (Management Information Base).

 SNMP   MIB SNMP,     MIB I  MIB II.   SNMP  .

       .

          ,                  – .SNMP MIB

   SNMP —   ,    ,           ,        MIB            .

  ,            ,                ,   ,                .SNMP

      ,        .SNMP

    -     MIB (management information base) –   ,  , MIB      ,    -    (.  – ).    – MIB

 ,   MIB,       ,        .   MIB    -     () ,    (private) ,            MIB.ISO ITU T

   ,    ,   :SNMP

     ;MIB
     ;MIB
   ;
       .

2.11.6.2   SNMP

         1990-    -1157       .IETF RFC

            ,        1 :SNMP SNMPv

   ;
;
 .

          2 ( -1901…1910)  3 ( -3410…3419).SNMPv RFC SNMPv RFC

   « » ( .  – )           .Simple simple

               ( ),    2, 3.SNMP MIB SNMPv SNMPv

     ,    ,         .SNMP MIB

          ,   , ,   ..SNMP

2.11.6.3   SNMP

           ( -1157),     ,           ,            .RFC

  ,    1         (,   ):SNMPv

  –       .    — « » — «community string».     SNMP              «»,        ,     community string    ,   ,    .      ,      ;
  –     UDP (    SNMP)      ( trap)    ,      ;
   – SNMP-    ,        -     .   -     ,     .      .       ,            ,         .SNMP

      . ,   HP OpenView Telecom DM TMN,            TMN  ISO,    SNMP,                SNMP   .

2.11.6.4  ()  SNMP

 SNMP       -.  - ,       ()   .

           – - ,    ()  .PDU SNMP

         -     - .SNMP PDU

       ,   ("trap" – ).       ( )   .Response

    (  1)   – GetRequest, GetNextRequest, SetRequest.SNMPv

,    1  5  - ( ):SNMPv PDU

GetRequest –       .         MIB.     – ;PDU Get
GetNextRequest –         .        .         ,  .     GetNextPDU MIB ;
SetRequest –        MIB.         Set.    Set    .       ,   ,  ,  ,  ,      .      ,    ;PDU
GetResponse –         GetRequest, GetNextRequest, SetRequest.      ,      ,     ,         .       Reply  Response;PDU Set Set
Trap –          ,        ( – ).       – OID, ,   ,     ,  MIB-      .PDU alarm
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              (. ): 2.26

      -     ,     ;
         ;
                ;
,       ,  -    .MIB

 2.26 –   SNMP

,       GetRequest-PDU, GetNextRequest-PDU, SetRequest-PDU,     ,  ,  GetResponse-PDU  Trap-PDU,     .

      UDP  161.   «» (trap)  UDP  162.      ,          .

2.11.6.5      SNMP     ,       

      - ,    . 2.27 SNMP Get GetNext Set Response



 2.27 –   SNMP

       - -  (--)      ,    -  .209.SNMP T L V BER ITU T X

   -   :SNMP

 .        1    (  – 1,     SNMP  ).Version
    .      1   ,     ().     ,        « »,    .SNMPv Community public
 PDU (Protocol Data Unit –   ).    ()   , ,     (, , ,   ..).

        ,     , , ,     ,        .SNMP PDU PDU Get GetNext Set Response Trap

,      , , , :PDU Get GetNext Set Response

 PDU.      ,       .            (          ).     0  2 -1.   G , G ext  SET             ,         .32 et etN Response
 .      ( ),   . 
 .   ,    (error index) ,      .  error index               badvalue, readonly  nosuchname.

 2.15 –  

  

0 Noerror   ;

1 Toobig        ;

2 Nosuchname     ;

3 badvalue   set      ;

4 Readonly    ;

5 Generr  .

       ,        ,    ,  .SNMP

  TRAP 0…4       .

        ( )     .   coldstart    200   .



2.11.7 MIB. , ,   

        -           ,     ( ) .ISO ITU T root

  -  .208… .209     ( ),   .    ( )              .ITU T X X  2.28

 2.28 –   MIT

       ,        –    – DNS.MIT

  ,     ,  .MIT

,      –  ( . . . , . ),         ,   (  ):MIB iso dod internet mgmt  2.28 MIT MIT

1.3.6.1.2.1 –       .MIT

  ,       ( )   0 ( - ), 1 ( )  2 ( - - ),    ( )  40,          ,    ,    ,   .x itu t iso joint iso itu y MIT

,   .  ( =1. =3)         :iso org x y

40 +  = 40*1 + 3 =43'   ' .Dec 2 Hex

     256,   ,  , ,   ( . . . . . ,     1.3.6.1.2.1)     :MIB iso org dod internet mgmt mib

T   L   V

06 05 2b 06 01 02 01

:

=06 – , ,       ;

L=05 –   (   );OID

V=  –   (   ) ( ,   – ).2b 06 01 02 01 OID MIB OID

       . 2.16 OID

 2.16 –     OID

 OID  OID



{ 0 0 }  ITU-T

{ 1 0 }  ISO

{ 1 3 6 } iso.org.dod –   

{ 1 3 6 1 } iso.org.dod.internet –   

{ 1 2 840 } iso.member-body. ANSI (US)

{ 2 5 }   (X.500)

{ 2 5 8 }   - 

2.11.7.1     – MIB

     ,     .       ,    –       ,   .    ,           .MIB MIB

     ,     ,    ,          .MIB IETF

 ,            ,           .MIB

           .

   MIB,           .    MIB

MIB I (  Internet MIB -  1065, 1066, 1155, 1156, 1157, 1158  .) –  ,      ,  - ( , . ,   ..).    ,      .       ,    - .     170 .RFC MIT ARP IP TCP UDP MIB I
MIB  ( -1213  .).      .II RFC
RMON-1  (  1757).      10    (. ).MIB RFC
RMON-   (  2819).       .II MIB RFC

         - :MIB MIT Internet

     iso.org.dod:

internet OBJECT IDENTIFIER ::= { iso(1) org(3) dod(6) 1 }

     Internet:

directory OBJECT IDENTIFIER ::= { internet 1 }

mgmt OBJECT IDENTIFIER ::= { internet 2 }

experimental OBJECT IDENTIFIER ::= { internet 3 }

private OBJECT IDENTIFIER ::= { internet 4 }

  mgmt.mib (2.1.)    ,   ()  :

system OBJECT IDENTIFIER ::= { mib-2 1 }

interfaces OBJECT IDENTIFIER ::= { mib-2 2 }

at OBJECT IDENTIFIER ::= { mib-2 3 }

ip OBJECT IDENTIFIER ::= { mib-2 4 }

icmp OBJECT IDENTIFIER ::= { mib-2 5 }

tcp OBJECT IDENTIFIER ::= { mib-2 6 }

udp OBJECT IDENTIFIER ::= { mib-2 7 }

egp OBJECT IDENTIFIER ::= { mib-2 8 }

transmission OBJECT IDENTIFIER ::= { mib-2 10 }

snmp OBJECT IDENTIFIER ::= { mib-2 11 }

     - :MIB II

System –   MIB II     ,          ( ,    ..).
Interfaces –  23 ,        ( ,  MTU,  ,    ..).
AT (3 ) –     ( dd  ran ).    MIB-I.    .    AT    ARP    (MAC)    IP- .A ress T slation
IP (42 ) –    IP- ( , ,  ).
ICMP (26 ) –     (/ ,   ..).
TCP (19 ) – ,      (, , ,    ..).



UDP (6 ) – ,   UDP- (/ , , ).
EGP (20 ) –    Exterior Gateway Protocol ( ,     // ).
Transmission –    MIB.
SNMP (29 ) –   SNMP: / ,    , ,       .

         ,  .     ( )         ( ….)  - ( …).MIB iso.org.dod 1.3.6

:

        : system.sys ontact.0;c
    system.sysUpTime.0;
   (,      ): system.sysDescr.0.

          - .

 system.sysUpTime.0   ,   system   "1"   MIB II,  sysUpTime – 3    system.1.3.0

          (      ,    ).

 -1  (  1757)          :  ,  ,  , , , ,  ,  , .RMON MIB RFC ethernet statistics history control ethernet history alarm host hostTopN matrix filter packet capture event

       (,    )   ,       ,   :EMS

 2.29 –    

2.11.8  MIB

  ( )           .Vendor

             ,               ( ).Vendor MIT

 ,   ( )          35625   . . . . . .      1.3.6.1.4.1.35625.eltexltd IETF iso org dod internet private enterprises eltexltd

    ,   ,    .         ,  ,  -36.    - .MIB MIB http://eltex.nsk.ru/ TAU IP http://eltex.nsk.ru/upload/iblock/b7a/mib.zip
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 IP-          « »,               .    VoIP (  – «       »)      ,    .  ,            ,      .

    VoIP              ()    .

     : 2.30



 2.30 –      

        ,   ,     .
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  ()    ,                 ,      ,   .       .     ,               ,   .       –   ,   «»         ,         ,       - ( -, -, -).         (        ),       ,   ,      ,   ;IP IP DDoS VoIP SIP IP SIP SBC
      , ,              –          (  –   ),          ;VLAN ACL Access List Classes
SIP- ( ,  , 3   ..,     ,   ).              ,        (      -).           ,         – -    ,    ,  , -,  ,   ( ), 1-,  ;Brio CX VoIP SIP SIP VoIP VoIP IP PBX
     ( - ,  ). -          ,       ,     ,     . -     ,       -,    .            (  5060, 5061,    ,     - -,     ,       –   ,       ).        VoIP SIP proxy VoIP SIP IP SIP VoIP IP SIP Web SIP IP
 -,               ,      ;SIP
,       - (     )  ,       .IP VoIP IP

2.12.1.1     VoIP

  ,      ,      ( ,  VoIP)  :

  ;
 ;
              ;
  ;
  ;
 ;
 ;
   .

      .               .

 ,      ,       ,              .VoIP

      :

   ,   ;
   , ,  ,       ,         .

   :

   «» / (  );
SIP-   , , ,  (-).

2.12.1.2   



               :VoIP

  -,       -,    ,      (80, 445, 1433, 771  .)              /    -   -  ;IP VoIP VoIP SIP Web VoIP
   ,    (, -    ),   –    ,     - ( ,   );SIP SIP VoIP SIP
 ,  ,   -,    .   ,     ,      ,     -,                (       ,          );SIP VoIP SIP VoIP
          , ,    (  ,  ,      ..);
         --,           ,          ;SIP
           ,       ( ,  , ),             ,       ;VoIP VoIP VoIP
            –         –               .VoIP SIP

      -   ( -,        ),       ,          ,   .SIP Proxy SIP

    ,  , .                SIP-.   SIP-      ,          ,    .

        ,       (     ).          .VoIP

    & -,   ,   –  ( ). ,       – McAfee  -10    C&C  - [2].C C

   C&C  -    (631).    -    – 237 C&C .  -154.  -125 C&C ,  – 95 C&C ,  - 81 C&C    – 77 C&C .

 -              ,     ,   /   .

    - ,       ,     -   ,    .IP

2.12.1.3     

       VoIP,       .     VoIP                .

     ACL-          VoIP       :

 ACL         L2/L3/L4,     ,  – SIP.
 IP-,        VoIP,        VoIP.

    ,       , ,    DPI.

 ,  DPI,    SIP-,          .           .

,             2-3   ,   ,       ,  -  - .    IP-,     ,      IP-, ,     ACL.

       VoIP  , ,   SBC-.

      ,    ,   VoIP   ,       ,   .

192 168 5 143

1 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 0 0 0 0 0 1 0 1 1 0 0 0 1 1 1 1

255 255 255 128

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0

192 168 5 128
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