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1.5.1 Eltex-AP-Domain

RADIUS SoftwLC. . VSA Eltex-AP-Domain.

Frame 1: 504 bytes on wire (4032 bits), 504 bytes captured (4032 bits)
Ethernet |1, Src: fa:16:3e:58:4b:2a (fa:16: 3e:58: 4b: 2a), Dst: CheckPoi _40: 60: 11 (00: 1c: 7f: 40: 60: 11)
Internet Protocol Version 4, Src: 101.162.18.73, Dst: 102.64.72. 47
User Datagram Protocol, Src Port: 45104, Dst Port: 1813
RADI US Pr ot ocol
Code: Accounti ng-Request (4)
Packet identifier: 0x92 (146)
Length: 462
Aut henti cator: 3d3f046a69a6139085332513f af 1cd84
Attribute Value Pairs
AVP: t=Acct-Session-1d(44) |=19 val =1AEE23D5- 4650EBAB
AVP: t =Franed-| P- Address(8) |=6 val =101. 109. 144. 137
AVP: t=Acct- Status-Type(40) |=6 val =I nteri m Updat e(3)
AVP: t=User-Nane(1l) |=14 val =908d6c222f db
AVP: t=Service-Type(6) |=6 val =Franed(2)
AVP: t=Vendor-Specific(26) |=74 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=NAS-| P- Address(4) | =6 val =10. 21. 128. 245
AVP: t=Event-Ti mestanp(55) | =6 val =Sep 01, 2021 17:58:58. 000000000 +07
AVP: t=NAS-Port-1d(87) =3 val =1
AVP: t=Cal |l ed-Station-1d(30) |=33 val =E0- D9- E3- 8C- 93- 40: UK_SF_142
AVP: t=Calling-Station-1d(31) |=19 val =90-8D- 6C- 22- 2F- DB
AVP: t=NAS-Port-Type(61) |=6 val =Wrel ess-802. 11(19)
AVP: t=Acct-Session-Time(46) |=6 val =2401
AVP: t=Acct- | nput - Packet s(47) |=6 val =3875
AVP: t =Acct - Qut put - Packet s(48) | =6 val =3875
AVP: t=Acct-Input-Cctets(42) |=6 val =928215
AVP: t=Acct-Input-G gawords(52) |1=6 val =0
AVP: t=Acct-CQutput-Cctets(43) | =6 val =950863
AVP: t=Acct - Qut put-G gawords(53) | =6 val =0
AVP: t=Vendor-Specific(26) |=9 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor - Specific(26) |=9 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor-Specific(26) |1=9 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor - Specific(26) |=9 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor - Specific(26) |=9 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor-Specific(26) |=74 vnd=Eltex Enterprise, Ltd.(35265)
Type: 26
Length: 74
Vendor ID: Eltex Enterprise, Ltd. (35265)
VSA: t=Eltex-AP-Domai n(24) |=68 val =142-023_of fi ce_15. Dzer zhi nsk. Ni zhegor odskaya_obl . access_poi nt .

r oot
AVP: t=Acct-Authentic(45) |=6 val =Local (2)
AVP: t=NAS-Identifier(32) |=19 val =00-00- 00- 00- 00- 00
AVP: t=NAS-Port(5) |1=6 val =0
AVP: t=Connect-Info(77) |=23 val =CONNECT OMips 802. 11a
AVP: t=Vendor-Specific(26) |=12 vnd=Eltex Enterprise, Ltd.(35265)
AVP: t=Vendor-Specific(26) |=17 vnd=Eltex Enterprise, Ltd.(35265)
Eltex-sorm2-replicator ', ..RADIUS csv
152 nasip
RADIUS Eltex-AP-Domain, NAS-IP-Address,

1.5.3 option82/cell
BRAS option82 DHCP RADIUS, VSA CELL. RADIUS , RFC4679.

CELL md5sum VSA [2-interface option82 (). I2-interface option82 . CELL .



@ CELL=nd5sun{( | 2- i ner f ace+opt i on82)

GenericAP , PCRF coption82, SSID option82. SSID, GenericAP . GenericAP ™,

2 Eltex-sorm2-replicator

Eltex-sorm2-replicator ~ SoftWLC.

® RADIUS ;

4 (RADIUS accounting) -3,

. (RADIUS accounting) FTP  «» (2);
®* . RADIUS . Eltex-DPI-Step-Logic 0/1,

RADIUS accounting SoftWLC, iptables  RADIUS accounting ¢ DST 1813 31813 Eltex-sorm2-replicator DST 41813. Eltex-sorm2-replicator ,
RADIUS csv . SoftWLC ( B2B). ( ). .. Eltex-sorm2-replicator.federated

C)

option82 RADIUS ;
RADIUS «», Eltex-Ap-Domain;
L2 (B2B), nasip L2;

EMS, IP- nasip.

IP- ,IP-,DST RADIUS (B2B). , RADIUS accounting.

® |P_ACC_N_yyyyMMdd_Hhmm.csv;
N IP Eltex-sorm2-replicator HEX,

DPI EMS, Eltex-sorm2-replicator  Eltex-DPI-Step-logic , DPI.

O
Ap-Domain , ( 4.6).
s (global.clients eltex-sorm2-replicator.json), ., sorm2-relicator'.

3 Eltex-radius-sorm3-federal

Eltex-radius-sorm3-federal ~ SoftWLC. - FTP  «» (o).
1. WIFI-  SoftWLC.

, Northbound-, SOAP/XML ( ). API-  Eltex-radius-sorm3-federal. (URL) . 04:00.
hotspot

® ABONENTS_yyyyMMdd_Hhmm.csv;
* ABONENTS_ID_yyyyMMdd_Hhmm.csv.

enterprise

® ABONENTS_ ENTERPRISE_yyyyMMdd_Hhmm.csv;
* ABONENTS_ENTERPRISE_ID_yyyyMMdd_Hhmm.csv.

® ABONENTS_ VOUCHER_yyyyMMdd_Hhmm.csv
® ABONENTS_ VOUCHER_ID_yyyyMMdd_Hhmm.csv.

WIFI-

BASE_STATION yyyyMMdd_Hhmm.csv;_
BASE_STATION_IP yyyyMMdd_Hhmm.csv;_
BASE_STATION_WIFI_ANTENNA yyyyMMdd_Hhmm.csv;_
BASE_STATION_WIFI_WRL yyyyMMdd_Hhmm.csv._


https://www.mfisoft.ru/direction/sorm/sorm-3/
https://www.mfisoft.ru/direction/sorm/sorm-3/

2. FTP.

# sudo wget -O - http://archive.eltex.org/wrel ess/repo.gpg. key | sudo apt-key add -

softwlc-1.20-xenial:

# echo "deb http://archive.eltex.org/wireless/ softw c-1.20-xenial main" >> /etc/apt/sources.list.d/eltex.|ist

5 Eltex-sorm2-replicator

5.1 Eltex-sorm2-replicator

: Linux Ubuntu Server 18.04 x64 LTS. , . Oracle JDK8.
Oracle JDK8

$ sudo apt install openjdk-8-jdk

java:

tester @buntu: ~$ java -version

openj dk version "1.8.0_ 292"

OpenJDK Runtime Environnment (build 1.8.0_292-8u292-b10-0ubuntul~18. 04-b10)
OpenJDK 64-Bit Server VM (build 25.292-b10, nmi xed node)

1.
# apt update
2.
# apt install eltex-sornR-replicator
3. .. letc/eltex-sorm2-replicator/eltex-sorm2-replicator.json

"acct.address" : "0.0.0.0",
"acct.port" : [41813],
"acct.receive. buffer.byte" : 134217728,

"web. noni toring.port" : 7071,

"cluster.enable" : false,
"cluster.eventBusPort" : 5802,

"radius" : {
"url": "jdbc:mysql://local host/radius?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&socket Ti meout =5000&aut oRe
connect =t rue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h



"sqgl.enms" : {
"url": "jdbc:mysql://local host/eltex_enms?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti meout =5000&socket Ti meout =5000&aut oRe
connect =t rue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h

"sql.wireless" : {
"url": "jdbc:mysql://1ocal host/wirel ess?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&socket Ti meout =5000&aut oRe
connect =t rue&useSSL=f al se",

"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16
b
"nmongo. sorn2" : {
"connection_string": "nongodb://1ocal host: 27017/ sor n2"
o
"mongo. perf" : {
"connection_string": "nongodb://I|ocal host: 27017/ pcrf"
b
"global.clients" : {
"enabl ed" : fal se,
"clients" : [
{ "host" : "127.0.0.1", "port" : 11813, "secret": "eltex" }
]
H
"sormB" : {
"enabl ed" : true,
"host" : "127.0.0.1",
"port" : 21,
"period_s" : 900,
"user" : "ftp",
"pass" : "ftp",
"acct _dir" : null
3
"sorm" : {
"enabl ed" : true,
"federated" : false
H
"dpi.step.logic" : {
"enabl ed" : false,
"verbose" : false

«radius» radius MySQL;
«sgl.ems»  eltex_ems MySQL;
«sgl.wireless»  wireless MySQL;
«mongo.sorm2»  sorm2 MongoDB,;
«mongo.pcrf»  pcrf MongoDB;
«global.clients» RADIUS accounting ;
«sorm3» FTP;
«sorm2» RADIUS accounting . RADIUS accounting
® “federated" : true/false, w2
«dpi.step.logic»  DPI.
® enabled=false - SSID, ,
enabled=true - SSID, ¢ dpi cms radius
® verbose=false- dpi=1()
verbose=true- , dpi0O 1



FTP. MongoDB

"connection_string": "mongodb://100.110.22.36:27017,100.110.22.37:27017/pcrf?replicaSet=WIFI"

Eltex-sorm2-replicator FTP

FTP

5.2

acct_dir. , acct_dir: ACCO.

, FTP. yyyyMMdd ().

/etc/eltex-sorm2-replicator/sorm3-columns.json

/etc/eltex-sorm2-replicator/sorm3-columns.json :

" CONNECTI ON_TI ME":
"REG ONLID': true,
"PONT_ID'": true,
"LOG N_TYPE": true,
"SESSION_ID": true,
" ALLOCATED_I PV4":
" ALLOCATED_I PV6" :
"USER_NAME": true,
" CONNECT_TYPE":
" CALLI NG_NUMBER' :
" CALLED_NUMBER':
"NAS_I PV4": true,
"NAS_I PV6": true,
"NAS_| P_PORT":
"1 N_BYTES_COUNT" :
" QUT_BYTES_COUNT":
" USER_PASSWORD' :
"USER_EQ MAC':
"USER_EQ VPI ":
"USER_EQ VCI ":
"APN': true,
"SGSN_I PV4":
"SGSN_I PV6":
" GGSN_I PV4":
"GGSN_I PV6":

true,
true,
true,
true,

" SERVI CE_AREA CODE":

"LAC_START": true,
"CELL_START": true,
"TA_START": true,

"WL_CELL_START":
"WL_MAC_START":
"LAC_END': true,
"CELL_END": true,
"TA END': true,
"W._CELL_END":

"W._MAC END": true,

" PHONE_CARD_NUMBER" :

"IVl
"1 MEl "
"ESN': true,
"POOL": true,
"L2_I NTERFACE" :

true,
true,

"L2_INTERFACE".

5.3

mailutils ssmtp. smtp /

true,

true,
true,

true,
true,
true,

true,
true,

true,

true,
true,
true,
true,

true,

true,
true,

true,

true,

fal se

Eltex-sorm2-replicator

/etc/ssmtp/ssmtp.conf

, Maximum number of files per directory,
ACCOlyyyyMMddffile.csv. acct_dir: null,

IP_ACC_N_yyyyMMdd_Hhmm.csv

Eltex-sorm2-replicator.

yyyyMMdd/file.csv.

0

yyyyMMdd/file.csv.



hostname=vagrant-ubuntu-xenial-64
mailhub=mail.eltex.nsk.ru
AuthUser=tester@eltex.nsk.ru
AuthPass=tester
UseTLS=NO
UseSTARTTLS=NO
/etc/ssmtp/revaliases:
root:tester@eltex.nsk.ru:mail.eltex.nsk.ru:25
/etc/default/eltex-sorm2-replicator

#Send notification
NOTIFICATION_ADDR= "email@tester.ru"

eltex-sorm2-replicator
service eltex-sorm2-replicator stop

Jusr/lib/eltex-sorm2-replicator/check.sh, ,

5.4 RADIUS accounting

RADIUS accounting  Eltex-sorm2-replicator,
RADIUS- SoftWLC (Eltex-pcrf Eltex-radius).

iptables.
IPTables-sorm2 :

DST 1813 31813

DST 41813 Eltex-sorm2-replicator.

*raw

#-A OQUTPUT -p udp --sport 1813 -j LOG --1o0g-prefix "raw output
# conntrack’

-A QUTPUT -p udp --sport 1813 -j NOTRACK

-A QUTPUT -p udp --sport 31813 -j NOTRACK

CcOWm T

*mangl e

: PREROUTI NG ACCEPT [ 0: 0]
I NPUT ACCEPT [0: 0]

: FORWARD ACCEPT [ 0: 0]

: OQUTPUT ACCEPT [ 0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]

-A PRERQUTING -p udp --dport 1813 -mmark --nark 1 -j
-A PREROUTING -p udp --dport 31813 -mmark --mark 1 -j
-A PRERQUTING -p udp --dport 1813 -mmark --mark 0 -j
-A PREROUTING -p udp --dport 31813 -mmark --mark 0 -j
-A PREROQUTING -p udp --dport 1813 -mmark --mark 1 -j
-A PRERQUTING -p udp --dport 31813 -mmark --nmark 1 -j

#-A OUTPUT -p udp --dport 1813 -j
CoOW T

*nat

: PREROUTI NG ACCEPT [ 0: 0]
: I NPUT ACCEPT [ 0: 0]

: OQUTPUT ACCEPT [ 0: 0]

: POSTROUTI NG ACCEPT [ 0: 0]

# destination sorn@
# send to other host

# 211 - 2

# 213 -

-A PRERQUTING -p udp --dport 1813 -mmark --mark 1 -j

-A PREROUTING -p udp --dport 31813 -mmark --mark 1 -j
-A POSTROUTING -p udp --dport 41813 -mmark --mark 1 -j

COW T

192.168.107.211 — IP- Eltex-sorm2-replicator
192.168.107.213 — IP- RADIUS- SoftWLC

IP- IPtables-sorm2:

# iptables-restore < | PTabl es-sorn2

LOG --10g-prefix "mangl e out put

MARK --set-mark 2
MARK - -set-nmark 2
MARK --set-mark 1
MARK --set-mark 1

TEE --gateway 127.0.0.1

TEE --gateway 127.0.0.1

DNAT --to 192.168.107.211:41813
DNAT --to 192.168.107.211:41813
SNAT --to 192.168. 107. 213

SRC DST IP-.


mailto:email@tester.ru

# apt-get install iptables-persistent
# service iptabl es-persistent save

ip  /etc/sysctl.conf

sysctl net.ipv4.ip_forward=1

# sudo sysctl -p

5.5 Eltex-radius-nbi

mongo SORM2 API Eltex-sorm2-replicator, "radius_nbi_config.txt"
/etc/eltex-radius-nbi/radius_nbi_config.txt

mongo SORM2 API Eltex-sorm2-replicator

#El t ex. SORMR. repl i cator MongoDB ' sornR' connect*

sor n2. nongodb. enabl ed=t rue

sor nR2. nongodb. uri =nongodb: / /| ocal host: 27017/ sor n2

#El t ex. SORMR. repl i cator host to use API*

sor n2. enabl ed=t r ue

sornR. url =http://192.168. 107. 211: 7071

sor nR2. user nanme=adm n

sor nR. passwor d=passwor d

# MongoDB .,

sor n2. nongodb. uri =npbngodb: // 10. 62. 18. 36: 27017, 10. 62. 18. 37: 27017/ sor nR2?r epl i caSet =W FI

Tomcat7

service tomcat8 restart

5.6 IP- B2B
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",
2.™ .
4."P" P, .
5™, .

6."": radius,

MongoDB sorm2.links.

6 Eltex-radius-sorm3-federal

6.1 Eltex-radius-sorm3-federal

. Linux Ubuntu Server 18.04 x64 LTS.
Oracle JDK8

$ sudo apt install openjdk-8-jdk

java:

tester @buntu: ~$ java -version
openjdk version "1.8.0_292"

Ao6aBuTh Npodnnb

Kima
OonucaHue

Jowmer

MNopt
1813

KojaoBOe CNoBo

Oracle JDKS8.

“ | COPM-2

OpenJDK Runtime Environment (build 1.8.0_292-8u292-b10-0ubuntul~18. 04-b10)
OpenJDK 64-Bit Server VM (build 25.292-b10, m xed node)




# apt update

# apt install eltex-radius-sornB

6.2 Eltex-radius-sorm3-federal

[etc/eltex-radius-sorm/eltex-radius-sorm3.conf

[ radi us-dat a]

app_nane=el t ex-radi us-sornB-f ederal . jar

nbi _i p=l ocal host

nbi _port =8080

aut h_user name=admi n

aut h_passwor d=passwor d

export _pat h=/var/| og/ el t ex-radi us- sor n8/ export_dat a
donai n=

ftp_url=ftp://adm n: password@92. 168.0. 1:/ftp/
start_count =128

max_count =1024

skip_wi th_regionld_eq_O=true

nbi_ip — IP- Eltex-radius-nbi;

nbi_port — SOAP/XML Eltex-radius-nbi;
auth_username — ;

auth_password — ;

ftp_url— ftp;

start_count — , ;

max_count — :
skip_with_regionld_eq_0O - REGION_ID.

04:00.
CRON:

cat /etc/cron.d/sormexport
MAI LTO=""
00 4 * * * root /usr/share/eltex-radi us-sornB/ export_sorm sh

(D !

EMS cron softwlc.

6.3 EMS

6.3.1 «»



REG|ON_|D, «» . s . «», -> >
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BIRINE

| OomeH | OnucaHue | Makc, nc:m:a...| TUn foMEHS | PervoH |Hac090t71 noAac
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o @ Center MP® LenTp - ap - -
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* 3aKkphiThb
, X ,

6.3.2

> «», . «37.587614». («»), («»).

® (http://kladr-api.ru/api.php);
® Google(https://maps.googleapis.com/maps/api/geocode/json);
® Yandex(https://geocode-maps.yandex.ru/1.x/);
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EMS. EMS, Google.
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| v [pUHATE # OTMmennTn |

6.3.3 Framed-IP-Address WPA Enterprise «»



https://yandex.ru/maps
https://www.google.ru/maps

Framed-IP-Address start RADIUS accounting

6.3.4

Eltex.EMS <tester:Operator>

20D e

«Accounting

wait IP» SSID WPA Enterprise.

start

IP-.

«Accounting

wait [P»

Annnert | YVcrpoiictBa YnpaeneHwe RADIUS Wireless CoObiTHA YTUAWTEL AQMHHWCTDHpOBAaHWE
#§ AsTopu3auus [6nokupoekal MpUMeHnTE

3‘; JlaHHblIE CeCccHH

& Odopmunenne = = =

. Bup
| VTUANTBI

[ Coxpauutk HacTpoiikn annneta

[T 4F UHTepaKkTHBHaR NaHenb

Ak-F&

ib3oBaTenu Wi-Fi

(.| Pexum cynepront:

ensa

[ 0 NMopackaska ana gepeea

DuALTP:

% Boixon

F3) MamennTb nons | & O6HOBUTE
o

BhIKNIOYUTE |

Crartucy

o

Onuwn
Craryc VAP
Broadcast SSID
Radio
Pexcun besonacHocTe
Moppepxxa WPA-TKIP
Mopnepwxa WPA 2
Mopnepmxa TLS
Enable pre-authentication
MAC Auth Type
Broadcast Key Refresh Rate
Session Key Refresh Rate
Craryc Client QoS
VLAN-ID
Mpropurter
VLAN priority
VLAN trunk
VZ30NSUNE KANEHTOB
Band steer
PMKSA caching
Accounting wait IP

Wireless Multicast Forwarding

=

|v|

All

WPA Enterprise

™
™|

Disable

OEOORDO|°

Edit SSID 'Krapiva_work’
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«»



[
| PepakTpoBaHWe MoHHTOpa

CHHXPOHM3aLHA YCTPORCTB
Tun |PERIDD |v|
CRON-nepnopn, |DDD;1**'.' ||E||S
~MNapaMeTpbl -
process_size |1l:ﬂ |
v TIpHHATH || # OTMeHuTH

6.3.5 DPI (Step Logic)

DPI, SSID.
DPI
L]
DPI , :
1 wn
‘ | % fOnucaHue ’/ﬂunhausarenu Wi-Fi rMuHuTupuur KOHKYPEeHTHbIX TJL ’/Muuurupuur rKqu)urypauun rﬂuayn L
‘ Monck |:j O6HOBUTL ‘ ‘ o Penannpuaarh‘
3 NapaMeTpbl HHHUMANHIAWHM -
« (Bevs . P P
v 73R addrl | ono Bepe3os Pegop AHaTONLEEMY
=9 esr E
“§@ golak (0] | | vbw 3664069397
®® radius | [Hovep zanein 27313703
DPI (Step Logic) O
2. " DPI (Step Logic), "

= I'IapaMEprl HHHLHANMH3ALHHA -

DHO Bepesoe $efop AHATONLEENY
WHH 3664069397

Homep zanekm 27313703

DPI (Step Logic)

1. ( addrl)



Mounck

| E
EMS

¢
? M—
- 251

t0ig golak [0]
() jolly [O]
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2. " DPI.

* BLINONHUTL

3 T T

rAI(TMBHI:Ie aBapuu rCnncaK ONT r/ CnUcoK ycTpoRcTB rKaHanhl PON rVoIP nopTbl r MNonw3opatenu Wi-Fi r MOHWTOPHHI KOHKYpPeHT

rpynnoBsie onepayud L)
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CMHXPOHWZALMA BPEMEHH |.gi| 5 O6HoBuTL | § =KcnupT|H-5(rull Sanucei: 3

Tpan npuémHuKH

Syslog NpUEMHHKK : Anpec JloMeH MAC = Tun

0608 nenwe N0 i |esr 192.168.84.80/addrl.root ASFO4B:ANIFCO  [ESR
- |

ﬂ° A8NTH NOMb3oBaTen golak 192.162.90.32/addrl.root AS:FO:4BIBD:SFICO  [WEP
'eAaKTUPOBEATEL NOAL3OBATENs 8

H3MEHNTb Napons nonb3osaTens ;| fjolly 192.168.90.20/addrl.root e0:d9:e3:70:39:a0 |WEP

YRanMTL Nonb3osaTens

SNHP - Cuenapwit

JoGasnTte Tf, Ha RADIUS

Cospate data-tunnel wa ESR
YCTaHoBMTL pomed T

MonyunTb KoHp urypausss T

Kowj ur ypuposanue TJ|
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Jlo6asnTb npaswno asToobGHoBnenna ONT
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CHEHNTL pexnd obHoBnennws ONT
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4. 2 ™
DPI (Step Logic)

DPI

DPI (Step Logic)

DPI

DPI,  SSID.
DPI SSID

1. "SSID"



2. SSID  DPI,

Eltex.EMS <admin:SuperUser>
Annner Ycrpoicrea Vnpasnewwe OLT ONT RADIUS |Wireless | Netconf Cobermus Yrwnwrer Agmunu Cnpaska
XML pefaKTop wabnoHos KOHQUIypaumi -
= Meneaxep wabnoHos Koudurypauun
“\. Meneaep HacTpoiiku FBT Ha T/
& © || (onucanme | Nonszon M sSID wuropunr | Kondurypauus | focryn |
Monck CeTb <y MeHeaxep npasun T
‘ u BecnposoaHol AocTy| & Caogas uHpopMaLus no WI-Fi ceru enam.punan,| { Coxpanute 55ID|E|| WamennTs lmnsil ¥ Elcnupl‘
TR Rocryn e i xon-sa knuentos ES...| VLAN-D SSID MAC Domain Pexaim 6e3o.... | Captive port...| Craryc Clien...| CrarycFast ...
? 8 addrt Paauo unTepedce | py T T B 1 te2 £0:D9:E3:70:3... [root plainText wlanObssvap0  |on off
=2 esr e e d 1 tel E0:D9:£3:70:3 t lainText lan0bssvapl ff
Erism ey holder data jown e :DYES:70:3... root plainTe: wianObssvapl  |on o
")Iw”y 1l Global RADIUS. 2 up s FREE E£0:D9:£3:70:3... [addrl.root plainText wlanObssvap2 Jon off
®° radius Qos. Main 3 up 5 ENT E£0:D9:E3:70:3... [addrl.root lwpaEnterprise [wlanObssvap3 |on off
JOCSSEDCApaEam el e I M | p lanob "
Client Qos. Global 4 lown 1 irtual Access ... [E0:D:E3:70:3... |- plainText (wlanObssvapa  |on of
Client QoS. Class Map 5 down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wlanobssvaps Jon off
Client Qos. Policy Map s down 1 irtual Access ..[E0:DSE3:70:3... |- plainText wlanobssvaps  |on off
WDS
~Captive Portal Global |7 down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wlanObssvap? |on off
Captive Portal. Instance e down 1 rtual Access ... [EiDSIET0:3... |- plainText wlanobssvapg  Jon off
Cluster. M. o down 1 irtual Access ...|E0:DSE3:T0:3... |- plainText wlanObssvaps  [on off
AirTune cepanc
(CicewmeTpexs I - down 1 irtual Access ...[EiDSiET0:3... |- plainText wianobssvaplo |on off
CHCTeMubIe COBLITHS 11 down 1 irtual Access ... [E0:D9:E3:70:3... |- plainText iwlanObssvapll jon off
SNMP 12 down it irtual Access ... [E0:DE3:70:3.., |- plainText wianObssvapl2 [on off
LR | 5 | p 1anob P
Cliftelnet 13 lown 1 irtual Access ... [EO:DXE3:70:3... |- plainText (wlanObssvapl3 |on of
CLi/ssh 14 down 1 irtual Access ...[E0:D9:E3:70:3... |- plainText wlanObssvapl4 |on off
15 down 1 rtual Access ... [EQ:D9iE70:3... |- plainText wianObssvapl5 |on off
3anaun
ID sagaun ~ sapaun [N ens P ena | flata crapra Jlata 3asepwenns | Cratyc Nporpecc Coobujenmne Npepsats
21|CMeHa NapameTpos... admin 192.168.84.100 2019-05-14 04:13:37 |2019-05-14 04:13:37 [VcnewHo ana 2 ycT..
20|Cmera napameTpos... [admin 192.168.84.100 2019-05-14 04:03:13 [2019-05-14 04:03:13 Venewro ans 2 ycr..
19|CMera napameTpes. . [admin 192.168.84.100 2019-05-14 04:02:49 [2019-05-14 04:02:49 Venewno ang 2 yeT...
18|Cmera napaweTpos...[admin 192.168.84.100 2019-05-14 04:02:34 [2018-05-14 04:02:34 Venewwo ans 2 ycr..

i

ba3za 55ID

Mpueasku 551D

L abnousbl Policy

L abnoHsl MAC

Crpanunua:

PaboTa c MeHeg)Xepom SSID

na crpannue: |20 DuALTR: |

| M12MeHuTE NONA | :,; ODHOBHTE | ﬂl HNob6aBuTk S5ID | £3 No6aeutk 551D NPHBA3KY | “. PepaktupoBa

Hotspot 2.0

NHaexc Nua OnUcaHne HoMeH Hata co3faHuAa crartyc S!
1 FREE addrl.root 13.05.2018 07:28:...|Operation:
2 ENT addrl.root 13.05.2019 07:28:...|Operation:

3. "DPI (Step Logic)"

, "SSID",

SSID

VAP Limit Down, kbps

DPI {Step Logic)

- Minimal signal -

“» NcnpaBuTe




{ PaboTa c MEHeOKepo

baza 551D

Mpueazkn 551D

LW abnousl Policy

W abnoHw MAC

Crpannua:

1 /1 IEI Ha CTPaHHLE:

20

MuALTH:

Hotspot 2.0

WN3MeHuThL nonAa | o ObHoBuTk | %> Ucnpasute | &) Vaanuts | © | Oun
Mupekc Kniwo4y NAS S5ID nngexc |SSID[NomeH]
1 addrl.root 1 FREE[addrl.ro.
2 addrl.root 2 ENT[addrl.root

SSID DPI NBI

, SSID DPI Step Logic API NBI.

SSID  wpa personal.

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns: nbi ="http://nbi.radius.eltex.
org" xm ns: xsd="http://response. obj ect. nbi.radi us. el tex.org/xsd">

<soapenv: Header/ >

<soapenv: Body>

<nbi : Cr eat eSSI| D>
<l--Optional:-->

<nbi : nane>Test _wpa</ nbi : nanme>

<!--Optional:-->

<nbi : domai n>r oot </ nbi : domai n>

<l--Optional:-->

<nbi : descr ></ nbi : descr >

<l--Zero or
<nbi : par ans>

nore repetitions:-->

<xsd: nane>DPI _St ep_Logi c</ xsd: nane>
<xsd: val ue>t rue</ xsd: val ue>

</ nbi : par ans>
<nbi : par ans>

<xsd: name>Security_Type</xsd: nane>
<xsd: val ue>1</ xsd: val ue>

</ nbi : par ans>
<nbi : par ans>

<xsd: nane>Br oadcast _Key_Ref r esh_Rat e</ xsd: nane>
<xsd: val ue>0</ xsd: val ue>

</ nbi : par ans>
<nbi : par ans>

<xsd: nanme>VAP_St at us</ xsd: nane>
<xsd: val ue>up</ xsd: val ue>

</ nbi : par ans>
<nbi : par ans>

<xsd: nane>Radi o</ xsd: nane>
<xsd: val ue>ALL</ xsd: val ue>

</ nbi : par ans>
</ nbi : Cr eat eSSI D>

</ soapenv: Body>
</ soapenv: Envel ope>

NBI

DPI .

! http://ubuntu:8080/eltex-radius-nbi/asciidoc/


http://ubuntu:8080/eltex-radius-nbi/asciidoc/

1. DPI SSID .
a """ DPI.
b. " SSID" SSID DPI,
2. DPI SSID .
a """ DPI.
b. " SSID" SSID, DPI,
3. DPI SSID .
a """ DPI, ™ DPL
b. " SSID" SSID DPI,
4. DPI SSID .
a "" DPI, ™ DPIL

b. " SSID" SSID, DPI,

DPI
DPI .

B AVP: t=Connect-Info(77) 1=23 wval=CONNECT &Mbps 802.11g
w AVP: t=Vendor-Specific(26) 1=12 vnd=Eltex Enterprise, Ltd.([35265)
Type: 26
Length: 12
Vendor ID: Eltex Enterprise, Ltd. (35265)
b VSA: t=Eltex-DPI-Step-Logic(29) 1=6 val=0ff(@)
b AVP: t=Vendor-Specific(26) 1=16 vnd=Eltex Enterprise, Ltd.([353265)

DPI.
b AVP: t=Connect-Info(77) 1=23 val=CONMECT @Mbps 202.11g

w AVP: t=Vendor-Specific(26) 1=12 vnd=Eltex Enterprise, Ltd.([35265)
Type: 28
Length: 12
Vendor ID: Eltex Enterprise, Ltd. (35265)
b WSA: t=Eltex-DPI-Step-Logic(29) 1=6 val=0On(1)
P AVP: t=Vendor-Specific(26) 1=16 vnd=Eltex Enterprise, Ltd.([35265)

6.4 Eltex-radius-nbi

/etc/eltex-radius-nbi/radius_nbi_config.txt

sorm3.enabled
#1t enables records export to SORMB while editing wifi users

sor nB. enabl ed=true

Tomcat7

# service tontat8 restart

*  WiFi
0 WiFi

6.5



sorm3.enabled, NBI admin) , () softwlc_service/softwlc  NBI. NBI, « NBI»

Hoctyn k NBI

MpoTokon HTTP

Xoct localhost

Nopt

NyTe K WSDL

I B Wma nonb3osarens

Mapene softwic

CoxpaminTi

6.5 BZB

6.6.1 B2B

B2B. / Wi-Fi, , . , Wi-Fi.
->

i

PegaktmpoBats : u2

NorvH *

Napone *

CucTemHan pone *

default_platform_admin L]
JomeH *
4444.root Q

Yacosoii noac*

(+03:00) Europe/Moscow
Jata co3gaHma
JeicteyeT o
Damunwma *

WM 1 oT4yecTBo *
MoBUNEHLIA TenedoH *

Email

Onucanne

S

6.6.2  Enterprise



1

V4

Eltex-sorm2-replicator Eltex-radius-sorm3

Enterprise. B2B

CraTucTrka

Noruk *

Mapone *
SsiD

= flomeH
[eiicTByeT g0

tester.root

Tapud
44@555.root

Damunmng *

KoHpurypauma

TLS

Mma 1 oTuecTBo *

MoBKrnbHBIA TenedoH *

8 Eltex-sormZ2-replicator

i

. 4. Eltex-sorm2-replicator

network:
public-address - ;
interface - ,
member - ).
multicast  tcp-ip .

multicast;

5701 tep, 5801 tcp

Eltex-sorm2-replicator.

RADIUS

Eltex-sorm2-replicator ,

/etc/eltex-sorm2-replicator/hazelcast-cluster.xml :

. Eltex-radius-sorm3



<net wor k>
<l-- Wite here public address of the node -->
<publ i c- addr ess>192. 168. 0. 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5702</port>
<out bound- port s>
<port s>0</ ports>
</ out bound- port s>
<j 0i n>
<mul ti cast enabl ed="true">
<trusted-interfaces>
<interface>192. 168. 26. *</i nterface>
</trusted-interfaces>
</ mul ticast>
<tcp-ip enabl ed="fal se">
<l-- Wite here IP of all nmenbers of the cluster (including this) -->
<menber >192. 168. 0. 1</ menber >
<nenber >192. 168. 0. 2</ menber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>
</j oi n>
<interfaces enabl ed="true">
<l-- Wite here IP of the interface to use for cluster -->
<interface>192.168.0. 1</i nterface>
</interfaces>
<ssl enabl ed="fal se"/>
<socket-interceptor enabl ed="fal se"/>
<symmetric-encryption enabl ed="fal se">
<al gori t hm>PBEW t hMD5ANdDES</ al gori t hne

<!-- salt value to use when generating the secret key -->

<sal t >t hesal t </ sal t>

<l-- pass phrase to use when generating the secret key -->
<passwor d>t hepass</ passwor d>

<l-- iteration count to use when generating the secret key -->

<iteration-count>19</iteration-count>
</ symmetric-encryption>
</ net wor k>

/etc/eltex-sorm2-replicator/eltex-sorm2-replicator.json

"cluster.enable" : true

, Eltex-sorm2-replicator http://ubuntu:7071/system. :


http://server_ip:7071/system

"key" : "PcrfErrorCode. success",
"message" : "Success",
"code" 0,
rargs” [ 1,
"dat a" {
"version" : "1.8-162 (20171017-1233)",
"java_nenory" : {
"used" : 40,
"free" : 267,
"total" : 308,
"max" : 455
H
"java" : {
"vendor" : "Oracle Corporation",
"title" : "Java Runtinme Environnent",
"version" : "1.8.0_144"
b
"systent : {
"cpu" : 6
H
"vertx" @ {
"clustered" : true
I
"hazel cast" : {
"cluster" : {
"menbers" : {
"192.168.107. 211" : {
"local" : true
b
"192.168. 107. 212" : {
"local" : false
}
H
"state" : "ACTIVE"
}
}
}
}
hazelcast
(D !
time to live
(TTL)
MongoDB sorm2.profiles 1200 evict , NBI
MongoDB sorm2.links 1200 evict , NBI
(ap domain, dpi, cms) 600 c
MySQL eltex-ems.ELTEX_OBJ_GEO
(region_id) 600
MySQL eltex-ems.DOMAINS, DOMAIN_PARAMS
(ap domain) 600
MongoDB pcrf.subnets
ssid (dpi) 600 c

MySQL wireless.SSID, SSID_PARAMS

, TTL, . DPI, , 600.
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