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Ansible . Ansible

@ Ansible — ,  Python } ., Eltex SC.

1. Ansible Ubuntu 20.04.

Ansible

apt update

apt install --install-recomends |inux-generic-hwe-20.04-edge
apt install software-properties-common

add- apt-repository --yes --update ppa: ansi bl e/ ansible

apt install ansible

@ Ansible


https://docs.eltex-co.ru/pages/viewpage.action?pageId=43649337

2. ( v2.9):

Ansible

ansi bl e --version

3. Ansible

ansi bl e-gal axy collection install conmunity.general
ansi bl e-gal axy collection install community.crypto
ansi bl e-gal axy collection install community.docker

tar.gz, /etc root.

tar -C/etc -xvf ansible-iot-1.25.tar.gz

(/) Ansible  /etc/ansible-iot-1.25

5. /etc/ansible-iot-1.25/inventory

, hano. root ansible_sudo_pass:

1 root rootpasswd
inventory

[iot]

| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd
[el k]

| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd
[ moni t ori ng]

| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd

6. Eltex SC.



letc/ansible-iot-1.25/vars/default.yml

, nano. IP- iot_server_name:

vars/default.yml

i ot _server_nane: ny.test.server
el k_server_name: "{{ iot_server_nane }}"
noni toring_server_nane: "{{ iot_server_nane }}"
nongodb_version: 5
use_ext ernal _nmongodb: fal se
ext ernal _nongodb_addr: "{{ iot_server_nane }}"
ext ernal _mongodb_port: 27017
web_server_nane: "{{ iot_server_nane }}"
web_http_port: 80
web_https_port: 443
core_ctlgate_tcp_port: 8069
core_ctlgate_port: 8070
core_ctlgate_ssl _port: 8072
core_api _port: 8071
core_api _ssl _port: 8073
use_https_for_ui: true
use_https_for_api: fal se
use_https_for_canmera_links: true
use_ui _proxy_for_api: false
web_enabl e_certbot: false
web_certbot _emnil: test@nmil.com
mail:
snt p:
subnmitter: test@nmmil.com
password: password
sender Prefix: " Eltex-SC'
auth: "true"
host: email.com
port: 587
flussonic_url:
fl ussoni c_api _key:
flussoni c_operator_id:
flussoni c_admi n_l ogin: ""
install _dir: /storage/iot
install _dir_for_elk: /storage/elk
install _dir_for_nonitoring: /storage/ nonitoring

@ . e-mail.

mail:
smtp:
submitter — e-mail;
password — e-mail;
auth — smtp ( );
senderPrefix — ;
host — smtp-;

port — smtp- .

vars/default.yml:

® jot_server_name — (IP-), ;
® elk_server_name — (IP-), ELK;



® monitoring_server_name — (IP-), ;

®* mongodb_version — (—) MongoDB ( 5);
1 , . 4.
® use_external_mongodb — MongoDB;
1 true use_external_mongodb MongoDB , — external_mongodb_addr external_mongodb_port.
® external_mongodb_addr — MongoDB;
® external_mongodb_port — MongoDB;
® web_http_port — HTTP, web;
® web_https_port — HTTPS, web;
® core_*_port — loT Core;
® use_https_for_ui— HTTPS web ( true, , web_https_port. false, HTTP , web_http_port);
® use_https_for_api — HTTPS G);
® use_https_for_camera_links — HTTPS ;
® use_ui_proxy_for_api — web_server_name iot_server_name web_http_port/web_https_port core_api_port/core_api_ssl_port  API;
® web_enable_certbot — certbot Let's Encrypt;
® web_certbot_email — e-mail . Let's Encrypt;
® mail.smtp.* — NGW;
® flussonic_url — Watcher-a Flussonic ();
® flussonic_api_key — API, ;
® flussonic_operator_id — ();
® flussonic_admin_login — ();
® install_dir — , .
® install_dir_for_elk — , ELK( , );
® install_dir_for_monitoring — , ., )

vars/service_parameters.yml:



Ivars/service_parameters.yml

iot_release: 1.25
registry: hub.eltex-co.ru
cont ai ner _nane_suf fi x:
net wor k_nane_suffix: ""
db_napped_port: 27017
nqtt _br oker _ext ernal _mapped_port: 8883
mgtt _broker _i nt ernal _nmapped_port: 8083
ol apservi ce_mapped_port: 8023
ol apservi ce_db_napped_port: 8123
ngw.
mapped_port: 8040
db:
nane: notification-gw
user: javauser
password: javapassword
mapped_port: 3306
capt cha_nmapped_port: 8088
el astic_rest_port: 9200
el astic_nodes_port: 9300
| ogstash_port: 5000
| ogst ash_api _port: 9600
ki bana_port: 5601
pronet heus_port: 9090
grafana_port: 3000

services
with_distro_preparing_step: true
iot_core_log_level: |INFO

export _nongo_port: false

export _mgtt_broker_port: false
export_ol apservice_port: false
export _ol apservice_db_port: false
export _ngw db_port: false
export_ngw_port: false

export _captcha_port: false

Ivars/service_parameters.yml

without_mgtt: false

wi t hout _ol ap: fal se

wi thout _core: false

wi t hout _web: fal se

wi t hout _el k: true
testdata_enabl e: false
swagger _enabl e: fal se
nqtt br oker _enabl e: true
ol apservi ce_enable: true

captcha_| evel : "easy"
capt cha_al | owed_si zes:
- "312x45"

iot_core_db: iot-core
iot_fs_db: iot-fs
iot_licenses_db: iot-licenses
iot_events_db: iot-events
mgtt _broker _db: i ot-broker

ol ap_service_db: iotcore
mollnir_url: "http://92.125.152.58: 8078/ api/v1l"
script_step_delay: 2
script_critical_repetition: 2
scri pt _max_del ay: 10

scri pt _stoppable: true



vars/service_parameters.yml:

* port —

mqtt_broker_db —
olap_service_db —
mjollnir_url —
script_step_delay — ;
script_critical_repetition — ;
script_max_delay — ;
script_stoppable —

iot_release — core & web;

registry — docker registry, docker-, (
container_name_suffix — ;
network_name_suffix — docker  docker;

docker-compose ;

ngw.db.* —  MySQL NGW;
services — ( services_restart.yml). ,
with_distro_preparing_step —
iot_core_log_level — 10T Core;
export_mongo_port —
export_maqtt_broker_port — MQTT-
export_olapservice_port —
export_olapservice_db_port —
export_captcha_port — CAPTCHA,;
export_ngw_port — NGW;

without_mqtt —  MQTT Broker.
without_core — core;

without_web — web;

without_elk — elk;

testdata_enable — ;
swagger_enable — swagger ( API);
maqttbroker_enable —  MQTT Broker;
olapservice_enable —  Olap service;
captcha_allowed_sizes —, ;

iot_* db — ;

cd /etc/ansible-iot-1.25
ansi bl e- pl aybook install _iot.ym

)

O

1oT Ansible,

MongoDB docker ;

docker API

OLAP- docker API
ClickHouse docker

MongoDB, MQTT Broker.
Clickhouse, Olap service.

1 Eltex SCc MongoDB, mongodb.org APT (, /etc/apt/sources.list.d/mongodb-org-4.4.list).
docker ps
docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
25c08d17adae hub.eltex-co.ruf/iot-clickhouse- ' /entrypoint.sh 2 minutes Up 2
backup:1.25 lent... ago minutes
36c21b863cc9 hub.eltex-co.ru/iot-double-web: | /docker- 2 minutes Up 2 0.0.0.0:80->80/tcp, :::80->80/tcp, 0.0.0.0:443-
1.25 entrypoint.... ago minutes >443tcp, :::443->443/tcp
01fe2697e5ff hub.eltex-co.ruf/iot-core:1.25 java -Dspring. | 2 minutes Up 2 .0.0.0:8069-8073->8069-8073/tcp, :::8069-
profi... ago minutes 8073->8069-8073/tcp
07d1f93831bd hub.eltex-co.ru/iot-mqttbroker- | java -cp @/app @ 2 minutes Up 2 0.0.0.0:8883->8883/tcp, :::8883->8883/tcp
mongo:1.25 fjib-... ago minutes
d1c736dc27d0 hub.eltex-co.ru/eltex-ngw:1.23- ' /usr/shin 2 minutes Up 2
602 Ingw_start... ago minutes

NAMES
iot-olapservice-
db-backup
iot-double-web
iot-core

iot-mqtt-broker

jot-ngw-sc


http://mongodb.org

228d41c96cha hub.eltex-co.ru/iot-olapservice: | java-cp @/app @ 2 minutes Up 2
1.25 fjib-... ago minutes
e8e2899f2c8d hub.eltex-co.ru/iot-captcha: java -jar 2 minutes Up 2 8888/tcp
1.25 LibreCapt... ago minutes
57c02941cc4f hub.eltex-co.ru/iot-mongo5: lentrypoint.sh 2 minutes Up 2 0.0.0.0:27017->27017/tcp, :::27017->27017
1.25 ago minutes Itcp
7¢c3d8d5¢4137 hub.eltex-co.ru/iot-mysql:1.25 docker- 2 minutes Up 2 3306/tcp, 33060/tcp
entrypoint.s... = ago minutes
6c61b34c3a4l hub.eltex-co.ru/iot-clickhouse- | /entrypoint.sh 2 minutes Up 2 9000/tcp, 0.0.0.0:8123->8123/tcp, :::8123-
server:1.25 ago minutes >8123/tcp, 9009/tcp
@ - http:/[[ Eltex SC]
iot_server_name /etc/ansible-iot-1.25/vars/default.yml
API
9.
1 )
Eltex SC MongoDB
MongoDB, .. Eltex SC / mongodb:
1 mongodb.org . deb-(, ).
1. MongoDB ( 4.4):
sudo apt-get update
sudo apt-get upgrade
sudo apt-get install -y software-properties-comon gnupg buil d-essential net-tools dkms

2.

wget https://ww. nongodb. org/ static/ pgp/ server-4.4. asc

sudo apt - key
echo "deb [

ar ch=and64, ar n64 |

add server-4.4.asc

/etc/apt/sources.|ist.d/ nongodb-org-4.4.1ist

sudo apt - get
sudo apt - get
sudo service
sudo service

port: 27017

updat e

install -y nongodb-org
nongod start

nongod st at us

letc/mongod.conf net:

bi ndl p: 0.0.0.0

mongod:

https://repo. nongodb. org/ apt/ubuntu focal / mongodb-org/ 4.4 nultiverse"

iot-olapservice

iot-captcha

iot-mongo

iot-iot-mysq|l

iot-olapservice-
db

sudo tee


https://docs.eltex-co.ru/pages/viewpage.action?pageId=347245256
http://mongodb.org
https://mirror.yandex.ru/mirrors/repo.mongodb.org/apt/ubuntu/dists/

sudo service nobngod restart
sudo servi ce nongod st atus

3. Ansible :

sudo add-apt-repository --yes --update ppa: ansi bl e/ ansi bl e
sudo apt install ansible

sudo ansi bl e-gal axy col |l ection install comunity. general
sudo ansi bl e-gal axy coll ection install community.crypto
sudo ansi bl e-gal axy collection install community. docker

tar -C/etc -xvf ansible-iot-1.25.tar.gz

(/) Ansible  /etc/ansible-iot-1.25.

5. /etc/ansible-iot-1.25/inventory.

, hano. root ansible_sudo_pass:

1 root rootpasswd
inventory
[iot]
| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd
[el k]
| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd
[ moni toring]
| ocal host ansi bl e_connecti on=l ocal ansi bl e_sudo_pass=r oot passwd
6. , . letc/ansible-iot-1.25/vars/default.yml /etc/ansible-iot-1.25/vars/service_parameters.yml.
default.yml |, nano. IP- iot_server_name.

use_external_mongodb true.

vars/default.yml

i ot _server_nane: ny.test.server

use_ext ernal _nmongodb: true
ext ernal _nongodb_addr: ny.renpte. nongo. server
ext ernal _mongodb_port: 27017



(D !

true use_external_mongodb MongoDB , — :
- external_mongodb_addr ( , iot_server_name);

- external_mongodb_port.

7. service_parameters.yml , nano. export_mongo_port true.

Ivars/service_parameters.yml

export_nongo_port: true

cd /etc/ansible-iot-1.25
sudo ansi bl e-pl aybook install _iot.yn

@ s http://[ Eltex SC]

iot_server_name /etc/ansible-iot-1.25/vars/default.yml

ansi bl e- pl aybook restart_iot.yml --extra-vars '{"services":["web", "core", "broker", "ol apservice"]}"

, ( "web", "core", "broker", "olapservice").  "services" --extra-vars,

ansi bl e- pl aybook stop_iot.ym --extra-vars '{"services":["web", "core", "broker", "ol apservice"]}"


https://docs.eltex-co.ru/pages/viewpage.action?pageId=347245256

ansi bl e- pl aybook update_iot.yni

ansi bl e- pl aybook install_iot.ynl

/etc/ansible-iot-1.25/templates , web :

¢ default-for-docker.yml.j2
® eltex-sc-web.j2

: Istorageliot/core/var/log/eltex-sc/server.log

: server-YYYY-MM-DD.NN.log, YYYY-MM-DD —, NN — .

@ install_iot.yml:

ansible-playbook install_iot.yml

letc/ansible-iot-1.25/vars/default.yml ( flussonic-). , /etc/ansible-iot-1.25/vars/default.yml,

default-for-docker.yml.j2:

# T
t est Dat a:
environnent: {{ 'true' if testdata_enable else 'false' }}

fileStorage:
path: "/var/lib/eltex-sc/files"

control |l erGat eTCP:
port: {{ core_ctlgate_tcp_port }}

controllerGate:
port: {{ core_ctlgate_port }}

control | erGat eSecurity:
port: {{ core_ctlgate_ssl_port }}
key: "/etc/ssl/privatel/eltex-sc-ctl-gate.key"
crt: "/etc/ssl/certs/eltex-sc-ctl-gate.crt”

api:
port: {{ core_api_port }}
sslPort: {{ core_api_ssl_port }}



ui
server Nanme: "{{ web_server_nane }}"
{%if web_http_port !'= 80 or web_https_port != 443 %
# U , ul
# . port/ssl Port URL U (MVEB)
{%if web_http_port != 80 %
port: {{ web_http_port }}
{%endif %
{%if web_https_port != 443 %
sslPort: {{ web_https_port }}
{%endif %
{%endif %

myt t Br oker:
enabl ed: true
# MJIT-,
host: "broker"
#  MJIT-, MJTT
port: 8883
# REST API,

api Port: 8083

# URL, MJTT-,  MJTT-

renpt eAccessURL: "{{ iot_server_name }}:{{ nqgtt_broker_external _mapped_port }}"
# o, MQTT- "Offline"

of f1ineTi neout Sec: 300

ol apservi ce:
host: "ol apservice"

port: 8023

capt cha:
host: "captcha"
port: 8088

| evel : "easy"



resilience4j:

# o,
#
circuitbreaker:
configs:
defaul t:
#
failureRateThreshol d: 50
# )
sl owCal | Rat eThr eshol d: 50
#
sl owCal | Durati onThreshol d: 5s
# o,
permittedNunber Of Cal | sl nHal f OpenState: 5
# , ( COUNT_BASED/ TI ME_BASED)
sl i di ngW ndowType: COUNT_BASED
#
sl i di ngW ndowSi ze: 100
#
autonati cTransi ti onFromOpenToHal f OpenEnabl ed:
# circuitbreaker
wai t Durati onl nOpenSt ate: 5s
#
m ni munNunber O Cal | s: 20
i nstances:
event | og:
baseConfig: default
flussonic:
baseConfig: default
sl owCal | Durati onThreshol d: 3s
wai t Dur ati onl nOpenSt ate: 20s
i vi deon:
baseConfig: defaul t
sl owCal | Durati onThreshol d: 3s
wai t Durati onl nOpenSt ate: 20s
#
tinelimter:
configs:
defaul t:
#,
tineoutDuration: 10s
i nstances:
event | og:
baseConfig: default
flussonic:

baseConfig: default

tineoutDuration: 3s
i vi deon:

baseConfig: default

tineoutDuration: 3s

true



#
bul khead:
configs:
defaul t:
# ,  bul khead
maxConcurrentCal | s: 20
i nstances:
event| og:
baseConfig: default
flussonic:
baseConfig: default
maxConcurrentCal I s: 10
i vi deon:
baseConfig: default
maxConcurrentCal I s: 10

# . : s
retry:
configs:
defaul t:
# ()
maxAttenpts: 2
# 0
wai t Durati on: 500
i nstances:
event | og:
baseConfig: default
flussonic:
baseConfig: default
i vi deon:
baseConfig: default
#
ratelimter:
configs:
defaul t:
# 0
ti meout Duration: 25ns
# 0
IimtRefreshPeriod: 1000
#
limtForPeriod: 10
i nstances:
event| og:
baseConfig: default
flussonic:
baseConfig: default
i vi deon:

baseConfig: default



# Ul (VEB) APl

server:
# /Ul
nane: "{{ iot_server_name }}"
# https:// ul

useHttpsForUi: {{ '"true' if use_https_web_fromcore else 'false }}

# https:// API

useHt t psFor Api : fal se

# ui.serverName server.name ui.port/ui.sslPort api.port/api.sslPort
# API

useUi ProxyFor Api : fal se

oaut h2:
# access- . 5
accessTokenTi meToLi ve: 3600
# jetty
jetty:
#

connection-idle-tineout: 120000ns
max- ht t p-f or m post - si ze: 200000B
#
t hr eads:

acceptors: -1

selectors: -1

#

idle-tinmeout: 120000ns
#

mn: 32

#

max: 256

#

max- queue- capacity: 32768

el ectri cMet er Schedul er:
cron: "0 0/30 * * * 2"

el ectri cMet er Archi veSchedul er:
cron: "0 0 17 * * 2"



services:

ngw.
host: "ngw sc"
port: 8040

al arnBServi ce:
enabl ed: false

| ogi nl nf o:
# loginlnfo (),
ttl: 180
# () ,
# loginlnfo ( )
activityTimeLinmt: 180
user:
# ()
#

al | owedl nacti vePeriod: 180

push:
firebase:
enabl ed: true
apns:
enabl ed: true

dictionary:
notificationPath: "dictionary/notificationDict.ym"
aut omati onPat h: "dictionary/autonmationbDict.ym"
guardPat h: "dictionary/guardDict.ym"
i nput KeysPat h: "dictionary/inputKeysDict.ym"
depr ecat edkeysPat h: "di cti onary/ deprecat edKeysDi ct.ym "
substituti onKeysPath: "dictionary/substitutionKeys.ym"

| anguagel nterf ace:
| anguage: "ru"

# Hazel cast instance configuration -> Move it to separate microservice -> Use hz-client here
hazel cast :

instanceName: "iot-core-hz-instance{{ container_nanme_suffix }}"
clusterNane: "iot-core{{ container_nanme_suffix }}"
net wor k:

port: "5705"

# menmber: "127.0.0.1:5701"

nmollnir:
sync-period: "0 0 23 1/1 * ?"
login: "platfornt
password: "platfornf
url: {{ mollnir_url }}



# iot-core

iot-core
host: "{{ nongodb_addr }}"
port: {{ nongodb_port }}
# hosts: "192.168.0.1:27017, 192.168.0.2"
user: ""
password
dat abase: "{{ iot_core_db }}"

iot-fs
file-storage
host: "{{ nongodb_addr }}"
port: {{ nongodb_port }}
user: ""
password
dat abase: "{{ iot_fs_db }}"

#
i cense- st orage
host: "{{ nongodb_addr }}"
port: {{ nongodb_port }}
user: ""
password: ""
dat abase: "{{ iot_licenses_db }}"
# event | og
event | og:
host: "{{ nongodb_addr }}"
port: {{ nongodb_port }}
user: ""
password: ""
dat abase: "{{ iot_events_db }}"
test - base:
host: "l ocal host"
port: 27018

nmoni t ori ng- system
countAttenpt: 3
del ayAttenpt: O

kaf ka:
enabl ed: fal se
boot strap-servers: "local host: 9092"
# , androi d. Api Key
vi deo:
flussonic:
url: "{{ flussonic_url }}"

api Key: "{{ flussonic_api_key }}"

operator_id: "{{ flussonic_operator_id }}"

admi n_l ogin: "{{ flussonic_adm n_login }}"

fake_canera_url: "rtsp://wowzaec2deno. streamnl ock. net/vod/ np4: Bi gBuckBunny_115k. np4"
i vi deon:

#ip, ivideon

i p_for_catch_event



# SSL

ssl:
key: "/etc/ssl/privatel/eltex-sc-api.key"
crt: "/etc/ssl/certs/eltex-sc-api.crt”

proxy:
enabl ed: fal se
host: ""
port: 8050
bi I'l'i ng:
cron: "0 00 * * ?"
ftp:
host: "127.0.0.1"
port: 21

login: "user"
password: "password"
workdir: "test"

notifications:
duplicate_delay_sec: O
anti spamtinme_sec: O
del ay_push_time_nmillisec: 250

guard:
devi ceRequest Del ay: 15000

#  swagger. key - swagger .
spri ngdoc:
swagger - ui :
enabled: {{ 'true' if swagger_enable else 'false' }}
key: ""

controller:
del ay_answer _fromcontrol _m|lisec: 12000
nunber _of _ping_threads: 1

# 0
# https://yandex. ru/dev/dial ogs/ smart-home/ doc/ concept s/ about .
yandex-skil | :

#1d aut hori zati on code

client-id: "Yandexd ientldChangeMe"
client-password: "PasswordChangeMe"

# API API

redirect-uri: "https://social.yandex. net/broker/redirect"
cal | back-uri: "https://dial ogs. yandex. net/api/vl/skills"
#1d , ( )

skill-id: ™"

# QAut h-, ( )

oaut h-t oken:

ht m



#
# https://devel opers. sber.ru/docs/ru/ smarthonme/ overvi ew
sber-skill:

#1d , aut hori zati on code

client-id: "SberdientldChangeMe"

client-password: "PasswordChangeMe"

# APl API

redirect-uri: "https://gateway.iot.sberdevices.ru/gateway/vl/ bi nder/backward"
cal | back-uri: "https://partners.iot.sberdevices.ru"

# Bearer-, ( )

bear er -t oken:

scri pt engi ne:

# execut i onNurmberLimi t.
# scriptTimeLimt scriptTinmeLimt (),
#

frequent Script:
executionNunberLimt: 60
scriptTinmeLimt: 60000
executi onNunberLimt.
scriptTimeLimt scriptTinmeLimt (),

~ R KK

requent Scri pt sl nHouse:
executionNunberLimt: 120
scriptTimeLimt: 120000

| oggi ng:
config: "classpath:logback-prod{{ '-w thout-logstash' if without_elk else "' }}.xm"
| ogback:
dir: "/var/log/eltex-sc"
{%if not wthout_elk %
| ogst ash:
host: "{{ 'logstash' if iot_server_name == el k_server_nane el se el k_server_nane }}"
port: {{ logstash_port }}
{%endif %
level :
root: {{ iot_core_log_level }}
org. springframework: WARN
org. spri ngframewor k. cache: WARN
org. springframewor k. data: WARN
org. spri ngframewor k. web: WARN
_org.springframework. web: WARN
org. springframework. security: WARN
org. springframework. security.oauth2: WARN
org. springdoc: WARN
or g. nongodb: WARN
org.eclipse.jetty: WARN
org. apache. http: WARN
org. hi bernate: WARN
org. jboss: WARN
org.quartz.core. QuartzSchedul er Thread: WARN
i 0. swagger: WARN
io.github.resiliencedj: WARN
io.netty: WARN
i 0. rongock: WARN
io.mcroneter: WARN
com hazel cast: WARN
com hiveng: WARN

testData — ;

fileStorage —  ( Docker);

logger — . debug mongodb: DEBUG;
controllerGateTCP — , Ethernet TCP-;
controllerGate port — , ( 8070);
controllerGateSecurity port — , ¢ SSL, 8072;



® apiport— APl - ;
® apisslPort— API - SSL-;
® uiport—, AT
®* mqttBroker — MQTT;
® captcha— CAPTCHA;
® olapservice — OLAP ( Docker);
® servername— , /Ul
® electricMeterScheduler —, ( 30, ).:cron:30/1***?— 3;
® electricMeterArchiveScheduler — , ;
® services — (Eltex NGW, Google FCM, Apple APNS) ;
® video — Flussonic;
® ssl— SSL ( Docker);
® proxy — -;
® billing — ;
® notifications — push-.
- duplicate_delay_sec — , )
- antispam_time_sec — , (," 1" 2".), ;
- delay_push_time_millisec — push-,
® guard — ;
® swagger — APl Eltex SC. :8071/apilvl/swagger-uil.

® controller: delay_answer_from_control_millisec — ;

8069 — Ethernet TCP-;
8070 — WS-

8071 — HTTP- API-;

8072 — WSS-

8073 — HTTPS- API-;
8883 — MQTT-;
8088 — CAPTCHA.

Eltex SC . -, Eltex Home.

1 < Eltex SC>.

ht op

1 MEM% CPU% mongo eltex-sc.

df -h

Z-Wave Wi-Fi

netstat -na | grep 8070
netstat -na | grep 8883

® ESTABLISHED, LISTEN —;



® LAST_ACK — , IP;
* TIME_WAIT, CLOSE_WAIT — , ;

L] 2_ J— ;
® 33—,
¢ 5 —IP-
- Istorageliot/core/var/log/eltex-sc/server*. . (15 2022) ,:

grep < > server-2022-01-15* > < >

-|_
-n_ ’
h— :
A—
B —

grep -i -n -A5 -B 2 error server-2022-01-15* > errors.|og

* ERROR;
* D IP;
* PONG— , ,

S— (P = )

API . URL - :

< Eltex SC>: < API>/api/vl/version

API— APl HTTP ( 8071/8073). , API JSON.
{

"version" : "1.25-3477",

"api" : "1.0",

"current Ti me" : "2022-07-25T09: 24: 12. 544842Z[ Et ¢/ UTC] "
}

http https

1 PKCS#8.



# head -1 /tnp/eltex-sc-api.key
----- BEG N PRI VATE KEY-----

# head -1 /storage/iot/ssl/private/eltex-sc-api.key
----- BEG N RSA PRI VATE KEY-----

® BEGIN PRIVATE KEY — PKCS#8;
®* BEGIN RSA PRIVATE KEY — PKCS#1.

PKCS#1, PKCS#8.

PKCS#1 PKCS#8, letsencrypt:

openssl pkcs8 -topk8 -inform PEM -outform PEM -nocrypt -in __

CAPTCHA

CAPTCHA S,

/etc/ansible-iot-1.25/templates/default-for-docker.yml.j2

capt cha

# CAPTCHA-
host: "captcha"
port: 8088

# CAPTCHA-
| evel : "easy"

easy
medium

hard

-out
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