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BLICOKOTO ypoBH

"letcleltex-wifi-sa/".

"application.conf".

/etc/eltex-wifi-sa/application.conf
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: "service eltex-wifi-sa restart".



service {
# One of: debug, info, warn, error
| ogLevel = info
gel f Host = "udp: | ocal host"
gel fPort = 12201
gel f Level = OFF
docker = false

}
server {
# Max request processing tinme (0 for infinite)
# If it is exceed, the server considered overl oaded
request Ti neout = 45
http {
enabled = no
port = 8042
}
https {
enabl ed = yes
port = 8043
# SA server certificate created via ott/cal/generateServer restful api
keyStore {
path = "/etc/eltex-wifi-sal/public-server.pl2"
password = ""
}
# CA public root certificate, part of private ca.pl2 container.
clients {
certificate = "/etc/eltex-wifi-sa/eltex-ca.crt”
# Check that MAC in request is same as CN of certificate
checkMAC = yes
# Check server certificate at client side while upgrading firmare
# Set 'yes' for production installations
fwCheckCrt = yes
}
}
}
ens {
host = "l ocal host"
port = 8080
### Settings for circuitBreaker
# The time that the CircuitBreaker should wait before transitioning fromopen to half-open.[ns]
wai t Durati onl nOpenSt ate = 100000
# Configures the nunber of pernmitted calls when the CrcuitBreaker is half open.
perm ttedNunber O Cal | sl nHal f OpenState = 5
# Configures the mni num nunber of calls which are required before the G rcuitBreaker
# can calculate the error rate or slow call rate.
m ni mum\unber Of Calls = 3
}
paul {
host = "l ocal host"
port = 8098
}

# SA client paraneters for VEP

i psec-activator {
# 30-7200 s - tinmeout for ipsec connection before next SA request
wait-timer = 180
# 120-7200 s - timeout for update firmmare before next SA request
update-tine = 300



logLevel
gelfHost

gelfPort

gelfLevel
docker

requestTimeout

http { enabled
http { port

https { enabled

https { port

https { keyStore { path

https { keyStore { password
https { clients { certificate
https { clients { checkMAC
https { clients { fwCheckCrt
ems { host

ems { port

ems { waitDurationInOpenState

ems { permittedNumberOfCallsinHalfOpenState

ems { minimumNumberOfCalls

paul { host

paul { port

ipsec-activator { wait-timer

ipsec-activator { update-time

"factory-fw.conf"

letc/eltex-wifi-sa/factory-fw.conf

Exanpl e:
"WEP- 12ac" {
mn=1.12.0.0

HOHOH R H H R

}

file = WEP-12ac-1.12.0.0.tar.gz -

debug, info, warn, error info

Ivar/log/eltex-wifi-sa/main.log.

localhost IP "udp:localhost"

integer 12201

(0-65535)

OFF,debug, info, warn, error . OFF -

yes, no false

integer 45 M (0).

yes, no false HTTP.

integer 8042 TCP, - HTTP.
(0-65535)

yes, no true HTTP.

integer 8043 TCP, - HTTPs.
(0-65535)

string letcleltex-wifi-sa/server.p12 -, SoftWLC 1.20
string - -

string [etc/eltex-wifi-sa/client.crt SoftWLC 1.20
yes, no yes MAC- ,

yes, no yes ProviderID ,
localhost IP EMS-, -

integer 8080 - EMS.
(0-65535)

Int32 2000 , CircuitBreaker
(0-2147483647)

integer 5 -, CircuitBreaker  Eltex-EMS.
(0-65535)

integer 3 Eltex-EMS, CircuitBreaker
(0-65535)

localhost IP Eltex-OTT-paul
integer 8098 Eltex-OTT-paul
(0-65535)

integer 180 s IPsec-.
integer 600 ) -

Map factory types to firmware fil enane

- full factory device type,
- mimnal

# Al ow downgrade fw version from higher versions

downgrade = true

"VEP- 12ac" {
mn=1.21.0.41

don't change it!

firmvare version to work with OTT
valid filenanme at /var/lib/eltex-w fi-sal/firmare



file = WEP-12ac-1.21.0.41.tar. gzl
}
"WEP- 12ac: rev. B" {
mn=112.0.0
file = WEP-12ac-revB-1.12.0.0.tar. gz
}
"WEP- 12ac: rev. C' {
mn = 1.21.0.41
file = WEP-12ac-revC-1.21.0.41.tar. gzl

}
"WEP- 2ac" {

mn=122.4.3

file = WEP-2ac-1.22.4.3.tar.gz
}

"WEP-2ac Smart" {
mn=112.0.0
file = WEP-2ac-1.12.0.0.tar.gz

}
"WEP- 2ac- 2" {
mn=119.3.1
file = WEP-2ac-1.19.3.1.tar.gz
}
"WEP- 21" {
min=12.0 build 966
file = WEP-2L-1.2.0_build_966.tar.gz23
}
"WEP- 1L" {
min =120 build 966
file = WEP-1L-1.2.0_buil d_966.tar. gzl
}

"WOP- 12ac AC' {
mn=112.0.0
file = WOP-12ac-1.12.0.0.tar. gz
}
"WOP- 12ac DC' {
mn=112.0.0
file = WOP-12ac-1.12.0.0.tar.gz
}
"WOP- 12ac ER' {
mn=112.0.0
file = WOP-12ac-ER-1.12.0.0.tar.gz
}
"WOP- 12ac ER SFP" {
mn=112.0.0
file = WOP-12ac-ER-1.12.0.0.tar. gz
}
"WOP- 12ac ER GPON' {
mn=112.0.0
file = WOP-12ac-ER-1.12.0.0.tar.gz
}
"WOP- 12ac- LR AC' {
mn=112.0.0
file = WOP-12ac-LR-1.12.0.0.tar.gz
}
"WOP- 12ac- LR DC' {
mn=112.0.0
file = WOP-12ac-LR-1.12.0.0.tar.gz
}
"WOP- 12ac-LR rev. B DC' {
mn=1.12.0.20
file = WOP-12ac-LR-revB-1.12.0.0.tar. gz
}
"WOP- 12ac- LR rev. C DC' {
mn=112.0.0
file = WOP-12ac-LR-revC-1.12.0.0.tar. gz
}
"WOP- 12ac- LR rev. D" {
mn=112.0.0
file = WOP-12ac-LR-revD-1.12.0.0.tar. gz

}
"WOP- 12ac: rev. B DC' {



mn=112.0.0
file = WOP-12ac-revB-1.12.0.0.tar. gz
}
"WOP-12ac: rev. C' {
mn=112.0.0
file = WOP-12ac-revC-1.12.0.0.tar.gz
}
"WOP- 12ac- LR rev. D SFP" {
mn=112.0.0

file = WOP-12ac-LR-revD-1.12.0.0.tar.

}
"WOP- 12ac- LR rev. D GPON' {

mn=112.0.0

file = WOP-12ac-LR-revD-1.12.0.0.tar.

}
"WOP- 2ac" {
mn=112.0.0
file = WOP-2ac-1.12.0.0.tar.gz
}
"WOP- 2ac SFP" {
mn=112.0.0
file = WOP-2ac-1.12.0.0.tar.gz
}
"WOP- 2ac GPON' {
mn=112.0.0
file = WOP-2ac-1.12.0.0.tar.gz
}
"WOP- 2ac: rev. B" {
mn=112.0.0
file = WOP-2ac-revB-1.12.0.0.tar.gz
}
"WOP- 2ac: rev. B SFP" {
mn=112.0.0
file = WOP-2ac-revB-1.12.0.0.tar. gz
}
"WOP- 2ac: rev. B GPON' {
mn=112.0.0
file = WOP-2ac-revB-1.12.0.0.tar.gz
}
"WOP- 2" {
mn = 1.2.0.966

9z

gz

file = WOP-2L-1.2.0_buil d_966.tar.gzasd

}
"WVB- 15-W {
mn=10.0.0
file = WB-15-W1.0.0.0.tar.gz

}
"ESR- 10" {

mn=111.6 build 1

file = esrix-1.11.6-buildl.firnnare
}
"ESR- 12V" {

mn=16.0.0

file = esrix-1.6.0-buil dO.firmare
}
"ESR100" {

mn=16.0.0

file = esr100-1.6.0-buildO.firnnare
}
"ESR200" {

mn=16.0.0

file = esr200-1.6.0-buildO.firnnare
}
"ESR1000" {

mn=16.0.0

file = esr1000-1.6.0-build0.firmare
}
"ESR1200" {

mn=16.0.0
file = esr1200-1. 6. 0-buil dO.firmare



"ESR- 1700" {
mn=16.0.0
file = esr1700-1. 6. 0-bui | dO.firmare

downgrade  true, false false \ ,
min string s

file string , Ivarllib/eltex-wifi-sa/firmware/

lusr/lib/eltex-radius-nbi/conf/ott/ott.xml

, ESR. - , - ESROTT , . s ESR, - ESR , ESR.
1 subtype 100, 200, 1000, 1200, 1500, 1700 ESR (ESR-100, ESR-200, ESR-1000, ESR-1200, ESR-1500, ESR-1700)
2 max ESR
3 param name, default, regex, description

® CPU 2 Core

* RAM 8GB

* HDD 100GB ( 5000 )

root@vagrant-ubuntu-trusty-64:/home/vagrant# echo "deb [arch=amd64] http://archive.eltex-co.ru/wireless softwlc-1.18-xenial main" >> /etc/apt
/sources.list.d/eltex.list

root@vagrant-ubuntu-trusty-64:/home/vagrant# wget -O - http://archive.eltex-co.ru/wireless/repo.gpg.key | sudo apt-key add -
root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get update

root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get install openjdk-8-jdk

root@vagrant-ubuntu-trusty-64:/home/vagrant# update-java-alternatives -s java-1.8.0-openjdk-amd64
root@vagrant-ubuntu-trusty-64:/home/vagrant# apt-get install eltex-wifi-sa

, -, letcleltex-wifi-sa/application.conf EMS -:

ems {
host = "localhost"
port = 8080

ESR

ESR 2 L Default Gateway, ESR IPsec. ESR IP-. IP- IPsec, 500 4500 . ESR , ., 2 , Next-Hop Bridge,
, Bridge, , Next-Hop Default Gateway.

IPsec X-Auth. ESR ( -) RADIUS- PCRF SoftWLC. PCRF Mongo DB ESR

ESR  N+1. ESR IPsec- - ESR.- ESR . ESR . ESR .

ESR -, C- ESR , . ESR ESR, - . ESR, . ESR . ESR. , ESR . OTT ESR. ESR - ,
ESR. , ESR , . ESR OTT IPsec, ,.. - |IPsec, ESR,


http://archive.eltex-co.ru/wireless
http://archive.eltex-co.ru/wireless/repo.gpg.key

ay
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M ESR 1
“— .. ESR2
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. 3.
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i 3.

® -, ESR 1 ESR2 2,

L ESR1, - ESR2.

. ESR1 ESR2- ESRS3, 1.
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ESR ™. ESR ™ ™
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(D . RADIUS

root@vagrant-ubuntu-trusty-64:/home/vagrant# mongo

9) SoftWLC SNMP Management GRE
10) Data GRE ESR-1000 NAT.
MonTaxHuk AP OTT DHCP

%

> show databases;
local 0.078125GB

notification-gw  0.203125GB

ott 0.203125GB
pcrf 0.453125GB

wifi-customer-cab  0.203125GB

> use ott

> show tables
system.indexes
xauth

> db.xauth.find()

{"_id" : Objectld("5a6816b4e14c08c4d9c0854d"), "ipsec_login" :
{"_id": Objectld("5a6816b4e14c08c4d9c0854e"), "ipsec_login" :

{"_id" : Objectld("5a6816b4e14c08c4d9c0854f"), "ipsec_login" :

i

"login2

, "ipsec_pass" :

"loginl", "ipsec_pass" : "passwordl" }
"password2" }

"login3", "ipsec_pass" : "password3" }

WHuumranuaaums Tl 3nTtekc B ceTax cTopoHHux aneptopos (OTT). CueHapuit npeakoHdurypauum
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, OTT, ottroot EMS.

ott (Wireless/ /). ott .__SNMP_TCP.
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ott_default, ott ott.root.



ott_default

Hma ycrpoRcrea
Knrou

Mna npaeu na
DoMeH NpaBEd na
DoMeHr y2na

OTT {Over-the-top)

WEP-12ac

¢ |ott_default

L ott
ott.root
h-:f root

U
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®Ho

Homep 3assxH
MoMTOoBLIN HH O EeKC
Homep pernona
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Koy MHUUMaNM3aUumuKn

& MAC agpec - oT 00:00:00:00:00:01 po ff:ff.ff.ff.ff .fe

& |IPagpec -o7 0.0.0.0 go 255.255.255 255
@ Location - JomeH, Belgasaemeld T Mcnons3ya DHCP option 43.13. TekcT 4nMHORA 0o 235 cMMBONOB,

YOO0BNETBORAIOLIMA Npaswnam FQDN

& Parent - BeINONHATE NOWUCK OMEHE ONA MHALWANMZaUIA NO pOAWNTENeCKIM AOMEHaM, B CNyYae

B none moryTt BT Yra3aHbl KN4 ONA NOWCKa NPUBAZKIA MHWLIWaNM3au i pasnny4Horo cbopmaTa:

OTCYTCTBWA NPAMOro coenageHa AP domain, Bel4aHHoro TO WcnonesyA DHCP option 43.13

@ |P Range - OnanazoH IP agpecos, B dopmaTe 192.168.0.1-192.168.0.254, AonycTUMbIA J1anasoH

3HadeHwiA: 0.0.0.1-255.255.255.254
@ P Mask -MopgceTe IP agpecos, B hopmaTte 192.168.0.0/24. JonycTWMBIA g1ana3coH 3HaYeHniA ot 0.0.0.0
/1 oo 255.255.255.254/31
o CneuransHeA Koy 'ott_default’ ona cozgaHwa NpyeAskA ona TO OTT no yMmondaHuo (ona noboro MAC)

[ »

< ]

9.
1 ]
EMS ™ "" "" "wirelessCommon" " ". "OTT Default" .
., Wireless/

Mpaeuna - -
FREE cr 229 | 1229 na crpanmue: ‘20 | o-m.rp:|
OTT npocunu DUALTP N0 LOMEHY O
OTT npuBAaKK p— ~ v
lepHbii cHucoK OTT N3MeHuTh NONA | {7 OBHOBUTB | ¥ NobasuTh | “. PejaKkTupoBarhb |QYAam1Th| g 3|(cnopr|
OTT uHAUBKMAYanbHan KoHg. | flormu MAC =~ ESR IP Nomen TH Nlara cospanna | Knoy Strict
OTT craTucTHKa e0:d9:23:00:05:cc e0:d9:23:00:05:cc 10.255.255.6 Unknown.Vostok.0... (17.01.2023 11:... |ott_default ]

SSID  ott.root (Wireless/ SSID).

.10.

Bridge, Location location, bridge ESR.




Tun

Hina

Onncanne
Domain

Craryc 551D
HaTta CoInaHME

Narta HZMEeHEeHNE

-- MapameTpbl OKPYXEHHT -

Bridge Location

VRF

Switch Community
TpebosaTs Hanuuue Opt32

DPI ( Step Logic)

— Onuum

Cratyc VAP

Pexcnnm Tpadnxa VAP (Tonexo ona GRE)
Broadcast 551D

Radio

Pexcum Bezonacnocrn

MAC Auth Type

Craryc Client QoS

VLAN-ID

QoS method (down link)
VLAN trunik

General Mode

General VLAN-ID

2802.1p priority {up link)
WSonsuns KANeHTOoB

Band steer

Support 202.11k

Wireless Multicast Forwarding
Hotspot 2.0

DiffServ Policy Up

DiffServ Policy Down
Bandwidth Limit Up, kbps
Bandwidth Limit Down, kbps
VAP Limit Up, kbps

WAP Limit Down, kbps

Active Server
RADIUS IP Address:
RADIUS IP Address-1
RADIUS IP Addraess-2
RADIUS IP Address-3
RADIUS Key:

PRADIUS Key-1
PRADIUS Key-2

RADIUS Key-3

O ANNIE arraonrdina [oeofocwral

Hotspot

. |hotspot_ott

¢ ott.root (Y]
Operational | - |
2021-03-23 15:33:41
2021-03-23 15:33:41
datalo |
: M
Up -
Tunnel -
All -
Be3z wHudposaHna -
Disable -
on -
e |

| 302.1p | - |
1

0

0

a

0

primary -
100.123.0.2

eltex

1in -




PR L ey LS sy GE

RADIUS accounting period, s

PRADIUS nopt

Enabled

Virtual portal name
MNMpoToxkon
Verification
External

External URL

—_—

600

1812

default -
HTTP -
CaptivePortal -

I'll:l:p:ﬁlﬂﬂ.123.D.J#EUEUIEItex_portal.-‘

Away Time, min 4]
Session Timeout, min 0
User mobility domain (FW 1.9.0) ott.root 0
————————————— Pacnucanne paborm —————————————|E|
BxmounTe I:‘
‘ " MpHHATE H # OTMeHnTL

L11.




BbiGepuTe 06beKThI 4NA NPHBASKH

Knwou | DOMAIN | » |

(i) EMS
-

&) Coznarts npuBA3Ky HeT npUBA3KK

MNpuHATE A OTMeHMTE

.12,

ESR OTT

ServiceProvider ESR,



OnucaHne

IP agpec

SNMP nopt

SNMP TpaHcnopt

®ailtnoBkIil NnpoToKon

TaiiMayT obMeHna, Mc

Read community / User v3

Write community / Password v3

Bepcua SNMP
Tun ayTeHTHdUKauun

MNpoToKon ayTeHTHgHKAL WK

Knio4 wugpoeaHua

MNpoTokon wudpoBaHus
Perucrpauus Tpanoe
BeiBeieHo W3 obcnyxuBaHua |

NlaTta 'BeiBepeHo W3 obcnyxuBanna' 09.12.2022 14:13:03

Craryc AVAILABELE

BpemMn cratyca 16.01.2023 11:38:08

Telnet/SSH login |admin |
Telnet/SSH password (o0ocesee |
SSH nopt 22

MAC agpec [ag:Fo:43:48: DAED |
Mony4yeune cratyca VRRP |

BRAS cepBMC

Pexum ESR |Station |v|

OTT (Over-the.top servcerroude |«
PexumM Knacrepa

JlaTa MHMLMaNKW3alU WK YCTPoCTBa 02.12,2020 15:23:44

[»

v MNpHUHATB || v 3anoNHWTE MECTONONOXEeHNe || % 3anonHWTh rE0OK0OP AMHATEI H # OTMEeHNTb

.13.

IPsec ESR. ESR.

2% NobaBuTk

Wireless/  OTT profiles.




MeHegKep NpasH/ HHHUHAAW3aunMK T

Mpasuna
TpueRaKw 7 O6HOBUTE | | . PejaKiupoBars ‘ P"’ﬁ'el:la % Nobasure ‘ | ) Ynanmh|
[ OTT profiles -
Profile ® 1=
------------- IKE proposal -------—----

IKE authentication algorithm
IKE DH Group
IKE encryption algorithm

IKE policy

Use ISAKMP mode config

Use XAUTH password as IPsec password

IKE lifetime 86400
Use NAT-T
IPsec NAT Keepalive 30

IPsec password

IPsec authentication algorithm

IPsec DH Group

IPsec encryption algorithm

------------- IPsec policy s—mmmeme=--
IPsec DPD Delay 60
IPsec child SA lifetime 3600
------------- [T V] ] ——

Force establish tunnel

IPsec operational status

Use GRE mode

GRE MTU offset l4g

<]

GRE ping counter X

.14,

, » ESR. EMS ESR



rOmm:aHue I/MOHHTOFIHHF |/KOH¢mrypau,nn rﬂm:Tyn |

IKE DH Group

IKE encryption algorithm

IKE lifetime
Use NAT-T
IPsec NAT Keepalive

IPsec password

IPsec DPD Delay

IPsec child SA lifetime

GRE MTU offset

GRE ping counter

Firmware -

CLIj/telnet |g‘ ObHOBUTL | | . PegaktupoBarh |

CLl/ssh

oTrr | e No6GABUTE CTAHLUMIO OTT —emmmmememeee

, -, IP-ESR.

IPsec remote gateway . ESR .

. 15.




PepakTHpoBaTh 'OTT'

Profile *

IKE authentication algorithm [ ] =

IKE DH Group g [+
IKE encryption algorithm | E:

------------- IKE policy =emsmemmeme--
IKE lifetime [] 88400 |
Use NAT-T Ol v
IPsec NAT Keepalive | |30 |
IPsec password | |

------------- IPsec proposal ----——-—----

IPsec authentication algorithm [ ] =
IPsec encryption algorithm |

------------- IPsec policy -——-—--—-----
IPsec DPD Delay I |so |
IPsec child SA lifetime [] 2800 |

GRE MTU offset [ |48 |

GRE ping counter mEE |

v TPHHATH || # OTMEeHHTb
. 16.
O !
"IPsec remote gateway" ESR, IPsec . 1" IPsec remote gateway '<IP->' '<ESR EMS>".

IPsec , -

WEB-, Manage/OTT Settings



OTT Settings

IPsec Remote Gateway (300 xxx xxx J/ Domain name)

IPsec Operational Status

XALTH User - USer . (Range: 4-16 chars)
¥AUTH Password - password . {Range: B-48 chars)
Advanced Settings

Click “Update™ to save the new settings.

Update

.17,

IPsec, XAUTH (, XAUTH IPsec).

@ Use XAUTH Password, XAUTH IPsec. IPsec Password .

Advanced Settings, IPsec



IPsec Remote Gateway
IPsec Operational Status
XAUTH User

XAUTH Password

Advanced Settings
IKE Proposal

IKE Authentication Algorithm
IKE DH Group

IKE Encryption Algorithm
IKE Policy
Use ISAKMP Mode Config

IKE Lifetime
Use MAT-T
IPsec NAT Keepalive

IPsec Password

IPsec Proposal

IPsec Authentication Algorithim
IPsec DH Group

IPsec Encryption Algorithm
IPsec Policy
IPsec OPD Delay

IPsec Chaild SA Lifetime
IPsec VPN

Force Establish Tunnel
GRE Over IPsec

Use GRE Mode

GRE Over IPsec Mgmt
GRE Over IPsec Data
GRE MTU Offset

GRE Ping Counter

Update

Click “Update™ to save the new settings.

(20 20000 0 x [/ Domain name)

( user ] (Range: 4-16 chars)

password (Range: 8-48 chars)

o On Off

| 86400 | (Sec, Range: 180-86400)

password (Range: 8-48 chars)

"180 | (Sec, Range: 5-600)

(3600 | (Sec, Range: 180-85400)

o On Off

( 152.168.3.2 ] (32002000 000 00X
( 192.168.3.3 ] (0303000 0000 K0 )
(148 | (Range: 0-220)

(3 | (Range: 3-60)

Use ISAKMP Mode Config On, GRE Over IPsec Mgmt GRE Over IPsec Data .

Mgmt GRE Over IPsec Data.

.18.

Use ISAKMP Mode Config Off,

IKE Gateway GRE Over IPsec



IPsec Remote Gateway

IPsec Operational Status M

Advanced Settings =

IKE Proposal

IKE Authentication Algorithm mds v

IKE DH Group 1w

IKE Encryption Algorithm aes v

IKE Policy

Use ISAKMP Mode Config O on O of

IKE Lifetime [ 86400 | (Sec, Range: 180-86400)
Use NAT-T

IPsec NAT Keepalive (180 | (Sec, Range: 1-300)
IPsec Password ( password

IKE Gateway

IPsec Local Address [ 192.168.2.10

IPsec Remote Network (19216830

IPsec Remote Mask [ 255.255.255.0

IPsec Proposal

IPsec Authentication Algorithm md5s

IPsec DH Group 0w

IPsec Encrypticn Algorithm aes v

IPsec Policy

IPsec DPD Delay [180 | (Sec, Range: 5-600)
IPsec Chaild SA Lifetime (3800 | (Sec, Range: 180-86400)
IPsec VPN

Force Establish Tunnel

GRE Over IPsec

Use GRE Mode O o O os

GRE Over IPsec Mgmt [ 19216832

GRE Over IPsec Data [192.168.3.3

GRE MTU Offset 148 | (Range: 0-220)
GRE Ping Counter (3 | (Range: 3-60)

Click “Update” to save the new settings.
Update

| (0 00 X [ Dhomiain name)

] (Range: B-48 chars)

| (300 2000 X0 X0
| (00000 00 X))

| (00000 00 X

| (0020000 00, X0

| 0000 20000 20000, 200K

. 19.




IPsec Remote Gateway — IP-  (XXX.XXX.XXX.XXX / ).

IPsec Operational Status — IPsec.

XAUTH User — XAUTH, "Use ISAKMP Mode Config On" (: 4-16 ).
XAUTH Password — XAUTH, "Use ISAKMP Mode Config On" (: 4-16).

Force Establish Tunnel — GRE IPsec. IP- GRE IPsec.

GRE Over IPsec Mgmt — IP- GRE  (XXX.XXX.XXX.XXX).

GRE Over IPsec Data — IP- GRE  (XXX.XXX.XXX.XXX).

GRE MTU Offset - MTU. MTU - GRE MTU Offset.

GRE Ping Counter — gre-managment-ip, IPsec- . 10. 3 60. 3.

L]

L]

L]

L]

® |KE Authentication Algorithm — ,  (md5, shal).

® |KE DH Group — -, (1,2,5).

® |KE Encryption Algorithm — 1 IPsec (AES128, DES, 3DES).

® Use ISAKMP Mode Config — «On» — «GRE Over IPsec Mgmt», «GRE Over IPsec Data», « IPsec», « IPsec», « IPsec Remote Mask».
® |IKE Lifetime —IKESA( 1) . IKE/IPsec (, : 180-86400).

® Use NAT-T— , NAT.

® |Psec NAT Keepalive — keepalive NAT (Sec, Range: 1-300).

® |Psec Password — IKE/ISPEC (: 8-48).

® |Psec Local Address — , IKE 255.255.255.255 (/32). , « ISAKMP Config On» (XXX.XXX.XXX.XXX).
® |Psec Remote Network — IKE. , « ISAKMP Config On» (XXX.XXX.XXX.XXX).

® |Psec Remote Mask — IKE ., « ISAKMP Config On» (XXX.XXX.XXX.XXX).

® |Psec Authentication Algorithm — ,  (md5, shal).

® |Psec DH Group — - .0 IKE (0,1,2,5).

® IPsec Encryption Algorithm — 1 IPsec (AES128, DES, 3DES).

® |Psec DPD Delay - ESR , (:5-600)

® [Psec Child SA Lifetime — IPsec VPN SA( 2) . IKE/IPsec. , IKE Lifetime (Sec, Range: 180-86400).
L]

L]

L]

L]

L]

@ IPsec child SA lifetime  IKE lifetime. . IKE lifetime 86400 (), IPsec child SA lifetime 3600 (). IPsec 24, IKE
GUI EMS.
Wireless/ /
gz:::::“ Cr 1 i1 Ha crpannne: (20 |
OTT npodiunn | | [£3] NaMennTL NnONA | &% O6uoBuTL | ¥ NobasuTn | [x] \mamﬁhl & 3|(cnin|
QU O LT Mac LockDate
YepHblid cnucok OTT
OTT MHANEMAYANLHAR KOHGD. e8:28:cl:da:ge: 70 18.01.2023 15:49:40

OTT crarncrnka

. 20.
- -, MAC-
Mac |
v [NpHHATH || # OTHMeHnTL
.21,
-. MAC-,
, aa:bb:01, aa:bb:01:02:03:04 " aa:bb:01". , "
OTT link
,  OTT link:
. EMS ;
° EMS OTT, ;
®* ESR EMS ;
®* |PESR EMS ;
L[]

ESR EMS station;



* ESR oTT ;

OTT:

$ nmongo
> use ott;

> db.station.find({esr_ip: '<ip

OoTT:

$ nmongo
> use ott;

> db. xauth. find({esr_ip: '<ip

esr>'}).pretty();

esr>'}).pretty();

> db. xauth. find({mac: '<mac >'}).pretty();
OTT link
SoftWLC 1.25. ESR OTT "Strict", - ESR .
"Wireless" " " "OTT ™
MNpaeuna - -
AipussaKa or 228 | 7220 wa crpannue: |20 | anl.'rp=‘
OTT npodunu @UALTP N0 DOMEHY [7)
OTT NnpUBA3KK — ~ i
e pHulii cincok OTT N3MeHuTL Nnona | £7 O6HoBNTL | £* Nob6aBuTh | “. PepakTupoBars |0Vp,annrh| ] 3KCI10pT|
OTT MHAHBMAY aNLHaA KoHd. | JIOTHH MAC =~ ESR IP Nomen T Jlara cospavua Knw4y Strict
OTT craTMcTHKa e0:d%:e3:00:05:c2 |e0:d%:e3:00:05:c2 |10.255.255.6 Unknown.Vostok.0...[17.01.2023 11:... |ott_default [
e0:d9:e3:00:05:ca |e0:d9:23:00:05:ca |10.255.255.6 Unknown.vostok 0... [17.01.2023 11:... ott_default L
e0:d9:e3:00:05:d1 |e0:d9:e3:00:05:dl |10.255.255.6 Unknown.Wostok 0... [16.01.2023 16:... |ott_default L
e0:d9:e3:00:05:d7 |e0:d9:23:00:05:d7 (10.255.255.6 Unknown.Vostok.0...[16.01.2023 16:... |ott_default L
e0:d%:e3:00:07:a3 |e0:d%:e3:00:07:a3 |10.255.255.6 Unknown.Wostok 0...(13.01.2023 13:... |ott_default L
e0:d9:e3:00:07:a8 |e0:d9:23:00:07:29 |10.255.255.6 Unknown.vostok 0...(13.01.2023 13:... |ott_default L
e0:d9:e3:00:07:b2 |e0:d9:23:00:07:b2 |10.255.255.6 Unknown.Vostok 0... (13.01.2023 13:... |ott_default L
e0:d9:e3:00:07:b3 |e0:d9:22:00:07:b3 (10.255.255.6 Unknown.Vostok.0...(13.01.2023 13:... |ott_default L
e0:d9:e3:00:07:b5 |e0:d9:e3:00:07:b5 |[10.255.255.6 Unknown.Vostok.0...[13.01.2023 13:... |ott_default [

. 22.

MAC - el:do:e3:50: 71:e0
ESR IP L7 |192.168.128.1 || ﬁi
Strict
" TpHHATL H # OTMEeHNTh
. 23.
® MAC - -
® ESRIP- ESR( EMS) ESR, ™ "OTT (Over-the-top)" "ServiceProvider". « ESR.
® Strict - - ESR. - ESR ESRIP . - OTT- ESR, ESR . , "OTT link".
OTT .



Mpaeuna

MpuHBA3KKH

OTT npodunu

DUALTP NO NOMEHY

OTT npUBA3KK

T u i1 Ha CTpaHKue: |20

| PHALTP: |e3: 28:cl:da:ch 70

“

— =
epHbIi CICOK OTT = M3MeHnTb nona | . OBHOBHTB | #% No6aente | “. PejlaKkTupoBaTth |0Ynamﬁh | & 3|(cnopr|
OTT MHAMBHAYanbHas KoHd. | JIOTHH MAC = ESR IP Nomen TJ| NaTa cozgauun | Knioy Strict
OTT cTraTUCTHKa e8:28:cl:da:cf:70 eB8:28:cl:da:cf. 70 [10.255.255.6 Unknown.Wostok.0... |16.01.2023 15:... |ott_default ]
. 24.
. ™
b .23, OTT-:
MAC ¢ e8:28:cl:da:ch: 70
ESR 1P L¢[10.255.255.6 || - |
Strict O
v TpPUHATL | ‘ # OTHMEeHUTL
. 25.
® ESRIP  "Strict"
o m
ESR OTT- "Wireless" " " "OTT ™
Mpaeuna — —
MpuBaskn El N3MeHnTs nons | OGHUBnThl 4 3|(cnupT|
OTT npocdunn ESR IP A ESR loMeH ESR MaKCHMYM NPUBAZ0K| KONWYecTBO NPHBA... 3arpyeHHocTL
OTT npHEA3KN 10.255.0.2 1700-ipsec WST.OTT routers.root 1000 1000 1.0
YepHolit cnucok OTT -
OTT MHAMBHAYaNbHAA KOHD. 10.255.255.6 1200-ipsec WST.OTT_routers.root |1000 493 0.493
OTT ctaTucTHka 192.168.0.12 1500-ipsec [WST.OTT_routers.root |1000 0] 0.0
192.168.128.1 1000-ipsec OTT_routers.root 100 3 0.02

ESR - ESR EMS.
ESR-, ESR.

- -OTT- ESR.

i, ""-OTT-

NBI

oTT

OoTT
NBI.
eltex-radius-nbi.

WSDL-

ESRIP - ip- ESR OTT,

- ESROTT-. 0() 1¢(,

ESR -

- -OTT- ESR( ESR).

oTT- , ..

http://<IP- NBI>:8080/eltex-radius-nbi/asciidoc/ "

. 26.

"OTT (Over-the-top)" "ServiceProvider").

oTT)".

http://localhost:8080/axis2/services/RadiusNbiService?wsd|



http://localhost:8080/eltex-radius-nbi/asciidoc/
http://localhost:8080/axis2/services/RadiusNbiService?wsdl

(localhost IP- eltex-radius-nbi)

[MogknyeHue TI Yyepes3 ceTun CTOPOHHUX onepaTopoB (OTT)

» GetOttConfig - [ToJIyIHTE cIHCOK mapaMeTpos OTT

» CreateOttLink - Coznath npuBasky OTT Kk ESR

« GetOttLink - HatitTi npussasky OTT

o GetOttLinkList - IToJIyIHTE cIHCOK ITpHEA30K OTT

o GetOttLinksStats - [TOJyUNUTE CTATHCTHKY IPHBAZ0K OTT

« EditOttLink - MiaMeHHUTE npueasky OTT k ESR

» DeleteOttLinks - VoamuTe npuesaskd OTT mo key

« GetOttLinkSummary - [ToJIyYWTh JaHHBIEe 0 3arpyykKeHHOCTH 110 BceM OTT ESR, KOTOpEIe YCTaHOBJIEHEI B 3TOM JIoMeHe

« GetOttLinkSummaryLocal - ITosyuuTs 1anHble o 3arpyskeHHocTH OTT ESR, K KOTOPBIM ecTh TpHUBA3KH T/I,
YCTaHOBJIEeHHBIX B YKa3aHHOM JOMeHe

+ CreateOttProfile - Cosmath npodmas OTT

« EditOttProfile - PemakTHpoBaTE Mpodh#ias OTT

» GetOttProfile - [ToayuuTs Tpodmas OTT

» GetOttProfileList - [ToayYHTEL coHcoK mpodmrei OTT

» GetOttProfileNamelList - [ToJIVIMTE CIIHCOK HMeH npodmaei OTT

» DeleteOttProfile - Viagmute npoduan OTT

« CreateOttStation - Cosmars cranimm OTT (koudurypaiio OTT ESR)

« EditOttStation - [TosHOe peraKTHpoBaHHe cTaHItH OTT

+ UpdateOttStation - PeqaKTHPOBATE OT/Ie/ILHEIE ITapaMeTPsl cTaHiuid OTT

« GetOttStation - [ToJayUHTE IapaMeTphrl cTaHud OTT

« MergeOttStation - IToJIygHTE Bece mapaMeTpsl OTT 1o ESR IP (KoMOHHAIIHsA HapaMeTPoB TPOGHIIA H CTaHITHH)

» GetOttStationList - [TOJYUHTE COMCOK cTaHITHEA OTT

» DeleteOttStation - VaaauTe craHmmwo OTT

« AddOttBlack - /lo6aBHTE 3alHCH B YePHBIH cImHcok OTT

GetOttBlackList - [ToJIVIMTE CIIHCOK 3amHceil yepHoro cruucka OTT

» DeleteOttBlack - ViaauTe 3ammcH yepHOro cirucka OTT

« IsLockedOttBlack - [TporepuTs Ookuporky T/1 mo yepHOMY cmucky OTT

« OttDocument - 06beKT koHGHUTYparAn OTT

. 27.

1. IPsec

Description | KE authentication algorithm (nmd5, shal), nd5 by default
Nane ipsec. aut h-al g
Regex (md5| shal)

Description IKE DH Group (1, 2, 5), 1 by default
Nanme i psec. dh-group
Regex (1] 2| 5)



Description | PSEC DPD Del ay (5..600), 60 by default
Nanme i psec. dpd-del ay
Regex ([5-9]|[1-9][0-9]|10[0-9]|1[1-9][0-9]|[2-5][0-9][0-9]]|600)

Description |IKE encryption algorithm (aes, des, 3des), aes by default
Name i psec. encrypt-alg
Regex (aes| des]| 3des)

Description Force establish tunnel (UP, DOM), UP by default
Nane i psec. force-establish

Regex (UP| DOM)

Description Use GRE node (UP, DOM), UP by default
Nane i psec. gre- node

Regex ( UP| DOVN)

Description GRE ntu offset (0..220), 148 by default
Nane i psec. gre-ntu-of fset
Regex ([0-9]|[1-9][0-9]|10[0-9]|1[1-9][0-9]]|220|2[0-1][0-9])

Description IKE lifetine (180..86400), 86400 by default

Name ipsec.lifetinme

Regex (18[0-9]|19[0-9]|[2-9][0-9][0-9]|[1-9][0-9][0-9][0-9]|1000[0-9]|100[1-9][0-9]]10[1-9][0-9][0-9]]|1[1-9]
[0-9][0-9][0-9]|[2-7][0-9][0-9][0-9][0-9]|86400|86[0-3][0-9][0-9]|8[0-5][0-9][0-9][0-9])

Description Use | SAKMP node config (UP, DOM), UP by default
Nanme i psec. node-cfg

Regex ( UP| DOWN)

Description Use NAT-T (UP, DOANN), UP by default
Nanme i psec. nat

Regex ( UP| DOVN)

Description | PSEC NAT Keepalive (1..300), 30 by default
Name i psec. nat - keepal i ve
Regex ([1-9]|[1-9][0-9]|10[0-9]|1[1-9][0-9]]|2[0-9][0-9]]|300)

Description | PSEC password (8-48 chars)
Nane i psec. password
Regex ([ A-Za-z0-9]{8, 48})

Description I PSEC DH G oup (0, 1, 2, 5), 0 by default
Nanme i psec. pfs-group
Regex (0] 1] 2| 5)

Description | PSEC aut hentication algorithm (nmd5, shal), nd5 by defaul t
Name i psec.sa-auth-alg
Regex (md5| shal)

Description | PSEC encryption algorithm (aes, des, 3des), aes by default
Nanme i psec. sa-encrypt-alg
Regex (aes| des| 3des)

Description IPSEC child SA lifetime (180..86400), 3600 by default

Name ipsec.sa-lifetine

Regex (18[0-9]|19[0-9]|[2-9][0-9][0-9]|[1-9][0-9][0-9][0-9]|1000[0-9]|100[1-9][0-9]]10[1-9][0-9][0-9]]|1[1-9]
[0-9][0-9][0-9]|[2-7][0-9][0-9][0-9][0-9]|86400| 86[0-3][0-9][0-9]|8[0-5][0-9][0-9][0-9])

Description | PSEC operational status (UP, DOM), UP by default
Nane i psec. status

Regex ( UP| DOVN)

Description Use XAUTH password as | PSEC password (on/off) default off
Nane i psec. use-xaut h- passwd
Regex (on]off)

Description XAUTH password (8-48 chars)
Nanme i psec. xaut h- password
Regex ([ A-Za-z0-9]{8, 48})

Description XAUTH user (4-16 chars)



Nanme i psec. xaut h- user
Regex ([ A-Za-z0-9]{4, 16})

Description | PSEC renpote gateway (1P or URL)

Nane i psec. renot e- gat eway
<ax273:val ueRegex xsi:nil="true"/>

2., -

Message

Connection refused - 8042

"code™:4022, "msg":"No init link found"
"code":1,"msg":"In request by key 'domain’ value is empty ornull* =, , ESR OTT (OTT ™)

"code":4024, "msg":"No OTT station configured" ESR, OTT IP-ESR OTT,

"code":4023 NB
"code™: 4025, "msg": "/ott/upgrade/WOP-12ac-LR-RevB.tar.gz"

"code": 4026, "msg": "OTT AP locked by black list (<mac- >)" -

3. ESR

ESR

1

1.6.2, BGP, ESR, EOGRE.
1) gil/0/1.4092: 10.12.20.4/28 -, , IPsec;

2) gi1/0/1.212: 100.64.0.66/30 - , VRF backbone SoftWLC, DHCP DNS;

3) gi1/0/1.213: 100.64.0.70/30 - , VRFnat ;

4) bridge 1: 192.168.200.49/28 192.168.200.50/28 - EoGRE , ;

5) bridge 3: 192.168.128.0/22 - . 192.168.128.1 ESR SoftWLC;

6) bridge 10: 198.18.160.0/22 - -198.18.160.1, DNS 100.123.0.2;

EoGRE ;

7) 172.31.252.0/22 - , mode config,

8) 100.123.0.0/24 - . 100.123.0.2 - SoftWLC, DHCP, DNS.

gi1/0/1.4092, gi1/0/1.213 PBR, ESR "users_map".

#1/usr/bin/clish
#18
host nane esr-ipsec

obj ect - group
port-range

exit

obj ect - group
port-range

exit

obj ect - gr oup
port-range
port-range

exit

obj ect - group
port-range

servi ce dhcp_server
67

service dhcp_client
68

service ipsec_ports
500
4500

service dns
53

ESR,



exit

obj ect-group network SoftW.C
ip prefix 100.123.0.0/24
exit
obj ect-group network ipsec_renpte_address
ip prefix 10.100.0.0/16
ip prefix 172.31.252.0/22
exit
obj ect-group network gre_termi nation
ip prefix 192.168.200. 48/ 28
exit
obj ect -group network AP_ngmnt
ip prefix 192.168.128.0/ 22
ip prefix 198.18.160.0/22
exit
obj ect-group network AP_users
ip prefix 198.18.160.0/22
exit

sysl og consol e none

radi us-server tineout 10
radi us-server retransnmt 5
radi us-server host 100.123.0.2
key ascii-text testingl23
tinmeout 11
priority 20
sour ce-address 192.168.128.1
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 100.123.0.2
exit
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

tech-support |ogin enable
root |ogin enable

vlian 3
force-up

exit

vlan 10
force-up

exit

security zone trusted
exit

security zone untrusted
exit

security zone ipsec
exit

security zone gre

exit

security zone users
exit

ip access-list extended users_pbr
rule 10
action deny
mat ch protocol udp



mat ch source-port 68
mat ch destination-port 67
enabl e

exit

rule 11
action deny
mat ch protocol udp
mat ch destination-port 53
enabl e

exit

rule 20
action permt
enabl e

exit

exit

rout e- map out _BGP_AP
rule 10
match i p address object-group AP_ngnt
action permt
exit
exit
rout e- map out _BGP_NAT
rule 10
match i p address object-group AP_users
action permt
exit
exit
route-nmap users_nap
rule 10
match i p access-group users_pbr
action set ip next-hop verify-availability 100.64.0.69 10
action permt
exit
exit
router bgp 64604
router-id 198.18.156.1
nei ghbor 100. 64. 0. 65
renote-as 65001
updat e- source 100. 64. 0. 66
address-fam |y i pv4 unicast
rout e-map out_BGP_AP out
enabl e
exit
enabl e
exit
nei ghbor 100. 64. 0. 69
renote-as 65001
updat e- sour ce 100. 64.0.70
address-fanmily ipv4 unicast
rout e-map out _BGP_NAT out
enabl e
exit
enabl e
exit
address-fam |y ipv4 unicast
redi stribute connected
exit
enabl e
exit

snnp- server
snnp-server system shut down

snnp-server comunity "privatel" rw
snnp-server community "publicll" ro

snnmp-server host 100.123.0.2
exit

snnp-server enable traps
snnp-server enable traps config



snnp-server enable traps config commt

snnp-server enable traps config confirm

snnp-server enabl e traps environnent

snnp-server enable traps environnment fan

snnp-server enable traps environnment fan-speed-changed
snnp-server enable traps environnent fan-speed-high
snnp-server enable traps environment nenory-flash-critical-Iow
snnp-server enabl e traps environnent nenory-flash-1ow
snnp-server enable traps environnent nmenory-ramcritical-Iow
snnp-server enable traps environnment nenory-raml ow
snnp-server enable traps environnment cpu-I|oad
snnp-server enable traps environnment cpu-critical-tenp
snnp-server enable traps environment cpu-overheat-tenp
snnp-server enable traps environnent cpu-supercooling-tenp
snnp-server enabl e traps environnment board-overheat-tenp
snnmp-server enabl e traps environnent board-supercooling-tenp
snnp-server enable traps wf

snnp-server enable traps wifi wi fi-tunnels-nunber-in-bridge-high
snnp-server enable traps file-operations

snnp-server enable traps file-operations successfu
snnp-server enable traps file-operations failed
snnp-server enable traps fil e-operations cancel ed
snnp-server enable traps interfaces

snnp-server enable traps interfaces rx-utilization-high
snnp-server enable traps interfaces tx-utilization-high
snnp-server enable traps interfaces nunber-high
snnp-server enable traps bras

snnp-server enable traps bras sessions-nunber-high
snnp-server enable traps screen

snnp-server enable traps screen dest-limt

snnp-server enable traps screen source-linmt
snnp-server enable traps screen icnp-threshold
snnp-server enable traps screen udp-threshold
snnp-server enable traps screen syn-fl ood

snnp-server enable traps screen | and

snnp-server enable traps screen w nnuke

snnp-server enable traps screen icnp-frag

snnp-server enable traps screen udp-frag

snnp-server enable traps screen icnp-large

snnp-server enable traps screen syn-frag

snnp-server enable traps screen unknown- proto
snnp-server enable traps screen ip-frag

snnp-server enabl e traps screen port-scan

snnp-server enable traps screen ip-sweep

snnp-server enable traps screen syn-fin

snnp-server enable traps screen fin-no-ack

snnp-server enable traps screen no-flag

snnp-server enable traps screen spoofing

snnp-server enable traps screen reserved

snnp-server enable traps screen quench

snnp-server enable traps screen echo-request
snnp-server enable traps screen tine-exceeded
snnp-server enable traps screen unreachabl e

snnp-server enable traps screen tcp-all-flags
snnp-server enable traps entity

snnp-server enable traps entity config-change
snnp-server enable traps entity-sensor

snnp-server enable traps entity-sensor threshold
snnp-server enable traps envnon

snnp-server enable traps envnon fan

snnp-server enable traps envnon shut down

snnp-server enable traps envnon tenperature

snnp-server enable traps flash

snnp-server enable traps flash insertion

snnp-server enable traps flash renpval

snnp-server enable traps snnp

snnp-server enable traps snnp authentication
snnp-server enable traps snnp col dstart

snnp-server enable traps snnp |inkdown

snnp-server enable traps snnmp |inkup

snnp-server enable traps syslog



bridge 1
description "gre_termnation"
vlian 1
security-zone gre
i p address 192.168. 200. 49/ 28
i p address 192. 168. 200. 50/ 28
enabl e
exit
bridge 3
description "AP_ngnt"
vlian 3
security-zone trusted
ip address 192.168.128. 1/ 22
i p hel per-address 100.123.0.2
ip tcp adjust-nmss 1312
enabl e
exit
bri dge 10
description "Users"
vlan 10
security-zone users
i p address 198.18. 160. 1/ 22
i p hel per-address 100.123.0.2
ip policy route-nmap users_nap
ip tcp adjust-nmss 1312
| ocation datalO
enabl e
exit

interface gigabitethernet 1/0/1
description "UpLink"

exit

interface gigabitethernet 1/0/1.212
description "VRF_backbone"
security-zone trusted
i p address 100. 64. 0. 66/ 30
ip tcp adjust-mss 1312

exit

interface gigabitethernet 1/0/1.213
description "VRF_nat"
security-zone untrusted
i p address 100. 64.0. 70/ 30
ip tcp adjust-nss 1312

exit

interface gigabitethernet 1/0/1.4092
description "I Psec"
security-zone ipsec
ip address 10.12.20. 4/ 28

exit

tunnel softgre 1
description "nmgnt"
node managenent
| ocal address 192.168. 200. 49
default-profile
enabl e

exit

tunnel softgre 1.1
bri dge-group 3
enabl e

exit

tunnel softgre 2
description "data"
node dat a
| ocal address 192.168.200. 50
default-profile
enabl e

exit

security zone-pair trusted self
rule 10



action permt
enabl e
exit
exit
security zone-pair users self
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair users untrusted
rule 10
action permt
enabl e
exit
exit
security zone-pair users trusted
rule 10
action permt
mat ch protocol udp
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol udp
mat ch destinati on-port dns
enabl e
exit
exit
security zone-pair ipsec self
rule 1
action permt
mat ch protocol udp
mat ch destination-port ipsec_ports
enabl e
exit
rule 2
action permt
mat ch protocol esp
enabl e
exit
rule 3
action permt
match protocol gre
mat ch sour ce-address i psec_renot e_address
mat ch destination-address gre_term nation
enabl e
exit
rule 4
action permt
mat ch protocol icnp
enabl e
exit
exit
security zone-pair trusted trusted
rule 10
action permt
enabl e
exit
exit

addr ess-assi gnnent pool ipsec_xauth_poo
ip prefix 172.31.252.0/22
dat a-tunnel address 192.168. 200. 50
managenent -t unnel address 192. 168. 200. 49
exit



security ike proposal dhl_nd5_aes128
aut hentication al gorithm nmd5
encryption al gorithm aes128

exit

security ike policy psk_xauth
lifetinme seconds 86400
pre-shared-key ascii-text testingl23
aut henti cati on net hod xaut h- psk-key
aut henticati on node radius
proposal dhl_md5_aes128

exit

security ike gateway xauth_gw
i ke-policy psk_xauth
| ocal address 10.12.20.4
I ocal network 192.168.200. 48/28
renot e address any
renot e network dynamic pool ipsec_xauth_poo
node policy-based
dead- peer-detection action clear
dead- peer-detection interval 60
dead- peer-detection timeout 180
exit

security ipsec proposal nd5_aesl28_esp
aut henti cation al gorithm md5
encryption al gorithm aes128

exit

security ipsec policy ipsec_po
proposal nd5_aes128_esp
exit

security ipsec vpn xauth_ipsec
node i ke
i ke establish-tunnel by-request
i ke gateway xauth_gw
i ke ipsec-policy ipsec_po
enabl e

exit

security passwords history 0
ip dhcp-rel ay

ip route 0.0.0.0/0 10.12.20.2

W rel ess-controller
nas-i p-address 192.168.128.1
resp-time 3
failure-count 3
data-tunnel configuration radius
aaa das-profile COA
aaa radius-profile PCRF
enabl e

exit

ip telnet server

ip ssh server

clock tinezone gnt +7
ntp enabl e

ntp server 100.123.0.2
exit



1.4.0, , ESR, EOGRE.
1) bridge 1: 192.168.171/24 -, , IPsec;
2) bridge 2: 192.168.110.0.37/24 - , ;
2) bridge 3: 101.0.0.171/24 -  SoftWLC, DHCP DNS. SoftWLC. SoftWLC 101.0.0.24;
3) bridge 5: 192.168.7.1/30 192.168.7.2.30 - E0OGRE , ;
4) bridge 6: 172.31.239.1/26 - ;
5) bridge 7: 172.31.239.65/26 - ;
6) bridge 94: 10.12.12.1/30 - ;
7) 172.31.250.0/24 - , mode config, EoGRE

bridge 1, bridge 94 PBR, ESR "clients_br7".

host nane esr-ipsec

tech-support | ogin enable
root |ogin enable

syslog max-files 3
syslog file-size 512

obj ect-group service tel net
port-range 23

exit

obj ect-group service ssh
port-range 22

exit

obj ect-group service dhcp_server
port-range 67

exit

obj ect-group service dhcp_client
port-range 68

exit

obj ect-group service ntp
port-range 123

exit

obj ect-group service ipsec_ports
port-range 500
port-range 4500

exit

obj ect -group service snnp
port-range 161-162

exit

obj ect-group service COA
port-range 3799
port-range 31812-31813
port-range 1812-1813

exit

obj ect -group service redirect
port-range 3128
port-range 3129

exit

obj ect-group network SoftW.C
i p address-range 101.0.0. 24

exit

obj ect-group network ipsec_renote_address
ip prefix 172.31.250.0/24

exit

obj ect-group network gre_term nation
ip prefix 192.168.7.0/30



exit

obj ect-group url defaultserv
url http://eltex-co.ru
exit

# -, dat a-
radi us-server tineout 10
radi us-server retransnit 5
radi us-server host 101.0.0.24
key ascii-text testingl23
tineout 11
priority 20
sour ce-address 101.0.0.171
aut h-port 31812
acct-port 31813
retransmt 10
dead-interval 10
exit
aaa radius-profile PCRF
radi us-server host 101.0.0.24
exit

# ESR -
das-server COA
key ascii-text testingl23
port 3799
clients object-group Soft WC
exit
aaa das-profile COA
das-server COA
exit

vlian 2
force-up

exit

vlian 7
name "ngnt"
force-up

exit

vl an 100
nane "user"
force-up

exit

vl an 808
name " GRE"
force-up

exit

vl an 1001
name "from Sof t W.C'
force-up

exit

vlan 1108
force-up

exit

vl an 4094
force-up

exit

security zone trusted
exit

security zone user
exit

security zone ngnt
exit

security zone gre
exit

security zone ipsec
exit

security zone clients_inet
exit



# , , policy-based routing
ip access-list extended users_filter
rule 1
action permt
mat ch protocol any
mat ch source-address 172.31.239. 64 255. 255. 255. 192
mat ch destination-address any

enabl e
exit
exit
#DHCP- r equest DHCP- , ip, Sot f W.C.
ip access-list extended clients_dhcp
rule 1

action permt
mat ch protocol udp
mat ch source-address 172.31.239. 64 255.255. 255. 192
mat ch destinati on-address 101.0.0.24 255. 255. 255. 255
mat ch source-port 68
mat ch destination-port 67
enabl e
exit
exit

# route-map, s .
route-map clients_br7
rul e 1 #DHCP-request DHCP
match ip access-group clients_dhcp
action set ip next-hop verify-availability 101.0.0.24 10
action permt
exit
rule 2 # ,
match ip access-group users_filter
action set ip next-hop verify-availability 10.12.12.2 10
action permt
exit
exit

snnp- server
snnp-server systemshutdown # ESR SNWP- EMS
snnp-server comunity "privatel” rw
snnp-server conmmunity "publicll" ro

snnp-server host 101.0.0.24

exit
#, s | PSec
bridge 1

vl an 1108

security-zone ipsec
ip address 192.168.108.171/24
enabl e

exit

# o, .
bri dge 2
vlian 2
security-zone trusted
ip address 192.168. 110. 37/ 24
enabl e
exit

# Sof t W.C,
bridge 3
description "Soft W.C"
vl an 1001
security-zone ngnt
ip address 101.0.0.171/24
enabl e
exit



# GRE

bridge 5
vl an 808
security-zone gre
ip address 192.168.7.1/30
ip address 192.168. 7.2/ 30
enabl e

exit

# .

bri dge 6
vlian 7
security-zone ngnt
ip address 172.31.239.1/26
i p hel per-address 101.0.0. 24
ip tcp adjust-nss 1312
protected-ports
prot ected-ports exclude vl an
enabl e

exit

#, .

bri dge
vl an 100
security-zone user
ip address 172.31.239. 65/ 26
i p hel per-address 101.0.0.24
ip policy route-map clients_br7 # policy-based routing
ip tcp adjust-mss 1312
| ocation testing2
protected-ports
protected-ports exclude vlan
enabl e

exit

#, ,

bri dge 94
vl an 4094
security-zone clients_inet
ip address 10.12.12.1/30
ip tcp adjust-nmss 1312
enabl e

exit

interface port-channel 1
swi t chport forbidden default-vlan
swi tchport general acceptabl e-frame-type tagged-only
swi tchport general allowed vlan add 2,1001, 1108, 4094 t agged

exit

interface gigabitethernet 1/0/1
channel -group 1 npde auto

exit

interface gigabitethernet 1/0/2
channel -group 1 node auto

exit

interface gigabitethernet 1/0/3
shut down
security-zone trusted
ip firewall disable

exit

interface gigabitethernet 1/0/4
shut down
security-zone trusted
ip firewall disable

exit

interface tengigabitethernet 1/0/1
shut down
ip firewall disable
swi t chport forbidden default-vlan

exit



interface tengi gabitethernet 1/0/2
shut down
ip firewall disable
swi t chport forbidden default-vlan
exit
exit
tunnel softgre 1
description "mgnt"
node managenent
| ocal address 192.168.7.1
default-profile
enabl e
exit
tunnel softgre 1.1
bri dge-group 6
enabl e
exit
tunnel softgre 2
description "data"
node data
| ocal address 192.168.7.2
default-profile
enabl e
exit

security zone-pair trusted self
rule 1
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port ssh
enabl e
exit
rule 2
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port telnet
enabl e
exit
rule 3
action permt
mat ch protocol icnp
mat ch sour ce-address Soft W.C
mat ch destination-address any
enabl e
exit
exit
security zone-pair user self
rule 10
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destination-address any
mat ch source-port any
mat ch destination-port redirect
enabl e
exit



exit
security zone-pair clients_inet self
rule 10
action permt
mat ch protocol any
mat ch sour ce- address any
mat ch destinati on-address any
exit
exit
security zone-pair user clients_inet
rule 1
action permt
mat ch protocol any
mat ch sour ce- address any
mat ch destinati on-address any
enabl e
exit
exit
security zone-pair ipsec self
rule 1
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port ipsec_ports
mat ch destination-port ipsec_ports
enabl e
exit
rule 2
action permt
mat ch protocol esp
mat ch sour ce- address any
mat ch destination-address any
enabl e
exit
rule 3 #.. GCRE | PSec , s
action permt
mat ch protocol gre
mat ch sour ce-address i psec_renot e_address
mat ch destinati on-address gre_term nation
enabl e
exit
rule 4
action permt
mat ch protocol icnp
mat ch sour ce- address i psec_renot e_address
mat ch destinati on-address gre_term nation
enabl e
exit
exit
security zone-pair ngnt self
rule 1
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destinati on-port ssh
enabl e
exit
rule 2
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destination-address any
mat ch source-port any
mat ch destination-port telnet
enabl e
exit
rule 3
action permt



mat ch protocol icnp
mat ch sour ce-address Soft W.C
mat ch destination-address any
enabl e

exit

rule 4
action permt
mat ch protocol udp
mat ch sour ce- address Sof t W.C
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port snnp
enabl e

exit

rule 5
action permt
mat ch protocol udp
mat ch sour ce-address Soft W.C
mat ch destination-address any
mat ch source-port any
mat ch destinati on-port COA
enabl e

exit

rule 6
action permt
mat ch protocol tcp
mat ch sour ce-address Sof t W.C
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port COA
enabl e

exit

rule 7
action permt
mat ch protocol icnp
mat ch sour ce-address any
mat ch destinati on-address any
enabl e

exit

rule 10
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port dhcp_client
mat ch destination-port dhcp_server
enabl e

exit

rule 11
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port dhcp_server
mat ch destination-port dhcp_server
enabl e

exit

exit
security zone-pair ngnt ngmt

rule 1
action permt
mat ch protocol icnp
mat ch sour ce-address any
mat ch destinati on-address any
enabl e

exit

rule 10
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address any



mat ch source-port dhcp_client
mat ch destinati on-port dhcp_server
enabl e
exit
rule 20
action permt
mat ch protocol udp
mat ch sour ce-address Sof t W.C
mat ch destination-address any
mat ch source-port any
mat ch destination-port snnp
enabl e
exit
rule 21
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destination-port snnp
enabl e
exit
rule 22
action permt
mat ch protocol tcp
mat ch sour ce-address Soft W.C
mat ch destination-address any
mat ch source-port any
mat ch destination-port snnp
enabl e
exit
rule 23
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destination-port snnp
exit
rule 30
action permt
mat ch protocol tcp
mat ch sour ce- address any
mat ch destinati on-address any
mat ch source-port any
mat ch destination-port telnet
enabl e
exit
rule 31
action permt
mat ch protocol tcp
mat ch sour ce-address any
mat ch destinati on-address any
mat ch source-port any
mat ch destinati on-port ssh
enabl e
exit
rule 49
action permt
mat ch protocol udp
mat ch sour ce- address any
mat ch destination-address SoftW.C
mat ch source-port any
mat ch destination-port ntp
enabl e
exit
rule 50
action permt
mat ch protocol udp
mat ch sour ce-address any
mat ch destinati on-address SoftW.C



mat ch source-port any
mat ch destinati on-port COA
enabl e
exit
exit
security zone-pair ngnt user
rule 10
action permt
mat ch protocol udp
mat ch sour ce-address Soft W.C
mat ch destination-address any
mat ch source-port dhcp_server
mat ch destinati on-port dhcp_server
enabl e
exit
exit
security zone-pair gre ipsec
rule 1
action permt
mat ch protocol any
mat ch source-address gre_ternination
mat ch destinati on-address ipsec_renote_address
enabl e
exit
exit

# node config.
addr ess-assi gnnent pool ipsec_pool _1
ip prefix 172.31.250.0/24 #
# ip (tunnel ip) GCRE
# tunnel ip EMs.
dat a-tunnel address 192.168.7.2 #
managenent -t unnel address 192.168.7.1 #
exit

, CRE dat a
, GRE

# | KE : MD5, - DH1, aesl28

security ike proposal dhl_nd5_aes128
aut hentication al gorithm md5
encryption al gorithm aes128

exit

# | KE

security ike policy psk_xauthl
lifetime seconds 86400 # ( ).
pre-shared-key ascii-text testingl23 #
aut hentication nmethod xaut h-psk-key # XAUTH

aut henti cati on node radi us # -
proposal dhl_md5_aes128 #
exit

#,
security ike gateway ikel_from.i net

i ke-policy psk_xauthl # | KE
| ocal address 192.168.108.171 #, | PSec .
| ocal network 192.168.7.0/30 # | PSec
renot e address any # | PSec -
renote network dynam ¢ pool ipsec_pool_1 # .
node policy-based # policy-based
dead- peer-detection action clear # | PSec
dead- peer-detection interval 60 # dead-peer-detection
dead- peer-detection interval 180 #, , | PSec ,
# DPD .
exit
# | PSec: MD5, AES128, ESP.

security ipsec proposal nd5_aesl128_esp
aut hentication al gorithm nmd5
encryption al gorithm aes128

exit

# | PSec.



security ipsec policy vpnl_pol1l

lifetime seconds 3600 # 1PSec haild SA ( ).
proposal nd5_aes128_esp # | PSec,

exit

# |1 PSec VPN,

security ipsec vpn for_INET_1
node i ke # | KE.
i ke establish-tunnel by-request # |PSec
i ke gateway ikel_from.i net # ., | KE.
i ke ipsec-policy vpnl_pol1l # | PSec,
enabl e

exit

ip dhcp-rel ay

ip route 0.0.0.0/0 192.168.108.1 200

wirel ess-control |l er
nas-i p-address 101.0.0.171
data-tunnel configuration radius # dat a-
aaa das-profile COA
aaa radius-profile PCRF
enabl e
exit
ip telnet server
ip ssh server

clock tinezone gmt +7
ntp enabl e
ntp server 101.0.0.24

prefer
exit

ESR 1200/1500/1700 1.4.1 - , EOGRE. : ESROTT

Troubleshooting

1 OTT ssh/telnet GUI EMS -

- Ivar/log/eltex-wifi-sa/wifi-sa-server.log. application.conf  LogLevel = debug

CLI

WEP-12ac_rev_C# get ipsec-activator
IPsec, -:

WEP-12ac_rev_C# get ipsec-dynamic
URL -,

WEP-12ac_rev_C# sh


https://docs.eltex-co.ru/pages/viewpage.action?pageId=14651859

Imnt/root # cd /etc/cert/
letc/cert # cat sa-host.txt
https://126.0.10.4:8043

provider-id MAC
WEP-12ac_rev_C# sh

letc/cert # openssl x509 -in /etc/cert/cert.pem -text -noout
WARNING: can't open config file: /etc/pki/tls/openssl.cnf
Certificate:

Data:

Version: 3 (0x2)

Serial Number:
€0:d9:e3:70:1d:00:bc:2a:aa:28:54:ee:9f:27:5a:77
Signature Algorithm: sha256WithRSAEncryption

Issuer: CN=OTT Certification Root (Test), O=Eltex Enterprise Ltd., OU=Wi-Fi, C=RU, L=Novosibirsk
Validity

Not Before: Jan 1 00:00:00 1999 GMT

Not After : Jan 1 00:00:00 2100 GMT

Subject: CN=E0:D9:E3:70:1D:00, O=provider_eltex
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:

e0:d9:e3:70:1d:00 - MAC ,

provider_eltex - Provider-1D

service-activator https.//<URL ->:8043 --msg-type register --timeout 300 -C /etc/cert/cert.pem -K /etc/cert/key.pem -A /etc/cert/ca.pem -d 15


https://126.0.10.4:8043/etc/cert
https://126.0.10.4:8043
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