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SoftWLC eltex,

vagr ant @bunt u: ~$ dpkg -1 | grep eltex-

- ( Stable_versions)

snhapshot
backUP
pv
login/password .
vagr ant @bunt u: ~$ sudo apt install pv
vagr ant @bunt u: ~$ sudo chnod +x backup_nysql . sh
vagr ant @bunt u: ~$ sudo ./ backup_nysqgl.sh root root

vagr ant @bunt u: ~$ sudo chnod +x nobngo_updat e. sh.
vagr ant @bunt u: ~$ sudo ./nobngo_update. sh --backup

H OoH OB R

pv

nysql
nysqgl root,

nongo
nmongo

root


https://docs.eltex-co.ru/display/doc/Stable_versions

mongo_update.sh
backup_mysql.sh

BackUP SoftWLC. , backup SoftWLC 1 SoftWLC 2.

backup

vagr ant @bunt u: ~$ sudo cp /etc/apt/sources.list.d/eltex.list /etc/apt/sources.list.d/eltex.list.
backup

SoftWLC

(D MySQL:

vagrant@ubuntu:~$ mysql -uroot -proot
mysql> stop slave;
Query OK, 0 rows affected (0.01 sec)

SoftWLC eltex,
('tee’ ):

vagrant @buntu: ~$ dpkg -1 | grep eltex- | tee eltex-packets.txt

- ( Stable_versions) .

@ SoftWC 1.18 1.19.
notification-gw ( , e-mil ..).
1.19 .
1.19 1.19:

vagr ant @bunt u: ~$ echo "deb [arch=and64] http://archive.eltex-co.ru/wreless softw c-1.19-xenial main" |
sudo tee /etc/apt/sources.list.d/eltex.list

vagr ant @bunt u: ~$ sudo echo "deb [arch=and64] http://archive.eltex-co.ru/wireless softw c-1.24-xenial main" >>
/etc/apt/sources.list.d/eltex.|ist

vagr ant @bunt u: ~$ sudo echo "deb [arch=anmd64] http://archive.eltex-co.ru/wireless radius-1.24-bionic mai" >>
/etc/apt/sources.list.d/eltex.|ist

vagr ant @bunt u: ~$ sudo apt-get update

MySQL ‘eltex-ems’


https://docs.eltex-co.ru/pages/viewpage.action?pageId=318865931&preview=%2F318865931%2F318865941%2Fmongo_update.sh
https://docs.eltex-co.ru/download/attachments/359268360/backup_mysql.sh?version=1&modificationDate=1678328800000&api=v2
https://docs.eltex-co.ru/display/doc/Stable_versions
https://docs.eltex-co.ru/pages/viewpage.action?pageId=318865930
http://archive.eltex-co.ru/wireless

sudo apt-get install eltex-ens-db

Enter your MySQL administrator login (default is '"root'): root

Enter your MySQL admi ni strator password:

nysql: [Warning] Using a password on the command |ine interface can be insecure.
nysqgl: [Warning] Using a password on the command |line interface can be insecure.
Backup dat abases? (Y/n) n

@ : Got error: 1102: Incorrect database name ‘#mysql50#example.database’ when selecting the database

#ls -la /var/lib/nysqgl | grep ~d | egrep "\.'
#mv /var/lib/nysql/.directory /root/

MySQL RADIUS

apt-get install eltex-radius-db

Enter your MySQL administrator login (default is '"root'): root

Enter your MySQ. admini strator password:

nysql: [Warning] Using a password on the command |ine interface can be insecure.
nysql: [Warning] Using a password on the command |ine interface can be insecure.
Backup dat abases? (Y/n) n

eltex-wifi-cab, eltex-radius-nbi, eltex-portal-constructor

apt-get install eltex-auth-service-db
Enter your MySQL administrator login (default is '"root'): root
Enter your MySQL admi ni strator password:

O

Configuration file '/etc/eltex-radius/local.conf'

==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it ? Your options are:

Y or | : install the package maintainer's version

N or O : keep your currently-installed version

D : show the differences between the versions

Z : start a shell to examine the situation

The default action is to keep your current version.

*** |ocal.conf (Y/I/N/O/D/Z) [default=N] ? D (n)

eltex-radius-nbi SoftWLC OSS/BSS

apt-get install eltex-radius-nbi
Do you want to generate server certificate? [y/N: N

eltex-ems

apt-get install eltex-ens



eltex-radius

apt-get install eltex-radius

eltex-ngw

apt-get install eltex-ngw

eltex-apb

apt-get install eltex-apb

(Authentication Authorization and Accounting) Wi-Fi, BRAS

apt-get install eltex-pcrf

'Hotspot'

apt-get install eltex-logging-service

Hotspot-

apt-get install eltex-mercury

WiFi 'Hotspot'

apt-get install eltex-portal

apt-get install eltex-portal-constructor

B2B,

apt-get install eltex-w fi-cab

MAC-

apt-get install eltex-oui-list

apt-get install eltex-disconnect-service



APl Wi-Fi.

apt-get install eltex-johnny

apt-get install eltex-bruce

apt-get install eltex-bruce

apt-get install eltex-jobs

nginx

wget http://archive. eltex-co.ru/wrel ess/nginx/conf/softw c_<__softw c>_ngi nx.conf -O softwl c_<__softw c>_ngi nx.
conf

nginx

cp softwl c_<__softw c>_ngi nx. conf /etc/nginx/conf.d/softw c.conf

Nginx tomcat8

sudo systenctl restart nginx
sudo systenctl restart tontat8

SoftWwLC

SoftWLC virtual ip.

tester@ubuntu:~$ sudo service eltex-<service_name> restart



/etc/eltex-apb/application.conf

# maxi mum nunber of outgoing messages in queue for each session
sessi onMessageQueueSi ze = 100

# cache config file path
cacheConfigFile = /etc/eltex-apb/ehcache. xm

# path to the file with pernmitted hosts
hostsFile = /etc/eltex-apb/hosts.json

pi ngJob {
# ping job interval
interval = 60s

# timeout waiting for subscribe-request after connecting the access point to the server
subscri bel dl eTi meout = 60s
# timeout during that the session will stay opened wi thout receiving any nessage
messagel dl eTi reout = 90s
# interval of ping to be sent to the websocket session
pi ngl dl eTi meout = 30s

}

# el tex-mercury connection properties
mercury {
host = | ocal host
port = 6565
pool Size = 50
}
nbi.client.|ogin=adnm n
nbi . cl i ent. passwor d=passwor d

. | ocal host <virtual _i p> 24.

/etc/eltex-pcrf/eltex-pcrf.json

"aut h. address" : "0.0.0.0",

"auth.port" : 31812,

"aut h. mac. open. tineout.s" : 3600,

"aut h. mac. wel cone. servi ce" : "WELCOVE",

"acct.address" : "0.0.0.0",
"acct.ports" : [1813, 31813],

"| ease. saver. address" : "0.0.0.0",
"| ease. saver.port" : 4381,

"aaa. i nstances" : 5,

"aaa. host" : "127.0.0.1",
"aaa.secret" : "testingl23",
aaa. auth. port” : 1812,
"aaa.acct.port” : 1813,
aaa.rest.port" : 7080,
"aaa.tineout" : 10,
aaa.attenmpts" : 1,

"web. noni toring.port" : 7070,

"cluster.enable" : false,
"cluster.eventBusPort" : 5801,

"radius" : {
"url": "jdbc:mysql://local host/radius?
useUni code=t r ue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",



"max_pool _si ze": 16

h

"mongo. pcrf" : {
"connection_string": "nongodb://local host: 27017/ pcrf?
repl i caSet =<Your C ast er Nane>&wai t QueueMul ti pl e=500&connect Ti meout M5=10000&socket Ti meout M5=0&r eadPr ef er ence=secon
daryPreferred",

"db_nane": "pcrf"
H
"mongo.ott" : {
"connection_string": "nongodb://local host: 27017/ ott?

repl i caSet =<Your C ast er Name>&nai t QueueMul ti pl e=500&connect Ti neout M5=10000&socket Ti neout M5=0&r eadPr ef er ence=secon
daryPreferred",
"db_nane": "ott"

b

"session. storage" : {
"session. check. period.s" : 300,
"unaut h. store.tinme.s" : 600,
"interval . nunber. expired" : 3,
"mn.interval.s" : 45,
"default.interval.s" : 600

b

"bras.coa" : {
"coa.timeout" : 10,
"coa.attempts" @ 1,
"renote.coa.port” : 3799,
"executor.size" : 100,

"l og. cl ean. period.s" : 600,
"l og.store.period" : {
"period" : 14,
"unit" : "D
}
H

"sql.enms" : {
"url": "jdbc:mysql://1ocal host/eltex_ens?
useUni code=t rue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _size": 16

h

"sqgl.wireless" : {
"url": "jdbc:mysql://1ocal host/wirel ess?
useUni code=t rue&char act er Encodi ng=ut f 8&connect Ti neout =5000&socket Ti meout =5000&aut oReconnect =t r ue&useSSL=f al se",
"user": "javauser",
"password": "javapassword",
"max_pool _si ze": 16

h

"sql.auth.service" : {
"url": "jdbc:mysql://1ocal host/eltex_auth_service?
zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&onnect Ti meout =5000&socket Ti neout =5000
&useSSL=f al se",

"user": "javauser",
"password": "javapassword",
"max_pool _size": 4

b

"l anguage" "en",

"radius.nbi" : {
"wdsl.url™ : "http://]ocal host: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsdl ",
"usernane" : "softw c_service",
"password" : "softw c",
"connection.tinmeout.ns" : 30000,
"request.tinmeout.ns" : 120000



"tariffs.update.interval" : {
"interval" : 1,
"unit" : "hours"

},

"bras.cron.update.interval": {
"interval" : 1,

"unit": "hours"

b
"filters.cache.dir" : "/var/lib/eltex-pcrf/filters/",

"clickhouse": {

"url": "jdbc:clickhouse://local host: 8123/ radi us",
"user_nane": "javauser",
"user_password": "javapassword"

h

"accounting.options": {
"use_clickhouse": false,
"use_nysqgl": true,

"batch_i nterval _ns": 300000,
"max_queue_| oad": 100

. nongodb: / /| ocal host nongodb://i p_nongo_pri nmary, i p_nongo_secondary replicaSet, /etc/mongod.conf.

nongodb: //192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ pcrf ?
repli caSet =Cl ust er &ai t QueueMul ti pl e=500&connect Ti meout M5=10000&socket Ti neout MS=0&r eadPr ef er ence=secondar yPr ef er
red

nongodb: //192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ ot t?
replicaSet =Cl ust er &ai t QueueMul ti pl e=500&connect Ti meout M5=10000&socket Ti meout M5=0&r eadPr ef er ence=secondar yPr ef er
red

| ocal host <virtualip> , 14-.
L 127.0.0.1 <virtualip> , 14-.

/etc/eltex-portal-constructor/application.conf

login {
#
nmaxAtt enpt sLogin = 3
maxAttenptsliP = 5
#
bl ockTime = 5m

}
access {
/1 pl ai nt ext - secr et (HVAC256) , FS PEM (RSA256)
secret = "secret"
}
dat abase {
host = | ocal host
port = 3306
nane = ELTEX PORTAL

user = javauser
password = javapassword

pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary
mongodb://ip_mongo_primary,ip_mongo_secondary

val i dati onTi neout = 3s

mn =1
max = 10
}
cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain itens in the cache
expireTi me = 30s
}
}
sso {
enabled = fal se
# Miust be in doubl e quotes
version = "1.0"
rest {
schene = http
host = | ocal host
port = 80
sso_api _path = /api nan- gat eway/ b2b_t est
}
auth {
schene = http
host = | ocal host
port = 80
aut henti cati on_path = /auth/real ns/ b2b/ prot ocol / openi d- connect/ auth
| ogout _path = /auth/real ms/b2b/ prot ocol / openi d- connect /| ogout
}
paranms {
client_id =id
# URL of epadmin, URL nust be in double quotes (!!!)
redirect _uri = "http://]ocal host: 8080/ epadni n/ sso"
client_secret = secret
}
}
jetty {
http.port = 9001
https {
port = 9444
keyst orePass = 12345
keystoreFile = /etc/eltex-portal -constructor/| ocal host. pfx
keyst oreType = PKCS12
keyAlias = 1
ciphers = [
TLS RSA W TH_AES 128 CBC_SHA256
TLS_RSA W TH_AES 128_CBC_SHA
TLS_RSA W TH_AES_256_CBC_SHA256
TLS RSA W TH_AES 256_CBC_SHA
]
}
mul tipart {
maxFi | eSize = 100MB
maxRequest Si ze = 100MB
}
}

validation {
public_key = /etc/eltex-doors/keys/public.pem

}

| oggi ng {
host = | ocal host



port = 9099
}

° | ocal host <virtualip> 15,48, 54, 64, 95.

/etc/eltex-portal/application.conf

portal {
defaultRedirectUrl = "http://eltex-co.ru"

schedul er {

tariffCheckerPeriod = 1d
paynent sCl eanerPeriod = "0 0 * * * 2"
}
}
jetty {
https {
port = 9443
keyst orePass = 12345
keystoreFile = /etc/el tex-portal/local host. pfx
keyst or eType = PKCS12
keyAlias = 1
ciphers = [
TLS RSA W TH_AES 128 CBC_SHA256
TLS_RSA W TH_AES_128_CBC_SHA
TLS RSA W TH_AES 256_CBC_SHA256
TLS RSA W TH_AES 256_CBC_SHA
]
}
}
dat abase {
host = | ocal host
port = 3306
name = ELTEX_ PORTAL
user = javauser
password = javapassword
pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s
mn=1
max = 10
}
cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain itens in the cache
expireTine = 2m
}
}

/1 JWI validation. You need a key from Eltex Doors.
/1l O you could generate it yourself.
validation {

public_key = "etc/eltex-doors/keys/public. pent

. | ocal host <virtualip> 27.



/etc/eltex-radius-nbi/radius_nbi_config.txt

# DB radius(alias=radius)

radi us. jdbc.driver=org.gjt.mmnysql.Driver

radi us. j dbc. dbUr | =j dbc: nysql : / /| ocal host/radi us?

zer oDat eTi neBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

radi us. j dbc. user nane=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=48

radi us. j dbc. i nUse=yes

# DB radius replica(alias=radi usReplicaPool)

#TODO Change it to replica url

radi us. jdbc.replica.driver=org.gjt.rmnysql.Driver

radi us. j dbc. replica. dbUr | =j dbc: nysql : //1 ocal host/radi us?

zer oDat eTi neBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

radi us. j dbc. repl i ca. user nane=j avauser

radi us. j dbc. replica. passwor d=j avapasswor d

radi us. j dbc. replica. maxPool Si ze=48

radi us. jdbc. replica.inUse=yes

# DB ens(al i as=ens)

ens. jdbc. driver=org.gjt. mm nysql . Driver

emns. jdbc. dbUr| =j dbc: nysql : / /1 ocal host/el tex_ens?

zer oDat eTi meBehavi or =conver t ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oCommi t =t r ue&connect Ti neout =50
00&noAccessToProcedur eBodi es=true

ems. j dbc. user nane=j avauser

emns. j dbc. passwor d=j avapasswor d

emns. j dbc. maxPool Si ze=48

ens. j dbc. i nUse=yes

# DB wreless (alias=wreless)

wirel ess.jdbc.driver=org.gjt.mmnysql.Driver

wirel ess.jdbc. dbUrl =j dbc: nysql ://1 ocal host/w rel ess?

zer obDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

wi rel ess. j dbc. user nane=j avauser

wirel ess. jdbc. passwor d=j avapassword

wi rel ess. j dbc. maxPool Si ze=48

wirel ess.jdbc.inUse=yes

# DB | ogs (alias=logs)

I ogs. jdbc.driver=org.gjt. mm nysql.Driver

| ogs.jdbc. dbUrl =j dbc: nysql ://1 ocal host/eltex_alert?

zer obDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

| ogs. j dbc. user nane=j avauser

| ogs. j dbc. passwor d=j avapasswor d

| ogs. j dbc. maxPool Si ze=48

| ogs.j dbc. i nUse=yes

# DB | ogs (alias=eltex_auth_service)

el tex_auth_service.jdbc.driver=org.gjt.nmnysql.Driver

el tex_aut h_service. jdbc. dbUr | =j dbc: nysql : //1 ocal host/ el tex_aut h_service?

zer oDat eTi neBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

el tex_aut h_service. j dbc. user nane=j avauser

el tex_aut h_servi ce. j dbc. passwor d=j avapassword

el tex_aut h_service. j dbc. maxPool Si ze=48

el tex_aut h_service. jdbc.inUse=no

# ems-northbound

ens. nbi . host =127.0.0. 1
emns. nbi . port=8080

ens. nbi . pat h=nort hbound



ens. nbi . protocol =http

# el tex_aut h_service
aut h. port =22

aut h. host =127.0.0.1
aut h. user nane=user nane
aut h. passwor d=passwor d

# freeradi us-domain-1

freeradi us-donmi n- 1. port =22

freeradi us-domai n- 1. host =192. 168. 0. 1
freeradi us- domai n- 1. user nane=user nane
freeradi us- donai n- 1. passwor d=passwor d

# freeradi us-domain-2

freeradi us-domai n- 2. port =22

freeradi us- domai n- 2. host =192. 168. 0. 2

freeradi us- donai n- 2. user nane=user nane
freeradi us- donai n- 2. passwor d=passwor d

# tontat ur
tontat. host=127.0.0.1
t ontat . port=8080

# perf stuff

pcrf.enabl ed=true
pcrf.url=http://local host: 7070
pcrf. usernane=adm n

pcrf. passwor d=password

# pcrf nongodb connector
pcrf. mongodb. enabl ed=t r ue
pcr f. mongodb. uri =nongodb: / /| ocal host: 27017/ pcr f ?r epl i caSet =<Your C ust er Nanme>

# wi fi-custoner-cab nongodb connect or
wi fi cab. mongodb. enabl ed=t r ue
wi fi cab. mrongodb. uri =nmongodb: //1 ocal host: 27017/ wi fi - cust onmer - cab?r epl i caSet =<Your C ust er Nane>

# El tex. SORMR. replicator MongoDB 'sornR' connect
sor n2. nongodb. enabl ed=f al se
sor n2. nongodb. uri =npbngodb: / /| ocal host : 27017/ sor n2?r epl i caSet =<Your Cl ust er Nane>

# wifi-custoner-cab request settings
wi fi cab. ti meout =90000

# El tex. SORMR.replicator host to use AP
sor nR2. enabl ed=f al se

sornR. url =http://Iocal host: 7071

sor nR2. user nanme=adm n

sor nR. passwor d=passwor d

#1t enables records export to SORMB while editing wifi users
sor 8. enabl ed=f al se

# ott nongodb connect or
ot t. nongodb. enabl ed=t r ue
ott. nongodb. uri =nbngodb: / /| ocal host: 27017/ ot t ?r epl i caSet =<Your C ust er Nane>

# netrics
metric.interval.s=900

HHHIHHH DB ELTEX _PORTAL set t i ngs###t#H#HH I I I #
HHHHEH R A I R
portal . db.driver=com nysql.jdbc.Driver

portal .db.url =jdbc: nysql://1ocal host: 3306/ ELTEX_PORTAL?

max_al | owed_packet =32362048&useUni code=t r ue&char act er Encodi ng=ut f 8

portal . db. user nane=j avauser

portal . db. passwor d=j avapass



nongodb: / /| ocal host nongodb://i p_nongo_prinmary, i p_nongo_secondary replicaSet, /etc/mongod.conf.

pcrf. mongodb. uri =nmongodb: //192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ pcrf ?repl i caSet =0 ust er

wi fi cab. mongodb. uri =nmongodb: //192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ wi fi - cust oner - cab?r epl i caSet =Cl ust er
sor n2. nongodb. uri =nongodb: // 192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ sor nR?r epl i caSet =Cl ust er

ot t. nongodb. uri =nongodb: // 192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ ot t ?repl i caSet =Cl ust er

| ocal host <virtualip>
127.0.0.1 <virtualip>


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary
mongodb://ip_mongo_primary,ip_mongo_secondary

/etc/eltex-ngw/application.conf

/1 Server configuration

server {
/| server port
port = 8040

/1 nunmber of threads in executor that executes handlers and different gateways
threads = 50

}

http {
/1 Timeout of http connection to the end gateway
connecti onTi meout = 30s
/1 Number of maxi mum sinultaneous http connections
maxConnections = 50
/1 Time that connection will be kept alive
keepAl i veTi neout = 5s
/1 Whether to check SSL certificate
checkCert = true
/1 HTTP User Agent
user Agent = el t ex- ngw

}

sms {
/1 Incomng (user to service) sns config
incom ng.config = "snsc.conf"
/1 Qutgoing (service to user) sms config
out goi ng. config = "smsc. conf"

}

call {
/1 1ncom ng (user to service) call config
incom ng.config = ""
/] Qutgoing (service to user) call config
out goi ng.config = ""

}

emai | {
/] Qutgoing (service to user) enmil config
out goi ng.config = ""

}

dat abase {
host = | ocal host
port = 3306

nanme = el tex_ngw
user = javauser
password = javapassword

pool {
/] Time to wait for a connection
connectionTi meout = 10s
/1 Time to wait for connection validation
val i dati onTi neout = 3s

mn=1
max = 10

d | ocal host virtual _ip 44



/etc/eltex-radius/local.conf

# Ports on which the server will listen
aut h_port=1812

#acct _port=1813

i nner _tunnel _port=18121

# MySQ. dat abase
db_host ="1 ocal host "
db_port =3306

db_I ogi n="r adi us"
db_passwor d="r adpass"
db_nanme="r adi us"

# MSQL 'wirel ess' database

wi rel ess_db_host ="1 ocal host ™"

wirel ess_db_port=3306

wirel ess_db_I| ogi n="j avauser"

wi rel ess_db_passwor d="j avapasswor d"
wirel ess_db_nane="wirel ess"

# PCRF

# |f you setting pcrf_enabl ed=0, then you al so shoul d enabl e accounting port listening in "default" server
pcrf_host="127.0.0. 1"

pcrf_port=7080

pcrf_enabl ed=1

# EAP
ca_cert_name="1ocal . pent
tls_key_password="1234"

# Proxying

pr oxy_aut h=0

proxy_donmi n_regex=""(.+\.)?enterprise\.root$"
proxy_host="127. 0. 0. 1"

proxy_port=18121

proxy_secret="el tex"

# Ubiquity vendor detection
ubi _vendor _regex="Appl e| Ubi qui ti"
vendor _group_enabl ed=1

# Settings of runtinme NAS discovery
dynami c_clients=fal se

dynam c_cl i ent_subnet=192. 168. 0. 0/ 16
dynamic_client_lifeti me=3600
dynamic_client_rate_linmt=false

# Proxy SSID (for exanple to eltex-eap-tls) #139679
proxy_ssi d_enabl ed=0

proxy_ssi d_val ue="EAP_TLS"

proxy_ssi d_host="127.0.0.1"

proxy_ssi d_port=18122

proxy_ssid_secret="el tex"

| ocal host <virtualip>
. 127.0.0.1 <virtualip>



letc/eltex-wifi-cab/system.xml

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<! DOCTYPE properties SYSTEM "http://java.sun.conf dtd/ properties.dtd">
<properties>
<entry key="npngoaddress" >nongodb:/ /1 ocal host: 27017/ wi fi - cust orer - cab?r epl i caSet =<Your C ust er Nane></ entry>
<entry key="nbi address">http://| ocal host: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsdl </ entry>
<entry key="nbi.serviceLogin.user">softw c_service</entry>
<entry key="nbi.servicelLogi n. passwor d" >passwor d</ entry>
<entry key="nbi . servicelLogi n.request Ti meout.sec">120</entry>

<l--Bonnie or NBI-->

<entry key="data.service.type">NBI</entry>

<entry key="bonni e. servi ce. host">| ocal host </ entry>
<entry key="bonni e. service. port">9070</entry>

<!--Bruce-->
<entry key="bruce. service. host ">l ocal host</entry>
<entry key="bruce. service. port">8008</entry>

<!-- Support link -->
<entry key="support.page. enabl ed">fal se</entry>
<entry key="support.page.url">http://eltex-co.ru</entry>

<l-- DPI link -->
<entry key="dpi . page. enabl ed">f al se</entry>
<entry key="dpi.page.url">https://filter.w fi.exanple.org/</entry>

<l-- SSO Settings -->

<entry key="sso. enabl ed">f al se</entry>

<entry key="sso.redirectUi">http://1ocal host: 8080/ wi fi-cab/sso</entry>
<entry key="sso.clientSecret"></entry>

<entry key="sso.clientld"></entry>

<l-- SSO Auth -->

<entry key="sso. auth. server. protocol ">http</entry>
<entry key="sso. auth. server. address"></entry>
<entry key="sso. auth. server. port">80</entry>

<entry key="sso. aut h. aut h. pat h">/ aut h/ r eal ns/ b2b/ pr ot ocol / openi d- connect/ aut h</ entry>
<entry key="sso. aut h. | ogout. pat h">/aut h/ real ns/ b2b/ pr ot ocol / openi d- connect /| ogout </ entry>

<l-- SSO REST -->

<entry key="sso.rest.server.protocol ">http</entry>
<entry key="sso.rest.server.address"></entry>
<entry key="sso.rest.server.port">80</entry>

<entry key="sso.rest.server.tineout.sec">10</entry>
<entry key="sso.rest.protocol.version">2.0</entry>
<entry key="sso.rest.usernane"></entry>

<entry key="sso.rest.password"></entry>

<entry key="sso.rest.get Token. pat h" >/ api nan- gat eway/ b2b_t est/ get Token</ entry>

<entry key="sso.rest.getUserlnfo.path">/ api man- gat eway/ b2b_t est/ get User | nf o</ entry>
<entry key="sso.rest.addUser. pat h">/ api man- gat eway/ b2b_t est/addUser </ entry>

<entry key="sso.rest.updateUser. pat h">/ api man- gat eway/ b2b_t est/ updat eUser </ entry>

<entry key="sso.rest.del User. pat h" >/ api man- gat eway/ b2b_t est/ del User </ entry>

<entry key="sso.rest.addUser Par am pat h" >/ api man- gat eway/ b2b_t est / addUser Par anx/ ent ry>
<entry key="sso. rest.del User Par am pat h" >/ api nan- gat eway/ b2b_t est/ del User Par anx/ entry>
<entry key="sso.rest.get User ByNane. pat h" >/ api man- gat eway/ b2b_t est/ get User ByNane</ ent ry>
<entry key="sso.rest.reset Password. pat h">/ api man- gat eway/ b2b_t est/reset Passwor d</ entry>
<entry key="sso. rest.get User ByParam pat h" >/ api man- gat eway/ b2b_t est/ get User ByPar anx/ entry>
<entry key="sso.rest.getUser ByEnai |l . pat h">/ api man- gat eway/ b2b_t est/ get User ByEmai | </ entry

</ properties>

. nongodb: / /| ocal host nongodb: //ip_nongo_primary,ip_nongo_secondary 4 replicaSet, /[etc/mongod.conf.


mongodb://localhost
mongodb://ip_mongo_primary,ip_mongo_secondary
mongodb://ip_mongo_primary,ip_mongo_secondary

<entry key="npngoaddr ess">npngodb://192. 168. 10. 3: 27017, 192. 168. 10. 4: 27017/ wi fi - cust oner - cab?
replicaSet=Cluster</entry>

. | ocal host <virtualip>

lusrl/lib/eltex-ems/conf/config.txt

# DB Event

pool Nanel=event

event . jdbc.driver=org.gjt.mm nysql.Driver

event . jdbc. dbUrl =j dbc: nysql : //1 ocal host/eltex_al ert?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmmi t =t r ue&connect Ti meout =5000
event . j dbc. user nane=j avauser

event . j dbc. passwor d=j avapassword

event . j dbc. maxPool Si ze=32

event. jdbc. i nUse=yes

# rempte db host access with su privil eges

# event.ssh. | ogi n=

# event. ssh. password=

# event.ssh. port=

# DB Tree

pool Nanme2=t r ee

tree.jdbc.driver=org.gjt.mm nysql.Driver

tree.jdbc. dbUrl =jdbc: mysql ://1 ocal host/ el tex_ens?

useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti meout =5000&no0AccessToPr ocedur eBodi es=t r ue
tree.jdbc. user nane=j avauser

tree.jdbc. password=j avapassword

tree.jdbc. maxPool Si ze=20

tree.jdbc.inUse=yes

# DB Ont

pool Nane3=ont

ont.jdbc.driver=org.gjt.mmnysql.Driver

ont. jdbc. dbUrl =j dbc: nysqgl : // 1 ocal host/eltex_ont?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
ont. j dbc. user nane=j avauser

ont. j dbc. passwor d=j avapassword

ont . j dbc. maxPool Si ze=40

ont.jdbc.inUse=yes

# DB Sysl og

pool Nane4=sysl| og

sysl og.jdbc.driver=org.gjt.mmnysql.Driver

sysl og. j dbc. dbUr | =j dbc: nysql : //1 ocal host/ Sysl og?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
sysl og. j dbc. user nane=j avauser

sysl og. j dbc. passwor d=j avapassword

sysl og. j dbc. maxPool Si ze=4

sysl og. j dbc. i nUse=yes

# rempte db host access with su privil eges

# sysl og. ssh. | ogi n=

# sysl og. ssh. passwor d=

# sysl og. ssh. port=

# DB acsmain (alias=cpe)

pool Name5=cpe

cpe.jdbc.driver=org.gjt.mmnysql.Driver

cpe. jdbc. dbUrl =j dbc: nysql : / /1 ocal host/ acsmai n?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cpe. j dbc. user nane=j avauser

cpe. j dbc. passwor d=j avapassword

cpe. j dbc. maxPool Si ze=2

cpe. jdbc.inUse=yes



# DB acscnds(al i as=cnds)

pool Nane6=cnds

cmds. jdbc. driver=org.gjt.nmmnysql.Driver

cmds. j dbc. dbUr | =j dbc: mysql : / /1 ocal host/acscnds?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cmds. j dbc. user nane=j avauser

cnds. j dbc. passwor d=j avapasswor d

cnds. j dbc. maxPool Si ze=2

cmds. j dbc. i nUse=yes

# DB acsinf(alias=inf)

pool Nane7=i nf

inf.jdbc.driver=org.gjt.nmnysql.Driver

inf.jdbc.dbUrl =jdbc: mysql://Iocal host/acsinf?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
inf.jdbc.usernane=j avauser

i nf.jdbc. password=j avapassword

i nf.jdbc. maxPool Si ze=2

inf.jdbc.inUse=yes

# DB acscache(al i as=cache)

pool Name8=cache

cache. jdbc. driver=org.gjt.mmnysql.Driver

cache. jdbc. dbUr | =j dbc: nysql : / /1 ocal host/acscache?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oComni t =t r ue&connect Ti meout =5000
cache. j dbc. user nane=j avauser

cache. j dbc. passwor d=j avapasswor d

cache. j dbc. maxPool Si ze=2

cache. jdbc. i nUse=yes

# DB radius(alias=radius)

pool Nane9=r adi us

radi us.jdbc.driver=org.gjt. nmnysql.Driver

radi us. j dbc. dbUr | =j dbc: nysql : / /1 ocal host/radi us?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
radi us. j dbc. user name=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=40

radi us. j dbc. i nUse=yes

# rempte db host access with su privil eges

# radi us. ssh.logi n=

# radi us. ssh. passwor d=

# radi us. ssh. port=

# DB wreless (alias=wreless)

pool NanelO=wi r el ess

wirel ess.jdbc.driver=org.gjt.mm nmysql.Driver

wirel ess. jdbc. dbUrl =j dbc: mysql ://1 ocal host/wirel ess?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
wirel ess. jdbc. user nane=j avauser

wirel ess. jdbc. passwor d=j avapassword

wi rel ess. j dbc. maxPool Si ze=30

wirel ess.jdbc.inUse=yes

# nmencached server address
#mencached_server_i p_port=127.0.0. 1: 11211

l ocal host <virtualip> 4,17, 26, 35, 48, 57, 66, 75, 84, 98.

@ 2- .

MySQL

mysql



»i(27)

nysqgl > SHOW SLAVE STATUS\ G
EE R S R l- I'OW EE R R R R R
Slave_| O State: Wiiting for master to send event
Mast er _Host: <ip_server1>
Mast er _User: replication
Mast er _Port: 3306
Connect _Retry: 60
Master _Log_Fil e: nysql - bi n. 002455
Read_Mast er _Log_Pos: 89717415
Rel ay_Log_Fil e: mysql d-rel ay-bi n. 000004
Rel ay_Log_Pos: 89717561
Rel ay_Mast er _Log_Fi |l e: nysql - bi n. 002455
Sl ave_| O Runni ng: Yes
Sl ave_SQL_Runni ng: Yes
Repl i cat e_Do_DB:
Replicate_l gnore_DB:
Repl i cat e_Do_Tabl e:
Repli cate_l gnore_Tabl e:
Replicate_WId_Do_Tabl e:
Replicate_WId_l gnore_Tabl e:

Mongo

mongo

Replica Set :

replica: PRIMARY> rs. status()
{
"set" : "replica",
"date" : |SODate("2023-01-10T09: 30: 20. 890Z"),
"myState" : 1,
"ternt : NunberLong(24),

"syncingTo" : "",

"syncSour ceHost " "

"syncSourceld" : -1,

"heartbeatInterval MIlis" : NunberLong(2000),
"optinmes" : {

"l ast Conmi ttedOpTi ne" : {
“ts" : Timestanp(1673343020, 1),
"t" : Nunber Long(24)

b

"readConcer nMaj ori tyOpTi me" : {
"ts" : Timestanp(1673343020, 1),
“t" : Number Long(24)

H

"appl i edOpTi me" : {
“ts" : Timestanp(1673343020, 1),
"t" : Nunber Long(24)

}

"dur abl eOpTi me" : {
"ts" : Timestanp(1673343020, 1),
“t" : Number Long(24)

}

}
"] ast St abl eCheckpoi nt Ti mestanp” : Ti mestanp(1673342958, 1),

"el ectionCandi dateMetrics" : {
"l ast El ecti onReason" : "el ectionTi neout",
"l astEl ecti onDate" : |SODate("2023-01-10T05: 31: 08. 6127"),
"el ectionTerm : NunberLong(24),
"l ast Commi tt edOpTi neAt El ection" : {
“ts" : Timestanp(1673328656, 1),


https://docs.eltex-co.ru/pages/viewpage.action?pageId=301859949

"t" : NunberLong(22)
H
"l ast SeenQpTi meAt El ection" : {

"ts" Ti mest anp( 1673328656

"t" : NunberLong(22)
}
"nunVot esNeeded" : 2,
"priorityAtEl ection" : 2,
"el ectionTimeoutM I lis"

o 1),

"nuntCat chUpQps"
"newTer ntt ar t Dat e"

Nunber Long(10000) ,

Nunber Long(0),

| SODat e("2023-01-10T05: 31: 08. 6172"),

"wMaj orityWiteAvail abilityDate"

}

lectionParticipantMetrics" : {
"vot edFor Candi dat e" true,
"el ectionTernt
"| ast Vot eDat e"
"el ecti onCandi dat eMenber | d"
"vot eReason" : "",

"| ast Appl i edOpTi neAt El ecti on”
Ti mest anp( 1673324064, 1),

"t gn
"t" : NunberLong(17)
b
"maxAppl i edOpTi nel nSet" : {
npgn
"t" : NunberLong(17)
}
"priorityAtEl ection" : 2
b
"menbers" : [
{
"_id" 0,
"nane"

Nunber Long( 22),
| SODat e( " 2023- 01- 10T04: 15: 15. 9392"),

"heal t h"
"state"
"stateStr"
"uptinme"
"optine"

1,
1,
" PRI MARY",
20400,
{

| SODat e( " 2023- 01- 10T05: 31: 09. 488Z")

Ti mest anp( 1673324064, 1),

"100. 110. 1. 7: 27017",

P
o

b

"opti neDat e"

"synci ngTo"

"syncSour ceHost "

Ti mest anp( 1673343020, 1),
Nunber Long( 24)

| SODat e( " 2023- 01- 10T09: 30: 20Z"),

"syncSourceld" : -1,

"i nf oMessage"

"el ectionTi ne"
"el ectionDate"
"configVersion"
true,

"sel f"

Ti mest anp( 1673328668, 1),
| SODat e( " 2023- 01- 10T05: 31: 08Z"),
75844,

"| ast Hear t beat Message" : ""

"oidt o1,
"name"
"heal t h"
"state"
"stateStr"
"uptinme"
"optine"

1,
2,

" SECONDARY" ,

14361,
{

"100. 110. 0. 246: 27017",

"t
o

b

"opt i meDur abl
np g
g

b

"opti neDat e"

"opt i meDur abl

"| ast Heart beat "
"| ast Heart beat Recv"

Ti mest anp( 1673343018, 1),
Nunmber Long( 24)

e" : {
Ti mest anp( 1673343018, 1),
Nunber Long( 24)

| SODat e( " 2023-01-10T09: 30: 18Z2"),
eDat e"

| SCDat e( " 2023- 01- 10T09: 30: 182",
| SCDat e( " 2023- 01- 10T09: 30: 20. 1147"),
| SCDat e( " 2023- 01- 10T09: 30: 19. 4912")



"pi ngMs" : Nunber Long(0),
"| ast Heart beat Message" : "",

"synci ngTo" : "100.110.1.7:27017",
"syncSourceHost" : "100.110.1.7:27017",
"syncSourcel d" : 0,
"infoMessage" : "",
"configVersion" : 75844
H
{
"oidt o2,
"name" : "100.110.0.206:27017",
"health" : 1,
"state" : 7,
"stateStr" : "ARBITER',
"uptinme" : 12138,
"l ast Heartbeat" : | SODate("2023-01-10T09: 30: 20. 704Z"),
"l ast Hear t beat Recv" : | SODat e("2023-01-10T09: 30: 19. 957Z"),
"pi ngMs" : NunberLong(1l),
"| ast Heart beat Message" : "",
"synci ngTo" : "",
"syncSourceHost" @ "",
"syncSourceld" : -1,
"infoMessage" : "",
"configVersion" : 75844
}
1.
"ok" 1 1,
"operationTime" : Tinestanp(1673343020, 1),
"$clusterTinme" : {
"clusterTime" : Tinestanp(1673343020, 1),
"signature" : {
"hash" : Bi nData(0, " AAAAAAAAAAAAAAAAAAAAAAAAAAA=") ,
"keyld" : NunmberLong(O0)
}

/I Replica Set
Replica Set PRIMARY
Replica Set Secondary:
replica_set_nane: PRI MARY> rs. add("<i p_server>: 27017")
{ "ok" : 11}
MongoDB ,, ( bindlp: 127.0.0.1), replication.

MongoDB

root @w cO1-server:/# nongo
repli ca_set _name: SECONDARY>

Replica Set Arbiter:
replica_set_nane: PRI MARY> rs. add("<i p_server>: 27017", true)

{ "ok" : 11}

Replica Set ( PRIMARY):



replica_set _nane: PRIMARY> rs.renove("<ip_server>:27017")
{ "ok" : 11}

replica_set_nane: PRIMARY> cfg = rs.conf()
replica_set _nane: PRI MARY> cf g. nenbers[<>].host = "<ip_server>:27017"
replica_set_name: PRI MARY> rs.reconfig(cfg)

Eltex-PCRF

PCRF 5701 tcp, 5801 tcp

letc/eltex-pcrf/hazelcast-cluster-network.xml (522 -, 14-15- )
<net wor k>

<!-- Wite here public address of the node -->

<l-- -->

<publ i c- addr ess>i p_server 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5701</port>
<out bound- port s>
<ports>0</port s>
</ out bound- port s>
<j oi n>
<mul ti cast enabl ed="fal se"/>
<tcp-ip enabl ed="true">
<l-- |IP- () -->
<menber >i p_server 1</ nenber >
<menber >i p_server 2</ nenber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>

</j oi n>
<interfaces enabl ed="true">
<l-- -->

<interface>i p_server1</interface>
</interfaces>

/etc/eltex-pcrf/eltex-pcrf.json

"cluster.enable" : true,

Eltex-PCRF

root @w cOl-server:/# service eltex-pcrf restart

® http://<ip_serverl>:7070/cluster
® http://<ip_server2>:7070/cluster



{

"data" : {
"enabl ed" : true,
"state" : "ACTIVE",
"menbers" : [ {
"address" : "ip_serverl",
"local" : true,
"active" : true
boA
"address" : "ip_server2",
"local" : false,
"active" : true
P
"messagesStats" : {
"received" : 45157,
"sent" : 45144
b
"nmongo” : {
"avail abl e" : false,
"error" : "not running with --repl Set"
}
}
"key" : "PcrfErrorCode. success",
"message" : "Success",
"code" : 0,
"args" [ ]
}
,  SoftwLC ,
, , backup Mongo MySQL.
downgrade

1. tester@ubuntu:~$ sudo mv /etc/apt/sources.list.d/eltex.list.backup /etc/apt/sources.list.d/eltex.list
2. tester@ubuntu:~$ sudo apt update
3. (eltex-auth-service-db, eltex-ems-db, eltex-radius-db ..)

apt install eltex-ems-db
apt install eltex-auth-service-db
apt install eltex-radius-db

1. 0
apt install eltex-ems

apt install eltex-auth-service
apt install eltex-radius

backup Mysgl Mongo .

mongod.conf mongo_update.sh
sudo ./nongo_update.sh --restore-config
sudo ./nobngo_update.sh --restore

sudo chnod +x restore_nysql.sh
sudo ./restore_nysql.sh root root

restore_mysql.sh

mongo_update.sh


https://docs.eltex-co.ru/pages/viewpage.action?pageId=318865931&preview=%2F318865931%2F318865943%2Frestore_mysql.sh
https://docs.eltex-co.ru/pages/viewpage.action?pageId=318865931&preview=%2F318865931%2F318865941%2Fmongo_update.sh
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