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1 v1.14 keepalived_1.3.6

keepalived ~ Wi-Fi

rsync

Rsync Eltex-EMS Eltex-APB, , , .Rsync

rsync /etc/default/rsync :
RSYNC_ENABLE=true

root @w c01-server:/# service rsync start

MySQL ( master-master),

MongoDB,

master- slave- .

DHCP .


https://docs.eltex-co.ru/display/doc/v1.14_keepalived_1.3.6

root @w cOl-server:/# service rsync stop

root @w cOl-server:/# service rsync status

* rsync i s running

* rsync is not running

rsync

rsync /etc/rsyncd. conf



letc/rsyncd.conf

[ enms- conf]

path = /usr/lib/eltex-ens/conf/

use chroot = no

mex connections = 2

lock file = /var/lock/rsyncd

read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict nbdes = yes

# 1P .

hosts allow = <ip_server1> <virtual _i p>
ignore errors = no

i gnore nonreadable = yes

transfer |ogging = no

timeout = 60

refuse options = checksumdry-run

dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.tbhz

[enms-tftp]

path = /tftpboot

use chroot = no

max connections = 2

lock file = /var/lock/rsyncd.tftp

read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict nodes = yes

hosts allow = <ip_server1> <virtual _i p>
ignore errors = no

i gnore nonreadabl e = yes

transfer logging = no

timeout = 60

refuse options = checksum dry-run

dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.tbhz

[ ens-wp]

path = /var/emns- data/ WP

use chroot = no

max connections = 2

lock file = /var/lock/rsyncd. ems-wp
read only = no

list = no

uid = root

auth users = backup

secrets file = /etc/rsyncd. secrets
strict npbdes = yes

hosts allow = 10.62.8.121 10.62.8.122
ignore errors = no

i gnore nonreadabl e = yes

transfer |ogging = no

timeout = 60

refuse options = checksumdry-run
dont conpress = *.gz *.tgz *.zip *.z *.rpm*.deb *.iso *.bz2 *.thz

hosts allow nmaster
hosts allow = <ip__> <virtual ip>

rsync , /etc/rsyncd. secrets,

backup: r spasswd



root @w cOl-server:/# chnbd 600 /etc/rsyncd. secrets

/etc/rsync_client.secrets,

root @w cOl-server:/# echo "rspasswd" > /etc/rsync_client.secrets & & chnod 600 /etc/rsync_client.secrets

cron, /usr/lib/eltex-ens/scripts/rsync_enms_backup.sh. rsync (backup) . , master.

lusrl/lib/eltex-ems/scripts/rsync_ems_backup.sh
#! / bi n/ bash

LOCKFI LE="/run/ | ock/ rsync_ens_backup"
# | P address backup server

HOST=<i p_server 2>
# Check if we're root

if [ "whoami® != "root" ]
t hen
echo "This script should be run by root."
exit 1
fi

# Check and create lock file

if ! lockfile-create --use-pid -r 0 $LOCKFI LE &> /dev/null ; then
echo "Backup is already running"
exit O

fi

# Check - if we're master - try to perform backup to sl ave
SRVMODE="cat /tnp/ keep. node’
if [ "$SRVMIDE' == "MASTER' ]
t hen
rsync -urlogtp --delete-after --password-file=/etc/rsync_client.secrets /usr/lib/eltex-ens/conf/
backup@HOGST: : ens-conf > /tnp/rsync_ens_conf.log 2>&1
echo $? >> /tnmp/rsync_ens_conf_result.|og
rsync -urlogtp --delete-after --password-file=/etc/rsync_client.secrets /tftpboot/ backup@HOST:: ens-
tftp > /tnp/rsync_ens_tftpboot.log 2>&1
echo $? >> /tnp/rsync_ens_tftpboot_result.|og
rsync -urlogtp --delete-after --password-file=/etc/rsync_client.secrets /var/ens-data/ W/ backup@HOCST:: ens-
wp > /tnp/rsync_ems_wp. |l og 2>&1
echo $? >> /tnp/rsync_ens_wp_resul t.|og
el se
echo "Not master. No action will be perforned.”
fi

| ockfile-remve $LOCKFI LE

® backup —, /etc/rsyncd.secrets
® HOST - ip-
C cron
root @w c01-server:/# crontab -1 | { cat; echo "*/1 * * * * [usr/lib/eltex-ens/scripts/rsync_ens_backup.sh"; }

| crontab



@ cron

MySQL

MySQL, master-master (-). , master slave. , ., .(http://[dev.mysgl.com/doc/refman/5.5/en/replication.html).

( MysSQL ) . mysqldump.

root @w cOl-server:/# nysql -uroot -proot -e "FLUSH TABLES W TH READ LOCK; "

root @w cOl-server:/# nysql dunp -uroot -proot --databases ELTEX PORTAL eltex_alert eltex_auth_service eltex_ens
paynents radius wirel ess > nysql dunp_naster. sql

root @w cOl-server:/# nysql -uroot -proot -e "UNLOCK TABLES;"

root @w c01-server:/# scp nysql dunp_master. sql <usernane>@«i p_ser ver 2>: / honme/ <user name>/

dump

root @w c01-server:/# mnmysql -uroot -proot < /home/<username>/ nysql dunp_master. sql

MySQL
mysqld . )

[mysqgl d] /etc/ nysql/ny. cnf

bi nd-address = 127.0.0.1

server-id. o

server-id =1

server-id = 2

log_bin = /var/log/nysql/nysql -bin.log

auto_increment_increment () auto_increment_offset ().

aut o_i ncrenent _i ncrenent= 2
auto_i ncrement _offset = 1


http://dev.mysql.com/doc/refman/5.5/en/replication.html

aut o_i ncrenment _i ncrenent= 2
auto_i ncrenment _offset = 2

bi nl og-do-db = eltex_alert

bi nl og-do-db = el tex_ens

bi nl og-do-db = wirel ess

bi nl og-do-db = radius

bi nl og-do-db = el tex_auth_service
bi nl og- do-db = ELTEX_PORTAL

bi nl og-do-db = paynents

° vy,

bi nl og-i gnore-db = nysql

bi nl og-i gnore-db = Sysl og

bi nl og-i gnore-db = performance_schema
bi nl og-i gnore-db = informati on_schena

nysql

root @w cOl-server:/# service nmysql restart

master

GRANT SELECT, REPLI CATI ON SLAVE, REPLI CATION CLIENT ON *.* TO 'replication' @<ip_server2> | DENTIFI ED BY
' password';
FLUSH PRI VI LEGES;

GRANT SELECT, REPLI CATI ON SLAVE, REPLICATION CLIENT ON *.* TO 'replication' @<ip_server1> | DENTIFIED BY
' password' ;
FLUSH PRI VI LECES;

(D SELECT  GUIEMS

MySQL show master status



nysql > show master status \G

R R R 1 r ow khkhkhhkhkhkdkhkhkhkhkhhkhrkhkdhkhkhhhkkdxkkx
File: mysql-bin. 000001
Posi tion: 00000107
Binl og_Do_DB: eltex_alert,eltex_ens,radius,w rel ess, el tex_aut h_servi ce, paynments, ELTEX_PORTAL
Bi nl og_I gnore_DB: nysql, Sysl og, perfor mance_schens, i nf or mati on_schena
1 rowin set (0.00 sec)

File Position.

@ Position 107.  -.

QL

nysql > STOP SLAVE;

nysql > CHANGE MASTER TO MASTER HOST=' <i p_server1>', MASTER USER='replication', MASTER PASSWORD=' password',
MASTER_LOG _FI LE=' nysql - bi n. 000001', MASTER LOG POS=107;

nysqgl > START SLAVE;

* MASTER_LOG_FILE='mysql-bin.000001' — File,
* MASTER_LOG_P0OS=107 — Position, ( 107).



nysql > show sl ave status \G
LR R EE R EEEEEEEEEEEEEEEEEESEEE] 1 r ow LR R EEEEEEEEEEEEEEEEEEEEEESEE]
Slave_| O State: Waiting for naster to send event
Mast er _Host: <ip_server1>
Mast er _User: replication
Mast er _Port: 3306
Connect _Retry: 60
Master _Log_Fil e: nysql - bi n. 000001
Read_Mast er _Log_Pos: 107
Rel ay_Log_File: nysql d-rel ay-bi n. 000001
Rel ay_Log_Pos: 107
Rel ay_Master_Log_Fil e: nysql -bin. 000001
Sl ave_| O Runni ng: Yes
Sl ave_SQL_Runni ng: Yes
Repl i cat e_Do_DB:
Repl i cate_l gnore_DB:
Repl i cat e_Do_Tabl e:
Repl i cate_l gnore_Tabl e:
Replicate_WId_Do_Tabl e:
Replicate_WId_I gnore_Tabl e:
Last _Errno: O
Last _Error:
Ski p_Counter: 0
Exec_Mast er _Log_Pos: 107
Rel ay_Log_Space: 107
Until_Condition: None
Until _Log_File:
Until _Log_Pos: 0O
Mast er _SSL_Al | owed: No
Master_SSL_CA File:
Mast er _SSL_CA Pat h:
Mast er _SSL_Cert:
Mast er _SSL_Ci pher:
Mast er _SSL_Key:
Seconds_Behi nd_Master: 0
Master _SSL_Verify_Server_Cert: No
Last _|O Errno: O
Last _I O Error:
Last _SQL_Errno: O
Last _SQL_Error:
Replicate_lgnore_Server_|lds:
Mast er _Server _Id: 2
1 rowin set (0.00 sec)

Sl ave_| O Runni ng Sl ave_SQ._Runni ng «Yes»,

show master status \G
nmysqgl > show master status \G

*khkhkkhkhkhkhkhkhkdhhkhkdkhhkhrkhkhkhkhkddhkx*x 1 r ow khkhkhkhkkhkhkhkhkhkhkhhkhkhkhkhkhkhhhkkxkkk
File: mysql-bin. 000001
Posi tion: 00000107
Binl og_Do_DB: eltex_alert,eltex_ens,eltex_ont,radius,wreless, eltex_auth_service, paynents, ELTEX_PORTAL
Bi nl og_I gnore_DB: nysql, Sysl og, perf or mance_schems, i nf or nati on_schena
1 rowin set (0.00 sec)

(QIDS



CHANGE MASTER TO MASTER_HOST=' <i p_server 2>',

MASTER LOG FI LE=' nysg| - bi n. 000001' , MASTER LOG POS=107;

START SLAVE;

nysql > show sl ave status \G
ER R R R R EEEEEEEEEEEEEEEEEEE] l-
Slave_| O State:
Mast er _Host :
Mast er _User:
Mast er _Port:
Connect _Retry:
Master _Log_Fil e:
Read_Mast er _Log_Pos:
Rel ay_Log_Fil e:
Rel ay_Log_Pos:
Rel ay_Master _Log_Fil e:
Sl ave_| O_Runni ng:
Sl ave_SQL_Runni ng:

i

Sl ave_| O_Runni ng Sl ave_SQL_Runni ng

EMS-GUI

MySQL GUI EMS.

Akkkkkkkhkhkkhhhhhhhhhhhhkhkx*
row ** * * * * * *

Wiiting for master to send event
<i p_server2>
replication

3306

60

nysql - bi n. 000001

107

nmysql d-rel ay- bi n. 000001
107

nysql - bi n. 000001

Yes

Yes

/ etc/ el tex-ens/check-ens-replication.conf.

MASTER_USER='repl i cation',

MASTER_PASSWORD=' passwor d',

«Yes», Master_Log_Fi | e Read_Mast er _Log_Pos

letc/eltex-ems/check-ems-replication.conf

# ("VYes") [ ("No")
ENABLE_REPLI CATI ON="Yes"

#
HOST1=<i p_server 1>
#
HOST2=<i p_server 2>

# nysql

# nysql

USER="r epl i cati on"
# nysql

PASSWORD=" passwor d"

* ENABLE_REPLICATION - ( "Yes")
* HOST1, HOST2-ip-
* USER PASSWORD-/ ,

, GUIEMS MySQL.
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PCRF Tor:

My SQL Checking database access for host [<ip_serverl>] - complete

Rsync service | Checking database access for host [<ip_server2>] — complete

Q - Hostl [<ip_serwverl»] 'MASTER' status -
Databases : eltex_alert,eltex ems,wireless,radius,eltex auth service,ELTEX PORTAL,payments
Filename : mysgl-bin.000014

File Position : 449440

- Hosti [<ip_server2>] 'MASTER' status -

Databases : eltex alert,eltex ems,wireless,radius,eltex auth service,ELTEX PORTAL,payments
Filename : myagl-kin.000014

File Position : 107

- Hostl [<ip_serverl>»] 'SLAVE' status -
Master addr : 192.168.1.6

Master filename : mysgl-bin.000014
Master file pos.: 107

I0 status : Yes

1

MongoDB

MongoDB ( -3) Replica Set. Replica Set primary secondary ( https://docs.mongodb.com/v2.4/administration/replica-sets/).
primary. MongoDB failover primary , primary . 3+ replica set.

@ Replica Set ('secondary).

replicaSet

s secondary:

echo "rs.slaveCk()" | sudo tee -a /etc/nobngorc.js

/ et ¢/ mongodb. conf

repl Set = <replica_set_nanme>

<replica_set_nanme> replicaset, ,

# bind_ip = 127.0.0.1

MongoDB

root @w cOl-server:/# service nongodb restart

MongoDB



https://docs.mongodb.com/v2.4/administration/replica-sets/

root @w c01-server:/# nongo

replica set

> rs.initiate()

, shell

replica_set_nane: PRI MARY>

DNS , Replica Set:

replica_set_nane: PRI MARY> rs. config()

{
"_id" : "relica_set_nanme",
"version" : 63243,
"menbers" : [
{
“id" o0,
"host" : "<hostnane_server1>:27017"
}
]
}
@ (0) hostname ip-, DNS ReplicaSet . DNS DNS,

replica_set_nane: PRI MARY> conf = rs.conf()
replica_set_nane: PRI MARY> conf. menber s[<>]. host = "<ip_server1>:27017"
replica_set_nane: PRI MARY> rs.reconfig(conf)

replica_set_nane: PRI MARY> rs. config()

{
"id" : "relica_set_name",
"version" : 63243,
"menbers" : [
{
"id" 0,
"host" : "<ip_serverl1>:27017"
}
]
}
"host" ip- .

Replica Set ( ):

replica_set_nane: PRI MARY> rs. add("<i p_server2>")
{ "ok" : 1}



MongoDB ,, ( bind_ip = 127.0.0.1), repl Set.
MongoDB

root @w cO01-server:/# nongo
replica_set _nanme: SECONDARY>

Replica Set MongoDB rs. st at us()

Eltex-PCRF

PCRF
PCRF 5701 tcp, 5801 tcp
/etcl/eltex-pcrf/hazel cast-cl uster-network.xm (522 -, 14-15- )
<net wor k>
<l-- Wite here public address of the node -->
<l-- -->

<publ i c- addr ess>i p_server 1</ publ i c- addr ess>
<port auto-increnent="fal se" port-count="100">5701</port>
<out bound- port s>
<ports>0</port s>
</ out bound- port s>
<j oi n>
<mul ti cast enabl ed="fal se"/>
<tcp-ip enabl ed="true">
<l-- 1P- () -->
<menber >i p_server 1</ nenber >
<menber >i p_server 2</ nenber >
</tcp-ip>
<di scovery-strategi es>
</ di scovery-strategi es>

</join>
<interfaces enabl ed="true">
<l-- -->

<interface>i p_serverl</interface>
</interfaces>

/etcl/eltex-pcrf/eltex-pcrf.json

"cluster.enable" : true,

Eltex-PCRF

root @w cOl-server:/# service eltex-pcrf restart

® http://<ip_server1>:7070/cluster
® http://<ip_server2>:7070/cluster



{

"data" : {

"enabl ed" : true,

"state" : "ACTIVE",

"menbers" : [ {
"address" : "ip_serverl",
"local" : true,
"active" : true

boA
"address" : "ip_server2",
"local " : false,
"active" : true

Pl

"messagesStats" : {

"received" : 45157,
"sent" : 45144
}
"mongo" : {
"avail abl e" : fal se,
"error" : "not running with --repl Set"
}
}

ey" : "PcrfErrorCode. success",
"message" : "Success",

"code" : 0,

"args" [ ]

SoftWwLC

SoftWLC  virtual ip

/etc/eltex-apb/apb.properties

mer cury. host =I ocal host
mercury. port=6565
nmer cury. pool . si ze=100

# Config filePath to cache
cache. config=/etc/eltex-apb/ehcache. xm

# list of permtted files to
hosts. file=/etc/eltex-apb/hosts.json

# Ti meout waiting for subscribe-request after connecting the access point to the server, in seconds
subscri be.idl e. tineout =60

# Maxi mum count of outgoing nessages to queue for each session
sessi on. out goi ngQueue=100

nbi.client.|ogin=adm n
nbi . cli ent. passwor d=passwor d

® |ocal host <virtual _ip> 1.

letc/eltex-pcrf/eltex-pcrf.json

{
"aut h. address" : "0.0.0.0",
"auth.port" : 31812,
"aut h. nac. open. ti meout.s" : 3600,
"aut h. mac. wel cone. servi ce" : "WELCOVE",
"acct.address" : "0.0.0.0",

"acct.port" : 31813,



"| ease. saver. address" : "0.0.0.0",
"| ease. saver.port" : 4381,

"aaa. i nstances" : 5,

"aaa. host" : "127.0.0.1",
aaa.secret" : "testingl23",
"aaa.auth.port” : 1812,
aaa.acct.port” : 1813,
"aaa.rest.port" : 7080,
"aaa.tineout" : 10,

aaa. attenpts" : 1,

"web. noni toring. port" : 7070,

"cluster.enable" : false,
"cluster.eventBusPort" : 5801,

"radius" : {
"url" : "jdbc:nysql://1ocal host/radius?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&aut oReconnect =t rue",
"user" : "javauser",
"password" : "javapassword",
"max_pool _si ze" : 16

h

"mongo. perf" : {
"connection_string": "nongodb://Iocal host: 27017/ pcrf",
"db_nane": "pcrf"

h

"session. storage" : {
"sessi on. check. period.s" : 300,
"unaut h. store.tinme.s" : 600,
"interval . nunber. expired" : 3,
"mn.interval.s" : 45,
"default.interval.s" : 600

h

"bras.coa" : {
"coa.tineout" : 10,
"coa.attenpts" : 1,
"renote.coa.port"” : 3799,
"executor.size" : 100,
"l og. cl ean. peri od.s" : 600,
"l og.store. period" : {
"period" : 14,
"unit" : "D
}
}

"sqgl.enms" : {
"url" @ "jdbc:nysql://local host/eltex_ems?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&aut oReconnect =t r ue",
"user" : "javauser",
"password" : "javapassword",
"max_pool _size" : 16

h

"sql.wireless" : {
"url"™ : "jdbc:nysql://1ocal host/wirel ess?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000&aut oReconnect =t r ue",
"user" : "javauser",
"password" : "javapassword",
"max_pool _size" : 16

}



® Jocal host <virtualip> 28, 35,61, 68

/etc/eltex-portal-constructor/application.conf

aut h-servi ce {
host = | ocal host
port = 21812
tinmeout = 10s
retries 3
secret = eltex
# pap, chap, nschapv2
protocol = pap

login {
#
maxAttenmptsLogin = 3
maxAttenptsliP = 5
#
bl ockTime = 5m

dat abase {
host = | ocal host
port = 3306
nane = ELTEX PORTAL
user = javauser
password = javapassword

pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s

|
=

mn =
max = 10

}

cache {
# Limt of cached sinple entries count (for each query type)
maxEntri es = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain items in the cache
expireTime = 30s

sso {
enabled = fal se

rest {

schene = http

host = | ocal host

port = 80

sso_api _path = /api nan- gat eway/ b2b_t est
}
auth {

schene = http

host = | ocal host

port = 80

aut henti cati on_path = /auth/real ns/ b2b/ prot ocol / openi d- connect/aut h
| ogout _path = /auth/real ns/ b2b/ prot ocol / openi d- connect /| ogout



paranms {
client_id =i

d

# URL of epadmi n, URL nust be in double quotes (!!!)

redirect _uri
client_secret

"http://1ocal host: 8080/ epadni n/ sso"
= secret

}
}
jetty {
https {
port = 9444
keyst orePass = 12345
keystoreFile = /etc/eltex-portal -constructor/| ocal host. pfx
keyst oreType = PKCS12
keyAlias = 1
ciphers = [
TLS_RSA W TH_AES_128_CBC_SHA256
TLS_RSA W TH_AES_128_CBC SHA
TLS_RSA W TH_AES_256_CBC_SHA256
TLS_RSA W TH_AES_256_CBC_SHA
]
}
}
val i dation {
I public_key = /etc/eltex-doors/keys/public.pem
}

I ocal host <virtualip>

2,23.



/etc/eltex-portal/application.conf

portal {
defaul tRedirectUl = "http://eltex-co.ru"
tariffCheckerPeriod = 1440
}
jetty {
https {
port = 9443
keyst orePass = 12345
keystoreFile = /etc/eltex-portal/local host. pfx
keyst oreType = PKCS12
keyAlias = 1
ciphers = [
TLS_RSA W TH_AES 128 _CBC_SHA256
TLS_RSA W TH_AES_128_CBC_SHA
TLS _RSA W TH_AES 256_CBC_SHA256
TLS_RSA W TH_AES 256_CBC_SHA
]
}
}
dat abase {
host = | ocal host
port = 3306
name = ELTEX PORTAL
user = javauser
password = javapassword
readOnly = true
pool {
# Time to wait for a connection
connectionTi meout = 10s
# Time to wait for connection validation
val i dati onTi neout = 3s
mn =1
max = 10
}
cache {
# Limt of cached sinple entries count (for each query type)
maxEntries = 1000
# Limt of total cached portal resources size
maxResour ceBytes = 32m
# Maximumtine to retain itens in the cache
expireTime = 2m
}
}

| ocal host <virtualip> 25.

/etc/eltex-radius-nbi/radius_nbi_config.txt

# DB radius(alias=radius)

radi us. jdbc.driver=org.gjt.mmnysql.Driver

radi us. j dbc. dbUr | =j dbc: nysql : / /| ocal host/radi us?

zer oDat eTi meBehavi or =conver t ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oCommi t =t r ue&connect Ti neout =50
00

radi us. j dbc. user nane=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=48

radi us. j dbc. i nUse=yes



# DB ens(alias=ens)

ens. jdbc. driver=org.gjt.mm nysql.Driver

emns. j dbc. dbUr | =j dbc: nysql : //1 ocal host/el tex_ens?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00&noAccessToPr ocedur eBodi es=t rue

ens. j dbc. user nane=j avauser

emns. j dbc. passwor d=j avapassword

ens. j dbc. maxPool Si ze=48

ens. j dbc. i nUse=yes

# DB wreless (alias=wreless)

wirel ess.jdbc.driver=org.gjt. mm nmysql.Driver

wi rel ess. jdbc. dbUrl =j dbc: nysql : //1 ocal host/wirel ess?

zer oDat eTi neBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

wi rel ess. jdbc. user nane=j avauser

wi rel ess. j dbc. passwor d=j avapasswor d

wirel ess. jdbc. maxPool Si ze=48

wirel ess.jdbc.inUse=yes

# DB | ogs (alias=logs)

| ogs.jdbc.driver=org.gjt. mm nmysql . Driver

| ogs.j dbc. dbUrl =j dbc: nysql ://1 ocal host/eltex_alert?

zer oDat eTi meBehavi or =conver t ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oCommi t =t r ue&connect Ti neout =50
00

| 0gs. j dbc. user nane=j avauser

| ogs. j dbc. passwor d=j avapasswor d

| 0gs. j dbc. maxPool Si ze=48

l ogs. j dbc.inUse=yes

# DB | ogs (alias=eltex_auth_service)

el tex_auth_service.jdbc.driver=org.gjt.mmnysql.Driver

el tex_aut h_service. jdbc. dbUr | =j dbc: nysql : //1 ocal host/ el tex_auth_service?

zer oDat eTi meBehavi or =convert ToNul | &useUni code=t r ue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =50
00

el tex_aut h_servi ce. j dbc. user nane=j avauser

el tex_aut h_servi ce. j dbc. passwor d=j avapassword

el tex_aut h_service. j dbc. maxPool Si ze=48

el tex_aut h_service. jdbc. i nUse=no

# ems-northbound

ens. nbi . host =127.0.0. 1
ens. nbi . port =8080

emns. nbi . pat h=nor t hbound
ens. nbi . protocol =http

# el tex_auth_service
aut h. port =22

aut h. host =127.0.0.1
aut h. user name=user nane
aut h. passwor d=passwor d

# freeradi us-domain-1

freeradi us-domai n- 1. port =22

freeradi us-domai n- 1. host =192. 168. 0. 1
freeradi us- domai n- 1. user nane=user nane
freeradi us- domai n- 1. passwor d=passwor d

# freeradi us-domain-2
freeradi us- donmi n- 2. port =22

freeradi us-domai n- 2. host =192. 168. 0. 2
freeradi us- domai n- 2. user nane=user nane
freeradi us- donai n- 2. passwor d=passwor d

# tontat ur
tontat. host=172. 27. 1. 18
tontat. port =8080

# pcrf stuff
pcrf.enabl ed=true



perf.url=http://Iocal host: 7070
pcrf.usernane=admi n
pcrf. passwor d=password

# pcrf nongodb connector
pcr f. nongodb. enabl ed=t r ue
pcr f. mongodb. uri =nmongodb: / /1 ocal host: 27017/ pcr f

# w fi-custoner-cab nongodb connector
wi fi cab. nrongodb. enabl ed=t r ue
wi fi cab. nongodb. uri =nongodb: / /1 ocal host: 27017/ wi fi - cust orer - cab

# El tex. SORMR. replicator MongoDB 'sornR' connect
sor n2. nongodb. enabl ed=f al se
sor n2. nongodb. uri =nongodb: / /| ocal host: 27017/ sor n2

# Eltex. SORM2.replicator host to use API
sor n2. enabl ed=f al se

sornR. url =http://Iocal host: 7071

sor nR2. user name=adm n

sor nR. passwor d=passwor d

#1t enabl es records export to SORMB while editing wifi users
sor nB. enabl ed=f al se

HUHHHHHHHH R HRHHHH R R H AR A SRR AR R R
Ht ##DB ELTEX_PORTAL settings# Hit

portal .db.driver=com nysql.jdbc. Driver

portal . db. di al ect =org. hi bernat e. di al ect. MySQL5Di al ect
portal .db.url=jdbc: nysql://1ocal host: 3306/ ELTEX_PORTAL?
max_al | owed_packet =32362048&useUni code=t r ue&char act er Encodi ng=ut f 8
portal . db. user nane=j avauser

portal . db. passwor d=j avapasswor d

portal . hi bernate.use_second_| evel _cache=f al se

portal. hi bernate.use_query_cache=fal se

® Jocal host <virtualip> 3,11,19,27,35,71, 77,81, 85, 101
® 127.0.0.1 <virtualip> 49,66



/etc/eltex-ngw/notification.properties

#Conmon gates settings

#Current gate used for each type (config name, for exanple snpp_gate.conf)
sns. gat e. out goi ng. sns. confi g=snsc_gat e. conf

#For incomng sne/calls fields for nunbers in configs should be set

sms. gat e. i ncom ng. sns. confi g=

sms. gate. i ncom ng. call.config=

#Gat e pool settings
sms. gat e. pool . si ze=50
snms. gate. pool .wait.mllis=5000

#Port to listen for requests
server . port=8040

#nmongodb. uri =nongodb: //192. 168. 1. 1, 192. 168. 1. 2: 27017/ noti fi cati on- gw
nongodb. host =I ocal host

nongodb. port=27017

#mongodb. user =user

#nmongodb. passwor d=passwor d

nongodb. nane=noti fi cati on- gw

H#=======emai | setti ngs========

mai | .sntp.submtter=test@mil.com
mai | . st p. passwor d=

mai | . snt p. aut h=true

mai | . snt p. host =enmi | . com

nai | . snt p. port =587

mai | . snt p. sendpartial =true

mai | .sntp.starttls. enabl e=fal se

nai | . st p. connecti onti meout =5000
mai | . gat e. pool . si ze=20

mai | . pool .wait.mllis=10000

® Jocal host <virtualip> 19



/etc/eltex-radius/local.conf

# Ports on which the server will listen
aut h_port=1812

acct _port=1813

i nner _tunnel _port=18121

# MySQ. dat abase
db_host ="1 ocal host "
db_port =3306

db_I ogi n="r adi us"
db_passwor d="r adpass"
db_nanme="r adi us"

# Enabl e checking that SSID is |locked (1 - enabled, other values - disabled)
# Check is performed using query to 'wirel ess' database
ssi d_check_enabl ed=1

# MYSQL 'wirel ess' database

wi rel ess_db_host ="1 ocal host"

wirel ess_db_port=3306

wirel ess_db_I| ogi n="j avauser"

wi rel ess_db_passwor d="j avapasswor d"
wirel ess_db_nanme="wi rel ess"

# PCRF
pcrf_host="127.0.0. 1"
pcrf_port=7080
pcrf_enabl ed=1

# EAP
ca_cert_nanme="defaul t. pent
tls_key_password="el t ex"

# Proxying

pr oxy_aut h=0

proxy_domai n_regex=""(.+\.)?enterprise\.root$"
proxy_host="127. 0. 0. 1"

proxy_port=18121

proxy_secret="el t ex"

# Wbiquity vendor detection
ubi _vendor _r egex="Appl e| Ubi qui ti"

# Settings of runtime NAS discovery
dynami c_clients=fal se

dynam c_client_subnet=192. 168. 0. 0/ 16
dynami c_client_lifeti me=3600
dynamic_client_rate_|limt=fal se

® |ocal host <virtualip> 7,18
® 127.0.0.1 <virtualip> 25



letc/eltex-wifi-cab/system.xml

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<! DOCTYPE properties SYSTEM "http://java.sun.conf dtd/ properties.dtd">
<properties>
<entry key="npbngoaddress" >nongodb://1 ocal host: 27017/ wi fi - cust omer - cab</ entry>
<entry key="nbi address">http://172.27.1.18: 8080/ axi s2/ servi ces/ Radi usNbi Servi ce?wsdl| </ entry>
<entry key="nbi.serviceLogin.user">softw c_service</entry>
<entry key="nbi.servicelLogin. password">softwl c</entry>
<t-- el tex-auth-service -->
<entry key="radi us. aut h. address" >l ocal host </ entry>
<entry key="radi us. aut h. shareSecret">el tex</entry>
<entry key="radi us. auth. authPort">21812</entry>
<entry key="radius. auth. acctPort">21813</entry>
<entry key="radi us. auth.timeout.sec">10</entry>
<entry key="radius.auth.retries">5</entry>
</ properties>

® Jocal host <virtualip> 4,5,9

lusrl/lib/eltex-ems/conf/config.txt

# DB Event

pool Nanel=event

event.jdbc.driver=org.gjt. m nysql.Driver

event . jdbc. dbUrl =j dbc: nysql ://1 ocal host/eltex_al ert?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
event . j dbc. user nane=j avauser

event . j dbc. passwor d=j avapassword

event . j dbc. maxPool Si ze=32

event . jdbc. i nUse=yes

# rempte db host access with su privil eges

# event.ssh.|ogin=

# event. ssh. passwor d=

# event.ssh. port=

# DB Tree

pool Nane2=tree

tree.jdbc.driver=org.gjt.mm nysql.Driver

tree.jdbc. dbUrl =jdbc: mysql ://1 ocal host/ el tex_ens?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oCommi t =t r ue&connect Ti meout =5000&noAccessToPr ocedur eBodi es=true
tree.jdbc. user nane=j avauser

tree.jdbc. password=j avapassword

tree.jdbc. maxPool Si ze=20

tree.jdbc.inUse=yes

# DB Ont

pool Nane3=ont

ont.jdbc.driver=org.gjt.mmnysql.Driver

ont. jdbc. dbUrl =j dbc: nysqgl : //1 ocal host/eltex_ont?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
ont . j dbc. user nane=j avauser

ont. j dbc. passwor d=j avapassword

ont . j dbc. maxPool Si ze=40

ont.jdbc.inUse=yes

# DB Sysl og

pool Nane4=sysl og

sysl og. jdbc.driver=org.gjt.mmnysql.Driver

sysl og. j dbc. dbUr | =j dbc: mysql : / /1 ocal host/ Sysl og?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
sysl og. j dbc. user nane=j avauser

sysl og. j dbc. passwor d=j avapassword

sysl og. j dbc. maxPool Si ze=4

sysl og. j dbc. i nUse=yes



# rempte db host access with su privileges
# sysl og. ssh. | ogi n=

# sysl 0g. ssh. passwor d=

# sysl og. ssh. port=

# DB acsnmin (alias=cpe)

pool Nanme5=cpe

cpe.jdbc.driver=org.gjt.mmnysql.Driver

cpe. jdbc. dbUrl =j dbc: nysql : / /1 ocal host/acsnai n?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cpe. j dbc. user nane=j avauser

cpe. j dbc. passwor d=j avapassword

cpe. j dbc. maxPool Si ze=2

cpe.jdbc.inUse=yes

# DB acscnds(al i as=cnds)

pool Name6=cnds

cmds. jdbc. driver=org.gjt.mm nysql.Driver

crds. j dbc. dbUr | =j dbc: mysql : / /| ocal host/acscnds?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti meout =5000
cnds. j dbc. user nane=j avauser

crds. j dbc. passwor d=j avapasswor d

cmds. j dbc. maxPool Si ze=2

cnds. j dbc. i nUse=yes

# DB acsinf(alias=inf)

pool Nane7=i nf

inf.jdbc.driver=org.gjt.mmnysql.Driver

inf.jdbc.dbUrl =jdbc: nysql://1ocal host/acsi nf?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
i nf.jdbc. usernane=j avauser

i nf.j dbc. passwor d=j avapasswor d

i nf.jdbc. maxPool Si ze=2

inf.jdbc.inUse=yes

# DB acscache(al i as=cache)

pool Nane8=cache

cache. jdbc. driver=org.gjt.mmnysql.Driver

cache. jdbc. dbUr | =j dbc: nmysql : / /1 ocal host/acscache?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
cache. j dbc. user nane=j avauser

cache. j dbc. passwor d=j avapassword

cache. j dbc. maxPool Si ze=2

cache. j dbc. i nUse=yes

# DB radius(alias=radius)

pool Nane9=r adi us

radi us. jdbc.driver=org.gjt.mmnysql.Driver

radi us. j dbc. dbUrl =j dbc: nysql : / /1 ocal host/radi us?
useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oConmi t =t r ue&connect Ti neout =5000
radi us. j dbc. user nane=j avauser

radi us. j dbc. passwor d=j avapasswor d

radi us. j dbc. maxPool Si ze=40

radi us. j dbc. i nUse=yes

# rempte db host access with su privil eges

# radi us. ssh. | ogi n=

# radi us. ssh. passwor d=

# radi us. ssh. port=

# DB wreless (alias=wreless)

pool Namel0=wi r el ess

wirel ess.jdbc.driver=org.gjt. mm nysql.Driver

wirel ess.jdbc. dbUrl =j dbc: nysql://1 ocal host/w rel ess?

useUni code=t rue&char act er Encodi ng=ut f 8&r el axAut oComni t =t r ue&connect Ti meout =5000
wi rel ess. j dbc. user nane=j avauser

wirel ess. j dbc. passwor d=j avapasswor d

wi rel ess. j dbc. maxPool Si ze=30

wirel ess.jdbc.inUse=yes



® Jocal host <virtualip> 4,17,26, 35, 48,57, 66, 75, 84, 98

/etc/eltex-doors/application.properties

spring. application. name=el t ex_doors

## Mysql datasource properties

spring. dat asource. url =j dbc: nysql : //1 ocal host : 3306/ el t ex_door s?

useSSL=f al se&useJDBCConpl i ant Ti nezoneShi ft =true&uselLegacyDat et i meCode=f al se&ser ver Ti nezone=UTC
spring. dat asour ce. user nane=el t exdoor s

spring. dat asour ce. passwor d=el t expasswor d

spring. flyway. url =jdbc: nysqgl://1ocal host: 3306/ el t ex_doors?

useSSL=f al se&useJDBCConpl i ant Ti nezoneShi ft =t rue&uselLegacyDat et i mneCode=f al se&ser ver Ti nezone=UTC
spring. fl yway. user=el t exdoors

spring. flyway. passwor d=el t expasswor d

## Starting server port
server. port=9097

## Custom application properties
aut h. cron. session.tineout=*/60 * * * * *

# Login and password from basi c account

aut h. user nane=user

aut h. passwor d=passwor d

# Auth keys paths

aut h. private. key=/etc/ el t ex-doors/keys/ private. pem
aut h. publ i c. key=/etc/ el t ex-doors/ keys/ public. pem

# Tokens lifetine

# Use tine format HH nm ss

aut h. t oken. access. i feti me=00: 15: 00
aut h. t oken. refresh.lifeti me=720: 00: 00

® Jocal host <virtualip> 4,8

. eltex-doors , , ,

GUI
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