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Shared key
WIDS list URL
WIDS MAC list
Scan mode
Passive scan interval, sec 20
Passive scan duration, ms 100

Prevention mode

............. DoS Detection Parameters

Status

Shared key
WIDS list URL
WIDS MAC list
Scan mode
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WhiteList

Mode
Interval, sec 1
Assoc threshold 50
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Disassoc threshold 50
Auth threshold 50
Deauth threshold 50
Rts 1l 100
Cts threshold 100
Prob threshold 100
Beacon threshold 200
Blockack threshold 100
Blockackreq threshold 100
Pspoll threshold 100
------------- Bruteforce Detection Parameters -------------
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Assoc, ReAssoc, DiAssoc, Auth, DeAuth - 50
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- /etc/eltex-wids-service/config.json:



letc/eltex-wids-service/config.json

{
"ServicePort": 9095,
"Dat abase": "w ds",
"MongoConnectionString": "nobngodb://| ocal host:27017",
"FileLog": "/var/log/eltex-w ds-service/log.log",
"Environnent": "production”,
"LogLevel ": "debug",
" MaxAge": 7,
"MaxSi ze": 5,

"MaxBackups": 14,

" Sl eepDaenpnQueueTi ne": 50000,

"Foul Ti me": 60,

"Gel fHost": "lab3-test.eltex.loc:12201"
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