BRAS (Broadband Remote Access Server)

L]
®  SoftWwLC
®  SoftWLC
1 RADIUS- . esr(config)# radius -server host <IP-ADDR> — IP- RADIUS-, AAA.BBB.CCC.DDD,
{ <IP-ADDR> | <IPV6-ADDR> } [0..255];
[ vrf <VRF> ]Jesr(config-radius-server)#
<IPV6-ADDR> — IPv6- RADIUS-, X:X:X:X::X,
[0..FFFF]
<VRF>- VRF, 31.
2 esr(config-radi us-server)# key ascii-text <TEXT> — [8..16] ASCII-; <ENCRYPTED-TEXT> —
{ <TEXT> | encrypted <ENCRYPTED- TEXT> } [8..16], [16..32].
RADIUS-.
3 . esr(config)# aaa radius-profile <NAME> <NAME>- , 31.
4 AAA RADIUS-. esr(config-aaa-radius-profile)# radi us-server <IP-ADDR> - IP- RADIUS-, AAA.BBB.CCC.DDD,
host [0..255];
{ <IP-ADDR> | <IPV6-ADDR> }
<IPV6-ADDR>—IPv6- RADIUS-, X:X:X:X::X,
[0..FFFF].
5 DAS-. esr(config)# das-server <NAVE> <NAME> - DAS-, 31.
6 DAS-. esr(config-das-server)# key ascii-text <TEXT> — [8..16] ASCII-; <ENCRYPTED-TEXT>—,
{ <TEXT>| encrypt ed <ENCRYPTED- TEXT> } [8..16], [16..32].
7 AAA DAS-. esr(config)# aaa das-profile <NAVE> <NAME> — DAS-, 31.
8 DAS- DAS-. esr(config-aaa-das-profile)# das-server <NAMVE> <NAME> - DAS-, 31.
9 BRAS. esr(config)# subscriber-control [ vrf <VRF>] <VRF>- VRF, 31,
10 (DAS), CoA- PCRF esr(config-subscriber-control)# aaa das-profile <NAME>- (DAS), 31.
<NAME>
11 RADIUS- esr(config-subscriber-control )# aaa services- <NAME> - RADIUS-, 31.
radi us-profile
<NAMVE>
12 RADIUS- . esr(config-subscriber-control)# aaa sessions- <NAME> - RADIUS-, 31.
radi us-profile
<NAVE>
13 IP-, IP- RADIUS. esr(config-subscriber-control)# nas-ip-address <ADDR>-IP-, AAA.BBB.CCC.DDD, [0..255].
<ADDR>
14 MAC- esr(config-subscriber-control)# session nac-
aut henti cation
O-
15 (DHCP, DNS ..) . esr(config-subscriber-control)# bypass-traffic-a <NAME>- ACL, 31.
| <NAME>
16 . esr(config-subscriber-control)# default-service
17 QoS- . esr(config-subscriber-default-service)# class- <NAME>- , 31.

map <NAMVE>
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URL, HTTP/HTTPS

,  HTTP/HTTPS-,URL URL,
«filter-name.

,  HTTP/HTTPS-,URL  URL,
«filter-name».

backup BRAS

) URL

TCP-  HTTP Proxy-
O-

HTTP Proxy-
O-

TCP-  HTTPS Proxy-

O-
HTTPS Proxy-

IP-, IP- Proxy- HTTP/HTTPS

/' BRAS()

esr(config-subscriber-default-service)# filter-
namne

{ local <LOCAL- NAME> | renpt e<REMOTE- NAME> }

esr(config-subscriber-default-service)# filter-

acti on<ACT>

esr(config-subscriber-default-service)# default -
act i on<ACT>

esr(config-subscriber-control)# enable

esr(config-if)# location <ID>

esr(config-if-gi)# service-subscriber-control
{any| object-group <NAME>}

esr(config-subscriber-control)# quota-expired-
reauth

esr(config-subscriber-control)# session ip-
aut henti cation

esr(config-subscriber-control)# backup traffic-
processi ng
transpar ent

esr(config)# subscriber-control unused-filters-
renove- del ay
<DELAY>

esr(config-subscriber-defaul t-service)# session-
ti meout
<SEC>

esr(config-subscriber-control)# vrrp-group <GRI D>

esr(config-subscriber-control)# ip proxy http
listen-ports <NAME>

esr(config-subscriber-control)# ip proxy http
redirect-port <PORT>

esr(config-subscriber-control)# ip proxy https
listen-ports <NAME>

esr(config-subscriber-control)# ip proxy https
redirect-port <PORT>

esr(config-subscriber-control)# ip proxy source-
addr ess <ADDR>

esr(config)# subscriber-control apps-server-url
<URL>

esr(config-if-gi)# subscriber-control
application-filter <NAME>

esr(config-subscriber-control)# threshol ds
sessi ons- nunber hi gh
<Thr eshol d>

<LOCAL-NAME>- URL, 31;

<REMOTE-NAME>- URL , 31.

<ACT> - :

® permit— ;
® deny— ;

redirect <URL>-  URL, 255.
<ACT> - :

® permit— ;
® deny— ;

redirect <URL>-  URL, 255.

<ID>- , 220.

<NAME>- [P-, 31.

<DELAY>- , [10800..86400].

<SEC>- , [120..3600].

<GRID>- VRRP-, [1..32]

<NAME> - TCP/UDP-, 31.

<PORT> - ,

[1..65535].

<NAME> - TCP/UDP-, 31.

<PORT>- , [1..65535].

<ADDR>-1IP-, AAA.BBB.CCC.DDD,

<URL>-, 8 255.

<NAME>- , 31.

[0..255].

<Threshold> - BRAS, [0-50000] - ESR-1700

® [0-10000] — ESR-1200/1000
¢ [0-1000] — ESR-100/200



38 /' BRAS()
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SoftWLC. SoftWLC

v1.19_SoftWLC — SoftWLC;

v1.19_ - SoftwLC .

BRAS,

esr# configure

esr(config)# security zone trusted
esr(config-zone)# exit

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# security zone dnz
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 203.0.113. 2/30
esr(config-if-gi)# service-policy dynan c upstream
esr(config-if-gi)# exit

esr(config)# ip route 0.0.0.0/0 203.0.113.1

SoftWLC:

esr (config)# interface gigabitethernet 1/0/24
esr (config-if-gi)# security-zone dne

esr (config-if-gi)# ip address 192.0.2.1/24
esr (config-if-gi)# exit

Wi-Fi .

esr(config-subscriber-control)# threshol ds

<Threshold> - BRAS, [0-50000] - ESR-1700

® [0-10000] — ESR-1200/1000
¢ [0-1000] — ESR-100/200

gi1/of1

~



https://docs.eltex-co.ru/display/doc/v1.19_SoftWLC
https://docs.eltex-co.ru/pages/viewpage.action?pageId=154108221

esr(config)# bridge 2

esr(config-bridge)# security-zone trusted
esr(config-bridge)# i p address 192.168. 0. 254/ 24
esr(config-bridge)# ip hel per-address 192.0.2.20
esr(config-bridge)# service-subscriber-control object-group users
esr(config-bridge)# |location ssidl
esr(config-bridge)# enable

esr(config-bridge)# exit

esr(config)# interface gigabitethernet 1/0/2.2000
esr(config-subif)# bridge-group 1

esr(config-subif)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# service-policy dynam c downstream
esr (config-if-gi)# exit

1 , location ( bridge 2)

-, eltex-radius IP- SoftWLC. —  SoftWLC.

esr(config)# radius-server host 192.0.2.20
esr(config-radius-server)# key ascii-text password
esr(config-radius-server)# aut h-port 31812

esr (config-radius-server)# acct-port 31813

esr (config-radius-server)# exit

AAA:

esr(config)# aaa radius-profile RADI US
esr(config-aaa-radius-profile)# radi us-server host 192.0.2.20
esr(config-aaa-radius-profile)# exit

DAS (Direct-attached storage) :

esr(config)# object-group network server

esr(confi g- obj ect - gr oup- net wor k) # i p address-range 192.0.2.20
esr(confi g-obj ect-group-network)# exit

esr(config)# das-server CoA

esr(config-das-server)# key ascii-text password
esr(config-das-server)# port 3799

esr(confi g-das-server)# clients object-group server
esr(config-das-server)# exit

esr(config)# aaa das-profile CoA

esr(confi g-aaa-das-profile)# das-server CoA
esr(config-aaa-das-profile)# exit

trusted, DHCP DNS. DHCP DNS:



esr(config)# ip access-list extended DHCP
esr(config-acl)# rule 10

esr(config-acl-rule)# action perm't
esr(config-acl-rule)# match protocol udp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port 68
esr(config-acl-rule)# match destination-port 67
esr(config-acl-rule)# enabl e

esr(config-acl-rule)# exit

esr(config-acl)# rule 11

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol udp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 53
esr(config-acl-rule)# enable
esr(config-acl-rule)#exit

esr(config-acl)# exit

esr(config)# ip access-list extended WELCOMVE
esr(config-acl)# rule 10

esr(config-acl-rule)# action perm't
esr(config-acl-rule)# match protocol any
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

esr (config)# ip access-list extended | NTERNET
esr(config-acl)# rule 10

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol any
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

web-

esr(config)# object-group url defaul tservice
esr(config-object-group-url)# url http://eltex.nsk.ru
esr(config-object-group-url)# exit

URL SoftWLC ( IP- SoftWLC, , URL ):

esr(config)# subscriber-control filters-server-url http://192.0.2.20:7070/Filters/filel

BRAS, NAS IP SoftWLC, - IP- gigabitethernet 1/0/24:



esr(config)# subscriber-contro
esr(config-subscriber-control)#
esr(config-subscriber-control)#
esr(config-subscriber-control)#
esr(config-subscriber-control)#
esr(config-subscriber-control)#
esr(config-subscriber-control)#
esr(confi g-subscri ber-defaul t-ser
esr(config-subscriber-defaul t-ser
esr(confi g-subscri ber-defaul t-ser
esr(confi g-subscri ber-defaul t-ser
esr(config-subscriber-defaul t-ser
esr(confi g-subscri ber-defaul t-ser
esr(config-subscriber-control)# e
esr(config-subscriber-control)# e

esr(config)# object-group service
esr(confi g-obj ect-group-service)#
esr(confi g-obj ect-group-service)#
esr(config)# object-group service
esr(confi g-obj ect-group-service)#
esr(confi g-obj ect-group-service)#
esr(config)# object-group service
esr(confi g-obj ect-group-service)#
esr (config-obj ect-group-service)#
esr(config)# object-group service
esr(confi g-obj ect-group-service)#
esr(config-obj ect-group-service)#
esr(config)# object-group service
esr(confi g-obj ect-group-service)#
esr(confi g-obj ect-group-service)#

trusted dmz:

esr(config)# security zone-pair t
esr(config-zone-pair)# rule 10
esr(config-zone-pair-rule)# actio
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# nmatch
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# enab
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit
esr(config)# security zone-pair d
esr(config-zone-pair)# rule 10
esr(config-zone-pair-rule)# actio
esr(config-zone-pair-rule)# nmatch
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rul e)# enab
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit
esr(config)# security zone-pair d
esr(config-zone-pair)# rule 10
esr(config-zone-pair-rule)# actio
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# match
esr(config-zone-pair-rule)# enab
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

DHCP trusted dmz:

aaa das-profile CoA

aaa sessions-radius-profile RADI US
nas-ip-address 192.0.2.1

session mac-aut hentication
bypass-traffic-acl DHCP

def aul t-service

vice)# class-nmap | NTERNET
vice)# filter-name |oca
vice)# filter-action permt
vice)#

vice)# session-tinmeout 3600
vice)# exit

nabl e
Xi t

t el net
port-range
exit
ssh
port-range
exit
dhcp_server
port-range
exit
dhcp_client
port-range
exit
ntp
port-range
exit

23

22

67

68

123

rusted untrusted

n permt

protocol any

sour ce- address any
desti nati on-address any
e

ne untrusted
n permt
protocol any

sour ce- addr ess any
desti nati on-address any
e

ne trusted

n permt

protocol any

sour ce- addr ess any
desti nati on-address any
e

def aul tservi ce

default-action redirect http://192.0.2.20:8080/ el tex_portal/



esr (config)# security zone-pair trusted dnz

esr (config-zone-pair)# rule 10
esr(config-zone-pair-rule)# action permt
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# natch source-address any
esr(config-zone-pair-rule)# natch destination-address any
esr(config-zone-pair-rule)# match source-port dhcp_client
esr(config-zone-pair-rule)# natch destination-port dhcp_server
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit

esr(config-zone-pair)# exit

ICMP , BRAS --TCP 3129/3128 (NetPort Discovery Port/Active AP| Server Port):

esr(config)# object-group service bras

esr(confi g-obj ect-group-service)# port-range 3129
esr(confi g-obj ect-group-service)# port-range 3128
esr(confi g-obj ect-group-service)# exit

esr(config)# security zone-pair trusted self
esr(config-zone-pair)# rule 10
esr(config-zone-pair-rule)# action permt
esr(config-zone-pair-rule)# match protocol tcp
esr(config-zone-pair-rule)# natch source-address any
esr(config-zone-pair-rule)# nmatch destination-address any
esr(config-zone-pair-rule)# match source-port any
esr(config-zone-pair-rule)# natch destination-port bras
esr(config-zone-pair-rule)# enable

esr (config-zone-pair-rule)# exit

esr(config-zone-pair)# rule 20
esr(config-zone-pair-rule)# action permt
esr(config-zone-pair-rule)# match protocol icnp
esr(config-zone-pair-rule)# natch source-address any
esr(config-zone-pair-rule)# match destination-address any
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair-rule)# exit

esr(config)# security zone-pair dne self
esr(config-zone-pair)# rule 20
esr(config-zone-pair-rule)# action permt
esr(config-zone-pair-rule)# nmatch protocol icnp
esr(config-zone-pair-rul e)# match source-address any
esr(config-zone-pair-rule)# natch destination-address any
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair-rule)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 20
esr(config-zone-pair-rule)# action permt
esr(config-zone-pair-rule)# match protocol icnp
esr(config-zone-pair-rule)# natch source-address any
esr(config-zone-pair-rule)# match destinati on-address any
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair-rule)# exit

DHCP-Relay:

esr(config)# ip dhcp-rel ay

SNAT gigabitethernet 1/0/1:



esr(config)# nat source

esr(config-snat)# rul eset inet
esr(config-snat-ruleset)# to interface gigabitethernet
esr(config-snat-ruleset)# rule 10
esr(config-snat-rule)# match source-address any
esr(config-snat-rule)# action source-nat interface
esr(config-snat-rule)# enable

esr(config-snat-rule)# end

SoftWwLC

BRAS SoftWLC.

10.10.0.0/16, FreeRADIUS- 192.168.1.1/24

1:

RADIUS-.

FreeRADIUS- , . users FreeRADIUS

<MACADDR> Cl eart ext - Password : = <MACADDR>

User - Name = <USER_NAME>,

Sessi on- Ti meout = <SECONDS>,

| dl e-Ti neout = <SECONDS>,

Acct-Interimlnterval = <SECONDS>,

# (A- ,N-)

Ci sco-Account -1 nfo = "{A N} <SERVI CE_NAME>"

<SERVI CE_NAME> C eart ext - Password : = <MACADDR>

# class-map ESR

Cisco-AVPair = "subscriber:traffic-class=<CLASS_NMAP>",

1/0/1



#, ESR (permit, deny, redirect)

Ci sco-AVPai r = "subscriber:filter-default-acti on=<ACTI ON>",

# IP (enabled-uplink, enabled-downlink, enabled, disabled)

Ci sco-AVPai r = "subscri ber: fl ow st at us=<STATUS>"

clients.conf , ESR:

client ESR {
i paddr = <SUBNET>
secret = <RADI US_KEY>

}

RADIUS-

«clients.conf» :

client BRAS {
i paddr = 192.168.1.1
secret = password

}

«users» (<MAC> MAC ):

"54- E1- AD- 8F- 37- 35" Cl eartext-Password : = "54- E1l- AD- 8F- 37- 35"
User - Nane = "Bras_user",

Sessi on-Ti meout = 259200,

I dl e- Ti neout = 259200,

Ci sco-AVPai r += "subscri ber: policer-rate-in=1000",

Ci sco-AVPair += "subscri ber: policer-rate-out=1000",

Ci sco-AVPai r += "subscriber: policer-burst-in=188",

Ci sco- AVPai r += "subscri ber: policer-burst-out=188",

Ci sco- Account - I nfo = " Al NTERNET"

I NTERNET O eartext-Password := "1 NTERNET"

User-Nanme = "I NTERNET",

Ci sco-AVPair = "subscriber:traffic-class=l NTERNET",

Ci sco-AVPair += "subscriber:filter-default-action=permt"

2:
ESR.

BRAS BRAS.

esr(config)# do sh licence
Li cence information

Nane: El t ex

Version: 1.0

Type: ESR- X

SI'N: NP0O0000000

MAC: XX XX XXz XX XX XX
Feat ures:

BRAS — Broadband Renote Access Server

RADIUS-:



esr(config)# radi us-server host 192.168.1.2
esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-radius-server)# source-address 192.168.1.1
esr(config-radius-server)# exit

AAA:

esr(config)# aaa radius-profile bras_radius
esr(config-aaa-radius-profile)# radi us-server host 192.168.1.2
esr(config-aaa-radius-profile)# exit

esr(config)# aaa radius-profile bras_radius_servers
esr(config-aaa-radius-profile)# radius-server host 192.168.1.2
esr(config-aaa-radius-profile)# exit

DAS-:

esr(config)# das-server das

esr(config-das-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-das-server)# exit

esr(config)# aaa das-profile bras_das
esr(config-aaa-das-profile)# das-server das
esr(config-aaa-das-profile)# exit

esr(config)# vlan 10

esr(config-vlan)# exit



esr(config)# 1ip access-list extended BYPASS
esr(config-acl)# rule 1

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol udp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port 68
esr(config-acl-rule)# match destination-port 67
esr(config-acl-rule)# enabl e

esr(config-acl-rule)# exit

esr(config-acl)# rule 2

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol udp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# nmatch destination-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 53
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config)# ip access-list extended | NTERNET
esr(config-acl)# rule 1

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol any
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config)# ip access-list extended WELCOVE
esr(config-acl)# rule 10

esr(config-acl-rule)# action perm't
esr(config-acl-rule)# match protocol tcp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 443
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# rule 20

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol tcp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 8443

esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# rule 30

esr(config-acl-rule)# action permt
esr(config-acl-rule)# match protocol tcp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 80
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# rule 40

esr(config-acl-rule)# action perm't
esr(config-acl-rule)# match protocol tcp
esr(config-acl-rule)# match source-address any
esr(config-acl-rule)# match destinati on-address any
esr(config-acl-rule)# match source-port any
esr(config-acl-rule)# match destination-port 8080
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

URL, , http-proxy BRAS



esr(config)# object-group url defaul tserv
esr(config-object-group-url)# url http://eltex.nsk.ru
esr(config-object-group-url)# url http://ya.ru
esr(config-object-group-url)# url https://ya.ru
esr(config-object-group-url)# exit

BRAS, NASIP RADIUS- - IP- gigabitethernet 1/0/2:

esr(config)# subscriber-contro

esr(config-subscriber-control)# aaa das-profile bras_das
esr(config-subscriber-control)# aaa sessions-radius-profile bras_radius
esr(config-subscriber-control)# aaa services-radi us-profile bras_radi us_servers
esr(config-subscriber-control )# nas-ip-address 192.168.1.1
esr(config-subscriber-control)# session nmac-authentication
esr(config-subscriber-control)# bypass-traffic-acl BYPASS
esr(config-subscriber-control)# defaul t-service
esr(config-subscriber-defaul t-service)# class-map BYPASS
esr(config-subscriber-default-service)# filter-name |ocal defaultserv
esr(config-subscriber-default-service)# filter-action permt
esr(config-subscriber-defaul t-service)# default-action redirect http://192
168. 1. 2: 8080/ el tex_porta

esr(config-subscriber-defaul t-service)# session-timeout 121
esr(config-subscriber-default-service)# exit
esr(config-subscriber-control)# enabl e

esr(config-subscriber-control)# exit

, BRAS ()

esr(config)# bridge 10

esr(config-bridge)# vlan 10

esr(config-bridge)# ip firewall disable
esr(config-bridge)# ip address 10.10.0.1/16
esr(config-bridge)# ip hel per-address 192.168.1.2
esr(config-bridge)# service-subscriber-control any
esr(config-bridge)# |ocati on USER
esr(config-bridge)# protected-ports
esr(config-bridge)# protected-ports exclude vlan
esr(config-bridge)# enable

esr(config-bridge)# exit

RADIUS-:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 192.168.1.1/24
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/3.10
esr(config-subif)# bridge-group 10
esr(config-subif)# ip firewall disable
esr(config-subif)# exit

SNAT gigabitethernet 1/0/2:



esr(config)# nat source

esr(config-snat)# rul eset factory

esr(config-snat-ruleset)# to interface gigabitethernet 1/0/2
esr(config-snat-ruleset)# rule 10
esr(config-snat-rule)# description "replace 'source ip
esr(config-snat-rule)# match protocol any
esr(config-snat-rule)# match source-address any
esr(config-snat-rule)# match destinati on-address any
esr(config-snat-rule)# action source-nat interface
esr(config-snat-rule)# enable

esr(config-snat-rule)# exit

esr(config-snat-ruleset)# exit

esr(config-snat)# exit

esr(config)# ip route 0.0.0.0/0 192.168.1.2

by outgoing interface ip address”

esr(config) # do conmt
esr(config) # do confirm

esr # sh subscriber-control sessions status

Session id User nane | P address MAC address Interface Domai n

1729382256910270473 Bras_user 10.10.0.3 54:el:ad:8f:37:35 gi 1/0/3.10 --
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