tcp-syn MES23xx/33xx/35xx/5324

mes security-suite. security-suite syn- ip-/  syn-.

security-suite:

consol e(config)# security-suite enable

consol e(config)# interface gig0/1
consol e(config-if)# security-suite dos syn-attack 200 192.168.11.0 /24

127 1000. 200
security-suite show security-suite configuration.
consol e# show security-suite configuration
Security suite is enabled (Per interface rules are enabl ed).
Denial O Service Protect:
Denial O Service SYN-FIN Attack is enabl ed
Denial O Service SYN Attack
Interface | P Address SYN Rate (pps)
gi 1/0/1 192.168. 11. 0/ 24 200
Martian addresses filtering
Reserved addresses: disabl ed
Confi gured addresses:

SYN filtering

Interface | P Address TCP port

ICWP filtering

Interface | P Address

Fragnment ed packets filtering

Interface | P Address
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