
  ESR   PPTP - 

:     PPTP-    SNAT.

: PPTP (Point-to-Point Tunneling Protocol) -               .    PPTP    —   ,    .     TCP,      1723.      GRE,    .    ,   NAT,    ,       -     . ,    GRE,   PPTP,   Call ID, ,   
 SNAT,     GRE ,          .      NAT   point-to-point    GRE.     ,     .

    PPTP-. ,          TCP 1723. 

      ,   -    gre-.

  PPTP- ( R3):

  firewall  TCP 1723   self;
  firewall  gre   self.

  R2,   SNAT,  : 

ip firewall sessions tracking pptp -     ;
nat alg gre -   IP-      gre;
nat alg pptp -   IP-      pptp.



   R1

 PPTP 

hostname R1

interface gigabitethernet 1/0/1
  description "LAN"
  ip firewall disable
  ip address 198.51.100.1/24
exit
tunnel pptp 1
  ip firewall disable
  authentication method mschap-v2
  description "worker"
  username ivan password ascii-text encrypted 8CB5107EA7005AFF
  remote address 203.0.113.2
  enable
exit

ip route 203.0.113.2/32 198.51.100.2

   R2



   NAT

hostname 
R2                                                                                                              

                                                                                                                

interface gigabitethernet 1/0
/3                                                                                                              

  ip firewall 
disable                                                                                                         

  ip address 198.51.100.2
/24                                                                                                             

exit                                                                                                            

interface gigabitethernet 1/0
/4                                                                                                              

  ip firewall 
disable                                                                                                         

  ip address 203.0.113.1
/24                                                                                                             

exit                                                                                                            

                                                                                                                

ip firewall sessions tracking 
pptp                                                                                                            

                                                                                                                

nat 
source                                                                                                          

  ruleset 
pptp                                                                                                            

    to interface gigabitethernet 1/0
/4                                                                                                              

    rule 
10                                                                                                              

      action source-nat 
interface                                                                                                       

      
enable                                                                                                          

    
exit                                                                                                            

  
exit                                                                                                            

exit                                                                                                            

                                                                                                                

nat alg 
gre                                                                                                             

nat alg pptp                



   R3

 PPTP 



hostname R3

ip firewall sessions counters
object-group service PPTP
  port-range 1723
exit

object-group network pptp_outside
  ip address-range 203.0.113.2
exit
object-group network pptp_local
  ip address-range 10.0.0.1
exit
object-group network pptp_remote
  ip address-range 10.0.0.10-10.0.0.20
exit
object-group network pptp_dns
  ip address-range 8.8.8.8
exit

security zone PPTP
exit
security zone trusted
exit

interface gigabitethernet 1/0/1
  security-zone trusted
  ip address 203.0.113.2/24
exit
security zone-pair PPTP self
  rule 10
    action permit
    match protocol icmp
    enable
  exit
exit
security zone-pair trusted self
  rule 10
    action permit
    match protocol tcp
    match destination-port PPTP
    enable
  exit
  rule 20
    action permit
    match protocol gre
    enable
  exit
exit

remote-access pptp remote-workers
  authentication mode local
  authentication method mschap-v2
  local-address object-group pptp_local
  remote-address object-group pptp_remote
  outside-address object-group pptp_outside
  dns-servers object-group pptp_dns
  security-zone PPTP
  username ivan
    password ascii-text encrypted 8CB5107EA7005AFF
    enable
  exit
  enable
exit

ip route 198.51.100.1/32 203.0.113.1



 -  NAT-   R2

   

    

    :

   pptp   ,       NAT       "" IP ,     .    .
    pptp      R2  expected - .  gre-       firewall,     expected - .            .     expected -   256 .     R2   pptp - ,  expected -    .

 R (config)# ip firewall sessions max-expect 512


	Настройки маршрутизатора ESR для транзитного PPTP - подключения

