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1
ESR:

ESR# show runni ng-config
host nane ESR

router bgp | og-nei ghbor-changes
router bgp 65000
router-id 198.51.100.1
nei ghbor 198.51. 100. 2
renot e-as 65000
address-fanmi |y ipv4 unicast
enabl e
exit
enabl e
exit
address-fam |y ipv4 unicast
network 192.0.2.0/26
exit
enabl e
exit

interface gigabitethernet 1/0/1
ip firewall disable
ip address 203.0.113.2/30
exit
interface gigabitethernet 1/0/2
ip firewall disable
ip address 192.0.2.1/26
exit
tunnel gre 1
ttl 255
ntu 1400
ip firewall disable
| ocal address 203.0.113.2
renpte address 203.0.113.6
ip address 198.51. 100. 1/ 30
enabl e
exit

192.0.2.128/26




security ike proposal ike_proposa
aut hentication al gorithm shal
encryption algorithmaes128
dh-group 2

exit

security ike policy ike_policy
pre-shared-key ascii-text Password_123
proposal ike_proposa

exit

security ike gateway ike_gateway
i ke-policy ike_policy
| ocal address 203.0.113.2
| ocal network 203.0.113.2/32 protocol gre
renote address 203.0.113.6
renpte network 203.0.113.6/32 protocol gre
node policy-based

exit

security ipsec proposal ipsec_proposa
aut hentication algorithm shal
encryption algorithm aes128
protocol esp

exit

security ipsec policy ipsec_policy
proposal i psec_proposa
exit

security ipsec vpn ipsec_vpn
node i ke
type transport
i ke establish-tunnel route
i ke gateway ike_gat eway
i ke ipsec-policy ipsec_policy
enabl e

exit

ip route 203.0.113.4/30 203.0.113.1

Huawei:



[ Huawei ] di spl ay current-configuration

#

i psec proposal 1
encapsul ati on-node transport

esp aut henticati on-al gorithm shal
esp encryption-algorithm aes-128

#

i ke proposal 1
encryption-al gorithm aes-128
dh group2
aut henti cation-al gorithm shal
sa duration 10800
aut henti cati on-net hod pre-share
integrity-al gorithm hmac-shal-96
prf hmac-shal
#
i ke peer ike_peer
pre-shared-key sinple Password_123
i ke-proposal 1
| ocal - address 203.0.113.6
renot e- address aut henti cati on-address 203.0. 113. 2
i kevl phasel-phase2 sa dependent
#
i psec profile ipsec_profile
i ke-peer ike_peer
proposal 1
sa duration traffic-based 0
sa duration tinme-based 3600
#

#
interface G gabitEthernet0/0/0
ip address 203.0.113.6 255.255. 255. 252
#
interface G gabitEthernet0/0/1
ip address 192.0.2.129 255. 255. 255. 192
#
nterface Tunnel 0/0/0
ntu 1400
tcp adjust-mss 1360
ip address 198.51.100.2 255. 255. 255. 252
tunnel - protocol gre
source 203.0.113.6
destination 203.0.113.2
i psec profile ipsec_profile
#
bgp 65000
router-id 198.51.100.2
peer 198.51.100.1 as-nunber 65000
#
i pv4-fam |y unicast
undo synchroni zation
network 192.0.2.128 255. 255. 255. 192
peer 198.51.100.1 enable
#

#
ip route-static 203.0.113.2 255.255. 255. 255 203.0.113.5

2. IPsec-,BGP-, BGP-, IP-

ESR:



ESR# show security ipsec vpn status ipsec_vpn
Currently active | KE SA:

Nare: i psec_vpn
State: Est abl i shed
Ver si on: vl-only
Uni que I D 2
Local host: 203.0.113.2
Renpt e host: 203.0.113.6
Rol e: Initiator
Initiator spi: 0xa7c8949a175d688c
Responder spi: 0x083da58456a8aeee
Encryption al gorithm aes128
Aut hentication algorithm shal
Di ffie-Hell man group: 2
Est abl i shed: 1 mnute and 22 seconds ago
Rekey tine: 1 minute and 22 seconds
Reaut henti cation tine: 2 hours, 49 minutes and 8 seconds
Child | Psec SAs:
Nane: i psec_vpn-2
State: Installed
Pr ot ocol : esp
Mode: Tr ansport
Encryption al gorithm aes128
Aut hentication algorithm shal
Rekey time: 47 minutes and 11 seconds
Life time: 58 minutes and 38 seconds
Est abl i shed: 1 mnute and 22 seconds ago
Traffic statistics:
I nput bytes: 994
Qut put bytes: 1127
I nput packets: 13
Qut put packets: 16

ESR# show bgp nei ghbors
BGP nei ghbor is 198.51.100.2

BGP state: Est abl i shed
Type: Static nei ghbor
Nei ghbor address: 198. 51.100. 2
Nei ghbor AS: 65000
Nei ghbor 1 D: 198. 51. 100. 2
Nei ghbor caps: refresh AS4
Sessi on: internal nultihop A4
Sour ce address: 198.51.100. 1
Wi ght : 0
Hol d tiner: 109/ 180
Keepal i ve tiner: 15/ 60
Address fanmily ipv4 unicast:

Send- | abel : No

Default originate: No

Default information originate: No
Upti me: 87 s

ESR# show i p route bgp
Status codes: u - unicast, b - broadcast, m- nulticast, a - anycast
* - valid, > - best

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wei ght Path
*> u 192.0.2.128/26 198.51.100. 2 0 100 0 i

ESR# ping 192.0.2.129
PING 192.0.2.129 (192.0.2.129) 56 bytes of data.

--- 192.0.2.129 ping statistics ---
5 packets transnitted, 5 received, 0% packet |oss, time 4005ns
rtt mn/avg/ max/ ndev = 0.829/1.387/2.785/0.723 ns

Huawei:

[ Huawei ] di spl ay i psec sa

i psec sa information:



Interface: Tunnel 0/0/0

| PSec profile nane: "ipsec_profile"
Mode : PROF- | SAKMP
Connection ID . 65
Encapsul ati on node: Transport
Hol di ng tine : 0d Oh 2m 35s
Tunnel | ocal : 203.0.113. 6/500
Tunnel renote : 203.0.113. 2/ 500
Fl ow source : 203.0.113. 6/ 255. 255. 255. 255 47/ 0- 65535

Fl ow destination : 203.0.113.2/255.255. 255. 255 47/ 0- 65535

[ Qut bound ESP SAs]
SPI: 3315963714 (0xc5a59742)
Proposal : ESP- ENCRYPT- AES- 128 ESP- AUTH- SHA1
SA renmi ning soft duration (kilobytes/sec): 0/685
SA renmining hard duration (Kkilobytes/sec): 0/1045
Qut packet count ;20
Qut packet encap count : 20
Qut packet drop count : O
Max sent sequence-nunber: 20
UDP encapsul ation used for NAT traversal: N

nbound ESP SAs]

SPI: 5425586 (0x52c9b2)

Proposal : ESP- ENCRYPT- AES- 128 ESP- AUTH- SHA1

SA renmini ng soft duration (kilobytes/sec): 0/685
SA renmining hard duration (kilobytes/sec): 0/1045

I npacket count 122
| npacket decap count : 22
I npacket drop count 0

Max received sequence-nunber: 23

UDP encapsul ation used for NAT traversal: N
Anti-replay : Enable

Anti-replay w ndow size: 1024

[ Huawei ] di spl ay bgp peer
Status codes: * - Dynanmic

BGP local router ID: 198.51.100.2

Local AS nunber : 65000

Total nunber of peers : 1 Peers in established state : 1
Total nunber of dynamic peers : 0

Peer \% AS MsgRcvd MsgSent QutQ Up/ Down State PrefRcv

198.51.100.1 4 65000 7 7 0 00:03:10 Established 1

[ Huawei ] di spl ay bgp routing-table

BGP Local router IDis 198.51.100.2

Status codes: * - valid, > - best, d - danped,
h - history, i - internal, s - suppressed, S - Stale
Oigin: i - 1GP, e - EGP, ? - inconplete

Total Nunmber of Routes: 2

Net wor k Next Hop MED LocPrf Pref Val Pat h/ Ogn
*>i 192.0.2.0/ 26 198.51.100.1 100 0 i
*> 192.0.2.128/26 0.0.0.0 0 0 i

[ Huawei ] ping 192.0.2.1
PING 192.0.2.1: 56 data bytes, press CTRL_C to break
Reply from 192.0.2.1: bytes=56 Sequence=1 ttl=64 tinme=1
Reply from 192.0. 2. byt es=56 Sequence=2 ttl =64 tine=1
Reply from 192.0. 2. byt es=56 Sequence=3 ttl =64 tine=1
Reply from 192.0. 2. byt es=56 Sequence=4 ttl =64 tine=1
Reply from 192.0. 2. byt es=56 Sequence=5 ttl =64 tine=1
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192.0.2.1 ping statistics ---
5 packet(s) transnmitted

5 packet(s) received

0. 00% packet | oss

round-trip mn/avg/max = 1/1/1 s
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