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Connection steps:

A user selects call back authorization when connecting to the Captive Portal and enters a phone number;

Eltex-portal sends information on a Called number to the service eltex-ngw via Websocket;

Eltex-ngw transfers information on a Called number to an SMG gateway via a CoA request;

SMG gateway makes a call from a number keeped in a number pool and sends this number (Calling number) to a user in CoA-ACK;
After a user takes a call (which is dropped then), rejects or ignores it, the SMG gateway will send an ACC-STOP RADIUS packet with
confirmation of call receipt to the NGW service;

® A user enters last four digits of the Calling number;

® Authorization has been successfully completed.

@ For call back authorization to work correctly, provide network connectivity between eltex-ngw and the SMG gateway. A default outgoing port for
the service eltex-ngw is UDP/3799, and a port for incoming connections is UDP/1814.

Description

To authorize on the portal, a user should connect to SSID with portal authorization, enter the telephone number and click "Confirm with incoming call".
After that, a message "Enter the last 4 digits of the Calling number" will be displayed, and the number will be called.

® |tis possible to pick up the phone, then the call will be dropped
® Reject the call
® Await completion of the call

Fill in the field with the last 4 digits of a calling number and click "Enter".
Authorization is completed, the user account will be confirmed.

An interaction scheme is available on Interaction scheme for call back authorization.

Configuring call back authorization


https://docs.eltex-co.ru/display/en/v1.14_Interaction+scheme+for+call+back+authorization

To confirm a user account using a call back, configure eltex-ngw and select "Call to user" as a confirmation method in the portal common settings.

1) eltex-ngw settings for interaction with SMG gateways can be found on Configuring incoming call authorization.

2) Open the Portal Constructor, select a portal on which a confirmation method "Call to user” is selected and go to Common settings. In the section
"Confirmation methods" place a check in the checkbox "Call to user". After selecting the checkbox, the field "Call waiting timeout" will be available. A
default timeout is 30 seconds.

"Call waiting timeout" is a time period on exceeding of which an input field on the page where the last four digits of a calling number should be entered will
become unavailable, and a message "Unable to make a call. Please, try again."” will be displayed if the acct-stop RADIUS packet from the SMG gateway is
not received by Eltex-NGW.

@ If a portal user waits when the call ends using callback authorization, the standard "Call waiting timeout" may not be enough. In this case, set
the value higher than the call answer waiting timeout (is specified on SMG gateway).

Troubleshooting

1
"Request execution error" occurs after clicking the button "Confirm with incoming call". Check network connection"

® No connection between Eltex-NGW ang SMG gateway
- Make sure that the address of SMG gateway is specified correctly in the configuration file.

- Make sure that SMG gateway port 3799 is available from the server where Eltex-NGW is locate

root @agr ant - ubunt ul6- xeni al - 64- SW.C: ~# nnmap -sU -p 3799 192.168. 114. 163

Starting Nmap 7.01 ( https://nmap.org ) at 2019-03-14 09:32 +07
Nmap scan report for 192.168.114.163

Host is up (0.00056s I atency).

PORT STATE SERVI CE

3799/ udp open|filtered radi us-dynauth

® smg.secret specified in the Eltex-NGW configuration file is incorrect

-Make sure that the keys specified for eltex-ngw and for SMG gateway are equal by checking them in the section "RADIUS Authorization servers". If the
keys do not match, the gateway will not respond the CoA requests from eltex-ngw.

2)
If a message "Unable to make a call. Please, try again”is displayed, the input field is unavailable, but a call was taken.

® Make sure that the port specified in eltex-ngw configuration file is open and available.

® Make sure that the port specified in eltex-ngw configuration file is open and available from SMG gateway (1814 by default).

® The key listen.secret matches the SMG gateway in the section RADIUS Accounting Servers. If the key is incorrect, the following messages will
appear in ngw logs:

2019-03-14 10: 03: 06. 006 ERROR SngGat e$Recei ver: 161 - |ncorrect authenticator for incom ng radius packet
2019-03-14 10: 03: 06. 006 DEBUG SnpgGat e$Recei ver: 179 - Packet received
2019- 03- 14 10: 03: 06. 006 ERROR SngGat e$Receiver: 161 - Incorrect authenticator for incoming radius packet
2019- 03-14 10: 03: 07. 007 DEBUG SngGat e$Recei ver: 179 - Packet received
2019-03-14 10: 03: 07. 007 ERROR SngCGat e$Recei ver: 161 - |ncorrect authenticator for inconming radius packet

Identification scenario


https://docs.eltex-co.ru/pages/viewpage.action?pageId=58233492

SoftWLC call back identification scenario - SMG
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SMG configuration

Input data

SMG gateway is configured to interact with PSTN (interfaces for PSTN connection and a dial plan are set) and can make calls. The gateway is configured
according to its operation manual.

Requirements to data transmission network configuration

SMG accepts RADIUS Change-of-Authorization (CoA) requests via UDP port 3799. The network should provide passing of Eltex NGW requests to a
specified SMG port.

SMG sends RADIUS Accounting requests to UDP port1813. The network should provide passing of SMG requests to a specified Eltex NGW port.
Description of the work

The procedure is initiated via RADIUS Change-of-Authorization (CoA) request (described in RFC 5176). Is used for call back authorization of connection to
public networks. A user connects to a network and gets to a WEB portal where an access password is requested and then a user is suggested to enter a
password for authorization. After entering a phone number, a user receives a call to this number. A calling number or its part displayed on the user's phone
serves as an access password to a public network and should be entered on the WEB portal. To initiate a call, the WEB portal should send a CoA-Request
packet with the attribute Called-Station-Id containing user phone number to SMG via RADIUS protocol. CoA-Request example:

RADI US Pr ot ocol

Code: CoA- Request (43)

Packet identifier: Oxa0 (160)

Length: 33

Aut henti cator: ac02dd52e3435a2f a46ed7cd2f 7f 177d
Attribute Value Pairs

AVP: | =13 t=Call ed-Station-1d(30): 70123456789
Type: 30

Length: 13

Cal |l ed-Station-1d: 70123456789

If a number can be called, SMG selects a caller's number from a specified number pool and sends it in the attribute Calling-Station-Id of CoA-ACK. After
that, SMG initiates a call from the selected number to the user number. Regardless of the result of a call (call drop, user's response or call end on no
response timeout), SMG sends information on the call in RADIUS Accounting requests. When a user answers, a call will be dropped. CoA-ACK response
example:



RADI US Pr ot ocol
Code: CoA- ACK (44)
Packet identifier: Oxa0 (160)
Length: 33
Aut henti cator: 60363e5d4f 742df 10316cc05b81a42f 6
Attribute Value Pairs
AVP: |1 =13 t=Cal ling-Station-1d(31): 73830019698
Type: 31
Length: 13
Calling-Station-1d: 73830019698

If a number specified by a user cannot be called, SMG will respond with a CoA-NAK message without any attributes and will not initiate a call. If a CoA
Request was sent from a RADIUS server that is not linked to the selected RADIUS profile, or it was sent to a network interface that does not correspond to
the selected server, SMG will ignore such a request. A call is made from a virtual number. Call routing is performed on general basis, via a dial plan linked
to a virtual number.

Virtual number parameters:

* PBX profile — PBX profile link;
RADIUS profile — a profile that will be used to send Accounting requests. RADIUS CoA requests from servers linked to this profile can be
accepted;
Dial plan — dial plan link for call routing;
Access category — access category selecting;
Calling party category — calling line identification category selecting;
Select mode — method of selecting numbers from a number pool:
® random — numbers will be selected in random order;
® sequential — numbers will be selected in order;
® Number pools — pools from which numbers for call making will be selected. To organize a pool, First number and Range should be specified. The
maximum number of pools is 64.

To configure the service:
Open the section "RADIUS settings -> Servers"

L] Static firewa
] White s=ses list
=~ RADIUS sattings
] Servers

] Profiles

| RADIUS-repliss 10 voice messages
| Awthorization calls
=} T Traces
__| PCAP traces
] FBEX traces
] SYSLOG

1 - Specify an address of a server from which a RADIUS CoA request will be sent;
1 - Specify an address of a server to which RADIUS Accounting will be sent;

3 - Choose a network interface that will be used for interaction;

4 - Apply the changes.



Servers L Configuration was changed, savin,

RADIUS-Authorization servers RADIUS-Accounting servers

6 IP-address Part Secret-key Group é IP-address Part Secret-key Group
1[192.168.114.130 |[1812 |[radiuspass  [[0 7] [192.168.114.130 1813 |radivspass  |[0. 7]
2[0.0.0.0 o || |[0¥] 2[0.0.0.0 |0 i |[0¥]
30000 o || |[av] 30000 o || |[0¥]
4[0.0.0.0 o || |[0¥] 4[0.0.0.0 |0 i |[0v]
50000 o || |[0¥] 5[0.0.00 |0 || |[0¥]
&[0.0.00 o || |[av] &[0.0.00 o I |[0¥]
7[0.0.00 o || |[0¥] 7[0.0.00 |0 i |[0¥]
20000 o || |[av] 20000 o || |[0¥]

Server reply timeout (%100 ms) ﬂ.l
Request sending attempts g’l:l
Server inactivity timeout after failure {sec) 'g'

Metwork interface for group 0 bond1.1 {bond1.1 192 168 11 ¥ |

Metwork interface for group 1| bond1.1 {bond1.1 192 168 11 ¥ |

Metwork interface for group 2 bond1.1 {bond1.1 192 168 11 ¥ |

Metwork interface for group 3| bond1.1 {bond1.1 192 168 11 ¥ |
WEB/telnet/ssh wsers authorization through RADIUS-autherization servers [

Allow access when RADIUS-server failure O

omllﬂmﬂl

Open the section "RADIUS settings -> Profiles”

ree| ] Static firewsll
[ -] White sddresses list
=y RADIUS sattings
] Servers
-OED
| _'| RADIUS-replss 0 woice mess3ges
{ ) Authorization calls
E-i Traces
b || PCAP traces
i} PEX traces

1 - Enable the option "Enable RADIUS-Accounting";
2 - Select events on which RADIUS Accounting requests will be sent;
3 - Apply the changes.



Name

|RADIUS_Profile0o

Enable RADIUS-Authorization

(]

Enable RADIUS-Accounting

Send SNMP trap

(]

Group

Send requests for ingress calls

Modifiers for InCdFM | [not used v]
InCaFN | [original 7]
Modifiers for InCgPN | [not used \ll
InCaPM | [original v]
Madifiers for OutCdPN | [nof used Y]
Madifiers for OutCgPN | [nof used v]

on ingress seize (CgPN only)
on end-of-dial (CgPM and CdPM)
on local redirection

Send requests

accounting-start
accounting-stop
) accounting-stop for unsuccessfull calls

[ accounting-update with periad

Send raquests for egress calls on egrass seizs accounting for call-erigin=ariginate
Send requests by modifiers | | Default T =] accounting for call-origin=answer
Apcess restriction — = Send requests by modifiers | | Default i
T sarves fasure | 0@ restrictions |
CISCO adaptation | [
Usar-name field (originate) | [CgPH v]
User-name field (answer) | [CdPH | e uTCH ol
_— - - Round duratio v
Redirecting Number | [replace Calling-Station-Id v] uwetion | |upwznds l
Access restriction —r
v
User-password fisld || | o serves fanune | O restrictions |
Individual passwords User-name field (originate) | [ CgPM Al
for SIP-subsribers
User-name field (answer) | [ CdPN ]
DIGEST authorization | [RFC5090 |
Redirecting Mumber ace Calli fation-Id i
Session timecut | [Ignore v]
PN field | [ CAPN-n v]
Enable emergency cal
on reosivg g CoPN field | [CgPM-in v]
r——— T AcodmceforRADUSWplysndvoicemessages |
Service-Type | [Not used T] Accordance table for
RADIUS reply and woice messages med Y |
Framed-protocd | | Mot used ¥]
RADIUS reply sttribute | [ Reply-Message v]
S | Tt S e
Enable Eltex-\5A for call o
managemeant
Full CISCO-WSA fields | [
Apply [ Reset | [ Cancel

Open the section "RADIUS settings -> Authorization calls”

[] Satic firzwall

._.I Whits addresses [ist

B[ RADIUS settings
] Servers
{1 Profiles
i =1 RADIUS-replies to voice messages
B~ Traeces

] PCAP traces

] PEX traces
-] S¥EL0G

1 - Specify parameters for a virtual subscriber on whose behalf calls will be initiated;



select PBX profile;

select the RADIUS profile created before;

specify a dial plan that will be used to make a call;
specify Access catefory (if needed);

specify Calling party category;

specify Select mode - random or sequential one;

2 - Add number pools that will be used to make a call. Specify First number and Range;

3 - Apply the changes.

Authorization calls
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BADIIE profie
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